
CH A PTER  6 - Possib le  Ex tens ions  to  th e  F i le  S e r v e r

The simplest and s a fe s t  approach to pe rfo rm  d i s k - l o c k i n g .  The
ex is t in g  e n fo rce d  s ing le  access on d isks opened f o r  w r i t e  access, 
is a form of disk-locking. The d\ ffe rence  here  is t h a t  disks a re  
allowed to  be a t t a c h e d  to  d r i v e s  a t  more t h a n  one c l i e n t ,  bu t  
w i t h  th e  e m u la to r  caches d isab led . When th e  s e r v e r  r e c e i v e s  a 
t r a c k  read  re q u e s t ,  i t  v e r i f i e s  t h a t  th e  d isk  is  n o t  c u r r e n t l y  
locked out, and i f  no t  i t  w i l l  g r a n t  t :  e no^e e x c lu s iv e  access. 
H e re  th e  f i r s t  lock ing  ph rse  is  t r a n s p a r e n t  to  t . ie  C l ien t ,  in 
t h a t  the  s e r v e r  can se t locks as i t  r e c e r '  * requests  to read or 
w r i t e  to pseudo-disks. H o w e ve r ,  c l i e n t  s f t w a r e  m ust e x p . l c l t l y  
re lease  a disk when th e  t r a n s a c t io n  is f .n is h e d .

S ince  read r e q u e s t s  a r e  f o r  t .racks , th e  n a t u r a l  app roach  is  to  
perform  t r a c k - b a s e d  lo c k in g .  The s e r v e r  would keep reco rd  of th e  
t r a c k s  of shared disks c u r r e n t l y  locked in t o  c l i e n t s .  Once aga in  
th e  locking opera t ion  is t r a n s p a r e n t  v ia  the  t r a c k  read o p e ra t io n  
bu t  a re lease  opera t ion  must be performed, when complete,

S e c t o r - l o c  k m g  of th e  pseudo-disks is a n o t h e r  possib le  approach , 
s in ce  w r i t e  o p e ra t io n s  in v o lv e  s e c to r  up da tes .  The t r a n s p a r e n c y  
of th e  f i r s t  locking phase is lost, and an e x p l ic i t  r eq u es t  f o r  a 
s f t o r  must be maie to  th e  s e r v e r ,  b e fo re  th e  d isk  is a c t u a l l y  
re a d .  T h is  is  n e c e s s a r y ,  be cau se  th e  reg io n  of d a ta  being 
con tro lled  is only a p o r t io n  of t h a t  in vo lved  in a re ad  re q u e s t .  
When the  c l ie n t  re ads  th e  d isk , a r e q u e s t  f o r  an e n t i r e  t r a c k  
w i l l  be sent to  th e  f i le  s e rv e r .  On re c e iv in g  th e  req u es t  f o r  a 
t r a c k ,  the  s e r v e r  must only r e t u r n  the  d a ta  f o r  th e  sec to rs  which 
th e  c l ien t  c u r r e n t l y  has access to. The r e s t  of th e  s e c to rs  on 
th e  t r a c k  must con ta in  nu l l-data . When f in ish e d ,  a message must 
be sent to  th e  s e r v e r  re leas ing  th e  s e c t o r '

D a ta  blocks w h ich  a r e  sm a l le r  th a n  a s e c to r  would be in a p p ro ­
p r ia te ,  since even though a node w il l  only be g iven da ta  f o r  th e  
block req u es ted ,  an e n t i r e  t r a c k  must s t i l l  be sen t  along th e  
n e tw ork  and read by th e  c l ien t .  This in e f f i c ie n c y  would r u l e  ou t  
lock ing  a t  th e  le v e l  of d a ta b ase  re c o rd s  o r  f i e ld s .  S im i l a r l y ,  
v a r i a b l e - s iz e d  d a t a  b locks  can be ex c lu d ed  b e c a u s e  t h e i r  
boundaries would not co inc ide  w i t h  th e  b o u n d a r ie s  of t r a c k s  and 
sectors

C o n c u r r e n c y  c o n t r o l  m us t  a lso  so lv e  t h e   
Dead lock  becomes po ss ib le ,  as soon as one c l i e n t  is  a l lowed 
e x c lu s i v e  access  to  more th a n  one d a ta  block s im u lta n e o u s ly .  
(Deadlock e x is t s  i f  tw o  a p p l ic a t io n s ,  each h a v in g  c o n t r o l  of a 
reg io n ,  need to  w a i t  f o r  th e  o t h e r  a p p l ic a t io n  to  re le a se  i t s  
reg ion ) .  To overcom e t h i s  problem, i t  must be possib le  f o r  a 
t r a n s a c t i o n  to  a b o r t ,  so that. i t s  locks can be re leased . Fo r  
th i s  reason, i t  is good p r a c t i c e  to  c o l le c t  a l l  th e  locks needed, 
be fo re  an y  o p e ra t io n s  a re  pe rfo rm ed  on th e  d a ta  [ 4 , pp 144). 
M echan ism s to  b reak  deadlock, in c lu de  e x p l i c i t  dead lock d e te c t io n  
and t im e - l im ite d  b re a k a b le  locks (3, pp 359).

The fo l lo w in g  p o in t s  sh o u ld  b* n o ted  w i t h  r e s p e c t  to  th e  
access ing  of sh a red  disks:
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- A s ing le  re le a se  o p e ra t io n  should  be pe r fo rm ed  re le a s in g  a l l
c u r r e n t l y  he ld d a ta  reg ions , r a t h e r  th a n  r e le a s in g  each  
. n d i v i d u a l l y .  In  t r a c k - b a s e d  lo c k in g ,  t h i s  r e l i e v e s  
s o f tw a re  from knowing which t r a c k s  of the  pseudo-disk were 
accessed d u r in g  th e  t r a n s a c t io n .

- To U m U  the  number of de lays on the  system, s o f tw a re  must
use as few  d a ta  blocks i im u ltaneo-  s ly  as possib le. T h is  
means t h a t  d a ta b a s e  r e c o rd s  3tiov.<l p r e f e r a b l y  fa l l  on 
s e c to r  o r  t r a c k  bo undar ies .

- I f  a la rge  number of blocks n e e j  to  be co l le c te d  be fo re  a
t ra n s a c t io n  can be performed, the  req u es t  f o r  locks should  
be made e x p l i c i t l y  b e fo re  re a d in g  th e  blocks. T h is  a vo id s  
r e a d in g  each  b lock and l a t e r  h a v in g  to  a b o r t  t h e  
t r a n s a c t io n  because one block can n o t  be accessed.

I - NODK TO NOOK M E S S A G E  P A S S IN G

I t  is u n d e s ira b le  to  a llow  messages to  be passed be tw een  u s e r s  
d u r in g  t e s t s .  In  a d d i t io n ,  i t  is  u n n e c e s s a r y  g iv e n  t h e  
a p p l ic a t io n  of th e  n e tw o rk ,  s ince  a l l  nodes a r e  lo c a te d  in th e  
same area. However, extens ion  may r e s u l t  in th e  c l i e n t  PC's n o t  
a l l  be ing  lo ca l iz ed , and i f  th e  n e tw o rk  is  to  be a p p l icab le  
o u ts id e  th e  g iven  a p p l ic a t io n ,  i t  would be n e c e s s a ry  t h a t  I t  
could su p p o rt  message passing.

Once a g a in ,  co m m u n ica t io n s  has to  be p e r fo rm ed  th ro u g h  th e  
read ing  and w r i t i n g  of disk sec to rs .  A n o th e r  com m un ica t ions  t r a c k  
(e.g t r a c k  41), could be used f o r  t h i s  purpose. Send ing  th e  
message poses no problems. I t  m ere ly  in vo lves  an a dd it io n  to  th e  
f u n c t i o n s  s u p p o r te d  by t h e  f i l e  s e r v e r ,  The c a l l  f o r  t h i s  
fu n c t io n  i i  s en t  w i t h  th e  message c o n te n ts  to  th e  s e r v e r .  The 
s e r v e r  must then  send a t r a c k  c o n ta in in g  th e  message, to  th e  
e m u la to r  of th e  d e s t in a t io n  c l i e n t .

F o r  a c l i e n t  to  r e c e i v e  th e  message t r a c k  is  more d i f f i c u l t ,  
s ince  u n d er  norm al o p e ra t io n  i t  is th e  c l i e n t  w h ich  i n i t i a t e s  
t r a c k  t r a n s f e r  t h r o u g h  d isk  o p e r a t io n s .  I t  w ou ld  r e q u i r e  
c o - r e s id e n t  s o f t w a r e  a t  th e  c l i e n t .  I f  p o ss ib le ,  when t h e  
em u la to r  re ce ives  th e  message t r a c k ,  i t  would cause an i n t e r r u p t  
a t  th e  c l i e n t ,  to  w h ich  th e  c o - re s id e n t  s o f t w a r e  would respond 
w i t h  a read  re q u e s t  to  th e  message t r a c k .  A l t e r n a t i v e l y ,  th e  
message t r a c k  must be read a t  r e g u la r  i n t e r v a l s .  I f  no message 
has been sen t ,  th e  e m u la to r  m’H t  p ro v id e  an 'e m p ty '  t r a c k .  A 
t h i r d  a l t e r n a t i v e  is to  le a ve  i t  to  th e  u se r  to  e n q u i r e  i f  a 
message has been r e c e iv e d ,



7 EVALUATION and CONCLUSIONS

In th i s  c h a p te r ,  th e  s a l i e n t  f e a t u r e s  of th e  f i l e  s e r v e r  design 
a re  summed up, in te rm s of the  c l a s s i f i c a t io n s  i d e n t i f i e d  in th e  
h . e r a t u r e  s u r v e y  (c /  s e c t io n  1.3). The design is  th e n  e v a lu a t e d ,  
c o n s id e r in g  t h e  r e q u i r e m e n t s  f o r  t h e  e d u c a t i o n a l  e n v i ro n m e n t  
g iv en  in se c t io n  1.2. F i n a l l y ,  I g ive  my conc lus ions  on th e  
e f f i c a c y  * '  th e  n e t w o r k / s e r v e r  s o lu t io n ,  and su g g e s t  how 
l i m j t a t i o r  uld be e l im in a te d .

7.1 C L A S S I F I C A T ION OF T H E  P B O P O S E P  F I L E  S E B V E B

In ch ap te r  one a model was estab l ished  th ro u g h  ... ich f i l e  s e r v e r s  
can be c la s s i f i e d  on th e  bas is  of t h e i r  e x t e r n a l  c h a r a c t e r  i s t i c s

The s e r v e r  is d is k -  o r  b lo c  k - b a se d ,  w i t h  th e  b as ic  o b je c t  i t  
m ain ta ins , being the  pseudo-disk. Th is  has th e  form  of a f i l e  on 
th e  s e r v e r  machine, b u t  app ea rs  as a f lo ppy  d isk  to  \.. * node 
computer

The basic u n i t s  o f  da ta  a c ce s s ,  a re  f ix ed-s ize  blocks. Fo r  d a ta  
r e t r i e v a l ,  th e  block* a re  of t r a c k  size, w h i le  f o r  w r i t i n g  d a ta  
to  th e  s e r v e r ,  t f  blocks a re  of s e c to r  size. F i le ,  page- leve l 
and b y te- leve l  r e t r i e v a l  a re  not supported. H o w e ve r ,  methods h ave  
been considered which allow f i les ,  and not m e re ly  d isk  blocks, to  
be obtained from th e  s e r v e r  (c/ :  S e c t io n  6.4).

O b j e c t  m a n a g e m e n t  i n v o l v e s  t h e  f a c i l i t i e s  p r o v id e d  f o r  
o rgan iza t ion  and p ro te c t io n  of th e  o b je c ts .  A d l r e c t o r  y  s e r v i c e  
is suppo rted . Th is  c o n s is t s  of a pseudo-disk w h ich  l i s t s  th e  
a v a i l a b l e  a p p l i c a t i o n .  d isk s ,  t o g e t h e r  w i t h  t h e  c a t e g o r ie s  of 
user which a re  e n t i t l e d  to  use i t .  I d e n t i t y - b a s e d  a c c e s s  c o n t r o l  
was chosen. Th is  is o r ien ted  to w a rd s  a l low ing  c a t e g o r ie s  of u s e r s  
access to  d isks ,  bu t  is not s u i t a b le  f o r  s h a r in g  d is k r  amongst 
p a r t i c u l a r  u s e r s .

Atom ic  t r a n s a c t i o n s  a re  not supported. C o n c u r r e n t  usage is on ly  
a l lo w e d  f o r  r e a d  a c c e s s e s ,  W r i t e  a c c e s s  is  e s s e n t i a l l y  
s in g le- u se r  H ow ever,  c h a p te r  s ix  showed i t  to  be possib le  to  
a c h ie ve  c o n c u r r e n t  u p d a t e , w h irh  is d e s i r a b le  f o r  sh a red  d a ta  
bases.

The level of the  s e r v ic e  is e s s e n t i a l l y  t  h» • of a low - leve l  f i l e  
s e rv e r ,  or in t e l l ig e n t  disk s e rv e r .  H o w e ve r ,  i t  was shown to  be 
ex tend ab le ,  to  su cc e s s iv e ly  h ig h - le ve l  fu n c t io n s  - a l low ing  i t  to  
be more u n iv e rs a l  in co n te x t ,  su p p o r t in g  bo th  low and h ig h - le ve l  
usage. H o w eve r ,  such e x ten s io n s  w i l l  be i n e f f i c i e n t ,  because of 
th e  u n d e r l y i r g  in e f f i c i e n c y  in th e  com m un ica t ions  mechanism 
namely t h a t  communication w i th  the  f i l e  s e r v e r  has been a c h ie ve d  
th rough  disk opera t ions, and re q u i re s  the  re a d in g  and w r i t i n g  of 
e n t i r e  sec to rs ,  even f o r  v e r y  shon t  messages.
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7.£ E V A L U A T I O N

The f i l e  s e r v e r  le s ig n  has d e a l t  w i t h  th e  im p o r t a n t  issues  
id e n t i f ie d  in section  1.2. The ach ievem ent in each  of t r  e3e a re a s  
w i l l  be summed up, and e va lu a te d  where  necessary .

The shared d isk resource  has been used to  p rov ide  u s e r  d i s k  sp a ce  
and a common pool o f  s o f t w a r e .  The space l im i t a t i o n s  due to  
floppy disk size, have  been overcome by a l lo w in g  a c l i e n t ' s  d r i v e  
to  have  conn *ed to  , t ,  any : i  a !a r « e  num ber of pseudo-disks. 
These pseudc • .«. a r e  s ng l?  f  ss w.>;'•/. -on ta in  art image of a 
floppy disk. M echan is  . ? hav»  b ? pr v •.t  t o r  th e  a t t a c h m e n t /  
ds tachm ent - tfi e io  I r e *  h n >4j 
a pseudo-f i < i . i a t  o-̂  . Hopp/ * -k
maximum s f i le ,  anc mean: t ! »
have  to  t » -v#r mo."; th a n  one Q.‘,k.

d r iv e s .  The size of 
T h i i  r e s t r i c t s  th e  

s ingle appl. ;a t ion  may

The i< e r  to - u s : . '  d a s h ~ r' ng r c s i r  '\ ' ion  has been a ch ie ved
th ro u g h  i d e n t i t y - t .  • sm g le - ^ cc ts s  to  u.ver d isks. A method of
a l low ing  t h f  ».r.^nsi> >* f  .les bP tw een  ui e rs  ha.' been desc r ibed
as an ex tens ion  i f  -r* < i s .  s in ce  *h> r e tw o " * '  is  a log ica l
s t a r ,  w i th  »li crauncm ro u te d  t  j  t v e . e r v t r ,  t h i «  f e a t u r e
can be d.a, when - . 1  sa . v iz  d u r in g  test : . .

The b a s i c  » t i  *i«»( u  4 
t r a n s f e r ,  s ! * n > ig 
p 'e u d o - d i s k s ,  ; .v? 
S o f t w a r e  which 
a d d i t i o n  t r  th e  
f u n c t i o n s  o f f ? :  n  
th e  us e r .  " t i >  
u s e r  l n t e - i a c M ,

or the  c l i e n t  i n t e r f a c e  - in v o lv in g  rtata 
C! , i « i U iU - o f f ,  th e  sw itch ip . i  ;n and o u t  of 

c n u n , o c e r a . i n g  sy s te rrs  h ave  been dev ised , 
u f s c:' tn e  c l i e n t  com pu ter ,  is  in q u i r e d  (as an
o <*r-ati,-.f, i/ s tem ) to  allow the  in v o c a t io n  of th e  
oy t i i f  s ' r v e r  and t c  pr ?sent the • fu n c t io n s  to  
so-.tnrar. r  j u i r e m e n ts ,  c o i o r i s i n g  che c l i e n t  and 
>av« o->er» c 'escribed.

The ne twork  h a . t f y  -c at the  j* !e  s e r v e r  s V  ed access to  the
s e r v e r  m ach in e ’. r em ory  ( in  a d d i t io n  t. t wn loca! memory). 
The i n t e r f a c e  be tw een  t n r  n e tw o rk  arv“ the  s e ' «  « r ,  has beer, 
implemented th ro u g h  sn a red  r e so u rc e s  t o n t » i r  i i  t h a  s e r v e r ’s 
m em ory. A method has been sugge.v.oa , i n v o l v i i  sem apho re  
v a n  es in the  s e r v e r ’s memory, t j  a ch ie  s t s u tu s U v  e x c lu s iv e  
access fo r  th e  S e r v e r  a id  N etw crV  r r o c e .s o r s .

A l t e r n a t i v e s  fo r  the  ser v ice  o f fe re d  to * he a n a l y s i s  ma~ ~me  have  
been g iven . U se r  f l i e s  could be re c e iv e d  th r o u g h  t h '  a n a ly s is  
m achine us ing  e x is t in g  fu n c t io n s  to  s w i t c h - in  a u s e r ’s .'iisk and 
then examine the  f i les .  A l te . 'n a t  i v i l y ,  a user could subm; c a f i l e  
to  th e  s e r v e r  as one which r e q u i r e s  a n a ly s is ,  w i t h  th e  a n a ly s i s  
machine dequeuing  t ' le se  f i l e r  i  o r  a n a ly s i s  ( c f :  s e c t io n  6.2).

E x t e n s i o n s  to  the t a r i c  f u n c t n  ; : a l i t y  of th e  s e r v e r  t, ve jeen  
proposed (c h a p te r  o). lo w e ve r  t h f  e x t e n s i b i l i t y  is a f f  ted  by 
the  methr>u ’ rnp/oyed f o r  co m n u n ica t io n  be tw een  a c l i e n t  ana th e  
s e r v e r .  Coaim u n c a t i o n  r e q u i r e s  th e  r e a d i n g / w r i t i n g  c f  d isk  
t r a c k s / s ^  t o r s  - i.e . e n t i r e  b locks. T h is  is  p; r t i  .>>larly 
ine-ff i c - n t  f-,** small message t - a n s f e r s .  T h is  m e t i i c m u  >■ would 
probab ly • u n d e s i ra b le  to  ex tend  th e  s e r v e r  to  m e  u »e a
f i le-b ased  i e r v : ^  and th u s  to  h ave  f u l l  u n i v e r s a l  file* s e r t s r  
s t a tu s .  S u f f i c i e n t  e x ten s io n s  h ave  been suggested  h o w eve r ,  w .uch 
make i t  also su ita b le  to  a more genera l n e tw o rk  o u ts id . '  of the  
e d u c a t io n  r e q u i r e m e n t s .
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7.2.1 P e r f o r m a n c e

S ince  the  c l ie n ts  r e c e i v e  d isk  J a l a  t h ro u g h  a f l i p p y  d isk  d r i v e  
in t e r f a c e ,  the  r a t e  of d a ta  t r a n s f e r  is t h a t  of th e  f loppy  d isk  
c o n t r o l l e r .  Access and d isk  l a t e n c y  d e la y s  a r e  s t i l l  p r i  sen t ,  so 
th e  perform ance of the  n e tw ork  d r iv e s  can nev.er exceed t h a t  of a 
f lo p p y  disk d r iv e .

In add it ion  though, t h e re  is a de lay  f o r  a t r a c k  to  be requested  
by th e  e m u la t o r  and r e c e i v e d  f ro m  t h e  f i l e  s e r v e r .  The 
p r o b a b i l i t y  of th i s  delay has been dec reased  th ro u g h  cach ing  and 
p re fe tch in g  a t  both th e  s e r v e r  and em ula tor . Fo r  a f i l e  t r a r s f e r ,  
o n ly  th e  f i r s t  t r a c k  t r a n s f e r r e d  should in c u r  such a de la y  
(p ro v id e d  th e  f i l e  is s to re d  c o n t ig u o u s ly  on th e  pseudo-disk). 
A f t e r  th a t ,  p re fe tch in g  should ensure  t h a t  t h e  e m u la to r  has th e  
n e x t  t r a c k  by th e  t im e i t  is r e q u i r e d .  Thus th e  d e la y  w i l l  
com prise  a s u b s t a n t i a l  am ount of th e  t o t a l  t r a n s f e r  t im e  f o r  
small f i les, b u t  be i n s ig n i f i c a n t  f o r  v e r y  la rg e  f i l e s  - i.e. th e  
perce ived  perform ance should approach t h a t  of a f lo p p y  d isk.

In c e r t a in  respects , the  perfo rm ance  of th e  n e tw o rk  d r i v e s ,  could 
be s u p e r io r  to  t h a t  of an a c t u a l  f loppy  d isk  d r i v e .  F i r s t l y ,  
t h e r e  is no m otor-on d e la y .  The n ecess ity  f o r  c o n t i g u i t y  w i t h in  
th e  pseudo-disks, to reduce demand fo r  both n e tw ork  t r a n s f e r s  and 
f o r  o p e ra t io n s  on th e  s e r v e r ’s d isk , was emphasized (c / :  s e c t io n  
2.3.3). I f  th e  c o n t i g u i t y  of pseudo-disks is m a in ta in e d  by th e  
f i l e  s e rv e r ,  t h e r e  would be a f a v o u r a b 'e  s id e - e f f e c t  f o r  c l i e n t s ,  
in  t n a t  d isk  pe r fo rm an ce  is s u b s t a n t i a l l y  b e t t e r  f o r  co n t ig u o u s  
f i l e s  ( T r a n s f e r  f o r  100 K b y t e  f i l e  , s t o r e d  c o m p le t e l y  
contiguous ly  on £ floppy disk, would ta k e  a b o u t  5 seconds).

A t  th e  f i l e  s e r v e r ,  th e  c r i t i c a l  r e so u rc e  l im i t in g  p e r fo rm an ce ,  
is the  disk. This has been supplemented by th e  cache to  improve 
the  e f f ic ie n c y  of disk use. Assuming t h a t  groups of 6 t r a c k s  a re  
fe tch ed  to cache du r ing  each  d isk  read  o p e ra t io n ,  g roups f o r  12 
d i f f e r e n t  pseudo-disks can be b ro u g h t  to  cache  e v e r y  second. (A 
ro u g h  e s t im a t e  bas .d  cn t y p i c a l  v a lu e s  f o r  d isk  access and 
t r a n s f e r  d e la y s ,  and assum ing t h a t  th e  pseudo-disks a re  s to re d  
c o n t ig u o u s ly  on th e  s e r v e r ' s  di. .). The s e r v e r ’s d isk  should 
t h e r e fo r e  be able to  prov ide , w i t h o u t  d e g ra d a t io n  in p e r fo rm an ce ,  
the  requ irem en ts  f o r  more th a n  12 use rs ,  s im u lt a n e o u s ly  in v o lv e d  
in  d isk  o p e r a t io n s .  C le a r l y ,  not a l l  t r a c k s  f e t c h e d  w i l l  be 
r e q u ire d ,  but th e re  should a lso be d u p l i c a te  re q u e s t s ,  w h e re  th e  
t r a c k s  are  a lr e a d y  in the  cache from a p rev io u s  t r a n s f e r .

U n d e r  h e avy  load, i t  is  th e  n e tw o rk  t r a n s f e r  r a t e  of IM b i t / s  
w h ic h  w i l l  l i m i t  p e r fo rm a n c e .  T h is  r a t e  a l lows t r a n s f e r  of 
app rox im ate ly  30 t r a c k s  per second. The maximum d a ta  r e q u i r e m e n t  
a t  the c l ien t ,  based on th e  disk t r a n s f e r  r a t e ,  is 5 t r a c k s  per 
second. The ne tw ork  t r a n s f e r  r a t e  can t h e r e fo r e  only su p p o r t  up 
to  6 c l ie n t s ,  s im u lta n e o u s ly  in v o lv e d  in d isk  o p e ra t io n s ,  be fo re  
load e f f e c t s  become e v id e n t .  H o w eve r ,  excep t  when th e  cache is 
empty at » t* , " t-u p  time, caching a t  th e  em u la to r  should reduce the  
p e r c e n ta g e  o f  th e  c l i e n t ' s  d isk  o p e r a t i o n s ,  w h ic h  r e q u i r e  
t r a n s f e r s  o f f  th e  r e tw o rk .

- 7.3 -
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7.2.2 Opera t 1 ng System  Independence

C u rren t ly  only MSDOS is used on th e  computers. A lthough a l t e r ­
na t ive  operating systems have not been in ve s t ig a ted ,  the  use of 
d i f f e r e n t  operating  systems has been considered th rougho u t  the 
design. Pseudo-disks belonging to d i f f e r e n t  systems are  separated  
in storage, and only i f  the c lient is running the co rrec t  system, 
can a disk be attached. A c l ient can requ est  a change in the 
operating system. The disk attached to the boot-drive is changed 
by the s e rve r ,  and code in the user in te r f a c e  a t  the  c l ien t  
causes the c l ient to re-boot.' The bootstrap of the computer looks 
for the boot record in the f i r s t  sector of the boot-disk. In th>« 
way, i t  should be possible to l0 2 d any opera t ing  system designer 
fo r  the c l ie n t  computer.

The funct ions  of the f i le  s e r v e r  should not re q u ire  adap ta t ion , 
to support new operat ing  systems fo r  the  c l ien t .  However each 
operating system requ ires the addition of ro u t in e s  comprising the 
c lient and user in te rfaces .  No add it ions  a re  requ ired  to support 
data  t r a r s f e r  operations - since operations  in vo lv ing  disk dat. 
t ra n s fe rs  are trapped in hardware by the disk d r ive  emulator, and 
requests forwarded to the se rve r .

The track  size for pseudo-disks has been assiiioed to be 9 sectors 
of 512 bytes. Support fo r d i f fe re n t  size secto rs  or t ra ck s  would 
lead to complications in both the f i le  se rve r  cache and the cache 
of the disk d r ive  emulator.

7.2.3 P r o t e c t io n  Mechanisms

Identity-based access to disk s to rage has been chosen. The u s e r ’s 
id e n t i t y  not only es tab lishes  the  u se r ’s personal disks, but to 
which ca tegory  of users he belongs. A u s e r ’s ca tegory  e n t i t le s  
him to a c e r ta in  subset of applications. (App lica tion  is used 
loosely, as a group of up to f i f te e n  pseudo-disks to which the re  
is shared  access). Fo r commercia l s o f tw a r e ,  the  number of 
simultaneous users of an app lica tion  can be r e s t r i c t e d  to the 
number of purchased copies of the product.

The r e s t r i c t e d  d is t r ib u t io n  of so f tw a re  obv iously  re l ie s  on the 
a b i l i t y  to p reven t  so f tw a re  being copied o f f  the  network  - i.e. 
i f  app lica tions  were copied to floppy disk, th is  would bypass 

| • r e s t r i c t io n s  on the  ca tegory  of user, and on the number of
s im u lta reour users of c e r ta in  so ftw are .  Once access has been 
granted  to an app lication, and the s e rv e r  re ce ives  requests  fo r 
tracks, i t  is impossible fo r  i t  to determine fo r  what purpose the 
t r a c k  is r e q u ire d  - i.e. w h e th e r  the  s o f tw a r e  is being 
le g it im a te ly  executed, or copied. However, p ro tec t io n  has been

I *  achieved at the c lient through the a b i l i t y  to a t t a c h  and detach
the app lica tions  from d rives .

The p ro tec t ion  mechanism has been described, and forms p a r t  of 
the  re q u ire m e n ts  f o r  the  user in t e r f a c e  a t  the  c l ie n t .  I t  
in vo lves  executing a protected  app lication minediately a f t e r  i t  
has been attached. Code remains co-res ident w i th  the application, 
and continues once the app lica tion  has te rm ina ted ,  t t  then sends 
a request »or th f  f i le  se rve r  to detach the application.
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Inadequacies in th is  approach are th a t  the user may find a way of 
h a l t in g  the  a p p l ic a t io n  ab no rm a lly  - in wh ich case, the  
a p p l ic a t io n  would rem ain  a t ta c h e d ,  and could be copied. In 
add it ion , much commercial s o f tw a re  allows fo r  the copying of 
f i le s  wh ile  execu t ing

A user might also find a way of by-passing the loading program of 
the user in te rface , and sending a request message d ire c t ly  to the 
f i l e  s e r v e r .  He could supply the co r re c t  param eters  fo r  a 
protected load, while not performing such a load. I t  is t h e r e lo r e  
im portan t t h a t  only requests  from the user in te r fa c e ,  be dealt  
w ith  by the server. A form of encryption could be used to achieve 
th is  - re q u ir in g  a key, which could reside anyw here  on the 
d ire c to ry  disk (at. improper pseudo-disk which does not have f i le  
s t r u c tu r e ) .  This could be changed a t  the f i le  s e rve r ,  d a i ly  
during  in i t ia l iz a t io n .  A user would have to unscramble code to 
o b ta in  the  key. R e fe ren ces  [23,24,25] co ve r  s e c u r i t y  and 
encryp t ion  techniques in deta i l .

7.3 C O N C LUS IO N S

The f i le  s e r v e r  design has accomplished the a la s  laid down in 
section 1.2. However, there  a re  l im ita t io n s  in the  performance of 
the serv ice  o ffe red  to c l ien ts ,  due to c l ie n t  computers being 
connected to the  n e tw o rk  v ia  a f loppy d isk  d r iv e .  These 
l im i t a t io n s  in vo lv e  disk-size, the speed of response, and the 
e x t e n s i b i l i t y .

Although multiple disks a re  supported, each is l im ited  to the 
size of a floppy disk. This r e s t r i c t s  the maximum f i l e  s iz e  
In add it ion, single app lica tions  w i th  numerous f i les ,  may have 
to be sp read  o ve r many d is k s .  These disks are simultaneously 
a ttached  to d i f fe i  ent d r ives ,  and i t  is necessary  t h a t  the 
app lica tion  be configured  to know which f i le s  a re  on which 
disks This inconvenience would r e s t r i c t  t.he use of many 
s o f tw a re  packages,

A fundamental l im it on performance, is th a t  the speed  of data 
r e t r ie v a l  fo r a c lient, is a t  maximum th a t  of a floppy disk 
d r iv e  - any delays aw a it in g  r e t r i e v a l  from the s e rv e r ,  w ill 
make the response slower than th a t  of a floppy disk drive.

Since disk re la ted  operat ions  are  trapped in hardware , i t  is 
not known which secto rs  of a p a r t i c u la r  t ra ck  have been 
requested, for a re ad  op era tion . Therefore an en t i re  t ra ck  has 
to be fetched v ia  the network. This track-based  r e t r i e v a l  
necess ita tes  a heavy  emphasis on co n t ig u i t y ,  both w i th in  the 
pseudo-disks and on the s e rve r 's  disk.

Com m unications  between a c lient computer and the s e rv e r ,  had 
to be constructed from the reading and w r i t in g  of sector data. 
This is v e r y  in e f f i c ie n t  fo r  small messages, This in e f f i c ie n c y  
r e s t r i c t s  the  a b i l i t y  to  include a file-based s e rv ic e  and 
th e re fo re  r e s t r i c t s  extension toward  a t r u l y  u n iv e rsa l  f i le  
server.
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The sever- lim ita t ions  are mainly due to the system being floppy- 
disk based, and there  a re  a l t e r  nat iv e  means of implementing the 
network  to e l im inate  these l im ita t io n s .  The roost obvious is to 
perform emulation of a f ixed, r a t h e r  than  a floppy, disk d r ive .  
The speed of data t ra n s fe r  at the c l ient computer, and the disk- 
size, would b» s u b s t a n t i a l l y  increased. However, a f ixed-disk 
co n tro l le r  would have to be purchased fo r  each of the c l ie n t  
machines, adding s u b s ta n t ia l l y  to the cost. In add it ion , data 
r e t r i e v a l  would s t i l l  be t ra ck-based , and problems associated 
w ith  communication and co n t ig u i t y ,  would remain.

An a l t e r n a t i v e  which e l im inates  the above l im ita t io n s  of the 
se rv ice ,  is to in te rc e p t  a c l i e n t ’s disk operat ions  in so f tw are ,  
and to ro u te  the requests  v ia  a communications p o rt  to the 
s e r v e r .  Disk-size need not be l im ited  to a floppy-disk, and 
t r a n s f e r  r a t e  is now only  l im ited  by th e  speed of the  
communications port. In so ftw are ,  the secto rs  r a t h e r  than ju s t  
the t ra ck  requ ired  fo r  a read operat ion  can be determined, so 
t h a t  d a ta  r e t r i e v a l  could be sec to r ,  and not t ra c k ,  based. 
Communication fo r  h igh e r  leve l op era t ion s  would be v ia  the 
communications port, and would not involve e n t i re  sector or t ra c k  
d a t a - b l o c k s .

Although the f i le  server design is o r ien ted  towards  the proposed 
network, based on f loppy-disk-dri ve emulation, i t  would s t i l l  be 
app licab le  (w i th  a d ap ta t io n s ) ,  i f  an a l t e r n a t i v e  implementation 
was chosen.

The pseudo-disks would no longer necessa r i ly  be of floppy 
disk size. Even without lim its on size i t  is adv isab le  to 
confine a single app lica tion  to a disk. This  allows the 
p ro tec t ion  mechanisms developed, to be used. When the 
application is not in use, the disk con ta in ing  i t ,  is not 
attached to the drives  and cannot l>e copied.

I f  track-based re t r ie v a l  were eliminated, a sector and not a 
t r a c k  should be the  basic data  u n i t  fo r  the  cachc 
However, group-based r e t r i e v a l  should be maintained, even 
though groups need not fa l l  on tra ck  boundaries.

Sector-based r e t r i e v a l  w il l  re lax  the  emphasis on co n t ig u ity .

The basic s t ru c tu re  of the s e rv e r  design should be re le v a n t ,  no 
m atte r  which of the above network implementations is chosen. The 
is o la t io n  of the  p a ra l le l  processes and id e n t i f i c a t io n  of the 
major resources, could remain unchanged. The resource  re q u ir in g  
the  b iggest a l t e r a t io n  would be the Opened Disks /App lica tions  
Maps. Since an en t ire  application can f i t  on a disk, the separate 
trea tm ent of disks and app lica tions  is not requ ired .

From the point of view of the f i le  s e r v e r  then, a floppy-disk 
Dased network and track-based r e t r i e v a l ,  is u n d e s ir a b le .  However, 
the orig inal reasons fo r  adopting such a physica l implementation, 
may s t i l l  be app licable . These w . 'rf  cost benef its ,  and the 
r e l a t i v e  t r a n s p a re n c y  wh ich the  s o lu t io n  p resen ts ,  to the  
e x is t in g  h a rd w a re  and s o f tw a r e  of the  c l i e n t  machine (c/: 
section 2.2). Should these f a c to r s  be seen as o ve r r id in g  the 
resu lt ing  l im ita t ions  on the F ile  Se rve r ,  then i t  could be argued 
t h a t  floppy disk speed is adequate. Also, a t  peak-load times, 
performance would be limited by the t ra n s fe r- ra te  of the network 
and not by the  t r a n s f e r - r a t e  a t  the  in te r f a c e  - so th a t  
perfo rm ance  a t  peaK-loads would be s im ila r ,  fo r  a ll network
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implementations which use the same t r a n s fe r - r a t e .  The disk-based 
funct ions  o ffe red  by the s e rv e r ,  and selected extensions, should 
provide an adequate service, and th e re  is no need to ach ieve a 
u n iv e r s a l  s e r v i c e .

In sp ite  of the afore-mentioned fau lts ,  the  f i le  s e r v e r  should 
p rov ide  a co n ve n ie n t  c e n t r a l iz e d  s e r v ic e  in the  ed u ca t io n a l  
env iron m en t .  I t  reso lves the d i f f i c u l t i e s  associated  w i th  the 
d i s t r ib u t io n  of f loppy disks, and p rov id es  the  basis  fo r  
au tom atic  ana lys is ,  th rough co llection of s tu d en t  work. So f tw a re  
p ro te c t io n  has p o te n t ia l ,  i f  the  s ta t e d  l im i t a t io n s  can be 
overcome. This would reduce s o f tw a re  costs, by p reven ting  the 
copying of the so f tw are ,  and th rough  allowing packages w ith  
lim ited  usership, to be purchased fo r  the networK, w i th o u t  the 
need to purchase a copy for each machine on the networK

Addendum

As antic ipated, the physica l in te r f a c e  did lead to l im ita t io n s  on 
the F i le  S e rv e r .  During the p ro jec t ,  the use of th is  physica l 
in te r fa c e  was abandoned (and implementation te rm ina ted ),  due to 
the lim itat ions  i t  placed on the network. S ince th is  was always 
seen as a possib il ity, I have tr ied  to eva luate  the design as i t  
is, while  emphasizing th a t  the design would be applicable to a 
disk-based approach where c l i e n t ’s disK requests  a re  in te rcep ted  
in so f tw a re  and routed  to the F i le  S e r v e r  through a se r ia l  
in te r fa ce ,  (an approach used in o th e r  designs [7]).

Since the inception of th is  project, ce r ta in  LAN and F i le  S e r v e r  
systems for IBM PC’s have become ve ry  popular - such as Novell 
Netwar* and MS-NET [26,27). A commercial netw ork  of th is  so r t  
ought to be f a r  cheaper and more robust, than  developing a 
customised ne tw ork .  However,  a custom.*ed ne tw o rk  is s t i l l  
a t t r  v ive  fo r  the following reasons.

Th f i le  s e rv e r  design has a v e r y  cen tra l ized  c h a r a c t e r i s t i c ,  
whe * access to the system, ap p l ic a t io n ’s s o f tw a re  and user f i le s  
is controllea exclusive ly by the netw ork  manager. Some commercial 
networks cn tne o ther hand, in b i ing  more f lex ib le , tend to be 
or ienta ted  towards <ser-user f i le  s .Taring. Here the c re a to r  of a 
f ile  specifies  who may access the  f i le .

A se rve r  with a centralized c h a ra c te r is t ic  a t  i t s  core, ought to 
be the most suitab le for the specified education ourposes - t h a t  
of a large c e n tra l  f i ,e  s to re  p rov id ing  users w ith  t h e i r  own 
disks and a selected pool of a p p l i c a t io n  on which to  draw. 
C en tra l iz a t io n  allows s t r i c t  contro l over what so f tw a re  is made 
ava i lab le  to the user, and over access to th is  so ftw are .  The 
’s a f e t y ’ of so f tw a re  on the s e r v e r  is however dependent on 
p ro te c t io n  mechanisms once a user i f  g iven  access to an 
ap p l ica t io n .  In t h is  re sp ec t ,  tho pseudo-disk c h a r a c t e r i s t i c  
(w hereby  each app lica t ion/pac itago  is con fined  to a s e p a ra te  
log ica l disk, and has to  be ’s w i t c h e d ’ in to  a u s e r ’s d r iv e  
before  use), holds po ten tia l.
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The advantages o ffe red  by a cen tra l ized  system could y e t  be 
s u f f i c ie n t  fo r  a customized system I f  s o f tw a re  companies were 
sa t is f ied  t h a t  t h e i r  products were saf<* from p ira c y ,  they  could 
even see i t  as an advantage fo r  t h e i r  products  to be in the 
system's pool, to expose s tudents  to t h e i r  products  (who la t e r  
e n te r  the market place). The p o ss ib i l i t y  would then ex is t  of 

% prov id ing  a v e ry  large pool of s o f tw a re  cheaply, and th e reb y
.ncreas ing  the  s e r v ic e  va lu e  bevond w hat  coul'1 be provided 
o t h e r w i s e .

Th e re  ought to be s u f f i c ie n t  o th e r  app lica tions  fo r  such a 
centralized a rch i te c tu re  - o th e r  u n iv e r s i t ie s ,  or even a so f tw a re  

<t depot service charging c lients for the use of a pool of so ftw are
( th e r e b y  in c reas in g  a c c e s s ib i l i t / to expens ive , less a v a i la b le  
s o f tw a re ) .  Th is  w id e r  ap p l ic a b i l  t y  ought to  in c rea se  the 
v i a b i l i t y  of developing a customized network.

- 7.8 -
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tha Qoa^po 0>p«a ’ ablaa (potn «<jo)icPtiP* Mao • Oil* hpdI . r io u t  
aparat'.pna on thapa rtM u rc ta  pra only iQantlflPO at tha low** lP *P il
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APPENDIX A - P ro ce ss- R e so u rce  D iagram s

.A..2 - 1MTERACT1 Y JL v P R VIM G: 2ND LEVEL PROCESSES

mm
\ ____

f m— »

JNf t««••*<«■« i an )

f  " T W J i r  j

UNwriH
H l l d l U t  il l *  \ih» #• '

H h N ' O I H I  J

v .___________ '

CMIW

11#

*N( IVttW Bit" \in* iiumMAC i'

M/H MlMfflll felt*
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APPENDIX A - P ro ce ss- R e so u rce  D iagram s

M 'PZND IX A .2  - 1MTKRACT1VE SERVI NG; 2ND LEVEL PROCESSES

ia)

it: o m - m in

in a m m  - ru n  "w ru s
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APPENDIX A - Process-Resource Diagram s

m i i i L  - l h i e m c l l v l  ^ g E v m a i- a a o  l l 'o l

ItU L£ Q W 1 & - L l ^ Q f E M lM Q .  PROCESS

i/» \ OMunt "ocnt

n a i'-k 'imS^cntir

to o l  mod 
O»onoo-Oio*»'MIH

Dio* m e
OM IN - C lO M

V . J f

Mood AIIMD
- •

Rood Attocn-on-Crooto

C M O K 2 ZK

QPCMINC

l i r t i ) Attoen

"H

PROCESS

•oorcn vonouo Ooi

r « t o

■*/» In fo

H > - * tt» c n « tn t
Intorfoeo

>001 MOOO00<.
TlOlOO

DlOk MOO 
OOOn0d~O*OM 

Toe lot

0/g
-0 1 0 * O D tn in i 
PrOCOOO
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APPENDIX A - Process-Resource DiBgrBms

APPENDIX A . 3 - INTERACTIVE S E R V I N G : 3RD LEVEL

A. 3.2: DECOMPOSITION QF THE iNITIALIZAIIQH_EEQCESS

•

RESOURCE

In It
-

PREPARATION

PROCESS lrut

%

N«t»ork In tr*f*c« 
Ataourctl

All ut
l o c i: fe io u rcn

II  RESOURCE PREPARATION PROCESS

C sn 'n u ritlo n  F i l l

V _________J
\

fl/B \
CAHor-Oiu Opening 

**OCM* J

l/D P ir: \ 
■ jn -Disk Ootning 

PPtC— l  )

C«cM

tb! CO# ISURATIUN PROCESS
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APPENDIX A - Process-Resource DiBgrBms

APPENDIX A.3 - INTERACTIVE SERVING: 3RD LEVEL

A .3 .3 :  DECOMPOSITION THE MQDE-SERVER PROCESS

J  IW TU .:2 iT !0N  OB0CE3S

• -------- !

C DECOUINS PROCESS
»rit*

NCM Lnil
V  J

\

1' DECXINC PROCESS

S----------
Cuff«nt Rtouast

(C) PROCESS <€OlCS' TC 9EAZ aTRACK
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APPENDIX A - Process-Resource DiBgrBms

APPENDIX A. 3 - INTERACTIVE SERVING: 3RD LEVEL

A.3.3: DECOMPOSITION OF THE NODE-SERVER PROCESS

or^nt towutai
*aaa P*"f

WITf-SECTO*

F«tch

W O C W

au fy- O 'H t t

Id' PMOCOS qE8UE3T ’ 0 «BITE A SETTOP

(
C U *  *nt % M i t

V ___________ /

d*r* !fi»o*««tior

J

• MOC litfQ ■
I tfc

ItH
a tu c n a n t  o*

DiM

1 "  1 ' 1

•fit#

919N-OK

IKid
BEULtS’ tUMXlNS

various Oca

pwocess

v«-iou« Opt. Enq.

..............

IT PROCESS W U f r  TO SIBN-ON

Currant u*r* Raco»*o

Aaaaur cat 
M Bocittta  «ltn 

t*a attacniant o* 
^••uao-Oi«K»

N/N qMOOHM 0u«u«

%ouM t

UMOiTCM UlOClltlO BltA t*tt lUKftMM Of **®tuOt -Oism

HiM
SI*.-©**:

SattinQa
T

REflUE', * HAICLZNS
va-iou« Oca

WWCE33

.. . . . .  . _

Vt^lOUt OCi
- - - ............... - T

U l O t T C I I
Uaociataotn« ittBcnmnt o♦ PMuro-OltKi

tf! PROCESS 3E0UC3’ TO ligKH PF
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APPENDIX A - P ro ce ss- R e so u rce  D iagram s

APPEHC1X A.3 - _ L HTERA.CT1VE SE&VItiG: 3RD LEVEL

A . 3 .3 :  DECOMPOSITION OF THE NODE-SERVER PROCESS

V

rk

v :

R l lO u 'C I I
* « * o e i« t i a  « i t h

th a  • | f

I— ......

M M variaua Ooa

CO»*»HJISK.

vactoua ooa revues’ handling E/IQ.

WWCF3S

A«BOurc«a 
taaociatao aith 

tha attachMnt of PMUOO-Oiaka

n /n  Raaoonaa duaua

V .

a  process « « a u e r r a com a n  Dim

/Z
to lC .M I

* a a o c ;a :a c  «>th 
t**a a t t a c h v n t  a* 

“ ••woo-O iw ia

^ __________ ^

*a - :o u a  Qea

!

a t t a o -

u w h j i k .

v t r l t u t  GDI

a a u c r  n m l i n c Ena-

w a s

/ Waaourcaa
/ Aaaociatao aith
I tha attachaant o»
\ Paauflo-Oiana

N/H Raaoonaa toaua

■j' poocaa * meSUES’  *o* *  j s r >  D im

to orr*cw w iv e s

|

*0



APPENDIX A - P ro ce ss- R e so u rce  D iagram s

APPENDIX A-4 - INTERACTIVE SERV ING : 4TH LEVEL

FURTHER DECOMPOSIT ION U1  lHE_iiQ I>E - SERYER PROCESS

I '$ «*•»* 
►OCII*

attacn-
v#«lt

r op H*
AttaC*-

M a i

---------

Datach-Drivaa

■rita

O.I.-ArfAWMEKT

Maaa * * i t i

bmocess

arita

Aaao •at-Pa^a-Onwaa

w ita

£  >  
\ Ci«r.*ant uar* Aaco*d

V _ _ _ _ _ >

__  _»a* tttatn
■ nt P^ocaia

1/D Paru»r>~Oiak Attacn-

7

0/P *wr:
0 .§"Atticrw*nt

► O C M I

i«) o.D-amoacwT bhocu!
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APPENDIX A - P ro ce ss- R e so u rce  D iagram s

■VPEMD.IX A.4 INTERACTIVE S£EYIMG : 4TH LEVEL

FURTHER DECOMPOSITION OF THE NODE-SERVER PROCESS

- A ll -



APPENDIX A - P ro ce ss- R e so u rce  D iagram s

A E E f iM H U L A ^ z ^ im B A C I iy &  SERY IM G : 4TH LEVEL

FURTHER DECOMPOSITION Qf THE NQDE-SERVER PROCESS

Currant toouaat

\
lntv»M Uon

v l r :

o e pa* 
► o :h i

f .

naan

S I IN - O *

to a d  RE&JE9* f f r i t a

PROCESS

to a d EnQ.

1_ _ _ _ _ _  ..

Currant Uaar tocord

i/P Par 
O.S ACttcnM.it 

eroeaaa

N/i toaponaa Ouaua

|f] PROCESS A REflUtS’ TO SIflW-ON

Cu*r*«t tooo*a:

• c to* 
C.*-m acn«ani 

► O C M B

toad • M t

*II9N-OFT

toad ( U S '  W O L IM
2aro-Currant 

•attlnga

’ W E B

i/P P«r 
O.S-Attacn«ant

PT0C5M

Cumtnt Uaar tocortf

( | !  PROCESS BEflUES* ’ 0 S 18*-O FT

Cu*r«nt toawaat

\ _____ y

Cowc^-Oja* Attacn-

toad
ATTACH

*M ta

COMMON-CISC

toad PEflUEST hAMDLlMS Inq.

PROCESS

1

th) PROCESS * PE BUIS ' *0« COMMON 01*

1/g Mr: 
Conen-Oith Attaen- 

•ant "rociaa

1 toaaanaa Ouaur
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APPENDIX A - P r o c e s s - R e s o u r c e  D grBins 

A P P E N D I X  A . 4 INTERACTIVE SERV1HG; .  A.TH LEV EL

F U R THER D E U M P OSITIUH Q f _ THE HQDE-SEEYE&.E&QCESS

r
v .

mgw.

I I >r 
jm '-OIm »»«►- ■rit ^otiii

RtK
ATTACH

W it !

U B M U t t

AIM REBIO’ HAXXI* EM.

PROCESS

r

t/p Pir;
JM'-Uin tttith

y - ' — y

■)

N/M Atiponit fetut

(r  PROCESS A REIUEST fQP k USER 21*

(j) process i «cauEr m opctatimi s r r t *
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