CHAPTER 6 - Possible Extensions to the File Server

The simplest and safest approach .: to perform disk-locking. The
exi1sting enforced single access on disks opened for write access,
i1s a form of disk-locking. The difference here 1s that disks are
allowed to be attached to drives at more than one client, but
with the emulator caches disabled. When the server receives a
track read request, 1t verifies that the disk 18 not currently
locked out, and 1f not 1t will grant t'e note exclusive access.
Here the first lockKing phose 18 transparent to t1ne citent, 1in
that the server can sct locks as 1t recelr * requ.cts to read or
write to pseudo-disks. However, client s ftware must exp.icitly
release a disk when the transaction 1is f.nished.

Since read requests are for tracks, the natural approach 1is to
perform track-based locking. The server would keep record of the
tracks of shared disks currently locked into clients. Once again
the locking operation 1s transparent via the track read operation
but a release operation must be performed, when complete.

Sector-locking of the pseudo-disks 18 another possible approach,
since write operations involve sector updates. The transparency
of the first locking phase 1s lost, and an explicit request for a
se‘tor must be made to the server, before the disk 18 actually
read. This 1s necessary, because the region of data being
controlleda 1s only a portion of that 1involved 1in a read request,
wWhen the client reads the disik, a request for an entire track
will be sent to the file server. On receiving the request for a
track, the server must only return the data for the sectors which
the client currently has access to. The rest of the sectors on
the track must contain null-data. when finished, a message must
be sent to the server releasing the sector-

Data Dblocks which are smalier than a sector would be 1nappro-
priate, since even though a node will only be given data for the
block requested, an entire track must still be sent along the
network and read by the client, This 1inefficiency would rule out
locking at the level of database records or fields. Similarly,
variable-sized data blocks can be excluded because their
boundaries would not coincide with the boundaries of tracks and
sectors.

Concurrency control must also solve the deadlock problem.
Deadlock becomes possible, as soon as one client 1s allowed
exclusive access to more than one data Dblock simultaneously.
(Deadlock exists 1f two applications, each having control of a
region, need to wait for the other application to release its
region). To overcome this problem, 1t must be possible for a
transaction to abort, so that 1ts locks can be released. For
this reason, 1t 18 good practice to collect all the locks needed,
before any operations are performed on the data (4, pp 144)
Mechanisims to break deadlock, 1include explicit deadlock detection
and time-limited breakable locks (3, pp 359)

The foilowing points should be noted with respect to the
accessing of shared disks:
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CHAPTER & - Possible Extensions ¢ the File Server

-~ A single release operation should bpe performed releasing all
currently held data regions, rather than releasing each
.ndividually. In track-based locking, this relieves
software from Knowing which tracks of the pseudo-disk were
accessed during the transaction.

= To lmi. the number of dclays on the system, software must
use as few data Dblocks simultaneo' sly as possible. This
means that database records shou.d preferably fall on
sector or track boundaries.

- If a large number of Dblocks need to be collected before a
transaction can be performed, the request for locks should
be made explicitly before reading the blocks. This avoids
reading each block and later having to abort the
transaction because one Dblock cannot be accessed.

6.6 NODE-TO-NODE MESSAGE PASSING

It 18 wundesirable to allow messages to be passed between users
during tests. In addition, 1t 18 unnecessary given the
application of the network, since all nodes are Jocated in the
same area. However, extension may result in the client PC's not
all Dbeing localized, and 1f the network 1is to Dbe applicahle
outside the given application, 1t would be necessary that it
coula support message passing.

Once again, communicacions has to bPpe performed through the
reading and writing of disk sectors. Another communications track
(e.8. track 41), could be used for this purpose, Sending the
message poses no problems. It merely 1nvolves an addition to the
functions supported by the file servenr, The call for this
function s sent with the message contents to the server. The
server must then send a track containing the message, to the
emulator of the destination client.

For a «client to receive the message track 1s more difficult,
since under normal operation it s the client which 1initiates
track transfer through disk operations. It would require
co~resident software at the client. 1f possible, when the
emulator receives the message track, 1t would cause an interrupt
at the client, to which the co-resident software would respond
with a read request to the message track. Alternatively, the
message track must be read at regular ntervals, If no message
has been sent, the emulator must provide an ‘'empty' track. A
third alternative 1s to Jeave it to the user to enquire if a
message has been received,
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" EVALUATION and CONCLUSIONS

In this chapter, the salient features of the file server design
are summed up, in terms of the classifications 1dentified in the
literature survey (¢f section 1.3,, The design 18 then evaluated,
considering the requirements for the educational environment

given 1n  section {.2. Finally, I give my conclusions on the
efficacy e the network/server solution, and sugegest how
limitatior uld be eliminated,

74 CLASSIFICATION OF THE PROPOSED FILE SERVER

In chapter one a model was established through w.ich file servers
can be classified on the basis of their external characteristics

The server 18 disk- or block-based, with the basic object 1t
maintains, being the pseudo-disk. This has the form of a file on
the server machine, but appears as a floppy disk to u.* node
computer,

The Dbasic wunits of dJdata access, are fixed-size Dblocks. For data
retrieval, the blocks: are of track size, while for writing data
to the server, t! bloc“s are of sector size. Fille, page-level

and byte-level retrieval are not supported. However, methods have
been considered which allow files, and not merely disk Dblocks, to
be obtained from the server (cf: Section 6.4).

Object management involves the facilities provided for
organization and proteccion of the objects. A directory service
Is supported. This consists of a pseudo-disk which lists the
avallable applicatinn; disks, together with the categories of
user which are entitled to use 1t. Identity-based access control
was chosen. This 1s oriented towards allowing categories of users
access to disks, but 1s not suitable for sharing diske amongst
particular users,

Atomic transactions are not supported. Concurrent usage 18 only
allowed for read accesses, Write access 18 essentially
single-user. However, chapter si1x showed 1t to Dbe possible to

achieve concurrent update, which 18 desirable for shared data
bases.

The level of the service 1s essentially tha* of a low-level file
server, or intelligent disk server. However, it was shown to be

extendable, to successively high-level functions - allowing 1t to
be more universal in context, supporting both low and high-level
usage. However, such extensions will be 1inefficient, because of

the underlyirg inefficiency in the communications mechanism -
namely that communication with the file server has been achieved
through disk operations, and requires the reading and writing of
entire sectors, even for very short messages.
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72 EVALUATION

The fille server iesign has deait with the importa it 1ssues
1dentified 1n section 1.2. The achievement 1n each of tlese areas
will be summed up, and evaluated where necessary.

The shared disk resource has been used to provide user disk space

and a2 common pool of software. The space Iimitations due to
floppy disk size, have been overccocme DY allowing a rlient's drive
to have conn--ted to It, any i a4 largs number of pseudo-disks.
These pseudo-cisks are s'ngle files whict "ontain an 1mage of a
floppy disk. Mechanis:® have bees prov.iea 101 the attachment/
detachment $ LhEIG NG/ DD lisnt machiine drives. The =ize of
a pseudo-~:.X 3 tnat of a iloppy Aisk Thiz restricts the
maximum § ¢ - f$ile, and means tha < singie application may
have to te svepr more than one d.sk.

The user-to-us«y> data sharing restriVion has Dbeen achieved
thirough 1dentity-buor o single-2ccess to wuyer dieks. A method of
allowing the “ransie »t 1.les between uvers hac been dnscribed
as an extens:on 1in tion &8, since the nretwo~k 18 a logical
star, with =2\ commun By routed T2 the Jerver, this fesature
can be 0J:isubitd when necessar’ - VIS, QAUPIDg Loty

The Dbasic mechar si: for the client 1nterface - 1involving data
transfer, sign'ag on O signins-0ff, the switching :!n and ouc of
preudo-disks, /3 cnan,.ng otera.ing systems - have been devised.
Software which rur: 8 tne client computer, 18 . °gquired (as an
add:tion ¢ the oerating sSystem) to allcw the invohcation of the
functicns offered oy the ssrver and tc prasent the + functiciis to
the wuser. JouwsA  soitware. rojulrements, conorising che clieat and

user interiaces, Nave bren described.

The network ha.ds ~¢ at the 1iile server .2 sh2rred acress to the
server machine’. memory (in addition to t whn loza! memory).
The interfzce Dhetveen tne network ar.- thy se~ver, has been
implemented through snared resounrces contaipe”  in th:s server's
memory. A method has been Sugeges-.ou, invalvuy o semaphore
vari les 1n the server's memory, to achie.2 @wuilually exclusive
access for the Server and Netwerk frrocessors.

Alternatives for the service offered to *he analysis ma~-ine have
been given, User fiies rould be 1received through the  anaiysis
machine wusing ex1stirg functicns to switch-in a user's 41sKk and
then examine the files. Alternatively, a wuser could submit a file
to the server as one which reguires analysis, with the analysis
mach.ne dequeuing these filez ior analysis (cf: section 6.7).

Extensions to the vatic functy.citality of the server I ve oeen

proposed (chapter o). fowever the extensibility 18 aff.cied Dy
the methou csmpioyed for comiiunication between a client and the
server. commucrication requires the reading/writing ot disk
tracks/se 1ors - fols entire blocks. This 18 pértivnlarly
ineffici=nt fsr  small message transfers. This 1inefric.tucy would
probably maeXe - * undesirable to extend the server to 1ncuie a
fille-based serv.c and thus to have full universal file ser.,er
status. sufficient extensions have been suggested however, wiich

make it also sustable to a more general networkK outsid:® of the
education requirements.
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T R5% Performance

Since the clients receive disk Jdatla through a 1{loppy disk drive
interface, the rate of data transfer 1s that of tv1he floppy disk
controller. Access and disk latency delays are still prosent, so
the performance of the network drives c¢an never exceed that of a
floppy disk drive.

In addition though, there 18 a delay for a track to be requested
by the emulator and received from the file server. The
probability of this delay has veen decreased through caching and
prefetching at both the server and emulator. For a file trarsfer,
only the first track transferred should incur such a delay
(provided the file 1s stored <contiguously on the pseudo-disk).
After that, prefetching should ensure that the emulator has the
next track by the time 1t 18 required. Thus the aelay will
comprise a substantial amount of the total transfer time for
small files, but be 1insignificant for very large files - 1.e. the
perceived performance should approach that of a floppy disk.

In certain prespects, the performance of the network drives, could
be superior to that »of an actual floppy disk drive. Firstly,
there 18 no motor-on delay. The necessity for contiguity within
the pseudo-disks, to reduce demand for both network transfers and
for operations on the server's disk, was emphasized (cf: section
2.3.3). If the contiguity ot pseudo-disks 1s maintained by the
file server, there would be a favourable side-effect for clients,
in tnat disk performance 1s substantially better for contiguous
files. (Transfer for 100 Kbyte file ; stored completely
contiguously on & floppy disk, would take about 5 secondsj.

At the file server, the critical resource limiting performance,
1§ the disk. This has been supplemented by the cache to 1improve
the efficiency of disk use. Assuming that groups of €& tracks are
fetched to cache during each disk read operation, groups for 12
different pseudo-disks can bhe brought to cache every second. (A
rough estimate bas.d ¢n typical values for disk access and
transfer delays, and assuming that the pseudo-disks are stored
contiguously on the servenr's di. k). The server’s disk should
therefore be able to provide, withuuot degradation 1in performance,
the requirements for more than 12 users, simultaneously 1involved
in disk operations. Clearly, not all tracks fetched will be
required, but there should also be duplicate requests, where the
tracks are already in the cache from a grevious transfer,

Under heavy load, 1t 1s the network transfer rate of {Mbit/s
which will limit performance. This rate allows transfer of
approximately 30 tracks per second. The max:mum data requirement
at Lthe client, based on the disk transfer rate, 18 5 tracks per
second, The network transfer rate can therefore only suppoart up
to 6 ciients, simultaneously involved 1n disk uperations, before
load effects bhecome evident. However, except when the cache 1is
empty at silan~t-up time, caching at the emulator should reduce the
percentage of the client's disk operations, which require
transfers off the retwork.
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7.8.2 Operating System Independence

Currently only MSDOS 1s wused on the computers. Although aiter-
native operating system3 have not been 1nvestigated, *the use of
different operating systems has Dbeen considered throughout the
design. Pseudo-disks Dbelonging to different systems are separated
in storage, and only 1f the client 1s running the correct system,
can a disk be attached. A clhient can request a change 1in the
operating system. The disk attached to the boot-drive 1is changed
by the server, and code 1n the wuser interface at the client
causes the client to re-boot.” The bootstrap of the computer 1ooks
for the boot record in the first sector of the boot-disk. In thie
way, 1t should be possible to load any operating system designeu
for the client computer.

The functions of the file server should not require adaptation,
to support new operating systems for the client. However each
operating system requires the addition of routines comprising the
client and user interfaces. No additions are required to support
data trarsfer operations - since operations 1involving disk dat.
transfers are trapped in hardware by the disk drive emulator, and
requests forwarded to the server.

The track size for pseudo-disks has been assunined to be 9 sectors
of 512 bytes. Support for different size sectors or tracks would
lead to complications 1in both the file server cache and the cache
of the disk drive emulator.

7.2.3 Protection Mechanisms

Identity-based access to disk storage has been chosen. The user's
identity not only establishes the user’'s personal A4disks, but to

which category of users he belongs. A user’'s category entitles
him to a certaln subset of applications. {Application is used
loosely, as a group of wup +vvo fifteen pseudo-disks to which there
18 shared accessj. For commercial software, the number of

simuitaneous wusers of an application can be restricted to the
number of purchased copies of the product.

The restricted distribution of software obviously reiies on the
ability to prevent software being copied off the network - 1.e.
1 f applications were copied to floppy disk, this would bypass
restrictions on the category of user, and on the number of
Simultareous users of certain software. Once access hes Dbeen
granted to an application, and the server receives requests for
tracks, 1t 1s 1imposzible for 1t to determine for what purpose the
track 18 required - 1.e. whether the software 18 being
legitimately executed, or copied. However, protection has been
achieved at the client through the ability to attach and detach
the applications from drives.

The protection mechanism has been described, and forms part of
the requirements for the user interface at the client, {1 7
involves executing a protected application ‘mmediately after 1t
has been attached. Code remains co-resident with the application,
and continues once the application has terminated. It then sends
a request aior the {file server to detach tne application.



CHAPTER 7 - Evaluation: & Conclusion=®

Inadequacies 1n this approach are that the user may find a way of
halting the application abnormally - in which case, the
application would remain attached, and could be copied. In
addition, much commercial software allows for the copying of
files while executing.

A user might also find a way of by-passing the loading program of
the wuser interface, and sending a request message directly to the
file server. He could supply the correct parameters for a
protected load, while not performing such a load. It is theretore
important that only requests from the user interface, be dealt
vith by the server., A form of encryption could be used to achieve

this - requiring a Key, which could reside anywhere on the
directory disk (an 1mproper pseudo-disk which does not have file
structure). This could be changed at the file server, daily
during 1nitialization, A user would have to unscramble code to
obtain the key. References [23,24,25) cover security and

encryption techniques in detall.

7.3 CONCLUSIONS

The file server design has accomplished the aims laid down 1in
section 1.2. However, there are limitations 1in the performance of
the service offered to clients, due to client computers being
connected to the network via a floppy disk drive, These
Ilimitations involve disk-size, the speed of response, and the
extensibility.

Although multiple disks are supported, each 1s limited to the
size of a floppy disk. This restricts the maximum file size.
In addition, single applications with numerous files, may have
to be spread over many disks. These disks are simultaneocusly
attached to different drives, and 1t 18 necessary that the
application be configured to Kknow which files are on which
disks. This inconvenience would restrict the use of many
software packages.

A tundamental lLmit on performance, 18 that the speed of data
retrieval for a chient, 18 at maximum that of a floppy disk
drive - any delays awalting retrieval from the server, will
make the response slower than that of a floppy disk drive.

Since disk related operations are trapped 1i1n hardware, 1t 18
not Known which sectors of a particular track have Dbeen
requested, for a read operation. Therefore an entire track has
to be fetched via the network. This track-based retrieval
necessitates a heavy emphasis on contiguiity, both within the
pseudo-disks and on the server's disk.

Communications between a client computer and the server, had
to be constructed from the re~rding and writing of sector data.
This 1s very inefficient for small messages. This 1nefficiency
restricts the ability to include a file-based service and
therefore restricts extension toward a truly universal file
server,
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The severe lmitations are mainly due to the system being floppy-
disk Dbased, and there are al/ternati:ve means of 1mplementing the
network to eliminate these |limitations. The most obvious 18 to
perform emulation of a fixed, rather than a floppy, disk drive.
The speed of data transfer at the client computer, and the disk-

si1ze, would be substantially increased, However, a fixed-disk
controller would have to be purchased for each of the client
machines, adding substantially to the cost. In addition, data

retrieval would still be track-based, and problems associated
with communication and contiguity, would remain.

An alternative which eliminates the abosve Ilimitations of the
service, 18 to intercept a client's disk operations 1n software,
and to route the requests via a communications port to the

server, Disk-size need not be Iimited to a floppy-disk, and
transfer rate 18 now only limited by the speed of the
communications port. In software, the sectors rather than Just

the track required for a read operation can be determined, so
that data retrieval could be sector, and not track, based.
Communication for higher level operations would be via the
communications port, and would not involve entire sector or track
data-blocks.

Aithough the file server design 1s oriented towards the proposed
network, based on floppy-disk-drive emulation, 1t would still be
applicable (with adaptations), 1 £ an alternative 1mplementation
was chosen,

= The pseudo-disks would no longer necessarily be of floppy
disk size. Even without limits on size 1t 1s advisable to
confine a single application to a disk. This allows the
protection mechanisms developed, to be used. When the
application 1s not in wuse, the disKk containing 1it, 18 not
attached to the drives and cannot Dhe copied.

- If track-based retrieval were eliminated, a sector and not a
track should De the basic data umt for the cache
However, group-based retrieval should be maintained, even
though groups need not fall on track boundaries.

- Sector-based retrieval will relax the emphasis on contiguity,

The Dbasic structure of the server design should be relevant, no
matter which of the above network implementations 1is chosen. The
1solation of the parallel processes anda 1dentification of the
major resources, could remain unchanged. The resource requiring
the biggest alteration would be the Opened Disks/Applications
Mapse. Since an entire application can fit on a disk, the separate
treatment of disks and applications 18 not required.

From the point of view of the file server then, a floppy-disk
based network and track-based retrieval, 18 undesirable. However,
the original reasons for adopting s&iuch a physical implementation,
may still be applicable, These wore cost benefits, and the
relative transparency which the solution presents, to the
existing hardware and software of the client machine (cf:
section 2.2). Should these factors be seen as overriding the
resulting limitations on the File Server, then it could be argued
that floppy disk speed 18 adequate, Also, at peak-load times,
performance would be limited by the transfer-rate of the network
and not by the transfer-rate at the interface - so that
performance at peak-loads would be similar, for all network
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implementations which use the cfame transfer-rate. The disk-based
functions offered by the server, and selected extensions, should
provide an adequate service, and there 18 no need to achieve a
universal service.

In spite of the afore-mentioned faults, the file server should
provide a convenient centralized service in the educational
environment, It resolves the difficulties associated with the
distribution of floppy disks, and provides the basis for
automatic analysis, through collection of student work. Software
protection has potential, 11 the stated limitations can be
overcome. This would reduce software costs, by preventing the
copying of the software, and trnrough allowing pacKkages with
limited wusership, to be purchased for the networi, without the
need to purchase a copy for each machine on the network

Addendum

As anticipated, the physical 1interface did lead to limitations on
the File Server. During the project, the use of this physical
interface was abandoned (and 1implementation terminated), due to
the limitations 1t placed on the network. Since this was always
seen as a possibility, ] have tried to evaluate the design as 1t
18, while emphasizing that the design would be applicable to a
disk-based approach where client's disk requests are .intercepted
in  software and routed to the File Server through a serial
interface, (an approach wused 1in other designs (7).

Since the 1inception of this project, certain LAN and File Server
systems for IBM PC's have become very popular - such as Novell
Netwar» and MS-NET (26,27). A commercial network of this sort
ought to be far cheaper and more robust, than developing a
customi.ed network. However, a customized network 18 still
atir . -tive for the following reasons.

Th file server design has a very centralized characteristic,
whe: = access to the system, application's software and user files
1s conirollea exclusively by the network manager. Some commercial
networks c¢n tne other hand, 1n b2ing more flexible, tend to be
orientated towards ser-user file saaring. Here the creator of a
file specifies who may access the file.

A server with a centralized characteristic at 1Ls core, ought to
be the most suitable for the specified education purposes - that
of a4 large central fi.e store providing users with their own
disks and a selected pool of applications on which to draw.
Centralization allows strict control over what software 1s made
avalilable to the wuser, and over access to this software. The
'safety' of software on the server 18 however dependent on
protection mechanisms once a user 18 given access to an
application. In this respect, the pseudo-disk characteristic
(whereby each application/paciage is confined to a separate
logical disk, and has to be 'switched’ into a user's drive
before use), holds potential.

-7_7-
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The advantages offered by a centralized system could yet Dbe
sufficient for a customized system 1f software companies were
satisfied that their products were safe from piracy, they could
even see 1t as an advantage for their products to be 1in the
system’'s pool, to expose students to their products (who later
enter the market place). The possibility would then exist of
providing a very large pool of software cheaply, and thereby
increasing the service value bevaond what coult be provided
otherwise,

There ought to be sufficient other applications for such a
centralized architecture - other universities, or even a software
depot service charging clients for the wuse of a pool of software
(thereby increasing accessibility to expensive, less availlable
software). This wider applicability ought to increase the
viability of developing a customized network.

_7.8—
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4.3.3: DECOMPOSITION OF THE NODE-SERVER PROCESS
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