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ABSTRACT 

This study aims to explore the cybersecurity behaviour of e-commerce users in 

South Africa, utilising a conceptual framework derived from some elements of 

both the Health Belief Model (HBM) and the Protection Motivation Theory (PMT). 

The study investigates the impact of demographic indicators specifically age, 

gender, and educational level impact the cybersecurity behaviour seeking to 

understand and contribute to the understanding of cybersecurity practices in 

response to perceived cyberthreats. A sample of 316 participants was used for 

the study which varied across different genders, age groups and educational 

levels. An online survey making use of a questionnaire was used to gather 

responses to the different dimensions making up cybersecurity behaviour guided 

by the established conceptual framework. The responses were statistically 

analysed to establish any patterns and trends using techniques such as 

correlation analysis and factor analysis. Analysis of the dataset concluded that 

there was significant difference to the cybersecurity behaviour of e-commerce 

users in South Africa for each of the demographic indicators of educational level, 

gender, and age and thus the null hypothesis was rejected for all three factors. 

Also, the null hypothesis was rejected for a combination of all three demographic 

indicators and cybersecurity behaviour indicating that a significant difference 

exists. The results showed that participants in the 36 to 40 years age group 

showed the highest cybersecurity behaviour level, with the 18 to 20 years and 

the over 60 years age group showing the lowest. Females showed a lower 

cybersecurity level in comparison to males with the non-binary participants 

scoring the lowest. The cybersecurity level increased in general with the 

educational level of the participants. In a nutshell, the results show that in the 

context of South African e-commerce users customised interventions based on 

the educational level, gender, and age need to be considered.  
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CHAPTER 1. INTRODUCTION 

1.1 Statement of purpose  

This quantitative study examines the extent to which demographic indicators of 

age, gender and education levels of South African consumer affects their 

cybersecurity behaviour in response to risks and threats when transacting on 

electronic commerce (hereafter referred to as e-commerce) platforms. The study 

aims to provide helpful insights to understanding the action and attitudes of e-

commerce users in relation cybersecurity in the South African context.  

1.2 Background of the study 

E-commerce allows consumers to make use of various smart devices such as 

laptops, desktops, smartwatches, smartphones, tablets, and digital voice 

assistants to electronically buy goods and services online (Yue, 2022). South 

Africa has seen a boom in e-commerce adoption with low-income earners in 

South Africa spending 19% of their disposable income on e-commerce platforms. 

63% of South African consumers prioritise a secure transaction on e-commerce 

platforms as a top priority (Stitch, 2024). The e-commerce sector in South Africa 

is experiencing significant growth with an expected compound annual growth rate 

(CAGR) of close to 10% expected from 2019 to 2024 (Schaefer & Bulbulia, 2021). 

The survey further indicates that increased e-commerce adoption has been 

accelerated by the COVID-19 pandemic with the country expecting over 30 

million users to become e-commerce users by 2024. South Africa mirrors the 

global trends in the most common type of e-commerce sectors with clothing, 

electronic, footwear, household appliances and health products making up the 

top five categories (Schaefer & Bulbulia, 2021).  

Despite the several benefits brought about by the adoption of e-commerce 

platforms to consumers across the globe it also presents challenges for 

consumers such as potential cybersecurity risks as well as the technology 

challenges when utilising these platforms (Bartczak, 2021). Increased adoption 
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of e-commerce due to various drivers such as COVID-19 has also seen an 

increase in fraudulent activities, necessitating the need for role players to put 

adequate measures in place and protect consumers (Rodrigues et al., 2022). In 

the next 2 years, cyber insecurity is ranked as the 4th biggest risk facing the globe 

ranking higher than armed conflict, debt, inflation, and labour shortages whilst 

39% of global (government and private sector) respondents based on a survey 

carried out by the World Economic Forum (WEF) believe that cyberattacks 

present the 5th biggest risk on a global scale in 2024 (World Economic Forum, 

2024). Over the period of July to December 2020, human initiated attacks 

amounted to US$235M whilst bot attacks contributed a total of US$1.2B on the 

network during the pandemic period (LexisNexis, 2020). Cyberthreats in Africa 

include online scams, email compromise, ransomware, botnets with cyberthreats 

becoming increasingly more sophisticated, organised, and targeted with 

customised tools intended to trick unsuspecting and often vulnerable consumers 

who are still getting to grips with online capabilities (INTERPOL, 2021). 

Various studies have been done to further understand the relationship between 

cybersecurity awareness which helps foster safe cybersecurity behaviour and the 

demographic indicators of age, gender, and education levels as described in a 

study undertaken by Fatokun et al. (2019).  Older students were more likely to 

fall victim to cybercrime with the younger population showing better levels of 

cybersecurity behaviour against cyberthreats (Fatokun et al., 2019a). However, 

these findings were contradicted by Jewel Jean-Pierre et al. (2021) who found 

that age had no impact in a study conducted in the Commonwealth of Dominica. 

The study by (Fatokun et al., 2019) also found that educational level did not have 

impact on the cybersecurity behaviours of organisational employees whilst 

gender had an impact on some of the constructs.   

This study will focus on investigating if there is a significant relationship that may 

exist between cybersecurity behaviours of consumers making use of the e-

commerce platforms in South Africa and their age, gender, and education levels.  
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1.3 Research problem 

More organisations are likely to adopt e-commerce to expand their offerings, 

minimise cost and improve customer retention (Rahayu & Day, 2015). Since the 

late 1990’s e-commerce platforms have taken off globally, with South Africa 

experiencing a boom with adoption expected to increase by an average of 13% 

from 2019 for the next 5 years (Schaefer & Bulbulia, 2021). Just as e-commerce 

adoption has increased so has the levels of cybercrime with South Africa ranked 

as being the biggest source of cyberattacks in Africa dominated by online scams 

with over 700 unique incidents in a 6-month period (INTERPOL, 2021). 

The proliferation of cybercrime in the country is a huge concern as it has the 

potential to negate the benefits realised from the growth of e-commerce causing 

the country to bleed over R34 billion annually (Mcanyana et al., 2020). The 

country intends to leverage off e-commerce as one of several vehicles to drive 

the much-needed growth through inclusivity and employment creation. For these 

benefits to be realised, all consumers and e-commerce providers need to be 

aware of safe behaviour and practices that will help them to avoid falling victim to 

the ever-escalating cybercrime levels in the country and globally. Despite several 

awareness campaigns, South Africa is still an attractive target for cybercrime 

according to (Nganga, 2022). 

People are more vulnerable to cybercrime when they level of cybersecurity 

awareness is less (Bahl et al., 2021). The is a relationship between age and the 

level of vulnerabilities to cyberthreats, with the 18 to 25 years age group most 

vulnerable to cybercrime. Consumers who are over 75 years age group are a 

close second to being susceptible to online scams and phishing threats followed 

by the 65 to 75 years age group (LexisNexis, 2020). This research shows a link 

between age and cybercrime behaviour even though these studies where not 

focused on e-commerce platforms. This study seeks to investigate if some of 

these findings would be similar on e-commerce platforms. 

In a study conducted in the United Arab Emirates (UAE) and the United States 

(US) focused on understanding the impact of gender on security behaviour whilst 

utilising smartphones. The behaviour of employees varied based on gender when 
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it came to cybersecurity behaviour on smartphones with very few studies done 

on understanding the impact of gender in relation to cybersecurity behaviour 

(Ameen et al., 2020).  In a study by conducted amongst tertiary students in 

Malaysia found that people with a higher education level are more susceptible to 

cybercrime and the study linked this to how often they accessed the cyberspace 

(Muniandy et al., 2017). The study also pointed out that there is a general lack of 

cybersecurity awareness amongst the highly educated. 

The South African population offers different dynamics to other countries and this 

study provides specific insights and findings in a South African geographical 

context. A wealth of research has been done on this area of study with other 

countries (Anwar et al., 2017; Bartczak, 2021; Chua et al., 2018; Fatokun et al., 

2019), but the aspect of demographic indicators does not appear to have been 

investigated with a view to how it affects cybersecurity behaviour in South Africa.  

Several studies tend to agree that age, gender, and education levels influences 

the cybersecurity behaviour of individuals (Fatokun et al., 2019; Jiang et al., 

2016). It is also worth noting that there are other contradicting studies which 

identify that some demographic indicators have no effect at all on the 

cybersecurity behaviour (Chua et al., 2018; Kovacevic et al., 2020; Jeske & van 

Schaik, 2017). Most studies have been mainly done at tertiary institutions which 

might provide a relative similar profile of respondents in terms of age and 

education level (Fatokun et al., 2019; Harerimana & Mtshali, 2021; Muniandy et 

al., 2017). This study also investigates if these outcomes are replicated within the 

context of South African e-commerce users.  

This study therefore seeks to understand the following summarised problem: 

This study seeks to examine the influences of demographic indicators, 

specifically age, gender, and educational level, on the cybersecurity behaviour of 

individual e-commerce users in South Africa looking to discern trends and 

patterns.   
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1.4 Research objectives  

Investigating the effects of age, gender, and levels of education on cybersecurity 

behaviour in the context of e-commerce among South African consumers is the 

main goal of this study. The research seeks to achieve the following objectives 

which will ensure that the primary purpose of the study is achieved as well as 

address the stated research problem: 

I. To assess the extent to which varying age groups impact cybersecurity 

behaviour amongst South African e-commerce users.   

II. To assess the extent to which gender influences the cybersecurity 

behaviour of South African e-commerce users.  

III. To assess the extent to which cybersecurity behaviour of South African e-

commerce users varies based on their educational level.  

IV. To assess the extent to which the combined impact of age, gender and 

educational level serves as a predictor of cybersecurity behaviour among 

South African e-commerce users.  

In summary, the main goals of this research are to analyse trends based on age, 

gender disparities and educational levels impact cybersecurity behaviour among 

South African e-commerce users. These objectives are specifically defined to 

explore and improve the current understanding of the cybersecurity challenges 

faced by e-commerce users in South Africa, with a view to improving their security 

online.  

1.5 Rationale  

Significant and several studies have been conducted over the years locally and 

globally around cybersecurity and cyberthreats with a view to enhance and 

contribute to the field (Anwar et al., 2017; Bartczak, 2021; Chigada & Madzinga, 

2021; Chua et al., 2018; Fatokun et al., 2019; Oz et al., 2022; Pieterse, 2021). 

Researchers have done a lot of work in trying to understand the security issues 

posed by the emergence of e-commerce platforms as a vital cog in the local and 

international economies. Some studies have combined the variables related to 

cybersecurity and e-commerce of lives of people. Other studies have also 



 
17 

specifically looked at the various factors that influence the behaviour of people in 

relation to their cybersecurity awareness.  

Most of these studies have been conducted in countries outside of South Africa 

and the study aims to understand what the outcome would be locally (Alqahtani, 

2022; Anwar et al., 2017; Bartczak, 2021; Chua et al., 2018; Fatokun et al., 2019; 

Kumbhar & Gavekar, 2017).  A specific focus on demographics brings an 

important dynamic and perspective of which this study will aim to understand how 

important a factor is if at all.  

The study will prove valuable to various stakeholders in this space in different 

ways.  E-commerce providers and law enforcement agencies may better 

understand the consumers and formulate targeted educational awareness 

campaigns. The Department of Education may develop a fit-for- purpose 

curriculum that can assist in equipping students to handle e-commerce platforms 

better. Legislators may gain more insights into the kind of legislation that could 

potentially be enacted to regulate the e-commerce and cybersecurity space in the 

country.  

The outcome of this study might end producing interesting findings that could help 

trigger stimulating debates and conversations amongst critical role players in this 

domain. The South African perspective that takes into consideration introduces a 

local dimension that takes into consideration the uniqueness of the local society 

and would probably contribute to the developing world and the sub-Saharan 

geographical context. An understanding of consumer limitations and strength can 

assist in developing targeted interventions to counter cybercrimes. 

1.6 Delimitations of the study 

The following delimitations apply to this research and should be considered when 

analysing the findings: 

I. Consumers who have accessed e-commerce platforms at least once 

before will be allowed to take part.  
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II. Study is focused within the South African geographical space. This means 

users or individuals who have utilised e-commerce platforms in the 

country.  

III. No respondents under the age of 18 will be considered as respondents for 

this study. 

IV. Study is focused only on e-commerce platforms, and this excludes the use 

of social media or just general utilisation of other online platforms.  

V. Whilst other demographic indicators such as income level, ethnicity, 

language proficiency, occupation etc could have been used, this research 

is only limited to the three aspects of age, gender, and education level. 

1.7 Definition of terms 

The following keywords and key concepts are used in this document: 

Table 2: Definition of terms 

Term / Concept Description 
Botnet A set of computers that are remotely controlled by 

cybercriminal whilst running harmful programmes and can 
be directed to execute criminal tasks on command (Ahmad 
et al., 2022). 

Cybercrime Refers to any illegal and criminal actions performed on 
internet enabled devices or the network itself (Hong & 
Furnell, 2021). 

Cybersecurity A capability designed and managed to ensure that there is 
no unauthorised access of resources connected to the 
internet (Hong & Furnell, 2021). 

Cybersecurity 
Behaviour 

Refers to the actions that are taken by an individual to avoid 
being a victim various cyberthreats and this includes 
awareness and safe online behaviour (Hong & Furnell, 
2021). 

E-commerce A platform that allows customers to buy products and 
services whilst utilising the computer networks like the 
internet (Rodrigues et al., 2022). 

Malware  A generic term used to define different types of software that 
have a harmful intent to the computer (Ahmad et al., 2022). 

Phishing A technique utilised by cybercriminals to obtain sensitive 
and private information such as passwords, banking card 
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details, account numbers etc usually through deception like 
fake emails, user interfaces etc. (Ahmad et al., 2022). 

Ransomware A kind of malware that gets hold of your files or the computer 
and/or data preventing access with the aim of soliciting 
ransom (Oz et al., 2022).  

1.8 Assumptions 

The following assumptions have been identified for this research: 

I. The Age, gender, and education levels provided by the survey participants 

will be considered as honest and accurate. 

II. Survey responses on behaviour of the respondents on e-commerce 

platforms will be assumed to be honest and true feedback. 

III. The respondents will provide feedback having fully understood the 

questions asked, every effort will be made to ensure that the questions are 

as simple as possible. 

IV. The characteristics that are important for this study remained the same for 

the entire duration of the study period.  

1.9 Chapter outline  

The following section provides an indication of how the research report will be 

structured and the order in which they will appear: 

Chapter 1: Introduction 

This chapter introduces the study with a view to articulate the intention as well as 

the justification of the study. The purpose will be stated and the research problem 

that the study seeks to address will be detailed. The objectives as well as the 

rationale behind study including any underlying assumptions as well as any 

delimitations of the study will also be included in this chapter.  

Chapter 2: Literature Review 

This chapter will seek to review the existing literature related to cybersecurity 

awareness, behaviour, e-commerce platforms and common cyberthreats. The 
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study will be located within the existing literature proving the importance of the 

study. The theoretical frameworks on which the study was based will be identified 

and explored leading to an adapted conceptual framework that will provide a plan 

for the research.  

Chapter 3: Research Methodology 

The map that will detail how the study will finally come to its findings and 

conclusion will be articulated in this chapter. Research approach, design, and the 

process to be followed in collecting the research data will be detailed. The chapter 

will also include the research instrument that will be used, together with the 

sample taking into consideration the ethical issues as well as any study limitations 

that apply to the study.  

Chapter 4: Presentation of Findings 

 This chapter will seek to present the findings of the conducted quantitative 

survey. Information pertaining to the respondents including the number of 

responses and their demographic profile will also be presented in this chapter.  

Chapter 5: Discussion of the Findings 

This chapter will include discussion of the findings with a view to ascertain if the 

research objectives have been met and provide a conclusion in relation to the 

stated hypothesis statements.  

Chapter 5: Conclusions and Recommendations  

This is the final chapter which seeks to conclude and summarise the findings, 

contributions, and any suggestions for future research.  

In conclusion, this chapter has established the study framework by outlining its 

purpose, research problem, research objectives, and the rationale. This chapter 

has further defined the parameters by highlighting the importance of 

understanding cybersecurity behaviour of e-commerce users in the context of 

South Africa, the chapter further outlined the scope and limitations of the 

research. Now that these essential elements have been established, the following 
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chapter will undertake a thorough analysis of the literature, looking at previous 

studies and theoretical frameworks that serve as the basis for this research. 
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CHAPTER 2. LITERATURE REVIEW AND 
THEORETICAL FRAMEWORK 

2.1 Introduction 

In the digital age, accelerated by the restrictions brought about by the coronavirus 

disease 2019 (COVID-19), convenience (Evanschitzky et al., 2020; Musakwa & 

Petersen, 2023) e-commerce has become an integral part of everyday life for 

most South Africans allowing for more economic inclusion and participation in a 

highly unequal country like South Africa (Shenjere & Middelberg, 2023). 

However, with increased adoption of e-commerce platforms, there is also a 

growing risk of cyber threats and attacks.  

South Africa as a developing country still lags the developed countries in internet 

penetration (Musakwa & Petersen, 2023). However, the country is ranked first on 

the African continent as having the highest proportion of users with access to the 

internet on the continent (Roos & Jordaan, 2006). Smart mobile devices such as 

laptops, smartphones and tablets have become an integral part of South Africans 

with users utilising them to access various internet-based services and platforms 

(Harerimana & Mtshali, 2021). The bigger the number of middle-class consumers 

grow in country the higher the e-commerce adoption in the country (Balasudarsun 

et al., 2022).  

However, whilst the increased adoption of e-commerce has brought about more 

opportunities for the service providers and the users, a report by Lexis Nexis Risk 

Solutions points out that this has created an unprecedented opportunity for 

cybercriminals. E-commerce has surpassed all other industries like the media, 

financial services, gaming as being the most targeted by cybercriminals globally 

with the number of identity theft by use of automated bots rising to over 2 billion 

(LexisNexis, 2020). In a detailed analysis of the specific cyberthreats that are 

most common in Africa INTERPOL (2021) highlights online scams (phishing, 

payment scams, cryptocurrency fraud etc), email spoofing and botnets as some 

of the biggest challenges.   



 
23 

The link that exists between the rise in e-commerce adoption and the increase in 

cybercriminal activity is a key aspect to understand. By shedding more light into 

the various factors that influence the safety or vulnerability of users in the e-

commerce context of South Africa can help to formulate targeted measures that 

may help to alleviate this threat.   

Many factors affect cybersecurity behaviour, but this research is limited to only 

demographic factors of age, gender, and educational level. The section will locate 

this research and review literature related to the various factors that affect 

cybersecurity behaviour whilst establishing the link between demographic 

indicators and e-commerce in South Africa. Existing literature related to the focus 

areas will be evaluated and critiqued with a view to emphasise the significance 

of the study.  As we go through the section, extensive literature of the current 

understanding and any identified gaps will be highlighted which will provide a 

basis for the objectives and investigation of this study. 

2.2 E-commerce in South Africa 

E-commerce is a platform that allows customers to buy products and services 

whilst utilising the computer networks like the internet (Rodrigues et al., 2022).  

Over 30 million South Africans representing a staggering increase of 44% from 

2021 are expected to utilise e-commerce platforms by 2024 (Schaefer & Bulbulia, 

2021). These numbers are encouraging providing a basis for inclusion for the 

wider population of the country as internet services become more accessible. 

Increased availability and affordability of smart devices provides an important 

platform for users to adopt internet-based services such as e-commerce 

platforms (De Wet et al., 2016). For South African organisations seeking to 

increase their market share locally and beyond the country’s borders, leveraging 

off e-commerce platforms is a no brainer. Growth of the e-commerce adoption for 

South African consumers has accelerated because of the COVID-19 pandemic, 

increased convenience, more variety, and competitive pricing  (Schaefer & 

Bulbulia, 2021).  
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Providing e-commerce platforms to consumers has become an integral part of 

the business strategy for South African service providers including Small and 

Medium-Sized Enterprises (SME) and large corporates as well (Mbatha & 

Ngwenya, 2018). A study by Elrhim and Elsayed (2020) found that there is a 

strong positive correlation between the prevalence of the COVID-19 pandemic 

and the use and adoption of e-commerce platforms. The investigation was 

centred on the biggest international e-commerce platforms based on their market 

size as well as income levels. The e-commerce providers included in the scope 

of the investigation were Alibaba, Amazon, Rakuten, Zalando and ASOS.  

Increased proliferation of e-commerce platforms has led to healthier businesses 

characterised by reduction in cost, increased reach, and availability (Kartiwi et 

al., 2018). Johnson and Iyamu (2019) highlight that for South African consumers, 

access to e-commerce helps in minimising traveling cost to physical location to 

access much needed products and services. E-commerce platforms provide a 

platform that helps to foster long term relationships between customers and 

service providers (Safa & Von Solms, 2016) which in turn helps improve 

inclusivity for the marginalised population.  Better customer experience, improved 

accessibility to relevant information and boosting economies on the developing 

African continent (Makame et al., 2014) are some of the key reasons why 

adoption of e-commerce provides should be a strategic imperative for African 

governments.  

Studies have been carried out to explore the various factors influencing users to 

adopt e-commerce platforms. Rosário and Raimundo (2021) in their study of e-

commerce users over the last decade identified demographic factors as key to 

understanding the segments utilising e-commerce. Age, gender, income where 

some of the factors identified. In a study of over 400 Generation Y respondents 

who were below 29 years shopped at least twice on e-commerce platforms (Zhu 

et al., 2020). The study points out that trust is an important ingredient in ensuring 

that the users in this age group feel comfortable in utilising these e-commerce 

platforms. This study provides useful insights about the link to age with e-

commerce adoption. However, there was no focus on also understanding if this 

phenomenon also existed amongst the older people. Mbatha and Ngwenya 
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(2018) point out that in South Africa factors linked to illiteracy, lack of knowhow 

in using e-commerce platforms and general lack of confidence are some of the 

critical factors that inhibit greater adoption of e-commerce. 

The growth of e-commerce adoption going forward is mainly going to be based 

on how much trust the users place on the e-commerce platforms (Yoon & 

Occeña, 2015).The study noted that because of the increasing penetration and 

importance of understanding the customer, age as a factor in understanding 

customer behaviour needs to be researched more and understood. The outcome 

of the study by Yoon and Occeña (2015) was that age had a significant impact 

on how people are likely to trust and adopt e-commerce platforms. The sample 

had wide range of respondents from 20 years to over 40 years old. One of the 

common characteristics that has a significant influence on the behaviour of users 

when shopping online is age (Molinillo et al., 2021). A study was done with a 

sample of 272 people, and they were classified in two age groups of less than 24 

years and greater than 23 years. According to the findings of the study age was 

found to not have a significant difference in terms of how consumers would utilise 

online platforms and including their loyalty, engagement on the platform. These 

studies show the contradictory findings of different research. Of note is the fact 

that the research by Yoon and Occeña (2015) was done about nine years ago, 

and dynamics might have changed with the research by Molinillo et al. (2021) 

being more current.  

2.3 Cybersecurity in relation to e-commerce 

A very high proportion of users (86%) are worried about the level of security on 

e-commerce platforms whilst 81% are worried about the inadequate security of 

their personal data (Schaefer & Bulbulia, 2021). Whilst the emergence of e-

commerce technologies has seen increased adoption, it has also exposed a 

challenge related to security when transacting on the platform (Badotra & 

Sundas, 2021).  Cybersecurity related challenges present the single biggest 

threat to the wider adoption and use of e-commerce platforms (Bartczak, 2021).  

Silaule et al. (2022) highlights that cybersecurity concerns are increasingly 

becoming a significant impediment to the growth of the digital economy. 
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Due to vital role that digital platforms play in the economies of most countries, 

cyber-attacks have the potential to be considered modern warfare (Peng, 2023).  

Distributed technologies like blockchain are now being widely utilised globally to 

facilitate relatively secure payments on e-commerce platforms but because of the 

accelerated pace at which the technology has been developed some cyberthreat 

vulnerabilities have come to the foe (Rathore et al., 2020).  According to Peng 

(2023) major global economies (US, China) and blocs like the EU have made 

protecting the digital economies at the forefront of their government’s strategies 

pouring enormous resources as well as enacting applicable legislation to protect 

their supply chain processes.  

Badotra and Sundas (2021) analysed different e-commerce platforms for 

cybercrime vulnerabilities and the findings were concerning. The results indicated 

that different facets of security concerns like credit card information and sensitive 

information was sometimes not properly secured making it easily available to 

cybercriminals. The study was limited to Ghana a developing country and could 

present useful insights into South Africa as well. A similar study was also done 

by Bartczak (2021) and identified the cybersecurity shortcomings of the e-

commerce businesses. The study pointed out that different platform 

vulnerabilities contributed to the scepticism to adopt e-commerce for some users.  

As much as the studies exposed the security challenges that some of the e-

commerce platforms face, the study focused more on understanding the 

cybersecurity weaknesses of the platforms themselves and not from a user 

perspective.  

In the absence of trust, users are unlikely to adopt e-commerce platforms at the 

expected rate and this could potentially hamper much needed business growth 

especially in the developing world. A study by Apau and Koranteng (2019) based 

on a survey of about 476 participants found that cybercrime perceptions had a 

significant impact on the decision by users to transact on e-commerce platform 

or not. This study conducted in Ghana emphasises the fact that perceptions of 

security on e-commerce platforms play a significant role in increased adoption. 

This study did not explore the different behaviours and common cyberthreats that 

are likely to result in people falling victim to cybercrimes.  
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2.4 Cybersecurity behaviour on e-commerce platforms 

Cybersecurity is the utilisation of tools, legislation, and various other techniques 

to assist in ensuring that the integrity, availability, and confidentiality of 

information is maintained in the cyber domain (ENISA & EGA, 2021).  To get a 

good understanding of what is cybersecurity behaviour, defining human 

behaviour first will be beneficial. Mashiane and Kritzinger (2019) describe human 

behaviour as the different ways in which people act or respond due to some form 

of trigger which can either be within or external to their environment. Linking the 

definition of cybersecurity and human behaviour, this research defines 

cybersecurity behaviour as the steps undertaken by individual i.e. to act or 

respond as result of trying to protect assets in the cyber space.  

Cybersecurity has increasingly become an issue of concern as more people 

utilise internet based digital platforms. Cybercriminals are busy devising new 

ways of scamming unsuspecting consumers through the new digital technologies 

(Chigada & Madzinga, 2021). INTERPOL (2021) suggest that it is critically 

important that countries in Africa considerably aim to improve the level of 

cybersecurity awareness among its populace. Research conducted by Kumbhar 

and Gavekar (2017) evaluated the level of awareness using the types of attack 

which are hacking (93%), trojan attacks (43%), virus and worm attack (11.5%) 

and email spamming (8%). This finding raises significant concerns considering 

the high adoption of emails and the fact that at least one in every ten people are 

unaware of the dangers posed by email spamming (Kumbhar & Gavekar, 2017). 

This research has its shortcomings especially because it does not include other 

common and critical sources of cyberthreats faced by consumers over the last 

few years. 

However, the study by Alqahtani (2022) addressed some of the shortcomings 

from the study by Kumbhar and Gavekar (2017). The study investigates how 

users manage password security, browser security and social media as a way of 

understanding safe cybersecurity behaviour online. Alqahtani (2022) conducted 

research on about 450 students at a university using varied demographic profiles 

of the respondents of gender, age, education, computer skill and frequency of 

purchasing online. The outcome of the study found that there is a strong 
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correlation in the respondents who practiced safe cybersecurity behaviour like 

password security, browser security and social media activities with a higher level 

of cybersecurity awareness. This study touches on critical factors that influence 

cybersecurity awareness though its limitations are that it was limited to students 

at a university in Saudi Arabia with only 1% of the responding students being over 

50 years.  

Senthilkumar and Easwaramoorthy (2017) concurred with some aspects of the 

study by Alqahtani (2022) and Kumbhar and Gavekar (2017) by identifying virus 

attacks, password strength, social media behaviour as key attributes to measure 

cybersecurity behaviour and then taking it further by including phishing. The 

survey conducted with 500 respondents over the city of Tamil Nadu in India was 

that the overall cybersecurity awareness was relatively high at just under 70% 

(Kumbhar & Gavekar, 2017). This study again poses questions about the 

differences that might potentially exist between the e-commerce users in South 

Africa and those in other geographical areas like India, Malaysia, Ghana, Saudi 

Arabia, Latin America, Europe, US etc.   

2.5 Impact of age on cybersecurity behaviour 

Understanding various factors that affect the cybersecurity behaviour of 

individuals is a difficult concept to understand and not a lot of research has been 

done in that regard (Gillam & Foster, 2020). This section identifies and discusses 

the literature that exists in the field to gain an understanding of how age plays a 

role in the cybersecurity behaviour of individuals and in some cases with a 

specific context of e-commerce platforms. Reviewing of this literature will assist 

in the formulation of age group targeted interventions in raising cybersecurity 

awareness.  

A study conducted by Gillam and Foster (2020) concluded that age played a 

significant role in cybersecurity behaviour that could potentially lead to one being 

a victim of cybercrime. Most users are not aware of the security features that they 

can employ when engaging with e-commerce platforms based on the findings of 

Shah and Agarwal (2020) in a study conducted in India. They also found that the 
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behaviour of e-commerce users varied significantly with age. Younger users aged 

between 18 to 24 years are technologically astute and hence likely to exhibit more 

responsible cybersecurity behaviour unlike the older users who are older than 24 

years (Shah & Agarwal, 2020).  

An extensive study conducted in Turkey of over 12 000 participants of teachers, 

students, and parents found that students were more aware of cyberthreats and 

exhibited more cybersecurity awareness than their generally older parents and 

teachers (Mıhcı Türker & Kılıç Çakmak, 2019). A study conducted in the United 

Kingdom (UK) pointed out that people around the retirement age become more 

vulnerable to cybercrime (Morrison et al., 2020). To further emphasise the 

vulnerability of the older generation to technology related platforms Vaportzis et 

al. (2017) indicated they were generally apprehensive and generally found using 

technology confusing without support. Von Solms and Van Niekerk (2013) place 

responsibility on the South African society by stating that it the responsibility of 

the broader society to protect the more vulnerable age groups. 

On the other hand, Das and Khan (2016) pointed out that it is difficult to conclude 

whether age influences the cybersecurity behaviour of users in a certain direction. 

The study finds that while older people would generally be more cautious when 

engaging on the internet on the flipside, they are not well versed with internet-

based technologies which makes them more vulnerable to cybercrime. All age 

groups have a certain level of vulnerabilities when transacting online but the older 

age groups of 70 years and above are particularly more vulnerable to 

cyberattacks (Jiang et al., 2016). The study also found some interesting 

perspectives from those aged between 24 and 39 years indicated that they were 

not worried about security when conducting financial online transactions as they 

did not have as much money as their parents.  Younger people of ages between 

18 and 24 years show a greater sense of awareness, self-belief, and self-efficacy 

when it comes to protecting sensitive data that might make them susceptible to 

cybercrimes (Miltgen & Peyrat-Guillard, 2014). 
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2.6 Impact of gender on cybersecurity behaviour 

This section seeks to explore the existing literature on how the demographic 

indicator of individuals influences the various aspects of cybersecurity behaviour 

of individuals. There has been minimal research to fully understand how gender 

differences influence the behaviour of individuals when it comes to securing their 

information online (McGill & Thompson, 2021). The intention, attitude, and 

approach to secure private information on social media shows that it varies 

significantly with the gender of the individual (Chen & Sharma, 2015). Most users 

are not aware of the security features that they can employ when engaging with 

e-commerce platforms based on the findings of Shah and Agarwal (2020) in a 

study conducted in India found that the behaviour of e-commerce users varied 

significantly with gender.   

Females in general tend to be more worried and are likely to engage in more 

cautious behaviour that protects their privacy when utilising online platforms than 

their male counterparts (Rowan & Dehlinger, 2014). In a study conducted in 

Malaysia, female learners showed more cybersecurity awareness than male 

learners when utilising online digital technologies (Maon et al., 2021). The study 

further points out that more training is required for both males and females to 

practice more responsible cybersecurity behaviour. A big study of about 20 000 

employees of a financial institution in Thailand found that gender was a significant 

factor in the cybersecurity practices of users and hence their susceptibility to 

cyber-attacks like phishing. The finding was that females were generally more 

aware and cybersecurity conscious than males specifically when confronted with 

a potential phishing attack (Daengsi et al., 2022). 

Offering a different perspective, McGill and Thompson (2021) found that men 

tend to be more substantially aware of recommended cybersecurity behaviour 

that helps to keep them safer online than women. Concurring with this finding, 

Thompson and Brindley (2020) stated that females are more likely to disclose 

private information on social media that can make them more vulnerable to cyber-

attacks than males. Colley and Maltby (2008) attributes this behaviour to the 

propensity of females who are more likely to gain more gratification by sharing 

information on social media than males would. Women tend to be excluded in the 



 
31 

cybersecurity discussions deliberately even though they are more likely to be a 

victim of financial fraud online than men. Females of an organisation in the US 

were more likely to fall victim to phishing attacks than males even though no 

significant difference was found between the genders in terms of adhering to safe 

cybersecurity practices (Chua et al., 2018).  

In conclusion, understanding how gender affects the cybersecurity behaviours of 

individuals is fluid and requires consistent research to stay abreast of the 

changing dynamics in the field. Based on the reviewed literature there seems to 

be a divergent of views with some research showing significant variations on how 

gender impacts cybersecurity behaviour whilst other studies have found no 

significant differences.   

2.7 Impact of educational level on cybersecurity behaviour 

In an endeavour to further grasp the factors influencing the cybersecurity 

behaviour and awareness of individuals, educational level should be considered 

and explored as a factor (An et al., 2023). This section of the literature seeks 

understand the thread that links cybersecurity behaviour and educational level. 

The relevant existing literature that exists will be explored to form a picture of the 

current understanding of this important relationship.  

Cybersecurity behaviour of individuals showed no difference between those 

individuals with an undergraduate degree and those with a postgraduate degree 

(An et al., 2023). However, interestingly the level of cybersecurity knowledge was 

significantly less for those with a postgraduate degree. Among the various 

demographic factors investigated, educational level showed the least to no 

impact in impacting cybersecurity behaviour and this according to a study 

conducted in Malaysia amongst university students (Fatokun et al., 2019). 

Consistent with these findings, Jeske and van Schaik (2017) contributed by 

indicating that educational level did not seem to have an impact in terms of 

cybersecurity familiarity and consequentially the cybersecurity behaviour. 

University students who are the more active digital users of the society, 

irrespective of their educational level did not feel confident of their security when 
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transacting online and did not practice safe cybersecurity behaviour or have 

enough cybersecurity knowledge to protect themselves from cyberthreats 

(Kovacevic et al., 2020). 

Factors that impact cybersecurity behaviour have not been fully explored 

according to Gillam and Foster (2020), and to address this apparent gap a study 

was carried out in the US and education level among other demographic factors 

was found to be a significant factor.  

2.8 Factors affecting cybersecurity behaviour 

Significant research has been done over the years to try and understand the 

various factors that influence how different people conduct themselves in respect 

to cybersecurity behaviour. Most people fall victim to cybercrime because of 

human factors (Anwar et al., 2017). The study survey focused on employees of 

different companies with a view to understanding if gender played a role in how 

people’s cybersecurity behaviour varied based on identified psychological 

variables like previous experience and self-efficacy. The outcome indicated that 

the gender of a user could be used as a determinant of cybersecurity behaviour 

(Anwar et al., 2017). A different study with similar significance in this same 

domain carried out by Fatokun et al. (2019) with the sample of 340 students 

derived from Malaysian universities. This study added more depth to the one by 

(Anwar et al., 2017) by including demographic factors such as age, gender, and 

educational level. Age and gender also played a significant role in determining 

cybersecurity behaviours amongst university students (Fatokun et al., 2019). 

Whilst these studies provide useful insights into the different factors that 

contribute to people’s cybersecurity behaviour, it would be interesting to note if 

these findings would be similar if the focus was based on the behaviour on e-

commerce platforms and if the sample was not restricted to a university which 

could present similar demographics in certain aspects.  

A study by Gillam and Foster (2020) was conducted to understand a different 

dimension to cybersecurity behaviour with a focus on avoidance behaviour 

leveraging off the Technology Threat Avoidance Theory (TTAT). Factors 
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considered were perceived susceptibility, perceived costs, perceived severity, 

and self-efficacy. Gillam and Foster (2020) identified educational levels, age, and 

gender as the confounding variates. The study concluded that age did not 

significantly influence the TTAT constructs. The study was conducted with a 

sample of more than 1000 employees who were generally more educated and on 

average older than the average US population. This sample might have skewed 

the results and would be keen to exploit a similar study with a more varied sample 

of respondents. 

All the previous studies have contributed to the knowledge and the different 

factors influencing cybersecurity behaviour. Whilst the studies have answered 

some important questions, they have however left more questions like would 

these findings hold in a different geographical area like South Africa. 

2.9 Common cyberthreats 

An important consideration in trying to understand the cybersecurity behaviour 

on e-commerce platforms is to ensure that the most common cyberthreats are 

identified. Having a good understanding of these common cyberthreats and their 

characteristics assist in ensuring that fit for purpose counter measures can be put 

in place and the right education and awareness is conducted. In the digital age 

various attacks are specific at various layers of the technology architectures. The 

survey used the CIA (Confidentiality, Integrity, Availability) triad as the basis to 

identify the more common threats to cybersecurity (Alharbi & Tassaddiq, 2021). 

The investigation was conducted based on how the respondents updated their 

devices, password management and understanding of social network sites.  This 

research brought about an important dimension which relates to the behaviour of 

consumers when updating software on their smart devices.  

No system is immune to being hacked stating that vulnerabilities will always be 

there and cyberattacks can only be minimised but not eradicated. The study 

identifies potentially useful advice to users by stating that consumers should 

never open any attachments from unknown sources, avoid utilising internet cafes 

and deleting important personal data (Minnaar, 2014).  
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With increased internet accessibility and e-commerce increased usage Lim Ka 

Yong et al. (2020) reckons that cybercriminals are coming up with new ways to 

exploit vulnerable consumers and this has led to more cybercrime victims. The 

study agrees with most other studies and points out that identity theft, social 

engineering, malware, and phishing as common attacks that most users are 

vulnerable to. The study adds an important dimension to other research even 

though it dedicates a lot of focus on the whole solution domain whilst not giving 

particular attention of the cyberattacks from a user or consumer perspective. 

2.9.1 Phishing 

Described as a common type of cyberthreat whereby the attacker seeks to trick 

users through presenting oneself, an e-mail, URL, SMS, website, or domain as 

being trusted with a view to obtain private and sensitive information (El Aassal et 

al., 2020). End users provide as the biggest source of vulnerability and weakness 

for cybercriminals when trying to obtain private information like passwords 

Phishing attempts have evolved over time with the cybercriminals resorting to 

targeting a relationship with individuals so that they can build trust making it 

easier to obtain private and sensitive information (Bhardwaj et al., 2021). End 

users need to be continually aware of the evolving phishing attempts to avoid 

being victims of cybercrime (El Aassal et al., 2020). Since the COVID-19 

pandemic, malicious websites numbers have also increased. More and more fake 

websites that look like the real website are being used to dupe users into 

providing confidential information such as credit card details, passwords, and 

personal information (Alhashem et al., 2023).  

2.9.2 Malware 

Malware refers to a general term that is used to identify harmful software that is 

created to exploit computers and their systems (Branch et al., 2016).  The threat 

of different malware types which includes viruses, ransomware, worms, trojans, 

spyware pose a huge challenge for users who intend on adopting e-commerce. 

A significant number of customers are discouraged from fully utilising and 
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adopting e-commerce because of the danger posed by malware (Keshri et al., 

2020).  

There has been a proliferation of vendors that specialise in selling specialised 

malware tools to cybercriminals enabling an increase in their popularity growth 

trend (Leukfeldt & Holt, 2022). It is vitally important that end users of online 

platforms need to continually check their devices for unauthorised access, be 

vigilant with software purchases, updates, secure devices whilst being careful 

with any unknown links (Gopinath & Sethuraman, 2023). 

2.9.3 Social media engineering 

Cybercriminals are increasingly exploiting the lack of awareness and knowhow 

of threats to obtain information that they might not have obtained independently 

(Alharbi & Tassaddiq, 2021). This type of cyberthreat is mainly prevalent on social 

media in the cyberspace and is sometimes called human hacking. The increased 

popularity and accessibility of social media platforms presents information that 

the cybercriminals that are keen to exploit (Wilcox & Bhattacharya, 2020). Social 

media engineering phenomena has been exacerbated because users tend to 

share information that they are not supposed to share on public social media 

platforms. Information like location, job role, work email address, credentials, 

phone numbers, addresses and financial status are some of the information that 

should not be shared on social media (Tayouri, 2015). 

2.10 Geographic and cultural factors affecting cybersecurity  

The International Criminal Police Organisation (INTERPOL) conducted a 

comprehensive analysis of countries in Africa to understand their vulnerability to 

various common cybercrimes. A cause for concern, INTERPOL (2021) found that 

more than 90% of African countries did not have the requisite tools (skills, 

technology, legislation) in place to help prevent cybercrime. Unlike other African 

countries, South Africa has been the most exposed to cybercrime than any other 

country on the continent accounting for more than 200 million threats in total, 

three times more than the next country which is Kenya with about 70 million 
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threats. Adding to the grim picture, the report goes further and states that South 

Africa ranks as the third country with the most victims of cybercrime globally 

which is truly concerning and requiring some impactful intervention (INTERPOL, 

2021).    

In an endeavour to answer why South Africa is such a magnet for cybercriminals, 

Kortjan and Von Solms (2014) indicate that there is low level of cybersecurity 

knowhow and familiarity amongst the internet users in the country. The slow 

nature of implementing relevant legislation, socioeconomic factors are some of 

the main reasons why South Africa struggles with cybercrime. Du Toit et al. 

(2018) conducted a study in South Africa and found that almost 50% of the 

respondents had been a target of cybercrime recently with more than 65% of 

those not reporting the incidents to the relevant authorities with about 40% of 

those expressing a worrying sentiment of not having confidence in the current 

legislation to combat cybercrime. South Africa has experienced a boom in the 

adoption of internet-based technologies and in the same vein has seen an 

increased exposure to cyber-attacks (Pieterse, 2021). The scale of the challenge 

is further exacerbated by the fact that the South African Police Service (SAPS) 

and the National Prosecuting Authority (NPA) do not release any official figures 

to help shed light on the extent of the problem.  

The South African government has successfully spearheaded efforts to improve 

internet access to most parts of the country but unfortunately the country lacks a 

cybersecurity culture to repel off the increasing cybercrime threat (Gcaza & von 

Solms, 2017). In response to this lack of culture and guidelines that promote 

responsible cybersecurity behaviour the South African government has 

responded by drafting and adopting the National Cybersecurity Policy Framework 

(NCPF) (Government Gazette, 2015). In an assessment of the South African 

environment to understand why it’s characterised by poor cybersecurity culture, 

Gcaza & von Solms (2017) identified some of the following main issues in South 

Africa as limited resources, limited skills, lack of government leadership, limited 

stakeholder engagement and monitoring structures (Gcaza & von Solms, 2017).   

The global community has embraced the use of online platforms to further 

develop their communities and improve accessibility to essential services, most 
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countries have also embraced measures that help protect their citizens from the 

ever-growing threat of cybercriminals (Kortjan & Von Solms, 2014).  The study 

goes further by pointing out that South Africa has lagged other countries in 

developing a structured state-led approach to improving the cyber-secure 

behaviour of its populace.  

South Africa is a member of Brazil, Russia, India, China, and South Africa 

(BRICS) which has developed and adopted measures and frameworks to create 

a coordinated effort to help repel the increasing threat of cybersecurity issues 

within member countries (Belli, 2021). Despite this cybersecurity approach as a 

bloc of countries within BRICS it is noted that each country has different 

approaches and levels of maturity. Whilst South Africa has signed significant 

pieces of legislation such as the Protection of Personal Information Act (POPIA) 

and the Cybercrimes Act over the last few years, practical implementation has 

lagged. Belli (2021) notes that amongst the BRICS countries China and Russia 

have relatively mature cybersecurity related legislation which keeps pace with the 

rate of technological advancement. Low levels of cybersecurity awareness and 

increasing cyberthreats remain a big challenge for countries like Brazil and the 

Latin American geographical area beyond the legislation (Carapeto & Calil, 

2022). Countries like Brazil and Chile have shown a more developed regulatory 

driven approach framework with a country like Mexico still with a long way to go 

to catch up.  

2.11 Gaps and limitations in existing research 

The current literature has explored the study of cybersecurity behaviour from 

different from other geographical countries such as India, Kenya Malaysia, US, 

UK, Brazil and regions of Latin America, North Africa, Europe, and Asia mainly. 

Limited research exists to fully understand the uniqueness of South Africa as a 

country and even from the Southern African region where South Africa is. This is 

a significant gap as highlighted in some sections of this literature review section 

which shows the cybersecurity behaviour of individuals seem to vary between 

different countries and regions.  
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Whilst there has been significant research done to explore how the individual 

demographic indicators of age, gender, and educational level impact the 

cybersecurity behaviour of individuals, there is a noticeable gap exists to 

understand how a combination of these indicators would impact cybersecurity 

behaviour from a South African context. Exploring and understanding the 

combined effect of these demographic indicators would greatly assist in adding 

more perspective and understanding in the field to come up with more impactful 

interventions to assist South African e-commerce users.  

2.11.1 Hypothesis 1 

There is a significant relationship between cybersecurity behaviour and age in 

South African e-commerce users. 

2.11.1 Hypothesis 2 

There is no significant difference in cybersecurity behaviour across gender 

disparities of e-commerce users in South Africa.    

2.11.1 Hypothesis 3 

There is a significant relationship between cybersecurity behaviour and 

educational level in South African e-commerce users. 

2.11.1 Hypothesis 4 

The combined impact of age, gender, and educational level can significantly 

predict cybersecurity behaviour in South African users.  
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2.12 ANALYTICAL FRAMEWORK 

2.12.1 Theoretical Framework 

Understanding the users’ cybersecurity behaviour is generally complex and when 

confined to a dynamic context of e-commerce platforms makes understanding 

the various factors at play even more difficult. This section is focused on further 

exploring the theoretical frameworks that can assist in interpreting the research 

findings as well as provide the much-needed direction to fully understand the 

variables of this research.  

The combination of concepts relevant to this study from the Protection Motivation 

Theory (PMT) and the Health Belief Model (HBM) will result in a custom 

conceptual framework providing more insights on the behavioural phenomena of 

how users react to various forms of cybersecurity in relation to e-commerce. 

(Anwar et al., 2017) points out that combining the strengths of both PMT and 

HBM has been widely used in exploring the user’s behaviour when responding to 

security related threats.   

Protection Motivation Theory  

Protection Motivation Theory (PMT) was initially developed in the 1970’s with the 

objective to understand how people’s behaviour changes based on health and 

safety concerns (Conner & Sparks, 2015) . However, over the last decades PMT 

has been adapted and is widely used in various industry domains including 

cybersecurity for research purposes (Anderson & Agarwal, 2010). The crux of the 

theory is based on understanding and predicting motivations which help to drive 

behavioural change in people. The theory is primarily rooted in the primary 

premise of understanding the human behaviour from a perceived vulnerability 

and severity perspective (Menard et al., 2017). PMT helps to explain how certain 

cybersecurity behaviour on e-commerce platforms is influenced by the perceived 

threat of cybercrime.  
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Figure 1: Protection Motivation Theory 

 

Note. Adapted from (Bamberg et al., 2017). 

The PMT is underpinned by the premise that an individual’s motivation to engage 

in a behaviour to fend off the perceived security threat is driven by the user’s 

perceived appraisal of the threat (Vance et al., 2012). Further clarity to 

understanding threat appraisal is provided by Kim et al. (2022) who explains that 

threat appraisal is made up of perceived threat vulnerability and perceived threat 

severity.  

High levels of perceived threat vulnerability and perceived severity are associated 

with an increased adoption of preventative measures to avoid the being a victim 

of the perceived security threat. Threat vulnerability is defined as how an 

individual analysis the treat and determines how they are likely to be personally 

affected by the perceived threat.  Whilst perceived severity refers to the how the 

individual evaluates the potential negative impact to them personally because of 

being a victim of the potential threat (Kim et al., 2022; Menard et al., 2017; Vance 

et al., 2012).  
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Health Belief Model  

The Health Belief Model (HBM) is one of most used psychological based models 

that was initially developed to explain and understand the reasons why people 

failed to actively participate in initiatives to help prevent and identify diseases in 

the 1950’s by social psychologists from the US. Over the years the model has 

been adapted by researchers to help in understanding hie phenomenon in other 

industries as well (Dodel & Mesch, 2019).  

The HBM illustrates that for people to achieve the desired behavioural change 

they must place targeted focus on the perceived severity, perceived benefits, 

perceived susceptibility, perceived barriers, cue to action, self-efficacy and some 

modifying variables which can include demographic and socio-economic values 

such as age, gender, and education level (Paganin et al., 2023; Tsai et al., 2021).   

Figure 2: Health Belief Model 

 

Note. Adapted from (Carico et al., 2021). 

The HBM has evolved over the years and can be applied in various fields 

including predicting people’s behaviour when trying to protect themselves from 
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cyberthreats (Dodel & Mesch, 2019). In the cybersecurity context, the health 

behaviour can be substituted with cybercrime behaviour making this model a very 

useful theoretical model for this research. The HBM can be used to shed more 

light into why people do not practice in recommended behaviours that would help 

protect them from being victims of cybercrime (Pickering et al., 2021).  

2.12.2 Conceptual Framework 

The conceptual framework utilised for this study is underpinned by the Protection 

Motivation Theory (PMT) and the Health Belief Model (HBM). A hybrid of the two 

theories have been adopted to provide a fit-for-purpose lens into the specificities 

of the user’s cybersecurity behaviour with an e-commerce context. Combining 

the two theories to come up with a custom framework also helps to introduce and 

understand how the demographic factors of age, gender, and educational level 

impact the cybersecurity behaviour of user’s when utilising e-commerce platform 

in a South African context.  
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Figure 3: Conceptual framework 

 

The table below identifies the constructs that will form part of the research as 

depicted by the conceptual framework. 

Table 3: Conceptual framework constructs 

Construct Description 
Perceived 

Susceptibility 

Refers to the subjective perception of how an individual 

evaluates their vulnerability to potential cyberthreats and 

risks (Begum et al., 2022).   

Perceived Severity Refers to the subjective perception of how an individual 

evaluates the depth of the harm or negative 

consequences of experiencing a cybersecurity issue 

(Begum et al., 2022). 

Perceived Benefit Refers to an individual’s perception of how what could be 

positively gained by practicing the recommended 

cybersecurity behaviour and how they deem the 
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effectiveness of the action in preventing a cyberthreat 

(Dorce et al., 2021).  

Self- Efficacy Refers to an individual’s confidence in their ability to 

practice safe cybersecurity behaviour so that they can be 

able to fend off possible cyberthreats (Kaufmann et al., 

2022). 

Response Efficacy Refers to an individual’s confidence that practicing 

cybersecurity behaviour considered safe will be 

successful in fending off potential cyberthreats (Zhang et 

al., 2017). 

Cybersecurity 

Habits  

Refers to an individual’s routine actions regularly utilised 

by an individual that can assist in protecting them from 

cyberthreats and improve their security in the 

cyberspace.  

Cues to Action Refers to the various outside triggers or signals that will 

lead to an individual adopting safe cybersecurity 

behaviour that can help to secure them from potential 

cyberthreats (Coman et al., 2023). 

In conclusion, the rapport between PMT and HBM helps to formulate and aid in 

formulating a conceptual framework that will provide a basis to understand the 

dynamics of this study. The conceptual framework provides guidance in assisting 

to help to interpret the findings of the study and make sense of the outcome.  

2.13 Conclusion of literature review  

The chapter shows that there has been a wealth of literature related to 

understanding cybersecurity behaviour as well understanding the common 

cyberthreats (Anwar et al., 2017; Bartczak, 2021; Chigada & Madzinga, 2021; 

Chua et al., 2018; Fatokun et al., 2019; Oz et al., 2022; Pieterse, 2021). This 

study evaluated on most recent literature with majority of them not more than 

seven years old. This was a conscious decision because of the understanding of 

how much the cybersecurity, cybercrime and e-commerce platforms continue to 

evolve at a fast pace over the last few years.  



 
45 

The evaluated literature shows that organisations and individuals are investing 

resources into ensuring that users of their internet platforms are consistently 

aware of best practice cybersecurity behaviour. Various demographic factors 

have been evaluated by different researchers to understand their influence if any 

on the cybersecurity or cybercrime vulnerability. Various studies have found 

different findings with some concluding that it has no effect whilst others have 

significant effect on cybersecurity behaviour. The review of literature also noted 

that most of the studies focused on university students or employees of a 

particular organisation which presented a risk of a homogeneous sample.  

Significant review was conducted of the existing literature to understand the 

common types of cyberthreats. It is evident that cybercriminals are continually 

evolving their attack methods depending on their specific objective and 

understanding of the weaknesses of their targeted consumers. However, it was 

also clear that as the methods evolved the basics remained the same which 

include targeting and trying to manipulate or deceive the end users into obtaining 

the required information using different vectors which include social media, 

malicious software and fake websites and applications.  

This study will focus on understanding if age, gender, and educational level has 

any effect on the cybersecurity awareness of people. The scope will be limited to 

understanding the awareness within an e-commerce platform context and will 

seek to add to the conversation and contribute to this subject area with a South 

African context. 

Below are the identified hypotheses of this study:  

2.13.1 Hypothesis 1 

There is a significant relationship between cybersecurity behaviour and age in 

South African e-commerce users. 
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2.13.2 Hypothesis 2 

There is no significant difference in cybersecurity behaviour between male and 

female e-commerce users in South Africa.    

2.13.3 Hypothesis 3 

There is a significant relationship between cybersecurity behaviour and 

educational level in South African e-commerce users. 

2.13.4 Hypothesis 4 

The combined impact of age, gender, and educational level can significantly 

predict cybersecurity behaviour in South African users.  

While this study primarily utilised the Protection Motivation Theory (PMT) and the 

Health Belief Model (HBM) to explore cybersecurity behaviour, other theoretical 

frameworks, such as the Theory of Planned Behaviour (TPB) and the Technology 

Acceptance Model (TAM), also offer valuable perspectives. The TPB could 

provide insights into how attitudes, subjective norms, and perceived behavioural 

control influence cybersecurity actions, while the TAM focuses on perceived ease 

of use and perceived usefulness, which could be particularly relevant for 

understanding user engagement with security technologies.  

In summary, the literature review has delved into key concepts and previous 

studies related to e-commerce platforms, demographics (age, gender and 

education level), common cyber threats, geographical and cultural factors as they 

pertain to cybersecurity behaviour. By critically analysing existing research, gaps 

and limitations where identified. This chapter has further emphasised the 

relevance of the current study and provided a fit for purpose theoretical 

framework for the research. Extending on this foundation, the following chapter 

will outline the research methodology, detailing the approach, design, and 

procedures utilised to gather and analyse data in this study. 
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CHAPTER 3. RESEARCH ETHODOLOGY 

This section outlines the plan followed to ensure that the research problem 

articulated is addressed reliably and as accurately as possible. The research 

methodology describes in detail the plan of how the study produced valid results 

consistent with the requirements of this research (Hofstee, 2018).  

3.1 Research approach 

The research approach pertains to the steps and procedures as related to the 

research method as well as the research types to be used. This study will make 

use of the quantitative method to enable the researcher to collect data that 

directly responds to the research questions (Creswell & Guetterman, 2020). One 

of the main reasons for selecting the quantitative approach is that it allows for an 

independent investigation of the constructs without any bias of the researcher 

(Tan, 2022). A quantitative approach provides an effective way of obtaining and 

quantifying the views, opinions, and behaviour of respondents in certain 

situations or scenarios (Hofstee, 2018).  

Making use of quantitative research will provide the researcher with some of the 

following benefits (Saunders & Lewis, 2012): 

• Provides a means to gain insights of a large population through a smaller 

sample. 

• The findings of the study are more scientific with the data obtained 

analysed through statistical methods and hence helping to minimise 

researcher bias.  

• Likely to provides more reliable results that can be repeated or replicated 

in other studies.   

Numerical data collected was analysed using statistical methods and tools to 

derive useful patterns in a way that allows for easy interpretation of the data and 

assist to fully understand the impact of age, gender, and educational level on 

cybersecurity behaviours through the lenses of South African e-commerce users.   
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3.2 Research design 

Research design refers to the framework that will be utilised in the research to 

bring together different components of a study to address the research problem 

and achieve the research objectives (Creswell & Guetterman, 2020).  

This study employed a survey as the research design. Using survey as the 

research design enables for a smaller group of the population (sample) to be 

used in deducing the population behaviour, attitudes, and opinions (Tan, 2022).  

Surveys provide a way for the study to obtain quantifiable variables of age, 

gender, educational level, and correlate these with the respondents’ 

cybersecurity behaviour as it relates to their experience in e-commerce platforms. 

Selecting to utilise surveys was beneficial as this proved to be a quick and 

relatively easier way to obtain responses on a sample and then inferring the 

outcome to the larger population of South African e-commerce users (Creswell & 

Guetterman, 2020). 

The survey design employed for this study was a cross-sectional survey design 

which is the most popular survey design according to (Creswell & Guetterman, 

2020). Cross sectional provided a framework that allowed the capturing of age, 

gender, and educational level of the respondents at a particular point in time to 

understand the cybersecurity behaviour of South African e-commerce users.  

Cross sectional quantitative design was chosen and proved to be an effective 

approach for this study because it allowed for the collection and analysis of the 

data over a short period of time which aligned with the limited time available (Tan, 

2022). Cybersecurity trends and behaviours can change over time and this 

research design approach enabled the study to capture the views, attitudes, and 

behaviour of respondents at a moment in time providing more current and 

relevant insights.   

3.3 Data collection methods 

Data collection is systematic series of activities of eliciting and obtaining relevant 

data that answers the research questions and address the research problem 
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(Creswell & Guetterman, 2020). A questionnaire with a list of close-ended 

questions was used as the data collection method for this study. A questionnaire 

is set of questions that are intended to solicit information from the respondents 

(Tan, 2022).  

The questionnaire was created using a web-based software called Qualtrics 

which also provides functionality to view feedback from respondents as well as 

generate reports in different formats. Qualtrics is an online platform and so this 

enabled the questionnaire to be conveniently shared with the targeted population 

easily and timeously via a link. The questionnaire was created to accommodate 

participants utilising either computers (laptops and desktops) or mobile devices. 

For the computers, operating systems like Windows, MacOS and Linux whilst for 

the mobile devices, Android and iOS were catered for.  

Peer review 

Before finalising the questionnaire, a meticulous review was done to ensure that 

it was error free, clear, and addressed the research objectives. Colleagues in the 

research community assisted in peer-reviewing the relevance of the questions 

and checking that it addressed the constructs of the study. Some questions and 

questions were removed because of this exercise.  

Pilot study 

Subsequently, the updated draft questionnaire underwent a pilot study with five 

of eleven of my colleagues who represented a subset of the target population of 

e-commerce users in South Africa. The researcher gave the six participants of 

the pilot study a summary of the research problem, objectives, and the conceptual 

framework beforehand.  Insightful input was provided concerning grammatical 

concerns, clarity of questions, question length, and the appropriateness of the 

survey queries. The questionnaire was further refined by simplifying the 

questions, correcting grammatical mistakes, and reordering the sequence of 

some questions. The pilot study was conducted on the Qualtrics platform which 

also helped to identify any potential technical and user experience challenges 

arising from the tool. This exercise helped the researcher to get familiar with 

utilising Qualtrics to monitor feedback and progress.  
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Once the questionnaire was finalised, a link was made available to participants 

utilising diverse channels like social media platforms (WhatsApp, Facebook, 

Instagram, LinkedIn), targeted SMS and email. Making use of these accessible 

platforms and channels contributed to receiving of relatively high responses. 

Qualtrics provided the researcher with tools and functionality to view the survey 

progress, collection of the data and presenting it into downloadable reports which 

was used as input for statistical analysis. The researcher sent out notifications to 

the invited participants who might not have had a chance to complete after a 

couple of weeks. 

Data collection was closed on Qualtrics by the researcher when the number of 

responses had reached 386 as this had reached the minimum required sample 

size. More responses would have been ideal but based on the limited timelines 

to finalise the study, data collection was stopped at his juncture.  

3.4 Population and sample 

3.4.1 Population 

For the purposes of this study, the target population are individuals who have 

used e-commerce platforms in South Africa. A population is all the people who 

qualify to be part of the study and is the source of the sample (Creswell & 

Guetterman, 2020). 

Demographic indicators of age, gender and education levels are analysed on how 

they impact the cybersecurity behaviour of e-commerce users in South Africa. 

The target population consists of e-commerce users and those were individuals 

that would have bought goods or services in South Africa. The participants had 

to at least 18 years at the time of the survey. The participants needed to have 

consented voluntarily to take part in the survey. Individuals who did not meet the 

stated criteria were therefore excluded from the study.  
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3.4.2 Sample 

A sample is a subset of the population that is going to be studied, and the 

outcome used to generalise the behaviour of the much larger group which is the 

population (Creswell & Guetterman, 2020). The sample for this study was 

obtained from users who have used e-commerce in South Africa.  

Participants were included in the study if they were at least 18 years and had 

used an e-commerce platform while in South Africa, or a South African e-

commerce platform from a foreign country (outside South Africa). The survey 

aimed to elicit insights from individuals who had experience with e-commerce 

within the South African context, regardless of their current residence. There was 

no requirement for participants to currently reside in South Africa. However, they 

needed to have engaged in online shopping either on an international platform 

like Alibaba while in South Africa, or on a South African platform like Takealot 

from abroad. Individuals who did not meet this criterion, such as those under 18 

or those who had never engaged in e-commerce activities related to South Africa, 

were excluded from the study. 

A total of 316 participants passed the inclusion criteria for this study and were 

used for statistical analysis. The sample had participants with ages ranging from 

18 years to over 60 years with the 41- 45 years age group contributing the most 

(17.4%) and the over 60 years having the least (4.7%). In terms of gender, the 

females dominated the sample with 62%, males (37.7%) and non-binary (0.6%). 

Highest educational level represented in the sample was varied with bachelor’s 

degree dominating with 20.6% and those with a doctorate degree having the least 

at 4.4%.  

The participants in the study were recruited through an online survey link shared 

through social media platforms, emails, and SMS. The inclusion criteria were 

based on users who have transacted on e-commerce platforms in South Africa 

before and were at least 18 years of age.  
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3.4.3 Sampling method 

The study employed non-probability method specifically convenience and 

snowball sampling for identifying the participants in the survey. This method was 

used because it was convenient based on them being available and participants 

who were willing to take part in the survey (Creswell & Guetterman, 2020).  

At the initial phases of the survey, convenience sampling was used to select 

participants like work colleagues, classmates, friends, and family who were easily 

accessible. This approach enabled the study to gather data from a broad range 

of South African e-commerce users, leveraging both direct contacts and 

extended networks. 

The diagram below illustrates the sampling process used in this study, detailing 

each step involved in recruiting participants through convenience and snowball 

sampling methods. This visual representation highlights how the survey was 

initially distributed to a readily accessible group and subsequently expanded 

through participant referrals and social media to ensure a diverse and 

comprehensive sample. 
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Figure 4: Sampling process 

 

Some of the participants identified as part of this method were not known to the 

researcher and were sampled from social media platforms. The survey was also 

published on social media platforms, allowing for quick and convenient 

distribution among diverse users who were readily available and willing to 

participate. These were participants who expressed a propensity to engage and 

complete the survey. Utilising convenience sampling was beneficial for the study 

as it enabled for more responses to the survey to be obtained in the limited time 

available (Creswell & Guetterman, 2020; Tan, 2022).  

To further expand the sample size and reach a more diverse demographic, 

snowball sampling was incorporated. The initial sample consisted of a small circle 
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of participants. Participants who received the survey were encouraged to forward 

it to others within their networks, including those who might not have been 

reached through the initial distribution methods. This method helped to generate 

a large volume of responses though the researcher had no visibility of the 

individuals who eventually ended up forming part of the sample (Tan, 2022).  

3.5 The research instrument 

The study employs an online questionnaire as the research instrument to elicit 

primary data from respondents. An online questionnaire is an instrument used to 

obtain data from respondents and is accessed using a link via the internet through 

a smart device such as a desktop, laptop, smartphone, tablet etc. (Creswell & 

Guetterman, 2020). 

A questionnaire was chosen for this study because of its capability to effectively 

elicit responses and allowing for the statistical analysis of the received responses. 

The questionnaire was developed with an objective to capture the demographic 

indicators of age, gender and education level and the self-reported cybersecurity 

behaviour of the e-commerce users in South Africa.  

The first question was to ascertain if the user had utilised e-commerce platforms 

in South Africa and any respondents indicating that they had not were excluded 

from the study. The next section was used for capturing the three demographic 

indicators of age, gender, and educational level of the respondent. Age was dived 

into age groups, the highest education level obtained was captured and the 

participant could select their gender.  

The questionnaire has eight other different sections linked to the constructs of the 

study to help address the aspects of self-efficacy, response efficacy, cues to 

action, perceived benefits, perceived susceptibility, perceived severity. A 5-point 

Likert interval scale using close ended questions with options between “strongly 

agree” and “strongly disagree” were provided for these sections. This scale was 

selected because it is common and well understood by a lot of people. Questions 

are close ended which allows for quicker and more detailed analysis (Tan, 2022). 
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Close ended questions help the respondents to complete the questions quicker 

and improve the response rate. 

Using the questionnaire will allow the study to elicit responses to ascertain the 

respondent attitudes and beliefs based on each question presented. The 

responses will be analysed and provide insights into the research problem which 

is the focus of the study.  

A questionnaire will provide a tool for posing structured questions directly to 

respondents and this instrument provides advantages and disadvantages. 

Structured questions will ensure that the all the respondents are provided with 

the same questions and hence the results can be evaluated on the same basis 

improving the quality of the results (Hofstee, 2018).  A questionnaire is the 

selected instrument for the study as it will provide primary data from the 

respondents enhancing the quality of the outcome.  

Even though a questionnaire provides significant advantages for this study it 

provides several limitations.  The researcher will not be able to interact directly 

with the respondents. This limits the ability to pick up and observe any other non-

verbal responses which could be useful for the study. This also prevents the 

researcher from asking probing and unstructured questions to get a deeper 

understanding on some other aspects of the study.  

3.6 Procedure for data collection 

Data for this study will be collected using a questionnaire that will be sent out to 

the participant via email or a social media link and hosted on Qualtrics which is 

an online platform. Making use of Qualtrics provides the respondents with a 

simple, secure, and easy to use platform helping to improve the quality and 

volume of results. The design of the online survey allows convenience and 

flexibility for the participants to complete the questionnaire at their own speed and 

using a device of their choice.  

Participants to the study will be invited using various platforms on social media, 

targeted emails, and SMS. Initially utilising convenience sampling to identify a 
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small sample of participants known to the researcher. Snowball sampling will then 

be used to encourage the initial participants to forward to other participants they 

know who meet the inclusion criteria of the study. Each link to the survey will 

contain a brief overview of the study, its objectives and indicate clearly that 

participation is entirely voluntary.  

The expected duration of the survey was 10 minutes with only relevant questions 

to the study being asked with a view to minimise the length of time as much as 

possible. Measures were taken to ensure the quality and relevance of the 

research instrument which included conducting a peer review and pilot testing 

with a small number of the sample participants.  

All the responses received were secured and password protected by the 

researcher to ensure the privacy of the participants. The data was also secured 

through access control mechanisms. Physical security of the hardware used to 

store the data was used to keep the data safe from unauthorised access. 

Assurances were given and adhered to protect the confidentiality of the 

participants.  

During the collection of data, the researcher consistently checked for the progress 

in the received data on Qualtrics. Follow up reminders to the respondents was 

sent out to help improve the volume of responses.   

3.7 Data analysis strategies and interpretation 

Quantitative research design using a survey to collect data on the demographics 

of age, gender, and educational level as well the cybersecurity behaviour of the 

respondents. Responses were obtained from the survey and used for data 

analysis.  

The data obtained to understand cybersecurity behaviour was scored by 

associating each response with a numeric value. This helped to come up with a 

standard way of quantifying and compare the cybersecurity behaviour responses. 

Utilising a scoring system for the responses enabled the analysis of the 

responses to assist in developing and identifying patterns and trends.  
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Data was prepared to ensure that the collected raw data is cleaned and enhance 

the reliability of the data so that it ready to be analysed. The raw data obtained 

via the online survey from the was transferred to a statistical tool, Statistical 

Programme for Social Sciences (SPSS). SPSS was used for this study because 

it a very common software package and it can be used to interpret complex data 

quite easily (Creswell & Guetterman, 2020). The statistical tool was also readily 

available from the researcher’s institution.  The variables were then checked for 

the correctness of the coding and alignment with the research objectives.  

3.8 Possible limitations and challenges of the study 

The following limitations apply to this research and should be considered when 

analysing the findings: 

• The study has a relatively timeframe of less than 6 months to elicit 

responses from the participants which limit the number of respondents 

who can be reached. 

• Data will not be obtained from any respondents less than 18years even 

though some of them make use of e-commerce platforms.  

• Data obtained from the respondents cannot be verified for accuracy.  

• Access to literature was limited as some research material could not be 

accessed due to cost constraints as some of the platforms required a 

payment subscription. 

• The field of study related to cybersecurity behaviour and cyberthreats is a 

fast-evolving field and hence some materials relied on could have been 

outdated even though priority was placed on sourcing the latest 

information.  

Utilising convenience and snowball sampling assisted provided an efficient 

approach for data collection but it also introduced certain limitations. By initially 

sending the survey to friends, classmates, family, work colleagues, and then 

encouraging participants to share it further within their networks, the study may 

have introduced selection bias. This sampling approach relies on participants 

who are easily accessible or within specific social networks, which might not be 
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a fair representation of the South African e-commerce users’ population. 

Additionally, the use of social media for survey distribution could lead to a sample 

leaning towards individuals who have resources to be online, possibly excluding 

those with no internet access. This can limit the relevance of the findings, as they 

may not fully reflect the diversity South African e-commerce users. These 

limitations should be considered when interpreting the study’s findings and 

drawing conclusions. 

3.9 Quality assurance 

Quality assurance refers to the mechanisms and procedures put in place to 

ensure the reliability, quality, and validity of the study at various stages of the 

study as defined by Lavrakas (2012). Prioritising quality assurance is important 

so that the findings are reliable and can provide useful insights and contribute 

positively to the field.  

3.9.1 External validity 

External validity refers to the extent to which the findings of the study can be used 

to predict other situations (Tan, 2022). The online survey was distributed as 

widely as possible, and data collected from geographically dispersed 

respondents in the country. The sample had users with representing various age 

groups, educational levels and different genders further strengthening the 

external validity of the study.   

3.9.2 Reliability  

Creswell and Guetterman (2020) describe the reliability of a study as the level to 

which the findings of a study would stay the same if the same environment was 

recreated. The same Likert scale will be used for most of the questions on the 

research instrument helping to standardise the response and hence the 

consistency of data interpretation. Also, all the respondents will receive a 

standardised questionnaire with the same questions to eliminate variability in the 

questions and responses which could negatively impact the reliability of the study. 
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Cronbach’s alpha coefficients indicated a good level of internal consistency 

strengthening the reliability of the study. 

3.9.1 Internal validity  

Internal validity of the study is hugely dependent on the process followed in the 

study as well as how meticulously it was conducted (Tan, 2022). The researcher 

approached the study with objectivity and did not influence the outcome of the 

study. The questions in the research instrument will be made as short as possible 

and designed to be simple and clear to minimise ambiguity for the respondents. 

To further strengthen the internal validity of the study, statistical techniques 

including factor analysis and correlation analysis were applied. 

3.10 Ethical considerations 

Due care will be taken to ensure that ethical standards as stipulated by the 

university will be followed. 

• The participants anonymity will be observed, and this will be 

communicated clearly to them. 

• Participants can opt out of the survey at any time if they feel uncomfortable 

and this will also be clearly communicated to them. 

• The study was done at no risk to the participants and no prejudice to them 

if they decide to withdraw or not participate. 

• Permission will be sought from the human resources department of the 

company where some of the respondents will come from. 

• Ethical approval will be sought from the university before engaging with 

the respondents. 

In conclusion, this chapter has discussed the research methodology, including 

the chosen research approach, design, data collection methods, and ethical 

considerations. The detailed explanation of the research instrument and sampling 

strategy ensures the reliability and validity of the study’s findings. The next 

chapter will present the findings derived from the quantitative survey, providing a 

detailed account of the data collected from the participants of the study. 
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CHAPTER 4. PRESENTATION OF 
RESULTS 

4.1 Introduction 

This chapter presents the results and discuss the findings obtained from the 

questionnaires in this study. In this research, an online questionnaire was the 

primary tool used to collect data and was distributed to over 600 users, with 382 

responses received and eventually 316 responses were considered eligible for 

the study. The study responses were analysed using SPSS version 29.0. cross 

tabulations, graphs and other figures will be used to dissect the collected 

quantitative data. Some inferential techniques like chi-square test values and 

correlations will be employed with the associated p-values calculated. The p-

value signifies significance with an associated value of “p<0.05”.  

4.2 Statistical analysis and findings 

This section provides the statistical insights of the study to understand the 

intricate relationship between demographic indicators with the cybersecurity 

behaviour of South African e-commerce users. Insights into the demographic 

data (age, gender, and educational level) of the participants. The statistical 

analysis includes factor analysis, reliability statistics, rotated component matrix 

and correlation analysis, together these assist in providing detailed analysis of 

the various dimensions impacting cybersecurity behaviour within the South Africa 

e-commerce context. 

4.2.1 Reliability statistics 

To ensure the reliability of this study, Cronbach alpha was utilised to ascertain 

the different measurements of the questions in the survey. Reliability is the 

measure of how the scores obtained in the study can be reproduced if the study 

was carried out again and at different times (Creswell & Guetterman, 2020). 
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Reliability coefficient scores of equal to or greater than 0.70 were deemed to be 

desirable.   

The table below depicts the relevant reliability scores (Cronbach alpha) as 

reflected in the study. 

Table 3: Cronbach’s Alpha Scores 

 Section Number of Items Cronbach's Alpha 
C Personal Cybersecurity Practices 9 0.897 

D Self-Efficacy in Cybersecurity 7 0.873 

E Online Risk Awareness 6 0.761 

F Proactive Security Measures 4 0.798 

G Adherence to Security Advice 3 0.712 

H Engagement with Cybersecurity Information 5 0.722 

All items included 34 0.921 

The reliability scores for all sections exceed the recommended Cronbach’s alpha 

value. This indicates a degree of acceptable, consistent scoring for these sections 

of the research.  

4.2.2 Factor analysis 

Factor analysis, a statistical method employed to explore the underlying structure 

of a set of variables, is instrumental in identifying latent constructs that explain 

patterns of correlations within psychological, sociological, and business research. 

By reducing many variables into fewer factors, this technique facilitates the 

interpretation of data, enhancing the understanding of the dimensions that 

constitute complex constructs. The application of factor analysis ensures the 

construct validity of a questionnaire by confirming that items grouped under a 

specific factor indeed measure the same underlying concept. Moreover, it aids in 

refining instruments and scales by eliminating redundant or irrelevant items, 

thereby improving the reliability and validity of the measures. In essence, factor 

analysis is a cornerstone in the development and validation of measurement 

instruments, providing a robust foundation for empirical research and theory 

development. 
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The matrix table is preceded by a summarised table that reflects the results of 

Kaiser-Meyer-Olkin (KMO) and Bartlett's Test. The KMO Measure of Sampling 

Adequacy shows a score foreach of the variables that is as a result of underlying 

factors.  is a statistic that indicates the proportion of variance in the variables that 

might be caused by underlying factors. Scores that are close to 1.0 are show that 

the factor analysis could be beneficial whilst scores of below 0.50 depicts a factor 

analysis that might not be valuable.  

The other test utilised for this study was the Bartlett's test of sphericity. It is used 

to check if the hypothesis that the correlation matrix is an identity matrix, which 

would provide evidence that the variables in question are not correlated which 

means they cannot be used for structure detection. Generally, values that have 

a significance level of less than 0.05 show that factor analysis of the data would 

be valuable.   

Factor analysis is done only for the Likert scale items. Certain components 

divided into finer components. This is explained below in the rotated component 

matrix. 

 

Table 4: KMO and Bartlett's test 

Kaiser-Meyer-Olkin Measure of Sampling Adequacy 0.908 

 
Approx. Chi-Square 5236.257 

 
Degrees of 561 

 
Sig. < 0.001 

 

All of the conditions are satisfied for factor analysis. That is, the Kaiser-Meyer-

Olkin Measure of Sampling Adequacy value should be greater than 0.500 and 

the Bartlett's Test of Sphericity sig. value should be less than 0.05. 
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4.2.3 Rotated component matrix 

Table 5: Rotated component matrix 

 Component 
1 2 3 4 5 6 

Not regularly updating my apps and 
software on my computer, tablet, 
smartwatch, smartphone can make me 
more vulnerable to cyber-attacks 

0.810 0.124 -0.027 0.178 0.023 0.119 

Having my computer, smartphone, 
smartwatch or tablet infected by a virus is a 
serious concern for me 

0.775 0.056 0.056 0.145 -0.027 0.016 

The potential of someone misusing my 
personal data obtained from e-commerce 
sites is a major concern for me 

0.719 0.128 0.249 0.218 0.063 0.084 

I believe that using a public Wi-Fi to 
transact on e-commerce platforms 
significantly increases the risk of 
cybercriminals gaining unauthorised 
access to my personal information 

0.706 0.294 0.254 0.235 0.036 0.061 

Understanding e-commerce platform's 
privacy and security policies helps to 
ensure the security of my personal 
information 

0.627 0.264 0.019 0.021 0.251 0.213 

Using legal and updated software and 
applications for e-commerce activities 
helps to protect me from cybercriminals 

0.617 0.154 0.015 0.191 0.449 0.034 

Using a reputable antivirus software can 
effectively protect me from cyber threats 
while engaging in e-commerce activities 

0.588 0.214 -0.083 0.098 0.472 -0.042 

Keeping abreast of the latest cybersecurity 
tips specifically related to e-commerce 
enhances my online shopping safety 

0.546 0.296 0.070 0.061 0.194 0.138 

Using the same password on multiple e-
commerce platforms increases my risk of 
potential harm resulting from cyberthreats 
leading to financial loss 

0.506 0.294 0.408 0.072 0.220 -0.024 

I am confident of identifying and avoiding 
suspicious activities when doing online 
shopping 

0.062 0.822 0.040 0.089 0.202 0.053 

I am confident of recognising a suspicious 
email without help from anyone 0.153 0.750 0.100 0.338 0.050 0.091 
I am confident of recognising a fake e-
commerce website address without help 
from anyone 

0.155 0.702 0.102 0.416 0.024 0.124 

I am confident that I can configure and 
manage privacy settings on my social 
media platforms to control who can access 
my private information 

0.220 0.692 -0.038 0.165 0.054 0.090 

I am confident of recognising if my 
computer, tablet, smartwatch or 
smartphone is infected by a malware such 
as a virus, worm etc 

0.388 0.566 -0.034 0.404 0.018 0.129 

Checking if the sender and subject of 
emails makes sense is effective in 
preventing me from being a victim of a 
cybercriminals 

0.339 0.548 0.129 0.055 0.195 0.172 

Using two-factor authentication on e-
commerce platforms significantly increases 
my security when shopping online 

0.325 0.526 0.274 -0.134 0.196 0.148 

I believe that my financial and personal 
information is at risk of being compromised 
when shopping online 

-
0.084 

-
0.081 0.795 0.044 0.073 0.012 
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There is a good possibility that my 
sensitive personal details (passwords, 
credit / debit card details, username, 
address etc) could be stolen by 
unauthorised users 

-
0.189 0.067 0.710 0.006 -0.067 0.044 

Cybercriminals are likely to use my social 
media information to try and access my e-
commerce accounts 

0.347 0.168 0.640 0.028 -0.030 0.167 

There is a good likelihood that I will receive 
a malicious attachment via email, 
WhatsApp, SMS or social media 

0.181 0.157 0.628 0.163 0.059 0.006 

I am concerned about the security of my 
accounts specifically on e-commerce 
platforms 

0.172 -
0.089 0.611 0.219 0.142 0.000 

Sharing my geographic location, children's 
names, date of birth, Identity numbers etc 
on public platforms can seriously 
compromise my security on e-commerce 
platforms 

0.287 0.201 0.466 -0.204 0.213 -0.004 

I check my browsers (Chrome, Opera, 
Microsoft Edge, Safari etc) privacy control 
and security settings regularly 

0.330 0.316 -0.037 0.707 -0.018 0.113 

I regularly update my awareness and 
knowledge about cyber threats targeting e-
commerce platforms 

0.220 0.219 0.134 0.706 0.121 0.177 

I regularly change my password, PIN, 
pattern or passcode on my smart devices 0.058 0.099 0.185 0.628 0.009 0.164 
When browsing e-commerce websites, I 
mouse over links to see where they go 
before clicking them 

0.364 0.361 0.042 0.559 -0.018 0.132 

Following advise received through the 
public media like newspapers, television, 
internet and radio will prevent me from 
being a cybercrime victim when shopping 
online 

-
0.066 0.026 0.074 -0.081 0.813 0.164 

Complying with the information security 
policies of e-commerce platforms will help 
to keep me safe from cybercriminals 

0.242 0.150 0.029 0.108 0.762 0.078 

Regular password changes to my e-
commerce accounts will help to protect me 
from cybercriminals 

0.241 0.185 0.193 0.029 0.601 -0.005 

Social media platforms constantly remind 
me on the latest safe cybersecurity 
practices 

0.198 0.093 -0.004 -0.039 0.013 0.791 

I get reminders and notifications from the 
e-commerce platforms to regularly change 
my log in password 

0.081 0.020 -0.045 0.144 -0.013 0.747 

My friends, family or work colleagues 
sometimes share cybersecurity information 
with me 

-
0.173 0.086 0.158 0.266 0.151 0.589 

Public articles about cybercrimes and 
security breaches in the e-commerce 
sector motivate me to adopt safer online 
behaviour 

0.126 0.361 0.190 0.133 0.209 0.506 

I constantly come across cybersecurity 
information (awareness campaigns) 
through the media like newspapers, 
television, internet, billboards and radio 

0.238 0.263 0.012 0.284 0.084 0.484 

- Extraction Method: Principal Component Analysis. 
-      Rotation Method: Varimax with Kaiser Normalisation* 
-      * Rotation converged in 7 iterations. 

Principal component analysis employed Varimax with Kaiser Normalization as 

the rotation method, simplifying factor interpretation by minimizing high-loading 
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variables on each of the factors. The orthogonal rotation method assists in the 

examination of inter-correlations between the variables, where similar loadings of 

questions imply measurement along a common factor. Variables loading at or 

above 0.5, or the highest loading in cases of cross-loading, effectively contribute 

to measuring various components. 

4.2.4 Identified themes 

The exploratory factor analysis conducted on the Likert scale data revealed 

several factors or ‘themes’ that were indicative of distinct patterns in cybersecurity 

behaviour. These themes represent groups of related survey items that loaded 

highly on the same factor, suggesting they measure a common underlying 

construct. 

This section includes all the identified themes that emerged because of the 

analysis of the study respondents in relation to their cybersecurity behaviour. The 

identified themes help to enhance the understanding of the various factors 

impacting e-commerce users in respect to cybersecurity behaviour in the context 

of South Africa.  

Personal cybersecurity practices: This component includes behaviours and 

concerns that reduce vulnerability to cyber-attacks, such as updating apps and 

using antivirus software. 

Self-efficacy in cybersecurity: This theme captures an individual's confidence 

in their ability to identify and avoid cybersecurity threats without external 

assistance. 

Online risk awareness: This component reflects the awareness of risks 

associated with online financial and personal information, and the belief that this 

information could be compromised. 

Proactive security measures: This component is related to proactive 

behaviours such as regularly checking browser security settings and updating 

knowledge about cyber threats. 
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Adherence to security advice: Here, the theme is concerned with following 

advice from various sources to prevent cybercrime victimisation. 

Engagement with cybersecurity information: This component involves the 

frequency and impact of receiving cybersecurity information from social platforms 

and media, as well as from personal connections. 

4.2.5 Correlation analysis 

Bivariate correlation was also performed on the data. The results are shown 

below. The results indicate the following patterns. Positive values indicate a 

directly proportional relationship between the variables and a negative value 

indicates an inverse relationship. All significant relationships are indicated by a * 

or **. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 6: Correlation analysis
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Personal 
Cybersecurity 
Practices 

Self-Efficacy in 
Cybersecurity 

Online Risk 
Awareness 

Proactive 
Security 
Measures 

Adherence to 
Security 
Advice 

Engagement with 
Cybersecurity 
Information 

Personal Cybersecurity 
Practices 

Pearson 
Correlation --           

N 316           
Self-Efficacy in 
Cybersecurity 

Pearson 
Correlation 0,609** --         

Sig. (2-tailed) 0.000           
N 316 316         

Online Risk Awareness Pearson 
Correlation 0,342** 0,266** --       

Sig. (2-tailed) 0.000 0.000         
N 316 316 316       

Proactive Security 
Measures 

Pearson 
Correlation 0,542** 0,630** 0,247** --     

Sig. (2-tailed) 0.000 0.000 0.000       
N 316 316 316 316     

Adherence to Security 
Advice 

Pearson 
Correlation 0,417** 0,335** 0,240** 0,183** --   

Sig. (2-tailed) 0.000 0.000 0.000 0.001     
N 316 316 316 316 316   

Engagement with 
Cybersecurity Information 

Pearson 
Correlation 

0,350** 0,459** 0,200** 0,459** 0,263** -- 

Sig. (2-tailed) 0.000 0.000 0.000 0.000 0.000   
N 316 316 316 316 316 316 

**. Correlation is significant at the 0.01 level (2-tailed). 
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The correlation matrix provided indicates several general trends in the 

relationships between different dimensions of cybersecurity behaviour and 

attitudes. 

There is a notably strong positive correlation between "Personal Cybersecurity 

Practices" and "Self-Efficacy in Cybersecurity" as well as between "Self-Efficacy 

in Cybersecurity" and "Proactive Security Measures". This suggests that 

individuals who have confidence in their cybersecurity abilities tend to engage 

more in personal cybersecurity practices and proactive measures. This is a 

common trend as self-efficacy is often associated with higher engagement in 

protective behaviours. 

Most dimensions show moderate to strong positive correlations with one another. 

This interconnectedness indicates that good practices or attitudes in one area of 

cybersecurity are likely to be associated with good practices or attitudes in 

another. 

All the correlations presented are significant at the 0.01 level, indicating a high 

level of confidence in the relationships between these dimensions. The 

consistency of significance across different dimensions suggests that these are 

not isolated findings, but rather indicative of broader patterns within the data. 

Both "Engagement with Cybersecurity Information" and "Proactive Security 

Measures" are strongly correlated with "Self-Efficacy in Cybersecurity", which 

implies that those who are more informed and engaged with cybersecurity 

content may also feel more competent in their cybersecurity abilities and are thus 

more likely to take proactive steps. 

There is a moderate positive correlation between "Adherence to Security Advice" 

and "Personal Cybersecurity Practices", which could mean that individuals who 

adhere to security advice are also likely to practice better personal cybersecurity. 

"Online Risk Awareness" has a positive correlation with "Engagement with 

Cybersecurity Information", indicating that awareness of online risks is associated 

with greater engagement with cybersecurity information. 
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These trends are consistent with what might be expected in cybersecurity 

behaviours—knowledge and engagement in one area reinforce and enhance 

practices in other areas. The strong correlation between self-efficacy and 

proactive measures underscores the importance of confidence and perceived 

ability in performing cybersecurity-related actions. It also highlights potential 

areas for intervention; for example, increasing self-efficacy might be a strategy to 

improve overall cybersecurity behaviour. 

4.3 Demographic data 

This section summarises the demographic characteristics of the respondents. 

This section records critical demographic particulars, thereby establishing a 

backdrop against which the ensuing analysis is positioned. It serves a dual 

purpose: firstly, to facilitate a nuanced comprehension of the demographic 

diversity within the respondent cohort; and secondly, to explore potential 

correlations between demographic characteristics and the primary outcomes of 

interest.  

4.3.1 Demographic distribution by age and gender 

This section provides a detailed overview of the demographic composition of the 

study participants by gender and age.  
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Table 7: Gender distribution by age 

  Gender 
Total Age 

(years)   Male Female Non-binary 
18 - 20 Count 7 16 0 23 

% within Age (years) 30.4% 69.6% 0.0% 100.0% 
% within Gender 5.9% 8.2% 0.0% 7.3% 
% of Total 2.2% 5.1% 0.0% 7.3% 

21 - 25 Count 7 26 2 35 
% within Age (years) 20.0% 74.3% 5.7% 100.0% 
% within Gender 5.9% 13.3% 100.0% 11.1% 
% of Total 2.2% 8.2% 0.6% 11.1% 

26 - 30 Count 12 30 0 42 
% within Age (years) 28.6% 71.4% 0.0% 100.0% 
% within Gender 10.2% 15.3% 0.0% 13.3% 
% of Total 3.8% 9.5% 0.0% 13.3% 

31 - 35 Count 15 24 0 39 
% within Age (years) 38.5% 61.5% 0.0% 100.0% 
% within Gender 12.7% 12.2% 0.0% 12.3% 
% of Total 4.7% 7.6% 0.0% 12.3% 

36 - 40 Count 18 17 0 35 
% within Age (years) 51.4% 48.6% 0.0% 100.0% 
% within Gender 15.3% 8.7% 0.0% 11.1% 
% of Total 5.7% 5.4% 0.0% 11.1% 

41 - 45 Count 26 29 0 55 
% within Age (years) 47.3% 52.7% 0.0% 100.0% 
% within Gender 22.0% 14.8% 0.0% 17.4% 
% of Total 8.2% 9.2% 0.0% 17.4% 

46 - 50 Count 14 18 0 32 
% within Age (years) 43.8% 56.3% 0.0% 100.0% 
% within Gender 11.9% 9.2% 0.0% 10.1% 
% of Total 4.4% 5.7% 0.0% 10.1% 

51 - 55 Count 10 11 0 21 
% within Age (years) 47.6% 52.4% 0.0% 100.0% 
% within Gender 8.5% 5.6% 0.0% 6.6% 
% of Total 3.2% 3.5% 0.0% 6.6% 

56 - 60 Count 4 15 0 19 
% within Age (years) 21.1% 78.9% 0.0% 100.0% 
% within Gender 3.4% 7.7% 0.0% 6.0% 
% of Total 1.3% 4.7% 0.0% 6.0% 

> 60 Count 5 10 0 15 
% within Age (years) 33.3% 66.7% 0.0% 100.0% 
% within Gender 4.2% 5.1% 0.0% 4.7% 
% of Total 1.6% 3.2% 0.0% 4.7% 

Total Count 118 196 2 316 
% within Age (years) 37.3% 62.0% 0.6% 100.0% 
% within Gender 100.0% 100.0% 100.0% 100.0% 
% of Total 37.3% 62.0% 0.6% 100.0% 

Overall, the ratio of males to females is approximately 2:3 (37.3%: 62.0%), with 

less than 1% identifying as non-binary (p < 0.001).   
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The general trend analysis of the gender distribution by age, as detailed in the 

provided table, allows for the extraction of several key insights regarding the 

demographic composition of the study's participants. This analysis not only sheds 

light on the gender and age dynamics within the sample but also offers a 

foundation for understanding potential implications these demographics may 

have on the study's findings. 

Across the age spectrum, there is a consistent trend of female respondents 

outnumbering their male counterparts. This is particularly pronounced in the 

younger age groups (18-25 years and 56-60 years), where females account for 

a significant majority. This trend could suggest a greater female interest or 

participation in the context of the study or reflect broader societal trends in gender 

dynamics within the population sampled. 

The age group of 36-40 years stands out with most male respondents (51.4%), a 

unique deviation from the overall trend where females predominantly exceed 

males. This indicates specific age-related demographic characteristics that may 

need to be considered when analysing data and drawing conclusions, especially 

regarding age-specific behaviours or attitudes that the study aims to explore. 

The overall representation of non-binary individuals in the study is minimal 

(0.6%), with presence only in the 21-25 years age group. This low representation 

underscores the need for a more inclusive demographic engagement in future 

research to better understand the spectrum of gender identities. 

A significant portion of the study's participants are under the age of 40, with a 

notable decrease in respondents as age increases beyond this point. This trend 

suggests that younger individuals are more represented in the sample, which 

could influence the study's applicability to older populations. 

The detailed breakdown within each age group reveals nuanced trends, such as 

the relatively balanced gender distribution in the 41-45- and 46-50-years age 

groups, and the stark gender disparities in the 56-60 years age group. These 

variations highlight the importance of considering age and gender as interrelated 

factors that could affect the study's outcomes. 
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In conclusion, the general trend analysis reveals a complex interplay between 

age and gender within the sample, with significant implications for the 

interpretation of the study's results. The predominance of female respondents, 

the unique gender distribution in specific age groups, and the concentration of 

younger participants underscore the need to contextualize findings within these 

demographic realities. Such insights are crucial for ensuring the validity and 

relevance of the research conclusions, necessitating a careful consideration of 

how these demographic trends may influence the phenomena under 

investigation. 

4.3.2 Demographic distribution by education level 

In this section, the results of the statistical analysis of the educational level of the 

participants will be showcased. Descriptive statistics will be used to provide more 

intricate details of the sample utilised in the study with a focus to their educational 

level.  

The figure below indicates the education levels of the respondents. 
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Figure 5: Educational levels 

 
 
The bar chart offers a visual representation of the educational qualifications of 

respondents, revealing distinct patterns in the highest educational level 

qualification obtained. 

The chart indicates that a significant majority of respondents, 83.6%, possess 

qualifications beyond high school, underscoring a high level of educational 

achievement within the group. This suggests that the respondents are likely to 

have a strong foundation of advanced knowledge, which could correlate with 

other factors such as employment levels or specialised skills. 

It is also notable that over a third of the respondents (35.7%) have attained a 

postgraduate degree (encompassing postgraduate diplomas, master's, and 

doctorate degrees). This level of higher education could be indicative of a sample 

with a propensity towards professional or academic careers where such 

qualifications are requisite. 

A bachelor’s degree is the most common level of education attained, with 20.6% 

of respondents, suggesting that this level of qualification is a significant 
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educational milestone for the group. It serves as a potential gateway to either the 

workforce or further academic pursuits. 

Conversely, the doctorate level has the lowest percentage, at 1.9%, reflecting the 

typical pyramid structure of educational attainment where each successive 

academic echelon is achieved by progressively fewer individuals. 

Diplomas and certificates also constitute a notable portion of the respondents' 

qualifications, with 13.3% and 9.8% respectively. These figures highlight a 

commitment to vocational and continued education, which may be aligned with 

specific professional requirements or personal development goals. 

In summary, the chart portrays a respondent pool predominantly skewed towards 

higher education, which may significantly influence the competencies, 

perspectives, and opportunities of the individuals represented. The data suggests 

a trend of advanced education that may reflect the specific demographic or 

professional context of the respondents. 

4.4 E-commerce and e-commerce experience 

This section aims to explore the multifaceted dimensions of e-commerce, 

examining how technological advancements, consumer preferences, and market 

dynamics interact to shape the online shopping experience.  

The figure below reflects the length of time respondents have been using e-

commerce platforms.  
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Figure 4: E-commerce experience 

 

A substantial proportion of the respondents (76.3%) have been using e-

commerce platforms for at least 5 years, indicating a significant level of familiarity 

and potentially greater dependency on these platforms for their shopping needs 

(p < 0.001). The remaining categories display a gradual decrease in percentages 

with decreasing years of use. 

This distribution suggests that the user base of e-commerce platforms is mature, 

with a considerable number of respondents having over a decade of experience 

in online shopping. This may reflect broader trends in the adoption of e-

commerce, signalling a shift in consumer behaviour towards the digital acquisition 

of goods and services. Moreover, the data may indicate that e-commerce is not 

a nascent phenomenon but rather a well-established facet of modern retail that 

has been growing over the past decade. 

The figure below indicates the monthly average of use of e-commerce platforms. 
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Figure 5: E-commerce monthly average use 

 

The largest segment, accounting for just over half of the respondents (50.3%), 

indicates that most users make a purchase on e-commerce platforms once a 

month. This is followed by those who use these platforms five or more times a 

month, making up 14.9% of respondents, suggesting a smaller yet significant 

cohort of highly frequent users (p < 0.001). 

14,9% of the users engage with e-commerce platforms twice a month, while those 

using them three times and four times a month represent 10.8% and 10.4% of 

respondents, respectively. These figures reflect a diverse range of consumer 

behaviours, from moderate to high-frequency users, highlighting the varied 

reliance on digital shopping platforms. 
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The figure below indicates the number of different e-commerce platforms that 

respondents have used over the past two years. 

Figure 6: Number of e-commerce platforms 

 

The most common category, with 44.6% of respondents, is those who have used 

between 1 and 5 different platforms. This suggests a moderate level of platform 

diversity, with users likely showing loyalty to a select few services or possibly 

indicating a market with a few dominant players. The second category represents 

individuals who have used 6 to 10 different e-commerce platforms, constituting 

26.6% of the respondents. This indicates a more exploratory consumer segment 

that may be open to trying out different platforms, possibly to take advantage of 

a broader range of products, services, or deals. Finally, the category of 

respondents who have engaged with more than 10 different e-commerce 

platforms accounts for 28.8% (p < 0.001). This is a significant proportion and 

suggests a segment of the market that is highly explorative and comfortable 

navigating across a wide array of digital shopping experiences. This could reflect 

a consumer drive for variety, better prices, or specific features that are spread 

across multiple platforms. 

Overall, the data reflect a significant spread in the adoption of diverse e-

commerce platforms, with a notable number of respondents exploring a wide 

range of options available to them. This spread has implications for 

understanding consumer loyalty, the competitiveness of the e-commerce 
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marketplace, and the effectiveness of multi-platform strategies for e-commerce 

businesses. 

4.5 Scoring pattern analysis 

The section that follows analyses the scoring patterns of the respondents per 

variable per section. The results are first presented using mean scores for the 

variables that constitute each section. Results are then further analysed 

according to the importance of the statements. 

To determine whether the scoring patterns per statement were significantly 

different per statement, a binomial test was done, with a cut-off value being the 

middle value (3.0). The null hypothesis claims that similar numbers of 

respondents scored above 3.0 (agreement) as there were who scored less than 

3.0 (disagreement). The alternate states that there is a significant difference 

between the levels of agreement and disagreement. 

The highlighted significant values (p-values) are less than 0.05 (the level of 

significance), it implies that the distributions were not similar. That is, the 

differences between the way respondents scored were significant.  

4.5.1 Personal cybersecurity practices 

This section deals with Personal Cybersecurity Practices, aiming to gauge the 

attitudes and behaviours of individuals regarding their cybersecurity measures, 

especially in the context of e-commerce activities. The data presented 

summarises responses with various metrics. These statements explore various 

aspects of cybersecurity practices, ranging from the updating of apps and 

software to the use of antivirus software and the significance of using unique 

passwords across e-commerce platforms. 

The table below summarises the scoring patterns: 

Table 8: Scoring patterns (personal cybersecurity practice)
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 Count Mean Standard 

Deviation Median Percentile 
25 

Percentile 
75 Maximum Minimum Binomial Test p-

value (cut-off = 3.0) 

C1 
Not regularly updating my apps and software on my 
computer, tablet, smartwatch, smartphone can make me 
more vulnerable to cyber-attacks 

316 3.53 1.19 4.00 2.50 5.00 5.00 1.00 0.053 

C2 Having my computer, smartphone, smartwatch or tablet 
infected by a virus is a serious concern for me 316 3.87 1.09 4.00 3.00 5.00 5.00 1.00 < 0.001* 

C3 The potential of someone misusing my personal data 
obtained from e-commerce sites is a major concern for me 316 3.80 1.03 4.00 3.00 5.00 5.00 1.00 < 0.001* 

C4 

I believe that using a public Wi-Fi to transact on e-
commerce platforms significantly increases the risk of 
cybercriminals gaining unauthorised access to my 
personal information 

316 3.76 1.16 4.00 3.00 5.00 5.00 1.00 < 0.001* 

C5 
Understanding e-commerce platform's privacy and 
security policies helps to ensure the security of my 
personal information 

316 3.97 0.82 4.00 3.00 5.00 5.00 2.00 < 0.001* 

C6 
Using legal and updated software and applications for e-
commerce activities helps to protect me from 
cybercriminals 

316 3.69 0.93 4.00 3.00 4.00 5.00 1.00 < 0.001* 

C7 
Using a reputable antivirus software can effectively protect 
me from cyber threats while engaging in e-commerce 
activities 

316 3.67 0.97 4.00 3.00 4.00 5.00 1.00 < 0.001* 

C8 
Keeping abreast of the latest cybersecurity tips specifically 
related to e-commerce enhances my online shopping 
safety 

316 3.98 0.90 4.00 4.00 5.00 5.00 1.00 < 0.001* 

C9 
Using the same password on multiple e-commerce 
platforms increases my risk of potential harm resulting 
from cyberthreats leading to financial loss 

316 4.11 0.88 4.00 4.00 5.00 5.00 1.00 < 0.001* 

*Indicates significant difference i.e. the differences in the responses were significant 

All statements show (significantly) higher levels of agreement whilst other levels of agreement are lower (but still greater than levels 

of disagreement). There are no statements with higher levels of disagreement (means significantly less than 3.0). The significance 

of the differences is tested and shown in the table above. A cursory analysis of the table reveals several critical insights into the 

personal cybersecurity practices among the respondents. 
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Figure 7: Mean scores (personal cybersecurity practices) 

 

The means of the responses predominantly exceed the midpoint (3.0 on a scale 

of 1 to 5), indicating a general trend of high concern and awareness about 

cybersecurity threats among participants. This is particularly evident in 

statements like C9, "Using the same password on multiple e-commerce platforms 

increases my risk of potential harm resulting from cyberthreats leading to financial 

loss," which has the highest mean score of 4.11, suggesting a strong consensus 

on the risks of reusing passwords. 

Statements such as C5, "Understanding e-commerce platform's privacy and 

security policies helps to ensure the security of my personal information," and C8, 

"Keeping abreast of the latest cybersecurity tips specifically related to e-

commerce enhances my online shopping safety," both show high mean scores 

(3.97 and 3.98 respectively). This underscores the perceived importance of being 

informed and proactive in safeguarding personal information online. 

The minimal variation in the high levels of agreement across different statements 

(as indicated by the low standard deviations for some statements, e.g., C5 with a 
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standard deviation of 0.82) suggests a uniform understanding and concern about 

cybersecurity threats and the effectiveness of various protective measures. 

Focusing on the statement C9, which deals with the use of the same password 

on multiple e-commerce platforms, it is evident that this practice is widely 

recognized as a significant risk factor for cybersecurity threats. This is supported 

by a substantial body of literature that highlights the dangers of password reuse, 

including increased vulnerability to credential stuffing attacks, where attackers 

use stolen account credentials to gain unauthorized access to a user's other 

accounts (Das, Bonneau, Caesar, Borisov, & Wang, 2014). 

Furthermore, the high level of agreement with statements C5 and C8 indicates a 

strong recognition of the importance of being informed and proactive about 

cybersecurity measures. This aligns with the Protection Motivation Theory 

(Rogers, 1975), which suggests that individuals are motivated to adopt protective 

behaviours when they perceive a high severity of and vulnerability to threats, and 

when they believe in the efficacy of the recommended protective actions. The 

significant agreement with these statements reflects a recognition of the 

effectiveness of understanding security policies and staying informed about 

cybersecurity as critical components of online safety. 

In conclusion, the data from Section C indicates a high level of concern and 

awareness among participants regarding personal cybersecurity practices, 

especially in the context of e-commerce. The uniform agreement across various 

cybersecurity measures suggests a widespread recognition of the importance of 

proactive behaviours in mitigating cyber threats. Theoretical frameworks such 

as the Protection Motivation Theory provide a valuable lens through which to 

understand these trends, highlighting the role of perceived threats and efficacy 

beliefs in motivating cybersecurity behaviours. This analysis underscores the 

critical need for continued education and awareness efforts to enhance 

personal cybersecurity practices among individuals engaging in e-commerce 

activities. 
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4.5.2 Self-efficacy in cybersecurity 

This section deals with the findings as they relate to their confidence to practice 

safe online behaviour as they make use of e-commerce platforms. The results 

will help to shed light on how the reported confidence levels of the individual and 

their corresponding ability to keep their data and transaction safe while 

transacting online.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 9: Scoring patterns (self-efficacy in cybersecurity) 
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 Count Mean Standard 

Deviation Median Percentil
e 25 

Percentile 
75 Maximum Minimum 

Binomial 
Test p-value 
(cut-off = 3.0) 

D1 I am confident of identifying and avoiding suspicious activities 
when doing online shopping 316 3.79 0.92 4.00 3.00 4.00 5.00 1.00 < 0.001 

D2 I am confident of recognising a suspicious email without help 
from anyone 316 3.56 1.13 4.00 3.00 4.00 5.00 1.00 < 0.001 

D3 I am confident of recognising a fake e-commerce website 
address without help from anyone 316 3.26 1.19 3.00 2.00 4.00 5.00 1.00 0.955 

D4 
I am confident that I can configure and manage privacy 
settings on my social media platforms to control who can 
access my private information 

316 3.65 1.09 4.00 3.00 4.00 5.00 1.00 < 0.001 

D5 
I am confident of recognising if my computer, tablet, 
smartwatch or smartphone is infected by a malware such as 
a virus, worm etc 

316 3.07 1.26 3.00 2.00 4.00 5.00 1.00 0.028 

D6 
Checking if the sender and subject of emails makes sense is 
effective in preventing me from being a victim of a 
cybercriminals 

316 4.02 0.81 4.00 4.00 5.00 5.00 1.00 < 0.001 

D7 Using two-factor authentication on e-commerce platforms 
significantly increases my security when shopping online 316 4.38 0.75 5.00 4.00 5.00 5.00 2.00 < 0.001 
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Figure 8: Mean scores (self-efficacy in cybersecurity) 

 

The data presents an insightful overview of the participants' self-reported 

confidence levels in managing cybersecurity threats: 

Most of the statements report means above the midpoint of 3.0, indicating a 

generally high level of confidence among respondents in their cybersecurity 

competencies. Notably, the statement D7, "Using two-factor authentication on e-

commerce platforms significantly increases my security when shopping online," 

exhibits the highest mean score of 4.38, highlighting a strong consensus on the 

efficacy of two-factor authentication as a security measure. 

While overall confidence levels are high, there is noticeable variability. For 

instance, statement D3, "I am confident of recognising a fake e-commerce 

website address without help from anyone," has a mean score of 3.26, close to 

the neutral point, and a binomial test p-value of 0.955, indicating less confidence 

in this specific area compared to others. This suggests that while respondents 

feel generally competent in cybersecurity practices, their confidence varies 

depending on the complexity of the task. 
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The high mean score of 4.02 for statement D6, "Checking if the sender and 

subject of emails makes sense is effective in preventing me from being a victim 

of a cybercriminal," underscores a strong belief in proactive measures like 

scrutinizing email senders and subjects to avoid phishing attacks. 

Focusing on D5, "I am confident of recognising if my computer, tablet, 

smartwatch, or smartphone is infected by malware such as a virus, worm, etc.," 

which has one of the lower mean scores (3.07), it's notable that while there's a 

general confidence in dealing with cybersecurity issues, detecting malware 

infections presents a challenge for some. This reflects findings in cybersecurity 

literature that emphasize the subtlety and sophistication of modern malware, 

which can often evade detection by users without specialized knowledge or tools 

(Gopinath & Sethuraman, 2023).  

In contrast, the strong confidence expressed in D7 about the efficacy of two-factor 

authentication aligns with current cybersecurity recommendations that highlight 

two-factor authentication as one of the most effective defences against 

unauthorized access (Cao et al., 2023). This reflects a broader understanding 

and acceptance of two-factor authentication as a critical security measure. 

The analysis reveals a pattern of self-efficacy in cybersecurity among 

participants. There is a generally high level of confidence across most areas, with 

specific strengths in recognizing phishing attempts and the value of two-factor 

authentication. However, challenges remain in areas requiring more technical 

knowledge, such as recognizing malware infections and fake e-commerce 

websites. These findings underscore the importance of targeted cybersecurity 

education and training that addresses these knowledge gaps, enhancing 

individuals' confidence and competence in navigating the evolving landscape of 

cyber threats. Theoretical models of self-efficacy suggest that such educational 

interventions can significantly enhance individuals' perceived self-efficacy, 

leading to more effective and proactive cybersecurity behaviours (Kaufmann et 

al., 2022). 
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4.5.3 Online risk awareness 

In this section, the findings related to the pivotal construct of online risk 

awareness are presented as collected from the study participants. The questions 

which formed part of the online questionnaire seek to get an understanding of the 

individual’s perception of cyberthreats to their financial and personal information 

whilst transacting on e-commerce platforms. The results as presented based on 

the self-reporting of the individuals. Each of the responses to the survey 

questions is statistically analysed through the standard deviations, mean scores, 

medians etc., including binominal test p-values to validate statistical significance 

of the user perceptions. 

 

 

 

 

 

 

 

 

 

 

 

Table 10: Scoring patterns (online risk awareness) 
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E1 
I believe that my financial and personal 
information is at risk of being compromised 
when shopping online 

316 3.76 1.02 4.00 3.00 4.00 5.00 1.00 < 0.001 

E2 

There is a good possibility that my sensitive 
personal details (passwords, credit / debit card 
details, username, address etc) could be 
stolen by unauthorised users 

316 3.76 1.05 4.00 3.00 4.00 5.00 1.00 < 0.001 

E3 
Cybercriminals are likely to use my social 
media information to try and access my e-
commerce accounts 

316 3.41 1.18 4.00 2.00 4.00 5.00 1.00 0.160 

E4 
There is a good likelihood that I will receive a 
malicious attachment via email, WhatsApp, 
SMS or social media 

316 3.89 0.90 4.00 3.00 4.00 5.00 1.00 < 0.001 

E5 I am concerned about the security of my 
accounts specifically on e-commerce platforms 316 3.62 1.06 4.00 3.00 4.00 5.00 1.00 < 0.001 

E6 

Sharing my geographic location, children's 
names, date of birth, Identity numbers etc on 
public platforms can seriously compromise my 
security on e-commerce platforms 

316 4.22 0.76 4.00 4.00 5.00 5.00 1.00 < 0.001 



 
88 

The analysis of Section E reveals key trends regarding online risk awareness 

among the survey participants.  

The data indicates a general acknowledgment of the risks associated with online 

activities. For example, both E1, "I believe that my financial and personal 

information is at risk of being compromised when shopping online," and E2, 

"There is a good possibility that my sensitive personal details could be stolen by 

unauthorized users," have mean scores of 3.76. This suggests a high level of 

concern among respondents about the security of their personal and financial 

information online. 

The concern for specific risks, such as the potential for geographic location and 

other personal details to compromise security on e-commerce platforms (E6), is 

particularly pronounced, with a mean score of 4.22. This indicates a strong 

awareness of how certain types of shared information can significantly increase 

online risks. 

While there is a generally high level of concern across all areas, there is some 

variability in the perceived level of threat. For instance, the concern about 

cybercriminals using social media information to access e-commerce accounts 

(E3) has a slightly lower mean score of 3.41 and a binomial test p-value of 0.160, 

suggesting a less unanimous agreement on this risk compared to others. 

Focusing on E6, the high mean score reflects a particularly acute awareness of 

the risks associated with sharing personal information such as geographic 

location, children's names, dates of birth, and identity numbers on public 

platforms. This concern is well-founded, as literature in cybersecurity highlights 

how such information can be exploited by cybercriminals to carry out identity theft, 

social engineering attacks, and other forms of cyberattacks (van Schaik et al., 

2017). The high level of awareness around this issue underscores the importance 

of privacy management and cautious sharing practices on social media and other 

public platforms. 

The findings from Section E underscore a significant level of online risk 

awareness among the participants, with a particularly strong concern for the 
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security of personal and financial information on e-commerce platforms. The data 

reflects a nuanced understanding of the various risks associated with online 

activities, indicating a recognition of the complex landscape of cybersecurity 

threats (Diniz et al., 2014; Silaule et al., 2022). This awareness is crucial for the 

development of effective risk management strategies, emphasizing the need for 

ongoing education and proactive measures to safeguard against online threats. 

Theoretical frameworks such as the Health Belief Model can provide insight into 

how risk perception motivates individuals to adopt protective behaviours online 

(Ng et al., 2009). Enhancing online risk awareness and promoting informed 

cybersecurity practices are essential steps in mitigating the risks posed by 

cybercriminals and ensuring the safety of individuals' personal and financial 

information in the digital age (Dodel & Mesch, 2017; Koloseni et al., 2019). 

4.5.4 Proactive security measures 

In this section the participants responses to how they respond to secure online 

practices proactively to protect themselves from cyberthreats as they transact on 

e-commerce platforms. The findings are a culmination of the self-reported 

responses to questions related to management of e-commerce passwords, 

keeping abreast of cyberthreats etc. The findings are statistically analysed and 

for variability and statistical significance to understand how they impact the 

cybersecurity behaviour of the respondents. 

 

 

 

 

Table 11: Scoring patterns (proactive security measures) 
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F1 
I check my browsers (Chrome, Opera, Microsoft 
Edge, Safari etc) privacy control and security 
settings regularly 

316 2.66 1.34 2.00 1.00 4.00 5.00 1.00 < 0.001 

F2 I regularly update my awareness and knowledge 
about cyber threats targeting e-commerce platforms 316 3.09 1.27 3.00 2.00 4.00 5.00 1.00 0.063 

F3 I regularly change my password, PIN, pattern or 
passcode on my smart devices 316 2.82 1.24 3.00 2.00 4.00 5.00 1.00 < 0.001 

F4 When browsing e-commerce websites, I mouse 
over links to see where they go before clicking them 316 2.79 1.36 3.00 2.00 4.00 5.00 1.00 < 0.001 



 
91 

The responses from Section F provide insight into the frequency and diligence 

with which participants undertake specific proactive cybersecurity measures. 

The data illustrates a range of engagement levels with proactive security 

measures. Notably, none of the measures listed achieve a mean score above the 

midpoint of 3.0, except for F2, "I regularly update my awareness and knowledge 

about cyber threats targeting e-commerce platforms," which has a mean score of 

3.09. This suggests a relatively higher engagement in staying informed about 

cyber threats than in other proactive behaviours, though not significant. 

The lowest mean score is observed for F1, "I check my browsers' privacy control 

and security settings regularly," with a mean of 2.66. This indicates that checking 

browser settings is not a regularly practiced behaviour among the respondents, 

suggesting a potential area for improvement in personal cybersecurity practices. 

Other practices such as regularly changing passwords (F3) and verifying links 

before clicking (F4) also have mean scores below 3.0, indicating that these 

recommended cybersecurity practices are not consistently adopted by the survey 

participants. 

The relatively low mean score for F1 highlights a notable gap in cybersecurity 

practices, given the critical importance of browser security settings in protecting 

against various online threats. Regularly checking and adjusting these settings is 

a fundamental aspect of safeguarding personal information and ensuring secure 

online transactions. The underutilization of this measure suggests a need for 

increased awareness and education on the importance of browser settings as a 

frontline defence in cybersecurity. 

Similarly, the practices of regularly changing passwords and verifying links before 

clicking, represented by F3 and F4 respectively, are essential components of a 

robust cybersecurity posture. The lukewarm engagement with these measures 

underscores a broader challenge in promoting consistent adherence to 

cybersecurity best practices among the public. 
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The analysis of Section F reveals a critical insight into the proactive security 

measures taken by individuals, highlighting a general trend of insufficient 

engagement with recommended cybersecurity practices. This finding 

underscores the need for heightened awareness and education efforts aimed at 

encouraging more rigorous and consistent adoption of proactive cybersecurity 

measures, especially in the realm of e-commerce. Given the increasing 

sophistication of cyber threats, fostering a culture of proactive cybersecurity 

behaviour is paramount. Drawing on the Theory of Planned Behaviour (Ajzen, 

1991), which suggests that intention is influenced by attitudes, subjective norms, 

and perceived behavioural control, targeted interventions can be designed to 

modify these factors positively. Enhancing individuals' attitudes towards 

cybersecurity, increasing social pressure to engage in secure online behaviours, 

and improving perceived control over cybersecurity practices through education 

and resources are vital steps toward mitigating cyber threats and enhancing 

online safety. 

4.5.5 Adherence to security advice 

This section delves into the self-reported responses of the participants on their 

willingness to adhere to safe and secure online practices whilst transacting om 

e-commerce platforms. Due to the evolving nature of cyberthreats, the ability of 

e-commerce users to follow recommended safe online practices is pivotal in 

keeping them safe. Responses to questions like following the e-commerce 

platforms security policies, following advice received in the media provide useful 

insights into the cybersecurity behaviour of the participants.  

 

 

 

 

Table 12: Scoring patterns (adherence to security advice) 
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G1 

Following advise received through the public media 
like newspapers, television, internet, and radio will 
prevent me from being a cybercrime victim when 
shopping online 

316 3.83 0.82 4.00 3.00 4.00 5.00 1.00 < 0.001 

G2 
Complying with the information security policies of e-
commerce platforms will help to keep me safe from 
cybercriminals 

316 3.86 0.84 4.00 3.00 4.00 5.00 1.00 < 0.001 

G3 Regular password changes to my e-commerce 
accounts will help to protect me from cybercriminals 316 4.15 0.76 4.00 4.00 5.00 5.00 2.00 < 0.001 
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The collected data explains the participants' perceptions regarding the 

effectiveness of adhering to security advice in mitigating cybercrime risks: 

The mean scores for all statements in this section are above the midpoint of 3.0, 

indicating a strong belief among the respondents in the value of following security 

advice. Specifically, G3, "Regular password changes to my e-commerce 

accounts will help to protect me from cybercriminals," has the highest mean score 

of 4.15, suggesting a particularly strong consensus on the importance of regular 

password updates as a cybersecurity measure. 

Both G1, regarding advice received through public media, and G2, regarding 

compliance with e-commerce platforms' security policies, have mean scores 

above 3.8 (3.83 and 3.86 respectively). This reflects a high level of trust in the 

security recommendations provided by both public media and the security 

policies of e-commerce platforms. 

The relatively low standard deviations (below 1.0 for all statements) indicate a 

consistent belief among respondents in the efficacy of these security practices. 

This consistency suggests a widespread acknowledgment of the role that 

adherence to security advice plays in safeguarding against cyber threats. 

The strong belief in the effectiveness of regular password changes (G3) is well-

supported by cybersecurity research, which consistently highlights the 

importance of password management as a critical component of online security 

(Buil-Gil et al., 2021). Regularly updating passwords is a key deterrent against 

brute-force attacks, credential stuffing, and other password-related breaches 

(Kennison et al., 2021). 

Furthermore, the high level of trust in security advice from public media (G1) and 

compliance with e-commerce platforms' policies (G2) underscores an important 

aspect of cybersecurity culture: the reliance on authoritative and expert sources 

for guidance in navigating the complex landscape of online threats. This trust 

reflects an awareness of the dynamic nature of cyber threats and the necessity 

of staying informed through reliable channels. 
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The findings highlight a strong belief among survey participants in the protective 

value of adhering to security advice, whether it comes from public media, e-

commerce platforms, or best practices such as regular password changes. This 

trust in authoritative advice is crucial for fostering a culture of cybersecurity 

awareness and proactive behaviour (Bahl et al., 2021; D’adamo et al., 2021). 

However, it also underscores the responsibility of these sources to provide 

accurate, relevant, and timely information to the public. The high levels of 

adherence and trust suggest that targeted, clear, and actionable security advice 

can significantly impact individuals' cybersecurity practices and their ability to 

protect themselves from cyber threats (Daengsi et al., 2022). Incorporating 

insights from behavioural theories, such as the Health Belief Model could further 

enhance the effectiveness of cybersecurity advice by tailoring messages to 

address individuals' perceived threats, benefits, barriers, and cues to action, 

thereby promoting more secure online behaviours (Koloseni et al., 2019). 

4.5.6 Engagement with cybersecurity information 

This section pertains to understanding how the study participants source their 

cybersecurity information and their motivations to actively look for recommended 

safe online behaviour.  The findings focus primarily on how the participants 

engage with various communication platforms, sharing with cybersecurity 

information with friends and family. 

 

 

 

 

 

 

 

 

 

Table 13: Scoring patterns (engagement with cybersecurity information) 
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H1 Social media platforms constantly remind me on the 
latest safe cybersecurity practices 316 3.12 1.18 3.00 2.00 4.00 5.00 1.00 0.129 

H2 I get reminders and notifications from the e-commerce 
platforms to regularly change my log in password 316 2.78 1.09 3.00 2.00 4.00 5.00 1.00 < 0.001 

H3 My friends, family or work colleagues sometimes 
share cybersecurity information with me 316 3.40 1.14 4.00 3.00 4.00 5.00 1.00 0.028 

H4 
Public articles about cybercrimes and security 
breaches in the e-commerce sector motivate me to 
adopt safer online behaviour 

316 3.72 0.89 4.00 3.00 4.00 5.00 1.00 < 0.001 

H5 
I constantly come across cybersecurity information 
(awareness campaigns) through the media like 
newspapers, television, internet, billboards and radio 

316 3.21 1.18 3.00 2.00 4.00 5.00 1.00 0.694 
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The analysis of the responses from Section H offers insights into the participants' 

exposure to and interaction with cybersecurity information. 

The data indicates a moderate level of engagement with cybersecurity 

information across various channels. Notably, H4, "Public articles about 

cybercrimes and security breaches in the e-commerce sector motivate me to 

adopt safer online behaviour," has the highest mean score of 3.72, suggesting 

that exposure to information on cybercrimes and security breaches significantly 

influences participants' cybersecurity behaviours. 

There is variability in the effectiveness and frequency of cybersecurity information 

sources. While social media platforms (H1) and media like newspapers and 

television (H5) are noted as sources of cybersecurity information, with mean 

scores of 3.12 and 3.21 respectively, the impact and frequency of these 

reminders appear to be less consistent compared to the influence of public 

articles on cybercrimes (H4). 

The mean score of 3.40 for H3, "My friends, family or work colleagues sometimes 

share cybersecurity information with me," highlights the role of personal networks 

as a significant channel through which cybersecurity information is disseminated 

and discussed. 

The relatively high impact of public articles about cybercrimes (H4) on motivating 

safer online behaviour underscores the importance of public awareness 

campaigns and reporting on cybersecurity issues. This finding aligns with the 

notion that heightened awareness of the consequences of cyber threats can 

motivate individuals to adopt better security practices, a principle supported by 

the Protection Motivation Theory (Rogers, 1983), which posits that awareness of 

a threat, coupled with the efficacy of recommended preventive behaviours, can 

motivate action. 

Conversely, the lower mean score for H2, "I get reminders and notifications from 

the e-commerce platforms to regularly change my login password," suggests a 

potential gap in the proactive delivery of cybersecurity information and reminders 

from e-commerce platforms. Enhancing the frequency and visibility of such 
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reminders could be a critical step in encouraging better password management 

practices among users. 

The findings from Section H highlight a moderate engagement with cybersecurity 

information among participants, influenced by various information sources, 

including public articles, social media, personal networks, and media campaigns. 

The data underscores the significant role that public reporting on cybercrimes 

and breaches, as well as personal networks, play in shaping cybersecurity 

behaviours. This suggests that a multifaceted approach to cybersecurity 

awareness, leveraging both mass media and personal communication channels, 

could enhance the overall cybersecurity posture of individuals. Implementing 

more aggressive and targeted cybersecurity information dissemination 

strategies, particularly by e-commerce platforms, could further reinforce safe 

online behaviours. This approach aligns with theories of behaviour change, 

suggesting that increased exposure to relevant information can influence 

individuals' risk perceptions and motivate proactive security behaviours, thereby 

contributing to a more secure online environment. 

4.5.7 Summarised dimension scores 

The table below is a summary of the overall mean dimension scores. 

 

 

 

 

 

 

 

 

 

 

Table 14: Summarised dimension scores 
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H1 Social media platforms constantly remind me on the 
latest safe cybersecurity practices 316 3.12 1.18 3.00 2.00 4.00 5.00 1.00 0.129 

H2 I get reminders and notifications from the e-commerce 
platforms to regularly change my log in password 316 2.78 1.09 3.00 2.00 4.00 5.00 1.00 < 0.001 

H3 My friends, family or work colleagues sometimes 
share cybersecurity information with me 316 3.40 1.14 4.00 3.00 4.00 5.00 1.00 0.028 

H4 
Public articles about cybercrimes and security 
breaches in the e-commerce sector motivate me to 
adopt safer online behaviour 

316 3.72 0.89 4.00 3.00 4.00 5.00 1.00 < 0.001 

H5 
I constantly come across cybersecurity information 
(awareness campaigns) through the media like 
newspapers, television, internet, billboards and radio 

316 3.21 1.18 3.00 2.00 4.00 5.00 1.00 0.694 
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The dimension of adherence to security advice scores the highest mean of 3.95, 

indicating a strong belief among participants in the efficacy of following security 

advice. This dimension exhibits a relatively low standard deviation (0.64), 

suggesting a consistent agreement across respondents on the importance of 

adhering to recommended security practices. 

Both the self-efficacy in cybersecurity and online risk awareness dimensions 

score moderately high means of 3.68 and 3.78, respectively. These scores reflect 

a good level of confidence among the respondents in being able to respond safely 

when faced with online security threats in their ability to manage cybersecurity 

threats and having an awareness of the risks associated with online activities. 

The proactive security measures dimension scores the lowest mean of 2.86, 

indicating a gap in the regular adoption of proactive security behaviours. This 

lower score, coupled with a higher standard deviation (1.03), suggests variability 

in how participants engage with proactive cybersecurity practices. 

Engagement with cybersecurity information has a mean score of 3.24, pointing 

to a moderate level of interaction with cybersecurity information through various 

channels. This suggests there is room for increasing the frequency and 

effectiveness of cybersecurity information dissemination to further engage the 

public. 

The overall mean score across all dimensions is 3.59, with a binomial test p-value 

of < 0.001, indicating a statistically significant tendency towards positive 

cybersecurity attitudes and behaviours among the participants. However, the 

range of means from the lowest (2.86 for Proactive Security Measures) to the 

highest (3.95 for Adherence to Security Advice) highlights areas for improvement, 

especially in fostering more proactive security measures. 

The summarised dimension scores provide valuable insights into the 

cybersecurity landscape as perceived by the survey participants. While there is 

a strong adherence to security advice and a moderate level of self-efficacy, risk 

awareness, and engagement with cybersecurity information, there is a notable 

need for improvement in proactive security measures. These findings underscore 
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the importance of targeted interventions to enhance the cybersecurity posture of 

individuals, such as increased education and awareness campaigns, more 

engaging and accessible cybersecurity information, and encouraging the 

adoption of proactive security behaviours. Addressing these areas can help to 

build a more resilient and informed online community, better equipped to navigate 

the complexities of cybersecurity threats. 

4.6 Testing of hypotheses 

This study focuses on the impact of the demographic factors (age, gender, and 

educational level) and its effect on the cybersecurity behaviour on South African 

e-commerce users, if any. As this was a newly developed construct, the overall 

mean score was considered as a fair reflective measure of the respondent 

scoring. The impact of the demographic factors was tested using the Independent 

Samples Kruskal Wallis test, for the first 3 hypotheses. The null hypothesis claims 

that there is no difference in the central measure across the different categories 

of the variables. 

4.6.1 Hypothesis 1 

There is a significant relationship between cybersecurity behaviour and age in 

South African e-commerce users. 

Table 15: Overall score comparison (gender) 

Null Hypothesis Test Sig. Decision 
The distribution of Overall is 

the same across categories of 

Age (Years) 

Independent-Samples 
Kruskal-Wallis Test 0.037 Reject the null 

hypothesis 

The p-value indicates that there is a significant difference between the ages 

relating to cybersecurity behaviour.  
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Table 16: Mean scores (age) 

Age 18 - 

20 
21 - 

25 
26 - 

30 
31 - 

35 
36 - 

40 
41 - 

45 
46 - 

50 
51 - 

55 
56 - 

60 > 60 

Mean 3.12 3.59 3.68 3.77 3.78 3.73 3.54 3.43 3.49 3.17 

 

The pairwise comparisons are shown below: 

Table 17: Pairwise comparison (age) 

Sample 1 - Sample 2 Test Statistic Sig. 

18 – 20 - > 60 -13,594 0,653 

18 – 20 - 51 - 55 -51,808 0,060 

18 – 20 - 56 - 60 -64,208 0,023 

18 – 20 - 46 - 50 -67,776 0,007 

18 – 20 - 21 - 25 -72,489 0,003 

18 – 20 - 26 - 30 -83,213 <0.001 

18 – 20 - 41 - 45 -96,870 <0.001 

18 – 20 - 31 - 35 -102,043 <0.001 

18 – 20 - 36 - 40 -107,489 <0.001 

> 60 - 51 - 55 38,214 0,215 

> 60 - 56 - 60 50,614 0,108 

> 60 - 46 - 50 54,182 0,058 

> 60 - 21 - 25 58,895 0,036 

> 60 - 26 - 30 69,619 0,011 

> 60 - 41 - 45 83,276 0,002 

> 60 - 31 - 35 88,449 0,001 

> 60 - 36 - 40 93,895 <0.001 
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51 - 55 - 56 - 60 -12,400 0,668 

51 - 55 - 46 - 50 15,968 0,533 

51 - 55 - 21 - 25 20,681 0,411 

51 - 55 - 26 - 30 31,405 0,198 

51 - 55 - 41 - 45 45,061 0,054 

51 - 55 -31 - 35 50,234 0,042 

51 - 55 - 36 - 40 55,681 0,027 

56 – 60 - 46 - 50 3,568 0,893 

56 – 60 - 21 - 25 8,281 0,750 

56 – 60 - 26 - 30 19,005 0,451 

56 – 60 - 41 - 45 32,662 0,178 

56 – 60 - 31 - 35 37,835 0,138 

56 – 60 - 36 - 40 43,281 0,096 

46 – 50 - 21 - 25 4,713 0,833 

46 – 50 - 26 - 30 15,437 0,471 

46 – 50 - 41 - 45 29,093 0,151 

46 – 50 - 31 - 35 34,266 0,115 

46 – 50 - 36 - 40 39,713 0,075 

21 – 25 - 26 - 30 -10,724 0,607 

21 – 25 - 41 - 45 -24,381 0,216 

21 – 25 - 31 - 35 -29,553 0,164 

21 – 25 - 36 - 40 -35,000 0,108 

26 – 30 - 41 - 45 -13,657 0,465 

26 – 30 - 31 - 35 -18,830 0,353 
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26 – 30 - 36 - 40 -24,276 0,245 

41 – 45 - 31 - 35 5,173 0,786 

41 – 45 - 36 - 40 10,619 0,590 

31 – 35 - 36 - 40 -5,447 0,798 

4.6.2 Hypothesis 2 

There is no significant difference in cybersecurity behaviour across gender 

disparities of e-commerce users in South Africa.    

Table 18: Overall score comparison (gender) 

Null Hypothesis Test Sig. Decision 
The distribution of Overall is 
the same across categories of 

Gender 

Independent-Samples 

Kruskal-Wallis Test < 0.001 Reject the null 

hypothesis 

 

The p-value indicates that there is a significant difference between the genders 

relating to cybersecurity behaviour.  
  

Table 19: Mean scores (gender) 

Gender Mean 

Male 3.70 

Female 3.53 

Non-binary 3.40 
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The pairwise comparisons are shown below: 

Table 20: Pairwise comparison (gender) 

Sample 1 - Sample 2 Female-Male Non-binary-Male Non-binary-Female 
Test Statistic 27,193 31,818 4,625 
Sig. 0,010 0,625 0,943 

4.6.3 Hypothesis 3 

There is a significant relationship between cybersecurity behaviour and 

educational level in South African e-commerce users. 

Table 21: Overall score comparison (educational level) 

Null Hypothesis Test Sig. Decision 
The distribution of Overall is 

the same across categories of 
Highest education level  

Independent-Samples 

Kruskal-Wallis Test < 0.001 Reject the null 

hypothesis. 

 

The p-value indicates that there is a significant difference between the 

educational level in relation to cybersecurity behaviour. 

Table 22: Mean scores (educational level) 

Educational Level Mean 

Pre-matric 2.73 

High School (Matric) 3.34 

Certificate 3.36 

Diploma 3.48 

Postgraduate Diploma 3.61 

Bachelor's Degree 3.76 

Honours Degree 3.78 

Master's Degree 3.82 
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Doctorate Degree 3.90 

 

The pairwise comparisons are shown below: 

Table 23: Pairwise Comparison (educational level) 

Sample 1-Sample 2 Test Statistic Sig. 

Pre-matric - High School (Matric) -63,274 0,026 

Pre-matric - Certificate -66,498 0,024 

Pre-matric - Diploma -80,417 0,004 

Pre-matric - Postgraduate Diploma -97,357 0,005 

Pre-matric - Bachelor's Degree -128,135 <0.001 

Pre-matric - Honours Degree -133,558 <0.001 

Pre-matric - Master's Degree -138,879 <0.001 

Pre-matric - Doctorate Degree -155,810 <0.001 

High School (Matric) - Certificate -3,223 0,884 

High School (Matric) - Diploma -17,142 0,401 

High School (Matric) - Postgraduate Diploma -34,083 0,232 

High School (Matric) - Bachelor's Degree -64,861 <0.001 

High School (Matric) - Honours Degree -70,284 <0.001 

High School (Matric) - Master's Degree -75,604 <0.001 

High School (Matric) - Doctorate Degree -92,535 0,021 

Certificate - Diploma -13,919 0,519 

Certificate - Postgraduate Diploma -30,859 0,293 

Certificate - Bachelor's Degree -61,637 0,002 

Certificate - Honours Degree -67,060 0,001 
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Certificate - Master's Degree -72,381 <0.001 

Certificate - Doctorate Degree -89,312 0,028 

Diploma - Postgraduate Diploma -16,940 0,547 

Diploma - Bachelor's Degree -47,718 0,008 

Diploma - Honours Degree -53,141 0,005 

Diploma - Master's Degree -58,462 0,002 

Diploma - Doctorate Degree -75,393 0,058 

Postgraduate Diploma - Bachelor's Degree -30,778 0,252 

Postgraduate Diploma - Honours Degree -36,201 0,186 

Postgraduate Diploma - Master's Degree -41,522 0,130 

Postgraduate Diploma - Doctorate Degree -58,452 0,189 

Bachelor's Degree - Honours Degree -5,423 0,748 

Bachelor's Degree - Master's Degree -10,744 0,524 

Bachelor's Degree - Doctorate Degree -27,674 0,477 

Honours Degree - Master's Degree -5,321 0,764 

Honours Degree - Doctorate Degree -22,252 0,571 

Master's Degree -Doctorate Degree -16,931 0,666 

4.6.4 Hypothesis 4 

The combined impact of age, gender, and educational level can significantly 

predict cybersecurity behaviour in South African users.  

 

This hypothesis tested whether the combination of the 3 demographic factors 

(age, gender, and educational level) had any effect on cybersecurity behaviour. 

To test this hypothesis, a univariate general linear model was used with the 
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overall mean score as the dependent variable, and the interaction term as the 

independent variable. 

Table 24: Multifactor analysis: overall score by age, gender, educational level 

 

Source Type III Sum of Squares df Mean Square F Sig. 

A1 * A2 * A3 51,632 111 0,465 2,123 <0.001 

Dependent Variable:   Overall   

R Squared = 0,536 (Adjusted R Squared = 0,283) 

A1 = Gender, A2 = Age (years), A3 = Educational level 

 

The combination of the demographic factors did significantly affect cybersecurity 

behaviour.  

4.6.5 Conclusions 

The results from the detailed study on the cybersecurity behaviour of e-commerce 

users divulge that there is a significant relationship between the demographic 

indicators of age, gender, educational level, and the combination of these three 

demographic indicators. The null hypothesis was rejected in each of the four 

instances showing that there is a meaningful relationship in the cybersecurity of 

e-commerce users in South Africa in reference to age, gender, education level 

and combination of the three demographic indicators. 

This chapter has presented the key findings from the conducted quantitative 

survey, highlighting the demographic profile of the respondents and their 

responses. These findings provide a detailed view of the data collected, providing 

a solid basis for further analysis. The next chapter will discuss these findings in 

detail, interpreting the results on the basis study’s research objectives and the 

context of the theoretical frameworks discussed in the previous chapter. 

 



 
109 

CHAPTER 5. DISCUSSION OF RESULTS 

5.1 Introduction 

In this chapter, we delve into the findings as presented in the previous chapter 

for the study to examine the impact of demographic indicators of age, gender, 

and education level on the cybersecurity behaviour of e-commerce users in South 

Africa. This section seeks to shed light on the identified patterns and provide 

insights that may assist to shape policy, cybersecurity interventions and any other 

initiatives within the South African context. The chapter will extend further to 

discuss identified patterns or trends on the research objectives as they relate to 

the identified patterns and trends on age, gender, and educational level factors 

on the cybersecurity behaviour of individuals.  

5.2 Inclusion criteria 

The study included results from respondents that voluntarily agreed to take part 

in the survey. Also, only the respondents who indicated that they had used e-

commerce platforms in South Africa before were considered for this study.  

5.3 Overview of key findings 

The examination of cybersecurity behaviour amongst the South African e-

commerce users provided some patterns shaped by the age, gender, and 

educational level. Through the statistical analysis of the data collected from the 

survey, yielded significant statistical differences for age, gender, educational level 

with p-values of 0.037, 0.01 and 0.01 respectively.  
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5.4 Discussion of hypothesised relationships 

5.4.1 To investigate how varying age groups impact cybersecurity 
behaviour amongst South African e-commerce users.   

The research objective aimed to understand how different age groups impact the 

cybersecurity behaviour of South African e-commerce users. This objective was 

guided by a hypothesis proposing a significant relationship between age and 

cybersecurity behaviour, patterns related to age had a p-value of 0.037 indicating 

a significant relationship between age and cybersecurity behaviour. The 

statistical analysis supported this hypothesis: 

H1: There is a significant relationship between cybersecurity behaviour and age 

in South African e-commerce users. 

The study’s findings on understanding the relationship between the age of South 

African e-commerce users and cybersecurity behaviour has divulged some new 

perspectives and detailed interplay of these variables in the context of South 

Africa e-commerce. The various mean scores for each of the age groups and the 

statistical analysis outcomes helps to further confirm the significance of the 

findings in relation to the previously understood perspectives. 

The outcome of the study with a focus to the relationship between age and 

cybersecurity behaviour confirms the current understanding within some of the 

existing literature. Gillam and Foster (2020) found a significant relationship 

between age and cybersecurity behaviour with a p-value of 0.045. However, 

some of the differences to note was that the referenced study had exactly half of 

its participants over the age of 50 whilst this current study had about 17%.  

Contrary to the findings of this present study, where the youngest age group had 

the lowest mean score of 3.12 representing the lowest level of cybersecurity 

behaviour among the respondents. In a study conducted in 2014, which might 

yield different results if it were to be conducted now, found that the younger age 

groups were more likely to exhibit responsible cybersecurity behaviour online 

(Miltgen & Peyrat-Guillard, 2014). Also presenting alternative findings to the 
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notion that younger users are less likely to engage in safer cybersecurity 

behaviour than the older users as they perceive online platforms as a risky place 

(Jiang et al., 2016). This study’s cybersecurity behaviour mean score show 

variations across the age groups, the findings are not allowed with the view that 

younger users are exhibit higher levels of cybersecurity behaviour. The mean 

score showed variations with each group but did not show a linear decrease of 

cybersecurity level with the older age groups. 

In zooming into the impact of age on cybersecurity behaviour, this study found 

that age alone might not be a determinant factor of cybersecurity behaviour as 

shown by the insignificant statistical differences across some of the age groups. 

These findings may help in contributing and challenging some of the existing 

understanding of the impact of age on cybersecurity behaviour especially with a 

South Africa and e-commerce context.  

5.4.2 To investigate how gender influences the cybersecurity 
behaviour of South African e-commerce users 

The research objective aimed to understand how gender disparities impact the 

cybersecurity behaviour of South African e-commerce users. The research 

focused on the male, female and non-binary genders. Conducting a statistical 

analysis shed light on this relationship with the findings showing that the stated 

hypothesis was not supported with no significant difference between male and 

female e-commerce users. The non-binary group comprised a limited 

representation (0.6%) of the study participants but still showed cybersecurity 

behaviour consistent with the male and female participants thereby reaffirming 

that the initial hypothesis was not supported.  

H2: There is no significant difference in cybersecurity behaviour across gender 

disparities of e-commerce users in South Africa.    

The findings of this study are consistent with earlier studies to understand the 

cybersecurity behaviour of online users when using smartphones. Statistically 

significant differences were found between males and females in India when it 

comes to cybersecurity behaviour with males showing higher levels of 
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cybersecurity behaviour than females (Shah & Agarwal, 2020). This study found 

that cybersecurity behaviour of males was higher with mean scores of 3.70 in 

contrast to women’s 3.53 with non-binary individuals scoring 3.40. With a p-value 

of 0.943 (non-binary and females) and 0.625 (non-binary and males) showing no 

significant difference between the genders but there exists significant difference 

between males and females (p-value of 0.010). Women are more likely to be 

vulnerable to online cyberattacks than males confirming the findings of this study 

(Gillam & Foster, 2020). A study in the US found significant differences in safe 

cybersecurity behaviour between males and females (Anwar et al., 2017). Further 

cementing the understanding of the current literature, females are exhibited lower 

cybersecurity behaviour than males in another US based study (Goel et al., 

2017). When it comes to elements of what constitutes safe cybersecurity 

behaviour like not using basic and common passwords, in a study at a public 

university gender was found to be a predictor of cybersecurity behaviour. The 

study found that man practiced safer cybersecurity behaviours than women 

(Gratian et al., 2018).  

On the flipside, in a study conducted in the health sector, females exhibited safer 

cybersecurity behaviours compared to their male counterparts (Rowan & 

Dehlinger, 2014).In a later study conducted by Daengsi et al. (2022) on the 

cybersecurity practices of Thai employees of a financial institution in response to 

cyberthreats, the female employees exhibited better levels of cybersecurity 

behaviour than males. The study attributed this to possible cultural practices in 

Thailand where women are naturally more cautious and risk averse, pointing out 

that studies in other countries could potentially result in different findings.  

The findings highlight the need to consider gender differences among South 

African e-commerce users when implementing cybersecurity interventions. 

Females tend to show unsafe cybersecurity behaviour in relative to the male 

counterparts when utilising e-commerce platforms and targeted interventions are 

essential in South Africa. 
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5.4.3 To investigate how the cybersecurity behaviour of South 
African e-commerce users varies based on their educational 
level  

The research objective aimed to understand how the education levels of South 

African e-commerce users impacted their cybersecurity behaviour. The study 

included a range of qualifications from pre-matric to doctorate degrees covering 

the formal qualifications available in South Africa. Interestingly, the results 

showed a consistent upward trend on the mean scores of 2.73 for pre-matric with 

those having doctorate degree scoring the highest mean score of 3.90. With p-

values of 0.001, confirming the validity of the findings and cementing the 

relationship that exist between cybersecurity behaviour and educational level.  

The analysis of the study confirms the stated hypothesis below emphasising the 

important role that access to educational opportunities could help to enhance 

recommended cybersecurity behaviour.  

H2: There is a significant relationship between cybersecurity behaviour and 

educational level in South African e-commerce users. 

This study confirmed the existing literature that education level influences the 

cybersecurity behaviour of individuals. This finding documented in other 

geographic locations and different contexts also holds true for e-commerce users 

in South Africa. The mean scores showed a linear progressive pattern of 

increasing cybersecurity levels from the lowest education level to the highest 

education level.  

In a recent study of university students and employed graduates across 2 cities 

in China, found that users with a higher education level (graduates) were had a 

better cybersecurity behaviour level than final year students with first to third year 

students had the lowest (Hong et al., 2023). The educational level of individuals 

has a significant impact on the ability of an individual to conduct safe 

cybersecurity practice (Chua et al., 2018). Education level of individuals was 

positively correlated to the cybersecurity behaviour of individuals based on study 

conducted in the US of users who have not finished high school to those who 

have graduated from college (Aivazpour & Rao, 2020). In the same vein, Goel et 
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al. (2017)pointed out that more educated individuals are less likely to be 

vulnerable to online cyberattacks like phishing.  

These findings help to add to the existing body of knowledge by confirming that 

the educational level of individuals is pivotal in how they conduct themselves on 

e-commerce platforms in South Africa. This further prompts for more targeted 

cybersecurity interventions for those who are less educated as they tend to be 

more vulnerable when using e-commerce platforms.   

5.4.4 To investigate how the combined impact of age, gender and 
educational level serves as a predictor of cybersecurity 
behaviour among South African e-commerce users  

The research objective aimed to examine how the interaction of the demographic 

indicators of age, gender, and educational level combined would predict the 

cybersecurity behaviour of South African e-commerce users.  Statistical analysis 

showed an F-statistic of 2.123 with a p-value of <0.01 providing an indication that 

the interplay of the demographic indicators holds statistical significance in 

predicting the cybersecurity behaviour of e-commerce users in South Africa. 

mean scores of 2.73 for pre-matric with those having doctorate degree scoring 

the highest mean score of 3.90. With p-values of 0.001, confirming the validity of 

the findings and cementing the relationship that exist between cybersecurity 

behaviour and educational level.  The findings strongly support the stated 

hypothesis below indicating that the combined impact of age, gender and 

educational level serves as a significant predictor of cybersecurity behaviour 

among South African e-commerce users.  

H3: The combined impact of age, gender, and educational level can significantly 

predict cybersecurity behaviour in South African users.  

The results show an R squared value of 0.536 which indicates that the combined 

factors of age, genders and educational level represent about 54% of the 

variability in the cybersecurity behaviour of e-commerce users in South Africa. 
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 The current literature has often emphasised the need to understand various 

factors to get a better understanding of the behaviour of individuals (Hong et al., 

2023). The findings based on the univariate general linear model showed that a 

combination of age, gender and the highest education level was significant 

predictor of the individuals cybersecurity behaviour. Fatokun et al. (2019) based 

on a study done in Malaysia pointed out that all the three demographic indicators 

of age, gender and education level were important to consider when predicting 

the cybersecurity behaviour of individuals.  

Our results further emphasise the fact that understanding the combined interplay 

of all the combined demographic indicators is pivotal in understanding and 

coming up with relevant interventions in respect to South African e-commerce.  

In conclusion, this chapter has discussed the study’s findings in relation to the 

research objectives and stated hypotheses, providing an in-depth understanding 

of the observed patterns in cybersecurity behaviour among South African e-

commerce users. By linking the empirical results to the theoretical framework and 

existing literature, the discussion has highlighted the study’s contributions to the 

field. The final chapter will now conclude the study by summarising the findings 

as they pertain to the research objectives, discussing their implications, and 

offering recommendations for future research and practical applications. 
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CHAPTER 6. CONCLUSIONS AND 
RECOMMENDATIONS 

6.1 Introduction 

This chapter aims to provide conclusion for this study by revisiting the objectives 

of the research into examining the cybersecurity behaviour of individual users in 

the contexts of e-commerce platforms in South Africa. The purpose of the study 

was to understand the dynamic interplay of demographic indicators (age, gender, 

and educational level) influencing user actions and responses when utilising e-

commerce. The key conclusion derived from the study will be outlined in this 

section with key insights of the study also articulated clearly. Also, offer practical 

interventions to help in improving the cybersecurity behaviour of South African e-

commerce users the theoretical results and findings will be used to provide 

actionable recommendations.  

6.2 Deductions 

In total, a total of 382 responses were received for the survey, incomplete 

responses and those that did not meet the study criteria were excluded leaving 

316 to be analysed. Females made up most of the respondents with 62%, males 

contributed 37.3% and non-binary respondents contributed a relatively low 

proportion of 0.6%. Among the female respondents, the most common age group 

was 36-40 years making up 5.7% of the sample whilst the 26 -30 age group 

contributed 9.5% to the sample with the highest proportion. Non-binary 

respondents were present only in 1 age group of 21-25. Respondents with a 

bachelor’s degree make up most of the sample with a proportion of 20.6%. On 

the other hand, respondents with doctorate degrees contributed 1.9% which was 

the lowest proportion. 83.6% of the respondents have attained a qualification 

beyond matric i.e. have more than a high school qualification. The demographic 

statistics provide the basis used to provide results and conclusions for examining 

the dynamics of this study.  
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After completing the exploration journey of the study, the findings allow for the 

deduction of important insights to help address the research objectives. The 

statistical analysis of the collected data rejected the null hypothesis of all the 

demographic variables of age, gender, educational level, and the combined 

impact of all three provides a perspective of the interplay of these variables with 

the cybersecurity online practices of users. The study concluded that age, 

gender, education level and their combination have a significant impact on the 

cybersecurity behaviour of e-commerce users in South Africa.  

6.3 Conclusions regarding the hypothesis 

6.3.1 Conclusions regarding Hypothesis 1 

The first hypothesis pertained examining if there was a significant relationship 

between cybersecurity behaviour and age in the context of South African e-

commerce users. The findings of the study provided some useful insights into 

understanding the impact of age in the cybersecurity behaviour of users. The 

results led to the rejection of the null hypothesis indicating that age is a significant 

factor in predicting the users’ practices and responses to cybersecurity practices. 

This conclusion about the impact of age was signified by the Independent 

Samples Kruskal-Wallis test with a p-value of 0.037 which is less than 0.05 

indicating that there is a significant difference across age groups in cybersecurity 

behaviour. By zooming more into the findings, the age group 41 – 45 exhibited 

the highest mean score which might be attributed to the possibility that in a South 

African context the users might have had more access to recommended 

cybersecurity practices through the workplace, internet based-sources and peers 

within their social circles. On the contrary, the 18-20 age group scored the lowest 

among the age groups which be related to their inexperience and the challenges 

to financially afford platforms like the internet, subscription based print and visual 

based media.   
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6.3.2 Conclusions regarding Hypothesis 2 

The second hypothesis pertained to investigating if there is a significant 

relationship between cybersecurity and gender and valuable insights were 

derived based on the collected data and statistical analysis conducted. The 

results of the Independent Samples Kruskal-Wallis test showed that there is 

statistically significant difference between gender and the cybersecurity 

behaviour of South African e-commerce users. The p-value was 0.001 and 

thereby the null hypothesis was rejected. 

Male respondents scored the highest mean scores on cybersecurity behaviour of 

3.70 with females following closely behind with a mean score of 3.53 and lastly 

non-binary had 3.40 albeit them contributing a small sample of 0.6%. Based on 

the pairwise comparison analysis done between males and females (p = 0.010) 

indicates that males in the context of e-commerce in South Africa show a better 

engagement to cybersecurity behaviour than their female counterparts. Non-

binary users showed no statistically significant differences in comparison to their 

male (p = 0.625) and females (p = 0.943) indicating that their cybersecurity 

behaviour is comparable to males and females.  

The implication of these findings shows that gender should be considered when 

coming up with cybersecurity measures for South African e-commerce users. 

Females have a relatively lower mean score as compared to males and this could 

call for more gender targeted cybersecurity interventions, awareness campaigns 

and training. As for the non-binary users who have exhibited cybersecurity 

behaviour more closely aligned to both males and females, further investigation 

with more focus on this group might help to provide better trends and patterns 

impacting their cybersecurity practices.  

This study provides further evidence that in South Africa, understanding and 

customising any initiatives to help in protecting the general populace from online 

cyberthreats requires gender focused interventions. As the e-commerce industry 

technology platforms continually evolve with so are the cyberthreats potentially 

targeting the e-commerce users, the relevant authorities need to provide more 

focus and bias to protect female users.    
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6.3.3 Conclusions regarding Hypothesis 3 

The investigation into the impact of educational level on the cybersecurity 

behaviour of e-commerce users provided some compelling findings. The 

outcome of the statistical analysis of the collected data led to the rejection of the 

null hypothesis, indicating that there is statistically significant variance in the 

cybersecurity behaviour of South African e-commerce users based on their 

educational level. The resulting mean scores for each educational level attained 

by the users from pre-matric, matric, certificate, diploma, bachelor’s degree, 

honours degree, postgraduate diploma, master’s degree to doctorate degrees 

indicate the varying nature of South African e-commerce users.  

On closer examination of the statistical findings a clear pattern emerges showing 

that in general e-commerce users who have a higher educational level tend to 

have a higher cybersecurity behaviour level. The highest mean scores were 

observed on the respondents who had attained a master’s degree (3.82) and 

doctorate degree (3.90) showing a heightened awareness and cybersecurity level 

in relative to other users. On the other end of the spectrum, the e-commerce 

users who have not yet attained matric (2.73) and those with a high school matric 

(3.34) scored the lowest mean scores indicating a lower level of cybersecurity 

behaviour.  

A pairwise comparison was done on the study further cementing the findings 

indicating that there is a significant difference between almost all the educational 

levels of the respondents. This result further emphasises the pivotal nature of 

educational achievement of users in predicting the cybersecurity behaviour of e-

commerce users in South Africa.  

In conclusion, the results of the study provide further evidence that there is a 

significant relationship between cybersecurity behaviour with the user’s highest 

educational level attained. In a South African context, the relevant authorities 

would need to consider any cybersecurity related interventions with solutions that 

take into consideration the educational levels of the individuals.  
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6.3.4 Conclusions regarding Hypothesis 4 

The study also investigated the combined impact of age, gender, and educational 

level on the cybersecurity behaviour of e-commerce users in South Africa. The 

statistical analysis of the collected data has yielded results providing a more 

detailed understanding of this complex dynamics of the collective demographic 

indicators and cybersecurity behaviour. The outcome of the study rejected the 

null hypothesis. 

The evidence from the study shows that the demographic indicators of age, 

gender, and educational level together have an impact on the cybersecurity 

behaviour of users. This finding provides a different perspective to our 

understanding of the different factors affecting cybersecurity behaviour, showing 

that understanding the different demographic indicator’s influence as isolated 

factors might not provide a complete picture of this relationship.  

Conclusions regarding this hypothesis further emphasise that any practical 

interventions in South Africa within the e-commerce context requires that the 

relevant role players consider the demographic indicators jointly. A holistic view 

of the demographic indicators together will provide more effective and impactful 

interventions in enhancing the safe online practices on e-commerce platforms in 

South Africa.  

6.4 Recommendations 

The study has helped to shed light into various pivotal factors that have an impact 

on the cybersecurity behaviour in a specific geographical location of South Africa 

in the context of e-commerce platforms. As a result of this study various 

recommendations can be made to possibly help improve in the creation of 

relevant and effective interventions to assist in elevating the cybersecurity 

behaviour levels of users.  

Customised and fit for purpose educational content and programmes may need 

to be developed with a specific focus on specific age groups. This means the 

educational programmes need to be adapted for each age group taking into 
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cognisance the different cybersecurity levels of each group. A possible 

collaboration with high schools, colleges, Technikons and universities driven by 

government departments and private players to include the educational 

curriculum with cybersecurity educational content.  

Various campaigns targeted at the different genders tailored to each of the male, 

female and non-binary users. The various campaigns can be more effective if 

they address the specific concerns of the different gender groups. Utilising the 

various popular social media channels to target specific genders such as 

Facebook, Pinterest, Instagram, YouTube, X and Tumblr.  

Practical educational interventions targeted at users based on their different 

educational levels. Collaborating with government institutions, private sector 

employers and the various institutions of learning is recommended as platforms 

to access users with cybersecurity awareness focused interventions. Also 

utilising social media platforms like LinkedIn can provide a more accessible and 

convenient way to introduce these interventions to professional audience. Simple 

and easy to understand user interfaces for conveying the message would likely 

enhance understanding among the users.  

The findings from this study have practical implications for e-commerce platforms. 

Different user demographics, such as age and educational level, exhibit varied 

cybersecurity behaviours. E-commerce platforms can use these insights to 

develop tailored security measures, like targeted security reminders and 

personalised security settings. By enhancing user-specific security features, 

platforms can create a safer online environment and promote greater trust and 

engagement among users. 

The study also offers valuable insights for cybersecurity professionals. The 

diverse cybersecurity behaviours across demographics suggest the need for 

targeted awareness campaigns. Professionals can design training programs that 

cater specifically to different user groups, focusing on fundamental or advanced 

cybersecurity practices based on the audience’s needs. Customised efforts can 

improve the effectiveness of educational programmes and contribute to a more 

secure experience for South Africa e-commerce users. 
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It is recommended that a multi-pronged approach between non-profit 

organisations, government and the private sector is paramount in developing 

relevant cybersecurity related policies to align with the best practice and global 

standards. This intervention may force the e-commerce platforms to enact 

relevant measures to prioritise the cybersecurity of their customers and enhance 

security on these platforms.  

6.5 Limitations 

Whilst this research has produced some valuable insights in the exploration of 

cybersecurity behaviour of e-commerce users in South Africa, however there are 

certain limitations that might influence how the results of this study can be 

interpreted and used to inform potential practical interventions. 

This study was focused only on South African e-commerce users and due 

consideration must be applied if these results are to be extended to other 

countries. Also, the cybersecurity behaviour was analysed within the context of 

e-commerce users and any other platforms or context might yield different results. 

The data collected in this study was based on self-reported data which might 

open the possibility of bias in the responses. This might be because of the 

participants responding based on what they perceive as the acceptable practice 

and not necessarily what they do.  

Whilst this study focused on age, gender, and educational level as the 

demographic indicators to explore, these are not the only variables that could 

potentially impact the cybersecurity behaviour of e-commerce users. Income, 

technology related qualifications, employment status, race, country legislation 

and policies are some of the factors that were not investigated in this study.   

6.6 Suggestions for further research 

Valuable insights have been obtained from this study however there are several 

other potential opportunities that can be further investigated to provide and 

enhance the understanding of the complex dynamics of cybersecurity behaviour 
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of South African e-commerce users. This section aims to provide some 

indications for researchers to consider in plugging some of the gaps in the current 

literature. 

A study on how the user experience and user interface design of e-commerce 

platforms impact the user’s propensity to practice safe cybersecurity behaviour. 

A detailed investigation of this impact might help to shed more light on other 

factors that influence the cybersecurity behaviour of users on e-commerce 

platforms.  

A cross-sectional research design was utilised for this study and potential 

valuable insights could be obtained if a longitudinal research design was 

employed. This would provide data collected over a longer period capturing the 

variability of the continuously evolving nature of cyberthreats, e-commerce trends 

and cultural norms.  

Future research could expand upon this work by exploring additional 

demographic factors such as income level, digital literacy, employment status, 

and geographic location within South Africa. These factors may significantly 

impact cybersecurity behaviour and the ability to implement security measures. 

Also, investigating the role of cultural attitudes towards privacy and security, as 

well as the influence of social networks and peer groups on cybersecurity 

practices, could provide a more comprehensive understanding of the 

cybersecurity behaviour under investigation. 

South Africa has a rich history of diverse cultures and religions (Xhosa, Zulu, 

Afrikaans, Tswana, Hindu, Muslim etc) within with its borders.  Valuable insights 

might be obtained from understanding the common and different patterns that 

might shape the cybersecurity behaviour of e-commerce users. 

Additionally, comparative analyses with other countries or regions could offer a 

broader perspective on global cybersecurity behaviour. Such studies could 

explore how differences in economic development, and regulatory environments 

affect users’ cybersecurity practices in diverse contexts.  



 
124 

Non-binary users contributed just 0.6% to the sample used for this study. A 

detailed study focusing on non-binary e-commerce users to elicit their potential 

unique preferences and online practices in response to cyberthreats could help 

in understanding of this field further.  

Future research could benefit from integrating or comparing alternative theories, 

such as the Theory of Planned Behaviour and the Technology Acceptance Model, 

to gain a more comprehensive understanding of cybersecurity behaviour. 

Additionally, exploring how contextual factors, like organizational culture or 

national policies, influence cybersecurity practices could provide insights beyond 

the individual focus of the PMT and HBM. Such research would assist in 

expanding the theoretical basis of the study. 

To further leverage on these findings, several future research directions are 

proposed. Future studies could explore the role of digital literacy in cybersecurity 

behaviour, examining how technical knowledge affects users’ ability to respond 

to threats. Research could also investigate how socio-economic status impacts 

access cybersecurity behaviour on e-commerce platforms. Cross-cultural studies 

could shed more light on how cultural practices influence online security 

behaviours. 

By incorporating these additional factors and perspectives, future research could 

enhance the quality of findings and contribute to a more detailed and holistic view 

of cybersecurity behaviour across different populations and environments. 

6.7 Conclusion 

In conclusion, this study focused on understanding the impact of age, gender, 

and educational level on the cybersecurity behaviour of e-commerce users in 

South Africa. The results of the study for all three demographic indicators, the null 

hypothesis was rejected indicating the role each of these variables plays in the 

cybersecurity practices of users. Each of the demographic indicators provided 

some unique patterns and trends which in culmination presents a complex picture 

of understanding the cybersecurity behaviour of e-commerce users in South 

Africa.  A combination of the three indicators also resulted in the null hypothesis 
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being rejected leading to a conclusion that understanding the influence of the 

combined indicators might help to provide a more detailed picture of this field.  

This study provides some insights that may assist role players in the 

cybersecurity space, e-commerce industry, legislators, educators, and media 

players with input to help shape their respective interventions. The outcomes of 

this study could also help with a base that can be utilised by researchers to further 

explore this important field in our society. The dynamic and evolving nature of e-

commerce platforms, social media trends, policies, social norms and cyberthreats 

altogether makes up a cocktail of variables that need to be continually monitored 

to provide a conducive environment that is safe for users to utilise the increasingly 

important e-commerce platforms.   

In summary, this final chapter has highlighted the study’s main findings, 

emphasized their impact on cybersecurity, and given practical recommendations 

for stakeholders. By bringing together the insights from the research, it provides 

a clear conclusion on the importance of understanding cybersecurity behaviour 

among South African e-commerce users. For more detailed information and 

additional analysis used in this study, readers can refer to the appendices after 

this chapter. 
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APPENDIX A – Participant Information Letter  

Dear Sir / Madam, 

My name is Weston Mberikwazvo, and I am a Masters student in Digital Business 

at the University of the Witwatersrand, Johannesburg. As part of my studies, I 

must undertake a research project, and I am investigating the effect of 

demographic indicators on cybersecurity behaviour amongst e-commerce users 

in South Africa under the supervision of Dr Kiru Pillay. The aim of this research 

project is to find out if age, gender, and education level has an impact on 

cybersecurity behaviour of e-commerce platforms. 

As part of this project, I would like to invite you to take part in this survey. This 

activity will take approximately 15 minutes to complete. Participating in the survey 

will be considered as consent for using the provided data.                                                                                                                                                                                                                                                                                                

There will be no personal costs to you if you participate in this project, you will 

not receive any direct benefits from participation but there are no disadvantages 

or penalties if you do not choose to participate or if you withdraw from the study. 

You may withdraw at any time or not answer any question if you do not want to. 

The questionnaire will be completely confidential and anonymous as I will not be 

asking for your name or any identifying information, and the information you give 

to me will be held securely and not disclosed to anyone else. I will be using a 

pseudonym (false name) to represent your participation in my final research 

report. If you experience any distress or discomfort at any point in this process, 

we will stop the interview or resume another time.  

If you have any questions during or afterwards about this research, feel free to 

contact me on the details listed below. This study will be written up as a research 

report which will be available online through the university library website. If you 

wish to receive a summary of this report, kindly provide your email at the end of 

the survey. If you have any concerns or complaints regarding the ethical 

procedures of this study, you are welcome to contact the University Human 

Research Ethics Committee (Non-Medical), telephone +27(0) 11 717 1408, email 

hrecnon-medical@wits.ac.za 

mailto:hrecnon-medical@wits.ac.za
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Yours sincerely,  

Weston Mberikwazvo 

Researcher: 

Weston Zorodzai Mberikwazvo, 1789533@students.wits.ac.za, +27 61 264 2961 

Supervisor: 

Dr. Kiru Pillay, kiru2010@gmail.com, +27 82 602 7261  
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APPENDIX B – Survey Instrument 

By consenting to take part in the survey you agree to the following:   

 You are at least 18 years of age; Your participation in the study is voluntary; You are 

aware that you may terminate your participation in the study at any time for any reason. 
o Yes, I consent 
o No, I do not consent 

 
6.1 Electronic Commerce (hereafter referred to as e-commerce) refers to the use of 

electronic devices such as computers, tablets, smartwatches, or smartphones 

connected to a network (mainly internet) to obtain information, buy, or sell product, 

services, data, or funds. 

Common examples include but are not limited to the following: 

• Takealot 

• Facebook Marketplace 

• Instagram  

• Shein 

• Shopify 

• Gumtree  

• Superbalist  

• Zando 

• makro.co.za 

• game.co.za 

• checkers.co.za 

• bidorbuy.co.za 

• woolworths.co.za 

• Online Banking Websites 

6.2 I have participated in e-commerce platforms by buying products or services in 

South Africa. 
o Yes 
o No 

 
6.3 What is your gender? 

o Female 
o Male 
o Non-binary / third gender 

 
 

6.4 How old are you? 
o 18 to 20 Years 
o 21 to 25 Years 
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o 26 to 30 Years 
o 31 to 35 Years 
o 36 to 40 Years 
o 41 to 45 Years 
o 46 to 50 Years 
o 51 to 55 Years 
o 56 to 60 Years 
o 61 Years and Above 

 
6.5 What is your highest education level (obtained)? 

o Pre-matric 
o High School (Matric) 
o Certificate 
o Diploma 
o Bachelor's Degree 
o Honours Degree 
o Postgraduate Diploma 
o Master's Degree 
o Doctorate Degree 

 
6.6 How long have you been using e-commerce platforms? 

o 1 to 2 years 
o 3 to 4 years 
o 5 to 6 years 
o 7 to 8 years 
o More than 10 years 

 
6.7 On average, how many times do you make use of e-commerce platforms in a 

month? 
o Once 
o Twice 
o Three times 
o Four times 
o More than five times 

 
6.8 How many different e-commerce platforms have you used over the past two 

years? 
o 1 to 5 
o 6 to 10 
o More than 10 

 
6.9 I am likely to use e-commerce platforms in the future. 

o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.10 I regularly change my password, PIN, pattern, or passcode on my smart 

devices. 
o Strongly Disagree 
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o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.11 I sometimes use public wi-fi hotspots when shopping online. 

o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.12 When browsing e-commerce websites, I mouse over links to see where they go 

before clicking them. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.13 I regularly update my awareness and knowledge about cyberthreats targeting e-

commerce platforms. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.14 I check my browsers (Chrome, Opera, Microsoft Edge, Safari etc.) privacy 

control and security settings regularly. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.15 There is a good possibility that my sensitive personal details (passwords, credit 

/ debit card details, username, address etc.) could be stolen by unauthorised users.  
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.16 There is a good likelihood that I will receive a malicious attachment via email, 

WhatsApp, SMS, or social media. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
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o Strongly Agree 
 

6.17 Cybercriminals are likely to use my social media information to try and access 

my e-commerce accounts. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.18 I believe that my financial and personal information is at risk of being 

compromised when shopping online. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.19 I am concerned about the security of my accounts specifically on e-commerce 

platforms. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.20 Sharing my geographic location, children's names, date of birth, Identity 

numbers etc on public platforms can seriously compromise my security on e-commerce 

platforms.  
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
 
 

 
6.21 Using the same password on multiple e-commerce platforms increases my risk 

of potential harm resulting from cyberthreats leading to financial loss. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 
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6.22 Having my computer, smartphone, smartwatch, or tablet infected by a virus is a 

serious concern for me. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.23 I believe that using a public wi-fi to transact on e-commerce platforms 

significantly increases the risk of cybercriminals gaining unauthorised access to my 

personal information.  
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.24 The potential of someone misusing my personal data obtained from e-

commerce sites is a major concern for me. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.25 Checking if the sender and subject of emails makes sense is effective in 

preventing me from being a victim of a cybercriminals. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
 
 
 

 
6.26 Not regularly updating my apps and software on my computer, tablet, 

smartwatch, smartphone can make me more vulnerable to cyber-attacks. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.27 Keeping abreast of the latest cybersecurity tips specifically related to e-

commerce enhances my online shopping safety. 
o Strongly Disagree 
o Disagree 



 
149 

o Neutral 
o Agree 
o Strongly Agree 

 
6.28 Using two-factor authentication on e-commerce platforms significantly increases 

my security when shopping online. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.29 Understanding e-commerce platform's privacy and security policies helps to 

ensure the security of my personal information. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.30 I constantly come across cybersecurity information (awareness campaigns) 

through the media like newspapers, television, internet, billboards, and radio. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.31 My friends, family or work colleagues sometimes share cybersecurity 

information with me. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.32 Social media platforms constantly remind me on the latest safe cybersecurity 

practices. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
 

6.33 I get reminders and notifications from the e-commerce platforms to regularly 

change my log in password.   
o Strongly Disagree 
o Disagree 
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o Neutral 
o Agree 
o Strongly Agree 

 
6.34 Public articles about cybercrimes and security breaches in the e-commerce 

sector motivate me to adopt safer online behaviour.   
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.35 I am confident of recognising a fake e-commerce website address without help 

from anyone. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.36 I am confident of recognising a suspicious email without help from anyone. 

o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

6.37 I am confident of recognising if my computer, tablet, smartwatch, or smartphone 

is infected by a malware such as a virus, worm etc. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.38 I am confident that I can configure and manage privacy settings on my social 

media platforms to control who can access my private information. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.39 I am confident of identifying and avoiding suspicious activities when doing 

online shopping. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 
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6.40 Following advise received through the public media like newspapers, television, 

internet, and radio will prevent me from being a cybercrime victim when shopping 

online. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.41 Complying with the information security policies of e-commerce platforms will 

help to keep me safe from cybercriminals. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.42 Regular password changes to my e-commerce accounts will help to protect me 

from cybercriminals.  
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
 
 

 
6.43 Using legal and updated software and applications for e-commerce activities 

helps to protect me from cybercriminals.  
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 

 
6.44 Using a reputable antivirus software can effectively protect me from cyber 

threats while engaging in e-commerce activities. 
o Strongly Disagree 
o Disagree 
o Neutral 
o Agree 
o Strongly Agree 
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APPENDIX C – Ethics Approval 

 


