processors. All p.ocessors can perform fault detection,
diagnosis and recovery with duplicated software, eg. TMR
systems. Also, by structuring the Inputs and Outputs,
( 1/0 ), of the system, the distributed control of all
sub-systems can produce better fault~-tolerance and
cross-checking of other sub-systems.

There are three classes of errors in computer systems,
[S], 4ie. internal, external and pervasive errors. These
determine how a computer system reacts to them.

Internal errors or faults are handled by the process or
SRU in which the error occurs, whereas external errors
require that other processes or sub-systems help in
handling the fault, eg. in TMR systems, a fault is
typically handled by the two healthy processors which
isolate the third faulty process, or by copying " good "
data to the faulty processor.

A pervasive error or fault is one which affects other
processes, causing complete maloperatior. of the contrel
system. This is done by passing corrupted data to the
other processes. Recovery from these types of errors is
typically performed by restart vectors or safe shutdown.

Anocther concept of exception handling for design of
fault-tolerant software is evident, [13]. An exception
can be similar to all internal, external and pervasive
errors as detailed above.

Internal and external errors are dealt with by
anticipated and programmed exception handlers, w.aich
allow for or expect an error or fault, and this is
written into the software. This programmed exception
handling takes the form of masking, consistent state
recovery, and signalling, [13]). Masking and state
restoration were discussed in section 3.1 . Signalling
is a simpler concept which detects and reports and/or
disp;ays a fault condition for the operator to correct
the fault.
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processors. All processcrs can perform fault detection,
diagnosis and recovery with duplicated software, eg. TMR
systems. Also, by structuring the Inputs and Outputs,
( 1/0 ), of the system, the distributed control of all
sub-systems can produce better fault-tolerance and
cross~-checking of other sub-.ystems.
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There are three classes of errors in computer systems,
[5), 4ie. internal, external and pervasive errors. These
determine how a computer system reacts to them.

Internal errors or faults are handled by che process or
SRU in which the error occure, whereas external errors
require that other processes or sub-systems help in
handling the fault, eg. in TMR systems, a fault is
typically handled by the two healthy processors which
isolate the third faulty process, or by copying " good "
data to the faulty processor.

A pervasive error or fault is one which affects other
processes, causing complete maloperation of the control
system. This is done by passing corrupted data to the
other processes. Recovery from these types of errors is
typically performed by restart vectors or safe shutdown.

<. Another concept of exception handling for design of
LR fault-tolerant software is evident, [13]. An exception
can be similar to all internal, »>xternal and pervasive
errors as detailed above.

Internal and external errors are dealt with by
anticipated and programmed exception handlers, which
allow for or expect an error or fault, and this is
written into the software. This programmed exception
: handling takes the form of masking, consistent state
: : recovery, and signalling, [13). Masking and state
g restoraticn were discussed in section 3.1 . Signalling
R is a simpler concept which cdecects and reports and/or
. '8 dilp}ayl a fault condition for the operator to correct
the fault.
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Pervasive errors could typically arise from design
faults. These design fault exceptions are only dealt
with when detected during debugging, commissioning and
a* +est intervals of the plant hardware and software.
Al faults which are not catered for in the exception
hardlers can occur, and give rise to design fault
exceptions.

In simple sequential machines, error correcting can be
effected usiny error correcting (n,k) linear ccdes
instead of Reed-Muller code and Perfect Hamming codes,
[11). This is less crmplex and easier to implement, but
should only be restricted to large database systems,
where coding systems similar to simple parity checking
are vital.

To enable da._abas.s to be fault-tolerant, or error-free,
data structure correction principles can be implemented,
[14). Data partitioning for separate processes or SRU's
should be performea, and each process must have it's
database pro*ncted from corruption by others, ie.
definite memory boundaries must be set up. Common data
is then cor..d to other processes and SRU's so that if
corruption occurs, good data can be recopied from the
source data.

Fault dictionaries can be used to detect errors and
initiate fault recovery techniques. Iterative tests,
such as random guesses or pattern tests, should be
performed to detect any faulty data.

In the handling of faults in computer systems, the
removal of faults in non real-time and real-time systems
are similar to that required in industrial processgos.

Adapting this, ( from [5) ), to recover from faults in
nun real-time processes involves substitution of control
information ard retrying, ie. using backward recovery,
recovery blocks and/or programs. In multi-tasking
systems such as distributed control, the Lomino effect
must be avoided.
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For fault recovery in real-time systems substitution is
done by reconfiguring the SRU's in the system for
graceful degradation with active or standby redundancy,
and usirc forward recovery. Another approach is to skip
frames and use old inputs and retry, but persistent
errors requires that proper forward recovery must Le
used.

Fault-tolerant software should be structured and
modular, allowing distributed fault recovery and back-up
systems. Two main software approaches are evident ,
[27), viz. recovery blocks and N-version programmin . N-
version programming has been used in the SIFT computer
s;stem, and involves fault-tolerance achieved by using
different fault-checking algorithms, and sometimes
implement~d on dit ering makes of microprocessor, ( see
Appendix C. ).

Fault Recovery Evaluation

The two factors particular to fault recovery techniques,

viz. recovery strategies and fault tolerance have bleen
dlscussed.

Recovery strategies can be applied in a s.mplistic or
compicx way. In general, simple reccvery can be seen as
normal control strateglies, whereas complex recovery
tnvolves more than one recovery principle.

“odundancy techniques require complex intercennect’
software techniques for the control of duplici d su.
systems to create the effect of bumpless switchove: .

State restoration techniques cover the more inherent
softwars principles underlying the software techniques
to corntrol both the plant and computer hardware for
bump.ess switchover to redundant sub-systems.
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Fault tolerance 1is the tying together of both the
redundancy and state restoration principles. The fault
tnlerance involves detecting the faults, deciding on the
redundant sub-system involved, and performing redundancy
and state restoration techniqgues Lr dynamically
reconfigure the overall control system anéd plant sub-
systems to creste bumpless control.
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State restoration

SIMPLE FAULT RECOVERY

eg. close input valve when
level high detected

eg. adaptive control of
hot water control valve
with PID control and
set point and feedback

COMPLEX FAULT RECOVERY

eg. adaptive control (PID)
with emergency shutoff
when very high temperature
reached

eg. switchover to staadby pump
if operating pump fails

eg. safe shutdown, abort sequence
and start from beginning
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SYSTEM DESIGN CONCEPTS.

Introduction

Fault detection and diagnosis systems must be designed
with regard to the following principles, [1] :~

Fault detection involves the detection of incipient
faults and the early detection of an abnormal state
occurrence.

Fault diagnosis involves real-time determination of he
cause of the malfunction and predicting a trand of the
process to abnormalitv. From cthis, the most effective
fault strategy must be: selected. After the fault has
been rectifi-=d, post -xuilure diagnosis should be done
to determine the causv of the failure and possible
future safeguards that can be introduced to prevent it
happening again.

To determine how fault recovery systems are designed,
the following will be covered iu this section ol

-~ hardware considerations;
- software considerations; and

- overall system implementation.
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Hardware Considerations

There are a number of ways in which to implement control
systems, ie. :~

(1) Dedicated instumentation with relay switching. These
systems are only implemented in small systems, or in
critical sections of the plants, eg. safety and
backup. Any changes to the operating principle of
the system is difficult to implement.

(2) Programmable Logic Controllers, (PLC's). These tend
to be used where flexibility of 1logic usuvally
performed by relay logic is reguired. Most PLC's can
now perform both digital and analogue functions,
allowing far superior control than " old-school "
re.ay systems, eg. PID control, speed ramping, delay
functions, etc..

(3) Large PLC's and computer control systems. These form
the higher part of process control for large plants,
fast and powerful to perform many functions quickly.
These tynically include graphic videc systems, and
data logging and capture for later trend analysis.

A control system can be divided into lzvels, [3]), with
each level encompassing the entire process, and an
operator interface, as well as unique or shared hardware
and software. This will be adapted to perform the fault
recovery function as well as the normal control
functions.

level 0 is the process itself. Process equipment must be

designed with appropriate safety margins to minimise the .

consequences of control failure at any other level.
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Level 1 is the level of hard-wired safety systems.
Interlocks, sensors, and limit—-sensing devices
communicate with the operator by means of indicators,
switches and annunciators. Characteristics of this level
should include simplicity, redundancy and independence
of functions, power supplies, cabling, etc., to ensure
that the process maintains a safe condition regardless
of failures and errors at a higher level.

Figure 4.1 shows the general relationshi, " —>etween
control levels. Each succesive level performs reasad
plant—-orientated and eventually company—c nte—. ted
functions. The higher level may send instructions, eg.
alarm limits, to the lower one. If the higher level
becomes unavailable, the lower one should operate with

its current instructions until changed by the operator.
The lower level must never depend on the higher level
for the performance of it’s functions. In general, a
higher level should use lower levels for the outputting
of it’s control functions.

Level 2 has safety systems as well, but allows less
independence of function while permitting greater use of
computing ability, ie. safety features in software
instead of hard-wired devices. As an example, at the
level I, a reaction may be shut down if its temperature
exceeds a certain limit value. In level 2, the rate oil
temperature rise may be used to stop the process.

Lovel 3 is the lowest level at which plant may be

controlled to it’s intended purpose. anipulation of
plant 1/0 1is achieved through “manual” operations by
operators, eg. open valve A Safety functions
incorporated prevent the operator from placing the

system in a dangerous condition.

Level 4 is where automatic control 1is available. Control
at this level, by computer control or by the operator,
is done by setpoints, pe. control tank level between B
and C. The fault handling at this level would include
commands to the lower levels to start or stop pumps, or
open or close valves at the limit values if the control
at level 3 fails to do this correctly.
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