P

Control and monitoring information is transmitted to all
PLC's via serial data links ( An extract of the plant
montrol philosophy is given in Appendix B).

Statement of Prcblem

The general characteristics of industrial plants are,
(1) :~-

Each plant is specialj n that it incorporates
specific technologies of 'al, electro-mechanical
and electronic systems, e complex controls and
instrumentation systems . ~times designed for the

particular process, and ...s compensate and conceal
faults.

Also, most high technology processes are complex in
operation, have higk throughput, 1long operating times
and sequences, and serious conseguences for a
catastrophic accident.

This generally complicates the generalising of fault
detection, diagnosis and recovery techniques.

1f one is to consider fault "treatment™ in general, [5].,
then there are four basic functions tc¢ perform, viz.
detecting a fault, identify the fault, localise the
fault, and then perform the correct fault action or
recovery procedure. Identifying a fault involves finding
the device or cystem detected, while localising the
fault involves determining which part or sub-system the
fault effects before taking corrective action.

An alarm is the effect of a failure. Nearly all contro’
rooms have many alarms, too many for humans to handle.
In manually monitored centrol and alarm systems, [8],
the operator is required to make decisions in real-time,
and must know the cause of the faults indicated by
alarms to affect fault action. No action or the wrong
action could lead to a major disaster and considerable
financial loss.

Introduction 5
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Propused Solution

The extent and effectiveness of fault recovery
techniques in com; -er controllers are influenced by
many factors, and this is to be investigated.

The following hypothesis is to be proven :=-

l. Fault recovery techniques are essential, and the
design of computer controlled plants must include
fault recovery.

2. All critical conditions must be provided for, and all
critical control pathe and elements must be
duplicated, or tripled if necessary.

3. Manual intervention or manual override facilities
must be kept to a minimum, and must only be provided
if absolutely necessary.

4. Corporate policies such as budget and manpower
availability can restrict the fault recovery
implementation.

This thesis can be divided into two main parts, viz. a
detailed literature survey and the case study analysis.

The literature survey covers the fault diagnosis, fault
recovery and system design concepts in sections 2 to 4.
In section 2, the fault diagnostic principles will be
detailed, viz. fault detection and fault analysis. Fault
recovery strategies and fault-tolerance are dealt with
in section 3 on fault recovery techniques. General
design concepts are put forward in section 4, and
hardware, software a.d complete system implementation
considerzations are detailed.

The second part will involve the analysis of system
design used in the two case studies. The basis of this
analysis will deal with the fault detection, fault
recovery and system implementation.

Introduction 6
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FAULT DIAGNOSTICS.

Introduction

The fault diagnosis involves the understanding of the
properties of the process being controlled and the
physical complexities of the plant. Three stages of
fault diagnostics can be ident.fied as below and will
be discussed in this section :-

- modelling

- fault detection systems

- fault analysis

Modelling

The concept of the plant or process in which fault
recovery techniqgues are to be developed is based on
understanding the physical properties, viz. mechanical,
electro-mechanical and electrical properties. This can
be done by considering the modelling approach to fault
diagnosis.

The general considerations of models, (1), are :-

(1) The "order"™ of the model, ie. the number of
independent functions required in the process. This
divides the system into modules or sub-systems,
which can then be handled independently in terms of

_— control and fault diagnosis,and eventually fault
. = recovery.
¥; i Fault Diagnostics 9
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(2) The number of parameters involved in the mcdel
equations and conditions for each sub-system.

(3) The number of independant variables involved in the
gub-system models.

Classification of models is best done as an aid to
identifying the correct model type which one wishes to
use. As there are many ways to describe and classify
models, it seems best to compare models into groups of
"opposite pairs" , viz,

Linear vs non=linear

Steady state vs non- steady state

Lumped parameter vs distributed parameter
Deterministic vs stochastic

Continuous vs discrete variable

A linear model is one which exhibits the important
property of superpositicn, ie. the total effect of a set
of stimuli is the algebraic sum of the individual
effects of each stimulus taken individually. Also, a
linear model is one in which all the equations used to
describe the system are of first order only.

Steady state models are those which the values of
dependent variabies remain constant, ie. time-invariant
or static models. Non-steady state models are those in
which the dependent variables change with time, ie.
transient or dynamic. Most systems exhibit both non=-
steady and steady state conditions, eg. during start-up
of systems, (non-steady), and when an operating
condition has been achieved, (steady).

A lumped-parameter model is one in which spatial
variations are ignored, and where properties and states
are regarded as homogenous throughout the systen,
Distributed-parameter models are ones in which spatial
variations of properties and states are allowed for. As
variations are generally small and the response of a
process to stimuli is virtually instantaneous , the
lumped-parameter model is used in most cases. An example
is a mixing tank. 1In this, the engineer assumes a
perfectly mixed tank, and so a lumped-parameter model is

#
1
i
1
3
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used. In reality, there are regions of different
concentrations and temperatures which is truly a
distributed~parameter system.

A deterministic model is one in which a definite
behaviour or pattern can be found to a variable or
parameter according to varying conditions. A stochastic
model is one in which a random input is inputted, to
give a random output. This random input can be inputted
after the output of a deterministic model output and
still give a stochastic model result. A stochastic model
snould only be used when a good certainty of errors s
poss. .ble, and in a truly random manner. If this is not
truly random, then it becomes deterministic in that
known behaviours can be deduced.

The distinction between continuous and discontinous
variable models is that a continuous variable can assume
any value within an interval, whereas a discrete
variable can only take on one value for each interval of
time. Continuous models can only be used in systems or
sub-systems which have dedicated analogue controllers.
All digital controllers are effectively discrete
controllers, and would require discrete modelis.

The final consideration one must give to models is the
physical method on which the models are hased, be it
physiochemical principles, popalation balance or
emperical. ;

Physicchemical principles evolve from observations,
physical equations and experience of conservation of
mass, momentum and ensrgy, and are the most generally
applied.

Population balances are used where the number of
entities is kept constant, ie. balanced. These are used
particularly in chemical industries where chemica’

equations are based on molar and concentration

formulae.

Fault Diagnostics 11
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Empirical bassis involves the simplilication of a real,
complex process performance in terms of subjective
models describing the relationship between the variables
and parameters used, and none of the other factors. This
inherently leaves holes in the models which can cause
"unaccountable™ conditions, unless the model is expanded
to accomodate them.

Fault Detection Systems

A typical process control system is implemented by
devising a control flow chart for the hardware and
software, which includes fault detection strategies. A
set of software constructs for fault detection is given
in Appendix C.

The two basic analytic tehcniques for fault detection
and diagnosis are, [1) :~-

(1) Estimation of variable and model parameters

(2) Pattern recognition

The basic principle involved in the state variable and
parameter estimation involves the information flow
required to do this, and /. shown in Fig. 2.1 . The
modelling system must be decided upon, and the relevant
models and equations designed or developed. This
involves understanding the physical basis of the model,
and collecting experimental data for use in determining
the parameters for the model, as discussed in section
2.1 L]

Unknown data must be found by experimenting and
observing effects to produce values for parameters used
in the model.

Fault Diagnostics 12
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