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Abstract—Unmanned aerial vehicles (UAVs) are vulnerable
to interception and attacks when operated remotely without
a unified and efficient identity authentication. Meanwhile, the
openness of wireless communication environments potentially
leads to data leakage and system paralysis. However, conventional
authentication schemes in the UAV network are centered on
the fixed trust boundary, ignoring potential internal threats and
failing to flexibly respond to the dynamic requirements of UAV
access and identity authentication. Additionally, UAVs are not
subjected to periodic repetitive identity authentication, leading
to difficulties in controlling access anomalies. Therefore, in this
work, we consider a zero-trust framework for UAV network
authentication, aiming to achieve UAV identity authentication
through the principle of “never trust and always verify.” We
introduce a blockchain-assisted zero-trust authentication scheme,
namely, BAZAM, designed for multi-UAV wireless networks.
In this scheme, UAVs follow a key generation approach using
physical unclonable functions (PUFs), and cryptographic tech-
nique helps verify registration and access requests of UAVs.
The blockchain is applied to store UAVs authentication-related
information in immutable storage. Through thorough security
analysis and extensive evaluation, we demonstrate the effective-
ness and efficiency of the proposed BAZAM.

Index Terms—Authentication, blockchain, physical unclonable
functions (PUFs), unmanned aerial vehicle (UAV) network, zero-
trust.

I. INTRODUCTION

A. Background

IN THE next-generation networking paradigm, unmanned
aerial vehicles (UAVs)-based wireless networks, benefiting

from the rapid and easily deployable characteristics [1], have
been extensively applied across various domains. Due to the
deployment in open environments and reliance on wireless
communication channels, UAVs are susceptible to interception
and attacks, such as replay attacks, impersonation attacks, and
physical capture attacks [2]. These attacks have the potential
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to disrupt the normal operation of UAVs, allowing attackers
to illicitly obtain resources from internal networks. Therefore,
secure UAV authentication technologies play a pivotal role in
effectively curbing adversarial attacks [3].

However, due to the characteristics of multi-UAV wireless
networks, it is challenging to apply the conventional network
security model and scheme directly to design authentication
schemes of UAV networks [4]. On one hand, the high-
speed mobility of UAVs leads to rapid changes in network
conditions and connection status, necessitating the repeated
verification of their identities [5]. On the other hand, an
excessive trust in UAVs within the internal network makes
the system difficult to effectively defend against internal
malicious UAVs [6]. Moreover, traditional authentication
approaches primarily relying on biometrics update, passwords,
and smart cards are susceptible to theft or forgery by attack-
ers [7], thereby enabling unauthorized access to internal
network resources. Additionally, these approaches typically
grant prolonged access privileges to UAVs after authentication,
leading internal network resources leakage. While boundary-
based multi-UAV wireless network protection can effectively
thwart external attacks, it cannot prevent attacks initiated by
malicious UAVs within the internal network [8]. Consequently,
conventional multi-UAV wireless network architectures still
face significant security challenges.

A novel network security architecture known as zero-trust
[9], shows its potential to be an appropriate solution for
UAV authentication. The zero-trust model posits that both
the internal and external aspects of wireless networks are
untrusted [10]. In other words, in the zero-trust network,
UAVs are deemed untrusted until thoroughly validated and
authenticated. Furthermore, the zero-trust model aims to
transform traditional network architectures from being system-
centric to user-centric with continuous authentication [11].
When a UAV needs wireless or other resources, its iden-
tity is initially authenticated and assessed to determine its
access permissions [12]. Subsequently, the zero-trust gate-
way allows or denies UAVs access to service resources and
monitors their access behavior in real time. The zero-trust
network protection shifts from the network perimeter to the
user identity itself, effectively preventing unauthorized access
requests from within the network. For multi-UAV wireless
networks, the zero-trust network architecture can provide
a higher level of security protection, safeguarding sensitive
data from unauthorized access and potential security threats.
Furthermore, recognizing the fluctuating scale and mobility of
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UAVs, blockchain technology has recently been employed to
securely store the UAV-related authentication information in
a distributed manner [13]. This approach helps enhance the
scalability of authentication methods and facilitates their easy
deployment on resource-constrained UAVs.

B. Related Work

Recently, considerable efforts have been dedicated to the
research of security and threat toward UAVs. Several stud-
ies [14], [15] indicated that attackers may attack open wireless
channels, potentially engaging in illicit interception of commu-
nication messages, and even manipulating the dissemination
of messages through forgery and control. If attackers gain
physical access to a UAV and tamper with its authentica-
tion parameters, the legitimate UAV in the network may
be mistakenly identified as malicious [16]. Therefore, sev-
eral cryptographic frameworks have been proposed for UAV
authentication in recent years. Tan et al. [17] applied elliptic
curve cryptography (ECC) to design a secure authentication
scheme for UAV communications. However, the parameter
size of ECC will impose significant limitations and overhead
on resource-constrained UAVs. In [18], a hybrid key exchange
authentication model was introduced to create an efficient,
lightweight authentication model for UAV-assisted applica-
tions. In [19], a lightweight mutual authentication protocol
for UAVs was designed. It is solely comprised of bitwise
operations and one-way hash functions. However, it cannot
prevent severe security attacks, such as “session key imper-
sonation” and lacks “mutual authentication.” Another popular
approach in UAV authentication is to leverage physical layer
attributes. Huang et al. [20] proposed a UAV authentication
and key agreement scheme, incorporating physically unclon-
able function (PUF) to counteract physical capture attacks. To
achieve UAV authentication with built-in privacy-preserving,
Yu et al. [21] introduced a secure authentication protocol. This
approach allows PUF to generate secret keys, ensuring no
sensitive information is stored in memory. In [22], a PUF and
fuzzy extractor-based mutual authentication mechanism was
designed for UAV and ground server (GS). However, these
approaches are still constrained by traditional architectures
based on static authentication frameworks. Such systems
grant full privileges post-initial legal/illegal validation, without
mechanisms for continuous authentication.

There have been increasing interests in authentication
using zero-trust. To reduce the risk of unauthorized access
by malicious users, Lee et al. [23] developed a zero-trust
authentication protocol based on behavioral biometric features.
Ajakwe et al. [24] realized the ownership authentication and
operation authorization of UAVs through the incorporation of
zero-trust architecture into the blockchain and the artificial
intelligence models. Ge and Zhu [25] constructed a zero-
trust authentication framework based on Markov games with
one-sided information, which leverages interdependent trust
evaluation to automate zero-trust security. In [26], a han-
dover and continuous authentication scheme was presented
in zero-trust Internet of vehicles to satisfy higher security
level. Guo et al. [27] combined an authentication model

with the continuous assessment mechanism of the zero-
trust architecture to enhance the safety and efficiency of
UAV-assisted communications. In [28], a dynamic zero-trust
federated learning framework was proposed. It employs a
set of zero trust information analysis techniques to prevent
malicious attacks from compromising the system.

Therefore, this article adopts a zero-trust architecture to
enable continuous identity authentication for UAVs, thereby
addressing the coarse-grained limitations of traditional authen-
tication mechanisms. Moreover, a blockchain-based reputation
model is proposed to identify and filter UAVs that have
already been frequently and legitimately authenticated, which
significantly enhances the overall authentication efficiency.

C. Motivation and Contributions

As mentioned above, existing UAV wireless networks suffer
from potential security attacks. In this context, identity-based
authentication is important to improve the multi-UAV network
security. Taking into account the dynamics of UAV network,
as well as the intranet trust and security of authentication
approaches, the zero-trust model can establish a robust and
adaptable UAV authentication scheme. Therefore, this article
proposes a blockchain-assisted authentication scheme, called
BAZAM, for multi-UAV wireless networks under the zero-
trust framework. The main contributions of this article are
summarized as follows.

1) We propose a blockchain-assisted UAV authentication
scheme specifically designed to operate in the zero-
trust network. The zero-trust network centers around the
UAV identity, which is authenticated and evaluated by
the software defined perimeter (SDP) controller before
allowing resource access requests from a UAV.

2) We utilize the randomness and nonreplicability on the
UAV hardware to generate its secret key. Based on the
PUF, we present a lightweight cryptographic technique
as identity authentication to design the BAZAM. The
SDP controller can verify the identity and request of a
UAV before sending a policy to the gateway to allow
UAV access.

3) To enhance the authentication efficiency of the SDP
controller in the zero-trust framework, we introduce a
reputation to filter UAVs’ eligibility for authentication
preparation, taking into account the legitimate authenti-
cation attempts made by the UAVs.

4) We introduce a blockchain-assisted authentication ser-
vice for UAVs. The reputation required for the
authentication is stored in the blockchain. The untam-
perable record increases the reliability and security of
reputation and reduces the risk of single points of failure
and centralization in zero-trust network.

The remainder of this article is organized as follows.
Section II presents the basic concepts. We describe the system
model, threat model, security goals and adversary model in
Section III. The detailed constructions of the proposed scheme
are shown in Section IV. Sections V and VI demonstrates
the security analysis and performance analysis. Section VII
concludes the research work.
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II. PRELIMINARIES

In this section, we introduce the following concepts for the
construction of our scheme.

A. Intractable Problem

As the intractability assumptions of the hard problems is
the theoretical basis for the later proof, we utilize a slight
modification presented in [29] to provide a security basic for
our BAZAM scheme.

Definition 1 (Modified Bilinear Diffie–Hellman (MBDH)
Assumption): Given a cyclic additive group G1 and a cyclic
multiplicative group G2 with the same order q, a bilinear map
e : G1 × G1 −→ G2, and a generator G of G1, for a tuple
(G, aG, bG, cG, c−1G), z∈G2, a, b, c are unknown integers,
MBDH assumption is to compute the value of e(G, G)abc.

Definition 2 [Modified Decisional Bilinear Diffie–Hellman
(MDBDH) Assumption]: Given a cyclic additive group G1
and a cyclic multiplicative group G2 with the same order q,
a bilinear map e : G1 × G1 −→ G2, and a generator G of
G1, for a tuple (G, aG, bG, cG, c−1G), z∈G2, a, b, c are
unknown integers, MDBDH assumption is to decide whether
z = e(G, G)abc.

B. Software Defined Perimeter

The conventional network security models typically rely on
static boundary defenses, such as firewalls and virtual private
networks, which lack adequate flexibility and security [30].
Therefore, the technological system in the zero-trust architec-
ture is SDP. The typical SDP architecture consists of SDP
controller, SDP client, and SDP gateway. The SDP controller
is responsible for validating packet sent by the SDP client,
issuing policies, managing the SDP gateway, and configuring
the connection between the SDP client and SDP gateway. The
SDP client, a software or agent on user devices, is tasked
with communicating with the SDP controller for identity
verification and access control. The SDP gateway, located at
the network edge, by default denies all access requests. Only
upon successful authentication of a request and the issuance of
corresponding credentials and policies by the SDP controller,
the SDP gateway establishes a connection with the SDP client.

III. SYSTEM MODEL AND PROBLEM FORMULATION

In this section, we present the system model of BAZAM,
and formulate the threat model, security goals, and adversary
model.

A. System Model

In this article, we propose BAZAM, a zero-trust multi-UAV
authentication scheme based on blockchain, which combines
blockchain, cryptography and SDP technology to authenti-
cate a UAV access request, so as to achieve fine-grained
authentication and authorisation of UAVs and ensure the
security of service resources. To demonstrate the applicability
of BAZAM in zero-trust architecture, we suggest the proposed
infrastructure that can be divided into five types of essential
units with distinctive functionalities: 1) the key generation

Fig. 1. System model of BAZAM.

center (KGC); 2) the UAV; 3) the SDP controller; 4) the SDP
gateway; and 5) the blockchain, as shown in Fig. 1.

1) KGC: KGC possesses robust communication and com-
putational capabilities. It is responsible for facilitating
the registration of UAVs and SDP controller in the zero-
trust model, as well as assisting in the authentication
process between them. The registration processes of
UAVs and SDP controller with KGC occur over a secure
channel. Moreover, KGC is deemed entirely trustworthy
and impenetrable.

2) UAV: UAV assumes the role of data resource requester.
Each UAV is equipped with a PUF. Upon submitting
a resource access request to the SDP controller and
receiving registration approval, the UAV proceeds to
request its public/ private key pair from the KGC.
Subsequently, the UAV utilizes its own private key and
the public key of the SDP controller to encrypt and
sign the single page application (SPA) packet. Then, it
presents an authentication request to the SDP controller
with the ciphertext. Upon successful authentication, the
UAV can establish a secure connection with the SDP
gateway, thereby gaining access to the resources.

3) SDP Controller: SDP controller is utilized to manage
and control access to network resources. The primary
role of the SDP controller is to dynamically determine,
based on the UAV identity and packet information, that
only authenticated and authorized UAV has permission
to access resources. Additionally, the SDP controller
considers the reputation and the corresponding thresh-
olds of the UAV to decide whether to grant registration
rights to the UAV.

4) SDP Gateway: When receiving a request from a UAV,
the SDP gateway determines, based on the authorization
policy and authentication result provided by the SDP
controller, whether to allow the request. If the request is
granted, the SDP gateway establishes a secure connec-
tion, enabling the UAV to securely access the required
resources.

5) Blockchain: Blockchain is a shared distributed ledger,
that consists of immutable and trustworthy information
of UAVs. Blockchain is critical for SDP controller

Authorized licensed use limited to: University of Witwatersrand. Downloaded on November 07,2025 at 06:01:55 UTC from IEEE Xplore.  Restrictions apply. 



XIE et al.: BAZAM: BLOCKCHAIN-ASSISTED ZERO-TRUST AUTHENTICATION IN MULTI-UAV WIRELESS NETWORKS 47535

to process the registration requests and enforce UAV
authentication.

In Fig. 1, BAZAM works with the following steps for
authenticating the UAVs and establishing the connection
between the UAVs and the gateway. First, the SDP controller
initiates a registration request to the KGC to obtain its own key
pairs. Subsequently, the UAV sends an access request to the
SDP controller. The SDP controller determines the eligibility
of the UAV registration by querying the UAV information on
the blockchain. Upon receiving registration permission, the
UAV sends a registration request to the KGC to generate a
unique public/private key pair, while the KGC updates the
UAV’s information on the blockchain. Following this, the UAV
generates packet data and sends an authentication request to
the SDP controller. After verifying the packet and confirming
the identity of the UAV, the SDP controller updates the UAV
information on the blockchain for subsequent authentication.
Upon successful authentication, the SDP gateway receives
connection instruction from the SDP controller, allowing it to
open corresponding ports for the UAV and grant access to the
relevant service resources.

B. Threat Model

The formalization of the adversary model is based on
Dolev–Yao threat framework [31]. Based on the security
threats faced by UAVs in the process of data transmission, the
adversary in the process of identity authentication of UAVs is
defined. The adversary has the following capabilities.

When the sensitive data is exchanged over the UAV
network, we assume that an adversary might employ sniffing
tools to eavesdrop on the packets, thereby gaining access to
the communication content. Additionally, an adversary could
intercept messages sent from UAVs, forging different messages
to be sent to the SDP controller, executing man-in-the-
middle attack. Furthermore, an adversary may illicitly obtain
secret information stored within UAVs, involving unauthorized
access to confidential data stored internally. In the zero-trust
network, an adversary has the capability to send messages to
all entities, allowing them to impersonate UAVs within the
network and send deceptive messages. However, an adversary
lacks the ability to control the trusted KGC, and it cannot
obtain the system’s random numbers through guessing.

C. Security Goals

To fulfil the resource access requirements of multi-UAV
in wide-area airspace, and to establish secure communication
links between UAVs and zero-trust networks, the access
authentication scheme for UAVs within the zero-trust archi-
tecture should achieve the following security goals.

Session Key Establishment: BAZAM should generate unique
session keys for the authentication process. In addition, it
should ensure that an adversary is unable to obtain intelligence
from the captured session key.

Integrity: BAZAM should perform the verification on the
packets origin, and ensure that the data are free from deliberate
or inadvertent unauthorized manipulation or modification.

Forward and Backward Secrecy: Even if adversaries obtain
the master key or secrets, they should not be able to learn
previous session keys established between the UAV and the
SDP controller. Additionally, the newly joined UAVs are
prevented to learning previous session keys.

Secure Against Cyber Attacks: BAZAM should be secure
against common security attacks, such as replay attack, node
tampering, etc.

Secure Against Physical Attacks: The adversaries may
attempt to create replicas of legitimate UAVs through cloning
attacks, as well as physically tamper with UAV identifiers or
data in memory. Therefore, BAZAM should be secure against
UAV cloning attacks and other physical attacks, such as UAV
capture and tampering.

D. Adversary Model

As proof that our BAZAM scheme satisfies confidentiality
and the unforgeability, we employed the security notions
in [32] to provide the security games for our BAZAM
scheme.

Definition 3 [Indistinguishability Against Adaptive
Chosen-Ciphertext Attack (IND-CCA2)]: Our scheme is IND-
CCA2 secure if no adversary A possesses a nonnegligible
advantage in winning the following game.

Initial: A challenger C initializes the system parameters and
master key. Then, the parameters are forwarded to A.

Phase 1 and 2: A adaptively asks to C the following the
queries.

1) Key Extract Queries: A submits key extract queries for
identities of the UAV and SDP controller. C sends the
corresponding private keys to A.

2) Signcrypt Queries: A chooses the identities of the UAV
and SDP controller and a packet. C obtains the private
key of the UAV for signcrypting the packet and sends it
to A.

3) Unsigncrypt Queries: A chooses the identities of the
UAV and SDP controller and a ciphertext. C obtains
the private key of the SDP controller for decrypting the
ciphertext and sends it to A.

Challenge: A adaptively asks to C the aforementioned
queries. When the Phase 1 is finished, A generates two equal-
size messages and the challenging identities of the UAV and
SDP controller to C. C randomly selects γ ∈ {0, 1} to make
the challenging ciphertext and forwards it to A.

Guess: A outputs a guess γ ′ and wins this game if γ ′ = γ .
Definition 4: [Existential Unforgreability Against Chosen-

Message Attack (EUF-CMA)]: Our scheme is EUF-CMA
secure if no adversary A possesses a nonnegligible advantage
in winning the following game.

Initial: A challenger C initializes the system parameters and
master key. Then, the parameters is forwarded to A.

Attack: A proposes various queries adaptively as described
in the previous definition. C is able to answer the queries.

Forgery: A outputs the forged ciphertext and the identities
of a UAV and an SDP controller. It is worth noting that the
identities and packet cannot be queried in the attack phase. If
the forged ciphertext is recognized as valid, A wins the game.
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TABLE I
NOTATION AND DESCRIPTION

IV. BAZAM: ZERO-TRUST AUTHENTICATION SCHEME

The proposed BAZAM is organized into three phases,
namely, the initialize phase, the registration phase, and the
UAV-SDP controller authentication phase. Table I summarizes
the notations used in this article.

A. Initialization

In the proposed authentication phase, UAVs are authenti-
cated under the coordination of SDP controller and KGC.
Before starting the process, the system is assumed to have
been initialized.

1) System parameters have been instantiated. Let G1 be
a cyclic additive group generated by G, and G2 be a
cyclic multiplicative group. G1 and G2 have the same
order p, where p is a primer number of k-bits length.
e: G1 × G1−→G2 is a bilinear map. Then, H1, H2, and
H3 denote the secure one-way hash functions with the
definitions as follows: H1: {0,1}∗−→G1, H2: G2−→{0,1}l,
and H3: {0,1}l× G2−→Z

∗
p, where l denotes a bit length

of a message. Let Enc and Dec be the encryption and
decryption algorithms of a secure symmetric cipher.

2) System public key and master key have been generated.
It first chooses randomness ssk ∈ Z

∗
p to compute spk =

sskG. Then, the system selects n KGCs to participate
in the registration process, and divides the ssk into n
parts as ssk = ∑n

j=1 sskj. It is noticing that sskj is kept
secretly and known only by the jth KGC.

B. SDP Controller Registration

As illustrated in Fig. 2, the public/private key pair of the
SDP controller IDC is generated by KGCs in this phase. The
public key of IDC generated by the jth KGC is as follows:

PKj
C = H1(IDC).

The corresponding private key is computed as

SKj
C = sskjPKj

C.

Then, the jth KGC sends {PKj
C, SKj

C } to SDP controller.
Note that, the public key of IDC is finally shared with the
UAVs that submit the registration request to gateway. When t

Fig. 2. Registration process of a UAV and an SDP controller.

private keys are received from KGCs, the public key PKC =∑t
j=1 PKj

C and the private key SKC = ∑t
j=1 SKj

C are stored
by SDP controller by summing all the corresponding value.

C. UAV Registration

In the registration phase, each UAV is equipped with a
PUF for generating a response output for a challenge input
to it. Considering that a malicious UAV is able to request
authentication from the system, it could result in a significant
increase in local traffic and lead to device failures. To mitigate
the occurrence of such situations, the system incorporates a
reputation mechanism in the registration phase. Fig. 2 presents
the registration process of a UAV. The key steps of a UAV
registration process are explained as follows.

1) When UAV Ui with identity IDi
U enters the network for

the first time, it first establishes a registration request
with the SDP controller via a secure and private channel.

2) Upon receiving the registration request, the SDP controller
first retrieves the reputation of the UAV on the blockchain.
The SDP controller will initiate a retrospective search
from the latest block, proceeding backward until locating
the block containing pertinent information about Ui.
This approach ensures the retrieval of the latest UAV
information, including its reputation and public key, etc.
For Ui with its reputation Repi below a threshold Rl, the
registration request will be rejected by the SDP controller,
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Fig. 3. UAV-SDP controller authentication process.

and registration services will not be provided. For Ui with
Repi above a threshold Rh, it will receive a notification
from the SDP controller indicating no registration is
required. Otherwise, the SDP controller sends registration
request to the KGCs with IDi

U of the Ui.
3) Upon receiving the valid registration request from Ui

with its identity, a random challenge Ci is generated by
KGCs and sent to Ui. After receiving the Ci, based on
which a response, Ri, is produced applying the PUF as

Ri = PUF(Ci).

Then, Ui sends {Ci, Ri} to the KGC.
4) When KGCs receive Ri from Ui, the jth KGC generates

the public key PKi,j
U for Ui as

PKi,j
U = H1

(
IDi

U||Ri
)
.

Then, the corresponding private key is established as

SKi,j
U = ssk−1

j · PKi,j
U .

The KGC sends PKi,j
U and SKi,j

U to Ui.
5) When t private keys are received from KGCs, the public

key PKi
U = ∑t

j=1 PKi,j
U and the private key SKi

U =
∑t

j=1 SKi,j
U are computed. Then, {IDi

U , PKi
U} is sent to

blockchain.
It should be noted that the set {IDi

U , PKi
U , SKi

U} is securely
stored in the UAV’s storage. Meantime, when a UAV registers
for the first time, its reputation, denoted as Repi, is initialized
to a value between Rl and Rh, and then uploaded to the
blockchain. For UAVs with a prior registration history, their
existing reputation remains unchanged during this phase.
Consequently, upon completion of the registration phase, the

blockchain will contain the tuple <IDi
U , PKi

U , Repi> for each
registered UAV Ui.

D. UAV-SDP Controller Authentication

Here, we describe our scheme to achieve the authentication
between UAV Ui and SDP controller under the zero trust
network. Fig. 3 depicts the various authentication phase per-
formed on Ui and SDP controller. This scheme ensures that
only registered UAVs can authenticate with SDP controller
before they can begin establishing a secure connection with
the SDP gateway.

1) Prior to the initiation of a connection request by Ui, rig-
orous identity authentication must be conducted through
the SDP controller.

a) First, Ui generates an SPA packet based on its own
information and requirements as

pac = (
N||IDi

U||Pwd||Ts||Ver||Ad1||Pt1
)

where N denotes the nonce number, Pwd denotes
the password, Ts denotes the timestamp, Ver
denotes the protocol version, Ad1 denotes the IP
address, and Pt1 denotes the port number.

b) Ui selects a random number h∈ Z
∗
p to derive k1

and k2 as

r1 = e
(
G, PKi

U

)h

r2 = H2

(
e(PKi

U, PKC)h
)
.

c) Based on the pac, r1, and r2, Ui performs the
following operations to generate the ciphertext σ

= (Epac, v, W) as

Epac = Encr2(pac)

v = H3
(
Epac, r1

)

W = (h − v)SKi
U

where Enc is the encryption algorithm of a secure
symmetric cipher of length l.

2) Ui then sends σ as an authentication request to the SDP
controller.

3) After receiving the authentication request from Ui, SDP
controller executes the following steps to verify the
ciphertext.

a) It first retrieves the public key of Ui stored in the
blockchain and then calculates

r′
1 = e(spk, W) · e

(
G, PKi

U

)v

r′
2 = H2

(
e(W, SKC) · e(PKi

U, PKC)v).

b) The plaintext pac′ is derived as

pac′ = Decr′
2

(
Epac

)

where Dec is the corresponding decryption algo-
rithm of a secure symmetric cipher of length l.

c) The SDP controller checks the plaintext to ensure
the data integrity as

v = H3
(
pac′, r′

1

)
.
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d) If the checking is successful, the ciphertext is valid
and the pac′ is obtained. Otherwise, the ciphertext
is rejected and the authentication is failed. For a
failed authentication for Ui, the SDP controller
will undertake an adjustment of its reputation,
decrementing it by one unit.

4) Upon the successful authentication, the SDP controller
communicates the IP address Ad2 and port Pt2 of
gateway back to Ui as

m = EncSKC

(
Ad2||Pt2||IDi

U

)
.

It is noteworthy that the reputation of a successfully
authenticated Ui will be incremented by one unit.

5) Afterward, the SDP controller initially verifies the cor-
rectness of the Pwd of IDi

U . Then, it meticulously
scrutinizes the presence of N and Ts to ascertain the
absence of replay attacks. Similar to the previous step,
the reputation of a UAV failed to authenticate will
decrease. Subsequently, the updated reputation Repi of
Ui, along with its identity, will be encapsulated into a
transaction, and stored in a new block.

6) The SDP controller simultaneously communicates the
legitimate UAV identity and the authorization policy to
the SDP gateway.

7) Ui sends a connection request and the authorization to
SDP gateway with its identity. Since the UAV has been
validated by the SDP controller, a secure session is
established between Ui and gateway.

E. Reputation Update

The proposed BAZAM utilizes the reputation value to
indicate the trustworthiness of UAVs’ identities. The reputation
of a UAV is quantified by a specific numerical value, reflecting
the long-term performance of its authentication behavior. A
higher value of the UAV corresponds to a greater number of
legitimate authentication instances, indicating a higher level of
trust. Without loss of generality, the initial reputation value of
the UAV is set to zero. While the reputation value undergoes
updates, it does not reset or zero out. Considering the need
to adhere to the zero-trust principle of “never trust, always
verify,” every UAV is required to undergo authentication before
establishing a secure connection with the SDP gateway. The
reputation of a UAV evolves with each authentication attempt.
Therefore, to simplify the entire authentication process, a
comparison between the reputation stored in the blockchain
and the predefined thresholds is employed.

For a UAV with a reputation below the threshold Rl,
indicating multiple authentication failures, the SDP controller
will blacklist it. Consequently, the SDP controller will reject its
registration request to the KGC, preventing it from obtaining
fresh key pair. Similarly, to inspire well-behaved UAVs in
terms of authentication and enhance the authentication speed,
a threshold Rh is set. This threshold is used to identify high-
reputation UAVs, allowing them to bypass the registration
process. They can simply initiate access requests to the SDP
controller using the previously registered key pairs.

V. SECURITY ANALYSIS

This section demonstrates the security of the BAZAM using
a formal security proof, an informal analysis, and a formal
security verification.

A. Formal Security Analysis

Theorem 1: Confidentiality: Assume that the MDBDH
assumption holds, then BAZAM is secure against adaptive
chosen-ciphertext attacks.

Proof: Supposing that an adversary A is able to break
the confidentiality of BAZAM with a nonnegligible probability
ε, then a challenger C has the ability to solve the MDBDH
problem with advantage ε′ by interacting with A.

Initial: C generates c ∈ Z
∗
p and submits the system

parameters to A with spk = cG.
Phase 1: A can issue some queries and C answers these

queries as follows.
1) H1 Query: C keeps a list L1 of tuples (IDi, PKi, s).

Whenever A makes a query on H1(IDi), if the request
has been previously queried, the corresponding value in
L1 will be returned. Otherwise, C chooses s∈ Z

∗
p and

computes PKi = sG. Afterward, (IDi, PKi, s) is stored
in L1 by C and PKi is sent to A. C chooses a extra query
with random IDn and responses H1(IDn) = bG.

2) H2 Query: C keeps a list L2 of tuples (τ , r2). Whenever
A makes a query on H2(τ ), if it has been previously
queried, the corresponding value in L2 will be returned.
Otherwise, C chooses r2∈{0,1}l and returns it.

3) H3 Query: C keeps a list L3 of tuples (Epac, r1, v).
Whenever A makes a query on H3(Epac, r1), if the
request has been previously queried, the corresponding
value in L3 will be returned. Otherwise, C chooses v∈ Z

∗
p

and returns it.
4) Key Extract Query: Suppose that A has made the H1

query with the UAV IDU and SDP controller IDC, where
IDU is the aggregate identity with challenge-response
of UAV. Note that if these two identities equal to IDn,
C cannot calculates the private keys and declares it a
failure. Then, C calculates SKU = sc−1G and SKC =
scG. Finally, C returns SKU and SKC to A.

5) Signcrypt Query Once upon receiving the query with
IDj

U , IDC, and a packet pac, C calculates SKU if IDj
U �=

IDn. Then, pac is encrypted and signed to A. Otherwise,
C can calculate SKC. Then, C randomly selects v∈
Z

∗
p and W∈ G1 to derive r1, r2, and E. If a tuple

(Epac, r1, v′) and v′ �= v exists in L3, then C selects v
and W again until no such a tuple in L3.

6) Unsigncrypt Query: Once upon receiving the query with
IDj

U , IDC, and a ciphertext Dpac, C returns response to
A. For the case IDC = IDn, C returns invalid ciphertext
to A. However, if A has got an answer v from C
by making H3 query, then C fails. Otherwise, C can
calculate SKC and r1 to check the existence of the tuple
(Epac, r1, v) in L3. If so, C recovers v and calculates τ .
If the L2 does not exist the tuple (τ , ·), C randomly
selects τ ′ and r2 and stores them in a tuple. Afterward,
C derives Dpac and sends it to A.
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Challenge: A outputs two plaintexts pac1 and pac2, the
identities IDU and IDC. If IDC is queried in the key extract
query, C fails. Otherwise, C randomly selects β ∈ {0, 1},
v ∈ Z

∗
p. Finally, C sets W∗ = aG and returns pacβ ’s challenge

ciphertext σ ∗ = (E∗
pacβ

, v∗, W∗) to A.
Phase 2: After receiving the σ ∗, A is allowed to make

queries in the phase 1. However, it cannot make the key extract
query with IDC and the make the unsigncrypt query with IDU

and IDC to σ ∗.
Guess: A outputs β ′ as its answer. If β ′ = β, C outputs R

= e(G, G)abc as the solution to the MDBDH problem.
Suppose that A can make maximum qHi times Hi queries

(i = 1, 2, 3), qke times key extract queries, qH3 times sign-
crypt queries, qus times unsigncrypt queries. Since σ ∗ is
generated randomly by C, A cannot provide any advan-
tage. However, A has a nonnegligible advantage ε to
recognize the challenge is incorrect. For C, the probabil-
ity that it rejects a valid ciphertext in unsigncrypt query
is 1−(2k − 1/2k)qus≤(qus/2k). Then, C would continue the
simulation in the following situations.

1) S1: A does not make an key extract query with the IDn

in the challenge phase. Then, Pr[S1] = (qH1 − qk/qH1).
2) S2: The identities chosen by A satisfy IDU �= IDn and

IDC = IDn. Then, Pr[S2] = (1/qH1 − qk).
Therefore, the probability that C can get the answer of

MDBDH problem given by A is

Pr[S1 ∧ S2] =
(

qH1 − qk

qH1

)(
1

qH1 − qk

)

= 1

qH1

and A has a nonnegligible advantage ε, the probability C can
solve the MDBDH problem is

Pr
[
C
(

G, aG, bG, cG, c−1G
)
|a, b, c ∈ Z

∗
p

]

≥
[
ε + 1

2

(
1 − qus

2k

)
− 1

2

]
1

qH1

= ε
(
2k − qus

) − qus

qH1 2k+1
.

Hence, C can solve the MDBDH problem with a nonnegli-
gible probability. However, this is contrary to the Definition 2.
Hence, the proposed BAZAM realizes confidentiality.

Theorem 2 (Unforgeability): Assume that the MBDH
assumption holds, then BAZAM is existential unforgeability
against adaptive chosen-message attacks.

Proof: Suppose that an adversary A is able to break the
unforgeability of BAZAM with a nonnegligible probability ε,
then a challenger C has the ability to solve the MBDH problem
in an expected time by interacting with A.

Initial: C submits the system parameters to A with spk =
sskG, where ssk is the master key that is unknown to C.

Attack: A is able to adaptively query for various oracles. C
answers the queries as in Theorem 1.

Forgery: A outputs the forged the packet pac and the iden-
tity IDU . If a valid tuple (pac, IDU) is output, C employs the
forking lemma: If A can output a valid signature tuple within
time t with a advantage ε ≥ [10(qus)(qus + qH3)qH1/2k − 1],
the expected time that C can get two valid signature tuples is
less than 120686(2kqH3 qH1 t/ε(2k − 1)).

After obtaining two signature tuples ((pac, IDU), v, W)

and ((pac, IDU), v′, W ′), where v �= v′, another machine C′

Fig. 4. AVISPA simulation results using OFMC and CL-AtSe.

has control over the machine obtained from A replacing
interaction with the UAV by simulation and gains the two valid
signature tuples. C′ calculates bc−1G = (v′ − v)−1(W − W ′).
Then, C′ can derive e(G, G)abc−1 = e(aG, bc−1)G.

Hence, C can solve the MBDH problem with a non-
negligible probability, which is contrary to the Definition 1.
Therefore, the proposed BAZAM realizes unforgeability.

B. Formal Security Verification

This section verifies the proposed BAZAM scheme using
the widely known automated validation of Internet security
protocols and applications (AVISPA) tool. The experimental
platform utilized a 13th-generation Intel Core i5-13600KF
processor with a base clock speed of 3.5 GHz, configured
with 64-bit system architecture. This testing environment
employed oracle VM VirtualBox virtualization software
(v7.1.8) alongside the SPAN-Ubuntu-10.10-light 1 frame-
work for cryptographic protocol implementation. Security
assessments employed two formal verification tools: the
on-the-fly model checker (OFMC) and the constraint-logic
attack searcher (CL-AtSe) protocol analyzers for vulnerability
verification.

The simulation results for the malicious intruder using
CL-AtSe and OFMC back-ends are as shown in Fig. 4.
Consequently, this proves that BAZAM meets the design
criteria and is resilient against attacks because the simulation
results are output as SAFE.

C. Informal Security Analysis

Resistance of Replay Attack: In this attack, an adversary
performs a replay attack by replaying formerly received legal
messages. Nevertheless, since the SPA packet generated when
the UAV initiates an authentication request includes nonce
number N and timestamp Ts, the SDP controller will assess
whether the packet has been replayed based on Ts of the
current message. Therefore, the BAZAM scheme can resist
reply attacks.

Resistance of Node Tampering Attack: In this attack, even
if an adversary gains physical access to a UAV and attempts
to tamper with its PUF, the PUF will immediately become
inoperable. Furthermore, despite such physical compromise,
the attacker cannot access the sensitive {Ci, Ri} pair because
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these critical data are not stored in the UAV’s memory.
Moreover, given the inherent unclonability of the PUF itself,
the adversary is fundamentally unable to clone the UAV.

Resistance of Man-in-the-Middle Attack: To conduct the
man-in-the-middle attack, an adversary intercepts the message
and manipulates it, aiming to convince the SDP controller
it was sent by the legitimate UAV. The message exchanged
between the UAV and SDP controller is (Epac, v, W). Since
the adversary lacks access to r1, r2, h, and security key, they
are unable to forge the exact message. Therefore, the proposed
scheme effectively resists man-in-the-middle attacks.

Perfect Forward Secrecy: An adversary has the ability to
successfully steal the private/public key pairs of the UAVs. It
cannot obtain the keys of any previous authentication due to
the response Ri and ssk corresponding to generating these keys.
Consequently, the BAZAM scheme ensures perfect forward
secrecy.

Perfect Backward Secrecy: In the proposed scheme, even if
an adversary manages to guess the current private key, it will
not compromise the security of the next authentication. This
is because once the reputation value falls below the threshold
Rh, the UAV is required to register with the KGC each time
it submits an access request. Furthermore, even if the private
key is obtained, it is difficult for adversary to compute k2 and
decrypt the plaintext.

UAV Physical Capture Attack: In the UAV registration
process, suppose a UAV Uj is physically captured by an
adversary, and then its identity is extracted in the memory.
However, the adversary cannot derive the private/public key
pair due to the unknown master key and a random nonce Rj.
Moreover, there are distinct and independent for the deployed
UAV since PUF challenge and response pair (Cj,Rj) are
randomly generated. Hence, the revealed data does not help
in obtaining the key pair. Therefore, the BAZAM can prevent
UAV physical capture attacks due to its reliance on the intrinsic
physical variations within the integrated circuit chip, which
determines the outputs of the PUF challenge and response
pairs.

Correctness: The correctness can be easily verified through
the following equations:

r′
1 = e(spk, W) · e

(
G, PKi

U

)v

= e
(
spk, hSKi

U

) · e
(
spk, vSKi

U

)−1 · e
(
G, PKi

U

)v

= e
(
spk, SKi

U

)h = e
(
G, PKi

U

)h = r1

r′
2 = H2

(
e(W, SKC) · e(PKi

U, PKC)v)

= H2

(
e(hSKi

U, SKC) · e(vSKi
U, SKC)−1 · e(vPKi

U, PKC)v
)

= H2

(
e(SKi

U, SKC)h
)

= H2

(
e(PKi

U, PKC)h
)

= r2.

VI. PERFORMANCE ANALYSIS

In this section, we carry out experiments to assess the
performance of BAZAM, including computation overhead,
communication overhead, and storage overhead.

A. Experimental Settings

The configuration of the PC for the experiments is:
Intel Core i5-13600 CPU 3.50 GHz and 32-GB physical
memory. For our cryptographic primitives, we utilized the
well-established pairing-based cryptography (PBC) Library,
employing its Type A curve. Our experiments were fully
implemented and evaluated using PBC version 0.5.14 on
an Ubuntu 16.04 virtual machine running on VMware
Workstation 15 Pro. Moreover, Hyperledger Fabric v1.4 are
installed on PC, where Fabric runs through a docker container
v20.10.7. Hyperledger Caliper is likewise configured on the
same system to evaluate the latency.

B. Computational Overhead

We evaluate the computation time for various cryptographic
primitives via experiments. Let Tad1, Tmu1, Tmu2, Tex, Tbp,
and Th denote the notations of point addition in G1, point
multiplication in G1, point multiplication in G2, exponentia-
tion operations in G2, bilinear pairing, and hash operations,
respectively. In this platform, we executed each cryptographic
primitive for 1000 times and considered the average run time
for each cryptographic primitives from these 1000 runs. Then,
we have Tad1 ≈ 0.005 ms, Tmu1 ≈ 0.926 ms, Tmu2 ≈ 0.003 ms,
Tex ≈ 0.098 ms, Tbp ≈ 0.757 ms, and Th ≈ 0.003 ms.

We have compared the proposed scheme with state-of-
the-art schemes [20], [33], [34], [35], [36]. The specific
computational cost of each entity and total computational
cost in different schemes are shown in Table II. Specifically,
In scheme [20], two types of authentication schemes are
presented, that is, UAV-2-ground control station (GCS) and
UAV-2-UAV. Considering the authentication process, it high-
lights the computational cost of BAZAM and other schemes.
In BAZAM, UAV and SDP controller need to perform 2Tbp

+ 2Th + Tmu1 + 2Tex and 4Tbp + 2Th + 2Tex operations,
respectively, which yields a total cost of 5.872 ms. In BAZAM,
the UAV sends its resource access request packet to the
SDP controller for cryptographic processing and verification.
Therefore, the most time-consuming phase is the encryption
and signing processing of packets by UAV. In schemes
[33], [34], the UAV-2-GCS [20]1 and the UAV-2-UAV [20]2,
the UAV is required to authenticate with another UAV by
sharing the secret keys. Then, more Tmu1 operations are needed
than our proposed scheme, each taking 12.992, 9.298, 14.866,
and 20.427 ms, respectively. In scheme [35], two pairs of
elliptic curve encryption/decryption algorithms are employed
in the authentication process, with totally 7.083 ms. It is
worth noting that since zero-trust networks are required to
authenticate UAVs, the comparison overhead only considers
a single authentication of the UAV. In scheme [36], the
authenticity of broadcast messages emitted by UAV is verified
by an observer. During the identity authentication process,
both the signatures generated by the UAV and the ciphertext
recovered by observers require 13 Tex operations, incurring
9.123 ms. From the Fig. 5, it indicates that BAZAM is more
computational cost-effective than the other schemes.

The computational complexity of the proposed authen-
tication scheme is primarily determined by cryptographic
operations, with the dominant costs typically arising from
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TABLE II
COMPARISON BETWEEN THE PROPOSED SCHEME AND EXISTING SCHEMES OF COMPUTATIONAL OVERHEAD

TABLE III
COMPARISON BETWEEN THE PROPOSED SCHEME AND EXISTING SCHEMES OF COMMUNICATION OVERHEAD
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Fig. 5. Computational cost of different entities in various schemes (in ms).

bilinear pairing operations and scalar multiplication. On the
UAV side, the overall complexity is O(2Tpair + log p), where
O(Tpair) denotes the time required for a single bilinear pairing
and O(log p) corresponds to the cost of scalar multiplication
in the elliptic curve group, where p is the order of the elliptic
curve. On the SDP controller side, the complexity is O(4Tpair+
log N), where O(log N) accounts for the overhead of retrieving
the UAV’s public key or reputation from the blockchain.
Therefore, the overall computational complexity of the scheme
is O(6Tpair + log p + log N).

C. Communication Overhead

As the length of the message varies depending on the task,
only the authentication-related communication overloads are
computed. As shown in Table III, to evaluate communication
overheads, we consider that the sizes of the element in G1,
element in G2, element in Zp, identity, digest of hash function,
plaintext/ciphertext, and timestamp are |G1| = 128 bits, |G2|
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Fig. 6. Communication cost of different entities in various schemes (in bits).

= 128 bits, |Zp| = 20 bits, |ID| = 20 bits, |H| = 32 bits,
|m|/|E| = 20 bits, and |T| = 20 bits. “–” indicates that
the entity has no associated overhead. In scheme UAV-2-
GCS[20]1 and UAV-2-UAV [20]2, the interaction messages
achieving the authentication and key agreement for UAVs
contain identity and timestamp, etc, resulting in 688 and 592
bits. In scheme [34], the UAV sends information, including
identity and timestamp, etc., for mutual authentication of 528
bits. Similarly, UAV sends a tuple consisting its identity and
timestamp to the authentication device in scheme [33], with
a cost of 464 bits. In scheme [35], the UAV sends ciphertext
to the authentication device. If parsing of the elements of the
ciphertext verifies a successful formula, then the UAV will be
authenticated and the connection will be established, resulting
in 632 bits. The communication overhead in scheme [36] is
totally 1300 bits produced from the UAV. The UAV is required
to send the signature and message to the observer. On the
receiving side, the observer extracts the message and parses
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the signature to directly authenticate the UAV and verify its
contents. From the Fig. 6, the communication cost of BAZAM
is similar or less to those of some related schemes. In addition,
in the zero-trust network, the SDP gateway defaults to rejecting
all access requests. Only after the UAV is authenticated, the
SDP gateway establishes a connection with the UAV, thus
minimizing the attack surface and greatly reducing the network
security risk. Therefore, BAZAM provides better security and
functionalities than related schemes.

D. Storage Overhead

We assess the additional storage overhead encompassing
certain system security parameters and essential cryptographic
keys. The storage overhead comparison is shown in Fig. 7. The
UAV in BAZAM needs to store identity IDi

U , public/ private
key pair (PKi

U , SKi
U) in the memory. It is worthy noting that

the challenge is input to generate its public/private key pair
without additional storage. In addition, the reputation value is
stored on the blockchain, reducing the UAV’s storage over-
head. In scheme [20], the UAV requires to store its previous
and present identity, public and private key pair and the
response of PUFs module (20 bits). The UAV in scheme [36]
has a storage cost of public group key (1300 bits) and private
key (404 bits) since the parameters are complex. Similarly, the
UAV in scheme [35] requires to store its identity, public/private
key pair, and public key of authentication device. Besides, the
challenge Ci (20 bits) also is needed to be stored in the UAV’s
memory. In scheme [34], the UAV stores its own identity,

public and private keys, and its certificate (20 bits), as well as
the identity and public key of the ground station server in the
memory. In scheme[33], the public/private key pair, identity,
certificate (128 bits, which differs from that of scheme [34]),
and signature (20 bits) are stored in the UAV’s memory for
authentication. The relationship between the storage overhead
and the UAV number is shown in Fig. 8. We observe that
with the increasing number of authenticated UAVs, due to
the necessity of regenerating parameters for each UAV, the
storage costs of schemes [33], [34], [35] gradually exceed
those of BAZAM. Hence, in terms of the computation, storage,
and communication overheads, BAZAM demonstrates strong
competitiveness than the existing authentication schemes for
UAVs.

E. Blockchain Latency

The blockchain delay refers to the time starting from when
a UAV or authentication device submits a reading/writing
request to the blockchain until that request is successfully
validated or confirmed as recorded on the blockchain. We set
up the consortium blockchain nodes using Docker 20.10.7 con-
tainers on the Hyperledger Fabric 1.4.1 platform, running on
Ubuntu 16.04 virtual machines. Clients, which simulate UAVs
and DES, operate on a Windows 11 host. Communication
between the clients and the blockchain is managed via the
Fabric Java SDK, with the smart contract developed in Go.
To test the reading and writing latency of authentication
schemes at different blockchain scales, we performed writing
and querying operations based on the deployed chaincode,
which consists of two cases: C1: one peer node and one
orderer node and C2: four peer nodes and two orderer nodes.
In scheme [20], the UAV submits one reading and one writing
operations, respectively. The authentication device executes
two reading and two writing operations. The latency caused
in [20] is totally 24.15 (C1) and 43.8 ms (C2). In scheme [35],
the UAV and authentication device perform one reading and
one writing operations, respectively, resulting in a latency of
about 16.1 (C1) and 29.2 ms (C2). In our proposed scheme,
only one reading and one writing operation for UAV reputation
query and update is required by the SDP controller, with a
latency of about 8.02 (C1) and 14.6 ms (C2).

F. Energy Consumption

Since UAVs are often constrained by limited energy
resources, we evaluated their energy consumption by con-
sidering two primary contributors: data transmission and
cryptographic computation. To model the mobility patterns
of UAVs, we used MATLAB to simulate the UAV network
environment. The UAVs were configured to operate at altitudes
ranging from 200 to 500 m, with a maximum flight speed of
Vmax = 40 m/s. We analyzed the energy consumption under
varying numbers of UAVs. The system parameters were set as
follows: noise power δ2 was assumed to be −130 dBm/Hz,
transmission power Pi was set to 1 W, the available bandwidth
B was 1 MHz, and the air density ρ was 1.42 × 103.
As shown in Fig. 9, as the number of UAVs increases, the
proposed BAZAM demonstrates lower energy consumption,
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primarily due to its reduced computational and communication
overhead.

G. Discussion

BAZAM provides a high level of security by keeping keys
confidential and defending against various common attacks.
Compared to other schemes, BAZAM incurs relatively lower
computational, communication, and storage costs. While the
use of blockchain introduces additional overhead, it signifi-
cantly enhances security within a zero-trust architecture. This
gives BAZAM an advantage over other blockchain-based
solutions. Simulations of its practical impact on UAVs show
that BAZAM has lower energy consumption overhead, with
its advantages becoming more pronounced as the number
of UAVs increases. Overall, BAZAM demonstrates superior
performance.

VII. CONCLUSION

In this article, we’ve investigated identity authentica-
tion in multi-UAV wireless networks, presenting BAZAM,
a blockchain-assisted zero-trust authentication scheme. The
introduction of zero-trust model emphasizes authentication and
authorization at every step in the network. The blockchain is
integrated to build mutual trust between different entities of
the zero-trust network and to protect the UAV information
from tampering. The scheme also authenticates UAVs by
encrypting and signing their access requests for processing.
BAZAM notably outperforms existing UAV authentication
schemes in terms of computational, communication, and stor-
age overheads.

While the proposed scheme shows promising results,
scalability remains a significant challenge when applying
blockchain to UAV swarm operations, especially in scenarios
involving high UAV density and frequent interactions. As
the number of UAVs increases, the overhead of consensus,
data synchronization, and on-chain storage can grow rapidly,
potentially affecting system responsiveness and efficiency.
Future work will explore lightweight consensus mechanisms,
blockchain sharding, and hybrid on/off-chain storage tech-
niques as potential strategies to mitigate these issues.
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