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ABSTRACT

Thla investigation was earried out ta determine tha
state of the art Ln debugglng teshnigues For resl~
tima ana process cen%rol seftware. Osbugging tools
For real-time softwars bend to be primitivs. The
dsta procesalag Fleld is much more saphisticsted.
Osbugging teals ars uiFFlcull to craate due to Sha
unigue ampacts of real-tima and process contral
softwara, Tre nuwer rasmi-tims syatems beocoming i
available prévide oppostunltles Far lmproved
dabugalng tools. Existlag debugging methods and
; tools are described and a canceptusl desiza of a }
|
H
i
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cp real-tims debugglng system is propased.
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1.8 INTRORUCTION

Tha use of computers for daga-processing (dp) is now
@ nature industry and has devalopad a strong

argenlsstional hierarchy and a sophigtisasted

spproach to program develapment and debugglag. In
sontrast to this the real-time and, in particular,
the process control software Lndustries ars stlll

daveloping rapldly. The debugging toolw available

in theme latter araas tend to be primitive and to

vary widely from one development systsm to another.

High lsvel languagas smuch as Fortranp or PL/1 do not
provide structures or Functions For handllng real-
tims rssponses. They are run as batch jobs whosa
timing is cantrollad by opy load-scheduling
prioritles rather than by any resl world
synchranisation requiraments. Furthermore
traditional high level langusgas do not provide ways
of cemmunicatlng wlth real world laputs and outputs
othar thar standard peripherals such as printers,
vdua, stc., which ace aatecsd For in the campller.
When 1t momes t5 debugglng the programa the rapale
eycle, which Lz s:matlmsavheFanred te ag the egit-

complles-run-zurse aycle, ls vanry lang.
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A¢ » result of these limitabions, and also due to
the traditionally high price of ths hardwars, real-
‘time syatems tendsd to be relatlvely small {mbadded
aystema soded {n assamblac or some other low-laval
languaga. This nade it pasaible For the pragrammer
to take care of the Ffast Llaterrupt and multi-tasklng
requiremants, Ths entirs program waa usually
wrltten by & single @ <rammar which ageln made it
possible far him to kesp track of all sectiona af
the systam, Osbugging of these syatama ,3s done
directly Lln the machine code aal patched wo line,
As neesds for real-tlime systems hava grown, so have
the spsratlng systams and langsages with which thay
are lmplemented. Ons espact of the Field that has
lagged somewhat, howaver, l# the debugding toals aad
techniques used to commissien and malntain the

systenms.

feal-time considerstlens are extremely aigniflcant.
Resl-time processing reguires that real world svents
be sble to galn the control systam's attantlan and
be attended to within ln a daflnsd and gusrantsea
maximum period. Fer example a sonvayor bwlt control
system which detects that ons of the belts has
Jammed must shut down befors motars burn oub and
meter{al piles wp. Ths reactlon time is alsa

sometimes related to clook time (time of day}, such
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s starting ramote sguipmant at the baglanlng of s
ahift or tagging time onta events recurdad. The
pariod is usually shart - varying from a faw ssconds
in a ahkemical preoosssing plant to & few milliseoonds
£r u mhssile guidance or protectlion system.

This guaranteed real-world reackton &ime is mot anly
requirsd For single avents or cocurrences but must
Blso he aschlevad whan many events ocour bogether., A
quotation (Wolfe 1988) From a resent journal
illuatrates the problem. "Allan Wallsck ... notes
that with stendsrd applications, whan throughput
lags behind predictlons, the usar almply waits a

Little longer For output data. But in rasl time,

prosessing will back up. The systsm, upsbls to keop

ug wlth naw loput deta, will 'save In'. So when

systems touted for real time den’t live up to thelr

claim, 'I get my machina back hecause the customer

can't do hls Job.!, says Hallack”

Process control softwsre {s a gultsat of resal-time
gafiware, In tha prowssas cantraol Fleld @ syatem is
being automatad. Proceas contral systems are
charscterised by having a great number af inputs and
outputs of diverse typea - usually vo' -y
currants, raslstances and other ¢ iitable

For connsating to conventinel camsp
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gpscialized intarfacs hardwars ls required. The
inputs are almast lnvariably asynahrenous and
yncoatroliead., This is the swesence of the real«tine
{precess control} problem. The salutian lles in a

gomblnatlion of spemislized hardware and softwarse.

Yhe resl-time development cycle is shown Ln Figurs
1.4 . Debugaing im not an isclatsd astlvity but due
ta the iteratlva nature of the cyols affects all
stagnd af devslopment, Canslderstion af debugging
requirements at all stages leads to greater

afficlency and sharter developmant tlmes.

This repart firat axamlnes what ressarch is baing
dane ln tha area of real-time debugging tools.

Fsw researchera have sancentrated on this speclfic
field, This L wnfortunste ss significant
productivity gelns can be aschieves La this ares.
Reliable statistlcs are hard to cu .1 3y, and
estimutsa very widely, but Lt sppears thst debugalng
represents betwasn 4% and 9 parcant F software

weltlng offort,

Having ocoversd the wark being done alraady the
report then gasa an ta detall the unigus wspscts of
reml-tlma lamguages. The varlous debugalng mathods

are then examined, Followsad by a discussion an
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vaclous dobuggling teols. A debugging system is
prapased #hlch avercomes most of the problems Lln
this fleld and Finally the bennfits of tha proposed

aystem are discussed.




2,8 THE STATE OF THE ARY (Litera‘ura Survay]

4s stated previoualy debugglng of resi-time soFtwars
im only ane segment of tha softwars Fiald. Not many
researchers hava cencentrated speclfically on thls
field, There avs, howavar, s numbe~ of artlcles and
baoks in related fislds which have bean evalusted
for this report. The papers and hooka surveysd csn
be loosely clasaified aa 3-

1) Problem ldentiFication

2) Real-tlme environmants, systems and languages,
3) General debugging, testlng and verifisation
techniques,

4) Real-time testing and dsbugaing.

8) Depugging cancepts and idess.

The literature will be discussed in terms of these

ciassifications

2.1 Problem IdentlFication

Probably the mest slgniflcant paper acknowledging

and identlFylng the prablem of real-time debugglng

was written by Glasa{188@) ln which he spuolFically

describes the problem. His analysia of 29 large

2.1
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real-time projects ravealad that the debugging tools
were pelmarlly mechine code dumps, soms breakpolnt
and trace Facllitiss (machina code } and similar
Jow-level taols. He propeses that tools be
implemented on the sama level as the high-lavel
Jangusges ysed Far weiting the arlginsl programs.

He further lndleates that a host computer, linked to
the barget system by a communication iine, should he
used For dabugglng. In @ latsr psper [Glasa(4982c)]
he mlso discussss the Lncreasing use af patohing of
machine code in real~time systams, He lists tha

reasons why this is undeilrable.

Wirth(1877) indicates that one of the raasons for
the lack of tools is that real-tlme programming is
amengst the most cemplex, and thersfors resl-time
toals are the most difficult to creats, This
problam is aggravated by Finencial cansiderationa,
Aeal-time projects tend to revolve sround an
avtomstion system which has to pe installed and
commissloned accardlng to a tight schedule and
budget. Resources sre saldom Allucatad
{Glass{4380)] For devalaping moftware debugglng

taals.

Astrom (unpublished paper) highlights anathar sspech

of tha problem. His hlstarical sxposition shews how

I . T "




the real-time (process centrol) industry develuped
out oF the chemisal and machaniwal enviraaments.
Microprocessar technology was adopted as an
avallable tool, but since this was = case of
chaemical and mechanical speciallsts adapting and
madifylng a new bechnology, rather than tha campuber
flele expanding in @ new dirsction, meny of the
nicetles {necessaities) of davelapment savironments
were nat appreciated. Also thase early aystenms
tanded o be very small, and could be handled by @
single programmer without sophistleated toaols, and
thus the pattern was set for the situation ws have
today. To he falr it must he stated that adapting
debugging toals From conventionsl software
envirenments (hatoh-oriented, seguaential
programming} %o resl~time and process cantrol ls nok
a trivial task. The lack of development Ffacilities
#as alsc besn aggravated by the Fact that systems
are still wavally implemented on wimi- or miora-
processars, Thess small syatems cannot readily
suppart the sophisblosted tools which run on

mainframe cpus.

Mors recant developmants [Wolfal1385)1 indicate
that, with more powerful syatems bacoming easmily
available, operating systems and davelapment

envirenments are being upgraded ko mateh those
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avallable in other Fields of software.

2.2 FRoal-time environmants snd languages.

Sebugging technigues ara very strongly tled to
specific environmerts and languages. There ara
several typss of language used in this Fleld.

The paper by Gertler and Sedlak{19a3] contains an

axcellent breakdown of what is avallable, Similarly

[ Pike{1978) llsts the diFferent types of languages
AR ussd, vizie

1) Conventienal lsngusges (procedural ar

1 algerithmicl.

2) Real-tins languages [algarithmic).

3) Application oriented languages (graphic, Ffixed

format etc.)

Initially work was done alther ln assembler or in

i algorithmlc languages such s Fartren and Algolsd.
Because peogrammers ars so familiar with them,

i Langusges li%s Fortran, Bsslc and Passal are still
used. Usually they ars aextanded to provida for

real-time contral eg Purdue Fortran [sae Gertler ana

Sadlak(18832}], Autran [Pike(137d)] and Proslie

(derived From Basla [Heher(13781] }.

2.4
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Later, speclal purpose real-time languages wers
developed, such as Coral6 (derived from Algels@)
[Meek (198211, Psarli and Precol (Gertler and
Sedlak{1883)] and RATL/Z (Barnes{198@) and ICI-RTL/2
Langusge Speclfisation(1974)], Even theas, hawever,
did not ge far enough, ATL/2 for example, is just a
sanventlional languase supplemented by some real-bime
synchronizatlan fFacilitles, Other language
requiremants such as structured progrsmming,
maintainabillty, security [MaclLecd(1282)] as well as
variable typing and many ather developmants have

promptad the development of new real-time languages. i

Languages such as Modula and Ada [Wirtnf

Barnsa(19628a,b), Sishop(1985)] have fi, of

these needs and have provided much mora w  sive

real-time facilitles. H

Farth 18 an interesting but difficult ta classify
langusge, Oevotees of Forth claim 1t is the best
language for sny programming task. Without doubt it
has been suscesafully aspplied to real-time snd
process centrol basks. {[Mecars and Rather[1877)
Brodie{4984)]. 1t offsrs some usaful festures For
real-time work, such am interactive pragrsmming and

exbansibillty.

A completely diffsrent type of langusgs has heen
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davelopsad by the preocess contraol suppliers. These
range from simple "ladder logic® languages [eg
Telamachanique{{884}] to sophlstlcated multl-tasking
systams with atructured software, developmant
environments, and dats processing espablilities (as
oppasesd ta simple input/output cenbreol) feg
ASEA[1284)]. It has been suggested that these
process cantrol languages are not languages at all,
mecely application packages aimed at the nan-
programmer [Gertlar and Sedlak{1983}).) This may be
tiue For the almpler "ladder loglc" iaterlosking
aystems and the "fill ln the blsnks™ chemicsl
pracesaing systens produced by treditional sontrol
companies sush 4s Kent, Fisher, Foxbors ate. It
eartalaly ls not trus of the newer languages and
syatema avallable today which requirs the programmer
to handle structures, databases, tasks stc. =
although thase ars somebimas pressnted with
diffarent names., Thesa newsr languages pravide
analogue contral (PI0 ste.), digital contral
{interlacking and sequencing) and data procassing
{text and data manipulation), They are suffiaclsntly
gensralised to implement complets automatlon systams
includging cantrol, calguxae;nn, reparting and man-

machine lntarface functliaons.
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2.3 Gensral Debugging, Testing and Verificatian

Techniquas,

Tn begin with a distinatian needs to be mads between
debugging, whloh ls the procasa of seeking,
iselating and correoting Paults in the systenm,
tastlng, which s running e program with different
stimuli to see Lf it can perform lts intendsd task,
and varlfication, whioh Ls proving (eg
mathamatically) that a program is correct. Note
that debuggleg san be included in the testling

process.

2.3.1 Debugglng

Therae is oxtesasive Litecature on the practice of
debugglng. Articles such ss Williams(4385) and
Rushby(1980a,b] give = good prasticel introduation
ta the subject while Myar(1879) and sthecs ga {nta
it in more depth. One of the peints Fraguently made
iz ths nescessity of arlting the program in an srror
resistant way (defsnsiva aeding). Tha use of
strusture, madulsrization, Fflrewslling and simiiar
twohnlques ars promatmd. [s#e eg Rushby(1978)].
Another common precaubion Ls using debugging

softwars or status reporting rowtines embedded in

2.7
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the application program. [see eg Willlams[1985) or
Pardun(1883)]. Parcum(1983) puts forward a conclaa
summsry of debugging. Debugging has thres stagas:
1} detectling errars

2) isolating srrors

3) sorrsctlng arrars.

8rodle(1984) dlscussas the need to he able to move
thraugh these stages, and indaed through the whols
programming cyole gquickly. He tierefore advacatas
the use of intarpreted languages {speciflioally

Forth) as being supsciar For debugging.

Rybacik{1382]) and I8M - YTAH Oshuy Guide{18978) are
specific axamples of how debugglng ls denme on
msinframe computera. Some lnterssting polnts From
this area are that dedlowted debugglng softwara s
written for large application programs, and aven
sophlaticated teols like these include low leval
facilities like dumps. However a waonsiderable
amount of autamatlen ls included for analysing the
dumps, Othar teohniques used a#re discussed in

sectlian 2.5
An exampla of tha kind of debugsing that is

prevalent in the real-time world and whish this

report Ls proposing we move away From, can be Faund
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in the paper by Landers and Tiberghlen(1978). This
srticle typifiss problems discuased in this repart.
1t assumes (For the situstion dascribed) that
detiugging wlll be dons on the target systam, that
dabugging will ba denas ln machine code and that a

minimum of axtarnal bardware {lagia analysers and

tn-elrcult emulatars) shauld be used. The srtlale
aleo diseusses the problem of dagradlng the real.
time response of tha system by tha uss of debugging
e hardwers and scftwera, The aituatien hes changad

somewhat since this srtisle was wrltten, in that

there is a tendency to use mush more pawerful 18 and

32 bit processors For cantru . tombined with multi-

taskirg operaticg systsms. Thewe glve muuh greater

5 assurance of achisving the desicred real<tims
it response. They allow lneluslon of monitoring and

caommunication soFtware whioh runs a3t a lowar

* priorlty than ths real-time routines and thus cannot

denrade rasponse., Finally they havs aufflgiaent
vapaclity to include @ophisticated resl-time routines
such as time synahronisation [see Lamport(1978)) to

b Further enaura hlan performance.

2.3.2 Teating

Tha workshop report by Niller[1978) glves a falr

ol
|
% sunmary of what is required for tssting of software.
|
I
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The workshop was co.uarned with batch-orlented
programuing, not real-time; navertheless Lt makes a
number of relevant points. Miller commants on the
Fact that testing is @ somawhat neglectsd Fisid and
suggests that this is dus ts 1t being mare diFfioult
than other aspects of software. He then goes on

to deseribe soms essential aspects of saftware
bastling vizi-

1) Tests must be documentad

2] The test data must be carefully selscted
according to the objectives of the test.

3) Me makes the comment thatM.. the fart' (of
softwars tasting) L3 ln fairly good shape but the
'sclencs! nesds much mera atteation." Gerhart{1879)
then goms on to state that much of the Jifficulty
snd sxpenus of anglneerlng test Sools la duas to a

lazk of a theoratleal Framawork.

This lack partizlly sxplains why sophistlcated test
tools are not avallable For real-time software.
Furthermore as was painted out esrlier with the
Landers ang Tiberghlsn{1878) ertiocle, real-time
systems wers (often still are} small systems
progranmed by a =ingle peracn. As @ result the naed
for sophisticated tools was aftan aot parcsived and
even Lf it was, budgets would not permit their

development. Thla same point ls mads by Branstad et

|
|
f
|
I
.
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|
|
|
|
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al [198B) ln thelr article on the neads of the

individusi programmar in testing.

The Branstad artiole glves a very goad summary of
the raquiraments and problems of test data. This is
a kay problem in She Fleld of saftware besting. To
guota from the above article "Freguently, program
damalns are infinits, or so large as to make the
tasting of each slemant infeaslble. There !s also
the proolem of deriving, fuor an axhaystive input
amt, the expeatsd {correct) responses, = task at
least ss difficult as {and possibly equivalent to)
writing the program itself. The goal of a testing
mathodology ie, thersfore, to paduce the potentlally
inflnite exhaustiva testing process to @ finlts
trsting pracess. This ls done by choosing a test
datsy set (a subset ofF the domain] to exercise
featuras of the prablem or of the pragram. Thus the
crux of the testing problam is Flnding a teat data
sat that covers the domain yst ia small epough For

praatioal use."
Thus it can be seen that aoftware testing
laspeolally real-tima) bends %0 he pragmatia rathar

than Yhearebtlical, This is further digoussed in the

section on verlFflcation balow.

241

- e i .Y i, 4 o

o Tasss




Other problems with te-sing, and with software
management in ganeral, ars dasoribed by
fBrocks(1875). Hiw entsritsining ogsays describe very

real and cemmon problams.

2.3.3 Verlfioatlon

The Fleld of program proving {verificatian] {a

attracting a great deal of ressarch effart. The

“aonoapt of proving a program carrect, prafsrably

automatically, is vary appesllng as it represents a
major step in moving programming From an 'art! to s
'sqienve'. It alsc offsra immense benaflts,
abviously, in aress such as rellsbility,
meintalnatility atc. Howaver, desplte the effurts
af rasearghers Like Grles(488%) and others, program
proving is not yet practical fer programe of
significant size and complexity. Soms progress has
bean mads with resl-tlme software [Bernstelin and
Hartar(1881)]) but onca agaln it is a long way from
belng a practloal aoFtware devalopmant teal. In my
apinion a uomplets new genarstlon of operating
systams and languages will have fo be developed
before this techolgue can cenvenliently

be usad.

2.12
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2.4 Rsal-time testing and debugging

In the real-time Fleld, ms with conventional
software, thare are twe appraachss to debugglng and

indsed, to program design.

The first approsch can be deacrihed as tha
perfectionist approsch. The objesctive ls to produce
a program whioh Fills the specificstlon pracisely
and is as thoroughly tested as possible. Ideally a
program shauld be proved to be correct {verified].
Radundant code Ls sveldad as baing unnecessary snd
sleo because it womplicates the task of testing,

Elegant softwsre solutlions are sought.

The second approach is more pragmatio. It is
sssumed that it is practically impossible to
completaly test ail tne gode snd highly probable
{virtually sertain) that thera will be undeteoted
errors in the ayntam after cammlssisning. The
systum, therafore, ls designad to be Fault-tolerant,
Warking on tnlw basls the system s designed to Fall
tgracefully! or to detsct errers Ln @ running sysbem
and automatisaily repalr bhem or work araund them,
The abjectlve is o provids a high probability of

the system running, slthough poessibly with a

2,13
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slightly degraded performance, desplts saftware and

e hardwars fzllures., These abjectives are achleved by

intraducing redundant software (and hardware) to

handla tha error detection and correctlon
requirements af the system. Note that since tha
Fault tolerating saftware is not uvsed Lo schieve the
primary funcblen of the system it is, by definitien,

redundant, In fault tolarant terms hawevar, the

additional eede is net cedindant but essential.

Alsq nots that this approach duew not imply that the -
; aystem should be less carefuliy tasted. On tha

: contrary, thecs are addibionsl fallure sanditions

and dagraded-parformance running conditions to be

2 canzmidersd and festsd. The testlng ls, hawaver, af

a diffsrent nature and ls not as exactlng as Lt

would be For @ paerfectionist system.

The paper of Bernstsin and Harter{1382] contalins
soma of the warly work balag dons In axtanding |
v program veriflostlon princliples lnte real-time
h saftwara. Potgleter and Davidtz(4198%) in sn .
acadenlaally intsristing sxperiment Follawed thls N
6 sniloeophy wlthout extanslve mathamatioal analysis. i
They toak s runnlng syatem, disesssmblad it and then
procaeded to raverss-snginear tha softwanre
(partially automatsd) - gquarying and checking sech

segmant of cods. Flnally they arrlvad at a
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Functional speciflsation whish they then compared to
the Functianal speciflscatlon Far the original
deslgn. This method is hardly practical For larger
systena; lndead, on belng gusstioned, the authors
explained that they had applied the technique ta
stand alane 8 bit processars only, with no operating

sten or Firmwars, Much more pravalent in the

real-time fisld is the Faultetolerant approasch.
Kopetz(1975) and Sserger and Bahre{1381) bhoth
Justify thls approach and explain how it can be

applied in practics.

Ons of the probleme of arror dstectiaon in & running
system is that by the time the problem manifests
ltself the cause of the Fsult may be cancealed
because of many subsequant program statements having
been exscuted, sapeaially in multi-twsking systems.
Schllehting and Schnelder(1883) discuss the cancept
of erroe deteotion im running ayetams and postulate
that the falled procasssar should stop immedistsly so
that the error is isalated. Other paraliasl
procsssors could take ovsr the running of the system

while the Fault is being dlagnosed and repalred.
Tsuruta et sL(1981) have a different spproasch to

this problem of errors baing conosaled by subssquent

precessing. They propose that adaitioral code (and
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hardware) be lnstalled in ths targst aystem %o
datect snd log arror-related infarmatlan as 1t
cacurs. Thus the dLFfloult problen (sspacially in
real-time systems) of duplicating the exact
olrcumstances whleh caused a fallura ls largely
avelded. Thars are seme problems with this approaah
in that it requires mass storage on the running
target system for the areor log. The logging code
wust alsc be csrafully debugged and precautisns must
bs taken to ensure that the error log cannot ba
corrupted by the system golng out af control whan it

Falls.

An unusual festure of real-time systems ia the
programmera \nvolvamant with the hardwars. Not sll
debugging can be dane from a keyboard: other tesy
instruments are sometimes raquirsd, For exampla
10gic and softssre snalysers as describad by
Hsmilton(1983) =nd $mall{1985). This combined use
of hardwars and saftwara For debugging highllghts
ans of the unlqus sspects of real-time seftware
testing and depugging. Hlase,{883a) discuases itne
use of a haost computer to lnput and test coda which
iz later ¢5 be loaded lnbo a targst system. He Lists
;ha Fallowing proolems in woprking with real«tlme
sofbware whars = host and target system aro used,

1) Target-sensitiva timing arrers.
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2) Timing problems (the ocode is to0o slow to meet
specifications).

3) Slzing problema (the code is too large ta meet
specifications).

4) Interface problema (4he hardwars behavas
differently from the enviranment simulator).

8§) Acsuracy problams (%he target's ugually sharter
word length ecausas tos mush loss of algarithmlc
accuracy).

) Suppart =aftwane errars (the sampilsr's bargst
code genarator is often bug ridden).

7) Target hardware srrorg (these are sometlmes

astoundlngly pravslant)
The above problesms suggest thst the software should
be developed on tha target - but with all the

development facllliles of the host aystem.

8tinaff(1983) prasents the need for sophisticetad

real-time debugglfy tools and points out that

tesbing low-probability situatlons is difffouls, Lf

net impossible, without a comprshensive debugger.

Ha goss on to descrlbe an applleatlan-specifio
dehugging environmant. One outstanding Faature of
the systsm he desarises is its saphistlicated trlgger
funstions, (simller to breskpolnts) which can be

activated by s wlda renge af svents snd oan perfarm
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many agtions, including modificatlon af vaiuss and
setting up other triggers. As can be sxpscted Ghe
system also has goud data ocollaction Facillties.
These Faatures, howavar, are atill tacgeted =t low-
level debugging ie. abaalute memary, mschine code
ete., Phillips(1975) also deseribes a fest
environment created for a very largs projeat

(7259 #68 llnss of reml-time coda), He makes the
paint that petshing of cods durkng testlng, as a
funotion of the debugger, was one one of Llts most
usefui Features and that it was assential to keap
the project on schedule. This is in sharp contrast
%o Glasa'{1883c) visws on the subject. Patohing

will be discussad later in this report,

¥an der Lindsn and Wilsen{18B5) describe the sucoess
of a ganeral purpose debugging environmant based on
the Farth languxgs, Tha bensfits listed include:
1) Cemmon langusgs for ail stages of testing.

2) Easy for hardwara enginssras te creats drivers to
teat unlts.

3) The debug systsm Ls small encugh to he lnstalled
and ta remaln in the target system.

4} Tha system Ls genaralized and can be applisd to
any applicatian.,

§) Testing is interactive snd dynamlc.

6) Tha systsm is extandable; each programmar oan

2.18
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creats taols te suit himself or the application.
The suthors alse make relavant comments on iaults
and debuggling in ganeral for real-time, distributed

and multl-tasking systams.

One example of & real-tima debugglng system is that
of ASEA(1984), Thelr procsss control system has
some i{ntaresting debugglng Features.

1) Oebugging is done en the davelapment aysten
linked te the target sys*em via a cammunicatians
cable. (companion spu)

2) The control systam is multi-tasking and
prioritized, This ensurss that plant control takes
priority over menitoring and debugging if necessary.
The high level language sllows the desired resl-time
respense to be speciflisd., Aesponse is nat Just
dapendant on hest possibie scan tims' and thersfore
response tlme ls fixed not varlable,

3) Monltoring of status in =meveral tasks
slmultanecusly ls posaible.

4) Oebugging and monitering effectively takes place
an the source code (lntarpreter syatsm). Patchlng is

done glrectly in tha source cada.

Dther festures of thlis system will be discussed

elsewhera Ln thls repart where relevant.

2.18
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2.5 Debugglng Concepts and ideas.

Same ldesa net coversd lm previous sections are

-

warth neting.

In real-time programmlng the concepts of time

delays, time measuremsak and aynohronization of

pracessss L3 important., The work dane by

Lamport(1978) is aignificant in that ha preaents

1y algerithms z1d eguaticna For guarantead
synshronizatlon betwesn processss. With the uss of
|
: the nawer 18 and 32 mioroprocessors in sontrol

P applications L& bscomss Feasiule & implemsnt these

. schemas in target and dasbugglng systems.

Automatic datectian of Ffaults offers attractive

. possibilities as has alrsady heen memtionad ia

conneatlion with the work of Tsuruta ot al(1981] (Nen
repeatsd runs debugging) and Schlichiting and :
Schnalder(1983) {Fall stop precessora) and in
genersl in the whals flald af Fault~tolarant ‘

computing. The classlcal cyele of Faulb-tolesrant j

computing is
Fault deteactian
Diagnosis

Repale / reconfiguration
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State recovery
Continue processing
0Ff significance ta tha first two stages of this
uycle is the thsoretical work by Kapetz(1982) with

his Fault-fallure model.

‘fhe sbility to interact with the aystem while it is
running is an extremely powsrful concept in real-
time debugglmg, The Forth system oreated by Van der
Linden and Wilson(1885), mentioned prewlously, shows
this well, Anather dimension s addsd to this
concapt whan we consider the grapnical programming
concepts prasanted by Brawn et s1(1985), London snd
Guisberg(1985) and Marisenl snd Hars(1885).

Although thiz work was not spacifically aimed at
debugging the idsas ars applicable. These three
papers all discuss various forms of graphical
programming and monitoring. Graphial
raprasantations of structures and algorlthms oan be
pasily understesd and Sharfore easily debugged.
These papers show how static flaw disgrams and
wketohes of program structure san be turned into
dynamle prograwming environments, Industrlal
process control systens started using graphical
detiugming tishniquas For logloal alroulbs some bims
age (eg Madicon, Allen Hradley, ASEA, Slemens and

others) and they hava praoved very sucoessful., The




ooncept is belng extended tc ineclude other Forms of

programming and sontrol.
2.8 Summary
A number af papers, artlcles and baoka sre avallable

an thls subjact, as thls survey shows.

Unfortunately thls area has not been as thoraughly

researchad as other aress of softwara. Seme af the
; refarencas ars Falrly informal, The potential for
lnereased performance snd praductivity justifies
8 much more reseacch than ls surrsntly being

t undertaken.

In summary, debugging teols ara still primitive and

require considerable development. Heal-time apd

’ process gontrol environments have unique problems

which have hinderad the development of multabla

. . tools., Ganeral debugglng techniques are applicable
. but need to be extsnded in mome casss. Theoretical
. varification technigues aras not yet practically
- appilcable. New davalepments in the microcomputer

L Fleld could muka dsbugging much easler.
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2.8 REAL-TIME LANGUAGES AND ENVIRONMENTS

Oabugging tools are of nesssalty closely relabed to
the language &nd snvironmant with which they are
used, It is highly desirabla o be able ta uss the
same devalopmedt and debugging taols regardless of
which langusge the program L& written in but this is

not always passihle. For debugging toels ta be as

versatils @s possible one must kake inta

consideration the general charactaristics of real-

time langusges and thelr @sscclated developmant
; envirenmsnta. Fram the llterature surveyed and From

! personal axperience it is possible €o draw up » list

of desirsble festuras of real-time languages. Ths i

debugging Faclilties proposed Lm this report ars

intanded ta work wlth both avaliable and still

developing progranming lamgusges . Accordingly the

1ist of Features given below lz an extraoct of the

faatures of ssveral languages. MNost, if net all,

exlabing langusgas Fall short of having all these

. |
~‘ Features but 1F en improvement in tha performance of

dabugaing toole la to be achieved then all tha

features mentionsd ahould be tsken inte

sansideration,

Tha lltersture survey deseribes snd dlscussss three
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basic types of real-time oontrol languages. The
Firat type is high-isvel languages incarparating
real-time and imput/output handllng structures. The
second is assemblar~lavel langusges and the thlrd
type is the proceas cantrol languages developed by
industrial canbrol system vendors. The use of
assembler Lls decllnlng in this Ffleld we in other
Fialdas of softwsre. As languagas and hardware
bacome fastsr and mors powarful so the henefits of
aesembler are outweighed by the sanveniance of highw

lavel langusges.

The followlng Festures ars requlred of a resl-time
process contral lsnguage. (taken in part frem
Meleod (1882}}. Sams of thuse llsted are dependent
on the developmant environment as well as the

language.

1. Powsrful process raelated instructien set and/or
extenslble langusge. This inaludes standard modules
or structuras For handllng the meny and diverse

inputs ang osutputs Found in process cantrol systems.

. Fres Formabt. iae, Algerithms and overall program

structure are chosen by the programmar to ault the
application, Appllications are net llmited by a

rigid and narrow pragranmlng structure.

3.2
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A balanca must be acvhleved between pointe 1 and 2
with Pillein«the-blankas processs control applloatiaen

packages on the one hand and cumpletaly generalisad

languages with na real-tlme or process centrol

Functionas (eg standard Peacal) on the other,

3. Btruntursd hisrarchy; le. The applicatioen
= program is bruken Lnto sepsrate modules whish ean ba

written and tested in weveral sesctiocna by several

people. Nestlng of sub-modules and crastion of

user-defined funstions are dlsc notable featuresn.

4. 1Inherent real-time strucsture le. control aover

the real-tims rssponse from withinm the languagm.

5. €xtensiva chesklng af synbax and strusture.

&, Commenting Facilltlies. Tv we effestive,

. : comments must be lntsrsparsable anywhere in the

source code.

7. Buath global and leoecal variables.

f[ B. Variable typing with type ohsoking.
|

9. Good, plaln English arror messages as #ell as




codes.
19. Exseption handllng facilities.

11. Multi-tasking with facllitles te sontrol taska
(start, suspend ete] and Facilitles For task to task

communicatlieon,

128, MHelp"Y Facilities whigh are on-line during both

develosment and commissionlng.

13. Self decumenting; is Source code is extractable
om the run time package by intarpreter,

disassembler or decompiler on-lina.

t4. Intersctive programming. This ls the ability
to mave gquiekly from coding e testing and bsok ta
coding agaln. It therefore implles that there is an

en~line aediter and cempller [op interpreter),

15, OFF«l.ne program entry (editar), camplilation or
interpretation, asyntax checking and simulation.
Simulstien to be combinad with suilsble performance

measuring tools. (hardwace or software)

Debugging techniguas must be designed to match the

Above fegtures. To a certaln extant the Fsatures

3.4




digtate the debugglng toola raquired. For example
the tlming of operations ls a arltical Factor in a

real-time system (ses point 4 ahove). The debugger

should tharafors have ways of manitoring and aectling
upon time differences, time dalays and time af day.
R Another sxampls Ls thet in the debugging of a multi-
tasking syatam the debugger should be able o
moniter and interast wlth mare than one taak at a

time.

. Most of the Features listed are simifar to thosa for
; a conventional (hateh orlanted} programming

languaga. The differences lis in two areas

| 1. The sxtenaive handilng of various types of
s laputs and oubtputs to the real werld.
2. The time Factor, Execution time and respanse to

stimull must be definmed explicitly.
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4.9 DEBUGGING METHODS
Thers sre saveral approachaes Yo the prwb;sm af
debugging & large pragrem, The method selected will
depend sn the spplication, system arghitectura and
personal prafaranos, For uxamples statlc checks are
applied durlng code input and complleticm. HWhan the
progeam ls flrst run the designar will rely on a
cembinatian ¢f syatem messapes to report grass
srrors, and use of Umogt likelyV best data to sse iF
the program will run et all. Ouring develapment,
stubs wlll ke used to test modules of s.pw~vleary
code and headers will he ussd to test hardware
driver modules. Later an in the testing pracess
more stringent methods will bs usegd, such aa

critical dats sets, program covarags and s ony

Sifferent methods and d{Ffsrent toals may alse ba
used to debug different types of @rraca. Ecrors may
be of the following typasi~

1) Syntax errors

2) Lagital errors

and For reai-time zad process sonktrok systems we add
3) Timing errors

4) Interfaoce errops.

Errors of type 1 can usually be eliminatsd by statle

3.1
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ohecks bafore the program is executad. Type 2
srrors may be lsslated by running the program under
a varisty of test sonditlans sithar ta try ts Find
mere arrors of to prova khat there are no more
arrors, Typa 3 and 4 arrors are the most difficult
ta ellminats. Methods suoh as performance

menitaoring and simulatien are usuvally used.

Note that thare is a distinotlon betwsen a debugging
methad, which is @ philosephioal aparoash, and a
debugging tool, which ls a specific oparation on a

system.

DifFerent methods, currently in use, are dascribed
here.

1. Statio debugglng :~ Syntax checking, array
bounds, type chscking, reserved werda, praper
taermination of loops eta. This is ustally dona by
the compiler or interpreter., It can alse be done,
often mors effectively, hy humans. In this case ik
is malled walk-throughs, or desk checking, or peer
review. An-automated chack can see only if the
rules For entering the pragram have been obeyed.
Checking by other programmers will also identify
many other errora; aven aubtle interastlons between

parta of the program.

4.2
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Pragram ceverage (arror caverage An attempt is

N ol made to tast the whole progrem logically. This can H

take several formm:

2.1 statement testing; test each statement in the

program at laast once.

2.2 Branch testing; test every branch of the program

at least once. This oan be done by inserting a N

‘ statement into each branch to Laeremant an array and
. later cheecking the aeray For percentage af pragram

o caverage.

2.3 Path testlag) tast svery logisal path through
the progran (all permutatlons!), Ses Branstad et al

(1s8g)

B 3. Test daks i~ A set of inputs ta tha program For
whleh the desired cutputs have already been

Y caleulated, Sevsral types of dasts can be used, H

3.1 Moat llkely data :-Use-tha data wlgh whleh tha

program will most commoniy be usa- n real tims or

- process control environments this is squivalent to

operating the ontrol system in the way in whioh it

will narmally be used. 1

R - VI RTY. . T YW 3 s e aesicti ol




A.2. Critisal data sets :- Test data moat llkely to
uncever (certaln types) of errora. Critical datas
sats shauld test tha extrames of the program and
must lnclude data sets which will Just psss through
the pregram as well as those that will cause the
program to Fall in predefined ways. A simpls
sxample in testing an intsger acithmetisc routlne
would be the use of negativa, zera and fractianal

values.

3.3. Simulation :~ A saoftware and/or hardware systam
which simulates the operating environment upan which

8. Simulation i@ =

the target program ls to ope
method of applying all forms af test data to a
pregram with total cantral over the zontrollsd
plant. Thia allows otherwise impossible or

dangerous scemarlos ta be tested.

4, Module testing

4.1, Stubs i« This ls "top-dow, debugglng. The
higher lavel routines are wrlbten First and simple
pleces of code sre wribtten'in place of tha lower
leval routines to allaw the routines ta be testsd,
The praegram ls bullt up by writing suceessively

lower layers af the program and testlng tham.
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4.2. Hasdars i~ "Bottem up" debugglng. This la the
inverse pracess to the one above. The lowest leval
rautinea are writtan first and used as a base on
whish to bulld the uppar layera. Frequently used by

hardware designers te test hardware drlvars.

5. On-line monitoring 1=

5.1. ®napshots :~ The rumning program calls a test
pracedurs which then listvs out sll varlable values

and other program (and plant) status data.

5.2. Status logging :- All critisal events snd
values are logged as they oceur. In the evant of a
Fallure this lag ls analysed to dstermine the cause.
This approach Ls ths esssnce of the "Non repeated

runs approach! described by Tsuruta et al.(1981)

« System messages :~ Masmsages are gensrated by tha
operating system and the kernel indicating some
unlikely or imposslble oparatlon. In the bstter
aystems thess msssages are ln plain English as well
s having referenes numbars. The nawsr lamguages
and cparating systems allow %he user to defims his
own errors ln the applicatlon pragram. Thess are

handled and reported in the ssme way as the
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pradefined system srrors.

Performance monltoring :

7.1 SoFtwsrs technigues inolude sounts, axecutlon
traclng (sg. by llme number or by varisble value),
imbedded cade, or, on a lawar lavel, .breakpolnts ar

catohpolnts and so on.

7.2 Hardware approaches lnclude aA-lline analysers,
in~sireult emulators, ete .

8. Program proving :- Each staga of the developmant
and each module is proved to be camplate, consistent

and cerraat.

In debugging, as elsewhesra, prevention iz hetter
than cure. A tachnlgue kmown as "firewalling®
(strict medularlsation of code) ls vary ugeful in
real-tima work. In Fact, because of real world
simultanaity and pacalleliem of aevents and
aperations, it is essential that the softwara be
written im a highly modular Fashlon to enable it %o

be tasteg with any dagres of confidencs.

Am far as procesa control softwars is concarned the

above approsches need to be modified somawhat. For
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axampls, Lnstesd of a File of test data valuas Lt ls
Far more likely that an operator will ba used to
oparate banks of switehas and knobs while getting
feadback From lamps and dials to simulate the
operation of the plant and to sreste abnarmal

caonditiens for testlng.

[ a.7




§.4 DEARUGBING TOOLS

5.1 A Selsctlon of Tools

Whichever method is used for debugging, a v' lasty of
tasls will be ragulred. Thare are many different
tools In use in diffFerent epvironments -both dp and
real-tima. This chapter highllghts tools which are,
or could ba of use in reuletims environments. Where
there s a specific source For a particular tool or
idea tt is mentioned Ln brackets after the

deseription.

Adapting these tools For use in resl-time systems
poses some spacial problems. Real-time and pracess
control systems usually run in a target machine that
does not hava the sophisticated poriphsrala of the
development enviresment. In Fact it s comman Foe
the proosssor not to have even B vdu seanscbed in
its applicavion cenfigurstion. Several solutlans
are possibla, One approash is to have a portable
dabugglng tsal which acould be as simple as »

handheld vdu (in which @ass the debugging saftware

must reslde ln the targst system), The problam with

thiz spproach is the software ovarhaad required in
the target systsm, Problems oan oocur with beth

memery usage and cpu lvad. Anakher approach is to
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have a complete davelopment systam whith sureen
Floppy disks, printer ports and extsnsive software.
This devalopment system iLe conneatad to the target
systam via a speuial part. A variation on thia,
used with smallar systems, is in-clroult smulation
where the epu of the target system i{s remeved and
replaced with & plug and umbilles)l cable to the
davalopmant ;yahsm. Yst another appreash can ba
used if the systam ls cannected ta seme sart of
petwork, as ls beooming more common. In thls case
the devalopment system wan be hooked up to the
natwork snd can communicate over the bus. This
prosuppases, however, that the bus and tha tarast
system's communication software are fully
cparational. The taolz below s&sgume that one of

these solutlons or somethlng seimllar is being used.

1. Error Messages reslatad to source code.

For run time Fatal crashes (task aborts) an error
message nust be providad, as well as & pointer to
the source ccde which caused the errar. This aould
then be extendsd to lnvoke an sditor autamatloz y
and pesltion the cursar at the arror Ln the source
ceds, Sings real tima ayastems do not usually have
the source ocode and editor loaded in the target
machine, an alternatlve ls For the error message to

provige a code, whiah the editor uses te position

5.2
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the surser.

[(This idea comes Fram Turbo Pascall

2, Watnhdeg tlmer
This ls alrsady fairly standard $a real time
aystama. A simple - .hgag is & hardware timsc
which must be sarviced by the softwara periodioaliy
(typically once per second), IFf tha softwars should
ever lose control and Fall to servige the watcheug
in time, then the timer times aut and causes a non-
masksble Interrupk, which causes tne system to shut
dawn in an orderly fashion and to actlvate some sort
of alarm. This csuld be lmpraved by extanding the
interrual routlne, such that it atrampts %o ldentify
the task, address, reglster wontants and polnter to

source code (aee above) at :he tlme of tha Falluyre.

a4, Symbolle trace

A trace Facility provides the fallowlng features:
Firstly the program cauntar ls monltored and
displayed. To bes of practical use the llne au.aber
dlsplayed must ralate ta the saurse code praogram. |
Thia Ls Fairly sasy for programs written in BASIC or
its derivatlives aa the line number is inherently
part of the program struoture. Fer other languages

the current procedure or subprogram could ba
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idantified and, in conjunction with the erro
message faaoillty, displey 2 pointer to the souras

coda.

LThis tool is implomsnted Lln saveral verslaons of

#Baslic]

2.1, One interesting possipllity ralsed by the
advent af windowing software, which regquires a
Falrly Fast developmsnt aystem opu, is the ldea of
having 29 source cods displayed in a window with
the cursor ledicatlng the amotual sode within a task
*hat i® bel g executed at any ona time. OF course
to allow For an sfficlent zompliar belng used, it
will probably be neceasary to llmit thls te tha area
©f zade within one or two jlnes, rather than thn

actisl word ar fusctlen.

{Tris has beer implewanted in the & langusge with a

produs: called Visipls €]

3.2. The second feabure required of a symbolio trace
is tws z2ility to trace changes in varlable values.
A toulw of values of intarest is bullt up, complete
wire usmasm sna anglnsering units, and ths values in
tnls tavle are updabed dynamlzally while the process

is running.

]
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[ this idea comes From AssaMaster 1 s

4. Oynamic wsmory map. Tasks ara dynamically
displaysd en & memory map. Thls is most useful For

systens using virtusl memory techniquaes, and will @

genarally be used in the sarly stages of the
project, This idea could be modified to show a

somprehansive pioture of aystam leading.

R [ this idea comes From the RAMD Functlon in RSX-11M J

H §, O0n~line Iaterpretar or compiler. The advantages 4
+ of pstehing sourcs code {n Basic are renowned. If
these sdvantages canm be combined with structured &

programmlng than 3 Formidable tool emerges.

6. On line documentation. If souras code
documantation ls obtalnable frem the running system
then all arguments abaut validity of decumsntation
are avoidad. Tnls facllity is gensrally avellsble

in lnterpreted languages. -

7. Transaction Log. A common mathed of debugging

data-processing syatems ls insertlng code into the

progeram to monitor and report milestonos and

performance statistios. Thess are Sypically subaut

. O R it aeta B s )




to the aystem console (system manager's terminal] aor
4 printer ar sane ather device not contralled by
tha spplleatlian pregram. In resl time, and

particularly in precess conptrol, there Ls often no

" tarmloal attsched to the target aystem. Therefore
to implament this an real-time syskems, tha (run-

: time) operating system should have a logleal unit or
software part into wilah the target systenm can
write. This device will be @ file in memory or on

i disk, Lf availmble, which must be protacted frem

ol teing aoverwritten Lf the system "runs away". DOata

stored here can be axtracted and emalysec aoff-line.
$.2 Extensibillty

: If the languags being used i{a extensible, as was

suggestad earlier in the section on raal-time

languages, then debugging becomes maore dlFfisult in

some respects.

P Tha detugging tools used ahould slss be axtensible.
s This allows them to evolve =8 peal-time langusgas

evelve and #s applicatlena damand. Programmers wlll

also be abla to hand-crafi tools to sult themselvaa,

For thls reagon thers nesds to be access to
underlying routine and structurss of the debugging

environment; to. it cannot be @ M"olomed”" system.




8.3 Patching of Software

Twa cpposing viewpalnts on the subject of patching
are found Ln the literaturs, The First is that of
Glass who speaks out atrongly agalnst patching in
his papsr on the subjeot.{Glass(1883c}) He oltes
the Fallowlng eisadvantages:

“a. Patches are ooded in a numeric and speciallzed
lenguage with which the programmer may ba
unfamiliar. N

b. Pateches must be sssigned vacant storage in
memory, a tavk whioh is easier ssid than dons.
Far example; assignment of & patsh te an
slready asalgned patch area is a camman
problem.

5, Patches ace only a temperary axpedient. The
treal! correstion probably must be mads in
program seurcs code, meanlsg the corrsction is
dona twlce, often not wsing ths same algorithm.

d. Pateh insertlon into the camputer roqulres
unugual techniques. For example, patches may
be entarsd Inte the computer From lts oonaole,
an error-prone procass in Ltself which also
retains no written record, Or patohes may bs
punched imko 'winsry' card decks, a process for
which no propar equipment has aver been

defined, and amne aften requlring the

s PO EWE R 3 A i,




elrcumventing of & gard-readsr arror chack

p called ' ingt. "

The secend viewpoint is that of Pniliips (19758) who
glves the Following advantages af patohing:
a. Patching freas the pragram tester From source
recompilations.
4. Patching provides a great deal of flexibllity.
e, For extensive test runs, pateching sllows smasil
changes in programs and data to be dons gulckly
betwsen runs.
d. For the large prolect discussed in the paper
Phillips Felt that patching was an essentlal

Feature Ln kesplng tha project on scheduls.

The problems that Glass describes are avoided if all
patching is deme in the scurse cods {nigh lsvel) and
not in machine cede. Ta gain the benefits describec
by Phlillps it is alse necessary both for the
compilation or interpretstion stage to be vary Fast.
and For the edltor to bhs on-line in ths debugging
system,

Dverall, considering bath the benefits and
disadvantages, pataiiing tools should bie praovided in
a eystem but the llmitations discussed must be borne

in mind and applled to the design of tha toecls.

6,8
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5.4 00S Dabugsing Teols .

Some special Forms of debugging tool are Found in
disk operating systems (D0S). DBisk operating
systems usually have 3 bullt in debugglng utillty,
MS-0US calls it DEAUG, GPM8S calls it ODT8E, DEC
systems {RSX11 et al) csll it 00T {Online Debugging
Tool). Thnesa tools all hava very aimilar cammands
and functions. One limitation that they all have in
comman is that, although same of them are part of
multi-tasking and/or multi-user mytems they can each
manipulate only one task ar program section at a
time. Table 5.1 lists some sata of commanda grouped

by generic function,

It is interesting ta note the symbolic dabugging
features of tne ASEA debug routines (Passcal
ersakpoints, stcl, The Unix opersting system has a
aimllar facility, Unix lncludes = command word Ysdb?
whlah stands for "symbollc debugger! (Braff and
Welnberg 1983). It includes features like
breakpolats, varlable value tracing, single-atep
sxecutlon and even functlon execution and Funotlon
sall tracing - all af which are related to the highe

Level languags G, whish ls running on the oparating

taidad o b iiinaie e .. J b, ey Aathatimiibens Sl iR
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aystem. In nmther wards the variables, statemants,
funutions etc ars part of the high level code but

are soccessible from the the aparating systom.

5.5 A Progranmers Workbanaoh

A oumber of difFferent tools have been discussed in
this chapter. These toals &ra, or could be, usad in
real-tims smystems, There are &ls0 many othar taols
and {deas which aould be relevant in this flald,

The beat and mast appropriate of thaess tools and
idess must be selscted, modifled Lf necsssary, and
combined inta a single intsgrated system. Thiz then
is the caonaspt of & pragremmers workbench. ALl the
tools should he essily available and could be
applied to any problem at hand. This zise forms tha
basls For tha debugging systen propasad ln the naxt

chapter.




B, FUNCTIONAL SPECIFICATION OF A PROPOSED OEBUGGER.

8.1 OGsnaral

This specificatlen ls anly a canceptual gesign
exerclise, Ln that the symtem has ot baen hullt. The
purpese is to geflne cloar dlrectisns For Fubure
projects and research sffort. The system ls deflnsd
in the Farm of a functlonal specification of the
dsbugging tools that are desirable Far real-tlme and
pracesw santrol software. The operatlng snviranment
is also defined, as this is necessary For &the toals
to work togethsr as an integrabed system, rather than
just having a collsction of separate debugaing

utilities.

This specification desoribes a debugging Facility for
real~time softwars. Thia facility is hareafter
referrad to @s "the debugger®. It is intendad that
the debugaing unlt be connected ta control
arscessor(s) fer the purpose of testlng, monitorlng
and madifylng software. The debugger requlres both

hardware and goftwsare b9 be provided.

A major requirsment of the debuggar is oonsimtenay,

The sama langusge ar command ayntax showld be used by
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the opsrator For all dshugger functio .. The
debugger is to be used for debugging real-timae
seftwars $n the remots central system. It ls asssumed
that a mimimal lavel of fully operative communicatian
caftware resides Ln the targeb oontrol aystem,
Gophlaticated communieation routines and cperatling
systams could be duwnloaded and tested from the

debugger Lf necessary.

In specifying the debugger almost all the componenta
requirss For s complate development systam have been
specified. Thia s incidantal and this specificatian
conslders only the debugging reguirements. This
impiles firstly, that this specificatien sould ba
extended to caver a complate develupment aystem,
sesondly, thet an existlng development systsm oould
bs extsadad to cover tha reguirements of this

speolfication,

6.2 Overview.

A ychematic of the sysvam is shawn ln Fig. 8.1,

There are three majir sections.

8.2.1 The pracess contraller(s). Thia is ths

ttarget! system and does not Farm part of the

P TR A VY s il da a8, Bk
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dabuggar.

8.2.2 The debugger. Thisz is tha maln unit Gantalning
central contral, operator and cammunication

tnterfaces, starags and all relevant saftwars.

7 6.2.3 simulstor. This 4a 8 mscond phass axtanslion
. . te the debugging unit. It la wasd For aimulsting the

| ; plant and desligning and testing centrol strategies .

8.3 The Centraller,

The sentrollsr [target systsm) LnterFaces with, and

wantrols, the process. The detalls of thls aystem

are mot definmed by thls specifleation, but & typlcal
eontral eystem sultable for use whth the debugger

i will have tne Following characterlatios:

§.3.1 It will be a resl-time system ocontrolling a

pracass. This process }s not spacified hut could be

a plant or labaratery asutemation system, machlna ;

control, communlcstions natwark supervisor, asrcspacs
Lreoking and cantrol system ar any othar form of real

~time control mystem.

J—
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6.3.2 The controllsr wili he multi-tasking. This
Fewturs Ls requirso to ensblo the system to control
the process and mommunicate with the debugger. It im
sssumed that the centroller will have ita own
apsrating systam. As @ minlmum, the oontroller
shauld have Flrmware to allow the vpersting systam to

be downloaded from the debugger and activatsd.

5.3.3 The contrelles may b2 a multi-pracessor systam
ans/ar may be lLlnked o other control units an a

local ares netwark (LAN}., IF a LAN {a available then
the debugger should be able ta access any unlt on the

network via the LAN,

6.3.4 The controllsr must be able to cammunicate
with the debugger over a high spesy cemmunication
link. Communicstion handlers may need e he written
for the controller. This communicatlon link may be
synehronous or asynchraonous, serial or perallel. The
aontrollar must be able to recogrlse a high priority
Lnterrupt over the communication link. The
communicatlion lnterface should preferably be
implemented lm hardware as far as possible Lo obviata

the need of debugglng rommunicatlon waftwara,

B.3.5 Tg lnterFace wlth the debugger whille running,

the controller may reguire some adgitienal tauka.

Xk




Tasks auch as event handlera, task moniltora eto.

could be written and downloaded via the debugger.

6.3.56 The softwars to be debugged will be wrikten in
a multable high-level real-time language. Compllers
or interpreters For this will ba avalilsable in the

dabugger.

6.3.7 The controller wili pruf "aly have a standurd

operating system and high~lsvel lanjusge.

6.4 Babugger Hardwara.
The specific hardware for the debugger is not deflned
but lsft For the implemanter to choose, Tha
facilities required are deflned and recommendations
are made a= to sultabls hardware unlts. The
lmplemanter ls frae to mske substlyubions if
sppropriats. For instanes it is recommendad that
mass storage be dene on a Winchester disk. If
sppropriste and rallable, bubbhle memorles could he
subsbltuted.

Ta satlafy the Functlenal raguirements of the aystenm
@ genaral purpose computer is required, It ls

recommended that a hlgh performance personal computer




be used. It is strongly d that a standard
system ls usad rathar than a special purpese one.
Implamentation of tne debugger will provide a i
aufficient challange in iltself without sdding the - i
further problams af designing and building a general
purpose computar system at the ssme tims. The

facllitiss requlred Ffrom tne systam are described

belaw.

6.4.1 Operatar Interface, Tha operator neads to
communicate through a keyboard. A minimum af ten ,
softkeys Ls required For the opsrator to set up

‘"'_ spesial commands to the cantrol system. Thae operatar

will require & colour-graphia vdu For output wlth the

option oF adding a secend vdu to previde greater !

B output Flexibility.

5.4,2, Curser alds. For fastar input and

manipulatlon of data, a eursor control ald is .

i
|
|
|
i requirsd. This should be a 'mouse', Lightpen,
| . !
C touchscrasn ar same other device which is reliable

and avallable For tha hardwars belng used.
8.4.3 GCommunleatlans interface. The debugger

requireas a communicatiens interface to match the ene

in the cantroller. See §.3.4.

6.6
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§.4.4 Mass storage ie required for
storags of programs - maurce and abjest coda
storage of logged data From the target aystem
storage of event configuratisns and autput

Facnata.

storage of user-written debug tools.,

To satisfy the Paat monltoring requirements the ualt
wust be & Fast access type. It must also be able to

‘store large amounts of logged data for amalysis.

Recommended device is @ Wlnshester-type fixed diak

with an assoclated floppy disk Far hsakup etc.

5.4.5 The unit must be equipped with a3 hattery-
backed rwal-time mlock and must nither be eguipped

wlkh hardwars timers [ to provide 1 mlllisecand

-

resolution) or must be able to support sush tlmers Lo

softwara.

§.4.6 Tha unit must be expandable. One expanzlon
that is already planned ls the svditlen of an snwlline
simulatar which wlll ba connaotad to » teat pamal,
The teat panel will provide digltal, amslogue, and
any other foem of I/0 reguired to allew an opsrator
to simulata the cperation of = plant. The simulatar

will alse allaw completa bargst system sssnaries to




be slmulated and tested in snftware. Espanslon ports
or somathing similar must be avallable For this

tnterfacing.

$.5 Debuggar Functlons {Software).

The propesed archlitecturs of the software is shown in
¥ig. 6.2. Each block represents s Funotional unit,
How thess are broken Into tasks, procedures, dsta
structures eto. is not specified harein, The
Functian of sach subsectlon of the system is

specified.

§.5.1 Kernel: The karnel cantains the opsrating
system, supervimes communication betwaen Funstlional
units, handles allacatlon of resources and
synchranises tha system as a whole. It Ls recommended
that thas aperating system be ldentioal ta, or
compatibla with the operating system Ln tha
sontroller(s) (target}. Thls will greatly simplify

pessing of Flles, massagss eka.

6.5.2 Communlecatlons witn controller: A
communieations drlver ls reguired to aot as an
interFace with the mala eontreller. The Feollowing

Features must be Lmplemented:

B.8
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$.5.2,1 Communieation aan be in either direction and

be initlated by either host er target.

8,5.2,2 The communleatlion system must be a Full

duplax syatenm and must guarantee na loss of data.

§.5.2.3 The debugger must be able to genarate & high
priorlty interrupt to galn tha attentlon of the

cantrollar LF nages .aey.

§.5.2 Event Triggers: The debuggar needs ta be able
to initiate actionm whan svants take plese ia the
controller.

The avonts that can be monitored lnolude:

Start up = task

Stop a task {or task aborts)

Applicatlon program breskpoints, defined wrt.
the application programming language

Changa of status of */0 values in the controller
l.=. soms oontrolied process changed state.

Readling of stats oan alse be lnitisted by the
debugger based on operator aommands, olo
time or timer.

Any buolean combination [AND, OR, XOR, NOT) of

the above avents.




"~y

i
The setion that can be initiested when an event occurs P ]
; |

include the f:llowlng: B

Pasa a message te the loggling/printing routins

v (laggar)

Trace a routine and output the results to the

printer or console

start @ timer ' .
Stop = bimer, record elapsed time and pass a
T mossage to ths loggar
Execute s sequence of debugger commands (macra)

which sllows Lt to manipulats other event

settings, temporarily take contrel of the

screan, manipulate timars, manipulate the [

lagger.

Every avent wilil sutomstlically be time-tagged 1
with tlme-cfvday From %he real-tims alosk. The event
4 handlers wiil alsc be able to intsrface with the

clock and timers for palled {scanned) updating. A

i 2ink will alsc be required to the sxaoutlon refarence
table (sae 6.5.7) to provide svant trigger with run-
time Lnformation en whers ta Find applieation pragram

avants.
P

§.5.4 Event Logging (the "iogger™)  ““e logger will i

5.1¢




acsept cemmands from the user to lag events to dlsk,
printer, scresn or a sambination. Formats for
Logsing {e.g. explanatory texk, aolours, sudible
alarm triggaring, numbers in decimal or hax stc.) can
be set up Far spac!fle esvents or classes af avent.
This facllilty wlll also be used to specify fllas to
be usad For data storage, Assoslated with the logger
will be an event analyser which can be set up ay the
user to searsh For patterns ln the incoming data
{sorting routinas). Sorting will bs on the basis of

time or event typas, or ¢ combinatian.

B.5.5 Editor: A Full screen 'editor i3 required to

editz

Applicatian program seurce flles
Event-log Files {logged dats)
Lagging Formats (see 6.,5.4)
Event-trigger set-ups [(ses B.5.3)

Keyboard softkey set-upw

The editor should Lnclude editing Features such ss
time and dats tagglng of edited Fllams, automatic
creaticn of backup Fllss when ssving edited flles,
the ablllty to have mars chan one Fils <psn at the
same time and to passs data between fllas, ths abllity

to work inp "windows" on the sorsen and finally, the

A




abllity to exscuts "macros" of edit sommends.

The sdltor will aizo be closaly tied ta the
compller/decampller, such thst system massages from
running tasks can ba vactorad back Lnto source code
Filas, via the decompilar or execution referancs

table,

5.5.8 Compllsr/Desampiler (or Interpreter): Tha
choloe of language ls strongly depandant wpon the
target gontrollar and therefere has rot bean

specified here. The debugger, ' owaver; has soms

requirements in thls area.

6.5.6.1 The language could be compiled or
interpretsd but LFf compiled then compilation should
be very Fast. Osbugging ls an interastive and

wreative pror 3 and lengthy complle-llnk oycles are

detrimental 1 afficlent working,

If the language is intarpreted the Lntarpreter Will
have to do @ sartala amaunt of syntas and akhar

ohecking before sllowing the routine run (ssze

5.5.8.3).

6.5.6.2 Whether tns language L= owalisd or

™ L IRy [P SN Ry
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Lnterprsted, Lt should inalude tha fallowlng

festures:

8tructured ar pracadure orlentad

Variable typing and type checking

Full slphanumerlc varlable and procedurs names
{Some reamonable limits ara acceptable eg nanms
must begin with an alphabatic charscter and be
lese than 12 characters tong)

Extensible i,e. &he user can add his awn

Functlons, data structures and tepes.

6.5.6.2 The debugger should ba as sutemated as
possisle. Tharefore tha campiler or interpratsr
should do »s many statlse chesoks on a program as
possible, convarsant with Fast turn-arcund. Statlc

shecks should inciude

Syntax checklng {aim to ldentify 198% of typing
errors]

Type-chacklng of veclables, constants, records
arrays, stc

Flag undsfined or unlnltlalised lnput variables

Chack Far termination of loops, procsdures eta

8.5,8,4 The compiler or intarpretar shall creats an

exeoution refarence table fer eaach object module

8443
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compilad (mee 6.5.7). Hasfoally tha purposs af this
table la to provide & llnk betwesn running programs
and mourge cods. OCompiled modules must be tagged
with a rsferenca label sa that a link can
autumatically be establlshed hetween a running

program and the appropriate execution table.

Note that thess lest tya requirements precluds the
use of a "purae" lnterpreter. Some pre-sxecutlon

processing ls nacessary.

§.5.8.5 A "decompller” Ls required. The exact
nature of this demends atrongly an the
compiler/interpretar and languege. The decompilsr
could be lntegratad with the execution refersnce
table (see 6.5.6.4 and 6.5.7). Regardless of how it

ls implementad the Following Facilitles are required.

Monitoring of a program, tracing of exscutlon
and verlsbles la done with refarence to the
sourca cade., The ducompliler may Qa needed For
the systam to be able to dlsplay scurse code
namss and stitementa.

Sourcs code Listings of programs will be
prodused From the running programs ko
guarantes up to date documentatlon. This will

requlre the use of a decampllar.




Patching of ~:ject modulas is 2 raguirement.
Since patching must be dome in source code the
decompller will probably be required while

patching. i ﬁ

3 The deFinitian of patching in this centext is that a
ruoning progesm (ln the contrel system) san be

stopped, program stataments insertsd or deleted, f
values oan ba examined or changed and the aprogram oan

be restartsd or resumed, (with some limitatiens)

without affeeting any other programs running in the

contral system. Varlakles local to the altered
Variables globsl %a khe whole system or passed from

athe~ programa wlll not ba affected in any way.

i

}

¥

i

i

{

i

H

i

!

i

1

1 program will be reset whea the program is restartsed.
h

i

i

)

J Tasks in the control system communicating with the

tasks belng patchaed are nat guarantssd ar protected.

!

o In thls case inter-task cemmunications will be gueued
! as defined by the normal cepabilitiss of the control
i

systan,

Anothar way of deflning thla patching Facillty is

that a copy of the runnlng progran can be loadad iato

the edlter, patchad and Lnstallad as a new program.

Control is thsn swapped Fram the old version to the

now version in s shart bime {say <19 milliseconds)

and the the old veralon van then be removed from tha




system.

8.5.7 Exacutlen Refaranca Table: The functlon af
the exscution reference table is to provide a Link
hetween source cade programs and running object -

modules For an-line manitorlng.

It is unreasonsble both ln terms of storage spaca and
axecutlon tlms Far the runaning object moduls to sarry
detalis of all varlable names, procadurs names aad
sourcs code statemeats., This {nformatlan is
contained in a cendensed and enceded Ferm in the
object madule and in its task control block (TE8).

It Ls tharsfare quits Fessible to creats a crossa
raferance table betwesn the object module and the
source code file, This table will probably be

areated ak compile time a=s suggestod in 6.5.5.4 .

Gnoe this table is oreated, Lt will be usad by the
event trlgger moduls to identify events in running
applicatisn modules,; la terms of their procsdure and

variable namss supplied by the user,

It le possible that thle refarence table could mors

efficlently reside In the target systam. This

;
i
i
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arrangament, however, has two major dissdvantages.
Firstly it consumes memopy space which ls usual.y at
a premium in the targat system. Sscandly it means
that variables, programs etc must be referenced by
thair full neme (ASGII string) ovar the commumication
link instead af refersncing them ss affsets in tha
768 or similar, This places a mush higher load on

the oommunicatiocn ilak.

5.5.8 Command Processor: The command prodesscr
interprets all commands and input from the usger and
initiates aations such as lavoking the editor,
starting tha compilar, stc. on thm basis of those
commands. Basle commands as deserihed in the
functions of the debugger will he bullt in. Tha user
will be sble to create and stors new commands which
will essentially be maaros, made up af Fundamental
cemmands. The command processor will intarface with

the karnel.
6.5.9 Man-Machine Interfass (KMI)

The msnomachine lnterfaoe unlt ovarlaps the Funetior
of the cammend procsssor to s certaln extent. The
mml handles all input from the keyboard and

speclallsed devlices and poutes and controls all




output o screena and printer(s}.

The nml is ssen as » lawer level Funotion to the
cammand processer. It will hamdle functions like
keyboard input buffering, "windows' on sereens, {but
the parametars will be sst up by the sammand
procsssar), lnkerpretatlion of saftkeys and so on.
It could mlso handle dumping the scresn to the

printer,

6.5.9.1 Windows. Tha screen must be shla to be split
inta a number of wlindows (up ta & siaultansouslyl.
Each window can be used to run any oparation af the
detbuggar. Updating of inFarmstion ir vs will
continue in all windows simultanecus} . can ba
achisved by spawning multlple copies of tna cammand
processor task as naw windows are activated. It must
ba possible to move betwsen windows essily, for
axampls by use of a functlon kay or a gonkrol Key

ssquence.,

6.5  Summary
A list of deslrable featurss has baen identifled in

thia ochaptsr. Flexibllity is provided For in the way

the system is te be implemented. The hardwszra to he
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used, For example, ls specifiad anly in tarms aPf its
Functlonal requirements and is in nu way limlted to
any speciflic system. Toals ang thelr operating

snviropment have heen speciflad to ensurs that the

system is coordinated. +

The system has bsen designed tr catar for all stages

of debugslng, starting witn statle tests on program

antry, golng through varlaus traclng and patohing

tools For tastlng and cemmisslaning, and providing
Al for up~to-dats documentation at the and. The man-
machine interface has alse bean provided for. The
dabuggsr is thus a complete snd convsnient systam
with facillties t® handle any resl-time software

praject. !




7.8 CONCLUSION

This repart has detailad the status of real-tims

debugglng, and a dehugging system with & complate
set of tools has been proposed. The proposed systam

hag many beneflts., It las flexible and the

programmer can hulld his own special tools as

requlred. All commands and operations will ba

i cansistant. This ls achieved by filtering thea |
I thraugh the oommand processor. The uas of &

separate cpu for the debugger; comblned with an

intarpreted language, means thst a Fast development

oycle can be achleved, The separated debugging

systam also mesns that extensive debugging

facilitles can be provided without baing limited by P
the target system's avallable time, space and . M
periphsrala. The critical questlon of timing has

been addressed by the debugger, with its timing and

realwtims tools. Powerful event trapping facilities

have also been pravided., The svant Facllities also

y provide tha necessary tools to allow a transastlon

log ko be ecreated, with all the bensflts that accrue

from bsing able to locate Lntermittent Fsults that

aocur ln real time. The sorting and analysis tools K
w are sn important pari of this Facility, The abillty

to pateh source code cantrlbubtes to the fast




developmant oyele rs dous the abillty to obbain
sourcae aode dosumsntatlon from the running systam,
Finally the use of windowing seftwara,combined with
a multi~tasklng operating syatem, sddresses the
problam of testing mare than ane sectlon of the
program at a time. It sven parmits tatally
diffarent kinds of teste tn be applled

simultaneously.

This raport has hlighllghtad an ares of ths software
fieid that is all too frequently avariockad.
significant gains in productivity and performance
can be achieved by more efficient and convenlient
dehugging teschnlguss and Lt is necessary that mare
attentlon be Focussed on this srea in future.
Before Further research work coukld be dona it was
necessary to ldentify the problem, to evaluate
carsfully what has been dene already, snd to define
directiona For new research work. 1In speeifying
debugging toals o be bullt Lt was nacasuary to
place some limitations on them., The major
limitation is that the debugger will tend to bs tled
to a partioular language or Family af languages.
This is becsusa dabugaing is inherently related to
the langusge in which the program ts weitten. This
Limitation san be ovasrsome by sdding compliamrs to

the system Far virlous languages. In practical

7.2
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terms this may be equlvslant to transporting the
specifiad toals to a completely new lanaguage and

environment.

Although the propesed set af tools is slanificantly
more advanced than any sxistlng system Found, its
implemantatlan is very possibla. Each of the taals
has bean devaloped out af axlating tesls an existing
systams. Whils implemanting tha toola wauld

certalnly be a challengs it is entirely feasibla,

Difflcultles were experienced in praparing this
report, mostly dua to the lack of referanaes in this
speclfic fisld, A Further problem is the lack af
thearaticsl backgrounc in “he fleld aF debugging in
general, While the use of thaoratical analysis for
debugging is attractive, it cannot yet be used as
the basls for & practical debugger design. The
deslgn staga of ths project was thersfore a very
practical sxerclse involving the evaluatlon of the
ralastive merits of various toola and techniques
bassd on congiderationa ldantified ln the literature
aurvey. The sacaond part of the desaign pr?blam was
that of oombining the toals Lnto an lategrated

aysten.

The next stage of development in this area should be

%
i
i
|
|
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based on implsmenting sams of the specified tools .

and measurlo, L-alr performance.
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