Different check phases can cause different recovery
procedures, and can depend on the phase or sequence step
currently being performed, and the mode of operation, (
eg. manual or automatic ). A self-stabilising program is
used to implement these check phases, [17]. Self-
checking programs are ones in which any legal input
produces the correct output or a r.2ssage indicating that
the output may be incorrect. These projrams are also
capable of recognising irregular conditions in their
state space, ie. states of all devices, and reporting
it. The self-stabilising concept 1is one in which
recovery is implemented as well or instead of reporting
the possibility of a fault.

System Implementation
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Selecting a computer control system depends on a number

bl of factors, and a number of traits in the selecting of
S control systems become apparent, [2], ( turnkey systems
ggff in particular ) :-

.. 4

s

fﬁg?« (1) Selection of a particular computer control system is
- based on hardware considerations, since most
ﬁm.‘ software functions, eg. PID contrel, speed ramping

and Jogical functions, etc. , are available from
many different vendors. Thus, a system is chosen if
it has presumedly sufficient memory and input and
output (1/0) capabilities, and any extra features.

(2) Selection of & system is biased towards systems
proven in the field, especially if used in the
particular process type being designed.

(3) The extent and availepility of 'ervice and project
management is considered, as is the software support
for modifications during and after installation. The
budget and the number of staff put in to solve
problems during and after installation affect g

|

productivity and ensure the customer is satisfied p
with the scrvice provided.
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(4) Software would only be considered from the point of
view of user-friendliness, ie. can the user change
the software, and is the system easily understood.

Software complexity ais repeatedly underestimated,
especially when the operating principles are unique, and
where the process is new to the computer system vendor.
As softwarc is " invisible " to a propcsed user of a
computer system, it becomes difficult to estimate
software costs, ie. man-hours and facilities required to
fully program and test the system software.

The c¢nst and complexity of software is related to the
proposeg process control architecture used, ie.
centr.'ised versus distributed architecture, (39]. The
cost an?' complexity of application or control and
input/output (1/0) software both rise exponen‘’.ially with
increased utilisation of a central processing
architecture, as shown in Figure 4.3 . For a distributed
architecture, the application or control softwaie cosis
and complexity falls exponentially with increased
distribution, as shown in Ficure 4.4 . The 1/0 software
still increases exponentially with increased
distribution because the 1I/N software becomes more
complex as more processing elements are added to the bus
or network.

Software costs are also dependent on whether the
software is modular or not. Software development is
expensive , and rises exponentially with complexity ,
(2], and quality and reliability are inversely
propertional to complexity. Packaged systens in the form
of standard sofiware modules give consistent guality and
good documentation.
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To implement the level system defined in the hardware
considerations, all sections of the whcle plant should
be automated to the same level, [3]. This assures that
some sections are not left in manual cont:iol, while
other sections are highly automated. The results of this
are :-

- better operator trainicg, s too, will know how
svstems work at lower le.c.. a3 ajg ~r levels are
implemented.

- there is no need to interface and frig between
automated and manual sections of the plant,
especially interlocks required in the automated
sections.

- the operating experience gained at the lower levels
of the automating process allows sophistication of
higher levels as the engineers and operators Xxnow
what they want of the next level/s in the system.
This allows faster realising of these aims,
>specially in the management levels.

In the same manner as fault trees are defined from the
top event, ( eg. gerieral fault ), the level system
requires that the system be defined from level 9
downwards to level 1, [3]). As has just been shown, the
sys should be designed from level 1 upwards to level
9, . ihove.

The compatability of computer control eguipiment used at
all levels must be ensured fcor effective communications
and fault detection and recovery. This must be
considered very carefully when different hardware
suppliers are used.

Also, any errors and/or ommissions in the definition of
the control and fault handling systems can cause these
to be propogated into the final designed system. This
will then create conditions in which nc fault recovery
strategy hnhas been designed, ie. in both hardware and
software.
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‘ Fault detection and diagnosis systems can be implemented
g using modeis, as discussed in section 2. The majority of
o al the model:, [1), can be combined into a complete rnodel.
o For exargle, in the ISABELLE accelerator control system,
i [36), che system includes phenomenoclogical modelling for
both predictive ard historical models. This was included
for cases where the operators and systems engineers
wanted to try a new operating procedure. The model would
. accept all required setpoints and parameters, and then
i foresve the outcome of these actions. This could cause
Ty the model to predict a dangerous operation, and forewarn
the implementation of a dangerous set of conditions.
R Also, operational experience would refine the database
= of the predictive and historical modelling, and the
i model could also be refined in software. The predictive
model would generally set certain conditions which would
be considered fault producing or dangerous, and this can
be modified to represent the fault tree verification of
a system.

The implementation of a heirarchical DCCS for
reliability and availability along the 1lines of the
leve) =system has been discussed. Maintaining the DCCS
requires a means to repair hardware, procees 1/0, and
software errors, while maintaining effective control of
the process or plant. It also requires the ability to
adapt under fault conditions, and adaption and
functional enhancement, ie. expansion, to complete the
fault-tolerance of the DCCS, [4].

Trends in industrial control systems have not been
geared to fault-tolerance. Multiple redundant computer
systems for reliability purposes have been strenously
resisted by industrial application engineers. This has
been due to several factors, [20; :~-

P ' (1) An instinctive dislike for "wasting"™ the computing
' e capability of the second machine while it sits there
; idling waiting for the first to fail.

(2) The price of the second computer system in the past
po was an obvious point for cost saving even though an
analogue backup system was eveu more expensive.
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(3) A reluctance to severe completely from the arialogue
' umbilical cord ' or familiarity and consequent
trust of analogue systems.

Either total or partial recovery is implementable, [17].

Total recovery techniques can be employed when time is
not critical, which is not true of real-time systems and
general process control requirements. This is usvally
implemented when the requirement of a correct output is
a first priority, and not successful backward recovery
Or state restoration.

The time for the software checking strategies to give a
correct output is usually limiting in real-time
Processes, and so partial recovery is ° wniemented. This
. is typically true when the computer ey. .ms are limited
108 in recovery capabilities, or simple mechanisms are
' implemented, eg. “omplete shutdown if any fault occurs.

ﬁé" The pred.-tion is that there will be an ever increasing ﬁ
‘ﬁﬁg- trend to multiple redundant backup systems replacing the

[ present analogue backup, [29). Also, standby redundant
i machines will not be given secondary tasks to do while
in standby states. This is because of :-

(1) The software complexity involved and the lack of
traired personnel to carry out the work required.

R i (2) The fear of interaction between the primary and

i secondary tasks at the moment of switching and
§ subsequent failure of the standby system to take
over the primary task.

Another factor influencing the swing towards redundancy

HTT and standby systems for both Plant equipment and 4 |
o ! computer hardware and software, especlally critical ‘
i systems, is the costs accru if _ - ig not done, [23]. |
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The cost of repairs, switching or replacing, manual
operation, maintenance, and the lost production must be
considered, and the benefits in “he long term far outway
the original in—estment of standpby equipment.

There is an increase of research intc fault tolerance
and automated fault analysis that should eventually
eliminate much of the peychological dislike for the
'waste' of completely redundant backup systems as
expressed above.

A general computer control systenm comprises two
elements, [16), viz. a collection of dedicated
instrumentation, PLC's and possibly up to mini~computers
distributed in the plant, and a central control and
management room with operators who monitor and control
overall operations.

The reliability of any control system, and it's fault-
tolerance depends on the reliability of the hardware,
process 1/0, software, and the operator, ([4]. The
operator is a vital factor in most control systems
today. Human reliability, [22], in process control
operations has been studied. It has been found that an
operator is wusually required to take flexible fault
action when a manual control system is enforced, and
their presence generally increases the reliability of
the plant. 1In ideal conditions, humen reliability is 1
in 1000 errors, and under extreme stress is 1 in 10
errors.

To make the operator functicn efficiently, the system
m.st incorporate operator aids. These generally take the
form of mimics of plant item statii, fascia panels with
all identifiable faults and states, and with PLC's and
micro-computer systems there can even be colour graphic
video display units (VDU's), and printers for all state
changes and alarm conditions to be reported, (8, 9, 10).
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The allocaticn of functions between contr»llers and
operators iz roughly c-plit between computer cor:rollers
doing the control and monitoring functions, while the
oreraterse o the emergency handling, i2. faolt reccvery,
126). Consider under what conditions wi'!l the operator
be able to undertake the right ccntrol acticn(s) at the
right time(s) in order to prevent ar undesired stat~.
This becomes virtually impossible 2z the control task
gets bigger and the number of faults that can occur
increases.

The concept of human error is where the operator would
pursue the wrong goal in trying to rectify the fault and
acting incorrectly to achieve the reguired goal, [26].
Also, the time of intervertion would in most cases be
too late. The incapability of operators to perform
satisfactorily under fault conditions thus requires
automatec fault detection, diagnosis and recovery.

The operator is an active member in the man-machine
system, especially in large DCCS with a central control

room with many operator CRT's. From this control
facility. the operator must possess many capabilities,
34) :-

(1) The ability tec start up and shut down the system

(2) The ability to control and manage the whole system
to the objective and subjective constraints cof
production and management schedules. ’

(3) The ability to manipulate any emergency and failure
or any combination of malfunctions in the system.

(4) The ability to assure that products are up to
standards, ie. both guality and quantity.

Many computer control systems incorporate manuél
override facilities allowing the operator to assume
control of parts and sometimes the whole of the system
control. In the beginning of the computer control era,
many controllers were controlled through manual
overricde facilities, which undermines the effectiveness
and necessity of implementing the computer contirollers
in the first place.
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Thus it becomes necessary for companies to prohibit the
use of manual facilities without consulting the systems
engineers. An effoactive way of doing this is to have a
lockable key-switch or a password entry scheme to place
any parts of the control system into manual mode.
Another more effective way is to train the operators to
accert the computer control systems, [34]. This can be
done with a well-designed operator training programme,
which incorporates process operating details, the
compu. - implementation and it's uses and abuses, and
effect..» fault and emerjency handling.

System Design Concept Evaluation

To make a computer control system fault-tolerant, the
four basic functions must be performed, [21), ie. error
or fault detection, fault diagnosis, fault recovery and
isvlation, and repair or restoration. Fault detection
requires hardware and software detection mechaniems in
real-time, with backup software teusts at regular
intervals.

The level system discussed in the hardware
considerations lends itself to multi-processor and
distributed computer control sys’=w=, The heirarchical
structure of the level system ¢ " be developed to a
modular, expandable, reliable ar  nmuaintainable control
system.

However, the level systems approach has some
limitations, [3). One is that the level system was
originally developed with the characteristics of one
class of process, viz. batch processes. This has been
adapted to a more general fault recovery and control
strategy as detailed above.

An important restriction is that more engineering, be it
hardware design and evaluation, or software development,
is generally required to make a system more fault-
tolerant. This far exceeds what is necessary for
successful control (only).
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Fault recovery dealt with in the software considerations
cover rollback functions, and backward and forward state
restorttion. [épair and restoration of the failed items
is then done while the system is operational. The effect
of there functions 1is to make the <omputl# control
system fault handling transparent to t.ie operation of
the process and plant.

The system implementation concerns the overall design

concepts. An undesignable factor in the system is the
operator, and this was discussed in section 4.3 in terms
of reliability of function, the functions the operator

can perform, and their role in the fault-recovery scheme
in DCCS systems.

Sy am De ign Concept
























