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A B S T R A C T

Post-authorship attribution is the computational process of determining the legitimate
author of an online text snippet, such as an email, blog, forum post, or chat log, by
employing stylometric features. The process consists of analysing various linguistic

and writing patterns, such as vocabulary, sentence structure, punctuation usage, and even
the use of specific words or phrases. By comparing these features to a known set of writing
pieces from potential authors, investigators can make educated hypotheses about the true
authorship of a text snippet. Additionally, post-authorship attribution has applications in
fields like forensic linguistics and cybersecurity, where determining the source of a text can
be crucial for investigations or identifying potential threats. Furthermore, in a verification
procedure to proactively uncover misogynistic, misandrist, xenophobic, and abusive posts on
the internet or social networks, finding a suitable text representation to adequately symbolise
and capture an author’s distinctive writing from a computational linguistics perspective is
typically known as a stylometric analysis. Additionally, most of the posts on social media or
online are generally rife with ambiguous terminologies that could potentially compromise
and influence the precision of the early proposed authorship attribution model. The majority
of extracted stylistic elements in words are idioms, onomatopoeias, homophones, phonemes,
synonyms, acronyms, anaphora, and polysemy, which are fundamentally difficult to interpret
by most existing natural language processing (NLP) systems. These difficulties make it difficult
to correctly identify the true author of a given text. Therefore, further advancements in NLP
systems are necessary to effectively handle these complex linguistic elements and improve the
accuracy of authorship attribution models.

In this thesis, we introduce a regularised deep neural network (RDNN) model to solve the
challenges that come with figuring out who wrote what after the fact. The proposed method
utilises a convolutional neural network, a bidirectional long short-term memory encoder, and
a distributed highway network to effectively address the post-authorship attribution problem.
The neural network was utilised to generate lexical stylometric features, which were then
fed into the bidirectional encoder to produce a syntactic feature vector representation. The
feature vector was then fed into the distributed high-speed networks for regularisation to
reduce network generalisation errors. The regularised feature vector was then given to the
bidirectional decoder to learn the author’s writing style. The feature classification layer is
made up of a fully connected network and a SoftMax function for prediction. The RDNN
method outperformed the existing state-of-the-art methods in terms of accuracy, precision,
and recall on the majority of the benchmark datasets. These results highlight the potential
of the proposed method to significantly improve classification performance in various domains.

Again, the introduction of an interactive system to visualise the performance of the proposed
method would further enhance its usability and effectiveness in quantifying the contribution
of the author’s writing characteristics in both online text snippets and literary documents. It is
useful in processing the evidence that is needed to support claims or draw conclusions about
the author’s writing style or intent during the pre-trial investigation by the law enforcement
agent in the court of law. The incorporation of this method into the pre-trial stage greatly
strengthens the credibility and validity of the findings presented in court and has the poten-
tial to revolutionise the field of authorship attribution and enhance the accuracy of forensic
investigations. Furthermore, it ensures a fair and just legal process for all parties involved by
providing concrete evidence to support or challenge claims.

We are also aware of the limitations of the proposed methods and recognise the need for
additional research to overcome these constraints and improve the overall reliability and
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applicability of post-authorship attribution of online text snippets and literary documents
for forensic investigations. Even though the proposed methods have revealed some unusual
differences in author writing style, such as how influential writers, regular people, and sus-
pected authors use language, the evidence from the results with the features extracted from
the texts has shown promise for identifying authorship patterns and aiding in forensic analy-
ses. However, much work remains to be done to validate the methodologies’ usefulness and
dependability as effective authorship attribution procedures. Further research is needed to
determine the extent to which external factors, such as the context in which the text was written
or the author’s emotional state, may impact the identified authorship patterns. Additionally,
it is crucial to establish a comprehensive dataset that includes a diverse range of authors
and writing styles to ensure the generalizability of the findings and enhance the reliability of
forensic analyses.

Furthermore, the dataset used in this thesis does not include a diverse variety of authors and
writing styles, such as impostors attempting to impersonate another author, which limits the
generalizability of the conclusions and undermines the credibility of forensic analysis. More
studies can be conducted to broaden the proposed strategy for detecting and distinguishing
impostors’ writing styles from those of authentic authors when committing crimes on both
online and literary documents. It is conceivable for numerous criminals to collaborate to
perpetrate a crime, which could aid in improving the proposed methods for detecting the
existence of multiple impostors or the contribution of each criminal writing style based on
the person or individual they are attempting to mimic. The likelihood of numerous offenders
working together complicates the investigation and necessitates advanced procedures for
identifying their individual contributions, as well as both authentic and manufactured impostor
contents within the text. This is especially difficult on social media, where fake accounts and
anonymous profiles can make it difficult to determine the true identity of those involved,
which can come from a variety of sources, including text, WhatsApps, chat images, videos, and
so on, and can lead to the spread of misinformation and manipulation. As a result, promoting
a hybrid approach that goes beyond text as evidence could help address some of the concerns
raised above. For example, integrating audio and visual data may provide a more complete
perspective of the scenario. As a result, such an approach exacerbates the restrictions indicated
in the distribution of data and may necessitate more storage and analytical resources. However,
it can also lead to a more accurate and nuanced analysis of the situation.
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Part I

I N T R O D U C T I O N

The problem of finding the legitimate author of the given online text snippet based
on the reflected writing styles is known as post-authorship attribution (PAA). PAA
is a computationally driven method that employs multiple linguistic features with
machine learning methods to characterize and identify anonymous writers of texts
for forensics applications. The recent advances in internet technology coupled with
the blossoming of electronic writing, such as online text snippets in modern society
have made PAA for analysis and identification necessary in modern society. The
application of PAA becomes apparent in a situation when criminals send unlawful
email threats or post tweets via Twitter pages, blogs, and online forums for financial
reward. PAA, through the use of authorship attribution, can be divided into two
problems. The first closed-set attribution (Section 2.3). In this problem, the challenge
is to determine the genuine author of anonymous or questioned texts used in crimes
among the candidates on the list (e. g. where the set of authors is known). The
second problem is open-set attribution (Section 2.3.2), which is also known as the
author verification problem where the genuine author may not be included in the
list of candidates [Koppel et al. 2009; Stamatatos 2009b].

By combining statistical style and content-based features with a machine learning
algorithm, it has been extremely difficult to demonstrate how similar two docu-
ments are and figure out who wrote them. This is uncommon and depends on the
scenario or dataset. The aforementioned methods fail to learn appropriate writing
styles when texts from known authors in the training set differ from those from
disputed authors in the test set in terms of topic or genre. Because the writing
styles of different topics or genres differ (for example, most online text snippets or
texts have more concise sentences than prose), there are stringent requirements for
accurately capturing the stylistic properties of texts related to the personal styles
of authors if the training data do not contain information related to the disputed
documents’ topic or genre. The final challenge is to define appropriate stylometric
metrics that capture the author’s writing style and influence the choice of an ap-
propriate classification method, which should be used as language-based evidence
during the pre-trial investigation to determine the anonymous or questioned texts
used for crimes. Although a variety of features and methods have been used to
accomplish this task, as the number of authors increased, most of the old methods
became less valuable, and they lacked transparency and interpretation about the
author’s writing style because the input text was usually simple snippets with short
sentences and many words that made them difficult to understand, such as idioms,
onomatopoeias, and homophones. This thesis investigates various authorship attri-
bution methods and proposes new methods for learning an author’s writing style,
as well as the influence of feature vectors on PAA systems across multiple datasets.
This is useful during an evidence-based forensic investigation.

This part contains two chapters. Chapter 1 provides an introductory context for
this research. Chapter 2 provides a discussion on how to research topics that have
developed in authorship attribution in forensic analysis and provides an overview
of fundamental feature measurements and analysis methods, respectively. After
that, we outline the main problems in authorship attribution research and present
our methods to resolve the heightened challenges.





1I N T R O D U C T I O N

Language is a natural human endowment, varying for the distinction among cultures.
As a cultural heritage, language is a carrier of values and knowledge, often used
in the practice and transmission of intangible cultural heritage. The spoken word

in each language is vital in enacting and conveying intangible heritage, particularly in oral
traditions and expressions, songs, and rituals. Even though languages are used primarily for
communication, they also help with the equally important identity purpose [Adegbola 2021].
Cultures and communities may, therefore, be defined by geography and other spatial realities,
signifying spoken words in any language as a crucial intangible heritage. Language forms
a foundation for how an individual is perceived or identified. Humans are social animals;
therefore, the words from the language reveal terms and writing styles, articulating thought in
language that could characterize an individual, entity, location, or nation around an issue in a
community. The intrinsic linguistic structure of the human mind guides this action [Kramsch
2004].

With the pervasiveness of portable computing devices and the Internet globalization and
social networking sites [Ding et al. 2017], the language of information is constructed day-to-day.
Profitable attempts are ensured by scripting expository, descriptive, persuasive, or narrative
essays [Jeffrey 2016]. For example, expository writing is a common type where the author
attempts to explain a concept and impart information to a broader audience. Expository writing
does not include the author’s opinions but focuses on accepted facts about a topic, including
statistics or evidence. Descriptive writing is often established in fiction, though it can also
appear in nonfiction (memoirs, first-hand accounts of events, or travel guides). When an author
writes in a descriptive style, they attempt to paint a picture in words of a person, place, or
object for a larger audience.

Metaphors or other literary devices might describe the author’s impressions about what
they hear, see, smell, taste, or touch (five senses). Persuasive writing attempts to convince the
audience based on a position, idea, or belief (the dominant writing style in academic reports).
Persuasive writing contains the author’s opinions, biases, justifications, and reasons, provided
as evidence of their position on a concern or challenge in a community. Narrative writing is
used in most short or longer pieces, such as fiction or nonfiction. When writers use a narrative
style, they are not only attempting to impart information, but they are also attempting to
construct and communicate a story, complete with characters, conflict, and settings [Jeffrey
2016].

Each genre of language or writing in a text or document is used for a specific purpose [Pal-
tridge 2012]. For example, online text snippets, such as Twitter1, Facebook, SMS, email, blog-
ging, Instagram, and WhatsApp, are constantly generated from varying sources to deliver
valuable, entertaining content to people anywhere [Chen et al. 2020]; however, single online
text snippets and documents may include more than one writing style attributed to an author
or multiple writers. This information is frequently posted on social networks each millisecond
in ideas, stories, opinions, sentiments, and other expression modes [Chen et al. 2018].

Twitter is a prominent microblogging service that allows users to communicate with one
another and share information regardless of their physical location [Toraman et al. 2022].

1 also known as ”X" [Stokel-Walker 2023] as discussed in Chapter 1, was founded in March 2006 by Jack Dorsey, Noah
Glass, Biz Stone, and Evan Williams2 and launched in July of that year [Kamberg 2012].
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It has grown in popularity and become an indispensable tool for social networking and
communication. It was established in October 2006 [Java et al. 2007]. The platform’s popularity
increased steadily over the years, but during the COVID-19 lockdown [Alshamrani et al. 2020],
it grew to over 330 million monthly active users, making it the world’s most popular social
media platform [Ziwei and Chua 2019; Gharavi et al. 2020]. Twitter3 is a famous platform
with an enormous volume of dynamic users and a high revenue base. Twitter posts are
widely called “Tweets”. A blog is a web page that a blogger maintains to transform user
communication and overcome the unidirectionality of standard online communication [Badea
2014]. Blogs or discussion forums can be an important source of information to describe
customers’ perspectives, such as product reviews, rating (dissatisfying or unsatisfactory)
shopping behaviour, and post-purchase behaviour to enhance decision-making [Leeflang et al.
2014]; 600 million online blogs were produced and perused by 77% of users in July 2021 [Lin
2021]. In general, the proliferation of online activity has given rise to a worldwide pandemic,
which has led to more deaths during COVID-19 through misinformation and fake news while
also increasing the amount of illegal behavior. This has highlighted the need to develop critical
analytical methods and media literacy proficiencies to combat the spread of misinformation
and to ensure that perpetrators’ activities can be expressed in a natural language in order to
gain societal credibility, which has been lacking in recent years. It is crucial for individuals to
be able to distinguish between reliable sources and false information.

The use of email is essential in organisational communication but can also serve as a per-
tinent source of work interruption and an impediment to well-being; however, it remains
the most ubiquitous medium for organisational communication [Wijngaards et al. 2022]. As a
result, 59% of working people read their work emails outside of normal business hours [Min-
nen et al. 2021]. However, we refer to after-hours e-mailing as reading and responding to
business-related emails in lieu of conventional work hours. This behaviour has both negative
and positive consequences for the employee’s well-being. After-hours e-mailing can interfere
with daily employee recovery, leading to negative effects such as exhaustion and diminished
vigour [Minnen et al. 2021]. After-hours e-mailing can improve employee well-being by al-
lowing them to complete an abandoned job and prepare workers for the next day [Minnen
et al. 2021]. It can also perpetuate negative activation, e. g.affective rumination, increased
stress, and burnout [Chen and Karahanna 2018; Minnen et al. 2021]. Moreover, study after
study has shown that the constant availability and expectation of responding to after-hours
communications blur the lines between work and personal life, resulting in a deficiency of
work-life equilibrium [Minnen et al. 2021]. Additionally, being unable to separate work during
non-working hours has a negative impact on relationships and the overall well-being of the
individual outside of work, and people do this, especially on social media. Additionally, being
unable to differentiate between work and non-working hours has a negative impact on relation-
ships and an individual’s overall well-being outside of work, which is something that many
individuals do, particularly on social media. The constant connectivity of wanting to check on
popular issues on social media and engage in conversation with others increases stress and
burnout, causing people to abandon their jobs and focus on trivial thoughts and sensations.
Ultimately, this reduces productivity and overall well-being [Burke et al. 2010; Verduyn et al.
2017].

We now live in a society where the digital world constantly diverts our attention and over-
whelms us, which has a negative impact on our mental health and ability to form real human
connections [Wadhwa and Palvia 2018]. This is called an era of “infobesity” in which people
practise the language through words and phrases freely shared on social media [Ding et al.
2017], and it has led to a decline in the quality of real-life interactions as individuals rely heavily
on online platforms for communication [Ryan et al. 2017; Arampatzi et al. 2018]. Any targeted

3 In recent years, the new owner has changed the bird’s logo to "X" [Stokel-Walker 2023]
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audience, whether online or offline, can access conversations, and most of the aforementioned
posts are misused or misinterpreted out of context, leading to disagreements and disputes
and helping to promote nocuous activities such as pirated software, terrorist communications,
child pornography, grossly belligerent, harassing, abusive, obscene, menacing, corrosive, and
antediluvian messages [Kešelj et al. 2003; Frantzeskou et al. 2006b; Escalante et al. 2011; Neal et
al. 2017a]. Unfortunately, these have severe consequences for society, including the proliferation
of harmful ideologies and the erosion of trust within communities. During COVID in 2019,
for example, tweets or online text snippets sent via Twitter or social media were reported or
purposely posted to mislead the general public about measures to take to avert the spread of
the pandemic, and these increased the death rate all over the world, especially in the United
States of America [Gabarron et al. 2021]. These misleading messages caused confusion and
hindered the effectiveness of public health efforts, which led to further challenges in controlling
the outbreak [Bin Naeem and Kamel Boulos 2021], eventually resulting in a higher number of
cases and fatalities [Dubey et al. 2020; Chen et al. 2023].

Text is a common element for posting most of the social media messages with a unique
concealment feature [Alonso-Fernandez et al. 2021]. The delinquents usually mask their iden-
tities and their writing style across multiple networks to circumvent authorship attribution
tools [Ding et al. 2015]. An obfuscation process, where the perperator alters the textual context
to prevent the authorship attribution tool from assigning incorrect authorship to the text and
concealing the user identity without sacrificing the privacy of the user [Altakrori et al. 2018;
Mahmood et al. 2020]. Moreover, it is also a common phenomenon for a user to masquerade
as the original Internet protocol (IP)4 addresses and hashtags, mentions people in texts, and
reposts other authors’ scripts [Zheng et al. 2006; Rocha et al. 2016; Theophilo et al. 2021]. The
address of a genuine sender can be impersonated through an unidentifiable server to dispense
offensive text messages across diverse pseudonymous channels [Zheng et al. 2006; Rocha et al.
2016; Theophilo et al. 2021]. The anonymity of social media posts imposes unique challenges
and risks of tracing an offender’s identity without compromising cyberspace privacy [Yu and
Ginsberg 2018].

Stylometric techniques are fundamental to understanding the linguistic characteristics of
authors in a selected literary text or document. They have traditionally been used in com-
municational linguistics and authorship attribution [Koppel et al. 2009; Stamatatos 2009b;b].
This method can also be used for forensic linguistics, which looks at the writing style of an
anonymous poster to find out who wrote it [Rocha et al. 2016; Venčkauskas et al. 2015; Alonso-
Fernandez et al. 2021], and for plagiarism detection, which compares the writing styles of
different documents to see if one has been copied from another. Although stylometric tech-
niques allow academics and investigators to use authorship attribution to get insight into the
motivations, opinions, and potential biases of individuals behind online content by correctly
identifying the source of anonymous posts. However, most works in this area employ extensive
feature engineering to understand the author’s identity and social-linguistic traits [Koppel
et al. 2009; Stamatatos 2009b;b; Rocha et al. 2016; Venčkauskas et al. 2015; Alonso-Fernandez
et al. 2021]. The aforementioned are time-consuming and labour-intensive tasks that require
advanced techniques and extensive resources, e. g.to generate distinctive representation for
every new task [Ding et al. 2017; Vosoughi et al. 2016; Zheng and Jin 2022]. Due to limited
amounts of data or documents, as well as the fact that each training set does not contain a
reasonable number of words. Also, the stylometry features are feature engineering variables
and cannot be generalised to new tasks or explained [Ramnial et al. 2016a; Zheng and Jin 2022].
Therefore, the accuracy of the proposed model cannot be guaranteed [Sari 2018; Quiring et al.
2019]. Therefore, post-authorship attribution (PAA) is expanded to turn a lot of web content
into meaningful representations that can pull out linguistic intuitions about the author’s writ-

4 A device attached to a computer network with an easily recognisable number.
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ing style. This includes social media text that is made up of online text snippets, blogs, and
other types of web content [Sari 2018; Quiring et al. 2019].

The quantitative representation of the underlying features can be observed as a fingerprint
to quantify an author’s writing style [Kalgutkar et al. 2019]. The authorship attribution process
has multifarious applications in the disciplines of computational linguistics [Hirschberg and
Manning 2015], information retrieval [Stamatatos 2009b; Burrows et al. 2009], data mining [Stein
et al. 2011], natural language processing [Stamatatos 2009b; Pillay and Solorio 2010; Juola and
others 2008], and personal electronic mail [Iqbal et al. 2008a; 2013; Ding et al. 2015]. It can detect
plagiarism in an article. This is a scenario where, for instance, an editor of a journal identifies
whether a manuscript submitted for publication was written by someone else or published
elsewhere [Stamatatos 2009b; Stein et al. 2011; Foltỳnek et al. 2019].

Authorship analysis or attribution (AA) is highly profitable in marketing for identifying po-
tential customers through their reviews [Weren et al. 2014], understanding audiences’ political
preferences, and identifying political communication networks [Golbeck and Hansen 2011;
2014]. In many fields, like literary science, authorship attribution (AA) has a lot of prospects.
For instance, it can be used to find the author of a disputed or anonymous text document
[Klarreich 2003; Hoover 2004; Fabien et al. 2020b], identify anonymous phishing emails [Lam-
bers and Veenman 2009; Iqbal et al. 2013], and uncover advanced fee fraud (AFF) [Modupe
et al. 2011a; 2012a]. In general, this demonstrates that language was an essential cue to prove
that Robert Galbraith was actually J.K. Rowling’s pen name [Juola 2015]. Therefore, in many
cases, the textual content of an online text snippet is the only evidence available and can be
proven as substantial evidence in a Court of Law during a pre-trail investigation [Rudman
1997; Venčkauskas et al. 2015]. Researchers like Zimmer [2013]; Juola [2021] have defended the
use of text evidence gathered from the crime scene in legal proceedings. These scholars argue
that textual evidence can provide valuable insights and support in criminal investigations and
court cases.

Van Halteren et al. [2005] implemented a human stylome to determine the writing style to
identify the author. Similarly, Juola and others [2008] used the term authorial fingerprint to
learn a pattern of language or writing style in provided texts. The aim was to use a person’s
writing style as a unique identification strategy, such as a fingerprint [Kalgutkar et al. 2019];
however, it has yet to be determined whether specific writing style elements or features could
identify a person or an anonymous user in an online text snippet used in a crime such as
a fingerprint [Malyutov 2005]. These writing style features must be consistent regardless
of varying aspects, such as the writing time and document genre. A principal authorship
attribution challenge is realizing a suitable writing style, characterizing a writer [Rocha et al.
2016; Alonso-Fernandez et al. 2021; Theophilo et al. 2021; Suman et al. 2021].

1.1 P R O B L E M D E S C R I P T I O N

With the accelerated Internet evolution, the number of online text snippets also increased.
The anonymous nature of the abundant data provided rise to illicit possibilities [Sharma
et al. 2018]. This is achieved by examining the reflected linguistic footprints in the text to
uncover sociolinguistic characteristics to identify the authors of anonymous online text snippets.
Identification and verification received attention in domains described in the subsequent
sections.

1.1.1 Cybercrime investigation

The Internet or social media proliferation provides an anonymous platform for computer-
mediated adversary activities, such as phishing scams, spamming, ransom messages, ha-
rassment, money laundering, and illegal material distribution. The network origin, such as
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Internet Protocol (IP) addresses, can be quickly repudiated [Zheng et al. 2006; Rocha et al.
2016; Ding et al. 2017]. Several tactics have been proposed for determining the authorship
of a specific LTS or OTS uploaded on social media, including the use of stylometric traits as
evidence and the judgements of legal experts in court cases (koppel2006authorship, stoler-
man2014breaking,yang2014authorship). These tactics are designed to establish the legitimacy
and validity of the authorship claims, which can be crucial in determining the credibility of
information shared on social media. In addition to these tactics, another approach for deter-
mining authorship on social media involves analysing metadata associated with the post, such
as the time and location of the upload. This can provide valuable insights into the identity
of the author and help verify their claims. Furthermore, advancements in machine learning
algorithms have also been utilised to analyse linguistic patterns and writing style, further
strengthening the accuracy of authorship attribution techniques. These algorithms can detect
subtle nuances in language use and writing style that can help identify the author of a post
with a high level of confidence. Additionally, collaboration between researchers and social
media platforms can lead to the development of more sophisticated tools and techniques for
authorship attribution, ensuring the reliability of information shared on these platforms. In a
well-known case in the United Kingdom and during the pre-trial investigation, the linguistic
experts, through lawyers, could prove that an SMS series (questioned or anonymous texts
used in crimes) from Danielle Jones’ phone was by her uncle. Danielle disappeared on 18 June
2001 [Mohan et al. 2010; Grant 2020].

The forensic analyzes of online text snippets or documents for approaching the anonymity
problem is a day-to-day modern challenge towards solving security. These include obfusca-
tion [Brennan et al. 2012; Kalgutkar et al. 2019], multilingual domain challenges [Bogdanova
and Lazaridou 2014], and privacy concerns in healthcare systems [Newaz et al. 2021]. Most
methods used to identify the author of a provided text employed natural language processing
(NLP). NLP is a subfield of linguistics, computer science, and artificial intelligence concerned
with the interactions between computers and human language. It signifies how computers can
process and analyze substantial natural language data. This involves analyzing the writing
styles and stylometric features of the document content. PAA aims to classify provided texts
based on the stylistic choices of their authors. Most proposed methods consider stylometric
features only, such as lexical, syntactic, and semantic. This limitation complicates capturing the
syntactic or semantic text features entirely to understand the author’s writing style better.

1.1.2 Social network analysis and political socialisation

Inferring the hidden stylometric attributes of users could help to understand the perspectives
and related discussions of the fans and followers more utterly. Topics include politics, business,
and social wel-being [Ding et al. 2017]. Simaki et al. [2016] employed text mining, sociolinguistic-
based, and content-related text features to identify men and women of various ages based on
their online Twitter snippets. Conover et al. [2011b] attempted to understand the audiences on
social networks using stylometric features, which helps in planning political strategy while
correcting bias for predicting election results [Wong et al. 2013]. The social media revolution
allowed people to share group individualism if a writer’s style expresses the selection of hate
words within the structure of the provided text or sentence.

Etaywe [2018] investigates the possibility of determining patterns in language used by
Jordanian male and female authors by employing linguistic inquiry and word count (LIWC)
to analyze the stylometric features of online texts. Communication digitalization is no longer
a phenomenon confined to Western countries. Social media is almost dominating the Arab
regions; 79% of people in the Middle East use social media or direct messaging at least once
a day. This is misinformation with the harmful intention to cause satire, parody, fabrication,
manipulation, advertising, and propaganda [Collins et al. 2020]. The overarching commonality
extents to facticity and deception [Afroz et al. 2012].
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Himdi et al. [2022] present a supervised machine learning model, providing the potential
harm of fake news and how it became a critical concern in mainstream media. This model
classifies Arabic news articles based on their context’s credibility. It creates a unique strategy to
form lexical word lists and develop an Arabic NLP device to perform textual feature extraction.
From a marketing perspective, it is profitable to identify potential users or customers by
characterizing them and understanding their reviews or comments on certain products [Weren
et al. 2014].

Pennacchiotti and Popescu [2011] present an authorship attribution analysis to distinguish
whether a Twitter user is a fan of Starbucks, which may apply to other businesses; however,
most methods using online text snippets for business, politics, and social networks rely on
considerable feature engineering to reflect the content and the author’s style. These methods
achieved reliable performance; however, they lack transparency and interpretation, essential
to real applications, such as authorship identification, profiling, and plagiarism detection,
requiring evidence or an explicit explanation.

1.1.3 Literary science and education

Authorship attribution is crucial and has had a significant impact in the digital humani-
ties. Literary science and education are interested in determining who wrote historical lit-
erary works such as the Pickett letter during the Civil War letters [Holmes 2003; Ding et al.
2017], Shakespeare’s playsciteplauriat2018literary,ding2017learning, the Federalist Papers citep-
mosteller1963inference, and the classic French authorship mystery of Le Romande Violette [Bog-
danova and Lazaridou 2014; Ding et al. 2017]. The Federalist Papers are a collection of 85
political essays written between 1787 and 1788 by an unidentified author named “Publius”
who pushed for the ratification of the United States Constitution. The authors of 73 papers
were identified with consensus, but the remaining 12 were disputed using stylometric features
rooted in statistical analysis to determine authorship based on linguistic patterns and writing
style. As a result, Alexander Hamilton wrote 51 of the papers, James Madison wrote 14, and
John Jay wrote 5; they were discovered as disputed authors. Additionally, there were four
papers that could not be attributed to any specific author.

The same authorship attribution methodologies are equally effective for assessing the perfor-
mance of literary translators and evaluating the accuracy of their translations. Translators will
not have their own writing style but will replicate the original author’s style [Ding et al. 2017].
Furthermore, the approach has been used to understand the personalities of kids based on their
writing style in their native language and predict their future academic success [Almishari et al.
2014; Torney et al. 2012; Ding et al. 2017]. Authorship attribution approaches detect plagiarism
and identify authentic authors of anonymous articles (Stamatatos, 2009; Juola, 2008). Further-
more, these methodologies can be used in a variety of sectors, including forensic linguistics
and cybersecurity (Rocha, 2016). These measures have proven vital in protecting the integrity
of written material and combating deception and fraud [Claxton 2005]. They have considerably
improved the fields of forensic linguistics and cybersecurity, and their prospective applications
are actively being explored. These technological breakthroughs have transformed the field
of information security, holding great promise for the future of protecting sensitive data and
avoiding cybercrime.

Mosteller and Wallace [1963] used combinations of conjunction words and prepositions,
e. g.“and”, “of”, and applied Bayesian statistical methods to measure common function words
(FWs), which were used as a feature to determine the writing style and predict text authorship.
Although the model achieved remarkable results, intrinsic meanings limited the chance of
extrapolating the writing style from unidentified data that is part of the training set. The re-
search study adopted the most common FWs to express abstract concepts as well as authorship,
regardless of the topic. Similarly, Sarwar et al. [2018b] employs natural language processing
techniques to find a pattern, e. g.a set of a few terms from the search queries to determine the
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writing style from the document collections. However, the challenge of managing disputed
texts remains, as multiple authors have similar writing styles or intentionally mimic another
author’s style. Therefore, the presence of anonymous or collaborative writers further compli-
cates the task of accurately attributing authorship to a specific text. Additionally, Segarra et
al. [2015] used function word adjacency networks (WANs) to find the author of disputed or
questionable texts. The methods find the author’s preferred writing styles using nodes as FWs
and directed edges as the likelihood of finding the sink word in the order of the source word.
The approach used the transition probabilities of a Markov chain to interpret and determine
the actual authorship of the text by comparing the terms of their relative entropies. But this
method repeats grammatical structures, like FWs, and makes noise in the writing style stronger,
which will be added to word structures or patterns in ways that fail to be consistent with
stylometric markers. This limitation leads to inaccurate results and hinders the effectiveness
of the method in identifying the true author of a disputed text. Additionally, the reliance on
Markov chains neglects other valuable linguistic characteristics that could contribute to an
author’s writing style, such as vocabulary choice or sentence structure.

1.2 P R O B L E M S TAT E M E N T

Texts are the only evidence available attributable to the incredible development of Internet
media, despite all the challenges associated with authorship attribution. Internet media con-
stantly contributes to the increased availability of user language and words in digital form.
This study, therefore, informally describes the PAA challenge for online text snippets (OTS) and
documents, followed by a formal problem definition. This study provides candidate authors
of an anonymous, short (involving 280 characters [Isaac 2017; Gligorić et al. 2018] commonly
established in social media posts). It includes long text samples (LTS) (containing thousands of
words [Sarwar et al. 2018b], commonly established in a discussion forum and digital application
[Keselj and Wang 2003; Ramnial et al. 2016a; Sarwar et al. 2018b]) with sample writings for
each candidate author. Authorship attribution experts aim to analyses the anonymous text
and the sample writing of each author. The analysis aims to capture the writing styles of the
anonymous OTS or LTS and the sample writings of the suspected author.

As a result, the PAA expert must identify the most likely author of the anonymous OTS or
LTS as a suspected author whose writing style is most similar to the writing style captured in
the anonymous document. The goal of this study was to approach the PAA problem in an OTS
or document, specifically e-mails, blogs, tweets, and online news articles that are perpetually
produced from a variety of outlets on the Internet to deliver valuable content to people on
a daily basis. Throughout the study, the terms “writing sample”, “document”, and “Tweet”
are used interchangeably to refer to the same unit of text. Notwithstanding, post-authorship
attribution (PAA), also known as post-authorship identification or categorization, assigns one
or more labels from a preset set of labels or classes to a given document or piece of text based
on the content [Deng et al. 2019a].

Formally, given a collection of N online text snippets (OTS) or long text documents (LTS)
as D = {d1, · · · , dD} and a set T = {t1, · · · , tk} of k as a set of predefined author or categories of
authors, a post-authorsjip attribution (PAA) problem can be constructed by mapping F as a
function to model the Cartesian product of D× T to a set of binary {Yes,No} or multiple class
labels, e. g.F : D× T → {Yes, No} or multiple class labels, where F is known as a classifier.
Based on this mapping, for a document di ∈ D and a class label or category ti ∈ T, if
{(di, tj) = Yes, then di belongs to category tj and need not belong to tj or other multiple
classes.
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In modelling the pragmatically motivated feelings for author writing style in natural lan-
guage for post-authorship attribution (PAA), which could be subjective5, which is bias and
inconsistency in the attribution process scientifically. Subjectivity can lead to varying results
and a lack of objectivity in the assignment of class labels or categories. This lack of objectivity
can undermine the reliability and validity of PAA methods, making it difficult to draw accurate
conclusions about authorship.

To solve this problem, we classify a set D of OTS or LTS into various groups based on
their content or traits and create a classifier T that can be used to figure out who wrote
indistinguishable texts. Therefore, we train T by mapping it to a set of D

′
documents. As a

result, T does not know much about the cause-and-effect relationship between OTS or LTS
content and the document class labels or categories. This means that each document in D

′
that

comes from the proposed methods in Chapter 4, Chapter 5 and Chapter 6 only relies on the
patterns and features found in the texts themselves. The trained classifier D

′
is then applied to

classify D based on the patterns and features it has learned, after which each document in D is
assigned or predicted to come from T. The accuracy of the classification can be evaluated by
comparing the predicted labels with the true labels of T.

While doing so, some key research questions emerge, which are described further in Sec-
tion 1.3. Finding the most appropriate method to differentiate authors independently from
each other using the proposed methods that are capable of correctly assigning authorship
based on these unique features found in the document instead of hazard judgement is part of
the question. Another part is making sure that the proposed PAA methods work well on a large
scale or are scalable. Furthermore, it is critical to examine how the contributing writing style
retrieved from the OTS or LTS of the given document accused of the crime will be explained or
visualised, and accuracy should not be the only criterion for authorship attribution.

1.3 R E S E A R C H C O N T E X T

The research context in this section is critical for understanding the main challenges of existing
features and methods that have achieved good performance, as well as the underlying reasons
why these methods fail, and then using this to propose a deeper regularised neural network
to quantify linguistic intuitions expressed in the text or document. This approach seeks to
increase the accuracy and reliability of language analysis and authorship identification.

1.3.1 Research challenge

In this thesis, the vital part of the proposed methods is to determine the author of the anony-
mous text based on the learnable writing style unveiled from the text to improve the accuracy
of PAA systems for forensics applications; however, for the general public to make wise selec-
tions, they should also know the capabilities of the suggested methods and technology. This is
crucial because post-authorship attribution (PAA) methods for social media forensics are still
underexplored, and active research is needed to push them forward. The PAA for social media
forensics experienced these difficulties:

1. Insufficiency of data for post-authorship attribution tasks The literature pays little attention to
data collection for PAA and other style-related tasks in order to find ways to continue
research on authorship-based tasks. As a result of collecting data for PAA and other style-
related tasks to find ways to expand research on authorship-based writing, we are unable
to know how the writing styles of known authors differ from those of questionable writers

5 e. g.meaning that the assignment (writing characteristics) of a class label or category to a particular OTS or LTS may
depend on the personal interpretation or point of view of the expert analyst
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in the training sets. Previously, information for authorship attribution was gathered via
asynchronous computer-mediated communication channels such as discussion chats,
blogs, and newsgroups. Few studies have looked at data collection on synchronous
mediums for PAA tasks like OTS. Because there is no gold standard benchmark dataset
for PAA tasks in social media forensics, comparing the performance of different methods
is difficult.

2. Methodology to extract valuable writing styles Each author has a different style and shares
specific features with other writers from large datasets containing OTS or LTS documents
of known and unknown authors. Even though the ability to write is profoundly linked
to individual personality, interest, knowledge, and collaboration within friends, very
little work has been done to take advantage of these relationships. As a result, optimising
the author’s writing style to capture the underlying semantic within the content of the
given text and pinpoint the extent of the expressed element interdependence to under-
stand the actual sequences of each author is unclear and ill-delineated in the previous
authorship analysis tasks. This thesis demonstrates a mechanism to fill in that gap by
looking at character-level sequences, subwords, and predefined word vectors. These are
then mapped into a vector space using deep learning algorithms to classify and pull
out personal traits from written text. These approaches aim to uncover patterns and
correlations between linguistic choices, writing styles, and underlying personality traits,
ultimately enabling a more accurate assessment of authors’ characteristics. However,
further research is needed to refine these methods and establish a comprehensive frame-
work for understanding the intricate connection between writing quality and personal
attributes.

3. Learning attribution involves addressing these challenges by incorporating advanced nat-
ural language processing techniques and machine learning algorithms. These methods
aim to capture not only the surface-level features of the text but also the deeper linguistic
patterns and nuances that are unique to each author. By leveraging large datasets and so-
phisticated models, researchers can strive to achieve more accurate authorship attribution
results, ultimately enhancing the reliability of forensic investigations in legal proceedings.
In literature, machine learning (ML) methods such as support vector machines (SVM), ar-
tificial neural networks (ANN), Bayesian models, and random forests (RF) were the most
effective in determining who wrote a piece of text based on a simple statistic of ordered
word combinations that was used to teach. This occurs because the approach can handle
common text or words that exist in a dictionary or that a linguistic or forensic specialist
is aware of [Baron 2016; Altakrori et al. 2018; Rocha et al. 2016; Alonso-Fernandez et al.
2021; Theophilo et al. 2021]. However, the approaches are time-consuming and should
not be considered since authors may employ many different phrases or unconventional
text, making it difficult to develop an appropriate vector representation of the author’s
writing style (or words). Many of the approaches lack the knowledge to understand and
analyse the syntactic and semantic structure to distinguish single or multiple authors
from different sources that the document was collected from, as well as appropriately lin-
gusitic intuitions related to critical elements in text to classify the class or label belonging
to the suspected text or documents, which could be used as evidence during a pre-trial
forensic investigation in a court of law or before a jury.

1.3.2 Research Questions

The following are the relevant questions that this thesis has addressed:

1. How do we extract and analyze these features to gain a better understanding of the
author’s unique writing characteristics so that the classifier can access a text or document
efficiently, and which OTS or LTS is comparable to suspected authors?
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2. Can we determine whether a writing style is the result of multiple authors or a single
author from the input text or documents like OTS or LTS? This process is crucial in
determining the consistency and coherence of the writing style. It also helps in identifying
potential issues such as plagiarism or unauthorized collaboration.

3. How can we explain and interpret the author’s contributing writing style in a meaningful
and coherent way so that a forensic investigator or ordinary person can understand and
identify the potential author of the text or document accurately?

1.4 T E C H N I C A L C O N T R I B U T I O N S

In this thesis, we make the following research contributions:

1. To develop an exploratory statistical analysis that uses machine learning algorithms and
visualization tools to examine the linguistic variation in the input text in a language-
independent manner that can be useful to model inherent phenomena in author writing
style for post-authorship attribution. This approach can help in identifying the unique
linguistic patterns and features that are characteristic of each author’s writing style. It
can also aid in distinguishing between multiple authors who may have contributed to a
single piece of text.

2. To investigate the use of character-level convolutional neural networks, bidirectional long
short-term memory encoders, and distributed highway networks over a fully connected
layer and softmax function for dealing with raw input text such as OTS and LTS in order
to achieve satisfactory prediction on learning an individual’s writing style. This method
has a wide range of applications, including plagiarism detection, authorship attribution,
and text classification. It can also provide insights into an author’s distinct writing style
and aid in differentiating it from others.

3. Developed an interactive system to visualize the contributing author’s writing style in
the post authorship attribution to assist in evidence-based forensic investigations. The
system allows for easy interpretation of the data and can aid in identifying patterns
and connections between different pieces of text. This technology has the potential to
revolutionize the field of forensic linguistics and improve the accuracy of investigations.

4. In this thesis, the effectiveness of differently designed models is scrutinized on four
different OTS and LTS datasets in English. A thorough experimental comparison using
well-known methods is also shown. The outcomes indicate that the outlined methods
are effective at identifying authorship and detecting deception, making them a valuable
tool for law enforcement agencies. Further research and development of this technology
may lead to even more advanced applications in forensic linguistics.

1.5 S T U D Y O U T L I N E

This thesis is organised into parts with six chapters with the following descriptions.

PA R T I contains two chapters. Chapter 1 provides the introductory message of the thesis and
the context. Chapter 2 presents the literature reviewed in chronological order.

PA R T I I introduces an on exploratory statistical analysis to visualize sets of linguistic varia-
tion in order to uncover and detect interesting facts or phenomena about the data. By
visualizing the data, we can recognize patterns, gain a better understanding of the con-
text, and reveal the degree of association between one dependent variable and another
one or more variables in the big or high-dimensional dataset discussed in Chapter 3.

PA R T I I I introduces PAA using regularised deep neural networks (RDNN) in one chapter.
Chapter 4 presents an instance of a convolutional neural network, bidirectional long
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short-term memory as encoder and decoder over a distributed highway network to
learn the writing style representation from OTS to predict questionable text or document
for PAA systems. The convolutional neural network was employed to extract lexical
stylometric features entered into the bidirectional encoder to extract a syntactic feature
vector representation. The feature vector was supplied as input to the distributed high
networks for regularization to minimize the generalization network error. The regular-
ized feature vector was passed to the bidirectional decoder to learn a writing style. A
SoftMax function was used to predict the feature classification layer. The RDNN method
was evaluated against SOTA methods, using four benchmark experimental datasets to
validate its performance. Experimental results demonstrated the effectiveness of the
method when compared to the existing trendsetting methods investigated.

PA R T I V introduces two bidirectional long short-term memory (BLSTM) with a 2D convo-
lutional neural network (CNN) over a two-dimensional pooling operation to capture
sequential writing styles for distinguishing various authors in Chapter 5. To determine
the writing style representation, BLSTM was used to obtain the sequential relationship
among characteristics with sub-word information; 2D CNN was adopted to understand
the local syntactical position of the style from unlabeled input text. The study exten-
sively evaluated the model that leveraged sub-word embedding; it was compared to
state-of-the-art methods for an extensive range of authors. The study methods improved
by 1.07%, and 0.96% on LTS and OTS datasets, respectively, and produced comparable
results on the remaining state-of-the-art (SOTA) (ultramodern) methods.

PA R T V introduces an attention-based bidirectional long short-term memory and bidirectional
gated recurrent unit with a convolutional neural network (ABC) model to circumvent
the inherent challenges of PAA in . Chapter 6 presents a combination of long short-term
and bidirectional gated recurrent units to extract a lexical stylometric from a distributed
representation of words entered into an attention-based mechanism to emphasize various
categories of syntactic feature vector representation. The feature vector was then supplied
as input into a convolution and pooling mechanism to reduce the dimensionality of the
features and learn the position-invariant of the author’s writing style. A fully connected
network and a SoftMax function are used to make the prediction. The ABC method was
assessed against 20 trendsetting methods using four benchmark experimental datasets to
validate its performance. Experimental results demonstrated the method’s effectiveness
compared to the trendsetting methods on two datasets while producing comparable
results on the remaining two investigated.

PA R T V I presents the concluding aspects of this thesis and future directions for research in
this area (see Chapter 7.
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Part II

L I T E R A T U R E R E V I E W

This chapter provides foundational information on authorship attribution and how
it pertains to post-authorship attribution tasks. It includes a detailed description
of the various features and methodologies used in previous literature as well as
the experiments presented in subsequent chapters using the distinctively proposed
approach. Furthermore, we present a variety of authorship attribution tasks, such
as author profiling and verification. We also describe an evaluation forum that
covers several authorship identification shared tasks and demonstrate how it
aids in the advancement of authorship attribution research. The advantages of
developing automated authorship attribution applications will help researchers
and investigators quickly identify and eliminate cybercrime suspects. This chapter
covers all aspects of authorship attribution research, from selecting features and
preprocessing them to determining who wrote what. To address the aforementioned
challenges, we investigate author classification based on online text snippets from
social media such as email, blogs, forum posts, and chat logs, with a focus on
high-quality training texts.





2B A C K G R O U N D A N D R E L A T E D W O R K

I n Chapter 2, we provide a comprehensive description of prior related work in the field
of authorship attribution and highlight its significance in the context of forensic applica-
tions. We start by discussing the complexity of social media and the complicated task of

identifying users of online text snippets (OTS) or long text samples (LTS) during a pre-trail
investigation. In another section, we provide an overview of the basic characteristics that need
to be extracted from a given text or document to understand and analyse the author’s writing
style, and various analysis techniques that have been used in the literature to attribute the
individual to the related elements are explored, respectively. Finally, we outlined the main
problems and challenges faced in this field of research.

To be coherent in nomenclature, in this Chapter 2, alternatively, we use the terms tweets,
online text snippets, or documents as a union of available labelled or unlabeled posted mes-
sages as an online tesnippetest (OTS) or long text sample (LTS) from social media sites such as
Twitter (or ”X”), a blog, or the Internet. These posts take the form of a text dataset, images, or
videos and are commonly referred to as a collection of the bare minimum unit of text data to
be analysed for post-authorship attribution (PAA), which is required to identify the original
author of a post or piece of content. The main purpose of these statistics is to enable accurate
identification of the original author of a post or piece of content, which is crucial for various
authorship attribution tasks. Furthermore, to refrain from mix-ups, we will use Twitter rather
than ”X”, as it is formally known in the public domain.

2.1 S O C I A L M E D I A

Social media is a class of Internet-based apps that are built on the ideological and tech-
nological foundations of Web 2.0 and enable the creation and exchange of user-generated
content [Humphreys 2017]. Social media has a direct impact on people’s private, professional,
and academic lives. There are numerous applications for social media, such as collaborative
projects, microblogs, content communities, social networking sites, virtual gaming worlds, and
virtual social worlds [Kaplan and Mazurek 2018]. Social media has some traits associated with
interpersonal communication, yet it also shares other traits with mass communication. Social
media usually, although not necessarily, involves the use of digital technology to facilitate
some kind of public or semi-public communication. Social media is a popular platform for
people to consume, share, and discuss information about scientific advances, politics, and
controversies [Chen et al. 2022]. It is also a well-known phenomenon that the real lives of
people on the platform can be difficult to determine merely because their online presence
can appear to be a machine or a different person compared to how these individuals appear
online [Rocha et al. 2016]. Moreover, nature and scope of social media make effective response
and management challenging.

In a recent investigation and publication by New York Times Magazine1, for example,
there was a case of a Russian media agency that allegadly executed organised disinformation
information campaigns on social media using pseudonyms to manipulate public opinion and
spread false narratives [Rocha et al. 2016]. After a thorough investigation, it was proven that
the agency had a substantial network of fake accounts and sophisticated tools to propagate

1 https://www.nytimes.com/2015/06/07/magazine/the-agency.html?auth=login-google1tap&
login=google1tap
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messaging to their intended victims through social media using pseudonyms and virtual
identities. The investigation also suggests that the campaign was in fact funded by the state
government’s. With a staff of media professionals, the angency succeeded in disseminating
false narratives, influencing public opinion on politics, and even deceiving the journalist
covering the story for Time magazine.

On the Internet, these are trolling —- a collection of online behaviors that involve the use of
antagonism, deception, and vigilantism, or any reconfiguration of these social behaviors to
provoke reactions from people or institutions [Demsar et al. 2021]. It has become increasingly
prevalent and hazardous on social media and online forums in recent years, posing significant
difficulties for maintaining healthy and constructive online communities [Quandt et al. 2022].
Determining the people who wrote these online text snippets (OTS), reposting OTS, or even
the original proxy address that the OTS were transmitted through could be important to prove
the legitimate owner of the text, but these are concealed easily, making it difficult for a forensic
investigator. But in all of these cases, one important factor stands out: the anonymity built
into social media, which encourages people, including criminals, to carry out illegal activities
online. This anonymity provides a shield for wrongdoers, making it challenging for forensic
investigators to trace their actions back to them.

In a recent survey, over 25% of Americans2 have engaged in social media trolling by sending
nasty tweets to strangers [Gammon 2014], while one-third of Australians have been trolled
online3. Many of the users concerned are tuning on the privacy setting on their account or
employing a service, e. g.an SMS4-based one-time password [Mulliner et al. 2013] or routing
services [Narula et al. 2008] that randomly check user data back and forth for anonymization.
In the case of the Russian agent, the traffic was tunnelled through a freely available open
internet proxy server5 [Rocha et al. 2016]. However, gathering documentation from these
can not be used as convincing evidence in a court of law, particularly when two or more
experienced people are combined, and the aforementioned frustrates the investigator. In many
of these cases, the written word e. g.text, is the only evidence accessible on social media to
solve the quandary and the only clue to the author’s identity. The text or data revealed in this
particular incident could be about the alleged perpetrator’s writing style and surrounding
environment, which can be helpful in quantifying the statistical pattern in OTS or LTS as
language that is linguistically modelled in natural language to understand and analyse the
inherent characteristics. This helps to make the digital world a safer place for everyone while
also protecting potential victims and ensuring that cybercrime perpetrators face justice. This
will not only dissuade potential cybercriminals but will also foster a sense of security and
trust in the online community. It will send a strong message that cybercrime is not tolerated.
Furthermore, the constant evolution of technology and the emergence of new social media
platforms only add to the complexity of uncovering the true identities behind these illicit
activities.

2.1.1 Twitter

It is undeniable that Twitter, as a communication platform, has become increasingly ingrained
in virtually everyone’s daily life, irrespective of geographical location. Since the initial launch
of Twitter by Jack Doresy on March 21, 2006, and when the very first message was posted

2 https://shorturl.at/ejzCO
3 https://www.sbs.com.au/news/article/one-in-three-australians-say-theyve-been-trolled-online/
to8fjyyeq

4 Short Message/Messaging Service
5 https://incloak.com/proxy-list
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on the platform, an estimated 3 trillion tweets have been sent6. Approximately two-thirds of
these have been removed from the platform because the recipients deleted them or because
the accounts (and all of their tweets) have been blocked from the platform or are otherwise
inaccessible by means of the historic browsing facilities with Twitter’s standard application
programming interfaces (APIs), which are the most common entry points to collect data.
Twitter has a number of publicly available APIs that enable free but limited access to data.
There are two of them: the streaming API and the search API. Drawing on Twitter’s official
guide7 and other research [Kim et al. 2020; Chen et al. 2022], the main features and differences
are summarised between the two APIs.

The streaming API is constructed to retrieve tweets in real time. In fact, there are now a
pair of options available: filtered and sampled streams. The filtered stream makes it possible
for study participants to screen millions of new tweets per second and collect only those that
correspond to a certain set of filter rules (for example, up to 400 key terms, 5,000 user identities
[IDs], and 25 locations). By default, the filtered stream retrieves 1% of tweets per hour. If the
study participant would like to use the filtered streaming API to retrieve all tweets with the
hashtag #TwitterAPI, for example, and there are fewer matched tweets than the allowed cap,
the researcher will get all tweets with that hashtag; otherwise, the researcher will get a sample
of #TwitterAPI tweets [Chen et al. 2022]. In contrast, the collected stream is intended to produce
a reasonable random selection of all freshly submitted tweets in real time, free of filtering
constraints [Chen et al. 2022; Pfeffer et al. 2023]. The filtered stream is better suited for study
participants who want to collect information on certain themes. When those conducting studies
do not have a specific inquiry topic in mind and simply want to gauge the temperature of all
Twitter discussions for general monitoring purposes, the sampled stream is a preferable tool to
employ. Using Twitter’s streaming API8, we estimate that there were around 900 billion public
tweets on the platform when Elon Musk bought it for $44 billion in June 20239.

The searching API is another popular entry point for accessing Twitter data. It was designed
to return historical tweets collected by matching rules defined by users. The standard Search
API enables researchers to access, at no cost, a sample of tweets published in the past seven
days. For researchers who only need the past seven days of Twitter data or who are willing
to collect tweets every seven days to trace historical data, the standard Search API may be a
good choice. If the research project needs historical tweets posted over a longer period and/or
beyond the free-tier sampling rate, one would need to use the paid premium plans of Twitter’s
Search API. Usually, there are two premium-level search API products that allow backtracking
of tweets for a longer period, with more than 30 days tracing back to 2006, when Twitter was
launched. Additionally, there are other user-friendly platforms that study participants can
use to access data from social media, for example, Twitter (see Figure 1), but they are very
expensive and provided by a third party due to the rapidly expanding social media market.
Salesforce Social Studio, Crimson Hexagon, and Synthesio all have different pricing structures,
data access types and caps, visualisation and interface, historic search availability, and data
output.

Again, Twitter has been instrumental in studying human behaviour with social media data,
and the entire field of computational social science and sociology (CSS) heavily relies on
information collected from Twitter [Edelmann et al. 2020]. These include developing methods
of detecting tension in online communities [Burnap et al. 2015], disaster management [Seddighi
et al. 2020], and emotional analysis during the pandemic of COVID-19 [Mathur et al. 2020]. Over

6 We do not have an official source for this number; it merely represents an educated opinion from a collaboration of
numerous researchers on Twitter.

7 For additional information, see https://developer.twitter.com/en/docs/twitter-api.
8 https://shorturl.at/hNP59
9 https://www.bbc.com/news/technology-63402338
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Figure 1: Layout platform of the third-party interface to access twitter [Chen et al. 2022].

30 scientific papers, including those presented at the AAAI International Conference on Web
and Social Media (ICWSM) in 2021-2022, have been analysed on a subset of Twitter that include
various topics, including public and mental health analysis, politics, and partisanship [Pfeffer
et al. 2023]. It has further revolutionized the way people connect and share information, with
over 486.0 million active users and over 400 million tweets posted per day [Kwak et al. 2010;
Twitter, Inc 2022]. Twitter’s global reach has grown significantly, and it is now available in
33 languages, greatly expanding its support for non-Latin character sets [Weller et al. 2014].
Twitter periodically modified the structure of the service [Oussalah et al. 2013], introduced new
features, and discontinued the adoption of the API to crawl user-generated content (UGC) on
the platform [Wang et al. 2019], either for research or commercial purposes. On the platform,
users developed a conventional pattern of following subjective and non-subjective or trending
topics that pertain to social, political, and all other aspects by adding ’#’ in front of important
keywords to tag them, but the core concept remained the same: users are allowed to post
concise texts (tweets) of between 140 and 280 characters in length, either based on follow-up
posts uploaded by other users or a new post [Alshammari and Nielsen 2018; GligoriÄ‡ et al.
2018]. No doubt, Twitter data has enabled interdisciplinary research across many fields and
has become a model creature for big data, but it has also been criticised for the various forms
of discrimination that can emerge [Tufekci 2014]. Gaining access to data or the collection of
posts on the platform to develop a preventive model rather than a reactionary one has been a
significant disadvantage that has contributed to the issue of bias on the platform (now that the
new owner has banned the crawling of information on the platform). This is a problem because
data authenticity and reliability have never been guaranteed. While Twitter has long been one
of the most collaborative social media platforms for data sharing with academic researchers,
there is still a lack of transparency in sampling procedures, as well as potential biases caused
by technical artefacts [Pfeffer et al. 2023].
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2.1.2 Characteristics of Twitter

Twitter is a Web 2.0 tool10 [Collis and Moonen 2008] that allows users or people to share or
post meaningful conversations with pairs and share feelings as short digital texts, known
as tweets. The user or people can post these tweets either directly or indirectly. Direct posts
(personal posts or OTS) are used when a user wants to send an update to a specific individual,
whereas indirect updates (public messages) are sent to anybody who wants to read them.
Even though direct updates are designed to interact with a single individual, they are public
and can be viewed by anyone. This feature of these tweets allows for both private and public
communication, catering to different user preferences. Users have the flexibility to choose
who they want to share their updates with, whether it’s a personal message or a public
announcement. It is important for users to be mindful of their privacy settings and choose
their audience accordingly.

Most Twitter users, when posting messages or tweeting on the platform, keep a brief profile
about themselves that includes their full name, the location, a short biography, and the number
of tweets of the user. These tweets or messages can be tracked using phrases, words, and
hashtags that are most often mentioned and posted regularly under the title of the trending
subject matter or topics. A hashtag is a convention among Twitter users to create and follow a
thread of discussion by prefixing a word with a ‘#’ character. To collect user profiles, choose a
user with the most followers and a large audience following them; however, Twitter limits the
rate of crawling information or messages posted on the platform to 20,000 requests per hour.
For example, we use a basic analysis to comprehend and visualise the number of followers and
followings on the network based on the tweets collected in the thesis, as discussed in Table 3
and Section 3.2. Figure 2 shows the distribution of subscribers (solid line) and followers (dotted
line). The y–axis depicts the corresponding cumulative distribution function (CCDF), and first,
we show the distribution of the number of followings, which are noticeable glitches in the
solid line. As shown in Figure 2, if it occurs at x = 20, the initial set of new users recommended
by Twitter is 20, where followers follow the user by a single click and a large number of
people take up the offer. Again, the second glitch is at around x = 2000 and this symbolizes
the momentum of network building generated by the upper limit before it was removed by
Twitter. A very enormous number of subscribers follow-more than 10,000. They are mostly the
official pages of politicians and celebrities who need to offer some form of customer service.
The dashed line in Figure 2, where x = 105, fits a power-law distribution with an exponent
of 2.276. Most real networks, especially social media networks, have a power-law exponent
between 2 and 3. The data points beyond x = 105 correspond to subscribers who have many
more friends than the power law distribution predicts.

We went further to investigate the correlation between the number of followers and the
number of written tweets in the Twitter dataset. Therefore, by evaluating the information using
statistical methods and exploring the qualities necessary to identify influential users, we can
gain insights into how information spreads and how trends in written tweets evolve on the
platform. Figure 3, we plot the number of tweets (y) against the number of followers a user
has (x), while we bin the number of followers in log-scale and plot the median per bin in the
dashed line. The majority of users with fewer than ten followers never tweet or only tweet
once; therefore, their count remains at one. The average number of tweets per user is always
higher than the average number of followers, demonstrating that there are outliers who tweet
significantly more than predicted based on their followers. The medium number of ntweets
stays relatively flat in x = 100 to 1,000 and grows by an order of magnitude for x > 5, 000.

10 The Web 2.0 innovation compass includes blogs, wikis, podcasts, tags, and social networks [Kasavana et al. 2010]
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Figure 2: Number of followings and followers.

Figure 3: The total number of followers and tweets per user.

With open streaming or searching APIs available to craw, one can study the interactions
and the retweet mechanism that users or people use in relaying information, which provides
an unprecedented opportunity for computer scientists, sociologists, linguistics, and forensic
investigators to understand and analyse human behavior elements in the tweets. Our proposed
methods in this thesis contribute towards realising the full potential of determining the author’s
style of post-authorship attribution for an online text snippet (OTS) or long text sample (LTS)
on social media. This research not only enhances our understanding of human behavior on
social media platforms but also has practical applications in various fields such as cybersecurity,
marketing, and public opinion analysis. By accurately identifying the author’s style, we can
detect fake accounts, track the spread of misinformation, and gain insights into user preferences
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and trends. Furthermore, this knowledge can be used to personalize content recommendations
and improve the user experience on social media platforms.

2.1.3 Cybercriminal activity on social media via tweets

Social media platforms on the internet are excellent for bringing individuals together to
achieve a common purpose. Millions of people have used these online platforms as distinct
communication avenues for real-time data sources that allow individuals to construct their
own profiles and engage with other users regardless of geographical or physical boundaries.
In this light, the online social network via online text snippet (OTS) has evolved into an
indispensable communication tool. Communication over online social networks gives new
insights into the creation of social networks and civilizations that were previously thought to
be unattainable in terms of scale and scope. Moreover, social media network sites through OTS
or LTS have transcended the boundaries of the physical world in studying human relationships
and behaviors [Aggarwal et al. 2012; Al-Garadi et al. 2016]. However, a detailed examination of
these relationships reveals the prevalence of unlawful events.

Cybercriminals have used social media platforms such as Twitter, Facebook, and others for
many different endeavours, such as developing virtual communities, gathering information,
and offering training and monetary rewards to members in order to propagate their illegitimate
services citepresende2020framework. With the rise of online communication and social media,
cyberbullying has become a significant issue [Al-Garadi et al. 2016]. Cybercrime is defined
as the use of information and communication technology (ICT) by individuals or groups to
attack other users [Salmivalli 2010]. Cybercrime is a substantial national health problem, with
sufferers at high risk of suicide thoughts [Sampasa-Kanyinga et al. 2014;?]. Cybercrime, whether
through cyberbuying or other parts of cybercrime, is a far more persistent version of old kinds
of bullying that has a harmful impact on victims. The malicious attacker can harass his or her
victims in front of an entire online community, and this has become an intrinsic part of the
new world phenomenon. Therefore, social media platforms have become the most common
places for cyberbullying victimization [Whittaker and Kowalski 2015], and their popularity
and proliferation have increased the instances of cybercrime [Al-Garadi et al. 2016]. In general,
social networking sites and the Internet or Web provide capabilities for cybercriminals to plan
and execute their criminal acts. However, authorship analysis methods have proven to be the
most effective strategy in recent years for identifying users, defending against such attacks,
and addressing the problem of anonymity without compromising users’ privacy[Altakrori et
al. 2018; Majeed and Lee 2020].

Over the years, online text snippest (OTS) has been used or misused for a range of illicit
activities, such as AFF [Modupe et al. 2011a], spamming, phishing, distributing malware,
launching botnet commands [Zheng et al. 2006], and spreading malicious activities [Modupe et
al. 2022]. For example, Figure 2 depicted a suspect involved in cyber espionage activities from
an anonymous Twitter account dated 2000 with about 2,432 followers and 2,360 following.
There was no clean posted message but a link to a suspicious website and OTS reading,
“nAmAste Terrorist accord France An #CyberGuemillA. . . ”. The anonymous user in this case
creates social communities aligned with their goal of disseminating unlawful texts with images
and adding malicious information references (a phishing website) to the tweets. Equally, the
perpetrators are likely to collect information from social connectors on the page (e. g.users
who follow and follow one another), and from the interactions, the account of the oblivious
individual (e. g.the victim) could be hacked by the online criminals (such as when individuals
re-post any of the tweets, reply to the message, or click the link). These are nefarious ways
that cybercriminals hack into larger establishments to steal sensitive information or gain
unauthorized access to systems. These actions create opportunities for online criminals to
exploit vulnerabilities and carry out malicious activities.
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Figure 4 shows an attempt at cybercriminal activities that create social communities to
spread illicit texts and add malicious information references (a phishing website) to the tweets.
Offenders may immediately collect changes from the social media pages of social connectors
(e. g.users who follow and follow one another) and from the interactions of the hackers (such
as when they re-post one another’s negative tweets). This could make mischievous Twitter
posts more visible and attract additional targets.

Figure 4: A online text snippets from hacker group.

2.2 F E AT U R E M E T R I C S

In the course of an investigation prior to a trial, forensic linguistics assists lawyers in examining
language-based evidence, such as texts sent anonymously to commit crimes online [Altakrori
et al. 2018]. The PAA or AA task assists in resolving the issue of anonymity by determining who
wrote the OTS or documents. The study of discovering hidden linguistic features in several text
documents by known and unknown authors is known as authorship analysis [Venčkauskas et
al. 2015]. It entails evaluating the writing styles or stylometric features of the text; however, in
style-related tasks, data is collected by extracting and assembling parts of a text typical of that
writer [Zheng and Jin 2023].

Characters are smaller units of words in texts, while multiple characters are amalgamated to
form a commonly used collection of words [Valli and Lucas 2000; Khatun et al. 2019]. Words
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can be grouped together in a variety of ways to form clauses, sentences, paragraphs, and entire
texts. It is possible to determine who wrote an anonymous text by analyzing the sociolinguistic
factors in the writing styles [Ding et al. 2017]. Semiotics, phonology, lexicology, part-of-speech
(POS) tagging, syntactic, and rhetorical methods were chronologically ways to create unique
fingerprints that could be used to facilitate the identity or quantify the characteristics of the
author of a given text [Kalgutkar et al. 2019; Modupe et al. 2022; Zheng and Jin 2023]. Rudman
[1997]; Stamatatos [2009b]; Koppel et al. [2009]; Neal et al. [2017a], over 1000 metrics could
characterize the authorship of an anonymous online text snippet or document; however, no
single metric is sufficient or universally accepted. These sections look at the main feature
metrics used in modern AA or PAA tasks.

2.2.1 Style

Style measurements are measurable evaluations of a writing style that reflect the author’s
characteristics. Characters, word length, sentence length, and vocabulary richness are the
various aesthetic indicators used in style metrics. The first attempts to determine the author
of a questionable text, OTS, or document relied on simple measurement elements such as
the length of each sentence, words, and hapax legomena [Mendenhall 1887a]. Hess et al.
[1989] employed type-token ratios (TTRs) of oral language to measure the vocabulary-based
diversity in each text, including duplicated words. These initial methods were limited in their
ability to capture the complexity and nuances of a writer’s style. As research progressed, more
sophisticated techniques were developed to analyse writing style, taking into account factors
such as syntactic patterns, semantic coherence, and even emotional tone. These advancements
have led to more accurate and comprehensive evaluations of writing style, providing deeper
insights into an author’s unique characteristics.

Wu et al. [2021a] used 37 characters, 189 words, 12 punctuation symbols, and three sentence
lengths to show different ways to simplify the linguistic metrics of a certain author from the
text before looking at the ML model and figuring out who wrote it. In a similar manner Alonso-
Fernandez et al. [2021] made use of 37 characters, 189 words as a total, 12 punctuation symbols,
and three sentence lengths to portray various ways to simplify the linguistic metrics of an
author from the text before exploring the ML model and attributing the authorship. The fact
that style measurements (or style metrics) are not language-specific is a significant advantage.
It can be used on any set of data, and the only thing that needs to be done is to make sure
that the texts or documents that are being processed are tokenized (a device for turning text
into tokens) [Stamatatos 2009b]. However, the large amount of text on social media sites made
tokenization, the first step in processing text with NLP, more difficult. This challenge arises
due to the informal nature of social media text, which often includes abbreviations, slang,
and misspellings. Additionally, the brevity of social media posts makes it harder to accurately
attribute authorship using linguistic metrics alone.

Some punctuation marks, especially the baseline dot, can be used in more than one way.
For example, it can be (1) a period or full stop to mark the end of a sentence, (2) a marker
for abbreviated forms, (3) a decimal mark to separate the integer from the fractional part of a
number, (4) a separator between the hostname, subdomain, domain, or top-level domain in
Internet addresses, or (5) part of a so-called horizon When these restrictions are anticipated,
tokenization becomes more challenging as a task for humans [Proisl and Uhrig 2016; Zheng
and Jin 2023]. The use of style measurements (or style metrics) to describe an author may be
distorted or noisy if the vocabulary choice in the input text or sentence is misspelled [Neal et
al. 2017a]. A single tokenizer, on the other hand, may work well on historical texts (a specific
piece of text, such as a work of fiction, literature, or poetry, whose original purpose is to tell a
story or amuse, as in a fantasy novel), but not so well on more contemporary ones, such as
social media texts. As a result, it is best to select a tokenizer or dictionary based on the type
of data and the purpose of the morphological analysis [Zheng and Jin 2023]. For example, a
tokenizer designed for social media texts would be more effective in accurately identifying
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and segmenting hashtags, emojis, and abbreviations commonly used in these types of texts.
Additionally, a dictionary specifically curated for contemporary language would provide more
accurate definitions and examples for modern slang and neologisms frequently found on
social media. Therefore, understanding the specific characteristics of the data being analysed is
crucial in choosing the appropriate tokenizer or dictionary for optimal morphological analysis.
This ensures that the analysis of modern slang and neologisms is as accurate as possible.

Additionally, it is important to consider the context in which these hashtags, emojis, and
abbreviations are used, as their meanings can vary depending on the conversation or platform.
Incorporating contextual information into the analysis can enhance the accuracy of identifying
and segmenting these elements. On top of that, regularly updating the tokenizer and vocabu-
lary database to keep up with evolving language trends is essential for maintaining accuracy
in analysing modern slang and neologisms on social media, but this will make the model or
the proposed model not generalizable, increase the time consumption, and be inefficient for
new features or elements that are unknown to the model in the future [Vosoughi et al. 2016].

2.2.1.1 Word count

A forensic investigator can use language-based evidence, such as the number of letters in
a word or the length of the text or sentence in a particular dubious document, to identify
the author. Mosteller and Wallace [1984], for example, used the presence of function words
to identify the authorship of the contentious text in the Federalist Papers [Holmes 1994a;
1998; Stamatatos 2009b]. Likewise, Springer [1923] used four-letter words to identify the
genuine author of Shakespeare’s plays, whereas Bacon used three-letter words to formulate the
facetious operettas under the counterfeit names of Shakespeare authors to protect himself from
oppression. This approach of using specific linguistic features to determine authorship has
been widely employed in the field of stylometry. For example, researchers have also utilised
sentence length, punctuation usage, and vocabulary richness to distinguish between different
authors [Argamon and Levitan 2005]. These methods have proven to be effective in various
domains, including identifying the author of anonymous emails and detecting plagiarism in
academic writing [Modupe et al. 2011b; 2012b].

By analysing patterns and frequencies of certain words or word lengths, researchers can
uncover unique writing styles and potentially attribute texts to their respective authors. These
methods have proven particularly useful in cases where the true authorship of a document is
disputed or unknown. As a result of this observation, Williams [1975a] scrutinisedd the text
of Philip Sidney, a Native English poet who distinguished his style of writing through his
distinctive long texts against those established between Bacon’s prose and Shakespeare’s verse.
When using word length to characterise the writing style of a particular author, it is critical to
consider the impact of the linguistic form of some words in the text. For example, for some
authors, the distribution of the word or length of the word in the text can be distinguished
if assorted words depend substantially on the text’s content; thus, to identify the author, it
is critical to eliminate words that rely on the content. To identify the author, it is critical to
eliminate words that rely on the content and focus on patterns that are independent of specific
texts.

Word length and other statistical features have been widely employed to determine who
wrote what and how they wrote it since the beginning of authorship attribution [Juola and
others 2008]. Fucks [1952] demonstrated the complexities of word lengths in an attempt to
determine different syllables among writers. Kelih et al. [2005] demonstrated the use of word
length determinants in determining the originator of alphabetical characters based on the
given text or who wrote the given text reached an accuracy of 70%. Grieve [2007] used word
length distributions to distinguish two authors with an accuracy of 79%. Despite the fact
that word length traits are widely used for PAA or AA tasks, they are primarily used to
characterise a writer’s traits rather than their writing style in order to improve PAA or style-
based authorship-based tasks. The research community has harshly criticised the approach
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as unreliable [Holmes and Tweedie 1995; Stamatatos 2009b]. But advancements in natural
language processing (NLP) with deep learning (DL) and machine learning (ML) have shown
promising results in accurately identifying the writing style of an author. These approaches
analyse various linguistic features, such as syntax, vocabulary, and punctuation patterns, to
capture the unique writing styles of individuals.

2.2.1.2 Sentence size

The number of characters or words in an online text snippet or document might influence the
length or size of a sentence. Sherman [1888] used the length of a sentence in a text to exhibit
a dissimilar average length to determine the true originator of a text. Yule [1939] employed
fundamental statistical principles (mean, median, and word frequency) to calculate vocabulary
richness. Like word length, there is insufficient information to make sentence length a viable
method of achieving a high level of accuracy. Therefore, additional measures must be taken
into consideration. One such measure is the analysis of the syntactic structure of sentences.
By examining the arrangement of words and phrases syntactically within a sentence, it is
possible to gain insights into the author’s writing style and potentially identify patterns or
unique characteristics that can help determine the originator of a text. Another approach is to
analyse the semantic content of sentences, looking for specific vocabulary choices or thematic
elements that may be indicative of a particular author or writing style. These additional
measures provide a more thorough assessment and increase the accuracy of determining the
true originator of a text.

Other stylometric methods have recently been introduced to increase the PAA system’s
performance. Sapkota et al. [2014], for instance, used an average number of sentences, tokens
per sentence, punctuation marks per sentence, and 13 other stylometric features to identify
the author of a document. Mekala et al. [2018] reported about 39 feature metrics, such as the
number of sentences in a text, the number of words in a document, the average length of a
word, the number of full stops, the number of exclamation marks, the number of commas, the
number of colons, and the number of semicolons, to identify the author.

Wu et al. [2021a] presented a statistical style, indicating average words, sentence length,
letter frequency, the number of 26 letters, and punctuation marks with three content features,
two syntactic features, and one semantic feature to predict the author. Even though the length
of a sentence is used to determine the author of an online text snippet or document, sentence
lengths vary, complicating lawyer consultation through sentence length. This would serve as
language-based evidence during a pre-trial investigation in court; therefore, sentence length is
an inadequate descriptor to quantify the sociolinguistic characteristics of a particular instigator
reflected in writing for social media text. Sentence length cannot accurately capture the soci-
olinguistic characteristics of a particular writer’s online snippet text (OTS) or long text sample
(LTS) on a social networking site. This is because sociolinguistic characteristics are complex
and multifaceted, requiring a more comprehensive analysis.

Twitter, for example, encourages using abbreviations, short words, and slang in text posts
online [Rocha et al. 2016; Savoy 2012; Naseem et al. 2021]. Furthermore, the main goal of
networking is different from that of posting and lurking. People use social media to socialise
and keep up with family members and acquaintances, whereas a major OTS, posting and
lurking, is sharing information [Morrison et al. 2013]. On the other hand, criminals have used
the Internet’s anonymity to commit crimes covertly [Altakrori et al. 2018]. But since the start of
Twitter, its abbreviation principle has been to engage, lurk, socialise, read, share, distribute, or
talk about ideas and content in an open space [Geiger 2016]. Twitter has become a platform
for both positive and negative interactions. This is because sociolinguistic characteristics
are complex and multifaceted, requiring a more comprehensive analysis beyond just length
measurement. In order to fully understand the impact of sociolinguistic characteristics on
Twitter interactions, factors such as tone, context, and intent must be taken into consideration
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and must be interpreted according to the specific cultural and linguistic backgrounds of the
individual users involved.

2.2.1.3 Vocabulary richness

The vocabulary richness features of written material display how many words or phrases are
used. They are unreliable because they depend heavily on the length of the text [Neal et al. 2017a;
Shukla 2019]. Vocabulary richness with increased text length. Eder [2013] used the frequency
of various words as a stylometric metric and de Vel et al. [2001a] used the number of tokens,
the number of types (various words), the number of characters, and the number of hapax
legomena to identify the originator of an email. Unfortunately, the vocabulary size depends on
the length of the message (as the text becomes prominent, so does the vocabulary) [Stamatatos
2009b]. Baayen [2001], no metrics can bypass the influence of the sentence length; therefore,
combined feature metrics could be employed to lessen the influence of text length and data
structure on individual metrics [Zheng and Jin 2023]. Hoover [2003] presented a Burrow
method considering large sets of high-frequency function words per 1000 words while applying
principal component analysis (PCA) based on computing multiple lexical richness metrics
as a standard method for AA tasks. Prasad et al. [2015] used an hapax legomena count of an
average number of words; the number of sentences; the number of syllables per word; word
length; sentence length; hapax dislegomena; enumeration of POS; tagging, and functional
words to investigate authorship of Telugu text.

2.2.2 Lexical

Historically in literature, lexical metrics have been proven to improve the detection of sen-
timents and emotions in event detection tasks [Mohammad and Kiritchenko 2015; Thelwall
et al. 2012]. It has been used to guide stylistic irregularities by quantifying the writers of a
short or lengthy document [Ma et al. 2020]. Despite the clarity of the feature metric, it has
the advantage of applying to any language once tokenisation of the text or document can
be established [Stamatatos 2009b]. Lexical metrics regard vocabulary richness, word frequen-
cies, word n-grams, and spelling errors. Vocabulary richness, representing the diversity of
words used in a text, is unreliable because it heavily depends on the text’s length. Vocabulary
richness increases with the increase of proliferation of the size of text [Shukla 2019]. For ex-
ample, Preotiuc-Pietro et al. [2019] introduces a systemic analysis of computational linguistics
with the help of multi-perspective question-answer (MPQA) for lexicon sentiment [Wiebe
et al. 2005] and the National Research Council (NRC) [Mohammad and Turney 2010] to the
model expression of dissatisfaction of pain, or resentment across nine domains of Twitter
users; however, the function of lexical metrics is limited as linguistic expressions in a long
span of text often cause stylistic phenomena. According to Preotiuc-Pietro et al. [2019], the best-
performing lexical metric in the experiments yields a worse result than a simple bag-of-words
(BoWs) model; however, WordNet Oram [2001] is the most heavily used lexical database for
finding semantic relation information between features and words. For example, Mao et al.
[2018] uses hypernyms and synonyms of words from WordNet to disambiguate them when
discovering nuanced metaphors from the text. Since writers express diverse attitudes towards
specific events, lexical features can help solve simple cases in authorship-related tasks with
high accuracy and, therefore, reduce ‘noise’ when training complex models.

2.2.3 Syntactic

Syntactic attributes can be believable if authors are inclined to use identifiable syntactic patterns
instinctively and independently of the text for a given topic [Zheng and Jin 2023]. Getting
syntactic features, on the other hand, depends on the language because there is a need for a
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parser11 to properly evaluate a certain intrinsic subjectivity taken from a natural language text.
Noise is introduced as a result of unavoidable errors while extracting syntactic features [Koppel
et al. 2011; Venčkauskas et al. 2015]. However, several studies showed that adding information
about syntax could make the AA or PAA system more accurate [Baayen et al. 1996; Chaski
2005; Gamon 2004; Hirst and Feiguina 2007; Stamatatos et al. 2001].

Baayen et al. [1996] was the first to demonstrate the effectiveness of syntactic features by
assembling more than a thousand rules to represent a portion of a syntactic feature in a text
or document. The textual measurement of the rules was a feature. Short-text authors were
distinguished using the bi-gram frequencies of a stream of syntactic labels [Hirst and Feiguina
2007]. These studies highlight the importance of incorporating syntactic information into
authorship attribution systems. In summary, Baayen et al. [1996] developed a comprehensive set
of rewrite rules that captured syntactic features in texts, and Hirst and Feiguina [2007] utilised
bi-gram frequencies of syntactic labels to differentiate between authors of short texts Koppel
and Schler [2003] presents an intriguing method by using syntactic misconceptions, such as
sentence elements and incompatible tenses, as the attribution features. The most standard and
straightforward methods are POS tag frequencies or POS tag n-gram frequencies [Sari 2018].
Even though some languages have similar styles, syntactic metrics show different features,
like how words are separated or function words [Stamatatos 2009b; Venčkauskas et al. 2015].
This is a better way to do it than the old way of using punctuation frequency metrics [Hilton
1992; McMenamin 2002]. The goal of all of these methods is to find syntactic differences in
texts that help identify the author’s writing style from the given OTS or LTS. However, these
differences alone are not enough to figure out what makes the author’s writing style unique
during a pre-trail forensic investigation [Venčkauskas et al. 2015].

2.2.3.1 Function words

Function words (FWs), which include prepositions, particles, determiners, and adverbs, serve
as conjunctions for other words, indicate the grammatical structure, and have a relatively
stable use. The FWs are designed to capture topic-independent functions and the pure intuitive
stylistic decisions of the author in a text [Stamatatos 2009b; Zheng and Jin 2023]. Function words
are important aspects of writing style and play a significant role in establishing coherence and
cohesion in the text. FWs also contribute to the overall effectiveness and clarity of the written
piece.

Golshaie [2019] found that FWs could accurately identify the writer’s writing style with
single-word phrases in diminutive sizes, and Hadjadj and Sayoud [2021] offered a contempo-
rary collection of FWs using Arabic-language datasets by categorising 600 words into three
categories, such as descriptive pronouns, authoritative pronouns, and conjunctions, in order to
identify the authorship of the given text or documents by attaining an accuracy of 95%. When
we look more closely at FWs and the methodological benefits to AA and PAA tasks, we can see
three main uses: (1) FWs are reliable for textual comparison because they are defined in a group
of phrases or words and are unable to be replaced; (2) their low dimensionality makes them
useful from a quantitative point of view; and (3) authors do not choose FWs when they write.
Instead, they are spontaneous and often emerge from the writer’s subconscious mind [Keste-
mont 2014]. Therefore, FWs are used to determine who wrote a given text or document, which
has become the primary indicator and focus of linguistic research. The ability to determine
how these metrics are used for AA and PAA tasks without explanation or interpretation has
been overlooked over the years, and this gap in understanding needs to be addressed in future
studies. Nevertheless, the lack of conscious control makes FWs more creative and true to form

11 A parser is a syntactic analysis tool that analyses a string of symbols in natural language, computer languages, or data
structures using formal grammar rules.
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expressions of the writer’s perceptions and emotions, which should be looked into [Kestemont
2014; Zheng and Jin 2023].

2.2.4 N-gram

Finding a N-gram of a string of a character, word, or token in a text or collection of documents
is a common task in natural language processing (NLP) and one of the feature engineering
techniques used in machine learning to extract features. N-grams are used to analyze the
frequency and patterns of sequences of characters, words, or tokens, which can provide
valuable insights into the structure and content of the text. They are particularly useful in
tasks such as language modeling, information retrieval, and text classification. By examining
N-grams, researchers and practitioners can gain a deeper understanding of the underlying
patterns and relationships within the text data. Stylometric features for PAA or AA tasks, lexical
textitn-grams, character textitn-grams, and POS tag textitn-grams are all textitn-gram metrics.
It is critical to specify textitn when using the textitn-gram metrics, which can extrapolate
the word count in a row or group of strings. Unigram metrics ignore word order (where
N = 1). Character traits and linguistic N-grams, on the other hand, are better at capturing
information about words, context, and themes; thus, the N-gram indicator is an excellent
method to measure the author’s writing style of a given text or document because some words
or phrases are distinctive to how the author writes [Zheng and Jin 2023]. However, the weight
of the N-gram metrics from a text or document could increase in dimension depending on the
length of the text in the training data, which could exhibit exaggerated features. A couple of
numeric values of N cannot represent contextual information in anonymous or questioned
texts used for crimes. So, selecting the best N value depends on language, the task, and any
among these methods [Neal et al. 2017a; Zheng and Jin 2023; Venčkauskas et al. 2015].

2.2.4.1 Character N-gram

Character N-grams are simple metrics for extracting smooth and continuous stylistic features
in a text or document (e.g., various word forms) and are tolerant of ‘noise’ (or interference).
Character n-grams metrics are because a text comprises a string of letters, numbers, capital
letters, lowercase letters, or punctuation marks. Koppel et al. [2011], for example, used character
N-grams to establish an appropriate author writing style that adequately characterized the
author of a text or documents. Kjell [1994] used machine learning models (for example, neural
networks and Bayesian models as classifiers) with the Federalist Papers by employing 36,000
character bigrams and trigrams to find the author’s writing style and determine the individual
author [Neal et al. 2017a]. This type of attribute is also available in any natural language model
and is an excellent way to judge an individual’s qualities of the model [Sari et al. 2017]. On the
contrary, Sapkota et al. [2015] used character N-grams measurements to capture affixes and
punctuation information, which has a significant impact on style-related tasks. At the same
time, Barlas and Stamatatos [2020a] used character N-grams indicators associated with word
attachments and linguistic punctuation marks, which are essential in determining an author
across multiple contributors or subjects in a text or document.

One inspiring aspect of character N-grams metrics is how they use exclamation or punc-
tuation marks. Howedi and Mohd [2014] extracted various lexical and character metrics of
each writer’s style using N-grams at the character and word level (where N = 1, 2, 3, and 4) as
a feature to represent the input text. The study employed these features to examine the AA
task on short historical Arabic texts written by ten individuals and achieved an accuracy of
93.33% only using character tri-gram metrics with punctuation mark features. Koppel and
Schler [2003] captured common grammatical or orthographic mistakes (most common in an
online text snippet), representing them as a character feature to identify the writer’s writing
style. The writer expressed that the text’s effectiveness comes from using character n-grams
to display content and style. This is comparable to what Sapkota et al. [2015] reported using
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morphosyntax, thematic content, and style; however, commas remain a point of argument
regarding punctuation [Wu et al. 2021a].

Commas are used not only in literary works, but they can also be used to identify the author
based on the structure of the writing style in the text or document. The use of commas can
reveal important insights into the author’s thought process and help distinguish their style
from others. Scholars and experts can gain a better understanding of the author’s intentions
and narrative techniques by closely examining the placement and frequency of commas.
Additionally, commas can measure rhythm in a sentence as one of the metrics used in AA
tasks; however, [Wu et al. 2021a] shown that the use of commas could appear several hundred
times in given texts. As a result, figuring out the authors of OTS or documents such as diary
entries is challenging, and it’s extremely easy for non-writers to misuse commas.

2.2.4.2 N-gram words

Word N-grams are the most straightforward to understand. Word n-grams reveal the authors’
preferred words or word combinations. Tan and Tsai [2010] explores the use of word N-gram
metrics as particular characteristics to classify various authors for online text, including blogs
and e-books. The findings show that syntactic features perform better with larger data sets,
while lexical features perform better with smaller data sets. Howedi and Mohd [2014] found
that word uni-grams outperformed word N-grams in terms of efficiency. The frequency of
word N-grams proved to be more reliable and precise, according to Coyotl-Morales et al. [2006];
Sanderson and Guenter [2006] but the number of N continues to grow as the document or text
increases. However, it is important to note that the performance of word N-grams may vary
depending on the specific context or domain of the text. Additionally, researchers have also
found that combining both syntactic and lexical features can lead to even better performance
in certain cases.

The first drawback to extracting word N-grams from a text or document is that word
segmentation, which is a grammatical phrase made up of one or more morphological elements
or a means of determining the word boundaries in a text or document by computer algorithms.
Therefore, for OTS or social media text, it is very difficult to extract or determine, not to
mention developing machine learning algorithms to correct the error associated with word
segmentation. Another obstacle with word N-grams is that unstructured data collected from
OTS may be insignificant and irrelevant to the content of a given text or document based
on the occurrence of words extracted from the text in order to determine the writer of the
text or questionable text during pre-trail forensic investigation. This makes it difficult for a
machine learning or classification model to accurately predict the author of language-based
evidence regarding a writing style in court. Capturing content-specific information rather than
stylistic information is possible; thus, determining the actual value of textitn is critical for
content-based metrics or others composed of character and word textitn-grams. To investigate
the authors’ styles, highly dependent words must be removed from the content. Removing
highly dependent words from the content allows for a more accurate analysis of the authors’
styles. By focusing on content-specific information rather than stylistic elements, machine
learning or classification models can better predict the author of language-based evidence
in court. This approach enhances the reliability and effectiveness of content-based metrics,
particularly those based on character and word N-grams.

2.2.4.3 POS N-gram Tagging

A computer-controlled grammatical interpolation of textual data is called POS N-gram tagging.
It provides a potentially rich source of additional measurements that can represent an author’s
writing style for PAA or AA tasks [Rocha et al. 2016]. To do this, Gimpel et al. [2010] made a
tag set, annotated data, developed characteristics, and reported tagging to trained English
data from Twitter and achieved near-90% accuracy. It was compared to work by Altakrori et al.
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[2018], investigating the authorship of Arabic discourse, particularly tiny text posted on Twitter.
The study used three feature metrics, character, words, and POS, with an interactive device to
visualize the similarity of the suspicious authors’ profiles.Additionally, POS N-gram tagging is
used to analyze and understand various aspects of the text, such as its complexity, linguistic
patterns, syntactic structure, and semantic relationships. By examining these metrics, Wu et
al. [2021a] aims to gain insights into the characteristics and properties of the text data being
analyzed. Additionally, the metrics can also be employed to compare and contrast different
texts or track changes in language usage over time. [Seroussi et al. 2010], for example, used it in
conjunction with ML methods such as logistic regression to predict the authorship of a given
text or document on the Internet movie database (IMDB) and achieved an accuracy of 87.74%.

Pokou et al. [2016] reported an adjustable dimension of POS N-gram tagging to generate
author signature indicators, and Gómez-Adorno et al. [2018a] used the same features to get
an accuracy of 91.9% when training datasets are encoded with POS N-grams by employing
skip-grams (with the length of the input text ranging from 1 to 5). When compared to using
word N-grams, the precision was relatively higher, with a 96.8% accuracy rate, but much lower
when using character N-grams, with an average precision of 87.1%. [Litvinova et al. 2015]
actually used POS N-gram to detect or identify author personality, and according to reports,
a combination of POS and FWs were used as well. Citetjin (2014) showed the effectiveness
of phrase parsing with POS N-gram including FWs, and punctuation to understand the
surrounding content in non-English text. The benefit of these features was demonstrated by
[Lee et al. 2017] using Korean text, but POS N-grams tagging is limited in the grammatical and
contextual information it provides to genuinely determine the real author.

Dependency-parsing is combined with POS-tagging to help extract meaningful syntactic
patterns. Basile et al. [2019] claim that pure POS tags are simplistic and can only model shallow
syntactic features, whereas dependency parsing provides richer authorship information. Their
experiments suggest that using POS and dependency features jointly accelerates proficient
performance. The reason syntactic features are important in style-based tasks is that writing
styles are usually specific to the choice and arrangement of words in a document; therefore,
the interrelationship among words is indispensable. POS N-grams tagging indicators reveal
insufficient sentence structure and contextual information, which is a two-edged sword. They
reveal an author’s distinct characteristics. In contrast, they only show the basic structure of
sentences without describing higher-level structures such as phrases. However, the N-grams
tagging criteria for POS distribution can vary depending on the textual input in the text or
documents.

2.2.4.4 N-gram phonetics

To make phonetics reliable, there are certain rules about the cause-and-effect relationship
between phonetics and pronunciations that have been used for AA tasks [Mosteller and
Wallace 1963]. Deng and Allahverdyan [2016] used sixteen native English writers to show that
a Dirichlet distribution can be used to measure rank-frequency connections for phonetics. This
approach allowed for a more accurate representation of the relationship between phonetics
and pronunciations. Additionally, the study found that incorporating contextual information
further improved the reliability of phonetics in AA tasks. However, Dirichlet distribution
was found to provide a good fit for modelling the distribution of phonetic units, but it was
very difficult to find the correlations because they do not include the distribution of specific
phonetics that could be used to figure out how much the author contributed to the text.

Khomytska et al. suggests that the choice of phonetic elements in a text can vary depending
on the intended genre or style of writing but is achieved with 95% accuracy using statistical
methods with stylistic features to measure the author’s writing style. Additionally, these
findings highlight the importance of considering the linguistic context and purpose of a text
when analysing its phonetic features.
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Zheng and Jin [2023] demonstrates how a language besides English text is examined for
effectiveness by employing phonetic metrics to pin down authors by comparing them with
already existing indicators. Support vector machines (SVM) and random forests (RF) were
employed as the classifiers. With SVM as a classifier, they reached the highest precision of 96%
with comma indicators, followed by phrase patterns with 95% precision, word-tag bigrams
with 89%, and phonemes with 84%. By contrast, the accuracy results of RF with phrase patterns,
the use of commas, word-tag bigrams, and phonemes are 96%, 95%, 89%, and 85%, respectively.
However, phonemes appear to have challenges successfully capturing the writing style of
Japanese or English writers. They may not accurately represent the nuances and subtleties of
the language and may lead to inaccuracies in language processing tasks. Additionally, this can
absolutely make it difficult for forensic investigators to accurately analyse and interpret text
written in these languages. In order to improve the accuracy of language processing tasks and
forensic analysis, it is crucial to explore alternative methods that can better capture the nuances
and subtleties of Japanese and English writing styles. This could involve incorporating other
linguistic features or utilising advanced machine learning techniques specifically tailored for
these languages.

Phonetics, the study of sounds in human language, plays a crucial role in understanding
pronunciation and speech patterns. By encompassing a wide range of sounds, phonetics
allows for a more comprehensive analysis of linguistic diversity across different languages.
Additionally, the relatively consistent number of phonetics in various languages suggests
that these features are more stable and less prone to variation compared to other linguistic
aspects like vocabulary or grammar. These ranges of phonetics in various languages range
from 20 to 50 (for example, Native English has 44 phonetics, Chinese has 35 phonemes, and
the standard number of phonetics in any European language is approximately 37), showing
that these characteristics involve less distortion than other features such as lexical features.
The stability of phonetics in different languages can be attributed to their physiological basis,
as they are grounded in the physical production and perception of sounds. Additionally,
phonetic features play a make-or-break role in interpersonal interactions as they contribute to
the intelligibility and clarity of speech across different linguistic communities. The negative
aspect is that phonetic grammatical structures and written languages change over time, so new
phonetics may show up frequently or disappear, and the inherent subjectivity of the language
in the text may mismatch [Zheng and Jin 2023].

As a result, phonetics are constantly changing, making it more difficult to learn and com-
municate languages. For example, forensics investigators or professionals that excel at AA
tasks may struggle to adapt to new rhythm patterns or elements in order to communicate with
people who speak languages other than their own. Furthermore, the subjectivity of language
in written texts can lead to misunderstandings and misinterpretations, as readers may perceive
the same words differently depending on their linguistic and cultural backgrounds. These
problems underline the need for continued phonetics and linguistics research and training
to promote language learning and communication across linguistic boundaries. Additionally,
including cultural sensitivity and awareness in language interpretation can help to avoid
misconceptions and encourage effective cross-cultural communication.

2.2.5 Semantic metrics

The PAA or AA task falls under the style classification category, an exciting subfield of text
categorization focusing on understanding a writing style from the vantage point of the lin-
guistics employed in the text or online text snippet as opposed to the content. In the literature,
various feature metrics and classification methods were proposed, attempting to overlook
the text while focusing on its style. Because of the limitations associated with this metric,
modern applications proposed for advancing research on authorship-based tasks incorporate
multiple metrics to cover more extensive information and achieve higher accuracy. Basile et
al. [2019] presents practical linguistic analysis metrics, such as context-free production and
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semantic relationship frequencies. This would significantly reduce errors over more commonly
used shallow features, such as FW and POS trigrams for AA tasks. Using document instances
with five sentences each, 10-fold cross-validation, and a frequency cut from five, the author
achieved 87.63% classification accuracy using all features and 83.00% accuracy using FW and
POS trigrams.

Stańczyk and Cyran [2007] used the feature selection method to categorize input texts as
lexical and syntactic metrics as author referential integrity. However, the author achieved an
average precision of 95.78% for AA tasks by using FWs with punctuation marks and ANNs to
identify the author of a questionable text. This happens because lexical and syntactic metrics
are used subconsciously to reveal an author’s style. Abbasi et al. [2008] employed a mixture of
stylistic indicators, such as descriptive words, idiosyncratic, the use of POS, phrases or word
length, vocabulary affluence, and paragraph measurement, which could assist in recognizing
individual authors based on their writing style, accomplishing an accuracy of 95.2% on eBay
comments and 90.4% on Enron email. Gómez-Adorno et al. [2018a] employed document
embeddings to understand characters, POS N tags, and word N-grams for characteristic
types. Zhang et al. [2018b] used a multiple channeled self-attention network (MCSAN) to
determine a number of feature indicators as a supplement to recognize authors for AA tasks
and achieved an accuracy of 92.9%. Alonso-Fernandez et al. [2021] approached AA tasks for
digital text and evaluated them with nine feature metrics categorized as lexical, structure, POS
tag uni-grams, punctuation symbols, and syntactic to capture writing styles at various levels.
The evaluation result with limited training and evaluating datasets on Twitter achieved an
equal error rate (EER) between 20 and 25% with 93 authors from the information security and
object technology (ISOT) dataset [Brocardo and Traore 2014]. When a high number of Tweets is
employed, unigram accuracy reaches 97–99%.

Koppel et al. [2009]; Stamatatos [2009b]; Grieve [2007] highlighted a variety of indicators,
including lexical and syntactical characteristics, that could be used to improve precision for
AA tasks and eventually identify the author precisely. Others implemented these attributes to
reduce complexity, such as avoiding overfitting on training data, reducing irrelevant features,
selecting the best subset of features, and indirectly improving classification effectiveness.
Although feature selection has always culminated in an “ad hoc mess”, the feature set behavior
was regarded as classifier-dependent and non-deterministic and the most significant problem
in stylometry representation for AA or PAA tasks [Juola and others 2008]. Koppel et al. [2009];
Stamatatos [2009b]; Grieve [2007] highlighted a mixture of indicators to enhance the precision
for AA tasks. Houvardas and Stamatatos [2006] adoption information gain and entropy (IGE),
while Koppel et al. [2006a] employed the likelihood ratio to quantify the degree of available
“synonymy” as a feature in a text, and Grieve [2007] use χ2; however, the selection feature loses
discriminating power; therefore, stylometry characteristics do not hold the same capabilities to
distinguish semantic relatedness among features [Neal et al. 2017a; Sari et al. 2017; Sari 2018].
However, most of these models rely on selection features such as BoW measurement [Ding et
al. 2017], which are unable to capture different modes of author writing style, not to mention
different variations in the preferred choice of vocabulary to boost performance on AA or PAA
tasks [Sari et al. 2017; Sari 2018]. As a result, a mix of feature types is typically opted for on a
theoretical level to understand the author’s writing style for a given textual online text.

2.2.6 Application-specific

Considering the application-specific feature metrics of texts in certain circumstances can be
advantageous. For instance, exploring emails and assessing the structure, indentation, and
signatures (e. g.layout) could provide valuable clues to an individual’s authorial style. The
benefit of comments, placing curly braces, and other non-core feature metrics help the analysis
of source code (SC) in the same way. Canales et al. [2011] introduced combined stylometry
and keystroke analysis for online quiz authentication. Brocardo et al. [2017] used application-
specific to capture paragraph structure for short messages. The paragraph structure includes

34



the number of sentences per text block, the average number of characters, words, and sentences
in a block of text, and the average number of sentences beginning with upper and lower-case;
however, the author can change application-specific metrics, which may not work for all text
parts. For example, Microsoft Word keeps track of the time spent on constructing a document,
including the name and date and other essential information. This information is helpful for
author analysis, such as determining when and what an author likes to write; however, it does
not help a forensic investigator to understand the author’s writing style.

2.2.7 Multiple feature metrics combinations

The aforementioned feature metrics have shortcomings, and future AA or PAA tasks should
combine multiple metrics to cover all relevant information and achieve higher levels of pre-
cision. By integrating various metrics, AA or PAA tasks can ensure a more comprehensive
evaluation of features and provide a more accurate understanding of their performance. This
approach would address the limitations of individual metrics and enhance the overall pre-
cision of future assessments. Many researchers who thoroughly study language extensively
use deeper features like context-free production frequencies, n-gram frequencies, syntactic
productions, and semantic relationship frequencies to make much fewer mistakes than people
who only use shallow features like FWs frequencies and POS trigrams [Gamon 2004]. It was
found that support vector machines (SVM) and other machine learning methods make it easier
to look at big feature vectors with lots of different feature sets, achieving a baseline accuracy of
45% using a literary text from Anne, Charlotte, and Emily Bront’́e12. This helps get very good
results in style-based tasks where classification is needed.

Juola et al. [2019] look at the characteristics of an individual’s text, regardless of the
language in the context of the author’s text, and argue that cognitive and social traits
are likely to persist. Therefore, the researcher demonstrates this using the tweets by the
user and the language (both in English, Greek, and Spanish, believed to be written by
a single author) by conducting two separate analyses of bilingual corpora using the
same individuals and measuring the correlation using basic stylometric features e. g.Zipf
curve, Hapax legomena, entropy, and many others. However, the most immediately
apparent issue is removing replication and extensions. In the study, it is not clear that
there is sufficient information in the features identified that is capable of determining the
writing style of the actual author of a given text with a high precision that is enough to
be useful for future investigation, so more work is needed in identifying and clarifying features.

Khalid and Srinivasan [2020] explores the linguistic style used to investigate language in
online groups. The study used a narrow definition of style as well as a broad definition with
262 variables to analyse the linguistic style of nine online communities on three social media
platforms that discussed politics, television, and travel. We discovered that communities do
have distinct styles. However, the study found that style is a very good predictor of nine online
communities of news aggregation websites with over one million subreddit memberships (F-
score 0.952, accuracy 96.09%). On average, it is statistically equal to content-based predictions.

Pennebaker [2011] proposed that, due to the psycholinguistic nature of style, people with
similar mental conditions will have similar language styles. Wang et al. [2017d] used Flickr
data to identify people at risk for mental diseases using stylistic similarity. Zaman et al. [2019]
examined Google search histories using LIWC traits to identify people with low self-esteem.
Both employ style as an indicator of psychological status to provide a composite measure
for interpreting the author’s writing style. Hu et al. [2013] analysed the language styles of

12 https://www.theatlantic.com/magazine/archive/2016/06/the-brontes-secret/480726/
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three broadly defined communities, such as Twitter, email, and blogs. These communities,
however, do not represent individuals with shared interests, which is our focus. Hu et al.
[2016b] demonstrated that people with similar occupations share a similar language style.
Both use style as an indicator to determine psychological status as a combined metric for
comprehending the author’s writing style. However, individuals were selected based on their
occupation and not on the basis of a collaborative feature or writing style in the ‘community’
structure.

Abbasi and Chen [2008] used a combination of content word words such as POS, word
length, vocabulary richness, and sentence length to predict and identify the author of an online
text, achieving an accuracy of 94%. Gómez-Adorno et al. [2018a] implemented document
embeddings using accumulated knowledge on characters, POS tagging, and word n-grams to
determine cross-topic and cross-genre writers to achieve the best results. Additionally, [Wu
et al. 2021a] created a multichannel self-attention model to pull out multiple features for an
author recognition system. This method proved successful with a precision of 92.9% of the time.
It is important to keep in mind that combining different feature metrics does not automatically
combine an abnormally large number of features. However, it does make the data less noisy,
so it is very important to know which features to use and how to combine information from
different feature types to get the accuracy you want for AA and PAA tasks.

2.2.8 Feature metrics Summary

In Section 2.2, we have been able to demonstrate a number of features in the literature for
quantifying the linguistic intuitions related to author writing style in literay and online text for
AA and advanced PAA. Furthermore, we addressed how important it is to have multi-level
attributes that can be put together to strengthen broader ideas of style in a more structured
and understandable way. This helps to comprehend how the author’s writing style can in-
fluence psychological notions like formality, sentimentality, politeness, etc. by figuring out
other possible causes, like topic. This model also tries to use various linguistic features, such as
character-level sequence, subwords, and pre-trained embedding vectors, to uncover unique
pieces of author writing style altered without affecting the order of the text. By analyzing these
features, we seek to accurately differentiate between different writing styles and determine if
a particular style belongs to a suspected cybercriminal during pre-trial investigations. Addi-
tionally, this thesis examines the efficacy of deep regularisation strategies in enhancing and
developing the neural network model that has the ability to generalise across various writing
styles and improve its overall performance in identifying potential cybercriminals. Table 2
provides a chronological breakdown of feature metrics.

2.3 A U T H O R S H I P A N A LY S I S

Authorship analysis is the process of examining the characteristic features of a piece of text
in order to conclude its authorship, which has its roots in linguistic research called stylome-
try [Koppel et al. 2009; Stamatatos 2009b]. Different authors have distinctive styles or means
of writing as well as speaking, and there exists a long history of linguistic and stylistic inves-
tigations into authorship attribution [Swain et al. 2017]. Because of this, authorship analysis
and attribution have different economic effects and are being looked into as possible areas of
research in the field of stylometry. Stylometry is the study of finding the author(s) of any given
text by using different text data mining approaches or techniques. Obviously, the long sample
text (LTS) has better identification accuracy, which is anticipated due to the structured manner
in the subject area of stylometry. However, authorship analysis has several other categories in
the field. These include (i) authorship attribution (AA) or post-authorship attribution (PAA),
which is the process of figuring out who wrote a group of texts; (ii) authorship verification
(AV), which is the process of figuring out if a text or group of texts was written by a certain
author; (iii) writer profiling (WP), which is the process of figuring out who wrote a text without
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Table 2: Basic features metric for authorship analysis [Neal et al. 2017a; Sari 2018].

the author of the text; and (iv) style change detection (SCD), identifying text positioning within
a multi-author document at which the author changes. Figure 5 depicted the aftermentioned
task and post-authorship attribution (PAA), a subset of authorship attribution (AA), which is
the primary focus of this thesis, and summarised the others as follows:

• The first problem is closed-set authorship attribution (AA) or post-authorship attribution
(PAA). The purpose is to determine the genuine writer of OTS and documents, such
as blogs, Tweets, and news [Modupe et al. 2022] based on the extraction of stylometric
features demonstrated in ??. The case is a multi-class classification problem where the
machine learning model figures out and determines the right class for a text based on the
learnable writing style (see Section 2.3.1).

• The second problem involves author verification (AV), also known as similarity detection
and an open set of AA tasks. AV is a two-way problem that decides if the same person
wrote two documents. The challenge is to verify whether a suspect is the creator of a text
(Section 2.3.2) [Halvani et al. 2016].

• Authorship characterisation, which involves author profiling (AP), is the third problem.
In this situation, a machine learning model or classifier must identify the compiler of a
text among hundreds of potential writers, using the information on a potential suspect.
The task is challenging because the classifier receives inadequate training data for each
writer (see Section 2.3.3).

• Style change detection problem is to find if the writing style of the document has changed.
The goal is to investigate whether it is created by one or multiple writers (see Sec-
tion 2.3.4).

2.3.1 Authorship attribution

Authorship attribution helps to determine the writing style of the individual who wrote a
text or digital content. However, stylometric methods in natural language processing (NLP)
have undergone thorough investigation combined with many features outlined in Table 2. For
example, Kjell [1994] was the first to use n-tuples for n from 1 to 5. The relative frequencies
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Figure 5: Authorship analysis tasks.

of the tuples were transformed with the KL-divigent and used as feature metrics. Then, the
author fed the feature with a three-layer neural network and Bayesian classifiers to differentiate
between text samples from two comparable writers of Federalist papers. However, the most ef-
fective combination was 2-tuples plus a neural network classifier, although other combinations
performed similarly. Forsyth and Holmes [1996] showed that bigrams and character n-grams of
different lengths worked better than lexical parts for classifying text, figuring out who wrote it,
and extracting stylistic features. However, the number of retrieved feature metrics was limited
to a shallow level of 96 features. All the same time, Keselj and Wang; Peng et al. [2003a]; Kešelj
et al. [2003]; Stamatatos and others [2006] reported exceptional performance precision using
character n-gram metrics of variable length frequency. Additionally, the character n-gram rep-
resentation was one of the best-performing feature metrics in an ad hoc authorship attribution
competition13 in 2004 [Juola et al. 2006]. Similarly, Grieve [2007] compared lexical and character
features on the same evaluation data sets and discovered that character n-grams were the best
way to measure. In those experiments, only a mix of common words and punctuation marks
did better.

As n is important in the definition of character n-gram methods, defining how long the strings
should be is an important consideration for the success of the method [Stamatatos 2009b]. For
example, a large n would better capture lexical and contextual information while also gathering
more theme information. A small n (i.e., 2 or 3) would be able to express subword (syllable-like)
information but not contextual information [Stamatatos 2009b]. However, [Forsyth and Holmes
1996; Houvardas and Stamatatos 2006] maintained that the extraction of n-grams of variable
length can avoid the issue of defining a fixed value for n. While, Sanderson and Guenter
[2006], the use of sequence kernels based on variable-length character n-grams yielded the
best results for short English texts when examining sequences of up to 4 grammes. Several
different Markov models with changing orders can be used to deal with character-level data

13 https://dh-abstracts.library.virginia.edu/works/365
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[Khmelev and Teahan 2003; Marton et al. 2005; Stamatatos 2009b]. In conclusion, Zheng et al.
[2006] constructed a suffix tree representing all possible character n-grams of variable length
and then extracted groups of character n-grams as features.

With well-known techniques like machine learning [Juola and others 2008; Jockers and
Witten 2010; Koppel et al. 2009;?] to look at different traits in social media text or online text
snippets (OTS) using the feature metrics in ??. The study tries to learn more about things
like sentiment, phylogenesis, authorship, and authenticity analysis [Theophilo et al. 2021].
Nevertheless, the problem of OTS from social media is still not solved enough to be used in
the real world because it is not as accurate as the state of the art (SOTA). For instance, Sapkota
et al. [2015] found that affix and punctuation traits provide the best discriminative information
for authorship attribution. The author analysed texts from news sources using support vector
machines (SVM) and Naive Bayes (NB), with a maximum number of authors (e. g. 50).Rocha
et al. [2016] presented an exhaustive bibliography survey of the SOTA techniques for PAA
tasks. They employed shallow classifiers, such as SVM and RF, allied with a BoW feature
representation. They explored the performance dependency of their proposed method with
multiple writers and messages; however, their results are still far from satisfactory, despite
advancing the SOTA for PAA tasks. The authors presented a classification accuracy of less
than 65% in a new experimental dataset of 50 authors. This number plummets to less than
45% in 1000 authors, indicating that PAA is still an open research endeavour that requires
further improvement. Most of these methods rely on discrete feature representation, which
suffers from data sparsity and disregards the underlying semantic connection between the
feature vectors for AA tasks. Alonso-Fernandez et al. [2021] approached the AA of digital text
using stylometric metrics in ??, among the widely used features in traditional literary analysis
and more modern ways of writing on social media. They capture properties of writing style
on various levels, such as the number of individual characters, the frequency of individual
characters, the frequency of the sequence of characters, and the structural and syntactic metric
of the text or online text snippet. They achieved an accuracy of 97—99% using unigrams or
n-grams for tweets ranging between 1000 and 20.

Sari et al. [2018a] investigates how diverse feature metrics could affect the accuracy of
the AA model under varying conditions. The author used style metrics, such as FWs, letter
frequency, and punctuation, to determine a document’s creator. The author used bags of n-
grams combined with character n-grams to find the author’s topical preferences on widely
used datasets. The methods ignore the rich features that characterise the user’s writing styles
in the text. These features only reveal statistical information about documents in style, lexical,
and syntactic groups. The limitation of the metric is that the feature-extracting process ignores
rich sequential information and word order in the text. Again, Escalante et al. [2011] look at the
word order in a short context using BOW. But the approach does not work for AA, PAA, or
text classification tasks because the data is too sparse and has too many dimensions [Liu et al.
2020].

In the past few years, ANN could extract stylistic features from text and other objects [Fer-
racane et al. 2017; Hitschler et al. 2017; Shrestha et al. 2017]. In this method, the sequence of
characters and words is the input of a neural network, making the proposed models use sequen-
tial information. Ge et al. [2016] employed a feed-forward neural network (FFNN) model on an
AA task. The work reaches promising results compared to the traditional language model of
n-gram baseline. Ruder et al. [2016a] proposes a hybrid CNN method that leverages character
and word sequences for the large-scale AA task. The proposed method represents characters
as one-hot vectors (discrete representations). Shrestha et al. [2017] employed CNN based on
the character n-gram to determine tweet writers. The process takes a sequence of character
n-grams as input. This model captures local interactions at the character level, unlike the last
neural network models, using either a sequence of words or characters as inputs. Some years
ago, Liu et al. [2020] talked about how to use a two-dimensional encoder representation that
has already been trained from the transformer architecture with a dense layer and a SoftMax
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function mechanism for AA tasks. The model’s accuracy went up by 5.3% compared to current
SOTA methods. To help with the author recognition task, Wu et al. [2021a] experimented with
a multichannel self-attention network. This network uses interactions between channels and
between positions to find personalities in n-grams, word n-grams, phrase path n-grams, topics,
and dependency n-grams (where n = 1, 2, 3, and 4). They got a 92.89% accuracy rate with
logistic regression on a subset of the Reuter Corpus Volume 1 (RCV1) datasets [Stamatatos and
Koppel 2011]. Even though the results are promising, it is impossible to visualise or interpret
the features and how they contribute to pinpointing the authorship of the text [Zheng and Jin
2023; Shrestha et al. 2017].

This thesis begins by discussing how character-level internet text samples can be utilised to
learn the proper method to write like the author. To do this, a convolutional neural network, a
bidirectional long-short-term memory encoder, and a distributed highway network that can
quickly gather both global and local textual semantic vectors are combined. In summary, we
are able to use the proposed model to deduce the abovementioned features of the author’s
writing style and visualise the contributing elements, which were discovered as research gaps
in the literature, and hence, assist forensic investigators during pre-trail in the Court of Law.

2.3.2 Authorship verification

Authorship attribution attempts to determine the writer liable for an unlabelled text despite
several classified documents, whereas verification is mostly a binary class concern by deter-
mining if the same writer created the presented documents [Halvani et al. 2016]. Authorship
verification may not provide better information about the writer’s attribute in a document but
more about the variance between a pair of unidentifiable textual texts; however, some studies
considered authorship verification by comparing the document’s stylistic features.

Koppel and Schler [2004] indicated that authorship verification is challenging because a
candidate author knowingly or unknowingly can arbitrarily shift writing style on the account
they want to mimic an influential personality. The writer is conducting this for a personal reason
or fame; it is challenging for the authorship system to determine the actual writer. Studies are
restricted in authorship verification; however, published works share the approaches with
those applied for plagiarism detection [Stein et al. 2007; Stamatatos 2009a; Zechner et al. 2009].
Most plagiarism software, such as Turnitin, Viper, Plagium, PlagTracker, and PaperRater [Naik
et al. 2015; Ramnial et al. 2016a], used no form of stylometric feature to investigate copyright in
the document. Most approaches cannot be used for AA tasks except to trace similarities in the
document.

Stamatatos et al. [2014], authorship verification may be intrinsic or extrinsic. Intrinsic methods
only operate on the input texts (known and unknown individual texts) to ascertain if the same
author composes the document. Most published studies fall into this category that employed
ML and similarity detection methods. For example, regarding a pair of documents—the
similarity method would attribute the pair to a candidate writer if the similarity score surpassed
a particular threshold. The scores can be determined using cosine similarity, Euclidean distance,
min-max measure, and Manhattan distance. The approach is simple, though unsuitable for the
AA task because style, such as topics, genre, and text shifts, are disregarded. The approach
calculates the similarity score between the two documents. Conversely, studies were conducted
with the intrinsic approach employing a supervised ML classifier with pairs of a classified
document to create models; the pairs were then combined to distinguish the unlabelled text.

Fréry et al. [2014] used this approach by implementing a machine learning method that
focused on multiple text representations and optimised with decision trees on diverse stylo-
metric features and trained the corpus independently for the AA task. Their result was adjoint
a 2nd position for the PAN CLEF competition in 2014 with an area under the ROC of 70.7%
compared to [Peñas and Rodrigo 2011] of 68.40%. ML approaches for authorship verification
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include SVM [Koppel and Schler 2004], clustering algorithm [Jankowska et al. 2013], and fuzzy
C-means [Modaresi and Gross 2014].

Compared to the intrinsic technique, extrinsic methods direct authorship verification as a
binary classification task. They attempt to generate a wide range of training samples as an
impersonator or distractor text(e.g., a negative sample) [Stamatatos et al. 2014; Koppel and
Winter 2014; Sari 2018]. For example, a pair of documents would be identified as written by a
similar writer if the similarity score between the score from the documents is more significant
than that of the impostors [Seidman 2013]. Several authorship verification methods employed
the ideas of extrinsic techniques [Khonji and Iraqi 2014; Mayor et al. 2014] and achieved better
results than the intrinsic methods. Koppel and Winter [2014] investigated the effect of three
writer verification methods, including the similarity-based, supervised and impostor methods.
The results indicate that the impostor system outperformed two other systems with an accuracy
of 87.40%. The limitation of the impostor approach is how to determine the cross-validation
methods to evaluate the datasets.

Koppel and Winter [2014] indicated that the quality of the impostor, the size, and the
threshold score need to be optimised to obtain the proper equilibrium among the dataset
during training. Further, the impostor approach underperforms when there is a slight change
concerning the writing style in the documents. This study explored charCNN to detect character
n-grams sequence over the input document by various filters and capture any change in
sequence. It is anticipated that each filter shared across the receptive field over the convolution
operation learns to activate various morphemes and construct a stylometric representation
vector of writing styles from the identified word sequence. Although the representation
perceived from the charCNN layer would conflict with the valid writing style in the document
and be sensitive, the output was trained over the time distributed and BLSTM to capture
contextual hidden linguistic styles for each sentence in the documents. The approach was
extended using an on-line text snippets (OTS) to learn variation in the author writing style.
The writer and precise feature influencing the change, or the writer was analysed.

2.3.3 Writer profiling

The writer’s profile approaches demographic characteristics using several features, including
native language, employment, gender, and age [Huang et al. 2014b; Ramnial et al. 2016b; Reddy
et al. 2016]. Authorship profiling can detect emotions in communication, how they relate to
age and apply to learn if the author is an adult or teenager [Peersman et al. 2011; Ding et
al. 2017]. Profiling a writer is a daunting task for social media text as the features to classify
the candidate can sometimes be unreliable, anonymous, or deceptive; however, some works
focused on using indigenous language to interpret the writers’ habits.

Koppel et al. [2002] employed a significant number of content-independent characteristics
comprising 405 FWs and n-grams POS to differentiate two genders in British national corpus
(BNC) 14. They reached 82.6% accuracy when combining FWs and POS n-grams with prose-
writing documents. Johannsen et al. [2015] conducted a large-scale experiment by finding
a diverse syntax feature across several languages with various demographic statistics. The
results indicate that men employ numbers and nouns often in their writing, whereas women
use conjunction verbs more regularly. Experience revealed that younger generations use nouns
frequently, whereas older generations use the prepositional phrase more often. Regarding age,
younger groups use noun language more often, compared to adult age groups, using more
prepositional expressions in their writing.

14 https://www.english-corpora.org/bnc/
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Schler et al. [2006a] examined the significance of a writing style and the effect concerning
age and gender among writers by incorporating close to a million words using user feedback
on a blogging site. They implemented content based on a style-related feature, such as POS,
FWs, and content-specifics selected from the LIWC dictionary [Pennebaker et al. 2001] to
learn the writer’s personality, age, and gender, based on vocabulary usage. They discovered
that male bloggers specialise in writing about economics, innovation, and finances, whereas
female bloggers prefer to discuss their lives and careers. AA studies rely on a limited dataset
with a small number of writers and a large quantity of training data. In other circumstances,
the problem can be directed using supervised ML approach testing on various stylometric
features. Recent studies, however, revealed that traditional methods performed less efficiently
concerning the accuracy and computation time generated new features, and interpreted the
stylometric representation from the predictive model when applied to real-world applications,
such as forensic investigation.

Koppel et al. [2009] approached the problems by using IR methods. First, they formed
a training dataset through a user text of 500 words from 20, 000 blogs. They evaluated the
approach by 90% for training and testing with the remaining sample. Each snippet was then
represented in three TF-IDF models based on 1, 000 regular words and another based on style
traits. An unlabelled writer is predicted by embracing a candidate whose known writing style
has similar to the snippet. The three representations were evaluated; content classification
reaches 56% higher, and the syntactic feature is far from benchmark values at 6%. Scalability is
the issue for AA with several authors [Ruder et al. 2016a; Sari et al. 2017]. This study focused on
identifying the writer of a document based on the stylometric representation from a character
level using a deep neural network with thousands of potential candidates, even with limited
training.

2.3.4 Style change detection

Imagine that a forensic investigator is provided with an online text snippet or document
composed by an unknown number of writers [Singh et al. 2021], the problem of style change
detection is to find the writing style of the document has changed. During the pre-trial investi-
gation, something seemed strange; the writing style was inconsistent; however, the investigator
cannot say what those inconsistencies are, and the court might want to determine the number
of writers who contributed to this document under investigation, identifying who created a
particular section of the document [Bevendorff et al. 2021; Muller 2019]. This task is related to
the field of text forensic research for “intrinsic plagiarism detection" [Eissen and Stein 2006]. It
could check the work of multiple writers in a certain area, such as how criminals use the Inter-
net or social media to talk to one another, secretly, enabling online crimes. Other information
sources include historical documents [Muller 2019].

Several works exist in the closely related field of intrinsic plagiarism detection, such as investi-
gating whether an online text snippet or document is written by one or multiple writers [Eissen
and Stein 2006; Hosseinia and Mukherjee; Stamatatos 2009a]. For example, Stamatatos [2009a]
attempts to quantify the style variation within a document using character n-gram profiles
and a style change function based on a dissimilarity measure originally proposed for writer
identification.

Daks and Clark [2016]; Layton et al. [2013] researched clustering multiple documents, each
compiled by a single writer; however, this is dissimilar to this study’s undertaking because
segments had to be established and grouped within a single document; it is unknown how the
writer made the division. Akiva and Koppel [2013; 2012] employed unsupervised methods to
identify various writer threads in multi-authored documents. The authors primarily focused
on awarding credit for parts of texts to a known number of writers and left it to future research
to determine the number of compilers.
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2.4 L I M I TAT I O N S O F T H E E X I S T I N G A U T H O R S H I P M E T H O D

Despite the fact that various studies on AA or PAA have produced hopeful results, there are
still substantial hurdles to this issue. Addressing these difficulties is critical for advancing the
field of AA or PAA and ensuring its effectiveness. One of the most difficult tasks is devising
solutions to overcome language barriers and cultural differences. Without overcoming these
challenges, the full potential of AA or PAA may not be realised.

2.4.1 Interpretation the results

Interpreting the suggested method’s results, whether from a regular machine or a deep learning
model, is a significant challenge for a forensic investigator during a pre-trial investigation
in court [Venčkauskas et al. 2015]. The investigator must demonstrate to the panel of judges
the underlying factors that help identify the author of malicious or problematic material
based on the author’s writing style. Even though several studies have attempted to use
various evaluation metrics and technologies to demonstrate that the model is accurate by
demonstrating how the stylistic representation from the perspectives of lexical, syntactic, and
semantic information [Sari et al. 2018a; 2017; Zhang et al. 2018c; Hu et al. 2020a] extracted
from a collection of text is used to identify the author of a given text, the question of how the
writing style helps quantify each among multiple authors has not been answered or explained
[Venčkauskas et al. 2015; Hosseinia and Mukherjee]. As a result, additional research and
breakthroughs in explainable AI are required to overcome these constraints and improve our
comprehension of writing style analysis [Wu et al. 2021a; Zheng and Jin 2023].

2.4.2 Small number of writers

With the adoption of the Internet and the development of online texts via social media, emails,
blogs, discussion forums, chat logs, and tweets have gained popularity. This has necessitated
the development of more advanced natural language processing (NLP) and deep machine
learning methods to accurately identify real authors from a larger pool of prospective writers.
In doing so, the number of possible authors is typically very small, so it has to be increased to
give more flexibility for the proposed methods to learn from known and unknown writing
styles so as to determine the actual authorship of a suspected text. This can be achieved by
incorporating a diverse range of texts from various sources, e. g.blogs, tweets, and LTS, and
incorporating them as input into the training data. In another case, the actual author may be
drawn from a group of writers because the numerous types of online texts may be generated
by robots or ghostwriters based on the current world in which we find ourselves.

Text or words can be generated artificially by AI, so machine learning algorithms must be
developed and used to distinguish whether the input text is an AI-made tool or was composed
by humans before leveraging an NLP tool to extract and select linguistic elements in the text.
As a result, advanced machine learning models must be developed in order to reliably identify
authorship. This identification process can greatly enhance the accuracy and effectiveness of
NLP applications. Allison and Guthrie [2008], for example, carried out a research investigation
on identifying a writer using the Enron email corpus, which contains 4071 emails from 160
writers. The investigation used word n-grams as features and a multinomial probabilistic
classifier, a hierarchical probabilistic classifier, and SVM as classifiers for writer prediction; the
greatest accuracy was 87.1%.

Koppel et al. [2012] implemented a research experiment with 10,000 bloggers to determine
the author of a text. Features used included content words, FWs, strings of non-alphanumeric
characters, and strings of non-numerical characters. Identification was done using a similarity-
based approach that went through several steps. As a result, the accuracy was 42%. These
experiments demonstrate the effectiveness of machine learning algorithms in writer prediction.
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Despite the relatively low accuracy of the features [Koppel et al. 2012], it still serves as a
reminder of how difficult it is to accurately identify authors from text alone. Further research
and improvement of feature selection methods may increase the accuracy of writer prediction
models. Seroussi et al. [2014] highlighted that topic models frequently fail to capture the
unique writing style and specific qualities of authors, making it difficult to accurately forecast
writers based only on topic modelling. The author proposed that adding new features, such
as syntactic patterns or semantic structures, could improve the accuracy of writer prediction
models. However, the study found no common pattern for learning author writing style and
no context for short or long documents.

2.4.3 Training data size

The length and volume of training texts, either obtained from the Internet or Twitter via
the API, is a weakness for AA research that must be addressed. One complaint is a lack of
continuity, which occurs when researchers do not make a long-term commitment to focus
on a single subject [Rudman 1997]. Insufficient training text length and volume can lead to
inadequate representation of the subject matter and hinder the accuracy of AA tasks. According
to Ramnial et al. [2016a], it is crucial for AA and PAA researchers to include a sizable amount
of written material with an appropriate number of words in each document. Additionally, [Sari
2018] demonstrates that inconsistencies in attribution datasets make it difficult to evaluate
the performance of different systems. However, the use of language modelling methods has
shown promising results in improving the accuracy and effectiveness of PAA or AA systems,
as demonstrated by several studies [Fabien et al. 2020a; Jones et al. 2022].

Similarily, Argamon and Levitan [2005] measured the writer’s name and country of citizen-
ship of literary works gathered from a compilation of 20 works of literature written by eight
individuals containing an approximate of a thousand phrases within each book by employing
the sequential minimum optimisation (SMO) learning algorithm. Despite the fact that they
obtained 99.9% classification accuracy for authors and 93.5% for nationalities, collections are
characterised by a limited number of writings and relatively brief texts, which are predominant
in a number of functional methods. However, these common methods often face challenges
in accurately estimating the author and country of citizenship due to the limited amount of
text available for analysis. Also, the study admits that the choice of default parameters in the
SMO learning algorithm, which is a support vector machine (SVM), may not be the best for the
dataset, which could affect the accuracy of the linearly weighted model. So, various ways to ad-
dress the issue of shifting data scale and its impact on the comparison of commonly used terms
and collocations were thus suggested. Again, [Dhar et al. 2022] puts forward a CNN-based au-
thor identification system for literary articles that makes use of visual features and a five-layer
convolutional neural network. The system achieves a maximum accuracy of 93.58% on 1200
written works from 50 authors, surpassing the standard manually developed feature-based
methods [Wu et al. 2021a] and established works on publicly available datasets. Although the
proposed system is beneficial to society, it is unable to be adapted to handle a larger number
of texts with multiple authors and different genres because there are no stylometric features,
such as lexical, syntax, or semantics, but only feature visualisation, e. g.morphological features,
which discriminate detrimentally against the input text by entirely gazing at the pattern of how
they are woven rather than simply reading the written materials by observing their relevancy.
This limitation poses a significant challenge as it fails to capture the nuances and intricacies of
language usage across various texts. Without incorporating stylometric features, the system
may struggle to accurately analyse and differentiate between texts from diverse authors and
genres, limiting its effectiveness in handling a larger volume of such texts. Additionally, the
absence of semantic analysis further hinders its ability to understand the meaning and context
behind the written materials, further diminishing its adaptability in handling a wide range of
texts.
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The collaborative tasks encourage researchers and practitioners from various fields to col-
laborate and contribute their expertise in order to improve the quality and diversity of the
datasets. By providing a platform for collective problem-solving, the PAN15 evaluation lab
aims to foster a sense of ownership and inclusivity among the community members, ultimately
leading to more robust and reliable standard datasets. The PAN (Plagiarism, Authorship, and
Social Software Misuse) evaluation, which is an annual conference covering many different
attribution tasks, beginning with standard AA and progressing to more advanced tasks like
author clustering and obfuscation, launched the campaign. CLEF 16 is also known as the
Conference and Labs of the Evaluation Forum. In a paper submitted in 2016 by [Potthast et
al. 2016], the authors report on the first large scale evaluation of author obfuscation methods
implemented to interfere with authorship verification and report the system’s performance.
All of the systems submitted for authorship verification and obfuscation reached an average
of 47%, and more of the published work wrongly attributed a set of texts to a different or
multiple authors when the system would have come to a different conclusion if one of the
texts had not been marked as obfuscated. Similarly, Tschuggnall et al. [2017] offered an assess-
ment of style breach detection and clustering in order to quantify multi-authored works with
their individual writing styles. The submitted models were evaluated using the PAN 2016
dataset, which includes English, two non-English languages, and two different genres. Three
methods for detecting style violations were published, all of which used stylometric features
and word dictionary databases in conjunction with different distance metrics or adopted a
neural network similar to the word embedding method. Even though the proposed method
outperformed the baseline method, only one of them slightly outperformed it, which is based
on random guesses. Surprisingly, the method only considers the end of paragraphs as possible
features, not whether the paragraphs exist to extract writing style along with a fixed length of
the text that goes into the model. This limitation suggests that the proposed method may not
fully capture the nuances and intricacies of writing style. Therefore, further research is needed
to explore additional features and improve the accuracy of the model.

Despite CLEF’s attempts to diversify the task through PAN, the majority of the released
datasets are small. For example, only 100 training cases were provided for each language in the
PAN 2015 authorship verification task. Reduced data limits participants’ utilisation of more
advanced methods, which require enormous quantities of training data, so most methods
proposed by the participants only show the effectiveness of the feature, not how the feature
contributes to detecting or identifying the author of the given text. In the majority of cases, the
authors used convolutional MLA, such as SVM and stylometric feature metrics Section 2.2. In
general, some studies concentrate on feature discovery and data processing in order to figure
out the most effective writing style from a given text or input [Vosoughi et al. 2016; Neal et
al. 2017b]. However, these have not helped to understand the linguistic writing pattern in a
given literary document, not to mention the short text posted on social media that is short
in character, and the words in the text are synonymous with abbreviations and acronyms.
Therefore, Bagnall [2015] implemented a character-based language model that predicts the
next character in an ordered sequence based on the specific characters that came before it in the
sequence. The proposed model is based on recurrent neural networks (RNN) and validated
on the AV dataset. The author also stated that the high computational cost was due to the
complexity of the RNN architecture and the large number of parameters involved. Despite this
limitation, the model’s results demonstrated its effectiveness in capturing unique linguistic
writing patterns and achieving accurate results for AV datasets. Aborisade and Anwar [2018]
incorporated logistic regression (LR) and naive Bayes (NB) to categorise tweet authors, and
the study achieved a higher accuracy (91.1%). In the same way, Tanaka and Jin [2014] used
characters with n-grams to identify email authors from a cell phone conversation message.

15 https://pan.webis.de/
16 https://www.clef-initiative.eu/
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Because of privacy concerns, the researchers didn’t say how they got their hands on the dataset,
but the model’s F1-score was 0.92% using RF.

In general, the training dataset is always too small to make a meaningful prediction, and
using a literary document for the AA problem as a downstream task on PAA will not work
because the writing structures of both are different. In this study, we crawled social media
datasets, particularly Twitter, with specific # tags of authors or influential people in society for
a period of one year and mined the publicly available dataset on an AA task to evaluate our
proposed regularised neural network model. Our approach aimed to address the limitations of
previous studies by utilising a larger and more diverse dataset from social media platforms. By
focusing on specific hashtags related to authors or influential individuals, we ensured that our
training dataset captured a wide range of writing styles and language variations. This allowed
us to effectively evaluate the performance of our regularised neural network model on the AA
task.

2.5 C H A P T E R S U M M A RY

In Chapter 2, we began by reviewing online snippets of text on social media, their underlying
characteristics, and the attribution techniques used previously based on stylistics and content-
based features in conjunction with statistical data and machine learning methods. We then
explored the concept of author profiling, which involves analysing various features of an
author such as age, gender, and personality traits to determine their identity. Additionally, we
discussed the advantages of stylistic-based methods, which focus on linguistic patterns and
writing style to identify authorship. However, it is important to note that these methods may
not always be accurate due to the potential for deception or multiple authors using similar
writing styles. Second, we investigate the basic feature sets, the challenges of extracting these
traits, and the methodology for determining the writing style of anonymous or disputed
documents during a pre-trail investigation. Finally, we investigated the potential applications
of authorship attribution in a variety of contexts, including closed set authorship attribution,
authorship verification, and author profiling, as well as the benefits and drawbacks of each
method. However, one of the issues with post-authorship attribution (PAA) or authorship
attribution (AA) that has not been thoroughly investigated with natural language processing,
deep learning models, and from a computational linguistic perspective is understanding how
the model learns the feature and which part of the stylistic features contribute more or are
more informative in determining the author of anonymous text or documents dynamically and
can be visualised. This gap hinders the ability to fully understand the inner workings of these
models and their limitations. Additionally, without this knowledge, it becomes challenging to
interpret and trust the results produced by these models in real-world scenarios. Therefore,
further investigation is needed to shed light on the learning process of these models and
identify the most influential stylistic features for accurate authorship attribution.
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Part III

A U T O M A T I N G E X P L O R A T O R Y S T A T I S T I C A L
A N A LY S I S W I T H M A C H I N E L E A R N I N G

Exploratory statistical analysis (EDA), like exploratory data analysis (EDA), is
the process of evaluating our dataset collection using statistical and visualisation
approaches to highlight relevant features of the data for future study. This entails
analysing the dataset from a variety of perspectives, interpreting it, and summaris-
ing it without making any assumptions about its contents. In this thesis, EDA is
an important step to conduct before moving on to statistical modelling or machine
learning to confirm that the data is what it claims to be and that there are no visible
flaws. It should be incorporated into all data science efforts. EDA aids in the identi-
fication of patterns, anomalies, and correlations within the data, which can provide
valuable insights for decision-making. EDA is an essential step in the data analysis
process.





3A U T O M A T I N G E X P L O R A T O R Y S T A T I S T I C A L A N A LY S I S W I T H
M A C H I N E L E A R N I N G

In Chapter 3, we engage in exploratory statistical analysis (ESA) to look at the descriptive
characteristics of the data that can be visualised and summed up statistically in order
to gain insights into its structure, patterns, and potential issues. Exploratory statistical

analysis (ESA), which can also be called exploratory data analysis (EDA) from a data science
perspective, could aid in recognising abnormalities and contradictions in the dataset, allowing
forensic investigators to better understand patterns within the data, such as detecting outliers
and unexpected events, and identify intriguing connections between features. Visualising the
distribution of text in the dataset can also help identify the issues of sentiment and phylogenetic
within the data, which could shed light on cultural and historical circumstances. Furthermore,
the use of ESA can aid in analysing literary styles, which can help to understand the influence
of different authors on one another and the trends in writing styles that overlapped over
time. Additionally, the exploration of ESA can provide valuable insights into the evolution
of language and its impact on society. Despite having four datasets to evaluate the proposed
model in Chapter 4, Chapter 5, and Chapter 6, we only experimented with ESA on the CCAT50
and Twitter datasets. The two datasets use the same nomenclature as subjects in relation to
OTS and LTS, which provides useful insights into the interdependence of communication and
societal change via social media. By focusing on these two datasets, we can gain a compre-
hensive understanding of the relationship between language evolution and societal change
in the context of online communication. Additionally, analyzing these datasets allows us to
draw meaningful conclusions about the impact of social media on language trends and writing
styles.

3.1 I N T R O D U C T I O N

People generally agree that social media, like email, blog posts, forum posts, or chat logs via
an online text snippet (OTS), has a big impact on our lives. It gives us a way to stay in touch,
no matter how far apart we are, and a lot of people spend their days on the platform [Modupe
et al. 2022]. Most of the OTS are short text messages that are around 280 characters or less.
In this particular scenario, OTS can generally be collected via an API or downloaded from a
repository into an array (e.g., a spreadsheet or database). and typically stored with one row per
experimental subject and one column per subject identifier. Each of these collected texts could
have numerical values for a specific quantitative variable or categorical variable level. On the
other hand, authorship analysts or forensic investigators are trained or rely on the fact that
each individual has a distinct writing pattern (e. g. stylistically expressive elements), which
can be extracted using exploratory statistical analysis (ESA) and visualized for predicting
users’ interest preferences in the data and used as a supplement to language-based evidence in
a court of law during the pre-trial investigation [Venčkauskas et al. 2015]. ESA can assist in
finding various linguistic and stylistic characteristics in the text, such as discriminating words
and phrases, as well as writing style.

Typically, ESA is done by interactively applying various statistical operations (such as
filtering, aggregation, and visualization) to find interesting common patterns in a text and
determine whether the features or terms were written by the author or someone else [Milo and
Somech 2020]. In addition, ESA can be used to gain deeper insights into the overall content
of a text by studying the frequency and patterns of words used in context. For example,
discovering an intriguing pattern in a text could assist law enforcement in being proactive in
understanding the social concern about the assault on US Congress members, particularly
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those who objected to the election’s results in 2021 [Grimmer 2010; Monroe et al. 2008; M. Otala
et al. 2021]. Furthermore, the language in a text or OTS can provide information about the
author’s writing style (e. g.personality, gender and age) [Schwartz et al. 2013a] and online
expressions of consumer sentiment about restaurants [Jurafsky et al. 2014]. This kind of insight
can be particularly helpful in understanding public sentiment and how it changes over time.
Therefore, a wide range of visualisation methods, such as KrackPlot1 [Krackhardt et al. 1994],
Pajek2 [Dohleman 2006], UCINET3 [Apostolato 2013], and Visone [Baur et al. 2002], have
been developed to assist analysts in understanding the pattern in the dataset. In addition,
Dimitriadou et al. [2016]; Kraska [2018]; Milo and Somech [2018] facilitate the process of
using multiple dimensions for automating ESA or better known as exploratory data analysis
(EDA) but it is time-consuming to process and evaluate, especially for non-expert users.
First, simplified EDA interfaces (e. g. [Kraska 2018], Tableau4) allow non-programmers to
effectively explore datasets without knowing scripting languages or SQL. Secondly, Crotty
et al. [2016]; Elbaz et al. [2020]; Kamat et al. [2014] proposed a devised solution to improve
the interactivity of EDA, by reducing the running times of exploratory operations, and
displaying preliminary sketches of their results. Although all these studies substantially
speed up and simplify the exploration process, ESA is still a challenging process because
the user is still in the “driver’s seat” and must choose which exploratory operation to use at
each stage of the exploratory process [Milo and Somech 2020]. This decision-making process
requires an in-depth knowledge of both the data and the problem being explored, as well
as an understanding of which operations are most likely to yield meaningful results. These
methods fail to understand the relationships among the explanatory variables, and a large
number of overlapping links makes judging connectivity difficult [Perer and Shneiderman
2008]. Identifying the direction and approximate size of relationships between explanatory
and outcome variables, on the other hand, remains difficult. Again, these methods are limited
to highlighting discriminating words that can be found in ranked lists of words, word clouds,
word bubbles, and word-based scatter plots [Dicle and Dicle 2018] to find an interesting
phenomenon or discriminating word or phrase in the data. Even with the word cloud that
legibly displays term labels in scatter plots [Cliche et al. 2017], it is difficult to compare the
relative frequencies of two variables (or terms) in the data.

In Chapter 3, we present a collection of highly diverse post-authorship attribution datasets
that better generalize evaluation and ESA to discover, explore, and detect phenomena in each
of the datasets considered in this thesis. The aim is to use ESA with a query-based visualization
to show how each writing pattern in each text with similar embedding differs between texts by
the same authors. Thus, the unique contributions in Chapter 3 are as follows:

1. We employed statistical and data visualisation methods to help identify deeper relation-
ships, patterns, common subjects, and emotions in each text, revealing vital information
and influencing text structure.

2. To conceptualise the phenomena in the data, we present exploratory statistical analysis
and visualizations.

3. To gain deeper insights into the entire corpus to reduce the number of outliers under
different assumptions.

The remainder of Chapter 3 is structured as follows. In Section 3.1, we provide the intro-
ductory message and Section 3.2 we provide a comprehensive overview of the dataset. In
Section 3.3, we look at the univariate graphical ESA and visualization methods for analyzing

1 https://www.isi.edu/~blythe/KP/
2 http://mrvar.fdv.uni-lj.si/pajek/
3 http://www.analytictech.com/archive/ucinet.htm
4 https://www.tableau.com
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interesting pattern in the dataset. Finally, in Section 3.4, we present the conclusion and future
work on fully automating ESA.

3.2 A U T H O R S H I P AT T R I B U T I O N D ATA S E T

A variety of data sources have been examined for the purposes of post-authorship analysis
(PAA) and authorship attribution (AA). In this Chapter 3, we experimented with three pre-
viously used corpora, including CCAT50, IMDb62, and Blog50, as well as the most recently
collected Twitter datasets using the API outlined in Section 2.1.1. The datasets provide evidence
of feature representations, which are implemented to develop writing styles, as well as deep
learning methods for predicting the writer. To accomplish this, the quality of the dataset must
be guaranteed, specifically [Rudman 2012; Neal et al. 2017a; Sari 2018]. Other possibilities
include deleting non-alphabetic characters and spaces, converting capital letters to lowercase,
stemming or lemmatizing, encoding, and human writing.

Additionally, analysing the frequency of certain words or phrases used by the writer can
also provide insights into their writing style. Furthermore, comparing the dataset with known
writing styles or authors can help identify similarities or patterns that can contribute to
understanding the writer’s unique style. This analysis can be useful for various purposes,
such as determining authorship or detecting plagiarism. These are critical techniques for
extracting a writer’s writing style from a collection of datasets, resulting in important insights
and applications.

Table 3 provides an overview of fundamental statistics and a broad range of influencing
factors to help comprehend the major qualities and visualise trends in the datasets. The dataset
has a authors, d documents, and w words. Furthermore, x̄ assessed the length of text in the
documents for each dataset, and µ measured the average number of documents for each
dataset. The whole dataset is in English, and all non-English content has been eliminated to
ensure the accuracy of the analysis.

Table 3: Statistics of the datasets

Dataset Text type a d w |x̄| µ

CCAT50 Industrial/Financial news 50 5,000 1.254M 502 50

IMDb62 Movie reviews 62 61,986 16,904M 341 800

Blog50 Blog articles 19,000 681,288 167K 562 35

Twitter Social media comments 1,391 1,109,964 1,259M 532 35

Although Table 3 shows that the number of authors for Twitter, Blog, and IMDb is greater
than that for the CCAT50 dataset, in this thesis, we chose the most prominent 50 authors. This
strategy proves to be more powerful or superior to the benchmark proposed frameworks in
Chapter 4, Chapter 5 and Chapter 6 compared to SOTA methods, boosting the reliability of the
results and datasets. Furthermore, by selecting the most prominent 50 authors, we ensure a
diverse range of perspectives and writing styles, which enhances the generalisability of our
findings. Additionally, this approach allows us to focus on the most influential personalities in
the field, providing more impactful insights for future research and applications.
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3.2.1 CCAT50 dataset

The CCAT50 dataset5 is a subset of Reuters Corpus Volume 1 (RCV1) [Russell-Rose et al.
2002; Lewis et al. 2004]. The CCAT50 dataset contains over 800,000 manually categorised
newswire stories written in English that cover a wide range of topics, including society, politics,
business, financial, industry and corporate news articles. The corpus is divided into CCAT10
and CCAT50, respectively. First, the CCAT10 was divided into 50 training and 50 test texts per
author. In our experiments, we partition the datasets into training and testing as provided by
prior work [Stamatatos 2013; Sari 2018] to measure the performance accuracy of the proposed
model. The CCAT50 corpus, on the other hand, is a larger version of the CCAT10. In total,
there are 5,000 documents from 50 authors. As for CCAT10, for each of the authors, there are
50 training documents and 50 test documents. A sample text from the CCAT10 and CCAT50
datasets is shown in Figure 6 after preprocessing by removing unnecessary spaces, tags, extra
spaces, stop words, and non-ASCII characters.

"the watchdogs of china ruling communist party have ordered members to obey call from party chief
jiang zemin for ideological orthodoxy or face disciplinary punishment state media said on saturday the
work style of the ruling party is matter of life and death the people daily quoted decision by the central
commission for discipline inspection of the communist party of china"

Figure 6: A snippet from CCAT50 datasets

3.2.2 IMDb62 dataset

The IMDb62 dataset is a popular Internet Movie Database (IMDb)6 collected in May 2009
and introduced by [Seroussi et al. 2010]. The total number of reviews is 62,000, with 17,550
messages from 62 prolific users. Each user wrote 1,000 reviews of movies they liked based on
their favourite TV shows, documentaries, poems, and other entertainment news. Among the
datasets we used in our experiments, IMDb62 has the most authors and documents. Compared
to the CCAT50 dataset, the style elements in IMDb62 are less formal and shorter (see Figure 7).
IMDb62 represents an interesting dataset for researchers and practitioners working in the areas
of natural language processing, text classification, and sentiment analysis.

"few films capture true stories as well as the elephant man. although there were of course certain
artistic liberties drawn as with any film based on actual events david lynch respects joseph merrick
enough not to present him as a monstrous caricature of a man you may be wondering why i do not refer
to joseph Merrick as john Merrick. his real name was actually joseph but was changed for the film as its
screenplay was based on correspondence letters between dr frederick treves and joseph for some reason he
altered Josephs name in the letters to john at some point in time no ones sure why john or joseph merrick
had a rare disease called proteus disease a congenital condition made him appear hideously deformed and
unrecognizable as a man...."

Figure 7: A snippet from IMDb62 datasets

3.2.3 Blog dataset

The Blog dataset is a truncation of the expression “weblog” and the most extensive dataset,
containing 678,161 blog posts by 19,320 authors collected from August 2004 and before 7.

5 https://trec.nist.gov/data/reuters/reuters.html
6 http://{www.imdb.com}
7 blogger.com
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The dataset was introduced as part of a study on the effects of age and gender on blogging
by Schler et al. [2006a]. The blog dataset provides an invaluable resource for understanding
the dynamics of online behaviour, allowing researchers to analyse how people use blogs to
create relationships and express their ideas. But many bloggers must ensure that every topic
discussed in the blog is something that all authors are interested in, and Koppel et al. [2011]
used a different blog consisting of 10,240 authors in their work on authorship attribution
with many candidate authors. An average of 35 posts were collected per author, and no
preprocessing or filtering was applied to the corpus. It is worth mentioning that this dataset is
the one containing the shortest texts on average (79 tokens for the top 5 authors). Many of the
blog posts collected were replies to existing blog posts or short articles. For the Blog dataset,
the texts are short, and the number of texts per author is smaller than for CCAT50, with less
variability than for IMDb62. Many of the blog posts collected were replies to existing blog
posts or short articles. As a result, in our experience, we considered the top 10, 20, and 100
authors with the largest number of texts. Thus, Figure 8 shows a sample of the text from the
blog.

"wearing tool band tee dicky sock listening too jenny wrap a present thinking today is a good day
im at jenny house right now im staying the night it going to be great um in english i have this huge
assignment thats going to take me forever and theyre only going to give me a week to do it i have to
write three 500 word essay about the pain of procrastination read an entire book tuesday with morrie
and come up with a presentation about a clockwork orange it gonna suck well i dont know what else to
bitch about bye kid"

Figure 8: A snippet from Blog datasets

3.2.4 Twiiter dataset

For the Twitter dataset, we implement the same instance as in [Rocha et al. 2016] by simply
using tweet IDs to collect a new and larger dataset rather than entire tweets, which is one of the
constraints with the Twitter API or searching API [Cutler et al. 2020]. The API’s rate restriction
is 450 requests per 15 minutes, with a maximum of 100 tweets per request. We aggregate
the user to a list of 4,391 celebrities such as columnists, politicians, technologists, artists, and
influencers on social media in 68 categories covering everything from politics, social unrest,
and tech to arts and culture. We gathered over 1 million tweets from over 1,000 influential
users, and the new dataset has allowed us to gain deeper insights into the dynamics of social
media conversations, enabling us to study topics such as opinion formation and consensus
as well as public responses to events in real time. For the Twitter dataset, we combine all the
tweets of a single user into a single document and treat each tweet as an individual sentence.
To proceed with the dataset in our experiment, we split the datasets by sampling 60% of each
author’s documents into a training set, 20% for validation, and rendering the remainder for
testing over 10-fold cross-validation as used in most AA tasks.

3.3 E X P L O R AT O RY S TAT I S T I C A L A N A LY S I S A N D V I S U A L I S AT I O N S

This analysis aims to find interesting patterns in the dataset that could be used to visualize and
quantify linguistic variation in the data. First, we employed univariate graphical analysis for
ESA, a qualitative method that involves a degree of subjective analysis to help gain insight
into interesting patterns in the data that may be linked to socio-economic factors. Secondly, we
look at using scatter text methods [Kessler 2017] to analyze how the text (e. g.lexical features)
in the dataset are distributed based on the sentiment scores.
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3.3.1 Histograms

In exploring the use of exploratory statistical analysis (ESA), we use a histogram to demonstrate
the frequency variation of the data. It helps identify data distribution, outliers, skewness, and
other shape aspects. Therefore, we create the histograms by dividing the data points into a
variety of intervals called bins, where the height of each bar corresponds to the frequency8

or relative frequency of data falling within that bin. This allows for a quick and intuitive
understanding of the underlying data patterns. As an example, Figure 9 a shows the statistical
distribution of a 1000-item sample from the CCAT50 dataset. It also shows how document
lengths in the text change based on the size of lexical tokens in the CCAT50 dataset, with a
density value of 0.0035. While the Figure 9 b represents the overall cumulative distribution
function (CDF), it shows that 75% of the documents have an average length of approximately
500 tokens. This visual representation aids in comprehending the spread and central tendency
of the textual content in the CCAT50 dataset.
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Figure 9: Histogram and CDF on the CCAT50 datasets.

In the Twitter50 dataset, Figure 10 a shows the distribution histogram and CDF for tweet
length (textual content), represented by a vocabulary symbol. Thus, 75% of tweets include
approximately 20 tokens, indicating a density value of 0.06 (e.g., height). According to Fig-
ure 10 b, the CDF reflects 75% of the length of a Twitter tweet, which is about 20 tokens or
20 words. This emphasises how difficult it is to communicate important information in the
constrained space that social media platforms offer. Additionally, the brevity of these messages
may lead to misunderstandings or misinterpretations among users.

3.3.2 Quantile-normal plots

The quantile-normal, or QN plot, or, more generally, the quantile-quantile, or QQ plot, is a
graphical method for determining if two data sets come from populations with a common
distribution. It is the most complicated univariate graphical ESA method we employed on
the data to find interesting patterns. In many statistical tests, there is an assumption that the
outcome of a fixed set of values from data will approximately follow a normal distribution,
but it has been proven that the assumption is grossly violated, and the QN plot is useful to
measure the confidence interval using a p-value.

The example shown in Figure 11 shows many points in a row that are on the same side of
the line (rather than just bouncing around to either side), which suggests that there is a real

8 e. g. count or proportional of total count in each data point for a range of values
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Figure 10: Histogram and CDF on the Twitter datasets.

(non- random) deviation from normality. In each area, we see how the observed values deviate
from normality. In each area, we see how the observed values deviate from what is expected in
the histogram, e. g.in which the “x” (observed value) appears to have moved relative to the
“perfect normal” line. Here we observe data points or values (e. g.writing style) that are too low
from a certain sample of the data at the beginning but pulled asymmetrically towards higher
values, which indicates positive skew (e. g.normal distribution) at a certain area in the texts.
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Figure 11: A quantile-normal plot.

In Figure 11 (a) there is multiple point that is outside (or off) the reference line, i. e. shifted to
the right of where it should be and this pattern shows nearly Gaussian data with one “high
outlier”. Similarly, Figure 11 (b) looks a bit similar to the "skew left" pattern, but the most
extreme points tend to return to the reference line (e. g.bi-modal data).

3.3.3 Correlation and covariance

In analyzing the concept of discovery, exploration, and empirical detection of basic phenomena
in data using ESA, covariance and/or sample correlation are used, which correspond to a
measure of how much two variables “co-vary”, e. g.how much (and in what direction) should
we expect one variable to change when the other changes. By understanding the correlation
between variables, it is possible to determine which independent variable is affecting the
dependent variable. Thus, positive covariance values suggest that when one measurement
is above the mean, the other will probably also be above the mean, and vice versa. negative
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covariances suggest that when one variable is above its mean, the other is below it. Thus,
Figure 12 shows the correlation matrix on how the phenomena, e. g.style features, in the
Twitter dataset are structured. The positive and negative correlation values show a strong
link between how an author’s writing is structured and how it is written in terms of literary
elements such as sentiment, punctuation, formality, excitement, etc. For example, there is
a strong correlation of around 88% between the length of the character sequence and the
frequency of the number of words in the Twitter dataset, which demonstrates the numerical
relationship. Similarly, there is a 0.51% difference in calculating the length relating to POS
tagging in the text compared to when the content is tagged as adjective or the average number
of words, unique ratio, and punctuation marks (syntactic), the average number of words
(lexical), and the content length (semantic). This correlation further reinforces the notion that
writing style and its underlying meaning are intricately connected.
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Figure 12: Sample covariance heatmap for Twitter dataset.

Furthermore, we found a strong correlation between word length and the number of unique
words used by each author in the CCAT50 dataset by building a list of words and removing
duplicates to determine the distribution of unique stylistic elements (e. g.uncommon words)
(see Figure 13). It seems like the usage of unique words is about the same (about 50% of words
are unique), though the distribution varies a bit in size compared to the actual words used
(e. g.longer words for each author in Figure 13).

The same result is shown in Figure 14 for the CCAT50 dataset. The yellow and blue color
coding of the cells makes it easy to identify the linear correlation, e.g., the relationships
between writing style and stylistic phenomena in the text. The cells that appear in yellow
depict a positive linear correlation, and those that are coloured blue show a negative linear
correlation. Additionally, the numerical value between -1 and 1 indicates the strength of the
correlation. As shown in Figure 14, there is a strong correlation of 95% between the unique
number of words and the length in the text compared to when the POS tagged of a word is
noun and the length in the text with 1% relationship. We removed duplicates from a list of
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Figure 13: Unique and average distribution in the CCAT50 datasets.
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Figure 14: Sample covariance heatmap for CCAT50 dataset.

top K-authors in Twitter datasets to examine the distribution of distinct words. As shown in
Figure 15, most authors have an average word length of 50%, and 75% of them contribute
uniquely to the sample text’s length. The results show that most authors in this dataset use
words of similar length and uniqueness.

3.3.4 Sentiment factors

The VADER model [Hutto and Gilbert 2014] is used to express the relationship between two
opposing concepts within text, such as finding emotionally charged issues in the distribution
of the dataset. We implement this by extracting grammatical and lexical features to determine
if the text emphasises or expresses sentiment intensity (e. g. sentiment scores). This analysis
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Figure 15: Unique and average distribution in the Twitter datasets.

provided valuable information about the contextual sparseness of the authors’ sentiments and
helped us understand their overall sentiment expression. Listing 1 is a snippet of implementa-
tion code called “polarity scores” that takes a piece of text as input and generates a dictionary
containing the sentiment scores for the text. The dictionary contains four keys: negative, neural,
positive, and compound, where a negative sentiment score is between 0 and 1. For the CCAT50
dataset, we achieve a negative score of 9.7%, a neural score of 74%, a positive score of 1.63%,
and a compound score of 42.15%, as described in Listing 1. This is the sum of the positive,
negative, and neutral (e. g.valence score of each word in the text) scores. Thus, the compound
scores are normalized between -1 (the most negative) and 1 (the most positive) to give a good
overall classification and update the dataset with the sentiment scores. On top of that, Figure 16
shows the sentiment scores for the top-10 authors to infer how each individual author differs
in their writing.

Listing 1: Sentiment factor analysis

1 f rom n l t k . s e n t i m e n t . v a d e r i mp or t S e n t i m e n t I n t e n s i t y A n a l y z e r
2 s i d = S e n t i m e n t I n t e n s i t y A n a l y z e r ( )
3 # we test with the sample texts
4 p r i n t ( s i d . p o l a r i t y _ s c o r e s (CCAT50[ " c l e a n _ t e x t " ] )
5 \\
6 p r i n t (−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−)
7 { " neg " : 0 . 0 9 7 , "neu" : 0 . 7 4 , " pos " : 0 . 1 6 3 , "compound" : 0 . 4 2 1 5 }
8 p r i n t (−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−)

For the Twitter dataset, with the top-K author selected from the set of candidate authors,
"googuns_lulz" has more neural expression (80% density) in their writing compared to other
sentiment scores such as positive and negative (40% and 10%, respectively). In contrast to the
other authors, the probability density is significantly lower and and author "robinsidel" has a
higher positive density compared to the others for the CCAT50 datasets (see Figure 16(a)).

3.3.5 Interactive tools for ESA visualization

In this section, we present a simple mathematical notation for visualising and explaining the
ESA as a collection of terms from a dataset corpus that can be assigned to one of two categories
on a two-dimensional plane using a scatter-plot [Urribarri and Castro 2017]. The visualisation
is a scatter-text [Kessler 2017] plot of uni-grams and bi-grams. The scatter-text plot allows for
the identification of key terms that are most representative of each category, and we used it in
this thesis to explore the relationship between these terms and the categories they represent. It
is applicable to a wide range of datasets and provides valuable insights into the underlying
structure of the data for improving the extraction of stylistic representation for PAA or AA
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Figure 16: Sentiment factors.

tasks.

To find an intriguing phenomenon in the data and visualise it in an interactive manner, we
consider a corpus of input text D with disjoint subsets P and Q such that:

P∪Q ≡ D (1)

where ∪∗ represents the disjoint subset of P and Q.

In addition, we let ψT(t, D) be the number of times term occurs in D, ψT(t, P) be the number
of times t occurs in P. We let ψD(t, P) refer to number of documents/texts in P containing t.
Mathematically we let t(ij) be the j-th word in ti where j ∈ {1, 2}. So, the parameter of ψmay
be ψT or ψD as a features representation from the notion of term frequency-inverse document
frequency (tf-idf) as follows.

P[ti] =
ψ(ti, D)∑

t∈D∧|t|≡|ti|
ψ(t, D)

(2)

The objective of employing tf-idf to construct the set of terms is to include the visualisation
V in the process and in order to model the inherent subjectivity in a natural language to
understand and analyse the phenomenon in the writing style of each author in the given
data, either as a word or phrase. Thus, we follow Schwartz et al. [2013a] approach and use a
point-wise mutual information (PMI) score to filter two-word sequence of words (or bi-grams)
that do not occur far more frequently than expected in the documents.

So, we define the PMI as:

PMI(ti)
= log

P[ti]∏
t(ij)∈tiP[Tij]

(3)

where the minimum value of PMI accepted is p and we define V as

{t|ψ(t, D) ⩾ m ∧ (|t| ≡ 1∨ PMI(t) > p)} (4)

Following the approach in [Kessler 2017], we define the term t’s coordinates on the
scatterplot [Urribarri and Castro 2017] to be (xP

t , xQ
t ), where P and Q are the two documents

categories (or labels). xK
t is proportionate to ψ(ti, K), and many of the terms will have identical

ψ(ti, K) values (as word or phrases) and to break the ties, meaning the word that appears last
alphabetically will have a larger xK

t .
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In addition, we define gK
t such that t ∈ V and G ∈ {P, Q} as the ranking ofψ(t, K), arrange (or

sorted) in ascending order, where the ties are broken by terms’ alphabetical position [Kessler
2017]. Hence, this allow to define the coordination position in the scatter plot as

xK
t =

gK
t

argmax gK
(5)

where score values of x is limited to [0, 1], ensuring that both axes on the scatterplot are
scalable in the same way (or identical). This actually helps to keep the graph from becoming
lopsided toward the corpus that had a larger number of terms.9 This is because ordinal
ranks give more weight to important words and allow for better visualization of meaningful
data patterns. Additionally, log frequency can sometimes obscure important information by
compressing the axis and making it difficult to distinguish between different data points. The
Figure 17, Figure 18 and Figure 19 were designed with m = 4, p = 7 and ψ = ψT .

3.3.5.1 Phrase associations

In this section, we attempt to identify domain-indicative lexical items e. g. a variety of words
or phrases in the document) and be able to visualise them. At first, we employed a graph
centrality algorithm, the TextRank package in Python [Mihalcea and Tarau 2004] to extract
the scores of the most prominent phrases in the document on the basis of the sentiment score
using VADER [Hutto and Gilbert 2014]. Furthermore, we normalise the corpus using spaCy
libraries in Python 10 [Al Omran and Treude 2017], where we parse each document as opposed
to normal tokenization separated by whitespace (see Listing 2) [Babur et al. 2022].

Listing 2: TextRank algorithm for prominent phrases

1 im po r t p y t e x t r a n k , s p a c y
2 im po r t s c a t t e r t e x t a s s t
3 nlp2 = s p a c y . l o a d ( " en_core_web_sm " )
4 nlp2 . a d d _ p i p e ( " t e x t r a n k " )
5 c o r p u s 2 = s t . CorpusFromParsedDocuments ( twee t ,
6 c a t e g o r y _ c o l = ’ v a d e r _ p r e d i c t i o n ’ ,
7 p a r s e d _ c o l = ’ p a r s e 3 ’ ,
8 f e a t s _ f r o m _ s p a c y _ d o c = s t . PyTextRankPhrases ( )
9 ) . b u i l d ( ) . compact

10 ( A s s o c i a t i o n C o m p a c t o r ( 2 0 0 0 ,
u s e _ n o n _ t e x t _ f e a t u r e s =True ) )

The phrases generated in Listing 1 are reduced to 2000 and treated as non-textual features
because the document scores are not word counts. The terms, on the other hand, are name
entities rather than frequency counts with eigencentrality, which measures the node’s influence
scores based on the TextRank algorithms [Mihalcea and Tarau 2004].

Table 4 plots the interactive graph using a generalized scatter plot [Keim et al. 2010] based
on the dense ranks of the scores.

Because the aggregate TextRank scores in Table 4 cannot be interpreted, so we use the
meta_data description function in Listing 3 to visualize the most used terms that are associated
with each author in the text based on the per–class ranking of each score.

Listing 3: Meta Description function

9 Ordinal ranks are preferred over log frequency due to uninteresting stop-words.
10 https://spacy.io/universe/project/spacy-pytextrank
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Table 4: TextRank algorithm scores for Twitter datasets.

Terms Positive Natural Negative

the en 3.159076 1.68963 4.50110

ann 1.5502066 1.233546 0.629116

prince harry 3.576400 1.728009 0.438358

... .... .... ....

.... .... .... ....

.... .... .... ....

george saunder 1.496208 0.512870 0.347217

1 t e r m _ r a n k s = np . a r g s o r t ( np . a r g s o r t ( − t e r m _ c a t e g o r y _ s c o r e s , a x i s
=0) , a x i s =0) + 1

2 m e t a d a t a _ d e s c r i p t i o n s = { term : ’<br / > ’ + ’<br / > ’ . j o i n (
3 ’<b>%s </ b> TextRank s c o r e rank : %s/%s ’ % ( ca t ,

t e r m _ r a n k s . l o c [ term , c a t ] , c o r p u s 2 . get_num_metadata
( ) )

4 f o r c a t in c o r p u s 2 . g e t _ c a t e g o r i e s ( ) )
5 f o r term in c o r p u s 2 . g e t _ m e t a d a t a ( )
6 }

Scattertext’s dense-rank difference score makes it ideal for two-category contrastive plots
because it sorts out phrases that are more associated with one category than another [Kessler
2017]. Thus, the chats in Figure 17 are constructed using standard dense-rank difference, a
score that can be used in two-category contrastive plots and gives most category-associated
phrases; the other uses the maximum category-specific score, which gives prominent phrases
in each category regardless of the prominence in the other category (see Listing 4).

Figure 17: Phrases score extracted using PyTextRank algorithm [Mihalcea and Tarau 2004] for Twitter
dataset.

Listing 4: Category-specific prominence
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1 c a t e g o r y _ s p e c i f i c _ p r o m i n e n c e =
2 t e r m _ c a t e g o r y _ s c o r e s . a p p l y
3 ( lambda r : r . p o s i t i v e i f r . p o s i t i v e >
4 r . n e g a t i v e e l s e −r . n e g a t i v e , a x i s =1) }

In Figure 17, the two axes are the dense ranks of phrase centrality scores computed using
PyTextRank [Mihalcea and Tarau 2004], while the terms scored are based on the sum of their
category-specific eigenvector centrality as calculated by PyTextRank and the associate category
is determined by the class’s or category’s average score that forms the highest. As shown in
Figure 17, most of the associated terms in each class make some sense. For example, refer to
(thanks) as the most identifiable preference term for authors (positive sentiment). On the other
hand, death is the most negative preference topic users use in their tweets. Additionally, the
results shown in Figure 17 also suggest that there is a certain degree of agreement between the
centrality scores of terms across different categories.

Alternatively, we used the dense rank difference in the scores to color phrase-points and
determine the top phrases to be displayed on the right-hand side of the chart. Instead of setting
scores as category-specific prominence scores, we set term_scorer=RankDifference() to inject a
way determining term scores into the scatter plot creation process as shown Figure 18.

Figure 18: Phrases extracted using PyTextRank for Twitter dataset.

In Figure 18, the terms are scored based on the difference in the terms’ dense ranks. These
highlighted phrases are the most distinctive and characteristic of each category. For example,
“good luck’, was the most distinctive positive term used by most authors, and “terrorism, rape”
was characteristic of a negative sentiment expressed by most authors in the texts. Furthermore,
using regular expressions over POS tag sequences, we use phrase-based method described in
[Handler et al. 2016] to identify frequent noun phrases in a given text based on unigram BoW.
As shown in Figure 19, we select the 4000 most category-associated phrases from the Twitter
dataset and plot them using densely ranked category-specific frequencies. The positions of
terms are based on the dense ranks of their frequencies, and the scores, unlike Figure 18 that
the terms’ are dense ranks. Figure 20 and Figure 21 represent the phrases in the text as positive
and negative, with appropriate sentiment scores. The negative term "extreme civilization", for
example, has a sentiment score of -0.86182% with an acceptance rate of 20 words from 25,000
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in the context. Similarly, with a 0.98588% acceptance rate, the positive term "very belated thanks"
has 66 words from 25,000 in the context.

Figure 19: Phrase-machine [Handler et al. 2016] for Twitter dataset.

Figure 20: Example of Phrase-machine with positive sentiment terms in Twitter dataset.

3.3.5.2 Visualizing topics signal

The datasets in Section 3.2 are human textual conservations that cover a wide range of topics,
so we use Listing 5 to visualize a wide range of preferred topics and their respective positions
(e. g. categories). First, we create an instance of the corpus in order to extract topics and
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Figure 21: Example of Phrase-machine with negative sentiment terms in Twitter dataset.

categories instead of unigram and bigram features from the dataset. To do so, we use the
function called “FeatsOnlyFromEmpath” from the scatter-text Python library [Kessler 2017].
The visualization is created by passing "use_non_text_features" as a true value argument into
“produce_scattertext_explorer” and this instructs the Empath topics library [Fast et al. 2016] to
look at the category rather than the terms to generate a snippet of statements that capture each
author’s choice of vocabulary or match the topic model (see Figure 22).

Figure 22 shows a stronger conveyed sentiment across both positively and negatively
charged categories, as well as trends for exploratory discovery of interesting topics and cate-
gories in the Twitter dataset over sample text. Positive topics in the sample Twitter dataset use
words like “affection” as top topics, with a sentiment score of about 0.76113%; they appear in
94% of the 25,000 terms and 27% of the 1,000 documents mentioned. Negative topics mentioned
in the sample text, on the other hand, are associated with words such as textit"kill" or "hate"
and the sentiment score is approximately -0.58813%, as mentioned in 42.19 documents per 25K
words.

Listing 5: Topics and categories visualization

1 f e a t _ b u i l d e r = s t . FeatsFromOnlyEmpath ( )
2 empath_corpus =
3 s t . CorpusFromParsedDocuments ( twee t ,
4 c a t e g o r y _ c o l = ’ v a d e r _ p r e d i c t i o n ’ ,
5 f e a t s _ f r o m _ s p a c y _ d o c = f e a t _ b u i l d e r ,
6 p a r s e d _ c o l = ’ t e x t ’ )
7 . b u i l d ( )
8 html = s t . p r o d u c e _ s c a t t e r t e x t _ e x p l o r e r
9 ( empath_corpus , c a t e g o r y = ’ p o s i t i v e ’ ,

10 ca t egory_name= ’ p o s i t i v e ’ ,
11 n o t _ c a t e g o r y _ n a m e= ’ n e g a t i v e ’ ,
12 w i d t h _ i n _ p i x e l s =1000 ,
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13 m e t a d a t a= t w e e t [ ’ t a r g e t ’ ] ,
14 u s e _ n o n _ t e x t _ f e a t u r e s =True ,
15 u s e _ f u l l _ d o c =True , t o p i c _ m o d e l _ t e r m _ l i s t s =

f e a t _ b u i l d e r
16 . g e t _ t o p _ m o d e l _ t e r m _ l i s t s ( ) )
17 open ( v i s _ p a t h +" C o n v e n t i o n V i s u a l i z a t i o n E m p a t h T w e e t 5 0 . html " ,
18 ’wb ’ ) . w r i t e ( html . e n c o d e ( ’ u t f −8 ’ ) )

3.3.5.3 Query-based visualization

Word representations have recently become a hot topic in NLP. While we have demonstrated
and visualized how terms are related to one another based on their scores. In addition, we
explore the possibility of visualizing a text-based categorical query (e. g. examining how text
or document categories differ) from a Twitter dataset. We used spaCy libraries with GloVe
word vectors [Pennington et al. 2014] trained on the Common Crawl corpus [Mehmood et
al. 2017]. The cosine distance between vectors is used, with mean vectors used for phrases.
The calculation of the most similar terms associated with each category is a simple heuristic.
First, a set of terms closely associated with a particular author (e. g. category) is determined;
secondly, these terms are ranked based on their similarity to the query, and the top-ranking
terms are displayed using a scatterplot. A term is considered associated if the p-value is less
than 0.05, which is a difference in the weighted log-odds ratios with an uninformative Dirichlet
prior [Monroe et al. 2008]. Since we are scoring bigrams in addition to the unigrams scored by
p-values, the size of the corpus must be larger to have high enough bigram counts for proper
penalization. This function is based on the Dirichlet distribution’s alpha parameter, which is a
vector that is uniformly set to 0.01. Listing 6 shows the code that generated Figure 23.

Listing 6: Query-based category

1 f rom s c a t t e r t e x t
2 im po r t w o r d _ s i m i l a r i t y _ e x p l o r e r h t m l = w o r d _ s i m i l a r i t y _ e x p l o r e r (

c o n v e n t i o n _ c o r p u s ,
3 c a t e g o r y = ’ p o s i t i v e ’ ,
4 ca t egory_name= ’ p o s i t i v e ’ ,
5 n o t _ c a t e g o r y _ n a m e= ’ n e g a t i v e ’ ,
6 minimum_term_frequency =5 ,
7 p m i _ t h r e s h o l d _ c o e f f i c i e n t =4 ,
8 w i d t h _ i n _ p i x e l s =1000 ,
9 m e t a d a t a= t w e e t [ ’ t a r g e t ’ ] ,

10 a l p h a =0 .01 , max_p_val =0 .05 ,
11 s a v e _ s v g _ b u t t o n =True )
12 open ( v i s _ p a t h + " C o n v e n t i o n V i s u a l i z a t i o n J o b s T w i t t e r 5 0 .

html " ,
13 ’wb ’ ) . w r i t e ( html . e n c o d e ( ’ u t f −8 ’ ) )

Figure 23 shows the words and phrases that are semantically similar to the word "incentives"
in darker colored on a gray-to-purple scale, and general and category-specific related terms are
listed to the right, which basically demonstrate topical category discriminators. This visual aid
is helpful in understanding how the concept of incentives relates to other words, and provides
a clear picture of how a given word relates to its broader semantic space.

3.4 C H A P T E R S U M M A RY

In Chapter 3, we have been able to carry out an analysis of widely used datasets to explore the
use of exploratory statistical analysis and visualization to interpret a broad range of topics. This
analysis revealed important insights about the language used by suspects in different contexts
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Figure 22: Example of topics and categories visualization over a sample text in Twitter dataset.

and allowed us to draw conclusions about their level of sophistication in expressing their
thoughts. These insights were important because they helped us understand how suspects
talk and gave law enforcement officials more information to think about when they were
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Figure 23: Visualizing query based on category different.

investigating. Furthermore, this type of analysis was beneficial because it provided more
information about the context in which suspects were speaking and writing.
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Part IV

D E E P R E G U L A R I Z E D N E U R A L N E T W O R K S F O R PA A
T A S K S

In Chapter 4, we define post-authorship attribution as the process of extracting
identifying qualities from anonymous social media texts (e.g., Twitter, blogs, and
online news stories) to identify the actual authors. In recent years, the field has
grown in popularity due to its practical application in the justice system to iden-
tify the true authors of malicious texts and/or use the analysis results as proof
of evidence in court without jeopardizing the individual’s confidentiality. Most
previous work has relied on discrete feature representations but fails to consider
the underlying syntactic and semantic relationships between features [Mikros and
Perifanos 2013; Joulin et al. 2017]. Additionally, the inconsistencies in datasets,
mismatches, and evaluation methods make it difficult to measure the effectiveness
of the methods [Tyo et al. 2022]. Moreover, the method also lacks the ability to offer
interpretation, which is very important in many real-life situations, like forensic
analysis or cybercrime investigation, which are needed to thoroughly explain the
evidence in court.

Chapter 4 introduces a regularised deep neural network (RDNN) model as a key
task for quantifying the writing style of the author from both social media text and
contextual documents of literary text to improve generalisation in the domain of
authorship attribution. The proposed regularised deep neural network (RDNN)
model incorporates character-level features to extract stylometric elements. More
specifically, the proposed RDNN model accepts a sequence of encoded characters
(a sentence) as input to find the corresponding one-hot vector for each character to
build character embedding and accumulate the results to form the input matrix.
This model is fed into sequence-to-sequence models over convolutional distributed
networks to learn a suitable writing style from online text snippets of social media
and long sample texts of literary documents. The regularised deep neural network
(RDNN) model surpassed state-of-the-art methods on four comparison datasets. It
demonstrated its usefulness on three datasets, surpassing other methods while de-
livering equivalent results with the visualisation capability to interpret the features
that contribute to the detection of the suspect author. This demonstrates the RDNN
model’s robustness and applicability across a variety of writing style categorization
challenges.





4R E G U L A R I Z E D D E E P N E U R A L N E T W O R K F O R P O S T A U T H O R S H I P
A T T R I B U T I O N

Post-authorship attribution is the process of identifying the author of an anonymous
online text snippet (OTS) or lengthy text sample (LTS), such as literary writings, based
on the author’s distinctive writing style. Identifying the originator of these documents

is critical to preventing cybercrime. Unfortunately, text length is limited on some devices,
making the challenge more difficult. We introduce a regularized deep neural network (RDNN)
to circumvent the intrinsic challenges of post-authorship attribution. It is based on a convo-
lutional neural network, a bidirectional long-short-term memory encoder, and a distributed
highway network. The neural network captures local and global lexical and stylistic features
of the text, which are then sent to the bidirectional encoder to get a syntactic feature-vector
representation. The feature vector was then supplied as input to the distributed high-speed
networks for regularization to minimize the network generalisation error. The regularized
feature vector was ultimately passed to the bidirectional decoder to learn the writing style of
the author. The feature classification layer consists of a fully connected network and a SoftMax
function to make the prediction. The RDNN method was tested against thirteen state-of-the-art
methods using four benchmark experimental datasets to validate its performance. Experimen-
tal results have demonstrated the effectiveness of the method when compared to the existing
state-of-the-art methods on three datasets while producing comparable results on one dataset.

4.1 I N T R O D U C T I O N

In recent years, the entire world has moved into a new modern period, with social media
communication becoming increasingly important in our daily lives. Along with the above-
stated benefits, various additional negative implications have emerged, one of which is the
broad dissemination of false information for harmful reasons, with the user or individual
publishing the content typically remaining anonymous and unable to be identified. Combating
this issue, however, is tough, especially given the nature of OTS on social media platforms: a sea
of tiny posts or messages and a large number of people. In Chapter 4, we address the problem
of post-authorship attribution (a subset of authorship attribution) in OTS, which differs from
what has been done with LTS by relying on a character-level approach for representing syntactic
and semantic information in documents rather than discrete or handcrafted features that fail
to generalise. We apply recent breakthroughs in deep neural networks to natural language
processing and image recognition. By modelling OTS, a small text posted on social media, as
unidimensional signals, we proposed a deep regularised neural network (RDNN) model to
project the contentual information of OTS or LTS to model inherent linguistic knowledge in a
natural language to understand and analyse the author’s writing style from three perspectives:
lexical, syntactic, and semantic, thereby combating this unwanted disinformation scenario.

In the rest of Chapter 4, we begin by discussing the methodology we implemented for author-
ship analysis tasks such as PAA or AA in Section 4.2. This method was based on regularised
deep neural networks (RDNNs). Experimental results, including datasets, parameter settings,
discussion of results in Section 4.3, and visualized results are explained in Section 4.3.4. We
provide discussion in Section 4.4, and concluding remarks are provided in Section 4.5.

4.2 P R O P O S E D M E T H O D

The focus in this Chapter 4 is on the PAA subtask, which is generally hard to solve because of
the inherent characteristics of the input text. The input texts are generally simple snippets
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with short contents and are rife with obfuscating vocabularies such as idioms, onomatopoeias,
homophones, phonemes, synonyms, acronyms, anaphora, and polysemy. However, it can be
noted that none of the previous studies on PAA had focused on interpretability, which is a
critical factor for real-life investigation scenarios. This current study further addresses the
knowledge gap by adopting a method that utilizes the extracted features to visualize the results
of the authorship attribution. Multiple studies have reported a higher authorship-attribution
accuracy with several style markers such as lexical, syntactic, idiosyncratic, and structural
markers [Rocha et al. 2016; Neal et al. 2017a]. However, the efficiencies of most of the
past methods decreased with an increasing number of authors [Sarwar et al. 2018b]. They
significantly depend on extensive feature engineering to reflect the content and style of an
author [Ding et al. 2017; Stamatatos 2009b; Modupe et al. 2022]. They lacked transparency and
interpretation capability [Wu et al. 2021a], which are essential for language-based pretrial
investigation.

The regularized deep neural network (RDNN) was introduced in Chapter 4 to find possible
ways of advancing the research on authorship-based tasks. The RDNN method promises to
construct stylometry features by employing CNN, bidirectional long-short-memory (BLSTM),
and distribution highway network (DHN). The purpose was to realize an improved PAA
system with a high-precision visualization capability compared to the SOTA methods. The
DHN guides the sentence structure in the LSTM cell to speed up the convergence rate of the
BLSTM layers. Unlike the existing methods, the novel method can learn abnormal terms from
combinations of characters, such as misspellings, emoticons, and stacks on two BLSTM layers.
In addition, the BLSTM layer translates the exact text in reverse order to produce output, and
the BLSTM layer is used to affirm the state of the past context of the text from a character-level
CNN. Moreover, the DHN will allow the seamless flow of unimpeded information across
the network before reaching the classification layer. The RDNN method was tested on four
different datasets of text snippets to investigate its generalization capability across varying
input modalities.

The core objective is to develop the regularized deep neural network (RDNN) method for
improving the PAA system’s accuracy. The proposed framework in Figure 24 is made up
of three layers: a CNN character level layer, a distributed highway network (DHN) with
a bi-directional long short-term memory (BLSTM) layer, and a feature classification layer.
Incorporating the character-level feature with CNN, DHN, and BLSTM makes a PAA system
do better at classification, convergence, and visualisation with high accuracy.

4.2.1 CNN Character-Level Layer

The CNN character-level layer environment includes three essential elements, such as character
embedding, temporal convolution, and max over-time pooling. Character embedding is a
numeric vector representation for a word constructed from the character n-grams. The PAA
system receives a sequence of characters from a post as input and finds the corresponding
one-hot vector representation for each character through the dictionary ofm characters. The
maximum length of a post is restricted to 512 characters, while the maximum number of
sentences in a document is bounded at 280, owing to variations in the lengths of posts, and
each sentence is filled to 512 characters in the preprocessing stage [Ruder et al. 2016a]. The
English language training datasets were utilized in this study, so the dictionary contains
70 characters, including 26 English letters, 10 numeric characters, and 34 other characters,
including white space, as follows:

abcdefghijklmnopqrstuvwxyz0123456789−, ; .!? : ′ "/\|_#$%&ˆ∗ ‘~ +− =<> ()[]{}

The CNN character-level layer of the proposed RDNN method is a slight variant of the deep
CNN character-level [Kim et al. 2016]. In the CNN layer, each word in a post is replaced with
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Figure 24: The architecture of the RDNN PAA system.

its one-hot vector representation. Hence, we denoted V to be the fixed vocabulary size of d
being the dimensionality of character embedding and X ∈ Rd×|V| is the matrix of character
embeddings. Suppose a word w ∈ V of length l is made up of a sequence of characters[
c1, c2, · · · , cl

]
, the character-level representation w is given by the matrix Cw ∈ Rd×l, where

the j-th column corresponds to the character embedding cj and cj-th is the column of matrix X.
The Xw matrix can be padded with zero for batch processing to ensure that the number of
columns is equal to the maximum length of a sentence for all words V.

The temporal convolution exhibits longer memory than recurrent networks and is applied
in this study to give better performance for character-sequence modeling. The convolution
operations are performed between the input matrix and multiple filter kernels with stacking to
form the input matrix. A new narrow convolution is used between Xw and a kernel H ∈ Rd×ω

as a filter. Here ω is the width after adding a bias b and applying a non-linearity to obtain
fw ∈ Rl−ω−1 as a feature map. The i-th element of fw is explicitly defined as follows.

fw[i] = tanh (Xw[∗, i : i+ω− 1], H + b) (6)

where Xw
[
∗, i : i+ω− 1

]
is the i − to − (i +ω− 1) − th column of Xw and P,S = Tr

(
PST

)
is

the Frobenius inner product.
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The max over time pooling operation is ultimately applied to get a fixed-dimensional
representation of a word, which is output to the DHN-BLSTM layer. Equation 7 represent
the max over time as the feature corresponding to the filter H to extract the highest value for
a given filter. Therefore, each filter is essentially picking out a character n-gram that is the
variation in the sentence such as lexical, syntactic, and topical structure with the size of the
n-gram corresponding to the filter width.

yw = max
i

fw
[
i
]

(7)

4.2.2 Distributed Highway Network with Bidirectional Long Short-Term Memory

The distributed highway network (DHN) and bidirectional long short-term memory (BLSTM)
are essential components in the second layer of the RDNN PAA system. Different from the
existing models, DHN is added to the BLSTM to effectively regulate the flow of information
and reduce the number of model parameters. The DHN features between the encoder BLSTM
and decoder BLSTM guarantee the network information’s validity. Moreover, they guide the
sentence structure in the LSTM cell to speed up the convergence rate of the BLSTM layer. The
encoder BLSTM was employed to find the state of the past context of a post from a character-
level CNN. The decoder BLSTM will translate the same message in reverse order and produce
output.

4.2.2.1 Distributed Highway Network

A distributed highway network (DHN) can optimize a deep-learning model with the core
purpose of regulating the paths for information to follow across the different layers with a
gate mechanism in LSTM [Srivastava et al. 2015]. In the feed-forward neural network (FFNN)
consisting of L layers, and each layer use a non-linear transformation F with the weight matrix
parameter WF to generate the output zi for the input xi, and the tensor z can be represented as
follows.

y = F(xi, WF) (8)

The DHN introduces two non-linear transforms, N and T in Equation 9 so that the outcome
of z can be rewritten as follows:

y = F(x, WF) ·N(x, WN) + x · T(x, WT) (9)

where F is an affine transform followed by a nonlinear activation function, and N is the
transform gate and T is the carry gate that express how much output can be produced by
transforming and carrying the input. T is set to N − 1 in Equation 9 to obtain Equation 10 as
follows.

y = F(x, WF) ·N(x, WN) + x · (1− N(x, WN)) (10)

The dimensionality of x, y, F(x, WF), and N(x, WN) must be the same to guarantee the validity
in Equation 10. Consequently, based on the output of the transform gates, a highway layer
can smoothly vary its behavior, and the outcome is used to adjust the vector from the CNN
character-level layer.

4.2.2.2 Bidirectional Long Short-Term Memory

Long short-term memory (LSTM) captures the contextual information for solitary text se-
quences. However, the feature representation that is obtained from the CNN character level
does not contain the sequence information. The bidirectional LSTM (BLSTM) is specialized
in sequential modeling and can further extract the contextual information from the feature
sequences obtained in the convolutional layer. Hence, we have used it to learn the representa-
tion of long-range dependencies based on the surrounding word distributions. The encoder
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BLSTM was used to capture the lexical, and syntactic information from the CNN character
level. The one-dimensional convolution involves a filter sliding over a sequence to account for
features at different positions. Thereafter, the decoding layer operates on the encoded sentence
representation with DHN. The decoder BLSTM will find the hidden structural representations
for authorship attribution. The forward LSTM network computes the state

−→
h t of the past left

context of the sentence cj, while the backward LSTM network reads the same sentence in the

reverse order to produce
←−
h t given the future right context. The outputs

−→
h t and

←−
h t outputs

are concatenated to obtain the final output of the BLSTM network as follows.

ht = [
−→
h t,
←−
h t] (11)

The number of hidden layers for the input text is set to n, and the result of the decoder
BLSTM network can be expressed as follows.

H = [h1, h2, · · · , hm] (12)

The parameter m is the length of the input text. The output of the LSTM layer H ∈
R(m×(2×n)) with each row of the matrix H representing a feature vector of the sentence
generated by BLSTM. The hidden states of the time steps of BLSTM or the last layer of the time
step hidden states of multilayer BLSTM are concatenated to obtain the feature representation
of a post. The output of the highway network is used as input to the decoder BLSTM to learn
the semantic representation of post sentences. The hidden document embedding of BLSTM
is fed into a fully connected network for training and classification. The additional feature
exploration was carried out to analyze the most important features for the overall performance
of the RDNN method. The Shapley additive explanation (SHAP) [Lundberg and Lee 2017] and
local interpretable model-agnostic explanations (LIME) [Ribeiro et al. 2016] for interpretability.

4.2.3 Feature-Classification Layer

The feature-classification layer consists of a dense layer or deeply connected layer from its
preceding layer, SoftMax function, and prediction module. The feature-vector representation
of a post is fed into a fully connected output layer that maps the weight vector of the decoder
BLSTM to obtain the correct post classification as follows:

y
(
Ct| ∗

)
= SoftMax

(
Ht, ht−1

)
(13)

Here, Ct is the feature vector for a post, the weight matrix ht−1 is a dictionary containing
the sentence embeddings learned for each feature and H is a weight matrix that is learned to
predict the appropriate class label.

The entire network is trained as an end-to-end model, such that a post written by the
same author would result in small values as shown in Equation 13. Hidden feature vectors
in Equation 12 must be made insensitive to topical variations between posts. The model is
practically trained on randomly selected English language datasets without external resources.
To control the generalisation error, extreme learning machine (ELM) [Ding et al. 2014; Huang
et al. 2015a; Chen et al. 2017a] which were added to the random hiiden nodes one by one to
achieve better classification results by incrementally updating the output weight. Then, use a
dropout mechanism is applied to the regularization after the penultimate layer to learn the
model parameters. The following cross-entropy loss is minimized during the training using
the AdamW optimization algorithm Loshchilov and Hutter [2017]. AdamW generalises much
better and able to compete with stochastic gradient descent (SGD) much faster when training
compared to Adaptive optimizers like Adam [Kingma and Ba 2014].

CrossExt
(
p, q

)
= −

∑
p
(d) log(q(d)) (14)
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Here, p is the true distribution of one-hot vector representing characters in a post, and q is
the output of the SoftMax. This corresponds to computing the negative log probability of the
true authors.

4.3 E X P E R I M E N TA L R E S U LT S

The performance of the RDNN method is experimentally evaluated on large-scale English text
datasets. The experiments were implemented using Ubuntu 18.04, Python 3.7 with Keras Ten-
sorFlow 1.15.1 application programming interface (API) on an Intel i7 4.0-GHz CPU computer
with 64G DDR4 memory.

4.3.1 Datasets

As with the datasets discussed in Chapter 3, Section 3.2, the experimental datasets in this
section use 10-fold cross-validation to divide the dataset into training, validation, and testing
sets. This lets us evaluate the performance of the RDNN model compared with the previous
SOTA approaches and assess its generalisation ability on unseen data.

4.3.2 Parameter Settings

The kernel sizes were 3, 4, 5, and 7 with the corresponding channel numbers of 64, 128, 256,
and 512, respectively. The ReLU activation was used for a fair comparison. The dropout rate
varied from 0.1 to 0.7, and the mini-batch size was set to 32. The number of hidden layers, m,
in the DHN0-BLSTM layer was set to 512. The length of each convolutional layer was set to
128 for each kernel size. The SoftMax activation function was used in the feature-classification
layer, and character embedding was initialized using the Glorot uniform initialization [Glorot
and Bengio 2010a]. The entire model was trained for 60 epochs using the AdamW optimizer
[Loshchilov and Hutter 2017] instead of Adam to yield a better training loss because it substan-
tially generalizes better than Adam [Kingma and Ba 2014]. The learning rate was set to (1e−4)

and the dropout rate varied from 0.3 to 0.7. The number of layers in the DHN was set to 2.
Table 5 reports all the hyperparameters in CNN-DHN-BLSTM architecture on all the different
datasets. Here, d is the dimensionality of character embeddings, f,σ are non-linearity functions,
ρs is the pooling size, δo is the dropout, l is the number of layers and m represent the number
of hidden units.

Table 5: The setting of hyperparameters in our model on different datasets

Layers Parameters CCAT50 IMDB62 Blog50 Twitter50

d 30 70 70 70

CNN Character-level f ReLU ReLU ReLU ReLU

δo 0.5 0.5 0.5 0.5

ρs 2 2 2 2

m 128 128 256 512

BLSTM δo 0.3 0.3 0.3 0.6

l 2 2 2 2

δo 0.7 0.5 0.5 0.5

FCL m 512 512 128 64

σ SoftMax SoftMax SoftMax SoftMax
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4.3.3 Result

The RDNN method is here compared to numerous SOTA methods for PAA with results
presented quantitively and visually. The 5-fold cross-validation method with Keras tuner was
used to find the best hyperparameters for the RDNN method. It utilizes 10% randomly split
off as a stratified test set to minimize computational expensiveness that can occur with a
higher number of folds. The best hyperparameters used to optimize the RDNN method are
summarized in Table 5. A seed was used to reduce randomness by a further 10% for each
training set. The quantitative performance metrics were the accuracy, F1-score, and loss curve
calculated over 60 epochs with a 0.8/0.1/0.1 train/validation/test split. The visualization
analysis was performed using the SHAP [Lundberg and Lee 2017] and LIME [Ribeiro et al.
2016] for interpretability.

4.3.3.1 Quantitative Result

The quantitative results based on accuracy (ACC) and F1-score (F1) performance measures
are shown in Table 6.Table 6 presents experimental results from the literature for each of the
models in comparison with the RDNN model with the same dataset. The evaluation metrics
refer to the results reported with respect to the RDNN model so as to assess the effectiveness of
the model. This helps to understand all the SOTA methods in relation to the RDNN model and
helps researchers and practitioners identify potential improvements and advancements for
future research efforts. Many of the results reported use different evaluation metrics; some use
accuracy and F1-score, while others use either of the metrics to report their work. This is why
in the Table 6, some are blank with some dataset and some are not. Also, most of the methods
did not compute the measures across the four experimental benchmarked datasets. The RDNN
method recorded good accuracy and F1-scores for three of the experimental datasets when
compared to other SOTA methods. The proposed method concomitantly gave the highest
accuracy and F1-score values of 93.20% and 92.20%, respectively, on the CCAT50 dataset. It
recorded the highest F1-score of 76.69% and the second-best accuracy score of 63.40% on the
Blogs50 dataset. In addition, it scored the highest accuracy of 86.48% with the second-best
F1-score of 84.80% on the Twitter50 dataset. However, it came in second in accuracy (96.50%)
and third in F1-score (95.75%) on the IMDB62 dataset when compared to the SOTA methods
investigated. Its results are highly comparable with the top-performing methods, with the
highest accuracy score of 97.72% [Ding et al. 2017], and F1-score of 97.90% [Murauer and Specht
2021] on the IMDB62 dataset, where accuracy and F1-score are represented as ACC and F1,
respectively.

The effectiveness of the RDNN method is further presented graphically based on the
accuracy and loss curves for visual validation purposes. Figure 25, Figure 25, Figure 26,
Figure 27 and Figure 28 show the accuracy and loss curves for the CCAT50, IMDB62, Blogs50,
and Twitter50 datasets, respectively. It can be observed from the figures that the proposed
method generally has better performance in accuracy with faster convergence speed in the
training and testing processes on all the datasets. However, complex interactions between
different stylistic features with nonlinearities can be observed in the Twitter50 datasets.
Although performance improvement is achieved with the RDNN method, the effect of certain
features, such as hashtags, is highly indicative. This blurs the boundaries of the proposed
method for understanding the writing styles of numerous authors. The Twitter50 dataset
reveals a bias in the following ways: We did not preprocess the input post but converted
it to lowercase to erode the character sensitivity effect of a possible discrepancy between
upper- and lower-case letters. The RDNN intrinsically leverages the consequential effects
of uniform resource locators, hashtags, and mentions of names in the posts to achieve high
accuracy and an F1 score. The celebrities and power users used different vocabularies in their
posts, as reflected in Figure 25 and Figure 27. This was, for instance, by frequently tweeting
similar messages to enhance their brands in comparison to regular users or bloggers who were
interested in news, as shown in Figure 26. However, this behaviour makes it hard for the
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Table 6: Performance ACC and F1 of the RDNN method and SOTA methods for PAA sub-task.

Methods
CCAT50 IMDB62 Blog50 Twitter50

ACC F1 ACC F1 ACC F1 ACC F1

Lexical & Topical [Ding et al. 2017] 97.20 41.60 41.60 82.50 82.50

PMSVM [Rocha et al. 2016] 80.45 90.51 64.80

BertAA [Fabien et al. 2020b] 93.00 59.70 56.70

SRNN [Jafariakinabad and Hua 2019] 90.58 94.10 61.19

SCAP [Frantzeskou et al. 2007] 94.80 41.60 82.50

Imposters [Koppel et al. 2011] 49.90 76.90 22.60 52.50

SVM affix[Sapkota et al. 2015] 69.30

SVM frequent [Plakias and Stamatatos 2008] 67.00 70.30 81.40

Char & word n-grams [Schwartz et al. 2013b] 55.50

Character n-grams [Schwartz et al. 2013b] 89.00 81.00 88.00 81.00 59.10 71.10 60.00 63.10

CNN word [Ruder et al. 2016a] 80.00 88.00 88.20 84.30 44.50 43.00 80.50 80.00

CNN character [Ruder et al. 2016a] 92.00 91.00 86.00 91.70 48.10 48.00 86.00 86.00

Syntax-CNN [Zhang et al. 2018b] 85.00 86.00 96.16 96.00 56.73 56.00 83.45 82.00

CNN n-gram [Shrestha et al. 2017] 76.50 77.00 91.21 92.00 53.09 53.00 65.85 66.00

Cont. n-gram1 [Sari et al. 2017] 72.60 73.00 94.80

DeepStyle [Hu et al. 2020a] 80.45 81.00 90.51 90.00 59.00 60.00 64.80 65.00

BRET [Murauer and Specht 2021] 77.00 66.20 97.00 97.90 66.20 66.00 61.40 61.00

DistilBERT [Murauer and Specht 2021] 71.32 66.50 97.60 97.00 60.40 60.00 26.80 27.00

RoBERTa [Murauer and Specht 2021] 75.60 65.90 97.90 97.00 41.70 41.00 65.90 66.00

LDAH-S & Topic Seroussi et al. [2011] 75.00 85.00 72.00 72.00 18.30 18.30 42.43 38.30

RDNN method 93.20 92.20 96.50 95.75 63.40 76.69 86.48 84.80

proposed method to consistently learn the writing style of an author. It would be prudent
for future work to apply byte-pair encoding to investigate the stylistic differences between
regular authors and celebrities and their impact on PAA methods [Vilar and Federico 2021].
Additionally, in Table 6, we only showed and highlighted the SOTA models that outperform
the RDNN models proposed in Figure 24. However, the vast majority of SOTA approaches
report utilizing either ACC or F1-score to demonstrate model performance; in this thesis, we
exhibit both ACC and F1-score to highlight the success of our model.

With a set number of documents per author, as shown in Table 6, the performance of the
RDNN models is very different when the dataset is split into training and testing sets, but
neither the number of test documents nor the number of authors changes. The sampling of the
documents was random, and all experiments were repeated five times to mitigate biases. It
can be seen in Table 6 that the RDNN model is very superior in accuracy and F1-score for the
Blog50 dataset, while it is less superior for F1-score with Twitter50 but raises sharply with
accuracy. While the reason for this discrepancy remains unanswered through this experiment,
it shows that most of the dataset and writing style of each author on social media platforms
exhibit different behaviours when compared with the SOTA model and the RDNN model,
perhaps as a result of restricted character space. Other issues could be the inconsistent text
in the dataset, which might have made the cross-lingual large language models like BERT,
RoBERTA, and others difficult to figure out the deep meaning in the piece of author writing
as a sequence of words with a maximum of 512 tokens when training the models. While the
input text from social media is very short and the RDNN model was scaled to a maximum
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(a) Accuracy (b) Loss

Figure 25: Performance accuracy and loss curves over epoch on the CCAT50 datasets.

(a) Accuracy (b) Loss

Figure 26: Performance accuracy and loss curves over epoch on the IMDB62 datasets.

(a) Accuracy (b) Loss

Figure 27: Performance accuracy and loss curves over epoch on the Blog50 datasets.

of 512, but extra information could have been added during training, which increased the
computational constraint of the pre-trained model to reason semantically. Therefore, RDNN
is implemented in the modelling of the innate author’s writing style in natural language,
analysing, understanding, and formulating linguistic intuition to uncover related behavior or
patterns in other documents. Most of the results in Table 6 unambiguously demonstrate the
struggle that pre-training large language models (PRT-LLM) have with distinct genres and
topics such as social media text.
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Figure 28: Performance accuracy and loss curves over epoch on the Twitter50 datasets.

The performance of the RDNN method was further tested to determine how author number
and post length increased with fewer iterations for all the experimental datasets. Figure 29
demonstrates how the RDNN method performs in comparison to the SOTA methods on
CCAT50 and IMDB62 datasets. The RDNN method has superior accuracy in three experimental
datasets and achieves comparable performance in the fourth experimental dataset when
compared to the other SOTA methods investigated.

(a) CCAT50 (b) IMDB62

Figure 29: Performance accuracy on CCAT50 and IMDB62 dataset compared to SOTA methods with
varying numbers of authors.

We also investigated the extent to which the RDNN methods could be scaled up for the
Blogs50 and Twitter50 datasets, which had the lowest accuracy and F1-score (i.e., less superior),
as shown in Table 6. Therefore, we did five independent tests on the dataset. The largest
difference in the accuracy is less than 0.13%, which shows that the RDNN method is stable
even though the accuracy isn’t very high, as seen in Table 7 and Table 8. The results demonstrate
that the RDNN method has superior accuracy and is far superior to the other PAA methods
investigated in this Chapter 4.

Table 7: Performance variance through repeated runs on the Blog50 datasets

Metrics/Tries number 1 2 3 4 5

Accuracy (%) 63.39 63.35 63.44 63.38 63.46

Mean ± Standard Deviation 63.40 ± 0.045

Variance ⩽ %0.112
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Table 8: Performance variance through repeated runs on the Twitter50 datasets.

Metrics/Tries number 1 2 3 4 5

Accuracy (%) 86.42 86.50 86.24 86.42 86.55

Mean ± Standard Deviation 86.48 ± 0.051

Variance ⩽ %0.133

4.3.4 Result Visualization

The visualization of results is useful for demonstrating how the feature vectors derived
from the proposed RDNN system can assist skilled professionals in identifying an author’s
writing style for short and long documents, particularly brief text postings on social
media. The purpose of the visualisation technique is to better understand how systems
predict the results and find out who wrote text that has not been seen before from text
that has been trained with the model. We also want to know what aspects of writing
style, particularly features, are most important and contribute significantly to making the
prediction. Model-specific and model-agnostic methods are the two primary groups of
interpretables in any MLA or deep learning model [Molnar 2020]. Model-specific interpretation
approaches are designed for specific types of models with the goal of understanding the
internal structure and parameters in order to achieve appropriate interpretations. As a result,
approaches such as Local Interpretable Model-Agnostic Explanation (LIME) and Shapley
Additive Explanations (SHAP) have emerged to provide more detailed and individualised
explanations and attributions than global interpretation techniques [Lundberg and Lee
2017; Ribeiro et al. 2016]. LIME is designed with the writing style representation extracted
from the RDNN model with the LIME library, as shown in Listing 7. This helps us under-
stand how the RDNN model behaves for the most relevant features in the experimental dataset.

1 LIMEexplainer=LimeTabularExplainer(
2 transform_2_lime_format(x_train,
3 ycat_name),
4 values,
5 mode="classification",
6 most_sign_features=x_train.columns.tolist(),
7 ycat_name=ycat_name,
8 cat_features=ycat_name.keys(),
9 discretize_continuous=TRUE,

10 random_state=42)

Listing 7: Pseudo-code for LIME explainer

The aforementioned parameters in Listing 7 are filled in by hand because the explanation
lacks any defined values. First we call our now formatted dataset and set the mode to classifi-
cation, then we give a list of all features in our dataset (line 3), and with ycat_name=ycat_name
we specify which of the variables are categorical (line 4). cat_features as a categorical
feature (line 5) lists the index of all features with a categorical (e.g., the lable or class), and
discretize-continuous (line 6) is a mathematical function that simply helps to produce a
better output by converting continuous attributes to nominal attributes. The final parameter,
random state, brings consistency to the function; otherwise, it always picks a different number
whenever we reload the function.

Executing the algorithm display in Listing 7 as the LIME output consisting of two parts:
the prediction probabilities on the left side, the feature probabilities in the centre, and the
feature-value table on the right. The prediction probabilities graph in Figure 30, Figure 31 and
Figure 32 shows the RDNN model’s decision (or predictions) from randomly selected instances
of documents in the CCAT50, IMDB62, and Twitter50 datasets, meaning the outcome the
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author predicts and the corresponding probability. The light green bar with the author name
‘SamuelPerry’ represents the 41% probability as a style of writing or pattern from the instance
that the RDNN model picked that originated from the author. The pink bar with the author
name ‘ThersePoletti’ represents the 21% probability, and so on. This basically represents a feature
probability graph and gives insight into how much of a feature influence the authors have
in the sample dataset. For this observation, the variable comput is the most influential factor
and supports the prediction that it is part of the writing vocabulary that author ‘SamuelPerry’
uses frequently. The second most important feature is ‘technolog’, which contributes to the
most choosing words that the author ‘SamuelPerry’ is the originator of the instance of the
given text. In this case, we display the top six characteristics in our output, but theoretically,
all the features could be listed in order of their importance. As we can observe in Figure 30,
Figure 31 and Figure 32, these represent the feature value table that categorizes the features
by importance, including their weight as the actual value that this feature possesses in this
observation with the feature names. For example, the first feature, ‘comput’, shows 0.09 in this
table, which represents 9% probability contribution of the features in the instance of the text
in the CCAT50 dataset. It is coloured a light green, as it is influencing the model’s decision
towards a particular author named ‘SamuelPerry’. As demonstrated in Figure 30, Figure 31 and
Figure 32 with different instances of the CCAT50, IMDB62, and Twitter50 datasets, LIME could
not differentiate between the machine learning models used but displayed each of them in the
same way.

Figure 30: Explanation of individual prediction of the proposed method on the CCAT50 dataset using
LIME.

It was observed for the Twitter50 dataset in Figure 32 that the RDNN method assigned the
same prediction probability of 32% to the authors “JacaNews” and “MaxBoot” In addition, the
method put the same weight on the function words “american” and “britain”, which represent
two different classes of authors, not JacaNews and JacaNews. The correct decision of the method
shows that features such as “america” and “wit” are from JaceNews as an author, and words
such as “britain” are more significant to MaxBoot as the author with a probability value. The
SHAP [Ribeiro et al. 2016] over the feature vectors was utilized to obtain a good approximation
of the SHAP values for the extracted features. The permutation was carried out by turning a
particular word on and off. For example, if a word is not present in a particular post, turning it
on could make a big difference to unveil the unknown writing style that could enhance the
effective identification of an author. The non-existent feature in the document can receive a
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Figure 31: Explanation of individual prediction of the proposed method on the IMDB62 dataset using
LIME.

high SHAP score. This was bypassed by applying permutations over the extracted features
before the SoftMax.

Finally, the SHAP method is used to explain why certain traits were picked and to guess or
group the real authorship of an online text snippet (OTS) in the Figure 24 for tasks that have to
do with authorship, like PAA. To find the Shapley value, all potential sets of feature values with
and without the i-th are compared. This displays how much each predictor or feature in the
RDNN model contributes to the output features for each class label. To approximate the SAHP
estimation for a single feature value, e. g.author writing style, as shown in Algorithmus 1.
First, an instance of the dataset x, the feature index i, and the iteration step K are selected.
Then, a random sample is selected from the data, and a random feature ordering is generated
for each iterating step. By combining the values of x and r, two new features (or samples)
emerged: instance x+1 as an interesting sample, as well as the number of possible coalitions
exponentially increasing. Thus, [Štrumbelj and Kononenko 2014] proposed a solution to solve
this kind of problem, but all values must be in the order after feature j is replaced by the actual
feature values or author writing style learned from the RDNN model (or from sample r).
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Figure 32: Explanation of individual prediction of the proposed method on the Twitter50 dataset using
LIME.

Algorithmus 1 : Explanability of RDNN model with SHAP
Data : RDNN model f, instance x, feature index i, steps k and data matrix D

Result : SHAP value for the value of the ith feature S

0.1 for k← 1 to K do
0.2 choose instance r in D

0.3 order instance x : x0 = (x1, · · · , xi, · · · , xp)
0.4 order instance z : r0 = (r1, · · · , ri, · · · , zp)
0.5 while f ̸= 0 do
0.6 if f > 1 then
0.7 i : x+i = (x1, · · · , xi−1, xj, ri+1, · · · , rp)
0.8 else
0.9 if f < 1 then

0.10 i : x−i = (x1, · · · , xi−1, xj, ri+1, · · · , rp)

0.11 compute marginal contribution:
0.12 cki = f(x+i) − f(x−i)

0.13 calculate the SHAP value as the average
0.14 ci(x) =

1
K

∑K
i=1 c

k
i

0.15 S← ci(x)

0.16 return S

After teaching the RDNN model and getting the prediction or classification results, we
used SHAP with the Algorithmus 1 to figure out what the classification decision meant.
For example, we looked at the selection to explain the best feature or the author’s writing
style (e.g., feature values) that was used to find a certain author. Figure 33 and Figure 34
demonstrate how the training set’s chosen writing style affected the first random sample
on the CCAT50 and IMDB62 datasets as well as the SHAP scores obtained using the RDNN
method. As shown in the graph, the base value represents the average of the RDNN model
estimation results based on the training set. If the output of the model is to the right of the
base values, then it represents that the values obtained are higher than the base value. Red
arrows indicate the degree of influence of input variables that increase the occurrence of
certain writing styles or feature values to predict a particular author. Blue arrows indicate the
influence of input variables that suppress the occurrence of a particular author based on their
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writing style. These arrows provide insights into the factors that contribute to the occurrence
or suppression of specific writing styles or feature values when predicting a particular author.
By analyzing the direction and magnitude of these arrows, we can better understand the
impact of different input variables on the model’s predictions.

Figure 33 and Figure 34 show local explanations where the probability of the output is
86% for CCAT50 and 75% for IMDB62 datasets, along with the author’s writing styles or
feature values shown below (‘have’, ‘own’, ‘beginning’, · · · , ‘getting’· · · ,‘some’) and so on.
Figure 33 shows the case with the highest prediction with the indicator that the potential
feature contribution is the sequence of words in blue. In particular, the sequence order of
the words reflects the significant contribution of the vocabulary in predicting the author as
illustrated in Algorithmus 1.

Figure 33: Explanation of evaluation results based on the SHAP tree explainer for CCAT50 dataset.

Figure 34: Explanation of evaluation results based on the SHAP tree explainer for IMBDB62 dataset.

Figure 35 show the SHAP summary plots for the global explanation of the model. The plots
combine the features with important effects based on the sample texts from CCAT50 and
IMDB62 datasets. Shapely value for a feature and particular sample is represented by a point
on a summary plot. Features are on the y-axis and shapely values are on the x-axis. The colors
are used to represent low or high values. Features are arranged according to their importance,
and the peak feature in the summary plot is the most important, whereas the valley feature is
the least important.

4.4 D I S C U S S I O N

The best performance result for each SOTA method is reported here, as presented in the
relevant articles. This is because the source codes of the comparative methods are unavailable.
The proposed method outperforms most of the investigated SOTA methods, including
the deep-learning methods, with an accuracy margin of 2.62%, 0.34%, and 3.98% on the
CCAT50, IMDB62, and Twitter50 datasets, respectively. However, it is less superior to the
top-performing method by 2.3% on the Blogs50 dataset. The accuracy of the method with the
SVM frequent 3 n-grams [Plakias and Stamatatos 2008] did not perform well with the lexical,
character, and syntactic features on the CCAT50 dataset when compared to that reported
by [Sapkota et al. 2015]. In contrast, the SCAP, LDAH-S, and CNN-word methods perform
well in domains such as the CCAT50 and IMDB62 datasets where topical information is
discriminatory. However, they achieved a comparatively worse accuracy for short messages
such as the Blogs50 and Twitter50 datasets. It can be suspected that SCAP stores discrete
n-grams for each author, which makes it simple to distinguish a topic preference for each
author. However, it is unsatisfactory to capture the writing style of different authors or identify
several posts written by an author. If such a correlation exists, the low accuracy reached by
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Figure 35: SHAP summary plots for CCAT50 and IMDB62 dataset

the Syntax-CNN [Zhang et al. 2018b], SRNN [Jafariakinabad and Hua 2019], and DeepStyle
[Hu et al. 2020a] proves that the models carry less topical information. Moreover, the stylistic
representation loses cohesiveness when the number of authors is very large.

The RDNN method is still superior in capturing better stylistic information such as words,
topics, punctuation, or terms. In terms of the average F1-score, the RDNN method outperforms
the comparative SOTA methods on CCAT50, Blogs50, and Twitter50 datasets by a margin
of 21.9%, 19.9%, and 2.0%, respectively. However, the BertAA model is highly competitive
on the IMDB62 dataset by roughly 2.15%. The word-based methods such as SVM, BertAA,
CNN-char, and CNN-word perform well on CCAT50 and IMDB62 datasets, in which topical
information is unprejudiced. However, our method achieves a comparative performance boost
for Blogs50 and Twitter50 datasets. Even the shallow neural network of FastText embedding
[Sari et al. 2017] does not beat the SVM histogram [Frantzeskou et al. 2007] with similar
feature sets. Nevertheless, our PAA method shows superior encoding ability for the task of
authorship attribution on both CCAT50 and IMDB62 datasets. The fine-tuned BERT, BertAA,
and continuousn-gram representation model with pre-embedding vectors are sensitive to
topical writing divergence between authors, which boosts performance on the IMDB62
dataset. However, they are less effective on the Twitter50 dataset than the CNN-char, where
hashtags or emoticons are the most distinctive features. Moreover, our method outperforms
the SVM model with frequent 3 n-grams, LDAH-S, Imposters, CNN variants, and other deep
neural network learning methods on three of the four datasets. This is in terms of accuracy
and F1-score performance measures, except for the Twitter50 dataset, where CNN-char
outperforms our PAA method in F1-score by 2% for 50 authors. The experimental results
have demonstrated the aptitude of the RDNN method to handle the class-variation problem
inherent in real-world text-communication applications [Stamatatos 2009b].

The visualization plots of Figure 33 and Figure 34 show the prediction for just one example of
a testing dataset using the RDNN method. The SHAP values from the “based” value represent
the features that are predicted from the RDNN method to reflect the writing style of an author.
The analysis of how SHAP values are attributed to the writing style of an author is provided
in Figure 33 and Figure 34. In this case, all features are continuous and vertically sorted by
the average impact on the predictions. It can be observed that “china” and “film” have the
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maximum impact on the prediction with high mean values on CCAT50 and IMDB62 datasets.
Similarly, high mean values recorded by “wang”, “beji”, “cast” and “movi” on CCAT50 and
IMDB62 datasets are significant and related to the attributions of a writing style of an author
in concordance with Figure 33 and Figure 34.

4.5 C H A P T E R S U M M A RY

Post-authorship attribution is still an open research problem because of different kinds of
intrinsic ambiguities in text snippets. In this Chapter 4, a character-level authorship-attribution
method is proposed based on a convolutional neural network, a distributed highway network,
and bidirectional long short-term memory. The proposed method can efficiently extract lexical,
syntactic, and structural representations from a given post to identify the authorship of ques-
tionable texts. The proposed method has been extensively evaluated and compared against
some of the state-of-the-art methods to report new results across the standard datasets. Some
of the state-of-the-art methods performed comparably well in certain cases because they were
designed with a simple structure, but they cannot be used as evidence in courts of law. At the
same time, the proposed method eliminates intrinsic fluctuations and produces high-quality
interpretations. In contrast, we have shown how results obtained from the proposed deep-
learning method can be interpreted using an explanation technique. Furthermore, a framework
to identify the most influential stylistic features through a local explanation is provided that
can be interpreted intuitively and is a useful tool for forensic investigators. The current study
identifies some minor impediments that should be addressed in future research to significantly
improve the performance of the proposed method. The effect of certain features, such as
hashtags, blurs the boundaries of the proposed method for understanding the writing styles
of numerous authors. The possible user behaviour of repeated tweeting of similar messages
makes it hard for the proposed method to consistently learn the writing style of an author.
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Part V

A P P L I C A T I O N O F S U B - W O R D E M B E D D I N G F O R PA A
T A S K S





5A U T H O R S H I P I D E N T I F I C A T I O N B Y I N T E G R A T I N G
B I D I R E C T I O N A L L O N G S H O R T - T E R M M E M O R Y W I T H S U B W O R D
E M B E D D I N G

In Chapter 4, we talked about using a regularized deep neural network (RDNN) to learn
an author’s writing style by feeding the input data from the character level into a
convolutional neural network, a bidirectional long short-term memory encoder, and

a distributed highway network. Also, the RDNN model is a valuable tool for forensic
investigators because it can find the most influential stylistic features through a local
explanation for intuitive interpretation. Thus, the proposed RDNN model’s convergence rate
significantly speeds up the PAA system’s performance. However, we can learn a writing
style of an author from character levels and some parts of words too. However, social media
(e. g.Twitter) and discussion forums (e. g. blogs) are popular because they generate large
amounts of text data every million seconds. In this use case, datasets or documents with
many informal or slang words that are not part of the standard vocabulary would have a
false-negative feature vector. Also, these slang words are often used in short text messages
from social networks. As a result, the RDNN model disregards how words naturally fit
together in a text (for example, the sequential relationship of words that is inherent in the texts).

In Chapter 5, we propose a bidirectional long short-term memory (BLSTM) with a 2D convo-
lutional neural network (CNN) over a two-dimensional pooling operation to capture sequential
writing styles and introduce Gaussian noise to preserve the sequential context of the text to
improve authorship-related tasks. We extensively evaluate the model that leverages subword
embedding and compare it against state-of-the-art methods for an extensive range of authors.
Our proposed methods improve 1.07%, and 0.96% on CCAT50 and Twitter, respectively, and
produce comparable results on the remaining one.

5.1 I N T R O D U C T I O N

Authorship attribution (AA) is the process of identifying the author of anonymous texts and
obtaining information about them. This field has attracted attention due to its relevance to
a wide range of applications, including digital forensics investigation (e.g., identifying the
author of anonymous texts or phishing emails [Iqbal et al. 2008b; 2013; Modupe et al. 2012b;
2014], plagiarism detection [Foltỳnek et al. 2019; Layton et al. 2015], or historical literature [Neal
et al. 2017a; Fabien et al. 2020b].

Over the years, AA has been studied on a long-text document involving text samples
containing thousands of words [Ramnial et al. 2016a; Wanner and others 2017; Sari et al.
2017] as well as short text, such as tweets with text samples of a few words [Schwartz et al.
2013b; Azarbonyad et al. 2015; Rocha et al. 2016; Iqbal et al. 2013; Rocha et al. 2016; Seroussi
et al. 2014; Koppel et al. 2011]. The extraction of important information characterizing the
writer’s identity is among the most challenging tasks in AA. Most of the methods proposed
rely heavily on a large number of stylometric features to represent both the author’s content
and writing style. The hypothesis behind this feature extraction is that each author has a
unique style of writing such as punctuation, the average size of words, the proportion of digits
and capital letters, hapax-legomena, part-of-speech (POS), vocabulary richness, frequency
of punctuation marks, functional words (FWS), and character/word n-gram [Madigan et al.
2005b; Aborisade and Anwar 2018; Seroussi et al. 2014; Fabien et al. 2020b]. However, they
can hardly capture the syntactic and semantic information in the texts, which provides a
deeper insight into the author’s writing style. Additionally, several traditional methods of text
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classification, such as topic methods, which are generally Latent Dirichlet Allocation (LDA)
based on bag-of-words (BOW) [Stamatatos 2009b] or a simple statistics of some ordered word
combinations [Cambria and White 2014; Poria et al. 2016] are prone to serious issues with
optimisation, noise sensitivity, and instability to learn complex relationships. Some of the
methods work well to find the author of a text but tend to malfunction when the text is short
by not taking into account word order [Muttenthaler et al. 2019; Luyckx and Daelemans 2011;
Sarwar et al. 2018b; Alonso-Fernandez et al. 2021].

Compared to topic modelling, deep learning neural network models have been proposed to
learn more effective vector representations of words, e.g., the pre-trained word vectors, which
are mapped into a vector space with semantically similar linguistic features to identify the
author’s writing style, have similar vector representations [Cambria et al. 2015; Zhou et al. 2015;
Ruder et al. 2016a; Ding et al. 2017; Sari et al. 2017]. Also, these methods usually work as well as
traditional ones, and they do not require any knowledge of the author’s knowledge of syntax
or semantics in the examples they use [kalchbrenner2014convolutional, kim2016character,
lai2015recurrent, gupta2017study, zhange2018syntax, Jafariakinabad09723, wu2021exploring].
However, these models generally converge slowly. In addition, the embedding of rare words is
poorly estimated, and the result would likely have negative effects on the representation of
words surrounding the author’s writing and the performance of the model.

In Chapter 5, we introduce bidirectional long short-term memory (BLSTM) with 2D convo-
lution and a 2D max-pooling operation that employs byte-pair encoding (BPE) to transform
given examples of texts into subword embedding. First, we use BLSTM layers to capture inher-
ent semantic features on both the time-step dimension and the subword feature dimension.
And then feed the feature vectors into a 2D CNN and 2D max pooling to obtain more local
syntactical information to represent the input text for AA tasks. The features are converted to
numeric representation using the BPE algorithm, which brings balance between character and
word-level hybrid representation to build a learning language model for AA tasks. The main
contributions in Chapter 5 are summarized as follows:

1. Usage of sub-word based representation supported on a byte-pair-encoding (BPE) algo-
rithm to deal with imaginary word problems and splits the text into characters for the
AA tasks. The approach is interesting to find n-grams based on the input text.

2. We proposed the use of Gaussian noise in the layers to reduces the number of parameters
in the training and improve the performance for the AA tasks.

3. The experimental comparison of the proposed method with other existing prominent
methods to demonstrate its performance.

The other part of Chapter 5 is organized as follows. In Section 5.1 is an introductory mes-
sages, and Section 5.2 we provides an overview of related work. In Section 5.3, we describe
the structure of our proposed BLSTM-CNN max-pooling model for AA tasks in details. In
Section 5.4, we described the details about the dataset, hyper-parameters setting and the
experimental results. In Section 5.5, we show a brief discussion based on the outcome of the
proposed model, and in Section 5.6, we concludes.

5.2 R E L AT E D W O R K

Traditionally, the AA task largely relies on extracting stylometric features related to content or
style to ascertain the writer of the text. Most of the existing methods based on stylometric
features aim to capture writing patterns in different linguistic categories, e.g., lexical, syntactic,
structure, and semantics. Lexical features capture an individual’s characters and words to
describe vocabulary richness and choice of symbols or words. At the character level, features
include the number or frequency of different characters. The word-level feature combines the
total number of words, average word length, a portion of short/long words, most common
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words, and the number of unique words [Argamon and Levitan 2005; Juola 2007; Stamatatos
2009b]. Another practical set of characteristics combined with lexical n-grams. They describe
sequences of n elements next to one another. The elements can be different, for example,
a sequence of characters, words, symbols, and syllables. However, as the dimensionality
of the n-gram vector spaces grows with n, the character or word n-gram features capture
too much content-specific rather than related stylistic information [Alonso-Fernandez et
al. 2021]. For instance, Plakias and Stamatatos [2008] used tensors of the second order
with 2500 most frequent 3-grams to represent stylistic components for a given text and
Muttenthaler et al. [2019] show the influence of punctuation marks with an n-gram model
for AA tasks while masking punctuation marks with an asterisk (∗) symbol. Markov et al.
[2017] allege that digits and named entities are other critical features for selecting writing styles.

Sapkota et al. [2015] connect the potential of using character-level n-gram features to the
high priority of subword features (e.g. suffixes and prefixes) in authorship-related tasks. Zhao
et al. [2019] relax the constraint of n-gram features and analyze the co-occurrence of word pairs
instead. As text representations created from the n-gram model tend to be high-dimensional
and sparse, and Niu et al. [2017] use principal component analysis (PCA) to decrease them into
low-dimensional vectors.

Seroussi et al. [2011]; Zhou et al. [2018] use a collaborative method to find the style
similarity based on topic models. Structural features capture the organization of paragraphs
and sentences. They include the number of sentences, paragraphs, lines, punctuation, and
the average length of sentences and paragraphs. With structure features, elements such
as greetings and signatures in a text can be analyzed. Similarly, Koppel et al. [2011] used
lexical and structural features with multiple randomized characteristics to unveil the writing
similarity between two authors by ignoring the order of words, syntax, or meaning in the text.
However, in recent time many researchers have turned to neural language models such as
the skip-gram model [Mikolov et al. 2013a;b; Pennington et al. 2014] based on the distributed
representation of the words to learn the distribution of the writing style [Ding et al. 2017;
Gómez-Adorno et al. 2018b; Posadas-Durán et al. 2017].

On the other hand, syntactic features characterize the use of punctuation and function
words (FWS), which help define the relationship between elements in a sentence. It also
includes POS tagging by categorizing a word as either a verb, noun, pronoun, or adjective
(e.g., according to its function) Bevendorff et al. [2019] develop character tri-gram vectors for
the documents and evaluate the variations between each couple of documents as features
using seven distance measures. Bagnall [2015] employs a recurrent neural network (RNN)
model on the character level to verify authorship and obtain a higher accuracy than the
proposed model by Bevendorff et al. [2019], which proves the power of deep neural networks
on authorship-based tasks.

Sari et al. [2017] used continuous representations through a neural network along with the
classification layer to figure out who wrote something, while citetshrestha2017convolutional
used CNNs to figure out who wrote short-digit text (like tweets) by estimating the importance
of input text fragments to make the model easier to understand. Zhang et al. [2018b] applied
a novel strategy to encode the syntax parse tree of the sentence into a learnable distributed
representation. Specifically, they build an embedding vector for each word in the text by
encoding the path as a syntax tree corresponding to the word. The work by Sari et al. [2018a]
is one of the state-of-the-art feature-based methods that extracts features using various
stylometric features and achieves excellent performance. However, it does not take full
advantage of the semantic features. However, it does not take full advantage of the semantic
features. Yao et al. [2019] is the convolutional graph network for text classification but cannot
run on IMDb62 datasets because a huge text graph takes up too much computer memory.
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Jafariakinabad et al. [2019]; Jafariakinabad and Hua [2019] looks at how strong and reliable
the syntactic recurrent neural network is at storing a document’s syntactic patterns in a
hierarchical way for AA tasks. However, it is unclear what the learned vectors are capturing.
The BLSTM-CNN with subword embedding based on the BPE algorithm [Sennrich et al. 2016]
helps us understand and record syntactic patterns better. When compared to the syntactic
recurrent neural network, the BLSTM-CNN with subword embedding based on the BPE
algorithm can understand and record more syntactic patterns. Additionally, it overcomes the
limitation of memory usage that prevents the convolutional graph network from running on
IMDb62 datasets.

5.3 P R O P O S E D M E T H O D

The first portion of our system, as presented in Figure 36 adopts a byte-pair-encoding (BPE)
algorithm in the text representation as an embedding tactic to transform the pure text into
numerical representations. In the feature extraction as the second phase, we feed the embedding
modules into a bidirectional LSTM to understand the underlying semantics and apply CNN
max-pooling over time to capture the local spatial syntactical position on writing style from the
input text. The classification phases consist of a fully-connected layer and soft-max function,
which is sufficient to fit the function which takes the features and outputs the classification
result. Besides, we combined annealed Gaussian noise with training the model to learn the
writing style representations for AA tasks, which helped avoid overfitting and achieved lower
training loss. We evaluated the model’s performance using k-fold cross-validation with a large
spectrum of public datasets for authorship attribution on CCAT50, IMDb62, Blog50, and the
newly assembled Twitter dataset for the AA tasks.

Figure 36: BLSTM-CNN model with subword information

5.3.1 Text Representation

The first part of the proposed system is text representation based on character-level encoding
that employs byte-pair encoding (BPE) to convert subwords in the pure text of the authors into
numeric representations. BPE brings the perfect balance between character- and word-level
hybrid representations, which makes it capable of applying the proposed model to large
unstructured corpora like social media text. BPE behavior also enables the encoding of any rare
words in the corpus with appropriate subword tokens without introducing any “unknown”
tokens into the model.
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5.3.1.1 Sub-word embedding

BPE is a tokenization technique adopted in machine translation to deal with imaginary word
problems or hidden writing in a given text. It is unsupervised and requires no information
about the author. The algorithm of BPE first initializes a symbol by splitting the input text into
characters. Then, iteratively count all symbol pairs and replace each occurrence of the most
frequent pair (x,y) with a new xy symbol and add it to the symbol set named “merge operation”.
Each merge operation generates a new symbol. The size of the final symbol set is equal to that
of the first single character, plus the number of merge-operations. The only hyperparameter
of BPE algorithm, as shown in Algorithmus 3 is the number of merge operation and if the
number of merge operation is large, we will get a better vocabulary.

Algorithmus 2 : Computation of replacing string
Input : training data D of words split into character sequence with number N of rules
Output : list of K of N merge rules

1.1 K := [ ]

1.2 while length (K) ⩽ N do
1.3 (x, y) := argmax

(x,y)
countD(x, y)

1.4 rule:= ⟨(x, y) −→ (xy)⟩
1.5 D := apply(rule, D)

1.6 K := append(rule, K)

1.7 return K

For untokenized unique text, we first split it into a single character and then iteratively do
the merge operations following the merge order in the training step; until there are no more
symbols that can be merged. That is to say, if the number of merge operations is large, the
token will tend to have more characters, and the granularity tends to be large. Otherwise,
the granularity of the original text will be small. In our system, we do not use BPE as a
compression algorithm. Instead, we use this algorithm to find sub-words as n-grams with high
frequencies for word segmentation, achieved if we joined characters together. However, we
did not substitute them with new symbols. An example of how subwords are obtained from a
raw input text after N iterations is shown in Table 9.

The text has now been subdivided into subword sequences. To use subword embedding
to represent the text, we first create a one-hot vector for each subword type. The one-hot
vector for the ith subword in the vocabulary is a sparse binary vector oi which has 1 as the ith
element and all 0 for others. After that, we project this embedding hyperspace onto a smaller
hyperspace by multiplying the one-hot embedding with a subword embedding matrix S with
size N×D, where N represent the sub-word vocabulary size and D is the dimension for the
target embedding hyperspace. Therefore, we represent each sub-word information as a dense
vector si = ST

o i, and the text with length T is represented by a sequence of subword embedding
vectors (s1, s2, · · · , sT). Therefore, the subword embedding matrix S are trained together.

5.3.2 Feature Extraction

The second part of our system is feature extraction based on the sub-word embeddings feeds
into BLSTM and CNN module, and the final output was a neuron representing the probability
of feature vectors belonging to certain authorship. Given the subword embedding, we use
BLSTM to find the inherent grammatical relationship in the author’s writing style embedded
in the subword and the CNN to capture the local syntactical information from the input text.
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Table 9: BPE example given raw input text.

Iteration Words

0 workers work in workshop

1 workersworkinworkshop

2 workersworkinworkinshop

3 wor kerswor kinwor kshop

4 work ers work in work shop

N work er s work in work shop

5.3.2.1 Bidirectional LSTM Layer

Long short-term memory (LSTM) was first proposed by [Schuster and Paliwal 1997] to over-
come the gradient vanishing problem of recurrent neural network (RNN). The idea is to
introduce an adaptive gating mechanism, which decides the degree to keep the previous state
and memorize the extracted features of the current input text. So, given a sequence of input
text X = {x1, x2, · · · , xl}, where l represent the length of the input text, LSTM processes the
input as a subword information. At each time-step t, the memory ct and the hidden state ht are
updated as following:

ft = σ(xtWx,f + ht−1Wh,f + bf)

it = σ(xtWx,i + ht−1Wh,i + bi)

ot = σ(xtWx,o + ht−1Wh,o + bo)

(15)

where Wx,f and Wh,f are the weights of the LSTM from input to forget gate and from the
hidden state to the forget gate. The Wx,i and Wh,i are the weights from input to input gate and
from the hidden state to the input gate. Similarly, Wx,o and Wh,o represent the weights from
input to output gate and from the hidden state to the output gate. Finally, bf, bi, and, bo are the
bias for the forget, input and output gate. σ denotes the logistic sigmoid function. The memory
cell can be calculated as:

ĉt = tanh(xtWx,c + ht−1Wh,c + bc) (16)

where Wx,c and Wh,c represent the weights of the LSTM from input to the memory and from
the hidden state to the memory, respectively, and the bc denotes the bias. The memory cell at
the time step t was computed as follows:

ct = ft ⊙ ct−1 + it ⊙ ĉt (17)

where ⊗ denoted element-wise multiplication. The hidden state can be updated as:

ht = it ⊙ tanh (ct) (18)

The RNN model was forward and the output at the time steps t depends on the past context
as well as the hidden state, e.g. the future context. For example, Schuster and Paliwal [1997]
introduced a BLSTM to extend the unidirectional LSTM by introducing a second hidden layer,
where the hidden connections flow in opposition temporal order. Therefore, the model is able
to exploit information from both the past and the future. In this study, BLSTM is used to
capture the past and the future writing style information. As shown in Figure 35, the system
contains two sub-networks for the forward (f) and backward (b) sequence context based on the
subword embedding from the input text at each time step t as follow:

hf
t = σ(xtW

f
x,h + hf

t−1Wf
h,h + bf

h)

hb
t = σ(xtWb

x,h + hb
t−1Wb

h,h + bb
h)

(19)

The output at each time t can be computed as:

ht = [hf
t ⊗ hb

t ]Wh,o + bo (20)
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5.3.2.2 Convolutional Layer

From the BLSTM layer, we have access to the future context as well as the past context, ot is
related to all other writing style (or words) in the given text. In this study, we effectively treat
the matrix as feature vectors, so 1D convolution and the max pooling operation were used to
capture local syntactical information.

For matrix Ht = {h1,h2, · · · , hl}, H ∈ Rl×dw
obtained from BLSTM layer, where dw is the

size of the subword embeddings. Then narrow convolution is utilized to extract local features
information over H. The convolution operation involves a filter m ∈ Rk×d, which is applied to
a window of k subwords and d feature vectors. For instance, a feature oi,j is generated from a
window of vectors Hi:i+k-1,j:j+d-1 as

oi,j = f(m ·Hi:i+k-1, j:j+d-1 + b) (21)

where i ranges from 1 to (l-k+1), j ranges from 1 to (dw − d+ 1), (·) represents dot product,
b ∈ R is a bias and an f is a non-linear function similar to hyperbolic tangent. So, we applied
the filter to each possible window of the BLSTM layer matrix H to obtain a feature map O:

O = [o1,1,o1,2, · · · ,ol−k+1,dw−d+1 ] (22)

with O ∈ R(l−k+1)×(dw−d+1) represent one convolution filter process. The convolution
layer have multiple filters for the same size filter to learn complementary features, or multiple
kinds of filter with different size. Then 2D max pooling operation p ∈ R(p1×p2) is utilizes to
obtain a fixed length vector by applying it to each possible window of matrix O to extract the
maximum value:

pi,j = down(Oi:i+p1,j:j+p2) (23)

where down(·) represents the map pooling operation function, i = (1, 1+ p1, · · · , 1+ (l−

k+ 1/p1 − 1) · p1) and j = (1, 1+ p2, · · · , 1+ (dw − d+ 1/p2 − 1) · p2). Then, we compute the
pooling operation as follows:

h∗ = [p1,1, p1,1+p2 , · · · , p1 + (l− k+ 1/p1 − 1) · p1,

1+ (dw − d+ 1/p2 − 1) · p2]
(24)

where h∗ ∈ R, and the length of h∗ is ⌊l− k+ 1/p1⌋ × ⌊dw − d+ 1/p2 − 1⌋.

5.3.2.3 Classification Layer

For the AA tasks, the output h∗ from the max pooling was passed over the fully-connected
layer of the input text X, then feeds it to a softmax function as a classifier to predict the inherent
writing style related to a particular candidate author ŷ from the set of discrete set of author (or
classes) Y. So, the classifier takes the hidden state h∗ as input as follows:

p̂(y|x) = softmax
(
W(x)h∗ + b(x)) (25)

ŷ = argmax
y

p̂(y|x) (26)

To learn the model parameters, we minimize the cross-entropy loss as the training objective
by calculating the loss as a regularized sum:

J(θ) = −
1

m

m∑
i=1

ti log(yi) + λ||θ||2F (27)

where t ∈ Rm represents the one-hot encoding for the ground truth values, y ∈ Rm is
the predicted probability of the candidate author by softmax, m is the number of expected
target authors, and λ is the ℓ2 regularization parameter and we train with Adam optimization
algorithm [Kingma and Ba 2014]. Finally, the pseudocode of the proposed model is given in
Algorithmus 3, where we use simplified variables to make the procedure clear.
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Algorithmus 3 : Pseudocode for BLSTM-2DCNN max-pooling with subword informa-
tion
Input : Training data X = {Xi}

n
i=1 m represent the batch size, n is the number of training

samples, w is model parameters and l represent the length of the input text.
Output : trained model.

3.1 Randomly initialize w;
3.2 foreach each iteration do
3.3 forall k ∈ {1, 2, · · · , ⌊ nm⌋} do
3.4 Sample from each batch Xk from X;
3.5 Divide each sample in the batch into the sequence {X1

k , X2
k , · · · , Xl

k};
3.6 Feed sequential batch into BLSTM consisting of forward and backward neuron,

respectively, and outcome two output sequence
{h1

fk, h2
fk, · · · , hl

fk, h1
bk, h2

bk, · · · , hl
bk} Equation 19;

3.7 Concatenate the BLSTM layer to obtained H ∈ Rl×dw
, the narrow convolution is

used to extract local dependent features over H to produce a feature map O ;
3.8 Then, p ∈ R(p1×p2) is applied to each possible window of matrix O to obtain h∗

Equation 24 represent the stylometric representation (e. g. writing styles) of the
input X;

3.9 Feed the output h∗ into the softmax classifier layer and obtain the classification
result in Equation 25 and Equation 26 respectively;

3.10 Update w by minimizing with the cross-entropy loss in Equation 27 using
Adman algorithm [Kingma and Ba 2014];

5.4 E X P E R I M E N T A N D R E S U LT S

We address the datasets, hyperparameters, and promising outcomes of the proposed BLSTM-
2DCNN Gaussian noise with subword embedding.

5.4.1 Datasets

We evaluated the proposed model on CCAT50, IMDb62, Blog50, and new Twitter datasets as
discussed in Chapter 3.

5.4.2 Hyperparameters tuning and training

For all the datasets, we used Adam optimization [Kingma and Ba 2014] with a mini-batch
size of 64, an initial learning of 0.001, a ReduceLRonPlateau schedule with 5 epochs and a
decay factor of 0.5. During training, the dimension of the subword vector is 300. The hidden
units of BLSTM are 128. We use 100 convolutional filters for the window sizes of (3,3) with
a max-pooling size of (2,2). For regularization, we employ Dropout operation [Hinton et al.
2012b] with a dropout rate of 0.5 for the subword embeddings, 0.3 for the BLSTM and 0.2 for
the penultimate layer with Gaussian Noise of 0.2 active at the training time. We also use ℓ2
penalty with coefficient 10−5 over the parameter and trained for 20 epochs. All word vectors
and feature vectors are randomly initialized and learned, and updated during the training
process. The dimensions of the word vector and hidden layer size are d=64 in all models.
We use 128 convolutional filters, each for window sizes of (3,3) and 2D pooling sizes of (2,2).
Our models were trained on the graphics processor (GPU), which leverages NVIDIA GeForce
2080Ti. All the experiments were repeated 5-fold cross-validation, and the accuracy reported
represents the mean average of the prediction writing style of the authors.
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5.4.3 Results

The overall authorship attribution accuracies of our methods and the baseline are provided in
Table 10. The missing values denoted as “(–)” in Table 10 indicate that the feature and the model
were not considered by the previous SOTA methods. The proposed architecture in Figure 35
contains three different class of deep learning such as BLSTM-2DCNN, BLSTM-2DCNN word
embedding and BLSTM-2DCNN gradient noise with subword information. Thus, Table 10
presents the performance of all three models and other state-of-the-art models on four datasets
for authorship-based tasks.

Table 10: Performance comparison and accuracy scores on four mainstream AA datasets.

Models CCAT50 IMDb62 Blog50 Twitter50

Imposters [Koppel et al. 2011] – 76.90 26.00 52.50

SVM frequent [Plakias and Stamatatos 2008] 67.00 81.40 – –

LDAH-S with topics [Seroussi et al. 2011] – 72.00 18.30 38.30

SVM affix [Sapkota et al. 2015] 69.30 69.90 – –

Style, content & hybrid [Sari et al. 2018a] – 75.76 84.51 –

CNN n-gram [Shrestha et al. 2017] 76.50 95.21 53.09 –

Cont. n-gram1 [Sari et al. 2017] 72.60 95.12 52.82 –

Syntax-CNN [Zhang et al. 2018b] 81.00 96.16 56.73 –

Cont. CNg + NF2 [Verma and Srinivasan 2019a] 80.07 97.89 – –

Document embedding [Parikh et al.] 72.88 95.93 – –

SRNN [Jafariakinabad and Hua 2019] 82.35 – 61.19 –

BertAA [Fabien et al. 2020b] – 90.70 59.70 –

BLSTM-2DCNN 73.25 81.25 48.15 49.52

BLSTM-2DCNN word embedding 74.50 89.72 53.26 79.30

BLSTM-2DCNN subword+Gaussian noise 83.42 93.72 60.67 87.76

As shown in Table 10, the BLSTM-2DCNN+Gaussian noise with subword embedding
achieves comparative performance on three out of four datasets. Gaussian noise was combined
with ℓ2 regularization to gain roughly 10% better performance when compared to both
traditional methods and the existing CNN based models. Essentially, it achieves 2.9%, 1.6%
and 0.9% test accuracy on CCAT50, Blog50 and Twitter datasets, respectively. In addition, the
performance of the proposed model is superior to that of the CNN and BertAA model [Ruder
et al. 2016a; Fabien et al. 2020b], which shows that learning from characters or leveraging
on the pre-trained language model without feature engineering task can help to improve
the performance for AA tasks. Our method is much better than the BertAA model, which
validates the effectiveness of integrating a pre-trained BERT [Devlin et al. 2018a] language
model with an extra dense layer to perform authorship classification. In addition, different
from existing CNN-based methods, we leveraged the extracted features employing the BPE
algorithm to represent words (e.g., the writing style) by its index in the vocabulary together
with its subword vector classes. Consequently, the proposed model inherits the advantage
of both traditional CNN-LSTM model [Ruder et al. 2016a; Gupta et al. 2017; Jafariakinabad
et al. 2019] and BPE algorithms with Gaussian noise, which contributes to the performance
improvement for the AA dataset as shown in Table 10.

The proposed BLSTM-CNN model with subword information outperforms all the CNN
variants by more than 10% and 4% for both Blog and Twitter datasets with 50 authors.
Differences for the IMDb62 domain render less discriminatory words or character sequences
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Table 11: Performance comparison of CNN and BretAA model on all the datasets.

Models CCAT50 IMDb62 Blog50 Twitter50

CNN-char [Shrestha et al. 2017] 76.50 95.21 53.09 84.29

Document embedding [Parikh et al.] 77.03 92.30 62.40 82.50

[Verma and Srinivasan 2019a] 80.07 97.89 61.27 73.40

BertAA [Fabien et al. 2020b] 78.90 93.00 64.40 62.50

Our method 83.42 93.72 60.67 87.76

when authors review similar movies. The BertAA model is boosted on IMDb62 because they
are less sensitive to topical divergence. They are, however, less helpful in short digit text,
e. g. Blog50 and Twitter domain, where hashtags or emoticons are the most characteristic
features.

To further substantiate the effectiveness of our model, we tested CNN and BertAA models
and the Gaussian noise, respectively. We then reported the performance of the results in
Table 11. For the CNN-based and BertAA model, we add Gaussian noise before the softmax
classifier on the same network structure. Comparing CNN-based and BertAA models, we
see that each model can improve authorship classification accuracy using the same extracted
features from BPE algorithms. In addition, it can be seen in Table 11 that our model is superior
to the counterpart CNN-based or BertAA model with a pre-trained weighted vector. The
accuracy and convergence curves (e. g. loss) on the datasets were displayed in Figure 37,
respectively. However, in Figure 38, we can see the best classification accuracy with faster
convergence speed in the training process for Twitter datasets compared to the CNN-char
model [Ruder et al. 2016a].

(a) Accuracy (b) Loss

Figure 37: The accuracy and convergence curve over iterations on all the datasets

5.5 D I S C U S S I O N

The best performance result for each SOTA method is reported because the source codes
of the comparative methods are unavailable. The proposed method is seen to significantly
outperform most of the investigated methods, including the deep learning methods by an
accuracy margin of 1.07%, and 0.96% on the CCAT50, and Twitter datasets, but less superior
on the IMDB62 and Blog50 dataset by 2.44% and 0.32%. The accuracy on the CCAT50 dataset
with the most frequent 3-gram [Plakias and Stamatatos 2008] did not perform well with
the affix and punctuation 3-grams features reported by [Sapkota et al. 2015]. In contrast,
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(a) Accuracy (b) Loss

Figure 38: The accuracy and convergence curve over iterations on Twitters dataset.

Style-HAN method that encode syntactic patterns of the text using only their corresponding
part-of-speech tags perform comparatively on the CCAT50 dataset but have negligible results
with Blogs datasets, demonstrating that the method based on sub-word information are
competitive to capture relevant text representations for the AA task. CNN-word, CNN-word-
word achieve comparatively worse performance for short-message domains such as Blog and
Twitter. They, however, provide a better performance in domains in which topical information
is not discriminatory, such as movie reviews. We suspect that CNN-character and word stores
discrete n-grams for each author, making it very simple to distinguish a topic preference for
each author but not satisfactory to capture the writing style of a different author or tweet
written by the same author. If such a correlation exists, the lower accuracy reached by the CNN
model [Ruder et al. 2016a; Jafariakinabad and Hua 2019], and Syntax-CNN [Zhang et al. 2018b]
prove that the model carries less topical information, and the stylistic representation loses
cohesiveness when the size of the author is too large. Still, our proposed model is superior in
capturing better stylistic information such as words, topics, punctuation, or phrases re-posted
by some authors when publishing their comments.

Moreover, the shallow neural network (that is FastText embedding) [Sari et al. 2017] beat
the SVM [Plakias and Stamatatos 2008; Sapkota et al. 2015] with similar feature sets, while
our method shows superior encoding ability for AA tasks on all the datasets. The fine-tuned
BertAA [Fabien et al. 2020b], and continuous n-gram representation Sari et al. [2017] with
pre-embedding vectors can better identify author writing style. These method are sensitive to
topical writing divergence between authors, but our method get boosts with 2D filter and max
pooling size to get better performance for AA tasks. Besides, our methods outperform SVM
with frequent 3-grams, LDAH-S, Imposters, CNN variants, and other deep neural network
methods on 2 out of 4 datasets in Table 10 in accuracy except for the CCAT50 and newly Twitter
dataset. The result demonstrated the aptitude of our methods to handle the class variation
problem inherent in the real-world application [Stamatatos 2009b].

5.6 C H A P T E R S U M M A RY

Chapter 5 demonstrates that input-embedded vectors employing subword in-formation feed
with the BLSTM-2DCNN model could learn stylometric representations of different linguistic
modalities for AA tasks. It showcases such a configuration’s effectiveness in dealing with
common spelling errors from unstructured texts due to orthography and phonetic reasons,
then learns stylistic and topical information to classify the author. In addition, the Gaussian
noise is introduced to the fully conventional layers, which substantially reduces the large
number of parameters arising from the model structure. Thus, the convergence rate of the
model significantly speeds up and improves the classification accuracy. We evaluated the
model against the state-of-the-art methods for an extensive range of authors, demonstrating
the proposed model’s effectiveness in handling morphological variance and its applicability
across authorship-related tasks. In the future, it is hoped to explore combining the model with
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a self-attention mechanism to model different linguistic levels (e.g., structure, POS tagging,
dependency, and semantics) applying subword information to improve the alignment of words
in the input texts during training to advance the research on authorship-based tasks. We would
like to conduct further analysis of different variations of authors to improve the performance
of the proposed method.
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Part VI

P O S T - A U T H O R S H I P A T T R I B U T I O N U S I N G
A T T E N T I O N - B A S E D B I D I R E C T I O N A L G A T E D

R E C U R R E N T U N I T S W I T H C O N V O L U T I O N





6P O S T - A U T H O R S H I P A T T R I B U T I O N U S I N G A T T E N T I O N - B A S E D
B I D I R E C T I O N A L G A T E D R E C U R R E N T U N I T S W I T H
C O N V O L U T I O N

Stylometric is a quantifiable study of written style that uses computer-generated text,
online text samples, or extensive text samples. It is based on the assumption that ev-
ery individual has a distinct, consistent, and recognised writing voice. As a result,

by examining these stylometric features, it is feasible to identify the author of a given text.
By examining these stylometric features, it is feasible to identify the author of a given text
with a certain degree of accuracy. It has been applied in a variety of sectors, including the
detection of misogynistic, xenophobic, and abusive writings for cybercrime, as well as literary
science, marketing politics, and socialisation. It has also been used for detecting plagiarism
and forensic linguistic analysis. The major problem is the potential bias and inaccuracies of
the manually extracted features, which have been time-consuming and labour-intensive and
have very limited generalizability, not to mention the difficulty of interpreting the features that
contribute to the actual identification of the author of the suspected text. Typically, the text
content of the online text snippet is short with an obfuscating vocabulary, and the terminology
used in the content includes idioms, onomatopoeias, homophones, phonemes, synonyms,
acronyms, anaphorics, and polysemy. The challenge is how to represent each unit of textual
data as a numeric vector and determine an author’s writing style that can adequately char-
acterise a writer’s unique voice and distinguish it from others. In this chapter, we explore
the amalgamation of pre-trained word embedding vectors to extract syntactic and semantic
features to learn linguistic-motivated elements in the text. Motivated by a fully convolutional
neural network and sequence-to-sequence model in the field of natural language processing
algorithms, which have been used to substantially reduce the number of parameters in the
text classification. To get deep features, a pre-trained embedding model is used. These are
then fed into bi-directional long-term (BiLSTM) and gated recurrent units (BiGRU) to help
learn semantic features in text in a way that makes sense. The number of dimensions of the
features is cut down after the feature vector is fed into an attention-based, convolutional, and
pooling mechanism. The writing style is then learned without regard to position. A softmax
function is used for feature classification, and the proposed model is evaluated against 20
trend-setting methods using four benchmark experimental datasets. Results demonstrated its
effectiveness compared to the methods on two datasets while producing comparable effects
on the remaining two. The ABC method showed promising results in feature classification,
suggesting its potential for further development and application.

6.1 I N T R O D U C T I O N

The increasing number of computerised information systems, personal devices, and globalisa-
tion of the Internet and social networking sites has fundamentally transformed the manner
in which humans generate and digest information for profitable ventures [Ding et al. 2017;
Modupe et al. 2022]. Countless pieces of online text snippets and documents, such as news,
blogs, and tweets, are generated on a daily basis as a source of entertainment [Whiting and
Williams 2013], advertisements [Yun et al. 2020], education [Burbules 2016; Manca 2020] and
many other valuable venture [Modupe et al. 2022]. In every millisecond, new information
in the form of stories from news websites, posting links to a news story, commenting
on new ideas posted by a scientific research group e. g.collaboration [Greenhow and Li
2012], sentiments, and emotions via social media [Ding et al. 2017; Modupe et al. 2022].
These forms of content creation and sharing have become an integral part of our daily
lives [Mihailidis 2014] shaping our opinions, influencing our decisions, and connecting us with
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others around the world [Naeem 2021]. With the rapid advancement of technology, the vol-
ume and variety of information being produced and consumed continue to grow exponentially.

The proliferation of online text snippets and documents from social media like Twitter
posts, Facebook status updates, short message service (SMS) messages, or chat conversations
presents both opportunities and challenges. On one hand, it allows for greater access to diverse
perspectives and knowledge. On the other hand, these posts are improperly utilised to promote
illegal activities, such as pirated software, terrorist communications, child pornography,
harassment, abusive, obscene, menacing, corrosive, and antediluvian messages [Modupe
et al. 2011b]. This raises serious concerns about the negative impact of social media on
society. For example, tweets were posted to several individuals to influence the 2016 US
presidential election, and almost 65% of the tweets were found to be blatantly lying or included
unsubstantiated opinions, which was coded as fraudulent news and had a significant impact
on public opinion and voting behaviour [Padda 2020]. This manipulation of information
through social media platforms highlights the potential power and influence that fraudulent
stories can have on society and political outcomes. In this era where misinformation spreads
rapidly, it underscores the need for revealing the identity and sociolinguistic characteristics of
an underlying writer. Identifying the sources of false information is crucial in order to combat
the spread of misinformation and protect the integrity of public discourse. Additionally,
people hide their identities when posting sensitive information [Wängqvist and Frisén
2016]. The juvenile offenders usually mask their identities across multiple networks to
circumvent the prowess of text mining methods [Altakrori et al. 2018]. Using proxy Internet
addresses and hashtags, mentioning people in texts, and reposting texts written by others is a
common phenomenon [Alonso-Fernandez et al. 2021]. The discussion of a true sender can
be forged through an anonymous server to dispense offensive text messages across diverse
pseudonymous channels [Rocha et al. 2016]. The anonymity of social media posts also imposes
unique challenges and risks of tracing the identity of an offender without compromising
privacy in cyberspaces [Modupe et al. 2022].

As post-authorship attribution and forensic methods based on stylometry become more
popular, it is now possible to use the author’s language as a fingerprint to quantify the writing
style of an author [Ding et al. 2017; Modupe et al. 2022]. The identification of the perpetrator’s,
which may be associated with their true identity, has become critical for investigations and
legal proceedings [Venčkauskas et al. 2015; Rocha et al. 2016; Alonso-Fernandez et al. 2021].
None of the relevant works on short texts via social media focus on the ability to interpret
and visualise [Zheng and Jin 2023; Wu et al. 2021a] the contributing factors that determine an
offender’s writing style [Rocha et al. 2016; Shao et al. 2019; Belvisi et al. 2020; Alonso-Fernandez
et al. 2021]. However, the major challenge for post-authorship attribution (PAA) is finding a
suitable writing style adequately characterising an author [Modupe et al. 2022].

To make PAA systems more accurate, we wanted to create a bidirectional attention-based
long-term short memory and a bidirectional gated recurrent unit. These units would also have
convolution and pooling mechanisms built in. The unique contributions of this study to theory
and practice are the following:

• The amalgamation of a pre-trained model for extracting stylometric features improves
the authorship attribution system.

• Introducing an attention-based bidirectional long short-term memory (BILSTM) and
bidirectional gated recurrent unit integrated with convolution and pooling mechanisms
used to train amalgamation of a pre-trained language model.

• Introducing an interactive system to visualise the results of the PAA method could be
useful in an evidence-based forensic investigation.

• Demonstrating the performance of the proposed ABC method through experimental
comparison with existing prominent methods.
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Chapter 6 is succinctly organised as follows: Section 6.1 provides the introductory message.
Section 7.2 discusses the related studies in chronological order. Section 6.3 presents the the-
oretical background of the proposed ABC model, and Section 6.4 designates the proposed
method. Experimental results, including datasets, parameter settings, discussion of results,
and visualised results, are explained in Section 6.5. In Section 6.5.5, we provide a conclusion
and future work.

6.2 R E L AT E D W O R K

Research on the authorship attribution process has been exhilarating for a long time. Several
studies present various methods of developing automated systems for identifying the true au-
thor of an anonymous online text snippet. Recently, researchers focused on online text snippets
attributable to the growth of web applications and social networks [Alonso-Fernandez et al.
2021]. In most cases, solutions in earlier authorship attribution studies typically comprise two
stages. The first stage relates stylometric features, including word level (lexical), punctuation
and function words (syntactic), sentence and paragraph (structural), topic (content), and the
unique elements of a particular author (idiosyncratic). These are extracted from each unit
of textual data as a numeric vector to characterize the unique writing style of a particular
author [Stamatatos 2009b].

Lexical features are statistical measures of text characters and word-based lexical
text variations, such as vocabulary richness and word length distribution [Stamatatos
2009b]. Syntactic features capture the universal part of speech (POS) tags from the text
structure [Alonso-Fernandez et al. 2021]. Structural features are associated with the orga-
nization of texts, such as the average number of words in a sentence, lines, punctuation,
and indentations or paragraphs [Hirst and Feiguina 2007]. Content features explore, for
example, the distribution or frequency of specific keywords. Last, the idiosyncratic features
capture the particularities of an author concerning misspelled linguistic words, abbrevia-
tions employed, or additional special characters (such as emojis) [Alonso-Fernandez et al. 2021].

The second stage of the authorship attribution process is allied with handling the texts per
author, employing two methods. First, the profile-based method concatenates all identified
texts from an author into a single text file where the author’s writing style is deduced. This is
conducted by using probabilistic methods, such as naïve Bayes or distance measure [Dunn et
al. 2016]. Second, instance-based methods extract features from each text separately and train
them with machine learning classifiers, such as support vector machines (SVM), decision trees
(DT), or random forest (RF) to identify the author [Belvisi et al. 2020; Potha and Stamatatos
2014]. This method requires multiple training samples per author to develop an accurate
model, which may not always be available in forensic examination [Venčkauskas et al. 2015].

The connotation of feature extraction is vital to authorship attribution. Past studies [Neal
et al. 2017b; Rocha et al. 2016] applied character and word n-grams coupled with the
number of words, short phrases, sentence length, digit frequency, and others from online
text snippets to identify authors. To handle offensive posts on the Internet or social
media, [Okuno et al. 2014a] reported an accuracy of 53.2% in identifying the authorship
of roughly 10,000 Twitter users (90 for training and 30 for testing). They used POS-tag
combined with n-grams to control the weight of N-gram features, and the execution time,
and to reduce the number of features. Belvisi et al. [2020] applied stylometric features, char-
acters, and word n-grams, with a self-acquired database of 40 users and 120-200 tweets per user.

The number of tweets per user was in the same range; however, the number of users was
dissimilar, which explains why the idiosyncratic feature achieved a higher accuracy of 98.5%
for 40 users [Marcu 2000]. The idiosyncratic features cannot learn and generate an author’s
writing style in tweets but only capture individual eccentricities. Neal et al. [2018]used short
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blocks of 50-100 characters from blog posts to conduct continuous user verification. They used
stylometric features and character n-grams with a total dimensionality of 671. They fed it with
isolation forest (IF) to train 3–10 blocks of text and assess them with the subsequent block
(to simulate continuous sessions). The purpose is to mimic login sessions where the user is
verified as they produce a new text. In contrast to regular verification, machine learning is
trained to classify test samples as normal or abnormal and achieve an accuracy exceeding 98%.

The current research method is helpful for natural language processing (NLP), where
learning and representing an author’s writing style to discuss the anonymity of a questioned
text used for crime during a pretrial case is challenging. With the growing number of criminals
using the Internet or social media to distribute a wide range of illegal materials and false
information globally anonymously. Yang and Chow [2014a] used parts-of-speech and function
words to extract content-based and style-based features to select 2000 features with the most
significant information gain (IG). They obtained 20 potential authors from 2000 candidate
authors using logistic regression (LR) to achieve a high-precision rate of 80.15% on age and
85.1% on gender attribution. Koppel et al. [2011] used character n-grams to capture the stylistic
and morphological information of the authors. They employed the similarity-based method to
attribute 500-word snippets to 1000 authors to achieve a high-precision rate of 93.2%. Seroussi
et al. [2011] demonstrate the importance of the nearest-neighbour collaborative approach and
traditional topic modelling, such as Latent Dirichlet Allocation (LDA) [Blei et al. 2003], using
Hellinger distance between the LDA topic distributions for an unknown text and an author’s
profile as a measure for authorship on the IMDb62 datasets [Seroussi et al. 2010].

The survey of a variety of feature types and categorization methods proposed in the past
for authorship attribution based on literature corpus, email, and blog corpora was reported
[Koppel et al. 2009]. The SVM and Bayesian regression methods were experimented with to
achieve 80% on the 1000 most frequent words and 86% on 1000-character n-grams with the
highest IG. Peng et al. [2003a]; Stamatatos [2013] identified word and character-level n-grams
as the most compelling features for identifying authors. Schwartz et al. [2013b] used the
K–signature with character and word n-grams to interpret the unique writing style, appearing
in the least K% tweets posted by an author. They achieved an accuracy of 50.7% on a dataset
holding 50 authors with 50 training tweets per author. An accuracy of 71.2% was achieved
with 10,000 training tweets per author. The advantage of using character-level N-gram features
was attributed to the high priority of employing affix and punctuation as a subgroup of word
features to capture morphological information for authorship attribution [Sapkota et al. 2015].

Rocha et al. [2016] presented an exhaustive bibliography survey of the state-of-the-art
(SOTA) techniques for PAA tasks. They employed shallow classifiers, such as SVM and RF
allied with a bag-of-words (BOW) feature representation. They explored the performance
dependency of their proposed method with multiple authors and messages; however, their
results are still far from satisfactory, despite advancing the SOTA for PAA tasks. The authors
presented a classification accuracy of less than 65% in a new experimental dataset of 50 authors.
This number plummets to less than 45% in 1000 authors, indicating that PAA is still an open
research endeavor that requires further improvement. Most of these methods rely on discrete
feature representation, which suffers from data sparsity, disregarding the semantic relationship
between the vector representation for authorship attribution.

In recent years, advancements in neural networks (NN) allied with the emergence of
more affordable and better-powerful graphics processing units (GPU) and the tremendous
data availability culminated with the rise of what is now called deep neural network
(DNN) [Goodfellow et al. 2016; LeCun et al. 2015]. The term refers to several connections
of network layers and a vast number of parameters to develop a robust model capable of
solving challenging problems relying upon linear models over sparse feature vectors with high
dimensionality systems for an extended period. This novel method is a non-linear model based
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on a smaller neural network, using dense vectors as inputs (e.g., word embeddings) [Goldberg
2016].

Ruder et al. [2016b] applied a convolutional neural network (CNN) model for large-scale
tasks of authorship attribution based on the work reported [Kim 2014]. They evaluated their
method on various text data, such as emails, reviews, blogs, and tweets to obtain excellent
accuracy results between 85.0% and 95.0% across the datasets used. Three stylometric feature
such as lexical, syntactic, and character-level features were combined [Ding et al. 2017] using
the work reprorted [Kim 2014] for authorship identification using the international conference
on weblogs and social media (ICWSM) labeled Twitter datasets [Al Zamal et al. 2012] to
achieve the best accuracy of 96.3%.

Ding et al. [2017] explored an unsupervised method for extracting stylometric features by
integrating various linguistic types into the distribution representation of words to understand
the writing style specifically for authorship attribution. The suggested model focuses on
capturing the variation in writing—not the actual writing style of the author, on determining
the linguistic characteristics in the texts. The features used in the model include lexical, topic,
character, and syntactic information extracted from unlabeled texts of the target domain and
fed into a single-layer with two output layers for authorship verification and identification
problems using PAN20141 dataset in English and ICWSM20122 Twitter dataset [Al Zamal et al.
2012]. They measure the model’s performance using the area under the receiver operating
characteristic curve (AUROC)–an evaluation measure for binary classifiers where positive
and negative labels are equally important, reaching 77% word2vec with skip-grams. They
reached a higher accuracy of 85% with lexical and topical features but only 64% with syntactic
representation for the identification problem.

Shrestha et al. [2017] used CNN, based on a sequence of character n-grams for the authorship
attribution problem of posts on social media. Besides indicating a satisfactory result of
76.1% of accuracy for 50 authors based on the dataset provided [Schwartz et al. 2013b]. They
noticed that 30.0% of the users presented in the dataset behaved as automated bots, turning
the task into a straightforward method; however, when the profiles were removed, the
classification accuracy dropped to 68.3% for 35 authors. Sari et al. [2017] used continuous
representation through a neural network combined with a classification layer for author-
ship attribution. They reached an accuracy of 94.8% on the IMDb62 dataset [Seroussi et al. 2010].

Liu and Guo [2019] presented a combination of bidirectional long short-term memory
(BLSTM) with CNN layers. They exploited the importance of the features using the attention
mechanism for sentiment analysis on the Twitter dataset. They ignored long dependencies
that could capture features (or words) of diverse importance. The author in [86] presented a
combination of CNN containing max pooling and recurrent neural network (RNN) for valence
arousal (VA) prediction on the bases of news posts on social media. They attempted various
varieties of CNN with LSTM and gated recurrent unit (GRU) modules on three other datasets
of posts on social media. The model was evaluated using the root-mean-square error (RMSE),
mean absolute error (MAE), and Pearson correlation coefficient, achieving 1.34%, 0.98%, and
0.77%, respectively.

Zhang et al. [2018c] used a new method to encode the syntax parse tree of the sentence
into a learnable distributed representation. Mainly, they constructed an embedding vector
for each word in the sentence, encoding the path in the syntax tree corresponding to the
word. Hu et al. [2020a] employed a novel embedding-based framework (DeepStyle) to learn

1 https://pan.webis.de/clef14/pan14-web/
2 https://www.icwsm.org/2012/
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the representations of the writing styles of authors of Twitter and Weibo posts. They achieved
59.20% and 58.90% accuracy on Twitter and Weibo with 100 posts from each user for training
and testing on 20 posts.

Suman et al. [2021] used a capsule network-based model over a character-level n-grams
feature to extract features of tweets for author attribution. They performed experiments on the
models on the Twitter dataset for 50 authors with the best 68% accuracy. It is challenging or
impossible to collect exhaustive or even representative samples of most previous works. It
might, therefore, be better to use a model to learn the author’s writing. Only one author’s
training data to extract stylistic features and generate a better writing style could advance
authorship attribution performance. Choosing a suitable model to learn the writing style
representations from the unstructured data distribution is important for AA tasks. For
authorship identification, Jafariakinabad and Hua [2019] applied a syntactic recurrent neural
network to encode the syntactic patterns of a document in a hierarchical structure.

Theophilo et al. [2021] considered two subsets of a dataset of tweets, exploiting CNN to
determine the author. They considered character 4-gram to map information signal in the input
text, feeding it to a CNN model to search for a manifold suitable for the author identification
in contrast to the previous works [Rocha et al. 2016]. They achieved an accuracy of 74.15% with
1000 messages per author compared to 59.36% and 37.08% [Rocha et al. 2016; Ding et al. 2017].

Table 12 compares related studies based on common characteristics, including the source as
the dataset used in the proposed methods, the language of the dataset, the amount of user the
dataset contains, the feature and prediction methods, the results, and the question of whether
the features can be interpreted or visualised.

In Chapter 6, we focus on exploring the pretraining language model with regularized
deep neural network (RDNN) model for PAA systems, which is hard to solve because of
the inherent characteristics of the input text. The input texts are casual snippets with short
contents and rife with obfuscating vocabularies, such as idioms, onomatopoeias, homophones,
phonemes, synonyms, acronyms, anaphora, and polysemy; however, none of the limited
earlier studies on PAA focused on interpretability – a critical factor for real-life investigation
scenarios.

Chapter 6 further discusses the knowledge divergence by adopting a method that used
the extracted features to visualize the results of the authorship attribution. Multiple studies
strikingly reported a higher authorship attribution accuracy with several style markers, such
as lexical, syntactic, idiosyncratic, and structural markers [Rocha et al. 2016; Sari et al. 2017;
Suman et al. 2021; Theophilo et al. 2021]; however, the efficiencies of most of the past methods
decreased with an increasing number of authors [Sarwar et al. 2018a]. They significantly
depend on extensive feature engineering to reflect the content and style of an author [Ding et
al. 2017]. Aslo, lacked transparency and interpretation capability [Wu et al. 2021b], essential for
language-based pretrial investigation.

The attention-based BLSTM and bidirectional gate recurrent unit (BGRU) incorporated with
convolutional max pooling is introduced in this paper for PAA to achieve a better classification
performance that could generate a stable and understandable explanation. The ABC methods
promise to construct stylometric features by combining two pre-trained language models to
learn stylometric features into a distributed representation of words and stacking them into
two independent sequential models (BLSTM and BGRU) to translate the extracted text in
reverse order and affirm the state of the past context of the text.

The attention mechanism was applied to the output of the BLSTM and BGRU layers of ABC
to emphasize style variations allowing the seamless flow of unimpeded information across the
network. This was conducted before using convolution and max pooling to reduce features
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Table 12: Comparison of related studies based on common characteristics
References Source Language User Feature Method Reesults Visualize

Ding et al. [2017]
PAN2014

ICWSM
English

17K post

1K users

Word

embedding

Shallow NN

SoftMax
59.4% No

Hu et al. [2020a]
Twitter

Weibo
English & Chinese

7K & 9K

1K users

Char, word, bigram

POS embedding

Multi-level, CNN

Fusion, Triplet loss
51.5% No

Jafariakinabad and Hua [2019]
Blog

IMDb
English

19.3K post

7250 users
Word & POS tags RNN & SoftMax 92.15% No

Koppel et al. [2011] Blog English
19.3K post

7250 users
Character n-grams Similarity 93.2% No

Neal et al. [2018] Twitter English
40/120-200

tweets/user

Stylometric

n-gram

Cosine, Euclidean

and Manhattan
98.5% No

Neal et al. [2017b] Blog English
1000 with 4

post/user

Stylometric

n-gram

Isolation

Forest
98.0% No

Rocha et al. [2016] Twitter English
10M post

10K users

Character n-grams, affix

punctuation

SVM

RF
59.4% No

Ruder et al. [2016b]
Emails

Twitter
English 10-62 users

Character & word

embedding

CNN

SoftMax
59.4% No

Sari et al. [2017]
News article

IMDb
English 10-62 users

Character, word

FastText embedding

Shallow NN

SoftMax
83.7% No

Sapkota et al. [2015]
News article

IMDb
English 10-62 users

Character n-grams, affix

punctuation
SVM 69.3% No

Schwartz et al. [2013b] Twitter English
1K-2K post

10K users

Character, word n-grams

K-signature
SVM 69.7% No

Seroussi et al. [2010; 2011; 2014] IMDb English
17K post

users
LDA

Hellinger

Distance
72.0% No

Shrestha et al. [2017] Twitter English 50 users Character n-grams
CNN, max-pooling

& SoftMax
59.4% No

Suman et al. [2021] Twitter English
120K

10-50 users

Word level n-gram

GloVe, BERT

Capsule network

SoftMax
68.0% No

Theophilo et al. [2021]
Research

articles
English

80K post

808 users

POS tagging

pre-trained embedding

CNN, max-pooling

SoftMax
76.9% No

Wen and Li [2018]
Twitter3

Yelp4
English & Chinese 11K & 2K

Word

embedding

CNN, max-pooling

LSTM
55.7% No

Yang and Chow [2014a] Blog English
19.3K with 35 post

7250/user

Content-based &

style-based

Logistics

Regression
80.0% No

Zhang et al. [2018c]
Blog

IMDb
English

19.3K post

7250 users

Syntax Parse

Tree & Word
CNN 56.70% No

ABC
IMDb62

Blog50

Twitter50

English
62 users

678K users

1K users

POS tagging,

pre-trained

embedding

BLSTM, BGRU

Attention,CNN,

pooling & SoftMax

85.40% Yes

and learn the position-invariant of the author writing for a questioned text in the classification
layer. The ABC method was assessed on four datasets of text snippets to investigate its
generalization capability across varying input modalities.

6.3 P R E L I M I N A R I E S

The principal objective in Chapter 6 is to build an attention-based bidirectional LSTM and
GRU integrated with convolution and max pooling mechanisms to improve the accuracy
of a PAA system. Figure 39 illustrates the implementation of the proposed ABC model to
advance the research on authorship-based tasks. The methodological framework in Chapter 6
includes: A. the input layer with the collection of social media data and other related text; B.
word embedding layer comprising pre-trained word2vec and GloVe to encode the stylistic
elements in the text; C. bidirectional BLSTM/BGRU, attention, and convolution with max
pooling; and lastly D. the classification layer, which the actual prediction of the author is made
based on the learn writing style of the author. The purpose of agglutinating the embedding
layer, the BLSTM-BGRU layer with convolution, and the max pooling layer were to achieve
a PAA system with better classification performance, a much faster convergence speed, and
high-precision visualization capability.
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Figure 39: ABC model

6.3.1 Input layer

The input layer comprises online text snippets such as movie reviews (like the IMDb62 dataset
of prolific writers), Blogs50, and the recently made Twitter datasets shown in Chapter 3.

6.3.2 Embedding layer

Natural language processing systems traditionally represent each word as a one-hot vector–a
vector filled with 0s except with 1 at the position associated with the word. The one-hot
representation is high-dimensional and sparse. Earlier studies for the PAA system failed to
capture complete stylometric information, such as the features’ lexical, syntactic, structural,
and semantic relatedness. Representing words in a continuous vector space has, therefore,
been proven efficacious in computational linguistic and NLP tasks by accumulating similar
words into a cluster.

Recently, using NN to obtain word representations is adorable and exhilarating because
the learner vectors explicitly encode several linguistic and uneven patterns in the texts. The
word2vec with Skip-gram [Mikolov et al. 2013a] and continuous bag-of-words (CBOW) [Wang
et al. 2017c] models are two ways of learning word embedding representations. These two
models are similar, except that the learning objective of the Skip-gram model attempts to learn
word representations by maximizing the probability of predicting surrounding features based
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on the middle word. The CBOW finds word vector representations useful for predicting the
middle words within a context as shown in Figure 40.

Here, the derivation of the CBOW model is presented as the CBOW model, and the Skip-
gram model are mirror images of each other. Owing to the high computational complexity of
the original CBOW model and the Skip-gram model, hierarchical softmax or negative sampling
was applied in the training processes. Hierarchical softmax uses a frequency-based Huffman
tree, such as a binary tree, to represent all the words in the vocabulary at the output, which are
leaf units [Hu et al. 2016a]. In the CBOW model with hierarchical Softmax, the output layer is
replaced by a Huffman tree. The hidden layer averages the input word vectors; therefore, the
output of the hidden layer is:

h =
1

C

∑
u∈(context)(w)

v(u) (28)

where v(u) denotes the vector of the word u, context(w) is the set of contextual information’s
of the word w, and C is the cardinality of the set context(w). Therefore, in each context, the
conditional probability of the word w can be defined as:

p(w|context(w)) =

k(w)−1∏
j=1

∥hTv′n(w,j)
∥ (29)

where n(w,j) represent the j-th inner point from root to word w in the Huffman tree v′η(w,j)
is

the vector of an inner point n, where k(w) − 1 represents the length of the Huffman tree H for
word w and ∥∥ is a function defined as:

∥x∥ = σ(x)d
w
j+1 [1− σ(x)(1−dw

j+1)] (30)

where dw
j+1 is the j-th bit of the H for word w. Thus, we implemented it by maximizing the

conditional probability in Equation 29 during the training of the model shown in Figure 39 for
the context (or target) of the word w. The log of the conditional probability provides the loss
function as:

l = log p(w|context(w)) (31)

The derivative was obtained l as a loss function regarding the vector of the inner point η(w,j)
as follows:

∂l
∂v′n(w,j)

=
∂l

∂hTv′n(w,j)

∂hTv′n(w,j)

∂v′n(w,j)

= hT∥1− hTv′n(w,j)
∥ (32)

where j = 1, 2, · · · , l(w) − 1 we define the derivative of l regarding vector of information
contextual of words u as:

∂l
∂v(u)

=

l(w)−1∑
j=1

∥1− hTv′n(w,j)
∥v′n(w,j)

(33)

The two are mirror images of each other. The learning objective of the CBOW model is to
learn a word vector to predict the centered word within a particular context; the Skip-gram is
used to learn a word vector to predict surrounding words based on the centered word. The
word representation, such as word vectors of the input text from the input layer is learned by
maximizing the l function by applying the variational stochastic gradient descent method [Shen
et al. 2016], summarized in the Word2Vec–CBOW training Zeile 4.11.
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Figure 40: CBOW and the Skip-gram model for word embedding representations.

Algorithmus 4 : Word2Vec–CBOW Pseudocode
input : Initialize the Huffman Tree Ht, n as learning rate, ϕ as the maximum training

epoch, and the dimension of the word embedding as D.
output :v is the word embedding

4.1 initialize parameters;
4.2 initialize vectors of words in the input text: v and vectors of inner points of Ht : v′;
4.3 for i = 1 to ϕ do
4.4 update vectors of inner points;
4.5 for j = 1 to l(w) − 1 do
4.6 g = ∥1− hTv′n(w,j)

∥;
4.7 e = e+ gv′n(w,j)

;

4.8 v′n(w,j)
= v′n(w,j)

+ n× hTg

4.9 update vectors of contextual information of words points;
4.10 for u in Context(w) do
4.11 v(u) = v(u) + η× e

6.3.3 Feature extraction and representation layer

The feature extraction and representation layers comprise CNN, LSTM, bidirectional LSTM,
and GRU to model the author’s writing style for PAA systems. CNN, LSTM, and LSTM-CNN
models have been used for AA tasks with the same dataset [Ruder et al. 2016b; Sari et al. 2017;
Zhang et al. 2018c]. This section briefly describes the building block procedure.
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6.3.3.1 Bidirectional long short-term memory and gated recurrent unit layer

An LSTM is a variation of RNN architecture designed to solve the vanishing gradient. LSTM
generates its output based on the input from the time step and the outcome of the prior
time step; it sends the output to the next time step, such as RNN, but with no memory. Each
LSTM unit comprises a memory cell preserving its state over arbitrary time intervals and
three non-linear gate, including an input gateit , a forget gateft , and an output gateot

. These
gates regulate the information flow in and out of the memory cell. If σ, tanh (•), and ⊙ are
the element-wise sigmoid function, hyperbolic tangent function, and the product operation,
respectively.

In LSTM, xt and ht are the input vectors and the hidden state vectors at the time t. Similarly,
µ and w are the weight matrices of the updated gates or cells for the input xt and hidden state
ht, and the variable bt represents the bias vector of the update gate. The forget gate decides
which information needs to be forgotten by outputting the author’s writing style:

ft = σ(µfxt +wtht−1 + bf) (34)

and the input gate decides what new information should be kept by computing it and c⃗t,
therefore, the combination of the two resulted into:

it = σ(µixt + wiht−1 + bi)

c⃗t = tanh (µcxt + wc × ht−1 + bc)

ct = f⊙ ct−1 + ii ⊙ c⃗t

(35)

To capture the future context besides the preceding context, the hidden state of the forward
BLSTM

−→
h t was combined with the backward

←−
h t hidden layers. This resulted in a temporal

information flow in both directions to learn the lexical and stylistic features based on the texts
for post-authorship analysis. A BGRU is a simpler variant of LSTM with two gates, an update
gate r that combines forget and input gates, and a reset gate z [Liu and Guo 2019; Li et al. 2020].
Like LSTM, the update and reset gate is calculated as follows:

rt = δ(urxt + wr × ht−1 + br)

zt = δ(uzxt + wz × ht−1 + bz)
(36)

where δ(·) is the logistic sigmoid function, u, (u, w) and b remain the same. The reset gate
decides when the previous hidden state should be ignored, and the update gate decides the
information that should be passed to the current state. In a BGRU layer, the t-th hidden ht with
the reset gate rt and update gate zt is computed as follows:

ht = (1− zt)⊙ ht−1 + zt ⊙ h̃t

h̃t = tanh (uh̃t
xt + wh̃t

(h̃t−1 ⊙ rt))
(37)

6.3.3.2 Attention layer

Attention models are used to assign various weights to words contributing differently to the
writing style of BLSTM and BGRU. A customary practice of assigning various weights to
diverse writing styles of an author in an unlabeled text is to use a weighted combination
(See Figure 41) of all hidden states, XAw

as follows:

αt =
e(vT×h̃)

e(v×h̃)

XAw
=

∑
t

(αtht)
(38)

where h̃t and h are defined as revealed in Equation 38 and is a trainable parameter [Li et al.
2020; Zhou et al. 2021].
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Figure 41: The attention mechanisms are fitted with bidirectional LSTM and GRU networks.

6.3.3.3 Convolutional neural network layers

Convolutional neural networks (CNNs) comprise several convolution layers. These layers
are used in NLP applications to better understand the local distinctive feature. The study
conducted convolution operations on the feature vector from the attention layer by adding a
linear filter. For a provided post on social media in a sentence X with distinct x words, first,
the embedding vector of size e was created, then a filter F of size e× h was used repeatedly
as a sub-matrices to represent the input data. The results of this generate a feature map
M = [m1, m2, · · · , mx−h] as follows:

mi = F×Xi:i+h−1 (39)

where i = 0, 1, · · · , x − h and Xi:j is a sub-matrix of X from row i to j as a common practice
to the dimension of feature maps by feeding them to a pooling or sub-sample layer. The max
pooling is a common pooling strategy, selecting the most important feature b of the map as
follows:

b = max
0⩽i⩽x−h

(mi) (40)

The results of the pooling layer are concatenated to form a pooled feature vector used as the
input to the fully connected layer (FCL) (See Figure 42).

6.3.3.4 Fully connected layer (FCL)

In an FCL, the feature vector representation derived from the weight vector of the concatenated
pooling layers is mapped to the input vector through a weights matrix to learn an author’s
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Figure 42: Convolutional layer to extract local feature.

writing style for ABC model in Figure 39. The FCL includes multiple dense layers, non-linear
activation, softmax, and prediction function to obtain the correct post-classification as follows:

Ht = SoftMax(wtht−1 + bt) (41)

where wt and bt are parameter learned in training, Ht is the obtained from the pooled
concatenated feature vector and ht−1 is the feature map received from the CNN layers. The
output layer is used to perform the correct classification using the softmax function as in
Figure 39. To learn the model parameters, the cross-entropy loss was minimized as the training
objective using the Adam optimization algorithm [Kingma and Ba 2014]. It is provided by

CrossEntropy(p,q) = −
∑

p
(x) log(q(x)) (42)

where p is the true distribution of a one-hot vector representing characters in the messages
posted on social media, and q is the output of the softmax. This corresponds to computing the
negative log probability of the true authors.

6.4 P R O P O S E D S Y S T E M

The limitations of deep learning architectures to improve the authorship attribution system
are discussed. A bidirectional GRU was developed with an attention-based CNN (ABC)

117



integrated with pre-trained word embedding methods, such as word2vec CBOW and GloVe,
converting words in the message post on social media into meaningful vectors. In expansion, a
bidirectional LSTM, bidirectional GRU, and attention mechanism captured the long-range
dependencies information, while the CNN layer obtained the local writing style of the
author for the unquestioned online text snippets disregarded [Sari et al. 2017; Suman et al. 2021].

Thus, the input and pre-trained embedding matrix wg ∈ R(n×e) where n and e denoted the
total the total of words and embedding dimension by combining word2vec CBOW and GloVe
were generated to embed a comment vector c ∈ Rm with m being the padding length or the
maximum number of words wtt ∈ [1, m] represented in the comment or message posted on the
social media as follows:

ct = wgwt, t ∈ [1, m] (43)

The two parallel layers of BLSTM and BGRU were applied to the output of the embedding
layer to process the sequences’ arbitrary lengths of post messages on social media. Dependen-
cies were extracted in forward and backward directions through LSTM (e. g. short and longer
sequences) as follows:

−→
h tBLSTM =

−−−−−→
BLSTM(ct), t ∈ [1− m]

←−
h tBLSTM =

←−−−−−
BLSTM(ct), t ∈ [m− 1]

−→
h tBGRU =

−−−−→
BGRU(ct), t ∈ [1− m]

←−
h tBGRU =

←−−−−
BGRU(ct), t ∈ [m − 1]

(44)

For each word wt, a structural feature vector was obtained by concatenating forward and
backward contexts as follows:

htBLSTM = [
−→
h tBLSTM ,

−→
h tBLSTM ]

htBGRU = [
←−
h tBGRU ,

←−
h tBGRU ]

(45)

The attention mechanism htBLSTM and htBGRU as revealed in 45 was then applied to enable
the proposed ABC model to pay more or less attention to diverse linguistic modalities for
the message posted on social media to learn the writing style of each author. To achieve this,
feature vector was adjusted by extracting informative semantic words in the input online
snippets:

utBLSTM = tanh (wtBLSTMhtBLSTM + btBLSTM)

utBGRU = tanh (wtBGRUhtBGRU + btBGRU)

αtBLSTM =
e
(uT

tBLSTM
×utBLSTM)∑

t e
(uT

tBLSTM
×utBLSTM)

αtBGRU =
e
(uT

tBGRU
×utBGRU)∑

t e
(uT

tBGRU
×utBGRU)

XtBLSTM =
∑

t

αtBLSTM × htBLSTM

XtBGRU =
∑

t

αtBGRU × htBGRU

(46)

where ut denote the hidden representation of ht and uw is the context vector initialized
randomly and jointly learned during the training phase. The importance of a word ut is
measured using cosine similarity between ut and uw normalized as indicated by αtBLSTM and
αtBGRU in Equation 46. The importance weights αt are aggregated into x using the weighted
sum, where x denote the feature vector and summarization all the information of the author’s
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writing style in the data. After obtaining the feature vector denoted as x a convolution
operation was used to extract informative features to reduce dimensionality in the input text.
The convolution operation enables the proposed ABC model to find the positional invariants
in the author’s writing style for an unlabeled post.

In the ABC model, two 1-D CNNs were employed with a fixed number of filters and various
window sizes for each branch (i.e., the outputs of BLSTM and BGRU units) independently.
Four outputs from the CNN layer were observed with two independent CNN applied to
capture the long-term dependencies from BLSTM and BGRU layers. The output of the
CNN layer was stacked independently to the maximum and average pooling mechanism
to downsample the feature maps. This ensured more robust resulting feature vectors to
find positional changes in the author’s writing style. For example, by denoting the number
of filters in the CNN layer f then the final feature vector lc for each pooling operation is
lci = lc1, lc2, · · · , lcf, where i is an integer number from 1, 2, · · · , 8. These feature vectors are
concatenated to form the conclusive feature vector that could be learned by an author’s writing
style, based on anonymous messages posted on social media to improve the PAA system.

The observed lc = [lc1, lc2, · · · , lc8] represent the obtained feature vector representation of
distributed word representation of each author and then standardized by applying batch
normalization to accelerate ABC model during training to reduce overfitting and generalize for
unlabelled online text snippiest or documents. Finally, an FCL was used to transform lc into a
high-level feature vector representation, which enabled the proposed ABC model to learn the
author’s writing style representation. The output of this layer is calculated using Equation 41.

6.5 E VA L U AT I O N A N D R E S U LT S

In this section, we evaluates the performance of the proposed ABC on a large-scale social media
and publicly available dataset in English text as discussed in Chapter 3. The experiments were
implemented using Ubuntu 20.04, Python 3.9 with Keras TensorFlow 2.4.2 on AMD Ryzen 9
3900XT 12-Core Processor GPU RTX 2080 Ti 64 GB RAM.

6.5.1 Parameter settings

The Keras library in the TensorFlow machine learning framework was used to implement
the proposed ABC model for the PAA system and the other baseline models. The objective
was to minimize the complexity of the model by removing unnecessary elements, such as the
number of hidden nodes, and in the dense layer by finding optimal hyper-parameters with
the hyper-band method in Keras tuner [Chowdhury et al. 2022]. An input matrix of 50,000
words was constructed to divide the raw input data into tokens, which helped the ABC model
to understand the context and interpret the vital information in the text by analyzing the
word sequence using tokenization in the Keras library. A preprocessing step was applied
before tokenization by removing irregular text formats, text content loss, and incomplete and
duplicate documents.

Words in the text adding no meaning to the sentence were ceased; they would not affect
text processing for the defined purpose and were removed from the vocabulary to reduce
noise and the dimension of the feature set. In order to demonstrate the statistics and the
distribution of the word frequency in each dataset, we plot a theoretical quantiles (e. g. Q-Q
(i. e. quantile-quantile)) as the standard normal distribution to establish if the x-axis (e. g. each
dataset) follows a Gaussian distribution or not on the y-axis. As indicated in Figure 43 (a) the
points plotted on the graph are not perfectly positioned on a straight line but are significantly
scattered from the positions; this demonstrates that the distribution of each candidate author’s
writing style did not align with the standard normal variate. While, in Figure 43 (b), the
two points at the ends of the curve are demolished from the straight line as opposed to one
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from the beginning, which signifies that the writing styles of the authors in the texts are not
normally distributed. In Figure 43 (c), the two points from the curve fell out of the straight
line as against one from the beginning, which demonstrates that a relationship between the
dataset (e. g. x-axis and the normal theoretical quantiles on the y-axes signifies that the writing
style of each author is not normally distributed (e. g. deviation from the normal distribution).
Generally, Figure 43 revealed the first 100 words of online text snippets for movie reviews and
blogs were considered, whereas the first 45 words were considered with tweet datasets by
setting the padding length to 100 and 45, respectively.

(a) IMDb62 (b) Blog (c) Twitter
Figure 43: Quantile-quantile statistical distribution of the datasets

Publicly available pre-trained GloVe vectors and word2vec with CBOW concatenated
formed the weights in the embedding layer. The 100-dimension of word2vec was used, trained
on word vectors of three million words and phrases of roughly 100 billion words from a
Google News dataset [Mikolov et al. 2013a]; similar to GloVe trained on Wikipedia [Pennington
et al. 2014], it contained 6 billion tokens with a vocabulary size of 400,000.

The embedding size for movie reviewers (IMDb) and blog datasets was 200, with a fixed
size of 100 for the tweet datasets. In the BLSTM and BGRU, each neuron spanned between 32
and 256 memory units with a step size of 32, but 416 for the BLSTM and 320 for the BGRU
provided an optimum value with the Bayesian optimization in the Keras tuner. The library
was used to establish the optimum value while restricting the number of iterations to a low
value. The maximum number of trials was set to between five and 10, corresponding to two to
three per execution trial with a dropout of 0.4. In the convolutional layer, 480 filters with a
kernel size of four and six provide the optimum values (see Figure 39).

The size of the FCL was 416, initializing word embeddings using Glorot uniform initial-
ization [Glorot and Bengio 2010b] for the model to converge over a softmax classifier. The
entire model was trained for 20 epochs using the Adam stochastic optimizer [Kingma and Ba
2014]. A mini-batch size of 64 yielded better performance for tweets and 32 for blog and movie
review datasets when the class label had over 10 or 20 authors; however, the learning rate of
0.0001 and the dropout of 0.75 varied from 0.3 to 0.7 and were constant for all the training
datasets, irrespective of the class label. The softmax function was employed in the output layer
without the hashing trick.

Finally, the training process was accelerated on the dataset with a class label of less than 50
by setting the learning rate, embedding size, mini-batch size, and the number of epochs to
0.001, 50, 32, and 20, respectively. A 5-fold cross-validation and early stopping with monitoring
validation loss in max mode with the patience of five trials were applied in the training process
to prevent overfitting.

6.5.2 Evaluation criteria

To evaluate the performance of the proposed ABC, we used four statistical metrics such as pre-
cision (pr), recall (rc), F-measure (fm), and accuracy (acc). These metrics are mostly used in text
classification, information extraction, NLP, sentiment analysis bioinformatics, and authorship
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attribution system to identify the classes of an input text correctly and to migrate the degree
of missed-classification in the model [Sokolova et al. 2006]. All the metrics are class-specific,
represent a certain class of author with the label (l) true positive (tp) represents the number of
online text snippets from the dataset with the label (l), false positive (fp) represents the number
of samples with any other author or labels except (l) assigned incorrectly with the label (l), and
false negative (fn) represents the number of samples with the label (l) incorrectly assigned with
any other label exception (l). Precision (pr) was used to measure the exactness of the proposed
model as a classifier and recall (rc) represents its effectiveness. The tradeoff between precision
(pr) and recall (rc), defines F-measure (fm) as the weighted harmonic mean of precision and
recall (e. g. a composite measure that benefits the model with higher sensitivity and challenges
algorithms with higher specificity). The F-score fβ is commonly used in evaluating classifi-
cation application when the datasets are evenly balanced with β = 1, and when it favours
precision (pr) and recall (rc) with β > 1, it is known as F-measure (fm).

6.5.3 Results

The proposed ABC model is quantitatively compared with various stacking methods for AA
tasks described in Table 12. 5-fold cross-validation method was applied for a pre-fold run time
of most methods, with a 10% randomized split off as a stratification test set. The test was kept
constant; therefore, each training set was a validation set, with a seed to reduce randomness
by 10% further. The accuracy and F1-score were determined across 20 epochs, with a 0.60.20.2
split between training, validation, and testing as the quantitative performance indicators.

6.5.3.1 Empirical results

The quantitative results are based on two of the evaluation criteria, as shown in Table 13,
Table 14, and Table 15 for 50, 20, and 10 authors. The ABC model recorded good results for
both acc and fβ for two of the datasets when analysed in relation to other SOTA methods.
The ABC model concomitantly showed the highest acc of 61.85% and 85.40%, respectively, on
the blog50 and 62% and 85% for and fβ on the Twitter50 datasets. The ABC model was very
superior, with more than 0.66% on the blog dataset when compared with the most common
baseline models, e. g.the SRNN model [Jafariakinabad and Hua 2019] and a margin of at least
4% on the Twitter dataset when compared with the most common baseline models, such as the
AC-BLSTM [Liu and Guo 2019]. But the ABC model only got 90.65% acc and 90.60% fβ on the
IMDb62 dataset. It failed to perform as well as the model that learns the author’s writing style
from an embedding vector through an n-gram character or word, like Syntax-CNN [Zhang et
al. 2018c], N-gram+Style [Sari et al. 2018b], and Continuous n-gram [Sari et al. 2017]. Compared
to the BertAA model [Fabien et al. 2020a] and a capsule-based CNN [Suman et al. 2021], the
ABC model got the best acc values of 61.85% and 85.40% on the blog50 and twitter50 datasets.
The ABC model obtained precision gains of 1.26%, 4.9%, 2.02%, and 5.50%, respectively.
The ABC model outperformed all the models that employed pre-trained embedding by an
average of 7.05% in acc and 16.0% in the IMDb62 datasets. The accuracy values for the ARC,
CRNN, IWV, and AC-BLSTM [Wen and Li 2018; Wang et al. 2016a; Rezaeinia et al. 2019; Liu
and Guo 2019] methods on the Twitter50 dataset were 77.7%, 65.50%, 58.70%, and 74.89%,
respectively. The test results show that the suggested model did better than all the models that
used pre-trained embedding by an average of 7% in acc and 16% in fβ, and the difference was
the same across all datasets. This result demonstrates that the ABC model is more suitable for
textual content with subjective elements, which are among the majority of the textual content
of online social media and are good for enhancing authorship attribution on social media.

Table 13 shows the acc and fβ with no extra features over 20 epochs on the Blog50
datasets compared to the BertAA [Fabien et al. 2020a]. It also shows the performance of
several CNN-based architectures, such as character-level CNN [Ruder et al. 2016b] and
SRNN [Jafariakinabad and Hua 2019]. The ABC model was able to achieve a level of accuracy
of 62.45% on the Blog50 dataset, which is 1.26% better than the style-HAN, and 85.40% on
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Twitter50, which is 4.9% better than the previous character-level CNN [Ruder et al. 2016b].
The primary characterization of the blog corpus is the text, with an average of 100 tokens.
The number of texts per author is still relatively high, with a slight standard deviation. This
signifies that the proposed model is suitable for datasets with short sentences and large but
balanced text quantities per author.

Additional experiments were conducted on the IMDb62 dataset with a larger number of
authors, with 1000 sentences per author. In order to replicate the setup of most methods
in Table 13, cross-validation of five over 20% of the data was used as a test sample. The
split was made randomly since no standardised training and testing corpus exists for the
datasets. Table 13 reports the performance of the proposed model compared to various methods,
including the current SOTA. When compared to the majority of the other methods, which range
between 70.0% and 95.21%, the syntax-enriched CNN reached 96.16% superiority [Zhang et al.
2018c]. While IMDb62 has 1000 training samples for each author, the proposed model did not
do as well over 20 training cycles as continuous N-gram [Sari et al. 2017], which only found
out which topics each author liked rather than their writing style, N-gram+Style [Sari et al.
2018b], Syntax CNN [Zhang et al. 2018c], and BertAA [Fabien et al. 2020a]. This emphasises the
limitations of the proposed model in a situation with less training data and insufficient data to
capture writing styles from more authors.

Table 13: Comparison of the results obtained on three datasets for 50 authors

Methods
IMDb62 Blog50 Twitter50

acc fβ acc fβ acc fβ

Imposters [Koppel et al. 2011] 70.00 76.90 22.60 52.50

LDAH-S [Seroussi et al. 2011] 80.00 72.00 18.30 38.30

PMSVM [Rocha et al. 2016] 59.36

Stylometric [Alonso-Fernandez et al. 2021] 70.60

N-gram+Style [Sari et al. 2018b] 95.93

CNN character [Ruder et al. 2016b] 91.70 49.40 86.80

Lexical & Topical [Ding et al. 2017] 95.90 53.10 37.08

Cont. n-gram5 [Sari et al. 2017] 94.80 52.80

CNN n-gram [Shrestha et al. 2017] 56.20

Syntax-CNN [Zhang et al. 2018c] 96.16 56.73

SRNN [Jafariakinabad and Hua 2019] 61.19

DeepStyle [Hu et al. 2020a] 90.51 64.80

BertAA [Fabien et al. 2020a] 93.00 59.70

Multiple-messages-CNN [Theophilo et al. 2021] 74.15

Capsule-based CNN [Suman et al. 2021] 55.40

ARC [Wen and Li 2018] 77.70 42.65 41.00 59.99 60.00

CNN-LSTM [Wang et al. 2016a] 65.50 65.00 47.47 45.00 75.32 75.00

CRNN [Wang et al. 2016a] 58.70 33.78 34.00 55.90 55.00

IWV [Rezaeinia et al. 2019] 57.40 40.69 40.00 58.60 58.00

AC-BLSTM [Liu and Guo 2019] 74.8 74.00 48.72 45.00 79.98 80.00

Our Approach 90.65 90.60 61.85 62.00 85.40 85.00

The effectiveness of the ABC method is further investigated when 10 and 20 authors were
randomly selected to perform the experiments on the blog and Twitter datasets as conducted
[Ruder et al. 2016b; Zhang et al. 2018c; Jafariakinabad and Hua 2019]. To analyze the behavior
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of the developed system on these datasets with diverse authors, ten sets of 10 and 20 authors
were created with 1000 texts for each. These sets were created after randomly choosing authors
from the datasets. The study demonstrated that the proposed model has a variance in its
prediction. This was conducted by repeating the model and evaluating it on the Twitter50
dataset.

The model was divided into parts and evaluated as functions repeatedly. The evaluation
function investigated the effectiveness of the model on the test dataset by fitting the model and
the compiler with both training and validation data. First, the ten independently run tests were
conducted while totalling the distribution scores concerning the mean values of 82.30% and
standard deviation of 0.002%. The results demonstrate that the proposed ABC model adopts a
stochastic distribution with unique numerical precision, which is reasonable, as revealed in the
histogram of the accuracy scores in Figure 44 (a). Also, in Figure 44 (b), a box and a whisker
were plotted to demonstrate a line at the median with 82.20% accuracy on the test set and
the interquartile range, or the middle 50% of the samples between about 82.40% and 82.20%.
The result demonstrates performing of the proposed model of test scores trained on the same
dataset.

(a) Histogram of the accuracy (b) Box and whisker plot

Figure 44: Performance accuracy and loss curves over epoch on the CCAT50 datasets.

The results in Table 14 and Table 15 demonstrate the performance of the proposed model
differs among authors on the blog and Twitter datasets. The highest accuracy of 65.00%,
65.00%, and an F1-score of 64.04%, and 65.00% for blogs 10 and 20 were recorded, respectively.
The SOTA method demonstrated a superior capability to capture stylistic information on
Twitter 10 and 20 datasets than the current model. The effectiveness of the proposed model
increased with various authors and the training data.

As opposed to previous SOTA methods, the efficiency dropped with a variation in the
candidate author and training set. These improvements are mainly beneficial by considering
the long dependencies in the input text using BLSTM and BGRU layers; assigning various
weights to diverse lexical words or phrases in the datasets based on the importance achieved
using the attention mechanism; varying the positional invariant of the author’s writing style to
identify the writer by applying various filter sizes in the CNN layers.

The effectiveness of the ABC method is further presented graphically based on the accuracy
and loss curves for visual validation. Figure 45 demonstrates the accuracy and loss curves for
the Twitter50 datasets. It can be observed from the figures that the proposed method has better
performance in accuracy with faster convergence speed in the training and testing processes
on the Twitter50 datasets; however, complex interactions among diverse stylistic features with
nonlinearities can be observed in the Twitter50 datasets. Although performance improvement
was achieved with the ABC method, the effect of certain features, such as hashtags, was highly
indicative.

This distorted the boundaries of the proposed method in understanding the writing style
of various authors. The Twitter50 dataset reveals a bias in these ways. The input post was
not preprocessed but was converted to lowercase to erode the character sensitivity effect of
a discrepancy between upper- and lowercase letters. The reverse domain name notation of
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Table 14: Results for 20 authors

Methods
Blog20 Twitter20

acc fβ acc fβ

Imposters [Koppel et al. 2011] 35.40 35.00 71.40 71.00

LDAH-S [Seroussi et al. 2011] 52.50 52.00 90.00 84.00

CNN-word [Ruder et al. 2016b] 57.00 57.00 94.20 94.20

CNN-word-char [Ruder et al. 2016b] 60.10 60.00 95.50 95.00

Syntax-CNN [Zhang et al. 2018c] 64.10 64.10

BertAA [Fabien et al. 2020a] 64.10 64.10

ARC [Wen and Li 2018] 52.30 52.00 63.15 63.00

CRNN [Wang et al. 2016a] 59.21 59.00 72.30 73.00

CRNN [Wang et al. 2016a] 59.21 59.00 72.30 73.00

IWV [Rezaeinia et al. 2019] 53.60 53.00 71.50 71.00

AC-BLSTM [Liu and Guo 2019] 62.42 62.00 78.65 79.00

Our Approach 64.04 64.00 83.89 83.00

Table 15: Results for 10 authors

Methods
Blog10 Twitter10

acc fβ acc fβ

Imposters [Koppel et al. 2011] 35.40 71.40

LDAH-S [Seroussi et al. 2011] 52.00 90.00

CNN [Ruder et al. 2016b] 61. 97.50

CNN-word-char [Ruder et al. 2016b] 60.10 60.00 95.50 95.00

Syntax-CNN [Zhang et al. 2018c] 64.10

BertAA [Fabien et al. 2020a] 65.40

ARC [Wen and Li 2018] 70.90 70.00 71.30 71.00

CNN-LSTM [Wang et al. 2016a] 66.02 64.00 85.70 86.00

CNN-LSTM [Wang et al. 2016a] 87.10 87.00 72.29 72.00

IWV [Rezaeinia et al. 2019] 73.50 73.00 73.50 73.00

AC-BLSTM [Liu and Guo 2019] 84.50 84.00 82.89 83.00

Our Approach 85.79 85.00 85.00 86.00

our ABC model intrinsically leverages the consequential effects of uniform resource locators,
hashtags, and mentions of names in the posts to achieve high accuracy and F1 scores. Another
point in Figure 45 (b) is the improvement of the accuracy of the proposed model for the
correct classification of genuine authors for an input text compared to the loss for Twitter50
datasets. This may be because capturing the semantic relatedness among the features as the
actual writing style is more challenging than identifying the author’s vocabulary choice (e.g.,
domain-indicative lexical items)–more prevalent in the texts.

6.5.3.2 Receiver operating characteristics (ROC) curve

To better interpret the comprehensive evaluation performance of the proposed model, the
receiver operating characteristics (ROC) curves of the ABC model were plotted as indicated in
Figure 46 for IMDb62, Blog and Twitter dataset with 10 authors. The ROC helps to visualize
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(a) Accuracy (b) Loss

Figure 45: Performance accuracy and loss curves over epoch on the Twitter50 datasets.

the performance of the proposed model using various thresholds [Fawcett 2006]. The area
under the curve (AUC) ROC was employed as a classifier, based on the likelihood that the
proposed model could rank a randomly positive instance higher than a randomly negative
one on all the datasets when the class has ten authors.

A notable point in the results is that the performance improvement of the proposed model
was consistent for two of the three datasets with 10 authors but lower for the blog dataset.
This may be attributable to the average length of the sentences in these datasets. Figure 11
indicates the blog and Twitter datasets with fewer sentences than those in the IMDb datasets.
As depicted in Figure 39, the proposed ABC model uses two RNNs, such as BLSTM and
BGRU layers, on the embedding matrices to extract long dependencies in the input from online
snippets. These indicate that the long dependencies are more evident in IMDb and Twitter
datasets with a micro-average classification of over 90%, with the blog dataset near 94%; this
demonstrates the better performance of the proposed ABC model on the AUC-ROC curve for
IMDb and Twitter datasets compared with the blog dataset.

(a) IMDb62 (b) Blog (c) Twitter
Figure 46: ROC curve for IMDB62, Blog and Twitter datasets with 10 authors.

6.5.3.3 Confusion matrix

This same behavior is observed using a confusion matrix (CM) [Marom et al. 2010] to compute
the error matrix of the proposed model at each iteration as provided in Figure 47, Figure 48 and
Figure 49. A CM demonstrates the distribution of predictions over all classes in one concise
observation. The percentage of calculating incorrect prediction for each class corresponding
to each row is obtained by row-wise normalizing of the CM. The CM or cells on the diagonal
demonstrated the normalized confusion matrix, indicating the recall for the corresponding
class.

While the normalized matrix is useful for finding the percentage of the true and the false
prediction, the CM with the actual number of counting the true and the false prediction
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provides information on the size of each class in imbalanced data. Equation 47 show the
calculation of CM used in the proposed ABC model.

CM(r, c) =
m∑

i=1

(I(yi = r)I(h(xi) = c)) ∀T, c ∈ {0, · · · , q − 1} (47)

where CM is the confusion matrix, r and c are the row and column of the CM, m is the
number of instances in the testing datasets, I(⊙) represent the indicator function, and xi is the
i-th input to the proposed model h(⊙), yi represents the true class assigned to input xi, and q is
the number of class (or number of author).

(a) 10 authors (b) 62 authors
Figure 47: Confusion matrix for IMDb62 datasets with 10 & 62 authors.

(a) 10 authors (b) 50 authors
Figure 48: Confusion matrix for Blog datasets with 10 & 50 authors.

6.5.4 Result Visualization

The visualization of results is useful for demonstrating how the feature vectors obtained from
the proposed method can support specialists in understanding an author’s writing style during
the pretrial forensic investigation. The visualization analysis was performed using the local
interpretable model-agnostic explanations (LIME) framework for interpretability [Lundberg
and Lee 2017]. LIME explains how the proposed ABC method made predictions by identifying
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(a) 10 authors (b) 50 authors
Figure 49: Confusion matrix for Twitter datasets with 10 & 50 authors.

the important input features.

Figure 50, Figure 51, and Figure 52 display the predictions from randomly selected sampled
documents in the IMDb62, Blog50, and Twitter50 datasets. When compared to other authors,
the ABC model learned the writing style of “Samuel Perry ” with a 41% probability, as shown in
Figure 50. It also contributed features like Hewlett-Packard, computers, prices, and technology
to the online text. In Figure 52, the most important writing style to attribute the text sample to
MartainWork’ is the web, Internet, and company with 21%, while the other authors share 59%
of the example documents.

Figure 50: Explanation of individual prediction of the proposed ABC model on the IMDb50 dataset using
LIME.

It was observed for the Twitter50 dataset in Figure 17 that the RDNN method assigned the
same prediction probability of 32% to the authors JacaNews and Max Boot. The method put
the same weight on the function words “American” and “Britain”, representing two classes of
authors, not JacaNews and JacaNews. The correct decision of the method demonstrates that
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Figure 51: Explanation of individual prediction of the proposed ABC model on the Blog 50 dataset using
LIME.

features such as “America” and “wit” are from JacaNews as an author, and words, such as
“Britain” are more significant to Max Boot as the author with a probability value.

Figure 52: Explanation of individual prediction of the proposed ABC model on the Twitter50 dataset
using LIME.

6.5.5 Chapter Summary

Post-authorship attribution is still an open research problem because of the intrinsic ambigui-
ties in social media texts. As the initial weights of the embedding layer, the ABC model used
pre-trained word2vec and GloVe word embedding vectors that were available to the public. On
top of the embedding layer, two bidirectional LSTM and GRU networks extract past and future
contexts as semantic representations from a post to identify the authorship of questionable
texts. These semantic representations were passed to a convolutional layer comprising
various kernel sizes to generalize various future maps and reduce the dimensionality of
the feature space. An attention mechanism was applied to the outputs of the BLSTM and
BGRU layers to pay more attention and learn the writing styles of the author across the datasets.

This enabled the proposed method to efficiently extract semantic representations, and more
informative to identify the authorship of questionable texts; however, the rationale behind
CNN was to boost the ABC model to learn local lexical and syntactic features and those long
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dependencies established in the text by BLSTM and BGRU layers. Maximum and average
pooling layers were stacked independently on the output of the CNN layers to ensure more
robust resulting feature maps to learn positional changes in the author’s writing style.

Finally, an FCL with a softmax function in the classification layer transformed the feature
vector into an elevated level to predict the author of a text or structured document tag
(SDT) based on the writing style representations. Experiments were conducted on two
publicly available datasets and a new Twitter dataset to evaluate the model’s performance.
Experimental results on these datasets confirm that ABC achieves SOTA results on long and
short-digit text.

The comparison of the results indicates that the improvements in the long text were less
significant than in similar cases for online text snippets. The main reason may be that the feature
layer in the ABC model was similar to the RNN-based network–designed to understand long
sequential dependencies in the text better. The ABC was developed for the English language AA
tasks; however, it could be easily extended to other languages to identify the text’s authorship.
Further analysis is desirable by introducing a stack generalization algorithm to improve the
performance of the proposed method.
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Part VII

C O N C L U S I O N S & F U T U R E W O R K

Chapter 7 discusses the main conclusion drawn from this study and proposes
possible future work directions.





7C O N C L U S I O N A N D F U T U R E W O R K

This chapter is the conclusion of the thesis that looked at how regularized deep neural
networks can be used to use the writing styles of tweets, blogs, news articles, and
documents to determine who wrote different kinds of ambiguous text snippets. The

chapter provides a more detailed summary of the findings and contributions made throughout
the thesis. It also demonstrates recommendations for future research in this area.

7.1 S U M M A R Y

Identification of authors and post-authorship attribution (PAA) tasks include looking at
long documents, texts from terrorists that are questionable or suspicious, and online text
snippets like tweets, blog posts, emails, forum posts, or chat logs to determine the genuine
author of the text. We have designed and implemented an authorship identification system
to help a criminal investigator, a forensic language specialist, and a qualified prosecutor
gather empirical evidence by systematically analyzing large repositories of questionable
(or suspicious) documents that came from many attempts to verify online information. The
proposed methods employ deep regularized neural networks to learn the hidden writing style
of a specific author from different intrinsic ambiguities in text snippets for improving the
performance of post-authorship attribution and advanced authorship-based tasks.

The main goal of the thesis, as mentioned in Chapter 1, was to present more precise guidance
for post-authorship attribution and possible ways of advancing research on authorship-based
tasks by employing character-level, sub-word, and averaging word embedding to jointly learn
a set of stylometric features such as lexical, syntactic, and semantics over a deep regularized
neural network from a given post to identify the authorship of questionable texts. In Chapter 1,
we believe that we have been able to tackle the following fact about the problem: many
customised approaches focus on different sub-problems and scenarios of AA tasks. Therefore,
we believe that we have been able to achieve this goal by tackling the following sub-problems:

• It is incredibly difficult to determine which stylometric features are most useful for
extracting stylistic features related to writing style so that research in the PAA and AA
systems can be improved and moved forward;

• The small size of the corpus could affect how well the style is represented. For instance, an
inadequate sample of the dataset makes over-fitting worse, and a discrete or continuous
representation may not be able to capture stylistic attributes in a small text dataset;

• Evaluation of the effectiveness of the proposed regularized deep neural network model
from character-level, sub-word, and average word embedding to capture stylistic infor-
mation across various types of datasets;

• The capacity to understand influential stylistic characteristics through a local explanation
can be intuitively interpreted as a useful tool for forensic investigators during a pre-trial
investigation.

Chapter 2 provides a review of previous research work on post-authorship attribution,
either closed-set or open-set, which can be disintegrated into numerous authorship analyses,
one for each author included in the potential candidate’s list.

Chapter 3 looks at the features of human language using exploratory statistical analysis to
see how language varies or is spread out across different types of datasets. In this chapter, we
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tried to find words and phrases that make clear distinctions between groups and empathically
point out events in the text so that we could learn more about the authors’ writing styles. We
then visualized and displayed across-associated words and phrases that are semantically
similar to the author’s deep, insightful writing style using open-source tools.

Chapter 4 investigates how well regularised deep neural networks (RDNN) model
the inherent subjectivity in natural language. We did this to improve the performance of
post-authorship attribution and move authorship-related task research forward. In the first
part of our contribution, we show a convolutional neural network, a bidirectional long
short-term memory encoder, and a distributed highway network that can pull out stylometric
representations from different types of datasets to figure out who wrote documents that are in
question or are clear.

Secondly, we proved that the lexical stylometric features fed into the bidirectional encoder
to extract a syntactic feature vector representation were then supplied as input to the highly
distributed high-speed networks to reduce the network generalisation error and gather
feature vectors across a variety of datasets. We were able to correctly identify and capture
the unique writing style of an author from an online text snippet and document by using
regularisation. This has been a difficult task in computational linguistics and in previous
research [Peng et al. 2003a; Hu et al. 2020b; Sari et al. 2017]. Thus, the regularised feature vector
was subsequently implemented in the bidirectional decoder to acquire knowledge of the
writing style of an author. This knowledge can then be used for various applications, such as
authorship attribution or plagiarism detection.

Our ultimate contribution in this section is the introduction of a feature-classification layer,
which consists of a fully connected network and a SoftMax function to make the prediction
based on higher topical diversity and/or distinct idiosyncrasies in writing style to predict
the actual author of the text or document. The proposed regularised neural network model
was tested against SOTA methods using four standard experimental datasets to show that
it worked well. Experimental results have demonstrated the effectiveness of the method
when compared to the existing state-of-the-art methods on three datasets while producing
comparable results on one dataset. Furthermore, we present the introduction of an interactive
system to visualise the influence of the extracted writing style across the different datasets,
which could be useful in the process of an evidence-based forensic investigation. This system
allows users to explore and analyse the writing style patterns in various datasets, enhancing
the efficiency and accuracy of forensic investigations.

Chapter 5 proposes combining a bidirectional long-term short-term memory (BLSTM)
with a 2-dimensional convolutional neural network (CNN) to minimize writing styles that
do not share the same vector space. Instead, we used subtoken embedding to deal with the
ambiguity of words that were hidden in text documents while keeping the context of words
or phrases that were used in different ways. To do this, the subordinate parts of words from
different sequences of text in the corpus were taken. Then, use a sub-word embedding as
a byte-pair encoding (BPE) to take advantage of overall compositions to reduce the size of
the vocabulary needed to train the BLSTM-2DCNN model. Add Gaussian noise to make it
easier to model the writer of a given text, which could give deep insights into the author’s
writing style. Experiments were done to compare the proposed BLSTM-2DCNN to many
SOTA methods across the public corpus of datasets. The results of the experiments show
that accuracy has improved on CCAT50 and Twitter, and the other datasets show similar results.

Chapter 6 presents an attention-based bidirectional long short-term memory and bidirec-
tional gated recurrent unit with a convolutional neural network (ABC) model to circumvent
post-authorship attribution challenges. It is based on a combination of bidirectional long
short-term and gated recurrent units that extract a lexical stylometric from a distributed
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representation of words that are fed into an attention-based mechanism to emphasize syntactic
feature vector representation categories. The feature vector is input into a convolution and
pooling mechanism, reducing the feature dimensionality while learning the position-invariant
of the writing style. A Softmax function predicted the feature classification. The ABC method
was evaluated against trendsetting methods using four benchmark experimental datasets. The
results showed that it outperformed the methods on two datasets while producing comparable
effects on the other two.

In this thesis, we evaluated the proposed regularized deep neural network for post-
authorship attribution and style-related tasks to advance research on authorship-based tasks
on various datasets. We demonstrated how each of the proposed models works in various
situations, as well as how to extract a stylometric representation vector to achieve a certain
level of reliability in writing style understanding and improve performance. The outcomes of
this thesis demonstrate that the influential features of the writing style that contributed to the
authors can be visualized and used as language-based evidence during the pre-trial investiga-
tion. Additionally, we have provided suggestions on the proposed models and features that
produce optimal performance given a certain type of dataset.

7.2 F U T U R E W O R K

A diversity of post-authorship attribution and other style-related tasks are explored in this
thesis. Similarly, the proposed methods can be extended into different domains, as outlined as
follows:

• Datasets for generic authorship attribution are required: One of the critical aspects of
future authorship attribution work is the creation of a generic set of data that will be
measured and evaluated by every developed application or technique. Thus, the lack
of standard datasets for a different type of authorship algorithm hampered the pursuit
of more sophisticated tools using deep neural networks attributed to the inaccessibility
of datasets with enormous numbers of authors in the training examples. Notwithstand-
ing, building an authorship attribution dataset is a very challenging phenomenon. For
instance, [Juola and Vescovi 2010; Rudman 2012] highlighted the valuable contribution
of building a dataset from an unadulterated and genuine piece of the author’s writings.
Therefore, we presume standard datasets will strengthen the continuation of systematic
work in the authorship attribution field.

• Training data diversity: In recent years, there is a diversity in the way humans com-
municate with a social group. However, the majority of authorship attribution systems
employed English datasets to evaluate the approach, except very few [Peng et al. 2003a;
Mikros and Perifanos 2013]. There should be heterogeneity sampling in developing ex-
perimental datasets to help develop the most appropriate useful algorithm that preserves
writing style varies across all domains of languages. Although a deep neural network
needs a large dataset and is time-consuming to train, sometimes the best way to make
a meaningful decision from the data is to extract much smaller subsets and develop
an unsupervised machine learning system to select concise stylometric representation
from all the range of cases the system will have to confront. Another potential path is to
construct an adaptive approach employed for any language.

• Exploring transfer learning: The inspiration comes from us – humans, ourselves –
wherein, we have an inherent ability not to learn everything from scratch. The method is
a fascinating phenomenon where forensic authorship analysis system seeks to exploit
prior knowledge from one domain and task to some other areas and tasks. The idea
is to use generic embedding (e.g., pre-trained models) [Lu et al. 2015; Ruder 2019] to
investigate tasks such as authorship obfuscation, imitation, and translation [Brennan et al.
2012]. The method read input text by encoding them into a fixed-dimensional embedding
vector trained on a variety of natural language understanding tasks that model the
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interpretation of the sequences in the text rather than just memories of the individual
words. An alternative is to use neural style transfer on massive amount of dataset to
reconstruct obfuscated writing style from original passages [Shen et al. 2017; Jing et al.
2019].
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[Baykasoğlu et al. 2018] Adil Baykasoğlu, Burcu K Özbel, Nurhan Dudaklı, Kemal Subulan,
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