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ABSTRACT 

Traditional corporate governance policies and principles do not make provision for the 

implications of new technologies, like robotic process automation, on digital business. 

Without the appropriate governance of technologically-enabled advancements, firms 

are exposed to new threats and face increased vulnerabilities. Using constructivism, 

this study aimed to understand which governance principles firms in South Africa 

should have in place for the use of robotic process automation. The study finds that 

the governance of robotic process automation depends on (i) digital governance and 

risk management, (ii) cybersecurity and data protection, and (iii) digital business ethics 

considerations that firms need to address when they deploy robotic process 

automation software. Based on the findings and the data analysis, the study 

formulates a model for the governance of robotic process automation called ³DQ�

H[SDQGHG�PRGHO� IRU�53$�JRYHUQDQFH� LQ�6RXWK�$IULFDQ�GLJLWDO�EXVLQHVV´� From this 

model, the study concludes with seven governance principles, proposed by the 

researcher, to assist South African firms with the governance of robotic process 

automation. 
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Chapter 1: An introduction to the governance of RPA 
1.1 Chapter introduction 

Working with robotic process automation (RPA) within corporate finance in all sectors 

of South Africa has brought to light the lack of formal governance guidelines for all 

firms. Based on the experience of the researcher, this research aims to determine 

what governance guidelines South African digital business should have in place when 

they deploy RPA. There are several firms in South Africa that are predominant to using 

RPA including, firms in manufacturing, banking, and financial services, investments, 

software development and retail. 

1.2 Research problem statement 

The current body of literature does not adequately address the policies and 

procedures that need to be in place to ensure good corporate governance when a firm 

adopts RPA. Traditional governance policies and practices do not make provision for 

these new technologies. In this study, corporate governance in the context of RPA 

refers to the following three elements (i) IT governance (ITG) and risk management, 

(ii) cybersecurity and data protection, (iii) business ethics in the process of 

digitalisation of RPA by firms in South Africa. Without appropriate governance, 

organisations are exposed to threats and new/or increased vulnerabilities. These 

threats include ITG and risk management as well as in cybersecurity and the 

mishandling of data (including personal information) by individuals and firms. The 

Board of Directors needs to ensure that the digitalisation process is done in a 

controlled manner and ethically in conjunction with their traditional duties.   

1.3 Purpose of the study 

This constructivist study aims to understand and develop the corporate governance 

principles that need to be applied when firms in South Africa use RPA. At this stage in 

the research, the aim is to contribute to the literature by investigating the impact RPA 

has on corporate governance and what policies and procedures need to be in place 

to ensure good governance. This study aims to provide data and analysis on ITG and 

risk management, cybersecurity and data protection, and the necessary ethical 

considerations and how these are impacted by using RPA, derived from the South 
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African private sector context. This study will also explore the best policies and 

procedures that support good corporate governance and what needs to be in place 

when firms adopt RPA technologies. Corporate governance is a well-researched topic 

with many interconnected and complex elements. This study has a clear focus only 

on the use of RPA and its impact on corporate governance to help develop policies 

and procedures which firms can use adapt governance measures to include the 

specific use of RPA.  

1.4 Main research question  

How should corporate governance policies and procedures adapt in relation to the 

adoption and use of RPA by South African firms? 

1.4.1 Research sub-questions 

x How is ITG and risk management impacted by implementing RPA? 

x In which way does the use of RPA affect cybersecurity and data protection? 

x How can a South African firm ethically manage the digitalisation processes 

when adopting RPA? 

1.5 Elements of RPA governance 

RPA is a digital solution that provides a methodology to perform routine and repetitive 

business tasks through automation (Huang & Vasarhelyi, 2019). Lowes et al. (2017) 

describe RPA as the ³repeatable and predictable interactions´ of a program with 

multiple IT applications and programs while using pre-programmed and predefined 

rules to make decisions. RPA is used in South African capital markets, retail banking, 

wealth and asset management, telecoms, insurance, retail, manufacturing, and 

healthcare (Rutaganda et al., 2017; Yuvaraja, 2018). Maroun and Cerbone (2020) 

found that good corporate governance can better financial performance and generate 

higher market values for firms. 

A study conducted by Syed et al. (2020) on 145 research papers found that the 

benefits of using RPA include an increase in operational efficiency and the quality of 

service delivery. Rutaganda et al. (2017) add that the use of RPA can improve 

compliance due to the improved traceability of transactions by using process logs and 
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documentation, while RPA simplifies operations and reduces costs. RPA ultimately 

improves accuracy, consistency, reliability, scalability, reporting quality and 

transparency (Yuvaraja, 2018).  

The Institute of Directors South Africa (IODSA) describes corporate governance as 

managing a firm ethically and effectively while leading the organisation to achieve an 

ethical corporate culture, good performance, apply adequate controls and ensure 

legitimacy (IODSA, 2016). South African corporate governance policies and 

procedures, notably the King IV® report for corporate governance in South Africa (King 

IV®), superficially address IT governance but do not guide robotic process automation 

adoption. Principle 12 of the King IV® report only guides the use of technology by firms 

in South Africa by stating that technology should be implemented to support the ILUP¶V 

strategic objectives (IODSA, 2016).  

ITG forms an integral role of corporate governance, and it is the responsibility of the 

top management of the firm (Bergeron et al., 2015). Bergeron et al. (2015) expand on 

this by stating that ITG contains the decision rights and an accountability framework 

for individuals to encourage the desirable use of IT systems within the firm and ensure 

that the set IT objectives and goals are met.  

Cybersecurity, regulated by the National Cybersecurity Policy Framework (NCPF), is 

how a firm protects data assets from cybercriminals. Cybersecurity becomes a 

concern when deploying RPA as these technologies are given access to systems to 

perform tasks which exposes a firm to additional cybersecurity risks. The second 

element of this study includes data protection which is two-fold; it is the protection of 

personal information regulated by the Protection of Personal Information Act 4 of 2013 

(POPIA) and business information and data assets. A critical question that needs to 

be answered is: do directors have sufficient knowledge, insight, and perspectives on 

ITG and the risks that new technologies may pose to a business? This is vital due to 

the current digital environment with a renewed focus on rapidly changing technologies 

and their challenges for modern firms. The importance of data protection is brought 

forth by the exponential advances in technology and the increasing ability of firms to 

gather, process and store personal data of individuals (de Bruyn, 2014).  Individuals 

are leaving digital footprints on the internet by using their phones and personal 

computers, thereby increasing their vulnerability and increasing the ability of firms to 
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XVH�DQG�SURFHVV�GDWD�ZLWKRXW� D� SHUVRQ¶V� NQRZOHGJH�RU� FRQVHQW� (de Bruyn, 2014). 

Firms are making more use of cloud computing services that improve the data 

processing ability of the firm but expose their privacy risk if the country where the 

service is hosted does not meet the data privacy requirements of the country in which 

the firm operates (de Bruyn, 2014).  

Lastly, digital ethics is the moral principles or rules that guide behaviour to minimise 

the risk of potential harm while ensuring that the maximum benefit is derived from the 

process (Whiting & Pritchard, 2017). Corporate digital responsibility (CDR), according 

to 2UELN�DQG�=R]XĐDNRYi�������, is the ethical consideration across all levels of a firm, 

ensuring the socially responsible transformation for an increasingly digital workforce 

and processes. In this paper, digital ethics and CDR are used interchangeably and 

refer to the ethical conduct required for a firm in digital transformation or a firm that 

has reached digital maturity.  

1.6 Significance of the study 

Theoretically, this research adds to the body of literature on the role of RPA and how 

it affects corporate governance in South Africa. Specifically, this research shows how 

ITG, and risk management are impacted when RPA is introduced to firms and the 

effect that RPA has on the cybersecurity and data protection protocols in place. Finally, 

this research also shows how to ethically implement RPA solutions by guiding the 

policies and procedures that should be in place to ensure good governance when 

South African firms adopt and use RPA software. In practice, this research provides 

corporate leaders with a frame of reference for policies and procedures that need to 

be in place, supporting good governance when RPA is introduced to everyday 

business processes.  

1.7 Delimitations of the study 

This study is a qualitative study on the impact that RPA has on ITG and risk 

management, cybersecurity and data management, and the ethical considerations for 

the digitalisation of business processes. The aim is to determine what policies and 

procedures result in good governance when firms implement and use RPA. Further 

research can be conducted on elements of corporate governance not covered in this 
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study (i.e., internal control, operational risks, auditing, reporting, sustainability, skills 

development, compliance, and applicable regulations) and how the use of RPA 

impacts these elements.  

1.8 Chapter outline  

Chapter 1 gives an overview of this paper by outlining the problem statement, 

purpose, background, and significance of this study. This chapter highlights the 

delimitations of the study while also outlining the main research questions and the 

relevant sub-questions.  

Chapter 2 provides an overview of the literature on the main research topics, including 

ITG and risk management, cybersecurity and data protection, and the ethical 

digitalisation of firms. This chapter concludes by providing a rudimentary model for the 

governance of RPA based on this study.   

Chapter 3 gives an overview of the research methodology used to complete the study. 

This chapter outlines the precise research approach, the population of the study and 

how a sample was selected. This chapter discussed the data collection instrument and 

the tools used to analyse the data.  

Chapter 4 presents the study's findings discussed per the research objective 

developed in Chapter 1.  

Chapter 5 provides analyses of the findings based on the research questions defined 

in Chapter 1. This chapter also develops the expanded model for RPA governance by 

South African firms. 

Chapter 6¶V�objective is to reach conclusions for the study by answering the research 

questions to determine how corporate governance should be adapted to 

accommodate the use of RPA by South African firms. This chapter concludes by 

providing suggestions for future researchers.  
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Chapter 2: Literature overview on the governance of RPA 
2.1 Chapter introduction 

This section is an empirical study of the current body of literature. This literature review 

will explore what academics and researchers have found on the adoption of RPA by 

firms with a specific focus on the elements encompassing IT governance and risk 

management, cybersecurity and data protection and the ethics surrounding the use of 

RPA by firms.  

2.2 Key elements of the study  

The literature review determines what the current body of literature contains on IT 

governance and risk management, cybersecurity and data protection, and the ethical 

digitalisation of firms when adopting and deploying RPA.  

2.3 IT governance and risk management 

2.3.1 The role of the board in ITG 

According to Bergeron et al. (2015), ITG is an integral part of corporate governance, 

and it forms part of the duties of top management to form decision rights and an 

accountability framework for all individuals within the firm. The goal is to encourage 

set desirable behaviour from individuals and form an accountability framework for 

using the IT infrastructure (Bergeron et al., 2015). Asatiani et al., (2019) describe ITG 

as a specified decision right and an accountability framework used to encourage the 

GHVLUHG�EHKDYLRXU�LQ�GHSOR\LQJ�DQG�XVLQJ�D�ILUP¶V�,7�UHVRXUFHV��Zhen et al. (2021) add 

to this by stating that ITG should be used to ensure that IT-related activities align with 

the overall business strategy and objectives. Debreceny (2013) further suggest that 

organisations use ITG to ensure that the investment in IT aids in achieving the long-

term and short-term strategy of the firm.  

According to Hardy (2006), the role of the board in ensuring ITG revolves around (i) 

ensuring that IT strategy aligns with the overall strategy and goals of the business, (ii) 

ensuring that there are adequate structures in place to support said strategies and 

goals, (iii) ensuring that the firm adopts and enforces a well recognised IT control 

framework (COBIT and ISO 38500), (iv) marketing the IT strategy and goals 
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throughout the organisation and its processes, (v) providing clear, supportive and 

strong messages about the relevance and importance of ITG, and (vi) using metrics 

to measure and monitor the performance of the IT infrastructure.  

2.3.2 ITG structures 

Research shows that, with adequate ITG, organisations can show an average return 

on IT investment by 40% (Pereira & da Silva, 2012). The study also reveals that firms 

with well-established ITG can show increased profits of 20% compared to their 

competitors with the same business strategies (Pereira & da Silva, 2012; Smits & van 

Hillegersberg, 2018). 

Three types of ITG structures are currently in use: centralised, decentralised and 

combined (federated) ITG structure (Asatiani et al., 2019). Centralised ITG involves a 

top-down approach where decision-making only happens at the top of the business 

hierarchy, while decentralised ITG depends on business units to make their own 

business decisions (Asatiani et al., 2019; Wu et al., 2015).  The federated governance 

structure depends on centralised and decentralised governance structures (Asatiani 

et al., 2019). Based on the Asatiani et al., (2019) study, it is clear that the federated 

governance structure is the preferred structure to be implemented by firms as it is 

created from both the centralised and decentralised governance structures. The 

federated governance structure can bring autonomy and synergy to any organisation 

(Asatiani et al., 2019; Wu et al., 2015). However, if it is implemented incorrectly, it can 

result in higher barriers to IT alignment within the organisation, wasted resources and 

a loss in the economies of scale of deployment (Asatiani et al., 2019). 

COBIT (or Control Objectives for Information and Related Technology) helps bridge 

the gap between business risks, value creation, control needs and technical issues 

(Hardy, 2006). The code is also designed to help boards implement ITG in a well-

controlled manner and environment by grouping ITG objectives into four main phases: 

planning, acquiring and implementation, delivering and supporting and finally 

evaluating and monitoring (Hardy, 2006).  
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2.3.3 ITG risks and challenges 

In recent years, ITG investment has been a significant proportion of capital 

expenditure by firms (Debreceny, 2013). According to Pereira and da Silva (2012), the 

decisions facing corporates surrounding IT adoption, management and 

implementation are vastly complex (Smits & van Hillegersberg, 2018), resulting in 

businesses losing money on bad IT acquisition. IT in an organisation creates risk by 

exposing firms to external threats in hacks and mitigates risk by supporting internal 

controls and processes (Debreceny, 2013). Debreceny (2013) thus, highlights the 

importance of IT and its impact on an organisation's overall risk management strategy.  

The risk management strategy of an organisation is a continuous cycle that involves 

two main frameworks: risk analysis and risk management (van Bon et al., 2007).  

Identifying the risks, identifying the probable risk owners, evaluating the risks, setting 

an acceptable level of risk appetite/tolerance, and identifying suitable responses to 

risk management form part of the risk analysis framework (van Bon et al., 2007).  The 

risk management framework, on the other hand, consists of implementing responses, 

gaining assurances about responses' effectiveness, and finally embedding and 

reviewing the responses continuously (van Bon et al., 2007).   

Hardy (2006) found that ITG should have five focus areas to mitigate these IT risks. 

Based on the IT-related risks facing organisations, the focus areas are (and are all 

driven by stakeholder value): performance measurement, strategic alignment, risk 

management, value delivery and resource management (Hardy, 2006). These focus 

areas are explained in further detail in Table 1 below.  
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Table 1: Key facets boards should consider ensuring ITG  

Focus Area Board Considerations 

Performance 
Measurement 

Regular performance measurement using a balanced IT scorecard can be used 
as a tool for both the board and management to achieve organisational alignment. 
Using the IT scorecard, boards can address operational excellence, user 
orientation, and enterprise contribution.  

Strategic 
Alignment 

Boards need to ensure that the IT strategy is in line with the overall strategic 
objectives of the firm; ensure that IT deliverables are within budget, on time, has 
the appropriate functionality and benefits; direct the business resources to new 
markets; improve overall customer satisfaction; ensure customer retention; drive 
competitive strategies and distribute IT resources in such a way that it helps the 
business grow and reach new markets.  

Risk 
Management 

Boards need to ascertain that there is transparency surrounding the significance 
of the firm's risks, and they need to clarify the risk-avoidance and risk-taking 
policies. The risk management policies are driven by good governance to 
shareholders, customers, employees, vendors, and regulators.  

Value Delivery Boards need to ensure that IT delivers value by using infrastructures that enable 
the firm to grow and reach new markets, increase business profits, drive 
sustainable competitive advantage, increase customer retention, and improve 
overall customer satisfaction. All of which add to the value of the business model.  

Resource 
Management 

Boards need to ensure that adequate skills exist, that the appropriate methods 
are used within the firm to manage IT projects and that the benefits of the projects 
are tangible, measurable and achievable.  

Source: Adapted from Hardy (2006) 

2.3.4 ITG theories 

Bergeron et al. (2015) find that many theories of corporate governance are applied to 

ITG across industries. The most applied ITG theories include the stewardship theory, 

power perspective, agency theory, resource dependency theory, stakeholder theory 

and the institutional theory, with the agency theory being the most widely used in 

practice (Bergeron et al., 2015). Research by Buckby (2011) finds that of the theories 

listed above, only three theories are applied in practice regularly: agency theory, 

stewardship theory and resource dependency theory. For this paper, we will discuss 

the three theories used most often in practice.  
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Jensen and Meckling (1976) describe the agency theory as ³D�FRQWUDFW�XQGHU�ZKLFK�

one or more persons (the principal(s)) engage another person (the agent) to perform 

some service on their behalf which involves some decision-making authority to the 

aJHQW´��Central to the theory exists the assumption that both principals and agents are 

utility maximisers which means that each will not act in the best interest of the other 

(Buckby, 2011). This misalignment of objectives generally occurs GXH�WR�WKH�SULQFLSDO¶V�

problems and the conscious and unconscious self-interest of the agent (Bergeron et 

al., 2015; Buckby, 2011). In firms where the agency theory is evident, Buckby (2011) 

finds that ITG focuses on the following elements: (i) monitoring the self-regarding 

behaviour of IT management; (ii) the board should aim to ensure that IT management 

takes enough risks so that the IT risk aligns with the overarching risk profile of the firm 

(i.e. align the risk profiles of the agents and the principals); (iii) ensure that the board 

has adequate information on the role of IT governance so that agents understand what 

principals require regarding the IT governance of the firm.  

While the agency theory focuses on the negative relationship between agents and 

principals, the stewardship theory assumes that the managers of a firm and the owners 

have a positive relationship (Buckby, 2011). Davis et al. (1997) describe stewardship 

theory as pro-organisational and collectivistic behaviour where this behaviour results 

in a higher utility than the idealistic and self-serving behaviour of agency theory. The 

behaviour of the stewards is collective since they seek to attain the same strategic 

objectives of the firm (Davis et al., 1997). Where the stewardship theory is evident in 

a firm, Buckby (2011) finds that the board empowers the management team rather 

than try and control them, and since the managers act as stewards, no close 

monitoring by the board is required. The study further finds that the board's role under 

this theory is to advise and support management with a strong relationship between 

the members (Buckby, 2011). ITG, using the stewardship theory, will result in 

management taking more risks in the IT-decision making process like supporting new 

technologies and having a more innovative IT infrastructure (Buckby, 2011). Unlike 

the agency theory, this theory supports the notion that management knows what is 

required for ITG as the owners of the firm can set clear goals and objectives (Buckby, 

2011).  
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The resource dependency theory suggests that any firm's survival depends on its 

ability to attain and maintain resources (Buckby, 2011). The leading problem firms 

face is that they are not always in control of their access to recourses, and this is 

addressed by the theory stating that the board of directors are an essential link 

between an organisation and its resources (Buckby, 2011). Buckby (2011) finds that 

two fundamental mechanisms arise from the resource dependency theory (i) board 

members need to provide advice to management and counsel them to minimize the 

dependency of the firm on external resources, and (ii) board members outside of the 

firm provide preferential access to the external resources and knowledge.  

2.3.5 53$¶V impact on ITG and risk management 

With the use of the federated IT infrastructure, RPA can be implemented in an 

organisation without the actual involvement of the IT department (Asatiani et al., 2019). 

Asatiani et al. (2019) identify this as one of the main risks facing modern firms as these 

technologies expose firms to security and legal issues.  A study conducted by Kovanen 

(2020) found five main challenges when firms deploy RPA or intelligent automation. 

These challenges include technology risk, design and implementation risks, cyber-

risks, risks related to the strategy and people-related risks (Kirchmer, 2017; Kovanen, 

2020). The Kovanen (2020) study classifies technology risk as algorithm bias, data 

errors (incorrect data sets) and incorrect implementation. According to Kirchmer 

(2017), RPA risks often stem from the execution process since there is no human 

intervention before the program executes tasks based on specific triggers. This can 

result in ordering large quantities of incorrect parts or raw materials. While it is difficult 

to classify the risks into direct categories, since the programs are written and 

implemented by humans, all risks essentially stem from people and design (Kovanen, 

2020).   

2.3.6 Analytical perspective 

From the research, it is evident that RPA poses significant risks to ITG and how the 

current ITG structure needs to be adapted to facilitate the use of RPA. Research also 

indicates that using RPA stem from the GHYHORSHUV¶ biases and are not inherent in the 

program execution.  
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2.4 Cybersecurity and data protection  

2.4.1 The role of the board in ensuring cybersecurity  

According to Eugen and Petrut (2018), cybersecurity is the collection of tools, actions, 

training, risk management, assurance, security concepts, and technologies used to 

protect a ILUP¶V cyber environment. Rajan et al. (2021) add to this by stating that 

cybersecurity is used to help firms protect information integrity, confidentiality, and the 

availability of information by introducing managerial, administrative, and legal controls. 

Cybersecurity further also strives to protect a firm and its cyber network against cyber 

threats (Eugen & Petrut, 2018). Gartner (2021) found that IT governance, data 

governance and cyber vulnerabilities are the top threats facing firms in 2021 and 

present the most significant challenges to the board of directors.  

Information and the systems that house this information and business processes are 

an integral part of determining the success of modern firms (von Solms & von Solms, 

2006). von Solms and von Solms (2006) also state that one of the most valuable 

assets for a firm is information. The board of directors is, thus, ultimately responsible 

for ensuring the protection of the ILUP¶V information assets and the remaining physical 

and non-physical assets. According to Rajan et al. (2021), the involvement of the 

board of directors and top management in cybersecurity management can result in 

better utilisation of company resources (IT and human) and a better formulation of a 

governance framework which are both vital elements to the success of the 

cybersecurity strategy. Hartmann and Carmenate (2021) research found that boards 

with IT executives are associated with a lower probability of security breaches. The 

study also finds a positive relationship between an IT executive, CIO or Chief Security 

Officer and the firm being prepared to respond to security breaches (Hartmann & 

Carmenate, 2021).  

2.4.1.1 Cybersecurity governance 

The modified total interpretive structural model (M-TISM) for strategic cybersecurity 

management developed by Rajan et al. (2021) proves that adequate governance 

increases security awareness within firms. The study found five determinants 

impacted by governance and cybersecurity: alliance and collaboration, resources and 

capabilities, training, technological infrastructure and security awareness (Rajan et al., 
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2021). In figure 1, Rajan et al. (2021) graphically demonstrate how support from the 

board of directors can directly impact cybersecurity performance in a firm. The study 

found that cybersecurity management can be enhanced by good governance 

supported by the board of directors, and it is the responsibility of top management to 

set rules and regulations that can improve cybersecurity management within a firm 

(Rajan et al., 2021).  

Figure 1: M-TISM model for cybersecurity management  

 

Source: Adapted from Rajan et al., 2021dapted from Rajan et al. (2021) 

Figure 1 illustrates that support from the board of directors (top management) has a 

strong positive relationship with strategic alliances within a firm (Rajan et al., 2021). 

Strong alliances and collaborations within firms positively impact skills development 

and training, the development and allocation of the company¶V resources and 

capabilities, overall security awareness, and the development and deployment of the 

technological infrastructure of a firm (Rajan et al., 2021). Finally, Rajan et al. (2021) 

conclude the model by illustrating how the four elements that are impacted by top 

management support and good alliances and collaboration positively affect 

organisational cybersecurity management's performance.  
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From the model, the following conclusions can be drawn:  

x Collaboration between the various departments within a firm can enhance 

cybersecurity by building and developing cybersecurity techniques, increasing 

awareness, and motivating employees to follow the rules and regulations. 

x An increase in intercompany collaboration will result in an increased flow of 

information between employees, which increases the cybersecurity awareness 

in a firm.   

x 7RS�PDQDJHPHQW¶V�F\EHUVHFXULW\�VWUDWHJ\�VKRXOG�IRFXV�RQ�VKDULQJ�NQRZOHGJH�

and experience with employees, which will result in increased cybersecurity 

awareness.  

x The resources that are related to cybersecurity, such as IT infrastructure and 

employee skills, can be used by top management to integrate cybersecurity 

planning within a firm better.  

2.4.2 Data protection governance  

With cybersecurity comes the element of a right to privacy which can be described as 

a moral concept that a person has the right to make their own decisions to be let alone 

or not (Formosa et al., 2021). This is derived from a principle of self-ownership and 

the right to grant access to oneself (or a firm) as desired, as well as the right to prevent 

unauthorised access to private facts of oneself (or a firm) (Formosa et al., 2021). 

According to van Bon et al. (2007), the governance of data protection is made up of 

the following four elements:  

x Management of data sources: The data sources of a firm need to be clear 

and well defined, while the responsibilities need to be entrusted to the right 

person or group of people. This process is better described as data 

administration and includes responsibilities like: 

o Defining the need for information,  

o Data inventory criteria and a data model must be developed,  

o Identifying data shortages and ambiguities,  

o Maintaining a data catalogue and  

o Assessing the costs and benefits of the organisation of the data.  
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x Management of data standards and policies: The board's responsibility is to 

formulate standards and policies for data management as part of the IT 

strategy.  

x Management of information processes: All data lifecycle elements need to 

be controlled. The elements of the data lifecycle include accessing, collecting, 

creating, modifying, deleting, storing, and archiving data.  

x Management of data and IT: This relates to the management of IT and 

includes the management and design of databases.  

Later in this chapter, there will be further discussion on the ethical considerations of 

data protection, ensuring users' privacy, and protecting their rights as human beings.  

2.4.3 Data protection in South Africa 

de Bruyn (2014) states that data privacy laws, like POPIA, can only be effective if they 

include a wide-ranging set of data privacy ideologies that align to international codes 

like the Organisation for Economic Co-operation and Development (OECD) 

guidelines.  These laws need to have an obligatory legal enforcement mechanism (de 

Bruyn, 2014). It is also essential for countries to have a data protection agency or 

authority that can ensure the enforcement of the laws, investigate complaints, and 

amend and improve the data privacy legislation (de Bruyn, 2014).  

The POPI Act (POPIA) conditions impact all responsible parties that aim to collect, 

process or store personal information as part of the daily business activities (de Bruyn, 

2014). The act defines a responsible party as ³D�SXEOLF�RU�SULYDWH�ERG\�RU�DQ\�RWKHU�

person which alone, or in conjunction with others, determines the purpose of and 

means for SURFHVVLQJ� SHUVRQDO� LQIRUPDWLRQ´� (POPI, 2013).  Data protection 

considerations for South African firms encompass protecting individuals' data, 

personal information, and the ILUPV¶ data. Personal data protection is governed by 

POPIA that came into effect on 01 July 2020 (POPI, 2013).  The act entails that all 

firms process personal information lawfully and reasonably to ensure that no data 

subject's privacy rights are infringed upon (POPI, 2013). Personal information is 

described as any information that can identify the data subject, whether a natural 

person or juristic entity (POPI, 2013). Furthermore, section one of the act includes 

³RQOLQH�LGHQWLILHUV´�DV�SHUVRQDO�LQIRUPDWLRQ (POPI, 2013), meaning that any software 
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tools used to enable firms to construct behavioural marketing based on an online 

profile created for customers are also addressed by the conditions outlined in the act 

(de Bruyn, 2014). Condition four of POPIA states that the processing of personal 

information should be done in line with the initially intended purpose of gathering the 

information (POPI, 2013). This is supported by the conditions set forth under the 

seventh condition of the act. Any person processing personal information should do 

so with confidentiality, and this information should not be disclosed (POPI, 2013).  A 

study by de Bruyn (2014) summarises nine core principles that need to be present in 

the data protection legislation in South Africa for it to be effective. In table 2 below, we 

can see how these principles tie up with the conditions outlined in POPIA.  

Table 2: Comparison of data privacy principles and POPIA 

 

Principle POPIA 

Accountability Condition 1:  It is the obligation and responsibility of the data collector to adhere 
to all conditions of acts put in place by the regulatory bodies. 

Collection Condition 2:  The collection of private data may only be done fairly, with the 
consent and knowledge of the subject and in a lawful manner. 

Purpose specification Condition 3: The collection of data can only be collected for specified use, and 
the purpose must be specified to the subject at the time of collection. 

Purpose and rights 
notification 

Condition 3:  Subjects must be notified that the data is collected and for what 
purpose it is collected. 

Uses Condition 4:  The personal data collected can only be used for the purpose that it 
was initially collected, i.e., unwarranted processing of the data is not allowed. 

Data quality  Condition 5: The data collected must be relevant and accurate. 

Reasonable security 
safeguards 

Condition 7:  Technological and procedural processes and practices need to be 
in place to ensure the safety of the personal data collected. 

Data export 
restrictions 

Chapter 9, Section 72: Data transfer to any other country may only be done if the 
intended country has acceptable data privacy legislation in place. 

Source: Adapted from de Bruyn (2014) and POPI (2013) 
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2.4.4 53$¶V impact on cybersecurity and data protection 

Kovanen (2020) found that cybersecurity is built on human processes, activities, 

organisational processes, and information technology. If cybersecurity is not executed 

correctly at the start of the RPA process, it can cause severe damage and cause 

unintended consequences to the information technology infrastructure and data 

structures (Kovanen, 2020).  

2.4.5 Analytical perspective 

The conditions outlined in the POPIA should be considered and adhered to when 

South African firms deploy RPA. The act requires personal information to be 

processed by firms only upon receiving consent to do so. The concern for compliance 

with the act when RPA is used to process information is yet to be addressed and 

determined. No detailed research has been found on how firms in South Africa choose 

to protect business information when RPA is deployed.  

2.5 Digital ethics  

2.5.1 What does digital ethics entail? 

CDR entails consumer data protection laws and privacy regulation and analysing 

current privacy policies, fair data practices and transparency (Lobschat et al., 2021). 

Formalising ethical reasoning that supports computer-enabled ethical decision making 

and proposing models that support responsible digital innovation also form a critical 

part of CDR (Lobschat et al., 2021). CDR is, thus, a new way firms can gain global 

competitiveness as it drives firms to strategise flexibility to adapt more quickly to the 

everchanging digital environment (2UELN�	�=R]XĐDNRYi������). According to Orbik and 

=R]XĐDNRYi�������, firms that actively practice CDR better understand digital trends 

in the market and recognise strategic digital direction faster than their competitors. 

These firms foster a digital culture by developing VWDII¶V digital skills and introducing 

new technologies to business processes (2UELN�	�=R]XĐDNRYi������). 

2.5.2 Cybersecurity ethics 

When new technologies are deployed, the ethical considerations are not limited to 

CDR; they also include elements of cybersecurity. Formosa et al. (2021) find that a 



     18 

principlist approach to cybersecurity management yields better results than theory-

driven decision making. The study explains that relying on a single general moral 

theory limits the board of directors given the extent of the impact cybersecurity 

breaches have on firms globally, and it adds that the principlist approach is more 

widely used in applied ethics (Formosa et al., 2021). According to Formosa et al. 

(2021), cybersecurity ethics should consist of the following principles: 

x Non-Maleficence means that cybersecurity should not be used to make 

SHRSOH¶V�OLYHV�more complex, and it should not intentionally cause harm to the 

users.  

x Autonomy describes cybersecurity measures that are used in manners that 

respect human autonomy, and the users have the freedom of choice around 

the use of the technology in their lives.  

x Beneficence means that cybersecurity should be used to promote human well-

being, and it should benefit the people who are directly impacted by the 

technology.  

x Justice describes the fairness, equality, and impartiality that cybersecurity 

should promote.  

x Explicability means that cybersecurity technologies are used in transparent, 

intelligible, and comprehensible ways as well as it should be clear who is 

ultimately accountable and responsible for the use of the technologies.  

Figure 2 below is a graphical representation of the cybersecurity ethics principles and 

the elements that impact each principal.  
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Figure 2: Five cybersecurity ethics principles  

 

Source: Adapted from Formosa et al., 2021 

What is important to note in this model is that instead of having the sixth element of 

privacy, which is vital to the ethics of cybersecurity, Formosa et al. (2021) suggest that 

each of the five elements has its role in ensuring the privacy of data and content of the 

firm and its users. We can see that various privacy elements are addressed in this 

model, including the potential for privacy violations, privacy rights, protecting privacy, 

privacy autonomy, and relevant privacy policies within firms.  

2.5.3 53$¶V impact on digital ethics 

Based on a study conducted by Kovanen (2020), digital ethics has two sides, one 

where RPA, as part of the digital ethics framework, behaves in an ethically 

questionable manner. These programs often behave in ethically questionable 

manners, called algorithm bias, where the SURJUDPPHU¶V bias is evident in (i) the 

finding of the program or  (ii) training data bias where the training data has inherent 

discriminations and discrepancies (Beerbaum, 2020; Kovanen, 2020). The second 

ethical side is that some business opportunities are not followed due to the lack of 

understanding of the ethicality of the RPA or the RPA ethicality is too challenging to 

ensure (Kovanen, 2020). Beerbaum (2020)  add to this by identifying various ethical 

considerations when firms implement RPA. Beerbaum (2020) states that RPA 

systems need to be transparent and accessible to ascertain the cause of actions. 

Furthermore, RPA processes should be auditable when decision-making is involved 

(Beerbaum, 2020).  Both designers and builders of the RPA process should be 
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recognised as stakeholders in the moral implication of the use and misuse of the 

programs (Beerbaum, 2020). Ultimately, the programs need to be designed to be 

compatible with the ideals of humans and their rights, freedom and dignity (Beerbaum, 

2020).  

2.5.4 Analytical perspective 

Studies have shown that the ethics surrounding the use of RPA is not yet well 

understood. There are still areas surrounding RPA and the CDR that accompanies it 

that need to be studied. From the current literature, it is evident that ethical 

considerations need to be focused on the designers of the programs more so than on 

the tasks that the program performs. The tasks performed should be subject to the 

same ethical considerations as they would have been if a human performed the tasks.  

2.6 Summation of current literature on RPA governance 

The review conducted in this section highlights the importance of governance policies 

and procedures when technology is introduced to a firm. In RPA adoption, ITG can be 

severely impacted when there are no policies and procedures to control the use and 

implementation of this technology. It can result in risks stemming from inappropriate 

use of the technology that exposes the ILUP¶V vulnerabilities. Furthermore, the adoption 

of RPA without the appropriate controls can lead to increased cybersecurity risks. This 

is due to the programs accessing and processing sensitive information. If the program 

and the program's implementation is not secure, the firm can face data breaches and 

even data losses that contravene the POPIA legislation. Finally, if a firm does not 

address the ethical challenges that stem from the adoption of RPA, risks surrounding 

the use of the program can be overlooked with dire consequences. The CDR of a firm 

entails that it documents adequate policies and procedures to address the 

digitalisation process and the increasingly digital workforce. From this, an analytical 

framework emerges, illustrated in Figure 3 in the following section.   

2.7 Rudimentary model for the governance of RPA by South African 
firms 

From the diagram below, we can see how ITG, risk management, cybersecurity, data 

protection and ethics relate to the governance of RPA. Figure 3 below is the analytical 
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framework formed by coding this literature section using Atlas.ti(8) and is referred to 

as a rudimentary model for RPA governance by South African firms. This model forms 

the basis of the findings of the study.  

Figure 3: A rudimentary model for RPA governance by South African firms 

 

This figure illustrates that RPA governance depends on all the elements of this study. 

Based on the current literature this figure shows that RPA governance is dependent 

on ITG, risk management, cybersecurity, data protection and ethics. This figure also 

indicates that ITG and risk management is associated with one another and  

cybersecurity and data protection are related to one another as well.  
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Chapter 3: Using constructivism to develop a model for the 
governance of RPA 

3.1 Chapter introduction 

This chapter represents an overview of the methodology followed to gather and 

analyse data for this study. The chapter outlines the research approach and design, 

data collection methods, population, and sampling techniques, and the research 

instruments. The chapter discusses the data analysis and interpretation and 

concludes with study limitations and ethical considerations.   

3.2 Research approach 

To address the specific research questions, a qualitative study was conducted. This 

study is an interpretive study on how the implementation of RPA impacts ITG and risk 

management, how cybersecurity and data protection is affected using RPA and how 

firms can ethically manage the digitalisation of business processes. The opinions of 

industry experts best answers these questions. 

3.3 Research design 

This study is a constructivist study based on the opinions and experiences of industry 

experts surrounding the overall purpose of this paper. Creswell (2013) writes that, in 

a constructivist study, data is collected from WKH�UHVHDUFKHU¶V�YLHZ�E\�OHDUQLQJ�IURP�

individuals' experiences and situations. Data collected in these studies are often from 

one or more in-depth interviews with the selected SDUWLFLSDQW¶V (Creswell, 2013).   

An interpretivism approach was used to examine and understand the viewpoints and 

experiences of the participants. This approach is a representational collection of data 

using interviews and observations (Dudovskiy, 2018). Due to the nature of the study, 

an interpretive approach best resulted in in-depth insights gained from participants on 

the research questions. Past studies on ethics, leadership and management that apply 

an interpretive approach are associated with a high level of validity of the primary data 

collected (Dudovskiy, 2018). By conducting interviews, an interpretivism approach 

provides understanding specific to the use of RPA and how it affects corporate 

governance for South African firms. According to Dudovskiy (2018), this approach also 
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highlights how the participants think about their problems when implementing RPA 

and how they deal with it.  

3.4 Data collection methods 

Semi-structured interviews were conducted with industry experts to understand the 

effect that RPA has on corporate governance. The aim was to explore the best policies 

and procedures for corporates actively using this tool. Interviews were best suited for 

this study as they helped gain a better understanding through exploring the 

pDUWLFLSDQWV¶ experiences, behaviours, and opinions regarding the use of RPA. The 

drawback of conducting interviews is that data saturation is expected to be anywhere 

between 10 and 15 interviews which means that the sample is limited. Data saturation 

for this study was reached after 12 interviews. This study aims to understand how 

participants develop policies and procedures when implementing RPA, which means 

that the limited sample size does not reduce the study's validity. The primary 

advantage is that the interview responses were based explicitly on experiences related 

to the research objectives.  

3.5 Population and sample 

For this study, the population consists of all firms operating within South Africa that 

implement, use, develop or distribute RPA. This can include firms from the financial, 

banking, manufacturing, insurance, mining, and retail sectors. As this is a qualitative 

study, a population sample was selected to conduct interviews. The sampling 

technique used in the study is purposive sampling where the participants were 

purposefully selected based on their individual experience on using RPA (Creswell, 

2013). The sample consisted of industry experts in South Africa, focusing on 

individuals with technology experience and adoption. Research suggests that 

conducting between 5 and 25 interviews for a constructivist study is needed to obtain 

sufficient data for the study (Creswell, 2013). This study aimed to obtain 15 interview 

participants with experience implementing and governing RPA in the firm in various 

sectors within South Africa. Ultimately, 15 interviews were conducted, and one was 

disregarded as the information from the participant did not relate to the objectives of 

this study. Table 3 below provides detail on the participants of the study.  
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Table 3: Participant profiles 

Participant Industry of South Africa Position held within firm 

1 Financial Services Chief Technology Officer 

2 Retail Chief Financial Officer 

3 Manufacturing Financial Director 

4 Investment Holdings Chief Financial Officer 

5 Manufacturing Chief Financial Officer 

6 Financial Services Finance Manager: ACMA, 
CGMA 

7 Financial Services Chief Executive Officer and 
Head of Automation 

8 Software Developer Senior Manager 

9 Software Developer Chief Technology Officer 

10 Retail and Financial 
Services 

Chief Operating Officer 

11 Mining Chief Financial Officer 

12 Retail Head of Business Process 
Automation 

13 Banking RPA Manager 

14 Banking Head of Robotics Process 
Automation 
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3.6 Research instrument 

According to Creswell (2013), participants need to be asked two broad, open-ended 

questions covering the main sections of the research. These questions typically ask 

(i) what have the participants experienced and (ii) what situations or often contexts 

have influenced experiences of this in the past (Creswell, 2013). An interview guide 

using the research conducted by Creswell was created. This contained the interview 

questions stemming from the two categories used to perform the interviews. The 

questions were semi-structured to grant the subjects more opportunity to express 

themselves and their experiences. Focusing on the two categories of question types 

ensures that the data gathered is textual and a structural description of the 

participants' experiences (Creswell, 2013). Ultimately, the data lead to an 

understanding of the collective and combined experiences of the research participants 

(Creswell, 2013).  

3.7 Procedure for data collection 

Specific individuals were approached with operational experience in adopting RPA by 

the firm. These individuals were approached via email, telephone calls and referrals 

from other contacts within the firms. The data was collected by conducting individual 

online interviews using the interview guide and recording the interview sessions. The 

laws set forth by POPIA were adhered to when collecting, processing, and storing the 

participants' data.  

3.8 Data analysis and interpretation  

Data analysis is about organising data and developing themes using a set coding 

structure (Creswell, 2013). Once the codes are developed, the data must be presented 

in figures, tables or discussion (Creswell, 2013). A qualitative data analysis tool, 

Atlas.ti, was used to conduct a narrative analysis based on the interviews conducted. 

The data analysis process involved transcribing the interviews then using ATLAS.ti(8) 

to process the data further, which determined the relevant themes and experiences 

for further interpretation. Creswell (2013) describes the steps that need to be followed 

when analysing data collected for a constructivist:  
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1. Read through the written transcripts multiple times to obtain an overarching 

meaning for the interviews.  

2. Identify any significant sentences and phrases that pertain directly to the 

participants' experiences.  

3. Formulate meanings from the transcripts and cluster the common purposes into 

common themes across all participantV¶ experiences.  

4. Integrating the themes into an in-depth discussion and description of the topic 

studied.  

5. Validating the study and the findings and including remarks from participants in 

the final description. 

Using ATLAS.ti Creswell (2013) proposes that a coding structure would be relevant in 

a constructivist grounded theory study where interviews are conducted. Based on the 

process developed by Creswell (2013), the interviews were transcribed, read through 

and then using Atlas.ti(8), essential sentences and phrases were highlighted as 

quotations. Keeping in mind the study's objectives (i.e., the governance of RPA for 

South African firms in ITG and risk management, cybersecurity and data protection 

and digital ethics), codes were assigned to each of the quotations across the 

interviews.  

Of the 14 interviews transcribed and coded, 1166 quotations, which contained 294 

unique codes, emerged. The data were initially grouped into sub-categories that better 

fit the direct objectives of the study. The sub-categories (20 in total) allowed for 

narrowing the codes into sections that allow for better data analysis. The sub-

categories were further grouped into five main categories: (i) IT governance, (ii) risk 

management, (iii) cybersecurity, (iv) data protection, and (v) ethics. These groups 

relate directly to the study's objectives, and the groupings are illustrated below. See 

Appendix A for the list of codes and groupings. 

On Atlas.ti(8), the sub-categories were assigned to each main category by using the 

prefix of the prominent category name since some elements belonged to separate 

main categories depending on the context of the discussion. Using this defining 

method, a total of 32 final codes were recorded. As an example, the below quote 

relates to one of the benefits of RPA, which is silent recording, but it also refers directly 
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to the ITG category of this study where sensitive data and processes run on the 

computer screen:  

«in our case, as a service provider, we have got this functionality or the ability of the 

software to do what is called silent recording. Where it works in the background without 

actually physically showing on the screen or showing what it is currently processing. ± 

Respondent A9 (2021) 

The following quote also relates to the benefit of RPA as being a complement to 

workers and their daily tasks, but it better links to the ethics category (not replacing 

people in businesses) and not the ITG category as shown above:  

The response is always RPA is not meant to replace employees, but it is meant to 

complement them. ± Respondent A9 (2021) 

From this, we can see that to use just one category for the benefits of RPA is not 

enough and that there is evidence to support the use of the code RPA benefit under 

two of the main categories. Table 4 below summarises how the sub-categories relate 

to each of the main categories.  

Table 4 visually illustrates the credibility of the research data by summarising details 

of the study into overlapping themes that are consistent with the scope of the research. 

Furthermore, the data is regarded as credible as 14 in-depth interviews were 

conducted with experienced respondents in various roles across a selection of 

industries in South Africa. The creditability of the data is also enhanced by the fact that 

random purposive sampling from random sectors in South Africa yielded similar 

evidence resulting in overlapping themes (Creswell, 2013). This means that the results 

and conclusion of the study, discussed in Chapter 6, are transferrable to all firms in 

South Africa that want to adopt or have adopted RPA.  
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3.9 Limitations of study 

x This study was limited to firms that actively used RPA in the business processes 

and did not consider firms that have yet to implement this technology.  

x The sample was purely South African firms, but it was not limited to firms with 

a footprint only in South Africa, as some firms did have global branches.  

x The interview guide was developed to analyse the South African operations of 

said firms.  

3.10 Ethical considerations 

An ethics clearance (number: WBS/DB1171378/417) from Wits Business School was 

obtained using the HREC Non-Medical clearance specifications. The ethics clearance 
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certificate can be found in Appendix E of this study, the participant information sheet 

under Appendix B and the informed consent form under Appendix C. 

This study does not involve questions about participants' vulnerability and does not 

cause any potential risk or harm. No demographic or other personal identifying 

information was gathered from participants as this would not impact the study's 

outcome. No information was collected on the specific organisation outside of the 

purpose of the study. Subjects' participation in the study was voluntary, and no 

incentives were offered to potential interviewees. Formal, signed consent was 

obtained before the interviews commenced. No personal information is disclosed to 

other participants in the study, and participants are not identifiable in their responses 

during interviews. The study does not contain any restricted or confidential information 

that may not be in the public domain. The individual identities of the participants and 

firms are not identifiable in the raw data set as pseudonyms are used. All the data 

collected is stored on a password-protected computer, and after five years, it will be 

destroyed. A data set backup was made on the cloud at regular intervals, accessible 

by password.  

To ensure the anonymity of participants, codes were assigned as pseudonyms to 

identify the participants. From this point forward, all participants will be referred to by 

their respective pseudonym codes (A1 ± A14).  
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Chapter 4: Study results on the governance of RPA 
4.1 Chapter introduction 

This chapter represents a presentation of the findings of the data collected. This 

chapter will be discussed per the research sub-questions developed in Chapter 1 of 

this study:  

x Findings relating to how ITG and risk management are impacted by 

implementing RPA. 

x Findings relating to ways in which the use of RPA affects cybersecurity and 

data protection. 

x Findings relating to how a South African firm can ethically manage the 

digitalisation processes when adopting RPA. 

4.2 Findings relating to how ITG and risk management are affected 
by implementing RPA 

To understand how the adoption of RPA effects ITG and risk management by South 

African firms, the study sought to establish how the ITG structure is affected using 

RPA, what governance challenges individuals in the firms faced, how risk 

management was affected and whether they experienced any change in the risk 

management strategy.  

4.2.1 Effect of RPA on ITG structures 

Participants were asked whether they have had any significant effect on the ITG 

structure of the organisation since adopting RPA. Of the 14 participants, the minority 

indicated that a change in the current governance structure is required to 

accommodate using RPA, while the majority confirmed that the existing structures are 

sufficient for the use of RPA. 

Respondent A7 (2021) indicated that a change to the ITG structure was required only 

due to the decentralised nature of the current ITG structure and the legacy systems in 

use across the businesses within the organisation structure. In contradiction to this, 

the study also finds that RPA could fit into the ITG of a firm with a fragmented ITG 

(Respondent A12 (2021)), indicating that RPA governance could fit into any ITG 
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structure. The data illustrates that the current ITG structure of firms could be sufficient 

to accommodate the use of RPA, whether the structure is fragmented or not, but that 

some considerations need to be made to ensure that the software is adequately 

controlled and monitored. Based on the data, the elements of existing ITG structures 

that could accommodate the use of RPA include user access, user roles and 

integration like with any typical computer software program (Respondent A4 (2021) & 

Respondent A11 (2021)).  

One of the considerations highlighted by the study is that firms need to ensure that 

their current ITG structure has enough controls and security protocols to 

accommodate the use of RPA.  Even if there is no formal policy for using RPA, it 

should be added to the ITG policies already in place (Respondent A6 (2021)). The 

data supports this by showing that it is expected that some changes may be required 

in the future, whether it is on policy amendments or to the structure and controls itself 

(Respondent A5 (2021)). Respondent A4 (2021) expressly indicated this by stating 

that the ITG structure was sufficient for the use of RPA but that some policies had to 

be amended to allow RPA software to access parts of the system previously accessed 

by people in the firm: 

«DFWXDOO\�KDG�WR�JR�DQG�FKDQJH�WKHLU�SROLF\�WR�DOORZ�QRQ-flesh and blood users to be 

granted access to the ERP system because their policy is restricted to only flesh and 

blood.  

On the other hand, Respondent A14 (2021) indicated that the internal controls 

department was involved in advising how the ITG structure should be adapted (if 

needed) to accommodate RPA and the risks associated with using RPA. The 

assumption was that the current controls in place for human workers would be 

insufficient for the use of RPA:  

7KH�URERW�LV�JRLQJ�WR�EH�DEOH�WR�DFFHVV�PXOWLSOH�V\VWHPV«�LI�VRPHERG\�JDLQV�DFFHVV�

to your robot, they actually gain access to multiple systems and platforms across the 

group.  

The study also finds that the opposite is true in that RPA needs to be governed like 

any other employee of the firm based on the current ITG structure in place, as stated 

by Respondent A9 (2021) below: 
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« the same governance that you provide to an employee in terms of what systems 

WKH\�FDQ�DFFHVV�DQG�VR�RQ��WKDW�DOVR�DSSOLHV�«�WR�WKH�URERW�  

Respondent A2 (2021) advised that the focus of the RPA had been on implementing 

the project and not on the impact the use of the software would have on the current 

ITG structure of the firm. 

4.2.2 ITG challenges due to RPA adoption 

In this questioning section, participants were asked whether they have experienced 

any ITG challenges since adopting RPA. Of the respondents, nine came across 

various challenges, four have not encountered any ITG challenges to date, and one 

had no comment on this study section. Of the 9 participants that have come across 

some ITG challenges, some had difficulties with the people aspect of implementing 

RPA, some had IT challenges, and some had information challenges that correspond 

to the enforcement of POPIA.  

Respondent A1 (2021) indicated that they faced a challenge regarding selecting the 

process to automate using RPA. In addition to this, they also had difficulties in 

implementing controls for automated processes after RPA was implemented 

(Respondent A1 (2021)). The study indicates that firms that do not make all of the 

considerations discussed in the previous sections found that initial processes need 

the same level of controls as new processes, and building the controls into an existing 

RPA process is challenging.  

The study also finds that one of the main challenges respondents face is revolving the 

people involved with or impacted by the RPA adoption. Respondent A4 (2021) 

indicated that their challenge revolved around people not monitoring either the 

automated process or output once the RPA program is deployed to that specific 

process. The challenge is also that people did not necessarily understand the 

technology (Respondent A5 (2021)) and assumed that they would no longer need to 

be involved in the automated process (Respondent A4 (2021)). People not 

understanding RPA technology means that the framework in which RPA operates is 

not adjusted for the program to do so efficiently (Respondent A5 (2021)). The study 

finds that getting people in the business to understand what RPA is about and how 
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RPA would fit into the daily workings of the company is one of the critical success 

factors of implementing RPA.  

The study finds that firms have had ITG challenges in the form of the risk of malicious 

intent of workers that interact directly with the software and the lack of understanding 

of how the programs will work and what controls need to be in place, as indicated by 

Respondent A11 (2021) below: 

«�D�ODFN�RI�XQGHUVWDQGLQJ�RI�WKH�WHFKQRORJ\�LWVHOI�DQG�KDYLQJ�WKLV�QRWLRQ�RI«�WKH�ERWV�

doing a payment«�and potentially do a wrong payment«�Dnd the other was can 

people hack the system and essentially get the bot to do payments for themselves? 

The study finds that firms have had IT and information challenges since adopting RPA. 

Respondent A6 (2021) indicated, for instance, WKDW�WKH�ILUP¶V�(53�V\VWHP�KDG�WR�EH�

segregated from the rest of the business to ensure information security when the robot 

accessed and processed data. Another IT challenge this participant faces is ensuring 

that the servers are secure and have the necessary confidentiality and access control 

measures (Respondent A6 (2021)). In addition to access control, Respondent A7 

(2021) faced a challenge where the RPA robot would require more system access 

than any other individual allowed to have in the firm. This gave rise to policy challenges 

and additional risks that were not considered when RPA was adopted by this firm, as 

indicated by Respondent A7 (2021) below: 

«�the bot has a login like a human. And the more tasks you add to the list of the bot, 

the wider you almost have to open that user's profile. So, the question would come up, 

you know, so can this bot now do what we would not have allowed a human to do?  

Furthermore, the study finds that firms face information security challenges when 

implementing RPA. Respondent A8 (2021) indicated that the significant challenges 

faced by the firm were related to information security due to the fragmented storage 

of client information within the organisation. In addition to this, the ITG challenges stem 

from the sharing of sensitive company information. When the RPA robot is running a 

process on a computer screen, anyone with physical access to that screen will also 

gain insight into the data being processed, as indicated by Respondent A9 (2021): 
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«�that gives a challenge in the sense that you now need this physical device to be 

VHFXUH� VR� WKDW«� � VRPHRQH� Sassing by does not see any sensitive information 

processed by the bot«  

Finally, the study also finds that firms face challenges regarding the access granted to 

the RPA robots and the control of the passwords issued to the robots to perform the 

set tasks. Respondent A13 (2021) makes specific reference to access control and 

password security when the RPA �UHIHUUHG� WR� DV� WKH� ILUP¶V� YLUWXDO� HPSOR\HHV� is 

deployed to automate tasks: 

Now one of the biggest challenges I had is that each of these virtual employees«�

would need to have specific passwords created so they can access those applications 

to execute the task at hand«  

While the previous participants have faced specific governance challenges regarding 

information security, Respondent A2 (2021) addressed some of these by changing the 

organisation¶V�SROLFLHV based on the principles set forth by POPIA.  

4.2.3 The effects of RPA on risk management 

Participants were asked whether the adoption of RPA influenced their firm's risk 

management strategies or whether RPA had a specific impact on the daily risk 

management of the firm. The majority of the participants indicated that they had a 

change in the day-to-day risk management of the firm, or the risk management 

strategy had changed to accommodate RPA. The minority of the respondents showed 

no difference in risk management in the firm.  

The study finds that risk management for firms is a continuous exercise and that a 

change in risk management is not primarily influenced by the adoption of RPA 

(Respondent A1 (2021) & Respondent A3 (2021)). The respondents refer to RPA 

assisting in managing and mitigating risks once deployed into various firms. One way 

RPA mitigates risk is by having robots replace human processes, the number of errors 

in tasks decreases significantly, and efficiencies improved (Respondent A5 (2021) & 

Respondent A14 (2021)). Respondent A4 (2021) indicates that since the RPA process 

is designed to replicate the same function multiple times that it will not make any 

mistakes and that it led to a reduction in risk for the firm: 
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«where we have been able to deploy bots to perform those sort of management 

functions, or maintenance functions, backups, and «�moving things around«�it has 

actually made our lives quite a lot easier. Because once you build the process into the 

bot and the logic works perfectly, it is going to work perfectly every time.  

The study supports this theory by finding that RPA as software is developed and 

designed not to do work incorrectly. The software aims to eliminate human intervention 

and error as it is purposely built to replicate tasks (Respondent A14 (2021)).  

In addition to the above, the study finds that firms will face new risks when they adopt 

RPA. Up to this point, the focus has been on RPA being a tool used to mitigate the 

existing risks faced by firms. Respondent A14 (2021) indicated that new threats arose 

when the software was deployed since the robots now access multiple systems from 

the same point of entry and because these robots generally have more access than 

what would be granted to a single employee in the firm: 

«� if you happen to be able to access the robot, your risk is going to be very much 

higher because of its ability to access multiple systems... So, you have a much higher 

risk exposure if you happen to hack into the URERWV¶ DFFHVV�DV�RSSRVHG�WR�LQGLYLGXDO¶V�

access«� 

Respondent A8 (2021) finds that the use of RPA increased the risks faced by their firm 

due to the nature of the access to the programs. It is evident from the data that access 

management is another critical success factor when firms deploy RPA.  

In addition to access management, the study finds that control failures are a significant 

risk encountered by the firms since adopting RPA (Respondent A10 (2021)). At the 

same time, the data support this by indicating that firms need to be aware of all risk 

factors throughout the entire cycle of an RPA process for it to be successfully 

implemented, as indicated by Respondent A11 (2021): 

The risk of introducing the bots into the workplace, from a risk community perspective, 

«is obviously making sure that in the whole life cycle, (and) the risk factors are taken 

care of.  

The study highlights the risk of malicious intent of employees, also discussed in the 

previous section. Respondent A9 (2021) identifies this risk of malicious intent and 
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indicates that the workers directly involved with developing the RPA software within a 

firm pose the most significant vulnerability: 

«some people can actually manipulate them and start doing fraudulent transactions. 

And if this happens, then it can be difficult to trace if you do not have proper control of 

your RPA infrastructure.  

While the study identifies the risks firms face when adopting RPA, it also highlights 

how firms can manage these risks. Respondent A13 (2021) advised that their firm 

manages RPA risk by ensuring that the RPA process alerts the responsible parties 

when necessary. They have RPA reports and logs that can be used to identify any 

problems.  

4.3 Findings relating to ways in which RPA affects cybersecurity and 
data protection 

To understand how the adoption of RPA effects cybersecurity and data protection, the 

study sought to establish which cybersecurity aspects needed to be considered when 

deploying RPA, how RPA affected data protection and data security, where the RPA 

software accessed and processed information and finally, by determining which 

challenges the firms faced when RPA was adopted.  

4.3.1 Cybersecurity considerations for the adoption of RPA 

In this study section, the participants were asked which cybersecurity aspects were 

considered when the respective firms initially adopted RPA. Initially, some firms did 

not consider cybersecurity aspects which means some controls were absent from the 

design and implementation of the software (Respondent A1 (2021), Respondent A2 

(2021) & Respondent A14 (2021)). The study finds that after this initial implementation, 

some firms had cybersecurity considerations included as aspects of the RPA 

program's security and the platform's security on which the RPA program runs its 

tasks, as indicated by Respondent A1 (2021): 

«�we need to make sure that our client data is protected and (that) we do not have a 

weak spot in RPA as a cyber security risk.  (And) even though RPA makes it more 

secure, you still need your platform to be secure«  
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,Q�DGGLWLRQ�WR�WKLV��WKH�VWXG\�ILQGV�WKDW�VRPH�ILUPV¶�H[LVWLQJ�F\EHUVHFXULW\�SURWRFROV�DUH�

sufficiently suited for the use of RPA and that no additional vulnerabilities will arise 

from adopting the software (Respondents A3 (2021) & Respondent A7 (2021)). 

Respondent A4 (2021) adds to this by indicating that software used by the firm already 

has adequate cybersecurity protocols installed but that they do perform regular 

penetration testing on the software as an additional security measure.  

The data shows that general cybersecurity principles need to be applied when firms 

adopt RPA, similar to any other software introduced to a firm. These principles include 

firewalls and off-site recovery sites should there be operation risks, fires, or theft 

(Respondent A5 (2021)). Respondent A9 (2021) supports this by stating that the same 

cybersecurity measures used by firms on the current software used by the firm should 

be applied to the implementation of RPA as well: 

«�the same security measures that they put when they are« not using RPA would be 

the same measures that they need when they are using RPA.  

Respondent A6 (2021) is the only participant to mention a Chief Technology Officer 

(CTO), and cybersecurity was one of the focus points of the business when they 

decided to deploy RPA within the firm.  

«�cybersecurity was definitely a big consideration when we started with RP$«�RXU�

&72«ZDV�PRUH�LQYROYHG�LQ�WKDW�DVSHFW�WR�PDNH�VXUH�WKDW�ZH�GR�KDYH�WKH�QHFHVVDU\�
processes and controls in place to make sure that no data is leaked or is accessed by 

anyone that does not have the proper access. 

 

4.3.2 Data protection and data security considerations when firms use RPA 

With the introduction of POPIA regulation, it is essential to discuss the protection of 

data and data security measures used by firms. The minority of the participants make 

mention of POPIA when talking about the steps taken to ensure data protection and 

data security in the firms. Respondent A1 (2021) confirms that the software used by 

the firm could not store data after processing it, thereby ensuring that data is not stored 

on servers for anyone to access that does not have permission to access it: 

«�data protection in South Africa has now become a big thing because of POPIA. So 

that would mean that you need to limit your amount of personal data that you keep on 
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record. (RPA has the) functionality of not keeping the data DW�DOO«�OLPLWLQJ�RXU�H[SRVXUH�

RI�SHUVRQDO�LQIRUPDWLRQ�DV�ZHOO�DV�WKH�FOLHQW¶V�H[SRVXUH«  

Regarding the data protection protocols set in place when deploying RPA, the study 

finds that data security entails access control which needs to be applied to the whole 

firm, including the RPA robots. The data indicates that the existing data governance 

policies are sufficient for some firms to secure data when RPA is adopted (Respondent 

A8 (2021)). Respondent A3 (2021) expressly indicated that access control was the 

primary consideration for their firm and that the deliberations made included the policy 

around what access the RPA should be granted to perform the tasks it was designed 

for: 

«�one of the most important aspects of data security for the use of RPA is that access 

control. You need to make sure that the access you provide the bot with is the access 

that you want it to have and that it does not have access to things and data that it has 

not meant to have access to.  

The study also indicates that firms need to formulate or amend data protection policies 

to provide guidelines for using RPA within that firm.  Respondent A2 (2021) suggests 

that firms need to ascertain whether the use of RPA will breach any of the overarching 

security protocols in the current policy before the software is adopted. According to 

Respondent A14 (2021), RPA needs to be governed similarly to employees of the firm 

since the robots will be used to replace the processes previously performed by the 

employees: 

«�the robot is doing the same work as an employee would be doing, and we, therefore, 

have the same controls in place regarding the storage and salvage of that data in terms 

of the firewalls that we have.  

The study finds no data security risk if a robot only processes information and does 

not store it. The risk arises when the processes need to access information stored 

outside the RPA environment. Respondent A4 (2021) indicates that should the robots 

access data in a firm's secure environment, the typical ITG policy should apply to keep 

data and the server safe. Respondent A12 (2021) supports this by stating that should 

the RPA process need to save data it accessed, the data would be governed within 

the existing policy: 
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«�where the bot access data, we are not saving data if we do not have to use it in 

another process... If we do save data, we make sure that it adheres to our general IT 

protocols of how we need to save things« 

The study highlights one of the manners in which RPA mitigates the data security risk 

by indicating that the software can process data and execute tasks without needing to 

store the data. Respondent A9 (2021) suggested that the software program used by 

the firm is primarily used in a mode where data processing is not visible on a computer 

screen, and only the process log is accessible for monitoring. According to 

Respondent A9 (2021), this method of RPA deployment is selected as it offers the 

most security on the sensitive data that the robots process: 

«ZH�KDYH«�WKH�DELOLW\�RI� WKH� (RPA) software to do what is called silent recording. 

Where it works in the background without actually physically showing on the screen or 

showing what it is currently processing. So that gives an extra layer of security in the 

sense that a human being cannot intercept some of that data.  

Additionally, the study finds that RPA software in South Africa has the functionality not 

to use the silent recording mode and instead opt for the standard processing modules 

of the program. In such instances, the firms use data encryption and credential vaults 

as cybersecurity and data protection measures (Respondent A9 (2021) & Respondent 

A12 (2021)): 

«�there is also encryption, where the data is encrypted when it is in storage. So, for 

example, a lot of the RPA providers have what we call like a vault; you store any 

sensitive data such as username and passwords for accessing certain systems« 

Furthermore, Respondent A11 (2021) indicated their firm uses encryption applied to 

processes that are executed by the RPA robots as an additional cybersecurity 

measure: 

«�you can encrypt the queues that the bot actually processes on so nobody can see 

what is actually being processed from that perspective«�  

As a final cybersecurity measure, Respondent A13 (2021) indicated that their firm uses 

virtual environments where the RPA program accesses and processes data. One of 

the main features of this virtual environment is that it has restricted access and has 
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secure access logs for anyone that accesses the tool. This helps to reduce the risk 

associated with data security when RPA is used.  

4.3.3 Data protection or cybersecurity challenges faced by firms 

This section of questioning revolved around whether firms have encountered any data 

protection challenges since implementing RPA in the respective firms. The minority of 

respondents have encountered challenges, while the majority have not encountered 

any cybersecurity or data protection challenges since implementing RPA.  

The study finds that one of the main challenges firms face is regarding users and 

segregating access to ensure they do not have the access they are not meant to have 

(Respondent A1 (2021)). The data also shows that user segregation and making sure 

that usernames and passwords are of the acceptable standard were some of the 

challenges faced by participants of this study (Respondent A11 (2021)). The data 

indicate that hosting data in the cloud presented the participants with a significant 

cybersecurity challenge as data security could more easily be compromised if held in 

the cloud (Respondent A9 (2021)).  

4.4 Findings relating to how South African firms can ethically 
manage the digitalisation process when adopting RPA 

This section of the study aimed to determine what ethical considerations need to be 

addressed when South African firms adopt RPA. The participants were asked whether 

they made any specific ethical considerations and encountered any ethical challenges. 

With unemployment being topical in South Africa, the participants were also asked 

whether they have experienced job losses or expected to come across job losses due 

to the implementation of RPA.  

4.4.1 Ethical considerations when firms deploy RPA 

In this part of the questioning, the participants were asked whether they made any 

ethical considerations before or during the use of RPA by the firm. The majority of 

participants indicated that they made specific ethical considerations, while the majority 

stated that they did not make special considerations due to the existing company 
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policy or moral culture. Some participants only discussed the impact on the 

employment of the firm.  

The study finds that since this technology is new, careful consideration needs to be 

made regarding the biases of the programmers that can filter through to the coding of 

the robots. Other data shows that firms need to consider fairness regarding using 

personal data and not exploiting the information that the robot processes to benefit the 

firm and disadvantage the other party concerned (Respondent A5 (2021)). The biases 

from the study can take the form of prejudice against race, sexual orientation, or age 

as per Respondent A1 (2021): 

Considerations need to be made for an unbiased (RPA) process where tasks are built 

without any prejudice against any race, sex, or age. And that bias is not intentional; it 

is completely unintentional, but you will not know how a bot will react to something that 

comes in that is now completely different than what it used to be«� 

The data indicates a specific ethical dilemma a firm faces when they deploy the 

software in the firm. Depending on the purpose of the RPA program, it could arise that 

it would need to log in to some systems and retrieve or deposit data files to execute 

the task. Some programs like banking platforms and websites are designed with anti-

bot software, preventing the robots from accessing the systems. According to 

Respondent A4 (2021), there are ways in which the bots can be programmed to mimic 

human inputs, which will allow the robot to access the system with the anti-bot 

software on it.  

«�VRPH�ZHEVLWHV�KDYH�WKHVH�DQWL-ERW�VRIWZDUH«�WKH�HWKLFDO�TXHVWLRQ�LV�WKDW�LI�WKH\�are 

trying to keep bots off, but you can circumvent their anti-bot software, should you tell 

them that they might as well switch the antivirus software off?  

4.4.2 The effect of RPA on the employment of firms 

In this final section of questioning, the participants were asked whether they have 

experienced job losses or are expecting to experience job losses in the future due to 

RPA. The majority of the participants indicated that they had not experienced job 

losses and could reskill or redeploy employees, and a single participant experienced 

job losses.  
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The study finds that firms have not experienced any job losses due to the employees 

being redeployed to other aspects of the organisation or reskilled depending on the 

firm's requirements. The data shows that some firms were able to take the existing 

workforce and the additional capacity created by RPA, and they were able to put these 

employees into training and assign new tasks to them (Respondent A1 (2021) & 

Respondent A12 (2021)). Respondent A14 (2021) supports this by stating that RPA 

deployment resulted in employees being reskilled and used for functions that RPA 

robots cannot perform: 

«�FXUUHQWO\��LQ�WKH�organisation, there is no job losses due to RPA. So, what we have 

done is we have looked for opportunities where we could automate and in the areas 

ZKHUH�ZH�DXWRPDWHG«�ZH�DUH�MXVW�UHVNLOOLQJ�WKH�SHRSOH�HOVHZKHUH�� 

Respondent A4 (2021) indicated that their firm is growing, but instead of hiring new 

people, they can make the current workforce more productive by adding RPA to the 

processes. This ensures that RPA does not cause job loss to the firm and increases 

the overall efficiencies of employees. Respondent A9 (2021) states that their RPA 

strategy was not to replace employees but rather to complement their current function 

within the business: 

«�53$�LV�QRW�PHDQW�WR�UHSODFH�HPSOR\HHV��EXW� it is meant to complement them. So, 

the intention iV�WR�WDNH�DZD\�WKH�PDQXDO�DQG�UHSHWLWLYH�WDVNV«�VR�WKDW��SHRSOH��DUH�

freed up to more human-like work or value-adding ZRUN« 

The study indicated that firms that did not experience any job losses due to the use of 

RPA had LQFUHDVHG�WKH�HPSOR\HH¶V�DELOLW\�WR�do tasks that they were not able to do in 

the past (Respondent A11 (2021)). This is not a strategic reskilling of employees but 

rather a natural cause when HPSOR\HHV¶ manual workload is reduced. Respondent A6 

(2021) found that they did not need to replace people as expected when they initially 

deployed RPA but rather used people in conjunction with RPA to perform the work at 

hand: 

«� GHSOR\LQJ� DQ� 53$� ERW� WR� EDVLFDOO\� SHUIRUP� FHUWDLQ� IXQFWLRQV� ZKLFK� ZRXOG� WKHQ�

replace the need for an additional UHVRXUFH«�LW�ZDV�IRXQG�WKDW�WKH�VFRSH�RI�WKH�WDVNV�

and the requirements associated with it was far wider than just manual data 

processing. So, we would still need that resource to perform certain functions that RPA 

cannot do.  
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In addition to this, Respondent A6 (2021) also states that it is the responsibility of any 

organisation to reskill and redeploy people within the firm when they decide to adopt 

RPA: 

,�IHHO�RXU�HWKLF�UHVSRQVLELOLW\�LV�WR�HQVXUH�WKDW�LQ�IXWXUH«�WKHVH�UROHV�WKDW�53$�LV�JRLQJ�

to replace, we need to either educate or enable these people to still have a means of 

income.  

The study finds that some firms could employ new skills in the firm that they would not 

have hired before. Respondent A2 (2021) indicated that since adopting RPA, they 

have eight skilled workers they would not have employed before. Some were 

redeployed from the department where RPA was used, and some were newly 

appointed.  

The reality faced by firms in this study is that even though they have not had job losses 

to date, at some point, all firms will experience job displacement in the future. This is 

mainly due to:  

x Firms are redeploying existing workers rather than appointing new ones.  

x the employees are not upskilling and changing their abilities to perform tasks 

that robots cannot do 

To counter these job losses, firms can aim to reskill workers, but this will likely not be 

a solution for all of the firm's employees (Respondent A2 (2021)):  

The intention is to upskill and train, but inevitably that is not always going to happen« 

(there will) GHILQLWHO\�EH�D�GLVSODFHPHQW�ZLWK�SHRSOH�ZKHQ�\RX�LQWURGXFH�DQ�53$«��

because you have got a lot of people that are just doing routine jobs that are not 

necessarily adding value«� 

The study finds that one of the benefits of using RPA is that the overall output of firms 

increases without increasing the workforce required for the same output volume. 

According to Respondent A7 (2021), employees are now making decisions and 

investigating problems rather than doing repetitive manual work, which RPA replaced: 

I think the benefit of RPA is to deal with increased volume without increasing people 

and to free up people to allow better utilisation of the human judgement of what is right 
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and wrong based on a processing of a transaction or what is an anomaly, or what is 

RXWVLGH�RI�WKH�RUGLQDU\«� 

One participant in the study experienced job losses, not due to the adoption of RPA, 

but RPA did enable the firm to absorb the employees' work. In this instance, 

Respondent A8 (2021) states that the business would have had to cut jobs due to the 

financial restraints on the firm at that time: 

«��� SHRSOH� ZHUH� DFWXDOO\� D[HG� EHFDXVH� RI� WKH� LPSOHPHQWDWLRQ� RI� 53$� LQ� WKDW�

particular unit. That company did not really have much of a choice, though, because 

VKDUHKROGHUV�DQG�PDQDJHPHQW�ZDV�DOVR�IRUFHG«��GXH�WR��FDVK�IORZ�WKDW�WKH\�UHDOO\�

had to do this.  

While the study finds that firms may not initially experience employment loss, it may 

be inevitable for some firms to reduce the workforce. The data shows that this impact 

on employment is not primarily in the control of the management of firms. It is also the 

responsibility of employees to ensure that they have the skills to do work that RPA 

robots cannot do. The study further finds that while RPA can improve efficiencies of 

processes and LQFUHDVH�ZRUNHUV¶�SURGXFWLYLW\, this may also enable firms to reduce the 

workforce of firms.  
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Chapter 5: An expanded model for the governance of RPA 
5.1 Chapter introduction 

In this chapter, the findings from the study concerning the elements outlined in the 

problem statement is discussed. This discussion will be structured according to the 

research questions proposed in Chapter 1.  

x How ITG and risk management are affected by implementing RPA. 

x Ways in which the use of RPA affects cybersecurity and data protection. 

x How a South African firm can ethically manage the digitalisation processes 

when adopting RPA 

This chapter develops a model for the governance of RPA for digital business in South 

Africa by focussing on each individual element of the study and concludes with a single 

combined model of the findings from the data. The model is built by using the data 

from the study and some findings are supported by existing literature.   

5.2 The adoption of RPA and its effect on ITG and risk management 

5.2.1 The effect of RPA on ITG structures 

The study focused on SDUWLFLSDQWV¶ perceptions of how their ITG structures were 

affected by using RPA in the firm. The study reveals that the main elements of ITG 

that need to be addressed by RPA governance include data management, access 

management, and general ITG. Furthermore, it was revealed that some of the benefits 

of RPA and the technology are associated with the ITG perspective of implementing 

RPA. These elements are graphically presented in Figure 4 below: 
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Figure 4: Elements of ITG concerning the governance of RPA 

 

The study finds that data management as part of the ITG strategy deployed by firms 

can involve moving some servers off-site after implementing RPA. This protects the 

data housed in the on-site servers that the robots will not access. The RPA tool could 

aid in data management by ensuring that data is always protected and secure. One of 

WKH�EHQHILWV�RI�XVLQJ�53$�LV� WKDW� WKH�URERWV�FDQ�ZRUN� LQ�D�³VLOHQW´�PRGH�ZKHUH�WKH�

process and information are not shown on the PC screen, thereby automatically 

protecting the data. Being aware of the benefits that RPA can bring to the business 

can be used by firms to enhance their ITG structure and policies.  

Access management is the second section of ITG that impacts the RPA governance 

of a firm. This part of RPA governance stems from robots gaining access to systems 

through passcodes which creates vulnerabilities in the ITG structure of the 

organisation.  The study finds the following elements of access management that 

impact the ITG of firms: 

x Password control for users across the firm 

x Credential vaults or a password safe for the usernames and passwords used 

by RPA robots to ensure no human can intervene in the RPA process 

Technology and technology advances are at the centre of the deployment of RPA. 

Firms will need to adapt ITG structures to accommodate the changes accordingly with 

technology. The study finds that selecting the right RPA technology and ensuring that 

the security built into the platform is sufficient is one of the leading considerations firms 
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in South Africa need to make when they adopt RPA. The technology should provide 

firms with the ability to offer different roles and responsibilities to people who are 

involved in the RPA process. This is supported by what Asatiani et al. (2019) described 

as ITG, where ITG is an accountability framework to encourage desired behaviour 

from employees when they use a fiUP¶V� ,7� UHVRXUFHV��This means that RPA would 

need to fit into the firms' existing ITG framework, ensuring that the RPA governance 

principles align with the general ITG principles already established by firms. Zhen et 

al. (2021), also supports this by stating that ITG ensures that other IT²related 

activities (like RPA) need to align with the existing business objectives.  

The data from the study finds that data management and access management are 

ITG management tools. At the same time, RPA technology and the benefits of using 

the technology are closely associated with ITG in a firm that adopts RPA. General ITG 

principles need to be applied when firms use RPA. All the elements (i) data 

management, (ii) access management, (iii) RPA technology, (iv) the benefits that stem 

from using RPA, and (v) general ITG form a holistic approach to ITG of a firm that 

adopts RPA. This also shows that ITG is a crucial element in the governance of RPA 

as per the purpose of this study. 

5.2.2 The effect RPA has on risk management 

This section of the study focused on SDUWLFLSDQWV¶ experience and a change in their risk 

management strategies based on the implementation of RPA. The study reveals that 

the main elements of risk management that need to be addressed by RPA governance 

include process risk, people risk, general risk considerations, COVID and technology 

risk. Furthermore, it was revealed that some of the benefits of RPA are associated 

with active risk management in South African firms, as shown in Figure 5 below: 
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Figure 5: Elements of risk management concerning the governance of RPA 

 

This study finds that one of the biggest challenges firms face is selecting the processes 

to automate. The best processes to automate are the ones that reduce the risk to the 

firm, and these processes should form part of the initial adoption of RPA within firms. 

By automating the ³EURNHQ´�SURFHVV, firms add complexities to the business and the 

RPA adoption process that does not benefit the firm. This could also result in RPA 

projects failing. According to Kirchmer (2017), RPA risks often stem from the execution 

process since there is no human intervention before the program executes tasks which 

is in line with the findings from the data. Kovanen (2020) also supports the data from 

the study by stating that all risks essentially stem from people and design when 

implementing RPA. Firms should aim to automate processes that run smoothly and 

efficiently to ensure the successful implementation of RPA.  

The study highlights one of the risks that any RPA governance policy needs to 

address. This is the risk of malicious or fraudulent intent either by the software 

developers or any person who would have access to the software at any point in time. 

These people could create codes and instructions that could benefit them (financially 

or otherwise) while not detected by the controls set for the RPA programs. The data 

indicate that RPA programs cannot go rogue by default; only poor testing or 

inadequately designed processes can cause defects in the programming. The risk that 

RPA governance policies should address should include detection mechanisms for 
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deliberate sabotage and fraudulent processes or transactions. The study also 

highlights that improper controls could FRPSURPLVH�WKH�ILUP¶V�GDWD. According to van 

Bon et al. (2007), identifying risks, as highlighted by the data above, should be one of 

the first steps in the risk management framework of an organisation. Evaluating these 

risks and setting acceptable risk appetite levels complete the risk analysis framework 

(van Bon et al., 2007).  

The data shows that the use of RPA did assist firms in managing risk during the 

COVID-19 pandemic. Having people work from home meant that their data protection 

and data security risk increased as people would access secure networks from 

unsecured local connections. The firm then deployed RPA to help get information from 

the secure servers and deliver it to employees in the required format by a simple 

prompt. Debreceny (2013) supports the data by stating that firms can use IT to mitigate 

technology risks by supporting internal controls and having processes (like this) in 

place. The study also finds that the use of RPA has reduced risk in the firms by 

increasing reporting accuracies and the protection of data that comes with the help of 

RPA.  

The data from the study finds that the risk management function in South African firms 

is a critical element that needs to be considered in the governance process of RPA. 

This risk management function is dependent on multiple individual components, 

including (i) process risk, (ii) people risk, (iii) pandemic risk, (iv) technology risk and 

(v) the benefits of using RPA as a means to mitigate other risks.  

5.3 The adoption of RPA and its effect on affect cybersecurity and 
data protection 

5.3.1 The effect of RPA on cybersecurity management 

In this section of the study, the focus was on SDUWLFLSDQWV¶ experience with aspects of 

cybersecurity and the challenges they faced when implementing RPA.  The study 

reveals that the main elements of cybersecurity need to include the security of the 

RPA program, protection RI�WKH�ILUP¶V�WHFKQRORJ\��DFFHVV�PDQDJHPHQW��GDWD�VHFXULW\��

general cybersecurity governance and cybersecurity risk, as illustrated in Figure 6 

below.  
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Figure 6: Elements of cybersecurity concerning the governance of RPA 

 

The study identified the use of RPA has potential data security and cybersecurity risk 

in their firm. In addition to this, the data shows that even though RPA does pose a 

cybersecurity risk, the programming and processes are more secure and safe than if 

they were to be used by people. The main reasoning behind this is that most 

cybersecurity breaches stem from human error. So, while RPA can introduce 

vulnerabilities to a firm, it is also used as a risk mitigation tool as fewer people are 

involved in processes that put firms at risk of breaches. Past studies support this data 

by stating that cybersecurity can be defined as a collection of tools, actions, training, 

risk management, assurance, security concepts, and technologies used to protect a 

ILUP¶V�F\EHU�HQYLURQPHQW�(Eugen & Petrut, 2018). Rajan et al. (2021) further indicate 

that cybersecurity is used to help firms protect information integrity, confidentiality, and 

availability of information. 

Based on the participants' experience, RPA can be used to ensure the privacy of the 

sensitive data of firms, whether the data be personal data or intellectual property of 

the firm. In addition to this, the data indicate that the risk surrounding cybersecurity 

and the security of information stems from the data itself VLQFH�WKH�ERWV¶�SURJUDPPLQJ�

is safe. Additionally, the study supports this by stating that the use of RPA is not a risk, 

but the data and how the RPA program accesses the data is the risk their firm faces. 
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According to the conditions of POPIA, the storing of private information need to adhere 

to all the requirements put in place by regulatory bodies (POPIA, 2013). This includes 

collecting data and safely storing the data collected, and transferring data to other 

countries (POPIA, 2013). The study finds that one way to mitigate this access and 

data security risk is to have data fed to the RPA bots meaning that the firm stays in 

complete control of what data the bot can and cannot access. The alternative is to 

KDYH�WKH�53$�URERWV�µIHWFK¶�WKH�GDWD�in the location on the server, which adds to the 

cybersecurity and data protection risk faced by firms. Formosa et al. (2021) add to this 

by stating that with cybersecurity comes the element of a right to privacy which the 

study describes as a moral concept in which a person has the right to make their own 

decisions.  

The data shows that some firms have set policies that need to be approved regarding 

data security and data protection before any RPA project can commence. Gartner 

(2021) finds that cyber vulnerabilities are among the main threats facing South African 

firms, which presents a significant challenge to the board of directors. Rajan et al. 

(2021) advise that the management of these cybersecurity challenges can be 

enhanced by good governance supported by the board of directors. This study also 

finds that some firms do not have the necessary information to contract policies as a 

preventative measure before implementing RPA. The policies are almost always 

reactive to events in the firms. 7KLV�LV�PDLQO\�GXH�WR�ILUPV�QRW�EHLQJ�DEOH�WR�XVH�D�µRQH�

VL]H�ILWV�DOO¶�F\EHUVHFXULW\�SROLF\�ZKHQ�WKH\�DGRSW�53$�� 

This study identified an additional measure that needs to be included in the 

governance of RPA, access management. The data shows that the RPA robots that 

access other systems need to be identified and verified before allowing access to the 

systems. This helps with cybersecurity in case of a breach and aids in data security. 

The study finds that firms can use the following as access management measures 

when they adopt RPA: 

x Specific role-based access control governing the URERW¶s DFFHVV�WR� WKH�ILUP¶V�

data and infrastructure 

x Credential validation when RPA robots log into systems 
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The credentials for the RPA programmes have to be stored in a secure location to 

prevent unauthorised people IURP� DFFHVVLQJ� LQIRUPDWLRQ� DQG� SDUWV� RI� WKH� ILUP¶V�

systems that they are not allowed access to.  

Based on the data from this section, the study concludes that cybersecurity is a 

primary tool used by firms to govern RPA. Cybersecurity in these firms depends 

directly on RPA security, data security and access management. In addition to this, 

the general governance principles applied to cybersecurity and the risk associated 

with cybersecurity play integral UROHV�LQ�HQVXULQJ�WKDW�D�ILUP¶V�53$�VRIWZDUH�LV�VHFXUH�� 

5.3.2 The effect RPA has on data protection 

The study section focused on how participants managed data protection and security 

when adopting RPA in their respective firms. The study finds that participants focussed 

on specific data management elements, data risk, securing the data and the 

governance of data which aligns with the regulation in South Africa, which is illustrated 

in Figure 7 below: 

Figure 7: Elements of data protection concerning the governance of RPA 

 

This study finds that firms need to know where information is to improve processes. In 

addition to firms knowing where data is stored, this study indicates that firms need to 

identify the data they will work with to manage the information effectively. One of the 

benefits experienced by firms that use RPA is that RPA is a data management tool 

firms can use. This is mainly due to the RPA program accessing and processing vast 
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volumes of data and presenting the workers with the outcome of the process. Past 

studies support the data by indicating that the data sources need to be clear and well-

defined for data management to be effective. Research by van Bon et al. (2007) 

proposes a data administration process that includes defining the data, having a data 

inventory and maintaining a data catalogue.  

This study finds that RPA needs similar governance to any other technology: 

x Governance in terms of access, integration, and user roles 

x Data governance and protection 

When RPA programmes process large volumes of data, the proper governance of the 

data is essential. van Bon et al. (2007) support the data from the study by stating that 

it is the board's responsibility to ensure that all of the elements of data are controlled 

and that appropriate policies and standards are formulated for the management of the 

data in the firm. von Solms and von Solms (2006) state that data is the most valuable 

asset of any firm and that it is the board's responsibility to ensure that there is proper 

protection in place. Gartner (2021) also found that ITG and data governance are some 

of the top threats firms face, which present significant challenges to the board of 

directors. All of which are elements that need to be considered when firms deploy RPA 

as per the data gathered in the study.  

This study finds that RPA processes can be an enabler of data security, and it is a tool 

to manage large volumes of data. Some firms use RPA as a data security measure. 

When firms deploy RPA, data gets deleted shortly after the process has run. This 

means that the data never permanently leave the original location where it is already 

secure. In addition to keeping data secure and having the appropriate policies and 

procedures to govern data in a firm, the Kovanen (2020) study supports this study by 

stating that data errors and incorrect data sets as risks that firms face when deploying 

RPA. 

The data from this study further finds that data management is closely associated with 

data protection while data governance is a cause of data protection. On the other 

hand, data security is an exact form of data protection. Lastly, for firms to actively 

manage data, they need to identify the risks associated with gathering and storing 

data. These elements, (i) data management, (ii) data risk, (iii) data security and (iv) 
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data governance, form a holistic approach to help firms protect the data it processes, 

and since data is an integral part of RPA, this data protection function is a vital element 

of RPA governance.  

5.4 The adoption of RPA and how South African firms can ethically 
manage the digitisation process when adopting RPA 

This final section of the study focused on SDUWLFLSDQWV¶ experience regarding the ethical 

considerations, ethical challenges, and the impact on the workforce when the firm 

adopted RPA. The study finds that specific ethical considerations need to be made 

when firms want to deploy RPA: education and human development, the ethics behind 

the programming of the technology, the disadvantages of using RPA, and the 

advantages that contribute to an ethical firm. In addition to this, the study also finds 

that firms need to consider the impact RPA will have on people, how RPA will affect 

employment in the firm and whether RPA could be used as a complementary tool to 

employees rather than to reduce the workforce of the firm. These elements are 

illustrated in Figure 8 below: 

 

The study indicates that education and development need to be a key consideration 

for firms as this will lessen the impact RPA has on the workforce. The study finds that 

Figure 8: Ethical considerations in relation to the governance of RPA 
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firms need to invest in upskilling their staff to automate processes rather than 

outsourcing the skills to another firm. Additionally, the RPA strategy of firms should be 

to upskill employees to better use company resources which are seen as a critical 

success factor in implementing RPA. The research by Rajan et al. (2021), in support 

of this study, finds that the two determinants of governance are resources and 

capabilities and training and development. Furthermore, Rajan et al. (2021) indicate 

that when strong alliances and collaborations are experienced within firms, there is 

also a more significant opportunity for skills development and training.  

This study highlights the importance of people in a firm when RPA is deployed. The 

study identifies that RPA risk is more people-related rather than implementation-

related. Firms need to communicate to employees the exact purpose of adopting RPA 

openly. The leading reason firms need to focus on education and human development 

when they deploy RPA is to ensure that the impact on people is limited, which also 

highlights the impact on their employment. A study by Kirchmer (2017); Kovanen 

(2020) finds that one of the main challenges facing firms when implementing RPA is 

people-related risks which supports the data from this study.  

The data from this study shows that firms still need to consider the impact that RPA 

will have on the employees and the size of the workforce of firms. The study highlights 

an interesting observation: the firms may not be eliminating current jobs due to RPA, 

but they are not quickly replacing employees if they leave the firm. This means that 

even if it is QRW�WKH�ILUP¶V�LQWHQWLRQ��VRPH future jobs are still lost to the economy. While 

it is evident that the management of a firm needs to consider the impact on 

employment, it is also essential that employees make the same consideration. Part of 

this process is to ensure that firms communicate the purpose of RPA to the workforce 

and change HPSOR\HHV¶ perspectives, and employees need to upskill and reskill, too, 

not be replaceable. Firms and employees need to understand that RPA can help 

reduce manual labour allowing employees to work on more value-adding work. Firms 

should ultimately aim to use RPA to enable employees to upskill rather than reduce 

the workforce.  

This study indicates that people and technology should work together to help firms 

grow. The data shows that RPA can enable the workforce, highlighting how RPA can 

ultimately benefit the firm. People, technology, and processes are interconnected 
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when firms deploy RPA, and equal focus needs to be applied to all three of these 

elements to ensure the successful implementation for any firm. New technologies, 

business processes, and developing employees' digital skills can foster a culture that 

helps firms recognise their digital strategy faster than competitors (Orbik & 

=R]XĐDNRYi������). Rajan et al. (2021) support the data from this study by stating that 

solid collaboration in firms positively impacts the development and deployment of the 

organisation's technological infrastructure.  

One of the most significant risks highlighted by Chapter 2 of this study and the data 

collected, other than the impact RPA has on people and employment, is the biases 

that could stem from the development and implementation of RPA. This study 

highlights the same risks and concerns when implementing RPA. The data shows that 

considerations need to be made by firms for unbiased processes where tasks need to 

be built without prejudice against any race, sex or age. The data from this study 

indicate that the fundamental rights that apply to humans also need to apply to RPA. 

Furthermore, the use of RPA should not cause any mental or physical harm to 

employees. The appropriate considerations need to be made to ensure the safety of 

a firm's workforce. The robots used in RPA do not have value systems and cannot 

make people's decisions. Thus, it is the firm's responsibility to ensure that this is 

considered when developing and deploying RPA processes. Kovanen (2020) 

identifies technology risk as algorithm bias, data errors and incorrect implementation. 

Furthermore, these RPA programs can inherently have algorithm bias, where the 

SURJUDPPHU¶V�ELDV�LV�HYLGHQW�LQ��L��WKH�ILQGLQJ�RI�WKH�SURJUDP�RU���LL��WUDLQLQJ�GDWD�ELDV, 

where the training data has inherent discriminations and discrepancies (Beerbaum, 

2020; Kovanen, 2020). In addition to this, Formosa et al. (2021) also highlights this 

bias and respect for persons and not causing phycological harm to people as some of 

the elements of ethics that a firm needs to consider. These elements are highlighted 

in Figure 9 below. 
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Figure 9: Five cybersecurity ethics principles (adapted) 

 

Source: Adapted from Formosa et al., 2021 

The data from this study indicates that the elements discussed in this section relate to 

firms' ethical considerations when adopting new technologies like RPA. The 

governance of RPA is dependent on the ethical considerations a firm needs to make. 

These ethical considerations depend on multiple individual elements: (i) education and 

human development, (ii) ethics associated with RPA, (iii) ethical risks associated with 

RPA, (iv) the impact on people, (v) the impact of RPA on employment and (vi) using 

RPA as a resource to assist the workforce rather than reducing it.  

5.5 The expanded model for the governance of RPA by South African 
firms 

Figure 3 in Chapter 2 showcases the basic model for RPA governance based on the 

research objectives of this study. So far in this chapter, these elements were explained 

in greater detail based on the study's findings. In this next section of the study, the aim 

is to conclude the results to develop an expanded model for the governance of RPA. 

The first area of study for this research was focused on RPA adoption's impact on the 

ITG and risk management of a firm. The study found that the elements each have 

independent factors influencing and guiding firms to govern RPA when adopting the 

technology. Up to this point of the study, the focus has been on ITG. The expanded 

model for the governance of RPA will reference digital governance instead of ITG. 

This shift in language is more relevant to 21st century digital business. Firms today 

refer to digital innovation and not IT innovation, they reference digital transformation 
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and not IT transformation, the focus is thus not just on IT but multiple aspects of digital 

business. Firms, therefore, govern digital business and not IT business.  

Based on the findings of this study, the digital governance policy of a firm that 

embraces RPA should include elements of data management, access management, 

general digital governance principles, the benefits derived from using RPA which 

refers to digital transformation, and the technology referring to innovation.  In addition 

to this, firms also need to provide the risk associated with RPA and the vulnerabilities 

they could face when RPA is applied to business processes. The study finds that firms 

should consider process risk, people risk, pandemic risk, technology risk, and the 

effects of RPA that could help mitigate the risks they may face.  

Figure 10 shows that even though digital governance and risk management are 

separate elements required for the governance of RPA, they are also related to one 

another and need to be addressed simultaneously in any policy about RPA.  

Figure 10: Digital governance and risk management elements for the governance of 
RPA 
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The next area of study was primarily concerned with cybersecurity and data protection 

and how these elements are impacted when firms adopt RPA. The study finds that 

cybersecurity policies should focus on the security of the RPA programs and platforms, 

data security and access management. In addition to this, the study also finds that 

general security governance principles should be applied to RPA and that identifying 

the risks associated with RPA should be identified and addressed accordingly. On the 

other hand, data protection policies for these firms should address data management 

processes, data security measures, identifying data risks and lastly, general data 

governance should be adopted as well.  

Figure 11 indicates that even though cybersecurity and data protection are separate 

elements required for the governance of RPA, they are also related to one another 

and need to be addressed simultaneously in any policy about RPA.  

Figure 11: Cybersecurity and data protection measures for the governance of RPA 

 

The final area of study was concerned with the ethical considerations that all firms 

need to address when adopting RPA. This study finds that there are multiple areas of 

ethics that firms need to address, including digital and 21st century skills of employees, 
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ethics associated with using RPA, ethical risks associated with using RPA, the impact 

that RPA has on people, the effect RPA has on employment and finally using RPA as 

a resource to assist the workforce rather than reducing it. These elements are 

illustrated in Figure 12 below.  

Figure 12: Digital ethics for the governance of RPA 

 

Adding all the elements and their focus areas provides a holistic governance overview 

of the considerations that need to be addressed when developing and implementing 

RPA in any firm in South Africa. The below model is an expanded model that was 

illustrated in Figure 3. This governance model of RPA demonstrated below 

summarises the findings of this paper in a single holistic view.   
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Figure 13: An expanded model for RPA governance in South African digital business 

 

This multifaceted model for the governance of RPA shows that firms need to consider 

multiple elements from digital governance and risk management to cybersecurity and 

data protection and digital ethical aspects when they deploy RPA. This model should 

form the basis of RPA governance for any firm within South Africa when they adopt 

RPA.  

The model identifies that firms need digital and 21st-century skills to adequately govern 

RPA. van Laar et al. (2017) finds that people need core skills which include technical, 

communication, information management, collaboration, critical thinking, creativity, 

and problem-solving as part of the digital transformation journey. People also need 

contextual skills like ethical awareness, flexibility, cultural awareness, self-direction 

and lifelong learned when they embark on the digital transformation journey (van Laar 

et al., 2017). These same skills are required to adopt and govern RPA.  



     62 

Chapter 6: Governance principles of RPA  
6.1 Chapter introduction 

The current body of literature does not adequately address the policies and 

procedures that need to be in place to ensure good governance when firms in South 

Africa decide to adopt RPA. Firms in retail, manufacturing banking and financial 

services, investment holdings and software developers are market leaders concerning 

the adoption of RPA in South Africa. This study aimed to address this by researching 

the governance principles that need to be in place for firms to implement RPA. This 

study aimed to answer the main research question to determine how corporate 

governance should adopt concerning the adoption and use of RPA. To start answering 

the main research question, the study focussed broadly on three elements of 

governance that are affected when firms adopt RPA. These elements are (i) digital 

governance and risk management, (ii) cybersecurity and data protection, and (iii) the 

digital ethical considerations firms need to address when they deploy RPA software.  

The aggregated model for RPA governance, Figure 13, was developed to showcase 

the elements of governance that firms need to consider when they adopt RPA. This 

model illustrates that RPA governance is multifaceted and that firms need to ensure 

that the RPA governance policy addresses all aspects of these elements.  

6.2 Corporate governance principles for using RPA by firms in South 
Africa 

Corporate governance in South Africa is an advanced field. Still, the information 

currently in the literature does not adequately address the governance principles that 

need to be in place specifically for the adoption of RPA by South African firms. The 

following principles are recommended by the researcher, based on the expanded 

model for the governance of RPA developed by this study, as guidance for the 

governance of RPA when South African firms adopt RPA:  

x Principle 1:  For the effective governance of RPA, firms should incorporate 

elements of digital governance, risk management, cybersecurity, data 

protection and digital ethics in the governance policy.  
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x Principle 2:  The effective governance of RPA should include access 

management and standard elements of digital governance.  

x Principle 3:  The effective governance of RPA should incorporate developing 

people and digital skills and process risk management.  

x Principle 4:  The effective governance of RPA should contain elements of RPA 

cybersecurity principles and cybersecurity risk management.  

x Principle 5:  The effective governance of RPA should include elements of data 

protection, data management and data security.  

x Principle 6:  For the ethical governance of RPA digital business should 

incorporate digital and 21st-century skills for employees. 

x Principle 7:  Ethical RPA governance should also recognise the positive and 

negative impact that RPA will have on employees and how the technology could 

be used as an employment complement in forms of collaborative technology.  

6.3 Recommendations for future research  

This study only focused on three areas of governance: digital governance and risk 

management, cybersecurity and data protection, and the digital ethical considerations 

that firms need to address in adopting RPA.  

Elements highlighted by the data but not discussed in this paper include the effect that 

change management has on the governance of RPA and the relationship between 

governing RPA and business growth. Therefore, it is suggested that further research 

be conducted to determine the effect that change management has on the governance 

of RPA and determine what relationship exists between business growth and RPA 

governance. Further research can also be conducted on other elements of 

governance and how they are influenced when firms in South Africa adopt RPA. These 

elements can include internal control, operational risks and sustainability and 

scalability.  

The RPA governance model developed in this study could be used as the foundation 

for the development of regulatory technology (RegTech) and the technology used by 

supervisory agencies (Suptech) as this model can be easily adapted to incorporate 

any other digital business tools. The application of this model to other digital business 
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tools is not covered by this study as it does not relate to the objectives developed in 

Chapter 1 of this paper.  
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APPENDIX A: Codes consolidation matrix 
Color Category Sub-Category Codes 

Ɣ Business Growth Business Growth: Business Business Growth 

Business Strategy 

Committee 

Competition 

Disruption 

Income 

Insurance 

KPI 

Money Save 

No Business Growth 

No scalable 

ROI 

RPA as a Service 

RPA Strategy 

SAAS 

Scalability 

Service Provider 

Success 

Business Growth: Process Process 

Business Growth: RPA RPA 

Business Growth: RPA 

Benefit 

Competitive Advantage 

Data Driven Decision 

Making 

Data from RPA 

Decision Making 

Digitize 

Monetise Data 

RPA Value 

Solution 

Automation 

Capacity Increase 

Gap 

Optimization 

RPA Benefit 

RPA Effect 

Reporting 
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Color Category Sub-Category Codes 

RPA Workload 

RPA work hours 

Business Growth: RPA 

Disadvantage 

Costly 

RPA Drawback 

Business Growth: 

Technology 

Technology 

Ɣ Change Management Change Management: 

People 

Ambassador 

Awareness 

Challenge 

Change Management 

Collaboration 

Comfort 

Communication 

Concern 

Culture 

expectations 

Fear 

Frustration 

Human Beliefs 

Human Judgement 

Misunderstanding 

No Trust 

Resistance 

Support 

Uncertainty 

Unknown 

Wary 

Change 
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Color Category Sub-Category Codes 

Change Management: Risk Risk 

Change Management: RPA RPA 

Change Management: RPA 

Benefit 

RPA Benefit 

Change Management: 

Technology 

Technology Change 

Ɣ Cybersecurity 
 

Cybersecurity: Access 

Management 

Access Security 

Authenticate 

Authorisation 

Password Vault 

RPA Access 

Service Accounts 

User Access 

User Role 

Validation 

Virtual access 

Cybersecurity: Data 

Security 

Penetration testing 

Firewall 

Hacking 

Security 

Lower Cyber Threat 

Cybersecurity: Governance Cybersecurity 

Cybersecurity Test 

ISO 

Parameter Security 

Platform Security 

Cybersecurity: Risk Cybersecurity Risk 

Cybersecurity: RPA 

Security 

RPA Security 

Cybersecurity: Technology AI 

Cloud 

HTTP 

HTTPS 

Ɣ Data Protection Data Protection: Business Business 
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Color Category Sub-Category Codes 

Data Protection: Data 

Management 

Data Destruction 

Data error 

Data Processing 

Integration 

no data processing 

RPA Output 

Sensitive Data Identification 

Temporary Data 

Backup of Tasks 

Data 

Data Storage 

Data Protection: Data Risk Data Risk 

Data Protection: Data 

Security 

Data Protection 

Data Transportation 

Encryption 

Information 

Information Security 

Off Premise Data Access 

Off Premise Data Security 

Data Encryption 

Cyber Threats 

Data Protection: 

Governance 

Data governance and laws 

POPIA 

Privacy 

Right to Privacy 

Confidentiality 

Ɣ Ethics Ethics: Education & Human 

Development 

Low Skill 

Not trainable 

Skill 

Training 

Ethics: Employment 

Complement 

Employment Complement 

Employment Growth 

Employment Shift 

Employment Strategy 

No Employment Change 

Ethics: Employment Impact Employment displacement 

People 
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Color Category Sub-Category Codes 

Ethics: Ethics Ethical Dilemma 

No Ethical Challenge 

Ethics: Impact on People Fairness 

Fundamental Rights 

Human Safety 

Human Value 

Human Values 

Impact 

Intention 

Knowledge Loss 

Low Salary 

Management 

Manager 

Performance Measurement 

Transparency 

Value 

Salary 

South Africa 

Purpose 

Realisation 

Ethics: Risk SA Unions 

Ɣ Ethics Ethics: RPA Benefit Development 

Digital Workforce 

Productivity 

Resource optimization 

RPA as person 

Ethics: RPA Disadvantage Not enough people 

Unemployment 

Employment Loss 

Human Bias 

No Value Add 

RPA Bias 

RPA no value system 

RPA not a Solution 

Ethics: Technology Technology 

Ɣ IT Governance IT Governance: Access 

Management 

Credentials 

IT Governance: Data 

Management 

Data Management 



     74 

Color Category Sub-Category Codes 

IT Governance: 

Governance 

Accountability 

Accounting 

Audit 

Best Practice 

Centre of Excellence 

CIO 

Controls 

Controls after Automation 

Controls Before Automation 

Controls Lacking 

Corporate Digital 

Responsibility 

Corporate Governance 

Corporate Responsibility 

Country Specific 

CSO 

CTO 

Environmental Social 

Governance 

Existing Policy 

Federated ITG 

Fragmented ITG 

Governance 

Governance before 

Automation 

Governance Challenge 

IT Framework 

ITG 

ITG Improvement 

ITG theories 

Legacy ITG 

No Centre of Excellence 

Overarching ITG 

Policy 

Preventative Controls 

Principle 

Process Documentation 

Protective Controls 

Regulation 
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Color Category Sub-Category Codes 

RPA testing 

Segregation of Duties 

Segregation of Tasks 

Testing Environment 

User Acceptance Testing 

Virtual Infrastructure 

Ɣ IT Governance IT Governance: RPA Implementation 

On Premise RPA 

Design 

Instruction 

No RPA 

Limit 

RPA not intelligent 

automation 

IT Governance: RPA 

Benefit 

Internal Use of RPA 

Silent Recording 

IT Governance: Technology Equipment 

ERP 

Infrastructure 

IT 

Load Balancer 

Machine Learning 

no IT challenge 

Not in IT 

RPA is software 

Technology 

Not Priority 

Redirect Digital Workforce 

Slow 

Ɣ Risk Management Risk Management: COVID Work From Home 

Risk Management: People Fraud 

Malicious Intent 

Deliberate Sabotage 
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Color Category Sub-Category Codes 

Risk Management: Process Complex 

Complex Process 

Monitoring 

Process Defined before 

RPA 

Process Selection 

Simplicity 

Duplication 

Operational Risk 

Continued 

Continued Checks 

Human Intervention 

Input Accuracy 

Process Inefficiencies 

Process Loss 

Process Risk 

Oversight 

RPA Process 

Process 

Process Management 

Reactive Process 

Repetitive process 

Risk Management: Risk Risk Appetite 

Risk Assessment 

Risk Management 

Risk register 

Failure 

Incorrect Implementation 

no IT Risk 

Restrictions 

Proactive 
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Color Category Sub-Category Codes 

Ɣ Risk Management Risk Management: RPA 

Benefit 

Anomaly Detection 

Error Logs 

Error Reduction 

Exception Management 

Human Error 

Improvement 

No Human Intervention 

Process accuracy 

Process Efficiency 

Robot Segregation 

Standardisation 

Risk Mitigation 

Alert 

Exposure Limitation 

Reliability 

Risk Management: 

Technology 

RPA Risk 

Connectivity Risk 

IT risk 

Vulnerability 

Not on Physical Machines 
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