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ABSTRACT

In many computer applicatiens, it is necessary to ensure that the
probability of failure is as low as possible. The degree of
reliability required of the system is determined by its applica~
tion. Righ rellability is parkicularly important in systems where
computer failure could leed to loss of life, er to injury, or to

financial loss.

Much research has endeavoured to develop techniques for reducing
the probability of compubter failure. "In this dissertation, such
techniques are deseribed and discusswd. h

The dissertation proceeds to deseribe the developmeni of an ex~
perimental fault-tolerant ‘computar system which is \‘slu‘fficiently
flexible to allow the examination of ' several techniques for
achieving high reliability. Pafticular issues arising from the
application of the techniques of triple-modular redundescy -and
software—implemented fault-tolerance to the system are discussed.
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Chapter 1 - INTRODUCTION

1.1 Istrodugtion

Since the early use o. computers in which they were installed
primarily to produce answWers to numericel problems, they have be~
come -integrated more and more into our everyday envirosment. We
can now find them in a variety of forms, strapped to our wrists,
installed in our cars, and suspended hundreds of kilometers above

us. -

With - computers .taking such an active part in our lives, their
failure can often cause dangerous situations, where death, injury
or finéngial loss cén vesuli. Opnsider, <for exs3ple, a nuclear
power plunk, controlled by =8 process system usidg a aeries of
digital computers. The failure of a computer can clearly be very
serious, and it is naturally desirable to prevent such situations
from arising: This - has .led to much work in designing computer
systems which are as relinble as possible. N

1.2 Minimization of Computer-related Dengerous Situations

Three main philosophies have emerged for the minimization of
computer-related danger, These may be summarized as:

~ Fault avoidance
~ Fall-safety
~ Fault tolerance

3.2.1 Fauli Avoidarge

An  obvious way of preventing computers from causing harm to the
plant, or to the epvironment which they control, is to make sure
that they never fail! The philesophy which attempts to accomplish
this goal is known as "fault avoidance".

Fault avoidance requires that the physical components of a com~
puter system, and their assembly methods, are as perfect as pos-—




Shapter 1 INTROBUCTION

sible. The cost of obtaining near-perfect components is often ex-
cessive, and meintenance staff must be continuously available
because the system ceases to operate upon first failure. So,
feult-avoidance techiiques are clearly expensive apd imperfect
{11, end may consequently not result in adequate reliability.

1.2.2 Fail-Safety™

- o
In view of the-problems relating o’ the design of perfect sys—
tems, the emphasis in reseuc¢ch has-.focused on ensuring that com~
puter failures do not lead to harm if and when they occur. This
leads to another philosophy, namely that of "fail-safety”.

To achieve. fail-safety, it is necessén‘y that when & computer ays—
tem ceases to operate, it does so in such a manner that it can
have no harwful effect on the environment over which it has . in—
fluence., A particularly gdod example of the application of fail-—
safety techniques can be found in the area of railway signalling.
If the system which manipulates the signals of a railway
system fails, then all affected signals are set to STOP, so that
traine in the avea come to a halt, and hence avoid collision or
derailment.

1.2.3 Fault Tolerance o !

There are  situations, however, where the removal of the
computetr from a system cannot be accomplished without
undesirable side~effects.

In many industrial pracesses, loss of conirol spells ruin of
the product, with tiie additional possibility of permanent damage
to equipment. In such a circumstance, a fail-safe end to
control does little to prevent considerable financial loss.

An even worse case may be cunsidered: the failure of a fly-by~
wire aircraft cunbrol system (one in which contre) signals to the
aircraft take the form of electrical signals rather than
mechanical 1links) could lead to the loss of the aircraft and

o . FRER YR V)




Chapter 1 INTRODUCTION

crew, Mechanical back-up systems may be used in certain
cases, but experimental sircraft are being developed which
depend entirely upon the fast and accurate capabilities of a
computer to maintain controllability (2}.

In the case of remote equipment,. such as weather monitoring
stations and satellites, 1t is' not possible to effect early
repair . should the computer system fail., Unless self-repair
and/or graceful degradation facilities are built into the
system, use of the system is totally lost when a fault oceours.
Once again, therefore, feil-safety is inadequate,

There is consequently a need for computer ‘systems  which
operate even . when there are faults in the system. This ieads
to the concept of “fault-tolerance”, which has been defined
as "the ability of a sgystem to operate correctly igl the

presence of faults" [3), and is the central - topic of this
dissertation.

1.3 Investigetions into Faulb-Tolerange

Over the past decade, much research effort has been dedicated to
the development of fault-tolerant computer systems, and this

has resulted in a large number of techniques being proposed as
suitable for particular applications.

By definitien, a fault-tolerant system must be designed assuming
that some components will fail. The key ingredient in all fault-
tolerance techniques is therefore redundancy - of information,

resources and/or time. The type and extent of the redundancy
employed in the system depends on the technique used, as well as
on the intended application. The techniques of fault-tolerance
fall into two locsely defined categories:

- replication

back-up
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1.3.1 Replicoation
Prom the literature, ‘"replication” is evidently the most popular

technigue being used todey. Mapy identical or similar units are
used, and sll fault—free units ars active, that is to say, they
" contribute to the operation of the system as a whole, When a
unit’s failure is detected, the system attempts to reconfigure
with one unit less. Hence, execution timé might lengthen, but all

essential services are maintained.

1.3.2 Back-up hY

“Back-up" is the second widely used technique (See fig, 1). In
this approach, only ¢ \;:15 is opernational, while one or maore
units asre available @ .,myfl. - If the spare units are powered in
the idle state, the * ljygtem is referred to as "hot" back-
up. Sometimes, unpokereq mgi'ares are wsed, 4in an attempt to lower

the spare failure rate.v““ﬂe units are connected to the process
through a switching mechantsm that keeps only one active at &
time. The active processot performs comprehensive self-checking,
and is switched out when faulty.

N

]
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Ghapter 1 INTRGOUCTION

D

SWITCH

PROCESS

PIGURE ) - The Hot Back-~Up Configuration [4]

An  extended version of hot back-~up, khown as "pair-and-a-spare"
may also be implemented (See fig. 2). In this; the active and
back-up units each consist of two modules, thus forming e
tightly-coupled unit capable of reliable gelf-checking.
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PRIMARY PRIR

MASTER
HOOULE
L0

CHECKER
HODULE

INPUT QUTPUT
SECONOARY PRIR

HASTER
HODULE
TIITLEL

CHECKER

MOOULE

FIGURE 2 - The Pair-and-a-Spare Configuration [§)
1.4 Research Ptoject Objectives

Thie project had two major objectives. Firstly, it aimed te gen—
erate insight into the field of fault-tolerance, and
secondly +to  produse a flexible expsrimental system which could
be used for studying various fault-tolerance techniques.

It was felt that at this stage in the developwent of fault-
tolerant systems, little practical experience exisis, creating a
need for the project. Howaver, the effort investigating fault-
tolerance was not simply .o facilitate the production of
the experimental system; it was also desirable to gain expertise
in the field of fault-tolerance, with a view to applying
the knowledge in future projects.

It was therefore necessary to broaden the theoretical side of
the project beyond that necessary for the production of the

| ! " ey



Lhapter 1 INTRODUCTION

experimental system. To this end, various aspects of the topic
required further attentjen, such as;

- investigations into the theory of fault-tolerance

—~ gtudy of important curreni systems, both commercially avail~
able, and undergoing development
It shouid be pointed out thet the composition of much of the ex~
perimental system developed was defined by evailable equipment
and tools. These constraints are discussed in the appropriate
place in the dissartationm.

Development of the experimental system consisted of:

- sélewtion of a representative fault-~tolerance techmique
for demonstiation of the systen

~ investigations into software enginekring techniques

- production of a suité of software modules for use in the
varioys system configurations

~ integration of the software and hardware components of the
system

~ application to & real-time, but simple servo-control system
so as to provide a live demonstration

1.6 Overview of the Bisgertation
The remainder of this dissertation covers the following areas:
Chapter 2 -~ Fault-Tolerance ~ a discussion of techniques for

achieving fault-telerance and for evaluating fault-tolerant
systems

E
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Chapter INTRODUCTION
Chapter 8 -~ Software Development Techniques - Structured
design, structured programming, deta flew techniques, top-down
design, verificetion, validation, and debugging

Chapter 4 ~ System Description - System requirements,
functional specification of the system

Chapter . 6 ~ System.Design ~ Hardware characteristics, software
requirements; functional specification of the ssftware, and
software characteristics

Chapter 6 ~ System Integration — Developmeni of the software
required for systom gontrol and testing, and implementation of
the systen

Chapter 7 -~ Conclusion ~ A brief summary of the results of the
research followed by a discussien of the more impartant
findings and conclusions as well ss unsolved issues

1.6 Summary

Because of the wide use of computers in critical applications,
it has bet¢ome nscessary for attention to be given to the
problem of computer faults. The main computer-fauli handling
techniques are

~ Fault avoidance,
-~ Fall-safety, end
-~ Pault toleramnce.

Research effort into the technique of fault tolerance has led
to many fault tolerance methods, which can be loosely divided

inte the categories of

- Replication, and
- B'EICK-\IP-
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fhapter 1 INTRODUCTION

Tie goals of the current project were to gain imsight into
the field of fault-tolerance, and to produce a flexible
experimental systém for wuse in the study of favlt~tolerance
techoiques. )

To provide a sound basis for the development of an experimental
system, an extensive study into fault tolerance was undervtaken,
and this is covered in the next few chapters.




Chapter 2 -~ FAULT TOLERANCE - AN _OVERVIEW
2.1 Introductioen

The benefits of employing fault-tolerance to computer system
design are many, but in essence, lead to reduced system lifetime
costs. In this chapter, wvarious aspects of fault-tolerance are
explored, and I, Y most eritical areas are highlighted, Many cur-
rent fault-tolerait systems are referred to, and are described in
detail in appendix L.

2.1.1 Motivation for the use of Fault-tolerance Technigques

A number of fectors have led to the development of faulb-
tolerance techniques, the most important being:

Reliability. Since maintenance and gerneral downtime costs have
risen to become & large propertion of total system lifetime cost,
it is obviously desirable that systems should be designed to fail
as seldom as posgsible,

Data integrity., Because computers are used in highly critical
areas, it is essential that data corruption is higlly improbable.

Availaebility., From a users point of view, it is necessary that
computer down-time is wminimized, especially when the service
provided by the system involves human interaction,

Graceful Degradation. Remote computer equipment must functien for
as long as posstible without repair. In the ~iireme situation
of, say, an unmenned spacecraft, no repalrs ot all are possibie;
any failure should not lead to a total wystem failure, bui merely
a drop in perlormance.

It should be nu »d that these are the mosi obvious points of
improvement  brought about through the use of fault-tolerance
techniques; other facilities which may be provided by the ap-
plication of the philosophy include:

= o DR VAR G 5y
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Chepter 2 PAULT TOLERANCE ~ AN OVERVIEW

On~line maintenance (the ability to perform repaire without
switching the system off), A fault~tolerant system would regard
the removal of a single unit as a unit failure, and continue in
its normal fault-handling mapner.

Fail-safe operation (the prevention of dangerous effects
caused by failure of the computer), fThe fpilure of a unit can be
automatically prevented from affecting the enviropment, by the
fault-handling mechanism.

2,1.2 Griterin to be Satisfied by Fault-Polerant Systems

The reliability requirements which must be imposed on a system
naturally depend on the intended application [6)}. For example,
the primary function of information storage systems is the safe
atorage of data, so such systems can tolerate short losses  of
seryice, but not date loss or corruptien. On the other hand,
telephone exchanges require high availability, 'so that users do
not have to wait for intolerably long periods vefore the required
service is provided, but it doesn't necessarily natter if a few
wrong connections are wade. In the extreme case, Ilife-eritical
systems can tolerate no failures at all.

The computer muat be capable of a recovery time (the time it
tekes the system to funcklon acceptably, after a fault) whica
is appropriate to the time-constant of the . application (a
measure of the spead of the system) (See fig. 3).

11
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FAULT TOLERANCE ~ AN OVERVIEW

k LBW INERTIﬂ“%i %
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FIGURE 3 - Time Constants of Systems (4]

2:1.3 Basic Terms and Concepts

Many differing interpretations are placed on-a numb
ond concepts used in the field of fault-tolerance
svoid misinterpretatlion of terms used in this
nore important terms and concepts are defined below:

- ¥Feult =~ any state of a computer's hardware
which could snuse bthe computer to operate
at all

incorrec

- Common-mode foult -~ a fault which affects all

systom simultaneously (for example

interference)
- Error ~ incorrect operalion of the computer
incorrect dats or to invalid actions by the computer

PR
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dissertation,
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Chapter 2 FAULT TOLERANGE ~ AN OVERVIEW

- Reliability - the probability that the computer will
operate correctly during a given lime period

— Feult masking -~ the prevention of  error propagation into
other parts of the systenm

~ Fault telerance - the ability of a system to operste‘:
correctly in the presence of faults. The nonc‘ept embodies:

— feult detection ~ the discovery of a fault

- fault recovery ~ removal of the effects of the  fault
and isolation of the faulty system component (i.e. ensuring tha¥
the component cannot exert any iufluence on the operation of thé
system as a whole) '

2.1.4 Cousas of Faults

In order to combat the occurrence of faults, it is necessary ko
kpow the way in which they arise (See fig. 4). It is often pos~.
sible to perform "preventative design" (this entails. ths wopi
struction of the system in such a way that susceptibility €a 7
faulte is minimized), which will cut down on the numbsr of
faults that must be catered for by the fault~tolersnce mechanism,

o o

o el o it e e
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SARDYRRE
O
ToaPaNERT %
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FRULY HASKTNG

[ v

FAULT RAYCIORNCE

FRULT TOLERANCE

FIGURE 4 ~ Causes of Faults [7]

In essence, the origins of faults can

categories:

i

specification faults

1

implementation faults

1

component failures

external disturbances

The way

in which these fault origins relate to

be grouped

software development cycle is shown in figure §,

into

OVERVIEW

four

the conventional
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EXERIR, BISURIEES

CONPOENT FRILIRE
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SPEEIFICAYIN ERRORS
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EXTEROR, DISTURBACES

TPLENENTATIOR BRRCRS

FIGURE 5 - Conventional Software Development ond the Origins of
Faults [8) e
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Chapter 2 FAULT TOLERANCE - AN QVERVIEW
Specification faults.

The first possible cause of specification faults is that of
hardware and software design epecification mistalies, which oe—
cur when the hardware or software has been specified in a way
thet does not meet with the requirements of the mystem. Secondly,
architectural mistakes mean that the system has been designed in
such a- way that it . is not able to perform all operations
required of it. Finally, nlgorithm nmistakes arise when an algo~
rithm implemented in the system is incorrect,

Inplementation faults,
»

Following on from the design specifications, the system is sus—
ceptible to implementation faults. These can be the result of,
firstly, . poor design, which implies that the design of the
hardware does not meet all the requirements of the specification.
Otherwise, such faults easn originate in poor component selection,
where unsuitable components have been chesen. Furthermore,
poor © constructioh of the hardware can lead to weak points in the
system, or software coding faults can lead software which ~does
not always perform ascaording to the software specifications.

Component failures,

Component failure can arise from manufacturing errors, where &
component has been lncorrectly constructed, or from component
flawg or component aging.

Externel disturbances,

Radiation is the one of the most prevalent external disturbances.
External electromagnetic fields can alter the operatiov of the
syétem s0 that it fails, Physical demage to the system can also
occur from an external gource, or unexpectedly severe environmen-
tel conditions can cause the system to fail. Finally, inap~

propriate man/machine interamctlon via contrel or waintenance

16
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Chapter 2 FAULT TOLERANCE ~ AN OVERVIEW

pavels, where the operutor has made a mistake or is not qualified
to control the system, c¢an lead to system failure,

2.1.5 Claggification of Faults

Faults- are clasgified using one or more of the following
perameters: .

- Cause ~ one.of the possibilities mentioned in szction
2.1.4, which caused the fault

- Nature - whether the fault is in the hardware or the
software

=~ Duratien - whether the fault is permapent, iransient or
pseudo-transient (e,g. pattern dependent)

~ Extent ~ the sawqunt of ‘the system which id affected by
the fault

~ .Value =~ whether the errors are determinate or. ip-
determinate (i.e. whether the orrors are always the some, aor
random)

Knowledge of these details ensbles effeective counter-measures to
be taken.

2.2 Techniques of Fault-Tolerance

As mentioned previously, redundancy forms the basis of a fauleg-
tolerant system, end this redundancy may take the form of infor—
mation redundancy, hardware rpedundancy, software redundancy
and/or time redundancy. BREach of these topics will be covered in
the following sectlions.

) H <Y
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Chapter 2 FAULT TOLERANCE ~ AN OVERVILW

2,2.) An Qutline of Fauli-Tolerance

The sequence of handling o fault begins with the detection of
an error. The aystem then attempts to diagnose the fault which
caused the errox, and prevent the damage from spreading
(confinement). Thereafter, 4t 4z necessary to reconfigure the
system to a valid state,, bypassing the faulty components, and
to continue operation - as fully as possible. Finally, if pos~
sible, repair to the faulty aomponent(s) should be.mede, thereby
ultimately restoring full capabilities to the system. In the sec—
tions which follow, the various stages involved are discussed in
depth.

Error Detection,

Faults and subsequent errors typicmlly manifest themselves as in—
valid data. To detect errors and faults, therefore, it is neces—
sary to detect invalid deta, 7Todetermine the validity of data,
two types of test are possible:

Voting
Bounds of reason

Voting. Several answers to a calculation are obtained typically
using one of two methods:
|

~ repeated calculations =~ Eaeli calculation (fer which the
result is to be validated), is performed twe or more times. The
snswers obtained in each repetition (which may be performed by
different processors), are compared, and any jnconsistency
reveals that an error has ocecurred. If exacuted on only one
proceagsor, +then this technique deteats the oeccurreénce of Tfaults
and non-determinate faults only, since a permanent, determinate
fault would manifest itself in the same way in each calculatien,
misleading the system into believing that the result is valid.
Also, if the calculatlous are to be run in separate processors,
care must be taken to ensure that the executions are staggered in
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time so that common—mode faults do not produce the same errers in
all processors.

~ duplicated calgulations =~ ¥ach celculation (for which the
result is to be validated), ip performed in two or more dif-
ferent ways (poseibly by different computers). Any discrepancy in
the results indicetes the ococurrence of an error. All types of
fault are covered by this method, but extra effort is required in
development of the algorithus, and extrae progrem storage space is
needed for the different versions of the calculation.

There are two possible ways in which the answers te these cal~
culations may be compared:

~ hardwsre - Dedicated circuits are used to compare the
results of computations. This method is fast, but requires the
addition of compenents, in¢reasing the cost and the risk of
failure - because of the extra component¢! Furthermore, in order
for hardware voting to be used, all values of data must he simul-~
taneously available. This leads to the possibility of a common-
mode fault affecting all versions of the dete in the sswe way,
causing the voter to pass the incorrect value

~ software - Vating is accomplished using a software module
Censiderable effort is alse required . in both hardware and

software voting to make the voting mechanism itself fault-
tolerant,

Bounds  of reéeson. In this tochuique, the value of a dsta ele~
ment is checked against pre-dofined limita, beyond which it is
determined to be dnvalid. The test may be applied to any data
¢lement for which bounds of reamson can be defined. The limits are
usually charaecteristics of the application, or possible con-
straints imposed by the data~typing provided by the programming
language.

19




Chapter 2 FAULT TOLERANCE - AN OVERVIEW

Fault diagnosis.

Faults that are to be tolersted by the system must be well
defined at an esrly stage, 8o that they can be specifically
catered for in the design. Such faults must be sutomatically
detected =and localized by the system, using the characteristica
of errors which have occurred, or can be made to occur, using
diagnoatic programs.

bamege Confinement.

In order to limit the effecks of o fault, it must be possible to
reset the system to a valid (correct) state after the occurrence
of a fault, so that the system does not continue producing more
and more errors.

Reconfiguration.

The system must automatically bypass defective components and
yet keep all sgystem functions, which are not dependent on the
lost component, available to the user, withs a possible
reduction in processing speoed, i

Recovery.

Data which wds found te be erroncous must be corrected. Other-
wise, recovery will be in the form of resetting to & previous
valid state (when pessible), or to s prodicted future state. An
important goal in the recovery process is that every restart must
be accomplished with a minimum recovery time, in order to mini-

mize down~time losses.

Fault Treatment and Continued service.

The system should remein in a degraded state for as short a time
as possible. If possible, the fault should be repaired or the
faulty unit replaced so that fault-tolerant operation is resumed.
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The following sections discuss the techniques used to put these
principles into practice.

2.2.2 Information Redundmney

Information redundancy is the use of more information about tke
data than is actually needed by the application.

A widely used technique for implementing information redundancy
is by the use of “data encoding". Numerous information-redundant
codes have been developed to provide for detection and, in cer-
tain tases, correction of errors. A code constructed in -such
a . way that any single error transforms & valid code into an in~
valid code is enlled a single-error detecting code. A simple form
of such error detection is the single-bit parity check., Another
type is "M-out-of-N" coding, where code words are N bits 1long,
and always contain M "1's,

A nunber of - “checksum" error-detection codes exist. The
checksum is calculated by summing the binary data that is to be
noeved from one point to another. When the deta reaches its des~
tination, the checksum is recalculated, and’'if the new value and
the one calculated previously do not mgree, then an error is in~
dicated. These codes are useful in the transfer of blocks of
data.

Possibly the most common extemsion of parity checking is the Ham~
ming error-correcting code, Hamming codes can detect double er-
rors, and correct single errors. Once a single binary error has
been detacted, it is eesily correctad by cowplementation of the
data bit in the identified position,

Fault-tolerant systems often incorporate information redundancy
inte the fault-tolerance mechanism, especlally in the memory sec~
tions of the system. In some¢ cases, however, the primary fault-
tolersnce mechanisms of the system are so effective that they
make the reliability improvement brought about by the use of in~
farmatiaon redundancy negligible.
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2.2,3 Hardwsre Redundancy

Hardware redundancy is the use of more physical equipment than is
raquired by the application.

Hardware redundancy methods may be grouped into two categeries:
~ replicetion
-~ back-up

The saddition of spare resources to either category results in
what is often called an "hybrid" aystenm.

Replication.

In the technique known as “replication”, -more than one resource
is availeble to perferm tesks required of the system. Memory,
processing, and/or input and output units mey be replicated,
depending on the requirements of the application. 41l units in
the system contribute to the operation of the system as a whole,
and may be run out of close synchronization (wlere every instruc-
tion is executed at the same time in all processors) to avoid
the effects of common-mode fuults. An example of such a system is
the Fault~tolerant Array Signal Processor [91, which uses & form
of replication to perform space-based signal processing (See ap-
pendix } for more details).

Three important forms of replication are:
- dual redundant syetems
- triple-modular redundant systems

~ gracefully-degrading systoms
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Dual Redundant Systems. One of the simplest redundant systems ie
the dual system, in which the same tasks are executed on two dif~
ferent wunits, and the outputs compared. If the outputs do not
agree, then an error is signulled., The system is incapable of
deciding which of the two units has produced the error unless
further testing is undertaken, This means that the system must
be shut down when an error occurs.

Triple~modular Redundant Systems. These systems use three units,
all performing the same calculations, ond are capable of masking
all single errors, as well as indicating which unit was respon~
sible for tha error. Furthermére, the aystems are capnble of
detecting simultaneous errors in all units, becsuse the vate will
fail. The Triplex 32 system [4) utilizes TMR (Triple Modular
Redundancy) to accomplish fault~tolerant process contrel, while
the Software Implemented Fault Tolerance [10] system applies THR
to aircraft control (See appendix 1 for detmiled deseriptions).

After a faulty unit has been pinpointed, its outputs are ignored,
while the good units continue operation as a dual system. When
the faulty unit has been repaired, it is set to a state consis-
tent with the other units, and the system returns to its original
degree of fault-toleranca.

Voting way be accomplished in either hardware (See fig. 6), or
in software (See fig. 7).
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FIGURE § - Hardwere Vating [4]
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FIGURE 7 - Software Voting [4]
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With voting, there iz somé loss of performance while data is
passed through the veting mechaniam. Xt is possible with hardware
voting, however,  to utilize parallel processing so that nmodules
in .the system are performing the nsxt aperation while “the wvotér
is fPinishing  the previous. oene.” A . more serious. drawback of

- hardware voting is that the veter components are mnprotected, and

expose -the system to a single-point failure, ~ One sblutiop is' to

tripliecdate the voters (See fig., 8), The prioblem of “commqn«mcde
faults is not overcome, however,” because data must' still be
available to each voter st the Same time.  The major advantagd of

hardware voting 48 its speed, especially in bonfrol appiications
which often vrequiré large nimbers 6f inputs and knu!:/_pui:s.

FIGURE 8 — Voter Triplication (5]~ | IR

If more than three units are used in the system, - then N-modular

redundancy is being employed, where N is the number of units.

Such replicationr way be used when inadequate reliability is

provided by the triple~modular technique. Thére are usually an
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odd number of units, so that a majority vote can always be ob-
tained.

@racefully-degrading Syutems. When the multiple units in a syatem
all perform different functions, then a gracetully—degrqdf.ng sys—
ten can he formed. Effective load sharing acrosa system
resources, and efficient communication between the units "are
necessary. When a unit fails, its load is shared among the other__;,vu‘

units. Hence, execution time increases, but 41l system ﬁTn
are maintained. In addition to utilizing the technique of’ /lpfe
woduler redundancy, the "Software Implemented Fault-ti. erunce"
(SIFT) system alsa kas the ability to degrade gracefully, because
of replicated redources. Other systems wlw.v.n are capable of
graceful degradation are the Basioc Fault-tolerant System [11] and
1y:

the Tandem transaction processing nystem [12] (See append;

Back-up. «

The fundamental idea behind the principle of back-up system&x‘is
that one unit is operational, while one or more units. wait .in
reserve. When the: active unit has failed, a replacemenf”
over.

Two. important back-up configurations are:

~ dual-redundancy with switch-over

- pair—~and-a~spare

Dual-redundancy with Switch-aver. This technigue is often Tap—q
plied in process control. A dual-redundant control system is con—
structed using two process controllers or commercial computers,.‘
with additional hardware and software to detect and recover .fiom
faults. The pair is connected te the process through a switching

mechanism that keeps one active and the other in reserve (Seé’
Tig. 9).
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odd number of units, so that a majority vote can always be ob-
tained.

Sracefully-degrading Systems. When the multiple units in a system
all perform different functiona, then & gracefully-degrading sys—
tem can be formed. Rffective 1load sharing across system
resources, and efficient communication between the units are
necessaxy. When a unit fails, its load is shared ameng the other
units, Hence, execution time increases, but all system functions
are maintained. In -addition to utilizing the technique of triple
modular redundancy, the "Software Implemented Fault—tolerance”
{SIFT) system also has the ability to degrade gracefully, because
of replicated resources. Other seystems which are capable of
graceful degradation are the Basiec Fault-tolerant System [11] and
the Tandem transaction processing system (12] (See appendix 1).

Back-up.

The fundamental idea behind the principle of back~up systems is
that one unit is operational, while one or more units. wait in
reserve.. When the active unit has failed, . a replacement takes
aver.

Two important back-up configurations are:

- dual-redundancy with switch-g

~ pair-and-a-spare

Bual-redund. with Switch-over. This technigue is often ap~
plied in process control. A dual-redundant control system is con-
structed using two process contrallers or commercial computers,
with additional hardware and software to dateet and recover from
faults. The pair is connected to the process through a switching
mechanism that keeps one active and the other in reserve (See
fig. 8).
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{

SHITCH

PROCESS

FIGURE 9 - The Dual-Redundant Configuratien [4]

The active computer executes both & control program for the ap-
plication, apd a diagnostic progrem that continually checks

for errors in the processing unit, memory and I/0  circuits.
¥hen an error is detected, the switching methanism transfers con~
trol to the reserve computer, which will have been passively
monitoring the process. The Agusta 129 helicopter flight conivel
system 13 an example of such back~up, as is the Resilient trans-
setion processing system. These are covered in some detail in ap-
pendix 1.

For fast processes, several problems make this method unsuitable,
The first problem is that errors may occur before the diagnestic
program can detect that something is wrong. Secondly, the
swltching time at computer change-over moy be too leng, causing
an unacceptable discontinuity in the control velues. Finally,
the switching mechanism could fail, causing complete loss of con-
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trol. When such fast processes are to bes controlled, techniques
that provide fauli-masking must be used.

Pair-and-a~spare. In the pair-end-a-spare configuration, four
identicel modules are organized as primary and shadow pairs of
master and checker wadules (See fig. 10).

FRIMARY PAIR *

HASTER
[ HonuLe
o

CHECKER
HOOWLE
INPUT QUTPUT

SECONDARY PRIR

HASTER
HopuLE

EunE
CHECKER

HOBULE

FIGUHE 10 - The Quad-Modular Redundant Configuration {5)

Only the primary’s mester module is capable of activating the
computer outputs. While the primary’s moster transmits datm, its
checker module compares external data and that presented to its
disabled output drivers (See fig. 11), ‘Thls technique is called
"functional redundancy checking®. If the primary's checker module
detects an error, it initiates a procedure that digables the
primary pair, and enables the shadow pair to toke over the
primary role. Systems which apply this technique are the Stratus
transaction processing system and the Intel 432 general-purpose
system (See appendix 1 for more details).
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INFUT
HASTER A CIIONAY) CHECKER
- LOGIC
ENRBLE DISRELE
g URIVER URIVER £
# § .
B F
] ]
R 7 g
I ¥
g s 9
R H
ERROR \L auTeuT ERROR

FIGURE 11 - Functional redundaney Checking [6)

Hybrid,

The essente of the hybrid system is the availebility of - spare
units to replece those that are faulty, Spares can be provided
for any sydtem in which the faulty unit asn be identified. The
purpose of providing spares is to ensure that the system {s
returned te¢ its originul feult-tolerant &tute with the minimum of
delay. The failed unit ean then be removed for repair.

2.2.4 Software Redundancy

Software redundancy is the use of more software than is required
by the application.

Software redundancy can range from the addition of amall routines
te perform validity checks on the data, to full replication of

29

R S RN P AR ).



Chapter 2 FAULT TOLERANCE - AN OVERVIEW

all software (i.e. more than one complete software system), writ—
tan by different programming teams,

There ars many possible epproaches to implementing redundancy in
software, differing mainly in complexity. Validity checks are
the simplest; in this approach, the values of key variables
in . ecalculations sre monitored to pick up any deviation from
the range of valuea that  the variebles may have,

Redundant software may be used to perform peripdic testing of
hardware, by applying algorithms to pre-~defined date with known
results: If erronecus results are produced by the. hardware, then
that particular piece of equipment is signalled as faulty.

Full .replication of software may be used . as a mgdns te avoid er-
ror propsgation, using voting, Identipal copies of the software
mey be run conourrently ih different processors (thereby includ~
ing hardware redundency as well), and the results compared.
However, global faults such as electromagnetic interference may
cauge the same error to vecur in all mets of the software. For
this reaaen, the execution of the software may be staggered
slightly in time, 8o that the same error is not induced in all
copies of the progranm.

An  expensive, but potentially relisble way of replicating
software is to have different design teams esch produce the
programs knowing only thy functienal requirements of the system.
This may even be taken no far as to have the teams use different
programming languages, In this way, it is unlikely that the sane
code will be produced, and it will also be unlikely that the
sampe programming mistakes will be made., Hence both common~mode
errors and software errors have a grenter probability of detec-
tion when such a system is in use.

Software may be used to perform the vobing invelved in
bhardware redundant systems. Each computer receives the same in-
puts, computes a result, and sends it to the other com-
puters, receiving their answers in return, The majority voted
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result is the usad for autput, This spproachk is known as SIFT
[18], and will be discussed later,

Another software~redundant fTault-tolsrance technique, called
"check~pointing", is used in seme loosely-coupled systems, in
which duplicated processors run the software at approximately the
same time, but not with atep-by-step synchronization. Software in
these -systems can periodically suspend normel program ekecution
while each systes compares its state with the statels) ‘of its
companion({s) to determine if an error has occurred since the last
check~point. If no error is detected, then the system saves its
current state, and operation resumes. JIf an error is detected,
then each system is ‘"rolled back™ to the previous (recorded)
error-free state, and proceasing continues from that peint. TIf
the same error is detected at the next check-point, the failure
is diagnosed as permanent, '

2.2.5 Time Redundangy

Time redundancy is simply the use¢ of more time than is needed to
perform only the functions required by the spplicationm. All the
fault—-tolerance techniques alrveady discussed invelve the use of
time redundancy:

~ informotion-redundant systems must always perform checks té
seée {f the data has to be corrected, Even if these checks
are performed in hardware, some delay occurs. If correction iz
needed, then further delay is required

- hardware~.adundant systems also perform correctness
tests when they reach Lthe voting stages of the each process,
so that time redundancy is alwo evident here

~ software-redundant systems cen require many times the nermal
execution time if the entire software system is replicated, If
only swall diegnostic routines are used, then only a small in-
crease in exacution time will be necesamary
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Time redundancy can be used to aid in the determination of the
nature of a fault; by repeating a caleulation, it is possible
to distinguish between permanent and transient faults.

2.3 Bvaluation of Appropriate Fault-tolerance Techniques

Bvaluation of systems js necessary to determine their suitability
for a .partieular spplication. It is clear that a wide range:of
‘techniques are availsble for incorparation intc the design of a
specific fault tolerant computer system. It is naturally impor—
tant to weigh up the veripus stiributes of each approach and ' the
trade~offs in e particular epplication, Generally, it ie epparent
that, as in all engineering, both quelitative and quantitative
factors must be considered.

2.8.1 Qualitative Techniques

Qualitative comparisons describe trade-off issnes and sgpecific
benefits of one technique or design over another. These are fac-
tors that can not be given numericsl values, and can inglude:

- verifisbility - the ability to datermine that a system
design performs the functions required of it

- testability ~ the ability to determine that a system is
opearating as it was desigpéd to operate. Additional features are

usutally incorporated to make the system testable

~ flexibility -~ the ability of n system to be used in many
different application environments

Additional points whioh are considered in system evaluation are:

~ fanlts that are covered by the system

- applications supported by the system B,
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- technology - the cu}éabilities of, and requirements for the
system depend on the technology used

2.3.2 Qusntitative Bysluation
Quantitative evaluation techniques derive values for (7):

~ . Ffault coverage ~ the probebility of detecting and
handling all faults

- veliability - the probability of survivel in the time
span {te ,t], given that the system was operational at te

- availability =~ the probability that the system is
availeble at time t

Numerous quantitative measures sre inken inte consideration in
the above evaluations, including [13]:

~ mean time to Tirst failure

~ mean time hetween failure

nean down bLime

availability

computation relinbility

computation availability

« average computation to first failure
average computation betweon fallures

1

1

1

Also important in the avalualion of a technique are:
- performance ~ including throughput and response Limes
-~ cost - including purchasing price, malitonance cost and ap~

plication engineeriny cost

Two widely used guantitative system evaluation techniguss are (7]

- combinatorial modelling
- Markov modelling (See fig. 12)
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FIGURE 12 ~ A Murkov Maodel {7]

2.4 Sumpary

The concept of fault-tolerance arises from the need to cater for
the occurrence of faults in computer systems. Different applica-
tions require different aspects of the system to be made secure
against the effect of faults,

The core principle, avound which the sequence of fsult-handling
events ks built, is that of redundancy. This redundancy may take
the form ef informution redundancy, hardware redundancy, software
redundancy and/or time redundaney.

In order to compmre the relative merits of different fault-
tolerant systems, a number of evaluation measures, both qualita~
tive and quantitutive, have been developed.

It is evident that u mejor portion of many fault-tolerant systoms
is the software which provides fault~tolerance functions. It is
clearly necegsary that this software be as reliable as possible,
so that it does not diminish the reliability of the system as &
whale. The next chapter gives a brief coverage of the technigues
of good software design, or software engineering.
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Chapter 3 - SOFIWARE DEVELOPMENT TECHNIQUES

3.1 Introductien
A major aspect in the production of anny fault-telerant computer
system is cleariy the development of reliable, well defined
software, In view:of this, vrelevant software development tech-
niques are examined in this chapter.

The epplication of conventional development practices to software
design has been shown {1l4] te lead to a 20% -~ 80X rule for the
division of resources between definition and coding (20%) and
testing and maintepance (BOX), The lack of appropriate software
design and development teocls may lead to unstructured, poorly
docunented; and error-prene programs which are difficult ko un—
derstand and expensive to¢ maintain {14]. ‘The increasing com—
plexity and extent of applications of computers has reinforced
the need for improved software development . techniques.

However, with the application of wmodern softwave éngineering
practices, reductions in software costs, increases in
programmers’' productivity and reductions in error frequency of
between 25% and 75% have been observed. Experiments indicate that
the applicetion of more aystemalic wmanagement, design and
development teckniques may lead to a 40% - 20% ~ 40% rule for the
division of cesources betwesn definition/design, coding, and
testing/maintensnce respectively [14].

3.2 Structured Deaign I

3.2.1 Design Methodologigs SN

As applied to programming, design methodolegy consists of (15] A
, .

- establishing the definition of the problem i

- specifying the data objects the software must msanipulate
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Chapter 3 SOFTWARE DEVELOPMENT TRCHNIQUES
- specifying the operations that correspond to the

manipulation of the data objects . "

- specifying the programg which must _operate, on the
defined date objects

In order to control the complexity of the development seqiyence,
it is .necessary that specificatiops are initially represented in
an abstract form, leading teo the adoption of:formal specification
systems. . :

3.2.2 Design Principles ~ Overview

The four major design principles are [15], [14]:

. ]
Specification ~ identification of aZ¥. the . functiosd that the
design must provide. Specifircaticns formally define thiey functions
and properties that a designed system must have. !‘urmaliééd

specifications are derived from the external requirements nt the

system. g

Complexity decomposition ~ a Qx‘!.ructure&}m\m-ganizatiun of intellec-
tuelly wmanegeable steps or conponents of the design. The struc-
ture of an entity is given when- the  pelationships betwsen its
components have been identified. The most widely accepted notion
of modern programming techniqyes is the introduction of good
structure into program and data design:

‘Guided design. A constrained and controlled process of construc-
tion of the design. The construction model vconsists of ' three
rules which govern the development process:

~ A program cannot be functionally specified until all jits
requirements are known

- The program’s algorithm cennot be derived until the func-
tional specifications are known
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< The environment for ‘programs and objects form conditions

which in turs may generate vequirements through data type

specifications to be satisfied by a lower level devel«gpment step
[N

. ) o s
Prsof. of correctness. JIdeally, a proof shoul? be yaféib1e~ for
every program design and every data represeptation to-.ensurs the
design is -consistent with its specifications.” - At izf-es‘en’
however, it is acecepted that this goal is nog’“ pructicall;r‘ at—
tainahle, Two types of proof are needed : :

N i
=~ Proof of the.program text . " |

~ Proaf af the data representation

Proof is considerably aided by good documentation Qtruature and’
the use of formalized * specificetions thronghout’ the' design
sequence [15]. . ,

3.3 Structured Programming

It is clear that the easigst systems to maintain are those
built up from menageably small modules, each of which is, asg far
as. possiblée, independent of the others. Phis allows them to be
taken out of the system, changed, and put back in the system
without affecting the rest of the system, . o,
In such a system, each module has its own Jjob, which it performs
only when given orders from above; it. communicates ' only with
its invoking module and with its invoked modules, te which it
will, dn turn, issue orders,

Coupling.

A good decign therefore has the least possible coupling between
modules. Three types of coupling have been defined [18):
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Data coupling. Data is passed ms part of the invocatien of the
module and as part of returning control te the invoker. The cou~
pling is improved if as fow data exchanges as possible are used.
This coupling has been found te be the best type.

Control coupling. In this form of coupling, status reports. are
passed between the invoking module and the called module,
causing- changes in the control pattern. This type of exchange
should be kept to a minimum, for ease of understanding ~f program
flow, and herce easier maintenance.

Bxternal/content/pathological coupling. This coupling arises
when the execution of a module depends extensively on another
module. Such coupling should be aveided, because of the confusion
it can create in understanding of the program,

Cohesion,

A highly cohesive module, whose parts all contribute to = single
function,  is not likely to need much coupling to other modules.
Six types of cohesion have been identified. Fram the worst to the

best, they.are [18]

Coincidental cohesion. The elements of the module cannat be
seen as achieving any definable function.

Logical cohesion. Several similar functions are combined into one
module,

Temporal cohesien. A variely of fupctions, which are executed at
the same time, are combined into one medule.

Procedural cohesion. BRach chunk or procedure of a flowchart has
been built into the same module.

Communicational cohesion., All functions in the module operate on
the same data stream,
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Functionel cohesion. The module carries out one identifigizle

function.

Structured programming involves coding programs uwsing a limited
number of control structures to form highly cohesive units ‘of
code that are easily readable, and therefore more easily tested,
maintained and modified than dodventional programs. ’

Many tools whith aid in program development are available. The
price tools are: -

=~ The strueture principle

«~ Specification extraction

- Tree structure diagrams

~.Pgeudo-code
3.8.) Strugture Theorem and Conventions [17]
The structure theorem states that any proper progréh (a
program with one entry and one exit) is equivalent to a
program {hat contuins as control structures only

«~ gequences of two or more opeérations

- condlitional branches to one of two operations (IF
condition x THEN action a ELSE ection b)

- repetition of an aperation while a condition is true (po
WHILE condition x)
A large and complex program may be developed by the &‘Q-‘
propriate nesting of these three basic structures withir - each

other. The logic flow of such a program always proceeds from the
beginning to the end without arbitrary branching.
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Two useful extensions to the three structures are

~ DO UHTIL condition x

~ DO CASE condition x

Several conventions are included as e supporting part of
structured programping. For example, satrict attention is
paid to the indentation of the gontrol siruectures on the printed
page, =so that logical relationships in the coding correapond
to the physical position on the listing., Code is segmented into
reasonable amounts (mormally one segment or funection per
page). Segmentation continues down through the entire coding
process.

The use of structured programming. should provide meny
benefits, including fewer errors in the programming process,
programs that are nearly self-documenting, and code that can be
more éasily read, modified and maintained.

3.83.2 Specification Extraction

A critical arem in the design provess is - th« establighment of
the correct aspecification for the system. All design stems
from this specification, 8o any erfors or omissions will be
propagated from ik, into the final system. Two tuols aid in the
correct specification of the system:

~ decisicn trees
- decision diagrams
Pecision Trees., (16}

Pecision trees are used as a tool to extract the correct deci-
sion logic from ambiguocus specificatlona.
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technique is to

The identify conditions, actions,
"unless", "however", “but, .. structures, greater
than/less than  ambiguities, and/or eambiguities, and un-
defined adjectives. This eatoblishes aress which must be clepred
up by the intended user of the systenm. Cnee clarification
has been completed, e vevised specification narrative ig

produced, snd a-decision tree is drawn up (See fig. 13).

CONDITION {—RETION A
CONDLTION RE—CONDITION Z~—DRCTION &
CONDITON 3_(__<_J-CONOIT10N a-—-RETION €
"~ CONGITION b -~-RETION 8
CONDITION simuumon [——ACTION D .

CONDITION 4-——RCTION [ . .

FIGURK 13 ~ A Decision Tree [1B)
Decision Diagrams,

[#1:1]

Decision dingrams (See fig.

14) are exhoustive tables of all
possibilities for every conditien. They are used to
specify exactly the action which must be taken Tor each com~

bination of conditiouns.
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Cl-condition 1 | /Z/there may be more than two

G2~condition 2 distinet values for each

C3~condition 3 ' condition

Al-mction 1 T action not taken

hZ-action 2 "% action token

)
Fiw <& = A Decision Diagram [18)]

3.3‘4'1;:53 Structure Dimgrams [18)

& us'eful, graphic repcrasentation of & structured system is ‘the

tree structure diegram. A graphic repredéntation allows easier

visunalization of the system, enabling the designer to' more

readily see improvements i» the sk%uqﬁure. Using this -system,
4 £

nodes on the disgram are ghown as rectangles, such as those which
Tollow: . ¢ E

m sbjeat A
@ @ abject B or object ¢

rvepented object D

null object
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cl—conéition 1 YivpY Y N N"/Lthara may be more t‘han twe
C2-condition 2 Y|Y|N|¥{Y|Y{N[N distinet valuea for each
¢3-condition 3 YINIYINIY NIV IN condition

Al-action 1 x| |x X[%] T S—action not taken

A2-action 2 A Ixx X% action taken

FIGURE 14 ~ A Decision Diagram {16]

3.3.4 Tree Strocture Diagrams {18}

A useful graphic representation of a structured’ systeém is  the
tree structure . diagram. A graphic repreéentation allows easiar
visualization of the syatem, enabling the designer to. more
readily see ix\npruvements to the structure.  Using this system,
nudés on the dimgram ars shown as rectangles, such as tho‘se which
Tollow:

object A
[E ohject B or object ¢

m repeatod obJject D

the null object
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Nodes are connected in & tree structure which indicates the
relationship between nodes. An example ia shown in figure 15.

FIGURE 15 —~ A Trewn Structure Diagram [18]

3,3.5 Pseudo-code

The primary purppse of pseudo~code iy to enable an in-
dividunl to expréss his thoughts in a form that uses native
language prose, but expresses the contrel flow of the program ‘in
an ungmbiguous manner. Pseudo~codé acts ms a form of program
documentation which is casy to maintain snd not excessively time-
consuming to produce.

fStructured words®, such as IF, DO UNTIL etc., and in-
dentation rules, ere usad to show contrel dependenmcy. : Natural
language phrases are used to express thoughts [17}.
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3.4 Data Flow
3.4.1 Introduction

Data flow is the technique of connecting the functions of a sys—
tem only by flows 6f the data within the pystem. Functions con-
nected by data flow ure not dependent on adjacent functions [19).
An independent job atep can execute as long as its input data is
available and it gan dispose of its output data. This ensures
that the prograw is essy to maintein,

(See appendix 2 for a more detailed description)
8:4.2 The usa of Bate Flow Yechnigues
Yhe besic teol for utilizing data flow is the data flow diagram.

A standard set of symbols is used to represent the flow of data
through the elements of a systom. The set includes:

i

functions ~ processes which operate on the data

1

flows of data

stores of data

external sourzes or sinks of data

3

off-page connectors

pata dictionaries are vsed to provide standard descriptions of
elaments in the systen.

Yo get from a deta flew dlagram to an hierarchical structure, one
starts with the rowest form of input and traces it through the
data flow until the point is reached where it can no longer be
said to be input, Likewise, the output is traced back into the
system until it cen no longer be thought of as output. The middle
piece of the system forms the transformation seetion.
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Tree structure diagrams are used to represent the hierarchical
systen. :

3.5 Top Down Design

Traditienally, top-down development involved the ordering of
development, in each design phose, from the highest level fo the
lowest level, ss shown in figure 16.

PHASES -

1 e, g. requirements defipiiion

4 ‘ e.g, functional specification
3

TIME

PIGURE 16 - Traditional Top-Down Development [20}]
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Rocently; a modifled approach to top~down system development has
been praposed {20}, The new approach essentially combines Lop-
down and bottom-up development. v

. 4
Using the new approacl, top-down degign is defined as the bec}x-
nique of producing a cripde skeleton version of & sysiem, then ad~
ding and testing more complenity, plece by piece (See fig. 17)
{21}, .
Course, and fine versiops -of the sysiem are developed in turn.
This allows phases te rpn in parallel, since design teams do not
usually coucern themsé¢lves with phases in the development other
than the one in which they specialize.

FHASES

;

2 Y
3 | £3

TIME

FIGURE 17 - Hevised Top-Down Develtnament [20]
With revised top-down development, the highest level of a systen
is vcoded and btested first., Since this unit will normally invoke

lower level unifs, dumny code wmust be subsiituted temporarily for

46
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them. Once the higher leve}s have béen &ompleted, work prouceéds
down the hierarchy until all-coding is-done. :
The major advantage in top—down development is that it avoids the
problem of interfacing many small modulés. Also, it allows users
to sse reduced versions of the system so that they can offer Com—
ments at an early stage,

The gquality of < & -sydtem produced ip this maoner should be in-
creaged through .wariier detecktion and elimination of design
probléms snd toding errors [17).

3.6 Yerifigation gnd Yalidstioen

The main objectives of the verification and validation prc
are the identificaticn and solving of software problesis and high-
rigk issues as early in the softwire life cycle as possible,

' A

3.6.1 Definitions EA

Verification - "The process of determining - whether or not the
products of & giver phase of the softwaré -development cycle ful-
£11 the requirements established in the previous phase" [22].

Validation ~ "The process of \gyaiuating softwa;e et the end of
the esoftware devolopment - process to ensure cowpliance wikh

softwares requirements” [22].

3.6.2 Yerification and Validation Criteria

The criteris are shown in figure 18, overleaf
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No to-be~determineds

¥o non-existent references
—thkple—ta No nissing spec. items
No missing functions
No missing products

Intersially
—Consistent ‘Externally
Tracedble
Satisfactory
Software k| Human Engineering

Specification E Resource Engineering
~Fepfible Program Engineering

e

—Technical
Risk Cost Schedule
” Environment

Specific
_Testable<Un anbiguous
Quantitative

Interacticn

NOTES:

— Consistency implies that a spevification’s provisions do  not
couflict with one another or with governing specifications and
eobjectives. The spacifications should be traceable so that misin~
terpretations and emballishments are esvoided.

-~ If high-risk issues are not identified, then there is & high
likelihood of disaster.

FIGURE 18 ~ Satisfactory Software Specification [22)
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3.6,3 Verification and Velidation Techniques [22}

Although nmanual techniques. for verification and validation
preveil, there is increasing development of automatic tools
which improve the -speed, reliability and.consistency of the
checking processes.

Manual techeiques. These techniques may take the form of
~ reading by someone other than the originator

=~ manual cross-referencing

i

interviews with the originator of the specification

1

chacklists
- manuai modelling in defined enviromaents
- mathematical proafs‘
Automatic techniques. These mey take the form.of @i
- automated cross-referencing. \
- automated modelling
- protatypes

3.7 Debugging (23]

It is almost csrtain that, even after the most rigourous

software development pracess, bugs will be found in the
completed system.
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The debugging process c¢bngists, in essence, of the follov‘n‘.ng:‘

~ deseribing the error

- (%) gathering data about the progrem’s bebaviour

~ hypothesizing about the cause of the érror, and taking steps
to remedy it P

W Ve

- testing the hypothesis

~ if the hypothe#is did not work, then the processes
repeated from step %)}

{See appendix 8 for more details).

3.8 Summaiy

L. v
The use of modern software design techniques improves the -quality
of the software which is produced. B \

A number of techniques may be applied to improve the Software
design process. The most useful technique is that of 4 struc- .
tured design, as edapted for programming. e N

The stsps involved while applying the technique of ;structured
programming consist of!

- complete and accurdte specification. of the requix:ed
software
~ decomposition of the specification into manageable steps

- controlled construction of the software

~ proof of the correctness of the seftware

v L e el
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At the end of each stage in the development, the results of the
stage are verified (shown to follow from the results of the
previous stage), and at the end of the design process, ‘the
software is validated (showin bto ‘comply “with the software
requirements). .

Having now covsred both an inveatigation into fedlt{-tolerance,
and a .study of software development, the followjng chapter
describes the éxperimental systém praduced t;o 'afi;in the study of
fault-toleranee techniques. . v ’ v

v




Chapter 4 ~ SYSTEM BREGRIPTION
4.1 introduction

One of the prime objectives of this project was t¢ produce a
flexible experinéntal system which could be used fo study various
fault-tolerance techniques. In order to demonstrate " its opera-
tional effectiveness, the system was to perfor. elementary real-—
time control of a servo system.

The possibility of constructing a aystem which utilized hardware
to perform faglt~tolerance functions was ruled out, for twe main

reasoansg

~ Special processor bosrds would have to be developed, or ad-
ditional boards wouid have tp be designed to ‘provide the
mechanisw for fault tolersnce. This would require excessive addi—
tional effort, and not take mdvaniage of the hardware available
from commercial sources. :

~ It was clear that thoroughly tested commércial processcr

boards would be superior to aay rapidly desigued, yet complex, ’

new hardware. . .

For these reasens, and for the obvious reason of flexibility, it
was decided that the fault-tolerance functions would be imple>
mented in software.

The path taken in the development of the system was to select a
promising fault~tolerant architectura, mnd to use that as a basis
from which other fault-toleramt configurations could be built
through minor alterations to the software.

It was decided that the triple modular configeration was ap-
propriete, mainly in view of sevaeral chavacteristics displayed by
the system (as described in chapter 2) [24].

However, the sofiware was designed und coded in a sufficiently
modular form for emall modifications to produce other system

configurations.
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)
The designed system provides a number of facilities f;;r the

tolerance of faults (See fig., 19) A |

~ Task 1/0 voting . Iy

~ Self and mubwdl teating "A ) s FRE

~ 1ime staggv:yd operation
) "

o

~ Device operatien validatien

~ Watchdog timing

~ Fault bandling : T

These will be discussed iy detail in the ¥ollowing sections.

¥
|
b
I
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4.é Detailed System nescrgp_tiz;n

The physical part of the expérimentnl system is located ip a- 12— )
card Multibus-compatible rack, although provisien is‘made for the
nodes ultimately to be 4n’ separaste racks, so improving
reliability. This facilily is asccomplished by. using B "model" of
the  MIL-STD-1553R bus communication atandard far. i‘m}er-mds con—
punication. The model-is implemented in l[the'“axperi ehtal “sysiem
using an additional'pm‘:‘txéuor and common demsry, I)che, foz: the
processing noedes to ho uepan‘tad, bug fnterface Jntrollers need
to be provided, and the soﬂzwsre slizfﬂ:l\nvmodlfx
i /

The protessing nodes in khe experimantal uyat% eachs contain an
élementary operating system which controls tho[exei:ution of tasks
and the fault-tolerance fm:i“mties. “The oper7/ing system-ensures
that tasks are ruit at the eorrect bime, chaf// they run to comple~
tion, and that test tasks are invohed -when /fhere is suffu:xent
time. i

In addition to task gontys ?\, tha aperatinw uyatem provides & num-
ber of optional routingi That the am)/iicntic tasks can wse to
perform fault-tolerant ibg- Ytput, aﬁd memdary ‘sccess, Routines
for scheduling and descheduling tasks are available,

These sdditional routines éw usod as y[aquired by the applica-
tion deaign. 7This provides the ‘i’t@o:{l!zlty, for choositig an accept-
able execution time overhead, _b»:?anceﬁ against gains in
reliability, Ca ‘ .

Kach aspect of the system is introduced ¥elow.

4.2.) Task 1/0 Voting

Task 1/0 veting is the most impovtant of the <fault tolerance
measures, and since the system ig to be used in a critical con-
trol environment, it must provide correat outputs at all times,
In order to establish the validity of the outpuis, it is neces-
sary to have not only a means of comparison between proposed out-

&6
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puts, but also s meuns for determining the correct output, Hence
three versions of eritlcal outputs are produced, and by ensuring
that =t least the majority of the processors agree on an ontput
value, the chance of an incorrect output clesrly becomes -very

{
When a tesk requires an input, it requénts the correct value from
th; operating system. The operating system routine ascertains
which type of data (input froew external devices, input from pre-
vious caleulations, ovr permanently stored data) has been

Low.

requested, and execufes an approptiste §u§routine to provide the
correct value, In the case of sensor inputs,  the subroutine may
be required to perform semsor operatisen gchecls- before it returas
an input velue. These take the f’o(iii fhdicated in the device
operation validation aection (4.2.4). If £ e required data is in
RAM, then "the subroutine writes the currectidata into any lecm-
tion found to have the incorrect value, A two-out-of-three .vote
is applied whenever there are thvee -Vhlies abaileble.

Similarly, when a task hds to gulpu¥ a vajue, it requeste the
operating systew to porform the dqlm vjalidiw checks and perform
the sctunl output operation (See fig. .20, ovérleaf).
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i~ APPLICATION

OPERATING SYSTEM

Testing

Application
Task Schedule

Local Pracessiag

Input Request

% lobtain Data

Vote

Processing

Gutput Request

Obtain Data
Vote
Perform Output

Validate

S Ende ]

Testing

Task Schedule

FIGURE 20 ~ Task I/0 Voting
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The veting operation provides three important pieces of informa-
tiom. Tirstly, an error is signalled socon after ite occurrence,
allowing the operating system to begin .appropriate action.
Secondly, the erroneoups information is marked as such, and can be
regarded with suspleion if it has to be used for further calecule-
tions. Pinally, the faulty noda is identified, and can be ignored
until it has been shown to be usable by the operating system..

There is a small possibility that tiwe or all three of the proces-
sors will £ail, -and produce inhcorrct output valves. When this
heppens, the voting mechanism indlcepes that'dt is inpapable of
resolving the dispute, and the operating pgystem attempts to
validate the system beFore it allows normal ope"ration,, to con~
tinne.

There 4s also a ,possibility that results submitted for voting
have an pecuracy tolerance, that ia to say, théy may be slightly,
but acceptably; incorrect. Such a situémph may arise, for in-
stance; when a task running iv a node gets ita input volues from
more than one sensor, ¢tausing them to be a liftle different. in
auch ceses, it 1is rocessary that the voting mechanism flags a
fault only when the three submitted values wre’unscceptably dif-
ferent from sach other. Fot this purpose, et“e'h déata element has a
tolerance value adsoeclated with 4t. The tolerance value is con-
aidered to. be zero in the default cese when none is specified,
ze that such a value nwed only be assigned to those data elements
where ine-actness is tolerable.

4.2.2 gelf and Mutual Testing

Self- and mutunl-testing of Lhe processors helps to ldentify a
Fauliy processor when 8 dispute arises, Such testing is also usnd
to forestall the occurrence of a dispute by ' Indicating o fault
before & task is undertoken by the prosessor.

&8
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The testing is done in two ¢ircumstances. Firstly, testing is
doné whenever the proces@ors are idle. This can provide =advance
warning of pending execuiion errors. Secondly, teésting is under—
tsken when the opereting. system decides that it - is necessary,
Such an operation’ will occur® when the operating system is %o
validaté an input, 6r when a fault is detected, but the operating
system is ‘wnsuré of its c\srizinﬁting processor,  or wishes to make
a more -detatled diagnosis of the faultb. )

A number of subsystem$ are tested, in particular, the memory, the
prodessor, ‘the 1/0 equipment and the inter-node communication
equipment, sz well as. any'specialized equipment the node has.’
Some of this testing is written in machine code to maintain tight
gontrol ovdr the system résources.

Self-testing  is intended fo find-. faults in the physical com~
ponents of the computer system (See appendix 4). Algorithm faults
and programming - mistakes must be removed using counventional
debugging techniques.

Brror and Fault Deteétiocn.

It is ¢lear that tests miy'be dbvised to detect virtually any er—
rer or fault. The guestion of which tests pirovide a significont
improvement in reliability, .against the rssoui‘ce'usage required,
has to be carefully considered befsre including any of them.

Various criteria e¢stablish the usefulness of a particular test,
such as:

i ~ the probability that the type of malfunction which the test
is designed to detect will actually occur, and the probability of
its detection and correction using a particular technique

ii - the probable damage that could be caused by the malfunction

$id - the cost of edditional storage and increased computing
power requirements to include the test in the system
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A form of hybrid testing is
The
uging o set, of pseudo-random
{i.e.

toward

here. system

the pseudo-exhaustive

tends to 1.

Processot Testing.

-~ conditional branch

Next, instruction  tests

parisorn of the two results.

- caomputation using known

available for comparison

Memory Testing.

is functioning correctly,

proceeds.

that all combinations of data and

- memory to register transfer,

~ recomputetion of a result by a

Testing in the Experimental System

utilized
is functionally partitioned,
numbers as data.
if the processor workload is /(Jow),
method,,

control

structions of the processor, namely

- register to register comparison

are performed,
sible processor imstructions, Two methods are possible

data, |

Once it hus been established that
testing

different
Pseudo-random data is uséd.

of

SYSTEM DESGRIPTEON

it the system discussed
and exercised
If time
this method tends
since the %robabiliiy

have |

permits

~een tried

The first items to Be tested are the core in-

)]

i

i N

testing all pos-

method, and com-

with * pre-computed ‘answers

the processor

the memory sub-system
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The memory testing procedure is as follows:

A bleck
The
if any error has occurred in the transfer.

of memory is transferred to a
checked

temporary atorage

locatioun. copy is sgainst the original to see

- Pseudo-random numbers are generated

and written into the
block of memory to be tested, .as well as unnthgr temporary
storage area. Thege dsta are compared. The test can show

up pattern dependent faults.

— A sequence of "slidipg ones" is written  into the bleck
and read back. This techniqye is included in addition te the
useé of random numbers becsuse it shows up both "stuck at'" fanlts

and cross—coupling faults, which are common .types of memory
fault. » )

-~ The original data is copied back to the memory  block,
and - this is again checked against <the duplicate,

apd Qutput Device Testing.

Input it was Dnecessary to write
specific test programs for the I/6 facilities attached to the
system.

Two situstions are possible when testing input and output:

allowed
tached to the outpui fmcility.

Testing may be to affect the devices at~

This
not in

situation is normally applicable only when the
i.e, before it to execute
Tests which affeot the attached devices
pormally run

system is

use, begins application

tasks. are therefore
system acceptance tests. The
te fully the output input
capabilities of the 1I/0 facility, performing both readback and

feedback tests if possible.

as pre-epplication

testg are sble exercise and

[:38
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- Testing is ‘not allowed to affect the devices at—
tached to the I/0 facility. '

In this case; only limited testing is possible, such as writing
to and reading from control registers without activating them,
and testing input -devices. It is also possible to produce small
output variations if the resolution of the 'system 4is such that
output.-is possible without being detrimental to "the performance
of 'the plant. .

Gommunication System Testing. Special test programs were needed
to test the communication system. Once again, the system mey or
may not be permitted to affect the outpr+ kgf tha communications
interface boeard. N

t of & vom—
munications link with another node' jor ‘testin“g purposes
only. In this case, the testing consists of passing koown

it 3s possible te arrange the estab,

messages back and forth aléng the link, as well as the use
of pseudo~random messages. All capebilities. of the 15538
facility are tested, ‘

Tests of other peripheral equipmeut need to ‘be developed as ap—
propriate for each udditienal item.

Mutual Testing. For the purposss of mutual testing, ' & node in-
structs another node nms to the test{s) it must perform, and
monitors the results. This provides added protection against the
possible misinterpretation of test results due to faulis in the

node.,

Application-Dependent fTests. Tests which are built into the- ap-
plicatjon programs may be included, at the discretign of - the

programmer. Such tests can include

- recomputation »f data by the same, an inverse or a different

process, and comparison of the results

62
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~ tests -to see if results satiyfy mathematical or physical
criteria

~ checks based on estimates of behaviour

- special tests for a particular process or machine
Acceptance Tests. Acceptance tests for the system consist of a
more comprehensive asat of taests, .plus -the more exhaustive use of
the -standard tesis. The ncceptance tests are run as part of the
preparation of the system for use.

Test Conirol.

The test control routines have two :§'\1;ctions
~ scheduling of tests
- maintenance of test records

Under no-error conditions, a standard routine of testing is
followed and test records are updated.

When ap error is detected, either by the seuf-test routines or by
other metheds, an sttempt is made to establish the causerof the
error. This is done by 4 systematic narrowing-down proceéss, using
the self-tests available. An error record, plus a feult record
where anppropriate, are generated.

4.2.3 Time Stagpared Operation

Because of the noisy enviromment in which the system may operate,
there is a high poessibility of transient faults caused by inter—
ference such as power spikes and electromagnetic noise. To mini-
mize the effects of such interference; time-staggered execution
of tasks in the three proceossors is used. Although the processors
are executing the same task at any time, this staggering ensures
that code instructions are not executed simultaneously, and
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therefore cannot be affected in the game way by common-mode in-
terference. Erroys in the results of all the tasks may occur, but
they will be different, and therefore detectable.

Setting up of skew is neeessary in two circumstances, namely
at system power—up, and when a processor must be brought back

into operation after fgju‘_Lt recovery.

Since voting is done in software, there is no necessity for. the
processurs to by brought into synchronization for this purpose.
Results for voting are mccessed by another processor, via the

asynchronous comminication system, when it is ready to do so.
There are two ways of meintaining time~staggered operation:

Staggered execution.

When using staggered execution (See fig. 21), all system clocks
are synchronized to the same "clock-time", and each task
begins at & different clock-time. This method requires  thet
all task scheduling operating system o¢alls are intercepted

and modified to the new execution time, particular to each
node, or that the task scheduling routine is rewrikten to inr
clude a different correction factor for each node. Alternatively,
all task scheduling ¢alls must be written to include  the
different execution times. This implies different mofiware for
different nodes, )
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Clock
Tiek
System ! t H H i ! { H 1 i
Glock 0 1 ‘2 K 4 5 [ 7 8 9

Node A TASK X G TASK Y

Node B ]IT‘;SK ¥ I . { TASK Y }'——
Node ¢ - TASK X TASK Y

FIGURE 21 - Staggered Execution of Tasks

Staggered Clocks.

In the staggered clock method (See fig. 22}, all system clocks
sre synchronized to the. ssme clock-time, and are then stag-~

gared by the required amonnt. - This means that the clock-time Ffor
each node ia differest.
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Pruo A 4 i i

Proc © | E #
Clack 2 3 4 5 B . 7 8 9 10 11

FIGURE 22 -~ Staggered Clocks

In thig system, iv i3 not neecessary to intertept task scheduling
calls ot to rewrite the scheduling routines, because automatie

staggering of execution times scdurs,

This means that software can be pxactly duplicated in all nodes,

The node identification detormines its clock~slagger position.

4.2.4 Bevice Operation Validakion

Routines are provided to test the state of the output devices,
ss well as nonitor the state of input devices., The oulput
devices are tested by reading back the outpuis sent to them

to see if there is any discrepancy.

Where input devices are replicated, tho values returned by them
are compared, end a note made of any discrepancies.
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the values

returned are

chevked for rensonablensss ind consistency.

13

ontput Deviece Validation.

An output channel:ds defined, - for the purposes of +this Treport,
according to figare 23.

input n/4 output
to the

channel

Systen

readback -]

D ;
ap

feedbadk “
MD

FIGURE 23 - An Outpyt Channel | :

it H i
Either or both of ithe 4/ convertsrs mmy be absent from the oute~
put channel, [

Two types of devies operation validatlon are possible:

Readback. By reading back the output applied to  the device
by the I/0 board, the system determines whether an output cir-
cuit  feult hus vecurred. This may be either due to a fault on

the 1/0 board, of o fault

the output chunnel has failed.

at the device inputs.
It is possible,

In either case,
by examining the

valus of tho incorrect output, to ldentify the type of fault =
open circuit, short circuit or in between, but this is im~
material as the device is no longer usable in any case,
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Chapter 4 SYSTEM DESCRIPTION

Feedback. If the readback signal is correct, then it is still
possible for the device' t» have failed in some area other
than the input cirecuit (such as & mechanical seéction). In this
case,  the [eedback signal is different . from that which can be
predicted from the device charact.}ristics.

Bedause the feedbnck signal to be exp“e‘cted is dependent on the
nature of the application, it is up to the application program ta
provide checks on the feedback wsignal. An expected value is
provided to the opersting system whensver an output is requested,
enabling it to decide whether an error has occurred.

If the feedback sensor itself has failed, producing invalid read-
ings, this registers as an output chardnel fallure because no con<
trol is possible. '

An  1/0 data table is kept, dinforming the system of the con-
figuration of eech output channel. The table is - consulted
whenever output is to be performed.

If the device iy such that readback of output values is not
useful, then the table informs the operating system accordingly,
and no readback is made. If readback is provided, then read-back
testing is done whenever an output- is sent %o the device,
Tests wutilizing readback can also be made when no other tasks
are being executed, or when specificully required by the operat-
ing sysbtem,

Similarly, if feedback is not present, then the operat-

ing system doea nob expect fuedback error values from the ap-
plication program.
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Input Device Validation.

4n input channel is defined in figure 24,

- : Sensor L rie
input
1/0 Plant Varicble
Bosdrg
Sensor
oo input

FIGURE 24 - An Ipput. Channel .=

If 8 porticular sensor ie @t replicated, then it is possible
to detect its failure by checking its input values for
reasonableness and consistency.

it a2 sensor is duplicated, then a fault is easier to detect,
wnd if a sensor is triplicated, then tlle_ faulty sensor is
easy to identify. In a dual input system, once a fault has been
detected, the faulty sensor mush be pin-pointed, or ne¢ useful
data can be obtained mbout that plant variable. This iden-
tification is accomplished using the roasonablencss and ‘consis-
tency tests such as those applied to single sensors,

It should be noted thot the reasonableness and consistency tesats
may fail if a sensor input value is reasonable even though it is
ingorrect, In such a case, it is impossible to detect a single
setisor fallure or to identify the faulty sensor in o dual-sensor
system,
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4.2.0 Watchdog Timing

When a processor &xecutes an lncorrect ingstruection, or .uses
incorrect data, three thinga may happen. Firstly, no incorrect
results occur {thiz is sn unlikely option). Secondly, imesrrect
résults ocour; -.. but the processor will exit the task as nor~
mal. Thirdly, the processcr may enter en  endlsuss loop, or
take an unpredictable direction of, execution.

To detect such faults, wetchdog timing is used. For this purpose,
each processor provides s .xsk~complete gignal whenever it has

completed ‘' the assigned tusk. In the first- and second cases,
the progesgor concludes its calculations, but at a time
which is likely to be complétely different to that of its
counterpsris. The time of occurrence of that processor’s
task-vomplete signal will therefore be significantly far from
the signals of the other processérs, In.the third case, a
task-complete signal may never be received from the faulty
processor., An. acceptable difference . is defined, within which

time all processors must have produced g‘esulth, oY 8n error
ig indicated.

The procedure is &s shown in figure 25.
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ProcessoriTesk ID|Completioni
Time

. co 1
write task+cemplete record

Processor

e ey

ey time 4

FIGURE 25 ~ Task Combplete Hecords

After a task is complete, each operating syslem places & task-
complete cime in a task-completion table. Fach operating system
then compares the task—complet¢ times to see if they are suffi-
ciently close. Otherwise, an error is indicated. Furthermore, the
tagk~completion allows the extra check that the processors were
executing the correct task.
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The primary use for the watchdog mechanism is to detect program
flow errors, i.e. the situation where the program
counter/instruction pointer has somehow obtained the incorrect
instruction address. This usually leads to the processor never
completing the current task, and slso to its - producing
invalid data and becoming unusable. It could clearly never
diagnose its own problems, so it is necessary for the other
proceasors tp take charge.

A secondary use for the mechanism is to detect errors that are
missed by the other mechanisms due to the value of the error
being aceeptable to them, Such a situation ean;.arise when the
processor. mistakenly arrives at the correct answer “after it
has . executed - an incorrect instruction or used incorrect
data, The overtime or undertime error exhibited by the task can
then show that something is faunlty. v

Watchdog timing thus provides a means of detecting .errors
ag:well as identifying the erring processor node,

4.2.6 Fault Haendling

Faults are detected by the self testing facility as well as by
the detection of an error by means of read-back of outputs,
watchdog tining and voting. All error data are recorded in a data
base which holds the historical faunlt manifestations and any
other data thet would help in the fault localization procedure.

Identification of the faulty node after the detection of an er-
ror is, in most cases, provided by the delection mechanigm.
Wheve this fails, the operating system instructs the nodes
to perform self- and mutual-testing to attempt to identify the
faulty node or nedes, This forms part of the diagnostic sec-
tion of fault handling. Even where the fsult has been localized
by the error detection mechanisms, it is sometimes useful for
further diagnostics to be performed so that system repairs can
be made as soon as possible, and so that full recards of failures
are available for the system designer for design improvement. If
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fault ddentification fails, them the system as a whole has
failed, and must be restarted, after suitable repairs have
been made. !

Once a fault has been detected, it is necessery that all nodes be
informed that ap erpur has occurred, which data i& sguspect, and
whiéh procesaor gr pracesserd maey have cansed the error. fThis
data -is also majintained in the error-reporting data base. This
enables healthy processors to continue without relying on pos-—
8sibly erroneous data. ’ .

Since many of the errors are likely to be caused by transient
faults, it is not advisable to shut down -2 preocessor as soon. as
it errs. Instead, the system temporarily ignores that processor,
while the opersting system restores its internal 'state to one
thet is consistent with that of the healthy 'processofs. Once
this ‘has been accomplished, aAd the processor brought back
int6é  loose skew synchronization; it may begin to execute ap-
plication tesks once more, and provide useful - input to - the

voters, A "black mark" is added 'te ‘the record  of the
procesgor, so thet a frequently erring node wdn be recog—
nized, and shut down after &n wnacceptably high number of
errors,

Once - 4 processor has been taken out of the system, it ds in-
structed to continue self testing te try and establish the
cause of its errors. If the node continues to err this fact
is recognized, and it remains out of the system. If, however,

the node seems fault-free, then it may (in response to a
status request) inform the system of its readiness to try
again. The good proceasors aid the failed processor to recover
by periodically resetting its state to one consistent with
the functional system. Then it cen perform the same aal-
culations and see if they are correct. At no time is the

node allowed to communicate spontaneously until it has been
recognized as fit to do so. It may only communicate when
specifically requested to deo so by a running processor.
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4.3 Summary
The system provides e number of facilities for the

tolerance of-faults:

- Task I/0 voting, in which both ihput and output to and from
memory, and input and output devices are compared before they
are used by the application

~ Self and mntual testing, where nodes test themselvés and the
other nodes in the system

- Time-gtaggered' operation, which ensures that common-mode
faults do not affect all processors in the ssme way

~ Device operation validation, which ensures that devices are
operating correctly

- Watchdog timing, which keeps track of the execution of all
tasks, to ensure that there are no incorrect task executions

o ©

= Fault handling, to provide detection, identification and
isolation of faults
Following on from the functionanl description of the system, the
next chapter describes the hardWare and the software.
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5.1 Introduction

As was discussed previously, the compesition of muck of the ex-
perimental system was defined by the availeble equipment and
tools. This meant that hardware development was kept to a mini-
mum, consisting essentially of integration of available commer—
eial equipment, and the construction of an input and ocutput con~
sole for use with the servo system. The bulk of the design of the
system tlereforé consisted of seftware development, The design
process followed modern software engineering practices as far as
possible, so thet relieble software could be produced. The design
sequence is covered section by section in this chapter, to il-
Ilustrate the logical progression of the design steps.

6.2 Herdwape Characteristics
The hardware consists of:

- Feur Intel B0lB&-based sinfxle»board computers, used as the
processing elements of the system, and for "system monitoring

~ a Feedback MS150 modular serve system, which served as the ap-
plication system for contrel, as part of a demonsivration of the

use of the computer system

~ a Data Translation DT732 analog input and output card, used to
ipterface the fault-tolerant structure to the mervo gystem

~ an Intel 428 memory tard for inter-node communication and sys-
tem operation records

~ & 12-card Multibus rack to house the equipment
Two terminals were available for node menitering, and a personal

computer with an appropriate loading facility was available for
downlonding of software to the processor nodes.
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(For technical informetion on the more important componénts, see
appendix 5).

8.3 Software Requirements '

The software is required to provide eight mejor functions, namely

~ Task I/0 handling

-~ Self and mutual testing of podes

~ Time-staggered operatisn .

~ Wetchdog timing

- Brrov handling

~ Task control

- Inter-node communication

- System initialization

5,8.1 Task 1/0 Handling

170 Device Checks.

T¢ ensure that input and output devices are not used when they
are faulty, it is important that vrsgular checks on the I/0
devices are made, especially when they are about tv be used.

For output devices, readbaclk and feedback checking of output
channels must be supported, while for input devices, input

data reasongbleness and consistency checks must be provided.
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I/0 Request Servicing.

In order for the application system to make wuse of the
fault-tolerance * facilitiaes, I/0 request servicing must be
provided. This will enable application modales to call aperating
system routines which perform input or output (as required) in a
fault-tolerant manner.
Te provide completa fault~tolerance facilities for the applica-
tion programs, all types of task I/0, including memory modifica-
tiens (i.e. RAM  output) and memory data ingut, as well as
other. peripheral I/0 types must be catered for in the I/0
reguest servicing routines.

1/0 Records.

Throughout the cperating system, records of operations must be
meintained, for two m&in Feasons: . N

- %o ensble the operating system.to perform feult diagnosis
when heceasary, and

~ to allow system monitoring at various development phases and
for maintenance and repair

In sddition {o the nermal records, the 1/0 request servicing
section of the system must maintain 4 list of the 1/0
devices together with their operational status and notes about
peculiarities of the devices (such as replicatien of input
devices and dual inpute t¢ output devices).

5.3.2 Self and Mutual Tesfing

Both self testing and mutwal testing must be included because
of the possibility that the software in a node is carpupted,
This edrruption, when affecting the self-test software,
may cause the node to erroneously repart itself fault-free. The
testing of a noede by another node will detect this sitration.
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Test Descriptions.

All parts of the system should be exercised by the test
programs, including the .

~ memory components
~ processor subsystem
= 170 equipment
=~ inter-nede communication equipment
and any other special eguipmant.
Test Records. . -

As:before, ekror and fault - records must be updated according
to the resvits of the tests. '

Alao, records wmust be kept on the condition of devices,
including whather or not they are operational,

5.3.8 Time-gstagrered Operation

In order to overcome the effects of common-mode faults, - time-
staggered operation must be used,

6.3.4 Watchdom Timin

After each task, the node must make available to other nedes the
task number (identiflcation) and completion time of the last
tozk., This date will form the task-complete record for thes task,

Thereafter, the node musi check the total task-complete record

set (from all nodes) to see if there are sany discrepancies.
Both task numbers and task complete-times must be checked.
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5.8.6 Error Handling

The system must provide the facility to preserve system opera—
tion when an error has occurred. There should be the means to
restore the system te its fault~free state wherever possible.

In order to facilitate fault isolation and to provide data .for
system repalrs and improvement, it is necessary that the system
perform fault disgnosis whenever it s suspected that a fault ex-
ists (pamely when s pode is iscolated for testing).

5.8.6 fask Control
«ysk  control is a most important part of the operating system.
task contrel muat take care of- the scheduling and  deschedul-

ing of tasks, both application tasks and operating &ystem tesks.

Routines must be provided by which application tasks are able to
schedule and doschedule other application tasks. .

A recopd ust be made on the exgoution of each task. This will
aid system testing, maintonance, repair and improvement.

6.3.7 fnter-node Commupication

As was pointed out earlier, the inter-node communication carried
out by modelling an actual sgystem:. Communication is imitased
using common memory, but the format of the MIL-STD-1553B system
protocal must be retained.

To be able to validate the communication system, it must bg pos-
sible to establish test links.

Although modelling of the bus i8 not part of the experimental
system, it is necessary for demonstration purposes, Procadures
must exist which will take care of flags, and buffers, and
perform other operations that would be handled by the com-

munication board.
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Bus activity should be recorded by the bus model procedures for
the purposes of testing, mairntenauce and design improvement.

5.3.8 Syztem Initislization

This suite of routines must be executed at power-up. The routines
must egtablish the working environment for the operating system
by initislizing devices and performing system confidence tests,

(See eppendix 7 for a more detailed description of the require=-
ments of the software)

5.4 Functional Specification of the Software

The functional specification of the software (see appendix 8) was
derived directly frém the ebove software requirements.

A diagram of the software is shown in figure 26.
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SELF-AND
q HUTUAL
CONTRAL | TESTING

INTER-NARE
COMNUNICATION

SYSTEM

SOFTHRRE INITIRLIZATION!

SYSTEN

TINE=
sTGeERdD
GPERATIEN

WATCHOOG
TIHING

TASK
EXECUTION
CONTROL

ERROR
HRNDLING

FIGURE 26 ~ The Softwere System* !
6.4.) Task Input and Oubtput
1/0 Devicé Checks. !

1/0 device checks consist of reodback and feedback cheeking,
reasonableness und consistency checking; add error signalling.

~ Readback is applied to outputs to ensura that their values are
correct, while feedback checking is applied to ensure that the
required effect is meccomplished.

-~ Reasonableness ond consistency checking ave applied tv inputs

to ensure that the values which they return are within thé ex~
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pected range, and are not changed, from reading to reading, more
than is possible for the device.

~ Rrroxr signelliing is accomplished in twoi parts. First, the
detection of an ervor results in anrerror rpcord being created,
which .alerts the - operating system. Secondly, a status value
is returned t»n the epplication program so that application—
dependent corrvective action may be performed if required.

X/0 Request Servicing.

I/0 request servicing prevides the means by which application
programs can utilize the,fault-tolerance capabilities of the sys~
tem. The servicing consists of vating andierror signalling, and
can cater for all types of input and ¢utput, which can be per~
formed by the system. The.characterigticy of the input or output
are held in a data bass, enabl;ing the servicing routinss to

provide the appropriaste action for any type of I/0 required.
1/0 Records. .

The chief I/0 records which are maintained by the system sre
the device characteristic records, which hold such information
as reason bounds, maximum tolereble rates of - change, and
tolerance values, '

In sddition, error and frult records are mainbteined by the sys-

tem. This allows the operating sysbtem to makt decisions about
the use of input and output channels.

6.4.2 Self and Mutual Tesbting

Teats.

A broad functlonal partitioning of the system was undertaken, to
identify the various sections to which teating could be applied.
Testing is broken into the sectioss af processor, memory,

input and output equipmnent, and  inter-node communication
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equipment.
remote tests,

In,

and fer

addition,
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there is the facility for

serg}cing such remote invocaticns.

invoking

RSN R
25 . = A
< frocessor testing I adeémplished by first testing critical in-
and then using those instructions to check all other
“possible xnstructions.

structions,

st?fionnst of setting parke

‘of )nemnry to

yarious

"“‘*qgun valyes, and reading them buck tmsee xf they ‘have changed,

The Torm of the j_,nput and output testinﬁ‘ depends on the charac—
teristics of Ghe input and outﬁ;ut devices, -add specizl routines
are needed for each different type, : : v -

N e )\7‘A ! E o b
tests _cpnsist of" passing
koown | meéssages across'the links, jhnd‘check{n@\thqt they ‘are.as
they should be. I A < :

SNy e

_reIntercnodescommunication equipment

o

~ RBmote tests are made up 0f combindtions of the standard tests,

bug, the resulhs from them are evalugtec’[ by the processor that in~
E d?ea the test, rather then the ‘én“g being tested.

Test scheduling is ﬂccomplz.shed dynnmxcally ’ Tests‘n\hay be “run
whenever specxfmally required by tho epplicatian program, .ot.may

be invoked by the opérating \!tem. Invocabtion hy-the operating
system #ax, be either in reaponge to the sccurrenve of an error,
or as a8 preventative measyre whenever there is spare processing
time. e ‘

!

’l‘}“é dzagnosxa of an érror results in the creation of ; error

record, and if it is determined that a fault exists, a fault
record is created. Feulty devices arc marked as such.
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5.4.3 Time-staggered Operation

The clocks in.each node are set at initimlization time to. their
staggered values. Periodic checks are made on the clocks to en=
sure that they do not drift unsmccéptably far apart. If excessive
clock drift is detected, then the clocks are reset.

If the clogk drift is such that a clock fault is indicated, then.
80 error record is generated.

5.4.4 Watchdog Timin

Yhen each task has been completed,  thé operating system in the
node provides the gther nodes with the task identification, and
task completion time. Before executing the next task, the operat-
ing system checks that the correct task bhas just finished, and
that it Tinished within en acceptable time. Errors ere signalled
when éither of these tests shows a discrepancy.

5.4.5 Error Handling

Whenever an error is detected, the error handling -mechanism is
initinted. Consistency restoration. node reconfiguration and node
resetting are provided by the mechenism, whenever such sctions
prove to be necesgary.

Consistency restoration is accomplished in the - voting process;
when erroneous data 1is overruled by the votes of the.correct
processors. It is also accomplished for task errors, when the
watchdog mechanism alerts the node to the incorrect execution of
a task,

when a node has detected the (predetermined) number of similar
errors that indicates that a fault is preseat, it performs fault
pinpointing, to identify the fault. This is done using the infor-
mation beld in the error records, together with additional test- ”1,
ing when necessary. A
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Node reconfiguration is invoked when other nodes determine that'a
node has erred more fregquently than is acceptable. This invelves
ap instruction to the node to perform self-testing. Meonwhile,
the rest. of the system vontinues, ignérinz that node until its
usefulness has been praved.

At this time, the good nodes reset the previocusly erring node to
a4 state which is consistent with the state of ‘uhe rest of the
system. This implies that the node must be made to execute the
correct next task, with the correct data’ .
The wrention of error and fault recdords is. also part of the error
handling wechanism. Routines to accpalfijsh this creation are in-
voked by any routine that discdvers jan & ror.

D] :
5.4.6 Task Gontrol > ‘

Scheduling and descheduling of tasks is done via operating system
"calls® that keep track of time nsaée. These routines can inter—
cept any overltpping that might be caused by erronwous applica—
tion program scheduling., The tasks to be executed are kept in a
linked list, apnd are executed sequentially by the operating sys—
tem.

Test. and operating system tasks are handled in just the same way
as application tasks. An "ending" task, that runs after every
other task, performs operating system maintenance on the
scheduling list. The task removes the last-exécuted tesk, and
schedules tests if there is tiwe. Then it initiates the next
task.

It should be noted that the scheduling scheme only permits & task
to be exeedted if it can be run to completion in the available
time. No task suspension is allowed, and task priority is. not
supported. This avoids the problems invelved with preserving the
state of tasks when their execution is temporarily suspended.

86




SYSTEM DESIGN

Chapter §

To aid diagnostics, a list of all tasks that have run, with their
initiation and completion times, is maintained,

5.4.7 Inter-Node Communigation

In order to ease the use of. the communicetion aystem, and  to
allow error interception, routines are provided for inter-node
transmission and reteption. These routines are expected
to be used primarily when sensor inputs or control outputs are
to be . used, when the actual device is not attached to all
nodes., .

For the exchange of data for voting, another.routine is provided,
that makes the coemmunication system transparent to the user.

The status of the communication controller is intercepted by the
routines 8o that errors can be dealt with by the operating. sys—
tem rather than the spplication program.

Modelling of the bus is provided by & program resident in the
experimental system superviser pode.

5.4.8 Systep Initjalization

The operating system ensures tlhat the environment is cor-
vectly initialized before application tasks -are allowed to
be ekecuted. This procedure takes the form of the initialization
of all devices, followed by checks ‘to  ensure . that  the
initialization was successful.

Initialization of the environment is followed by extensive system
testing to prove the usefulpess of all the components of the
system, If eritical components fail the tests, then a warning
that the system can not be wused, is given, and the system
halts. Error and fault records are generated as necessary.
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5.5 Software Outline

§.5.1 Iatroduction

The software consists of # set of routines which are used by
both the operating system and the application programs, Each
node has a copy of these voutines {(See sppendix 9 for complete
descriptions of the seftware).

In addition to routines used by both the operating system and
the application, a suite of operating system subroutines is
available. These consist mainly of test routines that allow
system validation, and record maintenance facilitiss.

The other routines in the system are available to the applica-
tion programs, to .allow Ctask scheduling, task descheduliag,
inter-node -communication, input validation and .output valida-
tion. Using these routines; error interception is possible.

5.5.2 QOperating System Routines i
Start up.

At start-up, the first operating system voutine iz started.
This routine 4ipitiates and tests the local node, then communi-
cates with the other nodes to set up the clock system. After the
clock dinitislization has been checked, the routine
schedules the first application tesk, It is the respon-
sibility of this task to schedule all- other application tasks,

Task ending.

At the end of evory task, control is transferred to an end-
off routine, which ensures that the last task was correctly ex~
ecuted on all nodes. It then ascertains the delay needed
before the nmnext application task is to vun, and if there is
enough time, runs one or more of the test routines.
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Test routines.

These test routinés allow testing of the processor, memtory,
I/0 facilities and inter-node communications equipment, of both
the local node and any other node.

Whenever an ervor is .detected, by eithet test rgutines or voting,
& routine to handle the error is invoked. This~ routine mekes 2
record of the efror, and calls ®» fault-hepndling routine if more
errors than acceptable have occurred.

Fault handling.

The fault-handling routine ascertains the pature uf the fault, by
performing more tests if necegsary, and records the existence of
the fault. This allows the status of parts of the system to be
known to. the operabing system at any time. Hence it will not
utilize identified faulty components.

5.5.3 General Roytines

s
The.rest of the routines are available to both the: operating sys-
tem, and the applicatlon programs. tu

Input and output,

The most important routines are those whith allow valideted
output and inpui, These routines perform voting and checking
of data. Input fromy, end output to memory is also supported by
these routines.

When an input is required, the routine to validate input is
called, and rceturns s validated piece of data, and a
status value which informs the celler whether or not errors
have occurred. The routine mokes use of other routines that test
the validity of the data with respect to reasonableness and
congistency,
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Similarly,. the output routine performs the necessary output, and
returns a status velne. The poutine mekes use of routines that
check feedback snd readback signals if they are availuble.

Task hendling.

A routine is provided for scheduling other taske, or rescheduling
the calling task. This routine cheaks that the request will cause
no clashes. It then adda the task to the scheduling list.

Similarly, a - routine is provided for remqving a task from the
scheduling 1list. This 4is useful for halting a2 repetitive task,
and for clearing the scheduling list under error conditions.

)

Inter~rode communications.

In ordsr to simplify the 'use of tlie inter-niode communiva-
tion equipment, routines . are proyided for - reception - and
trdnsmission using the inter-node bus. Auother routine is
provided to perform mutual detn exchange ampng all the nodes.
P .

This is wuseful "when equipment- on the bus is not attached
to tne of the fault~tolerant nodes of thé system, and for ex-
change of data for veting,

5.6 Summary o .
The hardware system copsists of four single board com~
puters, a common memory board, and en analog input and output

board, @)l housed in 2 single l2-card Muliibus rack.

The softwore was required to provide fault-tolerance
mechanisms for the saysiem, of which the major functions are

- Task I/0 handling

~ 8elf and mutual testing of nodes
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- Time-staggered operation

~ Watchdog timing

- Brror handling

= Task control

~ Inter-node communication

= System initlalization

These requirements led to the functional specification of the
software system, which provided -a definition-of the necessary
Functions. .

The programs of the system consist. of twe types: those avail-
able to both the operating system and the applicationm prograus,

and those available only to the operating system. The
general routines consist of modules that allow validated input
and output, task heduling and 4 heduling, and inter-

node communication. The operating system routines donaist of
test mnodules, and record msintonance modules.

Having coversd the design of the aystem, -the next .chapber
describes the way is which ell -parts were integrated {o produce
the total system.
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8,1 Introduction

In order for the system to be used as an experimental tool, ex-
tensive control and monitoring of its behaviour had to be pes—
sible. These functions are provided by an extra processor,
situated in the Multibus rack, together with the nodes of the
fault~tolerant system. In sddition to contrel apnd monitoring,
this processor ealso provides simulation of the intér~node com—
munication system. In the remainder of the -chapter, this node
will be referred to as the supervisor node.
E

6.2 Reguirements for the Supervisor Node

The function- of the supervisar node'can be Liroken inte two dis-—
tinct sub-functions. These are -

1) Handling of inter-node communidation
2) Handling of system control and monitering
8.2,1 Inter-node Communicotion

Several uspects of the communication system are controlled by the
supervisor node. Firatly, the node has to service all the con-~
municatioh system initialization commands from the nodes. This
inyolves the detection of the commands from each wode, -and the
provision of appropriate responses .to the nodes.

Secondly, the supervisor node has to service every communication
system command from the nodes. It 4is therefore necessary: to
detect the commande, rosd the systew command block to find the
command block list, and provide the actions required by the node.
This process is desecribed in detail in a following section.

In order to support the handling of communication system com-
mands, it 15 necessary to maintain & model of the communicatiaon
system that provided an interfnce which is compatible with the
intended communicatlon protocol.
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The model of the communicativn protocol is based on the external
behaviour of apn existing communication interface board, A reduced
definition of this behaviour was derived and used as a specifica-
tion for the modelling program, The reduced definition is
in sppendix 10.

given

In addition the functions af the communication
aystem, the supefvisor node. alse keeps a recobd of all bus ac~
tivity, so that monitoring of the bus system is possible.

to maintaining

6.2.2 Sysbtem Monitgring and Contrel

Monitoring of the system ds provided by the supervisor node, This

is Tacilitated by the maintenance of appropriante records in the’

commen memory section of the system. It was decided that suffi—~
clent visibility of the system could be provided if it was pos-—
sible to observe bus activity,
and fault records.

task execution lists, and error

In addition to the availability of -these data &tructures for ex~
amination, it should be possible Lo observe sny part of the com-
mon memory, so that system debugging nrd maintenance could be
facilitated,

In order to ¢ontrol ‘the environment of the system in such a way
that it would be forced to use its fault-tolerance facilities, ik
should be possiblo'to inject errors and faults into the systenm,
This function la again provided by the supetvisor node.

The terminal-handiing section of the node, which allows the user

to specify the desired supervisory actions, is menu driven, hence
providing an essy means for system control and monitoring.

8.3 Degcription of the Supervisor Node

In accordance with the requirements for the supervigor,
containg

the node
two main sections, namely a section for the handling of
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bus activity, end s section for uhe handling of terminal commands
for system control and monitoring,

5 ’
The attention of the supervisor nede i5 divided between the two
functions. While the supervisor is waiting for input frem the
terminal, it is alsc scanning the flags which ipdicate that bus
modelling is required. fThe time taken for the servicing of a hus
request is so short that a user does not notice any effect at the
terminal.

§.3.1 Commupication Handling

In order to describe the operation of the gompunication handling
section of bhe supervisor node, it is necesgaty first to.give a
description of the communication protocdls and buffering systen
(Refer to.appendix 10 for wmore detalls).

Format of Yhe Comwunication.

411 communication to and from the communication interface board
is dene through common uiameryA Within this wemory, @ number of
structures exist. Using these structures, the node using the bus
interface board can specify the actions 3t requires from the
board. It can nlso obtain information about bus activity or the
status of the bus interface board, \
The first structure is known ss the System Commwand Bleck, or SCB.
This command block allows the node to sonirol the operation of
the communication interface board in a brosd sense; the cowmands
mllow resetting of the board, reading of ite stabtus, cousing it
to begin execution of m soquienco of commands, and causing it tao
suspend this execution or stop it altogether,

In addition, the SCB points te the locations of the other siruc-
tures used in the control of the communication interface bpard.

The Command Block List, or CBL, is a structure which contains the
detajiled instructions for the bus interface bhoard. fThess take
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the form of Commatid Blocks (CBs), each of which describes an ag-
ifh the interface board is to take, and provides memory
for responses from the board.

The - ‘\/:qhtrdl strpcture is the Bus Event Queue (BEQ), ‘which

hols~ o “gt Deseriptor Blocks (BEDBs). Bach. BEDB contains
del S Y bus event.that appliss to the mode which the com-
muni. ¢y clerface board is serving. 1 . .

The interf;ace board can be in ond of three states: bus control-
ler, reote tetminal, or bus monitor. There is only one bus con—
troller, and it is the only node that can initiate bus activity.
It is possible for bus contrallership to be transferred -between
nodes, provided that the interface board-attached to the node is
cspable of controlling the bus.

Remote terminals use tl;g bus, but only when instructed to do so
by the bus controller. Bus monitors never use the \bus; they can
only moniter'its ectivity.

Since all bus activity is initiated by the bus tontroller, there
is no need for there to be a BEQ in the bus controller memory
structure. Therefore, DEQs apply only-'to remote terminals.

In addition ‘to this vestriction, some metion commands apply only
to bus controllers, while éthers apply anly to remote terminals,

Communicitlon Hendling P

The model for cach communication interface vonsists of receive
and transmit byffers, plus intermediute receive and transmit
buffers which are situated in common memory. It is via these in~
termediste buffera that messages are passed to and from the sy~
pervisor node, be¢cause both the fault~tolerant node and the suy-
pervisor node have access to this memory, but not the local node
memory.
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In addition to - these ‘buffers, the supervisor wnode ‘maintaips

recards of the status of the interface board.

At . initialization, the supervisor rngde .provides” the contect

Eésponses to commands from the nodés, ever though it does .not
need the initimlization informatlion which they send ith

During - normal. operation, the supervisor node waits ﬁntil a® £1a8

gervicing, It then determipes which node requires the ser‘icing,:

and resets the appropriate flag. N N

is set in common wemory, which indicates that' & node Trdquires

The processing sequence continues with the supervisor reading the
dystém Command Block. 1If the command block-does not require the

execution of “a Gommand Block List, Chen the s\,\perhsor node
s.unp'.Ly executes ‘the command required by thdlSystem Cnmmand"‘i\gock.
and thep terminates. E

¥ éxecution of a OBL is reqm.red, « then the, supervisor mode ~ob-
tmins the Tirst Command Blook from the hksf: and services it ap~
propriately. Processing of the CBL cor\tinues untzl aCB dontaink
an instruction to suspesd execution'af the oﬁl, ‘or 6ne which im-
dicates that the end of the list has.been reached.

The. action commands which.are supperted by the communication®han-

dling sofiware are:

NOP ~ No action is taken, but ‘this command is useful when

manipulating C8Ls.

CONFIGURR ~ Allows each node to confiyure its'communication. in-
terface =as a bus controller or as a remote terminal. The  com~

munication handling software ensures that only th Tirst node
g .

which attempts to configure as n Bus Controller (BG) is ‘Success-

ful, . . S

BUS CONTROL ACCEPTANCE ENABLE -~ VUsed only by Remote Terminal
Units (RTUs), this command is used to inform the bus interface
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whether or not the node is pﬂreyaﬂred to accept the responsibility
of contrb'l}ing the bus system.

BUS éomnox, AGCEPTANCE DISABLE - Used to disallow accoptance ‘of
bus, control. R -

SET SUSSYSTEM ERROR - Sets the suhsystem error b1t i the status
word for the node. - : o,

N o

CLEAH-SUBSYSTEM ERROR ~ Resets the subsystem error  bit -in . the
status word for the node.

WRITE TO TX BUFFER — Copies data from the node into the transmit
buifer in the jinterface memory. ‘

“

READ FROM RX BUFERR ~ Oopies data from the interface memory - %o
the node. ’ '

¢

TRANSMIT TO RTU ~ Used by the b‘i.ls controller, this command causes
an RTU to recéive from the bus, and to place the received data
into its receive buffer. This cotmand can alsc be used <to - offer
bus controllership to the RTU, or request it to send its current
status to the controller. ’ k to

RRCEIVE FROM RTU - Used by ' the bus controller, this comnand
ceuses an RTU to transmit the contents of its transmit buffer
over the bus.

TRANSFER FROM RTU TO RTU ~ Used by t/he bus controller; this com— ’
mand causes one RTU to transmit the coutents of its ‘transmit
buffer over the bus, and causes another RTU to ruceive that data.

6.3.2 System Monitoring and Control

By means of a menu-driven program, the user cap specify errors

and faults which he wishes to introduce into the system. Also,

the user can cwuse the fault, error, bus mctivity or task efecy-
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tion records to be displayed., It is also possible to examine any
part of the commen memory, in bytes.

In order to introduce faults and errors into the system, a set of .
flags is maintained in the common memory area. At the request of
the dser, these flags sre sat or reset.

In the. faulf-~tolerance software of the system nodes, these flags
are - examined at sappropriate times, and psystem bebaviopr is
modified according to their settings. :
If 'an error flag is found to be set, then the program introduces
an . error inte the test which should detect that error. There-
after, it clears the error flag. &imilerly, if a Fault flag ie
found® to be set, -then the error is introduced, but the flag is
not reset by the system software. Hence, the setting of errors
causes only one erroneous operation, while the setting of a fault
cauges.erronecus opeérations to continue until the user chooses to
reget the fault flag.

The system can set any of the feults and errors shown in tables 1 .
and 2. ‘
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80186 CPU fault

80130 fault - .
8259 PIC fault

8274 MPSC faulk ¥
B255 PPI fault
Inter-node comhunication fault
Node operation fault

80186 initdsplization error
80130 initialization error
8259 initialization error
8274 initiaelization. error
Communications initialization error
Gore ipnstruclion error B n
- Instruction error

Memory error 3
80130 interrupt error

80130 timer error

8259 PIC error

B274 MPSC error

[ 8255 PPL error

Node isolation error

Node resetting error

Olock wetting error
Schedtling error
Descheduling error

Data error

Remote teal voting error
Remote test activation error
Task completion task error
Task completion time error
Next task voting error

Memory fault (including the exact memory area which is faulty)

TABLE L - Node Errors and Faults
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Communication link fault, for links 0->1, 0~32 or 1-52
Input fault, for inputs 0, 1, 2, or 3
Output fault, for outputs 8, or 1

Gommunication link error, for links 0->1, 0->2, or 1->2
Input- consistency error, for inputs 0, 1, 2, or 3
Input reason error, fob inputs 6, 1; 2, or 3

Qutput readback error, for outputs 0, or 1

Output feedback error, for outputs 0, or 1

TABLE 2 - General System Errors and Faultg

The display which is invoked to show the error records imdicates
the number of times each error has been detected, as:well as the
pode in which it occurved, and the node(s) whigh detectéd the er—
ror,

The fault display shows enly whether a fault is present’ or not,
because they are regarded as permenent. It also shows the node in
which- the feult was found, and the node(s) which fdund it.

Bus activity is indicated By time, initiating node, action com-
mand, source node (if relevant} end destination node (if
relevant}. >

The execution of tasks is rccorded using start time, end time and
task identification number.

6.4 System Testing

System testing was achieved by implementing & simple servo~
control system using the fault-tolerant equipmsnt. Three applica-
tion tasks were introduced into the softwsre, The first of these
spplication tasks served teo initiallze the hardware required to

9g
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perform control of the . servo system. In addition, this task
scheduled the other two tasks,

The second task utilizes the analog input equipment to read &
positioh request value from a potentiometer associated with the
control system. The task is run perlodically, so that changes in
request value can be reflected in the. position of the serve
device..

The final application task performs actual contrel of the serve
device, The request value is obtained from memory, and parameters
of the serve device are measured via the analog input equipment.
Elementery calculations areé made using this information, and a
signal, for application to the servo system, -is derived. This
value is =ent to the servo via the analog output facility.
Validation is spplied to this output., This contrel task is also
run periodically, but at a faster rate than the reguest value
task.

6.5 Sumpary

The supervisor node provides tws functions; namely the servicing
of communication system requests, eand handling of user requests
from the terminal.

The communication system is imitated in such a way as to provide
the wsame command format as would be present if the actual com~
munication interface boards were used.

The supervisor node sllowas the user to specify errors and faults
for injection into the system. Also, error, Pault, bus activity
and task execution recards ecan be displayed. Common mewmory can be
exenined.

System testing was accomplished in a simple servo-control en-

vironment.
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This  concludes the description of the experimental syastem. The
following chapter summarizes the work, and discusses several
issued which arose in the development of the experimental system.
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7.1 Supmary
7.1.1 Fault_ Tolerance

It was pointed out earlier that fault tolerance is a technique
which attempts Yo allow a computer syatem to operate correctly in
the presence of faults, Suc¢h an spproach hes become necessary be-
cause of the serious effects which the failure of sote computer
systems could “cause, These gomputer feilures -<can have their
prigins ds far back a4 the system specification phase of systep
develapment, ~or the cnuse cén be as immediats as electromagretic
ioterference. Specification faults will be propagated through the
system design, wuntil they manifest themselves ip a way which
ciuses the computer Lo behéve incarpectly.” Implemdntation. faults
and component faults are also a problem, while external distur-
bances can clearly lead to system foilure, .

Fauli $olerance involves the detection of en:ors',b identification
of the fault which caused the error, confinement of the demage
causid by the fault, system recovery, and finally, system repair.
In order to accomplish these effects, wreplication of systen
resources Ls 8 key principle. Phis replication may take the form
of inforimmtien redusdancy, bardware redundsncy, . software radun-~
daney and/or time redundency.

7.1.2 Softwars Dovelopment Technigues

One of the major premizes adapted when desighipng fault-tolerant
systems is that the software §s faulb-free. Hence, it 1s essen-
tial that extreme care is taken in the design of the soiftware
section of the system. The use of modern software development
techniques improves the quality of the software which is
produced., As has boen pointed out, the steps which are generally
applied when attempiing to put good software design inte practice
are;

w2




Ghapter 7 CONCLUSION

~ complete and acpurate specification of the required software
- decomposition of the specification into manageable ateps

~ constrygtion of the sot‘twn’re

- proof of asoftware correctness

A& numbér of Ldols and techniques are used to. aid .this process,
meny of which have been used in the presment work,

7.1.3 System Deseription v . %

B Sy .
The objective of the design deseribed in this dissertation’,\i}was\to
produge a flexible experimental system which could be Mised %o
study various fault-tolerasce techniques. of limited
hardware possibilities, as well as for flexibility,
implamented fault-tolerance was
method, together with replication of processor byards.

5 )

Thé system produced provides a number of facilities for the
tolerance of faults, including: :

Because
software
chosen as. the

~ task input and output voting
- self ‘and mutual testing of the protessor boards

~ time-staggered operation for the avoidance of commop-mode fault
problems

~ device operation validation, for input and output devices
- watchbdog timing, in the form of task complelion checks

~ fault handling

I R
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7.1.4 System Design

. The ‘composition of muoch of the system was defined by -available
equipment and tools, and the hardware consists of several single~
hoard computers, a common memory Board, and an analog input and
output bvard, all housed in a Multibus-compatible rack.

The program modules in the system consist of two types: those
avatleble to both the operating system, as yell as to the ap~
plication tasks, .and-those whieh -are available only to the
operating system, The ganeral routines consigt of modules that
allow validation of input and output, task scheduling and des~
cheduling, and intep-node comwmunication. The operating system
routines consist essentially of test modules and retord wmain—
tenance ‘modules. E L

7.1.5 System Integration

In order for the system to be used as an experimental tool, ex~
tensive control and monitoring had te be possible. These func-
tions sre provided by am extra processor, which also provided
handling of inter~node communicatien. This, 1in turn, reguired the
modelling of the intended communication protocols.

Systewm testing was done by providing a small applicatien progzram
which controlled a modular servoe system.

7.2 Discussion

7.2.1 Fault Tolerance

It was thought that an examinotion of the techniq.z2s of fault~
tolerdnce would roveal o dowinant technique which could be wused
as & basis for the design. Buch was not the case, however; it be-

came clear thai almost all the different ways to achieve fault~
tolerance functions had found use in commercial systems.
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Furthermore, this variance was not constrajined to the different
application areas; in the field of trausaction processing, for
instance, multiple replication (the Tandem system) [1Z}, pair~
and-s-spare (the Stratus system) ({28) and hot back-up (the
Resilient system) [1£] are all usetl‘.

Glearly, then, . aivery flexible design had to be used for the ex-
perimental system! Also, a single configuration had to be chogen
for implementatieon on the systewm,  Although triple modular redun-
dancy was chosen, any of the other techniques could clearly be
Just as effective fi‘a\r some appliestions.

7.2,2¢8oftuare Develobment Technigues

The: field of software enginesring is so vast and new that only a
few of the more important techniques could be applied. In addi-
tion, the fact that the programming "team” consisted of one per- )
son proved to be semewhat limiting, in that the benefit of an un~ .
biased opinion wae lacking. i W

The principle of structured top-downh degigu wppeared to be most
applicable to the typs of system which was fo be wconsbtructed.
Data flow techaiques appeared to be most easily applicable to
transaction processing systems, 8o they were. not used in the
design process.

Following the chosen structured design procedure proved to he S
useful: the gyatem development ateps could be seen to fFollow ,"Ef»
properly from one another. This allowed good con¥istency to be .
maintained in tho design. The system functional specification,
discussed in chapter 4, led to the software requirement
specification (Appendlx 7}, which led ko the software functional
specification (Appendix 8), and them te the software description
{Appendix 9).

At all stages, it was possible to apply verification by com-
parison with the previous atage. |
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7.2.3 Evalustion of the Experimental System

i
In order $o allow flexible use of the experimental system, a
large number of different fault tolerance facilities  have been
provided, which can be incorporated as the user desires.

It is also possible to praduce different configurations by making
smell .changes to tbe relevant software, During system testing,
much was ‘done using the ddﬁ;l syatem configuration, even though
the software was based on the triple modular redundant structure.
This supports the claim that the software is emsily modifisble.

A number of relevant issues aross during consfruction and testing
of the system. These are: discissed briefly in the following
paragraphs.

System Features.

. 3
1/0 Record Adaptability. The application programs in the system
know the input and output channels of the system only by the
identifier of the variable holding”the relevent value, The I/\QO
record structure holds all equipment~dependent information which
is necessary te perform the l/o”«,’unction‘ Hence, 4t is possiblé‘
to allocate any input or output to any appropriate input or out-
put equipment in the system, simply by setting the I/0 records
accordingly.
Input Consistency. Since a majar error-detoction mechanism in the
system 1s the application of voting, it is essential thet input
ta all the nodes is consistunt. If such is not the case, then two
error-detection opportunities are lost: firstly, voting on inputs
can not be usad, and secondly, voting on any results which are
based on the inputs is useless, becausa the results cannot be
guaranteed to be the same,

The - .fore, it 1s highly recommended thet all application programs
malte use of the tnput and output validation procedures provided
by the system.

‘,
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System Limitations. B

Contral Algorithm Selection. I{ should be noted that the contrsl
system implemented usingithe experimental fault-tolerant computer
is very simple., - It was got the purpose >f the project to produce
an optimized control algoerithm, but rather to shew that the ideas
¢ould he used in thé control of ireal systems. The comwplexity and
sophidtication of the appli;ng.’ﬁion system is:left: to the applica—
tion programmer.

Task (lashing Brrors. The system was designsd to report am error
when a scheduling call would cause a clash with "a previously
scheduled task. [t has been fouiid that: it may be useful to allow
clashes to be vepdrted simply by returning e status value to the
task eatbewpting to perform scheduling. In this way, the task-ewn-
coptipue in its endeavour.to perform scheduling with a different
schedule - time so as to aveid the ¢lash. Alterpatively, the ap~

plication may wish-to perform some oiher action. - RS

Therefore, clashes are pot errors as such, "and should not’' be
reported:to the error handling system. "

Synchronization,

Synchronization proved to be tyoublesome. This.was mesinly due to
inaccurate specification of individual task execution times, This
ied to %ask execution over-runs in some cases. Since the node
shich econtrols the bus has ‘to’ execute different instructions for
every bus: access than do the remote terminel nogdes, these over-~
runs ‘led to loss of synchronization. i

A second scheduling problem was that relative scheduling was ini-
tially used (i.e. tasks were scheduled to run at the "present
time™ plus a predetermined offset). Again because the bus' con-
troller executes different instructions whena the bus is used,
this type of schedyling led to synchronization loss.

0
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To corbat these problems, two solutions were used. Firstly, thé
proper execution times were gscertained by observing the task ex-

ecution records ilsiux; the supervisor pode. A safety factor was

added to these values, and the task records were updated to

reflect the new execubion tiwes. o
. a

It is expected that this will be the best way of determining the

execution times of any application program installed on. the sys-

tenm. ¢ N

Secondly, absolute schediling was used. The schedule time for a
repetitive task is calculated by veférving to the number of times
the task has already executed. This may lead to problems in a

multi-application syq,iem where repetitive. tasks are added and
removed -in an unprediétable way. Another-method would have to be
deyised for such @ case, However, the project was. not intended to

produce scheduling techniques for complex applications,  but
rather to provide the facility for scheduling and descheduling in
any ‘user-chosen manners '

7.3 Gonclusion

Considerable study inte the subject of fault-tolerance was under-—
taken, allowin: -wiliarity with the principles, "terminology,
tools and techniyues to be gained. In addition, the experimental
system produced formed a useful tool, allnwing many of the tech-
niques to be tried out in an actual control environment.

Because of the extensive control and meonitoring provided by the

system, and also because of the simple control algorithm used,
device control performence is somewhat slow., This means that the

system itself could not be used in any but the most trivial con-

trol applications. However, the ideas behind the system, .and also

some of the software modules, could find use in real contrsl sys-
tems.
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A REVIEW OF CURRENT FAULT-TOLERANT SYSTEMS APPENDIX 1

Al.l Introduction °

Numerous computer systems which utilize fault-tolerance tech-
siques ace commercially avallable. This is especially true ipn the
fields of. on-line trensaction processing (OLTP) and Gonirol of
machinery. Table Ai-l shows a4 number of commercial faylt~tolerant
systems. : b

Some of these systems ‘stand out as beit;g burticular}y inportant.
They dermonstpate the entensive use of fault-tolershce techniques
in computers which perform functions that are critical ih terms
of safety or data integrity,
Among the most significent fault-tolerant computer systems; which
will be reviewed in the following sections, are:

Ccontrol systemsi ' ¢

"
- The Software-Implemented Favlt-Tolerance (SIFT) systep

- The Feult~Tolerant Multi-Brocesasor (FTMP) syatem
~ The Triplex 32 system
~ The Agusta 129 system

A =ignal processing system:

- The Fault~tolerant Array Signal Processor (FASP) :

Transeaction processing systems:

~ The Tandem system

=~ fhe Stratus system

~ the Reailient system
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A REVIBW OF CURRENT FAiULT-TOLERANT SYSTEMS APPENDIX 1

General purpose systems:
—:The Intel 482 systen.

- The Basic Fault-tolerant System (BFS)




A REVIEW OF CURRENT FAULT-TOLERANT SYSTENS

APPENBIX L

SYSTEM

PURPOSE

PRIMARY FAULT—TOLERANCE
MECHANISM

System 4000

Pawer 58/5

Parallel 300

Sequaia Systems

Stratus Computers

Synapse N+l

Tandem Nonstop

Eternity

Resilient

Can’t Fail 300

OLTP =

371 30 C

OLTP

OLTP

OLTP

CLTP .

OLTP

OLTP

OLTP

Process control

. 1 Voring

Duptication

Replication
Selfrchecking
“I'm alive" nessages

*

.Replication
Timeouts

Hot back-up %

Replicatiaen
Self-checking o

Pair-and-a-spare
Self-checking

Y .
Replication
| Tineouts

Replication

"I%m alive" mgss;ges
Replication
“I'm alive"
Tirneouts

messages

"I'm alive"

nessages

TMR

TABLE Al-1 - Fault-tolerant Systems [25]




A REVIEW OF CURRENT FAULT-TOLERANT SYSTEMS

APPENDIN 1

SYSTEM PURPOSE PRIMARY FAULT-TOLERANCE
MECHANTSM

DAC-6060 Process control Hot bacic-up
Timeouts
Cross dingnostics

I

Systemsafe/ 1000 Proceas control Hot back~up
Timeouts

Rebus . Progeéss control Replication
Timeouts

Triplex- 32 Process control TMR

SIFT Aireraft control Replication
Voting

FIMP Alreraft. contrel § Hybrid TMR
Voiing

Aguste 129 Atreraft contrel | Hot back-up

SPACE SRUTTLE

Flight control

Self-testing
Timeouts
Cross diagnostics

Triple or quad
redundancy
Voting

TABLE Al-l (cont.) = Fault-tolerant

Systenrs
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A REVIEW OF CURRENT FAULT-TOLERANT SYSTEMS APPENDIX '1

SYSTEM FURPOSE PRIMARY FAULT-TOLERANCE
MECHANISM

JPL~Star Geneéral TMR with spdres -
Voting

Intel 432 Ganeral Pair-and-a+spare

Functional redundancy

BFS ‘General Replication <
Self-testing
Cross didgnostics

Bell ‘ESS | Telephone F up or voting
‘ Switching & tert jking or
. /cig'n’bs'i:ics
i
FASP Signal processing{Replication,

Timeouts ‘

TABLE Al~1 (¢eont.) - Fault-tolerant Systems

Al.2Z gontrol Systems

Al.2.1 The SIFT System [10)([26)([27] . .
The SIFY system is intended for use in aircraft centrol. In

development of the system, failure modes {the different ways in
which system components can fail) were not eonsi‘el‘ed. Rather,
only the distinction between Pailed and non-failed equipment was
made. Low-level techniques for fault-tolerance, such .as - ei-
ror detection and correction codes are not included”if the

deslgn, since they offer little improvement.
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A REVIEW OF CURRENT FAULT-TOLERANT SYSTEMS APPENDIX 1
The. SIFT Concept of Fault-Tolerance.

System  Overview. Reliability is achieved by having. €ach itera-
tion of a task independently executed by & number of processing
modules. Bach “processor. places the outputs of each iteration
into memory allocated to that processor. 4 processor vequiring
this output deteraines the value to be used by reading the out—
put Eeherated by. esoh processor which exeented the itera-
tion. Typically, a two-out-of-three vote iz wused, and errors are
recorded ‘for usea by the exscuktive system when determining which

unit is faulty. Voting is minimized by considering data
only at the beginning of each diteration. This' means that
processors nay run  in leose synchronizatien (such as  to

within 50 us of one enother), allowing execution at slightly dif-
ferent tiwes. The number of units waich execute a task can vary.
This is determined dynamically by the globrl executive task,
which reconfigures the arrangement of the system when necessary.

Fault Isalation, Propagation of . erroneous data is
prevented by allowing each provessor to write only to its own
memory, -

Fault Masking. Masking is achieved ‘whr:n necessary by

sajority veting betwsen a suitable number: of copies of any
required data.

Scheduling. Two timing requirements are generally specified for
gontrol outputs:

- output to control actuators must be geparated with a
specific frequency

-~ the delay between the resaing of sensors and the
geueration of outputs must not exceed a specified valus

SIFT scheduling is a slight variant of a simple perioedic method.
Tasks are run at multiples of a bmse freuwency, with the
priority of a task determining its iteration rate.




A REVIEW OF OURRENT FAULT~TOLERANT SYSTEMS APPENBIX 1

Processdr Synchronization. EBven though processor synchronization
is loose, clock drift or failure will result in the loss of
this synchronization, To facilitate resynchronization, use is
made of an algorithm which allows up to one third of the clocks
to fail while still maintaining synchronization. The algorithm is
as follows: each clock reads the velues of all other clocks,
as well as those clock’s interpretations of. the other clocks.
If all readings fur a particular clock do not agree, then it
is ignored. The median of all valid clocks is found end used as
the resynchronization valus.

Reliebility Prediction. The design goal was to attain a failure
rate of less than 10-? failures per hour for ten hours. Markov
modelling was used te predict the reliasbility of the sysienm,
making the following assumptions:

- faults are upcorrelafed, and distributed ‘exponentially
b
A

£y
~ faults are permanent (transient faults ar\e\ masked)

~ the failure vate of the main processor modules is 1D-+4
per hour

~ the failure rate of I/0 processor modules and busses is
10-% per hour

The reliability which was predicted from the calculations was ac~
ceptably high for the intended application,
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A REVIEW OF CURRENT FAULT-TOLERANT SYSTEMS APPENDIX 1

‘The SIFT Hardwasre. {See fig. Al-1)

NPT AND CUTRUT -
PRACESSOR uauux.ss] CPU)- HEM ! LC"“ HEM ]

13
PROCESSOR t poog

- | ¥ el
HODULES EN.| { { CPU B EM',]

FIGURE Al-1 - The SIFT Hardwere [28)

Standard units were used wherever pessible. . Processor-to-bus in-~
terfaces, bus-bLo-memory interfaces, and the busses were speoiaily
designed, however.

Inté¢rconnection system operation. FEach bus contraller con=
tinyously scans the procegsors to ses if a bus operation is
reqiired. Similarly, each memory scans the busses to see if it is
needed. Bus delays are insignificant, because of the small amount
of datu transfer that is reguired.
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A REVIEW OF CURRENT FAULT-TOLERANT SYSTEMS APPENDIX 1
The SIFT Software:

The hpplication Software. Application software performs the ac—
tual flight contrel computations by neans of iterative
tasks, .Input to, &nd output from the tasks is handled by the
exsgutive system. 4 .

The Bxecutive Software. The executive system has  several
funetions: . Do

~ It runs each task at its required rate
- It provides error-masked inputs
~ It detects errsrs, sug: ‘tm;iwses their cause

- It racenfigures the system to aveid the use of failed
coempongnts

Bach precessuvr runs a local recohfiguration task and an error-.
reporting cask. Error reparts are made to the gldbal executive
task, which decides on the necessary action, and places the ap~
propriate compand in a buffer. Local reconfiguration tasks
read the buffer, and perform the required action,:

Local executive tasks run each.application task allocated te the
processér, provide inputs to them, receive outputs from them, -and
report arvvors, Local executive tasks can be invoked by a rumning
task, a'clock interrupt, or a call from another local executive.
boeal exwcutive tusks provide the following functions:

~ error handling

~ scheduling
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- buffering e

~ voting .
Fault Detection., Ar analysie of errors which have ccaurred can
indicate which units are fanlty. Each processor majutains a
processar/bus error table, in the form of an m x n matrix, where
» %3 the number of processars, and n is the number of bgsges.
Bach eptry Xe {(i,J) is the number of errors invoivipg either
processvr i or bus Jj, as detscted hy processor p. The entries are
compared with meximum tolerable numbers of errors, beyand whigch,
faults are indicated. If the global executive is uncertain of the
location of & fault, kit can schedule diagnostic tasks.

Proof of Correctness. E i

Software correctness had to be proved mathematically, Q‘L.be—
cause of the vast number of combinations of possible stt}tes‘

of the system, Becsuse of the ocomplexity of the system ani% B

whole, wedels were used, *: : i
I
A1.2.2 The ¥TMP System 28] o

: i
The BTMP system is intebded for use in aireraft control. Fruc‘l‘ss'-
sor modules, with local cache mewoty, and wemory modules, are
connected by a redundant serial bus.. Modules are associated i;;:to
groups of three. Bvery module contnins a voting element, and spe-
cial hardware to prevent the propagation of Tfaults from }bne

module to another.

Rationale of the FIMP approsch,
A failure rate of less than 10-% faoillures per hour on a ten hyur
flight was required, Fault masking was Lo be used, and all system

resources had to be verifiable during system operation.
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