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ABSTRACT 

Technological advances and increasing access to the internet has allowed 

customers from all over the world to access online shopping platforms. This has 

contributed significantly to the growth of the customer base of online shopping 

companies. Cybercrime has emerged as the biggest threat to the online shopping 

industry. All online shopping companies face the risk of a cyber-attack, generally 

through a data breach. These data breaches compromise the personal and 

financial details of the customer base, exposing customers to a further broad 

range of cybercrimes. Many online shopping companies believe they will not be 

exposed to a data breach and rely heavily on outdated cybersecurity 

infrastructure and procedures. Furthermore, these companies do not have a 

comprehensive Data Breach Response Plan to utilise in the event of a data 

breach. However, in the event of a data breach, many companies just do not 

know how to retain their customer base. Data collected quantitatively from 

respondents who shop online, via an electronic survey, examines what methods 

and attributes an online shopping company could use or offer to its affected 

customer base to retain their patronage. Data breaches negatively impact the 

trust a customer has in the online shopping company. It is this trust initially that 

convinces a customer to utilise the services of the online shopping company. 

Online shopping companies need to offer a wide range of attributes to retain 

some of their customer base. However, despite providing customers with every 

conceivable option, there is a strong possibility that an online shopping company 

will only be able to retain roughly half the customers that were affected by the 

data breach. Online shopping companies need to establish and maintain a 

comprehensive cybersecurity policy and ensure that their staff are fully trained. 

Overall, online shopping companies need to develop more comprehensive 

cybersecurity policies to help militate against the threat of data breaches, as a 

data breach can efficiently extinguish customer trust, which online shopping 

companies need to conduct business.      

Keywords: Online Shopping, Data Breaches, Retaining Customers, Cybercrime, 

Customer Trust 
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1. Introduction 

As technology has advanced and with the aid of the internet, online shopping has 

grown exponentially worldwide, giving customers from around the world access 

to online shopping platforms (Panda & Swar, 2013). However, with this growth, 

the threat of cybercrime has also increased, threatening online shopping 

companies through data breaches. These breaches can potentially affect the 

personal and financial data of customers who utilise online shopping platforms. 

Despite every precaution taken by an online shopping company, there is still a 

risk that they will be affected by a data breach (Disparte & Furlow, 2017). Online 

shopping companies need to develop methods on how to restore the confidence 

of their customer base in the event of a data breach.  

 

Purpose of the study 

The purpose of this study is to determine how online shopping companies can 

attempt to restore the trust of their customer base following a data breach.  

  

Context of the study 

Online shopping was first introduced in 1979 by English inventor Michael Aldrich 

(Geetha & Rangarajan, 2015). Since then rapid technological advances and the 

internet have created a new environment for companies to conduct business 

digitally. These digital advances have improved the efficiency and convenience 

of doing business, making it more attractive (Mallapragada, Chandukala, & Liu, 

2016). This has given rise to the concept of online shopping, an alternative to 

traditional shopping, by allowing consumers to shop in the comfort of their own 

home (Mallapragada et al., 2016). Additionally, technology has advanced to the 

point whereby consumers can shop online for consumer goods via a smartphone 

further penetrating the market (Panda & Swar, 2013).  

 

Numerous companies have branched out into the e-commerce sector, creating 

an online platform that advertises a variety of goods and products to their 

customers (Mallapragada et al. 2016). In some cases, companies offer products 

not readily available in some countries (Mallapragada et al. 2016). In order to 

make their services even more attractive some companies offer free delivery of 

the product as an added incentive, the economic spending data from customer’s 
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browsing history and purchasing history is used by online shopping companies 

to help create a marketing profile of a customer and used to advertise products 

to cater for these needs and interests (Mallapragada et al. 2016). As payment of 

products is made electronically, online companies have created accounts for 

customers to store their financial details on the profile for convenience. Some 

companies handle the electronic payments themselves, while other companies 

utilise a third party to facilitate electronic payments, such as PayPal (Mintzer, 

2014). It is often inconvenience cited as the main reasons why customers will 

break their relationship with a company (Moeller, Fassnacht, & Ettinger, 2009).  

 

However, the use of the internet has also created a new threat, cybercrime. Many 

businesses and individuals are usually unaware of the potential risk they face and 

are often unprepared when faced with a cybersecurity breach or more commonly 

known as a cyber-attack. Cybercrime is defined as any crime that utilises an 

electronic device such as a laptop, computer and cell phone and takes place 

within the electronic environment (Spalević, 2014).  

 

Many companies do not take this threat seriously and play down the risk it poses 

(Banham, 2017). It is crucial for companies to understand the dangers of 

cybercrime and accept the reality of when it happens and not if it will happen 

(Banham, 2017). All businesses are susceptible to cyber-attacks, including small 

businesses. Alexander (2015) states that in this day and age, the majority of small 

businesses utilise the internet to create business and run the day to day 

operations. Several owners of small businesses believe they are too insignificant 

to be threatened by cyber-attacks. However, Banham (2017) argues small 

businesses present a natural opportunity for hackers to steal financial data from 

customers. Even the most sophisticated cyber security systems face constant 

vulnerabilities. Thus, continuous assessment of a business's cybersecurity 

measures is needed (Banham, 2017).  

 

Numerous companies rely on standard forms of cyber security, while other 

companies do not place much emphasis on it (Cheng & Groysberg, 2017). 

According to Hewes Jr. (2016) companies need to have a standard cybersecurity 

policy in place that covers all potential threats; secondly, companies need to have 
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a comprehensive training program in place for new employees, and finally, the 

technology used by the company needs to be secure. Similarly, Disparte and 

Furlow (2017) argue that most companies do not invest much in cybersecurity 

training and programmes for new employees. Human error is the primary cause 

of cyber security breaches within most companies (Disparte & Furlow, 2017). 

Most companies only evaluate their cybersecurity policy after a breach has 

occurred (Cheng & Groysberg, 2017). 

 

This can be attributed to the way managers make decisions. Many managers fall 

into a mindset and a habitual way of conducting business, and only react after a 

data breach has occurred (Grant, 1988). This dominant management logic 

hinders management's ability to inversely respond to a threat (Grant, 1988). With 

the number of breaches increasing each year, companies will have to mitigate 

the danger by ensuring their cybersecurity systems are up to date (Disparte & 

Furlow, 2017). And in the event of a cyber breach, online shopping companies 

need to develop a strategy to respond to the impact of the breach and mitigate 

the fears and concerns of their customer base to keep them utilising their services 

and convince them not to move away to other competitive online shopping 

companies. Furthermore, retaining customer loyalty after a data breach is the 

most significant challenge facing companies. As many companies do not take 

cybersecurity threats seriously, many more do not even have a data breach 

response plan to use in the event of a data breach.       

 

Importance and Relevance of the Research 

Online shopping is increasing steadily and becoming a more common method for 

a number of customers to shop. This is mainly due to the convenience it offers. 

Cybercrime is also growing, and the number of data breaches that have affected 

companies is steadily increasing annually. Companies that operate in cyberspace 

will at one time in their existence suffer from a data breach, and the majority of 

managers and leaders of these companies often make several common 

mistakes, which inadvertently adds to the crisis (Bourdon, 2017). Managers and 

leaders are often slow to respond to data breaches and have a tendency to try 

and hide this information from customers (Bourdon, 2017). There is a need to 

understand what methods an online shopping company can utilise after a data 
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breach has occurred in order to help alleviate any fears existing customers have, 

and thus prevent customers from moving to other online shopping companies. 

Additionally, a large number of these online shopping companies have created a 

brand. Data breaches can easily harm a company’s brand as well as the 

relationship of trust between the customer and company (Whitler & Farris, 2017). 

 

Delimitations of the Study 

The study will examine how customers respond to data breaches, and how 

companies in turn attempt to restore the confidence of their customer base using 

various methods. The study will not include any in-depth technical analysis of 

cyber security and prevention of data breaches. For the purpose of this study, 

online shopping will refer to the exchange of money electronically for consumer 

goods and not services. 

 

2. Literature Review 

The creation of cyberspace has created the information age, whereby vast 

amounts of information flow freely around the world via the internet. Between 

1999 and 2000, the commercial use of cyberspace was established and allowed 

all people from around the globe to connect and communicate with each other 

(Barik, Soni, & Pandey, 2015). As technology has advanced in the past few 

decades, individuals, companies and governments have become more reliant on 

the internet and electronic devices that give them access to the internet (Gupta, 

2014). The internet has allowed companies to enter the global market where 

anyone in the world is a potential customer. This in effect has opened up a new 

market that has no borders or boundaries. However, the internet has opened up 

a new avenue of criminal activity. Cybercrime is defined as illegal activities carried 

out by means of computers or the internet (Dennis, 2017). As technology has 

progressed, cellular phones are able to access the internet, and as such can 

potentially be used to carry out a cybercrime (Buck, 2012).  

 

What is Cyber Security and what threats do online businesses face? 

According to Lord (2017) cybersecurity or information technology security refers 

to the technological practices and processes created for the purpose of protecting 

computer networks and the information stored and shared on these networks. 
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According to Daniel (2017) cybersecurity is a concept that does not remain within 

the technical realm. Cybersecurity encompasses a broader outlook and does not 

follow the rules of everyday life. For example, everyone is responsible for their 

own protection in the cyber world. Individuals, governments and businesses take 

it upon themselves to protect themselves from any form of attack in the cyber 

world. In the real world, individuals and companies would rely on law enforcement 

agencies to provide that security (Daniel, 2017). Also, policing cybercrime is still 

very much in its infancy. Governments from around the world have various 

policies in place to police cyberspace, making it very difficult to combat 

cybercrime universally (Daniel, 2017).  Additionally, cyber threats are evolving 

continuously, making it very difficult for cybersecurity frameworks (Lord, 2017).   

 

According to IBM chairperson Ginni Rommerty, cybercrime is the most significant 

threat to every company in the world (Morgan, 2017). Cybercrimes worldwide 

cost the global economy over $3 trillion in 2016 and costs are expected to rise to 

$6 trillion by 2021 annually (Morgan, 2017). According to Gyunka and Christiana 

(2017), most common cybersecurity vulnerabilities are caused by human error.  

The vulnerabilities posed by human error constitute careless work practices, 

disregard of cybersecurity policies and the negligent storage of sensitive 

materials, both physically and electronically (Gyunka & Christiana, 2017). These 

vulnerabilities can easily be exploited by an internal or external threat, namely a 

hacker.  Social engineering is the most common method used by cybercriminals 

to obtain sensitive information from people. Typical social engineering tactics 

include phishing scams, malware attacks and engaging with people in fake voice 

calls (Gyunka & Christiana, 2017). 

 

According to Hewes Jnr, (2016) companies that are victims of cyber-attacks often 

suffer from numerous effects such as  

1) The potential loss and theft of company funds 

2) The possible interruption of critical operations of the company 

3) Damage to the network infrastructure of the business and equipment 

4) The theft or loss of confidential information of customers  

5) Damage to a company’s business reputation (Hewes Jr., 2016). 
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Cybercrime, described as any criminal activity conducted electronically by Julisch 

(2013), have become increasingly common. Additionally, these threats have 

become more frequent, sophisticated and are now becoming targeted which 

poses a severe threat, not only to governments but also to businesses and their 

customers (Choo, 2011). Customers are often affected by data breaches and fall 

prey to a number of cybercrimes. Usually, the financial details of a customer are 

customarily compromised after a breach, leading to compromised credit card 

details, which hackers use to make illegal purchases. Additionally, identity theft 

is another crime that affects customers (IT News Africa, 2017). 

 

Data breaches are increasing steadily on an annual basis. In the first half of 2017, 

there were 918 data breaches recorded worldwide that compromised over 1.9 

billion data records (Foltyn, 2017) In 2016, 4,129 data breaches occurred 

worldwide, resulting in over 4.2 billion accounts being compromised. Roughly 

53% of these breaches were the result of hackers (Roberts, 2017).  In 2015, 

1,673 data breaches occurred worldwide compromising over 707 million 

accounts (Security Week News, 2016).  

 

According to Lord (2017), the number of data breaches in the United States 

steadily increased from 2005 to 2014. The United States remains the leading 

country that experiences the most data breaches (Foltyn, 2017). 
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Figure 1 Number of Data Breaches and Exposed Accounts 2005 – 2014 in the United States (Lord, 
2017) 

According to the United States Department of Justice, cyber-attacks increased 

from 1,000 attacks a day in 2015 to over 4,000 attacks a day in 2016, a significant 

increase (Banham, 2017). Similarly, in the United Kingdom (UK), cyber breaches 

involving the loss of customer’s personal information including their financial data 

increased from 19 incidents in 2015/16 to 38 incidents in 2016/17 (The Telegraph, 

2017).  

 

Numerous examples of data breaches exist. In 2013, United States retail store 

Target suffered a data breach resulting in the credit card details of 41 million 

customers being compromised. On May 23, 2017, Target paid reparations of 

$18.5 million to customers that were affected by the breach. Hackers obtained 

access to Target's customer database after stealing credentials from a third-party 

vendor. After installing malware software, hackers obtained full names, credit 

card details and other personal information of customers and exploited this 

information (McCoy, 2017)  

 

The most prominent threat to cybersecurity often comes from inside an 

organisation, through simple human error (Vest, 2017). According to IBM, 95% 

of all cyber security incidents within companies are the result of human error. As 

Zandelhoff (2016) argues human error constitutes a wide range of attributes, such 

as employees visiting unauthorised websites, clicking on suspicious links in 
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emails, falling prey to phishing scams and general tardiness towards 

cybersecurity policy.    

 

The Concept of Online Shopping 

According to (Girish, Chandukala, & Liu, 2016) online shopping provides an 

alternative to traditional shopping. The ease and convenience of online shopping 

give a much better alternative to standing in lines and dealing with the hassle of 

going out to shop. 

 

Technological advances have allowed customers to shop from laptops, 

smartphones devices and tablets (Statista: The Statistics Portal, 2016). However, 

from the table below, Laptops and Personal Computers still remain the most 

prominent methods for online shopping.  

 

 

Figure 2 Online Shopping Figures by Various Devices 2016 (Statista: The Statistics Portal, 2016) 

According to Figure 3, e-commerce sales worldwide have increased significantly 

since 2014, generating $1, 336 billion in 2014 and are expected proliferate over 

the next four years. In 2021, worldwide e-commerce sales are expected to reach 

$4,479 billion in revenue.  In 2016, it was estimated that roughly 1.6 billion people 

shopped online globally, this includes shopping for goods and services. In South 

Africa, online shopping constitutes approximately 1% of total retail sales in the 

country; this equates to roughly R1 billion in online sales and is expected to grow 

significantly within the following years (Mahlaka, 2016) 
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Figure 3 Depicts Worldwide E-commerce Retail Sales 2014 – 2021 (Statista The Statistics Portal, 
2017) 

Customers who use online shopping place a lot of trust in the services of the 

companies that they buy products from. In order to maintain this level of trust 

companies need to be reliable, trustworthy and keep a good reputation in order 

for this level of trust to continue (Bernard & Makienko, 2011). However, despite 

the growth in online shopping, a large number of customers still perceive online 

shopping a significant degree of risk (Hsieha & Tsao, 2014).  Hsieha and Tsao 

(2014) identify three significant concerns from customers. Firstly, the customer 

may never receive the product they ordered, secondly, they may accidentally 

purchase the incorrect product and lastly; their financial and personal information 

may be compromised. 

 

Dealing with Data Breaches; Maintaining a Company’s Reputation  

It is not a matter of if but a matter of when companies, organisations and 

individuals will be victims of some sort of cyber-attack (Vinton, 2014).  In the event 

of a data breach, companies are faced with numerous challenges. For starters, 

the reputation and share price of a company that is usually breached is negatively 

affected (Bischoff, 2017). Data breaches can harm the reputation of a company 

to a certain degree, but how a company responds to the data breach can affect 

the reputation considerably (Drinkwater, 2016).  However, according to Rikallah 

(2017), the stigma attached to a company that has suffered a breach is not as 

severe as it used to be. The stigma is now based on how a company responds 

to the data breach (Rizkallah, 2017).  Additionally, the trust a customer has in a 
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particular company is severely damaged and the brand a company has spent so 

much time building up can easily be damaged beyond repair (Whitler & Farris, 

2017).   

 

Proper cyber awareness training is instrumental in helping online shopping 

companies militate against future cyber-attacks (Disparte & Furlow, 2017). As 

human error contributes to the majority of attacks, a proper cybersecurity culture 

needs to be implemented and maintained. The maintenance of a cybersecurity 

awareness culture is instrumental in how companies are able to deal with a 

possible data breach. Additionally, the leadership of companies need to 

understand that any cybersecurity policy in place needs to be regularly updated 

and become a strategic priority.   

 

Despite these cyber-attacks, roughly a third of UK companies, surveyed by the 

UK government had not spent any additional money to improve their 

cybersecurity measures (The Telegraph, 2017). According to internet security 

company Norton, roughly 9 million South Africans were victims of cybercrime in 

2015 (Zyl, 2016). According to Graham Croock, director of IT Audit, Risk and 

Cyber Lab at BDO, a large number of South African business are entirely 

unprepared for cyber-attacks and are relying on out-dated strategies and 

technology (Alfreds, 2016) 

 

One of the major problems arising is convincing businesses leaders and the 

management of companies of the seriousness of this threat. Far too many 

businesses tend to focus on other priorities. It is estimated that a data breach in 

a large corporation can cost a corporation roughly $4 million.  Additionally, 

according to Cheng and Groysberg (2017) management often lack the expertise 

when attempting to decide on how to deal with the issue of cybersecurity.  As 

Disparte and Furlow (2017) argue, companies need to break from the traditional 

approach to dealing with cyber threats, by believing that current technological 

systems in place will deal with the problem.  

 

 

Formulating a Data Breach Response Plan 
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Despite every precaution taken, data breaches do occur, and online shopping 

companies need to protect the interests of the customer in order to continue doing 

business. By not acting quickly, decisively, honestly and taking full responsibility 

customer trust will be damaged (Hilburg, 2013). As Hilburg (2013) states most 

companies only have a template of a data breach response plan. This template 

allows companies to develop and customise the response plan quickly. With the 

internet, customer dissatisfaction can spread rapidly and contribute negatively to 

a companies' reputation, through the use of social media (Shiue & Li, 2013). 

Ultimately a data response team is formulated to protect the customers and to 

protect the brand name of the company (Lewis, 2002). However, as Lord (2017) 

suggests, a cross-functional team is needed to respond to a data breach. A 

number of attributes or methods can be used to help restore a customer’s 

willingness to utilise the services of the affected online shopping company. 

  

A Clear, Concise Communications Policy Needed 

Firstly, as Kohgadai (2016) states an efficient communications team is needed. 

No company wishes to admit that their system has been breached as it 

immediately creates panic amongst customers, but it is essential to inform your 

customer base of what the problem is. It is also essential for management to 

understand that customers react to these breaches emotionally, and when 

management fails to recognise this issue, customers will become irate and will 

start to look for alternative options (Tybout & Roehm, 2009). Therefore, it is 

imperative to formulate a strategic response to the incident. The communications 

team needs to apologise to the customers, who are affected and those not 

affected. The message created must be managed by the crisis response team 

and only this team. Conflicting messages can often cause more harm than good. 

Communication internally and externally must come from one source (Bende & 

Barnard, 2006).  

 

Furthermore, messages conveyed by the response team to the customer base 

need to address the severity of the breach and explain the effect it has on 

customers. These messages must be legible, concise and not heavily laden with 

jargon (Bende & Barnard, 2006). The communications team must also be 

responsible for cooperating with various law enforcement agencies and 
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communicating with them regularly (Goldberg, 2013). The communications team 

can also put customers in touch with law enforcement agencies, in the event their 

personal and financial data were compromised. 

 

Technical Support 

Secondly, a technical response team is needed to assess the damage of the 

breach and determine how many customers were affected and what sort of 

information was compromised. More importantly, a technical response team 

needs to learn how the breach occurred and how to prevent a breach from 

happening again (Lord, 2017). Another important aspect the technical response 

team needs to do is to educate its staff on how the breach occurred and how to 

prevent it from happening again (Lord, 2017). The technical response team can 

help customers reset their personal passwords, in order to ensure their accounts 

cannot be compromised further. Furthermore, these teams can provide first-hand 

expertise and handle any technical queries from customers affected by the 

breach and customers concerned about the breach who have not been affected 

(Ragan, 2016). 

 

Customer Relations Management  

Thirdly, a customer relations management team needs to be established to 

mitigate the effect of the breach on the customer base. Customers become 

emotional when there is a possibility that personal and financial information has 

been compromised. According to Choi, Kim and Jiang (2016), customer's 

perspectives and behaviours towards a company will depend on how a company 

responds to a crisis (Choi, Kim, & Jiang, 2016). Thus, the establishment of a 

customer management team, dedicated to deal with customers’ concerns and 

issues is necessary to maintain a customer base. Furthermore, as Choi et al., 

(2016), argue, good quality service will influence a customer’s willingness to 

recommend the services of a company. 

 

Compensation is usually an excellent method used by companies to retain their 

customer base. However, it is unfortunately costly, as some companies may not 

be in a financial position to accommodate financial compensation or even a full 

refund (Goode, Hoehle, Venkatesh, & Brown, 2017).  However, compensation 
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expectations differ between customers depending on the severity of the breach 

and as such is very difficult to gauge the level of compensation needed to satisfy 

all customers affected (Goode et al., 2017). This can lead to dissatisfaction 

amongst customers if too little compensation is offered and has to be handled 

very carefully. 

 

In the event of a data breach, online shopping companies need to address the 

issue of an apology, technical assistance, legal assistance, compensation and 

finally the effect of a full refund. 

 

3. Problem Statement and Research Objectives 

Main Problem 

The purpose of this study is to ascertain what attributes and or methods an online 

shopping company can utilise to retain their customer base after a data breach.  

 

Sub Problem 

The subproblem seeks to gauge the impact of these methods or attributes, 

individually or in combination, on the customer base that has been affected by a 

data breach. The data was collected via electronic surveys from a comprehensive 

range sample and was tested through a quantitative approach. 

 

Propositions 

The objectives of this research are to determine which attributes or combination 

of attributes will have the most significant positive impact on customers who have 

been affected by a data breach: 

1) Proposition 1 – No response from an online shopping will have a positive 

effect on customers who are affected by a data breach 

2) Proposition 2 - An apology on its own will have a positive impact on 

customers who are affected by a data breach 

3) Proposition 3 – An apology and free legal assistance will have a positive 

impact on customers affected by a data breach  

4) Proposition 4 – An apology, free technical and legal assistance will have 

a positive impact on customers affected by a data breach  
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5) Proposition 5 – An apology, free technical and legal assistance and 

some compensation will have a positive impact on customers affected by 

a data breach  

6) Proposition 6 – An apology, free technical assistance and full 

compensation will have a positive impact on customers affected by a 

data breach 

7) Proposition 7 – An apology, free technical and legal assistance and a full 

refund will have a positive impact on customers affected by a data 

breach  

 

Hypothesis  

Following a data breach in which the financial and personal data of customers 

has been compromised, online shopping companies will be able to retain their 

customer base.  

 

4. Research Methodology 

The primary aim of this research report is to determine how online shopping 

companies can rebuild customer trust and confidence and retain their current 

customers, following a data breach.  This section will outline the methodology 

selected in order to determine what methods an online shopping company can 

use in order to help retain their customer base, those affected and those not 

affected. Furthermore, this section will outline the questionnaire design, the 

population sample, the collection of the data and the method of analysis used to 

interpret the data collected.  

 

A quantitative approach will be taken when conducting research for this research 

report. According to Creswell (2003), quantitative research is the method in which 

a researcher will use post-positivist claims for developing results through the use 

of measurement by collecting data that yields statistical results. Electronic 

surveys will be employed to obtain data from respondents who shop online. The 

purpose of a survey is to measure variables, such as attitudes, behaviours and 

traits amongst a population in order to test a hypothesis (Kalof, Dan, & Dietz, 

2008). The use of surveys is also instrumental in determining any potential links 

or relationships between variables, traits and/or behaviours (Kalof et al., 2008). 
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This method of data collection will help an online shopping company determine 

what methods or actions are most useful in helping to retain their customer base 

after a data breach. 

 

Research Design  

The first part of the questionnaire will focus on understanding who an online 

shopper is and identifying any potential trends amongst online shoppers. The 

second part of the questionnaire will focus on a hypothetical case study in which 

the respondent will assume the role of a customer that has been affected by a 

data breach after using the services of a fictitious online shopping company and 

as a customer that has not been affected directly but utilises the services of a 

company that has suffered a data breach. The respondent will answer 

predetermined questions about various methods or actions an online shopping 

company can use with the aim of retaining the customer. Creswell (2003) defines 

case studies as a tool in which to analyse respondent's activities and answers 

over a specified time period. Various data collection methods can be used, such 

as questionnaires. The questions utilised on the questionnaire will be close-

ended. Close-ended questions are questions whereby respondents answer from 

pre-determined choices, making it a lot easier to quantify (Kalof, Dan, & Dietz, 

2008). Furthermore, the use of close-ended questions is usually a lot easier for 

respondents to answer as respondents do not need to seek assistance in 

answering them (Kalof et al., 2008).    

 

The use of questionnaires provides an easy method to collect data within a limited 

time frame, however, if the questionnaire is poorly structured inaccurate 

information can be obtained. Furthermore, a poor response rate from 

respondents can, in fact, negate an accurate reflection of the population sample, 

thereby hindering the accuracy of findings. Incomplete questionnaires from 

respondents can impact negatively on the results as well.   

 

Population 

According to Kalof et al. (2008), a population is a collection of people that share 

a standard feature or interest. As the demographics of an online shopper has 

evolved to the stage where anyone can be an online shopper (Grau, 2005), it is 
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feasible to select a wide variety of people in order to reflect an accurate 

population. Additionally, technology has evolved to the point where customers 

can now utilise mobile devices such as smartphones and laptops to shop online.  

As mobile penetration is increasing worldwide the potential number of online 

shoppers has increased (Smith, 2017).  

 

A questionnaire in the form of a survey will be used to gather data and will be 

sent electronically to a wide variety of people. As online shoppers can potentially 

be anyone, it is tough to distinguish who they are, and for the purpose of this 

study, these surveys will be sent to a wide variety of people from various 

backgrounds. One hundred and fifty questionnaires will be employed in order to 

conduct this research. 

 

Research Instrument  

A structured survey questionnaire with predetermined questions is utilised for this 

study and will consist of the following sections. (Please see attached appendix)  

 

1) A covering letter – which will provide the context of the study, and the 

purpose of the study, and ensure recipients that the data they provide will 

remain confidential 

2) The Survey – The survey is divided into two parts.  

a) Part A will require respondents to answer various predetermined 

questions relating to their online shopping habits and seeks to 

determine whether they have ever been a victim of a data breach and 

their experience in dealing with online shopping companies. These 

questions also seek to identify potential trends. 

b) Part B will require respondents to answer predetermined questions 

and imagine themselves in various hypothetical scenarios in order to 

determine what techniques or attributes would convince them to 

remain as online shoppers for an online shopping company that has 

experienced a data breach. The following attributes, an apology, 

technical assistance, legal assistance, compensation and a full refund 

will be tested and presented to respondents in various combinations.  
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The data collected from the surveys will help confirm that an online shopper can 

be anyone. Furthermore, the data collected will help online shopping companies 

determine which methods and actions could potentially assist them in retaining 

their customer base, in the event of a data breach. 

 

Data Analysis & Interpretation 

Firstly, data collected from the first part of the survey, descriptive data, will be 

used to provide demographic information about online shoppers, this will be 

represented in the form of pie charts and bar graphs. The descriptive data 

collected will also help identify any potential trends amongst those respondents 

who shop online. The second part of the survey seeks to determine which 

attribute or combination of attributes will best help an online shopping company 

retain its customer base after a data breach. Conjoint analysis will be used to 

analyse the data from the second part of the questionnaire. Conjoint analysis is 

a marketing technique used to measure the effectiveness of a service that uses 

different attributes or methods. This technique can provide information 

concerning the impact of the attribute or method and determine whether it will 

have a positive or negative effect (Dobney, Ochoa, & Revilla, 2016).  

  

Validity 

The external validity of this study is high, as a wide variety of people from several 

backgrounds are included in the sample. This should contribute to a well-

represented sample. The use of close-ended questions within the questionnaire 

will significantly help in reducing any potential confusion. The questions on the 

questionnaire are simple and easy to understand, which will help when drawing 

conclusions from the results. A standardised survey will be employed and sent to 

all respondents in order to establish a level of firm consistency. The questions 

are based on the various methods discussed in the literature review.  

 

Reliability   

In order to ensure reliability, a standardised questionnaire will be sent to all 

respondents. Additionally, the questionnaire will be tested in several pre-trials in 

order to remove any potential stumbling blocks. The more consistent findings are 

over time, the more reliable they become (Kalof et al., 2008). All answers to 
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questionnaires will be handled confidentially, in order to maintain standards of 

ethics.  

 

5. Analysis and Discussion of Results  

The data collected from this survey is experimental, and the findings gathered 

from this survey do not necessarily represent the entire population. One hundred 

and fifty respondents were recorded out of the required 150. As data breaches 

are occurring more frequently online shopping companies need to explore 

methods or options they can offer customers when a data breach has occurred. 

The sample surveyed were asked to score whether any attribute or action 

provided by the online shopping company could possibly overcome the impact of 

the data breach and convince them to continue shopping online at the same 

company. Several attributes were identified and tested against the sample. These 

attributes included the issuing of an apology to those affected by the data breach; 

the offer of free technical assistance to those affected, the offer of free legal aid 

to those affected; the offer of some compensation to those affected and finally a 

full refund to those who were affected by the data breach. Additionally, descriptive 

data collected from the sample population will be used to identify potential trends 

and behaviour amongst online shoppers. 

 

Of the sample surveyed, males constituted 48% and females 52% of the survey. 

Participants who were 30 and younger represented 25% of the sample size. 

Participants aged 31 – 35 represented 26.32% of the sample size as well as 

participants aged between 36 – 40, who also constituted 26.32% of the sample 

size. The remaining 22.37% of the sample size fell into the 41 and older category. 

91.45% of the sample size said they shopped online, while the remaining 8.55% 

said they did not shop online at all (See Figure 4).  
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Figure 4: Sample size by gender and age 

Device Preference 

According to Lee (2016), mobile commerce has become the new method of 

shopping online. Mobile commerce is defined as the exchange of goods via 

transactions through a wireless telecommunication network. The convenience 

that it provides has made this method more popular, primarily through devices 

such as laptops and smartphones (Lee, 2016). Interestingly, data collected from 

the survey indicated that laptops and smartphones were the most popular devices 

used by participants in the survey when they shopped online. 42.07% of 

respondents used laptops, 33.21% preferred Smartphones, 11.81% used tablets 

and 11.44% used Desktop Computers. 1.48% used other devices (See Figure 5) 

 

Figure 5 Device Preference of the sample 
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Surprisingly, a large number of respondents used more than one device when 

shopping online. 48.83% used two devices, 30.23% used only one device, 

16.27% used three devices while the remaining 4.65% used four devices when 

shopping online (See Figure 6). 

 

Figure 6 Number of Devices Respondents use in online shopping 

Interestingly, the majority of respondents used two devices when shopping 

online, laptops and smartphones were the more popular devices. These mobile 

devices have allowed people easier access to the online market. As mobile 

penetration increases throughout the world, especially in South Africa for 

example, the number of potential consumers has increased significantly (Tech 

Central, 2017). According to Tech Central (2017), online spending in general via 

mobile devices increased by roughly 65% between 2015 and 2016. Analysts have 

forecasted a continued increase in this trend. Mobile expenditure provides 

consumers with unlimited spatial constraints, allowing them to access online 

shopping platforms from anywhere (Lee, 2016). 

 

When analysing data collected from the survey by age in the device preference 

category, mobile devices such as laptops and smartphones appear to be more 

popular amongst all age groups (See Figure 7).  
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Figure 7 Device Preference by age 

Additionally, this trend is seen again when breaking the same data by gender. 

Mobile devices seem to be more popular than the traditional fixed devices such 

as desktop computers (See Figure 8)  

  

 

Figure 8 Device Preference by gender 

The Motivation for Shopping Online. 

According to Sethi and Sethi (2016), convenience is the main reasons customers 

shop online. Customers are able to access the website and shop at all hours of 

the day and night at the comfort of their own home or in some cases via their 

mobile devices as they are not physically able to go to a store. Additionally, online 
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shopping provides customers with the ability to quickly compare prices of similar 

products at the click of a button (Sethi & Sethi, 2016). Not surprisingly, the online 

convenience shopping provides, was the main reason respondents shop online. 

37.69% of respondents said they shopped online for convenience, while 21.58% 

claimed there was better pricing available. 19.45% said there was a more 

extensive range of products available and 17.93% said they shopped online to 

avoid buying at a store physically. 3.34% said they shopped online for discretion 

(See Figure 9) 

 

 

Figure 9 Reasons for shopping online 

 

Interestingly, when comparing the same data collected from the survey by age 

groups and by gender, the results were very similar. Convenience was 

undoubtedly the main reason for shopping online. Numerous online shopping 

companies adopt various strategies in order to attract customers, focusing on 

competitive pricing and the speed of delivery (Gerbig, 2017). Ultimately this can 

lead to customers using more than one online shopping platform. According to 

the data collected 92.81% of respondents used multiple online shopping 

platforms when shopping online, while the remaining 7.19% did not (See Figure 

10) 
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Figure 10 Respondents who utilise more than one platform 

When comparing the data by gender (See Figure 11) 89.55% of males said they 

used multiple online shopping platforms while the remaining 10.45% did not. 

95.71% of Females said they utilised numerous platforms and the remaining 

4.29% did not. 

 

 

Figure 11 Respondents who utilise more than one platform by gender 

There were also similar findings when comparing the data by age group. Ninety-

one-point eighty-nine percent of respondents in the 30 and younger age group, 

and the 31 – 35 age group used multiple platforms for shopping online, while the 

remaining 8.11% in both age groups did not. In the 36 – 40 age group 88.88% of 

respondents used multiple platforms when shopping online, while 11.12% did not. 

In the 41 and older category all respondents used numerous platforms when 

buying online (See Figure 12).   
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Figure 12 Respondents who utilise more than one platform by age 

The Frequency of Online Shopping  

The rate of online shopping varied amongst the respondents 38,41% of 

respondents from the survey tended to shop at least once a month, while 33.33% 

of respondents tended to shop online every three months. 22.46% tended to shop 

once a week and 5.07% shop online once a year. Only 0.72% shopped online 

once a day. 

 

Figure 13 Shopping frequency of respondents 

When analysing the same data by age groups, there were a lot of similarities. 

However, when comparing the data by gender, 43.48% of females shopped 

online once a month compared to 31.34% of males who also shopped once a 
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month. 40.29% of males shopped online once every three months compared to 

27.54% of females who also shopped online every three months (See Figure 14). 

 

Figure 14 Shopping frequency of respondents by gender 

Cybercrime  

As discussed earlier, cybercrime is increasing annually, and anyone who 

accesses the internet is susceptible to cybercrime. Cybercrime is considered one 

of the biggest threats to online shopping companies, but also the perceived risk 

of cybercrime. Of the participants surveyed, 13.67% were a victim of a 

cybercrime, while the remaining 86.33% were not (See Figure 15).  

 

Figure 15 Victims of Cybercrime 
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According to the data collected by the sample, the majority of cybercrime victims 

fell in the 36 – 40 and 41 and older age group.  According to the table below 

(Figure 16), males were more susceptible to cybercrime than females. 14.93% of 

males and 12.86% of females surveyed were victims of cybercrime. Interestingly 

the difference was quite small.   

 

 

Figure 16 Victims of cybercrime by gender 

Interestingly, the data indicated that people in older age groups were more 

susceptible to cybercrime than those who were younger, when comparing the 

data by sex there was no significant difference, as indicated in the table below 

(See Figure 17). According to Arfi and Agarwal (2013) the elderly, especially 

those aged 60 and above are more vulnerable to a number of scams. Although 

they may have the necessary software installed to protect themselves from direct 

cyber-attacks, the elderly unintentionally fall prey to more direct scams easily. A 

classic example would be buying cheaper medication online from unscrupulous 

websites (Arfi & Agarwal, 2013).   



 
28 

 

Figure 17 Victims of cybercrime by age 

Cybercrime comes in various forms, 71.43% of respondents who were a victim 

of cybercrime had their personal and financial information compromised by a data 

breach. 4,76% of respondents fell victim to a Malware scam. No one surveyed 

fell victim to a ransomware scam, and the remaining 23.81% fell into the ‘Other' 

cybercrime category (See Figure 18) 

 

Figure 18 Types of cybercrime 

Of the 23.81% who fell into the Other category (See Figure 19), 60% were victims 

of credit card fraud, 20% were victims of phishing scams. A phishing scam is 

defined as an attempt by a hacker to obtain personal and financial information 

from a victim via a scrupulous email, and the remaining 20% were a victim of an 

employee data breach from within a company. Employee data breaches are 
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known to happen from time to time. In some cases, the employee who commits 

the cybercrime is often a disgruntled employee. According to Ogden (2016), 

employees who intentionally compromise the data accounts of customers do so 

because of being terminated from their position or they do it for career building 

opportunities  (Ogden, 2016).  

 

 

Figure 19 Other Cybercrimes 

Not surprisingly, all the victims of cybercrime from the survey reported the 

cybercrime to their respective companies. Yet, 11.11% of those affected were 

informed of the incident by the respective companies they shopped at (See Figure 

20) 
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Figure 20 Cybercrime victims who were informed vs reported 

Some companies fail to disclose data breaches due to the potential loss of further 

revenue and because of the potential damage to the reputation of the company. 

Data breaches are a financial and reputational catastrophe for companies 

affected, and most companies find it a lot easier to hide the data breach from their 

customer than actually revealing the truth. The reasoning behind this according 

to Drinkwater, (2016) is that a loss of customer loyalty equates to a loss in 

business for the company and decline in share price, it also affects the brand 

reputation of the company. Additionally, the longer the data breach is concealed 

from customers, the more significant the negative impact will be when news of 

the data breach breaks. (Drinkwater, 2016).  

 

However, according to Skroupa (2016), several companies are prepared to risk 

the consequences of hiding a data breach than revealing the breach to its 

customer base, because of the potential loss of intellectual property and 

competitive advantage in the market. Typically, in the event of a breach, 

customers look at competitors as an alternative (Skroupa, 2016). Additionally, 

legislation that governs companies over revealing data breaches is 

comprehensive and lax and differs from country to country (Freifeld, 2014). 
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Overall, 55.56% of respondents who were a victim of cybercrime were not 

satisfied by the service they received from the company, as opposed to the 

44.44% of respondents who said they were satisfied (See Figure 21). 

 

 

Figure 21 Cybercrime victims level of satisfaction 

Interestingly, when comparing the satisfaction level against those respondents 

who were informed and not informed, the results yielded interesting results. All 

respondents who were notified of the incident were satisfied by the service they 

received from the company. However, those respondents who were not informed 

were split. 37.5% of respondents who were not notified of the incident were 

satisfied by the service they received from the company, yet the remaining 62.5% 

of respondents who were not informed of the incident were unsatisfied by the 

service they received from the company (See Figure 22).  
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Figure 22 Cybercrime victims satisfaction level based on being informed or not 

In most cases, unsatisfied shoppers will not utilise the services of a company 

where they had a bad experience again. As a result, this bad experience has an 

adverse effect on the reputation of the business and has the potential to destroy 

customer trust. However, the data collected from the survey indicates that of the 

respondents who were victims of cybercrime, 89.47% trust the websites of online 

shopping while the remaining 10,53% do not trust the site. Interestingly 95% of 

respondents who were not a victim of a cybercrime trusted the websites, while 

the remaining 5% did not trust the website they shopped at (See Figure 23).   

 

 

Figure 23 Level of trust amongst cybercrime victims and non-victims  
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Responding to Data Breaches 

Companies need to protect their customers or risk losing them to their 

competitors. Customers need to be able to trust the company they are using. 

Additionally, in the event of a data breach, customers want the company to be 

accountable and to explain what went wrong (Lieberman, 2017). Customer 

satisfaction and retention are critical components to the long-term success and 

survival of a company   

 

The Use of an Apology 

The use of an apology is usually the first step to take whenever a crisis hits 

business and affects its customer base. According to Andersen (2012), leaders 

who do apologise are courageous. These leaders, by apologising are in fact 

admitting that they failed. Andersen (2012) argues that it is essential for leaders 

of businesses to be open and frank with their customer base when they have 

faced a crisis. Kellerman (2006) explains that by not apologising, more harm will 

come than good, and states that apologising is an attempt by a leader to put their 

mistakes behind them. However, apologies are multi-faceted, they are issued in 

order to gain forgiveness for any wrongdoing, and are shaped by the culture in 

which one operates, and can appeal to people but at the same time can have the 

opposite effect and repel those who were affected (Kellerman, 2006). Thus, in 

some cases, apologies can be interpreted as an admission of guilt by some 

affected consumers.   

 

When testing the attribute of an apology only to those affected by a data breach 

in the survey, only 0.8% of the respondents, reacted positively to it (See Figure 

24). This data suggests that an apology on its own did not have a positive impact 

at all. Interestingly, when not responding to those who were affected by a data 

breach only 0.8% of respondents reacted positively (See Figure 24)  
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Figure 24 Impact rate of no response vs an apology  

Trust in a particular product or service is an essential attribute of customers. Trust 

can potentially influence a consumer's willingness to shop at a specific place for 

a particular brand. Additionally, trust in the security of the website is fundamental 

to consumers who utilise online shopping platforms (Olenski, 2016). In the online 

shopping sphere, customers rely heavily on trust, when making a decision. This 

trust is placed in the website which they decide to utilise when purchasing online.  

 

The data from the surveyed respondents depicted in (Figure 25), shows that 

5.76% of respondents did not trust the online shopping website they chose to 

use. However, a large number of surveyed respondents 94.24% said that they 

did trust the platforms they shopped at. As trust is a massive contributor to 

consumer's decision to shop online, it is unsurprising that the confidence a 

customer had in a particular online shopping company is broken in the event of a 

data breach.  
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Figure 25 Respondents trust in the website 

Retaining the Customer Base 

According to Professor Jagdip Singh, a marketing academic based at the 

Weatherhead School of Management at Case Western Reserve University in the 

United States, offering a customer an apology is entirely counterproductive. 

Businesses should instead provide customers affected by lousy service with 

different options and solutions instead. An apology on its own, means there is no 

solution, it can be interpreted as this is the only option a customer will receive 

(Harvard Business Review, 2018).  

 

Interestingly, when offering customers affected by a data breach with different 

attributes, the impact varied, depending on what options were provided to 

customers. When customers were offered an apology coupled with free legal 

assistance, only 2.4% of customers affected by a data breach responded 

positively.   

 

When customers were offered an apology, free technical and legal assistance, 

9.5% of customers who were affected by a data breach responded positively. 

According to Liberman (2017), companies should offer complementary services 

such as providing technical advice to customers on how to better protect 

themselves from cyber threats in order to give them a sense of control over how 
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their data is managed. Additionally, companies should hire outside well-known 

consulting firms to help test the system, in order to prevent further attacks.   

 

When customers were offered an apology, free technical and legal assistance 

coupled with some compensation, the impact increased to 27.8%. Compensation 

does provide a positive impact on customers affected. However, it is challenging 

to gauge the amount of compensation needed in order to satisfy customers. 

(Goode, Hoehle, Venkatesh, & Brown, 2017).  Compensation can be viewed as 

a gift. But the gift companies offer to their customers affected by the data breach 

must add value, such as offering 50% off their next purchase. No customer is 

going to accept compensation or a gift that will not add value (Ariely, 2008). In 

this case, only some compensation was offered, and although it had a positive 

effect, the vast majority of customers were still unhappy with what was being 

offered. Interestingly, when customers were offered an apology, free technical 

assistance and full compensation, the impact increased significantly to 41.3%. 

The effect of full compensation had an even more significant impact than some 

compensation. Although not all customers affected are satisfied, the effect was 

quite significant.   

 

When customers were offered an apology, free technical and legal assistance 

and a full refund the impact increased positively to 49.2% of the respondents. A 

full refund to customers provides a significant impact on customers. As a data 

breach can possibly result in a loss of finances for customers, reimbursing them 

for their loss is vital in rebuilding trust (Haesevoets, Hiel†, Pandelaere, Bostyn†, 

& Cremer, 2017). However, despite including a full refund, roughly more than half 

of the respondents reacted negatively (See Figure 26)  
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Figure 26 The impact of the attributes or options 

Findings 

When testing what attributes or options would have a positive impact on 

customers affected directly by a data breach, it was found that a combination of 

attributes or options is needed in order to gain maximum impact. An apology is 

an essential tool for a business in the event of a data breach. However, an 

apology on its own did not have a positive impact on the participants that were 

surveyed. In some cases, an apology can be viewed as an admission of guilt. 

Ideally, an apology needs to be issued with other attributes or options in order to 

have any positive impact at all. Proposition 1 – No response from an online 

shopping will have a positive effect on customers who are affected by a data 

breach. There was no significant positive impact at all. Only 0.8% of respondents 

reacted positively Proposition 2 - An apology on its own will have a positive impact 

on customers who are affected by a data breach. Similarly, this attribute on its 

own did not have a significant positive impact at all. Only 0.8% of respondents 

reacted favourably.  

 

 Offering complimentary technical and legal assistance will help address the 

questions most customers ask. Most customers want to know how the data 

breach occurred and will look to the company for answers. Companies must be 

in a position to answer these questions and address concerns about further 

potential breaches. Additionally, free technical assistance can be used to help 

customers mitigate their risk of data breaches. However, despite this need to 
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understand how a data breach occurred, this attribute in combination with an 

apology had little positive impact.  Proposition 3 – An apology and free legal 

assistance will have a positive impact on customers affected by a data breach. 

There was a minor positive impact from respondents. Only 2.4% of respondents 

reacted positively. Overall this combination of attributes did not have a significant 

positive impact at all on respondents. Proposition 4 – An apology, free technical 

and legal assistance will have a positive impact on customers affected by a data 

breach. There was a slight positive improvement, with only 9.5% of respondents 

reacting positively. Overall this combination of attributes did not have a significant 

positive impact at all. 

 

When offering compensation, the positive impact increased significantly. 

However, it is complicated to gauge how much compensation is needed in order 

to satisfy all customers affected by a data breach. Some customers may be happy 

with a set amount while others may feel insulted by the amount. Proposition 5 – 

An apology, free technical and legal assistance and some compensation will have 

a positive impact on customers affected by a data breach. There was a significant 

increase, with 27.8% of respondents reacting positively. Overall this set of 

attributes will help have a positive impact, yet the majority of respondents were 

still unhappy. Proposition 6 – An apology, free technical assistance and full 

compensation will have a positive impact on customers affected by a data breach. 

Overall 41.3% of respondents reacted positively to this combination, yet over half 

the respondents were still unhappy.  

 

Ultimately, companies need to refund their customers for any damage and loss 

of financial and personal information, in order to gain the best positive impact. 

However, some smaller online shopping companies may not be in a financial 

position to do so. Proposition 7 – An apology, free technical assistance and full 

compensation will have a positive impact on customers affected by a data breach. 

This combination of attributes yielded the most substantial positive impact with 

49.2% of respondents reacting positively. However, just over half of the 

respondents were still unhappy.  
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Despite offering all available options to customers that have suffered from a data 

breach, it is unlikely that an online shopping company will be able to retain all of 

its affected customer base. Hypothesis - Following a data breach in which the 

financial and personal data of customers has been compromised, online 

shopping companies will be able to retain their customer base. Overall online 

shopping companies will not be able to retain all of their customers. The loss can 

be negated depending on what attributes online shopping companies offer 

customers affected by a data breach.  

 

From the survey, of the respondents who were victims of cybercrime and were 

informed of the incident by the company, all were satisfied with the service they 

received from the company. Those who were not notified of the incident were 

split. The vast majority of victims were not happy with the overall service of the 

company, yet a significant minority were satisfied with the service. Despite that 

fact that most online shopping companies are unwilling to inform customers of a 

data breach, the impact is quite severe. However, by notifying customers of a 

data breach indicates how the company is monitoring the customer's well-being. 

 

Interestingly, the vast majority of respondents who were victims of cybercrime 

had their personal and financial data compromised by a data breach. 

Furthermore, the older the respondent was, the more susceptible to a cybercrime 

they were. However, 89,47% of the cybercrime victims claimed they trusted the 

website they shopped at. 

 

Mobile devices such as Laptops and smartphones were the most popular devices 

used when shopping online. Given the daily schedule of people these days and 

their limited time, online shopping via mobile devices help them shop whilst not 

actually wasting time going into a traditional store. The continuous development 

of mobile technology has resulted in mobile devices becoming more popular than 

traditional devices used for online shopping. Smartphones and laptops are 

becoming the more preferred devices. This has allowed customers to access 

online shopping companies more efficiently. 
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6. Recommendations  

Online shopping companies must invest in a comprehensive cybersecurity 

system and train their staff on the dangers of cybercrime. Not only that, these 

systems need to be regularly updated, because cybercrimes evolve and 

cybercriminals evolve their methods as well. Staff need to be continuously 

retrained on how to deal with these evolving threats.   

 

All companies need to develop a data breach response plan. However, online 

shopping companies need to go further and run real-time simulations in order to 

train their staff on what they need to do in order to address the effects of a data 

breach.    

 

The management and leadership of companies need to change their way of 

thinking and make cybersecurity an issue of utmost importance. Online shopping 

companies cannot afford to be reactive to data breaches. They need to become 

more proactive in militating the threat of data breaches.  In the event of a data 

breach, companies will suffer a loss of revenue and customers, this is inevitable. 

How these companies respond to data breaches will determine how much of their 

customer base they can recover. Yet it is essential to understand that a significant 

number of customers affected by a data breach will never shop online again. 

Online shoppers are evolving, and evolving technology is facilitating this. Mobile 

shopping is becoming more popular than the traditional form of online shopping. 

Online shopping companies need to take this into account and help promote this 

growth trend, and ensure their platforms are compatible with mobile technology. 

 

7. Limitations 

An inadequate response to the surveys may negatively influence the 

interpretation of the data and compromise the overall results of the research 

article. The information obtained from respondents was kept confidential and at 

no time were respondents asked to provide any confidential and financial 

information such as credit card details. Respondents did not need to provide any 

personal details at all. This research report did not examine how online shopping 

companies can improve their cybersecurity methods and practices but instead 
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tested what attributes these companies can offer and what methods they can 

utilise to retain their customer base, in the event of a data breach.  

 

8. Recommendations for further studies 

As online shopping is evolving due to technological advances, so too is the threat 

of cybercrime. These new risks will continuously pose a threat to online shopping 

companies. Overall, online shopping is growing throughout the world and 

companies need to be able to protect their customer base in order to survive and 

thrive. Without a comprehensive cybersecurity policy, companies will become 

easy prey to cybercriminals. However, despite extensive cybersecurity policies 

and procedures, data breaches do occur. Online shopping companies need to 

protect the interests of the customers first before they protect the image of the 

company. Online shopping companies rely on customers to survive, and a 

dissatisfied customer is a customer that will not return.  Therefore, further studies 

are necessary in order for online shopping companies to test the effectiveness of 

other attributes or options an online shopping company can use to retain its 

customer base. 

 

9. Conclusion 

Online Shopping started off as a novelty and has grown into a multi-billion-dollar 

industry that connects people from across the world. Ultimately the concept of 

online shopping has made the world a smaller place, by allowing a consumer 

from anywhere in the world access to any product for sale in the world, through 

any device that can access the internet. The service of online shopping allows 

customers to shop from the comfort of their home and allows them access to a 

whole wide range of products, that some customers cannot access from 

traditional shopping. However, as the reliance on the internet has increased, so 

too has the threat of cybercrime increased. To date, cybercrime poses the biggest 

threat to online shopping companies and their customers. In the event of a data 

breach, companies face the mammoth task of rebuilding the trust of their 

customer base, especially those customers that have directly been affected by a 

data breach. 

As customers are unable to physically enter the store and interact with staff face 

to face, a high level of trust is needed between the customer and the online 
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shopping company. Safe and secure transactions are necessary for customers 

to continue returning to the online shopping platform in order for the business to 

thrive. However, in the event of a data breach, the trust between the customer 

and the company is severely damaged, and in some cases, irreparable Trust is 

the most pivotal value that is needed for business to be conducted. Repairing 

trust is no easy task 

 

Data breaches are inevitable, and an online shopping company will always face 

the potential threat of a data breach, whether facing an external threat or 

internally from the very employees that work within the company, whether it is 

intentional or accidental. Investing in proper cybersecurity is essential in helping 

to protect a company from cybercrime. However, this cybersecurity policy and 

procedures need to be updated continuously, as cybercrime evolves 

continuously. 
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