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Abstract

In this dissertation, Michael J. Wiener’s proposed attack on short secret exponents
used in the RSA cryptosystem is studied and thus an application of continued fractions
in the cryptanalysis is highlighted. Furthermore, some variants and improvements to the

attack proposed by A. Dujella, M. Bunder and J. Tonien are studied.
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Chapter 1

INTRODUCTION

Cryptology is a 3000-year-old science of secret communications, initially important to just
soldiers at war, secret government agencies, spies and secret lovers. Today, our computers,
mobile devices, wi-fi security and machines have cryptology embedded within.

The two components of cryptology are cryptography (techniques for creating systems
of secret writing) and cryptanalysis (techniques for breaking systems of secret writing).
Over all these years that cryptography has existed, there have always been hackers who
attempt to recover private messages not meant for their eyes. A formal term for such hack-
ers would be cryptanalysts. Because of such attacks, cryptography also involves designing
systems that are secure enough to convey secret messages via communication channels.
For the past 2500 years, cryptologists have developed numerous types of cryptosystems
to hide messages, followed by a rich vocabulary to describe them.

Codes and ciphers are at the heart of cryptography, in which algorithms for encryp-
tion, decryption and key-generation embody the cryptosystems in use. Cryptology was
even considered to be a form of magic in the European middle ages [4], an art if you will,
which required creativity and personal skill to mold. There were hardly any theoretical
notions behind the creation of good codes back then. It was reserved just for talented
artists who could create them.

However, in the late 20th century, the picture of cryptology rapidly transformed from
being an art to a science, having many mathematical applications behind the array of
algorithm constructions. Many of these mathematical applications stem from Number
Theory, Algebra and Group Theory. Today, cryptography is a science that has the ability
to secure systems used across the globe.

Furthermore, the field of cryptography encompasses so much more than just secret com-
munications in this day and age. This field now also deals with message authentication,
digital signatures, electronic auctions, protocols for exchanging secret keys, digital cash
and more. Such systems of software protection methods employ encryption authentica-
tion and other tools to prevent thieves from extracting private information from stolen
laptops and enforce access control in multi-user operating systems.

It is amazing to think that in the 1500s, encrypted messages were solely embedded in
hand-written letters. These days, much of the cryptography in use is invisible. If you log
in to a computer, you have cryptography in the form of a one-way hash function which
protects your password behind the scenes, you have a symmetric key algorithm ensuring



safety whilst you finish your online transactions and there is public-key cryptography in-
volved in setting up the encrypted network connection between you and your colleagues
on that Microsoft Teams meeting. One could say that the magic of cryptography is still
alive in its ability to make an impact without being seen.

In this dissertation, we unpack the magic. Today, we have thousands of implemented
cryptosystems, such as RSA, Elgamal and the Goldwasser-Micali public key cryptosystem,
to name a few. Particularly, the focus on the use of continued fractions in cryptanalysis
of the RSA cryptosystem forms the basis of the study.

Chapter Two touches on preliminaries that provide tools to be used in the dissertation.

Chapter Three focuses on a discussion of Wiener’s algorithm for cryptanalysis of short
RSA secret exponents [22]. Chapter Four discusses a variant to Wiener’s attack [5]. Chap-
ter Five focuses on a new attack on the RSA cryptosystem based on continued fractions

12].



Chapter 2

PRELIMINARIES

2.1 Some important number theoretical theorems

In this section, we look at some fundamental theorems [7], [15] that are key for Chapters
2 to 5. Note that (a,b) will denote the greatest common divisor of integers a and b.

The following theorem due to Fermat is called Fermat’s Little Theorem.

Theorem 2.1.1 (Fermat).
Let p be a prime and a be any integer. Then a?~! =1 (mod p) if pt a.

Using Fermat’s Little Theorem, we can prove the theorem below.

Theorem 2.1.2 (Euler).
Let p and ¢ be distinct primes and let G = (p—1,¢—1). Then a®»~D@=1/¢ =1 (mod pq)
for all a satisfying (a,pq) = 1.

Proof: By assumption, we know that p does not divide a and that G divides ¢ — 1.

Using Fermat’s Little Theorem and the fact that % is an integer gives

aPD@D/G 1y g
(g

71>

1" (mod p)
1 (mod p).

The exact same computation, reversing the roles of p and ¢, shows that
a®PDe=1/G =1 (mod q).
Thus a®~ D@1/ _ 1 is divisible by both p and ¢, hence it is divisible by pg. W

Theorem 2.1.3 (Euler).
If m is a positive integer and @ is an integer with (a,m) = 1, then a®™ =1 (mod m).

Proof: Let ry,ra,...,7¢mm) denote the reduced residue system made up of the positive
integers not exceeding m that are relatively prime to m. Then the set ary, ara, ..., argy,) is
also a reduced residue system modulo m. Hence, the least positive residues of ary, ars, . .., argnm)



must be the integers ry,72,...,7¢m). Consequently, if we multiply together all terms in
each of these reduced residue systems, we obtain

ariary - rgim) = rirz - Tem) (mod m).

Thus,
a¢(m)rlr2 [N T¢(m) =TTr9- - 7’¢(m) (mod m)

Since (172 Tg(m), m) = 1, we have a®™ =1 (mod m). M

2.2 The RSA cryptosystem

With conventional secret-key cryptosystems, parties who would like to communicate must
have their own secret keys. In public-key cryptosystems, the enciphering keys are made
public for everyone to use. In a network of n individuals, each person produces a key
and a directory of n keys is published. The RSA cipher system invented in 1977 by
Ronald Rivest, Adi Shamir and Leonard Adleman is one of the most widely used public-
key systems and is based on modular exponentiation. The procedure of RSA involves a
public-private key generation, along with a designated encryption and decryption algo-
rithm [18]. The following headings highlight the steps taken when making use of the RSA
cryptosystem:

Public Key Generation: Suppose that Alice would like to make use of the RSA cryp-
tosystem to receive private information from Bob. Firstly, Alice chooses two large prime
numbers p and ¢. Then she proceeds to compute their product n = pq. Next, Alice
computes the Euler totient function for n, namely

o(n) = (p—1)(g—1).

The Euler totient function represents the amount of numbers less than n and relatively
prime to n. Alice then picks a number e at random, where 1 < e < ¢(n) and such
that (e,¢(n)) = 1. (Alice can determine if e and ¢(n) are relatively prime by using the
Euclidean Algorithm to compute the greatest common divisor of e and ¢(n)). The pair
of numbers (e, n) is regarded as the public key, consisting of a modulus n and a public
exponent e. Alice now publishes her public key (e,n) in a directory that is available to
anyone who would like to send her a private message.

Private Key Generation: Since (e,¢(n)) = 1, then e has a multiplicative inverse
(mod ¢(n)), which we call d.

This means that ed = 1 (mod ¢(n)) and so d = e~! (mod ¢(n)). The pair of numbers
(d,n) is regarded as Alice’s private key. As the name suggests, Alice does not share her
private key (d,n) with anyone. Bob does the same computations and has his own pair of
public and private keys.

Encryption: Suppose Bob wants to send a private message M to Alice. To encrypt
a message in RSA, Bob needs to first convert the message M into a number, where
0 < M < n. (Bob may need to break his message M into several parts in order to convert
it to a number.) Bob then proceeds to retrieve Alice’s public key (e, n) from the directory.
Next, Bob computes C' = M€ (mod n). That is, he raises his message to the power e



and then reduces the product (mod n). The result is his ciphertext C. Bob sends this
ciphertext C' to Alice.

Decryption: To decrypt Bob’s message, Alice uses her private key (d,n). Alice pro-
ceeds to compute M = C¢ (mod n) to retrieve the message that Bob sent.

Note: This decryption computation retrieves the message because of the following rea-
soning:

Firstly, recall Theorem 2.1.3, which states that if n is a positive integer and M is an
integer with (n, M) = 1 then M?™ =1 (mod n).

Secondly, note that since n is a product of two primes, the only possibility for (n, M) is
1,p,q or n, where the last case is precluded since we have assumed 0 < M < n. The
cases where (n, M) = p or (n, M) = q are analogous. So we have three cases to consider,
namely (n, M) =1 and (n, M) > 1.

Case 1: (n, M) = 1.

Since d is an inverse of e modulo ¢(n), ed = 1 (mod ¢(n)). Then ed = 1 + k¢(n) for
some integer k. Since (n, M) = 1, then by Theorem 2.1.3, M?™ = 1 (mod n). So for
decryption, C? = (M®)? = M = M*TFeM) = MY MY = M -1F = M (mod n).

Case 2: (n, M) > 1.

Assume that (n, M) = p. Then p|M and so M* =0 = M (mod p).

That is, M°? = M mod p. Now, (n, M) = p with ¢ a prime and ¢ # p, implying that
(¢, M) =1, so by Theorem 2.1.3, M*™ =1 (mod q). So,

Med = MAFHRem) = MY (MY = M- 1F = M (mod q).

Furthermore, when M = 0, we have (n, M) = (n,0) = n > 1, which then gives the same
result as above.

At this point we have shown that M¢? = M (mod ¢) and M* = M (mod p). Thus
by the Chinese Remainder Theorem, we have that M = M (mod n).

It follows that C? (mod n) = M = M (mod n) for Case 2 as well. A similar argument
holds for (n, M) =q. B

We now demonstrate the RSA cryptosystem with a short example

Example 1 Select two primes, p = 5 and ¢ = 11. Compute n = p x ¢ = 5 x 11 = 55.
Compute ¢(n) = (p — 1)(¢ — 1) =4 x 10 = 40. Select e such that (e,40) = 1. We choose
e = 7. Determine d by computing d = e™! (mod 40) = 77! (mod 40), where d < 40.
In this case d = 23 because 23 x 7 = 161 = 1 (mod 40). Publish the public key (7, 55)
and keep the private key (23,55) a secret. Using the public key, we proceed to encrypt a
message, say M = 3. C' = 37 (mod 55) = 42. This is our ciphertext. Now, to decrypt, we
take the ciphertext and undo the encryption M = 42?3 = 3 (mod 55). W

The security of the RSA algorithm lies in two areas. First, while n = pq is easy to
compute, it is difficult to do the reverse when trying to determine what p and ¢ are, given
n. That leads to the other part of the security of RSA. The two prime numbers p and ¢
must be very large primes such that their binary representations have about 500 bits or



more each. In Chapter 3, we will analyse how security is compromised when an attacker
is able to retrieve p and ¢, as well as how attackers are able to retrieve a message by
exploiting short public exponents and short RSA secret exponents.

2.3 Finite continued fractions

Definition 2.3.1 A finite continued fraction is an expression of the form:

ao +

Ap—1 + )
n

where ag, ay,as, ..., a, are all real numbers with ay, as, ..., a, positive. The real numbers

ai,as,...,a, are called the partial quotients of the continued fraction. We use the nota-
tion [ag; ay, as, ..., a,] to represent a finite continued fraction.

A continued fraction is called simple if aqg, a4, ..., a, are all integers.

Remark 2.3.2 Every rational number can be expressed as a finite simple continued
fraction and every simple finite continued fraction represents a rational number.

Let a and b be integers, such that (a,b) = 1. Set f; = a/b. Then the partial quo-

tients are computed using the following formula: a; = |fi|, fixn = 1/(fi — a;), for
i =0,1,...,n—1 and a, = f,. Note that the notation | | denotes the floor func-
tion. For ¢ = 0,1,...,n — 2, f;11 is not an integer. We stop when the value of f;,; is a

positive integer and this positive integer would be the last partial quotient. At the point
where i =n —1, f, = 1/(f._1 — an_1), which is a positive integer and so gives the last
partial quotient a,,. This recursive rule allows for the expansion into a continued fraction.
For instance, we find that 89/23 = [3;1,6,1,2].

Remark 2.3.3 Continued fractions for rational numbers are not unique. From the iden-

tity

1
an:(an_1)+_v

1

we see that

lag; ay,ag, ... an_1,a,] = [ag;as, ... ,an_1,a, — 1,1],
whenever a,, > 1.
_ 1 1
If a, = 1, we have L = @ and we see that
[ag; a1, a2, ..., an_1,an] = [ag; a1, a2, ..., an_2,an_1 + 1].



2.4 Convergents

Definition 2.4.1 The convergents of the finite simple continued fraction [ag; a1, as, . . ., a,)
are defined to be the numbers Cy = [ag; a1, as,...,a;) for k=0,1,2,... n.

C}. is called the kth convergent.

For k£ < n, these convergents may also be termed partial convergents.

If
r N 1
1 . 1
a
? 1
as + —
Qy
then
1
C'lzal, 02:(11—}‘%, C3ZCL1+ 1, 04:a1+—1
ag + — ag +
as 1
as + —
Qy
Theorem 2.4.2 Let ag,aq,as,...,a, be partial quotients of the finite simple continued
fraction [ag;aq,as,...,a,]. Let the sequences po,p1,...,pn, and qo,q1,- - -, g, be defined

recursively by
po=ap and g =1,

p1 =apa; +1 and ¢ = ay,

Dk = QkPi—1 + Dr—2 and qp = apqr—1 + qr—2 for k=2,3,...,n.

Then the kth convergent is given by Cj = Pk,

qk

Proof: We use mathematical induction on k.

We firstly note that

C’o:[ao]:@ Po _@

1 _QO_O_QO’

1 1
012[610;@1]:@04'—:M=&,

ay ay a1
1
Cy = [ag; a1, az] = ap + 1
aq + —
a2
n 1
=a
0 aiay + 1
ag
Qo a2
B 1 aiay + 1



ag(aras + 1) + as

a1a9 + 1
_Qpaiaz + ap + Az
N ajas +1
_az(apm +1)+ao _ p2
- ajags + 1 7S

We see that the theorem holds for £k =0, k =1 and k = 2.
Suppose that the theorem holds for a positive integer k£, where 2 < k < n, i.e.
Cr = lag; ay, ..., g :@:akpk_l——i_pk_z. (2.1)
Gk QkQr—1 + qr—2

By how the p;’s and ¢;’s are defined, the real numbers py_1, pr—2, gx—1 and g;_» depend
only on the partial quotients ag, ay, ..., ax_1.

Consequently, we can replace the real number a;, by ax + n (2.1), to obtain

AR+1
Crt1 = [ao; a1, . .., Gk, Q1]
1
A+1
)pk 1+ Dk—2

]

= lag; a1, ..., ap_1,ar +

ak+1

ag

1+ Q-2

 (a

" @+
ag ak+1 +1
( W )PE-1+ P2
( ak+1)+1)

Ak+1

Qk—1 1 Qr—2
g1 (OpPr—1 + Pr—2) + Pr—1
g1 (O Qr—1 + Qe—2) + Qi1
Ap+1Pk + Pk—1 _ Pk+1
W1 Qs+ Qo1 Qi1

Pk+1
o
qk+1

Hence, we see that Cyq =

Applying what was proved in Theorem 2.4.2; the convergents of [6;7,3,1] are Cy = 6,
C, = %, Cy = %, Cs = 12—28. Theorem 2.4.2 can be used to find the fraction associated
with a given finite simple continued fraction expression.

Lemma 2.4.3 Let C}, = Pk b the kth convergent of the continued fraction [ag; ai, . . ., a,),

dk
where 1 < k < n. If p. = agpr_1 + pr_2 (as defined in Theorem 2.4.2), then the following
relations hold:

Prede—1 — pr—1qe = (—1)", (2.2)
Pree—2 — Pr—2Ge = (—1)"ay. (2.3)



Proof: For (2.2), firstly recall from Theorem 2.4.2 that

p1=apay + 1, po =ag, o =1, ¢1 = a;.

By mathematical induction on k, we have for k = 1,

P1go — poqi = (agay + 1) -1 — apa; = agay + 1 — aga; = 1 = (—1)F 4.

Now assume that (2.2) holds for any integer k, where 1 < k <n —1, i.e.

Prr1 — Pr1qr = (—1)"71,

Then

Prt1@k — ki1 = (ak41Pk + Pr—1)qk — Pr(@k+1q + qr—1)
= Ak+1Pkk T Pk—1qQk — Qk+1Pkqk — PkQk—1
= Pk—19k — Prdk—1
= —(PkQr—1 — Pr—1qx)

— _(_1)k—1

=(=D)'(=D = (=D~

Thus, we see that the result holds for £ + 1. Hence, the result is true for all 1 < k& < n.
For (2.3), observe that py = agpr_1 + pr—2, and g = agqr—1 + qr—2, for k =2,3,... n.
So,

Prr—2 — Pk—2k = (QrPr—1 + Pk—2)qr—2 — (Qrqr—1 + qr—2)Pr—2
= AkPr—19k—2 + Pk—2qk—2 — QkPr—2qk—1 — Pk—2qk—2
= ap(Pr—1qk—2 — pk—ZQk—l)
— ()0 = (<D,

We utilise Lemma 2.4.3 in proving Theorem 2.4.4 below.

Theorem 2.4.4 The numerator and denominator of the kth convergent, p, and g, are
co-prime integers.

Proof: By definition, p1, q1, po and ¢y are integers. By hypothesis, the a;’s are also
integers for 1 < k < n—1. For 1 < k < n — 1, as seen in Lemma 2.4.3, since py
and ¢, are as a result of combinations of multiplication and subtraction of a;’s, it must
be that pr and g are integers as well. Note that by (2.2) of Lemma 2.4.3, we have
PeQr—1 — Pr—1qx = (—1)*71. Since this is a linear combination of p; and g, it is equal to
+1. So it must be that (py, qx) divides £1. Thus p; and ¢ are co-prime. W

Corollary 2.4.5 Let C), = ’;—: be the kth convergent of the continued fraction [ag; ay, . . ., a,).



Then
(-

(a) Ck — Ok—l = GeTor (1 S k S n),
—1)k
(b) Ck_ck—Qzagk(q—kz (2 <k <n),

(C) Co<Cy<Ci<Cg<Cg< <Oy <3<y

Proof: From (2.2) of Lemma 2.4.3, we know that

Prdr—1 — Pk—14x = (—1)k_1- (2.4)

Dividing both sides of (2.4) by gx—1¢gx and then utilising the result from Theorem 2.4.2
gives
) A ey et L

qk—19k qk—19k qk k-1

- Ck» - Ck:—l-
This proves (a).
By Theorem 2.4.2, we know that

Pk Pk—2 Prlk—2 — Pk—24k
Cp— Chp = — — =2 = .

qr qr—2 qrqr—2

(2.5)

Using the fact that p, = appr_1 + pr_2 and ¢ = arqr_1 + qx_o from Theorem 2.4.2, we
see that the numerator on the extreme right of (2.5) is such that

PQr—2 — Dk—2qk = (arDr—1 + Pk—2)qk—2 — Pk—2(@kqr—1 + Qr—2)
= QpPr—19k—2 + Pk—2Gk—2 — QpPr—2qk—1 — Pk—2Gk—2

= ar(Ph_1Gh—2 — Pr—a2qe—1) = ax(—1)"2

Now by (2.5), we know that
Cr— Choy = ak(pk71Qk72 - pkaQkfl)

. Since (Pp—1qx—2 — Pr—2Gr—1) = (—1)*, we must have

Gk 9k—2
Cip—Ch_g = M. This proves (b).
Qk9k—2
We now prove Corollary 2.4.5 (c).
From (b), we know that Cy — Cy_o = %. This means that

Cy — Cr_9 > 0 for every even k and on the other hand, C} — Cy_5 < 0 for every odd k.
Since C, —C_o < 0 for every odd k, C, < Cj_s when k is odd, hence C; > C3 > C5 > ....
Similarly, Cy, — Cy_o > 0 for every even k implies that Cy > C}_s when k is even and so

CQ<CQ<C4<....

To show that every odd-numbered convergent is greater than every even-numbered conver-

10



_1)2m—1
gent, observe that from (a), we have Cs,,, — Cy,,—1 = L < 0 so that Cy,,—1 > Coy,.
d2mY2m—1
To compare Co, and Cy;—1, we have Cyj_1 > Chjpor—1 > Cojrar > Coy, so that every
odd-numbered convergent is greater than every even-numbered convergent. M

Definition 2.4.6 The convergents between the first and last convergents of a finite con-
tinued fraction are called intermediate fractions.

Definition 2.4.7 The mediant of two fractions ¢ and < with positive denominators is

b d
the fraction
a-+c

b+d
Lemma 2.4.8 The mediant of two fractions always lies between them in value.

Proof: Suppose that we have two fractions % and cEl By Definition 2.4.7, the medi-

ant of these two fractions is + C. For definiteness, assume that a < E.
b+d b~ d
at+c a bc — ad at+c ¢ ad — be
C tly, — ——-=——>0and —— — - = —— <0,
ORCANEEY 0 d T b bb+ra) = T b+d d bb+d)

which proves the lemma. W

Proposition 2.4.9 Each intermediate fraction always lies between an arbitrary con-
vergent and the mediant of that convergent and the preceding one.

Proof: Consider the following sequence of fractions

Dk—2 Pk—2 + Ph—1 Pk—2 + 2prp—1 Pr—2 + arPr—1 _ b (2.6)
Bo—2 Q-2 + Qo1 Qo—2 + 2051 Qr—2 + QxQr—1 qk

We observe that each of the fractions in the progression of (2.6) is the mediant of the

Pk—1

preceding fraction and the fraction FE By going through the progression and succes-

sively forming the mediants, we proceed from the convergent Pk=2 in the direction of Z : 1
The concluding step in this sequence will occur when the medlant constructed coincides

with £¢. From Corollary 2.4.5 (c), we know that this last fraction lies between Z:—l and

Z:—:j. Let a be the value of a given continued fraction that lies between Z:—:z and Z—:. So

the fractions ’;’“—‘2 and Z—:, which are either both of even order or odd order, lie on the

same side of a. (By even or odd order, we mean that both convergents are either even
convergents or else both convergents are odd convergents, since we know that each of the
convergents alternate between even and odd-numbered subscripts). It follows from this
that the entire progression lies on one side of o and that the fraction Iﬂ lies on the other

IM
—11TqK—2
other words, the value of a contlnued fraction always lies between an arbitrary convergent

and the mediant of that convergent and the preceding one. B

side. In particular, the fractions nd p =1 are always on opposate sides of . In

11



Theorem 2.4.10 Suppose that Z—: and Z:—Ij are convergents of a real number a. Then

1
Qm(Qm—i—l + Qm)

1

dmAdm+1 .

(2.7)

Proof: We first prove the inequality on the right-hand side of (2.7).
By Corollary 2.4.5 (a), we know that

_1 m+1
Cm —Um+41 — La
mdm+1
so that 1
|Cm - Cm+1| - .
gmGm+1

Since a is between two successive convergents, its distance away from C,, must be less
than the full distance between the two convergents. That is,

1
o — Ci| < |Coe = Crgt| = .
gmqm+1
Hence,
m 1
a—Pm < .
m gm9m+1

The inequality on the left-hand side of (2.7) follows as a direct consequence of the positions
of convergents around a.

We know that « lies between two convergents, say 2’—2 and Z’:—j:. The mediant of Z—m
and Pzmtl g PmtPm+1

. By Proposition 2.4.9, we conclude that o is between EZntPmil apd

dm+1 gm+qm+1 amtQqm+1
Pmtl and so PmtPmil o hetween 22 and «. It turns out that the intermediate fraction
dm+1 qm+qgm+1 qm

(P + Pm41)/(@m + @) lies between py, /gy and a and (pm + pm+1)/(@m + i) lies
closer to py,/qm than it does to « [9]. That is, the distance between « and p,,, /¢y, is larger

than the distance between (p,, + Pmt1)/(¢m + ¢me1) and a. So,

DPm + Dm+1 _ Pm
m + Om+1 m
Qm(pm + pm+1) - pm(Qm + Qerl)
Gm(Gma1 + Gm)
GmPm + AmPm+1 — AmPm — PmAm+1
G (Gm+1 + Q)

AmPm+1 — PmGm+1
G (41 + Gom)
(-1
G (@41 + Gm)

1

Qm(Qerl + Qm) .

‘a—p—m >

am

12



(The second last line follows from Lemma 2.4.3). This concludes the proof. W

Recall that the modulus n of the RSA cryptosystem is the product of two large primes p
and ¢, where p and ¢ are distinct and have approximately the same number of bits.
The public exponent e and the secret exponent d are related by ed = 1 (mod ¢(n)), where
o(n)=(p—1)(g—1) =n—p—q+ 1. This relation between e and d implies that there is
an integer k such that

ed — ko(n) = 1. (2.8)

Theorem 2.4.11 If p < ¢ < 2p, e <n and d < 3/n , then

Proof: Firstly, since n = pq, p < q = %. Thus
p < +/n. (2.9)
Since p < q < 2p, then ¢ < 2p implies

p+qg—1<p+2p—1=3p—1<3yn.

The last inequality is true by (2.9).
So, we have

p+q—1<3yn. (2.10)

We know that ¢(n) = (p—1)(¢—1)=pg—p—q+1=n—p—qg+1. Son—¢(n) =
n—(mn—-p—q+1)=p+q—1<3y/nby (2.10). Hence,

n— é(n) < 3V (2.11)
We have
’ﬁ el_ kn —ed
d n| | dn
_ | kn —ed — ké(n) + ko (n)
dn
|tk — k() — (ed — kqs(n))'
dn
|k~ flfln)) - 1‘ - 3’%5 _ d:iﬁ;ﬁ’ (by (2.8) and (2.11)).
Thus,
‘S_g <%. (2.12)




Since e = d~! (mod ¢(n)), we have e < ¢(n), which implies that ke < ké(n) =ed — 1 <
ed. This implies

1
k<d< 5\4/5. (2.13)
However, )
2d < nx.
Therefore,
! > L (2.14)
2d2 dn% ' '

Making use of (2.12), (2.13) and (2.14) gives

kel 3kyn
d n dn
B3¢y ni 1 L
dn dn gni 2d?
Hence,
ke 1
‘a“ <oz ™

Theorem 2.4.12 (Legendre).
If k,d, e and n are all distinct, positive integers with d and n nonzero, (k,d) = (e,n) =1

and |£ — | < ;L5 then 5 is a convergent of the continued fraction of £.

d n 242
Proof: If n < d (that is, 55 < 3) , then |§ — §| < # implies that

1 nd
<

|k’n—6d|<2—d2_2—d27

so that ]
n

kn —ed < — < —.

hn—ed] < 55 =3
So, if n < d, then |kn — ed| < % which would mean that kn — ed = 0. That is, kn = ed,
which would imply that (2.8) becomes k(n — ¢(n)) = 1. This is only possible if k = 1
and n — ¢(n) = 1. However, n — ¢(n) = pg — [(p —1)(¢ —1)] = p+ ¢ — 1 and to have
p+q—1 =1, it would mean that p + ¢ = 2, which is impossible since p and ¢ are
distinct primes, greater than or equal to 2. So we reach a contradiction when assuming
kn —ed = 0.
Hence, it must be that |kn — ed| is a positive integer. Thus, n > d.
Suppose that s is not a convergent of the continued fraction for <. Since the denom-
inators of the convergents increase to n (where n > d), there must be two successive
convergents % and Z”—j: such that

n n

¢n < d < {gpi1. (2.15)

14



1

Utilising the assumption that ‘g — %‘ < and the triangle inequality below, we have

242>
1 - k e
2d2 d n
k n n €
I L
d G G n
S |F | _|e _Pn
“ld g no qn
> E_Iﬁ DPn+1 Pn
d dn QH+1 dn

(The last line is true because the (n + 1)st convergent is on the other side of £ from the
nth convergent).

So,
DPnt1 Pn
Qn+1 dn

Note that if kg, — dp, = 0, then kg, = dp, so that § = f;—: which contradicts the
assumption that 5 is not a convergent of =. Hence,

1 ‘k Dn

|kq, — dp,| > 1. (2.17)

Dividing both sides of (2.17) by |dg,| gives

kq,, — dp, 1
Hn — | (2.18)
dqn dqn
Now,
k n n n 1 1
'__p__fﬁ_f?_ >t 1 (219)
d qn 1 Gn dgn  GnGnt1
This is because
‘E _Pa| |Pent Pa| _ ’an —dpa| [ @nPas1 — Pagot
d An dn+1 An dQn Gndn+1

where the numerator of the first difference on the right side is a nonzero integer by (2.17)
and by applying Lemma 2.4.3 to the numerator of the second difference on the right side,
we know that ¢,pni1 — Prdny1 = (—1)"" ! such that if n is even, then ¢,ppi1 — PnGni1 = 1.
If n is odd, then ¢,ppni1 — Pugni1 = —1.

Combining (2.16) and (2.19) gives

1 - 1 1
2d2 dQn QnQn—H.

15



So,

1 d( d)
- > — 1—
2 Qn qn+1

>(1— d )
qn+1

d

qn+1

So,%>1—

d

e meaning that
n

<

(2.20)

N | —

Since ¢, < d < ¢u1 by (2.15), we know that the convergents Ee and z"—ﬁ divide the line

into three regions. As s could be in any of these regions, we have the following cases:

(Note that we assume % is not a convergent and so £ = and L zn—ﬁ as both =
n n n

and 2L are convergents of ).
qn+1 n

Case 1: If & is between the convergents 2 and 22 then by (2.17), we have

n+

kE_pn

<
_‘d In

o an_dpn
| dan |

1
dqn

We know that the assumption of Case 1 is that § is between ‘;ﬁ and Z’"—E, where the

(n 4 1)st convergent is farther from the nth convergent than . This fact is used in the
second line below

1
L L U
dg, — |d ¢
< Dnt1 Pn
Qn+1 qn
B 1
Qn—HQn.

(The first line makes use of (2.18) and the last line makes use of Lemma 2.4.3: ¢,pn41 —

Pnns1 = (—1)"71. The absolute value results in a positive value of 1 in the numerator of
the last line).

We see that
1 1
- S ,
dqn dn+14n

which implies that
dQn > dn+19n-

Dividing both sides by ¢, gives
d Z qn+1-

16



This is a contradiction to (2.15) which states that ¢, < d < ¢,41.

Case 2: 1f 5 is not between g—” and Z”—j:, then we have
n n

k

Sub-case(a): 7

is closer to 2z,
dn

We know that

(The first inequality is due to (2.18). The second inequality is due to the assumption that
k

7 is closer to 2= than £).
dn n

Applying Theorem 2.4.11, we have

1 ke 1
— < E D < =
dg, — |d n 2d?
We see that
1 - 1
dg, ~ 2d*
So
Gn > 2d > d
implying that
qn > d.

This is a contradiction to (2.15).

Sub-case (b): % is closer to Z”—ﬁ.

Applying (2.18) and the assumption of sub-case (b), we have

1 <’k_pn+1 ’k_e
dgny1 — |d Gt d n
Applying Theorem 2.4.11, we have that
1 < ke - 1
dgnir — |d  n| o 2d%
So we have that
1 - 1
dgn+1 2d%
This implies that
d - 1
An+-1 2

This contradicts (2.20).
Therefore, we conclude that s must be a convergent of the continued fraction of £. W
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2.5 A cryptosystem based on continued fractions

In this section, we are going to describe a cryptosystem that is based on finite simple con-
tinued fractions. Invented by Arthur Porges in 1954 [13], this cryptosystem is described
to be one of the first cryptosystems based on continued fractions.

ASCII printable characters ‘ Number symbol

65
66
67
68
69
70
71
72
73
74
I0)
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90

N| =< X2 < 1w 2O B O 2| 2l | R —| =z Q| =| = O Q| w| =

Table 2.5.1: ASCII codes

Table 2.5.1 gives the number associated with each letter of the alphabet, as per the
ASCII codes. To encrypt plaintext, convert each letter of the plaintext into a list of in-
tegers as per the table of ASCII codes, then utilise these integers as continued fraction
coefficients and the resulting rational number that stems out of this continued fraction
expansion will be the ciphertext. To then decrypt this ciphertext, which is a rational num-
ber, we find the partial quotients of the continued fraction expansion associated with this
rational number. We then use the ASCII codes to turn each of the numbers into letters
that make up the original plaintext. We demonstrate this procedure with a small example

Example 2 Suppose that our plaintext is the word COP. Converting each letter to

its ASCII code as represented in Table 2.5.1, we get the following: [67; 79 , 80]. Repre-
senting these number coefficients as a continued fraction gives

18



1 423587

- 1 6321
50

For another individual to decrypt this, he/she goes in the opposite direction: Take the
rational number, find its partial quotients using the recursive rule described in Remark
2.3.3 and then use the table of ASCII codes to turn each of the integer partial quotients
into letters making up the plaintext. From Remark 2.3.4, we know that the continued
fraction representation of a rational number is not unique. For every rational number ,
we have two representations: ¢ = [ag, a1, ..., @m_1,@m] = a0, a1, ..., Gp_1, 0 — 1,1].

So which continued fraction representation will give the correct plaintext? The answer to
this lies in the fact that the characters A, B, ..., Z in the ASCII table correspond to the
numbers 65,66, ...,90. This means that a partial quotient a; is such that 64 < a; < 91.
In particular, the last partial quotient should be between 64 and 91. Thus the continued
fraction representation which has 1 as the last partial quotient cannot be the correct one.
So in decryption, we should place a limitation on the partial quotients such that for every
partial quotient a;, it should be that 64 < a; < 91 in order for the receiver to obtain the
correct plaintext. W

67 +

and this rational number is our ciphertext.
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Chapter 3

WIENER’S ATTACK

In the paper titled Cryptanalysis of Short RSA Secret Exponents by Michael J. Wiener
[22], an attack on the RSA cryptosystem using short secret exponents is described. This
attack makes use of an algorithm based on continued fractions. In this chapter, we survey
some aspects of Wiener’s work.

3.1 Application of continued fractions

To form the continued fraction expansion of a positive rational f, we subtract away the
integer part of f and repeatedly invert the remainder, continuing with these steps until
we get a remainder of zero.

Let f denote the positive rational number. Suppose that a; denotes the integer quotient

(1 =0,1,...,m) and 7; denotes the remainder at step i. Suppose there are m inversion
steps:
1 1 .
GoZLfJ,T(J:f—ao,ai: , i = —a;, for 1=1,2,...,m. (3,1)
Ti—1 Ti—1
Once we get to r,, = 0, we have f = [ag, a1, ..., an]

At this point, a very important observation is made, which we present in the form of
a lemma below.

Lemma 3.1.1 For a finite continued fraction, the last partial quotient a,, is greater
than or equal to 2.

Proof: Suppose that a,, < 2. By definition, ay,...,a,, are integer quotients that are
greater than or equal to zero and so a,, =0 or a,, = 1.

Consider a,, = 0.
Case 1: m = 0. That is, last term a,, = ag = 0.
In this case, f = (ap) = (0), meaning that f = 0, which is impossible since f > 0.

Case 2: m > 0.

20



We know that ay,...,a, > 1 because the partial quotients aq,...,a,, are all raised over
1 and having % is undefined. So the case of m > 0 for which a,, = 0 is also impossible.

If a,, = 1, then by (3.1)
1

However, having r,,_; = 1 is impossible. W

Ay = = 1, which can only happen if r,,_; = 1.

Proposition 3.1.2 For any x > 0,
lag, ar, as, ..., an] < |ag,ai,as,...,an_1,a, + x|, (3.2)

if m is even.
lag, ar, as, ..., an] > [ag,a1,az,. .., an_1, @y + ], (3.3)

if m is odd.

Proof: See Wiener [22].

Using Theorem 2.4.2, f = %= can be reconstructed from its continued fraction expansion.

We let n; and d; be a sequence of numerators and denominators, which are defined as
follows: n
j = lag, a1, - ..,a], (n;,d;) =1, for i =0,1,...,m and (3.4)

aop, . ..,a; are the partial quotients. Note that it is always the case that (n;, d;) = 1

because upon expressing a positive rational number f as f = d—m, we take the fraction in
m

its simplest form.

3.2 Wiener’s algorithm

Let f’ be an underestimate of f. Then for some § > 0, we have

F = fF(1-0). (3.5)
Arranging (3.5) to make § the subject of the formula gives
f/
1—= =4 3.6
7 (3.6)

Let a;,r; and al, 7} be the ith quotients and remainders of f and f’, respectively. If § is
small enough, then the numerator and denominator of f can be found using the following
algorithm [22]:

(1) Generate the next quotient (a}) of the continued fraction expansion of f’.

(2) Use Theorem 2.4.2 to construct the fraction equal to

lag, dy, ... a,_q,a;+ 1], if i is even

21



and
lag, al, ..., al], if i is odd.

(3) Check whether the constructed fraction is equal to f. If not, repeat steps (1) and (2).
The continued fraction algorithm will succeed if
lag, a1, ... am_1,am — 1] < f' <lag,a1,...,ay], if m is even, (3.7)

[ag, a1, am_1,am + 1] < f" <lag,ai,...,an], if m is odd. (3.8)

Alternatively, the continued fraction algorithm will succeed if

1
0 < —— , for m even,
nmdm

1
0 < g—— , for m odd.

§nm m

We explore why the delta conditions imply that (3.7) and (3.8) hold. We do this by
analysing the cases where m is even separately from the cases where m is odd.

Case 1: m = 0.

Suppose,

1
o< —. .
< ode (3.9)

By Theorem 2.4.2, we know that ng = ag and dy = 1. So (3.9) can be re-written as

1
ag -1
ag—ag+1
Qo
ag — (ag — 1)
ao
[ao] — [ao — 1]

0 <

So, we have
[ao — 1]
[ao]

f/

>1-— 7 > 0, which implies

o< 1—

, Le. (3.10)

[ao[a_] 1< f? =1

22



In this case, since f = [ag], we have

[(10 — 1] < f, < [ao]. (311)
Case 2: m = 1.
Suppose .
) . 3.12
<5 (3.12)

By Theorem 2.4.2, ny = agay + 1 and d; = ay. So (3.12) can be re-written as

1
aoa1 + ].)

(1) ()
s () (), 619

By Lemma 3.1.1, we know that a,, > 2. In this case, for m =1, a; > 2 so that

0< 57—

That is,

2
ai Z 5(&1 -+ 1)-

This can also be written as ) )
>

CL1—|—1

)
a1

N

which is true even when we multiply both sides by any constant, so

1 1 1 1
> [ ——— — 0. 3.14
(a0a1+1) (a1+1) - (a0a1+1> <%a1) - ( )

Thus, by (3.14), we have

1

(apay + 1)(ay + 1)
14041 — a1a0a1 + apay — apay + ay — ay + 1
- (apa; + 1)(ag + 1)

arapa; + apaq + a; + 1 — ajapa; — apa; — aq
B (apay + 1)(ay + 1)
~ (agay +1)(a1 +1)  @14pa1 + apay + ay
"~ (agay +1)(ar +1)  (agay +1)(a; + 1)
ai(apar +ag + 1)
(apay + 1)(ay + 1)

apal + ag+ 1 » aq
a; +1 apga; + 1

o<

=1—
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_1_ |:a0(a1+1)+1;a0a1+1:|

ap + 1 ) aq
ao 1 Qo 1
(i)« (0]
o _%tan
ao + %
_q{_ [ag, a; + 1]
[aOa a’l] ‘
So, we have
1
§<1- oot (3.15)
[a07 CLl]
which implies
/
l[ag,a1 +1]  f <1
[a’(]? a‘l] f
Since f = [ag, a1], we have
[CLQ, a, + ].] < f/ S [CL(), al]. (316)
Case 3: m even and m > 2.
Suppose
1
0 < 3.17
— (3.17)
Note that d,,, — d,,—1 < d,p,,
so that
1 - 1
dm dmfl dm’
which implies that
! > ! >0 (3.18)
nm(dm - dm—l) nm(dm) ‘ ‘
Thus, by (3.18), we have
1
0 < . 3.19
nm(dm - dmfl) ( )
Since m is even, then (3.19) can also be written as
_1)ym
)< (=1) (3.20)

nm(dm - dm—l) ‘

Applying Lemma 2.4.3 to the numerator of (3.20) and Theorem 2.4.2 to the denominator
of (3.20) gives
nmfldme - nm72dm71

(a'mnm—l + nm—?)(amdm—l + dm—2 - dm—l) '

24



We now expand on (3.21) further. (Note that we make use of (3.4) in the last line of the
expansion).

Nm—1 dme - nmdemfl

0 <

(amnmfl + nm72)<amdm71 + dm72 - dmfl)
(amdm—l - dm—l + dm—2)<amnm—1 + nm—2) - [(amnm—l — Npm—1 + nm—2>(amdm—1 + dm—2)]

(amdm 1 d -1 + dmfZ)(amnmfl + nm72)

((am — 1)dm 1 + dm 2 (amnm 1 + Ny — 2) [((am — 1)nm_1 + nm_2)<amdm_1 + dm_g)]

A — 1

(am_]-) m— 1+dm 2

—1—

—1—

)
( )
Vdm-1 + dpm—2) (@M1 + Nn—2)

—Ddy1 + dim—2) (@mnm—1 + N 2) {
Ay — D)1 + Ngp—2) (@1 + dp—o

A Mn—1 + Np—2)
(am N1 + Nm—2) (@mdm—1 + dim—2)
(

[ |

(@ — Ddyp—1 + dip—2) (@mMm—1 + N2

[(am N1 + M-z A1 + dpp—s

(

(

1)
Ay — ) m—1 + dm72) (amnmfl + nm72)
_ 1) ‘|
L Qm — ) m—1 + dm 2 A Mm—1 + Npm—2
_ 1) ]

(
(
(
)
)

G, Ny — 1+nm2 . ATy — 1+nm2

_(am_1>dm—1+dm—2 ' am m— 1+dm 2

(@m=Dnm—1+nm—2
(am_l)dm71+dm72

AmNm—1+Nm—2
amdm—1+dm—2

[ao,al,...,am—l]

[(Io,al, . ,am]

So, we have

5<1_[a07a17”'7am_1] (322)
[ao,al,...,am] ’ '
i.e. ,
1 _ ag, ar, - - -y @1, A — 1] - 1_L > 0.
[ao,al,...,am] f
Since f = [ag, a1, .., an], we have
[ag, a1, am_1,am — 1] < f' <lag,ay,...,an]. (3.23)
Case 4: m odd and m > 3.
Suppose
1
§< 5——. (3.24)
Enmdm

By Theorem 2.4.2, we know that d,, = a,,d,,—1 + dp,—2. Thus,

dm Z amdm—la

and since a,, > 2, we have

so that

dm Z 2dm—ly
1
§dm + dm Z dm—l + dma
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1.e.

1 1
% m o dm + dm 1
i.e.
1 1
d + dm 1 N %dm’
so that
1 1

> > 0. 3.25
nm(dm + dmfl) o §nmdm ( )

Thus, by (3.25), we have

1
o< . 3.26
nm(dm + dm—l) ( )

Since m is odd, (3.26) can also be written as

-y
N (A + di1)

o<

(3.27)

Applying Lemma 2.4.3 to the numerator of (3.27) and Theorem 2.4.2 to the denominator
of (3.27) gives

- [nmfldmf2 - nmedmfl]
(@mNm—1 + Nm—2) (Amdm—1 + dip—2 + dip—1)
o N —1dm—2 + N2y 1

(@mnm—1 + Nn—2) (@1 + dp2 + di_1)
. Nm—20m—1 — N1, 2
(@mMm—1 + Nm—2) (@mdm—1 + dm—2 + dpm—1)’

0 <

We have
nm72dmfl - nmfldme

)< .
(amnm—l + nm—2) (amdm—l + dm—2 + dm—l)

(3.28)

We now expand on (3.28) further (Note that we make use of (3.4) in the last line of the
expansion).

Nn—2Am—1 — Np—1dm—2
(amnm,l + nm,g) (amdm,1 + dm,Q + dmfl)
(amdm—1 + dm-1 + dpm—2)(@mNm—1 + Nm—2) — [(@mNm—1 + N1 + Nn—2)(Amdim—1 + dpm_2)]
((amdm—1 + dm-1 + dm—2) (@pnm_1 + Nyp_2)
((am + Vdp1 + dm—2)(@mnm—1 + nm—2) — [((am + D)1 + nm—2) (@mdm—1 + din—2)]
((am + 1)dpm— 1+dm 2) (Qp M — 1—|—nm 2)
~ ((am + 1)dp1 + dpm—2) (@mNm—1 + Nm—2) {( nm 1+ m—2) (amdm—1 + dp—2)
(@ A+ Dt + ) (N1 + Nip—2) (( 1 dp2) (@M1 + N—2)
((@m + D11 4+ npp—2) (mdim—1 + dip—2 ]

0 <

((am + V)dpm—1 + dim—2)(@mnm—1 + Np—2)
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A + 1) m—1 + dm 2 Ay m—1 + Npm—2
|: Am )nm 1 + Nm—2 . AmMm—1 + nm—2:|
(am + ]- m—1 + dm—2 ) amdm—l + dm—?

|:(am + 1)nm 1 + Nm—2 « amdm—l + dm—Q
(
(

(amt1)nm—1+nm_2
_ 1 o am+1)dm 1+dm—2

AmNm—1+Nm—2

amdm—1+dm—2

1 [ag, ar, ..., am + 1]
[ag, ..., Q)
Thus,
51— La00n et ] (3.29)
[ag,a1,. .. am]
which implies
!/
1_[a0,a1,...,am+1]>1_i >0.
[ag, at, ..., anm] f
Since f = [ag, a1, .., am), we have
[ag, ... am + 1] < ' <lag,a1,...,an] (3.30)
In general,
1
o< : (3.31)
%nmdm

is sufficient to guarantee the success of the continued fraction algorithm, where m could
either be even or odd [22].

We now look at an example of applying the continued fraction algorithm

Example 3 Suppose we have m even and m > 2. By (3.31), we know that § <

o

Nn i,
is sufficient to guarantee the success of the continued fraction algorithm.

~ 56
Suppose that we have f = fom

1;1,2 H =4.
3 =(1;1,2,3,3). Here, m

/
1
Choose f’ such that § < 5 . That is, choose f’ such that 1 — I <g———0z-

5542

S h = ——
uppose we choose f 5267

which is one such value of f’ that abides by the above
inequality.

The partial quotients of f" are [1; 1, 2, 3, 2, 2, 4, 13].
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Running Wiener’s continued fraction algorithm gives the following
/ / 3
ag, a9 +1] = [1,2] = 5#]‘1
. 1
[a’Ova’l] :[171] :1+I = Q#fa

7
[aé)?allﬂaé—i_l] :[17173] - Z?éfv

17
[a67a/17a,27ag] = [1,1,273] = 1_07£f’
[/ / / / / o _ 56 B
a07a17a2’a3’a4+1] - [171727373] - ﬁ - f

3.3 Wiener’s algorithm applied to RSA

Recall from the RSA cryptosystem that by choosing the public exponent e such that
(e,(p—1)(¢ — 1)) =1, we have an integer d such that

ed=1 (mod (p—1)(q—1))). (3.32)

Also, by [14]
ed=1 (mod lem(p—1,q—1))). (3.33)
Since lem(p — 1,q — 1) = %, we divide out any possible common factors between

p—1 and ¢ — 1. We already know that (e,¢(n)) = 1. The greatest common divi-
sor will still be 1 if we remove any common factors between p — 1 and ¢ — 1. Thus

(e,0(n)) =1= (e, (p—¢1(z)—1)) = (e,lem(p— 1,9 — 1)) and so (3.33) holds.

Even though (3.32) and (3.33) churn out different d values, both lead to the same m
value being recovered.

Example 4 Given that m = 2, e = 7, p = 11, ¢ = 13 and so n = pg = 143 and

(6. (p— 1)(g— 1) = (7,120) = 1.
This would mean that C'=m® (mod n) =27 (mod 143) = 128.

Using ed =1 (mod (p — 1)(q — 1)) yields
d="T7" (mod 120) = 103 so that
m = c? (mod n) = 128103 = 2.

Using ed =1 (mod lem(p — 1,q — 1)) yields
d="7"" (mod 60) = 43 so that
m=c? (modn)=128"8=2. A

In Section 2.2, we unpacked the decryption process for RSA given that (3.32) holds.
We briefly unpack the decryption process given that (3.33) holds:

Let G =(p— 1,9 — 1). Note that lem(p-1,q-1) = %.
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Soed =1 (mod lem(p —1,q — 1)) implies that ed =1 (mod %) and by definition
of congruence, there exists an integer k such that
ed=1+k(p—1)(¢—-1)/G.

Case 1: (m,pq) = 1.

C?=(m)* (mod pq)

mitk=1(¢-1)/G

(mod pq)
mt - (m(p—l)(q—l)/G)k’ (mod pq)

m - 1% (mod pq)

m  (mod pq).

The second last line is true by Euler’s formula, where G = 1, since (m, pq) = 1.

Case 2: (m,pq) > 1

If m is divisible by exactly one of p and ¢, say p|m and ¢ { m, then
p|m implies that m = ¢? = 0( mod p) but since q { m, it means that
(¢g,m) =1 and so

ok (me)d (mod q)
mitke=-1(a-1)/G (mod q)
ml . (m(p—l)(q—l)/G)k’ (mod q)

m -1 (mod ¢) (By Euler’s formula)

=m (mod q).

Furthermore, when m = 0, we have (m, pq) = (0,pq) = pq > 1, which then gives the same
result as above. W

Congruence (3.33) implies that there must exist an integer K such that
ed=K-lem(p—1,q—1)+ 1. (3.34)

This is due to the definition of congruence. In general, x =y (mod m) is the same as say-
ing that m|x —y and there exists an integer k such that x —y = km. That is, v = km+y.
In the case of (3.34), v =ed, k=K, m =lem (p—1,¢q—1) and y = 1.

Letting G =(p — 1,¢ — 1) and using the fact that lem(p — 1,q — 1) = %, we
obtain

ed = g(p— D(g—1)+1. (3.35)

Since it is possible for K and G to have common factors, we can define
k=K | (K,G)and g=G / (K,G),sothatk / g=K / G and (k,g) = 1. (3.35) now
becomes

ed = S(p— 1)(g—1)+1. (3.36)
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Dividing through by dpq in (3.36) gives

k 1
c - —(1—=19), where ¢ = L

3.37
pq dg Pq (3:37)

Since e is public information and n = pq is also public information, piq is known informa-
tion and it is a close underestimate of %, which is unknown since d is the secret exponent.

In using the continued fraction algorithm, we can recover what d—kg is. However, before
making use of the continued fraction algorithm, we look at some further analysis.

From (3.34), we see that (K,d) = 1. Since k = K/ (K,G), it means that k is a di-
visor of K. Hence, (k,d) = 1.
Also, as justified previously, (k,g) =1 (Recall if (a,b) = d then (%,2) =1).

Since (k,d) =1 and (k,g) = 1, we know that (k,dg) = 1 and Wiener’s algorithm can be
used to find k£ and dg as long as ¢ is small enough. To be precise,

kdg < 51

So+a) 335

is sufficient to allow k and dg to be found [22]. We proceed to show how (3.38) is derived.

In Chapter 2, we defined f = 7=. In this case, f = d—’; where n,, = k and d,, = dg.
By (3.31),

1
0 < 3 :
§nmdm
In this case,
0 < 1
3 )

As indicated in (3.37), 0 = #, SO

ptq—1-14 1

pq 2kdg’
i.e. 5 g
Skdg(p+a—1-2) <pg
so that g
kdg < m

Note that —1—% in the expression of § was dropped because it is small compared to (p+q).

This does not affect the validity of (3.38) because —1— £ serves to reduce the size of § [22].

Wiener’s attack will find secret exponents up to a size of approximately 225°. If d > 22%5,
then (3.38) would not hold anymore and thus Wiener’s attack would no longer be appli-
cable.

30



Chapter 4

A VARIANT ON WIENER’S ATTACK

In this chapter, we explore the paper titled Continued fractions and RSA with small secret
exponent by A. Dujella [5]. This paper follows Wiener’s ideas very closely with the aim
of developing a more efficient variant of Wiener’s attack.

4.1 A further look at Wiener’s attack

Theorem 2.4.11 proved that }g — %} < ﬁ given that p < ¢ < 2p,e <nand d < %{‘/ﬁ By
Theorem 2.4.12, § is a convergent of the continued fraction of £ given that the conditions
from Theorem 2.4.11 hold. The secret exponent d is the denominator of some convergent
of the continued fraction of £, for d < n®?*. Therefore, d can be computed efficiently
from the public key (e, n).

There are many convergents of £. The correct convergent that will give £ using Wiener’s
algorithm will have d < %{‘/ﬁ However, there is more than one convergent that may meet
this criterion. There is a way to find the correct convergent without having to test all
convergents. This is what we will now touch on.

Assuming that p < ¢ < 2p. Then as highlighted in [5],

3v/2
2/n <p+gq< T\/_\/ﬁ < 2.1214v/n. (4.1)

This implies

e klptq) —k—1_ 2k(yn—1)
n dn ~ dn (42)

ko
d

We now expand on why (4.2) holds true.

ke kn—ed
d n  dn
_ kn —ed — ko(n) + ko(n)
N dn
_ (kn = k¢(n)) — (ed — k¢(n))
N dn
_ kn—ko(n) —1
N dn
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_ (= o(n) - 1

By (4.1), p+ q > 2y/n, and so

k(p+q) —k—1

dn
k(pg—(p—1)(g—1)) -1

dn
k(pg—(pg—p—q+1)—1

dn
k(pg—pg+p+q—1)—1

dn
k(p+q—1)—1

dn
kp+kq—k—1

dn

k(p+4q)—k—1
dn ’

_2k(n—1) _ k@2yn) - 2k

dn
Thus, (4.2) holds.

E>£

Since G >

Ul

Hence, we see that

dn dn

n
o [5], we observe

en—e(n—2yn+1)
n(n —2yn+1)
en —en+2ey/n—e
n(vn—1)°
2e/n —e
n(vn—1)?
2ey/n — 2e
n(vn—1)?
2e(y/i = 1)
n(vn—1)?
2e
n(yvn—1)

2e

>

Slo

2e

IS

Slo
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Using (4.2) and (4.1), we get

ke _kptq -kl _k21214yn) _ 21214k
d n dn dn dyn
Thus,
ke 21214k
A . 4.4
d n" dvm (44)
Combining (4.3) and (4.4) gives
2e ke 21214k
< =——-—< .
nvn d n dy/n
Assuming that n > 10%, then as highlighted in [5], we have £ < 1.00023<, and
ke 2122
k_e_ . 4.5
d n  nyn (45)
Combining (4.5) and (4.3) gives
2e ke 2122
S 4.6
ny/n 4 " ny/n (4.6)

kis a unique (odd) convergent satisfying (4.6). This follows from the fact that if Bo

d
and ’;m—“ are two successive (odd) convergents of a real number «, then % is at least a

m—+2

m+
twice better approximation of o than Z—m, which is a direct consequence of Theorem 2.4.10.

If g = Pm and € = E»8then using Lemma 2.4.3 below, we have
dm n dm+1

_ Pm  Pm+1

(&
n dm dm+1
Pmm+1 — gmPm+1

SH

mdm+1
—qmPm+1 + PmGm+1

AmYm+1
- (Qmperl - mem+1)
dmGm+1
—(=n"
AmGm-+1
—(=1)
dmdm+1
B 1

 GmGma

(By assuming § = Z’—: to be an odd convergent, it means that m is odd such that
(=1)™ = —1 which gives a positive numerator of —(—1) in the last few lines of the

above steps).
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Thus, we see that with & = 2= we have £ — £ = —L— and (4.6) becomes
'm dmqm+1

=}

2e - 1 < 2.122¢
n\/ﬁ dmqm-+1 n\/ﬁ .

Inverting the above inequality gives

e ~ Imimi1 = 505
Now,
ny/n - ny/n
2.122e 4.224¢"
So,

= i > 2.122¢ ~ 4.224¢’
which gives

< o1 < :
1.224¢  dmidmir = o0

where m is the unique odd, positive integer satisfying this inequality.

In summary, the above observations lead to an efficient algorithm for finding the correct
convergent in Wiener’s attack. Namely, § = Z—m, where m is the smallest odd, positive

N

integer such that ¢mgmy1 > 19552

As highlighted in 5], Wiener’s attack can be slightly improved by using a better ap-
proximation to % such as £, where f =n — |[2y/n] + 1 and

k;_e<0.1221
d f N

If d < 4.04n1, then 0'1—\/2521 < d% and d can be found in polynomial time [5].

0<

Up till now, we have considered how to find the correct convergent of < for which Wiener’s
algorithm would work. We also looked at how Wiener’s algorithm can be improved slightly
[5]. In the next section, we study a variant of Wiener’s attack highlighted in A. Dujella’s

paper.

4.2 Verheul and Van Tilborg variant of Wiener’s at-
tack

In 1997, Verheul and van Tilborg proposed the following extension of Wiener’s attack.
Let m be the largest (odd) integer satisfying

Gn N nyn

2.122
Pm _ C 20220 (4.7)
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The aim is to search for g between fractions of the form rp,,.1 + sp, and r¢,i1 + Sqpn.
Consider the linear system

TDmat + Spm = k, (4.8)
Tgm+1 + Sqm = d. (49)

Within this linear system, the assumption is that r and s are non-negative integers [5].
This means that the system has positive integer solutions.
By Lemma 2.4.3, pimt1Gm — Gm+1Pm = (—1)™. So the determinant is

|Dm+1Gm — @m+1Pm| = 1.

Taking (4.8) and multiplying throughout by g¢,, gives

TPmt1Gm + SPmlm = Kgm. (4.10)

Taking (4.9) and multiplying throughout by p,, gives

Tqm+1Pm + SqmPm = dpm- (4'11>

Subtracting (4.11) from equation (4.10) gives

TGmA1Pm — TPm+1Gm + $GmPm — SqmPm = APm — Kk,

So,
7(Gm1Pm = Pm+14m) = AP — k-
That is,
r(1) = dppm — kqm.

Giving

r = dpm — K@m. (4.12)
Aside: By Lemma 2.4.3, (¢mi1Pm — Pms1@m) = —Pmi1Gm — Gmiipm) = —(—1)™ =1
where (—1)" = —1 since m is odd.

Similarly, taking (4.8) and multiplying throughout by ¢,,+1 gives

"Pm+19m+1 + SPmlm+1 = kCIm—i-l' (413)

Taking (4.9) and multiplying throughout by p,,.1 gives

Tqm+1Pm+1 T SqmPm+1 = dpm+1' (414)

Subtracting (4.13) from (4.14) gives

TDmt1Gm+1 — Tqm+1Pm+1 + SPmGm+1 — SqmPm+1 = KGmi1 — dPmg1.

So,
S(Pmm+1 = GmPm+1) = Kmi1 — AP

That is,
5(1) - ka+1 - dpm—&—l‘
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Giving

S = kQmi1 — Apmy1- (4.15)
If  and s in (4.12) and (4.15) are small, then they can be found by an exhaustive search
(trial and error). In an exhaustive search, we formulate an algorithm to run through all
possible values of r and all possible values of s. Finding upper bounds for r» and s helps
us to be sure that r is less than a certain quantity and s is less than a certain quantity.

In this way, finding upper bounds for r and s assists in such an exhaustive search. We
now proceed to find these upper bounds.

Recall Theorem 2.4.10
1

Gmlm+1

1 m
< ‘oz b
Qm(Qm-i-l + Qm)

We can take o to be g and terms within the absolute value can be swapped to give

1
Qm(Qm+1 + Qm>

qm d

m k 1
u ’ < . (4.16)
Amqm+1

We can estimate the number of steps in this exhaustive search by finding upper bounds
1

for r and s. Let d = Dni. Firstly, we look for another expression of r by taking (4.12)

and transforming it

r= dpm - ka
_ dgmdpy dgmkgm
A dgom

dpm  kGm
=\ g dam
qm qm

Pm kK
=dg, [F2 -2,
I (qm d>

We now use this new expression of r to find an upper bound of r, making use of (4.16).

1
gmAdm+1

_d
Gm+1 ‘
Hence,
d
r< . (4.17)
Gm+1

(4.17) gives an upper bound for r.
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We now look for another expression of s by taking (4.15) and transforming it.

5 = k@m+1 — dpm4r
_ Agm+1kqm+1 _ AGm+1dPm41
dgm+1 dgm 11

— dgmas <I€Qm+1 _ deH)
mr de—i-l de—H

—d k' pms1
= A4m+1 E_qﬂ .

So,

k' Dt
= dq,, - — . 4.18
§ st (d Qm+1> ( )

The estimate (upper bound) for s depends on the sign of the number

€ Pmi1 2.122
n qm+1 n\/ﬁ .
We see why below by considering the case where the sign is positive vs the sign being

negative. In each of the cases, we unpack what the upper bound for s is and what the
upper bound is for the number of steps in the exhaustive search.

Case 1: The sign is positive, i.e.

2.122
€ DPmi1 € <0

n qm+1 n\/ﬁ

This can also be written as
€ Pmi1 - 2.122e

n dm+1 n\/ﬁ

Also, by (4.5)

ke 2122
—— =<
d n n\y/n
This means that
€ Pme1  2.122¢ - ke
N Qi ny/n d n
So,
€ Pm+1 < ﬁ _ E‘
o gm+1 d n
That is,
Pm+1 k € €
qm+1 n o n
So, we have
_ Pm+1 ﬁ _9 (E)
Am+1 d n
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This can also be written as

E_, (E) < Zpmi1
d n dgm+1

Multiplying by dg,,+1 on both sides gives

k e
dqm+1 <E - 25> < —dpmy1-

So,
k
g1 <— - 23> + dpmar < 0.
d n

Expanding out gives

k e
de-i-lE - 2d(]m—i-l_ + dpm-i—l < O,
n

i.e.

k e
AGri1— + dpms1 < 2dqp1—.
Q+1d+p+1 (I+1n

The left side can also be written as

k e
de+1E — dpmg1 + 2dpm41 < 2de+1E-

So,
k e
dCJmHE — dpm1 < 2de+1ﬁ — 2dpmy1.-
This can also be written as

Pm+1

k
Agm+1= — dgm+1

€
< 2dqm+1_ - 2de+1
d dm+1 n

qm+1
Taking out common factors on both sides gives

k' pms1 € DPmti
1 \da Gm+1 “\n Gm+1

Combining (4.18) and (4.19) gives

k m m
$ = dgm+1 (__p +1> < 2dgm 11 (%_p +1>-

d Gm+1 dm+1

Next, we need to show that

m 2d
2d(]m—i-l (% - L +1) < :

dm+1 qm+2

Taking £ to be « gives the following (by (4.16))

e m 1
P +1<

n qm+1 qm+19m+2
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So,

e m 1 1
e p +1_

n qm+1 qm+1 qm4-2

Multiplying both sides by ¢,,11 gives

€ Pm+1 1
m+1 <— — ) < .
n gm+y1 qm+2

Multiplying both sides by 2d gives

2d
2d%nH<5-—pm+1) < (4.21)

n gm+1 qm+2

Combining (4.20) and (4.21) gives

ko Pm m 2d
s = dgm+1 (— P +1) < 2dgm+1 <E L +1) < . (4.22)
d  qmi N Gm+1 Gm-+2
From (4.22), we see that
2d
§< ——. (4.23)
dm+2

Inequality (4.23) gives an upper bound for s in Case 1, assuming that £ — Z::—E — 2;—3%6 > 0.
We now expand on the upper bound for the number of steps in the exhaustive search
for Case 1.

By (4.16), (where £ is replaced with ), we know that

d
1 m
Pm (4.24)
G (@ms1 + Gm) m
Replacing m by m + 2 and taking a = £, (4.24) becomes
1 m
< Dmr2 2 (4.25)

Gm+2(@mts + Gmt2)  Gmi2 N

Note that we do not have an absolute value when subtracting e/n from p,, 12/¢m+2 because
the difference is positive due to the fact that py,io/¢mi2 is above e/n (we know that e/n
is between two successive convergents: pp,11/qme1 and Do/ @iz, Where pui1/qmar is
below e/n while ppia/¢mi2 is above £).

Next, we aim to show that

1 1
< .
rio(mis +2)  Gmr2(Gmes + Gmio)

Recall that the a;’s are the partial quotients of a finite continued fraction and by Theorem
2.2.2, the ¢;’s are defined recursively as follows

q0:17

g1 = ay,
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G = Q;Qi—1 + Gi—o, for i > 2.

In particular, for : = m + 3

Am+3 = Om+39m+2 T Gm+1-

So,

dm+3 — 9m+1 = @m+3Gm+2-

Dividing both sides by ¢,,+2 to make a,, 3 subject of formula gives

qm+3 — Qm—l-l' (4.26)

Am+43 = q
m-+2

The recursive definition of the ¢;’s above tells us that the ¢;’s form an increasing sequence

(each successive ¢; value will be bigger than the preceding ¢; values). In particular

Gm+2 > Qm+1-
So,
Gm+3 — Gm+1 = Gm+3 — Gm+2

(since we subtract something smaller from ¢, 3 on the left side). This can also be re-

written as
(Qm+3 — dm+1

) qm+2 > qm+3 — m+2-
qm+2

Substituting (4.26) on the left side gives
Um+39m+2 > Gm+3 — Gm+2-
Dividing both sides by ¢,,.12 gives

dm+3 — Gm+2

Om43 >
Qm+2
This can also be written as
dm+3
Qg3 > — 1.
dm+2
So,
Am4-3 +1> Qm—i-S'
Qm+2
This can also be written as ¢
Ups +2— 1> 22
Qm+2
That is,
s + 2 > 1+ dm43,
dm+2
Thus,

As + 2 > M_'_Qm—l{i.

qm+2 qm+2
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Multiplying both sides by ¢,,.2 gives
Qm+2<am+3 + 2) > Qm+2 + dm+3-
This can also be expressed as

R () < G n Gm+29m+3
qm+2 qm+2 qm+2

Multiplying by g,,+2 on both sides gives

Qi+2(am+s +2) > qu—i-z + Gm+29m+3-
Taking out the common factor on the right side gives
qg’b+2(am+3 +2) > qmi2(Gmr2 + Gmy3)-

Taking the reciprocals on both sides gives

1 1

Gmt2(Amis +2) = Gmv2(Gmya + Gmi3) (4.27)
Combining (4.25) and (4.27) gives
> L < L < Pmiz €
Umr2(@mrs +2)  Gni2(@miz + Gnis)  Gmiz N
Thus, we have
! < Pmi2 © (4.28)

Zio(@mis +2)  Guiz 1
By (4.7), m is the largest (odd) integer satisfying

- 2.122
Pm € 2122

Gn N nyn

We expect that (4.7) will not hold for any odd integer greater than m due to the above
assumption that m is the largest (odd) integer satisfying the above inequality.

In particular, if we replace m with m+2, (where m+2 is odd with m+2 > m), the above
inequality will not hold, otherwise we would have a contradiction to the assumption that
m is the largest (odd) integer satisfying the above inequality.

So it must be that

Pmao € 2.122¢
- - < )
Am+2 n n\/ﬁ
However,
DPmt2 2.122e

(&
qm+-2 n n\/ﬁ .

So it must be that
DPmt2 2.122e

(&
- < .
qm+-2 n n\/ﬁ
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By assumption, e < n and so e¢/n < 1. Therefore,

2.122e < 2.122

In which case, we know that

DPm+2 € - 2.122¢  2.122

< .
Im+2 n n\/ﬁ \/H

Combining (4.28) and (4.29) gives

1 m 2.122
Pmi2 € < €

2.122

qrzn+2(am+3 + 2) qm+-2 n n\/ﬁ
Inequalities (4.30) imply that

1 _ 2.122
2 (Amts + 2) vn o

Taking reciprocals on both sides gives

qr2n+2(a’m+3 +2) S Vn
1 2.122°

Dividing both sides by a,, 3 + 2 gives

NG

2
> .
Im2 7 5 199 (ames + 2)

Taking square roots on both sides gives

n

> .
V/2.122(ap 43 + 2)

qm+2

So,

1 V/2.122(am 45 + 2)
< 2 .
qm-+2 \/ﬁ

Also, clearly

< \/ﬁ .

Am+29m+1 + dm+1 = Gm+2 = AOm+2Qm+1 + qm-

That is,
gm+1 (a'm+2 + 1) > Gm+2-
So,
dm+2
] >
dm+1 (am+2 + 1)
Hence,

1 |
<(a +2 + )

qm+1 qm+2
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Putting all these estimates together (using the fact that d = D+/n and using (4.17), (4.34)
and (4.32)), gives

r <
gm+1
~1(a)
Gm+1
< d . (am+2 + 1)
qm+2
1
=d - (ami2 +1)
Am+2
V/2.122(am 45 + 2)
<d-(am 1) -
(CL +2 + ) \4/6
2.122(a,,. 5 + 2
= DV/n - (ams2 +1)- v E‘/E+3 )

=D (o +1) - /2.122(amss + 2).

Hence, we have

7 < /2.122(apm i3 4+ 2) (a2 + 1)D. (4.35)
With regards to s, recall by (4.18) that

_ (k Pm+1>
s = dqm+1 E - .
gm+1

k m 1
<_ _p ) L
d qm+1 gm+19m+2

Combining (4.18) and (4.16) gives

k m 1 d
o (5 22) g ()=
d qm+1 m+19m+2 qm+2

d
qm+2 .
Again, using the fact that d = D+/n and using (4.36) and (4.32) gives

By (4.16), we know that

So,
s <

(4.36)

s <

qm+2

1
=d-
Qm+2
2.122(a,, 2
<d. Vv (@3 +2)

n
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(am+3 + 2)
vn
=D /2.122(ap 3 + 2).

_ D V/2.122

Hence, we have

5 < 1/2.122(amys + 2)D. (4.37)

So, multiplying the upper bounds of r and s gives that the maximum number of steps to
find 7 and s in Case 1 is bounded by 2.122(a,,+3 + 2)(aym 42 + 1) D%

Case 2: The sign is negative. That is,

n qm+1 n\/ﬁ -

e Pmy1 2122 <0

This can also be written as
€ DPmi1 _ 2.122¢

N Gme1 . ny/n
By (4.7), m be the largest (odd) integer satisfying

. 2.122
P e - e

Gn N nyn

Also, by (4.5)

2.122e - ke
nn ~d n
So,
pm e 2122e ke
Gn n  nyn d n
That is,
pPm € ke
gn n d n
Adding = on both sides gives
pm _ k
— > —.
Gm d

This can also be written as

Re-arranging the terms gives

Pm — Pm+1 Pm+1

dm qm+1

L
d

Gm+1

Multiplying both sides by dg,,+1 gives

m m k m
dqm-H (p_ - b +1> > de-i-l (_ - b +1) =S
m  Gm+1 d  Gmn
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(We know that s is equal to the quantity on the extreme right by (4.18)).

So, we have

k; m m m d
.o (E 0 +1> < dguns <P_ _ u) _ 4 (4.38)
qm+1 dm qm+1 qm

Note for the terms on the extreme right of (4.38):

Adqm1 (— - H) = dqm+1 ( = H)

dm  Gm+1 gmGm-+1
1
D
dmdm+1
_d
qm
So, the upper bound of s in Case 2 is

d

5§ < —. (4.39)
dm

We now expand on the upper bound for the number of steps in exhaustive search for Case
2.

Since in this case is close enough to =, we have an estimate for ¢,; which is

analogous to the estimate of Gm+o in Case 1.

Pm+1

As with Case 1, we have

1 Pmsr € 2.122e  2.122

< .
qgﬂ—l (am+2 + 2) Gm+1 n n\/ﬁ \/ﬁ

So,
1 2.122

< .
@21 (Amio +2) Vv

N

2.122°

Inverting gives
q12n+1 (Amy2 +2) >

Dividing both sides by a,, 2 + 2 gives

NG

2
> .
Il 5 199 (ames + 2)

Taking square roots on both sides gives

\zx/ﬁ
g V2122(am s +2) (4.40)

Gm+1

Inverting gives

1 V/2.122(am 40 + 2)
< 2 .
qm+1 \/ﬁ

(4.41)
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Also

That is,

So,

Inverting gives

Am+19m + Gm > Qm+1 = Am+1Gm + Gm—1-
Gm(@mi1 + 1) > g1

dm+1
- > . 4.42
e Py (4.42)

1 _ @ tl) (4.43)
dm Am+1

Putting all these estimates together (using the fact that d = D+/n and using (4.17) and

(4.41)), gives

Hence,

d
Gm+1

:d'

r <

1
Qerl
—4 V2.122(ap 42 + 2)
N
o~ V/2122(amse +2)
=DVn- T
= D+/2.122(amy2 + 2).

r < \/2.122(ap 40 + 2)D. (4.44)

With regards to s, we also use the fact that d = D+/n and make use of (4.39), (4.43) and

(4.41) below to give

s < —
dm
m
< d (am+1 ‘I‘ 1)
Qm—l—l
:d‘(am+1+1)'
gm+1
2.122(a,,9 + 2
<d-(am+1+1)-\/ E‘yﬁ+2 )
2.122(ay10 + 2
= DvV/n - (a1 +1) - v g/ﬁﬂ )

= D(ams1 + 1)1/2.122(ap iz + 2).
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Hence,

5 < 1/2.122(amyo + 2)(Gmy1 + 1)D. (4.45)

As explained in Case 1, the number of steps for the exhaustive search of r and s can be
found by multiplying the upper bound of r» with the upper bound of s. In Case 2, we
multiply (4.44) with (4.45) to give that the maximum number of steps to find r and s is
bounded by 2.122(a 42 + 2)(dmi1 + 1) D% Note that the number of steps in this attack is
dependent on the partial quotients of a finite continued fraction. Particularly a,,.1, apio
and a,,;,3. The time estimate can be generalised to O(D?) with some coefficients that
depend on the partial quotients a1, @2 and a,,+3. Some attacks attempt to remove
dependency on partial quotients.
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Chapter 5

IMPROVEMENT TO WIENER’S ATTACK

In this chapter, we survey a paper by M. Bunder and J. Tonien [2] which presents a new
improved attack on RSA based on Wiener’s technique using continued fractions. Both
the original and improved methods make use of the public key (e, n) where n is a 1024-bit
modulus. However, instead of using the convergents of the continued fraction of £ as in
Wiener’s original attack, the new method uses the convergents of the continued fraction

of 5 where n’ is given by
3 1
n—(1+—=)n2+1}.
{ ( 2\/5) J

5.1 The method

We now go on to explore the new method in more detail, starting with a lemma that leads
to the main theorem making up this method.

Lemma 5.1.1 For n > 2000000 = 2 x 10°, we have

(& —2)nz +4 1
2(n — 7§n2> 1612

Proof: By assumption, n > 2000000 = 2 x 10°, so
1515811 < 2000000 < n.

That is,

(32+3\/§

2
= "Y= 1 < 2000000 < n.
17 — 12\/§>

Thus,

2
32 + 3v/2 .
17 — 12¢/2 '

Taking square roots gives

32 + 3v/2 b
17 — 12v/2 ’
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The above inequality will still hold true if we add a term to the right side

32+3v2 . 9
———— <n2+ -
17— 12V/2 2(17 — 12v/2)n>2

Multiplying both sides by (17 — 12\/§)n% gives

9
= (324 3vV2)nz < (17— 12v2)n + 5

N | ©

1 3 1 1 1
<= 8n2 [—n? — 2n2 +4] <n—3vV2nz +
V2

3 3 1 3 9

<— 8n?2 — —2|n2+4 <n2—3\/§n5+—n.
(52) ;
)2

— st K%_zym} < (n_%n
> 16n? [(%—2) n%+4] <2(n—%n%)2.

Multiplying both sides by 2 gives
(25 —2)ns +4 1

< .
2(n — \%n%)Q 16n2

Theorem 5.1.2 In the RSA algorithm, if the following conditions are satisfied

[ SIS

q<p<2q,
0<e<aon),
ed — ko(n) =1,
n > 2000000 = 2 x 10°,

1
d < 2\@(2)2'&,
e

n = Ln—(u%)n%ﬂy

then g is a convergent of =. Thus the secret information p, g, d, k can be recovered from
public information (e, n).

Proof: Let ¢, :n—i-l—\%n% and ¢ =n+1—2ns.

Since ¢ < p < 2q (by assumption), we see that

q<p-

Dividing both sides by ¢ gives

1<1—?.
q
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Taking square roots on both sides gives

p
1<, /= (5.1)
q
From the assumption ¢ < p < 2q, we see that
p < 2q.
Dividing both sides by ¢ gives
Pea
q
Taking square roots on both sides gives
p
- < V2. 2.2
. (5.2)
Combining (5.1) and (5.2) gives
1< \/? < V2. (5.3)
q
Suppose we have a function
fw) =+
x)=x+ —.
x

We know that this is an increasing function on [1, +00).
If we take = to be a variable such that 1 < # < v/2, this would imply that

fQ) < f(z) < f(V2),

where

—

—~

S
I

1+

V2 VR
This tells us that if we assign any value of = that is between 1 and v/2, the following

identity always holds

1 3
<+ —-—< —.

T2
In particular, if we take z to be \/% (we know by (5.3) that \/% lies between 1 and v/2),

then we will have 5
p q
2 < -+ - << —.
\ﬂ \/; V2

p+q 3

This can also be written as
2 <

Multiplying by n: throughout gives

M2 <p+q< —=n. (5.4)
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Dividing by —1 throughout gives

N|=

! 3
—2n2 > —(p+q) > ——=n2.
V2
Adding n + 1 throughout gives
3

n+1—2n%>n+1—p—q>n—l—1——2n.

NI

So,
b9 > P(n) > ¢1. (5.5)
Let

3 1
mid =N — | 1+ ——=|nz +1.
O ( 22 )
Then n' = |¢mia| and @i is the midpoint of the interval [¢q, ¢o].
Note that ¢,,;4 is not an integer because we have square roots that are irrational numbers
making it up.
We have ¢(n) € (¢1, 62).

So,
[6(n) — 1| = |¢(n) = bmia + Pmia — 7|
< |¢(Tl) - ¢mid| + ‘qsmzd - n’\.

We make use of the triangle inequality in the last line. (We have a strict inequality
because |p(n) — n'| is an integer but |¢(n) — Gmid| + |pmia — 7’| is not an integer). Thus,
we have

[o(n) —n'[ < |6(n) = Gmidl + |Pmia — |- (5.6)

Next, we aim to show that
1
|0(n) = Pmia| + |Pmia — 1| < §(¢2 —¢1) + 1.

In (5.4), we saw that 2n2 < p + ¢. The left side of (5.4) can also written as

4+3\/§n%_3\/§ L

nz +n2 <p-+gq.
1 1 pT4q

Regrouping terms

443vV2 1 3v2 1 1
——n2—p—gq< nz —n2.
4 4
That is,
443v2 1 —44+3v2 .
T mras
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1 —4+3\/§ 1

= — —nQ
2 2
lKi_Q> é}
2 [\V2
1 3 1
— n+1—2n2—n—1—|——n2>
2 2
1
5{(71—1—1—271; —(n—l—l—%né)}
1
= S(6:— )

So, we have

4+43v2 .

1 n2—p q < (¢2 ¢1)'

The left side of the above inequality can also be written as

3
pq—pq—1+1+<1+2—\/§>n2—p q< (cbz b1).

Rearranging terms on the left gives

pq—p—Q+1—pq+(1+%)n5—1<%(¢2—¢1).
That is,
(p—1)(qg—1)—n+ <1+%)n%—1<%(¢2—¢1).

This can also be written as
o) = (n= (14 325 ) i 41) < a0
n)—|n-— —— | n2 — — )
el 5 (P2 1

¢( ) ¢m1d < (¢2 - (bl)
If p(n) > Gmiq (that is ¢(n) — Gmia > 0), then it is clear that

Thus,

(1) — dmial < (¢2 b1).

If ¢(n) < Pmia, we need to prove that the above inequality still holds true using a proof
by contradiction.

Under the assumption ¢(n) < ¢4, suppose that

|¢< ) ¢mzd| > <¢2 9251)
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In this case, we have

So, we have

Gmia = $(0) = 10(1) = bl 2 5(62 — ),

That is,

So,

Rearranging terms gives

Meaning

So,

|¢(n) - ¢mzd| = _(¢(n) - ¢mzd)

Pmia — O(n) = (2 — d1).

N —

o1+ P2

Lo
2

~gln) > P

¢1+¢2_¢2—¢1 >
2 2 -

¢(n).

G2 — P2+ O1 + Py >
5 >

omn).

¢1 > an,

which is a contradiction to (5.5).

So, for both cases ¢(n) > ¢miq and ¢(n) < Ppiq, we have

Since n' = | miq] then by properties of floor functions, we know that

601) = Gl < 5(62 = 61).

0< |¢de — n'| < 1.

Adding |¢mia — 7’| to both sides of (5.7) gives

1
|p(1) — Gmia| + |Pmia — 1’| < §(¢2 — 1) + |Omia — 1.

By (5.8), we know that |¢mq —n'| < 1 and so,

6(1) = sl + |Smia — 1| < 502 = 61) + 1= 5(62 = 61 +2)

Combining (5.6) and (5.9) gives

6(0) = | < 16(01) = sl + |mia = 1| < 50— 61) + 1= 5(62 = 61 +2)

23
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Thus, we have

1
[@(n) —n'| < 5(¢2 = 1 +2). (5.10)
Next, we establish some very important inequalities that we make use of later on.
3 1 4+3vV2 1
= 1——n2< 1———"n2 =17/,
o1 =n+ \/in n -+ 1 n n

(The inequality in the middle is due to the fact that we subtract something bigger on the
left as opposed to the right).
So, we have

o1 <n'. (5.11)

By (5.5), we know that
¢1 < P(n).
So, by (5.11) and (5.5), we know that

¢1- 1 < p(n)-n'.

Taking reciprocals gives
L. (5.12)
¢1 ~ n'é(n) '
Taking (5.5) and adding 1 to the right side of the inequality then multiplying the first
term by k > 1 still makes the inequality hold true:

é1 < ko(n) + 1. (5.13)

So, by (5.5) and (5.13), we have

¢1- 91 < ¢(n) - (ko(n) + 1).
Taking reciprocals gives
1 1
— > .
o1 = o(n)(ko(n) +1)
Another important fact to recall is that since e and d are inverses of each other, we have
an integer k such that

(5.14)

ed — ko(n) = 1.
This can be re-written as

ed =1+ ko(n). (5.15)
Another important inequality

¢t > (61 - 1).

Taking reciprocals gives
1 1

7@

We use (5.10), (5.12), (5.14), (5.15) and (5.16) in the computations on the next page. We
also make use of the triangle inequality in the eighth line, as well as the definitions of ¢,

(5.16)
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and ¢, in the last line.

e

Thus,

e e | _¢ k‘
T T d
e e e k
W ¢(n)> i <¢<n> d)‘
_ e (n) —en/ N ed — ko(n)
n'¢(n) dé(n)
et —n) 1
n'g(n) dé(n)
_|elo(n) —nl)  (k(n) +1) ‘
n'¢(n) dp(n)(ke(n) + 1)
_ e(p(n) —n') N ed ‘
n'p(n) dp(n)(ké(n) + 1)
Jelotn) =) ¢
n'p(n) ¢(n)(ko(n) +1)
el ) e
n'¢(n) ¢(n)(ko(n) +1)
_ e(p(n) —n’) N e
n'¢(n) ¢(n)(ké(n) +1)
el | e

n'¢(n) ¢(n)(ko(n) +1)
e [%(@ —¢1 + 2)} N c
7 7
el —p1+1)/2+e
i
_e(pp— g1+ 1)+ 2e
N 201
eps — ey + 3e
B 297
epy — ey + 4de
297

<

(5.17)
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Recall by Lemma 5.1.1 that for n > 2 x 10°, we have

(& —2)nz +4 1
V2 T, < T
Q(n — 75712) 1612
Therefore, (5.17) can be written as
e k e
' d| " 16n:

Now, recall our underlying assumption

d%e < 8n3.
Dividing both sides by 8n? - d2 gives
e - 1
8n2 d?
Multiplying both sides by % gives
e - 1
16n:  2d*
So, we have
e k e 1
n'  d 16ns  2d?
So,
e k 1
n d 2d?

Hence, by Theorem 2.4.12, s is a convergent of =. W

This result is similar to that of the following theorem adapted from Blomer and May,
2004 [1]. It is an attack on RSA based on factoring n, which is as follows

Theorem 5.1.3 Let (e,n) be an RSA public key, where n = pg. Suppose that e satisfies
an equation ex +y =0 mod ¢(n) with

1 3
0<az< i /o)t (5.18)
3V e p—yq
and b4
< -ex. 5.19
|yl Sy (5.19)

Then n can be factored in time polynomial in logn.

With 2 = d, (5.18) becomes

3 e p—gq



Squaring both sides gives

So, we have

3
polo)  ni
e (p—q)
Multiplying both sides by e gives
¢(n)n?
ed® < 5.20
9(p —q)? (520
With z = d and y = —1, (5.19) becomes
|—1| < P ql ed
¢(n)ni
So, we have
1< P ql ed.
¢(n)ni
Multiplying both sides by gzﬁ(n)n% gives
(b(n)n% < (p—q)ed. (5.21)

Inequalities (5.20) and (5.21) are the conditions needed for the method by Blomer and
May [1] to work, while the method by Bunder, M. and Tonien, J. [2] needs only one
bound / condition to work, which is

ed? < 8n?. (5.22)

Let R be the ratio between the bound in (5.22) and the bound in (5.20).

3
o 8n 3
(n)n?
9(p—q)?
_ 8n2 L O~ q)?
L7 g(nns
72(p — q)?
d(n)
on 72(p—q)?
d(n) n

o7



We now derive another way to express R.

n 72(p —q)?
R:cb(n) <pq |
o 200" = 2pg + ¢°)
¢(n) Pq
n T2(ERRLEC
~ o(n) p
p 72(B -2 g)
~ o(n) p
. 72q(§—§—2§+1>
~ o(n) p
i 72q(§—1)2
~ o(n) p
i 72(5—1)2
Tom) 1
n 12 <£_1>2 . P
¢(n) 1 T q
i 72<§—1>2
“oln) 2

Thus,

We know that ¢ < p < 2¢. Dividing throughout by ¢ gives 1 < § < 2.

Counsider the function - 2
f@):—i%E—L,hrxe(Lm.

We observe that f(z) =1 for x = 2, f(z) <1 for z € (1,2) and f(z) > 1 for z € (3,2).

8

So for x = § such that

28



()

(This is because we know that if § € (9 2) then f <§> > 1 by our observation above.

89
Also, o > 1 since n > o(n)).

So for £ € (%,2), we have
q

R>1.
That is,
8n3
R = > 1,
p(n)n2
9(p—q)?
implying that
3
gni > olnnz
9p—q)

This tells us that the bound in (5.22) [2] is better than the bound in (5.20) [1], because
the upper bound of (5.22) is much bigger than the upper bound of (5.20), allowing us to
compensate for more possibilities of larger values for ed? in the upper bound proposed by
[2], as opposed to the upper bound proposed by [1].

From Theorem 5.1.2, we have the following result:

Corollary 5.1.4 In the RSA algorithm, if the following conditions are satisfied:
q<p<2q,
0<e<aon),
ed — ko(n) =1,
n>2x 10°,

d < 2\/§n%,

3 1
n=|n-— 1+—)n2—|—1J,
L ( 2V2

then s is a convergent of -5. Thus, the secret information p, ¢, d, k can be recovered from
public information (e, n) [2].

and

Note that Corollary 5.1.4 has d < 2\/§ni while Wiener’s result had d < %n%.

Example 5 Suppose we have

p =959,
q =67,
pg = n = 3953,
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Ln— (1+2%) ne +1J = = 3824,
(p—1)(g—1) = ¢(n) = 3828,
e = 589,
et mod (¢(n)) =d = 13,
ed—ko(n) =1 so k=2.

We see that £99
e
— = ——=10:6,2.32.4.2
nl 3824 [0767 73a 9 ]a
k 2
d 13 06,21,
e 589

—=—=10;6,1,2,2,6,1,1,2,2|.
n 3953 [0767 » < 767 P 7]

Observe that the first three partial quotients of S are the same as the first three partial
quotients of -5. This tells us that using -5 allows us to get to g without using Wiener’s al-
gorithm. On the other hand, by using <, we would need to use Wiener’s algorithm to get g.

We also note that the upper bound for d in [2] is greater than the upper bound for d
in [22]. So the new method [2] gives an improvement in terms of the bound of d.
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Chapter 6

CONCLUSION

The focus of the dissertation has been on a method of cryptanalysis of the RSA cryp-
tosystem. The RSA cryptosystem is one of the most commonly used cryptosystems today.
Therefore, the identification of possible attacks is important to ensure increased security.
The method of cryptanalysis identified by M.J. Wiener uses continued fractions as a tool
of attack in the case of a short secret exponent being used in the RSA cryptosystem. The
development of a continued fraction algorithm [22] has formed the basis of the attack.
This attack has created a stir and led to the development of further literature by A. Du-
jella, M. Bunder and J. Tonien [2], [5] to study several variations and improvements to
the attack. The dissertation has unpacked such variations and improvements to Wiener’s
attack where a larger bound for the secret exponent can be accommodated and a method
had also been developed where the secret exponent can even be extracted without the use
of Wiener’s algorithm altogether [2]. At this point, a better way to avoid Wiener’s attack
would be to avoid the use of short secret exponents.
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Appendix A

A code for Wiener’s algorithm in SageMath

def f(a, b, c, d):

j=ax*x1/p
1 =cx*1/d
e=1-(1/7)

if a/b < ¢c/d or e > 2/(3 *x a * b):
return "error"
else:

list(continued_fraction(a/b))
len(g)
continued_fraction(c/d)
len(h)
=[]
=0
.append (h[0])
while g !'= w and i < m:
if 1 % 2 == 0:

w.append(h[i] + 1)

print (w)

if g = w:

w = list(h[0: 1 + 1])

elif 1 % 2 == 1:

w.append (h([i])

print (w)
i=1+1

s # = B b5 B0Mm
1l

return w
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