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Abstract  

Forensic facial comparison aims to associate a suspect to a crime scene through photographic 

or surveillance data. Morphological analysis (MA) of facial features is considered the go-to 

method for forensic facial comparison (FFC) as other techniques underperform in uncontrolled 

real-life scenarios. Current MA guidelines include a yet to be rigorously tested facial feature 

list developed by the Facial Identification Scientific Working Group (FISWG). The present 

study aimed at validating facial comparison by MA with the use of the FISWG facial 

component list.  

The sample comprised of a multimodal high-resolution photographic and video recording face 

database specifically developed for this study. Standardised and matching non-standardised 

facial photographs (n=6220) and CCTV video recordings (n=334) of 622 consenting informed 

participants were compiled into the Wits Face Database. CCTV recordings included standard 

CCTV setups with an average surveillance camera, high-definition eye-level height CCTV 

camera and a low-resolution analogue camera. Some participants were also recorded wearing 

sunglasses or caps. Photographs and images from the recordings were compiled into 485 face 

pools. Each face pool contained one target image contrasted to 10 potential matching images. 

Nine of the potential matches were foils and one was a correct match across most face pools, 

approximately 9% contained no correct matches to prevent forced matches. Target images were 

individually compared to each potential match using the FISWG feature list and the South 

African Police Services criteria. Trial outcomes were analysed in confusion matrices and test 

performance statistics were computed.  

MA was found to be highly accurate and reliable for FFC under optimal conditions such as 

photographs, high-resolution eye-level CCTV, and standard CCTV, while underperforming 

across analogue CCTV and disguised faces. False positives were less common than false 

negatives. These results agreed with other studies identifying feature lists to benefit the facial 

comparison process. FFC in sub-optimal settings was less accurate. Facial information was lost 

when recording conditions were subpar and when obstructed by caps with drastically decreased 

accuracy and increased false negatives.  

This study has established MA and the FISWG feature list as a valid and accurate method for 

use in forensic facial identification when high quality data are available.  
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1. Introduction – Integrated Narrative 

South Africa ranks as the country with the 3rd highest crime index in the world and the highest 

in Africa (Adamovic, 2021). This is evidenced by the almost two million crimes reported 

between April 2019 and March 2020 alone, almost 1.6 million of which are considered part of 

the 17 serious crimes, including murder, assault, sexual assault, etc. (South African Police 

Services, 2020). 

1.1 Photography and crime 

A technological advancement that has historically aided in crime investigation, resolution and 

even prevention is the advent of cameras. Photography has played a role in surveillance, 

identification, and detection of criminals since the mid to late 19th century (Jäger, 2001). These 

applications were originally employed in various European cities by implementing 

anthropological standards to depict portraits of habitual criminals, in a modern day mugshot 

format, for police controlled registries (Jäger, 2001). The aim of these registers was to permit 

witnesses and victims to identify potential suspects by simulating the facial review of a face-

to-face meeting (Jäger, 2001). However, this proved ineffective for identification and 

detections due to a lack of standardisation throughout the image capture process employed by 

the various individual police departments (Jäger, 2001).  

 

In the 1890s, Bertillon attempted to better catalogue and identify individuals with a more 

methodical approach to “judicial photography” incorporating anthropometry, which led to 

standardising image capture conditions  (Bertillon and McClaughry, 1896; Jäger, 2001). This 

image capture standardisation was achieved by photographing apprehended criminals in the 

now traditionally perceived mugshots, with anterior and lateral facial views with a neutral 

expression and stance (Bertillon and McClaughry, 1896; Jäger, 2001). This shift in image 

capture procedure allowed for an effective, scientific, and standardised method of 

photographing offenders. Standardised images were then used to aid in identification and 

detection of suspects in areas away from where the original crime took place. As the application 

and public knowledge of this “police photography” increased, it resulted in reduced crime rates 

(Jäger, 2001). While Bertillon’s approach to facial anthropometry was soon replaced by 

fingerprint identification due to its many shortcomings and limitations (Faigman, 2008), the 

image capture standards persisted through the 1900s in many countries (Jäger, 2001). 
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A different application to photography was employed in the 20th century, where photographs 

were captured to facilitate crime scene investigations directly (Mokwena, 2012). Standardised 

photography permitted accurate details to be captured and demonstrated in a judicial context 

(Mokwena, 2012). The practice of including crime scene photographs in court proceedings and 

newspaper publications became more common between the 1930s and 1950s in both the United 

States of America and the United Kingdom (Bell, 2018).  

1.2 From photographs to surveillance videos 

Photography has been widely implemented for both identification and investigation purposes 

across the world. However, the technology that truly revolutionised legal investigations and 

facilitated progress in criminology as a whole, was closed-circuit television (CCTV) 

surveillance (Lindegaard and Bernasco, 2018). CCTV cameras are, mostly, perceived as an 

improvement of photography as they have advanced both identification and investigation in 

multiple ways. Since the 1990s, CCTV system installations have systematically increased in 

many countries, including South Africa (Norris et al., 2002; Jain, et al., 2012; Moyo, 2019; 

Piza et al., 2019), to the extent where for many people they are considered the public norm 

(Goold et al., 2013; Duncan, 2018).  

The main strategy behind CCTV implementation has been to decrease the opportunities of 

committing a crime and increase a criminal’s perceived risks, such as by identification (Piza et 

al., 2019). Although there is not always consensus on the exact local effects (Moyo, 2019), 

CCTV is thought to lead to localised crime reduction (Gill and Spriggs, 2005; Welsh and 

Farrington, 2008; Piza et al., 2019). CCTV has also been demonstrated to be frequently useful 

in police investigations after crimes are committed, by acting as additional evidence for 

identification and monitoring the events of a crime scene (Ashby, 2017; Piza et al., 2019). In 

fact, there has been clear indication that when CCTV data is available it is substantially more 

likely for criminal activity to be resolved (Ashby, 2017). 

1.3 Facial identification from digital evidence 

With the high levels of crime and widespread use and effectiveness of CCTV, the opportunity 

and need for facial identification has become more common worldwide (Kleinberg and Siebert, 

2012) and is particularly in demand in South Africa (Steyn et al., 2018). This increasing 

demand originates mostly from the large scale availability of image data, not only in the form 
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of CCTV (Norris et al., 2002; Kleinberg and Siebert, 2012), but even as photographic and 

video recordings from cell phones (Houlton and Steyn, 2018). 

Forensic facial identification is a form of facial imaging, a group of disciplines in forensic 

anthropology making use of facial visual data to aid in identification (Stephan et al., 2019), 

routinely employed to associate suspects to criminal activities based on the analysis of 

photographic or video evidence (Steyn et al., 2018). These disciplines include facial 

approximation, photographic superimposition, age progression and regression, molecular 

photofitting, facial composites and sketches, facial depiction, and facial comparison (Stephan 

et al., 2019). Each of these methods serve specific purposes, with niche applications in various 

types of criminal circumstances. Some aim to generate additional facial image data from the 

limited information available, such as from  genetic information from a scene (molecular 

photofitting), witness descriptions (facial composites and sketches), or craniometric data 

(facial approximation) (Stephan et al., 2019). Other practices aim to be used for preliminary 

identification purposes from either crania (photographic superimposition) or actual facial 

images (forensic facial comparison) (Stephan et al., 2019). While many of these disciplines 

have had extensive research conducted on their efficacy and improvement (e.g. facial 

approximation, facial composites and sketches) (Stephan et al., 2019), facial comparison for 

identification remains largely untested despite its increasing demand (Steyn et al., 2018).  

Facial identification and facial recognition are two related yet distinct processes. Facial 

recognition is largely considered the intrinsic cognitive capacity of humans to recognise faces 

and is prone to high error rates (Bruce et al., 2001; Boyce, Lindsay and Brimacombe, 2008), 

likely due to its holistic, rapid and unsystematic process (Schüler and Obertová, 2020). Facial 

identification, however, is the process o providing specific and virtually perfect 

correspondence of identity (Schüler and Obertová, 2020). While identification often arises and 

relies on human recognition ability, it requires further practical analysis involving standardised, 

detailed, comprehensive and meticulously recorded methodology (Schüler and Obertová, 

2020). Facial identification is usually employed through the process of facial comparison. 

Facial comparison involves the “manual” human-based review of facial images for identity 

confirmation (Davis et al., 2012; Valentine and Davis, 2015; Facial Identification Scientific 

Working Group, 2019).  
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1.4 Automated facial recognition 

The manual facial comparison process is distinct from automated or semi-automated facial 

recognition, which employs various computer-based methods to attempt confirming facial 

identity (Kaur et al., 2020). These systems are currently still reliant on human validation in 

their operating loop (Spaun, 2009). While the accuracy of automated facial recognition systems 

has seen an increase in recent years (Grother et al., 2018), there are many concerns, particularly 

relating to high false positive matches (Dodd, 2018; Grother et al., 2018, 2019), that need 

addressing before these systems can be employed at a wide scale in a legal context. A large 

number of these concerns arise from the methodological approaches of these systems relying 

on biometric information (White et al., 2015) and highly standardised images (Davis et al., 

2010; Urbanová, 2016; Press Association, 2018), which are generally not available in the 

unstandardised set-up of most surveillance systems. In addition, due to a lack of varied and 

multimodal databases for testing these automated facial recognition algorithms, many of the 

available software have intrinsic biases, including population biases (Grother et al., 2019; Wall, 

2019), that further hinder their deployment in a realistic scenario.  As a result, human observer-

based facial image comparison is considered the go-to approach (Wilkinson and Evans, 2009; 

Davis et al., 2012; Valentine and Davis, 2015; White et al., 2015) and will likely still be 

considered the go-to validation method following improvement and widespread deployment of 

automated systems.  

1,5 Forensic facial comparison 

Facial comparison is involved in identification and tracking of unfamiliar faces and has 

numerous potential applications and approaches to it. The four primary applications include 

intelligence gathering irrespective of identity for management, access control and screening, 

tracking investigative information not intended to be presented in a judicial context, and 

forensic comparisons to be used in judicial proceedings (Facial Identification Scientific 

Working Group, 2019). The approach to each of these applications is highly dependent on the 

specific acceptable compromises and requirements of each circumstance. For example, in the 

well-known scenario of customs or passport control checkpoints, the high influx of people 

limits the available time permissible for a detailed facial comparison. As such, a rapid image-

to-image or image-to-person assessment would then be carried out (Facial Identification 

Scientific Working Group, 2012, 2019), relying primarily on the innate human ability to 

perform a holistic comparison of faces. Additional approaches include facial review and facial 
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examination, both of which are more rigorous than a rapid facial assessment (Facial 

Identification Scientific Working Group, 2019). Facial review is based on image to image 

comparisons and is primarily employed in investigative and intelligence gathering operations 

with a wide range of thoroughness and specific applications, while facial examinations are 

intended to be strict, methodical image-to-image based comparisons that can be applied in a 

forensic setting (Facial Identification Scientific Working Group, 2019).  

 

Both review and examination are recommended to include a minimum of one additional analyst 

verify the outcomes of the primary analysis (Facial Identification Scientific Working Group, 

2019). Facial examination or forensic facial comparison should follow the Analysis, 

Comparison, Evaluation, and Verification (ACE-V) approach (Facial Identification Scientific 

Working Group, 2019), used in other forensic practices such a fingerprint identification 

(Speckeis, 2011). The ACE-V methodological approach is aimed at integrating principles of 

the scientific method in the act of performing any forensic comparison to augment its 

performance and reliability (Speckeis, 2011).  

While the ACE-V method is considered crucial to comparisons, expertise in the specific field 

of forensic comparison at hand should not be discounted (Stevenage and Pitfield, 2016). This 

is of particular relevance in the field of forensic facial comparison, where despite unfamiliar 

facial identification being complex and unreliable (Bruce et al., 2001; Burton et al., 2010), 

experts have been demonstrated to perform notably better than members of the public 

(Wilkinson and Evans, 2009). Notwithstanding the importance of experts in facial comparison, 

according to analyses conducted in 2017 by the Criminal Record Centre (CRC) of the South 

African Police Services (SAPS), only 30 trained specialists in the entirety of SAPS are able to 

conduct these analyses and testify in court to defend their conclusions (Steyn et al., 2018).  

1.6 Approaches to forensic facial comparison 

Forensic facial comparison (FFC) can be conducted in one of three primary approaches: facial 

superimposition, photo-anthropometry, and morphological analysis (Facial Identification 

Scientific Working Group, 2019; Stephan et al., 2019). These methods all employ a basic level 

of holistic comparison or holistic review, in the process of comparing faces, but do not 

exclusively rely on it, as it is highly prone to error when considering unfamiliar faces 

(Biederman and Kalocsais, 1997; Megreya and Burton, 2006; Rossion, 2008).  
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1.6.1 Photo-anthropometry 

Photo-anthropometric analysis makes use of biometric measurements of various distances, 

angles and ratios across anthropological landmarks and facial features to compare two or more 

facial images (Mallett and Evison, 2013; Facial Identification Scientific Working Group, 2019; 

Stephan et al., 2019). A variety of photogrammetry approaches and landmarks have been used 

in photo-anthropometry both in two-dimensional (2D) (e.g., Flores et al., 2019) and three-

dimensional (3D) images (e.g., Wong et al., 2008), with the majority of them relying on Farkas’ 

atlas (1994) of craniofacial anthropometric landmarks and features. Following the development 

of these landmarks, the field of anthropometry has progressed significantly. This is particularly 

evident with the development of digital anthropometry, where anthropometric landmarks can 

be automatically placed as coordinates on digital image data and measurements automatically 

calculated based on these coordinate networks (Kukharev and Kaziyeva, 2020). While digital 

anthropometry has numerous applications in industrial and market areas, these automated 

landmarking systems suffer from the same shortcomings as automated facial recognition of 

relying on standardised images captured under controlled conditions and is prone to error in 

realistic scenarios (e.g., Urbanová, 2016). 2D photo-anthropometry is considered the most cost-

effective approach for quantification of the facial morphology and is of great use in 

anthropology, however, it is underperforms in accuracy in comparison to 3D photo-

anthropometry (Anas et al., 2019). Despite the promise demonstrated by 3D photo-

anthropometry, application in the forensic context is complex due to the lack of 3D surveillance 

data in realistic scenarios. 

Unfortunately, photo-anthropometry has been identified as not able to meet admissibility 

criteria required in a court of law (Lucas et al., 2016), due to its high error rates and potential 

to mislead, as demonstrated in multiple studies (Kleinberg et al., 2007; Evison et al., 2010; 

Moreton and Morley, 2011). This poor performance of photo-anthropometry is enhanced by 

its significant increase in susceptibility to error in sub-optimal images (Kleinberg et al., 2007; 

Evison et al., 2010; Moreton and Morley, 2011; Lucas et al., 2016). Conditions rendering 

images suboptimal for use in photo-anthropometry include low resolution, non-corresponding 

facial views or camera angles, inconsistent lighting conditions, or motion blur (Kleinberg et 

al., 2007; Moreton and Morley, 2011; Facial Identification Scientific Working Group, 2019). 

These are all factors that affect the visibility of facial features and ability to identify landmarks 

accurately (Stavrianos et al., 2012). In addition, to be able to acquire photogrammetric 

information from the image data, knowledge of the focal length, lens distortion and subject 
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distance is required (Facial Identification Scientific Working Group, 2019). Under all these 

requirements and considerations, in realistic conditions such as when using CCTV recordings, 

it may be impossible to extract suitable images to confidently ascertain similarity or 

dissimilarity in a forensic facial comparison (Facial Identification Scientific Working Group, 

2019). 

1.6.2 Photographic superimposition 

An alternative method of facial comparison is facial photographic superimposition. Facial 

photographic superimposition entails overlaying two scaled and rotated facial images to 

visually compare correspondence (Stavrianos et al., 2012; Mallett and Evison, 2013; Facial 

Identification Scientific Working Group, 2019). This method has been employed since the 

1990s with moderate success yet with multiple limitations and requirements (Vanezis and 

Brierley, 1996). Some of these concerns include the requirement for a correspondence in face 

orientation within a tolerable threshold, the effect of fading or wiping an image over the other, 

as well as high quality images and equipment to conduct the comparisons (Vanezis and 

Brierley, 1996). A major concern is the strong bias of innate human face recognition to blend 

superimposed images together during wiping or fading, providing the illusion of 

correspondence, overall reducing the accuracy of facial comparisons (Vanezis and Brierley, 

1996; Strathie and McNeill, 2016). In light of these concerns, superimposition has been widely 

recommended strictly for exclusion purposes and not for positive identification (Davis et al., 

2010; Stavrianos et al., 2012; Facial Identification Scientific Working Group, 2019). Later 

advances extrapolated the superimposition approach to compare 2D facial images  to 3D facial 

images in an attempt to resolve incongruencies due to camera angle and facial view (e.g. 

Yoshino, 2005). Although this approach was also able to correct for perspective distortion 

provided the image capture distance was known (Yoshino, 2005), obtaining 3D facial scans of 

prospective matches would be a complex task in most forensic settings (Stephan et al., 2019). 

1.6.3 Morphological analysis 

The final approach to facial comparison is morphological analysis. Morphological analysis 

involves the direct comparison of individual facial features and components between two or 

more faces, with a final conclusion relating to similarity or dissimilarity of the faces reliant on 

subjective assessment, evaluation and interpretation of individual observations (Facial 

Identification Scientific Working Group, 2019). The facial features in question can vary based 

on the specific approach or feature list employed, but feature lists usually include overall face 
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composition and structure, individual anatomical feature components (e.g. forehead shape, ear 

helix, mouth vermillion borders, etc.) as well as distinguishing characteristics such as face 

marks, scars, piercings, and tattoos (e.g. Facial Identification Scientific Working Group, 2018, 

2019). The morphological analysis method is designed and intended to be applied during the 

ACE-V process of facial comparison. An important distinction between the FISWG approach 

to morphological analysis and older attempts at feature-based comparisons are classification 

systems or schemes. These classification schemes require an observer to categorically assign a 

generic and descriptive quality to facial features (e.g. square face, straight nose etc.). This is a 

distinct process from the FISWG recommended approach of subjectively describing the facial 

appearance of the compared faces based on similarities and dissimilarities (Facial Identification 

Scientific Working Group, 2019). Classification schemes are not considered best practice 

(Facial Identification Scientific Working Group, 2019) due to them being prone to high inter-

observer errors (Vanezis et al., 1996; Ritz-Timme et al., 2011a). A similar concern was raised 

with fingerprint analysis, where poor inter-rater consistency was believed to result from lacking 

objective and quantifiable information, particularly in data of suboptimal quality (Dror et al., 

2011). Classification schemes such as these require testing for population homogeneity, which 

only has been conducted by some studies (Roelofse et al., 2008; Ritz-Timme et al., 2011a). 

Some features may present with high levels of prevalence, in a given population, which may 

lead to faces being classified similarly under the exact same categories resulting in matches 

assigned based on classification schemes to be erroneous and inconsistent (Ritz-Timme et al., 

2011a). On the opposite end of the spectrum, another valid concern with this approach to 

morphological analysis is that instances may arise where classification of a facial feature into 

a specific category may be hard to impossible (Valentine and Davis, 2015). It is important to 

note however, that these examples of classification systems relied on simple classifications 

with minimal description or definition (e.g. (Vanezis et al., 1996; Ritz-Timme et al., 2011a), 

yet were still found to perform better in identification than with some form of feature guidance 

( Ritz-Timme et al., 2011a).  

In contrast to the concerns raised by some researchers, facial feature descriptors and ratings 

have recently been associated with notably higher accuracies in both memory and non-memory 

facial matching tasks (Towler et al., 2017; Megreya and Bindemann, 2018). Megreya and 

Bindemann (2018) identified that even simple directions to pay attention to individual facial 

features improved face matching accuracy of inexperienced analysts. In accordance with this, 

Towler et al. (2017) found that combined feature similarity ratings of features not only 
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improved accuracy but combined multiple analysts scores would increase the power of identity 

discrimination to 99%. This increase in discriminatory ability was even more pronounced with 

experts, where a single expert provided an increase in performance equivalent to 7 

inexperienced observers’ combined ratings (Towler et al., 2017). As a result, the importance 

of expertise is further reinforced as previously demonstrated by Wilkinson and Evans (2009) 

who identified a notably better performance when experts were performing facial identification 

tasks compared to the general public. However, experts were still found likely to falsely accept 

individuals with similar features as the target with moderate support (Wilkinson and Evans, 

2009). This would suggest that even among experts there is a real risk of mistaken identification 

that could lead to wrongful conviction (Valentine, 2006). Expertise, while still prone to false 

classifications in approximately 7% of cases, has also recently been shown to play a role not 

only in considered judgements, such as morphological analysis, but even in intuitive facial 

comparison limited to short exposure to the image data (White et al., 2015).  

1.7 Morphological analysis as best practice 

Among the various approaches to FFC discussed above, the Facial Identification Scientific 

Working Group (FISWG) (https://fiswg.org/index.htm) recommends facial comparison via 

morphological analysis as the best practice method for forensic facial identification (Facial 

Identification Scientific Working Group, 2012, 2019). The FISWG was established as the 

primary working group involved in standard and guideline development for the field of 

craniofacial identification. This group is part of the Scientific Committees for Forensic 

Sciences operating under the United States National Institute for Sciences and Technology 

(Facial Identification Scientific Working Group: About Scientific Working Groups, 2019). The 

Scientific Committees for Forensic Sciences operate in collaboration and support with over 

500 forensic science practitioners and other experts for the reinforcement of forensic science 

in the United States (Facial Identification Scientific Working Group: About Scientific Working 

Groups, 2019). The Working Groups are well-known for their contributions in a multitude of 

forensic subject areas including, for example, DNA analysis (https://www.swgdam.org), 

firearm and toolmark analysis (https://afte.org), as well as digital and multimedia evidence 

acquisition and analysis (https://www.swgde.org). The FISWG recommends that photo-

anthropometry should not be used for facial image comparison, while suggesting that 

superimposition should only be employed in combination with morphological analysis (Facial 

Identification Scientific Working Group, 2019). 

https://fiswg.org/index.htm
https://www.swgdam.org/
https://afte.org/
https://www.swgde.org/documents
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To this end, the FISWG has developed and published its own extensive facial feature list for 

use in morphological analysis, including a total of 18 broad facial components and an 

additional component labelled as “Other” for uncategorised components or features (Facial 

Identification Scientific Working Group, 2013, 2018). These facial components include the 

following: skin, face and head outline, face and head composition, hair, forehead, eyebrows, 

eyes, cheeks, nose, ears, mouth, chin/jawline, neck, facial hair, facial lines, scars, facial marks, 

and alterations (Facial Identification Scientific Working Group, 2013, 2018). Each facial 

component is further individually discussed, with many specific characteristics to analyse 

(Facial Identification Scientific Working Group, 2013, 2018). These characteristics are also 

associated to common descriptive terminology (e.g. portrait contour of the cranial vault, arch 

of the eyebrow) in order to highlight the specific details to be analysed, almost as a rudimentary 

checklist, and to aid facial comparison analysts in the descriptive process of reporting. These 

descriptors are extensive in nature and rely on the anatomical detail of the face, often making 

use of anthropological terminology. Other feature lists exist that were previously developed as 

classification systems and atlases (Vanezis et al., 1996; Ohlrogge et al., 2008, 2009; Roelofse 

et al., 2008; Ritz-Timme et al., 2011a; Ritz-Timme et al., 2011b) or have been broadly 

considered (Porter and Doran, 2000). However, these lists are not as extensive as that of 

FISWG, with the most extensive and freely available one including a total of 43 facial 

characteristics (Ritz-Timme et al., 2011a; Ritz-Timme et al., 2011b). The FISWG feature list 

is the most thorough list available, and includes over 130 facial component characteristics and 

over 290 characteristic descriptors (Facial Identification Scientific Working Group, 2018). 

With the FISWG feature list, in depth morphological comparison of faces can thus be 

conducted.  

Although facial comparison and morphological analysis specifically are widely accepted by its 

practitioners worldwide (Wilkinson and Evans, 2009; Houlton and Steyn, 2018; Steyn et al., 

2018; Facial Identification Scientific Working Group, 2019), there is no extensive scientific 

evidence testing the accuracy of the method, and as such, it does not conform to the 

requirements of admissibility (Mallett and Evison, 2013). This is of particular importance when 

considering different real-world scenarios, and not simply an optimal standardised context. An 

optimal setting includes availability of mugshots and other standardised photographic imagery 

obtained for the purpose of facial image comparison. While these are useful for the baseline 

image comparison, they do not adequately simulate different realistic scenarios with recordings 

from multiple angles, obstructions and varied facial expressions. The lack of scientific trials 
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for facial comparison by morphological analysis, particularly with the use of the FISWG 

feature list, contributes to the risk of the expert report, submitted as evidence to court, to be 

discarded as inadmissible. Although previously the deliberations of facial identification experts 

have been deemed “admissible and frequently of value” (Court of Appeal, 2003 cited in: 

Wilkinson and Evans, 2009, p. 192), concerns have been raised in the past in the forensic 

community about many established forensic methods (Cunliffe, 2013; Curry, 2015). Forensic 

facial identification has not escaped this scrutiny of forensic methods relating to admissibility 

to court of forensic evidence (Jackson, 2016). 

The fact that forensic facial identification is commonly employed despite being untested 

becomes progressively problematic due to the continuing increase in CCTV recordings 

available to police services (Jackson, 2016), which leads to intensive use of facial comparison 

with no thorough investigation into its reliability. In Australia, facial comparison experts 

presenting evidence in the legal system are only expected to describe the similarities and 

dissimilarities of the faces in question, which may result in strongly suggestive language based 

on prejudice and opinion from the expert’s perspective (Valentine and Davis, 2015). However, 

in England and Wales facial comparison experts present their evidence through scales of 

support, specifically using the Bromby scale of support (Bromby, 2006), to reinforce the 

confidence level of their conclusions (Valentine and Davis, 2015). Such scales force an expert 

to conclude whether the two compared images belong to the same person or not regardless of 

image quality (Valentine and Davis, 2015). In addition, this scale is inherently arbitrary with 

minimal definition of each step of the scale and would require testing before application. The 

risk of false positive and false negative reports are of prime concern, as a false negative 

identification would fail to recognise a suspect as the perpetrator and might enhance the 

defence attorney’s motivation for their innocence, while a false positive would risk wrongful 

conviction (Valentine and Davis, 2015). To this end, South African Police Services’ experts 

use a five point scale that reflects the ability as well as the confidence of a specific conclusion, 

allowing for inconclusive analyses to be scored as such, taking into account image quality and 

other factors (Steyn et al., 2018). 

In the South African legal system, expert reports can only be considered as evidence if all the 

necessary facial identification criteria utilised to obtain the expert’s conclusion are included 

and informed (Faurie, 2000). As there is little to no testing of the morphological analysis, once 

all the criteria are explained in court, the perceived subjectivity of the method may be rebutted 

to render the evidence inadmissible. Thus, a more rigorous scientific approach to facial 
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comparison by morphological analysis is needed. This is of particular importance in 

consideration of the varied conditions of image-based evidence available to conduct facial 

comparison.  

1.8 Limitations of CCTV in facial identification 

Advancements in the computing industry and the reduced cost of electronics, has driven a rise 

in personal, public, and commercial use of CCTV systems (Norris et al., 2002). This increased 

deployment of CCTV systems allows for superior monitoring of private and public property, 

and surveillance of potential criminal activity, which directly leads to an increase of available 

image-based data for criminal investigations. However, the large majority of image data used 

in criminal investigations is of low to medium quality (Gibelli et al., 2016). These suboptimal 

images are often due to poor recording conditions, outdated surveillance systems, and optical 

distortions (Gibelli et al., 2016). Furthermore, due to the variation in recording angles, altered 

proportions, and varied distances resulting from most unstandardised CCTV installations, 

facial images tend to be hard to compare to mugshots or other standardised photographs. 

Although general awareness around these very real limitations of surveillance data exists, few 

studies have considered their implication in facial comparison accuracy (Burton et al., 1999; 

Lee et al., 2009; Bindemann et al., 2013; Ritchie et al., 2018). With inconsistent recording 

conditions and poor quality, correct facial identification ability is known to decrease (Fysh and 

Bindemann, 2018; Kramer et al., 2019). This is particularly evident in the marked variation in 

individual accuracy across multiple analysts (Burton et al., 2010). The negative impact of 

image quality in face matching accuracy can be further compounded by the common 

overestimation of an analyst’s personal ability to identify faces (Bindemann et al., 2014).  

1.9 Image quality 

Poor quality footage was found to affect face matching ability notably in both members of the 

public and experts, with accuracies of 66% to 67% respectively, and overall high false positive 

rates (Lee et al., 2009). A common form of a poor-quality artefact affecting facial matching is 

image pixelation (Bindemann et al., 2013; Ritchie et al., 2018). When observing face matching 

ability in pixelated images, Ritchie et al. (2018) demonstrated accuracies ranging between 40% 

and 65%, while Bindemann et al. (2013) found a decrease in accuracy from approximately 

90% in a high-quality image sample to as low as 48% in their poorest quality images. 



I n t r o d u c t i o n  | 13 

As such, an imminent challenge in morphological comparison remains image quality.  Poor 

image quality decreases the amount of information that can be extracted from images. This is 

particularly noteworthy across different types of CCTV systems. Traditional analogue CCTV 

systems record in low resolution, often monochrome imagery, which completely removes one 

of the first components of morphological analysis (colour), while producing low quality images 

with low clarity, compounding the difficulty of identification (Burton et al., 1999). Current 

Internet Protocol (IP) CCTV systems have full colour images and a substantially better 

resolution that provide an analyst with better resources to compare to a database (Surette, 

2005).  

Additionally, lighting conditions can pose further challenges in recording optimal footage. 

Overexposure of a subject can gravely hinder the definition of details in a face (Damjanovski, 

2014). This may occur due to the position of the sun at peak times, in outdoor locations, or in 

instances where multiple light sources or reflective materials are placed near the camera. These 

extreme lighting conditions can overexpose the target and create artificial boundaries on the 

viewed objects, altering their appearance (Damjanovski, 2014). On the opposite side of the 

spectrum, low light conditions will also obscure facial appearance in the recordings. While this 

can be counteracted with lowlight/infrared cameras, these cameras rely on an infrared source 

of light that could itself overexpose the subject in close proximity and is particularly susceptible 

to reflective materials (Damjanovski, 2014). 

Detecting an optimally visible face in CCTV footage may not always be possible. In order to 

inspect facial features for facial image comparison, according to conservative European 

standards (Damjanovski, 2014), a minimum of the top quarter of an individual, basically from 

the bust and above, must be included on the screen height (British Security Industry, 2014). In 

terms of resolution, the face would then have to represent a minimum of 1000 pixels per meter 

of screen height (British Security Industry, 2014). These dimensions effectively translate to 

25.4 pixels per inch, a unit comparable to the commonly used dots per inch (dpi). As such, for 

each inch of the face represented in an image, there should be a minimum of 25.4 pixels 

constituting it. To achieve this minimum pixel density at a range of 5 m, for example, a focal 

length of 4.2 mm is necessary on a 1/2" high-definition CCTV camera, according to 

Damjanovski’s (2014) formula. A 1/3" standard definition camera would require a focal length 

of 8.5 mm at a 5 m distance (Damjanovski, 2014). Focal lengths such as these, or even greater 

ones, narrow the field of view of a particular lens (Damjanovski, 2014). As such, cameras 

installed specifically to monitor wide areas will not be effective at capturing a face for facial 
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examination purposes (Damjanovski, 2014). Unfortunately, this is the most common scenario, 

as the majority of individuals installing CCTV systems attempt to cut implementation costs 

without realising the implications with regard to law enforcement. Most surveillance cameras 

are also mounted well above eye level height, at heights around to 2.5 m and 3 m and may 

result in sub-optimal angles of incidence and focal lengths of capture (Damjanovski, 2014), 

hindering facial comparison.  

1.10 Disguises and facial identification 

In addition to sub-optimal images, disguises such as scarves, sunglasses, and hats can prevent 

a camera from capturing a complete face. Despite the obvious and well know effect of disguises 

on facial identification (Patterson and Baddeley, 1977; Ryder et al., 2015) only a handful of 

studies consider them in human based face recognition (Terry, 1993; Lee et al., 2009; Mansour 

et al., 2012; Megreya et al., 2012; Righi et al., 2012). Glasses and hats are considered some of 

the less conspicuous and most common everyday disguises used to conceal facial appearance 

(Terry, 1993; Henderson et al., 2001; Davis et al., 2012). While varying effects for the various 

types of disguises have been described, no studies attempted a truly morphological approach 

to their experiments. Irrespective of this, greater error rates were identified for brimmed caps 

compared to other samples (Henderson et al., 2001), while brimless caps and glasses appeared 

to have lesser effects on matching ability, depending on the methodological approach taken by 

each study (Lee et al., 2009; Righi et al., 2012). With the exception of one study (Davis and 

Valentine, 2009), both glasses and hats, irrespective of type, decreased the capacity of 

observers to correctly match facial images (Terry, 1993; Henderson et al., 2001; Lee et al., 

2009; Mansour et al., 2012; Righi et al., 2012; Kemp et al., 2016; Davis and Tamonyte, 2017). 

As most of these studies involved memory tasks and on occasion live participants as opposed 

to digital images, these results are hard to compare and particularly difficult to extrapolate to a 

forensic setting, requiring thorough morphological analysis with an extensive feature list. 

Hence, research examining the effects of disguises is also crucial to optimising and determining 

the efficacy of facial identification from CCTV recordings. 

1.11 The need for facial image databases 

To test morphological analysis across these various iterations of realistic conditions presented 

above, a large sample of corresponding photographs and CCTV recordings are required. A total 

of about 27 reputable face databases are available from various institutions or companies (e.g. 
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Martinez and Benavente, 1998; Phillips et al., 2000, 2006; Sim et al., 2003; Calvo and 

Lundqvist, 2008; Gao et al., 2008; Milborrow et al., 2008; Tottenham et al., 2009; Grgic et al., 

2011; Kostinger et al., 2011; Sagonas et al., 2015; Karam and Zhu, 2015; Ma et al., 2015).  

However, most of these databases are usually specific to their original purpose and designed 

under niche criteria not necessarily suitable for different research approaches (Gross, 2005). 

As a result, the various databases are not always comparable, often highlighting varieties of 

different image capture conditions and criteria such as variations in facial expressions (e.g. 

Martinez and Benavente, 1998; Phillips et al., 2000; Tottenham et al., 2009), facial poses (e.g. 

Grgic et al., 2011; Sagonas et al., 2015), hairstyles (e.g. Huang et al., 2007; Kostinger et al., 

2011), disguises (e.g. Gourier et al., 2004; Gao et al., 2008), and lightning (e.g. Marszalec et 

al., 2000; Ma et al., 2015). Many of these databases consist of a limited amount of unique faces 

(e.g. Belhumeur and Kriegman, 1997; Georghiades et al., 2001) and others consist of low 

resolution images (e.g. Phillips et al., 2000; Huang et al., 2007; Karam and Zhu, 2015). Out of 

these datasets, only one includes surveillance recordings in conjunction with corresponding 

high resolution photographic imagery (Grgic et al., 2011) and only a single other African 

database is available which makes use of low-resolution imagery with poor lighting 

(Milborrow et al., 2008).  

1.12 Aims and objectives 

This study aimed to determine the accuracy and reliability of forensic facial comparison via 

morphological analysis in photographic and varied CCTV conditions. To this end, a twofold 

approach was required with the following two major aims and subsequent objectives: 

1.  Firstly, a standardised yet actualistic large-scale database of corresponding facial 

photographs and CCTV recordings was established.  

a. Standardised and unstandardised photographs of participants were captured. 

b. Corresponding CCTV recordings of participants were collected on university 

premises via the pre-existing CCTV systems, under various conditions, 

including different quality cameras and with disguises (glasses, caps, etc.). 

2. Secondly, a practical series of experiments needed to be conducted in order to confirm 

the reliability and accuracy of facial comparison done under optimal and suboptimal 

image capture circumstances, in order to explore the validity and error rates of 
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morphological analysis using the most extensive feature list developed by the FISWG. 

For this purpose, the experiments as outlined below were conducted. 

a. Validation of morphological analysis was tested in a photographic and standard 

CCTV set-up. 

b. Variation in morphological analysis accuracy and error rates across high-quality 

digital and low-quality analogue CCTV data were tested.  

c. The effects of facial disguises, (brimmed caps and sunglasses) on 

morphological analysis accuracy and error rates were tested. 
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Abstract 

Between the ever-increasing availability of surveillance evidence and expert-based forensic 

facial comparison being considered admissible in court, confirming its validity is paramount. 

Facial comparison is most commonly conducted using morphological analysis (MA), a largely 

untested feature-based approach. This study aimed at validating the current recommended 

practice of MA in both standardised and suboptimal surveillance samples. Face pools of 175 

South African males were compiled with a series of facial photographs, using images from the 

Wits Face Database. The first 75 face pools consisted of wildtype (unstandardized) high-

quality target photographs, while the remaining 100 face pools consisted of suboptimal CCTV 

target images. Target images were compared to high-quality standardised photographs. Face 

pools were analysed using the Facial Identification Scientific Working Group’s guidelines and 

feature list. Confusion matrices were used to determine the performance of MA in each cohort. 

MA was found highly accurate (chance-corrected accuracy (CCA): 99.1%) and reliable 

(κ=0.921) in the photographic sample and less accurate (CCA: 82.6%) and reliable (κ = 0.743), 

in the CCTV sample. Higher false positive and false negative rates were noted for the CCTV 

sample, with the majority of errors resulting in false negative outcomes. The decreased 

performance in the CCTV sample was attributed to various factors including image quality, 

angle of recording, and lighting. Other studies testing facial comparison identified lower 

accuracies and reliability across various conditions. Better performance was found here and in 

other studies that included some form of facial feature list, reinforcing the importance of using 

a systematic facial feature list. 

Keywords: forensic facial comparison, face mapping, facial identification, morphological 

analysis, CCTV, FISWG. 

Introduction 

Forensic facial identification makes use of photographic or video evidence of a target’s face to 

confirm his/her identity and/or possible association with a criminal event. Historically, forensic 

facial comparison (FFC) has been employed by experts brought forth in defence of suspects to 

contest image-based evidence, in order to exclude a suspect based on inconsistent facial 

features [1]. In the last 20 years, expert testimony has been deemed admissible for conviction, 

provided that images are of good quality [1]. Several cases have also served in South African 

courts where FFC’s have contributed towards successful convictions. This highlights the 

importance of the use of high-quality image and recording in the process of the analysis, 
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especially as training and experience may not particularly aid in correctly identifying 

unfamiliar faces from “very poor quality” CCTV recordings [2, p. 25].  

Due to the increase in available video and photographic evidence, FFC, or face mapping, is 

now a commonplace practice in many judicial systems [3]. While efforts towards automated 

and semi-automated facial recognition systems are on the rise both in the private and 

government sectors [e.g. 4], the resulting methods and systems seem to be effective only in 

highly standardised settings [e.g. 5]. This standardised setting requirement primarily results 

from the reliance of these systems on facial anthropometric information to accurately compare 

faces [6, 7]. Despite recent attempts at standardisation [8], photo-anthropometry, the 

application of facial anthropometry to image comparison, has been demonstrated as unable to 

discern target individuals for both identification and exclusion [9, 10]. This is further 

complicated by the requirement of the application of photogrammetry to extract dimensions on 

many images in order to affect a comparison, something not possible if the images are not 

highly standardised [11] or of good enough quality [9]. As a result, the recommended method 

to perform individual facial comparisons for criminal or legal proceedings is morphological 

analysis [9, 12]. 

Morphological analysis is regularly used in the judicial context across the world despite being 

universally considered highly subjective in nature [11] and the limited testing of its accuracy 

or efficacy [12, 13]. In fact, no other experimental studies have tested the accuracy of facial 

comparison by morphological analysis [11]. Morphological analysis is based on a face analysis 

expert’s opinion on the extent of facial similarity between unfamiliar faces [14]. In 

circumstances involving familiar faces, even without the use of morphological analysis, 

eyewitnesses and other previously familiarised untrained persons are considered adequately 

able to identify individuals even in poor quality images and CCTV footage [15, 16]. However, 

the public has been assessed as generally poor at identifying unfamiliar faces [16–18] and 

eyewitness evidence has been disputed when involving unfamiliar faces [19, 20]. Testing of 

the performance of broad concepts of FFC has been conducted, but primarily focused on the 

influence of experience of analysts to achieve the best results [2, 21] or to test the psychological 

interactions involved in facial identification [e.g. 18, 22, 23]. For FFC experts to undertake the 

process of morphological analysis correctly, it is recommended that a systematic comparison 

be done to compare a specific list of features in every analysis [12]. This feature-by-feature 

comparison of the face between a target image and a reference sample can be done following 

any of multiple feature lists available [12, 24, 25]. While recent studies have shown both feature 
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instructions and feature by feature comparisons to benefit the accuracy of facial comparisons 

[26, 27], specific feature lists have not been extensively tested. Although some limited testing 

of the efficacy of facial comparison using facial feature lists has been done [24, 28], the most 

extensive, yet largely untested [13], list of facial components and descriptors was published by 

the Facial Identification Scientific Working Group (FISWG) [29]. As such, a detailed test of 

feature-by-feature comparison based morphological analysis is required to confirm the 

accuracy and validate the use of this approach in forensic facial identification. 

The aim of this study was therefore to use the prescribed FISWG list of morphological features, 

in order to assess their ability to accurately identify unknown individuals on both 

unstandardized photographs and CCTV images. For this purpose, standardized photographs 

from a large database of South African individuals were compared to unstandardized 

photographs and selected images from CCTV footage within face pools. 

Materials and Methods 

This project forms part of a larger study. All images were drawn from the Wits Face Database 

[30]. The sample included facial photographs and images extracted from CCTV recordings of 

a total of 175 consenting, known individual participants. All participants were young male 

South African adults of African descent. These photographs were captured at a height of 1600 

mm, resulting in an effective angle of incidence of 0° in relation to the participant’s face. The 

standardised photographs (ST) were captured using a Canon 1300D 18MP DSLR camera (18-

55 mm DC Canon lens) at an objective to face distance of 1500 mm using a black velvet cloth 

backdrop and cloth to obscure the participants’ clothing. The unstandardized “wildtype” 

photographs (WT), intended to simulate suboptimal photographs but with a similar quality 

camera, were captured using a Sony SLT A57 (18 – 250 mm Sony Zoom Lens) at a distance 

of 5000 mm. These photographs were captured at five views or facial poses: anterior, right 45-

degree, right lateral, left 45-degree and left lateral view. The image resolution for the ST 

photographs and WT photographs was 3456 x 4320 pixels at 300 dpi and 3264 x 4080 pixels 

at 350 dpi, respectively. CCTV recordings were extracted from an Internet Protocol (IP) 

camera (HikVision, model: DS-2CD2142FWD-I, 4-megapixel) previously installed for 

surveillance at the University of the Witwatersrand. The objective to face distance of the CCTV 

camera was approximately 3030 mm and the angle of incidence was approximately 27°, 

calculated based on the mean height of the study’s population (South African males) of 1708 

mm [31].  Still images were obtained from the CCTV recordings of the matching individuals 
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at the same five views captured in the photographic sample. These images and photographs 

were combined into face pool trials based on broadly visually similar individuals to test the 

efficacy of the FISWG facial feature list for individual identification.  

This study included a total of 175 face pool trials, each composed of a single target facial 

photograph grouped with either nine foil images and one correctly matching image (test trials) 

or 10 foil images (no-match trials). The foil images were assigned to face pools based on 

relative facial resemblance and apparent age. This was done by a research assistant, to ensure 

blinding the primary analyst. These face pools were grouped by the target type of facial images 

and arranged in corresponding views or facial poses. The first 75 face pools included a 

“wildtype” (WT) high-resolution target photograph, each compared to 10 facial images from a 

database composed of standardised (ST) optimal photographs with obscured clothing. The 

remaining 100 pools were composed of a captured frame from standard CCTV recordings and 

10 ST facial images. Throughout all facial comparisons, each target image was compared to a 

single photograph from the 10 photographs of the grouped face pool at a time. The CCTV 

extracted images were cropped at the same aspect ratio (4:5) as the photographic images with 

the face centred in the same manner, resulting in the images having an approximate resolution 

of 368 x 460 pixels at the native 96 dpi of the CCTV camera. In this manner the face represented 

approximately 1/9th of the entire image, resulting in the face being composed of approximately 

41 x 52 pixels. A limited number of maximum 15 repeat uses per ST photograph was allowed 

while compiling face pools to prevent familiarisation of the principal analyst.  

Each face pool included a relatively even distribution of views, or facial poses, of the target 

and corresponding faces (Table 2). Different facial poses were included in the study to allow 

for a varied review of the full face of the individuals compared. The even distribution of facial 

poses throughout the composition of the face pools allowed for all parts of the feature list to be 

used and explored throughout this analysis. Including a single view only, although making the 

power of the analysis stronger, would limit the facial features reviewed and would not be 

representative of the entire face. In turn, this permitted a comparison of the efficacy of the 

feature list across the varied poses. 

It is important to ensure that the observations are reliable and repeatable. Among these face 

pools, repeat trials were thus included to allow for intra-observer error calculation.  These 

repeat trails were distributed within the analysis sample so that the first original appearance of 

the same face pool and the order of the photographs within the face pool were distant enough 



M a n u s c r i p t  2 :  M o r p h o l o g i c a l  A n a l y s i s  V a l i d a t i o n  | 56 

to dismiss familiarisation. The sample breakdown for each analysis cohort is detailed in Table 

1.  

In order to assess inter-observer agreement, a facial comparison expert performed a series of 

facial comparisons in a subset of five face pools from each cohort (total 10 face pools, including 

100 total individual facial comparisons). This was then to be contrasted to the first set of 

analyses by the primary investigator for inter-observer agreement calculation. 

Facial comparison was conducted using FISWG’s guidelines on facial comparison. To 

replicate a realistic scenario, each of the potential matches from a face pool was first briefly 

examined by the analyst using holistic review according to FISWG guidelines [12]. Holistic 

review was conducted as a brief overview of the entire face, with a self-imposed and controlled 

time limit of five seconds to prevent detailed review of the facial features. A decision was then 

made on whether the individuals could be a match or not, or if comparison was not possible. 

Holistic comparisons were scored as a prospective possible match (1), not a match (2), or no 

analysis possible (3). Only the prospective matches were further compared using 

morphological analysis. Morphological analysis (MA) is performed similarly to using an 

analysis, comparison, evaluation and verification (ACE-V) approach [12]. ACE-V is the 

commonest methodology employed in fingerprint examinations and consists of a systematic 

staged process that has been likened to the scientific method [32]. When a forensic analyst 

applies an ACE-V methodology, they will firstly analyse the anatomy and detail of the data 

available, followed by a comparison between the sets of data available, and lastly evaluate the 

information obtained from the comparison to come to a conclusion [32]. The verification phase 

then includes the confirmation by an additional analyst who retests the original conclusion [32]. 

The verification phase was not conducted across all analyses in the present study due to time 

constraints. MA comparison was conducted using the FISWG facial component feature and 

descriptor list [29] summarised in Table 3.  

Morphological analysis was carried out by placing both images next to one another in 

Microsoft PowerPoint (365, v. 16) and adjusted to resemble the rotation and size of one another 

while maintaining the original aspect ratio. Morphological features of the face were then 

compared and contrasted for similarities or dissimilarities (Figure 1). These were highlighted 

in numerical order based on the FISWG facial component list and used to make a final decision 

for each possible match. Final decisions for each facial comparison were done using an adapted 

version of the levels of agreement system used by the South African Police Service [14]. 
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The classifications and definitions of the adapted levels of agreement and summarising 

statements employed by South African Police Services (adapted from Steyn et al. [14]) are 

described below: 

1. Conclusion: positive 

Considering the correspondence of general class characteristics and the presence of 

individual identifying unique characteristics that were found during the analysis 

between the person in the Target Images and in the Control Photographs, it is found 

that the person in the Target Images and in the Control Images probably depicts the 

same person. 

2. Conclusion: inconclusive (but with some correspondence in a few visible 

morphological features) 

No conclusive findings regarding identification/individualization are possible because 

during the assessment the quality of the Target Images was found to be too poor to 

distinguish sufficient identifiable and unique characteristics. However, a few 

morphological similarities were visible between the person in the Target Images and in 

the Control Photographs. Because of insufficient evidence the person in the Target 

Images and the database photographs could not be identified as the same person, but 

neither could they be eliminated as not being the same person. 

3. Conclusion: inconclusive (but with some correspondence in holistic appearance) 

According to a holistic comparison, there are corresponding general characteristics 

visible between the person in the Target Images and in the Control Photographs. 

However, due to the poor quality, light levels, angle and distance of the Target cameras, 

the Target footage is too poor to mark out sufficient specific morphological facial 

landmarks. Therefore, no detailed facial comparison could be performed between the 

Target Images and Control Images. No conclusive findings regarding identification are 

therefore possible because the Target Images were found to be too poor. 

4. Conclusion: negative 

Considering the lack of correspondence of general class characteristics and individual 

identifying unique characteristics that were found during the analysis between the 

person in the Target Images and in the Control Photographs, it was found that the person 

in the Target Images and in the Control Images is not the same person. 

5. Conclusion: no analysis possible 
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The images from the Target footage were of poor quality. Due to the low quality of the 

images and poor angle of camera or distance of camera, no sufficient morphological 

facial landmarks could be identified and therefore no facial comparison could be done. 

In order to facilitate statistical analysis, these possible conclusions were adjusted for hit rate 

calculation as either being a correct match (scores 1, 2), not being a match (scores 3, 4), or an 

inconclusive analysis (score 5). These conclusions, which included the trials excluded as “not 

matching” in the holistic review phase of the analysis, were then compared to the true matchup 

of the images to calculate the hit rate of the principal investigator. The results of each 

comparison were as such categorised, based on the true matchup, as either a true positive (TP), 

a false positive (FP), a false negative (FN), a true negative (TN), or an inconclusive analysis 

(IA). 

All statistical analyses were conducted with the R Studio statistics programme (version 3.6.3) 

[33]. Accuracy of facial identification for each group type of trials was obtained through hit 

rate calculation and chance mitigation by conducting a weighted Cohen’s kappa. The target 

true accuracy for the method to be considered successful was a kappa value of 0.80 or above 

[34]. Intra- and inter-observer agreement were calculated using weighted Cohen’s kappa with 

regard to the match up decisions.  

From the hit rate of the comparisons, a full confusion matrix including multiple measures of 

predictive power was calculated from a contingency table (Table 4). The confusion matrix 

function in R calculates from the contingency table a raw overall accuracy by dividing the total 

correct scores by the total sample, along with a 95% confidence interval. This overall accuracy 

is then compared to a No Information Rate (NIR), or the largest proportion of the observed 

classes [35], from which a p-value is calculated to confirm whether the accuracy is higher than 

the NIR as an indicator of a good predictive model [36]. A McNemar’s Test is also calculated 

as part of the function to determine whether the scored matches have a similar or different 

proportion of errors in the testing cohort [37], where a p-value below α = 0.05 indicates a 

difference in proportion of errors. This comparison effectively indicates whether the analysis 

method errs relatively equally in false positives and false negatives. 

The series of formulae used to calculate the quality of predictive power for morphological 

analysis within each subsample cohort were drawn from the Caret R package [35, 36], are 

defined below and presented in full as supplementary information (SI). Sensitivity, or true 
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positive rate or recall, is defined as the measure of how effectively a test can perform correct 

matches (SI: Equation 1). Specificity, or true negative rate, is a measure of how effective a test 

can correctly discard a match (SI: Equation 2). Prevalence is the total number of truly correct 

matches in the entire cohort sample (SI: Equation 3). The positive predictive value (PPV) 

indicates the probability of a trial scored as a match being truly a correct match (SI: Equation 

4) and negative predictive value (NPV) is the probability of a trial scored as an exclusion being 

truly a correct exclusion (SI: Equation 5). The detection rate is the proportion of the cohort 

sample correctly matched (SI: Equation 6) and the detection prevalence is the proportion of 

scores matched by the analyst throughout the analysis cohort (SI: Equation 7). Ideally in this 

sample, the detection rate would be as close as possible to 9 or 10% due to how the sample was 

organised. An adjusted accuracy calculation that considers the unbalanced distribution of the 

sample is the balanced accuracy calculated using equation 8 (SI) making use of sensitivity and 

specificity. The ratio of correctly assigned matches to total positive matches made by the 

analyst is termed precision and calculated using equation 9 (SI). Lastly, the F-Score is a 

weighted (harmonic) mean of Precision and Sensitivity calculated using equation 10 (SI) and 

considers both false positive and false negative designations. This is calculated by adjusting 

the weight of Precision and Sensitivity in the equation; in this study equal weighting was given 

to both. As such in equation 10, β is assigned a value of 1 and the score is termed an F1-Score. 

False positive and false negative rates for all cohorts of analysis were also calculated separately 

to highlight the type of errors associated with each cohort. All the above-described analyses 

were conducted at two different thresholds to compare the performance of morphological 

analysis within a lenient and a strict iteration. The lenient iteration was described previously 

including comparisons scored as 1 and 2 as matches and 3 and 4 as not matching, however, the 

strict iteration includes strictly scores of 1 as positive matches while consolidating scores of 2 

to 4 and treating them as not a match. This was intended to allow for only the highest level of 

confidence-based matches to be considered, in order to attempt reducing false positive 

outcomes. Chi-squared tests were used to compare the occurrence of true positive matches, 

false positive matches, false negative matches, true negative matches, or inconclusive analyses 

within a group type of trials across the different facial views (i.e. anterior, left lateral, etc.). 

Results 

Comparison of intra- and inter-observer agreement in face pools analysed by morphological 

analysis (MA) indicated a good to high level of agreement. Intra-observer agreement was 
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higher for MA (κ = 0.934; p < 0.001) in the photograph-to-photograph comparisons over the 

CCTV to photograph comparison (κ = 0.807; p < 0.001) (Table 5). Inter-observer agreement 

in the photograph-to-photograph trials was almost perfect (κ = 0.921; p = 0.001) (Table 5), but 

CCTV to photograph trials showed a slight decrease in agreement but still with a substantial 

level of agreement (κ = 0.743; p < 0.001) (Table 5). 

A summary of the outcomes of each face pool is outlined in Figures 2 and 3 for both the 

photograph-to-photograph (Fig. 2) and CCTV to photograph comparisons, respectively (Fig. 

3). No facial comparisons from the photograph-to-photograph trial cohort were classified as 

inconclusive and no trials were excluded from further analysis from this cohort (Fig. 2). A total 

of 26 potential matches could not be completed and were classified as inconclusive analyses in 

the CCTV analysis cohort and excluded from analysis (Fig. 3). This was due to a combination 

of poor quality and bad lighting in some of the CCTV recordings.  

Confusion matrices confirmed a better overall performance of MA within the photograph-to-

photograph sample. This better performance is highlighted in the contingency tables for each 

cohort of analysis (Tables 6 and 7). The raw overall accuracy across analysis cohorts was 

markedly higher for photograph-to-photograph MA (0.997, CI = 0.989 – 0.999) over CCTV, 

although the CCTV cohort MA’s were also quite accurate (0.942, CI = 0.925 – 0.956) (Table 

8). Raw accuracy is of limited use in analysing the performance of MA as it does not take 

sample composition and chance into account as it is a direct hit rate calculation. All analysis 

groups had a greater accuracy than the No Information Rate (NIR) (Table 8), which is 

indicative of a good predictive model of morphological analysis overall.  

Chance corrected accuracies (CCA) of MA indicated a decrease in predictive strength from 

photograph-to-photograph comparisons (κ = 0.982; p < 0.001) to CCTV comparisons (κ = 

0.710; p < 0.001) (Table 8). The accuracy for the CCTV cohort remained below the considered 

“almost perfect” score of 0.80 [34]. Within the photograph-to-photograph cohort there was no 

statistically significant proportion of errors (Table 8), which is indicative of the markedly low 

false positive and false negative outcomes (Tables 6 and 7). An increased false positive rate 

(Table 9) is evidenced by the higher detection prevalence against the detection rate of the 

CCTV cohort of analyses, resulting in a markedly decreased precision (Table 9). An F1-Score 

lower than 0.8 is also seen as a result of the higher false positive rate across the CCTV analysis 

(Table 9).   
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A second, strict, iteration of statistical analyses was conducted by adjusting the threshold of 

correct matches to only include positive conclusions (score of 1). This stricter interpretation 

was intended to reduce the risk of false positive outcomes. In this iteration, chance corrected 

accuracies were higher for both photograph-to-photograph (κ = 0.991; p < 0.001) and CCTV 

(κ = 0.826; p < 0.001) cohorts than the previous, lenient iteration of analysis. The increase in 

accuracy results from the strict iteration correctly assigning some of the false positive matches 

present in the lenient iteration to true negative matches. Confusion matrices also demonstrated 

a marked decrease in false positives (Tables 10 and 11) and a slight increase in false negatives 

in the CCTV cohort (Table 11). Raw accuracy of prediction also seemed to increase based on 

the confusion matrix (Table 12). The lack of false positive outcomes and extremely low overall 

false outcomes in the photograph-to-photograph cohort (Table 10) resulted in the McNemar’s 

test indicating no statistically significant proportion of errors (Table 12).  The shift in false 

positives and negatives was evidenced by the decrease in sensitivity in the CCTV cohort and 

particularly the increase in specificity across both cohorts in the strict analysis iteration (Table 

13). This decrease in sensitivity in the CCTV cohort results in a slightly diminished balanced 

accuracy. However, it also resulted in a markedly higher precision and F1-Score (Table 13), 

indicating an overall better performance of the strict scoring interpretation and highlighting 

this as the ideal approach for forensic applications. False positive rates (FPR) and false negative 

rates (FNR) calculated across the analysis cohorts indicate a higher FPR and a higher FNR in 

the CCTV cohort over the photographic only cohort (Table 14), demonstrating the overarching 

benefit of the use of higher-quality images in facial comparison. When considering the strict 

iteration, while a notable decrease in FPR was noted in the CCTV sample, a parallel doubling 

of the FNR was also identified (Table 14). Across all trials, balanced accuracy, precision, and 

F1-Scores were higher in the photograph-to-photograph sample. 

Lastly, Chi-squared tests comparing the performance of MA across different views 

demonstrated no statistically significant difference in performance for any particular facial 

view. This result indicated that no real relationship can be determined with obtaining a higher 

number of correct matches in a specific facial view. This suggests that provided enough 

features are visible in suboptimal CCTV images, each view can provide enough information to 

compare faces accurately. 
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Discussion 

The common use of facial photographic and video surveillance evidence in the legal system 

[38, 39] has led to an increased need for forensic facial comparison (FFC). Testing the validity 

of FFC is thus crucial for admissibility of this evidence and accurate legal processes. FFC 

employed on an unfamiliar face sample is a grossly understudied field in craniofacial 

identification, with most studies focusing on the benefit of expertise in FFC [e.g. 2, 21]. 

Confirming facial comparison experts’ work as valuable and admissible is vital for the 

consideration of their reports. However, it is important to prevent this expertise-based evidence 

being integrated in court without confirmation on the accuracy of this method [39]. As such, 

the validity of the most accepted and utilised approach to FFC, viz. morphological analysis, 

needs to be tested and confirmed. 

The present study is the first to extensively test the accuracy of morphological analysis (MA) 

in an actualistic scenario, simulating conditions encountered by experts in the forensic setting. 

The efficacy of MA in this actualistic sample resulted in remarkably high accuracies, ranging 

from 71% to 99%, depending on sample type and strictness of analysis. Moreover, a 

particularly high level of intra- and inter-observer agreement was identified across cohorts as 

well, ranging from substantial (κ = 0.743) to almost perfect (κ = 0.934). A noticeably better 

performance was observed in the photographic sample, both in terms of accuracy (raw accuracy 

(RA): 99.7%; balanced accuracy (BA): 99.2% chance corrected accuracy (CCA): 96.8%) as 

well as intra- and inter-observer agreement (κ = 0.934 and κ = 0.921, respectively). This 

outcome was expected, considering the markedly higher quality and better angle of view 

correspondence of standardised and wildtype photographs. The correspondence and higher 

quality of the images in turn allowed an in-depth facial component review and therefore, a 

more informed decision to be made. When MA failed to identify matches correctly, it 

predominantly resulted in false negatives in both photographic (1.61%) and CCTV (11.63%) 

samples. False positive outcomes were, in fact, notably lower than false negatives across both 

samples (photographic: 0.16% and CCTV: 5.19%). 

False positives and false negatives are considered as sensitivity and specificity when comparing 

test method performance. In a practical setting, the predictive cut-off of any test is scaled to 

obtain the optimally acceptable ratio of sensitivity and specificity. This was not entirely 

possible in this study as the outcomes of the facial comparisons are assigned based on a limited 

ordinal four-scale scoring system, that could only be reasonably adjusted at two levels. 
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However, by conducting a lenient and strict iteration of the data analysis, it was possible to 

control, within limits, the performance of morphological analysis to identify the optimal 

iteration to be used in the forensic setting. In the strict iteration, a drastic reduction of false 

positives was evident for both the photographic sample (from 0.16% to 0%) and CCTV 

analysis cohorts (from 5.19% to 0.60%). This low rate of false positives is indicative of the 

importance of a scale for levels of agreement with distinct criteria such as the one employed in 

the present study [14], which can allow for assigning final conclusions in a stricter manner than 

the previously suggested the Bromby [40] scale of support. The downside of this stricter 

approach is the near doubling of the false negative rate found in the suboptimal images of the 

CCTV sample (from 11.63% to 23.26%). This higher rate of false negative outcomes identified 

could potentially be partially attributed to the effect of distinctiveness. Faces that are composed 

of more distinct or unique features are intrinsically easier to match [42, 43] or discard, while 

faces that are more typical with more “usual” feature types are more likely to be recognised 

[42], which would result in them being assigned as potential matches. While the scale 

adjustment used in the current study resulted in higher false rejections than other studies 

(10.5% and 8%) [2, 21], it should be considered in the medicolegal context where the 

consequences and implications of accepting a methodology with a higher false positive rate 

can be dire. Wrongful convictions of factually innocent individuals can result from high false 

positive rate-based methods, and it is generally accepted that a lower false positive rate should 

be prioritised in acceptable and admissible forensic methodologies [41].  

Beyond the marked reduction in false positive rates at the expense of higher false negative 

rates, the strict iteration also yielded both higher raw accuracies (99.9 and 97.3%) and chance 

corrected accuracies (99.1 and 82.6%) in both sample cohorts. Balanced accuracy decreased 

slightly in the CCTV sample (88.1%) as a result of the decreased sensitivity (0.767) of the strict 

iteration resulting from the higher rate of false negatives. Even the positive predictive values 

were higher for the strict iteration across both cohorts (1.000 and 0.930) with relatively constant 

negative predicting values (0.998 and 0.977). Most importantly, the highest precision (1.00 and 

0.930) and F1-scores (0.992 and 0.841) were achieved in the strict iteration as well, indicating 

the overall better performance of a strict model. Due to its decreased chance corrected 

accuracy, and decreased precision and F-scores, the lenient model should only be applied in a 

forensic context when other supporting evidence is available. Similarity in certain 

morphological traits (score of 2) should not, on its own, be considered by the prosecution to 
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promote a strong likelihood of a defendant being the target in question, as those scores could 

sometimes be false positives.  

Irrespective of iteration, the CCTV cohort resulted in an uneven proportion of errors, with a 

tendency towards false positives in the lenient iteration and false negatives in the strict 

iteration. In the photographic sample, no false positives were found with the strict analysis and 

the false negative rate persisted at the original low levels (1.61%). In a forensic setting, this is 

a preferable outcome, as it is important to err on the side of the accused so that potentially 

innocent individuals are not linked to a crime.  

In summary, across all metrics used to determine the efficacy of MA, it was clear that MA 

performed better in the optimal and standardised setting of the photograph-to-photograph 

comparisons. This is demonstrated by the extremely high precision, sensitivity, specificity, 

positive and negative predictive values identified (ranging between 0.984 and 0.998). These 

results are indicative of the fact that, despite its subjective nature, under ideal conditions, MA 

is able to identify correct matches and reject false matches with a very high probability of being 

correct. However, when taking into consideration suboptimal images, which is often what 

forensic image analysts are presented with [44], the performance of MA declined. Notably, in 

the suboptimal CCTV cohort, MA was found to be less effective in correct matching (RA: 

94.2%; BA: 91.4% CCA: 73.6%) and less reliable (intra-observer κ = 0.807 and inter-observer 

κ = 0.743 agreement), while almost identically capable of discarding incorrect matches. The 

notable lower positive predictive value (PPV) observed highlighted the decreased probability 

of a match being correct. As the decrease in negative predictive value in the CCTV sample is 

minor by comparison, the effect on the PPV could have been magnified by the study design 

and the organisation of the sample analysed. The sample was arranged so that the majority of 

the comparisons are true negatives, as shown by the prevalence of 9.4%, representing the 

percentage of the sample that can be correctly attributed as true positive. As a result, a change 

to how positive (true or false) cases are assigned, would be more evident. Interestingly, the 

increase in detection prevalence (0.130), coupled with the decrease in detection rate (0.083), 

may be indicative of an increased likelihood to falsely assign matches, while overall assigning 

more matches, when the image conditions are suboptimal.  

Incorrect matching could have resulted from a multitude of factors including image quality, 

photographic/recording conditions, lighting and position of the cameras. The photographic 

images used in the current study, with their much higher resolution (3456 x 4320 pixels, 300 
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and 350 dpi), were as such considered conducive to more accurate analyses than the drastically 

lower quality (358 x 460 pixels, 96 dpi) CCTV footage. Notably, the quality of footage used 

in this study was considered as high-resolution (>2 Megapixel) and of a pixel density well over 

the recognised standard of approximately 25 dpi required for adequate facial analysis [45]. Lee 

and colleagues [2] found accuracies of 67% and 67.3% for untrained and trained assessors, 

respectively, when using poor quality footage for facial comparisons. This lower-end hit rate 

across both experts and the public further emphasizes the necessity of high-quality images, 

despite training. Other investigations into higher-quality CCTV based facial on comparison 

reported 46% and 83% correct identifications by the public and experts, respectively [21]. The 

accuracy reported by Wilkinson and Evans [21] for experts is in a similar range to the 

accuracies reported for the CCTV sample in the present study, depending on the calculation 

for accuracy conducted. In addition, Wilkinson and Evans [21] identified that facial analysis 

experts had a higher false acceptance (17%) than false rejection rate (8%). Lee et al., [2] found 

that false acceptance in poor quality CCTV footage was twice (22.4%) as likely as a false 

rejection (10.5%). Comparatively, the present study identified drastically lower false 

acceptance (false positive) rates of 0.15%, for the photographic sample, and 5.22%, for the 

CCTV cohort, and varying false rejection (false negative) rates of 1.43%, for the photographic, 

and 11.96%, for the CCTV cohorts. These outcomes demonstrate the importance of good 

quality of images, which has also been previously reiterated by other researchers, when expert 

testimony was deemed admissible for conviction, provided that images are of good quality [1]. 

Beyond the quality of the images analysed, the position of the CCTV camera may have also 

influenced the ability of the analyst to compare facial features accurately, as the part of the face 

that is visible and the angle of the face are altered. Standardised photographs were captured at 

a perpendicular angle, while the CCTV was recording the participants from a greater height 

and with an angle of incidence around 27°, as is the case in real-life situations. The maximum 

angle of incidence recommended for facial detail capture in CCTV is 15° [46]. This angle is 

recommended particularly as some individuals tend to have a natural inferior head tilt of 15 to 

20° while walking [46]. In the current study, however, participants stood still facing straight 

ahead in the five views captured, which mitigated the natural head tilt. Despite this, the 27° 

angle reduced visibility and may have altered proportions of facial features (Fig. 1) enough to 

contribute to the increased difficulty in facial comparison. Limited to non-existent visibility of 

the eyes was noted in most CCTV images, irrespective of face view, as generally identified in 

situations with an angle of incidence greater than 15° [46].  
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In addition to the angle and overall raw image quality as shortcomings of CCTV in facial 

comparison, lighting may often be suboptimal to clearly visualise all facial features. 

Standardised lightning in the photographic sample allowed for clear comparisons, while the 

natural sunlight in the CCTV sample illuminated the participants in an uneven manner (Fig. 1). 

Uneven illumination commonly results in large contrast shifts in the subjects recorded [47]. 

This contrast shift may result in overexposure of subjects directly under the light source with 

the camera not being able to attenuate the large contrast variation, causing loss of detail [47]. 

In the present study’s CCTV sample, these lighting effects were clearly noticeable (Fig. 1) and 

affected the ability of the analyst to compare details effectively. 

Despite these differences in the conditions of image acquisition, morphological analysis 

performed well, further suggesting that variation of conditions, within reason, does not 

undermine facial comparisons [11]. In addition, irrespective of the difficulties created by the 

mismatching image acquisition conditions, facial poses or views did not seem to affect the 

performance of morphological analysis across both photographs and CCTV as no differences 

were identified throughout the sample provided, since all faces were arranged in matching 

poses (i.e. left lateral standardised image versus left lateral CCTV extracted image). This seems 

to suggest that despite the large amount of variation in the facial features exposed and visible, 

enough features were observable and comparable between images of matching poses. It was 

also noted qualitatively during analysis that facial comparisons relied more on certain features, 

dependent on the view used. For example, the ear and nose seemed to be unique and distinct 

enough in lateral images to provide the most distinguishing comparable features, while the 

mouth, nose and eyes (when visible) were preferred during anterior view comparisons. The 

effect of pose variation has been extensively investigated in computer-based facial recognition 

as one of its greatest challenges to overcome, with some promising prospects for future 

research [48]. This is evident when even the famed eigenface approach to facial recognition 

modelling would require more specific inclusion of varying viewpoints [49], a capacity thought 

intrinsic to human-based face recognition [50]. Despite this awareness, no other facial 

comparison studies have reported on the effects of various poses to facial identification, 

specifically in relation to a feature-based approach such as morphological analysis. As such, 

further testing in a larger sample with consideration of both matching and mismatching views 

could aid in confirming the results of this study. 

Generally, reliability has been reported to be inconsistent for facial comparison and 

morphological facial feature lists particularly. A noteworthy facial feature list was established 
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by the Facial Identification Scientific Working Group (FISWG), one of the working groups of 

the organisation of Scientific Committees for Forensic Sciences, which operates in conjunction 

with the United States National Institute for Science and Technology. FISWG comprises of 

experts who aim to guide practice and techniques in the field. Using the FISWG feature list, 

the present study found a high agreement rate on a purely morphological feature analysis 

method (intra-observer: 93.4% and 80.7% for photographs and CCTV respectively; inter-

observer: 92.1% and 74.3% for photographs and CCTV respectively). In comparison, an older 

study demonstrated low error margins with limited morphological features and the inclusion 

of some morphometric data (0.07%), even though the nature of this error margin is not specified 

[28]. Others indicated much higher error margins despite detailed morphological feature lists 

(intra-observer error: 19% and inter-observer error: 39%) [24]. 

Considering the high reliability and the decrease of false positives found in the present study, 

a strong argument can be made for the use of a facial feature list when conducting MA. This 

recommendation is in agreement with recent studies that highlight the importance of 

experienced observers using a systematic approach, relying on a consistent feature list across 

all analyses, to achieve a high level of reliability in facial comparison [24, 51]. Establishing an 

accurate and reliable approach to facial comparison is paramount to decrease the risk of 

wrongful convictions is a major concern in the legal system. 

Despite the importance of the systematic approach advised by FISWG and others [12, 24, 51], 

only a handful of studies investigating facial comparison developed, tested or reviewed specific 

feature lists [24, 28, 52], with the most detailed and recent feature list published [29] remaining 

untested until the present study. A great benefit of the FISWG feature list, other than its 

extensive nature, is the inclusion of descriptors to guide the forensic analyst in their efforts, an 

aspect lacking from other atlases where definitions or descriptors tend to be simplistic or 

assumed [24, 28, 52, 53]. Some of these studies primarily reported the prevalence of these 

specific feature morphologies identified within their sample and limited their discussion to 

which features may be most useful for discrimination in facial comparison without testing them 

in that specific ambit [e.g. 47, 48]. A recent study found an improved performance of face 

matching tasks when making use of facial feature instructions [27]. Although the observers 

were not expert facial analysts and the feature instructions were not as extensive as the FISWG 

feature list, better performance was seen when comparing faces of a similar population group 

to the observer [27]. Megreya and Bindemann [27] also stressed the importance of selection of 

specific features that may increase accuracy over others, citing the eyebrows as a particularly 



M a n u s c r i p t  2 :  M o r p h o l o g i c a l  A n a l y s i s  V a l i d a t i o n  | 68 

beneficial feature to observe – more so than the eyes and ears. Similar findings were reported 

by an investigation into direct feature by feature comparisons [26]. According to Towler and 

colleagues [26], facial comparisons using features yielded higher accuracies with trained 

forensic analysts, to almost perfect identity discrimination when multiple analysts’ aggregate 

scores were considered.  

The stricter approach employed in the present study was intended to be in alignment with the 

legal principle of presumption of innocence that a vast number of United Nations recognised 

territories abide by in criminal proceedings (Article 11, United Nations Universal Declaration 

of Human Rights and Article 14 (2) International Covenant on Civil Rights). South African 

law also constitutionally abides by this principle (section 35(3)(h) of the 1996 the Constitution 

of the Republic of South Africa). Maintaining the presumption of innocence is a rising concern 

as many industries and governments are considering deployment of semi-automated facial 

recognition systems, with knowingly high rates of false positives [54–56] and racial biases [57, 

58]. To mitigate the large number of false positive errors these systems are prone to, it will be 

crucial to rely on a low false positive rate human observer-based method during match 

screening as a contingency method. Preventing false positive conclusions is a matter of great 

ethical relevance, as a false match can result in innocent individuals being harassed or 

convicted [58]. As such, the strict iteration is recommended when surveillance data is the only 

evidence available, in order to prevent wrongful convictions. However, in circumstances where 

additional supporting evidence is available, the lenient iteration is still considered of great value 

in contributing towards building a strong case. 

The lack of information on morphological analysis validation throughout the literature is 

understandable when taking into consideration the complexity of designing a truly 

representative study. A major challenge encountered in this and similar studies relates to the 

accessibility and availability of matching facial images of appropriate quality to permit facial 

comparison testing. While many databases exist, most are inconsistent in their image capture 

procedures and quality, while also having limited iterations or numbers of participants included 

[e.g. 54–56]. The present study relied upon the purposefully created Wits Face Database [30] 

with multiple matching known individuals, that lends itself well to testing facial comparison 

due to its standardisation. In addition, the requirement to arrange a series of blind face pools 

including multiple participants is a laborious task requiring independent external involvement. 

Creating blind face pools is required to prevent biasing the analysts, and in order to prevent 

familiarisation of the faces by controlling the number of times an analyst is exposed to them. 
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Over familiarisation needs to be controlled for, as familiar faces are intrinsically processed 

differently by humans [62–64] and would not be a truly representative test of forensic facial 

comparison. Familiarisation is not generally discussed in studies investigating facial 

comparison, as time limits or limited exposure to the face samples are not generally considered 

[e.g. 2, 28, 58]. However, in most studies of this nature, multiple analysts review the same 

photographs, limiting the concern of familiarisation [e.g. 2, 21].  

Morphological analysis is also a time-consuming process, with the average analysis usually 

requiring over two hours [65], making the process of controlling exposure more complex. This 

is particularly troublesome when considering that performing facial comparison over 

prolonged periods of time, being an extensive and repetitive task, can severely hamper the 

accuracy of the analysts [66]. These are all factors that need to be considered not only when 

designing studies that investigate the accuracy of facial identification but also to assure a firm 

scientific approach to studies of craniofacial identification [11]. 

Conclusion 

This is the first study to test the FISWG feature list for FFC in a large sample, within an 

actualistic context, specifically focusing on the accuracy that can be obtained by using this list 

of features. Excellent accuracies were found through both optimal and suboptimal testing 

conditions, with a high level of reliability. Low false positive rates were identified, suggesting 

that use of morphological analysis is accurate, reliable and has a low risk of false accusation 

when applied by experienced analysts in optimal conditions. A noticeable increase in false 

negatives was identified when only the highest level of confidence matches were considered 

as positive. However, this is likely an acceptable sacrifice, as preventing wrongful convictions 

by erring on the side of caution is widely considered a more acceptable practice in the judicial 

context. Overall, photograph-to-photograph comparisons performed better than CCTV to 

photograph comparisons, suggesting that strict criteria should be used when confirming a 

positive match in CCTV analyses. 

With the predominantly good results, outperforming those of most other studies that did not 

use facial feature lists [2, 21], a strong argument can be made to justify the use of a feature list-

based morphological analysis in the judicial context, in order to reduce subjectivity. As such, 

it is recommended to rely primarily on morphological analysis, based on an extensive feature 

list, when employing facial comparison in the medicolegal context. This recommendation is 

given with the provision that it should not be considered as the only evidence. It is imperative 
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to use further supporting evidence that can be associated with a facial analysis for conviction. 

This is particularly important in circumstances where analyses are considered inconclusive, 

despite some level of similarity (morphological or holistic).  

To prevent wrongful convictions, strict iterations of the analysis should be considered as the 

preferred practice, to mitigate the risk of false positives. The more lenient iteration should only 

be used when other supporting evidence is available. Even though a higher false negative rate 

was found using the stricter approach, one can argue that this approach remains of benefit when 

used for exclusion in lower quality images to possibly eliminate potential suspects. A strict 

model application also aligns better with the necessary forensic standards for admissibility of 

evidence and fundamental human rights. 
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 Tables 

Table 1 Face pool trials by analysis: cohort subsample breakdown. Test trials were single 

normal trials including one target and nine foils and one correct match, No-match trials 

included one target and ten foil images. ST = standard, WT = wildtype, CCTV = Closed Circuit 

Television. 

Analysis Cohort Test 

Trials 

No-

match 

Trials 

Repeat 

Trials 

Analysis 

Trials 

Total 

Trials 

WT photograph to ST 

photographs 

59 8 8 67 75 

CCTV to ST photographs 86 8 6 94 100 

 

Table 2 Facial pose distribution throughout face pool sample. ST = standard, WT = wildtype, 

CCTV = Closed Circuit Television 

Analysis Cohort Anterior 

View 

Left 45° 

View 

Left 

Lateral 

View 

Right 

45° 

View 

Right 

Lateral 

View 

Total 

Analysis 

Trials 
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WT photograph to ST 

photographs 

14 14 13 13 13 67 

CCTV standard to ST 

photographs 

18 17 17 20 22 94 

 

Table 3 Summarized list of facial components for facial comparison by morphological 

analysis [29].  

Number Facial Component 

1 Skin (texture, colour, tone etc.) 

2 Face/Head Outline (contour) 

3 Face/Head Composition (proportions) 

4 Hairline/Baldness Pattern (detailed shape) 

5 Forehead (relative size and contour) 

6 Eyebrows (angle, shape, relative size and hair details) 

7 Eyes (colour, position, angle, relative size etc.) 

8 Cheeks (prominence and dimples) 

9 Nose (shape, position, symmetry, relative size etc.) 

10 Ears (shape, position, protrusion and relative size) 

11 Mouth (angulation, shape, symmetry, relative size etc.) 

12 Chin/Jawline (shape, relative size, symmetry, prominence, and definition) 

13 Neck (relative size, prominence, folds, veins etc.) 

14 Facial Hair (presence, distribution, length, style, hair details etc.) 

15 Facial Lines (creases, wrinkles etc.) 

16 Scars (location, shape, orientation, relative size, tonality, depth etc.) 

17 Facial Marks (moles, discoloration patches, freckles etc.) 

18 Alterations (tattoos, piercings etc.) 

 

Table 4 Contingency table reference for confusion matrix of positive and negative matches 

(adapted from Kuhn [36]). Formulae employed on each subset of analysis to compare 

predictive quality of analyses rely on this contingency table. 

 True face match True face exclusion 

Matched by analyst True Positive (TP) False Positive (FP) 
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Excluded by analyst False Negative (FN) True Negative (TN) 

 

Table 5 Summary of intra- and inter-observer agreements across all cohorts of analysis 

 Intra-observer 

agreement  

p-value Inter-observer 

agreement 

p-value 

Photograph-to-

photograph 

0.934 < 0.001 0.921 = 0.001 

CCTV to 

photograph 

0.807 < 0.001 0.743 < 0.001 

 

Table 6 Contingency table for confusion matrix of photograph-to-photograph comparison. TP 

= true positive; FP = false positive; TN = true negative; FN = false negative; IA = inconclusive 

analysis 

 
Actual 

face match 

Actual face 

exclusion 

 
Actual face 

match 

Actual face 

exclusion 

Matched by 

analyst 
TP = 61  FP = 1 

Ideal perfect 

match 
TP = 62 FP = 0 

Excluded by 

analyst 
FN = 1 TN = 607 

Ideal perfect 

exclusions 
FN = 0 TN = 608 

 

Table 7 Contingency table reference for confusion matrix of CCTV to photograph comparison. 

TP = true positive; FP = false positive; TN = true negative; FN = false negative; IA = 

inconclusive analysis 

 
Actual 

face match 

Actual face 

exclusion 

 
Actual face 

match 

Actual face 

exclusion 

Matched by 

analyst 
TP = 76 FP = 43 

Ideal perfect 

match 
TP = 86 FP = 0 

Excluded by 

analyst 
FN = 10 TN = 785 

Ideal perfect 

exclusions 
FN = 0 TN = 828 
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Table 8 Confusion matrix function results and chance corrected accuracies across the lenient 

iteration of analysis 

 
Photograph-to-

Photograph 
CCTV to Photograph 

Overall Raw Accuracy  0.997 0.942 

95% Confidence Interval 0.989 – 1.000 0.925 - 0.956 

No Information Rate (NIR) 0.908 0.906 

P-value (Acc>NIR) < 0.001 < 0.001 

McNemar's Test P-value 1 < 0.001 

Chance Corrected Accuracy (CCA) 98.2% 71.0% 

P-value (for CCA) < 0.001 < 0.001 

 

Table 9 Tabulation of all predictive quality values calculated across the lenient iteration of 

analyses 

 Photograph-to-Photograph  CCTV to Photograph  

Sensitivity (Recall) 0.984 0.884 

Specificity 0.998 0.948 

Prevalence 0.093 0.094 

Positive Predictive Value (PPV) 0.984 0.639 

Negative Predictive Value (NPV) 0.998 0.987 

Detection Rate (DR) 0.091 0.083 

Detection Prevalence (DP) 0.093 0.130 

Balanced Accuracy 0.991 0.916 

Precision 0.984 0.639 

F1-Score 0.984 0.742 

 

Table 10 Contingency table reference for confusion matrix of the strict iteration of the 

photograph-to-photograph comparisons analysed (left), compared to the ideal perfect matches 

and exclusions for direct comparison of performance of the facial comparisons (right). TP = 

true positive; FP = false positive; TN = true negative; FN = false negative; IA = inconclusive 

analysis 

 
Actual face 

match 

Actual face 

exclusion 

 
Actual face 

match 

Actual 

face 

exclusion 

Matched by 

analyst 
TP = 61 FP = 0 

Ideal perfect 

match 
TP = 70 FP = 0 
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Excluded by 

analyst 
FN = 1 TN = 608 

Ideal perfect 

exclusions 
FN = 0 TN = 608 

 

Table 11 Contingency table reference for confusion matrix of the strict iteration of the CCTV 

to photograph comparisons analysed (left), compared to the ideal perfect matches and 

exclusions for direct comparison of performance of the facial comparisons (right). TP = true 

positive; FP = false positive; TN = true negative; FN = false negative; IA = inconclusive 

analysis 

 
Actual 

face match 

Actual face 

exclusion 

 
Actual face 

match 

Actual face 

exclusion 

Matched by 

analyst 
TP = 66 FP = 5 

Ideal perfect 

match 
TP = 86 FP = 0 

Excluded by 

analyst 
FN = 20 TN = 823 

Ideal perfect 

exclusions 
FN = 0 TN = 828 

 

Table 12 Confusion matrix function results across the strict iteration of each cohort of analysis 

 
Photograph-to-

Photograph  

CCTV to 

Photograph 

Overall Raw Accuracy  0.999 0.973 

95% Confidence Interval 0.992 – 1.000 0.960 - 0.982 

No Information Rate (NIR) 0.908 0.906 

P-value (Acc>NIR) < 0.001 < 0.001 

McNemar's Test P-value 1 0.005 

Chance Corrected Accuracy (CCA) 99.1% 82.6% 

P-value (for CCA) < 0.001 < 0.001 

 

Table 13 Tabulation of the predictive quality values calculated across the strict iteration of 

each cohort of analysis 

 Photograph-to-Photograph  CCTV to Photograph  

Sensitivity (Recall) 0.984 0.767 

Specificity 1.000 0.994 

Prevalence 0.093 0.094 

Positive Predictive Value (PPV) 1.000 0.930 



M a n u s c r i p t  2 :  M o r p h o l o g i c a l  A n a l y s i s  V a l i d a t i o n  | 81 

Negative Predictive Value (NPV) 0.998 0.977 

Detection Rate (DR) 0.091 0.072 

Detection Prevalence (DP) 0.091 0.078 

Balanced Accuracy 0.992 0.881 

Precision 1.000 0.930 

F1-Score 0.992 0.841 

 

Table 14 False positive rates (FPR) and false negative rates (FNR) calculated across both 

lenient and the strict iterations of the analysis cohorts 

 Photograph-to-

photograph 

CCTV to photograph 

FPR Lenient iteration  0.16% 5.19% 

FPR Strict iteration 0% 0.60% 

FNR Lenient iteration 1.61% 11.63% 

FNR Strict iteration 1.61% 23.26% 

Figures 

 

Fig. 1 Facial comparison analysis example. A target image from CCTV or wildtype (WT) 

photograph was placed next to each possible match based on possible positive matching during 

holistic analysis. Standardised (ST) photograph on the right was compared to target CCTV 
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extracted image on the left using the FISWG facial component list [29]. Similar (blue) and 

dissimilar (red) facial components were highlighted by facial component number 

 

Fig. 2 Bar graphs of the facial comparison outcomes under a lenient (A) and strict (B) iteration 

within the photograph-to-photograph cohort by trial. TP = true positive; FP = false positive; 

TN = true negative; FN = false negative; IA = inconclusive analysis 
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Fig. 3 Bar graphs of the facial comparison outcomes under a lenient (A) and strict (B) iteration 

within the CCTV to photograph cohort by trial. TP = true positive; FP = false positive; TN = 

true negative; FN = false negative; IA = inconclusive analysis 
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Novelty statement 

The present study is the first to test forensic facial comparison by morphological analysis using 

the Facial Identification Scientific Working Group feature list in both a high-resolution digital 

CCTV and low-resolution analogue CCTV samples. In so doing it was possible to determine 

the severity of decrease in performance that suboptimal CCTV footage has on identification, 

while also showing the benefits of using a feature list in a poor-quality sample in the form a 

low false positive rate. It is also highlighted that relying on hit rates for studies of this nature 

can lead to severely flawed conclusions overestimating performance of identification methods. 

Highlights 

• Morphological analysis has not yet been tested under different CCTV conditions. 

• Excellent accuracies were found in high-resolution digital CCTV images. 

• Low-resolution analogue CCTV data negatively impacted identification capability. 

• Low false positive rates were found for both optimal and suboptimal CCTV data. 

• Chance corrected accuracy is recommended to evaluate facial comparison outcomes. 

Abstract 

Facial comparison is an important yet understudied discipline in forensics. The recommended 

method for facial comparison in a forensic setting involves morphological analysis (MA) with 

the use of a facial feature list. The performance of this approach has not been tested across 

various closed-circuit television (CCTV) conditions. This is of particular concern as video and 

image data available to the police is often varied and of subpar conditions. The present study 

aimed at testing MA across two types of CCTV data, representing ideal and less than ideal 

settings. The study was conducted on a subset of the Wits Face Database arranged in a total of 

225 face pools. Each face pool consisted of a target image obtained from either a high-

definition digital CCTV camera or a low-definition analogue CCTV camera in monochrome, 

contrasted to 10 possible matches. The face pools were analysed and scored using MA and 

confusion matrices were used to analyse the outcomes. A notably high chance corrected 

accuracy (CCA) (97.3%) and reliability (0.969) was identified across the digital CCTV sample, 

while in the analogue CCTV sample MA appeared to underperform both in accuracy (CCA: 

33.1%) and reliability (0.529). The majority of the errors in scoring resulted in false negatives 

in the analogue sample (75.2%), while across both CCTV conditions false positives were low 
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(digital: 0.3%; analogue: 1.2%). Even though hit rates appeared deceptively high in the 

analogue sample, the various measures of performance used and particularly the chance 

corrected accuracy highlighted its shortfalls. Overall, CCTV recording quality appears closely 

associated to MA performance, despite the favourable error rates when using the Facial 

Identification Scientific Working Group feature list.  

Keywords: forensic facial comparison, morphological analysis, CCTV, analogue, digital, 

facial identification. 

1.1 Introduction 

As eyewitness identification has since the 1970s been considered unreliable and surveillance 

evidence has become increasingly more common [1], facial identification from photographic 

and closed-circuit television (CCTV) surveillance evidence has become common practice [2], 

particularly conducted in courts by juries [3] or experts [4]. CCTV data availability has 

increased due to the escalation in surveillance system installations throughout the world [5]. 

Facial identification (ID) is, as agreed upon by many authors, a challenging task [6–8] due to 

human variation, facial expression, ageing and other biological factors [e.g. 7–10]. This 

difficulty is further compounded by poor image quality, which effectively results in a decreased 

amount of data for a facial comparison expert to base their conclusions on. The effect on 

forensic facial comparison of poor-quality data is highly problematic in a legal context where 

its application can have a most damaging impact if misused or misinterpreted. 

Facial ID in the legal system is carried out by forensic facial comparison using morphological 

analysis [13,14]. Studies that compare the performance of facial comparison generally utilise 

highly standardised images with optimal conditions and even so result in error rates ranging 

between 10 and 30% [8,15]. While few studies have investigated the performance of forensic 

facial comparison [4,16–18], even fewer have considered the effects of low-quality images or 

recordings [19,20]. A recent study has found morphological analysis, when using a facial 

feature list, to be highly reliable and accurate both in photographic and CCTV images [18], 

however, it did not investigate low-quality CCTV data. Unfortunately, the majority of images 

analysed in a forensic setting tend to be of low to medium quality [21]. These low-quality 

images can originate from subpar, outdated equipment or poor recording conditions.  

Most recent systems use Internet Protocol (IP) cameras with relatively high resolutions, 

although many outdated installations may still be based on analogue Digital Video Recording 

(DVR) systems [22]. Analogue CCTV systems have low resolution recordings and older 
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systems record in monochrome, compounding the information loss even further [23]. Modern 

CCTV systems have higher image resolutions with full colour recordings that provide more 

information for an analyst and are often connected to computer enhanced surveillance networks 

[24]. Analogue systems have dominated the CCTV markets both in South Africa and globally 

up to recent years, likely due to the low costs and accessibility of these systems [25,26]. A new 

increase in IP camera installations begun in 2015 [27,28], however, despite the multiple 

benefits of IP surveillance systems many consumers have resisted making the shift, likely as a 

result of finding analogue systems trustworthy and satisfactory [29].  

Specifications vary between analogue and IP cameras that can limit the quality of the footage 

obtained, yet perhaps the most defining one is resolution. Analogue camera resolutions are 

measured in Television Lines (TVL) and do not directly correspond to pixel resolutions, 

commonly used today in the digital media era [22]. Resolutions of analogue cameras tend to 

vary from 480 to 1000TVL with cameras of 700TVL or more considered high definition [22]. 

A typical 700TVL analogue camera would result in a practical maximum resolution of 934 x 

560 pixels (based on Damjanovski [22]). The resulting images would hence include much 

lower amounts of detail and provide a pixelated or blurry appearance on high resolution 

monitors.  

Modern high definition (HD) IP CCTV expresses resolution in pixels directly and is usually 

presented in megapixels (MP). A typical 4 MP IP camera has a resolution of 2560 x 1440 

pixels, almost three orders of magnitude greater than a typical 700TVL analogue camera. The 

greatest concerns for image quality with HD cameras, though, are compression artefacts [22]. 

Compression used in CCTV systems is considered lossy by nature, as quality loss occurs in the 

process of compression; once performed in the camera it cannot be removed and may result in 

noticeable distortion of recordings. This distortion usually is seen as pixelation, basis patterns, 

blurring, ringing, and other less common forms of artefacts [22,30]. These compression 

artefacts can severely hinder and inhibit interpretation and analysis [30,31]. While recent 

strides has been made that could drastically improve performance of facial recognition systems 

[32], for most systems lossy compression artefacts remain a concern. 

While many studies have looked broadly at facial identification [e.g. 8,32,33], the effects of 

poor quality and suboptimal condition CCTV images on facial identification have only been 

tested by a handful of authors [19,20,23,34]. Testing the application of facial identification 

across CCTV footage of various quality is crucial to demonstrate whether low quality 
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recordings can be deemed acceptable evidence in the legal system. Therefore, this study aimed 

at comparing the outcomes of facial comparison of high quality and low-quality CCTV 

recordings, using the Facial Identification Scientific Working Group (FISWG) list of 

morphological features commonly used for forensic facial comparison [35].  

1.2 Materials and Methods 

Recordings and photographs used for this study were drawn from the Wits Face Database and 

were arranged in face pools [36,37]. The participants recruited into the Wits Face Database 

were all informed, consenting adults and the present study was approved in full by the Human 

Research Ethics Committee (Medical) (clearance certificate number: M171026). The face pool 

sample included facial photographs and images extracted from CCTV recordings of a total of 

219 consenting, known young adult male participants of South African descent. Each face pool 

consisted of a target snapshot of CCTV recordings and 10 standardised database photographs. 

Standardised database photographs (ST) were captured at a height of 1600 mm using a Canon 

1300D 18MP DSLR camera (18-55 mm DC Canon lens) at an objective to face distance of 

1500 mm using a black velvet cloth backdrop and cloth to obscure the participants’ clothing. 

Captured photographs had an image resolution of 3456 x 4320 pixels at 300 dpi and were 

obtained at five facial views: anterior, right 45-degree, right lateral, left 45-degree, and left 

lateral view.  

CCTV recordings were obtained through two different surveillance systems, a low resolution 

Securi-Prod 1/3” Sony Effio E 700TVL (NTSC signal system) indoor dome analogue camera 

(model: CC217, 2.8 – 12 mm vari-focal lens) positioned at ceiling height (2500mm) and a 

high-definition IP camera (HikVision, model: DS-2CD2142FWD-I, 4-megapixel, maximum 

resolution of 2688 x 1520, 4 mm fixed lens, aperture F2.0) installed at “eye-level” (1700mm). 

These surveillance systems were not specifically installed for the purposes of database 

development or the present study - existing systems were used. The effective pixel resolution 

of the analogue camera was approximately 976 x 494, which is roughly the equivalent of 0.5 

of a megapixel. The objective to face distances of the eye-level digital and analogue cameras 

were 800 mm and 2920 mm, respectively. The angle of incidence between the face and the 

objective of the camera was effectively zero at the digital camera and approximately 22° under 

the analogue camera. A detailed description of the Wits Face Database image capture process 

have been described at length [37]. These images and photographs were combined into face 
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pool trials based on broadly visually similar individuals to test the performance of the FISWG 

facial feature list for individual identification under different actualistic conditions.  

A total of 225 face pool trials were used, each composed of a single target facial photograph 

grouped with either nine foil images and one correctly matching image (test trials) or 10 foil 

images (no-match trials). The foil images were assigned to face pools based on relative facial 

resemblance and apparent age by a research assistant, to allow blinded analysis. Face pools 

were grouped by the target type of facial images and arranged in corresponding views, or facial 

poses. Digital CCTV face pools (n=95) included a captured high-resolution frame as a target 

image, to be compared to 10 facial images from the database composed of standardised (ST) 

optimal photographs with clothing obscured. The selected frame was the most ideal potential 

image from the footage available, which may not necessarily reflect realistic situations where 

multiple still images can be extracted for comparison, however, a level of standardisation was 

required for experimentation. Similarly, the analogue CCTV face pools (n=130) were 

composed of a captured frame from the analogue CCTV recordings and 10 ST facial images. 

The images of the analogue cohort were also converted into greyscale images using Photoshop 

(CS 6) to simulate monochrome low-resolution cameras, as these conditions were considered 

the least optimal possible for CCTV images. The CCTV extracted images were cropped 

similarly to the ST photographs, with the face representing the central 1/9th of the image and 

at an aspect ratio of 4:5. The resulting images had an approximate resolution of 2199 x 2749 

pixels at the native 72 dpi of the digital CCTV recordings and 64 x 80 pixels at the native 72 

dpi of the extracted analogue recordings. The face was effectively composed of approximately 

800 x 1000 pixels for the digital and 18 x 26 pixels for the analogue cameras, respectively.  A 

maximum of 15 repeat uses of ST photograph was permitted in the composition of the face 

pools to prevent familiarisation of the principal analyst.  

To ensure that observations were reliably performed and repeatable, repeat trials were included 

throughout face pools to allow for intra-observer error calculation.  These repeat trails were 

specifically assigned positions within the face pool sample at isolated slots unknown to the 

analyst to prevent familiarisation. A detailed rundown of the sample for each analysis cohort 

is found in Table 1.  

Relatively even distribution of facial poses, or views, were assigned throughout each cohort 

(Table 2), while still retaining correspondence of views in each individual face pool. The use 

of the various facial poses was specifically included to permit a broad review facial features 
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across the entire face without giving preference to certain features by only focusing on a 

singular view of the face. 

The FISWG guidelines on facial comparison were utilised for the analysis process. To replicate 

actualistic conditions, potential matches were briefly examined using holistic review according 

to FISWG guidelines [14,38]. The holistic review process was performed by reviewing the 

entirety of the face under a controlled time limit of five seconds to avoid detailed comparison 

of specific facial components. During this review, a face was deemed either as a possible match 

(1), not a match (2), or no analysis possible (3). Any possible matches were then further 

analysed through morphological analysis. Morphological analysis (MA) comparison was 

conducted using the FISWG facial component feature and descriptor list [35]. 

For morphological analysis, the target image was placed next to the ST image in Microsoft 

PowerPoint (365, v. 16). The images were then adjusted to resemble the orientation and size 

of one another while maintaining the original aspect ratio. Morphological features of the face 

were then compared and contrasted for similarities or dissimilarities (Figures 1 and 2). These 

were identified by their numerical value on the FISWG facial component list and visually 

assessed to reach a decision for each possible match. The final decisions for each facial 

comparison were obtained through the use of an adapted version of the levels of agreement 

system used by the South African Police Services [13], as previously done in a study validating 

the FISWG feature list for morphological analysis [18].  

In order to calculate hit rate, the conclusions were grouped as either being a correct match, not 

being a match, or an inconclusive analysis. These conclusions, inclusive of the trials excluded 

as “not matching” in the holistic review phase of the analysis, were then compared to the true 

matchup of the images to calculate the hit rate. Resulting from this comparison, the matchup 

outcomes were marked as a true positive (TP), a false positive (FP), a false negative (FN), a 

true negative (TN), or an inconclusive analysis (IA). Following the same approach used in 

another study testing the FISWG facial feature list [18], the level of agreement scores were 

grouped for statistical analysis in two iterations - lenient and strict. The lenient iteration 

included the two scores closest to a positive match (scores 1 and 2 on the level of agreement 

scale) as a match, the two scores closest to a negative match (scores of 3 and 4) as not matches 

and the last score was an inconclusive analysis which was excluded from further analyses. The 

strict iteration was aimed at reducing expected false positives when scoring matches as having 

some level of similarity in visible morphological features (score 2). As such, positive matches 
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were considered only comparisons scored as 1 while scores of 2, 3 and 4 were all grouped as 

negative matches. 

Statistical analysis was conducted with the R Studio statistics programme (version 3.6.3) [39]. 

Multiple types of accuracies were calculated for facial identification in each cohort, including 

raw overall accuracy, balanced accuracy, and chance corrected accuracy by conducting a 

weighted Cohen’s kappa. Target accuracy for successful performance was taken as a kappa 

value of 0.80 or above [40]. Intra-observer agreement was also calculated using weighted 

Cohen’s kappa.  

Using the matchup outcomes, a complete confusion matrix including multiple measures of 

predictive power were calculated from the resulting contingency table (Table 3). A raw overall 

accuracy, or hit rate, was calculated using the confusion matrix function in R, by dividing the 

total correct scores by the total sample, and a 95% confidence interval was also calculated from 

the contingency table. This hit rate accuracy was then compared to a No Information Rate 

(NIR), defined as the largest proportion of the observed matchup outcomes [41]. A p-value was 

calculated from this comparison, to confirm whether the accuracy was statistically higher than 

the NIR as an indicator of a good predictive model [42]. To determine whether the scored 

matches have a different proportion of errors (between false positive and false negative 

outcomes), a McNemar’s Test was calculated as part of the function [43]. A p-value below α 

= 0.05 indicated a significant difference in the proportion of errors within the sample. This 

comparison effectively indicated whether the analysis method errs relatively evenly in false 

positives and false negatives. False positive and false negative rates were also calculated to 

objectively review the performance of MA in methods. 

To calculate the quality of predictive power for morphological analysis, the formulae included 

in the confusion matrix function and drawn from the Caret R package [41,42] are defined below 

and shown in Table 4. Sensitivity, or true positive rate or recall, was defined as the measure of 

how effectively a test can perform correct matches (Table 4). Specificity, or true negative rate, 

is a measure of how effective a test can correctly discard a match (Table 4). Prevalence was 

the total number of truly correct matches in the entire cohort sample (Table 4). The positive 

predictive value (PPV), also known as precision, indicated the probability of a trial scored as a 

match being truly a correct match (Table 4) and negative predictive value (NPV) was the 

probability of a trial scored as an exclusion being truly a correct exclusion (Table 4). Detection 

rate was the proportion of the cohort sample correctly matched (Table 4) and detection 
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prevalence was the proportion of matches assigned by the analyst (Table 4). Under perfect 

circumstances, the detection rate and prevalence would be identical or as close to the 

prevalence value as possible, which was in the range of 9 to 10% in this study due to the 

organisation of the sample. An adjusted accuracy calculation that considers the unbalanced 

distribution of the sample, was the balanced accuracy calculated using equation 8 making use 

of sensitivity and specificity. Lastly, the F-Score is a weighted (harmonic) mean of precision 

(or PPV) and sensitivity which takes into consideration both false positive and false negative 

outcomes (Table 4). F-Scores can be weighted according to the requirements of the study by 

controlling the weight of precision and sensitivity in the equation. In the present study equal 

weighting was given to both variables so that β was assigned a value of 1 making the statistic 

an F1-Score (Table 4). 

1.3 Results 

Intra-observer agreement was found highly consistent in the digital CCTV sample with an 

almost perfect level of agreement (κ = 0.969; p < 0.001). However, within the analogue CCTV 

sample, a drastically lower level of agreement was found with a moderate result (κ = 0.529; < 

0.001) (Table 5). Similarly, while inter-observer agreement in the digital sample was high (κ = 

0.773; p < 0.001) a sharp decrease (κ = 0.378; p < 0.001) was noted in the analogue sample 

(Table 5). 

The overall results from the individual face pool facial comparisons are presented in Figures 3 

and 4, where the occurrence of true positives, false positives, false negatives, true negatives, 

and incomplete analyses are shown, as assigned during the analyses conducted in each trial. 

Any trials classified as inconclusive analyses (totalling 99 individual comparisons all within 

the analogue CCTV cohort) and repeat trials (8 face pools in each cohort of analysis, each 

including 10 facial comparison trials) were not included in the remaining results presented. The 

large number of inconclusive analyses is an indication of the drastic decrease in quality of the 

footage obtained by the analogue CCTV camera compared to the good quality of images 

obtained from the digital camera. 

Morphological analysis, under a lenient iteration, performed particularly well in the digital 

sample as seen from the confusion matrices calculated (Tables 6 and 7). This was evident in 

the perfect true positive rate (100%) and very high true negative rate (98.9%), paired with a 

low false positive rate (1.1%), of the digital CCTV sample (Table 6). However, much poorer 

results were seen in the analogue sample with lower true positive rate (56.2%) and true negative 
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rate (95.4%) and notably higher error rates, with a small increase in false positives (4.6%) and 

particularly in relation to false negatives (43.8%) (Table 7). Raw accuracies (RA) suggested 

that the outcomes are acceptable in both samples with a high performance in both the digital 

(0.990, CI = 0.981 - 0.995) and analogue (0.918, CI = 0.900 - 0.933) CCTV recordings (Table 

8). However, this apparent optimal performance of MA across both samples was more 

indicative of the shortcomings of relying on a simple hit rate to assess the performance of a 

specific method as the composition of the sample and chance are not taken into consideration. 

The inclusion of the no information rate (NIR) comparison, however, highlights the poorer 

performance of MA in the analogue sample as the RA and the confidence interval are relatively 

close to the NIR of the sample, resulting in a p value above α = 0.05 (Table 8). However, the 

digital sample performed well over the NIR value and suggests a good outcome in the high-

resolution sample. 

A much greater disparity in performance of MA across the samples is demonstrated by the 

chance corrected accuracies (CCA), with a particularly high accuracy in the digital sample (κ 

= 0.942; p < 0.001) and low accuracy in the analogue sample (κ = 0.514; p < 0.001). A 

difference in the proportions of errors was found in the digital sample (McNemar’s test, Table 

8), as there was a complete lack of false negatives in the sample (Table 6). 

However, this same relative proportion of errors was not seen in the analogue sample 

(McNemar’s test, Table 8), where MA appeared to result in both FP and FN outcomes almost 

evenly (Table 7). Sensitivity was perfect for the digital cohort and much lower (0.562) for the 

analogue sample (Table 9), as almost half the trials were incorrectly assigned as false negatives 

(Table 7). However, specificity appears to be similar in both samples, most likely due to the 

percentage composition of the sample, as the majority of the sample consists of negative 

matches by design, as shown by the identical prevalence across samples (Table 9).  

Within the digital cohort, the positive predictive value (PPV) was quite high at 0.900 (Table 

9), which indicates a strong ability of MA in identifying TP and avoiding FP outcomes at the 

same time. By contrast, in the analogue sample, PPV was much lower at 0.557 (Table 9), as 

suggested by the many false positives resulting in that analysis. Negative predictive value is 

perfect for digital and high for analogue CCTV footage (0.955), however, the sample 
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composition, which is heavily skewed towards TN outcomes, should be taken into 

consideration. 

The detection rate of the digital sample (9.3%) approaches the detection prevalence (10.4%), 

indicative of an almost complete identification of correct matches in that sample, while the 

notably lower detection rate (5.2%), despite a similar detection prevalence (9.4%) seen in 

analogue footage demonstrates the difficulty in identifying matches overall (Table 9). 

Detection prevalence was close to the composition of the sample expectation in both samples, 

yet lower in the analogue sample, possibly due to the decrease of confidence in assigning a 

match due to the decreased quality.  

An extremely high balanced accuracy (99.4%) was identified in the digital sample, while a 

decreased balanced accuracy in the analogue sample (75.8%) likely results from the low quality 

of footage (Table 9). The drastically lower precision in the analogue trials (55.7%) can be 

explained by the increased false positives in that cohort, while digital trials had a high precision 

of 90% (Table 9). F1-Scores demonstrated a similar discrepancy with a much better 

performance of MA in the digital sample than the analogue sample (Table 9), as expected based 

on the high rates of false positives and negatives in the analogue sample (Table 7). 

The strict iteration demonstrated a similar performance of MA in the digital sample with a 

decrease in the number of false positives. Conversely, in the analogue sample, the strict 

iteration resulted in a drastic increase in false negatives and a decrease in false positives (Table 

11). This was clearly seen when comparing the false positive and false negative rates between 

the lenient iteration and the strict iteration, with fourfold decrease in false positives and a 75.2% 

rate of false negatives in the analogue sample (Table 11). The digital sample had a decrease of 

false positive rate to 0.3% with an increase in false negatives from 0% to a low value of 2.5% 

(Table 10). 

This shift in false positives and negatives is accompanied by a marginal increase in hit rate 

accuracy in both samples in the strict iteration (Table 12). The increased hit rate accuracy of 

the analogue sample, resulting from the increased number of correct exclusions matched, was 

still below acceptable (0.920, CI = 0.902 – 0.935) as it was not significantly higher than the 

NIR (Table 12). Interestingly, while the proportion of errors was equal in the digital sample, 

across the analogue sample, it shifted from even to heavily weighted towards false negatives 

in this iteration as indicated by the McNemar’s Test results (Table 12). Chance corrected 
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accuracy increased in the strict iteration of the digital sample (97.3%) and dramatically 

decreased in the analogue sample (33.1%) (Table 12). 

With the strict iteration a decrease in sensitivity was also seen across both samples. This was 

marginal in the digital cohort and much more drastic in the analogue samples, while both 

samples saw a slight increase in specificity (Table 13). Similarly, PPV increased in both 

samples and NPV decreased in both samples (Table 13). However, PPV for the analogue 

sample still remained at a moderate level, while NPV remained in a high range. This suggests 

that even in considerably suboptimal footage a strict iteration remains of high value in negative 

prediction.  

Detection rate for the digital sample remained in a similar range in the strict iteration, 

approaching 10% in dictating the high amount of true positive matches, while in the analogue 

sample the detection rate is halved in the strict iteration (Table 13), which corresponds with 

the much-increased rate of false negatives (Tables 10-11). Detection prevalence also decreased 

in both samples, expectedly with the decrease in what was considered matched by the analyst, 

however, it is important to note that the detection prevalence in the analogue sample was 

drastically lower.  

A decrease in balanced accuracy is also noted in the strict iteration across both samples (digital: 

98.6%, analogue: 0.618), with a greater decrease in the analogue sample (Table 14). Precision, 

however, appears to increase moderately from 0.900 to 0.975 in the digital CCTV sample and 

from 0.557 to 0.684 in the analogue CCTV sample, suggestive of a better categorisation system 

in the strict iteration. Lastly, the F1-Score increased minimally from 0.947 to 0.975 in the digital 

cohort and decreased notably (from 0.559 to 0.364) in the analogue sample, indicative of the 

overall poorer performance of MA in the analogue sample. 

1.4 Discussion 

Widespread installations of surveillance systems [5] have increased the amount of image-based 

data available to the judicial system [2]. Until recently, CCTV installations were primarily 

analogue cameras [25]. While a new shift towards higher quality IP cameras has begun in the 

last five or more years [27], the majority of evidence available to forensic analysts is still of 

low to medium quality [21], making it important to test the efficacy of facial ID methodologies, 

especially morphological analysis, across various image qualities. 
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In the current study, the outcomes of morphological analysis [44], was tested in a high quality 

and optimally captured IP CCTV sample as well as a low quality, monochrome and sub-

optimally captured analogue CCTV sample. This is the first study to test the accuracy of 

morphological analysis, and particularly the FISWG feature list, across different CCTV 

conditions. Morphological analysis (MA) has been found to be accurate and reliable in both 

photographic and CCTV recording data, with a better performance in more optimal high-

quality photographic data over CCTV data [18]. Expectedly, in the present study MA was seen 

to be highly effective at identifying faces in the digital sample, with accuracies ranging from 

94.2% (chance corrected) to 99% (hit rate and balanced accuracies) in the lenient iteration, and 

high levels of both intra- and inter-rater agreement (0.969 and 0.773 respectively). It also 

expectedly performed worse in the lower-quality analogue CCTV sample. Despite this lower 

performance, hit rate and balanced accuracies (91.8% and 75.8% respectively) in the analogue 

sample were high. These deceptively high accuracies were placed into perspective when a hit 

rate accuracy not statistically lower than the no information rate of the sample was found. This 

finding suggested an overall poor performance in the analogue sample that would not have 

been obvious by relying solely on hit rate accuracy. In fact, a low chance corrected accuracy 

of 51.4% and moderate to poor intra- and inter-rater agreement (0.529 and 0.378 respectively) 

were also found, indicating that chance corrected accuracy may be a much better indicator of 

true performance. 

These results suggest that image conditions and quality influence both the reliability and 

accuracy of facial comparison as a whole, and MA specifically. This warrants reconsideration 

on the use of poor condition and quality image data for forensic facial comparison, as its 

reliability is low and the accuracy not good enough for application in the judicial context. In 

addition, this low accuracy and low reliability in the analogue sample’s lenient iteration 

matches incorrectly resulted in both a high false positive rate (4.6%) and a considerably high 

false negative rate (43.8%), while in the digital sample few false positive outcomes (1.1%) 

resulted from the incorrect matches with no false negatives whatsoever. 

When adjusting the cut-off scale for match assignment through the strict iteration of the data 

analysis, the performance of MA in digital comparisons increased minimally (chance corrected 

accuracy (CCA): 97.3%), while in the analogue sample a drastic decrease in performance was 

seen (CCA: 33.1%). This was noted despite an increase in hit rate accuracy across both 

samples. In conjunction, within the analogue sample, false positives decreased to levels seen 

in the digital sample’s lenient iteration (1.2%), while false negatives almost doubled in 
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prevalence (75.2%). In the strict iteration of the digital sample, however, a decrease in false 

positive rate (0.3%) and some increase in false negatives resulted (2.5%). This suggested that 

in both good and low-quality images, a strict iteration mitigates the false positive rate at the 

cost of an increased false negative rate, with a much stronger effect experienced in the low-

quality image sample. It is also important to note that almost 100 facial comparisons were not 

possible at all due to the low-quality of the analogue footage. Effectively meaning that almost 

10% of the sample was impossible to analyse, which is quite worrisome. 

When compared to the outcomes of another study that tested the FISWG feature list, also using 

the Wits Face Database [18], the present study MA performed notably better (97.3%) in the 

digital CCTV recordings obtained at eye-level than in traditional standard CCTV recordings 

(82.6%) [18], and only marginally worse than the photograph only sample (99.1%) [18]. This 

further reinforces the exceptionally good performance of MA with the aid of a systematic facial 

feature list in optimal and high-quality images. However, based on the current study’s analogue 

CCTV results, when a low-quality sample is under consideration, MA underperforms, even 

with the use of a feature list. In addition, when compared to the present study, a study using a 

standard CCTV sample identified 26 truly inconclusive analyses [18], further demonstrating 

the discrepancy in quality and ability to effectively analyse poor quality CCTV recordings. 

 Other studies have also, as expected, found reduced accuracy under poor conditions [e.g. 

18,22,45]. The unsurprising inferior performance of MA in the analogue sample is, however, 

difficult to compare to results from other studies. This difficulty arises from only a handful 

studies investigating the efficacy of morphological analysis, as well as the many variations of 

the experimental approach used for facial identification [46,47] and inconsistent reporting [16]. 

The majority of studies in facial identification compare the ability of multiple independent 

observers to broadly identify or match individuals in images [e.g. 4,45]. Irrespective of whether 

they follow a specific methodological approach (such as MA with a specific feature list), many 

studies that report on facial identification performance in video recordings fail to describe the 

exact quality of the recordings or report only hit rate accuracies [e.g. 17,18]. Based on the 

current study’s results, it is clear that hit rates can actually be deceivingly high as they do not 

take chance into consideration. Qualitatively, the lowest quality recordings are used in a study 

by Lee et al. [19], where a hit rate of approximately 67% is reported, a hit rate lower than that 

identified in the present study even in the worst conditions. Other similar studies with slightly 

better quality video recordings, resulted in hit rate accuracies in similar ranges of 70 to 75% 

[17,45]. The hit rate presented for experts by Wilkinson and Evans [4], is the highest reported 
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from CCTV recordings (81%), with recordings of seemingly better quality than the analogue 

sample used in the present study. In the present study’s analogue sample, the comparative hit 

rate is much higher (91.8%), likely due to the make-up of the sample including a greater 

number of true negative than true positive matches. However, the balanced accuracy (corrected 

for specificity and sensitivity), both in the lenient (75.8%) and strict iterations (61.8%), was in 

similar ranges to those in other studies.  

When comparing false acceptance (false positive) and false rejection (false negative) rates, the 

present study had a much higher rate of false rejection in both lenient and strict iterations 

(43.8% and 75.2% respectively) in the poor-quality sample than what was reported by Lee and 

colleagues (10.5%) [19]. In addition, Lee et al., [19] reported a much higher false acceptance 

rate (22.4%), more than twice their false rejection rate. In better video quality conditions, 

Wilkinson and Evans [4] identified a lower false rejection rate (8%) and a higher false 

acceptance (17%) rate. The overall lower error rates seen in the digital sample is further 

reinforcing the better performance of MA in higher-quality images [48]. The rates reported by 

other studies are showing the opposite pattern than the results in the current study, where a 

higher false negative and lower false positive rate is seen. This pattern is in agreement with a 

study looking at feature-based facial comparison [18], where fewer false positives and more 

false negatives were identified across photographic and CCTV images. This likely indicates 

the benefit of using a feature list to aid the facial comparison process [49,50] which was not 

done in the first two studies [4,19]. Decreasing the false positive rates across any forensic 

practice method is crucial to prevent wrongful convictions [51] this was achieved by including 

a feature list and using a stricter iteration [18] of the level of agreement system [13]. 

The strict iteration surpassed the lenient iteration in the digital sample in most aspects, with the 

exception of negative predictive value (NPV) and sensitivity which in turn marginally 

decreased balanced accuracy. In the analogue sample, however, even though the false positive 

rate decreased, most other performance measures were negatively affected in the strict 

iteration. Despite this shift, hit rate remained high, as did NPV and specificity. This high 

specificity and NPV in the analogue sample might not necessarily represent the ability of MA 

to correctly exclude matches in a low-quality sample as it likely results from the composition 

of the sample overall. This is particularly important as these values can be misconstrued as 

positive and misinterpreted as of value despite the overall inadequate performance of MA in 

low-quality image data, as shown by the extremely low chance corrected accuracy. The drastic 
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decrease in detection prevalence (and detection rate) throughout the analogue sample, may be 

indicative of the decrease in confidence to assign matches that could result in a correct decision. 

The exceptional performance identified in the digital sample, is likely linked to the high amount 

of information available in the video recordings as well as the close correspondence of the 

conditions image capture, to those of the standard photograph capture. Better correspondence 

in view, and overall high-quality images, with minimal to no loss or distortion of information 

resulted in an excellent performance of MA in the digital CCTV sample. This suggests that 

images with the face being composed of 800 x 1000 pixels is close to ideal for facial 

comparison by MA with the aid of the FISWG feature list. One main concern attributable to 

the recordings of the digital video, is the small objective to face distance (800 mm), which is 

confirmed to cause perspective distortion of the edges of a 3D object and to be problematic 

when one-to-one comparisons of craniofacial anatomy is conducted in craniofacial 

superimposition [52]. Although facial comparison is different to craniofacial superimposition, 

the accurate presentation of facial features remains important and is still an important 

consideration, particularly at shorter distances [53]. At smaller objective to face distances (< 

1000 mm), such as with the distance of digital video capture, the distortion experienced by the 

images is notable [52]; however, the standardised photographic sample was captured at 1500 

mm, decreasing the distortion in the faces. Despite the high level of distortion and considering 

the qualitative nature of MA-based facial comparison with the lack of direct metric 

comparisons, this perspective distortion appeared to have limited to no effect in this sample. 

Furthermore, despite the occasional data loss experienced during recording due to intermittent 

network connectivity, no compression or any other artifacts were noted in the digital sample. 

When considering the subpar performance identified in the analogue CCTV sample, the most 

likely attributable reason is the poor overall quality of the images extracted from the recordings. 

The faces shown in these images were particularly small (18 x 26 pixels) and well below the 

level of detail expected to be able to perform detailed facial comparisons [22]. The detail loss 

resulting in the face being composed of such few pixels can occur due to the limited resolution 

of the camera recording at a great distance [20]. The analogue camera used in the current study, 

recorded the individuals at approximately 2900 mm, which on the native resolution of 976 x 

494 resulted in the very small representation of the face. Pixelation of the face to this degree 

due to low resolution recordings has been investigated in a single previous study only [20]. 

This study identified a sharp accuracy decrease in samples where images were pixelated, 

decreasing between 60% and 66%, to as low as 48% in their lowest resolution sample, while 
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their high-resolution sample had an 85 to 90% accuracy [20]. Interestingly, Bindemann et al. 

[20] also investigated the effect of decreasing the size of the pixelated images during the facial 

comparison process and found that a 75% reduction of the image size resulted in the optimum 

viewing conditions to attenuate the effect of pixelation and increase accuracy by 12 to 13%. In 

the present study, the images were viewed at their largest possible size to match the size of the 

standardised photographs as is common practice for forensic investigations [13], which may 

have further affected the accuracy of the sample in this study. This attenuating effect of 

decreasing the size of low-resolution images could likely have implications not only for the 

process of facial comparison, but also in consideration of court chart presentations. When a 

facial analysis expert presents their testimony in the South African legal system, they display 

a court chart similar in organisation to Figures 1 and 2 to explain their findings to the court 

[13]. A chart including low-resolution, pixelated images presented with enlarged images on a 

large screen may have a damaging effect on their testimony as the court may have greater 

difficulty than an expert in seeing the similarity or dissimilarities highlighted. 

Positioning of the camera at an angle of incidence greater than 15° can limit the visibility of 

facial details [54]. However, in the present study’s digital sample no angle of incidence was 

present as it was approximately at the same height as the participants faces. This positioning in 

conjunction with the higher quality images, may have contributed the better and more reliable 

performance of MA in the digital sample (97.3%) than in the suboptimal CCTV sample of 

chapter 3 (82.6%), which had an angle of incidence of 27°. In contrast, the analogue sample 

had an angle of incidence of 22°, which is greater than recommended. However, it was difficult 

to qualitatively determine the extent of the effect that this may have incurred in the analysis 

process as it is unclear from the image comparisons how much of the features that were 

obscured, may have been due to positioning of the camera or simply from the poor resolution 

(Figure 2). These findings reiterate the importance of using both high-quality and good 

condition recordings when conducting facial comparisons. 

An additional factor intentionally introduced in the present study was monochrome images. 

The analogue sample severely underperformed, likely due to both low-quality and suboptimal 

conditions, however, it also included monochrome images. Colour is an intrinsic feature of 

vision and is considered to play a role in complex scene interpretation [55]. Even though many 

studies that investigate the effectiveness of facial comparison on CCTV recordings appear to 

make use of monochrome data [e.g. 17,18], none discuss lack of colour as a confounding 

feature in the analysis process. Psychology studies have found that presence of colour in images 
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can aid in detecting a face [56] and contributes to facilitating human face recognition [55], even 

when an image is degraded [55,56]. In the current study, the many confounding factors 

decreasing the performance of the analogue sample, make it difficult to isolate colour as a 

factor. However, when considering FISWG facial feature list, the first facial component is 

colour. As such, the inability to compare colour information is likely contributing to the 

decrease accuracy of MA’s performance in the analogue sample. Interestingly, in the digital 

sample, where colour information was available, it often had to be disregarded as the lighting 

differences between the recordings and the database photographs consistently made the skin 

hue and tone appear different. Further studies comparing the contribution of colour in facial 

identification are required to truly gauge the extent of information lost in monochrome images. 

1.5 Conclusion 

This has been the first study to demonstrate the effects of different CCTV recordings of high 

and low-quality when using the FISWG feature list for facial comparison. In a high-quality and 

optimal IP CCTV sample, exceptional accuracies were identified with a high level of reliability 

and minimal false positive rates and low false negative rates, indicating outstanding 

performance in good conditions. Under poor-quality and suboptimal analogue CCTV 

conditions, morphological analysis failed to confidently match and exclude individuals 

correctly. This was attributed primarily to the low-resolution footage as other studies 

comparing face matching also found subpar performances under particularly low-quality 

images [19,20], as expected. Based on these observations, the authors strongly advocate against 

the use of MA in particularly poor-quality CCTV data, as it overall dramatically 

underperformed and despite a relatively low false positive rate, it retained a very high error 

rate with poor reliability. It is also recommended that under circumstances where the only 

recordings available are comparable to the low-quality analogue footage of this study, the still 

images extracted should be resized to a dimension that may attenuate the effect of the poor 

quality. However, identifying this size threshold would require further testing with footage 

from different quality cameras and at different image sizes. 

Despite a sub-standard performance and high error rates seen in the analogue sample, hit rates 

appeared deceptively good, likely due to the sample distribution including a much larger 

number of true negative matches possible. As such, these results highlight the importance of 

using chance corrected accuracies and not relying on absolute hit rates as they can appear 
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deceptively better. Thorough consideration of sample composition used in such studies should 

also be undertaken to reduce the appearance of falsely promising results. 

Further studies are required to identify a threshold of quality that can be considered adequate 

for forensic facial comparison, to confirm accurate and reliable results. In addition, detailed 

research investigating the various conditions of CCTV recording capture, including the angle 

of incidence, absence of colour, and lighting conditions is required to qualify the actual effect 

each of these factors have on facial comparison. 

Tables 

Table 3. Face pool trials by analysis: cohort subsample breakdown. Test trials were single 

normal trials including one target and nine foils and one correct match, No-match trials 

included one target opposite ten foil images. Repeat trials were only used for intra-observer 

analysis, Analysis trials include all trials that were statistically analysed for the majority of the 

study excluding the repeat trials.  

Analysis Cohort Test 

Trials 

No-

match 

Trials 

Repeat 

Trials 

Analysis 

Trials 

Total 

trials 

Digital CCTV to ST 

photographs 

81 6 8 87 95 

Analogue CCTV to ST 

photographs 

114 8 8 122 130 

ST = standard, CCTV = Closed Circuit Tele-Vision. 

 

Table 4. Facial pose distribution throughout face pool sample. 

Analysis Cohort Anterior 

View 

Left 45° 

View 

Left 

Lateral 

View 

Right 

45° View 

Right 

Lateral 

View 

Total 

Trials 

Digital CCTV to ST 

photographs 

14 21 16 19 17 87 

Analogue CCTV to ST 

photographs 

23 25 24 26 24 122 

ST = standard, CCTV = Closed Circuit Tele-Vision 
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Table 3: Contingency table reference for confusion matrix of positive and negative 

matches (adapted from Kuhn [42]). Formulae employed on each subset of analysis to 

compare predictive quality of analyses rely on this contingency table. 

 True face match True face exclusion 

Matched by analyst True Positive (TP) False Positive (FP) 

Excluded by analyst False Negative (FN) True Negative (TN) 

 

Table 4: Equation list for statistical analysis based on the Caret R package [41,42].  

Statistic Equation 

Sensitivity 

(Recall) 

𝑇𝑃

(𝑇𝑃 + 𝐹𝑁)
 

Specificity 
𝑇𝑁

(𝐹𝑃 + 𝑇𝑁)
 

Prevalence 
(𝑇𝑃 + 𝐹𝑁)

(𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁 + 𝑇𝑁)
 

Positive 

Predictive 

Value 

(Precision) 

(𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦 × 𝑃𝑟𝑒𝑣𝑎𝑙𝑒𝑛𝑐𝑒)

{(𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦 × 𝑃𝑟𝑒𝑣𝑎𝑙𝑒𝑛𝑐𝑒) + [(1 − 𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦) × (1 − 𝑃𝑟𝑒𝑣𝑎𝑙𝑒𝑛𝑐𝑒)]}
 

Negative 

Predictive 

Value 

[𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦 × (1 − 𝑃𝑟𝑒𝑣𝑎𝑙𝑒𝑛𝑐𝑒)]

{[1 − 𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦) × 𝑃𝑟𝑒𝑣𝑎𝑙𝑒𝑛𝑐𝑒] + [𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦 × (1 − 𝑃𝑟𝑒𝑣𝑎𝑙𝑒𝑛𝑐𝑒)]}
 

Detection 

Rate 
 

𝑇𝑃

(𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁 + 𝑇𝑁)
 

Detection 

Prevalence 

(𝑇𝑃 + 𝐹𝑃)

(𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁 + 𝑇𝑁)
 

Balanced 

Accuracy 
 
(𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦 + 𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦)

2
 

F1-Score 
(1 + 𝛽2) × 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦

(𝛽2 × 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛) + 𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦
 

TP = true positive; FP = false positive; TN = true negative; FN = false negative  

Table 5: Tabulation of intra- and inter-observer agreements across cohorts of analysis. 

 Intra-observer 

agreement 

p-value Inter-observer 

agreement 

p-value 

Digital CCTV to ST 

photographs 

0.969 < 0.001 0.773 < 0.001 
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Analogue CCTV to ST 

photographs 

0.529 < 0.001 0.378 < 0.001 

 

Table 6: Contingency table reference for confusion matrix of the lenient iteration of the 

Digital CCTV cohort. Analysed sample is contrasted to the ideal perfect matches and 

exclusions for direct comparison of performance of the facial comparisons.  

 
Actual face 

match 

Actual face 

exclusion 

 Actual face 

match 

Actual face 

exclusion 

Matched by 

analyst 

TP = 81 

(TPR= 100%) 

FP = 9 

(FPR= 1.1%) 

Ideal perfect 

match 
TP = 81 FP = 0 

Excluded 

by analyst 

FN = 0 

(FNR = 0%) 

TN = 780 

(TNR= 98.9%) 

Ideal perfect 

exclusions 
FN = 0 TN = 789 

TP = true positive; FP = false positive; TN = true negative; FN = false negative; TPR = true positive 

rate; FPR = false positive rate; FNR = false negative rate; TNR = true negative rate. 

Table 7: Contingency table reference for confusion matrix of the lenient iteration of the 

Analogue CCTV cohort analysed. Analysed sample is contrasted to the ideal perfect matches 

and exclusions for direct comparison of performance of the facial comparisons.  

 
Actual face 

match 

Actual face 

exclusion 

 Actual face 

match 

Actual face 

exclusion 

Matched by 

analyst 

TP = 59 

(TPR= 56.2%) 
 

FP = 47 

(FPR= 4.6%) 

Ideal perfect 

match 
TP = 105 FP = 0 

Excluded by 

analyst 

FN = 46 

(FNR= 43.8%) 

TN = 979 

(TNR= 95.4%) 

Ideal perfect 

exclusions 
FN = 0 TN = 1026 

TP = true positive; FP = false positive; TN = true negative; FN = false negative; TPR = true positive 

rate; FPR = false positive rate; FNR = false negative rate; TNR = true negative rate. 

Table 8: Confusion matrix function results and chance corrected accuracies across 

cohorts of analysis. 

 Digital CCTV Analogue CCTV 

Hit rate accuracy  0.990 0.918 

95% confidence interval 0.981 - 0.995 0.900 - 0.933 

No information rate (NIR) 0.907 0.907 

P-Value (Acc>NIR) < 0.001 0.118 

McNemar's Test P-Value 0.008 1.000 

Chance Corrected Accuracy (CCA) 94.2% 51.4% 
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P-value (for CCA) < 0.001 < 0.001 

 

Table 9: Tabulation of all predictive quality values calculated across cohorts of analyses. 

 Digital CCTV Analogue CCTV 

Sensitivity (Recall) 1.000 0.562 

Specificity 0.989 0.954 

Prevalence 0.093 0.093 

Positive predictive value (PPV) 0.900 0.557 

Negative predictive value (NPV) 1.000 0.955 

Detection Rate (DR) 0.093 0.052 

Detection Prevalence (DP) 0.104 0.094 

Balanced Accuracy 0.994 
 

0.758 

F1-Score 0.947 0.559 

 

Table 10: Contingency table reference for confusion matrix of the strict iteration of the 

Digital CCTV cohort. Analysed sample is contrasted to the ideal perfect matches and 

exclusions for direct comparison of performance of the facial comparisons. 

 
Actual face 

match 

Actual face 

exclusion 

 Actual face 

match 

Actual face 

exclusion 

Matched by 

analyst 

TP = 79 

(TPR = 97.5%) 

FP = 2 

(FPR = 0.3%) 

Ideal perfect 

match 
TP = 81 FP = 0 

Excluded 

by analyst 

FN = 2 

(FNR = 2.5%) 

TN = 787 

(TNR = 99.7%) 
 

Ideal perfect 

exclusions 
FN = 0 TN = 789 

TP = true positive; FP = false positive; TN = true negative; FN = false negative; TPR = true positive 

rate; FPR = false positive rate; FNR = false negative rate; TNR = true negative rate. 

 

Table 11: Contingency table reference for confusion matrix of the strict iteration of the 

Analogue CCTV cohort analysed. Analysed sample is contrasted to the ideal perfect matches 

and exclusions for direct comparison of performance of the facial comparisons. 

 
Actual face 

match 

Actual face 

exclusion 

 Actual face 

match 

Actual face 

exclusion 

Matched by 

analyst 

TP = 26 

(TPR = 24.8%) 

FP = 12 

(FPR = 1.2%) 

Ideal perfect 

match 
TP = 105 FP = 0 
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Excluded 

by analyst 

FN = 79 

(FNR = 75.2%) 

TN = 1014 

(TNR = 98.8%) 

Ideal perfect 

exclusions 
FN = 0 TN = 1026 

TP = true positive; FP = false positive; TN = true negative; FN = false negative; TPR = true positive 

rate; FPR = false positive rate; FNR = false negative rate; TNR = true negative rate. 

Table 12: Confusion matrix function results across the strict iteration of each cohort of 

analysis. 

 Digital CCTV Analogue CCTV 

Hit rate accuracy  0.995 0.920 

95% confidence interval 0.988 – 0.999 0.902 - 0.935 

No information rate (NIR) 0.907 0.907 

P-Value (Acc>NIR) < 0.001 0.081 

McNemar's Test P-Value 1.000 < 0.001 

Chance Corrected Accuracy (CCA) 97.3% 33.1% 

P-value (for CCA) < 0.001 < 0.001 

 

Table 13: Tabulation of the predictive quality values calculated across the strict iteration 

of each cohort of analysis. 

 Digital CCTV Analogue CCTV 

Sensitivity (Recall) 0.975 0.248 

Specificity 0.998 0.988 

Prevalence 0.093 0.093 

Positive predictive value (PPV) 0.975 0.684 

Negative predictive value (NPV) 0.998 0.928 

Detection Rate (DR) 0.091 0.023 

Detection Prevalence (DP) 0.093 0.034 

Balanced Accuracy 0.986 
 

0.618 

F1-Score 0.975 0.364 
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Figures 

 

Figure 1: Facial comparison analysis example from the Digital CCTV sample. A target 

image from CCTV was placed next to each possible match based on possible positive matching 

during holistic analysis. Standardised (ST) photograph (right) was compared to the target 

image from the Digital CCTV recordings (left), using the FISWG facial component list [35]. 

Similar (blue) and dissimilar (red) facial components were highlighted by specific facial 

component number from the FISWG list. 
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Figure 2: Facial comparison analysis example from the analogue CCTV sample. A target 

image from CCTV or wildtype (WT) photographs was placed next to each possible match 

based on possible positive matching during holistic analysis. Standardised (ST) photograph 

(right) was compared to the target image from the analogue CCTV recordings (left), using the 

FISWG facial component list [35]. Similar (blue) and dissimilar (red) facial components were 

highlighted by specific facial component number from the FISWG list. 
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Figure 3: Bar graphs of the facial comparison outcomes under a lenient (A) and strict (B) 

iteration within the Digital CCTV to photograph cohort by trial. TP = true positive; FP = 

false positive; TN = true negative; FN = false negative; IA = inconclusive analysis. 
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Figure 4: Bar graphs of the facial comparison outcomes under a lenient (A) and strict 

(B) iteration within the Analogue CCTV to photograph cohort by trial. TP = true 

positive; FP = false positive; TN = true negative; FN = false negative; IA = inconclusive 

analysis. 
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ABSTRACT 

Disguises are commonly used to mask a person’s facial appearance in areas under closed-

circuit television (CCTV) surveillance. While many studies attempted to understand the effects 

of disguises, such as hats and glasses, on facial recognition, limited studies have looked at 

disguises in forensic facial comparison. The aim of this study was to compare the outcomes of 

forensic facial comparison by morphological analysis (MA) in a CCTV sample with sunglasses 

and brimmed caps. The sample was obtained from the Wits Face Database and organised into 

81 face pools of one target facial image wearing a disguise (cap or sunglasses) and 10 potential 

matching images. MA was conducted across face pools and confusion matrices were used to 

assess the outcomes. Surprisingly, sunglasses had limited effect on MA performance both in 

accuracy (90.4%) and reliability (κ = 0.798) while caps markedly decreased both accuracy 

(68.1%) and reliability (κ = 0.639). Error rates were associated primarily with false negatives 

in both samples (caps: 42.4%; sunglasses: 16.1%) despite the sample distribution favouring 

false positive errors, which were very low (caps: 0.6%; sunglasses: 0%). Similarly to other 

studies, hats and caps were more harmful to correct identification when compared to 

sunglasses, which actually resulted in better accuracy than regular CCTV recordings. The 
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effect of brimmed caps on accuracy was attributed to the overall loss of facial information 

caused. On training analysts, it may be helpful to instruct purposefully avoiding overreliance 

on easily disguised facial features, as other regions of the face also contain substantial feature 

information. 

KEYWORDS: forensic facial comparison, morphological analysis, CCTV, caps, glasses, 

disguise, facial identification 

HIGHLIGHTS 

• The effects of facial disguises are understudied in forensic facial comparison. 

• This is the first study to test morphological analysis on disguised faces in a CCTV 

setting. 

• Brimmed caps were found to hide more facial information than sunglasses and 

decrease accuracy most. 

• Sunglasses were found to have minimal effects on feature-based facial comparison.  



M a n u s c r i p t  4 :  E f f e c t  o f  D i s g u i s e s  o n  F a c i a l  C o m p a r i s o n  | 123 

Introduction 

Closed-circuit television (CCTV) surveillance is common in both public and private areas (1–

3). CCTV recordings and images extracted from these recordings are often used for facial 

identification purposes (4), particularly in criminal proceedings. Unfamiliar face identification 

is widely considered a complex task (5–7), with experts performing relatively better than the 

general public (8). As a result, many prosecutors rely on expert assessments and testimony for 

facial comparison cases (9,10). 

Despite the many studies investigating human cognitive ability to correctly identify 

individuals’ facial images (e.g. 11–14), few take into consideration external confounding 

factors such as disguises (14–17). It has long been accepted that various forms of disguises 

hamper the ability to identify faces (18), despite the occasional inconsistent findings of their 

effects on identification (19). Disguises, in the form of sunglasses and hats, are often worn by 

criminals and are widely considered effective in obscuring facial appearance and maintaining 

anonymity (10,20). However, these effects are relatively disregarded in facial comparison 

research and have not been investigated extensively in forensic facial comparison. 

Eyeglasses or sunglasses and hats or caps are some of the most commonly used disguises 

affecting facial recognition and identification (e.g. 15,21,22). The majority of studies 

investigating disguises, do so in relation to some form of facial memory, often in the context 

of eyewitness identification (e.g. 19,23,24), hence looking at faces with a level of familiarity. 

In a setting where CCTV evidence is analysed by a facial comparison expert, faces are 

predominantly unfamiliar to the analyst performing the comparison, which relies on a different 

cognitive approach (12,25). In fact, many studies suggest that when attempting familiar face 

recognition, priority is given to internal facial features, such as the eyes and nose, as opposed 

to peripheral features, such as face contour shape and ear morphology (25,26). Others have 

suggested that familiar faces are recognised based on an average of the variations in their 

appearance (27), with further postulation that familiarisation creates an understanding of the 

truly invariable features of each face (28). Nonetheless, understanding which facial features 

are prioritised in unfamiliar face recognition is particularly relevant when disguises are 

involved, as it means that a further limitation on available features for facial comparison is 

imposed. 

When conducting facial comparison, a systematic approach is recommended, particularly with 

the use of a facial feature list as it has been shown to improve accuracy (29–32). Facial 
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comparison in the forensic context is usually conducted under the recommendations proposed 

by the Facial Identification Scientific Working Group (FISWG), which has established policies 

and guidelines for practice and research in facial identification and facial recognition (33). 

According to FISWG (31) and research in the field of facial identification (e.g. 8,10,34,35), the 

recommended method for forensic facial comparison is considered to be morphological 

analysis with the aid of feature lists or instructions (29,30,36). The most recent and extensive 

feature list developed for this purpose was put forward by FISWG in 2018 (37). This feature 

list includes detailed descriptors regarding each individual anatomical facial feature to provide 

a thorough guide during analysis. This FISWG feature list has recently been tested and was 

found reliable in both photographic and CCTV derived images of relatively good quality (32). 

Although multiple studies have looked at disguises in general face recognition (e.g. 14–17), to 

date, feature list based facial comparison has not been tested in the context of disguised faces 

and it has been recommended that further research is required in suboptimal conditions (38). 

Conducting thorough testing of methodologies is particularly relevant in the field of facial 

comparisons as its admissibility has been questioned due to lack of testing and validation (39). 

The aim of this study was, hence, to test the effectiveness of facial comparison by 

morphological analysis using the most extensive available feature list (37) in CCTV footage 

with individuals wearing face obscuring accessories, namely brimmed caps and sunglasses. 

The study hypothesised that both caps and sunglasses would negatively impact the ability to 

identify faces using morphological analysis. 

 

Materials and Methods 

This study made use of standardised (ST) photographs and CCTV recordings originating from 

the Wits Face Database (40,41). See Bacci et al. (41) for further details on database 

composition, design and image data acquisition. Still images from the recordings and 

standardised photographs were used to compile face pools from a total of 86 consenting, known 

individual, young male adults of black South African descent. From this database, face pools 

were composed which included one still target image and 10 prospective matches/foils from 

the ST photographs. Of the 10 prospective matches, nine were incorrect matches in most of the 

face pools; however, a few face pools included 10 incorrect prospective matches so that the 

analyst did not feel obliged / subjectively pressurized to make a match in every analysis (Table 

1). These face pools were compiled by someone other than the primary analyst to ensure 
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blinding during analysis. Across all face pools, the maximum number of repetitions of an image 

permitted was 15, in order to prevent the analyst from over familiarisation with the participants’ 

faces.  

The target images were extracted from a pre-installed CCTV Internet Protocol (IP) camera 

(HikVision, model: DS-2CD2142FWD-I, 4-megapixel) with an approximate objective to face 

distance of 3030 mm and at an approximate 27° angle of incidence. Wits Face Database CCTV 

recordings were captured over approximately 30 seconds with participants standing at ease, 

facing straight ahead, with a neutral expression across five facial views (anterior, left 45°, left 

lateral, right 45° and right lateral) for approximately five seconds in each view (41). A facial 

image was extracted from each of these five views recorded for each participant. Participants 

included in the subset of the database utilised for this study were recorded wearing a disguise, 

either in the form of sunglasses (Glasses CCTV) or a brimmed cap (Cap CCTV) (FIG. 1 and 

FIG. 2). No figures of database participants are allowed to be published due to ethical 

restrictions, as such, images included for visualisation purposes originate from the freely 

available sample of the Wits Face Database (https://hdl.handle.net/10539/29924) (40,41). The 

cap and sunglasses used were identical in all cases to prevent creating additional variation in 

the footage. ST photographs were obtained from a Canon 1300D 18MP DSLR camera (18-55 

mm DC Canon lens) at an image resolution of 3456 x 4320 pixels at 300 dpi, while at an 

objective to face distance of 1500 mm (41). The participants’ clothing and the background were 

obscured by a black cloth and no disguise items were included in the standardised photos. Both 

still images and ST photographs were cropped at a 4:5 aspect ratio with the face centred in 

each, resulting in an approximate CCTV still image resolution of 368 x 460 pixels at 96 dpi 

(41). The ST photographs were captured at the same five facial views indicated above for the 

CCTV images but at an angle of incidence of approximately 0° (41).  These images were meant 

to represent realistic conditions of CCTV data capture and images captured with a good quality 

photographic camera for comparison (41). The CCTV recordings were directly extracted from 

a pre-existing security system installation and the photographs were obtained from a low- to 

mid-range camera akin to what police forces would use. 

The face pools were used for test trials, analysis trials, repeat trials and no-match trials 

(Table1). Test trials were single normal trials including one target and nine foils and one correct 

match. No-match trials included one target and ten foil images. Repeat trials were only used 

for intra-observer analysis. Analysis trials included all trials that were statistically assessed for 

the majority of the study excluding the repeat trials. For inter-observer testing a total of 10 

https://hdl.handle.net/10539/29924
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analysis trials (5 with caps and 5 with sunglasses) were analysed by a forensic facial 

comparison expert and compared to the principal analyst’s comparisons. Repeat trials were 

distributed evenly throughout each cohort to prevent familiarisation during facial comparison, 

while being separated by at least 10 trials from one another in the entire analysis face pool 

group and analysed over different days. In addition to this trial distribution, a relatively even 

distribution of views was compiled in the face pools to allow a varied distribution of facial 

features (Table 2) to be compared. Although it can be argued that the selection of a specific 

facial view would be preferable to permit a more consistent analysis, it would also pose a bias 

towards specific facial features clearly identifiable in the selected facial view during analysis. 

It was therefore decided to use a variety of facial views. 

Analysis of the face pools was conducted following the FISWG guidelines on facial 

comparison methods (31), as also described in Bacci et al. (32). No part of this process was 

automated as the morphological analysis process is entirely human observer-based. This 

process included an initial holistic review of the target image contrasted to each possible match 

in a face pool to eliminate clear mismatches, followed by more detailed morphological analysis 

with all potential matches identified in the holistic review phase. This analysis process was not 

carefully timed; however, each face pool analysis procedure required between one to two hours 

to analyse. Particularly obvious mismatches were usually discarded in less than five seconds 

and any potential matches fully analysed in the timeframe of one to two hours, depending on 

the number of possible matches identified within a specific pool. Most face pools included at 

least one possible match (n = 41), a few included two possible matches (n = 27), and only a 

handful included three or more matches (n = 9) and fewer included no possible matches at all 

(n = 8). The outcomes included a prospective possible match, not a match or no analysis 

possible. All comparisons considered prospective possible matches were evaluated in detail 

using morphological analysis following the FISWG facial comparison feature list for 

morphological analysis summarised in Table 3. Morphological analysis follows an analysis, 

comparison, evaluation, and verification (ACE-V) methodology (31), which is traditionally 

employed in various forensic practices to ensure a systematic, staged process is followed (42). 

Facial comparisons by morphological analysis were conducted by comparing the target and ST 

images adjacent to one another in Microsoft PowerPoint (365, v. 16), following their 

adjustment to the same rotation and size without altering the aspect ratio or other intrinsic 

properties of the images (e.g. brightness, contrast etc.) (FIG. 1 and FIG. 2). See Bacci et al. 

(32) for more detail. Facial features were then compared individually, and corresponding 
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features were highlighted using their numerical allocation from the FISWG feature list. A final 

decision was then made for each of the facial comparisons by using an adapted version of the 

classifications and definitions employed by the South African Police Service (43). Once final 

decisions were made based on these classifications, the scores representing a strong positive 

conclusion (1) and an inconclusive conclusion with a level of morphological similarity (2) were 

considered a match, while inconclusive with some holistic similarity (3) and negative (4) 

conclusions were considered not a match. Any analyses that could not be performed with any 

level of confidence were considered inconclusive (5) and excluded from further analysis. These 

scores were then compared to the true match-up of the face pools to calculate the overall hit 

rate for each cohort of analysis. These outcomes were categorised as true positive (TP), a false 

positive (FP), a false negative (FN), a true negative (TN), or an inconclusive analysis (IA) 

based on their correspondence with the true match-up. 

Statistical analyses were conducted in R Studio (version 3.6.3) (44) using the Caret and the irr 

R packages (45–47). Initial match-up hit rate calculation was done during data management 

using Microsoft Excel (365, v. 16) and chance mitigation was performed via Cohen’s kappa to 

determine chance corrected accuracy of morphological analysis in each cohort. A kappa value 

greater than 0.80 (48) was considered agreeable for a specific cohort. Intra-observer agreement 

was also tested using weighted Cohen’s kappa within each match-up decision of the repeat 

trials. Based on the individual comparison hit rates, a contingency table was compiled for each 

cohort of analysis (Table 4). 

Based on this contingency table, the confusion matrix function from the Caret package was 

used to calculate a series of measures of the predictive power of the analysis (Table 5). A raw 

overall accuracy is calculated by dividing the total correct scores over the total sample, with a 

95% confidence interval. The raw accuracy was then compared to the No Information Rate 

(NIR), defined as the largest fraction of the observed outcomes (46) from which a p-value was 

calculated, to verify whether the raw hit rate accuracy was statistically above than the NIR 

(47). The ratio of error types (false positives vs false negatives) within a specific cohort was 

determined by conducting a McNemar’s test, where p-value lower than α = 0.05 indicated a 

difference in this proportion of errors (49), with errors skewing towards false positive or false 

negative types. 

The equations used to calculate the predictive efficacy of morphological analysis within each 

cohort were from the Caret R package (46,47) and are described in Table 5 and the full 

equations are available as supplementary information. These analyses were conducted at two 



M a n u s c r i p t  4 :  E f f e c t  o f  D i s g u i s e s  o n  F a c i a l  C o m p a r i s o n  | 128 

different thresholds to compare the performance of morphological analysis within a lenient and 

a strict iteration. Within the lenient iteration, comparisons scored as both positive matches and 

possible matches based on holistic resemblance (scores of 1 and 2) were assigned as matches, 

while inconclusive analyses with some holistic similarity and no match (scores of 3 and 4) 

were assigned as not matching. In the strict iteration, only a clear positive match (score of 1) 

was considered as matching, while the more inconclusive or possible matches were grouped 

with the “no match” group (scores of 2, 3 and 4). This variation in threshold of acceptance of 

a match was intended to allow for only the highest level of confidence-based matches to be 

considered as truly positive, in an attempt at reducing false positive errors. 

 

Results 

Intra-observer reliability fluctuated between the two sample (caps and sunglasses) cohorts, with 

an almost perfect agreement in the sunglasses CCTV cohort (κ = 0.798; p < 0.001) and a lower 

yet still substantial agreement in the cap CCTV cohort (κ = 0.639; p < 0.001). Inter-observer 

agreement was found to be substantial in the sunglasses group of analysis (κ = 0.702; p < 0.001) 

and moderate for the brimmed caps group (κ = 0.557; p < 0.001). The individual outcomes for 

each face pool, with the exclusion of the repeat face pools used for intra-observer agreement 

testing, are shown for both Cap CCTV (FIG. 3) and Sunglasses CCTV (FIG. 4). From the 

sunglasses cohort, all facial comparisons were included in the analysis as none were found to 

be not scorable, while in the cap cohort a total of eight comparisons from one trial were 

classified as inconclusive / unscorable and excluded. In the target image of these comparisons 

the cap obscured enough facial detail to make facial comparison impossible. 

The confusion matrices indicated a notably stronger performance of morphological analysis in 

the sunglasses CCTV cohort as opposed to the cap cohort (Tables 6 and 7). Hit rate accuracy 

(HA) was similarly high for both the cap (0.917, CI = 0.884 - 0.943) and sunglasses (0.979, CI 

= 0.958 - 0.992) cohorts; however, this accuracy was not significantly higher than the NIR for 

the cap cohort (Table 8). This result suggests that morphological analysis might not be 

particularly effective in CCTV recordings with brimmed caps. With regard to proportion of 

errors, cap CCTV appeared to have a similar distribution of error rates (false positive and false 

negative errors) (McNemar p-value = 0.018), while in sunglasses errors were more skewed 

towards false positives in raw numbers, despite the overall lower false positive rate (FPR) 

(1.9%) (Table 6). The FPR was lower in comparison to the false negative rate (FNR) in the 
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sunglasses cohort (3.2%) and the FPR for the cap cohort (6.7%), which is indicative of an 

overall better quality of matching in the sunglasses sample. Due to sample composition there 

is a greater potential for false positive outcomes, which is seen in the raw higher number of FP 

over FN outcomes (Tables 6 and 7). Despite this the FNR was consistently higher than the FPR 

across both samples. 

Balanced accuracies (BA) for both cohorts were high, with the sunglasses sample (97.4%) 

affecting MA less than the cap sample (84.5%) (Table 8), suggesting a slightly better accuracy 

in the sunglasses CCTV when considering sensitivity and specificity of the two samples. 

However, the chance corrected accuracy (CCA) for the sunglasses cohort (88.4%) was notably 

higher than the cap cohort (58.0%) and above the acceptable threshold of 0.80 (48). This, in 

turn, highlights the concerningly stronger effect of caps on MA accuracy.  This reduced 

accuracy is further highlighted by the markedly lower sensitivity within the cap sample (0.758) 

over the sunglasses sample (0.968), despite the identical prevalence score (0.091) (Table 9). 

As a result, the positive predictive value (PPV) of MA in the cap cohort was also severely 

reduced (0.532) compared to the sunglasses sample (0.833) (Table 9). The specificity (0.758) 

and negative predictive value (NPV) (0.975) were only minimally lower in the cap sample. 

This was unexpected when considering the overall poorer outcome of MA in the cap sample. 

The relatively high specificity and NPV metrics could also result from the sample composition 

allowing for a greater margin of error for true negative outcomes, mitigating the effect of the 

suboptimal sample for these statistics. However, the detection prevalence (DP) was higher in 

the cap cohort (0.130 vs 0.106), despite the lower detection rate (DR) (0.069 vs 0.088), which 

illustrates the higher likelihood of an incorrect match being assigned under less ideal conditions 

(Table 9). This pattern becomes obvious with the F1-Score of the sunglasses sample being 

notably higher (0.896) than in the cap cohort (0.625) (Table 9), suggesting that even when 

taking into consideration false positive and false negative outcome distribution across both 

samples, MA performed notably better in the sunglasses sample. Overall, the clear negative 

impact of a brimmed cap is shown by these results of the lenient iteration of the analysis. 

In the strict iteration of the statistical analysis similar results were seen, however, a small 

increase in performance across both samples was noted. This better performance was 

particularly noticeable in the cap cohort, despite the overall decrease in the raw true positive 

matches (Tables 10 and 11). The most notable change, however, was the drastic decrease of 

false positive matches, as evidenced by the decrease in FPR for both cap (from 6.7% to 0.6%) 

and sunglasses (from 1.9% to 0%) samples (Table 10 and 11). This shift was identified in 
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conjunction with an increase in FNR in both cap (from 24.2% to 42.4%) and sunglasses (from 

3.2% to 16.3%) cohorts. HA was higher in this iteration across both the cap (0.956, CI = 0.929 

– 0.975) and sunglasses (0.985, CI = 0.966 - 0.995) sample, bringing both samples’ accuracy 

at a significantly greater value than the NIR for both cohorts (Table 12). This confirmation of 

the HA being greater than the NIR is indicative of the strict iteration performing better in 

images with a greater extent of facial feature obstruction that the brimmed caps cause. The 

increase in HA is also noted in conjunction with an increase in CCA for both cap (from 58.0% 

to 68.1%) and sunglasses (from 88.4% to 90.4%) sample (Table 13), further reinforcing the 

better performance of the strict iteration in both samples. Despite this increase, the CCA for 

the cap cohort remained below the target value of 0.80 (48), expectedly as only few over half 

of the actual matches were scored correctly (Table 10). 

However, when balanced accuracy is considered, a decrease is seen in performance of the 

strict iteration in both cap (from 0.845 to 0.785) and sunglasses samples (from 0.974 to 0.919) 

when compared to the lenient iteration. This decrease is likely an outcome of the greater 

amount of false negative outcomes assigned in the strict iteration, as demonstrated by the 

drastic decrease in sensitivity in cap (from 0.758 to 0.567) and sunglasses (from 0.968 to 0.839) 

samples alike (Table 13). In contrast, specificity notable increased in both samples (cap: from 

0.933 to 0.994 and sunglasses: from 0.980 to 1.000). Despite this difference in specificity and 

sensitivity, McNemar’s tests demonstrated that error proportions remained similarly 

distributed in the cap cohort (p-value = 0.005). In the sunglasses sample a notable tendency 

was seen for false negative errors (Table 12), likely due to the complete lack of false positive 

outcomes in this cohort (Table 11).  

In conjunction with the decrease in false positive outcomes, a drastic increase in PPV was seen 

across both samples (cap: from 0.532 to 0.905, sunglasses: from 0.833 to 1.000) coupled with 

a small decrease in NPV (cap: from 0.975 to 0.959, sunglasses: from 0.997 to 0.984) (Table 

13) due to the increase of false negatives in both samples (Table 10 and 11). Interestingly, the 

PPV increase can be expected due to the closer correspondence between the DR and DP in 

both the cap (DR:  0.052, DP: 0.058) and sunglasses (DR:  0.077, DP: 0.077) cohorts, despite 

DP and DR in both cohorts being lower than the overall prevalence (0.091) of matches within 

the samples (Table 13). The overall stronger performance in the sunglasses cohort is further 

reinforced by the F1-Score (0.839), where despite a decrease it was still considerably higher 

than in the cap cohort (0.704), which in turn increased marginally within the strict iteration 

(Table 13). 
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Discussion 

Facial identification is commonly used in the medicolegal setting (2,10,43) as a result of the 

growing amount of facial image-based evidence from CCTV surveillance systems (1). As such, 

testing the preferred methodology of forensic facial comparison (31) under a multitude of 

realistic conditions is crucial in ensuring its continued usage in courts. Arguably, the most 

intuitive way of criminals to attempt misleading facial comparison experts is by utilising non-

conspicuous disguises when under the presence of surveillance. Despite being aware of the 

negative impact of disguises on recognising faces for over 40 years (18), the specific effects of 

these disguises on facial identification remain grossly underexamined in the actualistic setting 

experienced by a forensic analyst. 

In a previous study (32), it was shown that forensic facial comparison can be very reliably done 

under good conditions, when there is a clear facial view and good quality facial images. The 

current study investigated the performance of the FISWG feature list for morphological 

analysis (MA) in actualistic conditions across CCTV recordings, but with individuals disguised 

by sunglasses and brimmed caps. Overall, both accuracy and reliability of MA remained within 

ideal ranges in the sunglasses sample (hit rate accuracy (HA): 97.9%; balanced accuracy (BA): 

97.4%; chance corrected accuracy (CCA): 88.4%; reliability: κ = 0.853), suggesting that 

enough features are still visible to make a reliable comparison. In the cap sample, however, 

MA was less reliable and less accurate (HA: 91.7%; BA: 84.5%; CCA: 58.0%; reliability: κ = 

0.648), indicating that wearing brimmed caps is a greater concern towards successful facial 

identification than sunglasses. This stronger effect of caps on effectiveness of MA is further 

established from the HA not being statistically higher than the no information rate of the sample 

in the cap cohort, indicating an overall poor predictive power in the cap subset of the sample. 

Incorrect matches were statistically evenly distributed between false negatives (24.2%) and 

false positives (6.7%) in the cap sample, while in the sunglasses sample more individual false 

positives were assigned, despite the low false positive rate (1.9%) and the overall lower number 

of errors. The design of the study should be kept in mind, where false positive rates are more 

likely than false negatives, as per face pool only one false negative, but nine false positives are 

possible. Nevertheless, it seems that false positives were a relative rarity across both sample 

types. 
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The distribution of errors was notably altered in the strict iteration, where only the higher level 

of confidence outcome was considered a match (43). Particularly, a noteworthy reduction in 

false positive outcomes across both samples (sunglasses: 0%; caps: 0.61%) was observed. This 

reduction in false positives was, however, coupled with a considerable increase in false 

negatives (sunglasses: 16.13%; caps: 42.42%), particularly in the cap sample, where almost 

half of the actual face matches were incorrectly categorised as not matching. While this 

approach is erring to the advantage of a suspect, it further highlights the notable reduction in 

accuracy when attempting to compare faces obscured by brimmed caps.  

Comparing the outcomes of the present study to published literature is difficult as no other 

studies followed a feature-based systematic morphological analysis, and only a few of the 

studies investigating disguises in face matching reported error rates (e.g. (15,50). Most studies 

tested the performance of multiple observers, usually members of the public and not trained 

experts, without using a systematic approach (e.g. (51). Nonetheless, in their experiment 

involving members of the public attempting to identify the presence of a target with a brimmed 

cap from CCTV footage, Henderson et al. (15) found markedly high false positive rates, 

ranging between 40% and 60%. These rates were higher than their false negative rate (17%) 

and the false positive rates in their sample without the disguise, ranging between 10% and 37% 

(15). The higher error rates seen by Henderson et al. (15) in the cap sample is in agreement 

with the current study, however, the distribution of errors and high false positive rate is not. 

This incongruent outcome could possibly be due to overconfidence in their ability by members 

of the public, and not following a systematic approach.  

Another study which explored the ability of a jury to identify a defendant, identified no 

significant difference in mean error rates between no disguise conditions (44%) and a “beanie” 

(hat) (41%), while identifying that dark eyeglasses resulted in the lowest mean error rate (30%) 

(50). Davis and Valentine (50) speculate on a number of potential factors as the cause for this 

inconsistency in relation to other studies. It was firstly suggested that the presence of the target 

in person during the matching process could provide more information than a single image 

would (50). This additional information and likely additional time of consideration could 

potentially lead to some level of familiarisation with the face, which may increase the ability 

to correctly identify the individual. Secondly, the fact that the participants performing the 

matches were recommended to use external features when comparing the dark eyeglasses 

disguised target may have also aided in their increased accuracy (50).  
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In memory tasks of facial recognition involving multiple participants from members of the 

public reviewing facial images, with and without eyeglasses, an increase in false alarm (false 

positive) rate and decrease in hit rate is reported by Terry (21), despite the actual rates not being 

clearly stated. A follow up study, investigating the transformation of the face by adding and 

removing disguises, found that the addition of eyeglasses created a specific increase in false 

alarms (false positives) as the face now resembled other faces with glasses, while the removal 

of glasses made the face easier to identify (52). This could lead to the speculation that, 

cognitively, eyeglasses, or other disguises might be incorporated in the facial appearance as a 

whole and treated as another “facial” feature. This additional feature could then be subjectively 

used, unsuccessfully, in facial comparison (17), which could partly explain the decrease in 

accuracy found with disguises in non-feature-based approaches to facial comparison. This 

argument should not be applicable to a systematic forensic facial comparison, which does not 

involve a memory task face matching test. Righi et al. (17) found that when eyeglasses are 

present during a facial comparison test, an observer would be more able to disregard them and 

perform the comparison without considering the disguise at all. Despite the ability to disregard 

eyeglasses, it is not entirely clear how they affect cognitive processes of facial matching (17). 

However, the consideration of glasses would appear to play a greater limiting role in holistic 

face review; as in a feature-based approach, like the one employed in the present study, focus 

is placed on each visible and distinguishable facial feature included in the feature list, which 

would expectedly reduce the error rate.  

General agreement exists in the literature that there is a decrease in ability to recognise faces 

which are partially disguised by hats and eyeglasses (14,15,17,21–23,53). However, many of 

these studies address disguises with a focus on specific settings of passport security screening 

(e.g. 51,54) or impersonation (e.g. 53), often with little consistency in the actual disguise 

accessories used (e.g. 53). Despite this inconsistency, Noyes and Jenkins (53) found a 

decreased accuracy for disguised unfamiliar same or similar faces ranging from 60% to 82% 

as opposed to the non-disguised group with accuracies well above 90%, which are comparably 

similar to the chance corrected accuracies (CCA) found in this present study (58.0% to 90.4%). 

When compared to non-disguised faces with a similar methodological approach the accuracies 

of facial comparison was lower in the present study than the non-disguised faces in an ideal 

photographic sample (99.1%) (32). However, when compared to a similar condition CCTV 

sample, the sunglasses sample had a higher CCA than the non-disguised faces (82.6%) (32). 

Even though error rates shifted in the strict iteration of the present study, HA and CCA 
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increased for both sunglasses (HA: 98.5%; CCA: 90.4%) and caps (HA: 95.6%; CCA: 68.1%), 

while BA decreased in both samples (sunglasses: 91.9%; caps: 78.5%) likely due to the drastic 

increase seen in false negatives, as BA takes false negatives and false positives into 

consideration. The accuracy ranges identified in the present study were, for the most part, well 

above those identified in the literature that deals with disguises, once again reiterating the 

importance of a systematic approach. 

The superior performance of morphological analysis using a systematic approach in the 

sunglasses cohort over the brimmed cap cohort is in agreement with other studies. Lee et al. 

(14) identified the lowest accuracy in their sample of head gear with a brim (57.1%) as well as 

Henderson et al. (15) who identified even lower accuracies (between 40 and 43%) in their 

brimmed hat face matching task. Mansour et al. (23) on the other hand, found sunglasses to 

have a more pronounced negative effect on facial recognition than hats. This was suggested to 

result from sunglasses obscuring internal features, namely the eyes, which are traditionally 

perceived as primary facial features used in identification (23). Obscuring “major” facial 

features could also prevent holistic processing required for face recognition (17,55), further 

hampering the identification process. Unfamiliar face recognition is broadly considered to rely 

primarily on external facial features (7). The reliance on external features could play a greater 

role in correct identification (7), which in turn is corroborated by the current study’s findings 

of sunglasses having a limited effect on accuracy and error rates. Brimmed caps on the other 

hand, obscure a greater number of external facial features, possibly decreasing performance of 

MA. In contrast, Kemp et al. (54), when comparing face matching ability by masking external 

features, identified an increase in accuracy of 2.4%. Their study, however, only investigated a 

one-to-one possible match as opposed to both the current study and Bruce et al. (7) which 

included an array of possible match options to select from. In addition, when comparing whole 

faces to a face with masked external features, Kemp et al. (54) found a poorer performance. 

Despite the relevance of external and internal feature processing in facial comparison, it should 

be noted that the hat used by Mansour et al. (23) was a brimless toque. As a result, fewer overall 

features were obscured compared to the present study and the features obscured were primarily 

the more superior external features (i.e. hairline and partial forehead). 

Rationally it would be expected that brimmed caps would pose a greater limitation to facial 

comparison than brimless caps and sunglasses, due to the greater number of facial features 

obscured. Sunglasses permit the review of the forehead shape, contour, and relative size as well 

as the details of the hairline and baldness pattern (FIG. 1 and FIG. 2), whereas the brimmed 
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hats often leave a shadow over the features that need to be observed (14). In the present study, 

the majority of the target images had facial features up to and including the superior half of the 

nose obstructed by the brim and the shadow it projected on the face, effectively masking both 

the forehead area as well as the eyes and eyebrows (FIG. 1). The sunglasses also projected a 

shadow, although to a lesser extent, which partially obscured the zygomatic region of the face 

(FIG. 2); however, greater segments of the face were visible overall (FIG. 2). As such, the 

overall underperformance of MA in the brimmed cap sample is likely an outcome of the 

combined large-scale loss of facial feature information occurring (56) and the reliance on 

external facial features during unfamiliar face matching (7).  

Expectedly, the decrease in face recognition ability has been found to be further exacerbated 

when both caps and glasses are included in face recognition tasks (51).  Meissner et al. (51) 

identified a notable decrease in discriminatory accuracy (a computed accuracy that accounts 

for false positives, but not false negatives) ranging from 57% to 73% in disguised comparisons 

(51). This is an example of compounding facial feature screening strategy limitations by 

involving both disguises that obscure features (caps and glasses). Interestingly, Abudarham 

and Yovel (57) reverse engineered a series of facial features of high “perceptual sensitivity”, 

which if altered digitally resulted in altering the perception of the identity of a given face (58). 

These high perceptual sensitivity features were particularly consistent in allowing 

identification when mismatched facial poses or views were compared (57). The critical features 

included primarily hair colour, mouth size, eye colour, eyebrow thickness, and eye shape (57). 

With the exception of hair colour and mouth size, these features are located in the internal 

aspect of the face and most of these would be partially of fully obscured by sunglasses. While 

in the present study sunglasses did in fact obscure these features, so did the brimmed cap due 

to the positioning of the CCTV camera at a greater height than the target and at a 27° angle of 

incidence. Hence, while these features were obscured in both samples, the brimmed cap also 

obscured other features, justifiably resulting in a lower accuracy of MA. It is important to note 

though that these features were developed and tested on European male faces exclusively 

(57,58), as such they may not be applicable to the African male faces included in the present 

study. While male faces were selected in this study due to the higher occurrence of males as 

both crime offenders and victims (59,60), the same methodological approach might yield 

different results on female faces. As such, morphological analysis should be investigated in 

further studies with an additional focus on disguises more commonly employed by women, 
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such as scarves and cosmetic make-up, which will likely obscure different facial features to the 

ones discussed in this study. 

In consideration of the mixed involvement of facial features and cognitive processes in facial 

comparison, further studies are required to investigate and comprehend this interaction within 

a forensic facial comparison context. It is of vital importance to confirm which features are 

truly critical across various population groups and morphologies and integrate that information 

with the various possible disguises, beyond brimmed caps and sunglasses examined in the 

present study. The outcomes of the present study lend themselves to recommend training 

observers to increase awareness of the negative effect of disguises, to allow ignoring them 

during the facial comparison process. This training would likely aid in increasing accuracy of 

forensic analysts performing identification tasks. In addition, specifically training analysts in 

identifying faces from internal features may also contribute to improving identification 

accuracy in surveillance data where the target may be disguised by hats (16).  

Trained examiners have been demonstrated to have a superior performance to face recognition 

systems (61), where disguises can also interfere with performance. Disguises are also a prime 

concern in automated face detection, the initial process of semi-automated facial recognition 

systems (62). Recent strides have been made to automatically detect isolated parts of a face 

(e.g. (62,63) and previously attempts were also made to superimpose missing facial 

information in disguised images (64). However, until these systems are improved to permit 

accurate and reliable detection and recognition of faces in a manner suitable for forensic 

practice, morphological analysis is likely to persist as the recommended practice. Thus, 

addressing concerns around disguise effects and developing specific disguise based facial 

comparison guidelines for trained analysts are of great importance to improve morphological 

analysis across various types of disguises.  

 

Conclusion 

This has been the first study to test the extensive FISWG feature list for facial comparison by 

morphological analysis in a sample consisting of disguised faces captured by CCTV 

surveillance. Highly accurate and reliable performance was identified even when faces were 

disguised with sunglasses, while a substantial decrease in both accuracy and reliability was 

found in faces disguised by a brimmed cap. This was attributed to a combination of critical 

features being obscured by the disguises (57), the overall loss of information to consider in the 
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matching process (56) and the specific loss of external facial features, widely considered 

crucial for unfamiliar facial comparison (7). 

In this context, a series of further investigations into the specific interactions between these 

factors are recommended, and identification practices should be adjusted in an attempt to 

mitigate the negative effects of the disguises. These include training forensic analysts in the 

specific deleterious effects of disguises to facial matching cognition (17). Training should 

focus on internal features of the face (16) which can further aid in obtaining the highest possible 

accuracy under the challenging circumstances of disguised-face surveillance evidence. 
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Tables 

Table 1. Analysis trials face pools: cohort subsample breakdown.  

Analysis Cohort Test 

Trials 

No-

match 

Trials 

Analysis 

Trials 

Repeat 

Trials 

Total 

Trials 

Cap CCTV to ST photos 33 4 37 5 42 

Sunglasses CCTV to ST 

photos 

31 3 34 5 39 

ST = standard, CCTV = Closed Circuit Television 

Table 2. Facial pose distribution throughout face pool sample. 

ST = standard, CCTV = Closed Circuit Television 

Table 3. FISWG facial component list for facial comparison by morphological analysis 

(37).  

Number Facial Component 

1 Skin (texture, colour, tone etc.) 

2 Face/Head Outline (contour) 

3 Face/Head Composition (proportions) 

4 Hairline/Baldness Pattern (detailed shape) 

5 Forehead (relative size and contour) 

6 Eyebrows (angle, shape, relative size and hair details) 

7 Eyes (colour, position, angle, relative size etc.) 

8 Cheeks (prominence and dimples) 

9 Nose (shape, position, symmetry, relative size etc.) 

10 Ears (shape, position, protrusion and relative size) 

11 Mouth (angulation, shape, symmetry, relative size etc.) 

12 Chin/Jawline (shape, relative size, symmetry, prominence, and definition) 

Analysis Cohort Anterior 

View 

Left 

45° 

View 

Left 

Lateral 

View 

Right 

45° 

View 

Right 

Lateral 

View 

Total 

Trials 

Cap CCTV to ST photos 7 10 7 8 6 42 

Sunglasses CCTV to ST 

photos 

6 8 7 6 9 39 
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13 Neck (relative size, prominence, folds, veins etc.) 

14 Facial Hair (presence, distribution, length, style, hair details etc.) 

15 Facial Lines (creases, wrinkles etc.) 

16 Scars (location, shape, orientation, relative size, tonality, depth etc.) 

17 Facial Marks (moles, discoloration patches, freckles etc.) 

18 Alterations (tattoos, piercings etc.) 

 

Table 4. Contingency table reference for confusion matrix of positive and negative 

matches adapted from Kuhn (46). 

 True face match True face exclusion 

Matched by analyst True Positive (TP) False Positive (FP) 

Excluded by analyst False Negative (FN) True Negative (TN) 

 

Table 5. Tabulation of statistical metrics used based on the Caret R package (46,47), 

equations are available as supplementary information. 

Statistic Definition Equation 

Sensitivity 

Also called true positive rate or recall, is defined as the 

measure of how effectively a test can perform correct 

matches 

1 

Specificity 
Also called true negative rate, is a measure of how effective 

a test can correctly discard a match 
2 

Prevalence 
The total number of truly correct matches in the entire 

cohort sample 
3 

Positive 

predictive 

value (PPV) 

Also called Precision, this metric indicates the probability 

of a trial scored as a match being truly a correct match by 

calculating the ratio of correctly assigned matches to total 

positive matches made by the analyst 

4 

Negative 

predictive 

value (NPV) 

This statistic is the probability of a trial scored as an 

exclusion being truly a correct exclusion 
5 

Detection rate The proportion of the cohort sample correctly matched. 6 
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Under perfect circumstances, the detection rate would be 

identical or as close to the detection prevalence value as 

possible, which is in the range of 9 to 10% in this study due 

to the organisation of the sample. 

Detection 

prevalence 
The proportion of trials scored as matches by the analyst 7 

Balanced 

Accuracy 

An adjusted accuracy calculation that considers the 

unbalanced distribution of the sample and is calculated by 

including sensitivity and specificity. 

8 

F1-Score 

A weighted (harmonic) mean of Precision and Sensitivity 

including both false positive and false negative rates. To 

obtain an F-Score the weight of Precision and Sensitivity in 

the equation is adjusted according to the requirements of the 

study; equal weighting was given to both variables in our 

study. In the resulting equation 10, β is assigned a value of 

1 and it is termed an F1-Score. 

9 

 

Table 6. Contingency table for confusion matrix of the lenient iteration of the Cap CCTV 

cohort. In this table the analysed sample is contrasted to the ideal perfect matches and 

exclusions to demonstrate performance of the facial comparisons. 

 
Actual face 

match 

Actual face 

exclusion 

 
Actual 

face match 

Actual 

face 

exclusion 

Matched 

by analyst 

TP = 25  

(TPR = 75.8%) 

FP = 22  

(FPR = 6.7%) 

Ideal 

perfect 

match 

TP = 33 FP = 0 

Excluded 

by analyst 

FN = 8  

(FNR = 24.2%) 

TN = 307  

(TNR = 

93.3%) 

Ideal 

perfect 

exclusions 

FN = 0 TN = 329 
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TP = true positive; FP = false positive; TN = true negative; FN = false negative; TPR = true 

positive rate; FPR = false positive rate; FNR = false negative rate; TNR = true negative rate. 

 

Table 7. Contingency table reference for confusion matrix of the lenient iteration of the 

Sunglasses CCTV cohort analysed. In this table the analysed sample is contrasted to the ideal 

perfect matches and exclusions to demonstrate performance of the facial comparisons. 

 
Actual face 

match 

Actual face 

exclusion 

 Actual 

face 

match 

Actual 

face 

exclusion 

Matched 

by analyst 

TP = 30  

(TPR = 96.8%) 

FP = 6  

(FPR = 1.9%) 

Ideal 

perfect 

match 

TP = 31 FP = 0 

Excluded 

by analyst 

FN = 1  

(FNR= 3.2%) 

TN = 303  

(TNR = 

98.1%) 

Ideal 

perfect 

exclusions 

FN = 0 TN = 309 

TP = true positive; FP = false positive; TN = true negative; FN = false negative; TPR = true 

positive rate; FPR = false positive rate; FNR = false negative rate; TNR = true negative rate. 

Table 8. Confusion matrix function results and chance corrected accuracies across 

cohorts of analysis. 

 Cap CCTV Sunglasses CCTV 

Hit rate accuracy  0.917 0.979 

95% confidence interval 0.884 - 0.943 0.958 - 0.992 

No information rate (NIR) 0.909 0.909 

P-Value (Acc>NIR) 0.331 < 0.001 

McNemar's Test P-Value 0.018 0.131 

Chance Corrected Accuracy 

(CCA) 

58.0% 88.4% 

P-value (for CCA) < 0.001 < 0.001 

 

Table 9. Tabulation of the lenient iteration predictive quality values calculated across 

cohorts of analyses. 

 Cap CCTV Sunglasses CCTV 

Sensitivity (Recall) 0.758 0.968 
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Specificity 0.933 0.980 

Prevalence 0.091 0.091 

Positive predictive value (PPV) 0.532 0.833 

Negative predictive value (NPV) 0.975 0.997 

Detection Rate (DR) 0.069 0.088 

Detection Prevalence (DP) 0.130 0.106 

Balanced Accuracy 0.845 
 

0.974 

F1-Score 0.625 0.896 

 

Table 10. Contingency table reference for confusion matrix of the strict iteration of the 

Cap CCTV cohort. In this table the analysed sample is contrasted to the ideal perfect matches 

and exclusions to demonstrate performance of the facial comparisons. 

 
Actual face 

match 

Actual face 

exclusion 

 
Actual 

face match 

Actual 

face 

exclusion 

Matched 

by analyst 

TP = 19  

(TPR = 57.6%) 

FP = 2  

(FPR = 0.6%) 

Ideal 

perfect 

match 

TP = 33 FP = 0 

Excluded 

by analyst 

FN = 14  

(FNR = 42.4%) 

TN = 327  

(TNR = 99.4%) 

Ideal 

perfect 

exclusions 

FN = 0 TN = 329 

TP = true positive; FP = false positive; TN = true negative; FN = false negative; TPR = true 

positive rate; FPR = false positive rate; FNR = false negative rate; TNR = true negative rate. 

Table 11. Contingency table reference for confusion matrix of the strict iteration of the 

Sunglasses CCTV cohort analysed. In this table the analysed sample is contrasted to the ideal 

perfect matches and exclusions to demonstrate performance of the facial comparisons. 

 
Actual face 

match 

Actual face 

exclusion 

 Actual 

face 

match 

Actual 

face 

exclusion 

Matched 

by analyst 

TP = 26  

(TPR = 

83.9%) 

FP = 0  

(FPR = 0%) 

Ideal 

perfect 

match 

TP = 31 FP = 0 
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Excluded 

by analyst 

FN = 5 

(FNR = 

16.1%) 

TN = 309  

(TNR = 100%) 

Ideal 

perfect 

exclusions 

FN = 0 TN = 309 

TP = true positive; FP = false positive; TN = true negative; FN = false negative; TPR = true 

positive rate; FPR = false positive rate; FNR = false negative rate; TNR = true negative rate. 

Table 12. Confusion matrix function results across the strict iteration of each cohort of 

analysis. 

 Cap CCTV Sunglasses CCTV 

Hit rate accuracy  0.956 0.985 

95% confidence interval 0.929 – 0.975 0.966 - 0.995 

No information rate (NIR) 0.909 0.909 

P-Value (Acc>NIR) < 0.001 < 0.001 

McNemar's Test P-Value = 0.005 = 0.074 

Chance Corrected Accuracy (CCA) 68.1% 90.4% 

P-value (for CCA) < 0.001 < 0.001 

 

Table 13. Tabulation of predictive quality values calculated across the strict iteration of 

each cohort of analysis. 

 Cap CCTV Sunglasses CCTV 

Sensitivity (Recall) 0.576 0.839 

Specificity 0.994 1.000 

Prevalence 0.091 0.091 

Positive predictive value (PPV) 0.905 1.000 

Negative predictive value 

(NPV) 

0.959 0.984 

Detection Rate (DR) 0.052 0.077 

Detection Prevalence (DP) 0.058 0.077 

Balanced Accuracy 0.785 
 

0.919 

F1-Score 0.704 0.839 
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Figures 

 

FIG. 1 - Facial comparison analysis example from the cap obstruction CCTV sample. A 

target image from CCTV was placed next to each possible match. Standardised (ST) photo 

(right) was compared to the target image from the CCTV recordings (left), using the FISWG 

facial component list (37). Similar facial components were highlighted by facial component 

number, in blue. If present, dissimilar components were marked in red. 
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FIG. 2 - Facial comparison analysis example from the glasses obstruction CCTV sample. A 

target image from CCTV was placed next to each possible match. Standardised (ST) photo 

(right) was compared to the target image from the CCTV recordings (left), using the FISWG 

facial component list (37). Similar (blue) and dissimilar (red) facial components were 

highlighted by facial component number. 



M a n u s c r i p t  4 :  E f f e c t  o f  D i s g u i s e s  o n  F a c i a l  C o m p a r i s o n  | 152 

 

FIG. 3 - Bar graphs of the facial comparison outcomes under a lenient (A) and strict (B) 

iteration within the cap CCTV cohort by trial. Each bar represents the 10 comparisons in 

each face pool trial, with individual segments representing the type of outcome as follows: TP 

= true positive; FP = false positive; TN = true negative; FN = false negative; IA = inconclusive 

analysis 
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FIG. 4 - Bar graphs of the facial comparison outcomes under a lenient (A) and strict (B) 

iteration within the sunglasses CCTV cohort by trial. Each bar represents the 10 comparisons 

in each face pool trial, with individual segments representing the type of outcome as follows: 

TP = true positive; FP = false positive; TN = true negative; FN = false negative; IA = 

inconclusive analysis 
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6. Concluding discussion 

Validation is arguably the most important aspect of any scientific forensic practice. Scientists 

have often been approached by representatives of the legal system to develop forensic methods 

or technologies or report on evidence based on their relevant scientific expertise. There is an 

expectation both from the public and the legal system of well-documented scientific 

foundations, reliable data, and rigorous logical application being employed by forensic experts 

(Illes et al., 2020). However, this may not always be the case as history and research has 

demonstrated (Peterson and Markham, 1995; Garrett and Neufeld, 2009). 

While a “general acceptance” of morphological analysis as a valid method for facial 

comparison exists among the scientific community (Steyn et al., 2018; Facial Identification 

Scientific Working Group, 2019), a lack of scientific and rigorous testing has been specifically 

noted in the field of facial identification (Mallett and Evison, 2013). While validation is 

important, the legal systems should not be placed at a disadvantage by disregarding generally 

accepted methods in circumstances where methods may be novel and only employed on a case-

by-case basis (Mallett and Evison, 2013). The greater problem arises when this acceptance and 

precedent is relied upon for the continued use of untested forensic practices. To this end, the 

current project was able to provide some long-needed validation testing of forensic facial 

comparison via morphological analysis, while also developing the first large-scale multi-modal 

African facial image database. This is now the largest African database of CCTV recordings 

and high-resolution facial photographs available. The infrastructure used to collect the CCTV 

data most closely resembles standard CCTV installations in a real-world setting across the 

various conditions reflected in the cohorts of analysis used in the study (e.g., analogue, and 

internet protocol cameras). Recruitment of participants was purposive and based on the 

selection of male individuals with facial morphology of phenotypically black South African 

descent. Convenience recruitment was also employed by targeting the large student population 

on campus and as such, participant age was only confirmed for the purposes of consent and 

specific age was not collected initially. With the majority of the participants being students at 

the University, the database is composed primarily of young adult individuals. While the author 

is currently involved in a large-scale process to obtain self-reported ages from participants 

these data are not yet available for inclusion. An additional note regarding the database 

composition involves the intentional lack of inclusion of siblings or twins, to the best of the 

author’s knowledge as the level of similarity would require an additional database subdivision 

too timeous to collect. 
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6.1 Morphological analysis validation 

Morphological analysis on data derived from this newly developed database (Manuscript 1; 

Chapter 2: (Bacci, et al., 2021) using the FISWG feature list was found highly accurate and 

reliable when comparing optimal standardised photographs to wildtype unstandardised 

photographs. In optimal photographs an almost perfect chance corrected accuracy (99.1%) was 

found. When comparing average digital CCTV recordings to photographs (Manuscript 2; 

Chapter 3: (Bacci, et al., 2021), while still considered acceptable at 82.6%, a decreased 

accuracy and reliability was immediately noted in CCTV images. This decreased performance 

in CCTV was primarily attributed to the variation of conditions intrinsic in comparing varied 

types of image data obtained under different conditions and by different equipment. 

Specifically, quality of images was poorer when extracted from the average CCTV system, due 

to a variety of reasons. Firstly, the actual resolution of the average digital CCTV camera was 

notably lower (4MP) than the photographic cameras utilised to compile the photographic 

sample (18MP). The CCTV field of view was also much larger, partly due to the face-to-

objective distance of approximately 3000 mm. Therefore, a larger area was recorded with this 

lower resolution, effectively making the resolution of a captured face even smaller. Secondly, 

the angle of incidence of 27° formed between the CCTV camera used in this study and the 

captured face appeared to limit the visible portions of the face to a certain extent, and possibly 

altering relative facial feature proportions. This change in perspective and the challenges it 

created for facial comparison likely contributed to the lower accuracy and reliability identified 

in the CCTV sample, when compared to the photographic sample, despite no additional head 

tilt being included in the facial images in this study. In addition, the lighting was notably 

different between photographs and CCTV recordings, which made facial characteristics that 

rely on colour (i.e., skin tone and colour) particularly inconsistent even between confirmed 

matches. Additional arguments can be made about the effects of lighting variations causing 

overexposure of certain features, effectively obscuring them. However, these concerns extend 

beyond the scope of the current study and should be investigated independently. 

Notwithstanding these challenges, the almost perfect accuracies and the low false positive rates 

identified (< 1.6%), particularly when considering a more stringent iteration of the analysis, 

encourages the use of morphological analysis in a legal context from both optimal photographs 

and average CCTV installations, as it is preferable to limit false convictions. 
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6.2 Facial comparison across CCTV conditions 

While average digital CCTV camera performance was good, this study considered performance 

across various CCTV camera conditions (Manuscript 3; Chapter 4: (Bacci et al., 2021). The 

eye-level digital CCTV data was found to have better results than standard CCTV installation, 

while analogue CCTV footage was found to limit MA performance notably relative to digital 

recordings. Decreasing the camera to face distance (800 mm) as well as an effective 0° angle 

of incidence appears to have contributed to eye-level camera-derived images being closer to 

ideal for facial comparison. In fact, eye-level digital CCTV recording-based facial comparison 

had a similar accuracy to the optimal photograph only sample. While this may indicate the 

importance of angle of incidence and distance, to fully confirm the extent of the influence of 

these factors on facial comparison, further independent testing would be required. 

The effects of distance and the facial distortion generated have been previously investigated in 

the context of craniofacial superimposition (Stephan, 2015, 2017). Stephan (2015) identified 

that discrepancy in objective-to-face/skull distances between photographs to be assessed using 

superimposition can result in perspective distortion of facial features. This effect was found to 

be more pronounced at shorter distances, particularly below 6000 mm (Stephan, 2015). The 

effect of distance-based perspective distortion would be a crucial consideration in methods that 

rely on metric information (e.g. superimposition and photo-anthropometry), as at distances 

below 1000 mm even a discrepancy of 100 mm in objective to face distance can yield a 

perspective distortion greater than 1% (Stephan, 2015). While perspective distortion could 

possibly affect morphological comparison of facial features, the qualitative approach of 

morphological analysis and the large number of listed features would be likely to mitigate small 

levels of perspective distortion between the compared images. However, to confirm this, 

further research into comparing the perspective distortion and its specific effect in otherwise 

fully controlled images would be necessary.  

Despite these uncertainties, from the results of the current study, a recommendation is made 

that CCTV systems should shift towards the use of high-definition cameras installed at eye-

level heights. However, this would limit the cost-effectiveness of CCTV installations as one 

camera would have a more limited field of view at the lower height (Damjanovski, 2014). As 

such, more cameras would need to be installed to cover areas previously covered by a single 

or pair of cameras (Damjanovski, 2014). A less considered challenge of CCTV installations at 

lower heights is vandalism. Cameras installed at arm’s reach are significantly easier to sabotage 
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or vandalise in a criminal scenario, rendering them useless and increasing future costs of 

replacing/repairing the equipment. While tamper-proof installations and decoy options are 

available, they by default increase the CCTV system’s cost. These options are commercially 

available yet when left up to the consumer’s discretion may be overlooked on the side of cost-

effectiveness until a specific CCTV installation fails to aid in crime resolution. CCTV 

installations should be directed to follow these specifications to produce images better suited 

to facial examination. 

The overall lower quality of analogue CCTV images appeared to also play a significant role in 

effective use of MA. While this sample was intended to simulate a worst-case scenario of poor-

quality monochrome surveillance data, it included three factors that increased the difficulty of 

facial comparison, namely a pronounced angle of incidence (22°), lack of colour, and 

particularly low-resolution images. Isolating which of these factors impacted MA performance 

the most was not possible by design.  In combination these three factors were highly disruptive 

to the facial comparison process. The detrimental effect of the lack of colour by itself is 

questionable. Many facial examiners conduct their comparisons in greyscale with the 

consideration that colour can be considered misleading. The possibility of colour being 

misleading was also observed in the present study when attempting to match skin colour 

between images. However, it is clear that all three factors notably inhibited application of MA 

the most out of all CCTV conditions included in the study - even more so than the inclusion of 

disguises. In fact, the analogue sample was the only sample to perform worse when a strict 

iteration was considered in the scoring criteria. Accuracy in this analogue sample was as low 

as of 33.1% with an extremely high rate of false negatives (75.2%). This outcome suggests that 

under particularly suboptimal conditions, even a strict iteration of including only the highest 

level of confidence for positive matches is inefficient. In turn, the decrease in the strict iteration 

may be worth considering as a marker for suboptimal conditions. It should perhaps be 

deliberated that in future studies when a strict iteration results in lower performance of MA in 

a sample, that sample be considered too subpar to use accurately in facial comparison. As a 

result, particularly in cases where no factors can be used to exclude an individual as a match, 

recordings that perform poorly under a strict iteration should not be utilised for positive 

identification. However, since there is a high prevalence of subpar image data available for 

police services’ use (Gibelli et al., 2016) the images should not be completely discarded from 

evidence, as they may still provide useful information, but not for forensic facial comparison. 

This follows the recommendations by the European Network of Forensic Science Institutes 
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suggesting triaging based on the quality of images to ensure beneficial application of facial 

comparison and effectiveness in caseload management (ENFSI, 2018). 

In the analogue sample comparison, it was also noted that the best measure of accuracy from 

the various ones computed was chance corrected accuracy using a weighted Cohen’s kappa. 

Chance corrected accuracy appeared to vary the most and was considered the most 

representative when compared to simple hit rate or raw accuracy and balanced accuracy, which 

included weighting based on specificity and sensitivity. The main flaw of these two accuracies 

was attributed to sample organisation which skewed towards a particular score (true negatives) 

with an inherent higher likelihood to be scored as such. Therefore, the non-chance corrected 

accuracies appeared deceptively higher despite other measures of test performance indicating 

a more complex outcome. As such, in future studies concerning facial comparison, these 

similar statistics should be considered with a particular focus on chance corrected accuracy. In 

addition, conducting varied threshold analyses with strict and lenient iterations can provide 

further insights and better applications for the legal system while attempting to maintain the 

inviolability of presumption of innocence. Lastly, the aforementioned skewness of the sample, 

which resulted from the study’s design that was intended to simulate a situation where multiple 

potential matches are available to a facial examiner in South Africa, and may not reflect current 

practices in many actual circumstances where only 1:1 may be more common. The large 

volume of comparisons resulting from these 1:10 comparisons also necessitated the use of 

holistic review of the faces prior to detailed morphological analysis due to time constraints, as 

each morphological analysis comparison is intended to take over two hours according to the 

FISWG guidelines (Facial Identification Scientific Working Group, 2012). While this process 

was undertaken in the most conservative way possible by allocating any face with even the 

slightest similarity to the target image as a potential match, it is still not best practice in facial 

examination. Repeating the study with a series of 1:1 comparisons using strictly morphological 

analysis of evenly distributed matches and non-matches may demonstrate superior statistical 

performance of morphological analysis and would avoid the predominance of non-matches 

among the results. 

6.3 Effects of disguises on facial comparison 

Beyond the optimisation of surveillance system installations for facial identification purposes, 

disguises persist as a limiting factor in facial comparison. As such, the last part of the study 

investigated the effect of disguised faces in facial comparison (Manuscript 4; Chapter 5: Bacci 
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et al., 2021). A decreased efficiency was seen when attempting to identify faces disguised by 

brimmed caps. These faces were recorded with the angle of incidence of the standard CCTV 

camera and the natural lighting from the sun, which created shadows over the face as a result 

of the cap’s brim. The shadows and angle of capture resulted in extensive facial feature 

obstruction and information loss. This effectively rendered comparison much harder as almost 

only the lower half of the face and the ears could be contrasted.  

Contrary to the effect of brimmed caps, a better performance was found when faces were 

disguised by sunglasses, even when compared to standard digital CCTV conditions without 

sunglasses (Manuscript 2; Chapter 3: Bacci, et al., 2021), yet not better than eye-level CCTV 

(Manuscript 3; Chapter 4: Bacci et al., 2021). While this is a peculiar effect of sunglasses, it 

has been observed by another study testing live subject to image identification (Davis and 

Valentine, 2009). One of their explanations to the increased ability of participants to recognise 

a face disguised by sunglasses was the guidance provided to participants performing face 

matching tasks to rely on the external facial features of subjects disguised by sunglasses (Davis 

and Valentine, 2009). This group of facial features is in fact considered a principal focus when 

performing unfamiliar face matching and is corroborated by studies that demonstrate the 

importance of external facial features when performing facial comparisons (Bruce et al., 1999; 

Kemp et al., 2016). 

Loss of facial feature information might also occur in relation to the use of headscarves, often 

worn by many female members of Islamic communities. As Islam is the fastest growing 

religion across the world (Pew Research Center Religion & Public Life, 2015), and many 

countries, such as South Africa (GHS, 2017), have well-established Muslim communities (Pew 

Research Center Religion & Public Life, 2015) it can be important to consider the effect of 

headscarves in facial comparison. Megreya et al. (2012) found that Middle Eastern observers 

had an advantage in correctly matching faces from internal facial features due to the “headscarf 

effect”. This effect involves the overreliance on internal facial features during unfamiliar facial 

processing as a result of cultural influences in Middle Eastern populations, where members of 

the public wear headscarves routinely (Megreya et al., 2012). This overreliance may have an 

unexpected negative impact when Middle Eastern observers are tasked with comparing faces 

disguised by eyeglasses, which specifically obscure internal facial features. 

The success of the present study’s application of morphological analysis was attributed, in 

great part, to the FISWG feature list used (Facial Identification Scientific Working Group, 
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2018). It has been previously demonstrated that any form of feature instructions or feature lists 

raise the performance of facial comparison tasks (Towler et al., 2017; Megreya, 2018; Megreya 

and Bindemann, 2018), more so across trained analysts (Towler et al., 2017). The present study 

strongly reinforces that outcome, and further encourages the use of feature lists in 

morphological analysis applications. An often underdiscussed consideration of using a 

systematic approach and a feature list involves the option to discard potential dissimilarities. 

This can be done by considering what conditions may be rationally affecting the visibility, 

presentation, and variation of a certain facial feature to exclude its specific dissimilarity under 

the distorting conditions (e.g., lighting differences made the skin tone and colour appear 

distinct among two otherwise corresponding images), as was done in the present study. This 

benefit is possible due to the large volume of features to be considered. If no detailed 

consideration was being insistently given to each facial feature listed and available there is the 

risk of excluding of a positive face match simply due to one feature varying under different 

image conditions. The exact number of minimum features required is not clearly stated in the 

feature list (Facial Identification Scientific Working Group, 2018) or the concluding statements 

(Steyn et al., 2018) and should be investigated in future studies. In addition, investigating 

specifically which facial features are most reliable and the extent to which each of them 

contribute to the process of facial comparison by morphological analysis, can aid in developing 

criteria for comparison allowance under different disguised or obstructed faces. Once 

established, these criteria could be reinforced by training analysts on which features to 

prioritise under each type of disguise. This approach could also be useful in situations where 

facial features are not visible due to data loss or any other physical obstructions. This could 

prove particularly useful as the forms of “acceptable disguises” change throughout time. For 

example, since 2020, with the spread of COVID-19, face masks have become commonplace. 

These items of personal protective equipment have been found to decrease facial recognition 

algorithm performance by 5% to 50% depending on the specific algorithm and extent of the 

face covered (Ngan et al., 2020). These effects also varied based on the colour and shape of 

the masks (Ngan et al., 2020). It would hence be crucial to consider face masks in future studies 

comparing morphological analysis across disguised faces to confirm the severity of the 

negative impact on human observer-based facial comparison. 

6.4 Limitations 

The aim of this study was to test morphological analysis broadly and extensively across a 

variety of circumstances. However, it was impossible to cover all possible permutations of 
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conditions in which image-based data may be presented for forensic facial identification. As 

such, the recommendations and outcomes of the presents study should be considered under 

these limitations. The overarching origin for most of these limitations stems from the 

organisation of the study. The study attempted to simulate real-world conditions, with its array 

of limitations, in a select number of scenarios. These scenarios included ideal comparable 

photographic images, average digital CCTV, eye-level installation digital CCTV, average 

monochrome analogue CCTV, and two common disguises, sunglasses, and brimmed caps. The 

varied circumstances of facial data were pre-set under certain conditions to attempt some level 

of standardisation required for experimentation. In doing so, although realistic, the conditions 

were limited to the major questions broadly investigated by each manuscript of the overall 

study. Although these broad categories were considered as realistic examples of CCTV image 

quality and conditions, there are multiple factors that influence the quality of an image for 

facial identification. Image quality relies on more than just equipment resolution capacity; it 

involves lighting conditions, angle of incidence, objective-to-face distance, distortions, colour, 

visibility of features and more. In testing the specific conditions outlined in each manuscript, 

controlling for or identifying which of the multiple factors that contributed to these results was 

impossible. Even when within likely tolerable degrees, these factors cannot in good faith be 

isolated from one another in the current study design. Future investigations should approach 

each of these factors under more controlled circumstances with single factor variations. For 

example, a secondary set of face pools could be developed from the analogue CCTV data set 

of the Wits Face Database (Manuscript 1; Chapter 2: Bacci, et al., 2021) without converting 

the data into monochrome images. In this manner the actual effects of colour absence during 

the facial comparison process can be investigated in a low-resolution analogue sample. 

Lighting is also a known factor in image quality, yet in the present study opting for realistic 

conditions all images were captured during the day and with ample amounts of light. Most 

current CCTV cameras can function at night as well. These “night-vision” or low light cameras 

emit infrared (IR) radiation with an emittance range of approximately 20 meters for most 

midrange cameras (Damjanovski, 2014). This IR radiation is then reflected onto a surface and 

received by a lens with an IR to visible light converter (Surette, 2005; Kruegle, 2007). These 

IR images, however, are only recorded in monochrome and as such, pose similar challenges as 

the traditional black and white CCTV, while also creating further image alterations in a 

multitude of ways due to insufficiencies of the converter (Kruegle, 2007). Furthermore, typical 

forms of optical distortion found in normal cameras may be more pronounced in IR cameras 
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due to the longer wavelength of IR radiation (Kruegle, 2007). This type of footage is hard to 

obtain in an experimental setting due to the requirement of capture conditions being nearly 

completely dark. Testing of morphological analysis should be conducted on a sample of IR 

surveillance data of comparable quality and conditions to the standard average CCTV camera 

used in the present study to ascertain whether the effect of IR image capture negatively impacts 

facial comparison.  

The reliance on equipment and systems not specifically procured or installed for this study 

resulted in data loss and corruption, which extended data capture timelines and limited the 

overall data available to conduct the study. This limitation is a crucial consideration when 

planning the development or expansion of face databases. Updating databases is vital to 

adequate testing, particularly when considering that the current study only investigated the 

faces of South African males of African descent. While this is a good step towards expanding 

the diversity in populations groups included in face databases, not testing morphological 

analysis and the FISWG feature list on female individuals is a notable limitation to be aware 

of. In principle, the descriptive approach of the feature list is subjective and generic enough 

that it should be applicable invariably across sex and population groups. However, minor 

nuances in face variations may contribute to fluctuation in accuracies and reliability based on 

the observers’ biases and abilities. It is well documented that a within-group face recognition 

advantage (previously called own- or cross-race bias) exists (Shapiro and Penrod, 1986; 

Bothwell et al., 1989; Anthony et al., 1992; Meissner and Brigham, 2001; Chiroro et al., 2008; 

Kokje et al., 2018). This effect has been documented to extend beyond the antiquated and 

contentious concept of “race”. A study demonstrated that South Africans of European descent 

had an advantage in facial recognition for other South Africans of European descent but not 

for North Americans of European descent (Chiroro et al., 2008). Similarly, South Africans of 

African descent were at an advantage with other South Africans of African descent but not 

with North Americans of African descent (Chiroro et al., 2008). A similar effect has also been 

identified for age (Wright and Stroud, 2002) and sex (Rehnman and Herlitz, 2006). The 

regional focus of this within-group effect is primarily attributed to contact and perceptual 

experience with a specific group of individuals (Brigham and Malpass, 1985; Meissner and 

Brigham, 2001; Chiroro et al., 2008). The fact that this effect persists and varies through age 

groups as well (Wright and Stroud, 2002), would likely suggest that varying the exposure of 

an analysts to these different groups of people would provide perceptual expertise in facial 

recognition across population, age and sex. This is an important consideration in light of the 
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analyst that performed the facial comparisons in the current study being of European descent 

and originally from Europe. However, the primary analyst has been permanently in South 

Africa for more than 10 years, allowing ample time and ability to familiarise themselves with 

the South African faces of various descents, sexes, and ages. Even in the circumstance that 

within-group advantage may have negatively skewed the results of these studies, the overall 

outcomes remain positive in a within-group situation, as the accuracy and reliability would 

likely be expected to be higher than presented when investigating a group for which perceptual 

expertise exists for the analyst. On the other hand, the use of the extensive FISWG list may 

reduce the within-group effect and help to place facial comparison on a firm, non-biased 

foundation irrespective of analysts’ perceptual expertise. 

6.5 Future directions 

Validating morphological analysis according to the FISWG guidelines (Facial Identification 

Scientific Working Group, 2018, 2019), is a crucial stepping stone to rendering forensic facial 

comparison admissible in court. However, to truly understand its practical strengths and 

limitations an array of further studies is required. With the present studies and its 

recommendations for future investigations around facial comparison, more stringent 

requirements for CCTV installations and the morphological analysis process can be developed 

as minimum requirements for facial identification analysis. To continue this work, the Wits 

Face Database will need to be updated and expanded to include many more possible 

permutations of analysis, including female individuals, cosmetic make-up treatments, and face 

mask disguises. Future studies should also attempt to quantify the acceptable loss of facial 

feature information in order to successfully compare faces across a multitude of possible 

situations. Once that goal is achieved, better guidelines and practice frameworks can be created 

for legal procedures involving forensic facial comparison by morphological analysis. 

While the present study tested two specific CCTV camera specifications under a few condition 

and installation variations, there is an immense number of manufacturers that produce CCTV 

equipment with different specifications, requirements, and support. Testing the extent to which 

various market standard cameras can affect facial comparison would be an ideal goal to strive 

towards. However, before attempting such a level of fine-tuning of facial comparison practice 

and requirements, broader aspects should be investigated. These would include investigating 

the contributions of each of the various aspects that seemed to decrease morphological analysis 

performance in the current study, particularly in an attempt to determine an empirical threshold 
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for suitable image quality. To do this the common factors described above that affect quality 

should be investigated. For instance, developing a thorough understanding of distance related 

distortion effects on morphological analysis between images from CCTV cameras and 

photographs could generate awareness of which features are altered more notably and hence 

increase analysis at unfavourable distances. This is an important consideration for future work 

due to the varied conditions most CCTV systems are installed and tailored to. While the 

alternative of comparing faces captured under the exact same conditions would likely be more 

effective, it may not be feasible or cost-effective outside of an experimental scenario. In 

addition, the time disparity may introduce further limitations on the equipment and conditions 

of image capture (e.g., different lighting, damaged camera etc.). In addition, studying the 

precise effect of camera angle of incidence on morphological analysis in isolation would also 

contribute to improving its application. Clear thresholds for determining the angle steepness 

that significantly inhibits facial comparison will aid in screening utility of current image data 

and to guide future surveillance system installation planning. Incorporating the average head 

tilt in these investigations would further contribute to perfecting these standards beyond the 

experimental scenario. 

Actual digital image quality and minimum resolution allowing for facial comparison to take 

place should also be investigated. Based on this study’s conclusions with regard to low-

resolution analogue CCTV, further investigations are needed in order to define a clear, 

quantifiable lower-end threshold that permits analysis. This will aid both the surveillance 

industry and the forensic analysts conducting analyses. A useful consideration for future 

studies investigating all aspects of image quality in facial comparison would be to use an image 

quality scoring system. An example of such a scale was presented by Schüler and Obertová 

(Schüler and Obertová, 2020). Implementing this scale in conjunction to the FISWG feature 

list for morphological analysis could aid in identifying a threshold of confidence for the 

analysis process based on image quality. 

The benefits of using a feature list, and the FISWG list specifically, are now evident and 

obvious. During this study, some slight shortcomings were noted, and an alternative/adjusted 

feature list classification scheme could be considered. An in-depth classification system 

extending beyond the subjective description and observer-perceived similarity used in current 

morphological analysis could prove successful. The FISWG feature list (tabulated in full in 

Appendix B) has extensively outlined individual aspects of facial features to focus on during 

the analysis process and provided some descriptor examples that can aid in report and 
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conclusion writing for law enforcement (Facial Identification Scientific Working Group, 

2018). However, some of the descriptors can be superficial and vague in their outline. An 

example of this would be with skin tone terms inclusive of luminance and colour with no 

distinction or definitions of the two or with the hairline shape and various facial contours 

including no further detailed terminology or descriptors. While this is effective for a feature 

list utilised as an instruction set, providing further information on the potential morphologies 

of the various individual descriptors could aid in limiting some of the subjectivity of 

morphological analysis. Past attempts at classification schemes have been shown to be error 

prone (e.g. Vanezis et al., 1996; Ritz-Timme et al., 2011a). These classification systems, 

however, employed simplistic often single-worded classifications and relied on a maximum of 

43 facial components (Ritz-Timme et al., 2011a). In doing so it would be easy to obtain similar 

scores for multiple faces due to the low permutations of classifications while also at risk of 

misclassifying poorly defined component classes. An adjusted feature classification scheme 

should be based on the extensive FISWG list, while creating well-defined classifications of 

each trait that can be categorised and tested in a semi-quantitative manner. Such a feature list 

should be compiled by incorporating classifications previously made in relevant anatomy, 

medicine, or anthropology literature, when available, and based on the facial physiognomy of 

available datasets across various population groups to ensure it can be applied in multiple 

countries. In using an alternative approach, this morphological scoring system could be applied 

to both the target and the database photographs independently and no direct comparison would 

take place in this stage of the analysis. Once the scores are complete for each image, they would 

then be contrasted to each other. From these scoring values of each facial component and its 

characteristics a composite score of similarity could then potentially be obtained and allow a 

level of quantification of the similarity or dissimilarity of a given face. Such an approach 

remains to be tested in future studies. 

6.6 Concluding remarks 

The present thesis described an extensive test of morphological analysis and the FISWG feature 

list across varied conditions of facial CCTV images and photographs. The performance of 

morphological analysis was found accurate and valid, particularly when conditions were 

optimal (i.e., high-resolution photographs, high resolution CCTV with limited perspective 

distortion/angle of incidence and with no disguises or sunglasses). Among the suboptimal 

conditions, image quality appeared to have the most notable effect on facial comparison 

performance (analogue CCTV recordings), while brimmed caps were found to be the second 
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most interfering circumstance. Across both of these samples, the primary limiting factor 

appeared to be overall loss of facial feature information, with caps obscuring almost half of the 

face and the poor quality of the analogue video making most of the facial details 

indistinguishable.  

There are a multitude of vulnerabilities present in most surveillance system vendor equipment 

that have in the past led to endangering safety, interfering with police and law-enforcement 

and pose theft risks (Costin, 2016). In addition, average humans were found to outperform 

automated recognition algorithms under suboptimal conditions (O’Toole et al., 2012), which 

are the predominant type of data quality that criminal investigations rely on (Gibelli et al., 

2016). The alternative of using super-recognisers, individuals with exceptional ability to 

process and recognise faces (Russell et al.,  2009) has also been recommended (Davis and 

Tamonyte, 2017). However, explicitly relying on a select group of people with innate superior 

facial recognition ability is not a feasible strategy in most circumstances, and trained experts 

should be considered the gold standard as a more structured and consistent option for legal 

investigations. As such, with these concerns in mind and considering the positive results of the 

present study, it is reinforced that trained human observer-based morphological analysis should 

persist as the primary approach to facial comparison for identification purposes as 

recommended by FISWG (Facial Identification Scientific Working Group, 2019). While this 

study did not control for every possible condition variation, morphological analysis with the 

FISWG feature list proved successful in an array of realistic circumstances. Specific condition 

variations should be considered in future studies to attempt fine tuning the method’s accuracy 

and reliability in each of specific scenario. 
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Appendix B -Tabulated Facial Comparison Feature List (FISWG, 2018) 

Component Characteristics Characteristic Descriptors 

1 - Skin 

1.1 Overall Skin Appearance • Overall Texture 

• Overall Tone: e.g. luminance and colour 

2 – Face/head Outline 

2.1 Shape of Cranial Vault • Portrait Contour 

• Profile Contour 

2.2 Overall Shape of Face • Portrait Contour 

• Profile Contour 

3 – Face/head Composition 

3.1 Proportions/Position of Features on 

Face 

• Approximate width of nose relative to 

eye distances (e.g., interpupillary distance, 

individual eye width, or overall distance between 

outer corners) 

• Approximate width of mouth relative to 

eye distances 

• Approximate width of nose relative to 

mouth 

• Approximate distance from nose to upper 

lip relative to face length 

• Approximate distance from chin to lower 

lip relative to face length 

• Ear position relative to eyes, nose, and 

mouth 

• Eye position relative to face length 

4 - Hairline 

4.1 Forehead Hairline • Detailed Shape (e.g. symmetry, 

“widow’s peak”, part line, “cowlick”) 

4.2 Hairline Right Side 

4.3 Hairline Left Side 

•     Detailed Shape 

4.4 Cranial Baldness Pattern •     Detailed Shape 

5 - Forehead 

5.1 Forehead Shape • Relative height 
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• Relative width 

• Slope/contour (visible in profile) 

5.2 Brow Ridges • Prominence 

• Continuity 

6 - Eyebrows 

6.1 Right Eyebrow 

6.2 Left Eyebrow 

• Shape (may include details) 

• Size (width and length of eyebrow 

relative to eye size) 

• Lateral eyebrow vertical end position 

relative to medial eyebrow vertical position (tilt 

of eyebrow) 

• Vertical end position of lateral eyebrow 

relative to the lateral canthus  

• Vertical end position of medial eyebrow 

relative to the medial  

• Horizontal end position of lateral 

eyebrow relative to lateral canthus  

• Horizontal end position of medial 

eyebrow relative to medial canthus 

• Conjoined left-right eyebrows 

(“unibrow”) 

• Density of hair within eyebrow and 

distribution of density 

• Hair details (e.g. texture, length, 

thickness, shape, colour) 

• Noticeably longer hairs 

6.3 Asymmetry Between Right and 

Left Eyebrows 

• e.g. overall shape, size, position, and hair 

details 

7 - Eyes 

7.1 Inter-Eye Distance •    Distance between right and left eye 

7.2 Right Eye Fissure Opening (Outline) 

7.3 Left Eye Fissure Opening (Outline) 

• Shape 

• Angle  

7.4 Right Upper Eyelid 

7.5 Left Upper Eyelid 

(Including Lashes) 

• Prominence (e.g. visibility, folds) 

• Protrusion 
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• Visibility of the crease above the upper 

eyelid (superior palpebral furrow) 

• Position in relation to iris and/or pupil 

• Lash characteristics (e.g. length, density, 

flow, irregular) 

7.6 Right Lower Eyelid 

7.7 Left Lower Eyelid 

(Including Lashes) 

• Prominence (e.g. visibility, folds) 

• Protrusion 

• Visibility of the crease below the lower 

eyelid (inferior palpebral furrow) 

• Visibility of infraorbital furrow (a place 

where a line or wrinkle may appear parallel to and 

below the lower eyelid running from near the 

inner canthus and following cheek bone laterally) 

• Position in relation to iris and/or pupil 

• Lash characteristics (e.g. length, density, 

flow, irregular) 

7.8 Right Eyeball Prominence 

7.9 Left Eyeball Prominence 

• Degree of Protrusion 

7.10 Right Eye Sclera 

7.11 Left Eye Sclera 

• Visibility of blood vessels and defects 

• Colour 

7.12 Right Iris 

7.13 Left Iris 

• Colour 

• Visibility 

• Diameter relative to eye opening 

• Position relative to eye opening (in front 

view) 

• Irregularity in pupil 

7.14 Right Eye Medial Canthus 

7.15 Left Eye Medial Canthus 

• Caruncle (fleshy prominence at inner eye 

corner) 

• Shape and angle of inner corner of the 

eye 

7.16 Right Eye Lateral Canthus 

7.17 Left Eye Lateral Canthus 

• Shape and angle of outer corner of the 

eye 

7.18 Asymmetry Between Right 

and Left Eyes 

• Shape, Angle 

• Off-set (e.g. one eye higher than the 

other) 



A p p e n d i x  B :  F e a t u r e  L i s t  | 176 

• Eyelids (e.g. one drooping, one retracted) 

& Eyelashes 

• Colour 

• Iris and pupil position (i.e. cross-eyed) 

• e.g. overall shape, size, position, and hair 

details 

8 - Cheeks 

8.1 Right Cheekbone 

8.2 Left Cheekbone 

• Prominence 

8.3 Right Cheek Shape 

8.4 Left Cheek Shape 

• Presence of dimple 

9 - Nose 

9.1 Nasal Outline (Profile and Front view) • Overall Shape 

• Length and/or width relative to rest of 

face 

• Prominence 

• Symmetry 

9.2 Nasal Root (Bridge) • Front View: width, length, shape, depth 

• Profile View: length, depth, angle 

9.3 Nasal Body • Front View: width, length, shape, angle 

• Profile View: length, angle, contour 

9.4 Nasal Tip • Shape (in front and profile view) 

• Angle (e.g. up, down) 

• Symmetry 

9.5 Nasal Base • Width 

• Height 

• Deviation to the right or left 

9.6 Nasal Base: Alae (Wings of Nose) • Thickness 

• Symmetry 

• Shape 

9.7 Nasal Base: Nostrils (Nasal Openings) • Shape and size of opening 

• Symmetry 

• Hair 

9.8 Nasal Base: Columella (Soft Tissue 

between Nostrils) 

• Width and length 

• Relative position 
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• Symmetry 

10 - Ears 

10.1 Asymmetry Between Left and Right 

Ears 

• Size 

• Shape 

• Protrusion 

• Positioning (e.g. One is above the 

• other) 

10.2 Right Ear Protrusion 

10.3 Left Ear Protrusion 

• Extent of Protrusion 

10.4 Overall Right Ear 

10.5 Overall Left Ear 

• Size 

• Shape 

• Angle 

10.6 Right Ear Helix—Superior/Inferior (Tail) 

10.7 Left Ear Helix—Superior/Inferior (Tail) 

• Size 

• Shape 

10.8 Right Ear Tubercles (Auricular Tubercle) 

10.9 Left Ear Tubercles (Auricular Tubercle) 

• Size 

• Shape 

• Quantity 

10.10 Right Ear Antihelix 

10.11 Left Ear Antihelix 

• Size 

• Shape 

10.12 Right Ear Crura of Antihelix (Superior, 

Inferior) 

10.13 Left Ear Crura of Antihelix (Superior, 

Inferior) 

• Size 

• Shape 

10.14 Right Ear Triangular Fossa 

10.15 Left Ear Triangular Fossa 

• Size 

• Shape 

10.16 Right Ear Crus of Helix 

10.17 Left Ear Crus of Helix 

• Size 

• Shape 

10.18 Right Ear Scaphoid Fossa 

10.19 Left Ear Scaphoid Fossa 

• Size 

• Shape 

10.20 Right Ear Concha (Superior, Inferior) 

10.21 Left Ear Concha (Superior, Inferior) 

• Size 

• Shape 

10.22 Right Ear Tragus 

10.23 Left Ear Tragus 

• Size 

• Shape 

10.24 Right Ear Antitragus 

10.25 Left Ear Antitragus 

• Size 

• Shape 
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10.26 Right Ear Intertragic Notch 

10.27 Left Ear Intertragic Notch 

• Size 

• Shape 

10.28 Right Ear Anterior Knob 

10.29 Left Ear Anterior Knob 

• Size 

• Shape 

10.30 Right Ear Anterior Notch 

10.31 Left Ear Anterior Notch 

• Size 

• Shape 

10.32 Right Ear Posterior Auricular Furrow 

10.33 Left Ear Posterior Auricular Furrow 

• Size 

• Shape 

10.34 Right Ear Lobule (Lobe) 

10.35 Left Ear Lobule (Lobe) 

• Size 

• Shape 

10.36 Ear Abnormalities • e.g. Cleft lobe; cauliflower 

11 - Mouth 

11.1 Philtrum • Prominence 

• Width of ridges 

• Width of furrow 

• Symmetry 

11.2 Overall Mouth • Shape 

• Symmetry 

11.3 Upper Lip • Shape 

• Fullness 

• Protrusion 

• Symmetry 

• Upper Vermilion Border Shape (e.g. 

“Cupid's bow”) and definition 

• Detail (e.g. tubercle, lip creases, alae) 

11.4 Lower Lip • Shape 

• Fullness 

• Protrusion 

• Symmetry 

• Lower Vermilion Border Shape & 

definition 

• Detail (e.g. median sulcus, tori, lip 

creases) 

11.5 Lip Fissure (Opening between Lips) • Shape 

• Symmetry 
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• Degree of contact/occlusion along length 

of opening 

• Corners/angles of mouth (Labial 

Commissure) 

11.6 Mouth Asymmetry • Difference between left and right sides 

11.7 Overall Dental Occlusion (Contact 

between Upper and Lower Teeth) 

• Symmetry 

• Degree of contact/occlusion 

11.8 Prognathism (Forward protrusion of 

mouth complex) 

• Degree 

11.9 Characteristic Detail of Teeth • Shape 

• Size 

• Alignment/Position (e.g. gaps, crooked, 

missing) 

• Condition (e.g. wear, damage, disease, 

colour) 

11.10 Mouth Abnormalities • E.g. Cleft Lip 

12 – Chin/Jawline 

12.1 Chin (Profile and Frontal view) • Overall Shape 

• Length and/or width relative to rest of 

face 

• Prominence 

• Symmetry 

• Details (e.g. cleft, dimple, mental 

groove; refer to wrinkles and folds) 

12.2 Jawline (from Chin to Gonial Angle) • Shape 

• Definition (e.g. jowls) 

12.3 Gonial Angle (Angle of the Jaw) • Shape 

• Definition 

13 – Neck 

13.1 Neck (Overall) • Width 

• Height 

• Details (e.g. musculature, veins, 

• wrinkles, folds, wattle, “double chin”) 

13.2 Laryngeal Prominence (Adam's Apple) • Shape 

• Size 
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• Prominence 

• Location on neck 

•  

14 – Facial Hair 

14.1 Facial Hair Above Upper Lip 

14.2 Facial Hair Below Lower Lip 

• Shape/Spatial distribution (including 

overall hair length) 

• Texture 

• Symmetry 

• Density and distribution of density 

including gaps 

• Variation in colour/tonality 

• Orientation (slanted, straight) 

• Outline/edge definition (e.g., sharp, 

irregular) 

• Continuity with facial hair on side(s) or 

below/above mouth 

• Noticeably Longer Hairs 

14.3 Facial Hair on Right Side 

14.4 Facial Hair on Left Side 

• Shape/Spatial distribution (including 

overall hair length) 

• Texture 

• Symmetry 

• Density and distribution of density 

including gaps 

• Variation in colour/tonality 

• Orientation (slanted, straight) 

• Outline/edge definition (e.g., sharp, 

irregular) 

• Continuity with facial hair on side(s) or 

below/above mouth 

• Noticeably Longer Hairs 

14.5 Facial Hair on Neck, below 

Chin/Jawline 

• Shape/Spatial distribution (including 

overall hair length) 

• Texture 

• Symmetry 
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• Density and distribution of density 

including gaps 

• Variation in colour/tonality 

• Orientation (slanted, straight) 

• Outline/edge definition (e.g., sharp, 

irregular) 

• Continuity with facial hair on side(s) or 

below/above mouth 

• Noticeably Longer Hairs 

15 – Facial Lines 

15.1 Forehead Creases (Wrinkles) • Distribution 

• Orientation (vertical or horizontal) 

• Quantity 

• Pattern (Including relation to one 

another) 

• Depth/Prominence 

15.2 Vertical Glabellar Line(s) • Length 

• Pattern (including relation to one 

another) 

• Depth/Prominence 

15.3 Nasion Crease • Distribution 

• Quantity 

• Pattern (Including relation to one 

another) 

• Depth/Prominence 

15.4 Bifid Nose Crease • Depth/Prominence 

• Length 

15.5 Wrinkles Adjacent to Right Eye 

(Crow's Feet) 

15.6 Wrinkles Adjacent to Left Eye 

(Crow's Feet) 

• Distribution 

• Quantity 

• Pattern (Including relation to one 

another) 

• Depth/Prominence 

15.7 Right Superior Palpebral Crease 

15.8 Left Superior Palpebral Crease 

(Crease between the Upper Eyelid and the 

• Visibility 

• Position 

• Depth/Prominence 
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Top of the Bony Orbit) • Shape 

15.9 Right Lower Lid Crease 

15.10 Left Lower Lid Crease 

(Crease between the Lower Eyelid and the 

Bottom of the Bony Orbit) 

• Visibility 

• Position 

• Depth/Prominence 

• Shape 

15.9 Right Lower Lid Crease 

15.10 Left Lower Lid Crease 

(Crease between the Lower Eyelid and the 

Bottom of the Bony Orbit) 

• Distribution 

• Quantity 

• Pattern (Including relation to one 

another) 

• Depth/Prominence 

15.11 Right Infraorbital Creases 

15.12 Left Infraorbital Creases 

(Creases below the Eyes) 

• Distribution 

• Quantity 

• Pattern (Including relation to one 

another) 

• Depth/Prominence 

15.13 Upper Lip Creases 

(Vertical Wrinkles above Upper Lip) 

• Distribution 

• Quantity 

• Pattern (Including relation to one 

another) 

• Depth/Prominence 

15.14 Lower Lip Creases 

(Vertical Wrinkles below Lower Lip) 

• Distribution 

• Quantity 

• Pattern (Including relation to one 

another) 

• Depth/Prominence 

15.15 Mentolabial Sulcus 

(Horizontal Crease or Fold between Lower 

Lip and Chin) 

• Shape 

• Length 

• Depth/Prominence 

15.16 Right Nasolabial Crease/Folds 

15.17 Left Nasolabial Crease/Folds 

(Creases or Folds extending from Nose to 

Corners of Mouth) 

• Distribution 

• Quantity 

• Pattern (Including relation to one 

another) 

• Depth/Prominence 

15.18 Right Marionette Lines 

15.19 Left Marionette Lines 

• Pattern 

• Depth/Prominence 
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15.20 Cleft Chin • Depth/Prominence 

• Size 

15.21 Right Buccal Creases/Folds 

15.22 Left Buccal Creases/Folds 

(Cheek to Chin) 

• Distribution 

• Quantity 

• Pattern (Including relation to one 

another) 

• Depth/Prominence 

15.23 Wrinkles on Neck • Distribution 

• Quantity 

• Pattern (Including relation to one 

another) 

• Depth/Prominence 

16 - Scars 

16.1 Scars • Location 

• Shape 

• Orientation 

• Size 

• Colour/Tonality 

• Depth/Prominence 

17 – Facial Marks 

17.1 Skin Marks (e.g. freckles, moles, acne, 

rosacea, birth marks, bruises, abrasions, vitaligo, 

dark/light patches, etc.) 

• Location/Distribution (Including relation 

to one another) 

• Shape 

• Size 

• Colour 

• Prominence 

18 - Alterations 

18.1 Piercing • Location 

• Description 

18.2 Makeup • Location 

• Description (Shape, Size, Colour, etc.) 

18.3 Tattoo (Including Cosmetic) • Location 

• Description (Content, Shape, Size, 

Colour, etc.) 
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Appendix C – Supplementary Material Manuscript 1 

PARTICIPANT INFORMATION SHEET – FACIAL PHOTOGRAPHS AND CCTV 

RECORDINGS 

 

STUDY TITLE: Reliability of forensic facial identification from CCTV recordings with 

implications for admissibility to court. 

Good day, my name is Nicholas Bacci and I am currently enrolled for a PhD degree at the 

University of the Witwatersrand. As part of the degree I am carrying out a research project 

on forensic facial image comparison. For this project, I will study ways to improve the 

process of forensic facial identification, especially from video obtained from closed circuit 

television (CCTV) systems. I will be comparing different parts of the face between photos 

and CCTV footage for similarities. This method is called morphological analysis. Although 

this method is very often used by the police, little is known on how reliable it is. The main 

possible benefit of this project is that it will help to correctly match a face to another face on 

different images. The results of the study will greatly assist in criminal investigations and 

prosecution as well as missing persons’ identification. The study will also prevent wrongful 

imprisonment of innocent people. I would kindly like to invite you to participate in this study.  

PURPOSE OF THE STUDY 

Photos of different faces and CCTV footage of the same faces will be used to compare the 

similarities and dissimilarities between the two sets of images. From this comparison, an 

analyst will decide whether the faces are a match or not. The aim of this process is to assess 

if the analyst is able to correctly identify the photo matching the CCTV footage from a 

random pool of photos. You are invited to participate as one of the photographed individuals. 

PARTICIPANT INVOLVEMENT 

If you decide to participate in this study, I will compare your CCTV recordings to your 

photos. I will do this by comparing the best matching (in terms of angle and position) faces 

to one of the photos that will be taken of you in one trial. Each trial will include a CCTV 

image to be compared to a pool of ten photos. Only one of them will be your photo. Nine 

extra photos will be added from social media based on people resembling your face. I will 

then try to match your CCTV recording to your photo in this pool of faces. I will only take 
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five photos of your head and face on the university premises, and record CCTV footage as 

you walk past the set of CCTV cameras. You will also be asked to wear a jacket hiding your 

clothes. The process will not take longer than ten minutes. Your participation in this study is 

voluntary. Refusal to participate will involve no penalty or loss of benefits. However, if you 

decide to participate, please be informed that there will not be any personal financial gain or 

academic benefits. You are free to withdraw from this study at any time without stating a 

reason. If you decide to withdraw after the photos and recordings have been taken, your 

photos and CCTV footage will immediately be deleted and there will be no penalty.  

RISKS AND BENEFITS 

There are no risks or side effects involved in this study. You will not benefit directly. This 

study is of high social and forensic value. Its results can increase the successful prosecution 

of criminals and identification of missing persons. Which in turn can help solve more police 

cases and decrease crime on a wider scale. 

DATABASE DEVELOPMENT 

In the time of taking your photos and recordings, we would also like to create a database of 

these images. This database will be only used for further research into the topic. It will be 

assigned a curator from the School of Anatomical Sciences, and will be under the careful 

watch of the Collections Committee of the School and the curator. No publication or sharing 

of any of your information will occur at any point throughout the existence of the database, 

unless the researcher working on the study asks you for further permission, through a re-

consent form. You may also decide to participate in the study, but to be excluded from the 

database if you so desire, at no penalty. 

CONFIDENTIALITY 

All the information gained during the course of this study is strictly confidential. Your name 

and contact details will remain confidential with only the photographer and then the primary 

supervisor (DR N Briers) having access. Your photographs and CCTV footage will be 

awarded a number. In effect, your personal details will not be linked to any of your 

photographic material. We require contact details in case we find it necessary to use your 

photograph in scientific journals or presentations. In this case, you will need to go through a 

re-consent process, signing an additional form consenting to publication of your photograph. 

Your photos will only be published with your permission and you may refuse publication 
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without stating a reason and without any consequences or penalties. No information that 

could identify you would be used in the thesis or publication, such as name and contact 

details. The photographer assisting with the study will see your face and details but will not 

be further involved in the study. A research assistant that will put the photos together into 

face pools and code the image names, will see your face but will not receive any of your 

personal information. Two analysts related to the university, including me, will see your 

photograph as part of the face pools, but will not be given any information about you. I have 

purposefully excluded myself and the other analyst from taking your photos or information 

to prevent bias on my later recognition of your face. However I have chosen the geographical 

and social area of main campus in order to limit accidental recognition by myself or the other 

analyst. The results of this study will be reported in a thesis and made available to my 

supervisor and other lecturers in the Faculty of Health Sciences at the University, uploaded 

to the electronic thesis and dissertation database and may be published in conference 

presentations and journals.  

If you have any questions, please feel free to contact me on 082-457-0843 or my Supervisor, 

Dr Nanette Briers, on 082-847-4459. To report any complaints or problems, please contact 

the Chair of the Human Research Ethics Committee, Professor Cleaton-Jones on 011-717-

2301 or the Research Administrator, Ms Zanele Ndlovu on 011-717-2700. If you would like, 

a summary of the research will be made available to you. Thank you for your consideration 

to participate in this study. 
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CONSENT FORM – FACIAL PHOTOGRAPHS AND CCTV RECORDINGS 

I hereby confirm that I have read and understand the scope of this study and that the 

investigator, N. Bacci, has explained the nature, conduct, risks and benefits of this study.   

 

I ______________________________ (participant’s name) consent to participate in the 

study “Reliability and admissibility to court of forensic facial identification from CCTV 

recordings” and consent to have my facial photographs taken, and to be recorded on a CCTV 

system accessible to the project investigators. 

I understand that: 

 Participation in this study is entirely voluntary. 

 I can withdraw from this study at any time. 

 There are no risks or benefits anticipated. 

 Photographs and recordings will remain strictly confidential and anonymous. 

 Photographs and recordings will only be published with my permission and consent. 

 

Participant’s name              _________________   Date                 ________________ 

 

Participant’s signature        _________________   Contact details ________________     

 

Alternative contact details _________________ 

 

Investigator’s name            _________________   Date                 ________________ 

 

Investigator’s signature      _________________ 
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Appendix F - Publication Licences & Copyright 

F1000 Research Licenses (accessed at: https://f1000research.com/about)  

The licenses that apply to articles and other research outputs, data and peer review reports . 

F1000Research articles are usually published under a CC BY license, which permits 

unrestricted use, distribution, and reproduction in any medium, provided the original work is 

properly cited, and leaves the copyright of the article with the current copyright holder (usually 

the author or their institution). Additional waivers are used by some institutions, for example 

governmental employees, where appropriate. As the specific version of the CC BY license 

applied to articles may change due to periodic updates, the copyright information for each 

article is shown below the abstract. Most posters, slides and documents are also published 

under a CC BY license, but other CC licenses may apply, as indicated for each research 

output’s published page under the image. Data associated with F1000Research articles (not 

posters, slides and documents unless specifically stated) are made available, where possible, 

under the terms of a Creative Commons Public Domain Dedication (CC0 license). This 

facilitates and encourages data re-use and helps prevent the problems of attribution stacking 

when combining multiple datasets each authored by multiple authors that use multiple different 

licenses. Peer review reports that are published with a given article are available under the CC 

BY license. 
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http://creativecommons.org/licenses/by/4.0/
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