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Abstract

This thesis presents a systems architecture method that applies object, process, and state

as primary attributes for modelling smart devices in an IoT application ecosystem. This

systems architecture method is grounded in pure systems thinking that enables a signi�cant

focus on systems purpose using a state-of-the-art modelling notation while supporting com-

plexity reduction in systems architecture model representation.

In current research, the Internet of Things (IoT) body of work mainly applies functional

and domain coverage related to the representation of its architecture. This abstraction aims

to hide enabling technologies while simultaneously trying to handle system complexity. In-

creases in complexity due to the evolution of IoT edge systems have seen requisite increases

in technological needs advancement. IoT edge systems enable the physical extensions of

the internet that exists today. This cyber-physical evolution goes beyond the services that

individual embedded devices expose. It underpins the IoT by creating connected edge sys-

tems that integrate large-scale digital and physical processes. The variation in heterogeneity

predominantly causes increases in complexity in these systems. A systems approach can re-

duce the complexity in stating a systems architecture for the IoT Connected-edge (IoT-Ce).

This approach stems from the belief that low-level IoT-Ce subsystem characteristics that

in�uence the state of the system can abstract to a conceptual IoT system architecture to

increase the accuracy of model dependability through increased state awareness.

This thesis presents two contributions. Firstly, the study proposes a standards-based sys-

tems architecture method that outlines the systems, subsystems, and components employed

at runtime in the IoT-Ce. The Object Process Methodology (OPM) ISO-19450 guides the

modelling of the systems architecture. The IoT-Ce Systems Architecture for Runtime

Con�guration (ISARC) suggests a hierarchical structure for a multi-layered connected

heterogeneous IoT edge system. The study of the runtime properties of systems can pro-

vide a better understanding of how to model systems that are dependable and scalable.

Additionally, these systems have the essential properties to �nd application in large-scale
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distributed systems architecture. The primary contribution is the suggestion that identifying

well-de�ned system, subsystem, and component boundaries using a known approach sup-

ports complexity reduction in IoT-Ce models. The proposed approach provides the method

for testing variations of con�guration for the IoT-Ce.

Secondly, the thesis provides a method to validate the ISARC using OPM and Design Struc-

ture Matrices (DSM). The method for modelling con�guration decisions for the IoT-Ce uses

OPM as the basis for decision parameter extraction and DSM to represent the decision

structure. A test of conceptual architecture variations of the ISARC uses a novel concrete

control design based on instantaneous and accumulated errors. This contribution's primary

bene�t extends the systems architecture by proving that the ISARC can support ongoing

runtime con�guration decisions using a series of Python simulated data sets. Finally, these

data sets compare a historical data set that mimics a hierarchical systems architecture to

argue the applicability of parameter-based architecture decisions for the IoT-Ce.

The ISARC aims to position an approach to simplify system complexities by suggesting

the function and form of the IoT-Ce. The e�ort to reduce complexity in design is in line

with an existing body of research in model-based systems engineering using the OPM ISO-

19450 standard.

Keywords IoT System Architecture, OPM ISO-19450, IoT Connected Edge, Runtime Con-

�guration, Design Structure Matrix, Architecture Decisions, PI Control, Python
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Chapter 1

The Evolution of Things

1.1 Introduction

The Internet of Things (IoT) claims to connect an array of devices into an interconnected

system of systems. Across the spectrum of IoT research, functional systems coverage sup-

ports an appetite for heterogeneous technology advancement. The growth of interest in IoT

has become such a topical study that we can barely see the wood for the trees. Finding

system value in this vast body of knowledge is no di�erent. In modern research, the IoT

body of work mainly applies domain and functional coverage related to the visualisation

of its architecture. This visualisation aims to argue for connectivity, protocols, and elusive

killer IoT applications. What is missing is a sound approach to tackle the view of IoT for

what it is - a system with form, function, and value.

In tackling the problem using a model-based approach, the thesis proposes a systems ar-

chitecture to outline the systems, subsystems, and components employed at runtime in the

IoT. The Object Process Methodology (OPM) ISO-19450 guides the modelling of the sys-

tems architecture through strict notation usage and principled modelling activities. Care

is taken in applying the OPM ISO-19450, as with most architecture modelling tools, the

usage is generally part creative, part structured. The IoT-Ce Systems Architecture for

Runtime Con�guration (ISARC) suggests a hierarchical structure for a multi-layered

connected heterogeneous IoT system.

The thesis also provides a method to validate the ISARC using OPM and Design Structure

Matrices (DSM). The output of the model-based approach aims to position a repeatable

method for extracting knowledge from broad and unstructured IoT claims. The decision

model applies both qualitative and quantitative theories against the data set achieved by

extracting architectural decision parameters from selected IoT references.
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1.2 Background

The evolution of embedded systems has reached a point where these systems touch almost

every part of our daily existence. With an ever-increasing need for technological advance-

ment, these systems will become the physical extensions of the internet. This cyber-physical

evolution goes beyond the services that individual embedded devices expose. It underpins

the IoT by creating connected edge systems that integrate large-scale digital and physi-

cal processes. Although the precise de�nition of IoT is particularly subjective, some key

components support the de�nition as an interconnection of �unique� sensors and actuators

into a broad communications network, as seen in IEEE (2015). Due to disparate spatial

and temporal requirements, the IoT requires fundamentally di�erent systems management

capabilities. These capabilities can play a crucial role in the di�erentiation of measurement

within a system under dynamic conditions.

The IoT body of work covers a broad research agenda that outlines increased interaction

levels between the structures and functions of components, subsystems, and systems in the

IoT ecosystem. Increases in interaction due to evolving end-user requirements are a nat-

ural progression for any system. In IoT, many standards, interaction requirements, and

form constraints create massive interaction possibilities due to their di�erent deployment

options. IoT research agendas introduce a functional classi�cation of overlapping concerns.

As seen in Vermesan et al. (2009), Vermesan et al. (2011), Ailisto et al. (2011), Miorandi

et al. (2012) and Stankovic (2014), these research agendas argue a baseline for an ever-

changing IoT ecosystem containing single or multi-capability compositions. The outcome

that the extensive body of IoT work produces primarily suggests that Things will interact

and requires some form of communication. In some view, the IoT sees seemingly unrelated

objects establishing communication and ubiquitously sharing data on a large scale as shown

in Bassi et al. (2013), and European Commission CORDIS (2013). As recent as 2011, IoT

has been viewed as an extension of embedded systems, thus inheriting embedded systems

characteristics, Kopetz (2011). The characteristics that suggest the likeness of IoT to em-

bedded systems con�rm the view on device uniqueness, interaction, and design practice that

informs e�ective systems management activities. These are;

1. for simpli�cation in resolving human cognitive constraints as seen in Kopetz (2011),

and enabling of mechanisms to cope with complexity using con�guration, Ailisto et al.

(2011). Additionally, the use of co-design between software and hardware to reduce

inconsistencies is also a known juncture between IoT and embedded systems, Stankovic

(2014).
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2. for greater usability by focusing on a population that contains usable components

such as mobile devices, Kopetz (2011), and those used in discovery and closed-loop

communication, Stankovic (2014).

3. for reuse through the use of existing standards to meet the needs of IoT use cases,

Kopetz (2011). For example, the use of conventional resolvable addressing protocols

in Domain Name Systems supports Object Naming Services for edge-device identi-

�cation, EPCGlobal Inc. (2008). Additionally, the reuse of internet protocol-based

interaction standards such as web services communication using the Constrained Ap-

plication Protocol (CoAP) is also a known IoT standard, Bormann et al. (2014).

4. for management and optimisation as indicated by Kopetz (2011), by guiding smart

object interaction across dimensions such as state and policy awareness, Vermesan

et al. (2009).

The body of research for IoT presents an ecosystem in its entirety. The IoT application

subset can broadly be seen as a connected system, containing three dominant domains of

focus; data generation & acquisition, data transmission, and data analytics, Chuah (2014).

Notwithstanding other system themes such as scalability, integration, and security, research

into each of the dominant IoT domains attempts to meet many research goals. These goals

range from architectures for end-to-end energy e�ciencies of devices that deliver core IoT

sensing capabilities (generation & acquisition) to critical decision-making possibilities found

in the data present in the sensing process (data analytics). This generation & acquisition

and data analytics range is evident in the views by Kaur and Sood (2017) and Shaikh et al.

(2017), and Qiu et al. (2013), respectively. The delivery of a solution to a key IoT prob-

lem statement is an exciting challenge that faces IoT researchers, as the body of work for

IoT stretches across non-critical and critical service delivery. Due to vast structural and

behavioural variation, these domains produce high complexity levels as expected in systems

with many integrated components and interactions. This view on complexity is a generali-

sation as applied to systems architecture conceptualisation by Dori (2011), and in complex

systems architecture study in Crawley et al. (2016).

The three dominant domains of focus position IoT architecture to become the next archetype

for lightweight systems integration. For this reason, it overlaps into areas of cloud computing

and big data, which have made their way into IoT research. The overarching requirements

for the management of systems that process large amounts of data re�ect similar archi-

tectural components as required in an IoT application ecosystem, as seen in Taleb et al.

(2015). This requirement is primarily due to the volume and variety of data �ows between
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applications in an IoT application ecosystem. Thus, increasing interdependence between

heterogeneous IoT application system components.

IoT applications play an essential role in the architecture at the center of these domains as

Figure 1.1: A Simple IoT Systems Architecture Perspective adapted from Chuah (2014)

these applications have had the most exposure in the visible IoT project domain. A further

specialised de�nition of this simple architecture indicates a cross-cutting de�nition of phys-

ical and digital convergence. IoT applications implement the structural and behavioural

aspects of the IoT, as indicated in Vermesan et al. (2011). Figure 1.1 outlines a systems

architecture perspective that concurs with the representation of a convergence of at least

three domains indicated in Vermesan et al. (2011). These are;

1. technologies such as nanoelectronics, sensors, actuators, embedded systems, cloud

computing, software,

2. communication and

3. intelligence.

Globally, consumer applications have shown success, but there have also been occurrences

of large-scale failures despite these successes. In the local South African market, devices

with secondary IoT functions have unfortunately failed to launch due to broader product

strategy failures, as seen in Mcleod (2014) and van Zyl (2015). This failure exhibits the

relative immaturity of IoT strategies, which re�ect the broad scope of industry functional

requirements, such as those seen in Gartner (2017). In the vertical application areas where

standardization is missing, these failures are due to fragmentation and poor compliance,

IEEE (2015). However, there have been successes in IoT for companies in South Africa,

such as IBM and MTN. These use cases produce a more direct system purpose, such as
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wildlife protection, IBM (2017).

Companies such as IoT ONE have produced a vast number of use case variations across

multiple industry verticals. Verticals such as transportation, automotive, equipment, and

machinery industries have seen a fair amount of case studies, IoTOne (2019). Movement

closer to end-user controlled devices in these ecosystems is known as the edge, as indicated

by Yu et al. (2017). This architecture requires a structure that balances the characteristics

of each of the ecosystem's subsystems given known constraints such as power, processing,

and communication capabilities. In broader industrial terms, the sensitivity of power, pro-

cessing, and communication decisions can be the di�erence between life and death. In line

with a natural progression of consumer technology convergence due to increasing consumer

needs, a move towards systems generality underpins its growth on the availability of readily

available sensor technologies found in generally available mobile devices. The most prevalent

is the vast possibilities of combining capabilities in mobile devices to serve a greater utility.

Mobile devices in the IoT body of research manifest as a vital edge device that services

human needs - a constrained device and gateway - to be more precise. Furthermore, Pei

et al. (2013), Horn et al. (2016), Zhang et al. (2017), Sinche et al. (2017), and Khazbak et al.

(2017) present use cases for mobile device-based IoT. These use cases focus on individual

human-centric system purpose, as opposed to an industry-centric purpose. The increased

usability of mobile devices moved to the edge supports the proposed move of IoT to es-

tablish a usable, connected edge. Finally, coupled with the mammoth increase of mobile

device populations, as seen in IDC (2017) and IDC (2018), the requirement for treating edge

devices as a vital resource should be highly signi�cant.

The background on the evolution of things indicates that research agendas have become

broad; however, the simpli�cation of IoT-bound and systems-bound problem statements

should be strongly considered based on the potential utility of IoT use cases in the future.

1.3 Overview of a Fragmented IoT Ecosystem

Forecasts for the number of connection-ready IoT devices lie broadly in the billions with

increases over the next decade by billions more, Anderson and Rainie (2014). Additionally,

claims on trillions of devices are also noted, Stankovic (2014). Although forecasts vary by

IoT research body and IoT vendor, one common theme is that these devices will generate

and transmit data on scales not seen earlier by man, or for that matter, by systems known

today. Thus, management and control play an essential role in the architecture of these new
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systems. The core systems viewpoint between what controller-based automation is histor-

ically and what IoT will be in the next decade is a stark realisation of the preparedness

to handle the in�ux of rapid event-level data �ows. Ancillary control of this ecosystem

exacerbates ine�ciencies for mass-market sensors and actuators served by general-purpose

mobile devices. Thus, the question is not a case of why interest is necessary in IoT systems

architecture, but rather how to e�ciently make decisions about IoT parameters that enable

primary functions and value through devices at the edge, given increases in fragmentation.

Thus, the basis of the problem identi�ed for the thesis is a series of positions suggesting how

to reduce complexity in a system composed of non-standard packaged sensors, actuators,

and internet-connecting components. Having to redeploy or manage devices in a fast-moving

pre-packaged application environment can become problematic due to applications' rapidly

changing nature. IoT applications are underpinned by several standards, frameworks, with

interoperability being somewhat loosely de�ned. As seen in IoT protocol sets, Postscapes

(2017) outlines a grouping of similar protocol capabilities at each layer of an IoT system

set. Although each of the protocols recommends a best-�t use case, the protocol variation

and choice can become an open-ended architecture decision. For example, JSON-LD and

the Web Thing Model cited in Postscapes (2017) o�er di�erent protocol speci�cations to

specify an IoT system such that it becomes additive or incremental. Architecture decisions

that drive protocol selection in the system could be due to protocol support, device support,

and integration complexity. In Trifa et al. (2015), the Web Thing Model provides function

principles, whereas JSON-LD (Linked Data) by Kellogg (2019) provides structural data

guidances. With several loosely coupled standards in the IoT domain, a systems architec-

ture provides a consistent way to model heterogeneous smart ecosystems conceptually while

representing dependencies between these protocols. As a simple object model containing an

aggregation relationship, the IoT Protocol is shown in Figure 1.2. This representation is a

simpli�ed view of a notation supported in modelling languages that supports aggregation. In

line with a simpli�cation and subsequently single notation requirements, the object model is

shown using a structural representation from OPM ISO-19450. Recent work in model-based

approaches for protocol speci�cation is discussed by Mordecai and Dori (2014). However,

the notation style agrees with most aggregation relationships similar to those found in UML

and SysML.

The use of aggregation in modelling notations - and largely model representation - creates

a reduced representation of reality. This view abstracts system problems and fragmentation

into a state that closely aligns with the perception of what the model aims to represent.

Within the understanding of a fragmented IoT systems reality, fragmentation risk increases
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Figure 1.2: A Preliminary Object Diagram for an IoT Protocol Set representing Protocols
in Postscapes (2017)

as the decomposition of the IoT ecosystem increases. However, abstraction can handle

fragmentation concerns. This view is evident in general systems design using hierarchical

structures in systems, Skyttner (1996)(pp.40). This risk materialises when decomposing

Figure 1.1 into an extended capability set. The system purpose present in Figure 1.1 places

devices in the edge capability set found in the EPC Global Architecture. The EPC Global

Architecture, shown in Uckelmann et al. (2011)(pp.21), o�ers a futuristic capability overview

for the IoT. In this architecture, a split capability model represents both core and edge ar-

chitectures. Coupled with the guidance on reusing device capability, the device hardware

such as onboard mobile phone sensors o�ers one of the most convenient sensor populations

in circulation today that already serves the interfacing, acquisition, and control functions

in the EPC Global Architecture. A prior assumption guided by recent IDC reports indi-

cates an increase in the number of devices that have been distributed worldwide over the

�rst quarter in 2017, reaching approximately 347 million units, as indicated in IDC (2017).

The associated impacts of this distribution are that both lower and higher-cost devices are

enabling more data acquisition and control possibilities into the end-user market. With a

simple overlap between higher mobile device distribution and sensor capabilities, a more

comprehensive architecture can be argued for. For example, the proposed extended EPC

Global architecture supports the future of IoT by stipulating the classi�cation of IoT capa-

bilities, Uckelmann et al. (2011). Although Figure 1.3 contracts the core number of domains

to only two domains - core and edge architectures - this representation positions a clear

boundary between component, interface, control commands, and data. A view that extends

the fragmentation problem in both core and edge boundaries of the architecture is the in-

tegration requirements for non-Internet Protocol (IP) devices. The architecture indicates
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Figure 1.3: An Extended IoT System Architecture adapted from Uckelmann et al. (2011)

these to be low capability devices exposed via the IoT. Furthermore, the commands and

data located on the boundary of the core and edge architecture in Uckelmann et al. (2011)

present an opportunity to bridge protocols while still maintaining a level of independence

between low-cost devices and more costly core application and infrastructure architectures.

Given the immense growth of device variation and connectivity possibilities, essential sys-

tem boundaries, functional and structural constructs still require a logical representation

to indicate the speci�c system's primary purpose. As seen in the split between edge and

core architectures in Uckelmann et al. (2011), the core holds the main command-and-control

capabilities, so an approach is still needed to manage a class of state noti�cations between

components in the IoT edge system boundary. This split ensures �exibility while maintain-

ing dependable connectivity within the constrained systems environment closer to the IoT

edge.

1.4 Dealing with the Edge

With the reinvention of the IoT edge mobile device domain as a formal industry, these

devices have spawned multiple commercial and hobbyist use cases. The in�ux of mobile

use such as Sinche et al. (2017), Pei et al. (2013), Horn et al. (2016), Zhang et al. (2017)

and Khazbak et al. (2017) can been seen in research. Where Sinche et al. (2017) and Pei

et al. (2013) indicate the use of mobile phones for behavioural tracking, location and tri-

angulation, the work by Horn et al. (2016), Zhang et al. (2017) and Khazbak et al. (2017)

relate closer to mobile health care interactions. The enablement of these IoT use cases

supports the need for core onboard sensor technologies packaged into a single mobile form.
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An increase of mobile applications such as those seen on the Google Play and Apple Store

drives a commercial agenda. The reinvention of hobbyist use cases is evident in the activity

around Arduino, Raspberry PI, and Beaglebone microcontroller-driven user application pro-

totypes on Instructables.com (2017), and crowdfunded initiatives, Chuah (2014). In each of

these areas, embedded systems play an important role in delivering system value. In dealing

with the edge, it is safe to indicate that one would engage the notion of an embedded system.

An embedded system comprises of components and devices that operate in a singular or mul-

tifaceted environment - designed to support a speci�c service or need. Embedded systems

identify as �information processing systems� enclosed into larger products or systems, Mar-

wedel (2014). These systems can link directly to the physical environment within which they

operate and are thus further de�ned as �cyber-physical�, Marwedel (2014). The de�nition

of embedded systems indicates integration between sensing and the sensed environments. It

has been shown that the behaviour of a system under this integration might encounter an

operating gap due to the nature of either end of the system - namely digital or physical ends.

This is a systems architecture viewpoint on cyber-physical modelling, Mordecai and Dori

(2017a). Examples of embedded systems are found in consumer products such as mobile

phones, vehicles, or home automation solutions. The value of considering these embedded

systems into the IoT value chain supports the notion of system boundary creation. This

boundary is necessary when these consumer products are enhanced to serve other purposes,

such as sensor-rich mobile devices for edge use cases, autonomous vehicles, and adaptive

automation solutions.

The basis of the IoT generation & acquisition subsystem mentioned in Figure 1.1 is, in

fact, a cyber-physical system (CPS), which contains devices that gather and communicate

physical phenomenon. This claim's reasoning is the inherent nature of digital systems, but

more aptly, the duality of CPS as seen in Mordecai and Dori (2017a). In their view on

cyber-physical existence, Mordecai and Dori present a natural gap between the cyber and

physical worlds. A conceptual model presents a highly complex system as the basis of the

modelling e�ort to prove the handling of the cyber-physical gap. Mordecai and Dori produce

a position that not all arrangements of variables between the physical and cyber worlds can

be mapped, thus producing gaps in observation and control actions. The systems presented

in Mordecai and Dori (2017a) exist in physical and informational form. Thus, the interaction

through the system's physical form requires similar handling of the informational structure.

Given the deep understanding of CPS in current research, recent advancements in creating

a broader market for aggregating sensor capabilities via smart endpoint integration have
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been recommended through interfacing theories by Lohstroh and Lee (2015) and Latronico

et al. (2015). In dealing with the edge, a drive towards an interface theory represents an

architecture that abstracts physical components into standards of web-based accessible com-

ponents. This adaptation immediately lends itself to hardware-software co-design activities

based on considerations for both hardware and software con�gurations in the delivery of

system value. With devices becoming more pervasive, usable, and, interconnected, the need

for a more e�cient approach to modelling complex IoT systems is necessary - which operates

within the constraints of the Kopetz principle.

In a view on systems design versus systems realisation, the Kopetz principle indicates that

the properties of the system that a model asserts are properties of the model itself, Ptole-

maeus (2014)(pp.10). In support of clarifying the representative properties of system com-

plexity with suggested increases in model �delity, the Object-Process Methodology (OPM)

ISO-19450 presents a means to simplify unnecessary system architecture modelling complex-

ities, ISO/TC 184/SC 5 (E) (2014). Thus, decreasing unnecessary assertions about model

realisation in a real-world scenario. The OPM is an ISO conceptual modelling standard

that views objects, processes, and states as primary constructs for systems modelling. The

standard supports the modelling of well-structured systems architectures by modelling the

structure and behaviour of a system using a single diagram and language notation. Simul-

taneously, the OPM drives completeness and clarity characteristics in model representation,

Dori (2011). The OPM creates multi-purpose outcomes validated against model require-

ments using Object Process Diagrams (OPD) and Object Process Language (OPL) in a

single systems architecture speci�cation activity.

1.5 Thesis Objectives

The research questions are founded in unique design domains; Systems Architecture,

IoT, and Con�guration. These domains have variable levels of maturity in their liter-

ature, and hence an exploratory position will outline the extent to which convergence is

possible between these domains. The conclusion of the argument on whether a systems ar-

chitecture viewpoint on IoT-Ce runtime con�guration impacts communication dependability

is supported by individual vertical premises. These are; the existence of systems architecture

as a domain, the application of well-formed systems principles into IoT, and the IoT-Ce.

Finally, a parameter-based simulation aims to suggest a proof of greater determinism in

architectural decisions for the IoT-Ce. Understanding that each of these domains has a

unique history allows the study to position the limitations of the primary hypothesis. The

hypothesis presents as;

10



�Low level IoT-Ce con�gurations that in�uence decisions about communication

dependability can be abstracted into a conceptual IoT system architecture in

order to support model validation activities�

Figure 1.4: A Conceptual Overview of the Thesis

Figure 1.4 represents the objectives of the study. These are;

1. to propose a standards-based systems architecture that outlines the runtime con�gu-

ration of IoT application components found in the IoT-Ce, and

2. to enable the generation of a data set using the the model's output, and allowing

model tuning using a novel control strategy in line with communication dependability

impacts.

As a result of increasing system heterogeneity and the need for greater control �exibility at

the IoT-Ce, the research questions are thus de�ned as;

1. How does the runtime con�guration of IoT system, subsystems and components sup-

port dependability though reliable state awareness of the IoT-Ce?

2. How can di�erent architectural options contained in a heterogeneous system be mod-

elled to drive minimised error and control actions for the IoT-Ce?

This thesis presents two contributions. Firstly, the study proposes a standards-based sys-

tems architecture method that outlines the systems, subsystems, and components employed

at runtime in IoT edge systems. The Object Process Methodology (OPM) ISO-19450 sys-

tems architecture guides the modelling of the systems architecture. The IoT-Ce Systems

Architecture for Runtime Con�guration (ISARC) suggests a hierarchical structure
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for a multi-layered connected heterogeneous IoT edge system. The study of the runtime

properties of systems can provide a better understanding of how to model systems that

are dependable and scalable. Additionally, these systems have the requisite properties to

�nd application in large-scale distributed systems design. The primary contribution is the

suggestion that identifying well-de�ned system, subsystem, and component boundaries in

the IoT-Ce applies to a known approach supporting complexity reduction. The proposed

approach provides the method for testing variations of con�guration for the IoT-Ce. The IS-

ARC succinctly places the de�nition of con�guration outside of the realm of self-adaptation

or recon�guration, and additionally, is not as far entrenched into pure con�guration man-

agement. The ISARC argues for pre-existence as a primary construct in IoT-Ce systems

architecture.

Secondly, the thesis provides a method to validate the ISARC using OPM template design

and Design Structure Matrices (DSM). The method for modelling con�guration decisions for

the IoT-Ce uses OPM as the basis for parameter extraction and DSM to represent the archi-

tecture. The method applies an existing body of knowledge using these standards to deliver

well-bounded objects, processes, and states. A set of suitably bound decision parameters

supports a test of conceptual architecture variations of the ISARC using a novel concrete

control design based on instantaneous and accumulated errors. This contribution's primary

bene�t extends the systems architecture by aiming to prove that the ISARC can support

ongoing runtime con�guration requirements using a series of simulated data set samples

using Python. A series of data generation code blocks output the result of interaction de-

cisions between ISARC model components. Finally, these samples provide a comparison to

a historical data set that mimics a hierarchical systems architecture found in a failure trace

data set for a multi-tiered domain name system (DNS).

In summary, the primary objectives of the thesis are to;

1. propose a systems architecture that applies symbolic conformance to OPM ISO-19450,

2. model a single systems boundary (IoT-Ce) within a larger complex system (IoT),

3. argue the requirement to understand pre-existing runtime arrangement of the system,

in order to support adaptive properties.

A consideration that supports the primary objective is to;

1. propose a compact decision model that houses interaction decision tradeo�s by propos-

ing a method for ongoing con�guration decisions for the IoT-Ce.
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1.6 Literature Overview

The proposed research study's goals are motivated by the need for systematic studies that

outline the impact of variations of conceptual system architecture con�gurations for ab-

stracted mobile devices that form the device population in the IoT-Ce. A primary output

of the study creates a systems architecture stipulating a structure and behaviour in the

IoT-Ce. In keeping to a structured systems design, the proposed literature also conforms

to a vertical domain viewpoint. Thus, the core themes approach individual primary areas

of concern and then integrate these into a consolidated primary-secondary function that

supports the core hypothesis. Figure 1.5 represents the core themes that form part of the

thesis. Understanding the primary themes in these vertical domains is necessary because it

Figure 1.5: Core Concept Overview for the ISARC

drives the core argument through the analysis of each primary value that individual litera-

ture assessments exhibit, before integration into consolidated arguments and evidence. This

approach is necessary based on the varying maturity of each core theme. The literature

overview sections that follow, outline the core considerations for each theme.

1.6.1 Systems Architecture

In a view on distinguishing between architecting, engineering, and project management,

Maier and Rechtin (2009)(Preface xvii) indicate systems architecture as identifying outside

the realm of systems engineering. Where systems engineering applies deductive reasoning,
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systems architecture exhibits non-deterministic principles during design. Maier and Rechtin

(2009) states this as being generally unmeasurable using non-quanti�able tools and based

on experience. Systems architecture is largely inductive by nature. Engineering is seen as

a demanding outcomes-based �eld, whereas architecture manifests as more of an art, Maier

and Rechtin (2009)(Preface xvii). Despite these constraints, the creation of a well-formed

systems architecture still adheres to principled design. Principles and laws can still govern

the output of structured systems architecture. For example, principles that guide system

structure through sum-of-part thinking are system holism, suboptimalisation, and darkness

principles, Skyttner (1996)(pp.61). Holism applies the principle that system value is attained

by the whole and not necessarily any individual parts. Additionally, guarding against sub-

optimalisation ensures that each subsystem value is regarded as part of the whole and not

separately. Finally, the darkness principle applies that no system can be known entirely.

Furthermore, more robust laws of operation such as the Law of Requisite Variety and

Weinberg's Complementary Law drive core system thinking methods in applying control

and model perspectives. Finally, The Law of Requisite Hierarchy indicated in Skyttner

(1996)(pp.61), states that �the weaker and more uncertain the regulatory capability, the

more hierarchy is needed in the organisation of regulation and control to get the same re-

sult.�

The principle of hierarchy underpins the speci�cation of systems in general systems the-

ory, not only seen in Skyttner (1996) but also in Dori (2002). Thus, the placement of system

components within this hierarchy aids in clarifying the structure and dynamics of the system

under speci�cation. Furthermore, the modularisation of components into subsystems, and

subsystems into systems, enables a set of boundary questions for the systems architecture.

The belief in systems is that a multi-levelled hierarchy exists. This hierarchy represents

static structures to simple dynamics, to self-regulating behaviours, and then �nally to a

system set that determines its end state via the understanding of �absolutes� that exhibit

systemic behaviours. This hierarchical view is noted in Skyttner (1996)(pp.71) and Dori

(2002)(pp.386). Due to the incremental structural form in systems, a set of pre-existence

criteria �nd their way into systems architecture. Pre-existence characteristics within systems

architecture should;

� reduce complexity, increase model �delity and trust, and drive the importance of

state awareness by representing a natural order of systems purpose. Furthermore,

dual-channel processing, channel limitations - which entails using objects that convey

speci�c facts about the model - and active learning during system speci�cation drive
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the primary simpli�cation and general usability of systems architecture models. These

characteristics present Mayer's Cognitive Assumptions cited in Dori (2011).

� support a path towards system speci�cation for dependable systems in a changing

heterogeneous ecosystem necessary for speci�c classes of IoT systems. In the real-

world implementation of these systems, the characteristics of what a model represents

and the actual implementation play a vital role. As stated by the Kopetz principle in

Ptolemaeus (2014), the attributes that the model exhibits represent the model itself

and not necessarily the choice of realisation of the model.

� decompose and modularise applications that can play an important role in variations of

IoT use cases. Understanding usable and modular applications could be one of the key

drivers of the IoT's success. This architectural approach can e�ectively spread imple-

mentation risk through lower implementation costs. Reference design variations such

as those seen in Arrow.com (2018), can further o�er a means to create usable modular

IoT designs in IoT systems architecture. Modular systems approaches can be seen in

the processes that reduce complexity using systems engineering for complex systems.

A high cardinality of interconnections, functional aspects, and form constructs in the

system speci�cation de�nes its complexity. This view of complexity is held by Dori

(2011) and in complex systems architectures, Crawley et al. (2016)(pp.49).

Research shows that historical systems modelling approaches can be used to produce systems

architectures; however, the time to show value with these methods increases due to the broad

reach of stakeholders that will require di�erent diagrams, Grobshtein and Dori (2008) and

Al-Fedaghi and Alahmad (2017). Ordinarily, these models produce di�erent value to its

reader and model user. However, a consistent lineage of requirements needs additional

modelling constructs, such as matrix-based requirements traceability models. Research also

shows that speci�c use models such as state machines is not well understood, Wagner and

Wolstenholme (2004a), Robinson (2004) and Wagner and Wolstenholme (2004b). Apart

from being one of many model types in historical systems modelling approaches, the core

use of state model outputs is, in fact, a secondary function in these modelling approaches.

State of the art modelling approaches such as OPM proposes the importance of object,

process, and state as primary model drivers, ISO/TC 184/SC 5 (E) (2014). The OPM is

already used to model complex systems such as those seen in Mordecai and Dori (2017a),

de Matos (2018) and Li et al. (2019).
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1.6.2 IoT Connected-edge

The IoT body of knowledge applies a broad research agenda. This research agenda creates

a set of functional components, subsystems, and a series of capability coverage statements.

These research agendas cover the primary goals of networking, communication, energy man-

agement, con�guration, interfaces, identi�cation, discovery, processing, interoperability, ser-

vice enablement, user adaptation, vertical industry integration, Ailisto et al. (2011).

IoT agendas are usually coverage rich to ensure that overall IoT solutions meet one or more

system goals. Characteristics of the core smart device within an IoT ecosystem generally tier

into what these smart devices are and what they are not, Vermesan et al. (2009)(pp.9). In

Vermesan et al. (2009)(pp.9), the authors indicate fundamental aspects of things as being real

or virtual with the requisite information exchange between them using protocol-bound com-

munication. Furthermore, environmental interaction, the autonomous nature of interaction,

and intelligent self-replicating functions allow the creation, destruction, and management of

smart device representations. In Vermesan et al. (2011)(pp.13), the authors indicate these

dimensions as a set of interacting behaviours that intersect representation, interactivity, and

awareness dimensions. Where representation re�ects the function, behavioural rules, and

work�ows of a device, the awareness aspect of devices focuses on the dynamic handling of

device behaviour. These behaviours stretch across activity, policy, and process awareness.

Process-aware behaviour creates higher interactivity for mature representations of devices.

Therefore, a set of cross-purpose system goals drives interaction and connectedness in an

IoT ecosystem. Further views on capability coverage can be seen in system characteristics

such as heterogeneity, energy optimisation, data exchange and self-organisation as seen in

Miorandi et al. (2012), Stankovic (2014) and IEEE (2015). Finally, references to standards-

based approaches to the aforementioned capabilities is a clear research direction as seen in

Miorandi et al. (2012), Stankovic (2014), IEEE (2015), and Gartner (2017).

The expansion of IoT capabilities has given rise to capability reduction representation using

core systems theory approaches. In general systems theory, the layering of architectures and

components delivers a cleaner representation of functional boundaries. Applying greater

structural splits in the core functions of the IoT can be seen in several frameworks such

as Uckelmann et al. (2011)(pp.21), Bassi et al. (2013)(pp.168), Sridhar (2013), and Chuah

(2014). These frameworks also give rise to a split of IoT architectures into two key areas;

The core and the edge. The edge delivers control close to the end-user of the smart de-

vice. Thus, the end-user ability to access IoT services without unnecessary friction in the

smart device interaction processes drives system value and system purpose. Frameworks
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that enable greater edge control is seen in research by Yu et al. (2017), Jain and Mohapatra

(2018)(pp.19) and Chang et al. (2019)(pp.13). The primary goals for this control relate to

energy e�ciencies, optimised tra�c pro�les, seamless access, and shifting of intelligence to

the edge. Given the architecture that underpins the movement of these goals into an edge

system boundary, the availability of a large population that already exists in this boundary

will serve the purpose of agent-instrument relationships and interaction. Primary systems

formation questions already position agent-instrument interaction as a core driver for mod-

elling systems. Systems modelling questions and guidance is seen in work by Dori (2011),

and Crawley et al. (2016).

The availability of generalised sensors and control is a known architecture in mobile in-

struments today. Research indicates that an increased number of mobile edge devices can

help realise the IoT-Ce value by increasing sensor populations. Thus, making statements

that relate to billions of IoT devices plausible. The variation of function and interconnec-

tivity of these devices provides a suitable basis against which the IoT's complexity is true -

for some time. This complexity exists for both software, hardware, and combined software-

hardware systems. The evidence to support this is founded on large codebases for mobile

device control and applications. These IoT applications support basic human needs where

device communication is needed and abstraction activities where physical components are

virtualised. Increases in device usability using massive device populations support increases

in end user system value as seen in Pei et al. (2013), Horn et al. (2016), Sinche et al. (2017),

Zhang et al. (2017), Khazbak et al. (2017) and EvaTech (2019). Furthermore, the growth in

device populations with varying onboard sensing capabilities is an indication that the edge

will continue to expand to o�er true systems value to edge users. Device growth and use

case variation is a known factor in mobile architectures that support IoT in current times,

as seen in Instructables.com (2017), IDC (2017), IDC (2018), IoTOne (2019), Arrow.com

(2018) and GSMArena (2018).

For smart mobile devices that represent the core instrumentation in the IoT-Ce, the im-

plementation of systematic test-ready modelling approaches and patterns consider these

instruments as hierarchical and heterogeneous. This implementation approach is due to the

variation and number of IoT-Ce use cases present in academia and industry. One such ap-

proach is the use of actor-driven accessor patterns. An actor is a software component that

implements a digital interface against which IoT protocols integrate, Latronico et al. (2015).

The actor pattern implements some of the core protocol groups in Figure 1.2. The bene�t

of using an accessor is that it wraps actors into electronically accessible units, which expose
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heterogeneous connected edge device (ED) capabilities over a series of standards-based pro-

tocols. A similar viewpoint holds for non-IP versus IP-based integration in frameworks such

as the EPC, Uckelmann et al. (2011). The practical nature of the accessor pattern makes

it a suitable component in the end-state architecture as it realises an implementable set of

capabilities for data access and state-awareness in the IoT-Ce. Furthermore, the abstraction

of EDs could meet requirements for wrapping non-IP-based devices, as indicated in Figure

1.3. Thus, abstraction of physical devices and access to physical device resources through

the exposure of device capabilities using digital methods is seen as state of art in Marwedel

(2010), Lee et al. (2012), Seshia and Lee (2012), Marwedel (2014), Brooks and Lee (2017),

Latronico et al. (2015), and Lohstroh and Lee (2015).

1.6.3 Runtime Con�guration

The de�nition of con�guration in software engineering indicates the arrangement of com-

ponents and interconnections between those components, IEEE (1990). From a primary

systems point of view, as indicated in the laws that govern system theory in Skyttner

(1996)(pp.61), the arrangement of components into a whole is shown to indicate a compo-

sition of lower lever elements into higher-level subsystems and then �nally into a broader

system. The concept of system, and its intended purpose, is dependent on an observer that

gains value from applying the use of the system. A priori condition for system value is noted

as the existence of a human-device, or agent-instrument, interaction as seen in Dori (2011)

and Crawley et al. (2016).

The con�guration of a system is, therefore, comparable to the de�nition of software en-

gineering in that it contains an arrangement of components and interconnection between

those components as stipulated in IEEE (1990). To this end, runtime execution de�nes by

the period within which the system executes, IEEE (1990). Therefore the runtime con�g-

uration of a system proposes the arrangement of components during a systems execution

phase. E�ectively, the arrangement of the system during operation.

Concerning de�nitive views on con�guration, con�guration management's primary goals

underpin the importance of the structural composition of a system, change tracking control

and reporting, and product completeness and consistency, shown in Dart (1991a). Addi-

tionally, the functional capabilities that support ongoing system change through dynamic

behaviours see con�guration as the underpinning ecosystem to manage an ever-changing

system. Capabilities such as dynamic and static con�guration binding, hierarchical compo-

sitions, and simulation bound con�gurations seen in Dart (1991b), positions the need for a
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structured understanding of the system under speci�cation. The extension of the con�gura-

tion into vertical models are evident in literature such as Burgess (1993), TC-SMG (1996),

IEEE (2000), Burgess and Mende (2005), and likewise into theoretical states such as Petrie

(2012) and Reichert and Weber (2012). The generalised view on con�guration produces

con�guration baselines and process execution orders as shown in Petrie (2012) and Reichert

and Weber (2012). A more IoT speci�c view of con�guration is handled in Perera et al.

(2014) and Ashraf et al. (2016).

The existence of preconditions enable parameter variation that supports adaptation and

self-* property requirements such as self-con�guring, self-healing, self-optimising and self-

protecting, as covered in Subramanian and Katz (2000), Cheng (2008), Anthony et al. (2008),

Swanson et al. (2014), Cirani et al. (2014), and Villegas et al. (2017). Speci�c evidence re-

lated to failure avoidance using an understanding of con�guration is seen in both Cheng

(2008), and Swanson et al. (2014). The precondition criteria for failure avoidance could be

summed into the existence of a failure or forecasting of a failure before the failure avoidance

process initiates. A key systems viewpoint indicates that an object can exist without a

process. However, a process can not exist without an object due to the process playing a

fundamental systems transformation role in changing object states, ISO/TC 184/SC 5 (E)

(2014)(pp.13).

A speci�c view on preconditions is indicated in the text by Jacobson (2004), in that dif-

ferences exist between con�guration, recon�guration, design-time con�guration, runtime

con�guration, remote con�guration, and in-system con�guration. Additionally, the abstrac-

tion of hardware-based con�guration appears in Jacobson (2004). These abstracted access

mechanisms are discussed in the interfacing theory in IoT devices, as seen in the prior section

on IoT CPS literature. IoT system architecture and IoT runtime con�guration are evident

in recent studies. However, there is no conclusive body of research on how di�erent systems

architecture decisions on runtime con�gurations impact state handling in the IoT-Ce.

A deeper understanding of runtime con�guration processes o�ers a viable means to pro-

vide greater �exibility in systems, as indicated in Fazio et al. (2013). Most self-* properties

assume the existence of a con�gurable object or process before adaptation can occur. By ex-

tension, current IoT system architectures fall short of applying a suitable modelling standard

that reduces complexity. By considering the runtime con�guration of system components

as part of a standards-based system modelling process, it o�ers a means to provide �exi-

bility in the systems due to an understanding of the system's behaviour given pre-existing
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con�guration sets. Therefore, the con�guration provides an understanding of the system's

arrangement before, during, and after system deployment, e�ectively tracking con�guration

changes over time.

1.6.4 Architecture Con�guration Decisions

In a view on systems and architecture, ISO/IEC/IEEE (2011)(pp.19), two philosophies exist

that see architecture as a systems' conception that is subjective and representative of the

properties of a described system. ISO/IEC/IEEE (2011) cites four metaphors for describing

architecture;

� as a blueprint,

� as literature,

� as a language, and

� as decisions.

Primary architecture formulation, above other system formulation questions, guides the

structure of decisions in the architecture. Although the primary contribution in the ISARC

aims to argue for the applicability of OPM and systems thinking, the continuous decisioning

relating to the impacts of di�erent con�guration options lays the groundwork to structure

repeatable decisions for the ISARC. In formulating decisions for architecture, three essential

considerations form the basis of the architectural constraints in a system. Crawley et al.

(2016)(pp.326-327) indicate these as;

� de�ning the architectural space within which decisions exist,

� de�ning the sensitivity of the impact of architectural decisions such that it moves the

result of the decision in orders of magnitude, and

� de�ning decisions that impact the architecture speci�cally.

To this end, the de�nition of a multi-dimensional architectural space such as the IoT-Ce

is shown to contain combinations of protocols, device options, sensing options, and innate

device system value. As shown in the section on the IoT body of work, parameters such as

networking, communication, energy management, con�guration, interfaces, identi�cation,

discovery, processing, interoperability, service enablement, user adaptation, and a plethora

of selection criteria drive increases in combinatorial structure in IoT systems architecture.

Thus, the natural growth of architectural options in the IoT-Ce has shown to provide cov-

erage instead of interactivity within the architectural space. Hence, the IoT body of work
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is fundamentally coverage-based and not necessarily a true view of the systems architecture

of a complex system. Architecture decisioning and representation of compact structures are

primary design considerations in complex systems; Crawley et al. (2016), and Eppinger and

Browning (2012).

The codi�cation of architectural decisions into an electronic form solidi�es the understand-

ing of the architecture and arranges a seemingly abstract visualisation. Crawley et al.

(2016)(pp.332) de�nes the decisions in system architecting as being non-routine, weakly

de�ned, ordinarily having a signi�cant impact, and solved by heuristic search or general

problem-solving methods based on imprecise system models. The term manifests as �non-

programmed� decisions by Crawley. Additionally, the view on human decision-making is

that it is fundamentally �awed. Bahill and Madni (2016)(pp.159) indicates that there exists

a need to distinguish between prescriptive and descriptive decision making. Where rational

prescriptive decisions require a goal, perfect information, and a course of action that max-

imizes the decision's output, individuals tend to make decisions descriptively. A means to

su�ciently state the boundary, introduce decision information that maximally de�nes the

impact of the decision, and remove unnecessary information is grounded in systems thinking.

Furthermore, these architecture principles appear via the decision heuristics seen in Crawley

et al. (2016)(pp.326-327).

Applied architecture variations contain a series of parameter choices. A con�guration, as

previously stated, contains the arrangement of variables within the systems architecture. In

IoT systems and architecture, models that reduce the architecture to a series of sensitivity-

bound parameters can be seen as state of the art in the IoT body of work. Methods such

as the Architecture Trade-o� Analysis Method (ATAM) contain attribute sensitivity out-

puts, Washizaki and Tei (2019) and Kazman et al. (1998). The ATAM enables the creation

of attributes that apply trade-o� and sensitivity parameters between di�erent decisions.

Additionally, complexity reduction forms such as Design Structure Matrices (DSM) lend

themselves to programmatic optimisation mechanisms. The DSM enables a compact struc-

tured view of interactions between objects, processes, and states, as seen in Crawley et al.

(2016) and Eppinger and Browning (2012). Combining these models proposes a decision

method, which is largely a convergence between two established architecture tools. A suit-

ably generalised use case is, however, necessary to prove the �t of the proposed decision

method for the IoT-Ce. The selected use case drives a set of concrete problems against

which decisions in the ISARC tests with high �delity and credibility. By proposing the use

of a PI control model, the decision method can be tested for error correction principles based
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on instantaneous and accumulated errors. Therefore, the primary purpose of the method is

to support con�guration decisions where the communication of state is a bene�ciary value

requirement.

Formal validation of a broader architectural decision model that supports the modelling

of mass IoT-Ce device instances could serve as a reference from where possible deployment

paths could support additional general IoT use cases. Considering that more IoT edge

control will move closer to the end-user, an understanding of the integration of packaged

mass-market sensors and actuators will continue to play an essential role in delivering es-

sential IoT services. In response to this need, sound architecture decisions propose a partial

deterministic system behaviour while the system is in operation, namely at runtime. As in-

terconnected systems expand in coverage, modelling approaches with greater linearity that

cut across systems boundaries are proposed to solve this problem.

1.6.5 A Converged Literature Summary

Figure 1.6 presents the primary reference summary. The primary reference base in Fig-

ure 1.6 suggests the use of a limited set of standards within the IoT domain, even though

a substantial standards reference base is already known for IoT, Postscapes (2017). These

more speci�c protocols are considered secondary references in the study's exploratory phase.

They could become part of the system or impact the system from outside the de�ned system

boundary. Systemic and environmental boundary placement is core to ISO/TC 184/SC 5

(E) (2014). Additionally, where state management is discussed as a supporting factor in

current research, the literature presented below binds discussions about state directly with

systems architecture requirements. This viewpoint exists based on the importance of state

in OPM design. Figure 1.6 outlines a repository of each of the bounded classi�cations in

the research library.

The convergence of the literature suggests that model validation is evident. However,

Figure 1.6: Research Topic Reference Count
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most modelling e�orts in the literature summary focus on simulation instead of structural

and behavioural decision testing for CPS and less so for IoT. The body of existing knowledge

for IoT leads to a view that system modularity can occur for high-level system concepts.

Additionally, the existent primary purpose for the IoT is focussed on self-* properties to

ensure seamless interaction. Therefore, an understanding of what underpins this purpose is

the primary objective of the study at hand. Where self-con�guration is a primary process,

there has to exist an operand that undergoes change through the execution of a con�gu-

ration process. As shown in the systems architecture literature in ISO/TC 184/SC 5 (E)

(2014), a primary process plus operand equates to the function of the system, which supports

the purpose of the system, which satis�es a bene�ciary need, and so forth. The literature

summary outlines the ability to structure the system and the boundary of the system that

is under consideration at a conceptual level. A large opportunity exists to use the OPM

ISO-19450 standard to model the system at di�ering granularity levels while maintaining

form-function mapping. Table 1.1, proposes the classi�cation of the reference list into the

bounded research themes.

A Systems Architecture for IoT-Connected Edge Runtime Con�guration (IS-

ARC) decomposes to a suitable �t for handling a cross-domain thesis. Where systems

architecture decomposes into systems and their �t into general systems design, the ISARC's

architecture component enables arguments on the structure and behaviour mapping of the

components in element level analysis. Thus, the view on systems architecture is undoubtedly

crucial in the abstraction of interacting elements in a complex system such as the IoT-Ce.

The IoT-Ce, which CPS underpins, contains a broad population of heterogeneous devices

and purposeful use cases that establishes a suitably bound system that argues for in-system

and out-of-system boundary placement. Runtime con�guration argues pre-existence criteria

in the form of ordered and sequential understanding of parameters that are important to

the IoT-Ce's functioning. The references in Table 1.1 binds the argument for convergence

of generally accepted systems viewpoints to a well-bound vertical domain - the Internet of

Things Connected-edge.

1.7 Scope & Constraints

The ISARC applies a scope and constraint set using Dori's systems formulation criteria.

In OPM, the modelling of a complete system is driven by �ve questions, as seen in Dori

(2019b). The determinants of ISARC scope and constraints are;
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Table 1.1: Master Reference List

Systems, Architecture, Configuration & Control contains 70 references
IEEE (1990), Dart (1991a), Dart (1991b), Burgess (1993), Karamanolis and Magee (1995), TC-SMG
(1996), Skyttner (1996), Feiler and Li (1998), Kazman et al. (1998), IEEE (2000), Maier and
Rechtin (2009), Subramanian and Katz (2000), Dori (2002), Marriott (2002), Soderborg et al.
(2003), Dori et al. (2003), Jacobson (2004), Wagner and Wolstenholme (2004a), Robinson (2004),
Wagner and Wolstenholme (2004b), Burgess and Mende (2005), IBM (2005), Thiele and Wandeler
(2005), Rumpler and Elmenreich (2006), Feiler and Hansson (2007), Anthony et al. (2008), Cheng
(2008), Grobshtein and Dori (2008), Leon-Garcia (2008), Touretzky (2009), Lundberg (2018),
Domer et al. (2009), Høyland and Rausand (2009), Rammig et al. (2009), Rao et al. (2009), Aubrun
et al. (2010), Dori (2011), ISO/IEC/IEEE (2011), Bradshaw et al. (2012), Sharon et al. (2012),
Eppinger and Browning (2012), Petrie (2012), Reichert and Weber (2012), Janert (2013), Mordecai
and Dori (2014), ISO/TC 184/SC 5 (E) (2014), Ptolemaeus (2014), Rychly (2014), Smolin (2014),
Swanson et al. (2014), Khaitan and McCalley (2015), Bahill and Madni (2016), Crawley et al.
(2016), Dori (2016b), Dori (2016a), Brooks and Lee (2017), Mordecai and Dori (2017b), Al-Fedaghi
and Alahmad (2017), Villegas et al. (2017), Cameron et al. (2017), OMG (2017), Incose (2018),
de Matos (2018), Lee et al. (2019), Dori (2019b), Dori (2019a), Dori et al. (2019), Li et al.
(2019), DSMWeb (2019), Sobol and Dori (2020)
Internet of Things & Cyber Physical Systems contains 80 references
Eman et al. (2002), Henzinger and Sifakis (2007), EPCGlobal Inc. (2008), Kopetz (2008), Vermesan
et al. (2009), Marwedel (2010), Ailisto et al. (2011), Kopetz (2011), Uckelmann et al. (2011),
Vermesan et al. (2011), Laplante and Ovaska (2012), Lee et al. (2012), Seshia and Lee (2012),
Miorandi et al. (2012), Bassi et al. (2013), Fazio et al. (2013), European Commission CORDIS
(2013), Khan et al. (2013), Sridhar (2013), Pei et al. (2013), Qiu et al. (2013), Ahmad (2014),
Cantelon et al. (2014), Chuah (2014), Cirani et al. (2014), Anderson and Rainie (2014), Bormann
et al. (2014), Marwedel (2014), Olsson (2014), Perera et al. (2014), Stankovic (2014), Mcleod
(2014), Yong-Fei and Li-Qin (2014), Behera et al. (2015), Datta et al. (2015), van Zyl (2015),
GSMA (2015), IEEE (2015), Latronico et al. (2015), Lohstroh and Lee (2015), Taleb et al. (2015),
Trifa et al. (2015), Ashraf et al. (2016), Barnaghi and Sheth (2016), Bera et al. (2016),
Eclipse (2016), Shelby et al. (2016), Lee et al. (2016), Horn et al. (2016), Android (2017),
Kostic (2017), Rubenstein (2017), Schoitsch and Niehaus (2017), Mordecai and Dori (2017a),
Gartner (2017), IBM (2017), IDC (2017), Instructables.com (2017), Kaur and Sood (2017), Khazbak
et al. (2017), Liu et al. (2017), Postscapes (2017), Sinche et al. (2017), Yu et al. (2017),
Zhang et al. (2017), Zheng et al. (2017), Shaikh et al. (2017), Brooks et al. (2018), Jain and
Mohapatra (2018), Arrow.com (2018), GSMArena (2018), IDC (2018), Linux (2018), Varga et al.
(2018), Chang et al. (2019), Kharpal (2019), EvaTech (2019), IoTOne (2019), Kellogg (2019),
Washizaki and Tei (2019)
Model Simulation contains 12 references
Pang et al. (2004), Oliphant (2006), Kondo et al. (2010), Sargent (2010), Yigitbasi et al.
(2010), Epema et al. (2014), Haapala (2014), DeNero et al. (2020), Adhikari et al. (2018),
SciPyCommunity (2019), Plotly Technologies Inc. (2020), Adhikari et al. (2020)

1. Purpose, which describes the system's reason for existence. It consists of a group or

set of objects exhibiting primary attributes containing states and a main process that

transforms an attribute between di�erent states,

2. Function, that describes the main bene�ciary value realised from the system. For

example, in the case of modelling a social system such as a Conference, the main

process (Conference Occurring) transforms business cooperation from loose to tight,

Dori (2019b). In OPM, color scheme usage identi�es di�erentiation between objects,

state, and process. Objects and state occur in green when modelled on an OPM

canvas, while processes occur in blue. A function occurs as having a main process

that acts upon an operand, or main object, of the system. One of the key architecture

analysis guidances is the use of gerund verbs in the OPM ISO-19450 standard for
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process naming (section B.6.3) ISO/TC 184/SC 5 (E) (2014),

3. Enablers such as an agent (human) or instrument (non-human) that interacts with

the system,

4. Environment such as the external environment that impacts the system under con-

trol, and

5. Problem Occurrence, that describes the reason for the system's need. In the case

of the Conference, a decline in business (Business Declining) could be the reason why

the Conference system is needed.

A systems' viewpoint for scope occurs through natural boundary discussions in the system.

Speci�cally, the boundary draws between environmental versus systemic objects and pro-

cesses. Objects outside of the control of the primary systems architecture realise as point 4

in the system's formulation criteria list above. Thus, the boundary that forms is the IoT-Ce

and not the IoT ecosystem in its entirety. Additionally, the non-functional requirement set

that validates against the dependability data set does not stretch towards all non-functional

requirements but rather reliability only. Furthermore, within the IoT-Ce are various subsys-

tem components that support di�erent IoT use cases such as healthcare, home automation,

and personal security. However, the core scope of study within the IoT-Ce is the growing

mobile smartphone population and the applicability of dealing with mechanisms to access

onboard device state.

A conceptual model that adheres to the OPM ISO-19450 standard is yet to appear in

IoT-Ce research. As far as reasonably known, OPM ISO-19450 applies predominantly in

use cases in the aerospace industry, de Matos (2018) and Li et al. (2019). Additionally,

OPM applies in the analysis of cyber-physical state perception issues termed CPGAME -

the Cyber-Physical Gap Analysis Method, in Mordecai and Dori (2017a). In Mordecai and

Dori (2017a), the authors produce a post mortem analysis to propose a mitigation of the dis-

astrous impacts of the 1979 Three Mile Island Unit 2 nuclear accident. This work indicates

the handling of state misalignment in critical systems. Recently, interest has been shown in

requirements and protocol engineering, Mordecai and Dori (2017b) and Mordecai and Dori

(2014). However, application in generalised IoT systems appears to be less evident. The re-

quirements for critical system design in Industrial IoT (IIoT) are certainly a future research

area due to the need for hard real-time constraints similar to those in the existing OPM

body of work. Consequently, the scope in the ISARC introduces a single domain in IoT as

the primary bene�ciary provider in the system architecture. A primary bene�ciary ensures
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that the system's value can be measured according to the value delivered by the provider

system itself - An IoT Connected-edge system housing mobile smartphone instruments.

The systems architecture boundary uses the OPM ISO-19450 modelling standard to;

1. apply a model-based systems engineering (MBSE) approach using OPM ISO-19450 as

a symbolic conformance model for the IoT-Ce,

2. enable model validation for an IoT-Ce device use case,

3. argue the requirement to understand pre-existing runtime arrangement of the system,

in order to support self-* properties,

4. create a decision trade-o� model that houses interaction decisions by proposing a

method for ongoing con�guration decisions for the IoT-Ce.

The �exibility within the OPM standard enables conformance at di�erent levels. Where

the ISARC scopes the �rst conformance level - a partial conformance - it still provides

ample availability of symbols and elements such as symbolic link usage. An OPM Full

and Toolmakers conformance level apply the remainder of the standard's path execution

semantics and OPL generation requirements, respectively. Due to the �xed output for

conformance, the scope of partial conformance requirements is su�cient to represent the

ISARC. A partial conformance level is indicated in ISO/TC 184/SC 5 (E) (2014)(pp.10) as

containing;

1. symbolic conformance to objects, processes, and states,

2. symbolic conformance to OPM syntax and semantics in cases of procedural link usage,

3. symbolic conformance to all other link types such as transformation links, consumption

links, enabling links, control links, and condition links,

4. symbolic conformance to structural links and cardinalities and

5. symbolic conformance to logical operators.

In scoping the case study selection for the additional thesis consideration - decisions sup-

porting dependability through state awareness - the case study is carefully considered to

produce a generalised position on handling ongoing decisions for state awareness within an

IoT system. These decisions produce a key requirement for optimising data transmission to

and from the core smartphone population, henceforth termed IoT Edge Devices (EDs). This

requirement is needed to produce e�ciencies in the communication path between devices
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that play a role in IoT e�ciency use cases, such as those argued by Rubenstein (2017) and

Kaur and Sood (2017). Similar to the layered view of the architecture for energy e�ciency,

in current research for edge computing, a layered architecture is presented to decouple the

core cloud serving systems and those closer to an IoT-Ce user. As indicated in Yu et al.

(2017), Jain and Mohapatra (2018) and Chang et al. (2019), mobile devices serve as edge

components in both cloud and edge architectures. Three conceptual models indicate possi-

ble scoping of IoT study. These are indicated in Figure 1.7, 1.8 and 1.9.

In Figure 1.7, smart EDs communicate directly with each other, without traversing network

Figure 1.7: Machine to Machine Research Domain adapted from Yu et al. (2017), Jain and
Mohapatra (2018) and Chang et al. (2019)

operator system boundaries. Examples of this are intelligent edge devices communicating

directly with each other to produce an emergent function. For example, a sensor can trigger

the activation of an actuator in a location other than where the sensor exists without travers-

ing a mobile or local user network. In Figure 1.8, smart EDs communicate directly with a

Figure 1.8: Machine to Cloud Research Domain adapted from Yu et al. (2017), Jain and
Mohapatra (2018) and Chang et al. (2019)

cloud provider by traversing a network operator's system boundaries. Examples of this are
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intelligent EDs using an operator's network to produce an emergent function. For example,

a sensor can upload an event to trigger an alert function on a di�erent user's system, such

as a low battery threshold triggering an automated noti�cation process to another system

or subsystem that requires this noti�cation. In Figure 1.9, smart EDs communicate via a

Figure 1.9: Machine to Gateway Research Domain adapted from Yu et al. (2017), Jain and
Mohapatra (2018) and Chang et al. (2019)

gateway with a cloud provider by traversing both local and a network operator's system

boundaries. Examples of this would be intelligent home EDs tethered to a mobile device or

router to produce an emergent function such as Device Information Sharing. For example,

the sensor can fall under the control of a mobile or �xed gateway to consolidate commu-

nication towards the cloud provider. A conceptual position setting a strict research scope

boundary can therefore be represented by aggregating the three discrete system boundaries,

represented in Figure 1.10.

The scoping that applies to a reliable communication use case that argues for increased

Figure 1.10: ISARC System Scope Overview

state awareness presents a �nite set of ED state changes that aim to prove connection estab-

lishment between an IoT application and a DNS architecture. DNS architectures are known

to provide a lightweight hierarchical structure for local and remote hostname resolution. As

indicated in the characteristics that align IoT to embedded systems, reusable populations

(ED/GW capable mobile smartphones) and protocols (DNS) enable a higher degree of sys-
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tem value by meeting the core IoT requirements such as identi�cation and communication.

The use of conventional resolvable addressing protocols in DNS supports Object Naming

Services for ED identi�cation, EPCGlobal Inc. (2008). Additionally, the reuse of internet

protocol-based interaction standards such as web services communication is also a known

IoT standard, Bormann et al. (2014). This view is primarily backed by IoT interfacing

theory indicated in Latronico et al. (2015), and Lohstroh and Lee (2015). Given that both

a connected IoT ED state and the payload sizes are limited in resource budgets, the opti-

misation of communication and e�cient transmission becomes an essential requirement for

creating a state-aware IoT-Ce. De�ning the study scope and constraints within the context

of communication dependability in a closed system is thus required. This bounded system

viewpoint produces the scope of the thesis in Figure 1.10.

Considering constraints, and due to a vast and often shifting body of knowledge for IoT, the

constraints of the system occur within the agreed boundary outlined in Figure 1.10. One of

the state of the art approaches that supports the modelling of constraints is founded in the

ability to not only outline system realisation (Purpose, Function, Enabler, Environment and

Problem Occurrence in Dori (2019b)) but also to reduce complexity. Reducing complexity

is embedded in the view that systems are composed of hierarchies, Dori (2002)(pp.385-386).

The strategy of stating hierarchies enables the standardisation of objects, processes, and

states using a simpli�cation and a standards-based model validation strategy. Furthermore,

the modelling of objects, processes, and states that control the system versus those that

are environmental serves as an exciting system constraint problem. Speci�cally, where large

populations of heterogeneous components interact to provide di�erent value to system bene-

�ciaries. The systems architecture approach underpinning the ISARC is an OPM parameter

extraction �lter that delivers constraints in the object/process pre-existence requirement in

OPM.

A set of constraints for setting the IoT-Ce system boundary produces a preliminary view-

point based on what IoT is and what it is not. In their view on IoT as a domain, Vermesan

et al. (2011)(pp.17) outlines a series of characteristics on what IoT is not. It is not;

1. pervasiveness and ubiquity as these do not imply the use of objects. This view can be

supported by the pre-existence of objects and processes seen in ISO/TC 184/SC 5 (E)

(2014)(pp.13),

2. the internet protocol (IP) as many IoT devices might not require internet connectivity,

as suggested in Figure 1.7,
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3. communication technologies, although it does play a part. This viewpoint references

communication as an enabler instead of the primary purpose in driving IoT-Ce system

value,

4. applications, and services used to describe the IoT. This description is akin to de-

scribing applications and then using those descriptions to describe the internet. Here

the viewpoint references applications and services as enablers instead of the primary

purpose in driving IoT-Ce system value.

The authors in Vermesan et al. (2011) view these characteristics as �enablers� to implement

the concept of the IoT in di�erent contexts. In OPM system terms, these enablers are in-

struments (non-human).

Constraint Set

1. The IoT-Ce system is regarded as closed once an IoT device becomes attached to a

local or operator network. The ability of the EG/GW capable mobile smartphone,

termed a Front-end System Set, to initiate communication under a constraint that

all required components allow this communication. For example, �rewall port con-

�gurations, device address advertising, and general availability. The notion of harder

subsystem boundaries for edge components is noted as user-controlled front-end and

near-end system sets and operator-controlled far-end system sets (Cloud), Yu et al.

(2017).

2. Front-end system set instances increment independently in a non-sequential manner

from a single node towards the physical or logical upper limits of the DNS systems

hierarchy. Local and remote DNS components implement a variable technical limit in

terms of the number of hosts (Front-end system sets) it can respond to in parallel,

3. Front-end system set instances are enrolled automatically using gateway initiated inter-

actions. Partial and Manual enrolment is not explored in detail; however, for brevity,

detail is included in Appendix B,

4. internal Front-end system set processing delays have a variable upper limit.

5. Front-end system set instances can enter into several sleep and standby states in be-

tween transmission, Rubenstein (2017). Thus, an optimisation strategy concerning

scheduling of application processes is considered such as those indicated in Yu et al.

(2017),
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6. the request for Front-end system set states from a requesting IoT application could

traverse a combination of network protocols via distributed gateways and control sub-

systems, Yu et al. (2017). Yu et al. (2017) indicates that the shortest distance will

reduce transmission time. To reach a target Front-end system set, increases in request-

response round-trip time is variable, and

7. the processing of data for model validation purposes is limited to simulated control.

It could include post-event analysis of events supporting the optimisation of control

decisions. A standard Proportional and Integral (PI) control strategy applies to the

simulated control proof.

Constraint Set for an OPM Control Diagram Output (OPD and OPL). Adapted

from Janert (2013)

1. control initiation measurement, measurement time period, target control position and

time step are variable,

2. a set of standard control gains are applied periodically on the time step,

3. requests from the Front-end System Set not handled are treated as failed state-noti�cation

requests,

4. no queued requests to be processed during or after the measurement time period,

5. a �nite number of request and responses from the Front-end System Set and

6. a random load intensity over the measurement time period.

1.8 Approach & Limitations

The suggestion that OPM can support the creation of the ISARC creates an exploratory

position for the systems architecture then outlines possible causal relationships between ar-

chitecture variations and state-awareness for the IoT-Ce. Therefore, the approach models;

IoT-Ce system interactions based on the IoT body of work applied to a set of abstracted

Front-end System Set interfaces, and real-world process interactions for runtime execution

modes of Front-end System Set instances. Therefore, a systems approach is necessary to

ensure a rich structured understanding of the study's context in question with suitable ab-

straction levels. Namely, which system con�guration decisions can possibly impact IoT-Ce

communication dependability. With varying levels of maturity seen in the vertical research
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domains, the approach should outline the extent to which a convergence exists between Sys-

tems, IoT, and Con�guration domains. Understanding that each domain has a unique his-

tory allows the approach to position the limitations that impact vertical and cross-functional

domains. Figure 1.11 presents the approach concepts per the thesis coverage.

Figure 1.11: Approach and Limitation Overview

Systems Architecture: In approaching the study as a structured architecture design

process, the proposed approach considers the purpose of the system as a primary design

attribute. Indicated in sound systems design using model-based principles in Dori (2019b),

the purpose of the system describes the system's reason for existence. The purpose of the

eventual system is represented by an architecture that supports di�erent parameters for

making decisions relating to the system components that support e�cient state-awareness.

The systems architecture contains the structural and behavioural aspects of the speci�ed

system as per Dori. However, a process to deliver a system can also apply systems thinking

such as SIMILAR in Bahill and Madni (2016). The approach of modelling a system is a

structured view on identifying the problem space, identifying alternatives in the architecture,

modelling the system, and integrating the system, Bahill and Madni (2016). Bahill further

indicates the approach to contain the deployment of the system, assessing performance, and

re-evaluating the system in an iterative decision process. The approach for delivering the

ISARC proposes three separate concerns;

1. using the core OPM conformance requirements to model the ISARC by answering key
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system delivery questions related to purpose, primary function, enablers, environment,

and problem occurrence as seen in Dori (2019b),

2. maintaining hardware-software model co-design considerations as indicated in the CPS

body of knowledge which supports Front-end System Set access abstraction as seen

in Lohstroh and Lee (2015) and Latronico et al. (2015), and further underpinned by

Domer et al. (2009), Marwedel (2010) and Marwedel (2014), and

3. using a structured decision process to deliver parameter-based decision outputs as seen

in Bahill and Madni (2016), Kazman et al. (1998) and Washizaki and Tei (2019).

Three approaches to OPM ISO-19450 conformance exists, ISO/TC 184/SC 5 (E) (2014).

These are; conformance at a symbolic level, full conformance, and conformance for tool-

makers. A limitation of using full conformance of the ISO-19450 standard is to exhibit

many objects and processes, both environmental and systemic, that could yield full system

function. However, the guidance provided for modelling with OPM is to consider model

completeness versus clarity continually, Dori (2011). As noted in the hypothesis, a low-level

characteristic such as a control parameter set should be su�cient to support the ongoing

abstraction of other dependability characteristics in a system. This support will yield a set

of parameters against which ongoing decisions relating to the arrangement of system com-

ponents are made. The limitations of using OPM are only limited to identifying systemic

and environmental components in a system as broad as IoT. By proving the use of OPM for

the IoT-Ce, it reasons that a natural reduction in complexity should be su�cient to extract

requirements from a body of knowledge and present these as architecture decisions to aid

in IoT-Ce systems architecture design. The core reasoning behind the use of PI control

is the concrete nature of problems that sets it apart from other modelling problems. In

modelling the systems architecture, the asserted properties about the system are, in fact,

properties of the model itself, as noted in the Kopetz principle, Ptolemaeus (2014). Thus,

the approach and limitation for assessing OPM as the primary systems architecture method

for the IoT-Ce in this thesis is in;

1. the ability to structure individual parameter outputs that represent real world system

constructs using a partial OPM conformance strategy,

2. the ability to create a suitable boundary that supports IoT-Ce and runtime con�gu-

ration arguments, and

3. generalising parameter choices extracted from selected IoT literature such that it in-

forms system purpose, primary function, enablers, environment, and problem occur-

rence.

33



IoT-Connected Edge: The limitations of applying a method that �ts systems on the IoT

edge is that core environmental systems that impact IoT-Ce behaviour might not be covered

entirely. For example, the coverage for other areas of IoT, such as IoT cloud, IoT analytics,

IoT security, or any other specialised IoT domain, could result in a more generalisable deci-

sion model. However, the decision parameters would be highly volatile due to rapid increases

in the growth of generalised IoT. In generalising a larger area of study, it would entail a

broader structural and functional analysis against which environmental objects would be

converted to systemic objects. E�ectively, changing the view of environmental object im-

pacts on the core IoT edge system, thereby increasing decision parameter variation and not

exhibiting system boundary conditions in a controlled system set.

To minimise the impact of change for extended study results outside of the IoT-Ce, a smaller

set of system interactions are generalised for the systems architecture. This reduction in the

study area enables a smaller subset of interactions to be validated before assessing more gen-

eral problem occurrences. An alternative approach could be to extend the systems domain

reach; however, the risk of creating a model that de�nes a protocol-only model is highly

likely. This view is not core to the hypothesis, and it risks producing a view contrary to

what IoT is and what it is not. As indicated in the constraints by Vermesan et al. (2011),

IoT is not merely the applications or communication technologies that represent system

bene�ciary value. The area of protocol speci�cation using OPM is already a recent area of

interest, Mordecai and Dori (2014).

Finally, IoT platform providers produce automated and manual device discovery and en-

rolment processes. As seen in Varga et al. (2018), the Amazon web service IoT platform

houses capabilities for device registration, device inventory management, and policy enforce-

ment. Additionally, this platform enables a service called �Device Shadowing� that enables

virtual state management of connected Front-end System Set instances. Device discovery

is discussed in Appendix B; however, the detail is not tested in the OPM con�guration

variation set. The limitation of this approach is that cloud system capabilities will not be

included in the architectural decision model. This approach is preferred to establish the

required front and near-end system boundaries and not richer cloud system capabilities, or

their impact on devices in the IoT-Ce. Thus, the limitation for assessing mobile devices as

the primary instruments in the IoT-Ce in this thesis is in;

1. the ability to view a generalisable mobile population that exposes abstracted interfaces,
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2. the agreement that edge intelligence will increase in generally available smart mobile

devices, and

3. increases in the autonomous control of smart mobile device applications.

Runtime Con�guration: The study's intended limitation is that con�guration capabil-

ities shall be modelled as purely environmental, having the primary processes consume

outputs of a con�guration management system. The proposed capabilities in Dart (1991a)

that could have an output impact are; structure, components and construction. Other ca-

pabilities such as auditing, accounting, controlling, process and team is regarded as pure

con�guration management functions. The study does not aim to produce or defend the use

of con�guration management systems; however, advances in automated architecture deci-

sion making could challenge the view of understanding con�guration before self-* process

execution. Limitations in current literature are that there can only exist a �nite number of

con�guration variations until arti�cial intelligence, machine learning, and deep learning be-

comes mainstream in IoT systems. Furthermore, the variation in protocol semantics makes

the learning and application of these protocols fairly complex. IBM (2005) introduces a

multi-stage structured approach for handling adaptive systems behaviour, namely, Monitor-

ing, Analysis, Prediction, and Execution (MAPE). The application of MAPE-K knowledge

management to support automated IoT architecture decisions is still uncharted territory.

However, the application of MAPE-K to handle IoT control using �nite state machines can

be seen in Lee et al. (2019).

The approach to tackle runtime con�guration is carefully considered as self-* properties

require a degree of pre-existing knowledge of the system to enforce self-* actions. Therefore,

the understanding that an object, process, or state is needed to underpin ongoing self-*

action is a foregone conclusion. The impact of this conclusion is that systems require a

con�guration or variation thereof in order to operate. The e�ciency of this operation could

manifest as the preconditions of e�ective self-* actions and responses. An alternative ap-

proach to consider is to reverse engineer systems that exhibit self-* properties as a primary

activity in the design. The structure that impacts di�erent con�gurations is known for ex-

isting frameworks such as MAPE-K and RAINBOW. However, the primary goal of these

frameworks is to meet control objectives for self-adaptation. To minimize the impact of

pure reverse engineering, runtime con�guration is deemed the arrangement of components

at runtime enabled through structured design activities. The approach is to clarify the use

of con�guration, recon�guration, adaptivity, and self-adaptation to position the use of pri-

mary processes that need to be enabled before self-adaptation can occur. Other autonomic
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systems frameworks, instead of MAPE-K can be considered alternatives; however, the core

pre-existence criteria will be maintained given the hierarchies in general systems theory.

The view on hierarchical systems structure is cited in Dori (2002), in the chapter on general

systems theory. A limitation of viewing hierarchy as the IoT-Ce's structural basis is that the

IoT-Ce is seen as a system of interconnecting parts. This is termed a hierarchical paradox

in Skyttner (1996)(pp.39). The belief in systems is that a multi-levelled hierarchy exists

from static structures, to simple dynamics, to self-regulating behaviours, and then �nally to

a system set that determines its end state via the understanding of �absolutes� that exhibit

systemic behaviours as cited in Dori (2002) and Skyttner (1996). Thus, the limitation for

assessing runtime con�guration in this thesis is in;

1. the ability to view the arrangement of components and subsystems in the IoT-Ce as

hierarchical in nature,

2. autonomic frameworks that expect the existence of a system that requires corrective

control, and

3. viewing the handling of con�guration management output as systemic while viewing

con�guration management processes as environmental in the IoT-Ce.

Architecture Con�guration Decisions: The approach for considering IoT-Ce archi-

tectural decisions positions a total upper limit of con�gurations for IoT-Ce devices. An

n-squared matrix (DSM) structure applies this upper limit thinking. However, it allows an

increase in the number of rows and columns to increase combinatorial variations to support

complex structure growth. However, the guidance provided for modelling with OPM is to

consider model completeness versus clarity constantly, Dori (2011). This guidance considers

how many objects, processes, and states appear on a single Object Process Diagram (OPD)

before simplifying the OPD without losing model clarity. Therefore, the use of DSM can be a

limitation if unbounded requirements increase the IoT-Ce architectural design scope. In or-

der to minimise this impact, the enforcement of strict subsystem and component boundaries

must occur. Although the primary DSM structure is enhanced by creating attribute-based

decision points, it is also susceptible to vast attribute combinations. Attribute-based deci-

sioning enables decision analysis as single non-impacting decisions as indicated in Washizaki

and Tei (2019) and Kazman et al. (1998). Morphological matrices seen in Crawley et al.

(2016) enable attribute-based decisions as well; however, the conditional logic found in the

matrices serves as an unnecessary overlap to core DSM deliverables. Prioritisation of key

dependability characteristics for either DSM or morphological matrices tool is a suitable

hedging factor for this limitation. A single dependability characteristic such as reliability
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binds the scope and the systems architecture into a single system boundary.

Jupyter Lab 1.2.6 with Python 3.7.4, and IPython 7.12.0 presents the implementation of

the ISARC model validation. Python 3 Notebooks (.ipynb) produces the model's concrete

implementation. A combination of Python's libraries enables a standard implementation

of the DSM. The NumPy library detailed in Oliphant (2006) enables simple baseline func-

tions such as Identity, Diagonal, Eye. These functions natively expose n-squared matrix

structures that can be programmatically modi�ed. A limitation of using this approach is

that many custom functions will be needed to implement a similar function that presents a

standard function in Python. Additionally, specialised immutable array elements will have

to be explicitly coded in diagonal intersections in the standard n-squared construct. By us-

ing standard libraries, diagonal immutable array elements are possible in Python using the

writeable property of the numpy.ndarray.�ags attribute, seen in SciPyCommunity (2019).

Immutability serves the purpose of locking DSM diagonal cells. To recall, DSM with input

columns (IC) indicates that each row parameter provides inputs to the column's associated

parameter. Intersections of the same row and column parameter represent neither an input

nor output as the parameter does not communicate with itself. This intersection is present

where a parameter represents a logical component. Further decomposition of the component

could yield an input-output structure, but this is only required if the context for commu-

nication is to state the internal process of the component itself. This decomposition relays

a subsystem or component decomposition problem, but more so a completeness and clarity

problem in ISO-OPM 19450 terms. The DSM-IC is a crucial recommendation for modelling

ISARC hierarchy constraints simulations in Python.

The simulated Python data set is o�set against a historical data set to suggest the ap-

plicability of parameter-based decisions against a known set of dependability (reliability)

measures. The system that generated the historical data set is a known hierarchical web

system that handles address resolution. In Pang et al. (2004), the authors speci�cally pro-

duce Domain Name System (DNS) availability and non-availability indicators using load

distribution and di�erent deployment patterns as the basis for their study. A limitation

of this approach is that the ISARC model comparison tests against a system that could

be argued as having a multi-node path towards the local or remote DNS host resolution

servers. The argument that counters this is that a master-slave resolution path will initiate

along the path from a primary instrument - the Front-end System Set instance - towards

the addressing server and accessible in a local network or public network. The primary goal

of applying a communication outbound from the Front-end System Set instance is handled
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internally within the Front-end System Set instead of requesting connection permission from

the addressing server. If the primary goal is to produce an addressed Front-end System Set

instance, then the selection of path towards the addressing server becomes systemic instead

of environmental. As with the argument for the pre-existence of a con�guration, the form

and function produced by the ISARC assess primary system value. This value is in the

form of the existence of an addressable Front-end System Set instance, the availability of

an assignable address range, and the existence of address objects before the process of ad-

dressing can occur.

The factors that bind the approach for the decision model for this thesis are; DSM for

structure and attribute analysis using Python. Thus, the limitation in applying DSM as the

primary decision matrix for the IoT-Ce runtime con�guration parameter set in this thesis is

in;

1. the ability to extract a viable parameter set that aptly describes con�guration decisions

for automated DNS communication of Front-end System Set instances,

2. the ability to apply standard Python scripting libraries in order to simulate model

validation, and

3. the ability to apply a series of accepted constraints and control against a historical

failure data set.

The ISARC aims to position an approach to simplify system complexities by stipulating the

function and form of an IoT edge system containing generally available mobile devices. A

reduction in complexity is in line with an existing research body in model-based systems

engineering using the OPM ISO-19450 standard. The limitations encountered in simplifying

a model are bound to variations of model viewpoints used to model a system. As seen in

methods that use the Uni�ed Modelling Language (UML) or Systems Modelling Language

(SysML), a multi-view model viewpoint exists, increasing the risk of model ambiguity. Fur-

thermore, the translation of a model to its associated textual representation is a two-stepped

approach in standard modelling methods. Namely, model �rst and then generate a model-

to-text representation of the model. To minimise the two-stepped approach, OPM yields a

dual-channel principle that implements a simultaneous model-to-text representation of the

system.

The selected body of knowledge for this chapter is broad enough to represent a systems
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architecture yet well bounded to support system boundary principles. Hence, a set of con-

�guration options can be discussed using natural progression from the form and function of

IoT to IoT-Ce to CPS and then directly to the impacted parameters in a runtime con�gu-

ration.

1.9 Thesis Structure

The remainder of the thesis contains the following chapters;

� Chapter 2: The theoretical basis and fundamentals of Systems Architec-

ture, IoT-Ce, System Con�guration, and Architecture Decisions. This chap-

ter outlines background work and demonstrates a broader appreciation for IoT-Ce as

an area of study supported by the primary themes of interest for the hypothesis.

� Chapter 3: Systems Architectures and IoT-Ce Con�guration. This chapter

presents a body of work as an integrated view of the primary themes of interest. It

provides a critical assessment concerning the thesis objectives. It contains a com-

prehensive analysis of the critical requirements for the proposed systems architecture

(ISARC) by applying the OPM ISO-19450 standard.

� Chapter 4: Modelling the ISARC: Systems, IoT-Ce and Con�guration This

chapter contains a comprehensive systems model for the essential requirements for the

ISARC using the OPM.

� Chapter 5: Examples and Evidence: ISARC Model Validations This chapter

presents the model validation and evidence for the function-to-form mapping in the

preceding chapters. It provides a critical assessment of the results, which includes

state-noti�cation validations generated for di�erent architecture con�gurations. The

validated systems architecture is presented using the interactions, parameters, and

constraints discussed in the preceding chapters.

� Chapter 6: Conclusion This chapter provides concluding remarks as a summary

of work covered in previous chapters. It restates the research contribution and indi-

cates future work. The results overview �nalises the �ndings and presents this as the

completed study objectives.

� Appendix A: This section contains PI control theory and other considerations for

the ongoing design of the ISARC. Appendix A is cited across individual chapters to

ensure that the systems architecture and decisions relating to the architecture can

be decoupled without binding concepts such as control into architecture decisions.

39



Control should be seen as one of the many strategies that can be used to make sound

architectural decisions to support reliability requirements in the IoT-Ce.

� Appendix B: This section contains the detailed analysis of requirements extracted

from the thesis body of literature using the OPM parameter extraction �lter. These

requirements represent additional system architecture decision parameters that form

the basis of additional considerations for the main contribution.

1.10 Chapter Summary

Chapter 1 focuses on presenting the unique overview of respective vertical areas of concern.

As indicated, four primary characteristics drive the enablement of a systems architecture for

the IoT-Ce. These are;

1. for simpli�cation in resolving human cognitive constraints as seen in Kopetz (2011),

and enabling of mechanisms to cope with complexity using con�guration, Ailisto et al.

(2011). Additionally, the use of co-design between software and hardware to reduce

inconsistencies is also a known juncture between IoT and embedded systems, Stankovic

(2014).

2. for greater usability by focusing on a population that contains usable components

such as mobile devices, Kopetz (2011), and those used in discovery and closed-loop

communication, Stankovic (2014).

3. for reuse as indicated by Kopetz (2011) through the use of existing standards to meet

the needs of IoT use cases. For example, the use of resolvable addressing protocols

in Domain Name Systems supports Object Naming Services for edge-device identi-

�cation, EPCGlobal Inc. (2008). Additionally, the reuse of internet protocol-based

interaction standards such as web services communication using the Constrained Ap-

plication Protocol (CoAP), Bormann et al. (2014), is also a known standard.

4. for management and optimisation as indicated by Kopetz (2011), and smart

object interaction across dimensions such as state and policy awareness, Vermesan

et al. (2009).

This thesis produces a systems architecture that outlines the systems, subsystems, and com-

ponents employed at runtime in the IoT-Ce systems boundary. The study of the runtime

properties of systems can provide a better understanding of how to model systems that are

dependable and scalable and have the requisite properties to �nd application in large-scale
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distributed systems. The primary bene�t of the contribution of this study is the identi�-

cation of well-de�ned functional system, subsystem, and component boundaries that could

provide di�erent classes of con�guration and pro�les for IoT edge systems.

The use of mobile sensor systems for IoT-Ce use cases is growing at a rapid pace. While

the demand for these integrated embedded systems increases, devices become more com-

pact, resulting in more signi�cant limitations for onboard capabilities. While the physical

forms of these devices decrease, demand for more complex functionality increases. Thus,

variations of con�guration increase heterogeneity that mainly causes increases in stating the

actual purpose and value of EDs in the IoT-Ce. Therefore lighter and more robust systems

architecture methods should support decreases in IoT system deployment complexity. A

suitably and e�ciently modelled system can exhibit higher degrees of e�ectiveness if used in

the correct context. A systems approach reduces the complexity of stating a systems archi-

tecture for the IoT-Ce. This approach stems from the belief that low-level IoT-Ce subsystem

characteristics that in�uence the state of the system can abstract to a conceptual IoT-Ce

system architecture to model dependability through increased state awareness. Increases in

state-awareness support better management by reducing the gap between the actual and

perceived state of Front-end System Set instances within the IoT-Ce.

The outcomes of this research combine the ideas of systems architecture and runtime con�gu-

ration to deliver a tool kit to classify architecture problems at the early stages of an IoT-Ce

application design process. Therefore, the proposed research study does not aim to re-

establish individual vertical areas of interest in embedded systems or cyber-physical systems.

The study aims to succinctly position a veri�able hypothesis by creating a standards-based

model for proposing decisions on runtime con�gurations for the IoT-Ce. The positioning

statements of the thesis are;

1. for system architecture simpli�cation and reuse purposes; OPM ISO-19450 struc-

tures the architecture model,

2. for systems architecture usability; a complex system scales down to a single domain

that creates a single purpose system boundary, namely the mobile device population

in the IoT-Ce,

3. for system architecture management and optimisation; the arguments to under-

stand pre-existing runtime arrangement of the system, in order to support self-* prop-

erties,
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4. for system architecture management and optimisation; a simulation of a decision

trade-o� model that houses interaction decisions by proposing a method for ongoing

con�guration decisions for the IoT-Ce.

42



Chapter 2

An IoT Systems Architecture

�Systems-level thinking is more than just being systematic; rather, it's about

the understanding that in the ebb and �ow of life, nothing is stationary and

everything is linked.� Guru Madhavan - Think like an Engineer

From large-scale industry to consumer electronics, from general retail to solving social and

humanitarian issues, people are increasingly dependent on technology. IoT systems consist

of a mix of technology classes that apply to real-world problems. Within each technology

class, a set of decisions exist that ensures optimal and cost-e�ective system design. Like

many systems with a heterogeneous composition, IoT Systems su�er from similar standard-

isation problems as those found in the general computer systems industry. IoT systems,

being fragmented and variably standardised, provides some interesting departure points for

stating what could eventually lead to a coherent architecture. However, even in abstract

form, the systems architecture must e�ectively describe the structural and functional aspects

of the described system. This systems approach is a mandatory requirement as architecture

is de�ned as a function to form mapping, resulting in the emergent behaviour of the system,

Crawley et al. (2016). Thus, the representation of the IoT-Ce systems architecture produces

an explanation of the relational aspects of the system and the resultant functional behaviour

of the system.

The representation of the IoT-Ce system constructs until now has been rudimentary. It

explains the broad concepts of the things that represent the devices that exist in the IoT-Ce

ecosystem boundary. In Chapter 1, several references re�ect the functional components of

the architecture, such as data acquisition, data transmission, and data analytics. These are

termed functional as they each inherently contain a process and object transformation, such

as data acquisition that, when transformed, produces data acquisition or simply acquiring

data. This function contains the process of changing the object (data) from data that has
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not been acquired data that is acquired. Similarly, the function, data transmission, or simply

transmitting data; represents the process that changes the object data from not-transmitted

to transmitted. Finally, the function, data analytics, or in OPM terms analysing data, rep-

resents the process of changing the object (data) from not-analysed to analysed. In these

functional examples, the function requires a form to produce the emergent system function

such as the ability to acquire data, transmit data or analyse data.

However, in systems architecture, form is described using sequence, location, proximity,

arrangement, and connectivity, Crawley et al. (2016)(pp.31). These are all crucial struc-

tural information blocks that exist in the IoT-Ce system before a process can be mapped to

produce a function. Therefore, the IoT-Ce system de�nes as a set of entities and relation-

ships that produce a functionality greater than the sum of its parts, as underpinned by the

de�nition of emerging systems value in Crawley et al. (2016). Additionally, the system is de-

scribed as being human-made and may contain con�gurations that form the basis of control

through several automated or manual human-centric entities, ISO/IEC/IEEE (2011).

2.1 An existing approach for supporting IoT Architectures

Widespread popularity for de�ning IoT research has been the subject of academic and com-

mercial agendas in recent years. These agendas position IoT as an ecosystem that contains

subsystems and components. Thus, specifying IoT architectures, multiple functional sub-

systems, component types, and interactions can exist. With advances in technology, mobile

devices now contain onboard sensor technologies that position these mobile devices as pri-

mary objects that receive and send sensor measurement - e�ectively enabling mobile devices

to act as IoT ED and GW - a Front-end System Set. The speci�cation of these functional

mobile components can, of course, be modelled conceptually or logically.

The ecosystems that result from primary edge architectures are present in both commercial

and open source technologies. However, once classed into a mobile device, gateway, and

cloud applications, most architectures de�ne the same recurring patterns. The architectural

options in Figure 2.1 presents a modular viewpoint. These viewpoints contain a separation

of concerns across typical IoT subsystems such as devices, gateways, and cloud applications

such as those seen in Eclipse (2016). In further support of this view, component hierarchies

appear in Yu et al. (2017) and Jain and Mohapatra (2018). It, therefore, follows that a

general and well-understood view exists for system hierarchies in IoT. A framework outline

shown in Eclipse (2016) creates a structural placement of vertical functions for these system

hierarchies. The frameworks show that;
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1. singular capabilities exist in software stacks for constrained devices. These capabilities

lean towards pure sensor and actuator functions.

2. multiple capabilities exist in software stacks for gateways. These capabilities lean

towards aggregation and communication functions.

3. multiple capabilities exist in software stacks for IoT cloud platforms. These capabilities

lean towards a higher degree of aggregated function.

An aggregated architecture options overview is presented in Figure 2.1. These bounded

architectures produce a decomposition of the research models presented in Figure 1.7 and

Figure 1.8. In the constrained device systems boundary in Figure 2.1, functions such as

Figure 2.1: An Aggregated Architecture Options Overview adapted from Eclipse (2016)

communications, hardware abstraction, and operating systems appear evident in a single

system boundary. Remote management is a shared function between the constrained device

and gateway boundaries. Although the primary function appears shared, secondary and

supporting functions will be di�erent due to onboard resource comparisons between simple

and more complex edge devices. The gateway systems boundary contains aggregation capa-

bilities with the purpose of this system, quoted by Eclipse (2016), as a coordination function.

As mobile smartphone devices do not necessarily require local network coordination, these

mobile devices (Front-end System Set) can support direct connection to the subsequent sig-

ni�cant processing IoT system node. The Front-end System Set, therefore, contains both

constrained device and gateway functions within the same physical system boundary. This

boundary expansion reduces the need for environmental functions to control the primary

Front-end System Set functions. Eclipse (2016) indicate that these gateways execute server

functions that support high-level programming languages such as Java, Python, and NodeJS.
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An object, process, and state view similar to the domain functions mentioned for acqui-

sition, transmission, and analytics can thus apply. Processes such as Remote Management

Handling, Communicating, Hardware Abstracting, and System Operating, become the basis

of the core system questions that produce problem occurrence, purpose, primary function,

enabler, and environment. The extension further to the base questions is one relating to

pre-existence in the system boundary. For example, what is the order of functions for the

Front-end System Set? The Remote Management Handling process requires an object to

exist to initiate a state change to the objects under the system boundary. The primary

consideration for using the OPM thus bene�ts the IoT-Ce design process so that an ordered

existence of objects appears in the system before a process can transform the state of said

object.

2.2 Extracting Depth in Vertical Themes

The assessment of the vertical depth of each essential theme set - Systems Architecture,

IoT, and Con�guration - produces additional depth to the overall argument of why OPM

is suited for the IoT-Ce. This assessment argues that the line between the current use of

OPM, and the shortfalls of existing IoT-Ce architectures, can be drawn such that the essen-

tial principles of OPM design apply directly to the IoT-Ce. More so, OPM's use to stipulate

what Things are, and what they are not, become second nature in IoT-Ce architectures as

OPM inherently drives form and function-related questions.

Chapter 2 exists as a precursor to the integrated system architecture in Chapter 3. Chapter

2 aims to baseline the requirements ensuring that the compelling reasons relating to the core

hypothesis are protected. At a minimum, it sets the hypothesis limitation that eventually

governs the integrated system architecture boundaries en route to the concluding chapters.

2.2.1 Systems Architecture

2.2.1.1 A Systems approach towards Architecture for IoT

Structural systems and functional architecture have undergone substantial changes over

time. In recent history, monolithic processing environments would span multiple buildings

to more recent advancements where most user-required processing can execute on a single

desktop or mobile phone. This evolution underpins the Internet of Things (IoT), which sees

seemingly unrelated objects establishing communication and sharing data on a large scale,

Bassi et al. (2013) and European Commission CORDIS (2013). Therefore, systems design

requires considerations for understanding the impact of real-world constraints, which play
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an essential role in the design, access, and management of devices found in single subsystems

or multi-node interconnected systems. Thinking about the system as a whole made up of

parts is the �rst point of departure and is core to systems thinking.

In conceptual representation, a system contains functions that work in tandem to produce

the value promised by the system. The decomposition of the system into subsystems and

components is vital to determine the functional boundaries of those entities in the architec-

ture. In their view on decomposition, Crawley et al. (2016)(pp.310) indicate decomposition

as the decision that provides the highest �leverage� in architectural design. The authors in

Crawley et al. (2016) view the system's decomposition into boundaries as an enabler of future

systems architecture options that support e�ective trade-o� and �explicit� design choices.

Figure 2.2 represents three key areas of decomposition that provide a natural structural

hierarchy within which the implementation of system components bind. A system is de-

Figure 2.2: A Proposed Sensing Con�guration Boundary. A Systems Architecture Decom-
position Viewpoint

�ned by the architectural subsystems or components con�gured to meet a speci�c purpose,

operating in a speci�ed environment, ISO/IEC/IEEE (2011). Hardware, software, data,

people, processes, and procedures that make up a system broadly de�ne the subsystems and

components. Systems thinking is thus a process of thinking about a system as a complex

interconnection of things that work in harmony - or sometimes ordered chaos - to produce

a systems' value. Thus with decomposition in mind, each concept in the architecture in

Figure 2.2 can be de�ned using standard IEEE terms, IEEE (1990). The individual system

hierarchy nodes de�ne as;

A System that is a �collection of components organised to accomplish a speci�c function or

set of functions.�

A Subsystem that is a �secondary or subordinate system within a larger system.�

A Component that is �one of the parts that make up a system. A component may be

hardware or software and may be subdivided into other components.�

47



Further to these de�nitions, recent interest in specifying system viewpoints appears in

systems research, Dori et al. (2019). In his view on system de�nition, Dori references a

decade-old question relating to the arrangement of �elements� that make up a system. The

de�nition of system seen in Dori et al. (2019) is penned as �an arrangement of parts and

elements that together exhibit behaviour and meaning that the individual constituents do not.�

A precise systems meaning and value of IoT has become broad and sometimes overtly con-

ceptual. However, some essential components support the de�nition as an interconnection

of unique sensors and actuators into a private or public communications network. The body

of knowledge for IoT exists as a set of agendas that focus on sensor technologies and the

creation of intelligent devices that communicate amongst each other to serve a purpose. The

core focus here is to enable a purpose that is greater than the sum of its parts. This view

re�ects the constructs of a system in the true sense of the de�nition. A belief in general

systems theory is that a multi-levelled systems hierarchy exists. This hierarchy evolves from

static structures to simple dynamics, towards self-regulating behaviours, and then �nally to

a system set that determines its very own end state via the understanding of �absolutes�

that exhibit systemic behaviours. This belief is a view cited in Dori (2002), in his views on

General Systems Theory. A survey of a set of de�nitions that places IoT within a system

hierarchy state the IoT's overall purpose, extracted from primary reference sources. These

de�nitions show overlapping areas of concern.

The de�nition of IoT as seen in a strategic research agenda by Vermesan et al. (2009)

is: �an integrated part of future internet and could be de�ned as a dynamic global network

infrastructure with self-con�guring capabilities based on standard and interoperable com-

munication protocols where physical and virtual �things� have identities, physical

attributes, and virtual personalities and use intelligent interfaces, and are seamlessly

integrated into the information network.�

The de�nition of IoT, as seen in a second strategic research agenda, Ailisto et al. (2011),

is: �a global network and service infrastructure of variable density and connectivity with

self-con�guring capabilities based on standard and interoperable protocols and formats.

IoT consists of heterogeneous things that have identities, physical and virtual at-

tributes, and are seamlessly and securely integrated into the Internet.�

The de�nition of IoT as seen in a research overview by Miorandi et al. (2012), is that: �(IoT)
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is broadly used to refer to both: (i) the resulting global network interconnecting smart ob-

jects by means of extended Internet technologies, (ii) the set of supporting technologies nec-

essary to realize such a vision (including, e.g. RFIDs, sensor/actuators, machine-to-machine

communication devices, etc.) and (iii) the ensemble of applications and services lever-

aging such technologies to open new business and market opportunities.�

The de�nition of IoT as seen in an IEEE ecosystem study, IEEE (2015), that focused on the

IoT market, technology and standards is that: �IoT refers to any systems of intercon-

nected people, physical objects, and IT platforms, as well as any technology to better

build, operate, and manage the physical world via pervasive data collection, smart net-

working, predictive analytics, and deep optimization.� Additionally, the de�nition includes

that �for the most part, IoT devices will be self-con�guring and adaptive to reduce the

need for human interaction.�

To distil the reasoning behind the creation, understanding, and evolution of the IoT-Ce,

the system's main characteristics, as seen in Dori (2019b), should deliver a representation of

practical modelling constraints. These characteristics are the Problem Occurrence, Purpose,

Primary Function, Enablers, and Environment. A strongly typed OPM extract �lter that

adheres to a template-based approach for OPM - as seen in Soderborg et al. (2003) - applies

the necessary object, process, and state guidances to extract and bind the system structure.

The standard gerund identi�cation out of the de�nitions by Vermesan et al. (2009), Ailisto

et al. (2011), Miorandi et al. (2012) and IEEE (2015) yields process elements as candidates

for argument. These are; Self-con�guring, Interconnecting, Networking, and Supporting.

Additionally, the gerund equivalents - as required by ISO/TC 184/SC 5 (E) (2014) - from

these de�nitions can also extract process elements such as Identifying, Interfacing, Com-

municating, Sensing, and Adapting. The extraction of elements that could provide form

and function to the system gives rise to the ability to argue existence criteria for decisions

related to the system's representation. For example, the need for the existence of an Iden-

ti�ed device before the Networking process occurs. An existence criterion of objects before

processes is a view that represents the existence of an object against which a process can

execute a transformation, Dori (2002).

The delivery of a diagram, speci�cation, or model that outlines a critical problem state-

ment applies to a vast structural and behavioural variation in the critical IoT domains of

focus. Domains such as; data generation & acquisition, data transmission, data analytics,

front-end systems, near-end systems, and far-end systems variation produce higher degrees
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of complexity as expected in systems with a large number of integrated components and in-

teractions. A high multiplicity of interconnections, functional aspects, and form constructs

in the system speci�cation de�ne the system's complexity. This view of complexity is held

by Dori Dori (2011) and in complex systems architectures Crawley et al. (2016)(pp.49).

Boundary setting is, therefore, a core part of the de�nition for a system, as seen in ISO/TC

184/SC 5 (E) (2014).

A system naturally splits into controllable and non-controllable parts. The former applies a

systemic view, whereas the latter is termed environmental. A strict constraint exists in that

systems modellers cannot change the structure or behaviour of environmental systems even

though they interact with the core system. Section 6.1.5 of OPM ISO-19450 indicates that

�The system's environment shall be a collection of things, which are outside of the system

but which may interact with the system, possibly changing the system and its environment.

The modeller shall distinguish these environmental things, which are not part of the system,

from systemic things, which are part of the system. The modeller is not able to architect,

design or manipulate the structure and behaviour of environmental things even though those

environmental things may in�uence or be in�uenced by the system.�

2.2.1.2 About Structured Systems Design

Design methods such as structured systems design, waterfall, and agile design have attracted

substantial interest in systems research over the last decade. The design and development of

software for an embedded system follow a similar structured process, as found in general in-

formation technology software engineering practice. However, the embedded systems process

requires a hardware-to-software mapping to ensure that hardware speci�cations can meet

software requirements to process and execute tasks assigned to an embedded systems pro-

cessor. Embedded systems design and deployment su�er from di�erent requirement classes

compared to conventional information technology systems, Henzinger and Sifakis (2007).

General IT deployments focus on a post-event interaction. Cyber-physical systems imple-

ment control based on feedback sensed from the physical user environment. In reality, a

physical boundary between the sensed and sensing environment exists. However, a model

representing the interaction between physical and cyber extends the real world into some-

thing that represents the real world. This representation is called abstraction - a well-known

system modelling concept.

Due to the physical boundaries between informatical and physical subsystems or compo-

nents, there is a need to think about problem occurrence as either systemic or environmental.
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Namely, those aspects of a system within the control of the design and those environmental

concepts outside of design control. A boundary �separates things that are under the control

of the system, its user or designer, from things that interact with the system but cannot

be controlled by it.�, Dori (2019b). Thus, thinking about boundaries naturally creates ar-

eas of control and modularisation, which suits IoT-Ce design. Things interact within and

across boundaries to provide some form of value. These interactions are seen in Figure 2.1.

Additionally, boundaries can extend to the concept of boundary conditions into co-design

architectures where gaps might exists between the cyber and physical domains such as those

modelled in, Mordecai and Dori (2017a). The use of co-design between software and hard-

ware can reduce inconsistencies in design, as indicated in Stankovic (2014).

Therefore, a co-design process is needed to structure functional requirements and non-

functional requirements, such as dependability. An example of this is evident when designing

the performance metrics of a whole product system in Thiele and Wandeler (2005). In fur-

ther support of this view, co-design for IoT ecosystems is necessary due to the nature of

the distributed systems architecture, requiring support for heterogeneous applications and

Front-end System Set requirements. This co-design view concurs with the views indicated

for network control systems with associated diagnosis and fault-tolerant design considera-

tions seen in Aubrun et al. (2010)(pp.10-11). Although current research shows the result

of applying speci�c algorithms to meet a design goal like power e�ciencies or increased

scalability in Rao et al. (2009), or control system stability in Feiler and Hansson (2007),

the body of work on abstracting these �ndings into a well-structured systems architecture

for the IoT-Ce subsystem is still mostly unknown. Additionally, the e�ect of architecture

decisions on IoT application runtime that implement algorithms for di�erent device state

awareness models is largely missing. This gap is primarily due to research of device state,

which focuses on embedded systems as systemic components in IoT. A primary body of work

supporting this view was produced from 2002 to 2017 by the Center for Hybrid and Embed-

ded Software Systems (CHESS) at the University of California Berkeley, Brooks et al. (2018).

Figure 2.3 outlines a design exploration concept that inputs into a shared logical area deal-

ing with mapping, scheduling, and prioritisation. These are all primary concepts in the

embedded systems domain. However, the system's con�guration - the arrangement of com-

ponents - serves as an intermediary process output that enables application resource control

to a limited constraint boundary found in applications and associated execution platforms.

Furthermore, as the number of modular systems, subsystems, and components �uctuate,

the runtime arrangement of these components serves to alleviate overall state failures under
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speci�c failure conditions. This behaviour manifests in total system failure cases, such as

those found in Yigitbasi et al. (2010). An iterative design process thus exists for dealing

Figure 2.3: Design Space Exploration and Performance Analysis Relationships extracted
from Thiele and Wandeler (2005)

with reliability and decisions on the application and execution platform. As seen in iterative

design exploration in Figure 2.3, an abstraction of crucial design characteristics exists for

embedded systems. The design and deployment of an embedded system follow a de�ned

delivery process. In addition to the process components in Figure 2.3, embedded systems

design also considers timing, resource usage, power consumption, and reliability as design

requirements, Marwedel (2010).

The proposed approach for delivering systems that meet non-functional requirements in

highly complex systems focuses on mapping application requirements to the platforms on

which these applications run. Research indicates that software engineering models with spe-

ci�c non-functional and operational requirements handle complexity in embedded systems.

However, a reduction of complexity in structured embedded systems is a known factor in

embedded systems design. In arguing for hierarchies, abstraction, and co-design complex-

ity reduction in the structured systems design process, Eman et al. (2002), Rumpler and

Elmenreich (2006), and Kopetz (2008) apply views on cognitive impacts of understanding

systems design. Rumpler and Elmenreich (2006) and Kopetz (2008) states a noted sepa-

rations of concerns between conceptual components and relationships. Eman et al. (2002)

further indicates a decomposable hierarchy to support complexity reduction in embedded

systems design. The decomposition of a system into associated subsystems and components

is cited in IoT systems architecture (Section 2.2.1.1) as requiring some form of thought on

the composition and boundaries in the system. Practical implementation issues for systems

that need to conform to boundary-based constraints appear in Laplante and Ovaska (2012).
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These appear as;

1. the selection of hardware and software, and constraint modelling in a distributed ar-

chitecture with a focus on concurrency and synchronisation,

2. high-level programming language nuances and implications of a compiled machine-

language codebase,

3. application-speci�c optimisation utilising robust speci�cation and design,

4. outlining advantages of open systems technology and interoperability, and

5. representation of temporal behaviour in the speci�cation and design of real-time sys-

tems, speci�cally the measurement and estimation of response times.

A design approach that uses a hardware/software co-design can achieve high interoperation

levels between software capability and the limits of the runtime environment possible on the

intended hardware. This view is present in Marwedel (2010). Given the design space explo-

ration iterations mentioned in Figure 2.3, Figure 2.4 expands a view on embedded systems

software design process as a hardware and software input design model. As represented in

Figure 2.4, and supported by Figure 2.3, the embedded systems design process uses inputs

from speci�cations, components, and other embedded systems considerations in order to

realise a model output that can be validated. Thus, the proposed approach for meeting non-

Figure 2.4: An Embedded System's Design Process Components (extracted from Design
Flows Section 1.4 in Marwedel (2010))

functional requirements such as reliability structures a mapping of application-to-hardware

is a primary transferable argument for IoT-Ce. IoT-Ce is de�ned herein as containing the
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population of intelligent mobile devices containing embedded systems.

In addition to structured design and overall systems product design, Bahill and Madni

(2016) outlines the results of a process study to deliver predictable outcomes in a systems

design process. SIMILAR, is a set of process activities that align closely with the reason-

ing behind why and how systems come into delivery. The SIMILAR activities state that a

problem needs to be; Stated, Investigated for alternatives,Modelled, Integrated, Launched,

Assessed and �nally, Re-evaluated. These activities iterate in a circular and parallel manner

that uses evaluation at every activity within the larger process.

The structured process represented in Figure 2.5 outlines a series of parallel and ordered sys-

tem design steps. Large-scale complex systems generally rely on the modelling of a system to

Figure 2.5: The SIMILAR Process extracted from Bahill and Madni (2016)

communicate the intended structure and function of the system. Models in systems design

play an essential role in understanding the complexity or, conversely, the relative simplicity

of a system. Thus, a preliminary view on the need for a structured systems design process

that delivers a set of system models requires;

� broad systems coverage due to systems heterogeneity,

� cleaner boundary divisions to enable modular systems design,

� simpli�cation due to variable hardware and software co-design considerations, and
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� a mechanism to reduce complexity in various layers in the architecture while maintain-

ing model integrity between component hierarchies.

The design requirements for handling a distributed system architecture running IoT appli-

cations can manifest in those applications that execute a distance away from the core IoT

systems environment- practically on the IoT edge. Validation is needed to e�ectively iden-

tify the decisions that impact variables for single subsystems or multi-node interconnected

systems. Given the levels of embedded device demand and its variations, such as those seen

in Instructables.com (2017) and Arrow.com (2018), the system domain for the IoT-Ce in-

dicates that IoT device deployments will increase substantially in an eventual standardised

form. The proposed standardisation levels in research outline the spectrum of variation in

IoT deployments, but more speci�cally, IoT in the cyber-physical domain, Schoitsch and

Niehaus (2017).

2.2.1.3 About Models

The output of the structured systems design process discussed in section 2.2.1.2 produces

a system model. Models should accurately represent the environment within which the in-

tended systems will operate. Therefore, a structured systems design process must form part

of the IoT-Ce design approach to produce a usable model for validation purposes.

In systems modelling, many asserted properties about the system are, in fact, not prop-

erties of the implementation of the system but rather properties of the model of the system.

This principle, known as the Kopetz principle, is taught by one of the foremost authori-

ties on CPS design - Prof. Herman Kopetz of TU-Vienna, Ptolemaeus (2014). Properties

such as determinism, timeliness, and reliability represent some of these non-functional prop-

erties. The creation of concrete models is ordinarily present in some form of modelling

notation or language. Several tools and techniques have been introduced throughout the

historical period of active systems interest to enable design e�ciencies. Tools that cover

end-to-end modelling activities for embedded systems and cyber-physical systems imple-

ment abstractions using known lightweight implementation languages such as those seen

in Ptolemaeus (2014). Others that support core systems engineering constructs have been

born out of graphical modelling languages such as UML and SysML. SysML, by the Ob-

ject Management Group, OMG (2017), is seen as a bene�cial modelling approach due to

its multi-viewpoint modelling method. Modelling notations such as SysML provides cross-

cutting, structural, and behavioural constructs to specify exact unambiguous requirements,

OMG (2017). Additionally, architecture analysis and design standards, such as the Architec-

ture Analysis and Description Language (AADL), support the modelling of con�gurations

55



at runtime Feiler and Hansson (2007). The syntactic constructs that support a model rep-

resentation are helpful because they represent structural and behavioural model outcomes,

which determines what the model is and what it is not.

Model �delity and credibility represent the trust in the usability of a model, Cameron et al.

(2017). Where �delity focuses on the degree of accuracy of representation for a real-world

system, the model's credibility guides decision con�dence in the model. Cameron et al.

(2017) forms part of a rich body of work underpinned by Crawley et al. (2016) and the

broader OPM ISO 19450 body of work by Prof. Dov Dori. Cameron et al. (2017)(Week 4

Course Notes) presents the following model qualities for good model design;

� Model Fidelity - How well the model represents the system's representation in the

real world.

� Model Credibility - How much trust can be put into the model by decision-makers.

� Linked to Decision Support - Support for decisioning in the face of a large decision,

or variable, parameter space.

� Internally Consistent - Applicable to physical models; however, a set of consistent

values should exist, such as Component Transfer Time.

� Analysable and Traceable - Easy identi�cation of model and variable dependencies.

� Availability of Interfaces - Should have data and output that are accessible via

interfaces.

� Well Formed for Optimization - Expose necessary information for optimisation

activities.

� Avoid Black Box Optimization - Optimisation performs poorly if the underpinning

model constructs are unknown. Take advantage of the underpinning model structure

and features.

� Data Extrapolation - Great models clearly outline limitations and constraints to

support the model validity and where they are not valid.

� Validation - Model must meet intended requirements and expectations. The organi-

sation of the model should be hierarchical in its presentation of information.

� Veri�able - Model must be veri�able apart from the outputs that it produces.
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Figure 2.6 classi�es three classes of attributes representing model coverage, trust, and us-

ability for qualities of good model design.

Models verify and validate the system, subsystem, component, or feature across multi-

Figure 2.6: Model Attributes for Good Model Design adapted from Cameron et al. (2017)

ple use contexts. An extract from the lecture notes in Cameron et al. (2017), indicates the

hierarchical nature of the models in system design. Additionally, product feature validation

occurs via statistical process control and boundary testing. The importance of boundary

conditions in IoT is mentioned in a preceding section on IoT systems architecture (Section

2.2.1.1).

The types of veri�cation and validation models can thus vary from being computational

to physically produced prototypes. As indicated in Figure 2.7, the system, subsystem, com-

ponent, and feature model types can all realise by simulation or some form of assembly.

Furthermore, in their view on systems, Høyland and Rausand (2009)(pp.75) de�nes the

system as containing elements, boundaries, interactions, and boundary conditions as the

concepts that bind the system into internal and external components. In support of the

eventual emergent function of the system, the form needs to contain su�cient information

against which a functional component can map. As seen in Høyland and Rausand (2009),

a functional block represents an element of the system, whether it is an individual com-

ponent or subsystem within the system boundary. Finally, on model de�nition, the IEEE

views veri�cation and validation as the processes that provide the basis for determining the

correctness, completeness, and compliance of the system to its requirements, IEEE (1990).

1. Veri�cation of a model must be veri�able outside of the outputs that the model

57



Figure 2.7: Model Options for Process Validation and Veri�cation Activities. Extract from
Week 4 V&V Course Notes Cameron et al. (2017)

produces, Cameron et al. (2017). Incose (2018) further de�ne these as the top-level

requirements, which ful�ls the customer need, and that approach against which the

system realises is correct.

2. Validation is the process of determining whether the model meets the intended use

of the model Cameron et al. (2017). Incose (2018) further de�nes this as a tool to

determine if the system value has been achieved.

To ensure the correct representation of systems, validation and veri�cation of simulation

models are useful in outlining the behaviour of the system under constraints. Sargent (2010)

positions several validation techniques to decide model validity. These categorise on both

ends of the model spectrum, namely from conceptual models to historical data-based valida-

tion models. Furthermore, Sargent (2010) indicates parameter variability using sensitivity

analysis that supports qualitative and quantitative analysis. Fragmentation of veri�cation

and validation models stretches into CPS modelling with research as recent as 2017 Zheng

et al. (2017). Zheng shows that CPS developers indicate trial and error activities that pri-

oritise over veri�cation and validation. Model-based approaches such as OPM ISO-19450

are not considered by Zheng et.al., even though the �nding related to �more expressive and
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Figure 2.8: A System, Boundary and Interfaces. Extracted from Høyland and Rausand
(2009)

integrated models� for CPS is presented by the author. Although the author speci�es both

veri�cation and validation, validation is not discussed in detail in the state of the art view

on CPS modelling.

2.2.1.4 About Model Simpli�cation & Analysis

An assertion exists that it is not the system itself that must be simpli�ed but rather the

model representing the system. Essentially, the challenge in complexity is really about

simplifying the representation of the system to attain cognitive learning bene�ts, Kopetz

(2008), and Rumpler and Elmenreich (2006). Further simpli�cation of models by reducing

the conceptual relational aspects of the system structure is evident, Rumpler and Elmenre-

ich (2006). The view on using system concepts such as boundaries and interfaces reiterates

in Rumpler and Elmenreich (2006). Thus, the reduction of complexity as cited in Kopetz

(2008) resolves to a notion of a system boundary as a means to manage system failures. This

view supports the system input and output structure in Figure 2.8, which forms that basis

of classical functional analysis seen in Høyland and Rausand (2009)(pp.78). The reduction

of model content to a hierarchy with clear boundaries thus forms a principle for the IoT-Ce

systems architecture because hierarchy and boundary are primary systems characteristics.

The simpli�cation target thus balances model precision and representation of the real world.

Modelling of the IoT-Ce, whether physical or informatical - can ppear in a single model

or multiple closely related models. To reduce ambiguity in model communication, it is pre-

ferred to keep the model in a single repository without executing any translation of the

model. In Model-based Systems Engineering (MBSE), the Object Management Group's
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SysML standard contains modelling artefacts that deal with standardisation and modelling

of solutions to systems engineering problems, OMG (2017). However, a simpli�cation of

systems modelling constructs is argued for in Dori (2002), Dori (2011), Dori (2016a), Dori

(2019a) and Dori (2019b). The culmination of this work has produced the OPM ISO-19450

standard for automation systems and integration, ISO/TC 184/SC 5 (E) (2014). The stan-

dard lays the foundation for ongoing modelling between competing modelling approaches

and standards. Al-Fedaghi and Alahmad (2017) cites a comparison of SysML, UML, and

OPM done by Mordecai et.al. As indicated in Al-Fedaghi and Alahmad (2017), Mordecai

�nds that these standards contain both structural and behavioural aspects. OPM is however

set apart from SysML and UML, as processes are seen equal model constructs to objects

and states, Dori (2011) and Dori (2016a).

In his proposed convergence of UML and OPM, Al-Fedaghi produces a �ow machine that

contains a strict set of states that transforms inputs and outputs, Al-Fedaghi and Alahmad

(2017). In simpli�ed form, the di�erences propose as alternatives; however, based on the �ow

machine constructs, it appears to be an instantiation of an OPD. Certain standard-guidances

are however neglected in Al-Fedaghi and Alahmad (2017). Such as the use of gerund verb

placement and implicit process order execution. The latter uses tagged event �ows between

enablers and objects in OPM, ISO/TC 184/SC 5 (E) (2014). Notably, Grobshtein and Dori

(2008) evaluate SysML and OPM using context and system boundary guidances.

In the Dori (2019a) chapter on System Architecting, Figure 2.9 is represented using OP-

Cloud. The version in Figure 2.9 is however modelled in OPCAT 4.2. The preference for

using OPCAT 4.2 is due to this tool's proximity to the OPM ISO-19450 standard, Dori

et al. (2003). OPCAT 4.2 (Object-Process CASE Tool) is a thick client application that

applies standard OPM toolbars and symbols. OPCAT applies a real-time model-to-text

transformation based on the OPM dual-channel principle while a systems model is speci-

�ed. In a personal communication with the inventor of OPM (Prof. Dov Dori, personal

communication, 20 May 2019), it showed that simulation capabilities were due in a fu-

ture release of OPCloud - the Software-as-a-Service version of OPCAT. In 2021, OPCloud

(https://www.opcloud.tech/) supports animated simulation and model debugging. Addi-

tionally, the tooling and documentation available for OPCAT simulation indicate the use

of the OPCAT client, Dori (2016b), instead of the cloud solution. Advances in the cloud

solution would not necessarily extend the usability of the primary ISO standard but rather

apply the standard using a toolmaker's conformance certi�cation.
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Figure 2.9: A System Model for MBSE adapted from Dori (2019a)

The simpli�cation of the system architecture using a conceptual model (OPM ISO-19450),

coupled with IoT-Ce requirements, applies an intended use of the model as an enabler to ac-

curately represent the system architecture and subsequent testing of the system. Essentially,

the conceptual model of the system validates using a system test. The evidence in support

of the use of OPM ISO 19450 has seen an increase in recent literature. The use of OPM,

above conventional model-to-text speci�cation, has found its use in work related to secu-

rity protocols in Mordecai and Dori (2014), requirements engineering in Mordecai and Dori

(2017b), complex system integration in de Matos (2018),and complex system integration

with constraints in Li et al. (2019). In stating the systems architecture and subsequent de-

cision model, partial conformance requirements to ISO 19450 ISO/TC 184/SC 5 (E) (2014)

is summarised as containing;

1. symbolic conformance to objects, processes, and states,

2. symbolic conformance to OPM syntax and semantics in cases of procedural link usage,

3. symbolic conformance to all other link types such as transformation links, consumption

links, enabling links, control links, and condition links,

4. symbolic conformance to structural links and cardinalities and

5. symbolic conformance to logical operators.
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In OPM, the modelling of a systems most upper level conceptual model (System Diagram

(SD) Level 0) drives �ve system realisation factors, Dori (2019b). These are;

1. Purpose, which describes the systems reason for existence. It consists of a group or

set of objects exhibiting a main attribute containing states, and a main process that

transforms the attribute between states.

2. Function, which describes the main bene�ciary value realised from the system. For

example in the case of modelling a social system such as a conference, the main process

(Conference Occurring) transforms Business Cooperation from loose to tight, Dori

(2019b). The function is de�ned as having a main process that acts upon an operand,

or main object, of the system. One of the key architecture analysis guidances is the use

of gerund verbs in the OPM ISO-19450 standard on process naming, (section B.6.3)

ISO/TC 184/SC 5 (E) (2014).

3. Enablers such as an agent or instrument that interacts with the system.

4. Environment which represents the external environment that impacts the system

under control

5. Problem Occurrence, which describes the reason behind why the system is needed.

In the case of the conference system, a decline in business (Business Declining) is

the reason why the conference system is needed. Similarly, an increase in battery

ine�ciency (device battery e�ciency decreasing) would give rise to a system that

should increase battery e�ciency.

These characteristics create the baseline for a framework through which various analysis is

performed to checkpoint the understanding of the systems architecture. Systems architecture

maturity forms through the use of the OPM Template approach indicated in Soderborg et al.

(2003), cited in Dori (2011). The template-driven approach to modelling systems considers

the what (emergent value) and how (architecture) of systems. Namely, the structure and

behaviour that result in the function of the system under speci�cation. The what relates

to the desired outcome or value of the system, whereas the how re�ects the structural and

behavioural result of a function. For example, a simpli�ed model that outlines the character-

istics of MBSE using OPM appears in recent course work developed by the Israel Institute

of Technology, Dori (2019a). The what in this case is the low value of stakeholder system

value due to traditional text-based systems engineering. The how re�ects the introduction of

Model-based Systems Engineering which changes stakeholder system value from low to high.
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Figure 2.9 indicates that the Model-based Systems Engineering process is the main pro-

cess that changes the primary operand stakeholder system value from low to high. The

problem occurrence indicates that traditional text-based systems engineering yields low

stakeholder system value. The main outputs of the primary process is a Software Compo-

nent Module Set and a Prototype Hardware Module Set. Figure 2.9 presents a model that

simpli�es a fairly complex process.

2.2.1.5 About State

The modelling of system state is known to underpin the understanding of dynamic be-

haviours in a system. The IEEE (1990) de�nes state as �a condition or mode of existence

that a system, component or simulation may be in�. Additionally, this de�nition alternates

to referring to the postulation of values at a given point in time by the �variables that de�ne

the characteristics of a system, component, or simulation�, IEEE (1990). In proximity to a

systems engineering view on state, Incose (2018) sees system state as �a set of attributes at

a given time�. Thus, the arrangement of the system at a given time re�ects the state at a

point in time. According to Incose (2018), a change in the systems environment from one

state to the next shows as being;

� Static, containing a single state that exists with no change,

� Dynamic, containing multiple possible, stable states, and

� Homeostatic, contain a static state composed of dynamic elements that adjust using

internal state management.

In modelling system state, SysML focuses directly on state machine package de�nition

through suitable usage of symbols in modelling problem state resolution, OMG (2017). The

OMG de�ne the state machine as a representation of behaviour as the �state history of an

object in terms of its transitions and states�. Modelling notations such as SysML provides

cross-cutting, structural, and behavioural constructs that aim to specify detailed require-

ments, OMG (2017). Structural and behavioural constructs represent the slowly changing

structure and purposeful initiation of change of the modelled system, respectively. Some

SysML constructs that support the representation of a model are;

1. Structural Model Elements for creating di�erent views and viewpoints to support

cross-domain usage of the model. As speci�ed in OMG (2017), �a view is a model ele-

ment representing a real-world artifact that can be presented to stakeholders, whereas

a viewpoint is a speci�cation of the conventions and rules for constructing and using

a view to address a set of stakeholder concerns�.
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2. Structural Blocks that represent a single unit of system description,

3. Structural Ports and Flows that represent the interconnecting units between de-

�ned system boundaries,

4. Structural Constraints that enable the integration of analysis for non-functional

requirements such as reliability and performance,

5. Behavioural Activities that represent the inputs, outputs, sequences, and conditions

for coordinating other behaviours,

6. Behavioural Interactions that represent the interactions between entities,

7. Behavioural Use Cases that describes the usage of a system (subject) by its actors

(environment) to achieve a goal that is realised by the subject providing a set of

services to selected actors, and

8. Behavioural State Machines de�nes a set of concepts to model discrete behaviour

through �nite-state transition systems.

Where most of the model archetypes have found their way in model-based design using

concepts such as model-to-code transformations, a few of the model types have found more

speci�c usage paths. Simulation and executable code is an essential usability. This usability

is primarily due to the range and robust structure of model types that reduce the distance

between speci�cation and validation. State machines are a speci�c example that has a core

focus on control in hardware systems, Wagner and Wolstenholme (2004a). Over the years,

it has adapted for use in software engineering. However, there is a general misunderstanding

of state machines in software design, Wagner and Wolstenholme (2004a). For the most part,

model selection uses a top-down approach that starts with requirements and ends in some

form of code-level speci�cation. The veri�cation of such a model can shift tremendously due

to user requirements based on changing validations and implementation level code �xes. A

state machine is one of the oldest known formal model types for sequential behaviour - exe-

cuting transitions based on historical knowledge to advance system state. A state machine

has a sound theoretical basis and is thus less prone to misrepresentation, such as the mis-

representations seen in heuristic models, Wagner and Wolstenholme (2004a). In considering

classes of state machines, two variations of the state machine models exist. Mealy indicates

that state machine outputs are a function of inputs and state, whereasMoore indicates these

outputs as a function of state only, Wagner and Wolstenholme (2004a) and Laplante and

Ovaska (2012). Wagner argues for using a classical state machine implementation where the

basis of transition is on boolean response design, Wagner and Wolstenholme (2004a).
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Figure 2.10 presents a typical state machine �ow. As mentioned in the chapter on Finite

Figure 2.10: A Typical State Machine. Extracted from Wagner and Wolstenholme (2004a)

State Machines in Ptolemaeus (2014), state machines can hold a �nite number of states.

This model representation provides the necessary constructs to outline the �nite states of

components in the system, such as component state noti�cation, component state transition,

and state boundaries. The primary bene�t of modelling machines with �nite states is using

a set of model constraints that govern multi-technology architecture, such as those possible

with abstracted smart IoT-Ce device architectures. Wagner's view on state machines are

challenged by Robinson (2004) and then countered by Wagner and Wolstenholme (2004b).

The argument and counterargument's primary outcome is the usability of state machines

as part of a hierarchy with well-de�ned layers, interconnections, and accessibility between

hierarchical nodes.

The state of a system, subsystem, or component, appears in behaviours seen in every-

day interactions. For example, checking the level of drinkable water in a bottle. The bottle

exhibits a volume. The water quantity within the bottle can estimate to full, half, nearly

half, almost empty, and empty. The level can roughly describe the state of the liquid vol-

ume in the bottle. At a conceptual level, there would rarely be a statement that indicates

the volume of water remaining is 422ml. That is unless the milk bottle is instrumented to

achieve granular measurements. In a system where granularity is a problem, the problem

occurrence states as water volume measuring inaccurate, for which a system would need to

yield a value of increasing accuracy of water volume measurements. At a point in time, the

state of the system is static until a process changes the operand - such as Water Drinking,

which changes the volume from half to below half. For a system to remain bounded, a

�nite state machine can provide a �xed number of states (such as those mentioned earlier;
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full, half, nearly half, almost empty, and empty) within which a unique set of transitions

can occur. State transition is the event that changes the state of the system, Laplante and

Ovaska (2012).

The core requirements for adaptive control in con�gurable systems for failure avoidance

indicates that knowledge of state is necessary for self-healing and adaptation, Feiler and Li

(1998), Cheng (2008) and Swanson et al. (2014). As indicated earlier, the understanding

of state transition is not only for modelling such as OMG (2017), but also in dealing with

the integrity of the modelled system. In addition to classical state management seen in

Wagner and Wolstenholme (2004a), classical intermittent state awareness is a known aspect

of failure recovery in constrained systems, Kopetz (2008). In architectural design considera-

tions, a survey of embedded and CPS design literature outlines the culmination of futuristic

CPS design. This design evolves towards an ecosystem where physical devices abstract into

the information domain. Essentially, in CPS, these physical components are designed to

support a speci�c service or need. Thus, the �nal product that delivers value to an end-

user is essentially built on physical components underpinning abstracted processes used to

present information back to a user. This position on system value aligns with the de�nition

of embedded systems as �information processing systems� enclosed into larger products or

systems, Marwedel (2010) and Marwedel (2014). An example of value delivered to a user

is the presentation about the state of the system. A cyber-physical approach to systems

de�nes dynamic and static behaviour, more speci�cally runtime and design time character-

istics. The notion of state and state machine transition presents core dynamic behaviour as

indicated in Seshia and Lee (2012), and appears as a fundamental model construct in CPS,

as seen in Marwedel (2014). State is a result of past system behaviour, Seshia and Lee (2012).

A broader appreciation for autonomous system's thinking indicates that adaptable systems

enforce process cyclical state improvement using standard control features in correcting er-

rors and behavioural state changes in systems, IBM (2005) and Villegas et al. (2017). In

the MAPE framework, the de�nition of the Monitor phase focuses on collecting data from a

managed resource such as a component in a larger system composition. Cheng (2008) sum-

marises this as a phase in which extraction of information, such as properties and states,

occurs from several data generation entities such as application code or network link probes.

The Monitor phase is further de�ned as having correlation tasks that may aggregate data

from several resources and forward this data to the framework's analysis phase. Therefore,

monitoring of a system is an important precursor to the analysis of the reason behind failed

system states. These states represent the life of the functional block up to a system failure
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point - the survivorship period of a functional block, Høyland and Rausand (2009)(pp.18).

In modelling state in the IoT-Ce systems architecture, the de�nition of state in the OPM

ISO-19450 standard,ISO/TC 184/SC 5 (E) (2014), segments the handling of system state

into three classes. These are;

1. �The initial state of an object shall be its state as the system begins operating or its

state upon generation by the system during operation�,

2. �The default state of an object shall be the state in which the object is most likely to

be upon random inspection�, and

3. �The �nal state of an object shall be its state as the system completes operation or its

state upon consumption by the system during operation�.

OPM de�nes zero or more initial, default, and �nal states. Diverse combinations of system

state across each class can also exist. In his sections on �ow control, Dori (2019a) indicates

that the �nal state, once reached, is immutable even though a �nal state need not exist.

The systems architecture approach in Chapter 1 indicates;

� using the core OPM conformance requirements to model the ISARC by answering key

system delivery questions related to purpose, primary function, enablers, environment,

and problem occurrence as seen in Dori (2019b),

� maintaining hardware-software model co-design considerations as indicated in the CPS

body of knowledge which supports ED access abstraction as seen in Lohstroh and Lee

(2015) and Latronico et al. (2015), and further underpinned by Domer et al. (2009),

Marwedel (2010) and Marwedel (2014), and

� using a structured decision process to deliver parameter-based decision outputs as seen

in Bahill and Madni (2016), Kazman et al. (1998) and Washizaki and Tei (2019).

The systems architecture background in Chapter 2 produces further appreciation for the

concepts in Chapter 1 as;

� a systems approach towards IoT, which indicates a semantic relationships between the

de�nitions in systems architecture that apply to the IoT-Ce.

� a structured systems design discussion that exhibits the notion of a design space

that serves to position a hardware-software codesign to meet the speci�cation of non-

functional system requirements.
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� a series of model considerations that present the characteristics of a suitable model

presentation to �t the IoT-Ce. The background produces a view on model represen-

tation within the context of the de�nitions included in systems thinking, namely a

hierarchy for systems, subsystems, and components.

� a model simpli�cation and analysis that presents a state of the art view on complexity

simpli�cation using OPM ISO-19450. The concise representation of an OPM-aligned

model positions �ve key system realisation concepts; Problem Occurrence, Purpose,

Primary Process, Enablers, and Environment.

� a discussion on state that presents a view on the importance of understanding state as

a driver for system change. A presentation of classic state concerns is presented with

the culmination of state representation using OPM as a state of the art viewpoint.

OPM proposes objects, processes, and state as core systems transformation concepts.

2.2.2 IoT Connected-edge

The IoT Connected-edge (IoT-Ce) stands apart from the IoT in that it exhibits systems

value away from core cloud infrastructures towards components controlled by end-users.

The growth of the number of usable devices over novel system devices sees an elevated

utility in intelligent mobile devices when it concerns the IoT-Ce. The edge architecture

capabilities discussed in Figure 2.1 refers to the ability of intelligent smartphone devices

to play the role of a constrained device (ED) and communication gateway (GW) - termed

a Front-end System Set. As seen in Yu et al. (2017), conventional IoT system boundaries

occur between machine-to-machine, machine-to-cloud, and machine-to-gateway communica-

tion models. These models outline a series of system boundaries adapted from the de�nitions

of front-end, near-end, and far-end, Yu et al. (2017). Similarly, the position on a layered

architecture that decouples the core cloud-based systems, edge components, and mobile de-

vices is presented in research by Jain and Mohapatra (2018). In the boundaries set by Yu

et al. (2017), and Jain and Mohapatra (2018), and additionally by Chang et al. (2019), mo-

bile device components always remain in the edge system boundary, positioned a distance

away from the core cloud systems. The front and near-end are essentially closer to end-user

controlled resources. In line with capability to support this view, IoT speci�c frameworks

such as the proposed extended EPC global architecture by Uckelmann et al. (2011), creates

a broader set of edge capabilities whilst still bound to two core areas of a known IoT archi-

tecture, namely the core and the edge.

One could argue that listing a system value such as staying connected in the IoT-Ce raises
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the need for lower latent and reliable communication while o�oading tra�c towards IoT

cloud systems. This argument is valid as edge computing requires a strategy to reduce com-

putational stresses and resource congestion handling away from a centralised cloud system,

Yu et al. (2017). The o�oading of tra�c between front-end and near-end components draw

a suitable system's boundary. Thus the term connected-edge is placed in the core-vertical

thesis argument set. Yu et al. (2017), however, views the placement of tra�c away from

traditional front-end components characterised as having limited battery life and lossy be-

haviours, to components that have greater stability in power, such as routers, laptops, and

personal computers. This strategy shifts the problem of centralisation from the original

cloud centralisation problem to a near-end centralisation problem, which still produces ar-

chitectural questions related to Front-end System Set placement and access. Nevertheless, it

exposes the ability to model a single system boundary for ED and GW with a single mobile

device. Jain and Mohapatra (2018)(pp.55) sees mobile devices - smartphones - as separated

from edge server components.

IoT-Ce components - ED and GW convergence - as seen in generally available smartphone

devices - attribute relationships back to IoT de�nitions. For example, the de�nition of IoT,

as seen by Vermesan et al. (2009), references concepts such as being self-con�gurable, in-

teroperable, physical, and containing virtual identi�ers. Additionally, Ailisto et al. (2011)

indicates system heterogeneity, global reach, and enablement of seamless integration to the

internet. Miorandi et al. (2012), references the variation of applications and services. Fi-

nally, IEEE (2015) indicates the need for data collection and adaptive behaviours that aim

to reduce human control. Apart from reducing human interaction, the concepts in the de�ni-

tions mentioned above relate to generally available smartphones. However, the smartphone

as a system value driver has two modes of operation that align with interactivity within gen-

eral sensing capabilities in mobile devices. A survey focusing on dual-mode mobile phone

sensing capabilities appears in Khan et al. (2013). The dual-mode of sensing operation indi-

cates both user-driven and user-less sensing scenarios. These are termed participatory and

opportunistic scenarios. Participatory interaction scenarios focus on direct user-controlled

interactions, whereas opportunistic scenarios yield additional supporting processing require-

ments that the user-controlled interaction might not be aware of, Khan et al. (2013).

If an alignment to smartphones (ED and GW convergence) is considered as plausible for the

IoT-Ce, it is additionally noted that smart things have fundamental characteristics such as

they are uniquely identi�able, they exhibit forms of security, they can communicate freely,
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they can sense physical phenomena, and they are involved in information exchange, Verme-

san et al. (2009) and Miorandi et al. (2012). Additionally, the body of work by Vermesan

and Miorandi, also indicates other domains containing social, autonomous, self-replication,

or control capabilities. For IoT-Ce speci�c capabilities, monitoring parameter state is a vital

requirement for those capabilities that increase reliability. Decisions relating to interoper-

ability, ease of use, performance, and �exibility are noted in edge system surveys, Yu et al.

(2017). Finally, for IoT-Ce architectures, the movement of intelligence closer to the con-

strained user terminal is a requirement. This placement indicates an increase in intelligence

on a user-controlled smartphone. Vermesan et al. (2009) de�nes a guideline on the outlook

of IoT architecture periods, where adaptivity and cognitive architectures represent greater

maturity in IoT, and thus also for the IoT-Ce.

Table 2.1: Internet of Things Architecture Outlook extracted from Vermesan et al. (2009)

Period Description
Before 2010 IoT Architecture Specifications, Context-sensitive Middleware, Intelligent

Reasoning Platforms
2010-2015 IoT Architecture Developments, Network of Networks Architectures, Platform

Interoperability
2015-2020 Adaptive and Context-based Architectures, Self-* Properties
Beyond 2020 Cognitive Architectures, Experiential Architectures

Liu et al. (2017) explores the notion of a Mobile Edge Cloud System, with the intent of

shifting several processes closer to the IoT edge. Attribute values for low latent use cases

via sub-second timing manifests as the requirements for this shift, Liu et al. (2017). There-

fore, the complexity of systems can vary from being simple single-node systems operating in

a limited boundary environment to multi-node systems stretching local, regional, and even

global locations. Figure 2.11 represents the decomposed layered architecture of such a sys-

tem. A vital note outlined in Figure 2.11 is the separation of concerns between the edge and

other subsystems. In particular interest, the edge systems contain both Hardware/Software

coupling and components for hardware management. This coupling directly relates to the

matter of co-design between software and hardware requirements, as indicated in structured

systems design in section 2.2.1.2.

2.2.2.1 Sur�ng the Mobile Wave

A signi�cant body of work on IoT and CPS implementation has gained momentum over the

last few years. Speci�cally, the use of smartphones to support real-world use cases beyond

conventional voice and data communication, text messaging, and social media capabilities

that smartphones currently o�er. As a core area of research into IoT, there exists a recom-

mendation that IoT capitalise on the concepts in general smartphone use cases. This view-

point can be seen in viewpoints on architecture and technology dependencies by Stankovic
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Figure 2.11: A Mobile IoT Cloud Reference Architecture adapted from Sridhar (2013)

(2014). An argument for the use of smartphones are seen in impactful use cases such as

human well-being Sinche et al. (2017), behavioural cognition Pei et al. (2013) and patient-

centric healthcare applications and services in Horn et al. (2016) and Zhang et al. (2017).

Additionally, Khazbak et al. (2017) proposes use cases for optimised data transmission in

healthcare. Notably, one of the most insightful use cases shows through the development of

tethered mobile application-sensor combinations. EvaTech (2019) prototypes a technology

that aims to provide non-invasive thermal measurements for evaluating the possibility of

breast cancer in women. The technology tethering approach allows a device housing an ar-

ray of temperature sensors to attach over Bluetooth to a mobile phone housing an Android

application that renders thermal scanning results. As of January 2019, the research was in

prototype, but recent searches have shown that Higia Technologies has been re-branded as

EvaTech.

Compounding the argument for mobile device usability, strategies by mobile operators pro-

vide mass adoption messages that connectivity plays an essential role in daily life. This

support positions the true potential reach of IoT-Ce use cases. The support to govern inter-

est for humanitarian e�orts is evident in the GSMA's Humanitarian Connectivity Charter,

GSMA (2015). This charter sees mobile connectivity as a �lifeline� in times of humanitar-

ian crisis. Mobile networks play an indispensable role in providing access to information

and coordination in times of crisis. The opportunity to extract more considerable system

value that meets constraints of smartphones housing multiple sensors and constraints of pure

smart sensors can be based on the sensor population and combinations of sensor types such
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as temperature, accelerometers, light, and humidity. Familiar devices such as the Samsung

A and J-series, and more a�ordable devices such as the Xiaomi Redmi series have a min-

imum onboard sensor array con�gurations containing accelerometers, proximity, and gyro

sensors, GSMArena (2018). A connected system with multiple sensors o�ering value to the

user holding a mobile phone presents some simple arguments;

1. hypothetically, if it is assumed that approximately 347 million unique devices with

gateway capabilities exists, IDC (2017),

2. having a ratio of approximately three sensors per device, with a single sensor having

one or many attributes such as the X,Y and Z-axis on an accelerometer,

3. this creates an ED/GW population of 347 000 000, and thus

4. the number of onboard sensors per ED/GW at a ratio of 3 sensors to a single device

is therefore 1 041 000 000.

Although these numbers are highly theoretical, the volumes presented can run into astound-

ing upper limits, and therefore a �billions of connected sensor� claim is not a far reach.

Thus, forecasts by major technology companies, professional services �rms, and academia,

Anderson and Rainie (2014) are not entirely incorrect - if you consider a general approach to

stipulating IoT growth claims. Additional views for on-person sensors increase the numbers

above exponentially; however, the GW would have to be installed on the subject or carried

in the vicinity of the in-person EDs. Coupled with the device population shown in Table

2.2, the requirements for treating mobile devices as vital resources drives utility increases for

end-users. On the research journey during this thesis, a suitable conceptual population has

Table 2.2: ED Operating System Growth Summary extracted from IDC (2018)

Year 2016 2017 2018 2019 2020 2021 2022
Android 84,6% 85,1% 84,8% 85,2% 85,3% 85,4% 85,5%
iOS 14,7% 14,7% 15,1% 14,8% 14,6% 14,6% 14,5%
Others 0,7% 0,2% 0,1% 0,1% 0,1% 0,1% 0,1%

explored the spectrum of a few externally connected sensors such as those found in Arduino

sensor kits and Texas Instrument devices to a larger existing sensor population and network.

With a signi�cant number of available devices hosting the Android OS, sensor populations

can extrapolate to provide an inclination as to the extent of most control problems. As

indicated in IDC (2018), the smartphone population growth on Android surpasses other

smartphone operating systems. Table 2.2 outlines an outlook on smartphone OS growth,

showing Android as the highest distributed smartphone operating system. A recent trade
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war between China and the United States in�uenced the mobile market, with Chinese cor-

porations considering dropping Android and Google Play support. This change in direction

indicates that abstraction away from core operating system functions is necessary for an

ever-changing global IoT-Ce market. Recently, Kharpal (2019) indicated that the transition

away from Android is happening rapidly.

Mobile devices, or smartphones, or Front-end System Set instances as they are known in

this thesis, have a speci�c architecture. For Front-end System Set components, a standard

Figure 2.12: The Android Sensor Architecture. Extracted from Android (2017)

Android operating system architecture appears in Figure 2.12. In the Android (2017) ar-

chitecture, similar architectural layers are present in earlier scope, boundary, and function

area diagrams. One could argue that the representation of the operating system's access

to the sensor is a credible decomposition from earlier representations in Figure 1.10, that

decomposes into Figure 2.1, and then into Figure 2.11, and �nally into 2.12. An Front-end

System Set operating system layers thus manifest as Applications, Software Development

Kits (SDK), Framework, the Hardware Abstraction Layer (HAL), Drivers, Sensor Hubs, and

the sensors themselves.

� Applications access sensors via the SDK

� The SDK contains functions to list available device sensors and to register to a sensor.

� Framework manages concurrent connections between applications and sensors

� The Hardware Abstraction Layer API is the interface between the hardware drivers

and the Android framework. It consists of one HAL interface (sensors.h) and one HAL

implementation (sensors.cpp).
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� Sensors and Hubs are the physical chips, and chip controllers, that enable measure-

ments. In many cases, several physical sensors are present on the same chip. For

example, some chips include an accelerometer, a gyroscope, and a magnetometer.

Such chips are often called 9-axis chips, as each sensor provides data over 3 axes.

In �nalising a state-of-the-art position on IoT-Ce components, a view relating to abstracting

physical components using high-level programming languages is present in recent research.

As noted in section 2.2.1.2, a primary body of work supporting the apex of device access

is found within the Center for Hybrid and Embedded Software Systems (CHESS) at the

University of California Berkeley, Brooks et al. (2018). Device abstraction is proposed using

high level programming languages that implement lightweight protocols to access device

states Latronico et al. (2015) and Lohstroh and Lee (2015). Synchronous and asynchronous

implementation technologies using NodeJS can run on both client or server subsystems.

Libraries such as Express, or full-stack development bundles such as the MEAN (Mon-

goDB, Express, Angular, and NodeJS), enable quicker delivery time due to their lightweight

non-compiler nature. NodeJS, as a technology, is a key component in the delivery of de-

ployable units for accessing IoT-Ce components. The speci�c implementation method ap-

pears in the body of research found in the Swarm Research Group at The University of

Berkeley, Latronico et al. (2015) and Lohstroh and Lee (2015). Existing NodeJS libraries

can be used to display machine interfaces and machine state via the following libraries;

require('os').networkInterfaces() and require('os').uptime() respectively, Linux (2018).

2.2.2.2 Classifying IoT Protocols

IoT protocols aim to provide standardisation for seamless integration into an IoT ecosys-

tem. Protocol selection provides a set of options that compose technical components into

a working system. In an attempt to create an ordered classi�cation of protocols shown by

Postscapes (2017), the protocol domain contains layers for;

1. Identi�cation such as EPC, uCode, IPv6, URIs

2. Discovery such as Physical Web, mDNS, DNS-SD

3. Device Management such as TR-069, OMA-DM

4. Semantic such as JSON-LD, Web Thing Model

5. Data Protocols such as MQTT, CoAP, AMQP, Websocket, Node

6. Infrastructure such as 6LowPAN, IPv4/IPv6, RPL
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7. Communications and Transport such as Wi�, Bluetooth, LPWAN, GSM, NB-IoT

8. Multi-layer Frameworks such as Alljoyn, IoTivity, Weave, Homekit

The goal of a working IoT system aligns closely with the use of the selected protocol. For

example, in connectivity and application integration requirements, networking protocols

such as 6LoWPAN, Olsson (2014), and application protocols such as CoAP, Bormann et al.

(2014), have been penned to cover the requirements for IoT node connectivity within a

local network. Used over standard unlicensed wireless networks, standards like 6LoWPAN

o�er the ability to support lightweight addressing schemes for nodes connected to a local

IP network. This feature enables the assignment of addresses to edge router devices, which

supports seamless discovery of device detection within the router's coverage area, Olsson

(2014). The seamless enrolment of devices is a key requirement for low-cost, low-power, or

lossy devices in an IoT ecosystem. Speci�c examples of device enrolment is found in Bassi

et al. (2013)(pp.239). These enrolment scenarios range in the spectrum of fully automated

enrolment - termed automatic joining - to manual enrolment with human intervention. In

an earlier view on the IoT-Ce in section 2.2.2, these control scenarios produce user-driven

(participatory) and user-less (opportunistic) scenarios.

Figure 2.13: Logical Network Deployment for Edge Device Connectivity adapted from Olsson
(2014)

Figure 2.13 references the connectivity between internet-facing and IoT device-facing nodes

in an IoT network. Devices located in the 6LoWPAN edge network devices' coverage area

are reachable and connected in the same sub-network and thus do not require routing but

rather an inter-node switching to support data generation and fast actuator control require-

ments. The sensor and host-sensor (Front-end System Set) - entities shown in Figure 2.13

exists in the edge subsystem that needs to be discoverable in the network served under
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the IoT network edge routes. A second consideration for the application data transmission

loop to be closed, a protocol set also needs to be augmented with specialised application-

level protocols such as CoAP. Figure 2.14 presents a further summarised expansion of the

architectural components that e�ectively stack up a new series of protocols and transport

requirements for moving data between IoT nodes and moreover to applications that might

exist outside of the IoT network.

Figure 2.14: A Web Application to IoT Stack Transition adapted from Kostic (2017)

The traversal of communication through these protocol layers has shown to be carefully con-

sidered to meet the intended technology goals of IoT, such as the handling of reduced tra�c

pro�les, battery optimisation on edge devices, and increased connection �delity. Figure

2.14 refers to the strategic placement of IoT protocols with the intended bene�t of reducing

payload sizes and complexity, Kostic (2017). Protocol selection options can thus provide

systemic versus environmental tradeo�s. Every hop, protocol transformation, or data en-

richment has an absolute time event cost due to transmission interfaces, transport medium,

or application processing requirements.

Under the payload size and latency considerations the following non-functional decision

parameters can exist for the protocols represented in Table 2.3. The performance - and

Table 2.3: Protocol Non-Functional Decision Summary. Optional or Required?

Layer Web IoT GW IoT ED
Application Opt. Req. Req
Presentation - - -
Session - - -
Transport Opt. Req. Req.
Network Opt. Req. Req.
Data Link - - -
Physical Opt. Req. Req.
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consequently the reliability - of communication should apply to a decision matrix as the

end-to-end communication time might be impacted due to the modularity and communica-

tion path for connected edge devices in a mobile proxy connection request. Essentially, given

the functional impact of component connections in Figure 2.1 - The aggregated architecture

options overview adapted from Eclipse (2016). For example, if the purpose is to select a

protocol to serve fewer synchronous interactions, namely UDP over TCP transactions, this

can be modelled as a single attribute. Protocol selection decision parameters can thus ex-

Table 2.4: Capability-Protocol Decision Summary

Edge Capability Appl. Pres. Sess. Transport Net. Dat. Phys.
ED Communication - - - UDP - - -
ED Hardware Abstraction - - - - - - -
ED Operating System - - - UDP - - -
ED Remote Management - - - - - - -
GW Data Management & Messaging - - - - - - -
GW Communication - - - UDP - - -
GW Application Runtime - - - - - - -
GW Operating System - - - TCP/UDP - - -
GW Remote Management - - - - - - -

pose questions about the Front-end System Set population. For example, if the selected

Front-end System Set supports UDP towards an addressable 6LowPAN IoT gateway, does

this change any architectural views on reliability? For the architecture decision to be sound,

one would consider that UDP is a lightweight transport protocol that sends a message and

does not wait for a response from the target systems (GW). Suppose the 6LowPAN IoT

gateway in Figure 2.13 is available to receive transactions - that suits perfectly. However, if

the gateway is unavailable, would the Front-end System Set have to be changed to maintain

state, or is system value jeopardised if missing measurements are encountered. In critical

control, a missed update could result in less than optimal behaviour within the system.

A possible design strategy for control might require both proportional and integral control

requirements for a system. Perhaps a feed-forward loop with the resultant error compensa-

tion being handled by a component with a larger mean time to failure. Alternatively, doing

nothing to increase reliability is an optional strategy as well. The placement of architectural

decision options within a large architectural decision space borne out of the IoT body of

work cited in Chapter 1, can become large and unmanageable if concepts such as hierarchy

and boundary are left unattended. Fortunately, approaches such as viewing IoT-Ce systems

architecture within the con�nes of general system theory are credible.

In de�ning the IoT protocol selection, Discovery protocols such as mDNS and DNS-SD indi-

cate a �zero-con�guration� requirement, Postscapes (2017). The notion of �zero-con�guration�

77



should use a better-suited term such as �zero-recon�guration�. As argued earlier in the def-

inition of systems, subsystems, and components, a con�guration refers to the arrangement

of variables representing the system at a point in time. Further, the system's state is de-

�ned as the assumed value of the variables that represent the arrangement of the system. If

considered in pure system terms, the IoT mDNS and DNS-SD case for �zero-con�guration�

would translate directly to �no-con�guration� or �con�guration-less�. Both terms are not

credible because something has to exist before it is changed. This analysis quotes the notion

of an object before process and process to change the state of an object. Existence criteria

of objects before processes is a view that represents the existence of an object against which

a process can execute a transformation, Dori (2002)(pp.61).

The primary approach viewpoint on the IoT-Ce in Chapter 1 outlines;

� the ability to view a generalisable mobile population that exposes abstracted interfaces,

� the agreement that edge intelligence will increase in generally available smart mobile

devices, and

� increases in the autonomous control of smart mobile device applications.

The IoT-Ce background in Chapter 2 produces further appreciation for the concepts in

Chapter 1 as;

� a viewpoint on the divergence of core and edge architectures. Although current frame-

works provide holistic IoT frameworks, the primary discussion point in these papers

are edge architectures - due to possibilities of increased e�ciencies and innovation,

� a direct position of the large smartphone population as suitable IoT-Ce devices, as they

have the required characteristics to play both intelligent device and gateway roles,

� a direct position that Front-end System Set instances increase utility for general use

IoT-Ce purposes,

� o�ering resource access possibilities for onboard sensor and device functions, and

� a view that composite protocol requirements require consideration as either systemic

or environmental when approaching systems architecture for IoT-Ce.
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2.2.3 Runtime Con�guration

�Part of the de�nition of a subsystem is a list of all the variables that we need

to measure in order to determine everything we want to know about the system

at that moment in time� Lee Smolin - Time Reborn.

Up to this point, an exploration into a design space for the IoT-Ce shows that both hardware

and software considerations are essential in delivering systems that meet some form of sys-

tem value. Whether the approach to delivering the system, the population that applies the

required utility, or the combination of decisions that compose the system, the considerations

that drive system speci�cation require structure and behaviour to attain system value. This

system value could be; increased reliability, seamless connectedness, adaptivity, or a myriad

of individual concepts seen in the recent analysis of the IoT body of work for this study.

However, the notion of an establishing reason for these system values should be underpinned

by a form (structure) so that a function (transformation) can be mapped to produce emer-

gent system behaviour. The IoT-Ce system exists as an arrangement of variables and basic

composable units that produce a �at or hierarchical structure. In Time Reborn, Smolin

(2014) notes that a list of variables creates an abstraction called the �con�guration of the

system�.

To represent the set of all possible con�gurations, an abstract space called the con�gu-

ration space exists. Each point of the con�guration space represents one possible con�gu-

ration of the system at a point in time, Smolin (2014). The junction of the de�nition for

continuous-time and discrete, measurable time proposes through the theoretical and con-

crete implementation of the con�guration concepts outlined by Smolin (2014), where Smolin

outlines the recording of event-based records. This representation aligns with the design of

time-based processes in a computer system that can follow either real time or event time

behaviours, as seen in Janert (2013). Thus, the con�guration of the system at a point in

time represents the arrangement of variables that make up the system and its value. This

de�nition concurs with the earlier de�nition of con�guration assumed via the de�nition us-

ing a software engineering lens, indicated in IEEE (1990). The runtime con�guration of

the system proposes the arrangement of components during the systems execution phase.

This de�nition also aligns with the earlier views on element arrangement that produces a

value. As stated in Dori et al. (2019), a system exhibits through the arrangement of parts

and elements that exhibit behaviour and meaning that the individual parts do not - while

applying the system realisation tenets of Purpose, Primary Process, Enablers, Environment

and Problem Occurrence. The principle of holism applies that system value is attained by
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the whole and not necessarily any individual parts, Skyttner (1996)(pp.61).

In automated con�guration problem solving, a con�guration is an ordered arrangement of a

set of parts, Petrie (2012). With a system de�ned as a collection of parts that interoperate

to produce a function, a system con�guration thus de�nes as the arrangement of attributes

of a system to specify the system's behavior supporting a change of its state. This con�gura-

tion can occur within an electronic computer system when the system is under speci�cation

at design time. Alternatively, the con�guration can also represent the system at runtime.

Runtime con�gurations exist directly on the equipment running technical processes such as

high-end computing processes or even lower-cost mobile applications such as applications

running on smartphones. Changes to these con�gurations are supported on devices via

low-level con�guration methods through serial interfaces. The serial interface creates an

Input-Output (I/O) capability by housing a serial clock pin to receive and control the sys-

tem's state. Onboard serial registers are supplied with a clock to assist in the measurement

and control between process states. Although in-system pin-based con�guration standards

such as these interfaces are proposed in IEEE (2000), focus occurs in application-level con�g-

uration possibilities such as those found in Jacobson (2004). Con�guration approaches that

abstract functions into higher-level programming capabilities are a user-driven con�guration

of already con�gured systems. This view is further supported by the evidence outlined in

the earlier section on smartphone device OS abstractions in an increasing mobile device

population in section 2.2.2.1.

A key advantage attained in understanding con�guration architectures is its inherent �ex-

ibility and choice. However, �exibility should o�set against reliability as runtime changes

to systems can render instability in the system. This type of change over a period can

cause the system to settle in a position other than its intended position. The realisation

of system purpose, primary process shifts, enablers, environment, and problem occurrence

could change if the unintended settling positions are left unchecked. Rychly (2014) views

this continuous change as �architectural drift�. Shifts that impact the function of a system

can be both human-made or automated, depending on the architectural approach used to

develop the system and associated components within the system. The system's ability to

accept inbound con�guration requests given a series of constraints in that system charac-

terises the system's variability, whether pin-based or software-based. Figure 2.15 shows this

comparison. A representation of system constraints can utilise a design-time comparison on

hardware versus software characteristics, Dart (1991b). Figure 2.15 suggests that a runtime

design comparison occurs by looking at the allowable con�guration and the capabilities to
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Figure 2.15: Con�guration Parameter Variability Characteristics. Adapted from Dart
(1991b)

con�gure. The most notable in the comparison is the method of con�guration and �exibility

thereof. Within the core ISC-type con�guration, several con�guration types can change the

con�gured system's variability. As seen in Jacobson (2004), con�guration types can be sim-

ple or complex, with numerous variations in this spectrum. Con�guration types in Jacobson

(2004)(pp.180-181) appear as;

1. Simple con�guration: �Technicians populated a printed circuit board with pro-

grammable devices. Part of the board test procedure includes programming the PLD's

con�guration memory with logic patterns. The system con�guration is never again

changed.� This con�guration type has a pre-existence requirement, namely a physical

thing on which a con�guration can exist.

2. Field recon�guration: �...not time-dependent, but is the most pervasive applica-

tion. It can provide a technique for updates, bug �xes, and adding new features to

digital hardware.� This con�guration type has a pre-existence requirement as the

system could contain additional constraints such as Device Installed and informatical

constraints such as Reference Data. This con�guration o�ers the �exibility to change

some components from being systemic to environmental.

3. Periodic recon�guration: �...is for those applications where there is a regular change

of supporting data, such as environmental recording systems or global positioning

systems.� This con�guration type has a pre-existence requirement, and the system

could contain additional informatical constraints such as Reference Data.
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4. Frequent recon�guration: �...speeds up data processing for applications such as

image processing.� This con�guration type has a pre-existence requirement for either

the object against which the recon�guration will be processed, namely an image, or the

function (object and process) that outputs a processed image. Additionally, the pre-

existence of an informatical object such as algorithm which is optimised to generate

e�ciency or �delity of processed images.

5. Runtime recon�guration containing partial and on-the-�y types: �applica-

tions rely on changing working environment conditions. As these conditions change, so

must the application function. Examples of this are; detecting network protocols in a

mobile application or interrupting a task with a new service triggered by a security or

safety sensor. Some variations within this spectrum include partial recon�guration

and on-the-�y recon�guration. These two variations can exist within the spectrum

as a subclass of any of the described categories. They may also exist as a separate

application class within the spectrum.�

6. Partial recon�guration: �Partial recon�guration allows recon�guration of only a

portion of the programmable device. This type of con�guration allows the development

of systems that can remain mostly operational during recon�guration. Recon�guration

disables only the portion recon�gured. When used correctly, partial recon�guration

allows phased-in recon�guration of features and tasks with limited impact on system

utility�. This type of con�guration allows for both physical and informatical changes.

The important concept in this type of (re)con�guration is establishing boundaries that

reduce the impact of change and increase stability in the system.

7. On-the-�y recon�guration: �On-the-�y recon�guration is typically available only

in nonvolatile devices. It allows the programming of the static con�guration memory

of a device with an alternate utility. Activation of the alternate utility does not im-

mediately occur. Activation occurs when a designer-speci�ed trigger condition occurs.

This behaviour allows the development of systems that can precon�gure while run-

ning without disturbing the runtime behaviour. When enabled, the alternate system

utility activates with almost no downtime. The total downtime is equal to the time it

takes to load the static con�guration memory into the active memory (typically 100

microseconds)�. This type of con�guration shows that design to run time con�guration

can be constrained by considering the impact of static con�guration on the runtime

of a system.
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The de�nition of con�guration and recon�guration is a concept that requires clarity due to

possible misunderstanding about the functional components for these respective concepts.

Additionally, the split between design time and runtime concepts creates a suitably bounded

set of functional components. Only by identifying a functional boundary is the architecture

able to state what is unique to a view on runtime con�guration shared between con�gura-

tion and recon�guration. For clarity regarding an earlier argument, and as mentioned in the

previous section on IoT protocols, Discovery protocols such as mDNS and DNS-SD indicate

a �zero-con�guration� requirement, Postscapes (2017). The notion of �zero-con�guration�

should use a better-suited term such as �zero-recon�guration�. As argued earlier in the de�-

nition of systems, subsystems, and components, a con�guration refers to the arrangement of

variables representing the system at a point in time. Furthermore, the system's state is the

assumed value of the variables representing the arrangement of the system. If considered in

pure system terms, the IoT mDNS and DNS-SD case for �zero-con�guration� would translate

directly to �no-con�guration� or �con�guration-less�. Both terms are not credible because

something has to exist before it is changed. This analysis quotes the notion of an object

before process and process as a means to change the state of an object. Existence criteria of

objects before processes is a view that represents the existence of an object against which a

process can execute a transformation, Dori (2002)(pp.61).

Compared to the physical nature of the control process found in standards for low-level

integrated circuits such as IEEE (2000), larger-scale systems such as mobile telecommu-

nication systems also implement the notion of con�guration control in end-to-end systems,

Burgess and Mende (2005). Although more abstracted compared to pin-based con�guration,

the con�guration architecture represented in Figure 2.16 logically splits the management,

control, and execution layers of a con�guration system. This split is essential as it creates

a bounded system viewpoint that enables a fundamental step in creating a well-bounded

set of functional components in the systems architecture. The requirements outlined in the

con�guration speci�cations for a broader use case, such as GSM network con�guration, con-

tain several process steps to put a network or resource into operation. As per a network

GSM con�guration standard, TC-SMG (1996), the process of establishing a network has

three main phases; Installation of the Network, Operating the Network, and Optimising the

Network. The operational context for con�guration management is that the state of con-

trol actions required to operate the network must be visible to an operator. In the case of

enrolment and management of IoT-Ce Front-end System Set, this operator could be a fully

automated system actor - noting the di�erence between participatory and opportunistic sys-

tem scenarios. The requirements for management enable the execution of simple and timely
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control actions, decoupled impact through the understanding of secondary change e�ects,

and detached data consistency strategies, TC-SMG (1996)(pp.14). Finally, the managed

resource (MR) state has the following statuses under its resource administration functions -

an abstracted �nite state machine no less.

� Alarm,

� Procedural,

� Availability,

� Control,

� Standby, and

� Unknown.

Within the managed network, connected subsystems may have functional dependencies, so

executing a decoupled resource strategy is necessary. In order to avoid any faults in a system,

the con�guration will outline resource dependencies, resource impacts, and state propaga-

tion, TC-SMG (1996).

The splitting of con�guration into logical units is a view that is supported more closely to

Figure 2.16: Con�guration Architecture in an End-2-End Software Radio System adapted
from Burgess and Mende (2005)

the IoT-Ce, in the form of con�gurable wireless sensor networks (WSNs). The con�guration

of a con�gurable sensor network appears to split devices (IoT nodes) into two capability

sets; Subramanian and Katz (2000) presents this classi�cation as devices used for discovery
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and another for dissemination. This view concurs with the views on gateway and sensor

functional boundaries such as those seen in edge computing research, Yu et al. (2017). Self-

con�gurable systems seen in Subramanian and Katz (2000) outlines several assumptions that

align with the nature of IoT-Ce; namely, they are heterogeneous, functionally well-bound,

and aim to meet power and form constraints. Thus, with suitable component functions

and composable subsystem options, the IoT-Ce design and con�guration space increases to

suitably comprehensive architectural decision space.

The con�guration architecture in Figure 2.16 proposes a standard pattern for delivering

hardware-controllable software components by subscribing to a series of abstraction princi-

ples. Figure 2.17 further outlines an overlap in the con�guration architecture by overlaying

the hardware and software co-design requirement with the layers represented in Figures 2.4,

2.15 and 2.16. Additionally, the introduction of an abstraction layer between application

software and hardware appears in Domer et al. (2009). The inclusion of a middleware com-

ponent creates the opportunity to externalise system control if decisions relating to internal

versus external con�guration are required. The integration of con�guration management

systems provides the necessary decisioning capability to ensure that suitable decoupling lev-

els exist if a con�guration management system becomes systemic (in control of the main

process) in the architecture. Integration demonstrates as a problem occurrence in con�gu-

ration systems, Dart (1991a).

Figure 2.17: A Simpli�ed Layered Architecture for System Con�guration derived from Ja-
cobson (2004), Burgess and Mende (2005), Domer et al. (2009) and Marwedel (2010)
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Although the current overlay between frameworks such as these can contain di�erent layers,

components, and subsystems, it must be noted that the development of decentralised con-

�guration approaches exists since the inception of distributed heterogeneous systems in the

early 90s, Burgess (1993). However, continued interest occurs in modular architectures for

runtime behavioural change of sensor-rich devices, Fazio et al. (2013), and IT systems inte-

gration using IT applications such as Puppet, Chef, Ansible, and other continuous integra-

tion technologies. The creation of modular boundaries for con�guration in sensor networks

is split into the ability of the nodes in the network to be classed into a set of de�ned appli-

cations. Where con�guration variation exists in component arrangement, Subramanian and

Katz (2000) indicates network topology and layout as the main con�guration item against

which attributes such as routing and sensor characterises.

2.2.3.1 Component Arrangement

A general view on system reliability for di�erent con�gurations represents the �connected-

ness� of components in a system. As seen in Leon-Garcia (2008)(pp.14 and 83), component

con�gurations exist in series, in parallel, or a combination of the two. Figure 2.18 expands

the simpli�ed view of the primary system de�nitions found in the earlier Figure 2.2, where

a linear system hierarchy decomposes systems, to subsystems, to components. The decom-

Figure 2.18: Systems Hierarchy Overview

position of system entities into their requisite boundaries enables the compartmentalisation
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of these entities to supports earlier arguments for boundary protection and optimisation

strategies. Furthermore, in the qualitative analysis of systems, a functional block represents

a component or a subsystem within the larger system boundary, Høyland and Rausand

(2009)(pp.73).

Figure 2.19: Components in Series. Extracted from Leon-Garcia (2008)

For components in series, Figure 2.19 represents several components running in series with

a singular input �ow. A series-based con�guration lends itself to increases in sub-assembly

forms that can provide greater reliability for synchronous communication closer to system

input channels. However, the probability of end-to-end system integrity decreases as fail-

ures in earlier components can compromise dependant �ows lower in the processing chain.

In OPM, a synchronous process can contain multiple sub-processes that occur in sequence.

The processes execute in an implicit top-down order, Dori (2019b). Asynchronous processes

occur independently with no speci�c order. Order can, however, occur using implicit invo-

cations.

Figure 2.20: Components in Parallel. Extracted from Leon-Garcia (2008)

Figure 2.20 represents several components running in parallel with a shared input. A parallel-

component con�guration provides the required existence of components to process inputs

and produces outputs with necessary state management between parallel components. Sim-

ilarly, this component con�guration provides subsystem and subassembly compartmentali-

sation capabilities. The essential di�erence between Figure 2.19 and Figure 2.20 is where

the system boundary occurs for components that communicate across boundaries to ful�l
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an integrated systems function.

The probability of a component that is available to serve its intended purpose at a point in

time is a measure of the reliability of a system, Leon-Garcia (2008) and Høyland and Rau-

sand (2009). This measure is a generally accepted de�nition for reliability. Furthermore, the

limiting aspects de�ned by quantitative methods in reliability create a de�ned set of states

within which reliability prediction can occur. To limit cascading errors and corrections for

those errors, a boundary creates a �nal state variable up to which the probability of failure

can be measured. Coupled with the system, subsystem, and component forms, it provides

a suitably limited set of states to measure reliability in system architecture. Four measures

of the reliability of faulted components are; the Reliability Function, the Failure Rate Func-

tion, the Mean Time to Failure (MTTF), and the Mean Residual Life (MRL).

Component arrangement primarily focuses on individual components with de�ned func-

tional inputs and outputs. In systems terms, these components hold the object and process

transformation needed to deliver a system function. This transformation need not be the

primary process that delivers the system value. It could be part of a cluster of functions

that, when executed together, provides the actual primary system function. The availability

of a vast number of Front-end System Set instances with di�erent technical speci�cations

makes the component design process challenging to pin down due to component control

enabling the lowest level of system reliability. The arrangement of components can occur

either in series or parallel at both design time and runtime. Figure 2.21 represents a runtime

�ow of two subsystems required to run in series and requires integration in a whole product

system. In a view presented by Reichert and Weber (2012)(pp.98), this component arrange-

ment represents a process �ow termed a con�gurable activity placed against a con�guration.

Furthermore, the con�guration that will execute at runtime is determined at design time

with optionality about process handling at runtime. Thus, a design-time con�guration sup-

ports runtime execution with knowledge of the latter, Reichert and Weber (2012)(pp.98).

However, the creation of con�gurable logic blocks ensures appropriate error handling cases,

Reichert and Weber (2012). As the systems architecture contains both form and function,

the intended system bene�t must state somewhat di�erently from pure procedural process

modelling.

Figure 2.21 presents two subsystems that deliver a whole product system. Thus, the allow-

able and reachable system con�guration should be known before runtime execution. This

pre-existence condition is similar to the notion of con�guration before recon�guration, as
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cited earlier in Jacobson (2004).

Figure 2.21: Whole Product System Impact for Components in Series. Extended from 2.19
& 2.20

Runtime execution for the whole product system could result in the same underlying com-

ponents used to integrate the complete process chain to meet the system's total intended

value. Examples of this are data caching mechanisms to reduce the number of queries

a database application can handle. Ultimately, both a parallel-in-boundary, and parallel-

out-of-boundary could support well-de�ned functional boundaries for a series of processes

executed within a component, subsystem, and �nally, the top-level hierarchical system node.

A con�guration applies changes to the running system and can cause unexpected behaviours

if not speci�ed with the requisite decision impacts. Additionally, the execution of continuous

re-con�guration could result in an end-state con�guration settling at an unintended position.

This is referenced earlier as �architectural drift�, Rychly (2014). Petrie (2012) solve for this

issue using a concept termed �Backtracking�. This process solves for the last known correct

con�guration against which the system can validate.

2.2.3.2 System Con�guration Capabilities

Extensive IT system deployments naturally contain the notion of con�gurability, con�gura-

tion, and con�guration management. In that case, dealing with con�guration in an IT sense

is a conventional systems management function. Con�guration, however, in the IoT sphere

has gained a fair amount of interest in the research community. This interest is due to the

optionality and variability in the con�gured object domain and how control states occur in

devices with minimal onboard resources. Along with protocols for identi�cation, discovery,

device, and data management such as those seen in Postscapes (2017), other scenarios are
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also present in IoT research. Scenarios that handle; IoT device and service discovery is seen

in Datta et al. (2015), Barnaghi and Sheth (2016)) and Ashraf et al. (2016), IoT network

management is shown in Bera et al. (2016), and IoT con�guration is seen in Perera et al.

(2014) and Ashraf et al. (2016). Additionally, the con�guration of devices for discovery -

using standard architecture components - is also covered Cirani et al. (2014) and Lee et al.

(2016). Lee et al. (2016) speci�cally covers Domain Name System (DNS) auto-con�guration

for IoT devices. The con�guration space for known IoT scenarios are thus bound not only

to protocol-type compositions but also actualisation of applied IoT scenarios.

Figure 2.22 decomposes the conceptual overview of the thesis outlined in Chapter 1 by in-

cluding a general system's con�guration capability set. These capabilities support the broad

classes of con�guration capabilities - such as those found in general con�guration manage-

ment and control systems, Dart (1991b). Dart (1991b) produces de�nitions, speci�cations

and composition aspects of con�guration. These core capabilities categorise more detailed

functional capabilities for con�guration management and the concepts to produce a con�g-

uration management system. Dart outlines the principle functional characteristics based on

a standard IEEE viewpoint of con�guration, Dart (1991a). The capabilities mentioned in

Figure 2.22: System Form Overview - System Con�guration Requirements adapted from
Dart (1991b)

Figure 2.22 forms part of a foundation of con�guration management. However, the study of

the runtime con�guration for IoT-Ce does not aim to produce a con�guration management

system. The basis of a runtime con�guration expects the existence of con�guration item

versions, version rollback, auditing, and a full spectrum of management capabilities that
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could form part of a con�guration management system. Thus, con�guration capabilities

shall be modelled as purely environmental, having the IoT-Ce system's primary processes

consume outputs of the con�guration system. The proposed capabilities in Dart (1991a)

that could have an output impact are; Structure, Components, Construction, and Control.

Other capabilities such as Auditing, Accounting, Process, and Team functions as regarded

are pure con�guration management functions.

Con�guration management system functions also underpin adaptive systems design based

on control systems theory, Cheng (2008). The basis for a state-of-the-art self-adaptation

is evident in IBM's MAPE Framework, IBM (2005) - Monitor, Analyse, Plan, and Exe-

cute. In his view on the implementation of RAINBOW, a MAPE-based framework, Cheng

implements a more action-oriented framework for an adaptation cycle, namely Monitor, De-

tect, Decision, and Action, Cheng (2008). Implementation of these requirements can be

stipulated by considering other candidate frameworks for analysis�requirements in these

frameworks scale from solution-speci�c requirements to broader industry requirements. The

latter is usually a set of known functional requirements that may evolve out of industry

engagement. This type of behaviour shows in the delivery of standards by ESTI and the

IEEE, and other industry-speci�c bodies such as the 3GPP. Standards that play a role in the

adaptive con�gurability of systems appears in the table below. Table 2.5 outlines the basis

Table 2.5: Standards, Frameworks and Guidelines for Con�guration-based Systems

Description
ETSI GSM Network Configuration Management (1996) for digital cellular telecommunications systems
(Phase 2) indicating GSM Network configuration management
IEEE Std 1532-2001 (2001) as the standard for In-system configuration of programmable devices
IBM MAPE-K (2003) as a systems based modelling framework for handling action based goal oriented
design, Villegas et al. (2017) and IBM (2005)
Feedback Loop Model of Control Theory (2004) as a standard control theory concept that underpins
adaptive systems, Villegas et al. (2017)
Autonomic Computing Reference Architecture (2006) as a multi-layered MAPE-K implementation
Kramer and Magee’s Self-Management Reference Model (2007) as a layered systems architecture for
handling goal, change and control requirements, Villegas et al. (2017)
DYNAMICO Reference Model (2013) as a dynamic 3-layered systems architecture for handling
adaptation, monitoring and objective control requirements, Villegas et al. (2017)
REFRACT (2014) as a framework for failure avoidance techniques. Extended from RAINBOW - a
self-adaptive configuration system, Swanson et al. (2014)

of con�gurability as the output for concepts such as resource establishment, resource control,

failure avoidance, systems adaptivity, self-* system properties, and general systems control.

The extension of Table 2.5 by appending additional standards enables single system purpose

views that can further argue object, process, and state requirements as pre-conditions for

modelling a reduction in complexity of con�guration management systems. The thesis does

not aim to establish a simpli�cation of modelling a con�guration system as these systems
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are primarily environmental in the thesis scope.

The MAPE-K Framework used in Cheng (2008) and further in Swanson et al. (2014) is

reproduced in Figure 2.23.

Figure 2.23: Functional Details of the IBM MAPE Autonomic Manager IBM (2005)

MAPE-K supports a degree of the federation of control, asynchronous adaptation interac-

tion, support for failures, and closed-loop feedback control. This thesis refers to the variabil-

ity of MAPE-K in applying to adaptive systems such as in Cheng's analysis of MAPE-K.

Cheng de�nes the MAPE-K aligned de�nitions as;

1. the Monitor phase refers to the communication of state from �managed elements�,

Cheng (2008). The enablers of this process are communication channels, processes, or

any object that contains properties that are useful to determine an object's state.

2. theDetect phase in Cheng (2008) is modelled after the MAPE-K Analyze phase. This

phase determines if the system is operating outside of agreed bounds. These could be

slow system response, last state update, and so forth.

3. the Decision phase in Cheng (2008) is modelled after the MAPE-K Analyze phase.

This phase determines the compensating actions that are required to bring the system

within acceptable operating ranges.

4. theAction phase in Cheng (2008) is modelled after the MAPE-K Execute phase. This

phase executes the corrective actions to bring the systems within the desired range.
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5. the Knowledge repository phase contains the implicit knowledge of the system that

can be applied to bring the system back into an operating range. Knowledge types

included in IBM (2005)are; Solution Topology Knowledge describing components and

con�gurations, Policy Knowledge describing the limitations and constraints of the sys-

tem, and Problem Determination Knowledge. These types can describe the functional

boundary for a structural and behavioural con�guration capability set.

Furthering the extension to RAINBOW, is Swanson et al. (2014) who introduce REFRACT.

A framework for failure avoidance techniques in software. The primary function of this sys-

tem is to manage the avoidance of failures in software from being unmanaged to managed.

The author de�nes self-adaptation as the mechanism that allows a system to continue func-

tioning when the system environment is modi�ed. Within REFRACT, this a reference to

the software con�guration. Where these frameworks implement self-healing capabilities,

they underpin the need for the existence of a con�gurable system containing Managers and

Execution components. This approach appears aligned to the Backtracking requirement

indicated in Petrie (2012), which solves for the last known correct state of a con�gura-

tion. If this state appears as the correct state, then the Predict and Execute phases for

rollback should determine the last appropriate functional state. In the case of REFRACT,

this action is termed �Reversion of Con�guration�, Swanson et al. (2014). A selection of the

reversion is a precursor to reverting the con�guration. Hence, the con�guration exists before

the reversion. Thus, object existence before process existence is argued for in Dori (2002).

In REFRACT the underpinning requirement for self-healing is, in fact, a con�gurable web

browser. A software architecture decision - in this case - has guided the fact that something

exists before a self-* property can exist.

These adaptation frameworks, and several others, such as those found in more recent research

by Villegas et al. (2017), require architectural decisions that underpin selection options for

further con�guration states due to the dynamic nature of self-healing systems. Design and

runtime characteristics of these self-managing systems show that runtime insertion of de-

cisions into runtime execution di�ers between design and runtime architectures, Anthony

et al. (2008). In their view on the ability to con�gure, Anthony et al. (2008) indicate a

need to understand the environment against which runtime processes will execute. This

approach deems the need to consider design time splits between static and dynamic parts of

the architecture. Finally, framework characteristics that underpin a system model for dis-

tributed services indicate that asynchronous service components can deliver highly available

and reliable systems, Karamanolis and Magee (1995). The existence of replication servers

(Object), server replicating (Process), and server synchronising of replica states (Function)
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is used to position a series of functional requirements for system availability. Thus, the char-

acteristics that support adaptive behaviour appear to apply pre-existence principles such as

those applied by Dori (2002).

A set of core considerations that re�ect as primary drivers for self-adaptation appear in

Villegas et al. (2017). These are;

� Goal. A goal determines the primary reason for the self-adaptation requirement. Such

as; Self-con�guring, Self-healing, Self-optimisation, or Self-protection.

� Structure. The structure determines the boundary within the system. Namely, is

the Adaptation Controller systemic or environmental? In direct control cases, the

controller would need to exist as an instrument within the system boundary. Where

control is a secondary function, the controller could appear as an environmental subsys-

tem over which the main system has no OPM e�ect links. For example, a feed-forward

controller that does not enable the creation of a closed-loop control system.

� Reference Inputs. These inputs create the baseline reference inputs against which a

control action is measured, managed by the self-adaptation system. Reference inputs

appear as several patterns, such as measurable values, policies, contracts, or constraint

states, Villegas et al. (2017).

� Measured Outputs. These outputs create the baseline outputs against which a

control action executes. These output measures range from discrete values or states

against which the adaptation goal compares. Villegas et al. (2017) proposes a case of

a dependability attribute, namely availability.

� Computed Control Action. These actions specify the action taken to meet the

adaptive goals set out in the system. Examples of these contain components that

a�ect behavioural, computing, and architectural aspects of the system, Villegas et al.

(2017).

� Observable Adaptation Properties. These relay the properties against which a

controller can be quality tested. The controller subsystem exhibits stability, accu-

racy, settling-time, small-overshoot, robustness, termination, consistency, scalability,

and security, Villegas et al. (2017). However, the system exhibits properties such as

functional invariants, dependability, and security.

The adaptivity concepts mentioned earlier have pre-existing conditions requiring either a

physical or informatical object. Thus, the understanding of the existence of an object, or
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lack of existence thereof, is a requirement for a system's adaptivity. A view of the con-

�guration items and their change of state is therefore necessary. In so far as the system's

ability to adapt to changing conditions, without core system capabilities for adaptivity this

adaptation cannot be realised. For example, in cases of computed control actions, a set of

discrete operations can a�ect the functions of a system, Villegas et al. (2017)(pp.26). Thus

in OPM ISO-19450 terms, Discrete Operations a�ect the Managed System Software Archi-

tecture Set. Additionally, in the case of observable adaptation properties, a controller can

exhibit some form of observable adaptation characteristic that de�nes the managed system's

reliability, Villegas et al. (2017)(pp.26). For the considerations of Goals�to�Properties in

self-adaptive systems, the existence of an object or process is necessary, hence a system

architecture, and therefore variation in system con�guration through an understanding of

the system's capabilities.

The need for context awareness, adaptation, and object intelligence appears as research

goals in the earlier Table 2.1 by (Vermesan et al. (2009)). Additionally, the view on Self-*

properties was also present as a research goal in research positions such as Ailisto et al.

(2011) and Miorandi et al. (2012). Underpinned by the research goals to position device

and standards growth back into the IoT market, a need for understanding the con�gura-

tion of IoT was a key driver mentioned in a 2017-2018 technology research statement by

Gartner (2017). This con�guration statement was related to the management of things

that required a review of IoT monitoring and management at scale. Capabilities exist to-

day that enable virtual state management of connected-edge devices. �Device Shadowing�

is a feature available on cloud-based IoT platforms such as Amazon Web Services, Varga

et al. (2018). Similarly, the notion of autonomous things intensi�es due to the forecast of

interactions between billions of smart devices. Ailisto et al. (2011) lists these properties

as; self-con�guring,self-protecting, self-organising, self-optimising, self-reliant, self-healing,

self-aware, self-learning, self-adjusting, and so forth. Both sets of research agendas indicate

the need for an architecture; however, the systems viewpoints on modelling systems are

focused on interaction standards of physical devices but not on the conceptualisation, and

true systems architecture of the system as a whole. At the time, perhaps this was planned

in the Evolutionary Standards section of the research direction, by Vermesan et al. (2009).

However, by 2009, OPM modelling was already available for more than �ve years. It is

only �ve years after the Strategic Research Agenda for IoT, Vermesan et al. (2009), that

OPM reached ISO standardisation, ISO/TC 184/SC 5 (E) (2014). By 2011, the de�nition

of IoT was updated to include the words �conceptually de�ned� by the authors of the Strate-

gic Research Agenda for IoT, Vermesan et al. (2011). Although the capability of context
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awareness, adaptation, and object intelligence was noted in 2009, the modelling of these ca-

pabilities can now use a method that can integrate cross-functional modelling e�orts while

meeting model simpli�cation goals.

The primary approach viewpoint on Runtime Con�guration in Chapter 1 outlines;

1. the ability to view the arrangement of components and subsystems in the IoT-Ce as

hierarchical in nature,

2. autonomic frameworks which expect the existence of a system that requires corrective

control, and

3. viewing the output of con�guration management as systemic, while viewing con�gura-

tion management processes as environmental in the IoT-Ce.

The Runtime Con�guration background in Chapter 2 produces further appreciation for the

concepts in Chapter 1 as;

� the notion of a variable arrangement of system, subsystem, and components that exist

in a con�guration space,

� the conceptual abstraction of con�gurability, con�guration, and con�guration manage-

ment functions,

� the unique view on con�guration as a pre-existence criterion for re-con�guration,

� the runtime component arrangement of single or multiple function blocks that aid in

hierarchical system design and system placement, and

� a view on the systemic and environmental component requirement possibilities that

support adaptive systems design.

2.2.4 Architecture Con�guration Decisions

Arranging architectural decisions into a structured qualitative decision set occurs using sce-

nario modelling, Crawley et al. (2016). As indicated in the Crawley et al. (2016) view on

architecture decisions, architectural principles guide the systems decision-making process.

These concepts focus on creating an architectural decision space, measurable indicators,

and segregation of decisions between systems and other decisions. Additionally, by creating

discrete, measurable decision parameters, a system can be analysed qualitatively as each en-

tity and relation can contain variable strength indicators for each relationship and scenario.

This qualitative evaluation is also a known approach when considering tradespace tradeo�s

96



Crawley et al. (2016).

In order to concur with the view that �A single model should never be the only V&V

tool, but should show how the model is used to validate a process or product�, Cameron

et al. (2017). A secondary model, apart from those generated out of OPM, is used to outline

the variations of decisions for a system. This decision model realises through the use of De-

sign Structure Matrices (DSMs) outlined in Eppinger and Browning (2012), and supported

by the views indicated in Crawley's chapters on Architecture as Decisions, Crawley et al.

(2016). Eppinger outlines the advantages of using DSMs as;

1. producing a compact representation of structure and behaviour of a system,

2. enhancing visualisation to enable global system decisions,

3. reducing of complexity as hierarchies in the system become evident,

4. providing the basis of mathematical analysis. DSM analysis can also provide insights

into unknown links, component impact propagation, process loops, modularity, and

other important patterns and e�ects, and

5. handling model �exibility to extend use to other data analysis opportunities.

Additionally, the primary characteristics of DSMs indicated by Eppinger and Browning

(2012) are shown to;

1. provide emphasis on interactions,

2. outline structure to interaction requirements; Sequential, Parallel, Coupled, Condi-

tional,

3. enable decision iterations, interaction strengths, and minimising impact focus on bound-

ary conditions,

4. enable �ow sequencing for data, system decomposition, and convention agreements.

These are applicable to Input Column notation only,

5. indicate coupled activities, and

6. support Path Searching, Basic Block Sequencing, and Powers of Adjacency algorithms.

A model that structures the scope of architectural decisions becomes quite large if one

considers the vast body of IoT-Ce knowledge discussed in preceding chapters and sections.

On the use of DSMs in Eppinger and Browning (2012), the constructs of DSM drive the
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principle of compact and concise representation of components, processes, and interacting

activities. Therefore, using an unbounded body of research yields a comparable unbounded

DSM that does not deliver the requisite clarity in the system speci�cation. Similarly, this

does not yield an increase in the credibility of the model output. Eppinger and Browning

(2012) indicates the use of four DSM types that support variations of component design,

organizational design, activity design, or a multi-mode design that contains combinations of

these DSM types. Research in structured matrix design for processes using OPM is already

an area of study, as seen in Sharon et al. (2012) for structured project delivery, and more

recently in Sobol and Dori (2020) for OPM thing �attening. These research views investigate

OPM for use in structured project delivery processes and the �attening of hierarchical thing

structures. Where conventional usage focuses on method-speci�c mechanisms between OPM

and DSM, the use of DSM in IoT-Ce architecture decision trade-o� produces uniqueness in

the ability to;

� identify decision impacts for diverse parameters sets,

� identify decision clusters due to high interdependence between decision parameters,

and

� apply declarative decision requirements for concepts such as state-awareness.

A simpli�cation of the DSM uses a series of process inputs and outputs. Figure 2.24 shows

a simpli�ed transition extracted from DSMWeb (2019) however, a similar transition set is

referenced in Sharon et al. (2012), and Bradshaw et al. (2012). Figure 2.24 uses input column

view, which di�ers to the dependency view created by Bradshaw et al. (2012). In the task

Figure 2.24: A Simple Process to DSM Summary extracted from DSMWeb (2019)

�ow in Figure 2.24, the following is applicable; Task 1 sends outputs to both Task 2 and Task
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5. These will be inputs received for Task 2 and Task 5. Therefore the cells that intersect task

row 1 and columns 2 and 5 are marked to indicate an interaction between these tasks. Task

1 receives input from Task 3. Task 2 sends output to both Task 3 and Task 4. Task 3 sends

output to Task 1, and Task 4 receives input from Task 5. Both Task 3 and Task 4 sends an

output to Task 6. As indicated by DSMWeb (2019), the intersection between row and column

in the DSM can contain either relational indicators or strength indicators. The input column

approach views the row as the output and the column as the input receiver. This �exibility

makes the DSM, or extension of the DSM, a viable model type for checking automated

system testing scenarios and architectural decision dependency analysis. Table 2.6 shows a

well-known tabular view of the DSM, that applies a simple boolean output of Figure 2.24.

Crawley et al. (2016)(pp.336) indicates DSM as supporting representative and structural

Table 2.6: A Simple DSM Process Equivalent extracted from DSMWeb (2019)

Task 1 2 3 4 5 6
1 x x x
2 x x x
3 x x x
4 x x
5 x x
6 x

layers in a decision support system, but not a pure simulation or graphical representation of

evaluation results. The DSM is, however, well positioned to outline di�erent con�gurations

and the associated strengths between architectures. DSMs, and their counterpart OPM

outputs, play a key role in systems engineering in that it enables the modelling of a systems

view of the world, Crawley et al. (2016). Underpinning architectural options analysis using

DSM, the use of architectural principles guide the decision-making process, Crawley et al.

(2016)(pp.326-327). These architectural principles summarise as;

1. setting the �boundary of the architectural space�,

2. evaluation of the architecture through the impact that metrics have on the architecture,

and

3. the separation of architecture-only decisions from larger system decisions.

To support the extraction of column and row parameter sets, or simply architecture con-

�guration decisions, IoT design and evaluation methods such as ATAM contain tradeo�s,

sensitivity points, and other pertinent system attributes for making sound architectural de-

cisions, Washizaki and Tei (2019). These are used in the evaluation process within the

architectural decision boundary to deliver a well-rounded set of decisions for di�erent sys-

tem con�gurations. Recent interest in IoT Systems design and evaluation has shown that
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a modular approach to decisioning is needed to elegantly position systems that adhere to

hierarchical constructs, Washizaki and Tei (2019). As seen in the tradeo� analysis for this

approach, ATAM enables creating attribute-based concepts that o�set to create di�erent

architectures, Kazman et al. (1998). ATAM is a circular decision method characterised by

the following steps;

1. Collect Scenarios,

2. Obtain Attribute-based Requirements, Constraints, and Environment,

3. Generate Candidate Architectures within Design Space,

4. Generate Attribute Analysis,

5. Identify Attribute Sensitivity, and

6. Identify Attribute Tradeo�s.

Trade-o� sensitivities can appear naturally in n-squared matrices such as DSMs. The natural

�t of row and column intersections enables interaction presence and variability of interaction

strengths later in this thesis.

The primary approach viewpoint on Architecture Con�guration Decisions in Chapter 1

outlines;

1. the ability to extract a viable parameter set that aptly describes con�guration decisions

for enrollment of smart mobile devices in an IoT-Ce context,

2. the ability to apply standard Python scripting libraries in order to simulate model

validation, and

3. the ability to apply a series of accepted constraints and control against a historical

failure data set.

The Architecture Con�guration Decisions background in Chapter 2 produces further appre-

ciation for certain concepts in Chapter 1 as;

� a position on the use of a structured secondary model to present IoT-Ce architecture

decisions. The use of a DSM not only creates a concise view of the entire IoT-Ce sys-

tems architecture but also exposes its use to a simulation-ready proof for the converged

model of the vertical themes positioned in Chapter 2, and
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� an approach for dealing with DSM model content using sensitivities of IoT-Ce archi-

tecture decision parameters.

The ISARC model proof appears in detail in Chapter 5. A similar series of background char-

acteristics on dependability, reliability, and random system behaviour underpins the Python

codebase that produces the secondary contribution covered in this thesis. This background

appears in Appendix A. The secondary contribution in the thesis provides a method to

programmatically validate the ISARC using OPM parameter extraction and Design Struc-

ture Matrices (DSM). The method for modelling con�guration decisions for the IoT-Ce uses

OPM as the basis for parameter extraction and DSM to represent the architecture. A set of

suitably bound decision parameters supports a test of conceptual architecture variations of

the ISARC using a novel concrete control design based on instantaneous and accumulated

errors. This contribution's primary bene�t extends the systems architecture by proving that

the ISARC can support ongoing runtime con�guration requirements using a series of sim-

ulated data set samples using Python. A series of data generation code blocks output the

result of interaction decisions between ISARC model components. These outputs compare

a historical data set that mimics a hierarchical systems architecture found in a failure trace

data set for a multi-tiered DNS.

2.3 Chapter Summary

The concept of a connected world consisting of connected things communicating with each

other is not new. However, the concept has evolved with the connectivity to televisions,

mobile phones, air conditioners, and other appliances regarded as the next wave of actual

control and automation.

An IoT systems architecture positions the need for a broader appreciation of the requirement

to con�gure systems developed by a varying number of device and software manufacturers.

An arrangement of subsystems and components is maintained while these systems are in

operation in the known and unknown spectrum of human needs. The problem statement

outlines as trying to understand the role of this arrangement and possible changes to it in

the face of complex data �ows within a constrained IoT systems environment. For this to be

accomplished, there is a need to abstract the architecture from the noise caused by unsure

bene�ciary value in IoT. Unclear system decisions primarily cause this noise.

This chapter deals with the background of several unique concepts that exist at di�er-

ent levels of maturity. These concepts have developed independently over a long period.
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Systems Architecture and Systems are known to be driven by composition and hierarchy

since the mid-1950s. Structured Decision Matrices are concepts born in the 1960s. IoT is a

relatively new concept spurred by an in�ux of edge device capabilities since the late-1990s.

Thus, the speci�cation of a systems architecture for IoT-Ce is a unique convergence of these

concepts. The resultant system architecture and architecture decision method is supported

by the OPM ISO-19450 - an ISO standardization that changes the importance of objects,

processes, states and model-to-text dual-modality.

The proposed IoT-Ce systems architecture and decision model is necessary to provide the

motivation needed to support claims that propose measurable impacts of IoT system archi-

tecture variations on the reliability of edge device state noti�cations in single subsystems or

multi-node interconnected systems.

102



Chapter 3

Systems Architectures and IoT-Ce

Con�guration

�A symbol system �a language�that can conceptually model a given system

using ontology with fewer diagram kinds and fewer symbols and relations among

them is preferable to a larger language with more diagram kinds and more sym-

bols and relations among them.� The Minimal Conceptual Modelling Language

OPM Principle - Professor Dov Dori (2016a).

This chapter deals with the direct requirements for the IoT-Ce systems architecture by

realising these requirements using ISO OPM-19450. Systems architecture is de�ned as the

�embodiment of concept, the allocation of physical/informational function to the elements of

form, and the de�nition of relationships among the elements and with the surrounding con-

text.�, Crawley et al. (2016)(pp.124). The key guidance on creating a systems architecture is

mapping instruments that deliver capabilities to the internal processes of the IoT-Ce system,

subsystems, or components. Secondary systems that provide supporting capabilities to the

IoT-Ce system require identi�cation as the build of these systems can impact how much pro-

cess integration needs to occur. IoT-Ce system architectures realize through the structure,

behaviour, and interactions that provide the value-based output of the IoT-Ce. The IoT-

Ce system itself has a purpose, primary function, agents or instruments, an environment,

and a problem occurrence. The structure is characterised through the physical system; its

behaviours de�ne its ability to create value through the system structure. The structure

enables the execution of processes. Chapter 3 introduces the IoT Systems Architecture for

Runtime Con�guration (ISARC). The ISARC outlines the requirements de�nition of the

system by implementing a partial conformant OPM ISO 19450 design. A set of �ltered

requirements extract from the primary themes identi�ed in preceding chapters. Chapter 3

creates an integrated vertical-thematic view of system requirements using objects, processes,
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and states. A pure theoretical view of OPM applies the notion of an object as an entity,

a process as a method to change the object's state, and the state as the sum of activities.

This approach sets the initial view of dealing with variations in the architecture once the

system actualises. These variations underpin the architectural decisions needed to support

qualitative system testing using independent system attributes.

Finally, Chapter 3 produces an outline containing the requirements to deliver state-aware re-

liability within the IoT-Ce for Android device states. Chapter 3 proposes the use of standard

OPM naming to produce a set of self-standing decision parameters to elevate discussions

on concepts of; object essence, whether physical or informatical, object placement, whether

systemic or environmental, and pre-existence for ordered object transformation.

3.1 ISARC Requirements Extraction

The ISARC creates a standards-based model that extracts requirements from several litera-

ture sources referenced up to this point in the thesis. Conformance to the OPM ISO-19450

standard simpli�es the extraction of requirements into three key types; objects, processes,

and states. As previously indicated, OPM in systems architecture exhibits three confor-

mance levels; partial, full, and conformance by toolmakers. Each group of conformance

clauses in ISO/TC 184/SC 5 (E) (2014) guides the level of alignment to OPM through

the use of speci�c symbols and modelling requirements. The conformance approach that

guides the ISARC is based on modelling parts of an existing body of knowledge to propose a

systems architecture for the IoT-Ce. Thus, a partial conformance pro�le is su�cient to rep-

resent the system diagrams (SDs) of interest in the primary system. In stating the systems

architecture and subsequent decision model, partial conformance requirements to ISO/TC

184/SC 5 (E) (2014) apply as;

1. symbolic conformance to objects, processes, and states. Partial conformance requires

adherence to the de�nition and use of objects, processes, and states in conformance

with the constraints placed on OPM Things. Such as object pre-existence as the

core requirement for process transformation. An object can exist before a process

transformation occurs, but a process cannot exist without an object ISO/TC 184/SC

5 (E) (2014)(Section 7 OPM Thing Syntax and Semantics)

2. symbolic conformance to OPM syntax and semantics in cases of procedural link usage

ISO/TC 184/SC 5 (E) (2014)(Section 8 OPM link syntax and semantics overview),
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3. symbolic conformance to all other link types such as transformation links, consump-

tion links, enabling links, control links and condition links ISO/TC 184/SC 5 (E)

(2014)(Section 9 Procedural links),

4. symbolic conformance to structural links and cardinalities ISO/TC 184/SC 5 (E)

(2014)(Section 10 Structural links & Section 11 Relationship cardinalities) and

5. symbolic conformance to logical operators ISO/TC 184/SC 5 (E) (2014)(Section 12

Logical operators: AND, XOR, and OR).

OPM symbols represent structural and interaction types to model systems, Dori (2011)(p.221).

These symbol types support any combination of interactions such that it produces a sin-

gle set of similarly structured Object Process Diagrams (OPD). OPM research and tools

Figure 3.1: OPM Symbol Toolbar. Extracted from OPCAT 4.2 Toolbar

indicate three clusters of symbols. The three cluster layout from the OPCAT 4.2 toolbar

produces a simple reference. The clusters on the toolbar contains;

� Objects, States and Processes in Cluster 1. For IoT-Ce, examples such as IoT

System Set, Front-end System Set, IoT Con�guration Option with states Unknown

and Known, and Device Communicating can be represented, respectively. As noted in

preceding sections on OPM, objects appear in green, while processes appear in blue.

� Structural symbols in Cluster 2, which include Aggregation-Participation, Exhibition-

Characterization, Generalization-Specialization, Classi�cation-Instantiation, Unidirec-

tional, and Bidirectional Relations, and

� Procedural links in Cluster 3, which includes an Agent Link, Instrument Link, Result

or Consumption Link, E�ect Link, Instrument Event Link, Consumption Event Link,

Condition Link, Exception Link, and Invocation Link. A procedural link denotes how

the system operates to achieve its function using the entities linked by the procedural

relationship, ISO/TC 184/SC 5 (E) (2014)(pp.13).

Table 3.1 contains Object Process Language (OPL) equivalence samples for IoT-Ce model

components. The examples used in Table 3.1 aims to propose a simpli�cation of possi-

ble complexities relating to the �t of OPM, and by extension, the ISARC, for specifying

subsystems and components in the IoT-Ce. The OPM Metamodel in ISO/TC 184/SC 5
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Table 3.1: OPM Toolbar Usage Sample

Cluster ID:OPM Symbol IoT-CE OPL
1 1:Object Front-end System Set, Near-end System Set, Controller

System Set
1 2:States Device State::Connected or Not Connected, Device

State::Sleep or Standby or Active
1 3:Processes Device State Notifying, Gateway Attach Denying, Gateway

Communication Failing
2 1:Aggregation-Participation IoT System Set consists of Front-end System Set,

Near-end System Set, and Far-end System Set. Front-end
System Set consists of Smartphone Devices.

2 2:Exhibition-Characterization Device exhibits Status
2 3:Generalization-Specialization Reliability is a type of Dependability.
2 4:Classification-Instantiation Android is an Operating System.
2 5:Unidirectional Relation Status relates to Operating System
2 6:Bidirectional Relation Operating System consists of Runtime Code Components.

Application System consists of Runtime Code Components.
Shared Library Code base and Runtime Code Components
are (possibly) equivalent.

3 1:Agent Link End User is physical. End User handles Front-end System
Set.

3 2:Instrument Link Self-adaptation IoT System Selecting requires
Configuration System Set, Front-end System Set, and
IoT Protocol Set.

3 3:Result/Consumption Link Self-adaptation IoT System Selecting consumes IoT
System Set.

3 4:Effect Link Configuration Option Selecting affects Configuration
System Set.

3 5:Instrument Event Link Variable Configuration Options triggers Option
Selecting when it enters State Unknown.

3 6:Consumption Event Link Variable Configuration Options triggers
Self-adaptation IoT System Selecting when its state
changes.

3 7:Condition Link Self-adaptation IoT System Selecting occurs if
Front-end System Set is in existent either Near-end
System Set is in existent, or Front-end System Set is
in existent.

3 8:Exception Link Option Selecting triggers Self-adaptation IoT System
Selecting when it lasts more than 5 seconds.

3 9:Invocation Link Self-adaptation IoT System Selecting invokes Option
Selecting.

(E) (2014)(pp.15) contains several core de�nition classes that outline abstract viewpoints

such as Things, to more concrete concepts such as transformation of objects by processes.

Jointly, the combination of these elements produces the constructs of the actual systems

architecture. Furthermore, OPM model representations such as those seen in Mordecai and

Dori (2017a) propose a bridge to a gap in cyber-physical systems today. In Dori's view on

model constructs, OPMmodel elements represent a purpose-built, �compact� set of elements,

Mordecai and Dori (2017a). These model elements represent instances of the meta-model

overlaid with the basic form-function model shown in Figure 3.2.

Figure 3.2 outlines the functional and structural constructs of the OPM. Crawley et al.

(2016)(pp.98) summarises a systems model containing a function consisting of a process and
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an operand against which the process executes. The function attributes to the creation of

the performance of the system. Additionally, an instrument enables the process execution.

As shown in Figure 3.2, the operand contains the actual state, which changes once a process

enacts on it. A �nal description of the model elements for cyber-physical systems shown in

Figure 3.2: OPM Function Structure Overview. Adapted from ISO/TC 184/SC 5 (E)
(2014)(pp.13) and Crawley et al. (2016)(pp.101)

Mordecai and Dori (2017a), indicates the model as having;

� Things that are either physical or informatical containing attributes that are either

systemic or environmental, and

� containing links showing structural or procedural constructs.

Figure 3.2 outlines the following de�nitions;

� The OPM Metamodel contains elements, of which links and Things are specialisations.

Structural and procedural links are specialised OPM links,

� an OPM Function-Structure has an operand that contains states that undergo change

by means of a process. The process is handled by an enabler that is either a human

agent or informatical instrument - essentially, of physical or informational essence, and

� the OPM Function-Structure is an instance of the OPM Metamodel.

The requirements model extracted from the large body of knowledge from Chapter 1 and 2 is

adjusted via an OPM �lter which implements OPM template design �the what and how in

systems architecture design�as positioned in Soderborg et al. (2003). Figure 3.3, presents

the top layer body of knowledge, the standards that govern the assignment of requirement,

and the layer that yields the object, process, and state outputs. Crawley et al. (2016)(pp.63)

107



Figure 3.3: System Requirements Extraction Layers. Adapted from Crawley et al.
(2016)(pp.63) and ISO/TC 184/SC 5 (E) (2014)

indicates that the approach for dealing with complex systems derives from decomposition,

hierarchy modelling, specialisation and generalisation, detailed iteration, and �nally, view

construction as visual output. The output of the extracted requirements yields multiple

IoT-Ce decision parameters.

3.1.1 Additional Conformance Requirements

During the process of producing a systems architecture, additional conformance require-

ments can ensure that secondary subsystems and components are present in the system

model. These ancillary systems aids in delivering primary system value by having an either

systemic or environmental impact. In the case of the ISARC, objects such as network and

data protocols can either serve as part of the primary system or impact the main system

value without an environmental object or process being a�ected. Examples of these proto-

cols are seen in the classi�cation of protocols in the earlier IoT protocol section that delivers

addressing, discovery, and management functions in Figure 1.2.

The argument here is that not all protocols are necessary for the delivery IoT-Ce system

bene�ciary value. One could go as far as claiming that no conventional IoT protocols are

needed to execute the data acquisition process for a smartphone that requires only using on-

board sensing capabilities. Furthermore, in the fragmented sense, it would not be reasonable

to consider a single protocol for application-level data transmission, as the computational

requirements between Front-end System Set, and other IoT ecosystem architectures di�er

based on the system purpose for each domain. This view is evident in the changing require-

ments between web and IoT protocols represented in Figure 2.14. Simply put, the change of

identi�cation, discovery and management protocols from classical communication towards
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lossy device communication favours a di�erent set of fundamental system goals. The op-

timised selection of protocols based on Front-end System Set capability, IoT solution set,

or IoT product varies due to functional and non-functional requirements. Therefore, the

additional conformance is based not only on the modelling symbols in a partial conformance

OPM model but also on the application of requirements that could impact the IoT-Ce's

runtime con�guration. Thus, the additional conformance requirements argue for in-system

boundary or outside of system boundary considerations.

Additional conformance for deciding state awareness is handled in OPM using the CPGAME.

In OPM for CPS gaps, Mordecai and Dori (2017a) indicate the static and runtime knowledge

of the system as the knowledge base and information base of the system, respectively. Using

the cyber-physical gap awareness model (CPGAME) by Mordecai and Dori (2017a), their

modelling approach sees �ve important attribute considerations of the model: entity-type

entity-detection in the system, feature awareness of detected entity, state-space awareness,

and state-perception of an entity in the system. When modelled into the IoT-Ce systems

architecture, Front-end System Set model attributes can be attached using a similar classi�-

cation. Thus, a proposed mapping adapts the attribute values from the example in Mordecai

and Dori (2017a), towards an IoT-Ce description set in Table 3.2. Once integrated, these

Table 3.2: Systemic Conception of the IoT Connected Edge adapted from Mordecai and
Dori (2017a)

System Model Awareness Description
Entity-type

Front-end System Set
Entity detection in the system

Front-end System Set detected in sensing coverage area
Feature awareness of entity

Front-end System Set is aware of connectivity state space
State-space awareness available, unavailable, unknown, known
State-perception of entity

Front-end System Set-available, Front-end System
Set-unavailable, Front-end System Set-unknown, Front-end
System Set-known

considerations enable the ISARC to view architectural relationships between concept and

validation.

Thus, the considerations for reliable state-awareness in the IoT-Ce over the magnitude of

variations of IoT can be bound in a system boundary. This limiting construct occurs due to

the limited but varied IoT-Ce solution protocols and mechanisms that enable connectivity

for Front-end System Set instances. Therefore, abstractions such as hardware abstraction,

Front-end System Set Operating System abstraction, and con�guration abstraction in the

systems architecture themes make the model more plausible. Process requirements change
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the state of each awareness concept in Table 3.2 from unknown to known, indicating an

explicit awareness of state change in the system.

The conformance requirements outlined in the remainder of this chapter summarises three

CPGAME approach steps into the ISARC's primary and secondary processes. The mod-

elling of entity acquisition, representation management, and interaction analysis proposes to

form part of the ISARC knowledge base such that it forms a structural decision construct

for each requirement. This approach is proposed, amongst other structured questions, to

output a single decision matrix for each primary system function. The resultant start and

completion sub-process in each primary process hide the internal complexity of the individ-

ual primary processes. Table 3.3 indicates the candidate start and end activities for each

part of the awareness process.

Table 3.3: Adapted Cyber Physical Gap Process Interaction. Summarised from Mordecai
and Dori (2017a)

Primary Process Initiating Subprocess Finalising Subprocess
Entity Acquisition Entity Detecting Acquisition Completing
Representation Management State Acquiring Process Completing
Interaction Analysis Behaviour Representing Impact Recording

The entity acquisition processes in Table 3.3 plays a role in determining the pre-existence

of an entity in the system. Within the entire system - in-boundary or outside - di�er-

ent architectural decisions increase the combinations of decision cluster inputs and outputs.

Therefore, sensitivities for individual decisions are important as this can be used to prioritise

decision impacts across non-functional requirements. As seen in the summary of trade-o�s

in section 2.2.4, scenario collection is a precursor to tasks on attribute identi�cation, param-

eter identi�cation, and sensitivity identi�cation. In the case of the ISARC, these scenarios

lead to those that impact our understanding of the system state at a point in time.

The second process construct is the representation of state in the system. The acquisi-

tion of state in the system considers the level of impact of the state on the system. In

Mordecai and Dori (2017a), these classi�cations determine the ability to integrate relative

evasive measures that need to occur to ensure the system's stability. The ISARC regards this

as a decision that impacts the ability to connect to an ED/GW within the sensing bound-

ary, addressing boundary or pre-existence object boundaries in the OPM. Of course, several

environmental factors can cause outright connectivity failures, such as failures caused by

Front-end System Set Media Access Control (MAC) �ltering, Front-end System Set black-

listing, or system policy enforcement. These factors are regarded as environmental in that
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the system cannot control the outcome unless explicitly instructed to do so. Thus, the �rst

connection or failure measures in accordance with systemic factors such as the IoT Protocol

Set, Front-end System Set addressing against a DNS, or user-instructed process terminations.

Finally, the interaction analysis process uses interaction and action analysis to determine

and map interaction paths that could lead to system failure. The path seen for error to

faulted system states is represented in Appendix A, section A.1.2, Figure A.1. In this view,

an escalation process controls the outcome of handling recoverable errors towards a faulted

system state that is not recoverable. Handling a failed state via the restart of an Front-end

System Set service is a decision that can tradeo� against holding internal Front-end System

Set state. The latter will require increased storage and possibly increased onboard process-

ing on the Front-end System Set.

In summary, additional considerations are those model guides not caused due to OPM sym-

bol usage but rather the implicit model constructs that determine the �delity of the system

model. In this section, �ve model considerations in Table 3.2 and three process markers in

Table 3.3 guide the proposed �delity increases in the ISARC decision parameter list. The

markers largely create a de�ned state-awareness handling mechanism, against which archi-

tecture decisions validate. The implementation of the structural path to guide e�ciencies

in architecture decisions based on the ISARC appears in Chapter 5 - Model Validation &

Evidence.

3.2 State of the Art Systems Architecture Realisation

Coupling too many systems too tightly into a primary system boundary can cause inter-

nal process interleaving and create unintended impacts on the primary system. Decoupling

occurs by stating system interfaces at the boundaries between systems. However, the unin-

tended impact of constant coupling and decoupling decisions that cause shifts in systemic

and environmental (object, process, and state) concerns can raise the risk of system drift

and settlement in an unintended state, as seen in earlier notions on dealing with adaptivity,

Rychly (2014). The ISARC meets hierarchical system requirements, such as those found

in section 3.1. It meets this by applying strict OPM usage controls. OPM supports con-

verged model representation, boundary thinking, and modular structure with implicit order

execution ISO/TC 184/SC 5 (E) (2014). Thus, realising the model intended to provide sys-

tem value while wading through principles of hierarchy, boundary, model assertion, �delity,

and credibility, the primary model realisation bears �ve key concepts; Problem Occurrence,

Purpose, Primary Function, Enabler, and Environment. The assertion that these questions
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form the basis of sound systems design applies the ISARC inputs in Figure 3.3.

A set of systems architecture actualisation considerations indicate that a set of system

de�nitions apply that each system concept can play singular or multiple roles in the de-

sign. The list below extracts from the section on de�ning architectures in Crawley et al.

(2016)(pp.126). In de�ning the architecture, As seen in Figure 3.4, the system architecture

is de�ned as a combination of form and function. In the case of form, a set of entities and

relational constructs are evident. These deliver the physical system.

The questions for de�ning architecture summarise in Crawley et al. (2016) as;

� Internal processes which have the necessary instruments to support process execution.

This de�nition yields an IoT-Ce requirement if internal device state management re-

quires additional control to ful�l the primary state notifying process.

� Additional processes, instruments, or operands required to ful�l the delivery of value.

This de�nition yields an IoT-Ce requirement if the need for Stable Connectivity exists

as a secondary process to ful�l state noti�cation.

� Supporting processes, instruments, or operands required to ful�l the delivery of value.

This de�nition yields an IoT-Ce requirement if the need for Data Cache Handling that

supports operational state noti�cation exists.

� System Boundary Interfacing. This de�nition yields an IoT-Ce requirement if device

handover interfaces between the Front-end System Set and DNS addressing nodes

exist.

� Sequenced executions to produce Primary and Secondary functions. This de�nition

yields an IoT-Ce requirement if Device State Power Handling changes device State

from Standby to Sleep after IoT Gateway Cache Clearing occurs.

� Parallel Functions. This de�nition yields an IoT-Ce requirement if Gateway Cache

Clearing and Gateway Persistent Store Updating occurs in parallel.

� Clock Time. This de�nition yields an IoT-Ce requirement if component clock synchro-

nising needs to occur.
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3.2.1 Architecture Guidance on Form & Function

The structured architectural guidance that grounds the requirements in Chapter 3, and

further the outputs in subsequent chapters, references from Crawley et al. (2016)(pp.97-

123) as;

� �function is what a system does�,

� �function is equal to process plus operand�,

� �function has entities� and �relationships� that represent interaction,

� �function emerges from functional interactions between entities�,

� �operation, or transformation contributes to performance�,

� �operands are objects, acted upon by the function�, additionally, �they need not exist

prior to the execution of function�,

� �process is the creation or destruction of an operand� It is a pattern of transformation

undergone by an object,

� �Function and value are always delivered at an interface in the system boundary�,

� �internal function analysis uses reverse engineering of form and standard blueprints�.

Internal functions follow a Noun-Verb gerund construct. A noun holds the state and

verb executes a process to change the state,

� �functions plus functional interactions represents the functional architecture�,

� understand the �value pathway� by indicating entities of form, which is not part of

functional architecture but provides an instrumental role to processes. Additionally,

processes and operands can support secondary external functions,

� �shared operands� can be shown using �projections� as it represents simpli�ed interac-

tions, and

� function classi�cations that exist in general systems theory as per Høyland and Rau-

sand (2009)(pp.78). These functional classi�cations are; Primary, Auxiliary, Protec-

tive, Information, Interface and Super�uous.

As seen in the function de�nition constructs above, a function appears as the combination

of operand and process. An operand manifests as an object that holds the state of an entity
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outside of a process. The process is an action that changes the state of an operand. Some-

what di�erent from an instrument, an operand can either exist or not before the function

executes. As shown in the function block in Figure 3.4, Process 1 interacts with Object

2 to interact with Process 2. Processes execute in a sequence, enabling a change in the

state of operands in a system, Crawley et al. (2016). The consistency of function, form,

and architecture descriptions from the preceding chapters 1 and 2 builds a critical mass in

placing the correct placement of realisation process and de�nitions for the ISARC. Thus,

Figure 3.4: De�nition of a Systems Architecture. Adapted from Crawley et al. (2016)

the ISARC adheres to a naturally contained de�nition set and model output compliant to

the required OPM symbol usage. Additionally, the identi�cation of the primary function

appears in a process adapted from Crawley et al. (2016) and ISO/TC 184/SC 5 (E) (2014).

Figure 3.5, expands the considerations seen in the architecture de�nition questions in

Crawley et al. (2016)(pp.126), the form function interaction as shown in 3.4 and OPM

ISO-19450, to propose a thesis speci�c iterative and cyclical decisioning process for de�ning

objects and processes.

The process in Figure 3.5 starts with determining the problem domain-containing things

that could form part of the system. An environmental object and non-transformable pro-

cess loops back to the de�nition of a thing. If the thing is an object and systemic, it

can be transformed and therefore forms part of the primary function. Similarly, a process

that transforms an object also forms part of the primary function. After this, the primary

function loops back to supporting the problem domain. The process in Figure 3.5 repre-

sents a unique requirements extraction view for the ISARC using OPM. Figure 3.5 applies

the questions that de�ne form in Crawley et al. (2016)(pp.68), function in Crawley et al.

(2016)(pp.98), and systems architecture in Crawley et al. (2016)(pp.126). For brevity, the

process appears in the enumeration below.
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Figure 3.5: IoT-Ce System Model Realisation Flow. Adapted from Crawley et al. (2016)
and ISO/TC 184/SC 5 (E) (2014)

1. Identify Problem Domain.

2. Is Thing Object (Enabler or Agent) or Process?

3. If Object, then is Systemic or Environmental? OR If Process, then Can Transform or

Cannot Transform?

4. If Object is Environmental AND Process Cannot Transform, Identify Next Thing .

5. If Object is Systemic AND Process Can Transform Assign to Primary OR Secondary

Function.

6. Return to Problem Domain.

Within Figure 3.2, the �OPM Thing� resides at the root node of the system's hierarchy in

OPM. In the OPM hierarchy, Things contain a state or are prone to execute a state change.

The structure adaptation in Figure 3.4 references Crawley et al. (2016)(pp.101), where a

speci�c state change is shown in the operand exhibiting state changes using process inputs

and outputs. Thus, a reconciliation between the standard OPM and the critical questions

in Crawley et al. (2016) - namely Form (pp.68), Function (pp.98), and Systems Architecture

(pp.126), produces a set of incremental process steps. These steps culminate in step 6e of

Crawley's Systems Architecture questions in Crawley et al. (2016)(pp.126). This step yields
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a primary or secondary function. The output of the cyclical activities in Figure 3.5 enables

primary function identi�cation and a recursive view of subsequent function identi�cation by

starting with the problem domain as the initial process step.

3.3 ISARC Vertical Theme Depth Convergence

OPM for the IoT-Ce

The focus to this point in Chapter 3 has been to set out a deeper position on the use of OPM

ISO-19450. As supported in its views on the process of abstraction, Chapter 3 also argues

that the nature of IoT-Ce Front-end System Set instances are suitably heterogeneous. This

heterogeneity provides a general abstracted viewpoint that is plausible within reach of a

single domain hypothesis. Henzinger and Sifakis (2007) believes that heterogeneity has two

fundamental subsystem compositions; varying interaction semantics and system abstraction.

Mordecai and Dori (2017a) handles this through the modelling of systems using a process

called zooming and unfolding which are native in Object Process Diagrams (OPDs), ISO/TC

184/SC 5 (E) (2014)(pp.84). In his view on complexity management Dori (2016a)(Ch. 21)

indicates that four key aspects of modelling aid in reducing complexity inherent in systems.

These are; zooming-in and out, folding and unfolding, state suppression and expression, and

view creation. Zooming relates to process re�nement and object arrangement, whereas un-

folding relates to structural object decomposition. The remainder of this section deals more

speci�cally with the extraction of requirements for the IoT-Ce using the top-down approach

indicated in Figure 3.5.

In a previous section on core IoT themes (section 2.2.1.1), a series of functions outline

possibilities for the IoT, which innovatively grow out of pure IoT de�nitions. For brevity,

these de�nitions restate IoT-Ce themes and immediately extract noteworthy objects and

processes directly from these IoT de�nitions.

1. The de�nition of IoT as seen in a strategic research agenda by Vermesan et al. (2009) is:

�an integrated part of future internet and could be de�ned as a dynamic global network

infrastructure with self con�guring capabilities based on standard and interoperable

communication protocols where physical and virtual �things� have identities,

physical attributes, and virtual personalities and use intelligent interfaces, and

are seamlessly integrated into the information network.�

2. The de�nition of IoT, as seen in a strategic research agenda by a Finnish group, Ailisto

et al. (2011), is: �a global network and service infrastructure of variable density and

connectivity with self-con�guring capabilities based on standard and interoperable

116



protocols and formats. IoT consists of heterogeneous things that have identities,

physical and virtual attributes, and are seamlessly and securely integrated into the

Internet.�

3. The de�nition of IoT as seen in a research overview by Miorandi et al. (2012), is that:

�(IoT) is broadly used to refer to both: (i) the resulting global network interconnecting

smart objects by means of extended Internet technologies, (ii) the set of supporting

technologies necessary to realize such a vision (including, e.g. RFIDs, sensor/actu-

ators, machine-to-machine communication devices, etc.) and (iii) the ensemble of

applications and services leveraging such technologies to open new business and

market opportunities.�

4. The de�nition of IoT as seen in an IEEE ecosystem study, IEEE (2015), that focused

on the IoT market, technology and standards is that: �IoT refers to any systems

of interconnected people, physical objects, and IT platforms, as well as any

technology to better build, operate, and manage the physical world via pervasive

data collection, smart networking, predictive analytics, and deep optimization.�

Additionally, the de�nition includes that �for the most part, IoT devices will be self-

con�guring and adaptive to reduce the need for human interaction.�

Table 3.4 presents the extracted requirements baseline using a direct literature-to-OPM

de�nition concept. The OPM Equivalent Candidate �eld in Table 3.4 holds proposed candidates

that form the center of each form, function and archtiecture loop input and output noted in

Figure 3.5. The OPM Equivalent Candidate �eld holds identi�ers O: for object, P: for process,

and where applicable, S: for state. In producing Table 3.4, a series of veri�cations against

Table 3.4: IoT Requirements Extraction Parameters

Source Parameter OPM Equivalent Candidate
A1.1 Self-configuring P:Self-configuring
A1.2 Communication P:Communicating
A1.3 Identifiable Things P:Identifying, O:Thing
A1.4 Physical Attribute P:Attribute Handling, O:Physical Attribute
A1.5 Virtual Personality P:Personality Handling, O:Virtual Personality
A2.1 Connectivity P:Connecting or Connection Handling
A2.2 Self-configuring P:Self-configuring
A2.3 Heterogeneous Things P:Heterogeneous Thing Handling, O:Heterogeneous Thing
A2.4 Identifiable Things P:Identifying, O:Identifiable Thing
A2.5 Physical Attribute P:Attribute Handling, O:Physical Attribute
A2.6 Virtual Attribute P:Attribute Handling, O:Virtual Attribute
A3.1 Smart Objects P:Smart Object Handling, O:Smart Object
A3.2 Applications & Services O:IoT Application, O:IoT Service
A4.1 Interconnected P:IoT Interconnecting, S:Interconnected
A4.2 People & Physical Objects O:IoT User Group, O:Physical Object
A4.3 Pervasive Data Collection P:Pervasive Data Collecting
A4.4 Smart Networking P:Smart Networking
A4.5 Self-configuring P:Self-configuring
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OPM is possible using standard OPM de�nitions, ISO/TC 184/SC 5 (E) (2014)(section

3.39, 3.68 and 3.58). These are;

� Do the elements marked with an O: represent a thing that exists or might exist phys-

ically or informatically?

� Do the elements marked with a P: represent a transformation of one or more objects

in the system?

� Do the elements marked with an S: represent a possible situation or position of an

object?

For the �rst bullet, it is a resounding, Yes. One could argue that the entire IoT de�nition

scope in list 1 to 4 can further extract into O:, P:, and S: elements. Considering the extent

of possible proofs for the IoT-Ce, a limited parameter set yields a bound requirement set.

Additionally, as noted in the earlier views on completeness and clarity, the models presented

in this thesis generalise a method that handles an expansive body of knowledge for IoT.

Considering P: elements, the standard suggests the use of gerund verbs to describe the

handling of an object, ISO/TC 184/SC 5 (E) (2014)(B.6.3). In his course work on OPM,

Dori presents the use of the verb handling as a suitable construct to clarify process execu-

tion, Dori (2019a) and Dori (2019b). In the example of A2.5 and A2.6 in Table 3.4, the

change of the parameter Physical Attribute to a process termed Physical Attributing would

not represent a credible process. The notion of attributing versus the handling of the at-

tribute would be the di�erence between identifying a thing based on its attributes instead

of changing the state of one or more of those attributes. Hence, A1.4 in Table 3.4 in Table

appears as Attribute Handling. One could argue that the de�nition in A1.4 seeks merely to

describe and not to change the attribute. This argument would be correct in terms of the

virtual attribute such as changing an Front-end System Set internet protocol (IP) address

or Media Access Control (MAC) address. Although, the latter is typically part of the un-

derlying physical hardware.

Finally, concerning the use of the S: element, this element represents a single parameter

termed Interconnected in A4.1. The primary question relates to the use of the parameter in

the de�nition in the IoT de�nition item list 4; What is Interconnected? The de�nitions reads;

�IoT refers to any systems of interconnected people, physical objects�, IEEE (2015). This

de�nition indicates that the state of being Interconnected can be either not-interconnected
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or Interconnected. A reference to not-interconnected means dispersed without a connec-

tion. Thus, the state is either that an interconnection exists or it does not. This state

of a declining interconnection is a typical problem occurrence that identi�es the need for

a system. The system's purpose would ideally change the lower interconnection level to a

higher interconnection level. A practical example in Sub Saharan Africa is the low levels of

internet penetration, which could ideally be changed to higher levels of internet penetration

using mobile technologies, with all other things being constant or environmental.

IoT Edge and Gateway Mobile Devices in OPM

For the IoT Front-end System Set requirements, the inclusion of the three primary focus

domains mentioned in Chapter 1, Figure 1.1 adapted from Chuah (2014), is the primary

utility of an IoT-Ce device. These Front-end System Set goals are to; generate data, acquire

data, transmit data, and analyse data. Additionally, the conceptualisation of the edge ar-

chitecture components from the EPC Global Architecture by Uckelmann et al. (2011) can

also apply against the de�nition-to-OPM extraction. The notion of harder system bound-

aries for edge components is noted as Front-end, Near-end, and Far-end, Yu et al. (2017).

Table 3.5 applies the same logic to extract the requirements using the de�nition-to-OPM

structure employed in Table 3.4. The use of P: for a process, O: for an object, and where

applicable, S: applies all the same de�nitions previously noted. The extraction process uses

Table 3.5: IoT-Ce Extracted Domain Parameters

Source Parameter OPM Equivalent Candidate
B1.1 Acquisition P:IoT Data Generating and Acquiring
B1.2 Transmission P:IoT Data Transmitting
B1.3 Analytics P:IoT Data Analysing
B2.1 Filter and Collect P:IoT Data Filtering, P:IoT Data Collecting
B2.2 Reader and Scanner P:IoT Data Reading, P:IoT Data Scanning
B2.3 Sensor P:IoT Data Sensing
B2.4 Actuator P:IoT Control Actuating
B3.1 Front End O:Front-end System Set
B3.2 Near End O:Near-end System Set

the gerund guidance and provides initial questions on the aggregation of the requirements

in Table 3.4. For example, in order for Table 3.5 B1.2 Transmission to deliver the requi-

site systems value, Table 3.4 A1.3 Identi�able Things might yield a dependency. Thus, a

pre-existence argument emerges as - B1.2 Transmission requires A1.3 Identi�able Things.

Although novel in this simple example, the ability to transmit data is generally underpinned

by an identi�able device such that source and destination nodes in an IP-based system are

known. In the purposeful absence of citing technical Transmission Control Protocol (TCP)

or Open Systems Interconnection (OSI) protocols, the emergence of system value is directly

pinned on using an OPM-based systems architecture viewpoint.
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Additionally, if the question relates to non-IP-based communication, an onboard system

register is needed for transmission between components within hardware-based lower-level

CPU communication. The discussion on which part is the component, subsystem, and sys-

tem in the hierarchy becomes a combination of questions on the pre-existence requirements

for system value. However, a greater interest exists in hardware/software co-design and not

pure hardware design. The content of Table 3.5 B1.1 to B1.3 also argues for the consider-

ation of parameters such as Table 3.4(A2.2 Self-con�guring). Self-Con�guration is perhaps

not a core requirement for B1.1, B1.2, and B1.3. Thus the A2.2 can be argued as either sys-

temic or environmental. B3.1 and B3.2 uses a native Object Group and Object Set naming

notation as seen in ISO/TC 184/SC 5 (E) (2014)(pp.117) - Groups represent human actors

whereas Sets represent non-human objects. The parameters that form the next decomposi-

tion layer is the architecture is presented in the IoT capability overview in Figure 2.1. The

parameter classes exist with three boundaries in Eclipse (2016). Two are the primary areas

of concern; Constrained Devices and Gateways, thus in ISARC terms Front-end System Set

instances and Near-end System Set instances. Table 3.6 produces the OPM equivalent of

the Eclipse (2016) components.

Table 3.6: IoT-Ce Front-end System Set Extracted Parameters

Source Parameter OPM Equivalent Candidate
C1.1 Communication P:Communicating
C1.2 Hardware Abstraction P:Hardware Abstraction Handling
C1.3 Operating System O:Operating System
C1.4 Remote Management P:Remote Managing
C2.1 Data Management and Messaging P:Data Managing, P:Messaging
C2.2 Communication and Connectivity P:Communicating, P:Connecting
C2.3 Application Runtime P:Application Runtime Handling
C2.4 Operating System O:Operating System
C2.5 Remote Management P:Remote Managing

Finally, IoT-Ce Front-end System Set requirements for device abstraction are present in the

CPS body of work. The design space indicates that hardware/software co-design bene�ts

from mapping actual system requirements to the allowable system requirements. Boundary

conditions are essential stipulations in systems architecture as it creates the whole product

system that should be modelled to attain a well-bound systems architecture. Interfaces ex-

ist at system boundaries to delineate form and interacting functions. Interfaces identify as

component connectors, Kopetz (2011). Supporting this view, the model standards contained

in ISO/TC 184/SC 5 (E) (2014), and implemented by Mordecai and Dori (2017a), indicate

system boundaries as the de�nition across which subsystems or components interface. More

speci�cally, the de�nition of a boundary is the line between systemic and environmental

aspects of the system ISO/TC 184/SC 5 (E) (2014). Essentially, it �separates things that
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are under the control of the system, its user or designer, from things that interact with the

system but cannot be controlled by it�, Dori (2019b).

Table 3.7: IoT-Ce Front-end System Set Process/State Extracted Requirement Parameters

Source Parameter OPM Equivalent Candidate
D1.1 Notification P:Notifying
D1.2 Request P:Requesting

In Front-end System Set architecture, it is previously shown that interfacing requirements

use a standard layered Android architecture in Figure 2.12. The ISARC focuses on the

natural, accessible states that the Android operating system produces to reduce any incon-

sistencies in systemic or environmental arguments for Front-end System Set instance. As

indicated in the Table 3.6, C1.3 Operating System and C2.4 Operating System generally

appear across a single boundary, but due to the �t of mobile devices as gateways, the operat-

ing system option between IoT edge device and IoT gateway can consolidate within a single

boundary - a Front-end System Set. This consolidation is suitable as noted in the earlier

view on device abstraction by Latronico et al. (2015) and Lohstroh and Lee (2015). Syn-

chronous and asynchronous implementation technologies using NodeJS on Android executes

on both mobile client or server subsystems. Linux (2018) outline two primary classes of

aggregated state handlers; Noti�cations and Requests. In de�nition-to-OPM form these are;

Noti�cation(O) and Request(O), and Notifying(P) and Requesting(P). Table 3.7 produces

a condensed system requirement set for process and state awareness using Android-based

NodeJS constructs.

Runtime Con�guration in OPM

The CPS research agenda (ARTEMIS) has a speci�c role in delivering design by composition

as opposed to decomposition as indicated in Schoitsch and Niehaus (2017). CPS challenges

are similar to those in IoT. The challenges in CPS modelling arise due to the heterogeneous

nature, concurrency of di�erent physical processes, and real-time requirements, Khaitan and

McCalley (2015). The composition and arrangement of variables in a system to meet these

system goals represent the con�guration, as previously noted in section 2.2.3.

The modelling of the runtime possibilities of the Front-end System Set interaction pro-

cess uses a known process baseline seen in general process transition. The detail of the

process transitions extracted from Reichert and Weber (2012)(pp.34) closes the abstraction

of �ows of processes in a Front-end System Set by binding the possible process transitions

into a �nite state space. Table 3.8 represents this set of �nite process transitions and state

changes.
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Table 3.8: IoT-Ce State Transition Extracted Requirement Parameters

Source Parameter OPM Equivalent Candidate
E1.1 Created P:Creating
E1.2 Running P:Running
E1.3 Suspended P:Suspending
E1.4 Completed P:Completing
E1.5 Activated P:Activating
E1.6 Terminated P:Terminating

Each of the parameters in Table 3.4, 3.5, 3.6, 3.7, and 3.8 support the assignment of a

question relating to the role that a single or string of parameters plays in the ISARC. For

example, to produce the system value of A2.1, B1.2 is a necessary process, of which C1.x

parameters are required. Once identi�ed, both D1.x parameters might be required to be in

a speci�c E1.x state to produce the system value. In mapping the objects, processes, and

states, it is possible to decompose the system value question into a running process by using

consistency in the extraction of parameters using a hierarchy, boundary, and OPM.

Finally, additional parameters relating to the argument of con�guration before recon�g-

uration is handled by applying the de�nition-to-OPM extraction approach against the IBM

MAPE-K. Arguments for adaptive systems through the use of IBM's MAPE-K framework

is seen in Cheng (2008), Swanson et al. (2014), Ashraf et al. (2016), and several references

in adaptable systems literature in Villegas et al. (2017). These references produce views on

adaptive systems dealing with failure conditions�the capabilities to support con�guration

variation functions at both runtime and design time. The runtime behaviour of the IoT-Ce

is the operational behaviour in that the complex system acts dynamically. This complex

systems view is supported by Crawley et al. (2016). Furthermore, the system interacts in

a sequenced manner internally, as well as with supporting external architectures. These

behaviours require considerations for operators, event sequences, and the operational cost.

Hence, the runtime con�guration of a system is de�ned as the dynamic arrangement of the

system while the IoT-Ce Front-end System Set is in operation. Extraction of parameters

from the MAPE-K, IBM (2005) delivers the candidates parameters in Table 3.9. It has

already been shown that the Cheng (2008) body of work delivers a speci�c change on the

types of knowledge required that is noteworthy in the argument relating to con�guration

before recon�guration. As indicated in Cheng, knowledge of the solution topology, handling

of change policy, and a series of problem pre-determinants aid successfully in the overall

adaptivity of the system.

The inherent process order of the MAPE-K relates the MAPE-K as a function that

transforms an object state. As indicated in the earlier view on the de�nition of systems
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Table 3.9: IoT-Ce Control Extracted Requirement Parameters

Source Parameter OPM Equivalent Candidate
F1.1 Monitor P:Monitoring
F1.2 Analyse P:Analysing
F1.3 Plan P:Planning
F1.4 Execute P:Executing
F1.5 Knowledge P:Knowledge Handling, O:Solution Topology Knowledge,

O:Policy Knowledge, O:Problem Determination Knowledge

architecture in Figure 3.4, the Monitoring process is an action that changes the state of an

operand Knowledge unknown to Knowledge known. F1.1 Monitoring interacts with Knowl-

edge to interact with F1.2 Analysing.

The section dealt in depth with a requirement extraction process for the ISARC. The as-

sumption that the extraction approach can handle both simple and complex interactions is

correct. The basis for ISARC requirements extraction is a normative approach to consuming

a large body of work and �ltering this into a natural hierarchy with associated boundaries.

Tables 3.4, 3.5, 3.6, 3.7, 3.8 and 3.9, produces a �ltered parameter set that bind the IoT-Ce

into objects, processes and states. The consequence of including only six parameter out-

put tables creates a suitable boundary for model output; however, it gives rise to possible

requirement gaps and hidden concepts. Under the use of UML or SysML the handling of

requirements would have to be traced from prior model types. OPM applies Mayer's Cogni-

tive Assumptions for dealing with continuous learning about the system under speci�cation,

Dori (2011). For brevity on applying these principles in the ISARC requirements extrac-

tion section, the order of application is; (1) active learning while specifying the system, (2)

limiting channel content and (3) dual-channel processing. Dual-channel processing becomes

applicable in Chapter 4 during the modelling of the extracted requirement set where both

OPD and OPL generate at the time of model speci�cation. A consolidation of the tables in

the section is located in Table B.1.

3.4 System Description

A system description is the description of a problem that necessitates �nding a system that

solves that problem, Dori (2019a). A problem occurrence model is a two-level OPM model,

separate from the solution model, and de�nes a systemic process in the System Diagram

(SD) of the problem occurrence model. The appropriate system value statement presents

a decomposable statement from the highest hierarchy node in the OPM SD hierarchy. A

suitably abstract example for the top-level node is IoT Edge System Value Delivering. This

statement indicates that some value is delivered from the system. The alternative would
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be to indicate IoT Edge System Value Abandoning, which is consequently the opposite of

trying to deliver value. In the preloaded example system cases in OPCAT 4.2, top level

system value is seen;

1. in an ABS example where ABS Braking changes Velocity from high to zero,

2. in an Alzheimers example where Dementia Diagnosing & Managing a�ects Patient,

3. in an ATM example where Transaction Executing yields either Transaction or Denial

Notice, and

4. in an Order Management System example where Product Handling yields No Product

Message and Order.

Given the primary thesis objective that suggests that IoT de�nitions are overtly conceptual

and avoids core system value, the representation of parameters from the IoT de�nitions

mentioned in Tables 3.4 and 3.5 yields a suitable notional value. For the system description,

Tables 3.6, 3.7, and 3.8 provide additional and supporting value-providing OPM things. In

obtaining a larger simulated selection criteria, the second contribution aims to provide the

Python codeblocks that deliver continuous decision model simulation.

As a primary system value, the central thesis contribution indicates that the IoT-Ce should

provide some form of value and hence, IoT Edge System Value Delivering.

3.4.1 System Form and Function

The extraction of processes from the core IoT de�nitions seen in the requirements extraction

section presents processes such as Self-con�guring, Communicating, Identifying, Attribute

Handling, Connecting, Interconnecting, Transmitting, Analysing, Sensing and Actuating.

Note the use of gerund verbs. Additionally, forms such as Front-end System Set and Near-

end System Set are suggested as primary instruments for delivering systems value. Table

3.10 introduces a function identi�er - F: - that directs a change of the operand state. The

possible problem occurrence outlined in the IoT Form-Function overview is coupled into the

existence of a device (Front-end System Set), when device identi�cation occurs (Identifying),

and when device communicating occurs (Communicating), in function cluster 1 (Ax). One

could argue that Front-end System Set Environment Sensing and Actuating occurs before

communication. However, this function would require the existence of an instrument such

as Front-end System Set in the function Front-end System Set Space Occupying, nonethe-

less. Here a simple process order drives the primary system process of Front-end System Set
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Table 3.10: Consolidated Form-Function Interaction

Source Form-Function Candidate
A1.1 F:Self-configuring changes Front-end System Set from non-operational to operational
A1.2 F:Communicating changes Front-end System Set from inactive to active
A1.3 F:Identifying changes Thing from unidentified to identified
A2.5 F:Attribute Handling yields a Managed Physical Object
A2.6 F:Attribute Handling yields a Managed Virtual Object
A2.1 F:Connecting changes Device from not-connected to connected
A4.1 F:IoT Interconnecting changes IoT-Ce from dispersed to interconnected
B1.2 F:IoT Data Transmitting changes Data Object from non-transmitting to transmitting
B1.3 F:IoT Data Analysing changes Data Object from non-analysed to analysed
B2.3 F:IoT Data Sensing changes Data Object from non-sensed to sensed
B2.4 F:IoT Control Actuating changes System Object from non-controlled to controlled
B3.1 O:IoT Edge System Value Delivering requires Front-end System Set
B3.2 O:IoT Edge System Value Delivering requires Near-end System Set
C1.4 F:Remote Managing changes ED from unmanaged to managed
C2.1 F:Data Managing and Messaging changes data from unmanaged to managed
C2.5 F:Remote Managing changes GW from unmanaged to managed

Identifying, which produces a transformed operand of Front-end System Set Identity chang-

ing from unidenti�ed to identi�ed. One could further extend the argument to produce a

problem occurrence aligned to the IoT-Ce to produce a non-integrated system against which

IoT-Ce will need to produce an integrated system value set. The purpose could therefore

be to increase automation (Self-con�guring) across one or many of these functions.

With the primary objects represented as a set of Physical Devices (Smart Thing, Smart-

phone, or ED/GW), one could model the system's purpose as self-con�guring given a primary

value driver such as Seamless Connecting. As per the extensive standardisation e�orts, an

external environment impacts the IoT-Ce as the IoT System consumes these standards to

deliver services to users. An incorrect IoT Protocol Set could result in a problem occurrence

of Increasing Device Connection Time Handling, for which Seamless Connecting is necessary.

Considering a �nal example that a de�nition-to-OPM extraction serves to �lter general

viewpoints in IoT-Ce, a representation of a form and function extract outlines the domain

classes from Sridhar (2013). The traditional functional system domain classes exist in a

layered architecture. This functional domain architecture extends to the aggregated archi-

tecture options for specifying IoT Device, IoT Gateway, and IoT Cloud subsystems indicated

in Figure 2.1. Thus, the overall coverage of the architecture exists between a logical view of

an IoT architecture and a conceptual view of the systems architecture. The table containing

the mobile cloud form and function overview creates a similar view to the IoT form/function

overview in Table 3.10, but instead uses the object (Candidate Form) as the primary entry

to the ISARC. Cluster 1 to 3 in the mobile cloud form and function table represents edge

and connectivity systems. It excludes cloud components such as infrastructure, organisation,

125



Figure 3.6: Mobile IoT Cloud System Domain adapted from Sridhar (2013)

Table 3.11: A Mobile Cloud IoT Extracted Requirement Parameters

Candidate Form Function
Cluster 1
Hardware Hardware Space Occupying
Software Software Logical Space Occupying
Hardware Management Hardware Managing

Cluster 2
Service Logic Service Logic Executing
Service Dependency Management Service Dependency Management Handling

Cluster 3
Application Logic Application Logic Executing
Service Access Service Access Handling
Service Management Service Managing

and other cloud systems as these systems are part of the core architecture and not the edge.

Additionally, to validate a modelled set of functions, it describes behavioural dynamics that

can appear at SD1 or lower-level OPD.

3.4.2 System Interfaces & States

An Interface Theory for CPS by Lohstroh and Lee (2015), implements IoT systems concur-

rency and timed-behaviour. The monitoring of state within a parallel �ow of events or an

event-dependency �ow is necessary to execute a level of control to mediate the �ow of events

to maintain �ow integrity. It is a common control reference point comparison, as seen in

general control theory.

To support the delivery of components in IoT edge systems, several IoT programming lan-
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guages have found their way into IoT prototyping and real-world implementations. One such

language is a suitable candidate as it serves both CPS research and single language client-

server architectures. This javascript framework, known as NodeJS, is built on Google's V8

runtime engine, Cantelon et al. (2014). NodeJS has had considerable reach in both academic

and industry circles. The most notable being the implementation of the actor based accessor

architecture for CPS integration, Brooks and Lee (2017). Synchronous and asynchronous

implementations using NodeJS can run on both client or server subsystems. In the case

of IoT-Ce Front-end System Set architecture, NodeJS operates on Android. Thus, as a

technology implementation, it applies as a key component in delivering deployable units for

accessing edge components. Figure 3.7 outlines a stepped process used in NodeJS to achieve

Figure 3.7: Non-blocking Application IO

non-blocking behaviours. A similar �ow is used in CoAP, mentioned in Kostic (2017). The

�ow shortens as;

� a request for a resource is made to the Javascript server components,

� an event is triggered,

� another IO operation completes, and

� the resource returns via a callback to the requesting component.

NodeJS has a large community of open source developers, supporting more than two hundred

thousand libraries. Device libraries such as OS and OSENV rank consistently in the top

1000 Node Package Manager (NPM) dependency downloads. These libraries produce unique

operating system access APIs that abstract the core operating system technology, Linux

(2018). For example, the NodeJS OS package libraries;

� display device interfaces using the following command: require('os').networkInterfaces(),
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� display the uptime of a system using os.uptime(),

� display the total system memory using os.totalmem(), and

� display scheduling priority for the process speci�ed by process identi�er (pid) using

os.getPriority([pid]).

Access to this library allows an application, such as an ED/GW, to access a device over

standard TCP/IP protocol interactions. Both NodeJS and NPM libraries can execute on

IOS, Android, and Windows. Thus, the integration possibility of this language as a primary

or secondary implementation language for IoT systems is considerably high. Owing to the

native support for web client-server architectures, it also extends the reach of deployment

possibilities across Windows and Android devices.

Figure 3.8: Samsung Galaxy running NodeJS in Termux

Figure 3.8 shows a command-line execution of the NodeJS OS library on an Android Device.
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A total of 32 combined OS states are included in the Node.js v11.2.0 Documentation, Linux

(2018). Core error states and fault noti�cation can be listed by Noti�cation and Request

types, as noted in the earlier parameter Table 3.7. Thus, the 32 OS state constants provides

a further set of attributes for expression of Front-end System Set behaviour. Therefore, the

basis of the allowable Android error and fault states provides a set of �nite states, accessible

device data, and system interactions against which ISARC parameters from Tables 3.8 and

3.9 can derive a clean systemic interaction parameter set.

Boundaries and Conditions

Boundaries are essential to the de�nition of a system, Crawley et al. (2016). Boundaries

characterise by;

1. an operand passing through the boundary,

2. the process at the boundary is usually common/shared, and

3. identical or compatible interfaces on either side of the boundary.

Figure 3.9 indicates a conceptual overview of the boundary adapted from Figure 3.4 in

Crawley et al. (2016), showing a possible decoupling of the aggregated architecture shown

in Figure 2.1. Figure 3.9 represents the Noti�cation Connecting function as a shared func-

Figure 3.9: System Boundary Mapping adapted from Crawley et al. (2016)

tion. Communication and Connectivity are aligned with Communication in the aggregated

architecture option. The Connecting process at the boundary a�ects the Noti�cation ob-

ject. Connecting requires both Gateway and Edge Devices that have compatible interfaces

on either side of the boundary. This boundary refers to a physical boundary in the case

of a split Gateway and Edge Devices. The case of the IoT-Ce Front-end System Set, the
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device houses both Gateway and Edge Device capability in a single physical mobile casing

as exhibited in Figure 3.8.

Additional value for handling state comes prede�ned in OPM. Modelling of systems that ad-

here to bounded principles indicate that processes can preserve state of objects in a system.

Processes are listed as those that maintain a steady state rather than transitioning between

states, (Dori (2002)(pp.316)). Where needed, the processes that can maintain state appear

as �Supporting, Holding, Maintaining, Keeping, Staying, Waiting, Prolonging, Delaying, Oc-

cupying, Persisting, Including, Containing, Continuing, Enclosing, Fastening, Connecting,

Postponing, Dragging, Storing, Owning, Restraining, Drawing, Attracting and Remaining�.

3.4.3 Con�guration Variation

In establishing the con�guration space, a simple con�guration problem would be assembling

a thing or system out of an available set of components or subsystems. Petrie (2012) likens

this problem to building a �boat out of a given set of lego blocks�. Further to this, Petri likens

the con�guration problem space as too large if too many components and combinations are

apparent. For smaller problem spaces, Petri recommends the use of a con�guration problem

solver. A con�guration problem solver is a computational item that models con�guration

items using constraints to satisfy a set of system requirements. Early automated con�gura-

tion systems gave rise to a series of con�guration requirements. Petrie (2012) summarises

these as;

1. limiting component functionality in order to limit the con�guration space. Where the

reduction of component interactions yields a reduction of complexity, the use of OPM

boundaries enables such limiting behaviour, ISO/TC 184/SC 5 (E) (2014)(section

6.1.5),

2. semantic modelling to represent knowledge about the con�guration space as opposed

to the rules that govern con�gurations. The use of OPM Thing and Link syntax and

semantics enable this requirement, (ISO/TC 184/SC 5 (E) (2014)(sections 7 and 8),

3. models to represent static knowledge about components. The use of OPM Structural

and Procedural constructs enables this requirement, ISO/TC 184/SC 5 (E) (2014)(sec-

tions 10 and 9), and

4. component hierarchies and decomposition to separate components from control knowl-

edge. Several speci�c sections in ISO/TC 184/SC 5 (E) (2014) enable this requirement,

speci�cally, Function versus Behaviour (sections 6.1.4), Kinds of fundamental struc-

tural relations (section 10.3.1), and Relationship cardinalities (section 11).
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The con�guration is an ordered collection of things that provide a set of constraints to

a con�guration problem. This position satis�es the problem requirements and constraints

associated with the structural aspects of the form and function of the IoT-Ce. The segmenta-

tion of con�guration problem-solving represents the structural aspects of control constraints.

This segmentation is present in the characteristics of general and specialised con�guration

problem-solvers, Petrie (2012).

Thus, the view on con�guration concurs that;

1. a con�guration is the arrangement of all variables that require measurement, Smolin

(2014), and

2. di�erent types of (re)con�guration exists, Jacobson (2004), and

3. that the composed arrangement yields a purpose and function, Dori et al. (2019), and

4. that some form of boundary exists around the system, it therefore indicates that,

5. the arrangement of elements, or things, within the boundary that makes up the system

is, in fact, a changeable con�guration with options that produce the best value to the

system bene�ciary. The IoT-Ce system value manifests through parameters such as

those indicated in Tables 3.4, 3.5, 3.6, 3.7, 3.8 and 3.9.

Additionally, given a set of pre-existence requirements, understanding the arrangement of

components is essential to support ongoing change. The de�nition of the types of con�gu-

ration supports this pre-existence requirement, as indicated in the section on con�guration

types in Jacobson (2004).

The systems view supports the overarching claim regarding pre-existence that objects can

exist without processes in OPM, ISO/TC 184/SC 5 (E) (2014)(section 7 OPM Thing Syntax

and Semantics). Thus the process to model self-adaptation requires the existence of some

prede�ned object. Therefore, it follows that the Front-end System Set requires a Con�g-

uration Set as the con�guration contains a hierarchical structure based on OPM symbolic

structural requirements.

The arrangement of IoT-Ce system components previously argued for is proposed as an

important factor in the change of IoT-Ce system behaviour, underpinned by a change in the

state of the system and associated parts. The IoT-Ce realises as an ecosystem of intercon-

nected parts. Due to its inherent variability, the modelling of an IoT-Ce system should be
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considered an input to the primary indicators for the type of change that a running system

can handle. More so, those aspects of the system that can change considering the minimal

impact on the functions of the system. Therefore, the modelling of the system must provide

an adaptable set of interfaces which integrates faster changing standards, with more robust

higher-purpose standards. This form can be seen in section 3.4.2.

3.5 Architecture Decisions and Evaluation Criteria

The ISARC requirements are governed by a function to form mapping, which meets required

systems architecture constructs. Thus, in order to maintain a well-structured system, it has

to exhibit certain characteristics �rstly;

1. Representative through the completeness of the model containing all necessary el-

ements in order to suitably represent the Problem, Purpose, Primary Function, En-

ablers, and Environment.

2. Flexible using a modular, hierarchical set of entities that are structured to produce

System�Subsystem�Component speci�cations,

3. Bounded to ensure non-cascading failure conditions, achieved utilising well-de�ned

functional boundaries,

4. Measurable employing context-based output to obtain reliability measures.

5. Repeatable indicating that it can be validated e�ectively more than once.

DSMs for Architecture Decisions enable these properties through its compact structure and

gearing towards qualitative and quantitative methods. The DSM structure supports the

application of parameter-driven calculations that can simplify using OPM. Thus, the in-

clusion of possible parameter interactions from the existing body of work is guided �rstly

by �xed interactions before �nding hidden links between decisions. Furthermore, Crawley

et al. (2016), Eppinger and Browning (2012) and Washizaki and Tei (2019) position the

importance of model integrity, visualisation and segmentation of architecture decisions, re-

spectively. This approach permits decision structure evaluation criteria.

The de�nition-to-OPM extraction approach proposes applying an extraction method to

�lter system parameters from the IoT body of work. The assignment of these parameters

into a decision model enables a �xed design, con�guration, state, and decision spaces for a

period. In re�ning the model, increases in the understanding of the system domain change
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over time. Today, primary IoT literature exhibits an agreement that EDs are lossy and re-

quire GW components to interact. The ISARC blends ED and GW technology boundaries

into a single Front-end System Set. In the not-so-distant future, mobile device sensor hubs

become the basis for all new IoT-Ce use cases. As the study aims to create a cross-sectional

time-bound view of IoT-Ce objects and processes, the selected literature in chapters 1 and 2

binds all the necessary parameters for a �xed period. The de�nition-to-OPM extraction ap-

proach extracts a series of objects, processes, states, and functions that proves a preliminary

view of the applicability of the OPM for IoT-Ce system architecture speci�cation. IoT-Ce

evaluation criteria that apply the decision method in Kazman et al. (1998) integrates the

parameter-based architecture analysis method by producing OPM speci�c things such as;

1. present parameter con�guration space for primary IoT-Ce domain scenarios,

2. link parameter space to extract of known subsystem interactions, indicated in �gure

2.1 and 2.11,

3. extract primary function parameter coupling with error limits,

4. extract secondary function parameter coupling with error limits,

5. include concrete control parameters,

6. model sensitivities & architecture tradeo�s, and

7. battle tests the model output against a historical data set!

In summary, the output of the hierarchical system model is used to generate a data set that

evaluates against a historical data set to indicate the model's applicability for generating

data for validation of hierarchical IoT-Ce systems.

3.6 Chapter Summary

Chapter 3 produces the core integrated system requirements for the ISARC. Preceding chap-

ters positioned the vast body of work for concepts such as Systems Architecture, IoT, IoT-Ce,

CPS and Embedded Systems Design, and Runtime Con�guration. However, Chapter 3 cov-

ers the �rst integrated view of these vertical concepts. Several domain concepts, such as

model compliance, model requirements �ltering, and system descriptions, are explored. The

de�nition-to-OPM requirements extract approach provides an output that produces both

simplicities in the candidate parameter extraction process and creates singular parameter

outputs. These outputs enable comparative qualitative analysis possibilities between some-

what fragmented parts of the IoT-Ce. The extract process enables qualitative comparison
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for singular object, process, and state arguments. Backed by core systems viewpoints, the

OPM enables questions on the hierarchical positioning of parameters. This placement serves

as a vital modelling characteristic in a heterogeneous ecosystem, such as the IoT.

Chapter 3 also produces the realisation of a single model, guided by Dori's key system

concepts; problem occurrence, system purpose, primary function, human and system enable-

ment, and environmental factors in a system. The contribution towards the research goal

has recommended the OPM as a means to simplify model complexity, enable greater us-

ability, support modelling of reusable objects, and the goal of qualitative to quantitative

structure for use in subsequent chapters. In terms of modelling of the IoT-Ce, it suggests

that;

1. for simpli�cation in resolving human cognitive constraints and enabling of mecha-

nisms to cope with complexity using con�guration. The OPM ISO 19450 produces

single model constructs that enable active learning while the system is under speci�-

cation.

2. for simpli�cation, the use of co-design between software and hardware to reduce

inconsistencies is also a known juncture between IoT and embedded systems. The

OPM ISO-19450 models conceptual structures using primarily object, process, and

state constructs. The OPM further enables hierarchical positioning using re�nement

methods such as zooming and unfolding.

3. for greater usability by focusing on a population that contains usable components

such as mobile devices and those used in discovery and closed-loop communication.

The OPM models single or multi-boundary systems by stating systemic and environ-

mental objects, processes, and state placement. Lower-level process execution require-

ments are drawn from a known state transition model.

4. for reuse through the use of existing standards to meet the needs of IoT use cases.

For example, the use of resolvable addressing protocols in Domain Name Systems

supports Object Naming Services for edge-device identi�cation. Additionally, the reuse

of internet protocol-based interaction standards such as web services communication

using the Constrained Application Protocol (CoAP) and NodeJS that exposes Android

state and process constants. Additionally, OPM enables dual-channel model-to-text

outputs that are reusable in text mining activities.

5. for management and optimisation of smart object interaction across dimensions

such as state and policy awareness. The OPMs models of the IoT-Ce enables system

134



testing of models using parameter limits and logical control �ows such as exception

links.

The key parameter outputs of Chapter 3 concur with standards related to Object-Process

Method, as required in the OPM ISO-19450 standard. The chapter outlines the system

as containing key concepts such as the IoT-Ce, runtime con�guration, and architecture

decisions that will suggest the delivery of a well-structured model. The system requirements

outline the application of system modelling to a heterogeneous system, using OPD and

OPL to structure the foundation requirements, which support subsequent chapters. The

systems viewpoint argued in this chapter concurs with the course views by Professor Dov

Dori (2019a) - the creator of OPM. They are;

1. the system structure is static, independent of time and represented using structural

links,

2. the system behaviour is dynamic, dependent on time and uses procedural links, and

3. the combination of structure and behaviour enables its function, which describes the

System Architecture.

Chapter 3 serves to build the requirements for modelling, prototyping, and validating a

Systems Architecture for the IoT-Connected Edge. It concurs that the arrangement of

elements, or things, within the boundary that makes up the system is, in fact, a changeable

con�guration with options that produce the best value to the system bene�ciary.
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Chapter 4

Modelling the ISARC: Systems,

IoT-Ce and Con�guration

The preceding chapters have displayed the broad scope and reach of IoT systems. There-

fore, producing an accurate system value can vary depending on whom the stakeholder group

achieves bene�t from the system. Chapter 4 models the requirements stated in Chapter 3

into several OPM SDs (System Diagrams), labelled the IoT-Ce Systems Architecture

for Runtime Con�guration (ISARC). With many IoT architectures available in industry

and academia, the modelling of the decision impacts of di�erent con�gurations is neces-

sary to enable greater choice of how to deploy these IoT systems into real-world scenarios.

Decisions on the boundaries between edge and core IoT architecture derive through con-

ceptual frameworks. Frameworks such as the Extended Electronic Product Code (EPC)

Global Architecture, Chuah's perspectives on functional component placement, Yu et. al.'s

views on component relationships for edge users, and the wave of intelligent mobile de-

vices that increase utility for average smartphone users have proven as suitable coverage for

IoTCe arguments. The extensive coverage in the IoT body of work has produced an openly

conceptual view without the requisite system value to connected edge users. Additionally,

frameworks that guide architectures for autonomic systems such as IBM's MAPE-K con-

tain several prede�ned components with clear functional boundaries. However, aspects of

systems architecture are missing as the MAPE-K provides the basis of system behaviour

change, such as failure avoidance, instead of user-speci�c systems architecture goals.

Chapter 4 proves that conceptual models can guide true systems architecture viewpoints.

It explores the dual-channel visualisation of OPM by expanding the IoT-Ce requirement

parameters extracted in Chapter 3. OPM has seen considerable success in complex systems

design. However, value is yet to be shown for its use in the IoT-Ce.
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4.1 System Purpose & Primary Processes

The inspection of the IoT architectural frameworks, approaches, and guides in the preceding

chapters show considerable optionality in the derived parameter sets. Some parameters di-

rectly impact system value, whereas others do not. This impact delineates a clear separation

of concerns. Considering the de�nitions of systems, subsystems, and components, a set of

parameters �nd their way to the top of a parameter list, indicating di�erent importance for

di�erent stakeholders. For example, in the case of a user of a Front-end System Set, the value

of increasing communication dependability might supersede increasing security. However, in

the case of the manufacturer of a Front-end System Set, both increasing dependability and

increasing security might supersede increasing battery e�ciency. There is always a tradeo�,

and thus, understanding the parameter bias between competing decisions o�ers reprieve on

the cost of applying a parameter selection. Competing architectural options for the ISARC

look at the core functional boundaries produced from IoT frameworks. In line with the

guidance on system architecture speci�cation in Crawley et al. (2016), an outline of the

function-to-form mapping of the ISARC uses system objects, relationships, interfaces, and

peripheral systems. These state speci�cally as;

� the expansion of the IoT-Ce requirements to question placement in the ISARC hier-

archy,

� the main system purpose and primary system interactions,

� supporting objects and process transformations,

� system interfacing and interactions that support control model types, and

� runtime con�guration variations.

The architecture of a system derives using composition and decomposition, relative place-

ment, coverage, boundary and interfacing, and use, Crawley et al. (2016). In stating a series

of system considerations, one can elect to start modelling at di�erent levels within the sys-

tem hierarchy. In OPM, and similarly, in the ISARC, the top-level system diagram outlines

the primary transformation and problem statement that the system aims to ful�l. The use

of OPM to state IoT system value is, of course, as challenging to pin down as the primary

system bene�ciaries of IoT itself. Therefore, the SD - the root node in the OPM hierarchy

- stipulates the broader system value of IoT as providing some form of value, namely IoT

Edge System Value Delivering. This value point is explicit to provide a starting point at the

apex of the vast body of knowledge seen in earlier chapters. This approach is essential in

placing a marker at a point in a possible value space. This point is vital in understanding
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the impacts of lower-level objects, processes, and states in connected SD diagrams. Finally,

this approach positions the appropriate system architecture questions that deliver a system

within a reasonable impact on its environment. These questions derive as an adaptation of

the systems realisation �ow seen in Figure 3.5.

System coverage characteristics reference Crawley et al. (2016). In their view on a set

of coverage questions, architectural classi�ers distil from questions relating to form, func-

tion, and the system architecture. The proposed IoT-Ce system value outlines a series of

considerations aligned to the systems architecture, form, and function questions. As the

core thesis argument delivers a systems architecture supported by the form to function map,

the list below reverses the chapter �ow seen in Crawley et al. (2016) to provide the core

systems architecture questions �rst before being attached to the form and function questions

stipulated in Crawley et al. (2016).

Table 4.1: IoT-Ce Form Function Adaptation. Adapted from Crawley et al. (2016)(pp.68,
98, 126)

ID Classifier Requirement
3.1 System Architecture Main Object Process Transformation
3.2 System Architecture Additional Object Process Transformations “non idealities”
3.3 System Architecture Supporting Object Process Transformation
3.4 System Architecture System Boundaries and Interfaces
3.5 System Architecture Process Execution and Priority
3.6 System Architecture Parallel Process Execution and Priority
3.7 System Architecture Timing and Constraints
1.1 Form Abstracted System Representation
1.2 Form Decomposable Form Elements
1.3 Form Spatial or Connectivity Structures
1.4 Form Main and Supporting Systems Composition
1.5 Form System Boundaries and Interfaces
1.6 Form Use Context
2.1 Function Primary Externally-delivered Value
2.2 Function First and Second level Internal Objects, Processes and States
2.3 Function Functional Architecture through Internal Process Interactions
2.4 Function Secondary Externally-delivered Value

4.1.1 System Diagram (SD): IoT-Ce System Purpose

Dual-channel representation in OPM contains Object Process Diagrams (OPD) and Ob-

ject Process Language (OPL) - graphical and text representations, respectively, ISO/TC

184/SC 5 (E) (2014)(pp.4 and 5). The IoT-Ce SD is shown in Figure 4.1. This SD rep-

resents the top-level node against which the �rst modelled SD1s are attached. The SD

essentially decomposes to greater detail on the IoT-Ce front-end and near-end devices in

SD1 and subsequent SDs. The primary problem statement stipulates that dependability is

low and changed to high, and that the delivery of value for IoT requires a set of system
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components - a Front-end and Near-end System Set. The process of delivering value to

an IoT System User, is shown through increasing the dependability of the system. This

primary purpose could have been to increase security, or increase battery e�ciency, increase

usability or any other non functional requirement. The primary purpose could also be to

increase self-con�guration, which would be applicable if the problem occurrence stated as

increasing human intervention yields an increase in connectivity failures. Therefore device

self-con�guring is needed.

Conversely, a �nal state of; decreasing heterogeneity in a system that exhibits increas-

ing heterogeneity would yield an SD that contains a di�erent problem, purpose, primary

process, enabler set, and environment representation. One can challenge the �nal state of

heterogeneity by indicating that a stable set of heterogeneous standards, methods, and tech-

nologies could emerge. However, the primary challenges in the areas of IoT and CPS show

that heterogeneity is increasing. Hence, component abstraction has become a requirement

in the broader research agenda for IoT and CPS.

Figure 4.1: Sytem Purpose:SD IoT System Value
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Listing 4.1: IoT System Purpose OPL

1 IoT System User Group is physical.

2 IoT System User Group manages IoT System Set.

3 IoT System User Group handles IoT Edge System Value Delivering.

4 IoT System Set is physical.

5 IoT System Set consists of Near End System Set and Front End System Set

6 Near End System Set is physical

7 Near End System Set exhibits NE System Dependability

8 NE System Dependability can be low or high

9 low is initial

10 high is final

11 Front End System Set is physical

12 Front End System Set exhibits FE System Dependability

13 FE System Dependability can be low or high

14 low is initial

15 high is final.

16 IoT Edge System Value Delivering requires Front End System Set and Near End System Set.

17 IoT Edge System Value Delivering changes FE System Dependability from low to high and NE System Dependability

from low to high.

The OPD in Figure 4.1 and OPL in Listing 4.1 generates simultaneously in OPCAT 4.2.

OPM applies Mayer's Cognitive Assumptions for dealing with continuous learning about

the system under speci�cation, Dori (2011). For brevity on applying Mayer's Cognitive

Assumptions in the ISARC, dual-channel processing delivers both graphical modelling and

text output during a single modelling activity.

In managing the verbose nature of the OPL, a manual adjustment occurs in the OPL by

changing the auto-generated state objects such as those found in Lines 9, 10, 14, and 15.

Where states appear one line after the next, a manual adjustment to concatenate the states

on a single line aids in reducing the number of lines in the listing. This notation is present

in subsequent OPLs where a single-page representation of the OPL is necessary.

4.1.2 System Diagram (SD1): IoT Edge System Value Delivering

An SD1 for IoT Edge System Value Delivering is zoomed-in to create the next level of de-

tail in the system model. In line with the IoT domain structure for IoT systems, the SD1

outlines the domain structure indicated in Chapter 1, Figure 1.1 and Table 3.5 Requirement

Identi�er B1.1, B1.2, and B1.3. Additionally, the model references the de�nition of near and

front end systems as seen in Yu et al. (2017), Jain and Mohapatra (2018), and Chang et al.

(2019). The SD1 also references the requirements for edge devices stated in B3.1 and B3.2

in Table 3.5. The processes are shown as sequential processes; however, data acquisition can

occur asynchronously to data transmitting.
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Figure 4.2: Primary Process:SD1 IoT Edge System Value Delivering

Listing 4.2: IoT System Primary Process OPL

1 IoT System User Group is physical.

2 IoT System User Group handles IoT Edge System Value Delivering.

3 Near End System Set is physical.

4 Front End System Set is physical.

5 Front End System Set consists of Edge Device

6 Edge Device is physical

7 Edge Device exhibits Sensing Capability, Communication Capability, and Configuration Set

8 Sensing Capability is physical

9 Sensing Capability can be passive or active

10 passive is initial active is final

11 Communication Capability can be passive or active

12 passive is initial active is final

13 Configuration Set can be unknown or known

14 unknown is initial known is final.

15 NE System Dependability can be low or high

16 low is initial high is final.

17 FE System Dependability can be low or high

18 low is initial high is final.

19 IoT Edge System Value Delivering exhibits Sensed Data and Transmitted Data.

20 IoT Edge System Value Delivering consists of IoT Data Generating and Acquiring, IoT Data Transmitting, and IoT

Data Analysing.

21 IoT Edge System Value Delivering requires Front End System Set and Near End System Set.

22 IoT Edge System Value Delivering changes FE System Dependability from low to high and NE System Dependability

from low to high.

23 IoT Edge System Value Delivering zooms into IoT Data Generating and Acquiring, IoT Data Transmitting, and IoT

Data Analysing, as well as Transmitted Data and Sensed Data.

24 IoT Data Generating and Acquiring occurs if Sensing Capability is active

25 IoT Data Generating and Acquiring changes Sensing Capability from passive to active

26 IoT Data Generating and Acquiring yields Sensed Data

27 IoT Data Transmitting occurs if Communication Capability is active

28 IoT Data Transmitting changes Communication Capability from passive to active

29 IoT Data Transmitting consumes Sensed Data

30 IoT Data Transmitting yields Transmitted Data

31 IoT Data Analysing consumes Transmitted Data.

Once the SD and initial SD1 suitably represent the core problem, the requirements for
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subsequent SDs decompose from this baseline. In its current state, Figure 4.1 and 4.2 are

testable system models up to the IoT Data Analysing sub-process in SD1. These SDs adapt

the ABS model example that arrives pre-installed in OPCAT 4.2. The SD and SD1 conform

to core OPM symbol usage such as;

� an SD that contains a primary process and agent link. As indicated in ISO/TC

184/SC 5 (E) (2014)(pp. 24), an agent link is a procedural link that links an agent to

the process it enables,

� an in-zoomed process that changes core object states including conditional links, and

� suitable SD1 instrument (enabler) links that inherit from the main SD.

A clear stipulation of the SD object and process ensures that the top-level SD does not

become �ooded with information that might be needed at a lower level SD1. By testing a

single pre-existence parameter such as address - which indicates that addressing plays a key

role in device identi�cation IEEE (1990) - it could be viewed as being systemic rather than

environmental. Identi�cation is a primary system parameter discussed in Chapter 3 in the

functions table relating to identi�cation and management. Table 3.10 indicate these as;

� Function A1.3 Identifying changes Thing from unidenti�ed to identi�ed,

� Function C1.4 Remote Managing changes ED from unmanaged to managed, and

� Function C2.5 Remote Managing changes GW from unmanaged to managed.

As indicated in IEEE (1990), the de�nition of an address is �a number, character or group

of characters that identi�es a given device or storage location�. This de�nition therefore

supports an OPM object a�liation change from unknown to systemic, due to the primary

functions of Identifying and Managing. Table 3.6 C1.1 Communication manifests as a two-

way channel requirement, and Table 3.5 B1.2 Transmission de�nes as the action of sending a

request or noti�cation towards a target system. The code block below applies a cyclical �ow

that continuously gains knowledge of an intended parameter set classi�cation. The listing

below applies the realisation method seen in Figure 3.5.

Listing 4.3: ISARC System Realisation Flow. Adapted from Figure 3.5

1 Identify Problem Domain.

2 Is Thing Object (Enabler or Agent) or Process?

3 If Object, then is Systemic or Environmental? OR If Process, then Can Transform or Cannot Transform?

4 If Object is Environmental AND Process Cannot Transform. Identify Next Thing.

5 If Object is Systemic AND Process Can Transform. Assign to Primary OR Secondary Function.

6 Return to Problem Domain.
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As noted in the output of the code block, assignment to the primary function within the

problem domain is vital. Other outputs de�ne the parameters that exist outside of the

control of the system - the environmental objects and processes. In a concise form, the

execution of the �ow enables a hard in and out of boundary parameter split. Applying

this view to the address, communication, and transmission parameter examples, suggests

the pre-existence requirements in Table 4.2. For brevity, parameters appear apart from the

object construct only to describe the pre-existence concept in Table 4.2.

Table 4.2: ISARC Parameter Sample

Param. Id. Systems Architecture Decision String
(p1) Parameter::address, O:Address, P:Device Identifying, S:Identification Unknown or

S:Identification Known
(p2) Parameter::communication, O:Device, P:Device Connection Establishing, S:Device Not

Connected or S:Device Connected
(p3) Parameter::transmission, O:User or Control Data, P:Device Sending, S:Transmitted Data

Failure or S:Transmitted Data Success
. . . . . .

The level of abstraction exhibited in simple parameters can be too high to show system

value. The question that subsequent sections on system diagrams will explore is balancing

the abstraction and maintaining a suitable level of model completeness that increases model

�delity. Figures 4.1 and 4.2 show a series of high level system purpose and primary process

objects that validate successfully in OPCAT 4.2. Due to a large possible requirement and

variation list in the parameter Tables 3.4, 3.5, 3.6, 3.7, 3.8 and 3.9, a set of candidate

parameters acts as the catalyst to ongoing model re�nement. Selecting from a �nite list of

parameters creates a clear and relevant system purpose. This suggestion informs via �good-

model� quality requirements indicated in the veri�cation and validation attributes for model

design in Cameron et al. (2017).

4.1.3 System Diagram (SD1.1): IoT Edge Data Transmitting

Figure 4.3 outlines an SD 1.1 for the transmitting functions in an IoT-Ce system. SD1.1

presents an in-zoomed process showing data transmission as a sequential process; however, it

may be asynchronous in its use context. The pre-existence suggestion is that the noti�cation

to an external system requires the transmission of data. However, there is no requirement for

transmission to occur between Front-end System Sets when data generating and acquiring

occurs. Devices can sense data without using network services. The information about

the device address is a pre-existence requirement for transmission, but not for handling of

address registers internal to the device. The de�nition of an address is, however, �a number,

character or group of characters that identi�es a given device or storage location�, IEEE

(1990).
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Figure 4.3: In Zoomed:SD1.1 IoT Data Transmitting

Listing 4.4: IoT Data Transmitting SD1.1

1 IoT System User Group is physical.

2 IoT System User Group handles IoT Data Transmitting.

3 Near End System Set is physical.

4 Front End System Set is physical.

5 Front End System Set exhibits Identification

6 Identification can be unknown or known

7 unknown is initial known is final.

8 NE System Dependability can be low or high

9 low is initial high is final.

10 FE System Dependability can be low or high

11 low is initial high is final

12 Communication Capability can be passive or active}.(p2)

13 passive is initial active is final.

14 Transmission Attempt can be failed or success.(p3)

15 failed is initial success is final.

16 IoT Data Transmitting exhibits Assigned Address and Device Connection State. (p1)

17 IoT Data Transmitting consists of Device Identifying, Device Connection Establishing, Device Data Sending, and
Connecting Terminating.

18 IoT Data Transmitting occurs if Communication Capability is active.(p3)

19 IoT Data Transmitting requires Near End System Set and Front End System Set.

20 IoT Data Transmitting changes FE System Dependability from low to high, Communication Capability from passive

to active, and NE System Dependability from low to high.

21 IoT Data Transmitting consumes Sensed Data.

22 IoT Data Transmitting zooms into Device Identifying, Device Connection Establishing, Device Data Sending, and
Connecting Terminating, as well as Device Connection State and Assigned Address

23 Device Connection State can be ready or connected

24 ready is initial connected is final

25 Device Identifying changes Identification from unknown to known

26 Device Identifying yields Assigned Address.(p1)

27 Device Connection Establishing occurs if Device Connection State is ready

28 Device Connection Establishing consumes Assigned Address

29 Device Connection Establishing yields Device Connection State

30 Device Data Sending consumes Transmission Attempt and connected Device Connection State

31 Device Data Sending yields success Transmission Attempt

32 Device Data Sending triggers Connecting Terminating when it lasts more than 5 seconds.(Expanded Constraint)

The OPL in the code block represents a view aligned to the primary parameter sample in Ta-
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ble 4.2. Lines 12, 14, 16, 18, 26, and 32 further clarify some of the main system requirements

between the content of all other objects and processes in the OPL. The de�nition-to-OPM

�lter produces from the samples in Table 4.2 yields a suitable model parameter identi�ca-

tion approach when considering input requirements for model outputs such as those seen in

Figure 4.3.

In summary, the extraction of the parameters from the main IoT body of work handled

in preceding chapters produces a parameter set contained in Tables 3.4, 3.5, 3.6, 3.7, 3.8

and 3.9. These tables reduce in Table 4.2. The parameter selection sample in Table 4.2 is

and output using the ISARC system realisation �ow. The parameter selection could occur

randomly; however, the ISARC intends to drive SD to SDx.x.x modelling questions that

maintain clarity in the system purpose and distributes complete system component place-

ment in the correct levelled SD. IoT Edge System Value Delivering represents a require-

ment for a Front-end and Near-end system set. Additionally, the known IoT-Ce domain

requirements of Generating, Acquiring, and Transmitting exists as processes that support

the primary goal of delivering the value of increased dependability. Additionally, Addressing

appears as a precursor to Transmitting. The parameter samples found in Table 4.2 produces

a series of candidate objects, processes, and states for testing individual con�gurations - an

arrangement of variables. A set of desired sample processes and instruments required for

those processes appear in the same table. The main process models a series of system

questions such as system representation, decomposition, and aggregation seen in Figure 4.3.

Finally, although not required entirely, the SD1.1 is re�ned to ensure that the last process

positions to execute a non-blocking behaviour that enforces a time-bound constraint. This

characteristic appears in line 32 of the SD1.1 OPL.

The next section presents the handling of con�guration and control against the SD, SD1,

and SD1.1 as supporting objects and processes in OPM.

4.2 Supporting Objects & Processes

Supporting Things (Objects and Processes) enable the system's primary purpose by sup-

porting the primary function, such as the primary function seen in Figure 3.5. Figure 3.5

presents a cyclical �ow that �lters through a torrent of parameters and systems diagram

content. The �ow cycles through parameters until a primary candidate emerges. However,

supporting objects and processes can emerge if the object is neither environmental nor un-

able to assist in an object state change. Supporting objects could physically or informatically

support the primary system function of data transmitting for increased dependability. The
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de�nition of supporting functions noted in Crawley et al. (2016)(pp.126) is the form and

function for �one or two layers away from the value delivery pathway that is necessary to

support the value delivery functions and their instruments�.

The primary purpose in the SD in Figure 4.1 states as; stakeholder value delivering through

increased Front-end System Set dependability. Essentially, increases in Front-end System

Set dependability delivers the actual system value to the IoT system stakeholder group.

More directly, increases in Front-end System Set dependability delivers value to a mobile

device user (IoT System User Group). The remaining objects positioned by the parameter

extract in Table 3.10 represent a class of supporting objects. These objects support increased

dependability via self-adaptation in autonomic control.

� F1.1 Monitor = Monitoring

� F1.2 Analyse = Analysing

� F1.3 Plan = Planning

� F1.4 Execute = Executing

� F1.5 Knowledge = Knowledge Handling, Solution Topology (ST) Knowledge, Policy

(PO) Knowledge, Problem Determination (PD) Knowledge

Additional examples of the ISARC generated OPM string for MAPE-K appear in Table

4.3. The decomposition and subsequent function aligns to the de�nition of the parameters

extracted from IBM (2005)(pp.16). This text and supporting texts already propose that

Table 4.3: ISARC Supporting Parameter Sample

Systems Architecture Decision String
Parameter::monitor, O:Managed Element Configuration, P:Managed Element Configuration Retrieving,
S:Managed Element Configuration Unknown or S:Managed Element Configuration Known
Parameter::analyse, O:Situation, P:Situation Awareness Handling, S:Situation Correlated or
S:Situation Not Correlated
Parameter::plan, O:Action, P:Plan Constructing, S:Goal/Object Action Plan Achieved or S:Goal/Object
Action Plan Not Achieved
Parameter::execute, O:Plan, P:Plan Executing, S:Plan Executed or S:Plan Not Executed
Parameter::knowledge, O:Configuration, P:Configuration Identifying, S:ST Knowledge Unknown or S:ST
Knowledge Known S:PO Knowledge Unknown or S:PO Knowledge Known, S:PD Knowledge Unknown or S:PD
Knowledge Known,

the visibility of state increases the ability to control system value. Thus, state extraction

outputs align with the knowledge of the con�guration of a Front-end System Set at the end

of the monitoring process. It has also been noted that the knowledge of state in con�gurable

systems is necessary for execution of determined actions, Feiler and Li (1998), Cheng (2008)
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and Swanson et al. (2014).

The supporting objects and process section aims to expand what already exists for IoT-

Ce SDs in sections 4.1.1, 4.1.2, and 4.1.3. Thus, the modelling of the monitor, analyse, plan,

execute, and knowledge parameters for the MAPE-K framework will not present any new

knowledge at this point about the SD1.1. However, applying control concepts to a concrete

control problem represents the applicability of using OPM to implement di�erent control

characteristics for applications in a real-world example. A novel control system overview

using OPM is already covered in Dori (2002), shown in Appendix A.4. However, the sup-

porting objects for the ISARC apply a control strategy that applies closer to the IoT-Ce.

Self-* properties support adaptive systems via closed-loop control mechanisms, as indicated

in Table 2.5. The basis of the ISARC parameter extraction for the system elements that

model the control constraints in a closed-loop system appears in the constraints section of

section 1.7. These constraints adapt from Janert (2013). Firstly, the original, non-OPM-

based, control constraint in Janert (2013) appear as;

1. a variable control initiation measurement, measurement time period, target control

position and time step,

2. a set of standard control gains are applied periodically on the time step,

3. requests not handled are treated as failed requests,

4. no queued requests to be processed during or after the measurement time period,

5. a �nite number of request and responses and

6. a random load intensity over the measurement time period.

Then an OPM extraction de�nes the Object, Process, and Attribute (A) equivalence as;

1. Control Initiation Measurement, Measurement Time Period, Target Control Position

and Time Step, exhibits Variability(A),

2. Standard Control Gain Setting applied periodically on the Time Step,

3. Request not handled invokes Failed State Notifying,

4. Queued requests triggers Queued Request Purging when it occurs during or after

Measurement Time Period,

147



5. GW Request and GW Response and ED Request and ED Response exhibits a Finite

Count(A) and

6. Tra�c Load Intensity exhibits Random Load(A) and is constrained by a Measurement

Time Period.

The additional identi�er, attribute (A), is included in the analysis of the control problem

above as some objects could exhibit a discrete choice behaviour. Attributes are objects that

indicate the characteristics of the main object description. ISO/TC 184/SC 5 (E) (2014)(3.5)

de�nes an attribute as an �object that characterises a thing other than itself�. In the control

problem above, measurements, steps, and control positions could be either variable or �xed.

The problem statement for the ISARC calls for variability as opposed to �xed measurements

for managing control outputs as architecture decisions are largely non-deterministic.

In the de�nition-to-OPM extraction list item 6, a Random Load characterises the Load

object. The load intensity changes can be summarised to be in line with similar views on

random ED placement, cited in Bera et al. (2016). Similarly, the number of requests in the

control constraint is �nite, as opposed to in�nite. Thus, the Count object exhibits a Finite

characteristic. The initial ISARC supporting function for the control problem is labelled

IoT System Control Handling which consumes an IoT System Controller in Figure 4.4. The

attachment of the IoT control handling process to the IoT system controller is unique to the

ISARC.

A subsequent section deals with the placement of a supporting control function within

the primary systems architecture boundary. Note, the �exibility of switching Things be-

tween systemic or environmental occurs by changing the A�liation, ISO/TC 184/SC 5 (E)

(2014)(section 7.3.3). Before pre-empting the value that system control o�ers to an IoT-Ce,

the controller is placed as an environmental function. The IoT System Control Handling

process attaches to the IoT Edge System Value Delivering function. By using environmental

a�liation, the control function impacts the system but not the inverse. The IoT System

Control Handling process and IoT System Controller object is shown to contain a dashed

outline. Dashed outlines indicate environmental placement in OPM.

Figure 4.4 attaches the new process and object as environmental objects, however it is

modelled to a�ect the Front-end System Set dependability. The OPL is automatically up-

dated to show the insertion of the new object and process relationships.
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Figure 4.4: SD1 Extension for System Value Environmental Control Con�guration

Listing 4.5: Supporting Process:SD1 IoT-CE Value Delivering Updated Con�guration

1 ...

2 ...

3 IoT System Control Handling is environmental.

4 IoT System Control Handling affects FE System Dependability.

5 IoT System Control Handling consumes IoT System Controller.

6 IoT Edge System Value Delivering exhibits Sensed Data and Transmission Attempt.

7 IoT Edge System Value Delivering consists of IoT Data Generating and Acquiring, IoT Data Transmitting, and IoT

Data Analysing.

8 IoT Edge System Value Delivering requires Front End System Set, and Near End System Set.

9 ...

10 ...

11 IoT Data Transmitting occurs if IoT System Controller is in existent and Communication Capability is active.

12 ...

13 ...

In Figure 4.4, the controller is attached to the IoT Data Transmitting process. This SD1

placement is preferred due to the nature of the control problem identi�ed in Janert (2013).

Janert's constraint problem resembles a one-way transmission mechanism as opposed to

a bidirectional transmission pattern. Note, that Figure 4.4 maintains the original model

structure adapted from Figure 4.2. The ability to test controller impacts is possible by

attaching the controller within one or more layers in the SD1. The handling of control at

a suitably abstracted level also places within the top-level SD instead of being attached to

either IoT Data Generating & Acquiring, IoT Data Transmitting, or IoT Data Analysing

in the SD1. The impact of control can, therefore, specify coverage across all domains of

interest in the IoT-Ce. Hence, the control functions would locate as a process inside the

IoT Edge System Value Delivering boundary and alongside the three domains of interest in

Figure 4.4.
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Figure 4.5 outlines an extended SD 1.1 for the transmitting function. The model zooms in

from SD1 to SD1.1. Figure 4.5 applies external control in an IoT-Ce system by zooming into

the transmission function, and attaching to the Device Connection Establishing process. To

recall, the Systems Architecture Decision String in Table 4.2 appears as;

� (p2) -Parameter::communication,O:Device, P:Device Connection Establishing, S:Device

Not Connected or S:Device Connected

Figure 4.5: In Zoomed:SD1.1 IoT Data Transmitting Environmental Control Candidate

Figure 4.5 applies a direct SD1.1 sub process requirement for connection establishment, and

attaches the control requirement directly to this sub-process. The IoT System Control Han-

dling process direct changes the Front-end System Set from low to high. The in-zoomed

process immediately exposes the parameter-based sub-processes; Device Identifying, Device

Connection Establishing, Device Data Sending, and Connecting Terminating. The latter

process applies to the notion of ensuring that no stalled connections are experienced in the

process, making the return journey of the process non-blocking.

A detailed structural view of the control parameters by Janert (2013) expands the IoT

System Control Handling process. The in-zoomed IoT System Control Handling process

takes the liberty of providing more information in the unfolded controller SD. This view

is contrary to the OPM view on balancing completeness and clarity characteristics in the

model's representation, Dori (2011). The supporting object SDs provides a critical mass

of objects and processes that visually represent a suitable simulation-ready model while
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minimising hierarchy switching. Dori provides a similar verbose structure for his controller

overview, Dori (2002)(pp.393). The de�nition-to-OPM extraction equivalent, proposed by

Janert (2013), is unfolded in Figure 4.6. The OPM equivalent structure adapts the main

control problem shown by Janert's original requirements. These are; (1) variable control

action and settings, (2) control gain invoked from the main control handling process, (3)

failed request noti�cation, (4) queued request purging, (5) time-bound, and (6) random load

behaviour.

Figure 4.6 is the primary model link between the environmental control system, the Android

Figure 4.6: Unfolded Structure:IoT System Controller Candidate

NodeJS signal constants exposed via the Front-end System Set mentioned in section 3.4.2,

and process state advancement in section 2.2.3.1. The system under control aims to maintain

a system attribute from out of range to in range. Dori (2002)(pp.391) indicates these ranges

as too high, too low, or acceptable. Figure 4.6 models a detailed interaction between control

and the abstracted constant SIGINT. SIGINT is an Android system control that sends an

interrupt to a system process, e�ectively halting a running process. A simple SD expansion

to the more complex unfolded structure shows that single model requirements traverse from

top-level system purpose diagrams with fewer OPM things towards more complex interac-

tions. Having modelled an interacting process, several re�nements could be applied to Figure
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4.6 to maintain model clarity and completeness. More verbose model content increases the

ability of Figure 4.6 to be validated directly in OPCAT 4.2. However, this increase creates

possible imbalances in clarity and completeness model parameters stipulated by Dori.

Listing 4.6: Unfolded Structure:IoT System Controller Candidate

1 Communication Data Set consists of Signal Set.

2 Signal Set can be unknown or known.

3 unknown is initial.

4 known is final.

5 Signal Set exhibits Count.

6 Count can be infinite or finite.

7 Signal Set consists of Request and Notification.

8 Request exhibits Request Signal Identifier.

9 Request Signal Identifier is of type Request.

10 Communication Data Set and Transmitted Data are equivalent.

11 Request Handled can be unhandled or handled.

12 unhandled is initial.

13 handled is final.

14 Queued Request can be accessible or purged.

15 accessible is initial.

16 purged is final.

17 Controlled Parameter exhibits Parameter Range.

18 Parameter Range can be out of range by default or in range.
19 out of range is initial.

20 in range is final.

21 Data consists of Transmitted Data.

22 Transmitted Data exhibits Load Intensity.

23 Load Intensity can be fixed or random.

24 IoT System Controller is environmental.

25 IoT System Controller exhibits Control Action.

26 Control Action exhibits Variability.

27 Control Action consists of Measurement, Time Period, Position, and Time Step.

28 Time Period exhibits Time Step.

29 Control Initiation Measurement is a Measurement.

30 Target Control Position is a Position.

31 Measurement Time Period is a Time Period.

32 SIGINT is a Request Signal Identifier.

33 SIGINT can be created, running, suspended, completed, activated, or terminated.

34 created is initial.

35 terminated is final.

36 IoT System Control Handling is environmental.

37 IoT System Control Handling requires Data, Controlled Parameter, and Control Action.

38 IoT System Control Handling changes Parameter Range from out of range to in range.
39 IoT System Control Handling consumes random Load Intensity and IoT System Controller.

40 IoT System Control Handling triggers Queued Request Purging and Failed State Notifying when it lasts more than

5 seconds.

41 IoT System Control Handling invokes Standard Control Gain Setting.

42 Standard Control Gain Setting affects IoT System Controller.

43 Failed State Notifying occurs if Request Handled is unhandled.

44 System Request Handling occurs if either Queued Request is in existent or Request Handled is in existent.

45 System Request Handling changes Request Handled from unhandled to handled.

46 System Request Handling consumes Communication Data Set.

47 System Request Handling yields out of range Parameter Range.

48 System Request Handling invokes IoT System Control Handling.

49 Queued Request Purging occurs if Queued Request is in existent and Measurement Time Period is in existent.

50 Queued Request Purging changes Queued Request from accessible to purged.

51 Queued Request Purging consumes unhandled Request Handled.

52 Signal Interrupting requires Request Handled.

53 Signal Interrupting changes SIGINT from running to terminated.

54 Signal Interrupting consumes unhandled Request Handled.

A system test of the �ow paths in Figure 4.6 is handled in Chapter 5 - Model Valida-
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tion & Evidence. The changes to the object state in the main execution path occur from

both internal systems and external system processes. For example, handling queued request

purging requires both the existence of an accessible queued request and the existence of a

measurement time-period as indicated in requirement 4 of the main control problem in the

OPM equivalent structure. This requirement is shown in line 49 of the Primary Unfolded

Structure:IoT System Controller Candidate OPL. Additionally, as per the concrete control

requirements in Janert (2013), the request is changed from an accessible to a purged state.

Finally, a control constraint shows that the purging process consumes an unhandled request.

The supporting objects and processes summarised in this section create the basis of an en-

vironmental IoT control system that immediately implements six core requirements. These

core requirements represent a concrete control problem. The requirements enable creating a

single subsystem attached to either SD, SD1, or SD1.1. Once attached, it unfolds to lower

level handling of signalling constant change that still meets OPM system validation require-

ments. Subsequent sections will produce system object lifespans to prove the ability of the

model to meet validations under di�erent model questions. This section aims to present a

clear separation of concerns in the OPDs produced. For primary purpose and processes in

the ISARC, a series of parameters are shown in earlier tables that can decompose from SD to

SD1 to SD1.1, towards lower-level SDn.n.n nodes. For supporting objects and processes, A

single dependability impacting subsystem model is present�the initial argument positions

this subsystem as existing outside of the system boundary as an environmental subsystem.

This model guidance is to maintain strict impact boundaries. Inputs for the primary and

supporting model sets apply the de�ntion-to-OPM extraction approach.

4.3 System Interfaces & States

System interfacing occurs at system boundaries. The interaction between subsystems is the

expression point where system value increases or decreases. How subsystems or components

interface is a result of conditions that exist at the system boundary. Several views on inter-

facing stipulate that things connect at a system boundary, Kopetz (2011), ISO/TC 184/SC

5 (E) (2014) and Mordecai and Dori (2017a). Hence, the CPS interfacing theory suggests the

abstraction of core components away from their physical implementation, Lohstroh and Lee

(2015). Operating System control for Front-end System Set instances provides a common set

of system processes suitable for bounded control. In section 3.4.2, high-level programming

application libraries abstract the operating system to provide greater open access integration

compared to serial connectivity for devices. This decoupled approach supports the neces-

sary hardware abstraction needed in the systems architecture for state-of-the-art control in

153



the IoT-Ce. A common theme cited is the access of Front-end System Set states through

several architectural layers, Linux (2018). The systems architecture is, of course, the pri-

mary guidance in the ISARC. The interest lies in which system value drivers generalise the

abstraction of computer-based subsystem or component sets. Figure 4.7 produces a sum-

Figure 4.7: Analysis of Node JS Signalling Constants extracted from Linux (2018)

mary of the proposed Front-end System Set common signalling constants consisting of the

36 known signalling requirements found in Linux (2018). Figure 4.7 outlines two essential

interaction classes; Noti�cation and Request. These were discussed in the parameter Table

3.7. Figure 4.7 produces a summary of the proposed ED/GW common signalling constants.

Additionally, Figure 4.7 outlines two essential interaction classes; Noti�cation and Request.

The interaction classes appear in Table 3.7 as OPM-extracted parameters.

The analysis of the allowable Android noti�cation and request processes in Linux (2018)

further indicates that particular notify actions initiate a feed-forward loop with possible fur-

ther action to correct an anticipated event. Examples of these are SIGXCPU and SIGXFSZ,

which communicates a breach to the central processing unit (CPU) and �lesize limits, re-

spectively. An internal Front-end System Set process to initiate a guard condition such as

SIGUSR1 or SIGUSR2 could, therefore, initiate to ensure that SIGSTOP does not cause a

halt of a Front-end System Set process. A comprehensive list of the signalling noti�cation

and response descriptions that exists in the NodeJS OS library is shown in Table 4.4 and 4.5.

The signalling constructs in Table 4.4 provide a less onerous process on the subsystem
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Table 4.4: Node JS Signalling Notify Constants extracted from Android OS Constants in
Linux (2018)

Notification Description
SIGHUP Sent to indicate when a controlling terminal is closed or a parent process exits.
SIGILL Sent to a process to notify that it has attempted to perform an illegal, malformed,

unknown, or privileged instruction.
SIGTRAP Sent to a process when an exception has occurred.
SIGBUS Sent to a process to notify that it has caused a bus error.
SIGFPE Sent to a process to notify that it has performed an illegal arithmetic operation.
SIGSEGV Sent to a process to notify of a segmentation fault.
SIGPIPE Sent to a process when it has attempted to write to a disconnected pipe.
SIGALRM Sent to a process when a system timer elapses.
SIGCHLD Sent to a process when a child process terminates.
SIGSTKFLT Sent to a process to indicate a stack fault on a coprocessor.
SIGTTIN Sent to a process when it reads from the TTY while in the background.
SIGTTOU Sent to a process when it writes to the TTY while in the background.
SIGURG Sent to a process when a socket has urgent data to read.
SIGXCPU Sent to a process when it has exceeded its limit on CPU usage.
SIGXFSZ Sent to a process when it grows a file larger than the maximum allowed.
SIGVTALRM Sent to a process when a virtual timer has elapsed.
SIGPROF Sent to a process when a system timer has elapsed.
SIGWINCH Sent to a process when the controlling terminal has changed its size.
SIGIO Sent to a process when I/O is available.
SIGPOLL Synonym for SIGIO
SIGLOST Sent to a process when a file lock has been lost.
SIGPWR Sent to a process to notify of a power failure.
SIGINFO Synonym for SIGPWR
SIGSYS Sent to a process to notify of a bad argument.
SIGUNUSED Synonym for SIGSYS

or components with which it communicates as these states can be accessed directly and

are seamless aware of the state of the Front-end System Set. The descriptions in Table 4.4

entail a noti�cation but not necessarily the subsequent action event that needs a process

to execute. For example, SIGTRAP de�nes the noti�cation sent to a process indicating

that an exception has occurred. By de�nition of the error to fault escalation process seen

in Figure A.1, if this exception handles within acceptable limits, it would be classi�ed as an

exception handler which does not entirely impact the reliability of the component. Thus,

the system could remain in a functioning state (state:1) when the SIGTRAP transmits to

a delinquent process.

A structurally unfolded OPD is shown is Figure 4.8. The associated OPL is also shown.

Each Noti�cation State Identi�er can be further unfolded to reveal a more granular set of

compositions. Crawley et al. (2016) refer to this as form decomposition activities. As indi-

cated in the unfolded structure for the IoT System Controller in Figure 4.6, the object can

hold several states such as created, running, completed, suspended, activated or terminated.

These states adapt from the process transition baseline included in Table 3.8.
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Figure 4.8: OPD Unfolded Constant Notify Structure

Listing 4.7: OPL Unfolded Constant Notify Structure

1 Notification exhibits Notification State Identifier and Deprecated

2 Notification State Identifier.

3 Notification State Identifier can be sighup, sigill, sigtrap, sigbus, sigfpe, sigsegv, sigpipe, sigalrm,

sigchld, sigstkflt, sigttin, sigttou, sigurg, sigxcpu, sigxfsv, sigvtalrm, sigprof, sigwinch, sigio,

siglost, sigpwr, or sigsys.

4 Deprecated Notification State Identifier can be sigpoll, siginfo, or sigunused.

The ISARC thus models the awareness of each noti�cation state in Table 4.4 has a single

purpose in as each noti�cation is �Sent to indicate� a noti�cation action that executes during

runtime, allowing the request application - sender of the noti�cation - express knowledge

of the event that occurred before the noti�cation is triggered. The event occurs before the

notifying process. For example, for SIGHUP noti�cation is sent when a controlling terminal

is closed, and thus the process is Closed Terminal Notifying, and consequently the function;

Closed Terminal Notifying yields noti�cation of controlling terminal state change from open

to closed.

A state change request in Linux (2018) represents a �rm instruction to perform an ac-

tion using NodeJS on Android. Examples of this in the constant signalling list are SIGINT

which requests an immediate interrupt of a process using a Ctrl+C combination. Similarly,

SIGABRT and SIGTSTP which requests a process abort and stop, respectively. The process

descriptions in the signalling de�nitions in Tables 4.4 and 4.5 lean towards classical process

modelling where the process descriptions reference inputs and outputs. For example, the

NodeJS request SIGINT is sent to a component to indicate an interrupt. Thus, Ctrl+C is

the output sent to a running component's input to interrupt the process. Once the system

interrupt reaches the Front-end System Set the NodeJS server becomes inaccessible, and

hence no transmission can occur towards and away from the Front-end System Set . Thus,
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Table 4.5: Node JS Signalling Request Constants extracted from Android OS Constants on
Linux (2018)

Request Description
SIGINT Sent to indicate when a user wishes to interrupt a process ((Ctrl+C)).
SIGQUIT Sent to indicate when a user wishes to terminate a process and perform a core

dump.
SIGABRT Sent to a process to request that it abort.
SIGIOT Synonym for SIGABRT
SIGKILL Sent to a process to terminate it immediately.
SIGUSR1
SIGUSR2

Sent to a process to identify user-defined conditions.

SIGTERM Sent to a process to request termination.
SIGCONT Sent to instruct the operating system to continue a paused process.
SIGSTOP Sent to instruct the operating system to halt a process.
SIGTSTP Sent to a process to request it to stop.
SIGBREAK Sent to indicate when a user wishes to interrupt a process.

creating a break in communication and decreasing dependability. Therefore, a parameter

set that increases dependability by o�oading current device states to a component not al-

ways susceptible to a Ctrl+C interrupt is viewed as a pre-emptive architecture decision that

can increase state-awareness. The OPD and OPL show the OPM-aligned visual and text

formatting.

Figure 4.9: OPD Unfolded Constant Request Structure

Listing 4.8: OPL Unfolded Constant Request Structure

1 Request exhibits Request State Identifier and Deprecated Request State Identifier.

2 Request State Identifier can be sigint, sigquit, sigabrt, sigkill, sigusr1, sigterm, sigcont, sigstop,

sigtstp, or sigbreak.

3 Deprecated Request State Identifier is sigiot.

The speci�cation of state certainly expands from the functions supplied in the require-

ment set for IoT-Ce, to broader generality. Dori (2002)(pp.316) explores transient state

management using a knowledge base for state process handling. The additional processes
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that manage transient states are mentioned as; Supporting, Holding, Maintaining, Keep-

ing, Staying, Waiting, Prolonging, Delaying, Occupying, Persisting, Including, Containing,

Continuing, Enclosing, Fastening, Connecting, Postponing, Dragging, Storing, Owning, Re-

straining, Drawing, Attracting and Remaining. A suitably sized majority of these could

impact the value IoT Edge System Value Delivering, primary function sub process of De-

vice Connection Establishing, and supporting function pair of IoT System Control Handling

process and IoT System Controller. For example, in the case of;

� Parameter::monitor, O:Managed Element Con�guration, P:Managed Element Con-

�guration Retrieving, S:Managed Element Con�guration unknown or S:Managed El-

ement Con�guration known

If the waiting process state was used to specify a change to the Parameter::monitor def-

inition, it could support the transition of con�guration knowledge state from unknown to

standby to known, thus increasing the possibility of integrity of runtime con�guration knowl-

edge in the detection process. A standard set of con�guration state transitions in TC-SMG

(1996)(pp.14) are; Alarm, Procedural, Availability, Control, Standby and Unknown.

4.4 Runtime Con�guration Variation

As shown in previous chapters, the variation in system parameters' arrangement can be

vast even when simple questions test against a systems architecture. One of the reasons it

is so vast is the increase of IoT coverage without a requisite systems approach. Questions

as simple as; Is device addressing (address) important in device identi�cation? If so, why?

What else needs to exist before addressing can occur? Can decisions relating to those crucial

objects and states exist in a boundary such that it contains only the important architec-

tural decisions? How can system value be realised while ensuring e�ciency in the decision

process? Does the system require a controller, and if so, what type of control is needed?

What are the states that such a controller should manage? There are a number of state

space combinations in the vast design, con�guration, and decision space from the preceding

chapters. The ISARC response to these is several fact-based de�nitions that are amenable to

receive quantitative priorities, decision string content, and variable testing for truth-based

outputs. These IoT-Ce requirement parameters are found in Tables 3.4, 3.5, 3.6, 3.7, 3.8

and 3.9.

In the ISARC, de�nitions from Table 4.5 such as �SIGINT is sent to indicate when a user

wishes to interrupt a process...� de�nes the existence of an object state such as Process
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Active, or any state after Process Created but before Process Terminated. The process tran-

sitions is a primary process state-space extracted from Reichert and Weber (2012)(pp.34).

The creation of a �nite set of system parameters with tables such as Table 4.4 and Table

4.5, further provides a well-bounded, abstract, and suitably well covered qualitative set of

decision parameters for both IoT-Ce system purpose and system function. The addition of

detail from the process transitions extracted from Reichert and Weber (2012)(pp.34) closes

the abstraction of processes in a system by binding the possible process transitions into a

�nite state space.

Figure 4.10 presents a graphical representation of the possible combination of states and

Figure 4.10: Gerund Feedback Loop Process State Transition. Adapted from Reichert and
Weber (2012)

state transitions of a process instance adapted from Reichert and Weber (2012)(pp.34). As

an overlay, Figure 4.10 contains the actual unmodi�ed process transition steps included in

a version of a simple closed-loop feedback system from Figure A.6 in Appendix A. The

controller structure attaches as an environmental object. The ISARC does not mandate the

use of a controller, but it does exhibit a functional PI controller as part of the model proof.

The ISARC controller proof tests in model form and also appears in Python simulations for

the ISARC.

The process included in the IoT-Ce system under control initially contains the entire process

life cycle outlined in Reichert and Weber (2012)(pp.34). Thus, a Process Handler object is a

process component within its subsystem boundary. The controller output interconnection -
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which is also a controlled system input - is dealt with using an externalised control strategy

instead of a strategy where the controller exists within the subsystem boundary. This strat-

egy is an example of a con�guration variation that tests for e�ciencies and system impact.

The e�ect of this speci�c variation is the negation of a network delay on the controlled

Front-end System Set as the Front-end System Set internal control process does not extend

to another system. This strategy is applicable in interactions where no hard constraint exists

for continuous communication. Hence, inter Front-end System Set communication is not a

pre-existence criteria for system control. An example of this is implementing asynchronous

communication in non-blocking architectures in the section on Interfaces and State, section

4.3. An alternative con�guration could be to place the controller outside the subsystem

boundary within a spatial and temporal reach that lessens the communication latency and

reduces in-system process overhead and state management.

Figure 4.10 further represents an adapted process instance life cycle with minor activity

updates. The representation in Reichert and Weber (2012)(pp.34) shows several input-

output requirements for each process state. The OPM state objects for the internal process

execution are extracted directly as; created, running, suspended, completed, activated, and

terminated. The activated state is updated from the original active state. Additionally, the

use of a gerund can interchange such that running represents a running process, or in process

form Process Running. The process template creates a plausible set of process boundaries

against which low level process instructions abstracts. A �nite set of states such as these,

coupled with the abstracted Android OS constants indicated in section 4.3 o�er a variation

matrix against which application level decisions for Front-end System Set establishes. The

interactions for the simple process activity communication in Figure 4.10 is represented us-

ing a Design Structure Matrix (DSM).

The use of a DSM to represent the ISARC decision structure leans on the parameters

extracted throughout this chapter and preceding chapters. The process mapping in Table

4.6 aligns to the structure contained in DSMWeb (2019) as opposed to Eppinger and Brown-

ing (2012)(pp.4). As a result of the inherent �exibility of n-squared matrices, a consistent

view of decision outputs and decision inputs should exist in the ISARC decision approach

to ensure comparable baselines for ongoing decisions relating to the ISARC. Therefore;

1. rows present the output to a cell in the appropriate column and

2. columns present the input received from a cell in the appropriate row.
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Table 4.6: Process Activity State Transition DSM

Activity A B C D E F
Created A x x x
Running B x x x x x
Suspended C x x x
Completed D x
Activated E x x x
Terminated F x

Table 4.7: Process Activity State Transition DSM Clustered

Activity B C E A D F
Running B x x x x
Suspended C x x
Activated E x x
Created A x x
Completed D
Terminated F

Table 4.6 outlines a detailed structural interaction that represents the process transitions

in the ISARC. Activity interactions for Row B Column C, and Row C Column B, indicate

a bidirectional relationship between these process activities. Similarly, a bidirectional re-

lationship exists between Row B Column E, and Row E Column B. Optimisation of the

structural matrix is possible using a clustered input/output approach. The matrix reforms

to appear as Rows:{BCEADF} and Columns:{BCEADF}. Table 4.7 presents a reorganised

DSM for the aforementioned input/output clustering. The intersecting dead cells - black cells

- will remain at the intersection of the row and column of the shifted column set. Clustering

and reorganising is a known DSM handling approach, Eppinger and Browning (2012)(pp.6).

To validate the con�guration for controller placement options discussed in section 4.4,

an example of a control placement problem is noted in IoT, in Stankovic (2014). The deci-

sion parameters for feedback control placement of Agent (Human-in-loop) control positions

at several places within a feedback control system. These are; Outside of the Loop, Inside

of the Controller, Inside the System Model - namely within the system boundary, Inside a

transducer, and at various levels of hierarchical control. These runtime placements play a

vital role in the primary control purpose and those actions that require compensating be-

haviours. Given the con�guration variations of the system parameters seen thus far, a set

of structural model components such as a DSM provides the necessary coverage in reducing

system design complexity.

4.4.1 Applied Process State Transition

In OPM state transition, section 4.4.1 indicated a set of transition entity attributes rep-

resenting the state of a system at a point in time. These are represented as being either;
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initial, default, or �nal (ISO/TC 184/SC 5 (E) (2014)). The de�nitions show that;

1. the initial state of an object shall be its state as the system begins operating, or its

state upon generation by the system during operation. Therefore the initial state of

the process transition is representative of the function and the objects state while the

state is measured,

2. the default state of an object shall be the state in which the object is most likely to

be upon random inspection at the time that the state is measured, and

3. the �nal state of an object shall be its state as the system completes operation or its

state upon consumption by the system during operation, which is broadly the closing

state measurement.

The entities in the set of states and transitioned states, represents a path through the system

such as those seen in Table 4.8. Based on an analysis of the candidate Front-end System

Set process requirements extracted from the OS request constant list, and coupled with the

process state space, the requirements in Table 4.8 represent a series of behavioural aspects

of a Front-end System Set. The transitions in the table represent the �nite state transitions,

represented as a process activity transition adapted from Reichert and Weber (2012)(pp.34).

The interactions of the known process activity �ow seen in Figure 4.10 - simpli�ed in Table

Table 4.8: Proposed Request Interactions for ED/GW

Constant Form Function Process State Transition
SIGINT User/Process Interrupt Requesting running → terminated
SIGQUIT User/Process Termination Requesting running → active → terminated
SIGABRT Process Abort Requesting running → terminated
SIGIOT Process Abort Requesting running → terminated
SIGKILL Process Termination Requesting running → terminated
SIGUSR1
SIGUSR2

Process User Defined Condition Requesting running → active → terminated

SIGTERM Process Termination Requesting running → active → terminated
SIGCONT OS/Process Paused Process Continuation

Requesting
suspended → running

SIGSTOP OS/Process Halt Process Requesting running → suspended
SIGTSTP Process Stop Process Requesting running → active → terminated
SIGBREAK User/Process Interrupt Requesting running → terminated

4.6 - indicates that a baseline for architectural decisions is plausible for a subset of Front-end

System Set decisions, and by extension other IoT-Ce decisions. The creation of pure gerund

processes produce a consolidation of process transitions seen in Table 4.8.

Figure 4.11 introduces a self-standing process for Front-end System Set request handling.

The system diagram proposes a testable series of interactions which uses the SIGINT re-

quest constant from Linux (2018) and integrated with the transitions from Reichert and
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Weber (2012)(pp.34). System value drivers on the change of system state from active to

passive propose a main operand in the SD. The modelling of a system interrupt has value

in that rogue processes can be terminated on demand.

Figure 4.11: Function:ED System Request Handling SD

Listing 4.9: OPL:ED System Request Handling SD

1 IoT System Set exhibits System State.

2 System State can be active or passive.

3 active is initial.

4 passive is final.

5 IoT System Set consists of Front End System Set.

6 IoT System User Group is physical.

7 IoT System User Group handles System Request Handling.

8 System Request Handling requires Front End System Set.

9 System Request Handling changes System State from active to passive.

The SDs in Figure 4.11 and Figure 4.12 extends the IoT-Ce system value model modelled

in OPCAT 4.2. The �gures apply IoT-Ce speci�c requirements with inclusion of new Front-

end System Set objects such as Request and SIGINT object state transitions. Figure 4.11

applies the repeatable model form and function set as the pre-installed ABS example in

OPCAT4.2. The model however represents a smaller system in the IoT-Ce in that it only

handles the interrupt function that a Front-end System Set experiences. The function is

provides a direct attachment of the interrupt as required on the Front-end System Set. All

Things represent a systemic view and thus all form part of the same boundary. Given the

atomicity of the function, it could attach to any process, as previously argued in the case of

the The IoT System Control Handling process. The SD1 for the System Request Handling

processes appear in Figure 4.12.

Figure 4.12 represents a process execution that outlines a runtime testing approach. The

solid red dots in Figure 4.12 traverse the interaction links between processes and objects

and change the state of objects along the execution path. The OPL that represents this

testable model also appears below. Model execution is a carefully planned process. Incorrect
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Figure 4.12: OPD:ED System Request Handling SDx

usage of links and objects will result in OPCAT errors such as Agent Waiting or Activation

Scheduling, which causes a model to fail during OPCAT simulation.

Listing 4.10: OPL:ED System Request Handling SDx

1 Component State can be active or passive.

2 active is initial.

3 passive is final.

4 Front End System Set consists of Process Handler and Device Process Control Manager.

5 Process Handler can be passive or active.

6 passive is initial.

7 active is final.

8 IoT System User Group is physical.

9 IoT System User Group handles System Request Handling.

10 Request consists of Request Signal Identifier.

11 Request Signal Identifier exhibits SIGINT.

12 SIGINT can be created, running, suspended, completed, activated, or terminated.

13 created is initial.

14 terminated is final.

15 System Request Handling exhibits Signal Set.

16 System Request Handling consists of Request Initiating, Request Detecting, Request Executing, and Request

Terminating.

17 System Request Handling requires Front End System Set.

18 System Request Handling zooms into Request Initiating, Request Detecting, Request Executing, and Request

Terminating, as well as Signal Set.

19 Signal Set can be unknown or known.

20 unknown is initial.

21 known is final.

22 Signal Set consists of Request.

23 Request Initiating changes Process Handler from passive to active.

24 Request Initiating yields unknown Signal Set.

25 Request Detecting occurs if Process Handler is active.

26 Request Detecting changes Signal Set from unknown to known.

27 Request Executing changes SIGINT from created to running.

28 Request Executing consumes known Signal Set.

29 Request Terminating requires Device Process Control Manager.

30 Request Terminating changes Component State from active to passive.

31 Request Terminating consumes running SIGINT.
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In summary, the proposed extraction of objects, processes, and states continues to provide a

viable mechanism to stipulate individual requirements and decision parameters. As demon-

strated in this section, the simpli�cation of questions that �lter the system form and system

function can o�er a means to maintain lineage in complex design. By traversing a natural

hierarchy of system diagrams from the uppermost purpose level to lower-levelled signalling

concerns in Front-end System Sets, the ISARC presents the possibility of linking high-level

system requirements to lower-level IoT-Ce process states.

4.5 ISARC Form & Function Summary

This section summarises how the ISARC adheres to the primary systems architecture,

form, and function questions outlined in Table 4.1. The summary aims to baseline time-

independent requirements against which the functional design tests. The requisite processes

that govern the initial state of objects for the system value delivering (SD1), data transmit-

ting (SD1.1) can be found in Figures 4.2 and 4.3, respectively.

Maintaining clarity in the argument on using OPM to abstract a lower-level system pro-

cess can challenge the boundaries of completeness and clarity indicated by Dori. Thus, the

selected operating constants set the boundary for immediate process control in a Front-end

System Set system boundary. The boundary of process control to a Front-end System Set

is internal when the operating system control needs to manage device resource usage. The

�nite state space represented in Table 4.4 produces 36 possible interaction points within the

Android Front-end System Set operating system. Additionally, a series of process variations

that create a constrained runtime process sequence baseline appears in Figure 4.10. These

inputs create a �nite system boundary that claims to model the abstracted IoT-Ce's static

constructs and constraints.

As indicated in ISO/TC 184/SC 5 (E) (2014)(pp.13), an OPM object can exist without a

process. However, a process can not exist without an object as this process is the fundamen-

tal transformation entity in the system. At a minimum, Chapter 4 reinforces the hypothesis

limitation for the boundary considerations of the architecture. This consideration eventu-

ally governs the integrated system architecture boundaries en route to the validated system

model evidence. This summary intends to produce the essential alignment of the thesis to

the systems architecture approach instead of arguing the merits of why form exists before

function and before systems architecture. The overarching proof of object arrangement as a

con�guration indicates that the runtime arrangement as the basis of state transition is �t for

OPM given the object dependability principle in Dori (2002)(pp.61). A systems belief that
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drives the ISARC is that it positions in an existing multi-levelled hierarchy. The hierarchy

of frameworks, to clocks, towards self-regulation is a general system hierarchy noted in Dori

(2002)(pp.386) and Skyttner (1996)(pp.71).

� 3.1::System Architecture::Main Object Process Transformation : The main

object and process transformation is outlined in Figure 4.2. This primary process

exists at one level lower than the system purpose. The delivery of the system value;

IoT Edge System Value Delivering, is represented as processes for two of the three IoT

domains of interest; IoT Data Generating and Acquiring and IoT Data Transmitting.

� 3.2::System Architecture::Additional Object Process Transformations: Ad-

ditional object process transformations such as IoT Data Analysing is a non-ideality

shown alongside the main process transformation in SD1.

� 3.3::System Architecture::Supporting Object Process Transformation: Sup-

porting objects are represented via environmental objects such as the Control Handling

process connected to the IoT Data transmitting process in Figure 4.4.

� 3.4::System Architecture::System Boundaries and Interfaces : System bound-

aries are represented by shared processes. Boundary typed process interactions appear

in Figure 3.9. Boundary processes are modelled in the environmental control detail in

Figure 4.6. The process that indicates the primary boundary is the Failed State Noti-

fying process embedded in the core control problem. This control constraint appears

in the control problem adapted from Janert (2013). Additionally, the Failed State

Notifying process is adapted from the notify constants extracted from the request con-

stant library. The process that consumes and changes the request handled object from

unhandled to handled, is also attached to an unhandled state with a condition link.

� 3.5::System Architecture::Process Execution and Priority : Process execution

priority appears as sequential �ows via top-down execution of processes indicated in

Figure 4.4. The process outputs for each zoomed-in process yield a single object

consumed by the next process in the zoomed process boundary.

� 3.6::System Architecture::Parallel Process Execution and Priority and 3.7::Sys-

tem Architecture::Timing and Constraints: The model alignment requirements

for these systems architecture characteristics are explored in the next chapter on the

analysis of Device Identi�cation, Device Discovery and Device Management.

� 1.1::Form::Abstracted System Representation: The delivery of IoT System

value is largely abstracted from the �nal SDs that model the change of process state
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within signalling constants. The representation of the interrupt constant in Figure 4.11

provides a concrete proposal of the change in state of a created process to one that is

running. A subsequent implementation model of interrupt behaviour will solidify this

viewpoint because a running process can terminate in a Front-end System Set.

� 1.2::Form::Decomposable Form Elements: form structures that can decompose,

use the notion of a Front-end System Set, in relation to a more coarse-grained IoT

System Set. This approach models the exact hierarchy indicated in current edge

systems research. Although current IoT edge research does not structure in ISO OPM-

19450 terms, the resultant ISARC positions the need for the existence of physical and

informatical objects before process execution can occur. This pre-existence is a view

held in ISO OPM-19450.

� 1.3::Form::Spatial or Connectivity Structures: Connectivity structures formal-

ize using instrument and event links that enable execution of the lower-level processes

such as System Request Handling. Spatial considerations are not yet present as the in-

ternal system boundary concerns only regard inbound requests and handling of events

within a time-bound constraint. This time constraint is essential when validating the

parameter outputs against the failure trace data set in Chapter 5.

� 1.4::Form::Main and Supporting Systems Composition: The composition of

the primary system is represented in the system purpose SD. Interactions between the

IoT System User Group and the IoT System Set appear as a management relationship,

with both agent and instrument links.

� 1.5::Form::System Boundaries and Interfaces: Primary system boundaries are

present in reference to possible environmental systems that could impact the primary

system process. An external control handler appears in Figure 4.5 such that a condition

link enforces an occurs-if relationship in the execution order of the process. For event

link constraints, ISO/TC 184/SC 5 (E) (2014)(pp.90) indicates that event links should

not cross the system boundary as this could interfere with the execution order of a

synchronous process.

� 1.6::Form::Use Context: The primary use context is the value delivered via an

increase in dependability. The testable model set outlines the scenario where a pro-

cess is interrupted abruptly by a user. This scenario is one of the highest system

unavailability forms - where a system resource is unreachable. The scenario does not

indicate a failed system state from where recovery is impossible. The terminated pro-

cess merely indicates that a speci�c service is not available at a point in time. This
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state is comparable to a user-induced random failure at some point in a measurement

period.

� 2.1::Function::Primary Externally-delivered Value: The primary delivered value

is increasing system dependability using the IoT-Ce system set. In the case of the front

end and near end system set, the dependability of these systems is the overarching

*ility under which reliability is a supporting metric.

� 2.2::Function::First and Second level Internal Objects, Processes and States:

An internal system diagram is presented in Figure 4.3 and then unfolded as an object

state change diagram with the next level of detail in Figure 4.6

� 2.3::Function::Functional Architecture through Internal Process Interac-

tions: A function to form mapping is handled within several SDs that show object

transformation by consumption and result links. Examples of the these can be found

in IoT Edge System Value Delivering which changes dependability from low to high,

and Device Identifying which changes identi�cation from unknown to known.

� 2.4::Function::Secondary Externally-delivered Value: A secondary external

value delivery can be claimed due to increasing dependability, in that a more e�-

cient data delivery channel and analysis can occur. Although the primary functions of

transmitting and sensing are modelled in the SDs, the closed-loop analysis of system

value delivery might be needed to achieve a higher system bene�ciary value.

4.6 System Con�guration Decision Model

The systems architecture for an IoT-Ce uses OPM to model the hierarchical system's run-

time use context. A substantial set of OPM-extracted parameters produce the support for

an expanded set of ongoing parameter-based architecture decisions against this IoT-Ce hi-

erarchy - for future work. Additional IoT and IoT-Ce decision parameters are presented

to support ongoing parameter extraction for areas other than the IoT-Ce. These parame-

ters appear in Appendix B. An architecture decision principle formation in Crawley et al.

(2016)(pp.326-327) shows three heuristics for creating architecture decisions. These heuris-

tics are; a bounded architectural decision space, decisions that impact metrics signi�cantly,

and decisions that relate to an architecture speci�cally, and not to design decisions. The fol-

lowing decision model outlines the integration of the essential IoT-Ce parameter sets from

Chapters 3 and 4. The decision model;
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1. Model 1 - is known to contain IoT-Ce subsystem interactions, as indicated in the

aggregated architecture options overview presented in Figure 2.1, and extracted into

ISARC parameter Table 3.6,

2. Model 2 - are perceived component interactions built from IoT de�nition extracts

into Table 3.4 and 3.5. These can be seen in the main SD hierarchies in Figures 4.1,

4.2 and 4.3,

3. Model 3 - are known component process states and constants extracted into sum-

marised form into Table 3.7, but expanded in Tables 4.4 and 4.5. These are also

indicated in Figures 4.8 and 4.9, and

4. Model 4 - are known component process transitions extracted into Table 3.8, and

indicated in Figure 4.10.

Figure 4.13: System Con�guration Decision Model

Figure 4.13 outlines the model inputs described in preceding chapters as a collective body

of work. This body of work represents a decomposable value-to-process interaction lineage

for the IoT-Ce using a pure systems architecture approach. Figure 4.13 presents the four

model types that support the system boundary. As noted in the model summary above, a

limited con�guration space contains the parameter set for each model type. The extraction

of speci�c parameters aligned to the IoT domains creates a multi-layered hierarchy that binds

parameters into each layer. This multi-layered approach has resulted in using a dependability

parameter in the SD node layer of the OPM's top-level OPD. This parameter relates to the
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Table 4.9: Decision Model 1 for IoT-Ce Domain Interactions for Figure 2.1

Subsystem/Component C1.1 C1.2 C1.3 C1.4 C2.1 C2.2 C2.3 C2.4 C2.5
Communication M1.C1.1 x x x
Hardware Abstraction M1.C1.2 x x x
Operating System M1.C1.3 x
Remote Management M1.C1.4 x x x
Data Management and Messaging M1.C2.1 x x
Communication and Connectivity M1.C2.2 x x x x
Application Runtime M1.C2.3 x x x
Operating System M1.C2.4 x o
Remote Management M1.C2.5 x x x o

primary bene�ciary value delivery for the proposed systems architecture - IoT Edge System

Value Delivering. The zooming and re�nement between model nodes SD, SD1, and SD1.1

provide a hierarchy that mimics the IoT domains of interest. An abstract view of the state

of value delivering and dependability (SD) is attached to the IoT core domains of interest

(SD1). These SDs are further attached to a speci�c function of transmitting data using an

Front-end System Set (SD1.1). The �nal characteristic relating to the applicability of OPM

as the elected representation of the IoT-Ce systems architecture is the representation of the

runtime contexts of processes in an abstracted Front-end System Set. The lineage created

in the system diagrams proposes a single contribution; however, a larger interaction DSM

proves the �exibility of applying OPM for the ISARC on an ongoing basis. The remainder

of this section proposes the consolidation of parameters to structure a series of components

and process DSMs. This section produces the �nal design matrices, which are coded into

Python and simulated for approximation against the DNS Failure Trace Data sets discussed

by Pang et al. (2004), Kondo et al. (2010), and Epema et al. (2014).

4.6.1 Decision Model 1 Inputs

Decision model 1 creates a static baseline based on the aggregated architecture options

overview is presented in Figure 2.1. Within each of these viewpoints, architectural options

can be analysed simply by using a novel structural matrix. For example, a DSM to outline

component interfacing appears in Table 4.9.

Rows C1.1 to C1.4 contain system capabilities on a constrained device (Front-end System

Set). The C1.x subsystem cluster contains an OperatingSystem that interacts internally to-

ward the HardwareAbstraction represented by C1.3 �> C1.2. The interactions in the C1.x

subsystem indicate a tightly bound set of interactions where all components interact. The

core components interact via the HardwareAbstraction layer, essentially creating a single

point of access from the OperatingSystem.
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Table 4.10: DM2:A Candidate DSM for IoT-Ce Interactions for the ISARC SD through
SD1.1

Location Type Entity M2.1 M2.2 M2.3 M2.4 ...
SD, SD1 Process IoT Edge System Value Delivering M2.1
SD, SD1 Object IoT System User Group M2.2
SD Object IoT System Set M2.3
SD, SD1 Object Near End System Set M2.4
SD Object NE System Dependability M2.5
SD, SD1, SD1.1 Object Front End System Set M2.6
SD, SD1 Object FE System Dependability M2.7
SD, SD1 Object IoT System Controller M2.8
SD1 Process IoT Data Generating and Acquiring M2.9
SD1 Object Sensed Data M2.10
SD1 Process IoT Data Transmitting M2.11
SD1 Object Transmission Attempt M2.12
SD1 Process IoT Data Analysing M2.13
SD1 Process IoT System Control Handling M2.14
SD1 Object Edge Device M2.15
SD1 Object Sensing Capability M2.16
SD1 Object Communication Capability M2.17
SD1 Object Configuration Set M2.18
SD1 Object System State Data Set M2.19
SD1.1 Process Device Identifying M2.20
SD1.1 Object Identification M2.21
SD1.1 Object Assigned Address M2.22
SD1.1 Process Device Connection Establishing M2.23
SD1.1 Object Device Connection State M2.24
SD1.1 Process Device Data Sending M2.25
SD1.1 Process Connecting Terminating M2.26

4.6.2 Decision Model 2 Inputs

The second decision model extracts the core ISARC contribution. The ISARC diagrams

contain object, process, and state components. The modelling of OPM-based DSMs are

already proposed for process-based architectures, Sharon et al. (2012). The second contri-

bution of the study - a simulated ISARC model proof - is not based on transforming the

OPD elements into a DSM e�ciently. Recently, Sobol and Dori (2020) already cover OPM

hierarchy �attening using DSM. Rather, the DSM o�ers a compact structure for ISARC ar-

chitecture decision placement. Table 4.10 produces a DSM based on Figures 4.1 (SD:System

Purpose), 4.2 (SD1:Primary Function) and 4.3 (SD1.1:In-Zoomed Primary Process). The

core focus in this ISARC decision DSM is the representation of known OPM links included

in the source �gures.

Table 4.10 shows the strength of a single compact DSM sourced from 3 di�erent OPM

SD levels. A redacted DSM is presented to outline the format however greater focus is

placed on the codi�cation of this DSM into Python, in Chapter 5.
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Table 4.11: Decision Model 3 for IoT-Ce ED/GW Operating System Signalling

Type Constant M3.1 M3.2 M3.3 M3.4 ...
Notify SIGHUP M3.1
Request SIGINT M3.2
Request SIGQUIT M3.3
Notify SIGILL M3.4
Notify SIGTRAP M3.5
Request SIGABRT M3.6
Request SIGIOT M3.7
Notify SIGBUS M3.8
Notify SIGFPE M3.9
Request SIGKILL M3.10
Request SIGUSR1 SIGUSR2 M3.11
Notify SIGSEGV M3.12
Notify SIGPIPE M3.13
Notify SIGALRM M3.14
Request SIGTERM M3.15
Notify SIGCHLD M3.16
Notify SIGSTKFLT M3.17
Request SIGCONT M3.18
Request SIGSTOP M3.19
Request SIGTSTP M3.20
Request SIGBREAK M3.21
Notify SIGTTIN M3.22
Notify SIGTTOU M3.23
Notify SIGURG M3.24
Notify SIGXCPU M3.25
Notify SIGXFSZ M3.26
Notify SIGVTALRM M3.27
Notify SIGPROF M3.28
Notify SIGWINCH M3.29
Notify SIGIO M3.30
Notify SIGPOLL M3.31
Notify SIGLOST M3.32
Notify SIGPWR M3.33
Notify SIGINFO M3.34
Notify SIGSYS M3.35
Notify SIGUNUSED M3.36

4.6.3 Decision Model 3 Inputs

Decision model 3 represents an interaction matrix for both request and notify signal sets

in the NodeJS OS library. Although the primary interrupt use case is a request signal,

a larger coverage interaction matrix allows for a larger populated data sample that aims

to be generalised in Chapter 5. Additionally, the baseline process interactions outlined in

Table 4.6 coupled with a larger number of completed signal end states, enables the bene�ts

of having a �nite process transition state space without unduly extrapolating interactions.

This approach supports a well-de�ned system boundary. Table 4.11 represents a redacted

36 * 36 element matrix. The ability of a process state to reach another governs the Front-

end System Set component interaction space. The primary optimisation is to achieve the

desired state while achieving e�ciencies in reduced process switching and ine�cient state

management. The allowable runtime component interactions validate in Chapter 5.
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Table 4.12: Decision Model 4 for IoT-Ce Process Interactions

Activity M4.1 M4.2 M4.3 M4.4 M4.5 M4.6
Created M4.1-A x x x
Running M4.2-B x x x x x
Suspended M4.3-C x x x
Completed M4.4-D x
Activated M4.5-E x x x
Terminated M4.6-F x

4.6.4 Decision Model 4 Inputs

Decision model 4 outlines design decisions that de�ne a �xed set of baseline process inter-

actions. An example of the primary baseline con�guration can be seen in section 4.4, with

an early view of the DSM presented in Table 4.6. The static representation of state:1 (func-

tioning) interactions is indicated in Table 4.12. The interactions set the baseline constraints

for the known interactions that could occur in bound-process execution. In Reichert and

Weber (2012)(ch.5), �exibility in process control presents as �tting multiple behavioural

contexts. Reichert and Weber (2012) sees variations in process models derived from a base

model as generally error-prone. Thus, the execution order of the known process activities

serves as a con�guration baseline against which variations test, but ongoing variation will

result in multiple execution paths. In state transition, a set of transition entities represent

the known reachable state of a system. These entities in the set of states and transitioned

states represent a path through the system. The allowable process state transitions from

the DSM in Table 4.12, shows the following possible transitions;

1. Created => Running or Terminated

2. Running => Suspended or Completed or Activated or Terminated

3. Suspended => Running or Terminated

4. Activated => Running or Terminated

The associated state space for each scenario is thus;

1. Sa ={B;F}

2. Sb ={C;D;E;F}

3. Sc ={B;F}

4. Sd ={}

5. Se ={B;F}
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6. Sf ={}

In Table 4.12, the con�guration of a running process activity indicates that it could have

been bypassed entirely by the creating process activity. It is inferred that this represents a

failed process creation. The parameter space for this process could therefore be Sa = {F}.

Sd ={} and Sf ={} represent empty sets which are �nal states in the process transition.

4.7 Chapter Summary

Chapter 4 produced the evidence for considering OPM for the IoT-Ce. Using an extracted

parameter set, the ISARC shows that parameter-based approaches can handle heterogeneous

structures and functions. This parameter-based extract can occur across IoT literature,

frameworks, and implementation architectures. A standardised usage of the OPM symbols

produces a well-structured set of diagrams (OPDs) and the required automated text genera-

tion form (OPLs). By applying a simpli�ed systems discovery method, creating objects and

processes that fall into either systemic and environmental boundaries is achievable. In the

argument that a broader IoT body of knowledge is available over di�erent time horizons,

the recommendation to use OPM's fundamental principles outweighs the modelling of a

systems architecture in competitive systems approaches. OPM requires a core understand-

ing of the operating structures of systems. In contrast, competing methods and languages

focus on cross diagram representation. The use of a single naturalised symbol set in OPM

has enabled the speci�cation of value delivery, attached to primary IoT domains, and then

�nally towards a physical speci�cation of an abstracted Front-end System Set while keeping

principles such as hierarchy, boundary, and state in mind.

Chapter 4 further produces the �rst cycle of system identi�cation as a step into uncov-

ering additional primary and additional supporting functions that could form part of the

primary system value SD. The �exibility of the OPM assures that active learning advances

while modelling the systems architecture. The chapter �nalizes the consolidation of the

parameter extracts that form the basis of model proof in chapter 5. Chapter 4 provided an

optimised requirements model for extracting objects and process parameters that serves as

a precondition for the runnable systems model. Chapter 5 consumes the ISARC parameter

extracts achieved in Chapters 3 and 4 towards a simulation that should drive increases in the

�delity of ongoing architectural decisions for the IoT Systems Architecture for Connected-

Edge Runtime Con�guration.

The outline of Chapter 4 has driven �ve core systems architecture requirements;

174



1. conformance to OPM symbol usage for the structural and behavioural aspects of IoT-

Ce systems that drive con�guration variability,

2. the main system purpose and primary system interactions,

3. supporting objects and process transformations,

4. system interfacing and interactions that support control model types, and

5. process variation and con�guration,

In line with the primary and secondary contributions of the thesis, Chapter 4 �nalises the

proposed standards-based systems architecture that outlines the runtime con�guration of

IoT application components found in the IoT-Ce. Chapter 5 aims to survey the form and

function of the underlying architecture to provide an understanding of decisions that guide

reliability characteristics that support state-awareness - aligned explicitly to a DNS faulted

data set.
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Chapter 5

Examples and Evidence: ISARC

Model Validations

Chapter 5 provides an example of extensions to the model framework presented in Chapter 4.

These extensions apply the evidence of using ISO OPM-19450 to model systems hierarchies

for the IoT-Ce. The application of an executable model indicates that IoT system value

to physical device mapping is possible using a single notation optimised for graphic and

textual representation. On model evidence, earlier SDs expand to a position that enables

model testing in OPCAT 4.2.

Chapter 5 also solidi�es the views on architectural decision variation. Preceding chapters

have discussed vertical themes - System Architecture, IoT-Ce, and Con�guration - which

culminated in creating a de�nition-to-OPM �lter A. A parameter extraction process based

on principles by Dori (2002), ISO/TC 184/SC 5 (E) (2014) and Crawley et al. (2016). The

IoT requirements extraction process presents a compact set of models that contain singu-

lar objects that compose larger objects, with the required system hierarchy placement. A

Design Structure Matrix (DSM) presents a compact and representative view of the decision

model against which the evidence validates.

The proposed ISARC architectural structure for continuous decisions appears in Chapter 5.

An applied Process DSM represents the proposed ISARC decision model. A combination

of Process and Product DSMs apply instead of Organisation DSMs for the decision model.

The interest in ISARC architecture decisions lies in decisioning based on the continuous �ow

of decisions that impact runtime con�gurations for the IoT-Ce. Thus, interactions within

an organisational structure are not needed. The representation of the ISARC, however, uses

both Product and Process DSMs. As indicated in the system con�guration DSMs in Chap-

ter 4, the parameter content argues for static architectures that support runtime behaviours.

176



Namely, both structural and runtime architectures. As per previous summaries, function

(state change of an object) executes on form (structure) to produce system value. Further

considerations apply to control decisions in the form of a PI Controller. As seen in earlier

discussions on autonomous systems design, the nature of feedback impacts system con�g-

uration. Although the PI o�ers standard mechanisms against which proportional control

for immediate error correction and accumulated error testing, the decision model data set

includes random connectivity time and failure state time as standard data set characteristics.

Chapter 5 produces an exciting look into the �ltered parameter set and its architecture

decision-data generation possibilities in Python. The output of the simulations test against

a historical data set - the DNS Failure Trace Archive produced by Pang et al. (2004).

5.1 Primary SD, SDx, SDx.x Model Overview

The primary systems model presents parameters that support increases in dependability for

mobile IoT users. Therefore, the systems model presents a hierarchy of model diagrams that

argue for the placement of components at the correct level of the IoT-Ce system's hierarchy.

The structural view of the model presents time-independent system objects to support func-

tional design. The topmost level SD node presents the purpose of the system that the model

aims to communicate. The SD1 provides the system's capabilities, with SD1.1 providing a

more detailed view of the primary processes that aggregate upwards towards the purpose of

the system. Figure 5.1 represents the model hierarchy. The primary model overview delivers

Figure 5.1: System Model Overview

three applied SD sub-hierarchy use cases. A structured system design viewpoint represents

the implementable system, as seen from a system engineer's perspective. It is the IoT-Ce

systems viewpoint that will be deployed and managed. Crawley et al. (2016)(pp.67) de�nes

the form as the �concrete� realisation of a system, or more aptly, the structure of a system

that exists for some time. The period represents current and future requirements for the

deployed system. The form of the system instruments the function and produces an emerged

value of the system. Applied SD sub-hierarchies are those SDs that appear at lower levels

to the central system diagram geared towards speci�c problem resolutions. Owing to the

incredible �exibility of the OPM ISO-19450, the hierarchy's depth is not hardbound; how-

ever, it requires a practical balance between completeness and clarity of the model content.
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This balance is a known characteristic of OPM Dori (2011). Similarly, this balance applies

to the system decomposition found in Figures 4.1 through 4.6.

These �gures show that the primary bene�ciary value of the IoT-Ce system (Constrained

Device, Gateway, Smartphone, Front-end, and Near-end System Set) is to increase depend-

ability in how generation and acquisition, and transmission occurs. The analysis of IoT

data in the IoT-Ce represents an additional object process transformation that ultimately

supports the IoT data generating and acquiring, and transmitting processes. Thus, the �rst

system boundary discussed is a shared process that enables subsystem interaction. In its

earlier representations, SD represents the system value, SD1 is an in zoomed process, and

SD1.1 further re�nes an in-zoomed process IoT Data Transmitting. The boundary condi-

tion set in the preceding chapter sets an environmental control con�guration. The primary

process of handling system requests related to IoT Data Transmitting, creates an external

invocation to the IoT System Control Handling process.

Within the sub-hierarchy, a component set is the system set required to execute the system's

main processes. This enabler - the instrument - is a Front-end System Set with capabili-

ties that enable device process handling, network connectivity, or capabilities that manage

components that sense the physical environment. These interface forms appear in earlier

chapters on accessing mobile and device operating system states. However, considering

the edge device as a single value providing thing, one might under specify or misrepresent

the system value as abstracted to an application running on the Front-end System Set or

value attained from accessing a speci�c sensor reading. To counter this misrepresentation,

the systems architecture maps the structural components to the mechanisms that apply a

change to the structure. A baseline structural overview appears as a layered framework

containing levels of abstraction away from core hardware requirements such as concurrency

and scheduling. A consolidated framework representing a convergence of a standard lay-

ered Android stack and a sensor node structure from a sensor architecture appears in Fig-

ure 5.2. This convergence extends the understanding that other abstracted functions such

as communication, processing, and memory connect to the hardware drivers and exposed

northbound towards IoT-Ce client applications. Examples of these are already present in the

os.networkInterfaces(), os.freemem(), and os.totalmem() methods indicated in Linux (2018).

Finally, the sub hierarchies provide detailed views on reliability characteristics by attaching

reliability as a key systemic dependability driver. Reliability manifests as an aggregation or

specialization object depending on the inheritance characteristics intended by the model. A

systemic reliability driver manifests as a specialized dependability driver that is controllable
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and exists within the systems boundary. Hierarchy nodes that live under the main hierarchy

create a boundary that protects cascading system faults and failure. A view on hierarchical

failure classi�cations in Høyland and Rausand (2009)(pp.86) sees failures classed as; Inter-

mittent, Extended, Complete, Partial, Sudden, and Gradual. A systemic reliability driver

thus exists as a controllable parameter that manages systemic failures. Figure 5.2 represents

the consolidation of the layers within the Front-end System Set subsystem boundary. The

Front End System Set is a systemic object that proposes to drive dependability increases in

the main SD. The Front End System Set interaction with a primary processes appears in

Figures 4.3 and 4.11

In their view on the architectural assumptions in a sensor network, Bera et al. (2016)

Figure 5.2: An Unfolded Front-end System Set. An integration between Android (2017) and
Bera et al. (2016)

proposes a sensor connection based on a uniform randomly placed node. This behaviour

e�ectively means that an Front-end System Set can move from position 1 to position n ran-

domly. Essentially, supporting this node placement is two system instruments. One which

manages ED/GWs and a second that states the con�guration of the sensor network. In

the ED/GW case, it is a self-contained component. However, topology and con�guration

knowledge is a speci�c function that could appear as either systemic or environmental. For

brevity, the parameter Knowledge Handling references the stated parameter in Table 3.9.

This split indicates that the Bera et al. (2016) proposed architecture, which splits appli-

cation, control, and infrastructure aligns with a known split such as those proposed in the

179



converged abstracted framework, which splits con�guration type, device integration, and

control. This split is seen in Figure 2.17.

5.2 SDx.x.x Model Extensions

The sensor hub layer in Figure 5.2, informs the ISARC concrete node structure in the systems

architecture. The continual smoothing of requirements leverages the OPM active-learning

principle. Systems questions relating to systemic parameter treatment also includes addi-

tional parameters for communication, processing, and storage. This treatment considerably

increases the variability of the operating modes of the sensor hub. The analysis of the

operands (object transformations) expands the possible list of parameters that could impact

architectural decisions for Front-end System Set reliability. For Communication & Con-

nectivity to occur (M1.C1.1 and M1.C2.2), it is proposed that a communication capability

exists and that Data Transmitting requires an active communication capability. Regarding

the IoT System Primary Process OPL in 4.1.2 it shows that;

1. device identi�cation is a candidate systemic or environmental parameter,

2. device discovery is a candidate systemic or environmental parameter, and

3. device management is a candidate systemic or environmental parameter.

The main system diagrams expands to contain processes that support the primary processes

of Identifying, Discovering and Managing. As indicated in the earlier Figure 4.3, Device

Identifying is the �rst executable process in the primary process IoT Data Transmitting.

In the Figure 4.3 OPL line 32, Device Identifying yields an Assigned Address. Thus, an

in-zoomed process for Device Identifying will show that Device Addressing is a sub process

of Device Identifying. Based on link migration requirements in OPM, the instrument link

attached to the _address parameter in Figure 5.3 can be moved from the SD1.x to the par-

ent SD1 in Figure 4.3. This link migration is the responsibility of the modeller as stipulated

in ISO/TC 184/SC 5 (E) (2014)(pp.96).

Each behavioural viewpoint in the sections that follow contains an OPD, OPL, and DSM.

5.2.1 Device Identifying

For identi�cation, the re-purpose of existing standards to meet the needs of IoT use cases

is proposed as a state-of-the-art approach to aid in component reuse and increased system

interoperability. Examples of reuse manifest in the reuse of Domain Name Systems to sup-

port object naming services for edge-device identi�cation, as seen in EPCGlobal Inc. (2008).
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An Address assignment-focused data set for a two-levelled hierarchy appears in Pang et al.

(2004). Pang et al. (2004) positions local (in-system-boundary) versus authoritative (out-of-

system-boundary) DNS server subsystems. In the DNS address assignment �ow, fewer highly

loaded servers exceed the count of variable sparsely deployed local name servers. For clar-

ity, local name servers apply in-boundary thinking as an IoT Gateway for address resolution.

The identi�cation of a device per the DNS standard contains three core components, Pang

et al. (2004). Client resolvers query local domain name servers that in turn query authori-

tative server components. The three subsystems uniquely form a single domain name system.

Addressing

Figure 5.3 represents the Device Identifying function containing the Device Addressing pro-

cess using limited Things to produce a simpli�ed SD1. The associated OPL for the objects

and process in Figure 5.3 is outlined below.

Figure 5.3: Function:OPD Device Identifying

Listing 5.1: OPL:Device Identifying Function

1 IoT Edge Device is physical.

2 IoT Edge Device exhibits Identification.

3 Identification can be unknown or known.

4 unknown is initial.

5 known is final.

6 IoT Edge Device consists of Software Components and Hardware Components.

7 Hardware Components is physical.

8 Hardware Components consists of Address.

9 Device Addressing requires Address and IoT Edge Device.

10 Device Addressing changes Identification from unknown to known.

The device addressing DSM in Table 5.1 has input and output that is declarative. The DSM

clari�es the requirements for a possible set of parameters in an addressing decision. The DSM

indicates that both software and hardware are interconnected by denoting an r (required) in

Row B Column C and Row C Column B, but that the hardware component has an optional
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Table 5.1: DSM:Device Identifying Decision

Configuration Parameter A B C D E F
IoT ED A x r r
Software Components B x r o
Hardware Components C r x r
Address D o x o
Unknown Identification E x
Known Identification F o x

Address relationship. This might be true when Front-end System Set instances do not

have direct internet connectivity, namely, they exist without IP connection capability. The

Address referred to in the DSM appears on a hardware component such as a physical media

access control (MAC) address. One could argue that the MAC address is also an abstraction

of the physical component or merely a representation of a serial number that identi�es

hardware manufacturer and device. However, the abstraction occurs upwards towards the

application layer instead of downwards into the physical device or materials used to produce

components in the physical device. The modelling of lower-level material relationships is

not too complex to imagine using OPM, using principles of hierarchy, boundary, and state.

5.2.2 Device Discovering

For device enrolment to occur into the IoT-Ce, certain physical constraints exists. A device

has to exist to be discoverable before an enrolment can occur. Device discovery can exhibit

three possible behaviours - fully automated, partially automated, and manual. As seen in

section 2.2.2.2 seamless connectivity has several systemic requirements such as the existence

of a device, router and resource. In these requirements, specialization of device roles such as

host and sensors can exist. In addition to a more general process such as Resource Address-

ing or Device Addressing, Resource Routing and Resource Connecting, parameter extraction

for Front-end System Set discovery protocols using de�nition-to-OPM extraction can thus

be extrapolated from IoT protocols in section 2.2.2.2.

To enrol a device into the IoT-Ce, decisions relating to data persistence handling need

to validate against the architecture. These architecture decisions are necessary as the Front-

end System Set could advertise new or existing data in the IoT-Ce system registry. Two

possible decisions are; cached data or persisted data. Cached data can be processed in

memory and then persisted to increase the reliability of data exchange. In the event of a

cache failure, a backup of the data retrieves from the persisted data store. Data that is

elected to persist without primary caching is sent directly to a data store. Some forms of

asynchronous commit happen on the data store to persist the data. There could, however,

be some intermittent caching to aid in the commit process. However, this caching aids in
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short term persistence - an additional or supporting function - and not as a primary func-

tion. This persistence behaviour is a known pattern in large-scale mobile telecommunication

architectures. In the case of a mobile device and subscriber identity module (SIM) card,

data lives at several architectural nodes such as the Equipment Identity Register (EIR),

Home Location Register (HLR), and other service authentication nodes. Once the device

is powered and attached to a mobile network, signalling �ows connect and authenticate the

device and SIM combination to enable mobile services such as voice or data tra�c usage.

The Front-end System Set enrolment pattern is seen to mirror this behaviour. A sensor

hub will need permission - either granted automatically or approved from an IoT gateway

waiting queue - to use the communication network to transmit sensor measurements via the

Front-end System Set. Traversing the Front-end System Set requires the handling of data

exchange between the layers indicated in Figure 5.2. An alternative is that the Front-end

System Set could correlate the nearest active neighbour to the device and instruct direct

communication with an asynchronous publish to ensure data consistency between nodes.

The seamless enrolment of devices is a key requirement for low cost, low power, or lossy

devices in an IoT-Ce ecosystem. This requirement is primarily due to the device population

size and variation that exists in IoT-Ce devices. The architecture decisions that allow for

variations of the three enrolment options produce di�erent scales of pre-existence require-

ments. For example, fully automated enrolment requires that devices contain some levels

of intelligence on dealing with sleep and standby modes. These parameters can either be

environmental, where less concern holds on the control of these modes. Alternatively, the

control of these modes can be systemic, which places direct interest on the impact of de-

cisions relating to di�erent classes of sleep mode functions. For example, should a Device

Enrolment Notifying process trigger a Connection Terminating process after Device Enrol-

ment Completing, and then execute a Device Sleep Mode Initiating process? Logically, yes,

given a strict sequence requirement, however, OPM also supports parallel process execution,

which forms part of the architecture-form-function approach indicated in Table 4.1 (3.6 Sys-

tem Architecture Parallel Process Execution and Priority)

The system bene�ciary in enrolment processes could be the Front-end System Set itself,

having the problem occurrence stated as; Changing Device Battery Usage from high to low.

The primary process will change an attribute such as Sleep Mode state from active to pas-

sive. Thus, the Problem Occurrence, Purpose, Primary Function, Enabler, and Environment

approach applies to speci�c problems such as protocol selection for IoT, as seamless enrol-

ment capabilities might be constrained or supported by the IoT Protocol Set.
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Front-end System Set joining use cases executes as one of three object transformation types.

The Architecture Reference Model (ARM) for IoT, seen in Bassi et al. (2013), outlines these

use cases as;

1. Automated Device Discovery and Enrolment,

2. Automated Device Discovery and Partially Automated Enrolment, and

3. Manual Device Discovery and Enrolment.

On randomness, and as indicated by Bera et al. (2016), random spatial placement of the

nodes can occur. Therefore, random event boundaries should model both static and random

positional impacts on Front-end System Set discovery. A random distribution can argue

to represent increases in model �delity, namely how the system decisions a�ect real-world

system operating conditions from a statistical viewpoint. The Failure Trace DNS data set

presents a model that indicates a concentration of more address resolution connections to

a fewer number of nodes, Pang et al. (2004). As seen in the supplemental section on re-

liability, Section A.1.2, and random behaviour, section A.1.3, a simple random construct

proposes the availability of the system to enrol a device at a point in time. Due to pos-

sible failed enrolment, a set of decisions on handling inbound/outbound Front-end System

Set communication emerges. A key consideration for system control in this thesis is, of

course; variability, non-queued transaction handling, �nite interactions, and random load

behaviours as indicated in Janert (2013).

By inverting the use case focus extracted from the concrete control problem in Janert (2013),

the characteristics of a random set of automated Front-end System Set enrolments still exist.

This inversion places the Front-end System Set at the core of the scaling argument as op-

posed to placing the number of servers that need to scale in order to meet inbound requests.

Essentially, the placement of random Front-end System Set nodes for Data Transmitting

compares to the just-in-time view of server scaling required for inbound requests.

Random failure behaviour exhibited within the Front-end System Set will also behave dy-

namically from the point that the �rst connection after enrolment. Based on the principle of

a failed state wihtin the Survivorship function, at some time in the measurement period, a

random failure will occur, as shown in the supplemental Figure A.2. In setting the discovery

principles, a de�nition of interactivity with Front-end System Set devices sees a system clas-

si�cation aimed speci�cally at identi�cation, the variability of scale, and adaptivity impact
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on reliability. As seen in Khaitan and McCalley (2015), the characteristics de�ne parame-

ters already discussed in preceding chapters. In the design techniques survey, Khaitan and

McCalley (2015) outlines a comprehensive classi�cation of system characteristics that could

impact Front-end System Set discovery, such as;

1. the enablement of digitally accessible characteristics of physical objects,

2. high levels of automated interactions,

3. large and variable scales of connectivity,

4. large and variable temporal and spatial scales, and

5. self-organization and recon�guration. The recon�guration concept referenced by Khai-

tan and McCalley (2015) outline a basic dependability characteristic that incorporates

a de�nition of reliability as seen in Marwedel (2010) and Aubrun et al. (2010).

When analysing these characteristics against the CPS gap mentioned in Mordecai and Dori

(2017a), the following table applies when dealing with device discovery in the IoT-Ce.

Adapted from Table 5.2, Table 5.3 shows four aggregate error handling requirements to

Table 5.2: Logical-Function Gap Characteristics adapted from Khaitan and McCalley (2015)
and Mordecai and Dori (2017a)

Characteristic Gap
Able to access physical object characteristic Misaligned state

Automated interactions Inability to interface
Large scales of connectivity Inability to interface

Variable scales of connectivity Inability to access defined configuration
Large temporal and spatial scales Inability to interface

Variable temporal and spatial scales Inability to access defined configuration

support a failed system state to be handled by multiple subprocesses. These errors identify

with the gap handling classi�cation outlined in the class and CPG types in Mordecai and

Dori (2017a), and adapted in Table 5.2. Table 5.3 sequences in a possible order of existence

where interfacing is primary.

The logical order for handling the error during enrolment is; (1) attempting to establish a

Table 5.3: ED Enrolment Error Set

Error Handling Code Classification
ISARC-EH1 Inability to interface
ISARC-EH2 Misaligned state
ISARC-EH3 Inability to access defined IoT-Ce configuration
ISARC-EH4 Inability to obtain IoT-Ce runtime configuration

connection (Connection Establishing) and being unable to interface the Front-end System
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Set, (2) establishing a connection and receiving a misaligned state message, (3) attempting

to establish connectivity and being unable to access a de�ned con�guration and (4) es-

tablishing connectivity and being unable to retrieve the runtime con�guration. A simpli�ed

state-of-the-art OPD appears in Figure 5.4, coupled with the associated OPL and DSM. The

OPD expands by including state handling for the inability to interface with and misaligned

state errors for the Front-end System Set.

Figure 5.4: Function:OPD Device Discovering Function

Listing 5.2: Function:OPL Device Discovering Function

1 IoT Protocol Set is environmental.

2 Front end System Set is physical.

3 Front end System Set exhibits ED Communication Range.

4 Near end System Set is physical.

5 Near end System Set exhibits GW Communication Range.

6 ED User Group is environmental and physical.

7 ED User Group handles Device Position Changing.

8 ISARC Error Type consists of ISARC-EH1 and ISARC-EH2.

9 ISARC-EH1 can be fail or succeed.

10 ISARC-EH1 triggers Device Discovering when it enters fail.

11 ISARC-EH2 can be aligned or misaligned.

12 Device Discovering exhibits Within Range? and Device Advertised?.

13 Device Discovering consists of Device Position Changing, Device Range

14 Handling, Device Advertising, Device Enrolling, and Device State Updating.

15 Device Discovering requires fail ISARC-EH1, Front end System Set, and Near end System Set.

16 Device Discovering consumes IoT Protocol Set.

17 Device Discovering yields ISARC-EH1.

18 Device Discovering zooms into Device Range Handling, Device Advertising,

19 Device Position Changing, Device Enrolling, and Device State Updating, as well as Device Advertised? and
Within Range?.

20 Device Advertised? can be yes or no.

21 Within Range? can be yes or no.
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22 Device Range Handling requires ED Communication Range and GW

23 Communication Range.

24 Device Range Handling yields Within Range?.

25 Device Advertising occurs if Within Range? is yes.

26 Device Advertising yields Device Advertised?.

27 Device Position Changing changes Within Range? from no to yes.

28 Device Position Changing consumes Front end System Set.

29 Device Enrolling requires Near end System Set.

30 Device Enrolling consumes yes Device Advertised? and succeed ISARC-EH1.

31 Device State Updating requires ISARC-EH2.

32 Device State Updating invokes Device Discovering.

Table 5.4: DSM:Device Discovering Decision

Activity A B C D E F G
Obj:NE System Set A x o
Obj:FE System Set B x x x x x x x
Proc:Range Handling C x x
Proc:Position Changing D x x
Proc:Device Advertising E x x
Proc:Device Enrolling F o x x
Proc:Device State Changing G o x x

The ISARC system model challenges the OPD hierarchy in OPCAT to identify a suitable

process location for the SDx that represents Device Discovering and associated Device Auto

Enrolling processes. The critical systems de�nition question is; what is the primary value

operand for enrolling a device into the IoT-Ce? If Device Discovering and Device Auto

Enrolling locates as an in-zoomed process in SD1.1 IoT Data Generating and Acquiring, it

e�ectively means that enrolment is one of the main sub-processes that support IoT Data

Generating and Acquiring. It could also be the �nal process in SD 1.1. If it does occur as

the �nal process in SD 1.1, the usability of enrolment could tie to most IoT Data Generating

and Acquiring processes. This claim is not entirely true, as current Front-end System Set

device functionality is built such that a device user can sense and collect sensor readings

without being enrolled to an IoT gateway or a larger communications network. The user can

execute IoT Data Generating and Acquiring processes directly using the Front-end System

Set and thus the process is mostly decoupled. Unless a client application speci�cally binds

its runtime sensor behaviour, the sensor largely decouples from being connected within the

IoT-Ce. A simple test is to launch a sensor-based service application with mobile and WiFi

services turned o� on a mobile device. Readings for accelerometers, gyroscopes, and ambient

light do not require a Connected Front-end System Set. It does, however, require a Powered

Front-end System Set.
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The ISARC initial hierarchy appears as;

ISARC

SD:SD

SD 1:IoT System Value Delivering in-zoomed

SD 1.1: IoT Data Generating and Acquiring in-zoomed

SD 1.2: IoT Data Transmitting in-zoomed

View 2:NodeJS Request unfolded

View 3:NodeJS Notification unfolded

A possible candidate for the placement of the SDx for Device Discovering and associ-

ated Device Auto Enrolling processes could be SD 1.2 IoT Data Transmitting. It is clear

that connectivity is a pre-existence requirement for transmitting data. In Communication,

there exists a requirement to understand both origin and destination, even in cases where

asynchronous Communication is the primary message �ow. Without prematurely creating a

new domain for device discovery, the existing IoT domains for Generation, Communication,

and Analytics, can continue to remain in their hierarchy location. One can, however, ques-

tion the primary bene�ciary value of Device Discovering. One possible problem occurrence

for this consideration is; IoT-Ce System e�ciency declining, for which Device Discovering

can change the state of heterogeneous device enrolment e�ciency from low to high. The

auto-generated OPL for the Device Discovering function is listed below. Some of the critical

discovery elements for error handling appears in the OPD. These are primarily objects rep-

resenting an aggregation of error types while showing interaction with the primary discovery

process. Under other modelling methods, these occur as two separate diagrams, namely class

diagrams, and sequences. Secondly, an ordered sub-process �ow from device range handling

to a �nal device state update occurs in the Device Discovering SD.

The updated ISARC hierarchy shows both Identifying and Discovering as sub processes

of the main SD 1.2 IoT Data Transmitting process.

ISARC

SD:SD

SD 1:IoT System Value Delivering in-zoomed

SD 1.1: IoT Data Generating and Acquiring in-zoomed

SD 1.2: IoT Data Transmitting in-zoomed

SD 1.2.1: Device Identifying in-zoomed

SD 1.2.2: Device Discovering in-zoomed

View 2:NodeJS Request unfolded

View 3:NodeJS Notification unfolded
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5.2.3 Device Managing

Section 5.2.2 provides a brief explanation of the enrolment of the Front-end System Set as

per guidance from the IoT Architecture Reference Model. The generalised set of de�nition-

to-OPM extracted parameters produce the outline for a suitable parameter set that models

a suitable attachment scenario for the auto-enrolment type. The management of the Front-

end System Set now establishes a set of processes that could in�uence the primary enrolment

�ows. This section deals with device management in so far as access to the Front-end System

Set. Device management focuses on the management of aggregate resources in Front-end

System Sets. The exposure of abstracted system APIs produces the ability to model con-

verged ED and GW capability, sections 2.2.2.1 and 3.4.2. The aforementioned presupposes

that high-level programming languages run both server and client-side components. This

presupposition is true for the application of IoT device integration.

The model extension shown in section 5.2 provides the initial single boundary architec-

ture in Figure 5.2. However, in device management, con�guration variations generate out of

the simple structure to outline onboard versus tethered sensors. Onboard handling of sen-

sors exhibits di�erent boundary conditions when compared to tethered sensors. Tethered

sensors have the possibility of a lossy communication channel between the Front-end System

Set and sensor node. Recall the case of the Bluetooth application used for thermal scanning

of possible breast cancer threats mentioned in a preceding chapter.

A sample device con�guration variation appears in Figure 5.5. In the sample device, both

sensors will fail to initiate a state call back from the NodeJS server on the Front-end Sys-

tem Set due to a user-initiated interrupt. Thus, the system boundary for a reachable state

measurement is marred by another Front-end System Set's software component inability to

accept or produce requests. In the example below, the Processing capability indicated in

Bera et al. (2016), can reform in an ISARC SD process as Process Executing. The process

Table 5.5: Sample Device Parameters

Path Candidate Param. Final State
FE-SS⇒Process Interrupt SIGINT Server Not Accessible
FE-SS⇒Process Interrupt SIGBREAK Server Not Accessible

interrupt required to create a faulted event in the system uses the SIGINT constants from

the Node JS OS library. Figure 5.6 represents the systems architecture SD1 for this low-level

process.
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.

Figure 5.5: Sample Device Concept Summary. Adapted from Bera et al. (2016)

Figure 5.6: Function:OPD System Process Interrupting

Listing 5.3: Function:OPL System Process Interrupting

1 Front end System Set is physical.

2 Request State Identifier can be sigint, sigquit, sigabrt, sigkill, sigusr1, sigterm, sigcont, sigstop, sigtstp,

or sigbreak.

3 sigkill lasts 5 milliseconds to 5 milliseconds.

4 Front End System User is physical.

5 Front End System User handles System Process Interrupting.

6 Server is a Configuration.

7 Server exhibits Activity and Accessibility.

8 Activity can be processing or stopped.

9 Accessibility can be reachable or unreachable.

10 System Process Interrupting consists of Process Executing,

11 Process Interrupt Handling, and Server Closing.

12 System Process Interrupting requires Front end System Set, sigint Request State Identifier, and sigbreak

Request State Identifier.
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13 System Process Interrupting consumes Configuration.

14 System Process Interrupting zooms into Process Executing,

15 Process Interrupt Handling, and Server Closing.

16 Process Executing yields Server.

17 Process Interrupt Handling changes Activity from processing to stopped.

18 Server Closing changes Accessibility from reachable to unreachable.

A NodeJS code snippet that represents the interrupt process in Figure 5.6 extracts from

Cantelon et al. (2014)(pp.75 and 326). This code block labelled NodeJS OS Constant

Emitter shows the initiation of an HTTP server using NodeJS. This server initiates on port

7001. The code block further indicates that the process executes with a speci�c identi�er

assigned by the operating system. The process identi�er serves the purpose of sending kill

commands for another state emitter like SIGBREAK or SIGKILL. A visual representation

of the constant emitter code block execution order appears in Figure 5.7. Line 10 contains

the execution of the Accessor Constant Emitter once the user executes a Ctrl-C keystroke.

Listing 5.4: NodeJS OS Constant Emitter

1 var http = require(’http’);

2 var server = http.createServer(function(req, res){

3 res.end(’ISARC Accessor Constant Emitter’);

4 });

5 server.listen(7001, function (err) {

6 console.log(’Accessor is listening on port 7001’);

7 console.log(’The process ID is ’ + process.pid);

8 });

9

10 process.on("SIGINT", function () {

11 console.log(’Process Interrupt (SIGINT) Detected’);

12 server.close();

13 });

Figure 5.7: NodeJS SIGINT Emitter Output

In summary, Figure 5.5 outlines a fairly basic view of a sensor node architecture. Once over-

laid with the complexity of an actual implementation using the OS constant variations found

in Android, active-learning questions come to light such as; Does the Processing execute in a

single boundary, or does concurrency requirements in physical sensing mandate an alternate
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architecture? How is process execution impacted across boundaries such as the interaction

with Communication, Memory, and Power? For now, the component boundary modelled in

the sample device con�guration maintains a strict primary function of interrupting a server

process and obtaining an OS constant output. The SD1 in Figure 5.6 indicates that this

interrupt changes the system component's accessibility from reachable to unreachable.

By modelling the system using key systems architecture realisation concepts (Problem-

Purpose-Process-Enabler-Environment), greater awareness around the impacts of system

decisions comes to light earlier in the design process. The model in Figure 5.6 is part of

a hierarchy where the primary value of IoT-Ce is a consolidation of IoT Data Generating

and Acquiring, and IoT Data Transmitting. The placement of the SD that models the in-

terrupt can now contextualise within a more signi�cant IoT domain. The sample device

modelled using the ISARC proposes lineage and a baseline model from where additional

function discussions can cast. An active learning approach has guided us from the earlier

SD models towards SDn hierarchies. The hierarchy extract below shows the possible place-

ment of the application level interrupt process in the primary SD. As a recommendation, the

SD 1.1.1.1.1: Device State Changing moves from SD 1.2.2: Device Discovering in-zoomed

to SD 1.1.1: Device Managing in-zoomed. The primary reason for this move is that the

SD 1.1.1.1.1.1: System Process Interrupting in-zoomed changes the state of the Front-end

System Set from reachable to unreachable - the NodeJS server resources are not reachable

after the CTRL-C executes. The ISARC hierarchy below shows the appropriate placement

of object and processes in relation to other value statements.

ISARC

SD:SD

SD 1:IoT System Value Delivering in-zoomed

SD 1.1: IoT Data Generating and Acquiring in-zoomed

SD 1.1.1: Device Managing in-zoomed

SD 1.1.1.1: Internal Device Processing in-zoomed

SD 1.1.1.1.1: Device State Changing in-zoomed

SD 1.1.1.1.1.1: System Process Interrupting in-zoomed

SD 1.1.2: Internal Device Communication Handling in-zoomed

SD 1.1.3: Internal Device Power Handling in-zoomed

SD 1.1.4: Internal Device Memory Handling in-zoomed

SD 1.2: IoT Data Transmitting in-zoomed

SD 1.2.1: Device Identifying in-zoomed

SD 1.2.2: Device Discovering in-zoomed

View 2:NodeJS Request unfolded

View 3:NodeJS Notification unfolded
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5.3 Model Validation Evidence

The model evidence selects one of the more complex SDs to present the optionality of model

parameter selection. The supporting object and process, IoT System Controller candidate,

seen in Chapter 4 Figure 4.6, provides a concrete implementation of the control control

problem in the Front-end System Set client-server communication case.

The testing capabilities of OPM indicates that the �rst simulated step for IoT System

Control Handling does not initiate the Queued Request Purging immediately. Hence, a

queued request does not exist at the time of the �rst control action. Table 5.6 reproduces

the OPCAT 4.2 life-span graph for the �rst 3 testing steps of the system diagram in Figure

5.8. The solid red circles in Figure 5.8 traverse the interaction links between processes and

objects and change the state of objects along the execution path. The model execution

in a model as large as Figure 5.8 requires meticulous planning. Incorrect usage of links

and objects will result in OPCAT simulation failure caused by missing agent information

or malformed links. The table below is reproducible in OPCAT using the OPD in Figure

5.8. The solid red circles in Figure 5.8 represent a point in time view; however, these circles

Table 5.6: IoT System Controller Test Step 1 to 3

Name Type Step:1 Step:2 Step:3
... ... ... ... ...
Queued Request Purging Process not active[1] active[1] not active[1]
Queued Request Object accessible[1] exists[1] purged[1]
... ... ... ... ...

move dynamically during simulation in OPCAT 4.2. The focus of the �rst model test is

handling a queued purge request - Queued Request Purging. The model can alternatively

test a viewpoint such that System Request Handling process is the focus and not the con-

troller itself. In this case, a request that enables the parameter range state:out of range,

immediately activates the controller. The IoT System Control Handling process activates

immediately in step 2 after the System Request Handling process completes. Figure 5.9

indicates an updated activation �ow for the same model, with a di�erent initiation point,

namely System Request Handling �rst, which instructs IoT System Control Handling pro-

cess. The associated 3 step test shows the parameter range changing from out of range to in

range. Table 5.7 shows a recreated OPCAT life-span graph indicating a parameter range as

out of range in step 1, the System Control Handling process as not active in step 1, and then

active in step 2 without manual adjustment of an object state from active to inactive

in the SD. This can be seen through the executable model test (red dots) and shaded objects

in Figure 5.9.
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Figure 5.8: IoT System Controller Running Test Step 1 to 3

Table 5.7: IoT System Controller Test Step 1 to 3 Alternate Initiation Point

Name Type Step:1 Step:2 Step:3
... ... ... ... ...
Parameter Range Object out of

range[1]
out of
range[1]

in range[1]

IoT System Control Handling Process not active[2] active[2] not active[2]
... ... ... ... ...

The resultant objects and states from this section present as an unfolded, non-sequential

process that can apply at any level in the hierarchy of the system. The primary source invo-

cation in Figure 5.9 is the System Request Handling process, however the invoking process

could also be outbound from the Device Identifying process towards the IoT Control System

Handling process. The system model's invocation link can be e�ortlessly changed to re�ect

a link between Figure 5.9 and the earlier Figure 4.5.

Finally, the representation of the modelled control problem links through the primary un-

folded structure OPD into a candidate systems hierarchy. An extension of the earlier ISARC

hierarchy shows the integration of the unfolded IoT System Controller from earlier Figures

4.4, 4.5, and 4.6 as an unfolded testable structure that can attach at any layer within the

hierarchy.
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Figure 5.9: IoT System Controller Running Test Step 1 to 3 Alternate Initiation Point

ISARC

SD:SD

SD 1:IoT System Value Delivering in-zoomed

SD 1.1: IoT Data Generating and Acquiring in-zoomed

SD 1.1.1: Device Managing in-zoomed

SD 1.1.1.1: Internal Device Processing in-zoomed

SD 1.1.1.1.1: Device State Changing in-zoomed

SD 1.1.1.1.1.1: System Process Interrupting in-zoomed

SD 1.1.2: Internal Device Communication Handling in-zoomed

SD 1.1.3: Internal Device Power Handling in-zoomed

SD 1.1.4: Internal Device Memory Handling in-zoomed

SD 1.2: IoT Data Transmitting in-zoomed

SD 1.2.1: Device Identifying in-zoomed

SD 1.2.2: Device Discovering in-zoomed

View 2:NodeJS Request unfolded

View 3:NodeJS Notification unfolded

View 4:IoT System Controller unfolded
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5.4 SDn Model Extension Summary

The SDn model extensions present an n-level decomposed diagram set that enables a simulation-

ready validation of the ISARC. The original primary SD, SDx, and SDx.x diagrams remain

intact while additional sub-level diagrams append to the required nodes in the SD hierarchy.

These nodes appear in SDx.x.x, SDx.x.x.x, SDx.x.x.x.x and then �nally an application-level

state change in-zoomed at SDx.x.x.x.x.x. Additionally, an unfolded multi-use controller set

attaches to the main SD, which is usable at any hierarchy level, as mentioned above. Model

compliance of the ISARC to OPM ISO-19450 emerges through the use of standard OPM

symbols that can validate using runtime model outputs.

Figure 5.10 presents an overview of the model extensions and the associated impact of

model feedback of lower-level SDn representations on the primary system purpose. Thus,

the primary SD decomposes into SDx, SDx.x and towards the �nal device operating system

function in SDx.x.x.x.x.x. The state change for the overall runtime con�guration of the IoT-

Ce Front-end System Set to an interrupted state negatively impacts the initially planned

system value of changing; dependability from low to high. To recall, the primary SD node

represents the planned system value of changing dependability from low to high.

Figure 5.10: System Model Extension Summary

Although the speci�c interrupt process in SDx.x.x.x.x.x can present arguments from the

point of completeness, the value of modelling the ISARC using OPM naturally supports an

extensible model that can guard against the impacts of model rework, as exhibited in the

ISARC hierarchy evolution. An example of the extensibility of the model is present in the

IoT System Control Handling process in the model validation evidence section. The IoT

System Controller SD shows the extent to which the object can incorporate into a larger

model requirement alongside IoT System Control Handling. For brevity, the application of

a concrete control problem applies to the IoT System Controller model. Furthermore, on
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the rework of the model's objects and processes, it is found that inaccurate assumptions on

the inputs of the process generally cause rework, Eppinger and Browning (2012)(pp.135).

However, re�nement of diagrams for clarity and completeness, as per Dori (2011), appears

on several occasions in the preceding chapters. Thus, the interrupt process re�ects a plau-

sible change of state, namely an interrupt of the IoT-Ce Front-end System Set application,

which results in an unreachable device resource at a point in time.

The consideration for change to the architecture is understanding the magnitude of in-

terdependent system change while ensuring minimisation of architectural shifts. This un-

derstanding should allow the system to settle in a con�guration that is suitable for the

system. A stable set of con�gurations agrees to the objective functions of reducing feedback

guided by reduced assumptions in Process DSMs, Eppinger and Browning (2012)(pp.141).

The split between a need for closed-loop feedback in a system and the decisions that impact

feedback in a system are linked in the ISARC decision model.

5.5 SDn Decision Model Validation

The section on the Decision Model Validation serves as the secondary contribution to the

hypothesis that low-level IoT-Ce con�gurations that in�uence decisions about dependability

can abstract into a conceptual IoT system architecture to support model validation activities.

Claims in the preceding chapters show that de�ning an IoT-Ce parameter set enables a model

that structures into a natural hierarchy when discussing object (system form) and process

(system object transformation). The de�nition-to-OPM approach suggests using OPM ISO

19450. In parallel, Dori's core systems realisation questions; Problem, Purpose, Primary

Function, Enabler, and Environment frames the system boundary that yields exciting results

for ongoing system change and arguments. The ISARC decision model based on DSM and

applied in Python exists as a �nal validated viewpoint of ISARC variations.

5.5.1 Model Validation Implementation

The validation of the ISARC uses Python to provide a reusable component structure for sup-

porting ongoing ISARC architectural decisions. The ISARC model validation uses Python

due to Python's proximity to simulation and data science functions in academia and in-

dustry. As seen in the Python libraries by DeNero et al. (2020), the e�cient handling

of simulation, sampling, distribution, array, and visualisation functions is possible. These

functions are notably present in the Python component set built to support the online data

science course material by the University of Berkeley, Adhikari et al. (2020). The import of

a historical data set serves as the basis of the validation test case. The DNS Failure Trace
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Archive data set by Pang et al. (2004) and published by Epema et al. (2014) - handles in

several di�erent technologies. Technologies such as direct database import using the FTA

SQL dataset, comma-separated value handling in Excel, or a command-line shell script are

all possible. Additionally, Epema et al. (2014) also produces Matlab and a simple sample

read and print script in Python.

The ISARC suggests using CSV imports in Python due to Python's inherent �exibility and

ongoing data science activities. Finally, for browsable results visualisation, Plotly Technolo-

gies Inc. (2020) produces a standard visualisation library that presents a browsable heatmap

with the same form as an n-squared matrix. Other inline graphs use standard matplotlib

graph projections. A reproduction of the system con�guration decisions models found in

DSMs 1 to 4 in Chapter 4, section 4.6, is shown as;

1. Model 1 - Known IoT Subsystem Interactions as Parameter Decision Model 1,

2. Model 2 - Perceived IoT-Ce OPM as Parameter Decision Model 2,

3. Model 3 - Known Device OS Signalling Constants as Parameter Decision Model 3,

and

4. Model 4 - Known Process Interactions as Parameter Decision Model 4.

5.5.2 ISARC DSM Decision Model 1 to 4 Initialisation

The initialisation of the DSM for ISARC Model 1 indicates the subsystem interactions

within a Front-end System Set, and between edge devices and IoT Gateway. A total of nine

components are shown across two subsystems within a single system boundary, as indicated

in Chapter 4, Table 4.9. The code block below presents the NumPy array for the ISARC

Model 1. NumPy is a standard Python library, Oliphant (2006). Note the array diagonal as

having a single constant value of 1. The variable parameter indicator for ISARC Model 1

(M1.x) in the initialised code block below consumes the de�nition-to-OPM references from

preceding sections and chapters to ensure parameter consistency. The variable parameter

indicator value aims to represent a unique instance of the parameter.

Listing 5.5: Code Block 1: ISARC Decision Model 1 Initialisation

1 #Decision Model 1: IoT-Ce Subsystem Interactions as indicated in Chapter 4 Table 4.9

2 #Filename: isarcDecisionModel1Init.ipynb

3 import numpy as np

4

5 dm1Param = [

6 (’M1.C1.1’,’Communication’),(’M1.C1.2’,’HardwareAbstraction’),

7 (’M1.C1.3’,’OperatingSystem’),(’M1.C1.4’,’RemoteManagement’),

8 (’M1.C2.1’,’DataManagementMessaging’), (’M1.C2.2’,’Communication’),

9 (’M1.C2.3’,’ApplicationRuntime’), (’M1.C2.4’,’OperatingSystem’),
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10 (’M1.C2.5’,’RemoteManagement’)]

11 dm1 = np.identity(9)

12 decisionModel1 = np.concatenate((np.asarray(dm1Param),dm1), axis=1)

13 decisionModel1

14

15 #Save for Global Variable use

16 np.save(’DecisionModel1Property.npy’,decisionModel1)

17

18 #Redacted output example for component parameter array concatenated with

19 #NumPy Identity function

20 #array([

21 #[’M1.C1.1’, ’Communication’ , ’1.0’, ’0.0’, ’0.0’, ’0.0’, ...],

22 #[’M1.C1.2’, ’HardwareAbstraction’ , ’0.0’, ’1.0’, ’0.0’, ’0.0’, ...],

23 #[’M1.C1.3’, ’OperatingSystem’ , ’0.0’, ’0.0’, ’1.0’, ’0.0’, ...],

24 #[’M1.C1.4’, ’RemoteManagement’ , ’0.0’, ’0.0’, ’0.0’, ’1.0’, ...],

25 #[’M1.C2.1’, ’DataManagementMessaging’, ’0.0’, ’0.0’, ’0.0’, ’0.0’, ...],

26 #[’M1.C2.2’, ’Communication’ , ’0.0’, ’0.0’, ’0.0’, ’0.0’, ...],

27 #[’M1.C2.3’, ’ApplicationRuntime’ , ’0.0’, ’0.0’, ’0.0’, ’0.0’, ...],

28 #[’M1.C2.4’, ’OperatingSystem’ , ’0.0’, ’0.0’, ’0.0’, ’0.0’, ...],

29 #[’M1.C2.5’, ’RemoteManagement’ , ’0.0’, ’0.0’, ’0.0’, ’0.0’, ...]]

30 #, dtype=’<U32’)

The output of the isarcDecisionModel1Init.ipynb codeblock produces a DSM-typed matrix

with constant diagonal values. The row and column intersection holds a constant value that

can be locked using Python. This will ensure that the value becomes immutable. Oliphant

(2006)(pp.48) suggests the use of �ags.writeable = False.

Listing 5.6: Code Block 2: ISARC Decision Model 2 Initialisation

1 #Decision Model 2 IoT-Ce OPM as indicated in Chapter 4 Table 4.10

2 #Filename: isarcDecisionModel2Init.ipynb

3 import numpy as np

4

5 dm2Param = [

6 (’M2.1’,’SD, SD1’,’Process’,’IoT Edge System Value Delivering’),

7 (’M2.2’,’SD, SD1’,’Object’,’IoT System User Group’),

8 (’M2.3’,’SD’,’Object’,’IoT System Set’),

9 (’M2.4’,’SD, SD1’,’Object’,’Near End System Set’),

10 (’M2.5’,’SD’,’Object’,’NE System Dependability’),

11 (’M2.6’,’SD, SD1, SD1.1’,’Object’,’Front End System Set’),

12 (’M2.7’,’SD, SD1’,’Object’,’FE System Dependability’),

13 (’M2.8’,’SD, SD1’,’Object’,’IoT System Controller’),

14 (’M2.9’,’SD1’,’Process’,’IoT Data Generating and Acquiring’),

15 (’M2.10’,’SD1’,’Object’,’Sensed Data’),

16 (’M2.11’,’SD1’,’Process’,’IoT Data Transmitting’),

17 (’M2.12’,’SD1’,’Object ’,’Transmission Attempt’),

18 (’M2.13’,’SD1’,’Process’,’IoT Data Analysing’),

19 (’M2.14’,’SD1’,’Process’,’IoT System Control Handling’),

20 (’M2.15’,’SD1’,’Object’,’Edge Device’),

21 (’M2.16’,’SD1’,’Object’,’Sensing Capability’),

22 (’M2.17’,’SD1’,’Object’,’Communication Capability’),

23 (’M2.18’,’SD1’,’Object’,’Configuration Set’),

24 (’M2.19’,’SD1’,’Object’,’System State Data Set’),

25 (’M2.20’,’SD1.1’,’Process’,’Device Identifying’),

26 (’M2.21’,’SD1.1’,’Object’,’Identification’),

27 (’M2.22’,’SD1.1’,’Object’,’Assigned Address’),

28 (’M2.23’,’SD1.1’,’Process’,’Device Connection Establishing’),

29 (’M2.24’,’SD1.1’,’Object’,’Device Connection State’),

30 (’M2.25’,’SD1.1’,’Process’,’Device Data Sending’),

31 (’M2.26’,’SD1.1’,’Process’,’Connecting Terminating’)]

32 decisionModel2 = np.concatenate((np.asarray(dm2Param),np.identity(26)),

33 axis=1)
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34 print(decisionModel2)
35

36 #Save for Global Variable use

37 np.save(’DecisionModel2Property.npy’,decisionModel2)

Similarly, the code block for the initialisation of ISARC Decision Model 2 to 4 indicates

the replication of the NumPy concatenation operation using the Python Identity function.

Oliphant (2006)(pp.89) indicates the Identity function to �return a 2-d array of shape (n,n)

and data type, dtype with ones along the main diagonal�. To provide a suitably paced walk-

through of the Python approach for the ISARC, the usage of variables such as the length of

the parameter array is directly declared using a de�ned numeric value in earlier initialisation

code blocks. However, further initialised decision models use a dynamic approach. As seen

in Code Block 3: ISARC Decision Model 3 Initialisation, the calculation of the array length

applies np.identity(len(�Parameter Array�)). The output of this function will automatically

scale the number of array items and provide the requisite dynamism to the ISARC decision

models.

Listing 5.7: Code Block 3: ISARC Decision Model 3 Initialisation

1 #Decision Model 3 Device OS Signalling Constants as indicated in Chapter 4 Table 4.11

2 #Filename: isarcDecisionModel3Init.ipynb

3 import numpy as np

4

5 dm3Param = [

6 (’M3.1’,’Notify’,’SIGHUP’),

7 (’M3.2’,’Request’,’SIGINT’),

8 (’M3.3’,’Request’,’SIGQUIT’),

9 (’M3.4’,’Notify’,’SIGILL’),

10 (’M3.5’,’Notify’,’SIGTRAP’),

11 (’M3.6’,’Request’,’SIGABRT’),

12 (’M3.7’,’Request’,’SIGIOT’),

13 (’M3.8’,’Notify’,’SIGBUS’),

14 (’M3.9’,’Notify’,’SIGFPE’),

15 (’M3.10’,’Request’,’SIGKILL’),

16 (’M3.11’,’Request’,’SIGUSR1/2’),

17 (’M3.12’,’Notify’,’SIGSEGV’),

18 (’M3.13’,’Notify’,’SIGPIPE’),

19 (’M3.14’,’Notify’,’SIGALRM’),

20 (’M3.15’,’Request’,’SIGTERM’),

21 (’M3.16’,’Notify’,’SIGCHLD’),

22 (’M3.17’,’Notify’,’SIGSTKFLT’),

23 (’M3.18’,’Request’,’SIGCONT’),

24 (’M3.19’,’Request’,’SIGSTOP’),

25 (’M3.20’,’Request’,’SIGTSTP’),

26 (’M3.21’,’Request’,’SIGBREAK’),

27 (’M3.22’,’Notify’,’SIGTTIN’),

28 (’M3.23’,’Notify’,’SIGTTOU’),

29 (’M3.24’,’Notify’,’SIGURG’),

30 (’M3.25’,’Notify’,’SIGXCPU’),

31 (’M3.26’,’Notify’,’SIGXFSZ’),

32 (’M3.27’,’Notify’,’SIGVTALRM’),

33 (’M3.28’,’Notify’,’SIGPROF’),

34 (’M3.29’,’Notify’,’SIGWINCH’),

35 (’M3.30’,’Notify’,’SIGIO’),

36 (’M3.31’,’Notify’,’SIGPOLL’),

37 (’M3.32’,’Notify’,’SIGLOST’),
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38 (’M3.33’,’Notify’,’SIGPWR’),

39 (’M3.34’,’Notify’,’SIGINFO’),

40 (’M3.35’,’Notify’,’SIGSYS’),

41 (’M3.36’,’Notify’,’SIGUNUSED’)]

42 decisionModel3 = np.concatenate((np.asarray(dm3Param),

43 np.identity(len(dm3Param))), axis=1)

44 print(decisionModel3)
45

46 #Save for Global Variable use

47 np.save(’DecisionModel3Property.npy’,decisionModel3)

Code block isarcDecisionModel3Init.pynb applies the Android OS Constant array structure

as the baseline for ISARC Decision Model 3. The NumPy array enables a count of each classi-

�cation found in Table 3.7. The code len(decisionModel3[np.where(decisionModel3=="Request")])

yields a response of 11 and len(decisionModel3[np.where(decisionModel3=="Notify")]) yields

a response of 25. At the time of publication there are 36 unique signalling constants avail-

able, Linux (2018).

Greater usability of the data structure is available once the array translates to a datascience

table. DeNero et al. (2020) applies the use of sort, group, and pivot functions.

Listing 5.8: Code Block 4: ISARC Decision Model 4 Initialisation

1 #Decision Model 4 Runtime Process Interactions as indicated in Chapter 4 Table 4.12

2 #Filename: isarcDecisionModel4Init.ipynb

3 import numpy as np

4

5 dm4Param = [

6 (’M4.1.A’,’Created’,’a’),

7 (’M4.2.B’,’Running’,’b’),

8 (’M4.3.C’,’Suspended’,’c’),

9 (’M4.4.D’,’Completed’,’d’),

10 (’M4.5.E’,’Activated’,’e’),

11 (’M4.6.F’,’Terminated’,’f’)]

12 decisionModel4 = np.concatenate((np.asarray(dm4Param),

13 np.identity(len(dm4Param))), axis=1)

14 print(decisionModel4)
15

16 #Save for Global Variable use

17 np.save(’DecisionModel4Property.npy’,decisionModel4)

The establishment of ISARC Decision Model 1 through ISARC Decision Model 4 creates a

programmable interaction set amenable to operating con�gurations, boundary conditions,

and constraints appear. The bounded interaction set creates the primary system boundary

such that architecture decisions segment using the structured hierarchy. For example, IS-

ARC Decision Model 1 (DM1) contains components M1.C1.1 through M1.C2.5 with speci�c

interactions. These would link to DM2, which represents a lower-level interaction set of the

components in DM1. The DM2 further links to DM3 that exhibits operating system states

of a Front-end System Set, which �nally links to process states in DM4. DM4 represents

operating system states through process transition. Thus, a hierarchy of system interactions

applies from initial conceptual architecture to the intended process transitions. Finally, the
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DSM structure enables native input column (IC) values where a decision weight will appear

at the row and column intersection.

The next set of code components shows that hierarchy and system boundary play a role in

assigning decision constraint scenarios for di�erent con�gurations given the decision model

and the earlier constraint set. Standard functions from the Python NumPy library appear

in the code block below.

5.5.3 Model Validation Constraints

Indicated in Chapter 1, the ISARC contains several constraints concerning the Front-end

System Set. These are;

1. The IoT-Ce system is regarded as closed once an IoT device becomes attached to a

local or operator network. The ability of the EG/GW capable mobile smartphone,

termed a Front-end System Set, to initiate communication under a constraint that

all required components allow this communication. For example, �rewall port con-

�gurations, device address advertising, and general availability. The notion of harder

subsystem boundaries for edge components is noted as user-controlled front-end and

near-end system sets and operator-controlled far-end system sets (Cloud), Yu et al.

(2017).

2. Front-end System Set instances increment independently in a non-sequential manner

from a single node towards the physical or logical upper limits of the DNS systems

hierarchy. Local and remote DNS components implement a variable technical limit in

terms of the number of hosts (Front-end system sets) it can respond to in parallel,

3. Front-end System Set instances are enrolled automatically using gateway initiated

interactions. Partial and Manual enrolment is not explored in detail; however, for

brevity, detail is included in Appendix B,

4. internal Front-end System Set processing delays have a variable upper limit.

5. Front-end System Set instances can enter into several sleep and standby states in

between transmission, Rubenstein (2017). Thus, an optimisation strategy concerning

scheduling of application processes is considered such as those indicated in Yu et al.

(2017),

6. the request for Front-end System Set states from a requesting IoT application could

traverse a combination of network protocols via distributed gateways and control sub-

systems, Yu et al. (2017). Yu et al. (2017) indicates that the shortest distance will
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reduce transmission time. To reach a target Front-end System Set, increases in request-

response round-trip time is variable, and

7. the processing of data for model validation purposes is limited to simulated control.

It could include post-event analysis of events supporting the optimisation of control

decisions. A standard Proportional and Integral (PI) control strategy applies to the

simulated control proof.

The constraint model rules appear in individual proof code blocks later in this chapter.

These constraints apply to the generation of ED/GW address connection attempts against

the LDNS node population in the FTA data set.

5.6 Failure Trace Data Set

The positioning of runtime con�guration exhibits its roots in the core understanding of sys-

tem structure and behaviour. Understanding of con�guration increases �delity in systems

models. Architecture �delity represents a level of trust that a system will operate as ex-

pected while in operation. As indicated in the options for model veri�cation and validation,

section 2.7, parts and components undergo process simulation as a possible model type in

early system design phases. Additionally, if these parts or components are whole products,

they can undergo Failure Event Analysis (FEA) in this phase. Cameron et al. (2017) sees

process simulation execution in the model stage as supporting ongoing systems engineering

phases up to post-production. Furthermore, failure analysis and error correlation for dis-

tributed systems in research have shown interest in recent years. The research area produced

a series of data sets located in an online Failure Trace Archive (FTA), Epema et al. (2014).

These data sets support the analysis of error correlation across a distributed architecture

for several classes of internet-connected system classes, Kondo et al. (2010), and speci�cally

Domain Name Systems (DNS), Pang et al. (2004).

The representation of a DNS meets IoT-Ce protocol requirements and a system model for

handling single system boundary issues, the composition of subsystems, and individual com-

ponent reliability. Recent studies have shown that the system pattern for address mapping

handles like a two-tiered problem with component 1 calling component 2 in subsystem 1, and

then component 2 calling component 3 in subsystem 2, within the same systemic �ow. Thus,

the requirement for a process-based system identi�es closely with failure analysis. Hence,

a reference towards state-awareness in components is argued for - similar to those found in

Yigitbasi et al. (2010). In Yigitbasi et al. (2010), the need for a class of state-awareness
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entities in time-varying behavioural analysis of failures in large-scale distributed systems has

vital bene�ts. State-awareness enables;

1. having �signi�cant� impact on solutions that handle fault behaviour pro-actively,

2. having an impact on failure resolution strategies for systems that are in a failed state,

3. being aware of temporal conditions that exist for 'smart checkpointing' and system,

subsystem, or component level scheduling, and

4. having information on creating adaptive fault-tolerant mechanisms.

These bene�ts are a call-back to the notion of state as a driver for adaptive systems design

seen in IBM (2005), Cheng (2008), Swanson et al. (2014), Ashraf et al. (2016), and Villegas

et al. (2017). The design consideration, which outlines the need for information for creating

fault-tolerant mechanisms as seen in Yigitbasi et al. (2010) provides the required visibility,

and by implication, awareness of the state of a system at any given point in time. A practi-

cal example of a set of failed state occurrences emerges from the FTA. The sample data set

submitted by Pang et al. (2004) contains a total of 62,201 hosts. The data set indicates a

higher number of failure occurrences in fewer DNS servers, as shown in Figure A.3.

The following section explains the structure of the FTA data set and produces graphical

representations such as charts, histograms, and other signi�cant statistics. Finally, infer-

ences that present a series of patterns not stated in Pang et al. (2004) supports the ISARC

model proof.

5.6.1 Failure Trace Archive Data Structure

The FTA data set is downloadable in comma-separated and database �le formats. These

formats enable e�cient import and data handling possibilities. The data structure contains

a series of speci�c table structures that are, for the most part, a normalised data structure.

Epema et al. (2014) de�nes the entities in the data set as having the content that produces

a single �le output per entity. Standard keys across the �les enable the relational handling

of �le content.

� A Platform entity contains descriptions of nodes. Examples of platforms are wide

area networks, desktop computers, supercomputers, and web servers.

� A Node entity contains a set of components, which is either a software module or

hardware resource of the node. Each node can have several components, such as CPU

speed, memory parameters, or client availability, each with an associated trace event

set.
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� AComponent entity describes attributes of the software module or hardware resource

of a node.

� A Component performance entity describes the component performance, as mea-

sured through speci�c component benchmarks.

� A Creator entity contains the author responsible for the trace data set. This table

stores details about citations and copyright of authors that have submitted FTA data

sets and analysis.

� An Event Trace entity contains the trace of a series of events, with corresponding

timing information.

� An Event State entity contains the state corresponding to an event trace. For exam-

ple, for node availability, the event state could be the availability of the node. In Pang

et al. (2004), the Event State entity is empty as the state of the node's availability

is found in the actual Event Trace entity.

Figure 5.11: Failure Trace Archive Data Structure. Extracted from Epema et al. (2014)

The entity structure also contains component type codes, event type codes, and event end

reason codes. These contain master reference data for serving primary key values into the

component and event trace entities. The event type codes linked to the event trace entity

identify the state of a node such as {0:�Unavailability�} and {1:�Availability�}. The entity

of speci�c interest in Figure 5.11 is the event trace data set. This data set contains the

population of events and the associated state for each event for each failure trace source.

Unlike the other entities in the data model, the event trace contains the actual measure-

ments of a state instead of reference or descriptive metadata. Entities such as component
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and node list the actual inventory of nodes in the event data sets. However, it is shown that

all nodes identi�ed by an IP address exist in both node and event trace data sets. Thus

using a distinct summary of the nodes in the event trace data produces the total population

of nodes present in the node entity.

The event traces for the Pang DNS data set contains speci�c measurements for 62201

nodes over a two-week measurement period in March 2004 to April 2004. There is a total

population of 384991 measurement entries in the Pang DNS data set. The formal struc-

ture of the model elements is shown in Table 5.8. The primary �elds in Table 5.8 uniquely

Table 5.8: DNS Availability Event Trace Structure extracted from Epema et al. (2014) and
Pang et al. (2004)

Column Description
event_id A unique identifier of the event state

component_id A unique identifier for specific component trace data
node_id A unique identifier for event’s node

platform_id An identifier of the platform that represents the node’s parent
node_name The name of node
event_type An event type. Events are characterised by 0 for unavailable nodes

and 1 for available nodes
event_start_time The start date and time of the event represented in UNIX epoch time
event_end_time The end date and time of the event represented in UNIX epoch time
event_end_reason The event type reason or state changed at the end of this trace.

Event reasons such as infrastructure, hardware or software related
codes are listed in the Event End Reason Code table.

identify speci�c event trace instances are node_name, event_type, event_start_time and

event_end_time. The Platform, Node, and Component hierarchy, which identify with plat-

form_id, node_id, and component_id in the FTA data structure, align with a multi-level

system structure throughout the preceding chapters. For brevity, a System-Subsystem-

Component hierarchy. For this reason, the identi�ed node's IP Address is the identi�er that

uniquely identi�es a single node in the system boundary. To recall, an Address identi�es

a node used in Addressing a Communication path for a node. The Address is a logical

identi�er that resides on the second level of the Platform-Node-Component hierarchy. The

ISARC agrees with the structural aspects of the identi�ed DNS ecosystem, which mimics

the structure outlined for edge computing seen in preceding chapters.

5.6.2 FTA Data Set Handling

Python supports several libraries that enable e�cient handling of arrays, data types, and

�eld calculations. The import code block below indicates the �rst use of Python Pandas.

Pandas is a data manipulation package. A Panda Dataframe is the data type for storing two-

dimensional data. A good match for the n-squared matrix structure, but more importantly,
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Pandas contain one of the most e�cient import methods for handling delimited data sets.

One could argue that more straightforward import methods exist; however, Pandas provides

a head and tail method for the initial sampling of records in a large data set. In Python 3.7,

the following code block imports the Pang et al. (2004) FTA DNS Failure Event data set.

Listing 5.9: Failure Trace Event Pandas Import

1 import pandas as pd

2 traceds = pd.read_csv("event_trace.csv")

3 traceds.head(7)

The resulting table for the �rst 7 records of this import is shown in Table 5.9.

Table 5.9: DNS FTA Data Set First 7 Records extracted from Pang et al. (2004)

event id ... ... node name event type event start time event stop time event end reason
0 ... ... 0.0.0.1 1 1080209426 1080308403 NaN
1 ... ... 0.0.0.1 0 1080308403 1080315634 NaN
2 ... ... 0.0.0.1 1 1080315634 1080318710 NaN
3 ... ... 0.0.0.1 0 1080318710 1080336996 NaN
4 ... ... 0.0.0.1 1 1080336996 1080343801 NaN
5 ... ... 0.0.0.1 0 1080343801 1080376236 NaN
6 ... ... 0.0.0.1 1 1080376236 1080404578 NaN

A thoroughly prepared code block that transforms the Epoch event start time and event

stop time in the FTA DNS delimited �le appears in a subsequent code block. As indicated,

a minimal number of library imports are present to handle the FTA data set. The Python

NumPy library is included in the import, however not required for the actual data set im-

port. The np object supports NumPy operations and methods used later in the analysis.

Similarly, the Python datascience library enables table structure handling that supports

analysis operations for random and �xed sampling used later in the analysis of the FTA

data set.

Therefore, the DNS Event Trace handling code block imports these libraries in preparation

for further use of the operations from these libraries. A series of column transformations

apply to the base FTA data set such that the representation of well-formed date �elds and

an event period appears in the new data set.

Listing 5.10: Code Block 5.1: DNS Event Trace Transformed Import

1 import pandas as pd

2 import numpy as np

3 from datetime import datetime, timezone

4 from datascience import *

5 import matplotlib.pyplot as plots

6

7 now = datetime.now()

8

9 #Standard Data Science Inline Graph Usage by DeNero et al. (2020)(pp.4)
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10 %matplotlib inline

11 plots.style.use(’fivethirtyeight’)

12

13 #Pang DNS Failure Trace Data Set

14 traceds = pd.read_csv(’event_trace.csv’)

15

16 #Analysis Table Data Set for Full Event Trace Population

17 eventds = Table().with_columns(’EventID’,traceds.event_id)

18 eventds = eventds.with_columns(’NodeName’,traceds.node_name)

19 eventds = eventds.with_columns(’EventStart’,traceds.event_start_time)

20 eventds = eventds.with_columns(’EventStartE’,traceds.event_start_time)

21 eventds = eventds.with_columns(’EventStop’,traceds.event_stop_time)

22 eventds = eventds.with_columns(’EventStopE’,traceds.event_stop_time)

23 eventds = eventds.with_columns(’EventType’,traceds.event_type)

24 eventds = eventds.with_columns(’EventTimeDiff’, traceds[’event_stop_time’] - traceds[’event_start_time’])

25

26 eventds[’EventStart’] = pd.to_datetime(eventds[’EventStart’],unit=’s’)

27 eventds[’EventStop’] = pd.to_datetime(eventds[’EventStop’],unit=’s’)

28 eventds

To cluster IP-addressed nodes into an initial bin set, a custom function de�nes 100-interaction

cluster sets.

Listing 5.11: Code Block 5.2-DNS Event Trace Clusters

1 # Define Clusters for Availability-Non Availability

2 def setValueCluster(SumVal):

3 if SumVal <= 100:

4 return ’0-100’

5 elif SumVal <= 200:

6 return ’101-200’

7 elif SumVal <= 300:

8 return ’201-300’

9 elif SumVal <= 400:

10 return ’301-400’

11 elif SumVal <= 500:

12 return ’401-500’

13 elif SumVal <= 600:

14 return ’501-600’

15

16 # Define and Present Cluster Pivot

17 DNSEventPivot = eventds.pivot("EventType",str("NodeName"))
18 DNSEventPivot = DNSEventPivot.with_column(’EventSum’, DNSEventPivot[1] + DNSEventPivot[2])

19 DNSEventPivot = DNSEventPivot.with_column(’EventSumCategory’, DNSEventPivot.apply(setValueCluster,’EventSum’))
20 print(DNSEventPivot.group("EventSumCategory"))
21

22 # Pivot Output for Pang FTA Event Trace Data Set

23 #EventSumCategory | count

24 #0-100 | 61943

25 #101-200 | 231

26 #201-300 | 15

27 #401-500 | 2

28 #501-600 | 10

The sum of nodes (count) that exhibit the number of interactions (EventSumCategory)

indicates that the most signi�cant number of nodes (61,943) experience from 0 to 100 in-

teractions, while a fewer number of nodes (258) experience 101 to 600 interactions over the

measurement period. None of the nodes in the data set experienced 301 to 400 interactions.
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5.6.3 Signi�cant Data Set Parameters

Pang et al. (2004) cites the structure of the DNS system as hierarchical, containing client

resolvers, local name servers (LDNS), and authoritative name servers (ADNS). Client re-

solvers look up their local DNS server, which queries the authoritative server to perform

address to hostname mapping. In the availability study by Pang et al. (2004), the primary

�ndings are;

� �a large number of users use a small number of local DNS servers�,

� �majority of local and authoritative servers are highly available without a single ob-

served failure�,

� �consistent availability periods last days or weeks, with recovery lasting no more than

a few hours at a time�,

� �there exists a small fraction of single 9, or less, availability metrics�, and

� �local name servers are more variable in con�guration and exhibit more activity on a

few number of servers�, and

� �a slight positive correlation exists between usage of the node and availability for local

and authoritative servers.�

The signi�cant parameters extracted from the data set show that a small number of nodes

handle the highest percentile of state switching in the measurement period. TheMost Active

Nodes code block below summarises the distinct NodeName instance into the combined count

of total available and unavailable states over the measurement period.

Listing 5.12: Code Block 5.3-DNS Event Trace Most Active Nodes

1 # Display the top state switching nodes in the FTA data set

2

3 DNSMostActiveNodeSummary = Table().with_columns(’NodeName’,\

4 eventds[’NodeName’])

5 DNSMostActiveNodeSummary = DNSMostActiveNodeSummary.with_columns\

6 (’EventType’,eventds[’EventType’])

7 DNSMostActiveNodeSummary.select([’NodeName’]).group(’NodeName’).sort\

8 (’count’,descending = True)

A descending sort on the number of combined {1:Availability} and {0:Unavailability} states

indicate that there are nodes that have a high percentage of event switching interaction in the

DNS event data set. This code block reiterates the �ndings by Pang et al. (2004). The code

block result indicates that speci�c nodes display the highest grouping of switching behaviour

in the FTA data set. For example, Node 0.0.77.231 exhibits the highest {0:Unavailability}

and {1:Availability} state switching number in the data set.
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Listing 5.13: Code Block 5.4-DNS Event Trace Pivots

1 #Event Trace Pivot for State Switching ** Use print line to validate EventSum split for each NodeName

2 #print(DNSEventPivot.sort(’EventSum’,descending = True))

3

4 #NodeName | 0 | 1 | EventSum | EventSumCategory

5 #0.0.77.231 | 274 | 275 | 549 | 501-600

6 #0.0.80.155 | 273 | 274 | 547 | 501-600

7 #0.0.171.87 | 272 | 273 | 545 | 501-600

8 #0.0.63.37 | 266 | 267 | 533 | 501-600

9 #0.0.60.251 | 264 | 265 | 529 | 501-600

10 #0.0.114.94 | 263 | 264 | 527 | 501-600

11 #... (62195 rows omitted)

12

13 #Output FTA Arrays to reusable Comma Separated Value files (CSVs)

14 eventds.to_csv(’DNSEventTraceTransformed.csv’)

15 DNSEventPivot.group("EventSumCategory").to_csv(’DNSEventClusterSummary.csv’)

16 DNSMostActiveNodeSummary.select([’NodeName’]).group(’NodeName’).sort(’count’,descending = True).to_csv(’

DNSMostActiveNodeSummary.csv’)

17 DNSEventPivot.sort(’EventSum’,descending = True).to_csv(’DNSMostActiveNodeDetail.csv’)

The signi�cant con�guration parameters that facilitate a reduced data set are; Network-

Failure and DynamicIPAddress, as seen in Pang et al. (2004). The code blocks DNS Event

Trace Most Active Nodes, and DNS Event Trace Pivot represent a re�ection of a point in

time without further �ltering of the data set. In Pang et al. (2004), the NetworkFailure

parameter tested for failures close to the node from which data ping requests initiate. The

node networks exhibit a clustered impact and thus supported the exclusion from the primary

measurement data set. Pang removed measurement periods where many nodes indicated

"correlated" failures, Pang et al. (2004). The resultant output from the LDNS data set is

further constrained through a DynamicIPAddress parameter using a mix of name �ltering,

address clusters, and sequence responses.

The scale of the reachable nodes was reduced, given speci�c boundary conditions. These are

hard system boundaries against which Pang et al. (2004) state the signi�cant primary �nd-

ings in their work. The time-bound boundary for the measurement obtained using the stats

function shows that the earliest EventStart is experienced for Node 0.0.0.35 on 2004-03-18

18:24:03 with the event state ending on 2004-03-22 18:21:05. Similarly, the earliest stop is for

Node 0.0.16.134 is on 2004-03-18 19:27:53 and 2004-03-18 19:52:04. Thus the minimum start

event is 2004-03-18 18:24:03, and the minimum stop event is 2004-03-18 19:27:53. Similarly,

the max start event is 2004-04-11 02:27:14 for Node 0.0.27.198, and the max stop event is

2004-04-11 02:27:15 for Node 0.0.91.147. The di�erence between the earliest start and latest

stop event is the number of days between 2004-04-11 02:27:15 and 2004-03-18 18:24:03. In

Epoch terms, this is the di�erence between 1081650435 and 1079634243, which equates to

23 days. This result can be veri�ed using a simple di�erence between the Epoch dates found

in the FTA data set. The standard eventds.stats output in Python produces the Table 5.10.
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For brevity, the minimum and maximum date values are the signi�cant parameters for the

data under review.

The method of stating measurement �lters condense the Pang area of study into a data

Table 5.10: FTA DNS Signi�cant Range

Statistic EventID EventStart EventStop EventType
min 0 2004-03-18 18:24:03 2004-03-18 19:52:04 0
max 548 2004-04-11 02:27:14 2004-04-11 02:27:15 1

set that contains a suitably bounded population. The code blocks DNS Event Trace Trans-

formed Input and DNS Event Trace Clusters represent a con�rmed system boundary, with

de�ned {0:Unavailability} and {1:Availability} states. Therefore, the FTA data set repre-

sents a point in time view of state across a set of nodes with the hierarchy of a system.

The essential data set parameters indicates that a large number of nodes switch state less

frequently. These nodes are represented by conditions that align them closer to LNDS type

nodes. Namely, those that require a lookup towards an ADNS node-set. The signi�cance

in the data set shows that as few as ten nodes in the entire population had the majority of

available and unavailable state switching for the 23-day measurement period. Therefore, this

data set provides su�cient operating conditions for the ISARC model validation. The data

set conforms to; a two-tier hierarchy between address requesting nodes, a bound measure-

ment period, and the parameters; NetworkFailure and DynamicIPAddress, as a candidate

set of constraint conditions for a speci�c addressing process.

The population statistics for the main data set traceds in code block 5 - now labelled

DNSEventTraceTransformed - shows; 223596 individually occurring {1:Availability} states

and 161395 individually occurring {0:Unavailability} event states. Thus, a selection for the

population set of 384991 events can be split into a 42% {0:Unavailability} and 58% {1:Avail-

ability} statistic. The population split in the code block assumes - with all things equal -

that a connected state will prevail 58% of the time within each validation sample set.

In the lecture on data sampling(Lecture 4.2), Adhikari et al. (2020) cites three sampling

methods to obtain a representative sample. Deterministic sampling determines where a

�xed set of positions can be sampled from the data set, Probability sampling indicates that

an event is selected by chance out of the population, and Uniform Random sampling indi-

cates an equal chance of selection of each event from the entire population. As the �xed

measurement period in DNSEventTraceTransformed represents points in time, a Determinis-

tic sample can display some bias in the validation. For example, an {0:Unavailability} state
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that continues for a more extended period lends itself to testing a more signi�cant number

of con�guration options. Conversely, a shorter {0:Unavailability} state of a few seconds

or minutes might not have the opportunity of applying that same amount of con�guration

changes in order to correct the {0:Unavailability} state. Random and uniform random sam-

pling can be used as the population split in DNSEventTraceTransformed is roughly around

midway. Both methods are present in the validation.

Adhikari et al. (2018)(ch.11) and Adhikari et al. (2020)(Lecture 5.3) summarise the steps

for statistical model assessment. The steps for model assessment contain;

� the de�nition of a statistic from the data set. This is a measure against which the

model is tested. For the ISARC, it is the runtime con�guration set that comprises

of parameter selection from DSM code blocks 1 to 4 that could change the �xed

DNSEventTraceTransformed {1:�Availability�} and {0:�Unavailability�} states,

� the simulation of the statistic given the model's assumptions and constraints,

� the visualisation of the prediction outcomes against the statistic, and

� a claim that the model aligns or misaligns with the statistic.

In their lecture on random sampling, Adhikari et al. (2020)(Lecture 5.2. A Model about

Random Selection) produces a novel random selection code block that creates a selection on a

100 unit population between a 0.26 and 0.74 distribution split - a jury selection use case. This

selection approach is further stated in Adhikari et al. (2018)(ch.11.1). The code block below

modi�es the random selection code indicated in Adhikari et al. (2020)(Lecture 5.2. A Model

about Random Selection) and Adhikari et al. (2018)(ch.11.1), by creating a sample selection

proportion from the DNSEventTraceTransformed population count. This randomly selected

population set ensures minimal bias in the selection of events. It further aims to show how

random the actual states are according to the 58/42 split that DNSEventTraceTransformed

represents. A selected random event set from DNSEventTraceTransformed expands to its

pre and post-event states.

Listing 5.14: Modi�ed Sample Population Distribution

1 #Adapted from Adhikari et al. (2020)(Lecture 5.2. A Model about Random Selection)

2

3 connectedCount = make_array()

4 connectedSplit = make_array(0.58, 0.42)

5

6 # Total FTA Event Occurrences 384991

7 # 0.58 223596 {1:Availability} States & 0.42 161395 {0:Unavailability} States

8 eventSample = 384991

9

10 simulationTrials = 10000
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11 for i in np.arange(simulationTrials):

12 sample_distribution = sample_proportions(eventSample, connectedSplit)

13 sample_count = (100*sample_distribution).item(0)

14 connectedCount = np.append(connectedCount,sample_count)

15

16 Table().with_column(’Random Sample Count’,connectedCount).hist()

The code block outputs a Python histogram that samples several available states in the

eventSample over 10000 simulation trials. As expected, the sample indicates that the number

of connected states under the code block conditions in the sample tends to represent a normal

distribution. Figure 5.12, presents a null hypothesis that indicates nothing else besides a

Figure 5.12: Standard Sample Population Simulation

series of random events that occurred in generating the sample data set from a statistic

already represented in the FTA data set. This output does not show randomness in how the

Pang et al. (2004) historical data set was generated. The code block merely shows a selection

probability as a standard selection criterion given the population (384991) and the 58%

{1:Availability} state. Adhikari et al. (2018)(ch.11.3) indicates this as a pure �chance� model.

If the ISARC proof were to ignore the impacts of architecture decisions on the runtime

con�guration, the null hypothesis would represent that nothing besides chance is happening

to the availability and unavailability states of the systems architecture, as represented in the

FTA data set. The statistic of 42% {0:Unavailability} and 58% {1:Availability} is somewhat

certain in that it is a direct extract from the Pang et al. (2004) historical data set. This

certainty includes the assumption that nothing changes the base statistic until an action or

decision impact applies to the system's state at each measurement period in the FTA data

set.
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5.7 Validating ISARC Con�gurations

The validation of runtime con�guration options accesses the outputs from Code Blocks 1

to 5 in this section. The code blocks provide the necessary �exibility to include a greater

number of parameters, thereby increasing con�guration options. The variables in each code

block hold the necessary form and function interactions that govern the systems architecture

stipulated throughout the prior chapters. The matrix decision structure native in Python

mirrors the earlier arguments for system interaction and its associated hierarchies using

DSMs. Extension to the DSMs and handling of additional parameters can append without

introducing cascading impacts between model types. One could argue that a single code

block with all required variables can produce the same validation output. Although this

could be correct, it would violate primary software architecture principles such as modular-

ity, cohesion & coupling, IEEE (1990)(pp.48). In reference to the earlier conceptual model

that structures the thesis, Figure 5.13, the model validation proof is shown in Figure 5.14.

Figure 5.14 represents the implementation of the core thesis concepts of indicating con-

Figure 5.13: A conceptual overview of the thesis

nected edge runtime con�guration options and its impact on dependability. To outline the

research question responses;

1. Propose a standards-based systems architecture that outlines the runtime con�gura-

tion of IoT application components found in the IoT-CE. Models 1 to 4 represent

this.

2. Survey the form and function of the underlying architecture to provide an understand-

ing of decisions that guide dependability characteristics that support state-awareness.
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A Python simulation that uses datascience constructs proposes an implementation of

(1). The model's output compares to a �xed historical data set for a multi-node DNS

hierarchy, the FTA for a DNS by Pang et al. (2004).

The simulation of runtime con�guration options selection thus shows how di�erent run-

time con�guration parameters of the IoT system, subsystems, and components support

dependability through reliable state awareness of the IoT-Ce. Additionally, the simulation

of architectural options in a heterogeneous system aims to drive minimised error and control

actions for the IoT-Ce ED/GW components. A non-determinism characteristic in architec-

ture decisions appears as the primary basis for parameter selection.

Figure 5.14 extends the earlier model by referencing the code blocks that now represent

each ISARC validation requirement. The simpli�ed FTA data set handlers extend the ar-

gument for modularity in the code blocks. Code Block 5 prepares, modi�es, expands, and

outlines clusters of high state switching activity of the measured DNS node-set. Code Block

5 comprises of 5.1 through 5.4. The interaction set is similar to a Front-end System Set with

multiple HTTP resource requests towards its server component. This inbound resource re-

quest references in earlier �ows indicating non-blocking resource requests in Figure 3.7.

Figure 5.14: System Con�guration Decision Model to Code Summary

Table 5.11 lists the input and output for all structural decisions as well the data sets that

represents con�guration variation testing. The generation of multiple data samples repre-

sents the suggested e�ectiveness of con�guration options. In Python, the datascience library
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Table 5.11: Codi�ed ISARC Implementation and FTA Import Summary

Code Blocks (CB) for Python Variable Transformation
(CB1) dmParam1 –> decisionModel1 (9 parameters)
(CB2) dmParam2 –> decisionModel2 (26 parameters)
(CB3) dmParam3 –> decisionModel3 (36 parameters)
(CB4) dmParam4 –> decisionModel4 (6 parameters)

(CB5) FTA Trace Data Set:event_trace.csv –> DNSEventTraceTransformed:eventds
(CB5) Transformed Python Data Set:eventds –> Event Cluster Summary:DNSEventPivot

(CB5) Transformed Python Data Set:eventds –> Most Active Nodes:DNSMostActiveNodeSummary
(CB5) Event Clusters:DNSEventPivot –> Most Active Node Detail:DNSMostActiveNodeDetail

by DeNero et al. (2020), built for the online data science course material by the University of

Berkeley, Adhikari et al. (2020), contains functions for the analysis of a population's statis-

tics and inferences about those statistics.

The primary data sets for the validations initialise via the _GlobalVariableHandler code

block. This script ensures that a measurable set of parameters represent a point in time

function and form. Inferential data sets represent the state changes against this baseline.

The datascience library by DeNero et al. (2020) generate these inferential datasets. Finally,

the �xed FTA {0:Unavailability} and {1:Availability} states per node creates the mastered

state blueprint.

Listing 5.15: _GlobalVariableHandler

1 #Initialise Arrays from Decision Model 1 to 4

2 #Code Block: _GlobalVariableHandler

3 import numpy as np

4 from datascience import *

5 import pandas as pd

6 import matplotlib

7 matplotlib.use(’Agg’)

8

9 from datascience import Table

10 %matplotlib inline

11 import matplotlib.pyplot as plt

12 plt.style.use(’fivethirtyeight’)

13

14 #Load Decision Models into runtime Notebook

15 decisionModel1 = np.load(’DecisionModel1Property.npy’)

16 decisionModel2 = np.load(’DecisionModel2Property.npy’)

17 decisionModel3 = np.load(’DecisionModel3Property.npy’)

18 decisionModel4 = np.load(’DecisionModel4Property.npy’)

19

20 #FTA Data Science Table Imports

21 DNSEventTraceTransformed = Table.read_table(’DNSEventTraceTransformed.csv’)

22 DNSEventClusterSummary = Table.read_table(’DNSEventClusterSummary.csv’)

23 DNSMostActiveNodeSummary = Table.read_table(’DNSMostActiveNodeSummary.csv’)

24 DNSMostActiveNodeDetail = Table.read_table(’DNSMostActiveNodeDetail.csv’)

25

26 #Initialise Result Set Data Structure

27 ISARCResultSetASimulation = Table(make_array(’SimulationTime’,’FailedConnectionCount’,’

FailedConnectionPercentage’,’SuccessConnectionCount’,’SuccessConnectionPercentage’,’ConnectionMatch’, ’

EDGWSamplePopulation’, ’FTASamplePopulation’))

28 ISARCResultSetBSimulation = Table(make_array(’SimulationTime’,’SimulationTimestep’,’ConnectionPossibilityAlt’,’

count’,’ConnectionMatch’,’PercentageSplit’))

29 ISARCResultSetBSimulationComparison = Table(make_array(’SimulationTime’,’ISARCFCC’,’ISARCFCP’,’ISARCSCC’,’

ISARCSCP’,’ISARCPopulationSize’,’FTAFCC’,’FTAFCP’, ’FTASCC’,’FTASCP’,’FTAPopulationSize’,’FCPMargin’,’
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SCPMargin’,’DecisionSensitivity’,’ISARCConfCluster’,’AdjustedISARCMargin’))

30 ISARCResultSetBSimulationComparison_AppliedControl = Table(make_array("SimulationTime","EventStart","

FTASampleFC","FTASampleSC","FTASimulationSample","SampledFTAFCP","SampledFTASCP","FTA Unavailability

Actual","FTA Availability Actual","ISARC Unavailability Controlled","ISARC Availability Controlled"))

The data sets initialised in the _GlobalVariableHandler code block enable a single compar-

ative baseline for the ongoing test of a client to local to remote server addressing pattern.

The data set content appear as;

1. a DNSEventTraceTransformed datascience table which contains a series of �xed {0:Un-

availability} and {1:Availability} states,

2. a DNSEventClusterSummary datascience table which indicates clusters of state switch-

ing behaviour,

3. a DNSMostActiveNodeSummary datascience table which indicates the most active

state switching nodes, and

4. a DNSMostActiveNodeDetail datascience table, which indicates the most active node's

state switching behaviour.

Furthermore the _GlobalVariableHandler code block delivers;

1. an ISARCResultSetASimulation datascience table that holds the results array of the

�rst simulation sets,

2. an ISARCResultSetBSimulation datascience table that holds the results array of the

second simulation sets,

3. an ISARCResultSetBSimulationComparison datascience table that holds comparative

statistics, and

4. an ISARCResultSetBSimulationComparison_AppliedControl datascience table that holds

comparative statistics with applied PI control.

5.8 Sampled Data Set for Fixed FTA Measurements

The variation in sample set indicated in the lectures on sampling in Adhikari et al. (2020)

show that the DNSEventTraceTransformed data set can split into �xed or random sampling

sizes. For example, a �xed sample could contain lower frequency interaction addressing com-

ponents for Front-end System Set instances. A 0-100 interaction set will contain variable

Front-end System Set connection attempts with a lower address resolution success rate if

nodes in the 101-600 interaction set are in state {0:Unavailability}. The larger number of
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Front-end System Set instances in the 0-100 interaction set still adheres to random place-

ment as per Bera et al. (2016). Additionally, a 101-600 interaction set will attach Front-end

System Set instances with higher switching behaviour. For brevity, a larger number of nodes

exhibit fewer interactions when compared to a concentrated cluster of speci�c nodes. Hence,

it exhibits lower addressing success for Front-end System Set instances. A fewer number of

nodes exhibit a larger number of interactions.

Due to this characteristic, several sample variations from the primary DNSEventTraceTrans-

formed data set represent Front-end System Set interactions. Simulation code that enables a

repeatable extract of sample data set variations appears in the _GlobalEventSampling code

block. Three di�erent sample approaches appear for clarity; however, the choice of sampling

is to conform to a uniform random sample for uniquely sampled events.

Listing 5.16: _GlobalEventSampling Summary

1 #Comment Code by adding or removing Hash Symbol for Specific Sample Base Types (BT)

2 #Code Block: _GlobalEventSampling

3

4 #An example of a Deterministic Sample for record locators 10,14 and 19.

5 #Input: DNSEventTraceTransformed

6

7 DNSEventTraceTransformed.take[10,14,19]

8

9 #An example of a Deterministic Sample for nodes with .1 Tuple in the Node Address.

10 DNSEventTraceTransformed.where("NodeName", are.containing(’.1’))

11

12 #An example of a Deterministic Sampling with Random Start

13 sampleStart = np.random.choice(np.arange(10))

14 DNSEventTraceTransformed.take(np.arange(sampleStart, 10))

15

16 #An example of a Uniform Random Sample with Replacement. Showing Possible Duplicate Sample Events.

17 DNSEventTraceTransformed.sample(100)

18 DNSEventTraceTransformed.sample(10000).group("NodeName")

19

20 #An example of a Uniform Random Sample without replacement. Showing Uniquely Sample Events.

21 DNSEventTraceTransformed.sample(1000, with_replacement=False).group("NodeName")

22 DNSEventTraceTransformed.sample(5, with_replacement=False)

The codi�ed representation of all required decision models (CB1 through 4), data samples

(CB5), and visualisations represent the core argument that the hierarchical systems architec-

ture for the connected edge contains a multi-leveled set of form and function constructs. The

following section suggests the proof of considering a well-structured parameter-based form

and function-based method for IoT-Ce. Through this architectural validation approach, the

thesis stipulates that it is plausible to validate variations in IoT-Ce con�guration quantita-

tively by using a structured systems architecture based on OPM.
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5.9 Sampled Data Set for Fixed Measurements using Applied

ISARC Variations

In the DNSEventClusterSummary table, the node switching behaviour in the FTA data

set shows that a larger number of nodes (count) yield a smaller number of interactions

(EventSumCategory). Therefore, the ISARC model proof presents the 0-100 interaction

switching cluster as the variable local addressing requirement for Front-end System Set

nodes, representing variability in LDNS architectures. This view suggests that Front-end

System Set instances increase to a limit within a physical spatial location. The remainder of

the nodes in clusters 101-200 to 501-600, classify as more active addressing nodes due to the

smaller number of nodes experiencing higher volumes of state switching behaviour. In the

structure of a standard DNS, client resolvers query local name servers that, in turn, query

authoritative servers to perform an address-to-name mapping. The client resolver classi�es

as Front-end System Set instances, whereas the LDNS and ADNS classify as addressing

nodes.

Listing 5.17: DNSEventClusterSummary Validation

1 #Code Block: _MasterDataSetValidation

2

3 #DNSEventClusterSummary Output Validation

4 #EventSumCategory | count

5 #0-100 | 61943

6 #101-200 | 231

7 #201-300 | 15

8 #401-500 | 2

9 #501-600 | 10

10

11 #DNSEventClusterSummary validation against DNSEventTraceTransformed

12 MasterReferenceValidation = DNSEventTraceTransformed.join(’NodeName’, DNSMostActiveNodeDetail).groups([’

EventSumCategory’,’NodeName’])

13 MasterReferenceValidation

14

15 #EventSumCategory | NodeName | count

16 #0-100 | 0.0.0.1 | 39

17 #0-100 | 0.0.0.10 | 3

18 #0-100 | 0.0.0.100 | 1

19 #0-100 | 0.0.0.101 | 33

20 #0-100 | 0.0.0.102 | 1

21 #0-100 | 0.0.0.103 | 1

22 #0-100 | 0.0.0.104 | 5

23 #0-100 | 0.0.0.105 | 19

24 #0-100 | 0.0.0.106 | 3

25 #0-100 | 0.0.0.107 | 5

26 #... (62191 rows omitted)

27

28 #MasterReferenceValidation validated against DNSEventClusterSummary

29 MasterReferenceValidation.group(’EventSumCategory’)

30

31 #EventSumCategory | count

32 #0-100 | 61943

33 #101-200 | 231

34 #201-300 | 15

35 #401-500 | 2
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36 #501-600 | 10

37

38 #No Instances of 301 to 400 Event Interactions Found

The _MasterDataSetValidation code block con�rms that the aggregate transformations

completed in DNSEventTraceTransformed and DNSMostActiveNodeDetail do not yield any-

thing outside of the original data sets. This validation exists to indicate that the thesis does

not change the main event_trace.csv data set by adding or modifying record values that

occur in the original measurement set. This validation is important as the output result

sets have to represent a generated data set devoid of any links apart from those necessary

to compare the generated data set to the original historical FTA data set. The thesis does

not, under any circumstances, generate the output using record-level information from the

original data set. The proof of this is evident in the following section.

5.9.1 ISARC Data Set Generator

The generated ISARC data set generator in code block _GlobalDataSetGenerator generates

Front-end System Set connection attempts to the LDNS nodes population in the DNSEv-

entTraceTransformed data set.

Listing 5.18: _GlobalDataSetGenerator

1 #IoT Systems Architecture for Runtime Configuration (ISARC) Data Generation

2 #Code Block: _GlobalDataSetGenerator

3 #Output: Front-end System Set (FE-SS) DNS Attempt Events

4 #Output: DNSConnectionEventTraceGenerated

5

6 isarcDSTmp = Table(make_array(’RowID’,’EventID’, ’NodeName’, ’CandidateDNS’, ’EventStartE’, ’EventStopE’, ’

EventAttempt’))

7

8 #Number of Rows in Generated Data Set

9 rowID = 100000

10 #All Active Nodes. No Inactive States

11 state = [1]

12 #Upper Limit for Front-end System Set Node Occurrence

13 maxNodes = 50000

14 #Variable Connection Termination Period

15 connectionTerminated = [1,5,10,20,30]

16

17 for _ in np.arange(rowID):

18 addressSeg3 = np.random.choice(np.arange(249))

19 addressSeg4 = np.random.choice(np.arange(255))

20 address = "FE-SS" + ’-’ + str(np.random.choice(np.arange(maxNodes)))
21 CandidateDNS = str("0") + ’.’ + str("0") + ’.’ + str(addressSeg3) + ’.’ + str(addressSeg4)
22 eventStart = np.random.choice(DNSEventTraceTransformed[’EventStartE’])

23 eventEnd = eventStart + np.random.choice(connectionTerminated)

24 eventAttempt = np.random.choice(state)

25 isarcDSTable = isarcDSTmp.append([_, ’1’, address, CandidateDNS, eventStart, eventEnd, eventAttempt])

26

27 isarcDSTable[’EventStart’] = pd.to_datetime(isarcDSTable[’EventStartE’],unit=’s’)

28 isarcDSTable[’EventStop’] = pd.to_datetime(isarcDSTable[’EventStopE’],unit=’s’)

29

30 #Generate Customer ISARC Measurement Event Data Set

31 DNSConnectionEventTraceGenerated = isarcDSTable.select([

32 ’RowID’,
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33 ’EventID’,

34 ’NodeName’,

35 ’CandidateDNS’,

36 ’EventStart’,

37 ’EventStop’,

38 ’EventAttempt’

39 ])

40 DNSConnectionEventTraceGenerated

41 DNSConnectionEventTraceGenerated.to_csv(".\isarcSimulations\DNSConnectionEventTraceGenerated_" + now.strftime("

%m%d%Y_%H%M%S") + ".csv")

The ISARC generated dataset contains start and end date markers that create a �xed mea-

surement period between the earliest start and latest stop dates for generated events. Line

23 and 24 in the _GlobalDataSetGenerator produce a random event start date that coincides

with the range of dates in DNSEventTraceTransformed EventStartE �eld. This constraint

ensures that the tests execute within the bound FTA measurement period from 2004-03-18

18:24:03 to 2004-04-11 02:27:14. Additionally, it creates the measurement boundary that

creates an absolute measurement when applied to the DNSEventTraceTransformed data set.

Furthermore, each Front-end System Set instance has a �xed connection terminating con-

straint array containing [1,5,10,20,30] seconds. To recall, the IoT Data Transmitting SD1.1

in Chapter 4 contained an optional constraint that indicated Device Data Sending trig-

gers Connecting Terminating when it lasts more than 5 seconds. The address segments in

the code block _GlobalDataSetGenerator also create the appropriate Front-end System Set

nodes using a segmented generator. The �nding is that on fewer generated rows, the chance

that a random Front-end System Set connecting to a node in the 0-100 cluster segment

is equally probable to it appearing in the 101-600 cluster. This �nding is present with-

out rede�ned decision model interactions or constraints. Lines 14, 20, and 25 produce the

unique node connection event generation process. The Candidate DNS IP address segment

structure has the range;

1. 0 to 0 for address segment 1,

2. 0 to 0 for address segment 2,

3. 0 to 249 for address segment 3, and

4. 0 to 255 for address segment 4.

As an ascending sort on the node name in the DNSEventTraceTransformed data set, 0.0.0.1

appears as the �rst node. The lower end nodes and the �nal nodes for the third address

segment max is 0.0.249.162, with the node that contains the fourth address segment max

is 0.0.248.255. Therefore, address segments 3 and 4 re�ect the DNSEventTraceTransformed
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node population but do not create a �xed relationship link between the historical and gen-

erated data sets. The Candidate DNS IP in the ISARC generated data set merely enables

relational context.

5.9.2 Decision Model Parameter Handler

A static decision baseline for ISARC Decision Model 1 to ISARC Decision Model 4 is

set using the known and perceived interactions stated in the DSMs in Chapter 4, sec-

tion 4.6. Decision Model 1 states that M1.C1.1:Communication interacts as an input to

M1.C1.2:HardwareAbstraction, and vice versa. This interaction means that decisions relat-

ing to M1.C1.2:HardwareAbstraction selection has an input impact with M1.C1.1:Communication,

and due to co-design requirements M1.C1.1:Communication requirements conversely impact

M1.C1.2:HardwareAbstraction decisions. Within the system boundary, systemic physical

elements such as power and layout speci�cation could impact hardware selection, thus im-

pacting M1.C1.1:Communication. However, a strict system boundary at the top-level node

of the M1.C1.2:HardwareAbstraction hierarchy protects cascading decision impacts. Due

to the nature of physical hardware, the speci�cation can vary, and thus a decision can be

made within the hierarchy by extending the hierarchy tree. This modelling concept appears

through in-zooming and unfolding systems capability in OPM ISO-19450. A structural hier-

archy that uses all decision models with de�ned probabilities as a selection priority appears

in the _ISARCDecisionParameterSelection code block.

The isarcCon�gTable in the _ISARCDecisionParameterSelection output produces a sin-

gle con�guration table containing all decision parameters in the required decision space,

their model location, and a decision sensitivity of 0.001 for all decision parameters in the

speci�ed decision space.

Listing 5.19: ISARC Decision Model Primary Data Set

1 #Base Data Sets for Fixed Structural Interactions and Variable Parameter Selections

2 #Code Block: _ISARCDecisionParameterSelection

3 #Output: Converged ISARC Configuration Table

4

5 #Minimum Selection Priority for (DM1,DM2,DM3,DM4)

6 minSelectionPriority = make_array(0, 0.001, 0.001, 0.001, 0.001)

7 #Optional Maximum Selection Priority for (DM1,DM2,DM3,DM4)

8 maxSelectionPriority = make_array(0, 0.999, 0.999, 0.999, 0.999)

9

10 selectionPriority = minSelectionPriority

11 isarcConfigurationTmp = Table(make_array(’SourceID’, ’ArchRef’, ’ISARCDecisionLocator’, ’ISARC_StructuralSValue

’, ’ISARC_DetectedSValue’))

12

13 #Apply Minimum Selection Priority against all Parameters)

14 for _ in np.arange(len(decisionModel1)):
15 isarcConfigTable = isarcConfigurationTmp.append([’DSM1’, decisionModel1[_][0], decisionModel1[_][1],

selectionPriority[1],0])

16 for _ in np.arange(len(decisionModel2)):
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17 isarcConfigTable = isarcConfigurationTmp.append([’DSM2’, decisionModel2[_][0], decisionModel2[_][3],

selectionPriority[2],0])

18 for _ in np.arange(len(decisionModel3)):
19 isarcConfigTable = isarcConfigurationTmp.append([’DSM3’, decisionModel3[_][0], decisionModel3[_][2],

selectionPriority[3],0])

20 for _ in np.arange(len(decisionModel4)):
21 isarcConfigTable = isarcConfigurationTmp.append([’DSM4’, decisionModel4[_][0], decisionModel4[_][1],

selectionPriority[4],0])

22

23 RowKey = np.arange(isarcConfigTable.num_rows)

24 isarcConfigTable = isarcConfigTable.with_column(’RowKey’,RowKey)

25 isarcConfigTable.show()

26

27 #Output: Converged ISARC Configuration Table

28 #SourceID | ArchRef | ISARCDecisionLocator | ISARC_StructuralSValue | ISARC_DetectedSValue | RowKey

29 #DSM1 | M1.C1.1 | Communication | 0.001 | 0 | 0

30 #DSM1 | M1.C1.2 | HardwareAbstraction | 0.001 | 0 | 1

31 #DSM1 | M1.C1.3 | OperatingSystem | 0.001 | 0 | 2

32 #DSM1 | M1.C1.4 | RemoteManagement | 0.001 | 0 | 3

33 #DSM1 | M1.C2.1 | DataManagementMessaging | 0.001 | 0 | 4

34 #DSM1 | M1.C2.2 | Communication | 0.001 | 0 | 5

35 #DSM1 | M1.C2.3 | ApplicationRuntime | 0.001 | 0 | 6

36 #DSM1 | M1.C2.4 | OperatingSystem | 0.001 | 0 | 7

37 #DSM1 | M1.C2.5 | RemoteManagement | 0.001 | 0 | 8

38 #DSM2 | M2.1 | IoT Edge System Value Delivering | 0.001 | 0 | 9

39 #... (67 rows omitted)

The _ISARCDecisionParameterSelection applies a consistent parameter selection value (IS-

ARC_StructuralSValue). The parameter selection �eld lends itself to primary classes of

impact such as High(H), Medium(M), or Low(L). Alternatively, the DSM intersection is

also amenable to impact probability. The (H) impact probability could contain a narrow

probability range that tends to 1.000 - such as 0.991 to 0.999. An (L) impact probability

that tends towards 0.000 - such as 0.001 to 0.004 - would have a lower decision impact prob-

ability. A wide range such as 0.001 to 0.999 leaves many selection options available and does

not serve a speci�c deterministic purpose when making an architecture decision. A suitable

decision space is a known principle heuristic presented in Crawley et al. (2016). The decision

space that contains clusters of impacts in the isarcCon�gTable table outlines a relationship

between decision parameters (ISARCDecisionLocator). With all ISARC_StructuralSValue

instances set to 0.001, it indicates that everything has an equal selection probability. By

adjusting individual decisions, they naturally form part of an IoT-Ce con�guration set. The

input to the decision model uses structured IoT-Ce parameters to create an architectural

space within which simulations and state impact arguments form.

The following code block indicates the parameter modi�er selection code block that en-

ables the shifting and clustering of ISARC decisions into con�guration variations. The

setting of decision clusters enables the appropriate hierarchy value and impact sensitivity

given di�erent IoT-Ce con�guration sets.

223



The modi�cation below is a manual adjustment that provides support for dynamic IS-

ARC_StructuralSValue handling. Additionally, ISARC_DetectedSValue enables expansion

to provide comparative parameter distance values from an internal array or external source

of data.

Listing 5.20: ISARC Decision Model Manual Setting of Selection Modi�er

1 #Base Data Sets for Fixed Structural Interactions and Variable Parameter Selections

2 #Code Block: _ISARCDecisionParameterSelectionModify

3 #Output: ISARC Configuration Table with Examples of Manually Updated Selection Modifiers

4

5 #Minimum Selection Priority for (dm1,dm2,dm3,dm4)

6 minSelectionPriority = make_array(0, 0.001, 0.001, 0.001, 0.001)

7

8 #Maximum Selection Priority for (dm1,dm2,dm3,dm4)

9 maxSelectionPriority = make_array(0, 0.999, 0.999, 0.999, 0.999)

10 selectionPriority = minSelectionPriority

11

12 #Selection Modifier Start using RowKey Value (Option 1 using ISARC Paramter Location)

13 isarcConfigTable[isarcConfigTable.column_index(’ISARC_StructuralSValue’)][0] = 0.999

14 isarcConfigTable[isarcConfigTable.column_index(’ISARC_StructuralSValue’)][5] = 0.999

15

16 #Selection Modifier Start using ISARC Decision Locator Value (Option 2 using Paramter ISARC Name)

17 isarcConfigTable[isarcConfigTable.column_index(’ISARC_StructuralSValue’)][isarcConfigTable.where("

ISARCDecisionLocator", are.equal_to("Created"))[’RowKey’]] = 0.999

18 isarcConfigTable[isarcConfigTable.column_index(’ISARC_StructuralSValue’)][isarcConfigTable.where("

ISARCDecisionLocator", are.equal_to("Running"))[’RowKey’]] = 0.999

19 isarcConfigTable[isarcConfigTable.column_index(’ISARC_StructuralSValue’)][isarcConfigTable.where("

ISARCDecisionLocator", are.equal_to("Completed"))[’RowKey’]] = 0.999

20

21 print(isarcConfigTable.where("ISARC_StructuralSValue", are.equal_to(0.999)))

22

23 #Output: ISARC Configuration Table with Examples of Manually Updated Selection Modifiers

24 #SourceID | ArchRef | ISARCDecisionLocator | ISARC_StructuralSValue | ISARC_DetectedSValue | RowKey

25 #DSM1 | M1.C1.1 | Communication | 0.999 | 0 | 0

26 #DSM1 | M1.C2.2 | Communication | 0.999 | 0 | 5

27 #DSM4 | M4.1-A | Created | 0.999 | 0 | 71

28 #DSM4 | M4.2.B | Running | 0.999 | 0 | 72

29 #DSM4 | M4.4.D | Completed | 0.999 | 0 | 74

The output of 100000 simulation trials containing ten random selections from the 77-ISARC

parameter list, represents a limited con�guration set for the Front-end System Set.

Even in the case where Communications, and Front-end System Set process cycle containing

created, running and completed states are important, this con�guration selection yields a

stepped average, from a pure average selection value point of view.

Listing 5.21: ISARC Decision Model Simulation Output

1 #Base Data Sets for Fixed Structural Interactions and Variable Parameter Selections

2 #Code Block: _ISARCDecisionParameterSelection

3 #Output: ISARC Simulated Configuration Table

4 #Output: AverageParameterDecisionSelectionProbability.html

5

6 minselectionCount = []

7 maxselectionCount = []

8 selectionCount = []
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9 selectionPopulation = 10

10 simulationTrials = 100000

11

12 for i in np.arange(simulationTrials):

13 sampledSelectionAverage = np.average(isarcConfigTable.sample(selectionPopulation,with_replacement=False)[’

ISARC_StructuralSValue’].astype(np.float))
14 selectionCount = np.append(selectionCount,sampledSelectionAverage)

15

16 Table().with_column(’Averaged Parameter Selection Value’,selectionCount).hist()

Figure 5.15: Decisions Based on Structural Integrity of System

Figure 5.15 presents the outcome of a 100000 cycle simulation set containing a random

sample of ten individual parameters from the ISARC parameter con�guration table. The

result indicates that the consideration for lower decision sensitivity selection on the param-

eter yields a more signi�cant number of non-action considerations. This approach yields a

no better result than a pure non-deterministic view of architecture con�guration variation

handling.

To indicate the reference back to the decision model DSMs in Chapter 4, the intersection of

each row and each column in the DSM indicates a sensitivity for each interaction decision.

As indicated, each row supports the associated column using the IC format; namely, the

individual row and column intersection indicate an input from the row instance towards the

column instance. The IC intersection holds a value that ranges between the upper limit of

sensitivity (0.999) and the lower limit (0.001). As the value tends towards 0.999, it suggests

that a more signi�cant impact exists between interacting components. A higher selection

probability assignment assigns greater con�dence that the parameter/decision interaction is

necessary in this interaction case. In the case of the connected edge, a Front-end System Set

applies a single boundary for both edge and IoT gateway components, and thus M1.C1.1 and

M1.C2.2 are tightly coupled. Therefore, a decision relating to M1.C1.1 and M1.C2.2 would
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also require a M2.17:Communication Capability. Similarly, M2.11:Transmitting would have

a higher sensitivity coupled to M2.12:Transmission Attempt, and M2.25:Device Data Send-

ing.

The ISARC structural value - how the system interacts - is marked at 0.999 for interac-

tions in Decision Model 1. This value relays communication dependency within Front-end

System Set. One can suggest a change of the individual StructuralSValues such that input

and output probabilities vary away 0.999. Additionally, the earlier pre-existence view on Ad-

dressing serves as a lower StructuralSValue but is included due to Addressing that precedes

Identifying which precedes Communicating in the systems hierarchy. This change will aim

to decide whether internal Front-end System Set communication is core to the parameter

selection within a single con�guration. Values that tend towards 0.001 represents a lower

decision sensitivity.

In code form, the increase and decreases modi�cation appear as;

Listing 5.22: Front-end System Set Communication Interaction Sensitivity Value

1 isarcConfigTable.where(’ISARCDecisionLocator’, are.containing(’Communication’))

2

3 #Output

4 #SourceID|Param.Ref |ISARCDecisionLocator |StructuralSValue |DetectedSValue

5 #DSM1 |M1.C1.1 |Communication |0.999 |0

6 #DSM1 |M1.C2.2 |Communication |0.999 |0

7 #DSM2 |M2.17 |Communication Capability |0.001 |0

Listing 5.23: Front-end System Set Communication Interaction Sensitivity Value Modi�ed

1 isarcConfigTable[isarcConfigTable.column_index(’ISARC_StructuralSValue’)][isarcConfigTable.where("

ISARCDecisionLocator", are.containing("Communication"))[’RowKey’]] = 0.999

2

3 isarcConfigTable.where(’ISARCDecisionLocator’, are.containing(’Communication’))

4

5 #Modified Output

6 #SourceID|Param.Ref |ISARCDecisionLocator |StructuralSValue |DetectedSValue

7 #DSM1 |M1.C1.1 |Communication |0.999 |0

8 #DSM1 |M1.C2.2 |Communication |0.999 |0

9 #DSM2 |M2.17 |Communication Capability |0.999 |0

5.10 Results Summary

The results data set compares the generated ISARC data set against the FTA data set. By

sampling a total of 10000, 20000, 50000, and �nally, the total population of the FTA data

set - 384991 records - uniformly at random, the sampled output creates a matched Front-

end System Set-LNDS node-set. This matched node-set delineates the ISARC generated

data set and the static FTA data set. The important notation of the ISARC generated
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data set code block in section 5.9.1 is that no hard link exists between the generation of

the ISARC Data Set Generator and the historical FTA data set. Such a link would exist

if the generation patterns used the measurement split of 42% {0:Unavailability} and 58%

{1:Availability}. This relation is not the case in the DNSConnectionEventTraceGenerated

data set. In the DNSConnectionEventTraceGenerated data set;

� a smaller total population exists, 100000 compared to 384991,

� a random set of nodes within the DNS third and fourth IP address segment range is

present, and

� a connected state for each node is present.

The results summary outlines the following approach to enable repeatability of the simula-

tion under controlled conditions.

Figure 5.16: Results Summary Overview

5.10.1 Result Set A Summary

The ISARCResultSetA joins the generated Front-end System Set connection attempt dataset

(DNSConnectionEventTraceGenerated) to the static historical data set (DNSEventTrace-

Transformed). The DNSEventTraceTransformed presents a point in time measurement. In

contrast, the DNSConnectionEventTraceGenerated presents a data set that re�ects a ran-

dom placement, request time, and Front-end System Set connection attempt, which requires

interaction with the associated LDNS component. The sample in the output tests the join

function by stipulating a random third and fourth address segments in the candidate LDNS

node. As a smoothing mechanism, the DNSConnectionEventTraceGenerated contains a sec-

ond node tuple that assigns the node number which requires a response from the LNDS

candidate node. The _GlobalDataSetGenerator code block indicates a maxNode parameter

that applies the constraint of increasing nodes per assignment, up to a maximum limit, as

shown in the constraints section 5.5.3.
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The combination of the �rst, second, third, and fourth address segments in an IP address

determines the nodes in class A, B, or C network, however, the addresses in the DNSEvent-

TraceTransformed re�ect unique node instances. Hence, with blank �rst and second address

segment values in the DNSEventTraceTransformed data set, a simulation of a candidate DNS

IP address value is possible. The candidate node address is unique and logically assigns to a

unique LDNS entry. The ISARC simulation does not replace addressing requirements but in-

stead builds on the uniqueness of the �nding in the DNSEventTraceTransformed. For brevity,

the Pang et al. (2004) data set indicates that a smaller number of LDNS nodes experience a

higher amount of switching behaviours. Finally, given that the DNSEventTraceTransformed

data set contains a set of �xed point in time measurements, the transformation from Pang's

original source data to the DNSEventTraceTransformed data set does not modify or change

the content of the measurement set produced by Pang. The Results Set A Sample Out-

put code block is the repeatable simulation that contains several variable switches such as

con�gurable sample sizes for sample1 (DNSConnectionEventTraceGenerated) and sample2

(DNSEventTraceTransformed) date sets. The simulation is capable of applying the following

switches;

1. Execute multiple samples for resultsSetASampleSize where sample1 = 10000 and sam-

ple2 10000

2. Execute multiple samples for resultsSetASampleSize where sample1 = 20000 and sam-

ple2 20000

3. Execute multiple samples for resultsSetASampleSize where sample1 = 50000 and sam-

ple2 50000

4. Execute multiple samples for resultsSetASampleSize where sample1 = 50000 and sam-

ple2 384991

Listing 5.24: Results Set A Sample Output

1 #IoT Systems Architecture for Runtime Configuration Results Sample

2 #Code Block: \_ResultSetANative

3 #Output: ISARCResultSetA, ISARCResultSetASummary, and ISARCResultSetASimulation

4

5 resultsSetASampleSize = 50000

6 sample1 = DNSConnectionEventTraceGenerated.sample(resultsSetASampleSize, with_replacement=False)

7 sample2 = DNSEventTraceTransformed

8 samplesTmp = sample1.join(’CandidateDNS’, sample2, ’NodeName’)

9

10 samplesTmp_ = samplesTmp.relabel("EventStart", "EDGWConnEventStart")

11 samplesTmp_ = samplesTmp.relabel("EventStop" , "EDGWConnEventStop")

12 samplesTmp_ = samplesTmp.relabel("EventAttempt", "EDGWConnEventAttempt")

13 samplesTmp_ = samplesTmp.relabel("EventID_2", "DNSEventID")
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14 samplesTmp_ = samplesTmp.relabel("EventStart_2", "DNSStateStart")

15 samplesTmp_ = samplesTmp.relabel("EventStop_2", "DNSStateStop")

16 samplesTmp_ = samplesTmp.relabel("EventType", "DNSEventState")

17 samplesTmp_ = samplesTmp.relabel("EventTimeDiff", "DNSEventStatePeriod")

18

19 ISARCResultSetA = samplesTmp_.select(

20 "RowID",

21 "EventID",

22 "NodeName",

23 "CandidateDNS",

24 "EDGWConnEventStart",

25 "EDGWConnEventStop",

26 "EDGWConnEventAttempt",

27 "DNSEventID",

28 "DNSStateStart",

29 "DNSStateStop",

30 "DNSEventState",

31 "DNSEventStatePeriod"

32 )

33 #Code Segment: Result Set Connection Attempt Comparison Function

34 #Output: Result Set A

35 #Output: ISARCResultSetA_

36 ISARCResultSetA = ISARCResultSetA.with_column(

37 "Connected", ISARCResultSetA.apply(lambda x, y: x - y, ’DNSEventState’, ’EDGWConnEventAttempt’)

38 )

39 def setConnectionAttempt(connected):

40 if connected == 0:

41 return ’Success’

42 elif connected != 0:

43 return ’Failed to Connect’

44

45 ISARCResultSetA = ISARCResultSetA.with_column(’ConnectionPossibility’, ISARCResultSetA.apply(
setConnectionAttempt,’Connected’))

46 ISARCResultSetASummary = ISARCResultSetA.group("ConnectionPossibility")

47 ISARCResultSetASummary = ISARCResultSetASummary.with_column(’ConnectionMatch’, ISARCResultSetA.num_rows)

48 ISARCResultSetASummary = ISARCResultSetASummary.with_column(

49 "PercentageSplit", ISARCResultSetASummary.apply(lambda x, y: (x / y) * 100, ’count’, ’ConnectionMatch’)

50 )

51 ISARCResultSetASimulation = ISARCResultSetASimulation.append([

52 pd.to_datetime(’now’),

53 ISARCResultSetASummary[1][0],

54 ISARCResultSetASummary[3][0],

55 ISARCResultSetASummary[1][1],

56 ISARCResultSetASummary[3][1],

57 ISARCResultSetA.num_rows,

58 sample1.num_rows,

59 sample2.num_rows

60 ])

61 ISARCResultSetASimulation.to_csv(".\isarcSimulations\ISARCResultSetASimulation.csv")

62 ISARCResultSetASimulation.num_rows

The output of Simulation Sample Set 1 results from the execution of 10 trials for

resultsSetASampleSize where DNSConnectionEventTraceGenerated = 10000 and DNSEv-

entTraceTransformed = 10000. The output of the ISARCResultSetA data set thus attaches

a randomly connected ED/GW, with random connection termination requirements, against

a �xed LDNS availability, and unavailability, pro�le in the DNSEventTraceTransformed data

set. ISARCResultSetASimulation produces a connected state simulation that gears closers

towards 58% successful connections and 42% unsuccessful for a sample size of 10000 mea-
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surement events. In the earlier section on signi�cant FTA DNS parameters, section 5.6.3,

this statistic is present in Pang's primary data set.

� The np.mean(ISARCResultSetASimulation[2]) at �rst simulation presented a mean of

42.1548, and

� an np.mean(ISARCResultSetASimulation[4]) at �rst simulation produced a mean of

57.8452.

The updated dataset executed on 25 April 2021 produced 15 simulations containing �ve

10000 sample1 entries, and �ve 20000 sample1 entries, and 5 50000 sample1 entries. A

full sample2 population (384991) was used. The results yield a similar error margin be-

tween sample1 (DNSConnectionEventTraceGenerated) and sample2 (DNSEventTraceTrans-

formed) date sets.

� The np.mean(ISARCResultSetASimulation[2]) presents a mean of 41.9131, and

� an np.mean(ISARCResultSetASimulation[4]) produces a mean of 58.0869.

Table 5.12: Original Simulation Results for Set A: Population 10000

FCC FCP SCC SCP Match ISARC Sample FTA Sample
733 43.6050 948 56.3950 1681 10000 10000
596 41.6492 835 58.3508 1431 10000 10000
695 42.7429 931 57.2571 1626 10000 10000
717 43.7195 923 56.2805 1640 10000 10000
677 42.9024 901 57.0976 1578 10000 10000
622 42.1695 853 57.8305 1475 10000 10000
637 38.4894 1018 61.5106 1655 10000 10000
605 40.7407 880 59.2593 1485 10000 10000
678 43.5453 879 56.4547 1557 10000 10000
673 41.9838 930 58.0162 1603 10000 10000

Table 5.12 presents the �rst simulation set containing 10000 samples for both sample1 and

sample2. The output of _ResultSetANative code block full automates the simulation output.

The original sampled output appears inline in the text, however, the continuous simulation

of _ResultSetANative yields a consistent Failed Connection Count (FCC) and Success Con-

nection Count (SCC). As noted in the �rst simulation, the average of the Failed Connection

Percentage (FCP) and Success Connection Percentage (SCP) yielded 42.1548 and 57.8452,

respectively. Additionally, an additional run of sample1 and sample2 comparison yields an

FCP of 41.9131 and an SCP of 58.0869. A rounded output value yields a value close to the

the 42% {0:Unavailability} and 58% {1:Availability} statistic found in the FTA. Continuous

update to the ISARC results summary locates in the ISARCResultSetASimulation.csv �le

in the isarcSimulations folder.
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Table 5.13: ISARC Result Set Field Descriptions

Column Description
FCC This field contains the Failed Connection Count (FCC) for the

Front-end System Set towards an LDNS node.
FCP This field contains the percentage of FCC in accordance to the matched

records between the ISARC generated set and the FTA data set.
SCC This field contains the Success Connection Count (SCC) for the

Front-end System Set towards an LDNS node.
SCP This field contains the percentage of SCC in accordance to the matched

records between the ISARC generated set and the FTA data set.
Match This field contains the total number of matching nodes between the

sampled ISARC generated set (DNSConnectionEventTraceGenerated) and
the sampled FTA data set (DNSEventTraceTransformed).

ISARC Sample This field contains the number of sampled records from
DNSConnectionEventTraceGenerated. The upper limit on the number
of records is unlimited given the analysis requirement, storage,
processing and other data handling constraints.

FTA Sample This field contains the number of sampled records from
DNSEventTraceTransformed. The upper limit on the number of records
is a constant 384991 as per the LDNS data set in Pang et al. (2004),
extracted from Epema et al. (2014).

The �elds descriptions for Table 5.12 is shown in Table 5.13.

The output of Simulation Sample Set 2 results from the execution of 10 trials for

resultsSetASampleSize where DNSConnectionEventTraceGenerated = 20000 and DNSEvent-

TraceTransformed = 20000. The inline results produces an extension to the original simu-

lation set. For continuous testing the inline code blocks produce results that fall within the

appropriate errors claimed in the results summary section. Table 5.14 contains the extended

original simulation set results for simulation sample set 2.

� an np.mean(ISARCResultSetASimulation[2]) of 42.2334, and

� an np.mean(ISARCResultSetASimulation[4]) of 57.7666.

The output of Simulation Sample Set 3 results from the execution of 10 trials for a

�xed sample set of 50000 samples for both Front-end System Set and LDNS that produces

an;

� np.mean(ISARCResultSetASimulation[2]) of 42.0687, and

� an np.mean(ISARCResultSetASimulation[4]) of 57.9313.

Tables that presents a consistent Front-end System Set to LDNS connection pool sample

size is shown in Tables 5.12, 5.14, and 5.15.

The output of Simulation Sample Set 4 results from the execution of 20 trials. It

contains a �xed sample set of 50000 samples for Front-end System Set and the maximum

sample size of 384991 for the LDNS that produces an;

231



Table 5.14: Simulation Results for Set A: Population 10000 & 20000

FCC FCP SCC SCP Match ISARC Sample FTA Sample
733 43.6050 948 56.3950 1681 10000 10000
596 41.6492 835 58.3508 1431 10000 10000
695 42.7429 931 57.2571 1626 10000 10000
717 43.7195 923 56.2805 1640 10000 10000
677 42.9024 901 57.0976 1578 10000 10000
622 42.1695 853 57.8305 1475 10000 10000
637 38.4894 1018 61.5106 1655 10000 10000
605 40.7407 880 59.2593 1485 10000 10000
678 43.5453 879 56.4547 1557 10000 10000
673 41.9838 930 58.0162 1603 10000 10000
2687 42.4018 3650 57.5982 6337 20000 20000
2628 42.2916 3586 57.7084 6214 20000 20000
2629 41.9566 3637 58.0434 6266 20000 20000
2576 41.6694 3606 58.3306 6182 20000 20000
2608 41.3312 3702 58.6688 6310 20000 20000
2705 43.6290 3495 56.3710 6200 20000 20000
2761 43.6039 3571 56.3961 6332 20000 20000
2579 40.8199 3739 59.1801 6318 20000 20000
2697 42.9527 3582 57.0473 6279 20000 20000
2629 42.4649 3562 57.5351 6191 20000 20000

Table 5.15: Simulation Results for Set A: Population 10000, 20000 & 50000

FCC FCP SCC SCP Match ISARC Sample FTA Sample
733 43.6050 948 56.3950 1681 10000 10000
596 41.6492 835 58.3508 1431 10000 10000
695 42.7429 931 57.2571 1626 10000 10000
717 43.7195 923 56.2805 1640 10000 10000
677 42.9024 901 57.0976 1578 10000 10000
622 42.1695 853 57.8305 1475 10000 10000
637 38.4894 1018 61.5106 1655 10000 10000
605 40.7407 880 59.2593 1485 10000 10000
678 43.5453 879 56.4547 1557 10000 10000
673 41.9838 930 58.0162 1603 10000 10000
2687 42.4018 3650 57.5982 6337 20000 20000
2628 42.2916 3586 57.7084 6214 20000 20000
2629 41.9566 3637 58.0434 6266 20000 20000
2576 41.6694 3606 58.3306 6182 20000 20000
2608 41.3312 3702 58.6688 6310 20000 20000
2705 43.6290 3495 56.3710 6200 20000 20000
2761 43.6039 3571 56.3961 6332 20000 20000
2579 40.8199 3739 59.1801 6318 20000 20000
2697 42.9527 3582 57.0473 6279 20000 20000
2629 42.4649 3562 57.5351 6191 20000 20000
16289 41.7827 22696 58.2173 38985 50000 50000
16284 41.5419 22915 58.4581 39199 50000 50000
16251 41.9543 22484 58.0457 38735 50000 50000
16523 41.6595 23139 58.3405 39662 50000 50000
16150 42.0234 22281 57.9766 38431 50000 50000
16178 41.5940 22717 58.4060 38895 50000 50000
16481 41.9236 22831 58.0764 39312 50000 50000
16430 42.0646 22629 57.9354 39059 50000 50000
16099 41.6382 22565 58.3618 38664 50000 50000
16124 41.2115 23001 58.7885 39125 50000 50000

� np.mean(ISARCResultSetASimulation[2]) of 42.0216, and

� an np.mean(ISARCResultSetASimulation[4]) of 57.9784.
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Table 5.16: Simulation Results for Set A: Population ED 50000 FTA 384991

FCC FCP SCC SCP Match ISARC Sample FTA Sample
733 43.6050 948 56.3950 1681 10000 10000
596 41.6492 835 58.3508 1431 10000 10000
695 42.7429 931 57.2571 1626 10000 10000
717 43.7195 923 56.2805 1640 10000 10000
677 42.9024 901 57.0976 1578 10000 10000
622 42.1695 853 57.8305 1475 10000 10000
637 38.4894 1018 61.5106 1655 10000 10000
605 40.7407 880 59.2593 1485 10000 10000
678 43.5453 879 56.4547 1557 10000 10000
673 41.9838 930 58.0162 1603 10000 10000
2687 42.4018 3650 57.5982 6337 20000 20000
2628 42.2916 3586 57.7084 6214 20000 20000
2629 41.9566 3637 58.0434 6266 20000 20000
2576 41.6694 3606 58.3306 6182 20000 20000
2608 41.3312 3702 58.6688 6310 20000 20000
2705 43.6290 3495 56.3710 6200 20000 20000
2761 43.6039 3571 56.3961 6332 20000 20000
2579 40.8199 3739 59.1801 6318 20000 20000
2697 42.9527 3582 57.0473 6279 20000 20000
2629 42.4649 3562 57.5351 6191 20000 20000
16289 41.7827 22696 58.2173 38985 50000 50000
16284 41.5419 22915 58.4581 39199 50000 50000
16251 41.9543 22484 58.0457 38735 50000 50000
16523 41.6595 23139 58.3405 39662 50000 50000
16150 42.0234 22281 57.9766 38431 50000 50000
16178 41.5940 22717 58.4060 38895 50000 50000
16481 41.9236 22831 58.0764 39312 50000 50000
16430 42.0646 22629 57.9354 39059 50000 50000
16099 41.6382 22565 58.3618 38664 50000 50000
16124 41.2115 23001 58.7885 39125 50000 50000
126551 41.9326 175245 58.0674 301796 50000 384991
126909 41.9559 175573 58.0441 302482 50000 384991
125792 41.8991 174434 58.1009 300226 50000 384991
128071 42.0183 176727 57.9817 304798 50000 384991
124962 41.8501 173632 58.1499 298594 50000 384991
126814 41.9419 175542 58.0581 302356 50000 384991
126554 41.9435 175171 58.0565 301725 50000 384991
126329 41.9217 175016 58.0783 301345 50000 384991
125398 41.8804 174021 58.1196 299419 50000 384991
126307 41.9197 175000 58.0803 301307 50000 384991
125815 41.8934 174507 58.1066 300322 50000 384991
128898 42.0617 177552 57.9383 306450 50000 384991
126698 41.9496 175326 58.0504 302024 50000 384991
127421 41.9792 176113 58.0208 303534 50000 384991
129122 42.0689 177808 57.9311 306930 50000 384991
126201 41.9169 174873 58.0831 301074 50000 384991
126681 41.9380 175386 58.0620 302067 50000 384991
128833 42.0572 177495 57.9428 306328 50000 384991
126569 41.9362 175244 58.0638 301813 50000 384991
126792 41.9508 175448 58.0492 302240 50000 384991

To recall, the population statistics for the main data set DNSEventTraceTransformed shows;

223596 individually occurring {1:Availability} states and 161395 individually occurring {0:Un-

availability} event states. Thus, a selection for the population set of 384991 events can be

split into 58% {1:Availability} and 42% {0:Unavailability}. The population split in the code

block assumes - with all things equal - that a connected state will prevail 58% of the time
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within each validation sample set. In summary, 50 trial simulations that executes with an

increasing static sample sizes for Front-end System Set and FTA yields the results in Table

5.17.

Result Set A, which contains Simulation Samples 1 to 4, indicates that a simpli�ed non-

attached relational model provides some reprieve when testing against the historical data

set. This test takes into account only the Addressing parameter by building into a match

between generated address and the address encountered in the historical data set. Figure

5.17 summarises the impact of the �rst ISARC test set.

Figure 5.17: Results Summary A Overview

Table 5.17: Simulation Results for Set A: Target Overview

SampleSizes FCP SCP FCPTarget SCPTarget FCPMargin SCPMargin
10000/10000 42.1548 57.8452 41.9218 58.0782 -0.233017 0.233017
20000/20000 42.2334 57.7666 41.9218 58.0782 -0.311676 0.311676
50000/50000 42.0687 57.9313 41.9218 58.0782 -0.146988 0.146988
50000/384991 42.0216 57.9784 41.9218 58.0782 -0.0997947 0.0997947
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A code block that realises Table 5.17 uses the actualised values from averages attained

from Tables 5.12, 5.14, 5.15, and 5.16. The FCPMargin and SCPMargin output �eld contain

values that do not show signi�cant precision values, hence the signi�cant values are indicated

in the code block below.

Listing 5.25: Original Simulation Results for Set A: Target Table Realisation

1 #Original Simulation Result Summary Realisation

2

3 ISARCResultSetASimTable = Table().with_columns(

4 "FTA_EDGWSample", make_array("10000/10000", "20000/20000", "50000/50000", "384991/50000"),

5 "IncrementalFCP", make_array(42.15477591708826,42.2334348336425,42.06874706712469,42.02155395232509),

6 "IncrementalSCP", make_array(57.84522408291173,57.76656516635751,57.9312529328753,57.97844604767491),

7 "FTAFCPTarget", make_array(41.92175920995555,41.92175920995555,41.92175920995555,41.92175920995555),

8 "FTASCPTarget", make_array(58.07824079004445,58.07824079004445,58.07824079004445,58.07824079004445),

9 )

10 ISARCResultSetASimTable = ISARCResultSetASimTable.with_columns(

11 "FCPMargin", ISARCResultSetASimTable[’FTAFCPTarget’] - ISARCResultSetASimTable[’IncrementalFCP’],

12 "SCPMargin", ISARCResultSetASimTable[’FTASCPTarget’] - ISARCResultSetASimTable[’IncrementalSCP’],

13 )

14 ISARCResultSetASimTable

Table 5.17 is further extensible to include variations of sample sizes. Once con�rmed that the

output of the _GlobalDataSetGenerator - the DNSConnectionEventTraceGenerated data set

- represents outputs that fall within acceptable margins of the FTA targets, the ISARC De-

cision Model output aims to optimize within the preferred increase and decrease with the

primary target range. As indicated in Table 5.17, the target margins for the current sample

set ranges from -0.311676 to 0.311676.

The Failed Connection Percentage (FCP) and Success Connection Percentage (SCP) are

signi�cant in the context of the data generation requirements for the ISARC. The FCP and

SCP present a range similar to the �xed availability and unavailability statistics in the FTA

data set. It is signi�cant in that increasing sample sizes produce a suitably margined FCP

and SCP without declaring the �xed split of 42

5.10.2 Result Set B Summary

The results from the previous null hypothesis in Result Set A - nothing besides random

behaviour - delivers a data set that mimics the FTA event measurements for {0:Unavail-

ability} and {1:Availability} connection state averages within a reasonable margin. This

output re�ects a typical sampling output related to the 42%/58% ratio found in the original

data set by Pang et al. (2004). This approach indicates that several constraints reduce the

original population sample focus on randomisation of the subset of DNS servers probed in

the Pang study. Pang et al. (2004) references the �PASTA� principle, where the ability to

observe each host's availability and unavailability would approximate the amount of time
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the host spends in each respective state. Increases in �xed-rate measurements by Pang indi-

cate an identical availability distribution by increasing the number of measurement probes.

Compared to experiments with larger intervals, the increased �xed rate yielded a "nearly

identical" availability pro�le in Pang et al. (2004).

Hence, the 42%/58% split represented in the master DNSEventTraceTransformed LDNS

data set serves as a primary reliability statistic. Code block _ResultSetBCorrected creates

the Result Set B data set using the samples and output used in Result Set A.

Listing 5.26: Result Set B: Fixed ISARC Decision Model Output

1 #IoT Systems Architecture for Runtime Configuration Results Sample

2 #Code Block: \_ResultSetBCorrected

3 #Output: ISARCResultSetBDetail

4 #Output: ISARCResultSetBSummary

5 #Output: ISARCResultSetBSimulation

6

7 #Simulation Approach;

8 #1. Use Sample 1 and Sample 2 from Results Sample

9

10 import datetime as dt

11

12 #Create replicas of ISARC sample data sets

13 sampleB1, sampleB2, ISARCResultSetB = sample1, sample2, ISARCResultSetA

14 isarcConfigTableB = isarcConfigTable

15

16 #Fixed Time Step Decision. Rerun with new timeStep values 660, 720, 780, 6000, 6660 & 5400

17 resultSetBOutputSample = 50000

18 timeStep = 600

19

20 #Create Unique Data Set for ISARCResultSetB

21 ISARCResultSetB_ = ISARCResultSetB

22

23 #Apply Datetime format transformations on ISARCResultSetB_

24 import pandas as pd

25 a=pd.to_datetime(ISARCResultSetB_[’DNSStateStart’])

26 dt1 = np.array(a,dtype=np.datetime64)

27 ts1 = pd.DatetimeIndex([dt1])[0]

28

29 b=pd.to_datetime(ISARCResultSetB_[’DNSStateStop’])

30 dt2 = np.array(b,dtype=np.datetime64)

31 ts2 = pd.DatetimeIndex([dt2])[0]

32

33 ts3 = pd.DatetimeIndex(np.array(pd.to_datetime(ISARCResultSetB_[’EDGWConnEventStart’]),dtype=np.datetime64))

34 ts4 = pd.DatetimeIndex(np.array(pd.to_datetime(ISARCResultSetB_[’EDGWConnEventStop’]),dtype=np.datetime64))

35

36 #Insert Datetime formatted columns into ISARCResultSetB_

37 ISARCResultSetB_ = ISARCResultSetB_.with_column(

38 "DNSStateStart_", ts1

39 )

40 ISARCResultSetB_ = ISARCResultSetB_.with_column(

41 "DNSStateStop_", ts2

42 )

43 ISARCResultSetB_ = ISARCResultSetB_.with_column(

44 "EDGWConnEventStart_", ts3

45 )

46 ISARCResultSetB_ = ISARCResultSetB_.with_column(

47 "EDGWConnEventStop_", ts4

48 )
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49

50 #Create Formatted Data Set with correct Datetime Formatted Columns from ISARCResultSetB_ into

ISARCResultSetBDetail

51 ISARCResultSetBDetail = ISARCResultSetB_.select(

52 "RowID",

53 "NodeName",

54 "CandidateDNS",

55 "EDGWConnEventStart_",

56 "EDGWConnEventStop_",

57 "DNSEventID",

58 "DNSEventState",

59 "DNSStateStart_",

60 "DNSStateStop_",

61 "DNSEventStatePeriod",

62 "ConnectionPossibility"

63 )

64

65 eventSec = np.vectorize(lambda x: x.total_seconds())

66

67 #Create Timedelta Columns for conditional logic in ISARCResultSetBDetail

68 ISARCResultSetBDetail = ISARCResultSetBDetail.with_column(

69 "EventStartTimeDelta", eventSec(ISARCResultSetBDetail[7] - ISARCResultSetBDetail[3])

70 )

71 ISARCResultSetBDetail = ISARCResultSetBDetail.with_column(

72 "EventStopTimeDelta", eventSec(ISARCResultSetBDetail[8] - ISARCResultSetBDetail[4])

73 )

74

75 #Create updated decision function to apply in ISARCResultSetBDetail

76 def setUpdatedDecsionModel(modelSensitivity, dnsState):

77 if modelSensitivity > timeStep * -1 and modelSensitivity < 0 and dnsState == 1:

78 return ’Success’

79 elif modelSensitivity >= 0:

80 return ’Out of Range’

81 else: return ’Out of Range’

82

83 #Create final data set ISARCResultSetB from ISARCResultSetBDetail

84 ISARCResultSetB = ISARCResultSetBDetail.with_column(’ConnectionPossibilityAlt’, ISARCResultSetBDetail.apply(
setUpdatedDecsionModel,’EventStartTimeDelta’,’DNSEventState’))

85 ISARCResultSetBSummary = ISARCResultSetB.group("ConnectionPossibilityAlt")

86 ISARCResultSetBSummary = ISARCResultSetBSummary.with_column(’SimulationTime’, pd.to_datetime(’now’))

87 ISARCResultSetBSummary = ISARCResultSetBSummary.with_column(’SimulationTimestep’, timeStep)

88 ISARCResultSetBSummary = ISARCResultSetBSummary.with_column(’ConnectionMatch’, ISARCResultSetB.num_rows)

89 ISARCResultSetBSummary = ISARCResultSetBSummary.with_column(

90 "PercentageSplit", ISARCResultSetBSummary.apply(lambda x, y: (x / y) * 100, ’count’, ’ConnectionMatch’)

91 )

92

93 #Produce Scatter from ISARCResultSetB

94 ISARCResultSetBScatterDetail = ISARCResultSetB.where(’ConnectionPossibilityAlt’, are.not_equal_to(’Out of Range

’))

95 ISARCResultSetBSummaryS = Table().with_columns([

96 ’StartDelta’, ISARCResultSetBScatterDetail[’EventStartTimeDelta’],

97 ’DNSEventPeriod’, ISARCResultSetBScatterDetail[’DNSEventStatePeriod’],

98 ])

99 ISARCResultSetBSummaryS.scatter(’StartDelta’, fit_line = True)

100

101 ISARCResultSetBSimulation = ISARCResultSetBSimulation.append(ISARCResultSetBSummary)

102 ISARCResultSetBSimulation.to_csv(’.\isarcSimulations\ISARCResultSetBSimulation.csv’)

103 ISARCResultSetBSummary.to_csv(’.\isarcSimulations\ISARCResultSetBSummary.csv’)

The _ResultSetBCorrected code block delivers Result Set B that ensures that a stable input

exhibits the output of the decision variations on the primary sampled data set. Care is

taken to ensure that the Result Set A output remains consistent as if the matching of the
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Figure 5.18: Results Set B Sample Summary Overview

candidate DNS node and actual DNS node occurred during the execution of the result set

A output. Result Set A already indicates that a single comparison �eld delivers matching

of random Front-end System Set node within a suitable FTA measurement margin.

Figure 5.18 presents the output of the _ResultSetBCorrected code block as three consis-

tent yet separate executions for a more accurate view of the matched Front-end System

Set and FTA DNS components. The DNSEventPeriod axis displays the di�erence between

Event Stop Time and Event Start Time in the FTA data set - in seconds. The StartDelta

axis displays the di�erence between the start of the generated Front-end System Set events

and the actual FTA DNS event - in seconds. Result Set A produced a match of the IP

address between the generated LDNS node and the actual LDNS node, creating an output

that mimics the 42%/58% statistic in the main FTA data set. Result Set B uses the sample

output from Result Set A and contains a conditional time delta veri�cation for each event

within 6000-second, 600-second, and 60-second boundaries. The additional timestep check

reduces the number of matches expected in a pure random test due to a larger population
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of coupled parameters such as event time in seconds and the LDNS node address. A lower

time step indicates a more sparse connection possibility, while a longer timestep such as

the 100-minute limit yields a higher density population. This connection density is visible

in the top left scatter of Figure 5.18 versus the lower scatter chart, which indicates fewer

connection successes. It stands to reason that a lengthier time step will aid in identifying a

greater number of matches. A lower time step will attempt to match a narrower condition

as the generated data set's node addresses and event time only link to the historical data

set. The historical data set only applies to constraining the node name and event time ranges.

Each event in the sample sets generated by the three boundaries has a reduced chance

of matching the candidate LDNS node to an exact period of the event exhibited in the FTA

events. The _ResultSetBCorrected code block presents a greater depth of the ISARC data

generation process showing the truly random nature of the ISARC decision model outputs.

It considers one additional parameter - the time delta - that produces increased accuracy

for matching the generated DNSConnectionEventTraceGenerated data set and the master

DNSEventTraceTransformed. The number of matches decreases to a percentage outside of

the allowable FTA margins. The target optimisation for the _ResultSetBCorrected code

block is to apply the decision model con�guration outputs such that it provides a stepped

increase towards a suitable FTA measurement margin.

Figure 5.15 in section 5.9.2 outputs from the earlier code block _ISARCDecisionParam-

eterSelection, presents the outcome of a 100000 cycle simulation set containing a random

sample of ten individual parameters from the ISARC parameter con�guration table. The

result indicates that the consideration for lower decision sensitivity on parameters yields

a more signi�cant number of non-action considerations. This approach yields a no better

result than a pure non-deterministic view of architecture con�guration variation handling.

Decreasing most parameter values to equate to 0.001 produces no better selection criteria

and no increase in decision e�ectiveness. Result Set B scales di�erent architectural options

to tune FCP and SCP values within the FTAFCP and FTASCP margins by setting higher

sensitivity for individual parameters.

The outcome of single and multiple parameter selection will establish an increase or decrease

of connection states within the previously sampled outputs. The intent that a speci�c set of

con�gurations yield a higher determinism in the decision process indicates that a purposeful

intent is present to ensure that the decision space is stipulated. Furthermore, con�gura-

tion decisions guide changes in signi�cant quantitative measures. Finally, decisions about
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function and form appear outside the realm of design decisions. These tenets appear in

structured systems architecture, Crawley et al. (2016)(pp.326-327). The converged ISARC

decision con�guration table (isarcCon�gTable) contains 77 individual parameters. By apply-

ing a simpli�ed view of varying runtime architecture con�gurations for increased connection

possibility, all parameters in the ISARC Decision Model 1 to 4 could manifest as equally

important or unimportant. The former does not apply the appropriate boundary consider-

ations, and the latter does not create a position any better than a pure non-deterministic

view of the IoT-Ce.

An applied PI control strategy that represents an instance of the IoTSystemControlHan-

dling function aims to reduce the {0:Unavailability} states over the measurement period.

The lower and upper range from Result Set A is (-0.311676 to 0.311676). Result set

A provides a value closer in proximity to the FTA availability and unavailability metric.

For the ISARC decision model, the intersection of each signi�cant parameter in the decision

DSM is an immutable value of 1, and all other intersection values tend towards or away

from 1. The handling of individual or clustered sensitivities delivers the core phasing of

a decision model that holds �exible values in a limited yet credible range. The row and

column values in the decision model DSM is extensible to include pathways to sensitivities

or cumulative handling of decision aggregate values. DSM pathways manifest when using

DSM to compute the reachability of parameters, as indicated in Eppinger and Browning

(2012)(pp.134). A series of custom functions that set and determine the SValues appear in

the code block below. These functions produce the executable control functions that modify

the results in subsequent results detail and summaries.

Listing 5.27: ISARC Decision Model Control Functions

1 #IoT Systems Architecture for Runtime Configuration Results Sample

2 #Code Block: \_ResultSetBCorrected_AppliedControl

3 #Output: ISARCResultSetBSimulationComparison_AppliedControl

4 #Master Data Set Import for Primary Sampling Proof of Control Decision Effectiveness

5

6 import pandas as pd

7 import numpy as np

8 from datetime import datetime, timezone, time

9 from datascience import *

10

11 now = datetime.now()

12

13 import matplotlib

14 matplotlib.use(’Agg’)

15 from datascience import Table

16 %matplotlib inline

17 import matplotlib.pyplot as plt

18 plt.style.use(’fivethirtyeight’)

19 import plotly.graph_objects as go

20 from simple_pid import PID

21

22 #Pang DNS Failure Trace Data Set

23 traceds = pd.read_csv(’event_trace.csv’)
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24

25 #########################################################

26 #ISARC Control Parameters################################

27 #########################################################

28 SampleSize = 5000

29 KProp = 1

30 KIntegr = 1.5

31 KDeriv = 0

32 SetPoint = 1

33 #########################################################

34 #########################################################

35

36 #Analysis Table Data Set for Full Event Trace Population

37 eventds = Table().with_columns(’EventID’,traceds.event_id)

38 eventds = eventds.with_columns(’NodeName’,traceds.node_name)

39 eventds = eventds.with_columns(’EventStart’,traceds.event_start_time)

40 eventds = eventds.with_columns(’EventStartE’,traceds.event_start_time)

41 eventds = eventds.with_columns(’EventStop’,traceds.event_stop_time)

42 eventds = eventds.with_columns(’EventStopE’,traceds.event_stop_time)

43 eventds = eventds.with_columns(’EventType’,traceds.event_type)

44 eventds = eventds.with_columns(’EventTimeDiff’, traceds[’event_stop_time’] - traceds[’event_start_time’])

45

46 eventds[’EventStart’] = pd.to_datetime(eventds[’EventStart’],unit=’s’)

47 eventds[’EventStop’] = pd.to_datetime(eventds[’EventStop’],unit=’s’)

48

49 ISARCResultSetBSimulationComparison_AppliedControl = Table(make_array("SimulationTime","EventStart","

FTASampleFC","FTASampleSC","FTASimulationSample","FTASampleFCP","FTASampleSCP","FTA Unavailability Actual"

,"FTA Availability Actual","ISARC Unavailability Controlled","ISARC Availability Controlled"))

50

51 #Get Nodes that have 501 to 600 event activity

52 MostActiveNodeDetail = pd.read_csv(’DNSMostActiveNodeDetail.csv’)

53 MostActiveNodeDetail_ = Table().with_columns([

54 ’NodeName’, MostActiveNodeDetail[’NodeName’],

55 ’Unavailable’, MostActiveNodeDetail[’0’],

56 ’Available’, MostActiveNodeDetail[’1’],

57 ’Event Summary’, MostActiveNodeDetail[’EventSum’],

58 ’Event Summary Category’, MostActiveNodeDetail[’EventSumCategory’],

59 ])

60 SelectedNodes = MostActiveNodeDetail_.where(’Event Summary Category’, are.equal_to("501-600"))["NodeName"]

61

62 # Applied IoTSystemControlHandling Function to Mimic Control Decision in ISARC

63 def IoTSystemControlHandling(nodeName, allowedNodeList):

64 if nodeName in allowedNodeList:

65 controlReason = "Control suggested in this Node"

66 else:
67 controlReason = "Control not suggested in this Node"

68 return controlReason

69

70 # Setting Gain & Setpoint

71 pid = PID(Kp=KProp, Ki=KIntegr, Kd=KDeriv, setpoint=SetPoint)

72 sample_size = SampleSize

73

74 controlled_system = Table().with_columns(

75 ’NodeName’, eventds[1],

76 ’EventStart’,eventds[2],

77 ’NodeState’, eventds[6]

78 )

79

80 controlled_sample = controlled_system.sample(sample_size, with_replacement=False)

81 eventSDate = []

82 for _ in np.arange(controlled_sample.num_rows):

83 eventSDate = np.append(eventSDate, controlled_sample[1][_].date().strftime(’%Y-%m-%d’))

84

85 controller_input = Table().with_columns([

86 ’NodeName’, controlled_sample[0],
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87 ’EventStart’, eventSDate,

88 ’NodeState’, controlled_sample[2]

89 ])

90

91 controller_output = controller_input.copy()

92 controller_input_1 = controller_input.copy()

93

94 for _ in np.arange(controller_output.num_rows):

95 if controller_output[2][_] == 0 and controller_output[’NodeName’][_] in SelectedNodes:

96 control = pid(controller_output[2][_])

97 controller_output[2][_] = control

98

99 controlled_system = Table().with_columns([

100 "NodeName", controller_input[’NodeName’],

101 "EventStart",controller_input[’EventStart’],

102 "FTANodeMasterState",controller_input[’NodeState’],

103 "ISARCControlledState",controller_output[’NodeState’]

104 ])

105

106 ctlReas = []

107 for _ in np.arange(controlled_system.num_rows):

108 ctlCurrReas = IoTSystemControlHandling(controlled_system["NodeName"][_], SelectedNodes)

109 ctlReas = np.append(ctlReas, ctlCurrReas)

110

111 controlled_system = controlled_system.with_columns([

112 "ISARCControlReason", ctlReas

113 ])

114

115 scatter_base_r = controlled_system.pivot(’FTANodeMasterState’, ’EventStart’)

116 scatter_base_c = controlled_system.pivot(’ISARCControlledState’, ’EventStart’)

117

118 x = scatter_base_r[’EventStart’]

119 yr = scatter_base_r[’0’]

120 zr = scatter_base_r[’1’]

121 yc = scatter_base_c[’0’]

122 zc = scatter_base_c[’1’]

123

124 fig = go.Figure()

125 fig.add_trace(go.Scatter(x=x, y=yr,

126 marker_color=yr,

127 mode=’lines+markers’,

128 name=’FTA Unavailability (Actual)’))

129 fig.add_trace(go.Scatter(x=x, y=zr,

130 marker_color=zr,

131 mode=’lines+markers’,

132 name=’FTA Availability (Actual)’))

133 fig.add_trace(go.Scatter(x=x, y=yc,

134 marker_color=yc,

135 mode=’lines+markers’,

136 name=’ISARC Unavailability (Controlled)’))

137 fig.add_trace(go.Scatter(x=x, y=zc,

138 marker_color=zc,

139 mode=’lines+markers’,

140 name=’ISARC Availability (Controlled)’))

141 fig.update_xaxes(

142 tickangle = 0,

143 nticks = len(x),
144 title_text = "Event Date",

145 title_font = {"size": 15},

146 title_standoff = 25)

147 fig.update_yaxes(

148 tickangle = 0,

149 title_text = "Event Count Summary",

150 title_font = {"size": 15},

151 title_standoff = 25)
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152 fig.write_html(’ISARCControllerModification.html’, auto_open=False)

153

154 ISARCResultSetBSimulation_AppliedControl = Table().with_columns([

155 "EventStart", scatter_base_r[’EventStart’],

156 "FTA Unavailability Actual", scatter_base_r[’0’],

157 "FTA Availability Actual", scatter_base_r[’1’],

158 "ISARC Unavailability Controlled", scatter_base_c[’0’],

159 "ISARC Availability Controlled", scatter_base_c[’1’],

160 ])

161 ISARCResultSetBSimulation_AppliedControl = ISARCResultSetBSimulation_AppliedControl.with_columns([

162 "SimulationTime", pd.to_datetime(’now’),

163 ’FTASampleFC’, np.int(controlled_system.group(’FTANodeMasterState’).where(’FTANodeMasterState’, are.

equal_to(0))[’count’]),

164 ’FTASampleSC’, np.int(controlled_system.group(’FTANodeMasterState’).where(’FTANodeMasterState’, are.

equal_to(1))[’count’]),

165 "FTASimulationSample", np.sum(controlled_system.group(’FTANodeMasterState’)[’count’]),
166 ])

167 ISARCResultSetBSimulation_AppliedControl = ISARCResultSetBSimulation_AppliedControl.with_columns([

168 ’FTASampleFCP’, ISARCResultSetBSimulation_AppliedControl.apply(lambda x, y: (x / y) * 100, ’FTASampleFC’, "

FTASimulationSample"),

169 ’FTASampleSCP’, ISARCResultSetBSimulation_AppliedControl.apply(lambda x, y: (x / y) * 100, ’FTASampleSC’, "

FTASimulationSample"),

170 ])

171 ISARCResultSetBSimulation_AppliedControl = ISARCResultSetBSimulation_AppliedControl.select([

172 "SimulationTime",

173 "EventStart",

174 "FTASampleFC",

175 "FTASampleSC",

176 "FTASimulationSample",

177 "FTASampleFCP",

178 "FTASampleSCP",

179 "FTA Unavailability Actual",

180 "FTA Availability Actual",

181 "ISARC Unavailability Controlled",

182 "ISARC Availability Controlled"

183 ])

184

185 ISARCResultSetBSimulationComparison_AppliedControl = ISARCResultSetBSimulationComparison_AppliedControl.append(

ISARCResultSetBSimulation_AppliedControl)

186 ISARCResultSetBSimulationComparison_AppliedControl.to_csv(".\isarcSimulations\ISARCResultBSimulation_Corrected_

" + now.strftime("%m%d%Y_%H%M%S") + ".csv")

A standard Python library that handles proportional and integral control is used to outline

the impact of suggested suggesting control on a node that is in {0:Unavailability} state,

Lundberg (2018). The applied PI controller with a con�guration of PID(Kp=>0, Ki>=0,

Kd=0.0, setpoint=1) yields a consistent output that applies control within the cluster of

high interaction DNS nodes. These nodes contain 501 to 600 interactions. The controller

e�ectively reduces the {0:Unavailability} state aggregate count over the measurement period,

however given the variation uniform random sampling approach, 5000 continuous samples

are tested. The output shape of the unavailability metric in the FTA data set (TraceDS,

EventDS, and labelled earlier as DNSEventTraceTransformed) yields a consistent 42%/58%

FCP and SCP metric. The output in Figure 5.19 indicates a marginal reduction of the

unavailability states if a decision is to apply a control that changes the event's state from

{0:Unavailability} to {1:Availability}. This is inline with a decision to protect connection
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Figure 5.19: A modi�ed PI Control Implementation for the ISARC using Lundberg (2018)

Table 5.18: ISARC Decision Model Impact for PI Variation

Kp(Row)⇒Ki(Column) 0.0 0.5 1.0 1.5 2.0 2.5 3.0
Configuration 1 0.0 z z z z z z z
Configuration 2 0.5 z z z v v v v
Configuration 3 1.0 v v v v v v v
Configuration 4 1.5 v v v v v v v
Configuration 5 2.0 v v v v v v v
Configuration 6 2.5 v v v v v v v
Configuration 7 3.0 v v v v v v v

states to the high interaction nodes. For 5000 samples, the �ndings produce an output that

maintains a consistent shape. All con�gurations yield a similar shape when compared to

Figure 5.19. The results are repeatable using a combination of PI control ranges. For the

average corrected control count over the measurement period for each con�guration of Kp

and Ki;

1. the np.mean(ISARCResultSetBSimulationComparison_AppliedControl['FTA Unavail-

ability Actual'] - ISARCResultSetBSimulationComparison_AppliedControl['ISARC Un-

availability Controlled']) applies to the matrix in Table 5.18. The result of each con�g-

uration yields a single row and column combination of proportional (Kp) and integral

(Ki) gain.

Table 5.18 produces a consistent range of values from 0 impact to a maximum of 1.84 for the
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5000-sample run. However, the linearity of the control actions limits up to the 5000-sample

set. Increases in sample sizes are a suggestion for future work. One certainty is that for

Kp<=0.5 and Ki<=1, no additional control manifests for the 5000-sample set. These con-

�guration types re�ect a z (zero). Additionally, for con�gurations where Kp=0 and Ki <=3,

no additional control is possible in cases of the 5000-sample control sample. Matrix values v

(variable) indicate the variable response boundaries for the simulation in Figure 5.19. Table

5.18 produces a point in time con�guration matrix for determining control impact on the

subset of FTA measurement data. The data set tests against the �xed FTA measurement

set and achieves a single peak value. Additional peaks are possible with larger populations.

The code blocks in the body of work of this thesis support the ongoing con�guration of

decisions that will hopefully draw interest from Systems Architects, Systems Planners, and

stakeholders that aim to explore architectural decisions for the Internet of Things.

Finally, Figure 5.20 indicates the results overview in the context of the �nal results for

the thesis.

Figure 5.20: Results Summary B Overview

5.11 Chapter Summary

Chapter 5 deals with two validation types for the ISARC. The �rst model validation ap-

proach deals with model extension to the primary OPM model in Chapter 4. The extensions

exhibit �exibility while maintaining model integrity. The extended OPM model integrates

device identi�cation by modelling device address assignment as a precondition to device

identi�cation. Additionally, Chapter 5 produces device discovery, including handling state

errors during the device discovery process. Device managing produces the �nal in-system

test of an interrupt against the known Android constant signalling. The model extension �-

nalises with system hierarchy placement arguments. Finally, the extension summary argues

for the IoT System Controller's attachment to serve a control purpose at di�erent layers in
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the ISARC system hierarchy. The OPM-speci�c validation section completes with OPCAT

proof of model validation between two di�erent control initiation points.

Chapter 5 also details the handling of Decision Model DSMs, the ISARC Front-end Sys-

tem Set data generator, and the static FTA DNS data set. Results show that the ISARC

Front-end System Set data generator produces comparable models with the FTA concerning

random node matching sets. The initial sample set ranges of 10000 to 384991 indicates that

random matching for the same LDNS node ranges produces an error margin of -0.3117 to

0.3117 compared to the static {1:Availability} and {0:Unavailability} connection state split

of 58% and 42% found in the FTA data set. A signi�cant �nding is that without a hard-

linked data generation approach, the Front-end System Set data generator adheres to the

characteristics of the LDNS data set. Chapter 5 �nally applies the ISARC decision model

to provide a mechanism to handle di�erent con�guration pro�les to tune Failed Connection

Percentage (FCP) and Successful Connection Percentage (SCP) within reasonable margins

that exist in the Front-end System Set-FTA data sets. Zero and variable change indicators

on the priortised controller implementation yield a series of con�guration options to enable

a shift of margin values towards the �xed {0:Unavailability} and {1:Availability} statistic in

the FTA data set.

Chapter 5 solidi�es the view on handling quantitative architectural decision variations for

the IoT-Ce. Preceding chapters have discussed vertical themes which culminated in the

creation of the de�nition-to-OPM approach - a parameter extraction process based on prin-

ciples by Dori (2002), ISO/TC 184/SC 5 (E) (2014) and Crawley et al. (2016). The IoT

requirements extraction process presents a composable set of models that contain singu-

lar objects enabling hierarchy-based placement. Using Python, a codi�ed Design Structure

Matrix (DSM) presents a compact and representative view of the decision model against

which the evidence validates. A Python code block applies a concrete control logic for han-

dling proportional and integral control in cases where the state of an Front-end System Set

needs to change to meet availability requirements exhibited in the FTA DNS data set. The

DSM intersection values produce unique interaction sensitivities that support increased de-

cision purpose through input column notations that further enable clustering of extracted

parameter values.
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Chapter 6

Conclusion

The evolution of edge systems has reached a point where these systems touch our lives

in a unimagineable ways. These edge systems have become the physical extensions of the

internet. This cyber-physical evolution goes beyond the exposed services from individual

embedded devices. It underpins the Internet of Things (IoT) by creating a connected edge

(Ce) system that integrates large-scale digital and physical processes. Due to this growth

trajectory, design methods closely aligned with the natural order of systems design are

necessary. A need exists to understand the arrangement of components and their interactions

that exist in the IoT-Ce. This need gave rise to;

1. propose a standards-based systems architecture that outlines the runtime con�guration

of IoT application components found in the IoT-Ce, and

2. a model framework that enables the repeatable generation of data sets using the

model's output to allow model tuning via a novel control strategy in line with system

dependability impacts. The IoT-Ce system purpose models an abstract value-based

statement that attaches to lower-level process interactions using a single notation.

In Chapters 4 and 5, OPM was used to model, test, and continuously de�ne the notion

of IoT-Ce systems, subsystem and component architectures. The placement of these com-

ponents into a natural systems hierarchy was exhibited. The outcomes of the continuous

analysis of the placement of components deliver results that form the basis of the object

process diagrams (OPD) and self-generated object process language (OPL). The use of con-

stant learning, dual-channel outputs, and creating appropriate boundaries limits the content

characteristics in the ISARC. OPM applies Mayer's Cognitive Assumptions, as indicated in

Dori (2011), by using native processes decomposition through zooming. Additionally, the

decomposition of form occurs through structural folding and unfolding. The natural use of

model symbols in partial OPM conformance further binds the OPM's applicability for the
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IoT-Ce. The use of de�nition extraction from the IoT body of work shows the transforma-

tion of basic object, process, and state possibilities to a concrete decision space, decision

segmentation, and metric attachment to guide the outcome of the decision process. Crawley

et al. (2016)(pp.326-327) indicates these heuristics for creating architecture decisions. The

answer to the research questions deliver a view on;

1. How the runtime con�guration of IoT system, subsystems, and components support

dependability though reliable state awareness of the IoT-Ce. It is primarily in un-

derstanding that object, process, and state enable the hierarchy in IoT-Ce systems

architecture. To guide certitude in the modelling of the ISARC, the general principles

of OPM through appropriate symbol usage, hierarchical placement, and pre-existence

are necessary. The main systems architecture realisation concepts identify as stat-

ing the problem occurrence, identifying system purpose, understanding the primary

function above other secondary and supporting functions, model the human and non-

human aspects of the system, and place objects and process within or outside of the

system boundary. These rank as the correct drivers for modelling robust IoT-Ce sys-

tems architecture. The OPM further determines state indicators that bridge the gap

between perceived and experienced system behaviour. Access to high �delity and cred-

ible models enables decreases in uncertainty in systems. Additionally, the handling of

both visual and textual model outputs reduces model inconsistency.

2. How to model di�erent architectural options in a heterogeneous system to drive min-

imised error and control actions for the IoT-Ce? By inheriting a static view of past

system behaviour, the ISARC model output generates a data set that mimics the �xed

state ratios of a historical data set for a domain name system. The signi�cance of the

historical data set is that heterogeneous node structures abstract into a request/re-

sponse interaction toward active and failed states in the local DNS measurement set.

The edge system con�guration produces randomised, instead of �xed, node access at-

tempts. The model outputs delivered in the contribution is repeatable in a margin

range of (-0.311676 to 0.311676). This range represents the di�erence between the

generated ISARC data set and the �xed FTA measurement set. The margin di�erences

derive from the �xed FCP and SCP values shown throughout the handling of the FTA

data set - DNSEventTraceTransformed - where the FTA Failed Connection Percentage

(FCP) target is 41.9218 and the FTA Success Connection Percentage (SCP) target is

58.0782.
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Given the hierarchical nature of the decision model outputs in ISARC Decision Model 1

through 4, and the repeatable and nature of the simulation sets in Code Block 5, the claim

that;

�Low level IoT-Ce con�gurations that in�uence decisions about dependability

can be abstracted into a conceptual IoT system architecture in order to

support model validation activities� is seen as valid in the case of a comparison of a

generated data set against a �xed data set with a �xed systems hierarchy.

In this thesis, a complexity-reducing modelling method models the varying nature of IoT-Ce

con�gurations with the notion of system state at its very center. This recommendation is

based on the case that a simple set of interactions for the IoT-Ce appears to �t into OPM's

use for representing the systems architecture. Additionally, the system model links high-level

system value to lower-level process interaction states, such as those seen in standard An-

droid OS libraries, hence re�ecting the con�guration on an actual IoT-Ce Front-end System

Set. The hierarchy above manifests using a single modelling notation focusing on objects,

processes, and state changes. In addition to more straightforward model representation and

creating a series of structural system boundaries, the ISARC, therefore, recommends using

OPM ISO-19450. The inherent function and form outcomes of using OPM indicate that

core systems architecture questions are answered when dealing with a complex system such

as the IoT-Ce. By its very nature, the IoT-Ce is a bounded system in that the Ce is con-

cerned with components and subsystems that exhibit end-user control as IoT-Ce Front-end

System Set devices such as sensor-rich mobile phones. These devices exist within the bound-

ary of control away from Cloud or far-end system sets. Dori (2019b) states that �ve keys

system realisation concepts relate to the modelling of a systems architecture. Using OPM

ISO-19450;

� The Problem Occurrence outlines the overall system parameter that is in jeopardy

if the system does not meet its primary intended purpose.

� The System Purpose outlines the main reason for the system's existence. Namely,

the value that the system produces. This value appears as the top-level node in the

OPM Systems Diagram (SD).

� The Primary Function (Process and Object Transformation, or Operand Transfor-

mation) appears as a value delivering process that contains sub-processes. For the

IoT-Ce, it is the ability of the Front-end System Set to acquire and generate sensor

measurements, to transmit measurements, and to analyse measurement data.
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� The Enablers of the system such as agents or instruments represent human or digital

components that operate the system. The Front-end System Set is an instrument in

the value statement for the IoT-Ce.

� The Environmental Factors represent factors outside of the control of the system,

such as impacts of variable protocol selection on transmission time, data structure

sizes, communication requirements for speci�c Front-end System Set nodes, and so

forth. Several factors present plausible arguments for systemic instead of environ-

mental placement. The process of de�ning elements that serve to fall within system

control, and those that do not, increases the scope of system modelling resulting in

the inability to deliver on the primary system value.

The OPM standard recommends an object and process view of the system, that when dis-

cussed together, enable state change within the system boundary. Coupled with the OPM,

Design Structure Matrices (DSMs) structure interactions of system, subsystems, and com-

ponents in a compact form. In designing complex systems, these two methods enable the

speci�cation of systems far more complicated than IoT-Ce systems. This thesis suggests

that these methods apply to produce system models for the IoT-Ce, but more so for gen-

eral IoT systems design to reduce speci�cation inconsistencies. Additionally, the use of these

methods enables parameter-based decisioning for the systems architecture. Parameter-based

decisioning methods o�er a means to create architectural decision trade-o�s for supporting

sound architectural decisions. Parameter-based decisioning supports simulation of multiple

decision parameters, producing varying decision combinations that translate into a pro-

grammable, repeatable simulation set. The ISARC model uses Python to simulate the

structural integrity of the system by comparing the model output to a �xed data set. The

ISARC model proof aims to provide a more extensive sampling population compared to

visually checking the model in OPCAT or OPCloud. The Python model proof o�ers an

extension to modelling interaction probability and simulates these under di�erent IoT-Ce

con�gurations.

Based on current knowledge, the handling of OPM parameter-extracted systems architec-

ture and DSM for the IoT-Ce is not explored in the IoT body of work. Additionally, the

applied Python generation approach for an OPM-extracted parameter-based decision model

against �xed historical data sets has also not been undertaken at the time of publishing this

thesis.

250



6.1 Thesis Contributions

Two contributions are present in the thesis. The study proposes a standards-based systems

architecture to outline the systems, subsystems, and components employed at runtime in

IoT-Ce systems. The systems architecture applies the Object Process Methodology. The

IoT Systems Architecture for Runtime Con�guration (ISARC) models a hierarchi-

cal structure for a multi-layered connected heterogeneous IoT edge system. The study of the

runtime properties of systems proposes a sturdier understanding of how to model depend-

able and scalable systems. Additionally, these systems have the requisite properties to �nd

application in large-scale distributed systems design. This contribution's primary bene�t is

a proposed approach to model an abstract to concrete systems architecture using a single

notation that applies complexity reduction measures. The ISARC produces a well-de�ned

set of system, subsystem, and component boundaries. Assertions on hierarchical placement

of subsystems and components are also explored in this thesis. The proposed approach sim-

ulates the model against a known historical data set created using a well-known two-tiered

client-server architecture - a domain name system (DNS).

Secondly, the thesis provides a simulation that outputs a data set compared against a failure

trace data set for a DNS. The study's uniqueness is that the ISARC data set is compared

directly to the FTA DNS data set to suggest that changes in interaction sensitivity in the

ISARC can provide a marked improvement level when generating random samples from both

�xed and variable data sets. The FTA for DNS is known to contain measurements over a

period in March and April 2004 where 62201 IP-based nodes produced an availability and

unavailability state data set containing 384991 events. The thesis could replace the data

set could with several other data sets in the FTA. However, the data set's likeness in terms

of the hierarchical node structure makes the FTA data set amenable to Front-end System

Set structure argued in this thesis. Once produced, the ISARC simulates interactions in

the structural hierarchy using a novel random approach. Incremental decisions related to

interactions in the IoT-Ce apply a higher sensitivity, whereas components that are less likely

to interact are assigned a lower sensitivity. For interacting components, a concrete control

constraint suggests that the structural model for the ISARC can generate a dataset that

comes within reach of the Failure Trace Data Set for DNS. Thus, the study claims that

modelling the IoT-Ce systems architecture using OPM, DSM, and applying a novel control

strategy; the ISARC can generate a data set that closely mimics a historical point in time.

One could argue that a randomly generated data set with constraints can generate the same

FTA measurement set. A warrant that makes this claim reasonable is the �exibility in data
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generation tools today. However, what is not always considered in general-purpose data

generation libraries and tools is the simpli�ed interaction between object, process, and state

within the modelled system. Furthermore, model-based generation and learning tools can

focus on supervised and unsupervised training and could thus be applied. However, it has

not tested against the relationships between OPM, DSM, and the IoT-Ce.

Recently, the OPM and DSM have found their way into industries outside of aerospace

and manufacturing. The proposed �ndings do not aim to re-establish individual vertical

areas of interest in systems design but rather to succinctly position a veri�able hypothesis

by creating a standards-based model for proposing decisions on runtime con�gurations for

the IoT-Ce. The thesis results present suggestions that;

1. OPM enables the scaling of a complex system down to single domain. It creates

a single purpose system boundary, namely the IoT scaled down to the IoT-Ce,

2. the IoT-Ce systems architecture can conform to partial OPM ISO-19450 use. The

diagrammatic representation of models found in Chapters 4 and 5 present speci�c

system diagrams as SD IoT System Value, SD1 IoT Edge System Value Delivering,

SD1.1 IoT Data Transmitting, SD1 Extension for System Value Delivering with Envi-

ronmental Control Con�guration, SD1.1 IoT Data Transmitting with Environmental

Control Candidate and an unfolded structure for an IoT System Controller Candidate.

Additionally, Chapter 5 contains further decomposed model sets for System Request

Handling showing, Device Addressing, and Device Discovering. These processes indi-

cate to support the value delivering processes in the IoT-Ce,

3. a series of Python data generation code blocks can produce a data set within

relative distance to a �xed measurement set for a multi-node systems hierarchy,

4. a series of applied control constraints brings the generated data set within a

reasonable error range to the �xed measurement set, and

5. a con�gurable Python code base that houses structural decision tradeo�s propose

a method for ongoing con�guration decisions for the IoT-Ce.

The model successfully achieves a simple error margin of -0.3117 to 0.3117, and a suitably

controlled error margin, respectively. These margins apply to the �xed FTA Failed Con-

nection Percentage (FCP) target of 41.9218 and the FTA Success Connection Percentage

(SCP) target of 58.0782 found in the FTA data set.
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The model output in Figure 6.1 presents an overview of the thesis contributions. Where

ISARC Decision Models 1 to 4 produce the structured inputs for the DSM code blocks, code

block 5 produces the handling of the master FTA data set. Result set A and B outputs yield

from the code block that generates the ISARC model validation data set. These output data

sets compare to the master FTA data set, yielding the margin results mentioned before.

In conclusion, the model proof indicates that a change to the control aspects of a two-

Figure 6.1: Integrated Thesis Contribution

tiered systems architecture yields a positive result in attaining a simulated value for levels

of dependability in an Front-end System Set architecture. This claim bases itself on the

model generating a data set, that when sampled against a �xed measurement dataset, is

within an acceptable error range between availability and unavailability states. The simple

comparison sample set uses sample sizes of 10000, 20000, 50000, and further towards the

entire population of 384991 events.

The random output sample tests are executed more than 100000 times, which exhibits

a normal distribution for a standard deviation in the controlled result. These tests apply

considerations for connectedness in the IoT-Ce systems architecture, where the type of inter-

action conforms to a high degree of decision sensitivity. By understanding the diagrammatic

systems architecture, one can model the form, function, and associated state changes that

provide a broader understanding of the handling of processes within the system boundary.

Additionally, by attaching sensitivity scales to the known part of the system, a simulated
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view of ongoing decisions about the system can produce results that lessen error margins

for determinism in the system.

6.2 Further Work

The future of lightweight rich sensor and embedded technologies that enable user-speci�c

utility is evident in the vast research body for embedded systems, cyber-physical systems,

and IoT. The technical integration of these technologies closes the gap between physical

and cyber requirements. The co-design of systems that serve immediate satisfaction of re-

quirements is evident in embedded systems, cyber-physical systems, and IoT design. As

the need for technological advancement reaches unimaginable proportions, these technolo-

gies expand human needs and demand greater stakeholder value. Strategies to naturally

verbalise the interaction between systems, subsystems, and components for the IoT will be

needed as greater complexity �nds its way into systems architecture. Strategies to control

Things to yield increasing reliability through self-healing and adaptation is already at hand.

In the same way that mobile devices seamlessly connect to mobile networks, more e�cient

ways of presenting reliable services in the IoT-Ce are undoubtedly required. However, be-

fore considering this large in�ux of multi-domain impacts, consider the future as one that

requires speci�cation of systems using more straightforward systems design methods. Meth-

ods that; reduce complex model transformations, reduce ambiguity present in multifaceted

speci�cation documents, reduce long model-to-test cycles, and clari�es incompatible seman-

tic communications.

The OPM ISO-19450 is a systems automation and integration standard that only com-

plies as far as human interaction and knowledge is applied - as in the case of the ISARC.

OPM creates a single notation possibility that reduces the semantic speci�cation distance

between diagrams. The output creates individual parameters that serve to describe system

problems in their most compact form. However, even though the OPM creates a natural

structure for the system's evolution, it also requires an additional framework to place param-

eters such that it can simulate extensive component interactions. This additional framework

is where Design Structure Matrices provide compact structural design speci�cations. DSMs

have many uses, including speci�cation of simple and complex products, processes, and or-

ganisational interactions. Additionally, DSMs o�er a means to automate subsystem and

component clustering using programmatic functions instead of declarative functions - as

seen in this thesis. Finally, the decision model outputs from this thesis base themselves on

the process activities speci�ed in con�guration automation. Given the underlying principles

that the ISARC builds on, future work can consider specifying additional underlying system
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con�guration and their impact on other self-* properties of a system. The use of ISARC can

extend to use cases that require the conceptualisation of rapid adaptive control speci�cation.

Additional implementation and modi�cations to the ISARC can apply to;

1. increase coverage within the single system boundary. Obtaining greater depth

for compositions that might stretch across geographical boundaries. The system's

complexity in this thesis is bound by considering that devices at the edge produce

generation, acquisition, transmission, and analytical functions. This functional view

is due to the in�ux of changes to mobile devices and the value that each device can

create outside of voice communications. Additional model constraints could further

address the shrinking form of components found in the IoT-Ce. The current thesis

addresses the ability to address and identify Front-end System Sets. It suggests that

applying control to these functions can impact the overall system value they provide

in connection reliability. Further work on boundary selection suggests the behaviours

that relate to Front-end System Sets can decompose into di�erent subsystems and

component function and form. An example of this is the inclusion of packet trans-

mission time, data structure sizes, and power requirements for speci�c lossy ED and

richer GW nodes. E�ectively changing the a�liation of these parameters to systemic

as opposed to environmental. Additionally, the inclusion of human-centric processes

that form the basis of con�guration management, integrates both instruments and

agents. Further work in the area of human-centric function and form manifests in the

use of Multidomain Architecture MDM Models as indicated in Eppinger and Brown-

ing (2012)(pp.237). The �exibility of the method enables these to be included within

OPDs or directly into DSMs.

2. a di�erent perspective on the use of the OPM ISO-19450 systems archi-

tecture outputs. The adaptation of objects and processes for automated control

using natural language processing can o�er a remarkable extension to the ISARC, or a

derivative. One of OPM's key characteristics is dual-channel processing, namely text

and graphical output via a single model notation. Thus, creating a Python library

that consumes the standard text outputs of the model o�ers possible increases in the

core OPM standard to drive toolmakers conformance. Three levels of ISO confor-

mance exist for OPM, namely conformance at a symbolic level, full conformance, and

conformance for toolmakers. The ISARC applies symbolic conformance. Even with

the minimal conformance pro�le, the models still produce text hooks such as entity

essence for agents and instruments, handles, consists of, exhibits, can be, is, requires,
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and changes. These are primarily structural and interaction hooks that can undoubt-

edly serve to train natural language processors. Haapala (2014) produces a Python

library that implements the Levenshtein Distance, which aids in calculating the simi-

larity of text descriptions using fuzzy methods. For architectural decisions that contain

textual descriptions for the system, subsystem, state, and systems architecture form

and function, the matching of decisions can yield clarity where the ambiguity of the

parameter description is under question. For example, the impact of communication

decisions on hardware selection between GW and lossy ED components in a connected

edge subsystem.

3. modi�cation of the Python code blocks that integrate the Python decision model

with a standard IP-based web service component set for enabling control decisions

in the IoT-Ce. In the current thesis, part of the DSM structure (ISARC Model 3)

exhibits an abstracted Android OS library. This library provides access to operating

system signalling and control. The literature reviews on CPS and hardware/software

co-design give rise to the references in the thesis on bridging the gap between hardware

and software speci�cations. The suggestion in the thesis is that an understanding of

the arrangement of parameters in the system provides the basis of decisions before

adaptive design or recon�guration. Although used as a primary reason for the ISARC

hierarchy, representation of CPS parameters and their impact on dynamic behaviour

in the IoT-Ce should be undertaken.

4. extensions to the control theory used in the ISARC. The control constraints

that produce increases in accuracy against the FTA data set are limited to proportional

and integral control. The primary concern in the thesis looked at applying control to

change state values. The Python code blocks handle the control action against an

immediate event and integrated control action. Further work can be considered in

managing subsequent event controls errors, such as the principle of derivative control.

Coupled with the text processing model suggested for OPM, an object-process com-

bination that will handle state in a future event could increase the accuracy of the

simulated data set. Further work should integrate additional PID principles to change

the interaction probability stated in the required DSMs. PID control overviews appear

in Appendix A.3.1 and the python code blocks are agreeable to change.

5. additions to the con�gurable code base create a decision model to house struc-

tural decision tradeo�s by recon�guration. In industry today, the MAPE-K forms

the basis of adaptive systems design. The literature review has shown that MAPE-K

variations are still underpinned by the primary processes of visibility handling, state
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analysing, planning, predicting, and executing. Thus, further work in MAPE-K ex-

pansion by codifying con�guration decision sensitivities into the MAPE-K enables

automation in the decisioning phase, and knowledge repositories. Structural decision

models with variable domain inputs such as Cloud Computing for IoT, Industrial IoT

Topology Decisions, and automated decision constraint handling for global IoT deploy-

ments are exciting areas of focus in IoT ecosystems. These focus areas are primarily

due to physical and logical system boundaries that enforce interaction constraints

across systems, subsystems, and components.

6.3 Closing Statements

The study proposes a method that considers simplifying the speci�cation of an IoT-Ce sys-

tem from something abstract such as stakeholder value, to something concrete, such as a

process change in smart mobile devices. Ordinarily, the hierarchy of a system splits into

di�erent model types, even in a single standard such as UML or SysML. The OPM ISO-

19450, coupled with DSM, reduces the need to transform models while reducing ambiguity

in specifying decisions for the IoT Connected Edge. The ISARC shows that a large complex

system will consider those decisions that can impact its integrity. In addition to identifying

the OPM and DSM as a suitable systems model combination for the ISARC, the extraction

of the system purpose of the IoT-Ce components from the de�nitions of IoT in an existing

IoT body of work uses standard OPM Object-Process-State structures and symbols. This

method is the de�nition-to-OPM approach.

The proof that the model hierarchy is structurally sound is shown by generating a data

set and enforcing a series of system constraints so that the production of the data set closely

matches that of a historical data set. The thesis recommends the OPM/DSM-based systems

architecture approach utilising the following structure;

� Chapter 1: Creates an overview of the primary themes considered in the main argu-

ments.

� Chapter 2: Creates the theoretical basis and fundamentals of Systems Architecture,

IoT, System Con�guration, and Architecture Decisions.

� Chapter 3: Creates an overview of �ve core Systems Architecture questions when

considering OPM as the primary systems modelling method; problem occurrence, sys-

tem purpose, primary function, human and system enablement, and environmental

factors.
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� Chapter 4: Applies the system principles to the system value by showing confor-

mance to OPM symbol usage for the structural and behavioural aspects of IoT-Ce

systems that drive con�guration variability. Additionally, Chapter 4 demonstrates

the main system purpose and primary system interactions, supporting objects and

process transformations, system interfacing, interactions that support control model

types, and process variation and con�guration.

� Chapter 5: Extends the primary use cases by maintaining the ISARC SD hierarchy

and arguing for extension on additional testable functions; namely Device Identify-

ing with an Addressing pre-condition, Device Discovering and Device Managing that

applies a hard operating system interrupt. Additionally, Chapter 5 produces a �xed

output dataset that compares to a historical measurement set for hierarchical system

reliability.

� Chapter 6: Provides summarised remarks to conclude the �ndings and recommends

further work.

258



Appendix A

Additional System Considerations

A.1 Additional Considerations

A.1.1 Dependability Characteristics

With IoT systems becoming more complicated due to variation in standards and vertical

solutions, they will need to become increasingly �exible while maintaining suitable reliability

levels in a physical behavioural context that remains primarily random. An example of such

behaviour is executing a control action in response to a latent sensor measurement response

in critical applications - such as an intelligent tra�c light system or an intelligent gateway

system. The resultant control action based on a temporally latent measurement could be

catastrophic. This action follows a �hard constraint� - a term that this study adapts from

the known de�nition of hard time constraints by Kopetz referenced in Marwedel (2010). The

term �soft time constraint� is further adapted as �soft constraint� to argue for reliable sys-

tem behaviour in a changing heterogeneous ecosystem for consumer devices. Additionally, a

median sensitivity constraint that is neither hard nor soft could argue towards systems that

support use cases that focus on individual human-centric system value drivers such as those

seen in smart phone-based IoT.

A physical-to-informational design perspective within interconnected systems considers basic

concepts such as fault management, control, �ltering, and identi�cation, as seen in Aubrun

et al. (2010)(p.10). These are amongst the most well-known concepts that drive dependable

systems design. Furthermore, the detection of faults that applies to automated systems

control focuses on maintaining certain states at their set-point value and is also concerned

at a system product level about the system and variations in behavioural aspects to handle

faults e�ciently shown in Aubrun et al. (2010)(p.3). The basic dependability characteristic

which incorporates a de�nition of reliability as seen in Marwedel (2010) and Aubrun et al.

(2010)(p.3).
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However, the challenge that raises concerns is the integration of next-generation technologies

into older design approaches. The core consideration in realising physical-to-informational

design places itself in integrating embedded and communication technologies indicated in

Marwedel (2010) and Kopetz (2011). This resolution of this challenge outlines the role of

embedded systems as �disappearing� technologies, Marwedel (2010). Additionally, the mea-

sured e�ectiveness and e�ciency for this integration manifest in embedded systems design

characteristics such as dependability, which incorporates measures of reliability Marwedel

(2010) and Kopetz (2011). This characteristic binds via principle design di�erences between

general systems and embedded systems, Henzinger and Sifakis (2007) and Marwedel (2010).

Where embedded systems design follows a somewhat complex software-hardware structure

as seen in Figure 2.4, the requirements between hard and soft constraints generally appear

in critical and non-critical systems Kopetz (2011), respectively. The key di�erence between

design challenges is the tradeo� considerations on the impact of a breach of constraint bound-

aries. A breach leading to loss of life such as those found in Rammig et al. (2009), would

require stricter control. In contrast, a violation within a more comprehensive acceptable

range could mean control adjustment according to an agreed quality of service. Partitioning

and boundary principles are thus required to enforce limitations on operating conditions for

systems. These principles are well known in system design, Eman et al. (2002), based on

the ability of the system components to exhibit cohesion and coupling principles. Therefore,

system boundaries reinforce an 'error containment principle' which implies that the system

should partition to contain cascading errors, Kopetz (2008).

A performance analysis model in embedded systems provides a baseline for protection from

cascading errors in a system hierarchy. This baseline exists due to design considerations for

embedded systems performance, which underpins questions relating to partitioning, alloca-

tion, and binding, as shown in Thiele and Wandeler (2005). The partitioning component

contains the decisions needed to ensure that software and hardware conform to the previ-

ously mentioned cohesion and coupling principles. The requirements outlined in Thiele and

Wandeler (2005) provides further evidence that a systems engineering approach to stipu-

lating form, function, and interaction is necessary. Specifying the architecture to support

variations through decisions, con�guration, and function-to-form mapping reduces analysis

time for several architecture decisions and architectural constraint tradeo�s. Furthermore,

modelling the correctness of a system ensures no state that the system cannot achieve, as

shown in Thiele and Wandeler (2005). Thus, the design of a system under a modelling

regime will contain a model based on characteristics such as modularity, cohesion, coupling,
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composition, and aggregation. Using composable systems design for protection strategies

meet the core requirements for e�cient boundary setting. Thus, controlled non-functional

system requirements focus on dependability and reliability.

A.1.2 Reliability Constructs

In de�ning the structural and functional components of an IoT ecosystem, making speci�c

reference to the runtime arrangement of this architecture is necessary. Thus, the con�gura-

tion at a point in time, either negatively or positively, impacts the system's reliability. The

question is, How? As the architecture varies at runtime, di�erent items (components or even

entire subsystems) may attach or detach from the ecosystem. For example, connecting a new

smart sensor or actuator component within the edge subsystem at runtime could result in a

failed connection. This con�guration variation further extends to uses cases where gateway

power failures may occur after the �rst operation, resulting in gateways unable to send or

receive appropriate control commands. For both use cases, let us imagine that the event

occurs in the past. However, the state of the IoT-Ce component is currently operational.

Given the state variable X(t), the state for the functioning component would be 1. It will

be 0 if the component is in a failed state. As indicated in Høyland and Rausand (2009), the

state variable appears as;

X(t) =

{
1 if the item is functioning at time t

0 if the item is in a failed state at time t.
(A.1)

Thus, it follows that the next time a failure occurs, variable X(t) would be 0. Additionally,

this state change would be random in nature Høyland and Rausand (2009). The basic

reliability - survivorship - function is represented as the probability (P) that the component

is functioning at time t. This probability presents as;

R(t) = P [T > t] (A.2)

T represents the component lifespan, whereas t represents the point in time for the known

state of the component. The state is namely functioning or not-functioning. Therefore, the

reliability at the time (t) is the probability that the components are operational at time t

with time period T. In reduction towards a steady-state, a series of de�nitions for faulted,

failed, and error states are required to guide the functional boundary of the state simplis-

tically, Høyland and Rausand (2009). However, understanding all failure modes is di�cult

in any system, as indicated in Høyland and Rausand (2009), but more so an integrated het-

erogeneous system. Figure A.1 shows the transition of these concepts from those that can

behave within acceptable limits (errors and failures) to those that require a more signi�cant
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deal of interaction to resolve (faulted). Standard probabilities and operating reference data

across digital communications domains, reliability, and mobile communications appear in

comprehensive engineering reference data collections. An example of reliability and testing

data appears in references such as Marriott (2002). Although not entire applicable to the

argument, note that a guided and standardised measure of system reliability and operating

conditions are available.

Figure A.1: An Error State Escalation Flow adapted from Leon-Garcia (2008)

Thus, the de�nitions or error, failure, and faulted states position as possible aggregate states

within the IoT system boundary.

A.1.3 Random System Behaviour

In systems, random behaviour can cause the system and associated parts to produce mod-

els with incorrect assumptions. However, modelling with accurate real-world constraints in

mind increases model �delity. Fidelity is a systems engineering characteristic that increases

the level of trust that the model will behave similarly to real-world scenarios. Several model

characteristics in system engineering texts exhibit a trade-o� between trust, cost, and ben-

e�ts of the modelled system. Texts such as those used to frame complex product design,

Crawley et al. (2016) and Cameron et al. (2017), provides considerations for guiding princi-

ples within which system trade-o� occurs.

The IoT contains a series of randomly connected devices with random states. This view-

point aligns with random placement behaviour seen in general IoT use contexts. These are

similar to random node placement in wireless sensor networks, Bera et al. (2016). Under this

de�nition, randomness occurs as a numerical attribute, namely a state at a point in time, in

a �nite discrete measurement period. Furthermore, the understanding of the state at a point

in time deduces that the extraction of a random sample will assign a numerical value to the
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measurement. This view is stated as the standard de�nition of a random variable, Leon-

Garcia (2008). A sample space for vital state transitions can, therefore, occur using zero (0)

and one (1) given the de�nition of failed versus functional components as seen in Høyland

and Rausand (2009). Extending a coin toss example seen in Leon-Garcia (2008)(pp.57),

novel rules that produce a 10-measurement set of 5 measurements containing a choice of

zero (0) or one (1) applies. The sample space (S), therefore, presents the outcome Z in the

table below. Due to X taking up a value in the set {1,2,3,5}, the set produces a series of

Table A.1: Random Sample Logic adapted from a coin toss example in Leon-Garcia
(2008)(pp.97)

Z 01101 10101 11111 01100 00111 11001 00100 11000 10000 11111
X(Z) 3 3 5 2 3 3 1 2 1 5

�nite-state selection options. Thus the probability can be calculated using a Probability

Mass Function (PMF) represented as having unique instances of set occurrences found in

the sample space (S). In the example above, the number of measurements is limited to �ve

Table A.2: Probability Mass Function Summary adapted from Leon-Garcia (2008)(pp.101
& 102)

Set Value Occurrences Total Measurement
1 2 10
2 2 10
3 4 10
5 2 10

per measurement set. For example, �ve sequential state reads spaced in 1-second intervals

for a single IoT device. This example expands to multiple sequential-state reads spaced at

a variable time step for a large number of IoT devices. Gateways and physical space drive

the amount of devices that one can comfortably place while maintaining some form of value

from you achieve from an IoT device. The further extrapolation of this example exhibits

the massive randomness when the problem space contains a multi-parameter con�gurations.

Fortunately, the random constructs execute by creating a �nite problem space containing a

�nite number of states, IoT devices, and connection parameters. Furthermore, additional

constraint parameters bind the problem space into a �nite domain. Although the state do-

main is limited to state zero and one, standards such as the process constant arrays found

in the IoT/CPS application domain in Linux (2018), and those found in mobile network

con�guration standards in TC-SMG (1996), provide a broader set of con�guration states

against which functional and non-functional states maps. Additionally, the transition of

known process states seen in Reichert and Weber (2012)(pp.34) provide a limited series of

process interactions.
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Finally, system engineering guidelines such as those found in Crawley et al. (2016), and

Cameron et al. (2017) o�er guidance for dealing with systems, subsystems, components,

and the interfaces that connect system hierarchies. The nature of these systems are cen-

tralised or distributed, and thus Crawley et al. (2016), and Cameron et al. (2017) o�er a

means to provide architectural guidance for binding runaway system behaviour. Therefore,

it provides the necessary system boundary principles within which modelling of random

system behaviour can occur.

A.1.4 Failure Analysis in Distributed Systems

Suppose that a system consists of several components or subsystems - the reliability of this

system can be computed in terms of the reliability of its constituent parts. This assumption

holds if the components that support such a subsystem fail independently of each other,

Leon-Garcia (2008).

In Table A.1, the �rst measurement set is represented as 01101. This combination ef-

fectively means that the �rst measurement showed State::Failed, the next reading shows

State::Functional, the following State:Functional, and so forth for the entire sample space.

This initial view concurs with general random system behaviour as indicated in Høyland

and Rausand (2009), where the time to fail occurs randomly at some point. In the case of

the �rst reading, the system fails immediately at reading 1. The curve, which represents a

Figure A.2: A Standardised Chart for Time to Failure

standardised set of periods for system state, appears in Figure A.2. Represented graphically,

the core periods of system state are;
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1. Time 0 with a State of 1 (Item is functioning),

2. Time (T ) when the failure occurs (Item is in a failed state) and

3. Time after failure event time.

Within these states, several methods expose qualitative and quantitative failure analy-

sis. System Reliability Theory indicated in Høyland and Rausand (2009) show methods

supporting the analysis of failures in a system. Failure Modes, E�ects and Criticality

(FMEA/FMECA), Fault Tree Analysis, and Cause-and-e�ect diagrams are a few of the

quantitative and qualitative methods used to support system reliability analysis. The anal-

Table A.3: Failure Model Analysis Methods

Qualitative Quantitative
FMEA/FMECA yes no
Fault tree analysis yes yes
Cause and effect diagrams yes no
Bayesian belief networks yes yes
Event tree analysis yes yes
Reliability block diagrams yes yes

ysis method used in this thesis approaches systems de�nition using system decomposition.

Thus, fault tree analysis provides suitable pre-conditions and constraint structures within

which a binary state. Quantitative decision sensitivity of a system appears in the ISARC.

This binary state represents either a functioning or available state (1) or a non-functioning

or unavailable state (0).

Failure Analysis Data Sets

Failure analysis and error correlation for distributed systems in research has shown interest

in recent years with the research producing a series of data sets located in an online Fail-

ure Trace Archive, Epema et al. (2014). These data sets support error correlation analysis

across a distributed architecture for several internet-connected system classes, Kondo et al.

(2010). At the time of publication of the ISARC model validation, the FTA contained data

sets generated from approximately 807000 nodes for a period occurring between 1994 and

2014. A data set summary in Table A.4 expands the summary in Kondo et al. (2010) by

applying the trace start dates in ascending order.

In dealing with a distributed systems design, one has to ensure that the correct levels

of errors are managed and handled to increase the total reliability of that system. IoT

ecosystems are no di�erent in this regard as these systems are primarily distributed. How-

ever, the complexity of these systems steadily increases as IoT edge devices may not carry
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Table A.4: Summary of FTA data sets adapted from Kondo et al. (2010) and Epema et al.
(2014)

System Type Nodes Count Target Component Period Year
ucb94 Desktop Grid 85 CPU 46 days 1994
LANL SMP, HPC Clusters 4750 host 9 years 1996-2005
HPC2 HPC Clusters 256 IO 2.5 years 1996-2005

Microsoft Desktop 51663 host 35 days 1999
NERSC HPC Clusters NA IO 5 years 2001-2006

Web sites Web servers 129 host 8 months 2001-2002
Overnet P2P 3 host 2 weeks 2003
PNNL HPC Cluster 980 host, network 4 years 2003-2007

Grenouille03 DSL 4800 host 1 year 2003
sdsc03 Desktop Grid 275 CPU 1 month 2003
HPC4 Supercomputers 152516 every thing 1 year 2004-2006
DNS DNS servers 62201 host 2 weeks 2004

PlanetLab P2P 200-400 host 1.5 year 2004-2005
Skype P2P 4000 host 1 month 2005

Grenouille05 DSL 4800 host 1 year 2005
Grid’5000 Grid 1288 host 1.5 years 2005-2006

lri05 Desktop Grid 40 CPU 1 month 2005
deug05 Desktop Grid 40 CPU 1 month 2005
cae06 Grid 686 host 35 days 2006
cs06 Grid 725 host 35 days 2006
glow06 Grid 715 host 33 days 2006

teragrid06 Grid 1001 host 8 months 2006-2007
Docking@home Desktop Grid 287212 host 8 years 2006-2014
SETI@home Desktop Grid 226208 CPU 1.5 years 2007-2009

EGEE Grid 2500 queues CE queue 1 month 2007
Notre Dame Desktop Grid 700 CPU, host 6 months 2007

su�cient processing capability or contain the necessary components to recover from internal

device failures. Due to this characteristic, these edge devices appear lossy and unreliable.

Connection reliability under these conditions varies based on the sensing requirement. Thus,

a surge of sensor data from a variable number of connected IoT devices may prove untenable,

causing large-scale failures of outbound IoT device transmission requests. Thus, based on the

limited nature of process-handling capabilities on constrained IoT devices, a scheme to man-

age reliable outbound data transmission under failure conditions is critical when stipulating

these edge devices' con�guration requirements. Table A.4 produces a sample population

that creates a point in a time view of reliability metrics and produces con�guration options

within each system set. For example, the insertion of web browser connection attempts for

the 129 websites produced in the FTA. Alternatively, the handling of internal systemic con-

�guration variation in the high-performance computing (HPC) or grid architecture data sets.

A core requirement for a class of managed processes identi�es closely with failure analy-

sis. Thus a reference towards state-awareness in components is argued for - similar to those

found in Yigitbasi et al. (2010). Yigitbasi et al. (2010) sees the bene�ts that support the

need for a class of state-awareness entities in time-varying behavioural analysis of failures

in large scale distributed systems as;
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1. having �signi�cant� impact on solutions that handle fault behaviour proactively,

2. having an impact on failure resolution strategies for systems that are in a failed state,

3. being aware of temporal conditions that exist for 'smart checkpointing' and system,

subsystem, or component level scheduling and

4. having information on creating adaptive fault-tolerant mechanisms.

The design consideration, which outlines the need for information for creating fault-tolerant

mechanisms, Yigitbasi et al. (2010), provides the required visibility and, by implication,

awareness of the state of a system at any given point in time. The FTA provides a set of

failed state occurrences for a DNS, Epema et al. (2014). More speci�cally, Pang et al. (2004)

produces a data sample that references a high number of state switching behaviour in fewer

local DNS servers.

Figure A.3: Failed State Occurrences for DNS Servers. Sampled March to April 2004

Interest in dependability and reliability for IoT systems evolves as a new paradigm due to

seamless connectivity requirements, Behera et al. (2015). The reliability of these systems

pivots back to core IT system availability metrics as seen in Ahmad (2014). Additionally,

Yong-Fei and Li-Qin (2014) presents a quantitative view of IoT reliability by calculating

cross-system boundary values for reliability. These boundaries align with current opinions

on IoT data generation, transmission, and application domains. The support for greater visi-

bility of the state of components in the IoT edge utilising a purpose-driven approach appears

in the ISARC. The design consideration that outlines the need for accessible information to

267



create fault-tolerant mechanisms seen in the Yigitbasi et al. (2010) time-behavioural anal-

ysis, therefore, provides the required state visibility in a hierarchical system template such

as the DNS data set in the FTA.

Handling of Omitted Measurement Records in the FTA

In the event of a missing record requirement in the FTA data set, an expansion of the data

set into a second-by-second measurement set is possible. The Python code block in listing

A.1 below applies a start date and time and end date and available and unavailable states in

the DNS data set. An extension to the thesis model proof - its second contribution - enables

a series of architectural options representing runtime con�gurations with sensitivities that

attach inside the state boundaries to form a prolonged state. It is however noted that Pang

et al. (2004) references the �PASTA� principle. This principle states the ability to observe

a given state for the proportion of measurements that are approximations to the amount

of time spent in that state. Increases in �xed-rate measurements by Pang indicate that an

identical availability distribution is possible in their study. The handling of event insertion

provides a measure of generated event surety to create granular measurement opportunities

and additional state measurement testbeds. The handling of missing records expands the

model's usefulness by attaching actualised events in a missing data set.

To argue the boundary condition for a coupled parameter set - a runtime con�guration

- the architectural options condense into an action that occurs well within the start and

end state measurements of the FTA data set. To extend the example of logical parameter

distances shown in the output ISARC Parameter List Assignment with Random Generated

Sensitivity, the DNS system communication path or connected IoT device path forms part

of a coupled component set. In a connected state, the following sample of suggested pa-

rameters could be coupled together; Address, Communication, Transmission, State:Initial,

State:Default, State:Final, Discoverable, Filter, ConnectedDevice, EnrolledDevice, and so

forth. The selection of these parameters forms the implicit knowledge of an IoT device in

the connected-edge subsystem based on literature in earlier chapters. One could argue that

many more parameters and combinations of these parameters impact the connectivity of

IoT devices, and thus manual parameter selection would be untenable. The thesis model

proof, therefore, produces an automated sampling of con�guration choices. To propose a

method of simplifying ongoing architectural decisions, the ISARC adheres to a principle of

hierarchy and simplicity. Both principles re�ect OPM ISO-19540 standards.

Table A.5 zooms into the original Pang DNS data set showing event_id 6 through 8. Event
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7 indicates a start time of the {0:�Unavailability�} state as 1080404578, and the end time as

1080404615. For representation purposes, the code block below uses the event period with

the minimum time di�erence for events in the �rst ten records of the Pang DNS data set.

A UTC transformation indicates this time as 2004-03-27 16:22:58 and the event stop

Table A.5: Original FTA Data Set Event 6 to 8

Event ID ... ... Node Name Event Type Event Start Time Event Stop Time Event End Reason
... ... ... ... ... ... ... ...
6 ... ... 0.0.0.1 1 1080376236 1080404578 NaN
7 ... ... 0.0.0.1 0 1080404578 1080404615 NaN
8 ... ... 0.0.0.1 1 1080404615 1080542754 NaN
... ... ... ... ... ... ... ...

time as 2004-03-27 16:23:35, with a time di�erence of 37 seconds between these timestamps.

The event output table for missing event measurements generates from the code block for

Table A.6: Transformed FTA Data Set Event 6 to 8

EventID NodeName EventStart EventStop EventType EventTimeDiff
... ... ... ... ... ...
6 0.0.0.1 2004-03-27 08:30:36 2004-03-27 16:22:58 1 28342
7 0.0.0.1 2004-03-27 16:22:58 2004-03-27 16:23:35 0 37
8 0.0.0.1 2004-03-27 16:23:35 2004-03-29 06:45:54 1 138139
... ... ... ... ... ...

expanding time array records. An additional data set for �tting the second-to-second han-

dling of failure traces appear in the time expansion code block. These missing events enable

the testing of architectural choices for each second between {1:�Availability�} and {0:�Un-

availability�} state changes, and vice versa.

Listing A.1: Expanding FTA Time Array Records

1 #Apply Main FTA data set transformation that yields Intermittent EventDS data set

2 #Input: eventds. Code Block 5.1-DNS Event Trace Transformed Import.

3 #Output: timeArray

4

5 # Expand Missing FTA Data Set Array for Sample event_id 7

6 timeArray = make_array()

7

8 # Event Data Set Event Start Timestamp for Event ID 7

9 stepStart = eventds[3][7]

10

11 # Event Data Set Event End Timestamp for Event ID 7

12 stepEnd = eventds[5][7]

13 createStep = stepEnd - stepStart

14

15 for i in np.arange(createStep+1):

16 timeStep = stepStart+i

17 timeArray = np.append(timeArray, datetime.fromtimestamp(timeStep, timezone.utc).strftime(’%Y-%m-%d %H:%M:%S

’))

18

19 # Time Array Expansion for event_id 7: 0.0.0.1 2004-03-27 16:22:58 to 2004-03-27 16:23:35

20
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21 #Toggle 3: Print timeArray for missing event timestamps for Event ID 7

22 print(timeArray)
23

24 #[’2004-03-27 16:22:58’ ’2004-03-27 16:22:59’ ’2004-03-27 16:23:00’

25 # ’2004-03-27 16:23:01’ ’2004-03-27 16:23:02’ ’2004-03-27 16:23:03’

26 # ’2004-03-27 16:23:04’ ’2004-03-27 16:23:05’ ’2004-03-27 16:23:06’

27 # ’2004-03-27 16:23:07’ ’2004-03-27 16:23:08’ ’2004-03-27 16:23:09’

28 # ’2004-03-27 16:23:10’ ’2004-03-27 16:23:11’ ’2004-03-27 16:23:12’

29 # ’2004-03-27 16:23:13’ ’2004-03-27 16:23:14’ ’2004-03-27 16:23:15’

30 # ’2004-03-27 16:23:16’ ’2004-03-27 16:23:17’ ’2004-03-27 16:23:18’

31 # ’2004-03-27 16:23:19’ ’2004-03-27 16:23:20’ ’2004-03-27 16:23:21’

32 # ’2004-03-27 16:23:22’ ’2004-03-27 16:23:23’ ’2004-03-27 16:23:24’

33 # ’2004-03-27 16:23:25’ ’2004-03-27 16:23:26’ ’2004-03-27 16:23:27’

34 # ’2004-03-27 16:23:28’ ’2004-03-27 16:23:29’ ’2004-03-27 16:23:30’

35 # ’2004-03-27 16:23:31’ ’2004-03-27 16:23:32’ ’2004-03-27 16:23:33’

36 # ’2004-03-27 16:23:34’ ’2004-03-27 16:23:35’]

By inserting the missing time events between each event state, the ISARC model proof

e�ectively extends the simulation population without adversely impacting the actual mea-

surements generated in Pang et al. (2004), preserving the failure timestamp positions in the

original FTA data set. The ISARC model proof essentially creates a cross-section of the

timestamps and expands the measurements such that a boundary between measured states

exists. One might argue that an alternative to modelling �xed periods is using a random

selection. The thesis model proof argues that random selection between start and end event

measurements increases randomness in an already random environment where IoT device

placement and IoT device connectedness play a role in connected edge subsystem dynamics.

Additionally, the selection criteria for a con�guration that contains architectural param-

eters are sometimes bound directly to an action given a parameter cluster. An example

of a parameter cluster is shown in the manual selection of the con�guration set contain-

ing; Address, Communication, Transmission, S:{Initial,Default,Final}, Discoverable, Filter,

ConnectedDevice, and EnrolledDevice.

In Figure A.4, two measurement streams are shown. The Pang DNS data set shows

Figure A.4: FTA DNS Event 7 State Change Summary derived from Epema et al. (2014)
and Pang et al. (2004)

with relative certainty that a change of state occurred between event_id 6, 7, and 8. In Fig-
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ure A.4 the measurement at M1:1080404578 indicates a state transition from {1:Available}

to {0:Unavailable} - from event_id 6 to event_id 7. A subsequent state change shows that

M37:1080404615 represents the next state change from {0:Unavailable} to {1:Available} -

from event_id 7 to event_id 8. Figure A.4 shows this transition in the solid line transition

over the measurement period. The solid line assumes that no process, control, or action

occurred during the 37 measurement events to advance the state to anything other than

{0:Unavailable}. Thus, the start and end of the measurement period for event_id 7 is ac-

cepted as {0:Unavailable}.

The dashed line from M1:1080404578 to M37:1080404615 indicates a single state, but this is

not possible in the Pang DNS data set as an {0:Unavailable} state occurred during event_id

7. One could argue that the DNS state changes occurred randomly. However, the Pang DNS

data is the basis of DNS reliability calculations that happened at that speci�c point in time.

One could further argue that a randomly generated {0:Unavailable} and {1:Available} data

set could provide a comparable basis for the thesis model proof. The thesis model proof

is unique. It tests actual events against �xed cluster architectural decisions even though

the generation of the thesis model data set uses random principles such as node generation,

timestamp generation, and component state at a point in time. Thus, it suggests some

determinism in runtime con�guration while supporting systems architecture principles such

as environmental and systemic OPM characteristics. Environmental system characteristics

are largely outside of the control of the core system.

Given the large number of variables that can impact the architecture, a cluster of decisions

suggests an understanding of the impact of increasing determinism in the IoT connected-edge

device behaviour. Therefore, is there a runtime con�guration that includes direct systemic

control to change the state earlier than measurement M37:1080404615? Is it cost-e�ective

from a process handling point of view? Is it necessary, or should the IoT device expect a ran-

dom response when M37:1080404615 produces an {1:Available} response? These questions

enable the placement of the controller as systemic instead of environmental. The initial

thesis model proposes an environmental placement. By placing the controller within the

system boundary, e�ciency is achieved as no external communication is required to enable

controlled behaviour.

A.2 Node JS Signalling Constants

The NodeJS signalling constants form a critical part of the IoT-Ce interaction decisions.

The signalling constants produce an abstracted state machine with de�ned state transitions
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between each of the 36 constants. A system under a control strategy uses the accessible

constants to provide the next best action. This action executes a request that solicits a

response or an asynchronous notify that initiates a noti�cation to a processor or controlling

terminal. The selection of the OS constants occurs under the need for abstracted control

towards IoT device. The compatibility of NodeJS on generally accessible IoT devices makes

this high-level programming language suitable for accessing device resource information such

as device availability, uptime, and battery levels. The direct control of error, failure, and

fault transition further appears through remote device management via standards-based

application programming interfaces (API). Arguing for structured object and process re-

Table A.7: Consolidated Node JS Signalling Constants

Constant (Interaction Type) Description
SIGHUP (Notify) Sent to indicate when a controlling terminal is closed or a parent process exits.
SIGINT (Request) Sent to indicate when a user wishes to interrupt a process ((Ctrl+C)).
SIGQUIT (Request) Sent to indicate when a user wishes to terminate a process and perform a core dump.
SIGILL (Notify) Sent to a process to notify that it has attempted to perform an illegal, malformed, unknown, or privileged instruction.
SIGTRAP (Notify) Sent to a process when an exception has occurred.
SIGABRT (Request) Sent to a process to request that it abort.
SIGIOT (Request) Synonym for SIGABRT
SIGBUS (Notify) Sent to a process to notify that it has caused a bus error.
SIGFPE (Notify) Sent to a process to notify that it has performed an illegal arithmetic operation.
SIGKILL (Request) Sent to a process to terminate it immediately.

SIGUSR1 SIGUSR2 (Request) Sent to a process to identify user-defined conditions.
SIGSEGV (Notify) Sent to a process to notify of a segmentation fault.
SIGPIPE (Notify) Sent to a process when it has attempted to write to a disconnected pipe.
SIGALRM (Notify) Sent to a process when a system timer elapses.
SIGTERM (Request) Sent to a process to request termination.
SIGCHLD (Notify) Sent to a process when a child process terminates.
SIGSTKFLT (Notify) Sent to a process to indicate a stack fault on a coprocessor.
SIGCONT (Request) Sent to instruct the operating system to continue a paused process.
SIGSTOP (Request) Sent to instruct the operating system to halt a process.
SIGTSTP (Request) Sent to a process to request it to stop.
SIGBREAK (Request) Sent to indicate when a user wishes to interrupt a process.
SIGTTIN (Notify) Sent to a process when it reads from the TTY while in the background.
SIGTTOU (Notify) Sent to a process when it writes to the TTY while in the background.
SIGURG (Notify) Sent to a process when a socket has urgent data to read.
SIGXCPU (Notify) Sent to a process when it has exceeded its limit on CPU usage.
SIGXFSZ (Notify) Sent to a process when it grows a file larger than the maximum allowed.
SIGVTALRM (Notify) Sent to a process when a virtual timer has elapsed.
SIGPROF (Notify) Sent to a process when a system timer has elapsed.
SIGWINCH (Notify) Sent to a process when the controlling terminal has changed its size.
SIGIO (Notify) Sent to a process when I/O is available.
SIGPOLL (Notify) Synonym for SIGIO
SIGLOST (Notify) Sent to a process when a file lock has been lost.
SIGPWR (Notify) Sent to a process to notify of a power failure.
SIGINFO (Notify) Synonym for SIGPWR
SIGSYS (Notify) Sent to a process to notify of a bad argument.

SIGUNUSED (Notify) Synonym for SIGSYS

quirements within the micro boundary of the component state transition in the Node-JS

context, o�ers a decomposed single boundary opportunity for the interaction between the

36 OS state constants. Applying the OPM ISO-19450, ISO/TC 184/SC 5 (E) (2014), yields

the the following object and process suggestions from the records in Table A.7;

1. SIGHUP changes state of component from unknown to known when controlling ter-

minal handling changes state from open to closed, or when a parent process exiting

occurs.

2. SIGINT changes state of component from running to terminated when user interrupt

requesting occurs.
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Table A.8: IoT Device Operating System Signalling Template

Interaction Type Constant 1 2 3 4 ...
Notify SIGHUP 1
Request SIGINT 2
Request SIGQUIT 3
Notify SIGILL 4
Notify SIGTRAP 5
Request SIGABRT 6
Request SIGIOT 7
Notify SIGBUS 8
Notify SIGFPE 9
Request SIGKILL 10
Request SIGUSR1 SIGUSR2 11
Notify SIGSEGV 12
Notify SIGPIPE 13
Notify SIGALRM 14
Request SIGTERM 15
Notify SIGCHLD 16
Notify SIGSTKFLT 17
Request SIGCONT 18
Request SIGSTOP 19
Request SIGTSTP 20
Request SIGBREAK 21
Notify SIGTTIN 22
Notify SIGTTOU 23
Notify SIGURG 24
Notify SIGXCPU 25
Notify SIGXFSZ 26
Notify SIGVTALRM 27
Notify SIGPROF 28
Notify SIGWINCH 29
Notify SIGIO 30
Notify SIGPOLL 31
Notify SIGLOST 32
Notify SIGPWR 33
Notify SIGINFO 34
Notify SIGSYS 35
Notify SIGUNUSED 36

3. SIGQUIT changes state from component from unknown to known when user termina-

tion requesting occurs, and the sub process core dump performing is needed.

4. SIGILL changes state of component from unknown to known when instruction per-

forming has states; illegal, malformed, unknown, or privileged.

5. SIGTRAP changes state of component from unknown to known when process excep-

tion handling occurs.

Additionally, a DSM equivalent of the state constant interaction extends from the template

in Table A.8. The DSM input column (IC) notation re�ects an interaction between the

row and column values in an n-squared matrix. Thus the row-column intersections of the

template in Table A.8 enables su�cient structure to determine interactions, transitions, and

state reachability goals in the IoT-Ce.

A.3 A Brief Overview of Systems Control using PID

Appendix A contains PID Control theory considerations in systems design. Appendix A

is cited across individual chapters to ensure that the systems architecture and decisions

relating to the architecture can decouple cleanly from the system's primary goal, whether

IoT data generation, data transmission, or data analytics, Chuah (2014). This decoupling

273



approach enables a system without binding concepts such as control into architecture de-

cisions. Namely, the thesis does not preemptively argue for systemic versus environmental

decision parameters. Control should be one of the many decision parameters that enable

sound architectural decisions to support dependability requirements in systems.

A.3.1 Modelling Control Architectures with PID

Feedback is necessary to ensure that systems operate as planned and that intended commu-

nication across subsystems and components in a system is reliable. Two types of feedback

can exist in a system. One that uses the output of a process to feedback into the system's

input to correct over or under adjustment of the control. This type of feedback is generally

termed a feedback loop. The second does not use system outputs to reference controller

inputs. This loop type is termed a feed-forward loop, as indicated by Janert (2013). Both

patterns provide a suitable modelling construct for use cases in IoT. For example, moisture

control in agricultural systems where moisture levels in soil can trigger a control action starts

to cease sprinkler activity. This interaction is a closed-loop control system. Outbound de-

vice state noti�cations may result from a gateway subsystem needing device status feedback

due to a new device in the running IoT ecosystem - in a runtime con�guration. Thus, the

controller output originating from IoT gateway components within the device could result

in a subsequent gateway subsystem control action such as initiating an outbound addressing

lookup towards a DNS subsystem. Figure A.5 produces a standard input-output control

with reference signal measurements, and corrective control operations.

Figure A.5 outlines a series of speci�c control system variables. Using a control strat-

egy in the thesis aims to guide the reader to consider that architecture decisions exist to

meet a system goal and allow parameter sensitivity to play a role in deciding an optimal

architecture. The considerations in the thesis body of work references the use of a novel

controller structure to outline adaptive runtime behaviour in the IoT-Ce system use case

- enable addressing using a two-tier client/server architecture, with the requisite argument

that addressing precedes IoT data transmitting that yields IoT transmitted data. Further-

more, the non-linearity of IoT systems argue for the use of both context and non-context

bound control. IoT subsystems and components that have higher processing and memory

capacities could hold greater context. In contrast, lossy systems with limited processing and

memory capacities would invest in architectures that enable optimised battery and commu-

nication component functions.

Figure A.6 outlines the two feedback patterns. Pattern One, the feedback loop, con-
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Figure A.5: Conventional Control System Variables. Extracted from Janert (2013)

tains input and mediated inputs through error correction, which serves as returned output-

to-input conversions. This corrective measure produces a control target within which a

dependability characteristic such as reliability can measure. System behaviour will main-

tain within a de�ned error band that de�nes its reliability.

Pattern Two, the feed foward loop, contains no prede�ned corrected outputs. Reference

values can apply, either in or out-of-range of the measured value. However, feed-forward

error correction methods can be seen in some control systems through the �ltering of signals

that may deviate from a required error band.

A control systems viewpoint for electronic computer systems de�nes the controller's purposes

as a model that corrects signalling to be consumed by a system. In his chapter on Con-

trollers, Janert outlines the fundamental de�nitions for proportional, integral, and derivative

control characteristics, Janert (2013)(pp.39-49). These de�nitions underpin the most widely

used model for control systems design - the PID Controller. The characteristics outline as

follows;

1. Proportional Control outlines the use of a corrective action proportional to the size

of the error. Hence, large errors will lead to large corrections, and similarly for small

errors. The out of the controller is represented as;

up(t) = kpe(t)
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Figure A.6: Closed and Open Loop System Flows. Extracted from Janert (2013)

kp > 0

kp represents the controller gain as a positive constant. The control output up(t) can

represent a simple yet �awed view of the system's reliability. Although it provides

an immediate current state change, it may be useful for improving responsiveness.

However, it cannot control an unstable or failed system. Historical context is needed

to provide additional control in these cases.

2. Integral Control outlines the use of an accumulated error aimed at reducing a steady-

state error towards zero.

ui(t) = ki

∫ t

0
e(τ)d(τ)

ki > 0

The historical context in an integral control strategy scales small errors so that the

error control is signi�cant enough to reduce steady-error states towards zero. The

output of the integral is proportional to the error over time. The integral controller is

a rudimentary calculation of a cumulative sum of the error values in the system under

control. Thus the cumulative error E at time sample t is;

Et = δt · et + Et−1

ui,t = kiEi

Finally, ki is the integral gain, and ui,t is the implementation of the output of the

integral controller at time t.
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3. Derivative Control outlines the use of a corrective action based on the rate of change

of the error - a forward looking concern in the controller model.

ud(t) = kd
de(t)

dt

kd > 0

Derivative control provides e�cient responses compared to integral control actions but

cannot accommodate errors where control set points are constants. Derivative control

will produce large control signals in response to high-frequency control errors such as

set point changes and sensor noise. Thus an early corrective action is needed to stem

growing error accumulations. Approximations of a derivative of the error e can apply

using;

ud,t = kd
et − et−1

δt

In control systems P, PI or PID controllers are used, however the P and PI is more widely

used. The representation for the simulated thesis proof is represented using the standard

PID mathematical representation, namely;

upid(t) = kpe(t) + kiEi + kd
et − et−1

δt

As the thesis control applies a novel PI strategy the result is;

upid(t) = kpe(t) + kiEi + 0

Figure A.7 reproduces the system boundary for noti�cation, and PID control parameter us-

age in OPM form. The notation indicates a separation of concerns between the main system

and an externalised controller. As produced in Touretzky (2009), a simulation strategy that

produces a reproducible output can be tuned in real-time, in a generally available tool such

as Microsoft Excel. PI tuning baselines present values where kp, ki, and kd range from zero

to �fty.

Although simulation models can be produced in generally available tools such as Microsoft

Excel as seen in Touretzky (2009) and Cameron et al. (2017), the validation of the sys-

tem architecture model in OPCAT 4.2 is preferred due to this tool's proximity to OPM

ISO-19450, Dori et al. (2003). Additionally, OPCAT 4.2 as a single tool for modelling and

validation positions the primary system's questions within reach of system architects. The

core reason behind implementing the the thesis proof in OPCAT is the concept-to-test prin-

ciples in existing systems engineering work. This body of work exhibits in the evidence

cited in the thesis, such as the use of OPM to determine Cyber-Physical Gaps, Mordecai

and Dori (2017a). Finally, the thesis uses Python to enable simulation ready tests for large

scale system validation using modular Python Notebooks.
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Figure A.7: Simulation Form-Function De�nition consolidated from Chapter 4 and 5

A.3.2 Insights on Control Parameters

A model data set can be generated using the control parameters in Table A.9. In this

Table A.9: Control Model Validation Parameters

Parameter Term Description DataType
TimeStep Incrementing Measurement time step float

ControlPosition Required control position float
TargetPosition Required target position (always at Functioning State

1)
int

Proportional Error (PE) Control Position - Target Position float
Integral Error (IE) Initial Measurement is (PE * TimeStep +

InitialIntegralError),then (PE * TimeStep + PE
for TimeStep-1)

float

Derivative Error (DE) Initial Measurement is ((PE-InitialError)/TimeStep),
then ((PE - PE for TimeStep-1) /TimeStep)

float

Output -((Proportional Gain * PE) - (Integral Gain * IE) -
(Derivative Gain * DE))

float

RandomState Random State where 1(Functional) or 0(Not Functional) int
TargetControlValue (Output - RandomState) * TimeStep float

form, these control parameters serve to meet general controller problems. In an incremental

system value to general control design, Stankovic (2014) indicates that human behavioural

models can form part of control design for IoT. As part of the control strategy, a control

model implementation can reside in several areas within a controlled system; namely, out-

side of the control loop, inside the controller boundary, inside the system boundary, inside a

transducer, and within elected levels in a hierarchical control strategy. However, unplanned

internal system variability caused by poor design, ine�cient system state-awareness, and

incorrect control actions can cause a system to fail in its primary function, irrespective of

control placement.
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The model parameters in Table A.9 recreates the standard PID control model for motion

control studies by deprecating the mass, gravity acceleration, and velocity parameters found

in the original control model by Touretzky (2009). This deprecation ensures the necessary

PID error calculations still maintain calculation integrity. It further condenses the model to

ensure that intermediate acceleration and velocity calculations that impact the actual veloc-

ity inputs for the target control state are nulli�ed. Force-model parameters in the baseline

PID simulator can eventually be replaced with communication-typed parameters such as

network connection delays, processing delays, and round trip time stamps. These parameter

variations are possible due to simulation model characteristics in implementing a pure PID

controller model.

A.4 State of the Art Control Model Representation

The modelling of control systems in OPM is already represented in Dori's view on General

Systems Theory, Dori (2002)(pp.393). The detailed generic systems architecture proposes

a control system foundation using structure and behaviour in OPCAT 4.2. Apart from

the OPM-extracted parameter list, the integration of control as either systemic or envi-

ronmental is a core system boundary argument. In the thesis, the placement of control

argues for the existence of control as a supporting function within the OPM System Dia-

gram (SD) hierarchy. The implementation of the concrete control strategy noted in Janert

(2013)(pp.161-162), applies an example of scaling capacity to meet the needs of connection

requests for an IoT device towards a standard DNS.

The Object Process Language (OPL) outputs the textual leg of a dual-channel form in

OPM. Object Process Diagram (OPD) applies the graphical leg containing the primary

process, A�ecting. The OPD adheres to the modelling principles of singlepage OPD and

containing limited intersecting connections.

The use of OPM ISO-19450 applies towards;

1. system architecture simpli�cation and reuse. OPM ISO-19450 enables a single

notation structure and architectural models,

2. systems architecture usability. OPM ISO-19450 enables scaling of a complex system

down to a single domain that creates a single purpose system boundary with de�ned

interfaces to outofboundary subsystems and components,

3. system architecture management and optimisation. OPM ISO-19450 enables ar-

guments relating to pre-existing runtime arrangement (runtime con�guration) of a

system, in order to support non-functional system characteristics,
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4. system architecture management and optimisation. OPM ISO-19450 enables a

parameter-based simulation of a decision trade-o� model that houses interaction deci-

sions by proposing the integration of OPM and DSM for the IoT-Ce.

Listing A.2: Control System Foundation in OPL. Extracted from Dori (2002)(pp.393)

1 Environment is physical.

2 Controlled System exhibits Controlled Attribute.

3 Controlled Attribute is Value.

4 Controlled Attribute exhibits Acceptability.

5 Acceptability can be below limit, within range,
6 or above limit.

7 Controlled System consists of Controller.

8 Controller is physical.

9 Controller consists of Actuator and Measuring Instrument.

10 Actuator is physical.

11 Measuring Instrument is physical.

12 Measuring Instrument can be idle or active.

13 Controller Stores Control Limits.

14 Operator is physical.

15 Operator handles Set Control Limits.

16 Affecting is physical.

17 Affecting requires Actuator.

18 Affecting affects Environment.

19 Affecting changes Acceptability from below limit to above limit.

20 Affecting consumes Decision.

21 Affecting yields Acceptability.

22 Affecting zooms into Decreasing and Increasing.

23 Decreasing yields above limit Acceptability.

24 Increasing consumes below limit Acceptability.

25 Comparing requires Control Limits and Controller.

26 Comparing consumes Measured Value.

27 Comparing yields Decision.

28 Set Control Limits is physical.

29 Set Control Limits yields Control Limits.

30 Measuring consists of Activating, Gauging, and Recording.

31 Measuring requires Controlled System and Clock.

32 Measuring changes Measuring Instrument from idle to active.

33 Measuring yields Measured Value.

34 Measuring zooms into Activating, Gauging, and Recording.

35 Activating changes Measuring Instrument from idle to active.

36 Gauging requires Controlled System.

37 Recording yields Measured Value.
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Figure A.8: A generic system under control in OPD. Extracted from Dori (2002)(pp.393)
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Appendix B

Additional System Parameters for

Runtime Con�guration

B.1 ISARC Candidate System Parameters List

Model (re)Production Criteria

The model production parameters outline combinations of symbols in line with partial con-

formance requirements for the OPM ISO-19450. The main symbols enable;

1. assignment of parameter combinations from Table B.1 using symbolic conformance to

objects, processes and states,

2. assignment of parameter combinations from Table B.1 using symbolic conformance to

procedural link usage,

3. assignment of parameter combinations from Table B.1 using symbolic conformance to

transformation links, consumption links, enabling links, control links and condition

links,

4. assignment of parameter combinations from Table B.1 using symbolic conformance to

structural links and cardinalities, and

5. assignment of parameter combinations from Table B.1 using symbolic conformance to

logical operators.

Table B.1 outlines the main qualitative summary of decision options between environmental

and systemic elements in the IoT-Ce. The table maps IoT ecosystem and device require-

ments from the primary domains in Chapters 1 and 2 into a set of tables in Chapter 3.

The consolidated architectural decision parameters appear in Table B.1. In summary, the

study extracts known IoT and IoT-Ce requirements from an IoT, Systems Architecture, and

Systems Con�guration body of knowledge using an OPM-�rst approach to arrive at a set of
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parameters that support ongoing architectural decisions. The parameter-based architecture

analysis method by Kazman et al. (1998), supported by Crawley et al. (2016), guides the

generation of OPM speci�c things such as to;

1. present a parameter con�guration space for primary IoT-Ce domain scenarios, located

in Table B.1,

2. link the parameter space to extract of known subsystem interactions, indicated in

Figure 2.1 and Figure 2.11,

3. extract primary function parameter coupling with error limits,

4. extract secondary and supporting function parameter coupling with error limits,

5. model randomness and reliability using �rst failed decision, namely random event

simulation for failed enrolment events,

6. include concrete control parameters, and

7. model sensitivities and architecture trade-o�.

The code block in the next section initialises the architectural decision space, which com-

prises of the parameters that impact ongoing change in the stated 4-model decision architec-

ture. The 4-model decision architecture represents the primary IoT connected-edge system

boundary. The integrated parameter set argues for combinations of parameters, essentially,

runtime con�gurations for the IoT connected-edge.

B.1.1 Installing Additional Architecture Parameter Choices

The following variable assignment imports the DSM parameter list from the Chapter 3

de�nition-To-OPM candidate parameter list into a Python list and then applies a transfor-

mation into a Python NumPy array. The code block below further shows the inclusion of a

random selection sensitivity value for each parameter.

Listing B.1: ISARC OPM Parameter List Assignment

1 import numpy as np

2 dsmParam = [’A1.1_Self-configuring’, ’A1.2_Communication’, ’A1.3_Identifiable Things’, ’A1.4_Physical Attribute

’, ’A1.5_Virtual Personality’, ’A2.1_Connectivity’, ’A2.2_Self-configuring’, ’A2.3_Heterogeneous Things’,

’A2.4_Identifiable Things’, ’A2.5_Physical Attribute’, ’A2.6_Virtual Attribute’, ’A3.1_Smart Objects’, ’A3

.2_Applications & Services’, ’A4.1_Interconnected’, ’A4.2_People_Physical Objects’, ’A4.3_Pervasive Data

Collection’, ’A4.4_Smart Networking’, ’A4.5_Self-configuring’, ’B1.1_Acquisition’, ’B1.2_Transmission’, ’

B1.3_Analytics’, ’B2.1_Filter and Collect’, ’B2.2_Reader and Scanner’, ’B2.3_Sensor’, ’B2.4_Actuator’,’B3

.1_Front End’, ’B3.2_Near End’,’C1.1_Communication’,’C1.2_Hardware Abstraction’,’C1.3_Operating System’,’

C1.4_Remote Management’,’C2.1_Data Management and Messaging’, ’C2.2_Communication and Connectivity’,’C2.3

_Application Runtime’, ’C2.4_Operating System’, ’C2.5_Remote Management’,’D1.1_Notification’, ’D1.2

_Request’,’E1.1_Created’, ’E1.2_Running’, ’E1.3_Suspended’, ’E1.4_Completed’, ’E1.5_Activated’, ’E1.6

_Terminated’, ’F1.1_Monitor’, ’F1.2_Analyse’, ’F1.3_Plan’, ’F1.4_Execute’, ’F1.5_Knowledge’, ’F1.5

_1_Solution Topology Knowledge’, ’F1.5_2_Policy Knowledge’, ’F1.5_3_Problem Determination Knowledge’]
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Table B.1: Consolidated Full Form-Function Interaction

Source Parameter OPM Equivalent Candidate
A1.1 Self-configuring P:Self-configuring
A1.2 Communication P:Communicating
A1.3 Identifiable Things P:Identifying, O:Thing
A1.4 Physical Attribute P:Attribute Handling, O:Physical Attribute
A1.5 Virtual Personality P:Personality Handling, O:Virtual Personality
A2.1 Connectivity P:Connecting or Connection Handling
A2.2 Self-configuring P:Self-configuring
A2.3 Heterogeneous Things P:Heterogeneous Thing Handling, O:Heterogeneous Thing
A2.4 Identifiable Things P:Identifying, O:Identifiable Thing
A2.5 Physical Attribute P:Attribute Handling, O:Physical Attribute
A2.6 Virtual Attribute P:Attribute Handling, O:Virtual Attribute
A3.1 Smart Objects P:Smart Object Handling, O:Smart Object
A3.2 Applications & Services O:IoT Application, O:IoT Service
A4.1 Interconnected P:IoT Interconnecting, S:Interconnected
A4.2 People & Physical Objects O:IoT User Group, O:Physical Object
A4.3 Pervasive Data Collection P:Pervasive Data Collecting
A4.4 Smart Networking P:Smart Networking
A4.5 Self-configuring P:Self-configuring
B1.1 Acquisition P:IoT Data Generating and Acquiring
B1.2 Transmission P:IoT Data Transmitting
B1.3 Analytics P:IoT Data Analysing
B2.1 Filter and Collect P:IoT Data Filtering, P:IoT Data Collecting
B2.2 Reader and Scanner P:IoT Data Reading, P:IoT Data Scanning
B2.3 Sensor P:IoT Data Sensing
B2.4 Actuator P:IoT Control Actuating
B3.1 Front End O:Front-end System Set
B3.2 Near End O:Near-end System Set
C1.1 Communication P:Communicating
C1.2 Hardware Abstraction P:Hardware Abstraction Handling
C1.3 Operating System O:Operating System
C1.4 Remote Management P:Remote Managing
C2.1 Data Management and Messaging P:Data Managing, P:Messaging
C2.2 Communication and Connectivity P:Communicating, P:Connecting
C2.3 Application Runtime P:Application Runtime Handling
C2.4 Operating System O:Operating System
C2.5 Remote Management P:Remote Managing
D1.1 Notification P:Notifying
D1.2 Request P:Requesting
E1.1 Created P:Creating
E1.2 Running P:Running
E1.3 Suspended P:Suspending
E1.4 Completed P:Completing
E1.5 Activated P:Activating
E1.6 Terminated P:Terminating
F1.1 Monitor P:Monitoring
F1.2 Analyse P:Analysing
F1.3 Plan P:Planning
F1.4 Execute P:Executing
F1.5 Knowledge P:Knowledge Handling, O:Solution Topology Knowledge, O:Policy Knowledge, O:Problem Determination Knowledge

3 dsmParameterArray = np.asarray(dsmParam)

4 type(dsmParameterArray)
5

6 ParamProb = np.round(np.random.random(len(dsmParameterArray)),3)
7 ParameterArray = np.append(dsmParameterArray.reshape(len(dsmParameterArray)
8 ,1), ParamProb.reshape(len(dsmParameterArray),1), axis=1)

9

10 ParameterArray

11

12 #Save for Global Variable use

13 np.save(’DecisionParameterProperty.npy’,ParameterArray)

A console printed output of the ParameterArray shows a NumPy ndarray with a shape of

(52,2). The second column in the array contains a randomly generated value that exhibits

a random sensitivity. The �exibility of using Python to validate the ISARC is that values

that exhibit sensitivities closer to a standard or agreed on numeric value can up updated

using single or multiple line updates in the array. For example ParameterArray[42] results in

array([’E1.5_Activated’, ’0.02’], dtype=...). The modi�cation of a single value is achieved

using ParameterArray[42][1] = np.round(np.random.random(),4). A possible output of this modi-

�cation is array([’E1.5_Activated’, ’0.6972’], dtype=...). The original 0.02 and the modi�ed
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0.6972 are an output of the np.random.random library. However, a standardised sensitivity,

probability, or coe�cient value for any parameter in the array is possible. As discussed in an

earlier section on reliability constructs, reference data appears in references such as Marriott

(2002).

Listing B.2: Additional ISARC Parameter List Assignment with Random Generated Deci-
sion Sensitivity

1 array([[’A1.1_Self-configuring’, ’0.007’],

2 [’A1.2_Communication’, ’0.497’],

3 [’A1.3_Identifiable Things’, ’0.704’],

4 [’A1.4_Physical Attribute’, ’0.756’],

5 [’A1.5_Virtual Personality’, ’0.52’],

6 [’A2.1_Connectivity’, ’0.059’],

7 [’A2.2_Self-configuring’, ’0.359’],

8 [’A2.3_Heterogeneous Things’, ’0.708’],

9 [’A2.4_Identifiable Things’, ’0.133’],

10 [’A2.5_Physical Attribute’, ’0.093’],

11 [’A2.6_Virtual Attribute’, ’0.044’],

12 [’A3.1_Smart Objects’, ’0.481’],

13 [’A3.2_Applications & Services’, ’0.32’],

14 [’A4.1_Interconnected’, ’0.466’],

15 [’A4.2_People_Physical Objects’, ’0.597’],

16 [’A4.3_Pervasive Data Collection’, ’0.71’],

17 [’A4.4_Smart Networking’, ’0.766’],

18 [’A4.5_Self-configuring’, ’0.363’],

19 [’B1.1_Acquisition’, ’0.607’],

20 [’B1.2_Transmission’, ’0.403’],

21 [’B1.3_Analytics’, ’0.549’],

22 [’B2.1_Filter and Collect’, ’0.095’],

23 [’B2.2_Reader and Scanner’, ’0.196’],

24 [’B2.3_Sensor’, ’0.874’],

25 [’B2.4_Actuator’, ’0.045’],

26 [’B3.1_Front End’, ’0.726’],

27 [’B3.2_Near End’, ’0.999’],

28 [’C1.1_Communication’, ’0.587’],

29 [’C1.2_Hardware Abstraction’, ’0.32’],

30 [’C1.3_Operating System’, ’0.071’],

31 [’C1.4_Remote Management’, ’0.985’],

32 [’C2.1_Data Management and Messaging’, ’0.186’],

33 [’C2.2_Communication and Connectivity’, ’0.12’],

34 [’C2.3_Application Runtime’, ’0.915’],

35 [’C2.4_Operating System’, ’0.286’],

36 [’C2.5_Remote Management’, ’0.826’],

37 [’D1.1_Notification’, ’0.324’],

38 [’D1.2_Request’, ’0.996’],

39 [’E1.1_Created’, ’0.769’],

40 [’E1.2_Running’, ’0.177’],

41 [’E1.3_Suspended’, ’0.227’],

42 [’E1.4_Completed’, ’0.762’],

43 [’E1.5_Activated’, ’0.02’],

44 [’E1.6_Terminated’, ’0.441’],

45 [’F1.1_Monitor’, ’0.381’],

46 [’F1.2_Analyse’, ’0.408’],

47 [’F1.3_Plan’, ’0.526’],

48 [’F1.4_Execute’, ’0.011’],

49 [’F1.5_Knowledge’, ’0.663’],

50 [’F1.5_1_Solution Topology Knowledge’, ’0.204’],

51 [’F1.5_2_Policy Knowledge’, ’0.831’],

52 [’F1.5_3_Problem Determination Knowledge’, ’0.622’]], dtype=’<U38’)

The creation of the set of parameters found in existing architectures, and structured in the
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decision model, is shown in the Python code block above. These architectures are the basis

of the parameter extraction process using OPM, which resulted in creating the dsmPara-

meterArray array in the code block above. This array attaches to a randomly generated

array - ParamProb - using a standard NumPy random function. ParamProb further uses

the number of parameter choices as the length of the array against which the parameters in-

stantiate. Therefore, the number of parameter choices can expand and contract on demand,

increasing the reach or depth of the architectural decision space.

The focus of variation of con�guration using the additional parameters can suggest a broad

scope of combination and composition of these individual parameters. It, therefore, repre-

sents a highly non-deterministic state as expected in making architectural decisions. How

components interact is also subject to constraints that enforce the interactions within

ED/GW components and toward environmental systems such as the DNS. Using logical

distances between these selections, sample distribution, and calculating variation of these

distances - known statistical constructs - can be implemented using standard distribution

data sets. The absolute distance between selections is a construct already outlined in distri-

bution sampling, Adhikari et al. (2020). The support of architectural parameter distancing

concurs with the distribution methods cited in the lectures on random sampling and hy-

pothesis testing in Adhikari et al. (2020).

The architectural parameters in the code block above can be generated multiple times, each

instance producing a new random value for selection. The distance between the selection of

parameters is logical as opposed to experiencing a physical distance. However, this parame-

ter distancing viewpoint is not speci�cally due to the statistical nature of a random selection

of components in the architecture, but rather due to the hierarchical system's form and func-

tion and the decisions that impact component selection. As indicated in parameter-based

approaches to decisions, the creation of discrete, measurable decision parameters enables a

set of qualitative scenarios. These appear through the ATAM, Kazman et al. (1998), and

the three decision heuristics in Crawley et al. (2016)(pp.326-327). The thesis simulation

method aims to prove the decision strength using parameters, and decisions, that produce

the quantitative view of relationships between decision scenarios. This view is supported by

creating an architectural decision space, measurable indicators, and segregation of decisions

between architecture and design decisions, seen in Crawley et al. (2016). Finally, the sce-

nario interactions limit through the use of DSMs indicated in decision models 1 through 4,

which governs a primary system boundary for the IoT-Ce.
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In identifying logical distances between parameters from the parameter array, it is noted

that IoT device measurements that require 'Communication' '0.xxxx', would therefore also

require an 'Address' '0.xxxx'. Thus a positive correlation could exists between decisions on

Communication and Address. That is if the boundary condition for the decision is set at

’Arch. Decision 1’ ’0.500’. If the decision sensitivity leans towards 1, and based on standard

probability increasing towards 1, a correlation could be drawn that Communication and

Address is positively correlated. A lower sensitivity such as 'Smart Object' '0.xxxx' leaning

closer towards 0, can thus be analysed and adjusted based on the need for a decision against

the parameter. For example, if the sensitivity of 'Smart Object' is lower than the boundary

condition, it can be inferred that the ED/GW is a lossy device with lower processing, mem-

ory and storage capacities. Namely not a 'Smart Object', and therefore di�erent class of

Communication and Addressing should occur, but Communication and Addressing should

occur nonetheless due to the decision correlation between Communication and Addressing.

It is argued in the thesis that addressing is a pre-existence condition for communication.

Finally, if Remote Management is required on the IoT device, and a need exists to communi-

cate to establish Remote Management, then the Communication and Remote Management

parameters should also be positively correlated. The data set in the code block is truly ran-

dom, and thus inferences relating to the correlation cannot be made by using these values

only. If a 'Communication' '0.905' chance outcome was generated with a 'Remote Manage-

ment '0.369' random outcome, it would indicate that ’Communication’ ’0.905’ and 'Remote

Management '0.369' would not correlate as the high, and low values would reduce the chance

of these being correlated. Consequently, these would also fall on either side of the ’Arch.

Decision 1’ ’0.500’ boundary condition. Finally, the single sensitivity value only shows the

selection of a single additional parameter out of the thesis decision array array items seen

above. A complete decision will focus on decisions relating to other runtime con�gurations

of the IoT device components, which will require coupled components in the subsystem.

A set of trials of the parameters in a single selection form, with random probability, is

known to exhibit a normal distribution. Figure B.1 represents 250000 simulations using the

code block. Automated simulation is provided as an essential selection methodology that

supports continuous model testing, Adhikari et al. (2020). The simulation trails in the code

block is adapted from the course work on sampling and hypothesis testing in Adhikari et al.

(2020).
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Listing B.3: ISARC Sampled Parameter Selection Averages

1 import pandas as pd

2 import numpy as np

3 from datetime import datetime, timezone

4 from datascience import *

5

6 selectionCount = []

7

8 ParameterArray = np.load(’DecisionParameterProperty.npy’)

9

10 isarcParamTmp = Table(make_array(’SourceID’, ’ParamRef’, ’ISARCDecisionLocator’,’ISARC_ParamPValue’, ’

ISARC_DetectedPValue’))

11

12 for _ in np.arange(len(ParameterArray)):
13 isarcParamTable = isarcParamTmp.append([’DPA’, ’N/A’, ParameterArray[_][0], ParameterArray[_][1],0])

14

15 simulationTrials = 250000

16

17 for i in np.arange(simulationTrials):

18 sampledSelectionAverage = np.average(isarcParamTable.sample(10, with_replacement=False)[’ISARC_ParamPValue’

].astype(np.float))
19 selectionCount = np.append(selectionCount,sampledSelectionAverage)

20

21 Table().with_column(’Averaged Parameter Selection Value’,selectionCount).hist()

The graph in Figure B.1 indicates that a sample of ten items (line 19) from a single array

containing random selection sensitivity, simulated 250000 time yields a normal distribution.

This simple distribution indicates that a single set of static selection criteria array values

should yield a normally distributed selection sensitivity.

Figure B.1: Sampled Random Parameter Distribution for 52-Parameter Array Table

B.2 Additional Use Case Overview

This section deals with the framework for handling additional enrolment use cases for ex-

tending the ISARC OPM-ISO 19450 Device Discovering functions. In their chapter on

interactions, Bassi et al. (2013) produces an IoT architecture for interconnecting things
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by discussing two scenario types; management and service-centric scenarios. Management

scenarios focus on the system's con�guration when adding a device to an IoT system and

modi�cation of to device con�gurations. Service-centric scenarios enable the discovery of

services within the IoT ecosystem for a connected device. For simplicity, these processes are

System Con�guration Handling, and Device Con�guration Changing, and Service Discover-

ing. The IoT device component decomposes into edge device (ED) and gateway (GW) in the

additional use cases, each with its physical system boundary. The ED communicates with

a GW using standard connectivity protocols. Thus, a pre-existence criterion for a decision

relates to which protocols must exist in the system boundary before communication can

occur. Bassi et al. (2013)(pp.239) references these are �Plug & Play� protocols.

B.2.1 Device Discovery - IoT Architecture Reference Model Overview

The Bassi IoT Architecture Reference Model (IoT-ARM) which outlines interacting compo-

nents in enrolment use cases, is shown in Figure B.2.

Figure B.2: A simpli�ed layered architecture for IoT system interaction adapted from Bassi
et al. (2013)

B.2.1.1 Type 1: Automated Device Discovery and Joining

The automated device discovery pattern outlined in the IoT-ARM, Bassi et al. (2013)(pp.

239), indicates a service discovery method that moves the ED from nil to joined with a

minimal number of steps. Shown in Figure B.3, the interaction represents a user moving

the ED into the area of a GWs connection range. The EDs internal processes initiate to
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advertise ED identi�cation - Address - and service arrays. These are the services that the ED

houses, such as ambient light, pressure, heat, audio, gas, or other physical quantity sensors.

Once advertised, the ED experiences a waiting period within which the GW consumes the

service list, performs internal integrity checks, and initiates the enrolment process. This

process is necessary to ensure that the GW can schedule service slots to optimise internal

GW processing and manage the number of inbound requests from other EDs. These detailed

processes unfold within the Device Range Detecting process in Figure B.3. Once �nalised,

Figure B.3: Interaction Pattern for Automated Device Joining conceptualised from Bassi
et al. (2013)(pp. 240)

an addressable discovered device is the input to the Detected Device Joining process. Once

the ED responds to a connection request, the internal joining process occurs. Finally, a

joined ED noti�cation passes to the ED. This noti�cation indicates that the ED is enrolled

and ready to send state noti�cations. This noti�cation could also contain a condensed list

of services that the ED can expose based on the earlier service slot scheduling process. By

reducing the intended tra�c payload earlier, the ED can send lighter responses to ensure

more e�cient use of its onboard resources. The larger and more robust GW unit can schedule

and guide more e�cient use of resources. Figure B.3 shows an object-process interaction

using a sequence �ow. In the �ow;

� Device User handles Edge Device Moving,

� Detected Device has at least one Address,

� Edge Device Moving yields Detected Device,

� Device Range Detecting requires Gateway and Edge Device,

� Device Range Detecting yields Detected Device,

� Detected Device Joining consumes Detected Device, and

� Detected Device Joining yields Joined Device.
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B.2.1.2 Type 2: Automated Device Discovery and Partially Automated Joining

The partially automated device discovery pattern follows a similar process to a fully auto-

mated pattern. However, the joining of a device is queued for an operator to acknowledge

service registration on the GW. The automated enrolment pattern executes up to the point

before an operator selects the EDs and services that will enroll in the GW. As the GW

subsystem components are modular, a partial joining architectural principle creates human

and quasi-human processes to acknowledge the registration of services in the GW. Shown

in Figure B.4, the queuing of a Candidate Device and the required IoT System Operator

produce the precondition for the joining of an IoT device. The interaction pattern indicates

Figure B.4: Interaction Pattern for Semi-automated Device Joining adapted from Bassi et al.
(2013)

an extension to the automated joining �ow. Bassi et al. (2013) references partial automated

joining as adding an addressable device into an allowed �rewall list. The addition of al-

lowable addressable devices onto a GW can occur using either human (physical agent) or

heuristic (instrumented digital) means. The interaction pattern in B.4 shows that;

� Device User handles Edge Device Moving,

� Detected Device has at least one Address,

� IoT System Operator handles Joined Device Enabling,

� Edge Device Moving yields Detected Device,

� Device Range Detecting requires Gateway and Edge Device,

� Device Range Detecting yields Detected Device,

� Detected Device Queuing consumes Detected Device,

� Detected Device Queuing yields Candidate Device,

� Joined Device Enabling consumes Candidate Device, and

291



� Joined Device Enabling yields Joined Device.

B.2.1.3 Type 3: Manual Device Joining

Bassi et al. (2013) indicates the manual process for device joining as initiating from a Sys-

tem Operator position. To this end, several IoT platform providers provide a manual device

discovery and joining process.

As seen Varga et al. (2018), the Amazon Web Service (AWS) IoT platform houses capabili-

ties for Device Registering, Device Inventory Managing, and Policy Enforcing. Additionally,

AWS houses a service called Device Shadowing that enables virtual state management of

connected-edge devices. This innovation enables devices to appear online with requisite

state updates reaching the IoT platform from individual edge devices. The manual device

joining primary use case initiates from a Cloud platform towards ED, GW, or ED/GW,

hence it does not fall squarely in the ambit of the Front-end System Set. Thus the manual

joining use case does not scope in the primary thesis arguments. For the sake of complete-

ness concerning the three allowable cases indicated in Bassi et al. (2013), a manual joining

interaction pattern is shown in Figure B.5.

The handling of manual device onboarding in a platform ecosystem is seen Varga et al.

(2018)(pp.32). Manual data entry is required to capture device information such as name,

description, and �exible attribute �elds, each holding descriptive form and function detail.

Figure B.5 indicates a more substantial �nal use case for further consideration. Hence, it

appears in pure OPM (Object Process Method) form. The primary arguments in the claims

for using OPM to model the IoT Systems Architecture for Runtime Con�guration

(ISARC) are that using the OPM reduces complexity, enables dual graphical and text

output, and enables active learning in systems architecture speci�cation.

Listing B.4: Manual Device Joining in OPL Form

1 Edge Device Configuration can be unregistered or registered.

2 unregistered is initial.

3 registered is final.

4 Edge Device Configuration exhibits Device Type.

5 Edge Device Configuration consists of Certificate.

6 Certificate can be not Associated, Associated, detached, attached, or attached Policy.

7 not Associated is initial.

8 attached Policy is final.

9 IoT System Operator handles Device Registration Handling.

10 Device Registration Handling consists of Certificate Associating, IoT Policy Creating, IoT Policy Attaching,

Device Certifcate Attaching, and Device Setup and Rules Configuring.

11 Device Registration Handling requires Certificate and IoT Policy.

12 Device Registration Handling consumes Edge Device Configuration.

13 Device Registration Handling zooms into Certificate Associating, IoT Policy Creating, IoT Policy Attaching,

Device Certifcate Attaching, and Device Setup and Rules Configuring.

14 Certificate Associating changes Certificate from not Associated to Associated.
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Figure B.5: Interaction Pattern for Manual Device Joining adapted in OPD from Varga
et al. (2018)(pp.32)

15 IoT Policy Creating yields IoT Policy.

16 IoT Policy Attaching consumes IoT Policy.

17 IoT Policy Attaching yields attached Policy Certificate.

18 Device Certifcate Attaching changes Certificate from detached to attached.

19 Device Setup and Rules Configuring yields registered Edge Device Configuration.
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