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Abstract

Every visit to a clinician or healthcare practitioner’s office leads to the generation of medical records for

the patient in question. Such provides opportunity for increasingly usable digital medical information

on complementary implementations, like biomedical studies, that could allow quicker and thus more

participatory research and at the same time safeguarding healthcare services recipients confidentiality by

providing adequate and effective safeguard mechanism to protect protected health information (PHI).

However, due to legal constraints aiming to safeguard the confidentiality of patients, only a few of

clinical investigative students can only access PHI-free medical notes. A general framework for providing

necessary patient confidentiality together with 18 types of protected health information (PHIs) that

are to be “scrubbed” from de-identified healthcare services recipients notes, is provided by the Health

Insurance Portability and Accountability Act (HIPAA) in the United States before these notes and

records containing PHIs can be accessed by others or by organizations.

In South Africa, the disclosure of protected health information is governed by Protection of Personal

Information Act (POPI Act or POPIA). The Protection of Personal Information Act No. 4 of 2013

encourages the protection and prevent unauthorized disclosure by public and private institutions

containing personally identifiable information. The South African government ratified the POPIA Act

on 19 November and released Notice 37067 on 26 November 2013 in the Government Gazette. The

shared de-identified (“PHI-free”) medical information records could help in improving care, estimating

medical care costs, and supporting policies on human health. There are innumerable examples that

support the need to utilize de-identified records.

Clinical text de-identification offers such advantages, however, if performed manually, then such

process typically becomes a tediously cumbersome process and prone to errors. Employing deep-learning

methods and techniques coupled with methods for Natural Language Processing (NLP) techniques could

mitigate the difficulties and make this process smoother. However, I should point out that there has

only been seldom any investigation into further use of automatically de-identified medical narration.

In doing this, a dependable computerized “PHI removal and sanitizing” system will consequently be of

great importance in carrying out this task and vast amount of data contained in medical notes will be

made accessible for further research and uses. In this research, I have studied machine learning methods

to address the problem of de-identification of textual clinical notes.

I examined various options in order to develop methods that can utilize gradient-based algorithms and/or

deep learning methods that will achieve accurate and robust Text de-identification of the Clinical notes.

In the process, I developed the de-identification LSTM CRFs model that could fully utilize a clinical

corpus which was developed for the 2014 i2b2 challenge and the 2016 CEGS NGRID. Furthermore, I

evaluated the performance using clinical notes collected and compared the performance. The results

obtained in this study are further compared to five different word embeddings trained from the general

English text, de-identified clinical text, and biomedical literature. The developed LSTM CRFs model

for de-identification achieved superior performance compared with other ML-based methods.
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Chapter 1

Introduction

There is increasing concern with regards to the individual privacy issues revolving around the procured

personal information by the government and non-governmental entities and/or just about any employer.

Many, if not all of these entities, collect, transmit, store information. Hence the concerns at individual

level is on access, utilization, and permitted disclosing of private information. Most of the time, the

collected information is used for commercial gain by many organizations. Security concerns have a major

impact on customer readiness to participate in digital transactions.

The increase of commercial transaction and activities necessitates sharing and exchange of information

but when such access or sharing of information is unauthorized, then it turn to incidents of privacy

invasion whereby an individual or entity is affected. It is important to note that privacy invasion came

in many forms. However, many of these privacy invasion activities fall into the following categories:

• Customer data collection as well as analysis without the individual subject’s awareness, approval

and/or sanction;

• Disclosing or sending user data to others without the individual subject’s knowledge and

authorization, and

• Use of private information in a way not sanctioned by the individual subject.

At the consumer level, many recognize the importance and utility of such collected information in

furtherance of better problem solving as it pertain to healthcare delivery or any commerce activities for

that matter without compromising of the individual privacy. Hence the need to fully de-identify data

becomes of utmost importance given that such vast amount of collected information could benefit the

academia, the industry and the government immensely.

Several US legislation and policies, in particular, acknowledge or place significant value unto the

applicability and usefulness of de-identification of data. Health Insurance Portability and Accountability

Act (HIPAA) being primary. In Europe, General Data Protection Regulation (EU GDPR) 2016/679 is

the European Union (EU) and European Economic Area (EEA) data protection and privacy governing

policy. EU GDPR also encompasses personal data transfers outside the EU and EEA. In South Africa,

every entity(both natural and legal persons) has the same privacy status as the EU GDPR under

the Protection of Personal Information Act (or POPI Act), which provides certain requirements for

relevant stakeholders(the so-called controllers in other jurisdictions) to lawfully process the identifying

information of the subject matter. The POPI Act does not prohibit anyone from accessing your personal

information and does not allow you to obtain the consent of data subjects. Whoever decides when

personal information is processed and how it is processed is accountable for the conditions.

1



CHAPTER 1. INTRODUCTION

The POPI Act (POPIA) is significant, as it covers individuals against damage, such as theft and

discriminatory practices arising from abuse of such data. The consequences of non-compliance to POPI

Act include harm to credibility, fines, and jail and reimbursement for data subjects for losses incurred

arising from data processed. The biggest risk is a fine for not safeguarding accounts after reputational

damage. The US Health and Human Services(HHS) states on its website that;

“The increasing adoption of health information technologies in the United States accelerates

their potential to facilitate beneficial studies that combine large, complex data sets from

multiple sources.” [32]

Often the data collected from clinical trials typically integrative clinical studies can be beneficial to

testable theories that can help influence science or find new information that has not initially been found

or revealed whenever looking at them, if additional investigators are available, or doctors or academics

in the community.

Similar to POPIA; The HIPAA Privacy Rule protects, in any manner or medium, whether electronic,

on paper or orally, many “separately recognizable health data” retained or disseminated by a dedicated

organization, or its company partner. POPIA defines “personal information” as means information

relating to an identifiable, living, natural person, and where it is applicable, an identifiable, existing

juristic person [109], including, but not limited to —

• Information relating to the race, gender, sex, pregnancy, marital status,national, ethnic or social

origin, color, sexual orientation, age, physical or mental health, well-being, disability, religion,

conscience, belief, culture, language and birth of the person [109],

• Information relating to the education or the medical, financial, criminal or employment history of

the person [109],

• Any identifying number, symbol, e-mail address, physical address, telephone number, location

information, online identifier or other particular assignment to the person [109],

• The biometric information of the person [109],

• The personal opinions, views or preferences of the person [109],

• Correspondence sent by the person that is implicitly or explicitly of a private or confidential nature

or further correspondence that would reveal the contents of the original correspondence [109],

• The views or opinions of another individual about the person; and(h)the name of the person if it

appears with other personal information relating to the person or if the disclosure of the name itself

would reveal information about the person [109].

Such data is called protected health information (PHI) in the HIPAA Privacy Rule as shown in Figure

1.1.

1.0.1 HIPAA Applicability on the Providers, the Affiliates, and the PHI

Generally, the HIPAA Privacy Rule protections is applicable to information kept by healthcare covered

healthcare providers and partners. According to HIPAA there are three types of healthcare covered

entities and are defined as either (a) a health care clearinghouse (b) an electronically transacting provider

of healthcare services dealing with certain standard administrative and financial , or (c) a health plan. On

the other hand, a business associate can be defined to be an individual or entity (excluding the workforce

of a healthcare covered entity) performing certain functions or activities on behalf of a healthcare covered

entity that involves the use or disclosure of protected health information, or providing certain services to

that entity. Under business associate agreement, a covered entity may use an affiliate to de-identify PHI

on its behalf only to the permitable degrees that activity is allowed by the arrangement. [31]
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CHAPTER 1. INTRODUCTION

Figure 1.1: Patient identifiers defined in the HIPAA ”Safe Harbor” legislation. [80]

The Rule permits only some PHI applications and disclosures or through the information subject’s

authorization; the Privacy Rule intend to create sufficient safeguard mechanism for personal medical data.

Using the de-identification level of quality and specified requirements for implementation§164.514(a)-(b);

the Privacy Rule allows applicable provider or its affiliate or partner to generate information that

that is not prone to re-identification due to the fact that it acknowledges usefulness of personal

‘identity-disconnected’ health data that has eliminated a possibility for recipient of such data to link

to individual identity §164.502(d). These provisions allow the entity to use and disclose non-identifiable

information [31].

1.0.1.1 §164.514: Additional requirements pertaining to PHI usage and disclosure

In §164.514(a), the standard for de-identification of protected health information is outlined, but also

the subsection states that health data not identifying a person and wherefrom there is no good reason

to believe that such data could lead to establish a personal identify is not individually identifiable health

information [92].

The de-identification process can be accomplished using two separate pathways within the Health

Insurance Portability and Accountability Act (HIPAA) Privacy Rule framework—Safe Harbor Method

and Expert Determination Approach(shown in Figure 1.2). The Safe Harbor method requires the

elimination of all 18 personal identifiers. However, in Expert Determination Approach, some personal

identifiers (usually dates and demographics) are retained as long as there is the assurance of an expert

that these identifiers could not be used to re-identify the patient. Note that the Privacy Rule does not

define the expert’s qualifications or expertise or penalize any set of methods that would result in such

a determination. The implementation requirements that a covered entity required to comply under the

de-identification standard are stipulated in Section 164.514(b) together with Section 164.514(c) of the

Privacy Regulation.
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Figure 1.2: The Privacy Rule methods for de-identifying health information [31].

1.0.2 Fulfillment guidelines for HIPAA Expert Determination Method

In §164.514(b), for de-identification purposes, the Expert Determination method is defined accordingly

as:

1. Individual whose adequate experience and knowledge together with generally accepted statistical

and technical fundamental propositions and procedures to render information not personally

re-identifiable. (i) Such fundamental propositions and procedures, when applied, determines

minimized risk for a prospective recipient identifying the information subject using the data alone

or in conjunction with other readily accessible data; and (ii) Document the analytical methods and

results justifying such determination [31].

2. The utility of pattern recognition and computational linguistic procedures to recognize and write

in the text words and other alphanumeric tokens denoting PII (e.g. names, addresses, telephone

and social security numbers)comes handy in Computational de-identification. Grammatical tagging

or word-category disambiguation is the process used in corpus linguistics by marking a word in a

corpus as corresponding to a particular part of the speech tag (POS tagging or PoS tagging or

POST) based on both its definition and context i.e., its relationship with adjacent and related

words in a phrase, phrase or paragraph.

This process is similar to what school-age children are taught the identification of words as nouns, verbs,

adjectives, adverbs, etc. Once the process of recognizing words and other alphanumeric tokens denoting

PII in the clinical text has happened and redact has occurred we can then say that the patient privacy

has been protected and clinical knowledge is preserved.

1.0.3 Challenges and limitations in achieving high accuracy

There are many challenges in achieving high accuracy in the de-identification of clinical notes. Many

researches have documented and indicated challenges of attaining high recognition rates. The problem

of low recognition rates, and thus low accuracies could be the result of many unforeseen circumstances.

Many studies select hyperparameters from the development set [64,70], usage of a smaller dataset (13862

vs 14987 sentences) was done by Reimers and Gurevych [101], others combined development set into

training set [11,97]. Huang et al. chose to split POS dataset differently [53], while the usage of different

development sets for chunking was performed by Liu et al. [66] and Hashimoto et al. [49]. The challenges

challenges in achieving high accuracy documented in all these studies can be classified into the following

groups:
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CHAPTER 1. INTRODUCTION

a) Preprocessing.

b) Features.

c) Hyperparameters.

d) Evaluation.

e) Hardware environment.

When it comes to data preprocessing the goal is to normalize digit characters [11, 64, 113]. The survey

of various methods used by other researchers indicate that there have been myriad of approaches in

the data preprocessing whereby, for less common words, Gurevych and Reimers [101] uses fine-grained

representation approach while Ma and Hovy [70] skipped preprocessing at all. When it comes to Features

we can see that Strubell et al. [113] and Chiu and Nichols [11] utilized word orthography properties

approach while a further integration of context features approach is done by Huang et al. [53]. The

usage of neural features to represent external gazetteer information approach is done by Collobert et

al. [15] and Huang et al. [53]. The utilization of end-to-end structure without handcrafted features was

employed by Lample et al. [64] and Ma and Hovy [70]. Another noted challenge is that of selection

of Hyperparameters including learning rate, dropout rate [110], number of layers, hidden size etc.

It was demonstrated by Chiu and Nichols [11] that hyperparameters can strongly affect the model

performance and concluded it is sensitive to the selection of hyperparameters given system performance.

Existing models, however, use various parameter settings that affect fair comparison. When it comes

to Evaluation; some opted to go for utilizing various random seeds, whereas others have documented

findings using standard deviations and mean [11, 66, 97] approach, while trial’s best result from various

tests was an approach reported by others [70] without showing a connection on how all these various

approaches or methods can be compared directly to one against the other. Lastly, it was demonstrated

by Liu et al. [66] that entity identification, entity chunking and entity extraction (also referred as entity

recognition or NER) is more accurate when trained in GPU-based machine than using CPU-based hence

concluding that the Hardware environment can also affect the system accuracy.

Given the outlined challenges, it is important to examine the landscape and see—what

commercial-off-the-shelf(COTS) available, what features they offer, and any other relevant information

that we can use to compare to the Recurrent Neural Network Method that I am proposing.

1.1 Commercial Methods

The process of de-identification has been largely a manual and labor intensive task because of the fact that

both the data’s sensitive nature and the limited availability of software to automate the task. This has led

to a relatively small number of open health data sets available for public use. The readily de-identification

tools accessible, for structured data, that exist are only accessible internal to organizations and therefore

are not generally available, or have been developed for personal use (by researchers) [54] are:

• The Privacy Analytics Inc.’s PARAT tool integrates risk mitigation for three identity risk types [54].

• The µ-Argus (µ-Anti-Re-identification General Utility System (ARGUS)) is a tool produced by the

Dutch government statistical agency [54].

• The Cornell Anonymization Toolkit (CAT), an open-source utility based on k-anonymity algorithm

[54].

• Anonymization Toolbox, from The University of Texas at Dallas is open-source

documentation-capable Java-based k-anonymous with attribute privacy algorithms [54].
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• sdMicro, R-based utility that offers some fundamental de-identifying features [54].

However, when it comes to unstructured data, like clinical notes, there are not many options. Government

agencies have also been involved in the efforts to help different players in the industry develop tools

that can address broader patient privacy concerns and in particular the de-identification problems as

demonstrated by budget allocation depicted on Figure 1.3. The NLM-Scrubber, for instance, is a software

tool designed and developed at the National Library of Medicine [56]. The NLM-Scrubber can de-identify

various clinical document types with great precision and was put together by the U.S. National Library

of Medicine (NLM) after noticing capability deficiencies presented by the existing de-identification tools

[56]. The software uses a combination of both recognition of deterministic and probabilistic patterns

together with the computational linguistic methods that use large dictionaries of locations, individuals

and organizational names [56]. Reports are accepted in plain-text or HL7 standard by the application.

The application software leverages its capability by fully utilizing HL7-encoded patient data to locate

such data in the text whenever the input reports are submitted as HL7-formatted messages.

Figure 1.3: Partially disclosed costs to develop NLM Scrubber however the cost figures from
2014 to-date remain undisclosed [56].

1.2 Research Objectives

This research work seek to solve the de-identification of textual medical notes or clinical notes problem

whereby all personal identifiable information(PII) relating to personal health information(PHI) will be

automatically tagged by the recurrent neural network model. Current advancement in the areas of

sequential tagging together with deep learning methods provide motivation to pursue research in this area.

Background and Significance will be covered in Chapter 2 while Chapter 3 will cover the review

of related work. Machine Learning methods together with Feature Representation will be on Chapter 4

and Chapter 5 respectively. Research methods will be discussed in Chapter 6, whereas Chapter 7 will

cover the research findings. Conclusions and future work will be on Chapter 8.
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Chapter 2

Background and Significance

2.1 Introduction

In order for any medical information to be released and used for research, the HIPAA privacy rule

mandates that either;

• PHIs ought to be completely and thoroughly purged using de-identification procedures,

• a patient’s agreement must be sought and granted, or

• a consent waiver should be granted by the institutional review board.

The Electronic Health Record (EHR)’s narrative clinical text is increasingly recognized and acknowledged

as an integral part of computerized support for decision, quality enhancement, and patient safety [81].

The relevance of NLP as an empowering tool for accessing extensive valuable information from EHR

notes can not be overstated, since NLP can extract information from clinical free-text and present clinical

knowledge in a structured format. The safety of patients and clinical research could certainly benefit

from text formatted medical information, which cannot be found in either EHR database-formatted

entries or data from administration of the patient [89].

In the mid 1980s, Parts-of-Speech(PoS) disambiguation researchers began using hidden Markov

models (HMMs) to tag the English corpus of Lancaster-Oslo/Bergen (LOB) [37, 55, 74]. HMMs involve

enumerating cases and tabulating probability based on certain sequences. Such work laid a very

important basis and great foundation in computation linguistic.

The process of flagging up a word in a textual information records as corresponding to a respective

part-of-speech is referred to as word-category disambiguation or grammatical tagging. But before we dive

deeper into how this study was conducted, it is important that we cover the background and significance.

In this section, I will cover de-identification and risks, Mathematical aspects of the de-identification

process, and the important concept of backpropagation.

2.2 De-identification and re-identification Risks

Forty-eight U.S. states collect and diffuse data for hospital, ambulatory and emergency visits, which they

subsequently share with public as well as private organizations [68]. State-wide collection of hospital

data is helpful both to researchers, regulators and companies. Given that South Africa has POPIA,

then many industries leaders in South Africa could leverage the availability of such medical data to

create myriad of solutions that could help develop enhanced healthcare delivery. Such a move, if taken

by the industry leaders, could help expand the medical research collaboration with other technologically

advanced nations, widen the intelligent medical devices manufacturing base in South Africa, and most
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importantly, help to grow South Africa’s economy by potentially attracting additional direct foreign

investment. Majority of the U.S. states follow a version of the Health Information Portability and

Accountability Act (HIPAA) Privacy Rule’s Safe Harbor de-identification method. The guidelines

for Safe Harbor de-identification are commonly recognized as de facto “level of quality” accepted for

de-identifying health data of various forms despite requirement to follow HIPAA.

In Figure 2.1, for example, being sole 1953-born male in the population [8]. Accordingly, the information

disclosed in the voting list can readily be determined as related to the record of patients in the medical

information published.

Figure 2.1: Simulation of re-identification through assembling of PHI-free medical
information that is inadvertent publicly disclosed [8].

An extensively colossal assault on data target, which is prone to re-identification, could easier be achieved

when an attacker has the accessibility of a well identified dataset that encompass wider population in

question. Public records, in this regard, tend to provide for an easily available resource that many times

includes intricately vast population specifics and characteristics. For instance, a theft of a laptop that

has a storage volume without encryption with lists stored on such a hard unencrypted disk —exploiting

unencrypted storage vulnerability through such unlawful act and means (theft) presents an attacker with

identified data with myriad characteristics associated with de-identified data. (e.g., see Tennessee [75]), or

hacking a state-owned website (e.g., see Illinois [39]). Legal avenues equally allow potential assailants to

access and obtain certain public records by exploiting the legal gaps, e.g. voter registrants records without

crime allegedly committed. The re-identification of state records could create massive disruptions given

the unauthorized identification could harm the organizations that have not explicitly and legally allowed

State records to be re-identified. By opting to encourage researchers to report vulnerabilities, States can

utilize such a mechanism to reduce disruption, however prohibition of experimental re-identification may

create adverse effect.
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2.2.1 De-identification: What does the process entail?

De-identification is a blend or infusion of practices, algorithms, and procedures that could be deployed to

various data types with differing levels of efficiencies in order to remove personal information from data

that organization is collecting, using, archiving, and sharing with other organizations. The Figure 2.2

depicts the de-identification in a nutshell. Certain practitioners that share de-identified data might want

to serve a Data Use Agreement (DUA) with subsequent users in order to counteract the re-identification

risk because a DUA, in such instance, might not allow a de-identified data recipient from sharing such

data without permission 1, or use of received data to try to reconstitute the identity by injecting the PII

of individual person(s) or connect them to external data.

Figure 2.2: De-identification process in a nutshell [19].

As the privacy continue to become a major concern for customers and enterprises alike in the corporate

marketing strategies, equally will the Privacy preserving methods increase in its importance. Hence, the

challenging questions and issues not only about privacy and information use, but also protection. One

approach of privacy is based on who and for what purpose is one allowed to access private information. For

instance, prohibiting use of personal information given to hospitals by patients for sole record purposes,

and not for advertising.

2.2.2 Private information use Privacy-Preserving Models

In structured data; two separate usage methodologies that address handling personal information while

protecting individuals’ privacy are classified as:

• Privacy Preserving Data Mining (PPDM)

• Privacy Preserving Data Publishing (PPDP)

2.2.2.1 Data Mining under Privacy Preserving models

Under Privacy Preserving Data Mining (PPDM) methodology data is not publicly published, but rather

viewed as an input into further processes of statistics or computational algorithmic loops aiming to

unearth the underlying trends or patterns instead2. Aggregated/ summarized statistical tabulation,

classifiers implementing algorithms for computational learning together with additional results types

could be one way whereby calculation results are released. Statistical Disclosure Limitation “is the

discipline concerned with re-identification and disclosure prevention through modifying statistical data

accessible by the third parties.” [128]

1The HIPAA Privacy Rule requires data use arrangements for the sharing of limitable, less standardized data sets. DUA
may not be necessary during de-identified datasets dissemination using the Privacy Rule

2Machine Learning is a combination of computational algorithmic methods and practices which enable computing
platforms, without being explicitly programmed, to classify data and recognize patterns
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2.2.2.2 Data Publishing under Privacy Preserving models

Data is processed under Privacy Preserving Data Publishing (PPDP) model and presented forward as

synthetic, new, or de-identified data for end-user distribution. Under PPDP, the individual identity

protection makes learning whether the processed data is related to a particular person in a dataset

difficult and/or impossible and, at the same time, preserving some usefulness of the dataset for alternative

uses —given that the utility of the processed data is the goals of de-identification. De-identification

is principal among many of PPDP’s tools. To produce a similar range of data, Synthetic data

generation uses certain PPDM methodologies making any or all derived information aspects impossible

to be mapped to respective subjects. There is, therefore, a fusion between PPDM and PPDP when it

comes to making the synthetic data.

The core of all NER systems constitute a statistical models set representing the various named

entities to be recognized. Since medical notes (text), just like any textual material in natural language

processing, has temporal composition and can be encoded as a vectoral arrangement spanning the text

frequency range, the HMM offers an entirely logical paradigm to build these prototypes. Now let us dive

deeper and examine the mathematical aspect of HMMs.

2.3 Mathematical Aspect of the Process

A Markov model is a statistical model theory whereby the modeling mechanism is anticipated to be

a non-observed (i.e. hidden). Markov processes were developed and represented by L. E. Baum et al.

at the Institute for Defense Analyses in Princeton as the simplest dynamic Bayesian network [3, 4].

The first fundamental result is due to Baum and Petrie for finite state Markov chains with finite-range

read-outs [4]. The Baum and Petrie analytical assessment is presented on the hypothesis covered under

the Shannon-Breiman-McMillan theorem. The earliest description to ever appear on the subject of

forward-backward procedure are attributed to Ruslan L. Stratonovich; actually the problem of optimal

nonlinear filtering is closely related to Hidden Markov Model (HMM).

The HMM is predicated on the Markov chain extension whereby this model Markov chain is

capable of informing us on the random variables sequences probabilities and states each with ability

to accept values from some set. These sets could represent anything be it words, labels, symbols , or

the weather. A Markov chain uses the current state if the future in the pattern is to be forecast. The

states preceding the present iteration have no potential future effect except through the present state.

To predict tomorrow’s weather one has to examine today’s weather however was not allowed to look at

yesterday’s weather in isolation of today’s. The state’s traversing pattern is referred as the hidden state;

and not the parameters of the model. In this case, the model is referred to as Hidden Markov Model

(HMM) irrespective whether the parameters are known.

We can calculate a probability for a sequence of observable events using a Markov chain. The

events that we are concerned about are hidden in many cases: we do not directly observe or monitor

them. For instance, we normally do not observe hidden part-of-speech labels when reading a textual

document. We only see phrases, rather, and have to deduce the respective labels of the pattern of words.

In this instance, the tags represent the hidden state because they are not directly observed.

2.3.1 Hidden Markov Models (HMMs)

In a Hidden Markov Model, one can observe a sequential pattern o = o1, . . . , oT that is associated

with a state sequence that one cannot observe s = s1, . . . , sT . The model describes the joint state and
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observation sequence:

p(s1, s2, . . . , sT , o1, o2, . . . , oT ) = p(s1)p(o1|s1)

T∏
i=2

p(si|si−1)p(oi|si)

and one gets the probability of the observation sequence by marginalizing:

p(o1, . . . , oT ) =
∑
s

p(o1, . . . , oT , s1, . . . , sT )

where; The observations, o = o1, . . . , oT from a finite set V, referred as the observation space.

The hidden states, s = s1, . . . , sT from a finite set Q, referred as the hidden state space.

p(s1, s2, . . . , sT , o1, o2, . . . , oT ), the joint probability distribution of a sequence of observations.

The initial state probability, p(s1).

The transition probabilities, p(si|si−1).

The emission probabilities, p(oi|si).

There are two key assumptions in an HMM. The first key assumption is that the state sequence

is Markov; p(si|s1, . . . , si−1) = p(si|si−1) , and the second assumption being that the observations

are conditionally independent of future and past states and observations given the current state:

p(oi|s1, . . . , sT , o1, . . . , oi−1, oi+1, . . . , oT ) = p(oi|si). It is important to note the presence of two types

of Hidden Markov Models, labeled states (p(oi|si)) and labeled transitions (p(oi|si−1, si)) and the fact

that they can be transformed back and forth.

2.3.1.1 HMM Examples in Language Processing

There are numerous instances to list. For instance however, part-of-speech tagging, identification of

named entities in text, punctuation prediction, and recognition of speech patterns are a few examples to

be included on that list. Additional information and details of such examples that fall under this category

are covered next.

a) Part-of-speech (POS) Tagging:

In part-of-speech (POS) tagging; states are POS tags, p(si|si−1) that describe POS sequence

tendencies; whereas, the observations are words, p(oi|si) that describe word-tag relations. For

example;

o1, o2, o3, o4 = I saw the boy

s1, s2, s3, s4 = pronoun verb det noun

where; the observation, I saw the boy, is denoted as o1, o2, o3, o4

the hidden state, pronoun verb det noun, denoted as s1, s2, s3, s4.

It could be helpful to have more sophisticated depictions of the words as observations to better

model unknown words, i.e. oi not in a known vocabulary, since the observation space needs to be

finite in order to specify p(oi|si). Consider possible observation sequences:

I saw the zlrxl

‘Twas brillig and the slithy toves, Did gyre and gimble in the wabe: All mimsy were the

borogoves, And the mome raths outgrabe.

One would probably say that “zlrxl” is a noun, “slithy” is an adjective, and “toves” is a plural noun,

based on endings of the words and/or neighboring POS types. Hence, one might want to expand

oi to a vector with the word, ending, capitalization, etc as elements of the observation vector. We
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equally have to know that there are some limitations of an HMM for POS tagging, so extensions or

other models are more often used. For example, the POS tag might be better predicted by using

the previous word and not just the previous tag, e.g. some verbs do not take a direct object.

b) Name Recognition

In Name Entity Recognition (NER); states include {begin person (BP), cont person (CP),

begin location (BL), cont location (CL), not a name (φ)} , p(si|si−1) describes name sequence

tendencies, while observations are words, p(oi|si) describes word-name relations, for example;

o1, o2, o3, o4, o5, o6, o7 = We saw Senator John McCain in Arizona

s1, s2, s3, s4, s5, s6, s7 = φ φ φ BP CP φ BL

where; The observation, ‘We saw Senator John McCain in Arizona‘, is denoted

as o1, o2, o3, o4, o5, o6, o7, while;

The hidden state, φ φ φ BP CP φ BL, is denoted as s1, s2, s3, s4, s5, s6, s7

Again, it might be useful to have features for characterizing new words, and it might be

useful to condition the predicted state and/or observation on both the previous word and state:

p(si|si−1, oi−1); p(oi|si, oi−1)

c) Other sequence labeling problems includes:

(i) Sentence segmentation: sequence of boundary vs. no boundary decisions after every word.

(ii) Topic segmentation: sequence of boundary vs. no boundary decisions after every sentence.

(iii) Speech act tagging on the sequence of utterances in a conversation.

2.3.1.2 Hidden Variables

Hidden variables are useful in many ways. A good example is their utility in modeling different sources

of variability, e.g. temporal variability in an HMM where multi-modal behavior in a mixture model

contain some random event that one can not observe that determines the distribution. Moreover, the

hidden variables may be what one want to detect (such as in tagging). But it is important to note

that hidden variables are useful in learning distributions where some values are missing, e.g. in missing

labels for semi-supervised learning. When working with hidden variables, it is important to know that

computing probability of observations p(o) require marginalizing (summing out) hidden states and the

iterative nature of parameter estimation —a good example is the EM algorithm for maximum likelihood

estimation.

2.3.1.3 The Expectation-Maximization (EM) Algorithm

Given training data X = {x1, . . . , xT }, a set of unobserved latent data or hidden state S = {s1, . . . , sT },
a vector of unknown parameters θ and model p(x, s|θ); the maximum likelihood parameter estimate

requires argmaxθ log p(X|θ) = argmaxθ
∑T
i=1 log

∑
s p(xi, s|θ) where the sum over the hidden variable

makes the solution untenable. The basic idea here is that to directly maximize log likelihood log p(X|θ)
is too hard, but one can maximize E

[
log p(X ,S|X , θ)

]
and hence indirectly maximize log likelihood. So

far no closed form solution found though, therefore one need to iterate by going through the E-step and

M-Step as follows:

The E-step: In this step we use the current value of the parameters of θ to find the posterior distribution

of the latent variables given by p(X ,S|X , θ(l)). This corresponds to the γ
(l)
t (j) . Then utilize this

to find the expectation of the complete data log-likelihood, with respect to the current conditional
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distribution of S given the training data X and the current estimates of the parameters θ(l), in this

case denoted by Q(θ|θ(l)), by computing:

Q(θ|θ(l)) = E
[

log p(X ,S)|X , θ(l))
]
.

where; Q(θ|θ(l)) denotes the expectation, a vector of unknown parameters is θ, the current estimate

of the parameters is θ(l), the next estimate of the parameters is θ(l+1) is maximized assuming that

the (missing) data from θ(l) are actually known.

The M-step: In this step we will find the new parameter θ(l+1) through computing the maximized Q:

θ(l+1) = argmax
θ

Q(θ|θ(l)).

Note: Since latent variables can not be observed, we take the whole log-like expectation into account

with regard to latent variables

A quantitative statistic is sufficient (or just sufficient statistics) in relation to a mathematical model and

its related unknown variable when ‘there is no extra data concerning the valuation of the parameter which

can be computed from same batch’ [30]. For problems involving p(x, s) in the exponential family (also

known as Koopman-Darmois family); the EM algorithm reduces to finding expected sufficient statistics

E[t(l)] of unobserved process in E-step where the sufficient statistic is denoted as t(l). Also, we use the

E[t(l)] of unobserved process in place of t in the maximum likelihood (ML) update formulas for θ(l+1) in

M-step. For many discrete hidden variable problems, the E-step involves estimating the probabilities

for different possible state values:

γ
(l)
t (j) = p(st = j|x, θ(l))

where γ
(l)
t (j) is the probability of being in state j at time t given the observed sequence l and the

parameters θ

The Expectation-Maximization for Mixtures:

Mixture models are mathematical presentations in which a weighted total of conditional probability

determines the probability distribution of a statistic. In a mixture distribution; the distribution is a

mixture of m component distribution pi, . . . , pm; where, the index of the underlying mode is the hidden

variable and given by:

p(x) =

m∑
i=1

λipi(x) =

m∑
i=1

p(z = i)p(x|z = i)

where; zi ∈ {1, . . . ,m} is the latent variable representing the mixture component for xi, p(x|zi) is the

mixture component. λi is the mixture proportion representing the probability that xi belongs to the

m-th mixture component, the λi > 0 being the mixture proportion or weight, and
∑m
i=1 λi = 1. We need

mixture models for the simple fact that not every variable has equal contribution to the model; hence,

the weight should reflect the appropriate contribution.

First; initialize by providing {λ(0)
i , p

(0)
j (x)} and then iterate by computing γ

(l)
t (j) = p(zt = j|xt, θ(l)) =

p(l)(zt = j, xt)/
[∑

k p
(l)(zt = k, xt)

]
in E-step. By finding a relative frequency estimate using weighted

counts —this is achieved by updating component model parameters using γt-weighted observation

statistics and update mixture weights in M-step by using:

λ
(l+1)
j =

1

T

∑
t

γ
(l)
t (j)

where; the λi > 0 being the mixture proportion or weight, γ
(l)
t (j) is the posterior probability of being in

13



CHAPTER 2. BACKGROUND AND SIGNIFICANCE

state j at time t given the observed sequence T , the parameters θ, and sum of all time t instances t.

The mixture estimation algorithm works for all types of mixtures, with the difference being in the details

of how the distributions pi(x) are estimated. Important examples include the following:

• Mixtures of language models (for topic and genre modeling): The MLE value of n-gram 3 parameters

is acquired by receiving counts from a corpus and standardizing the counts 0 to 1. For the general

case of maximum likelihood estimation (MLE) N-gram parameter estimation is computed from:

p(κn|κn−1
n−N+1) =

c(κn−1
n−N+1κn)

c(κn−1
n−N+1)

whereby; a sequence of N words is either denoted as κ1...κn or κ1
n.

The probabilities of the linguistic model are logarithmic. By definition likelihoods are below or

equal to 1, the further probabilities we multiply around each other, thus less product. Adequate

N-grams will also cause mathematically undercutting each other given that product of fractional

numbers will be smaller fraction. We receive figures which are not as low utilizing log likelihoods

rather than raw probabilities. Therefore, we can denote weighted n-gram counts, as:

c(κa) =
∑

t:κt=κa

γt(j)

where κi is the word i, γ
(l)
t (j) is the posterior probability

• Gaussian mixtures model or method is a stochastic approach where all information points are

produced by a combination of a finite amount of unknown Gaussian distributions. Gaussians are

simple to predict and understand although they are unimodal, however multimodal sets of data

cannot easily be depicted. In a low probability field a single Gaussian fits into a multimodal data.

nj =
∑
t

γt(j); µj =
1

nj

∑
t

γt(j)xt; σ2
j =

1

nj

∑
t

γt(j)(xt − µj)2

where µ is the mean and σ is the standard deviation, nj is Gaussian curves at j. The (l) superscript is

dropped to simplify the notation. It should be noted that one can also keep the mixture components

fixed and just estimate the mixture weights if the components come from other training data.

The Expectation-Maximization for HMMs: From the BaumWelch algorithm, let us consider

discrete (categorical) HMMs of length T within the problem of learning the parameterization of θ from a

dataset of D observations; we can start by defining the HMM parameters as follows: The state probability

matrix πj = p(s1 = j); the time-independent stochastic state transition matrix αjk = p(si = k|si−1 = j);

the emission matrix βj(o) = p(o|st = j) we can then compute the probability of being in state j at time

t given the observed sequence T and the parameters θ, and will be defined as;

γ
(l)
t (j) = p(st = j|o1, . . . , oT , θ

(l))

whereas, the expectation of having j and k is obtainable by computing likelihood using parameter j

previous state st−1 given the current state st respectively given the observed sequence T and parameters

θ, and is then presented as;

ξ
(l)
t (j, k) = p(st−1 = j, st = k|o1, . . . , oT , θ

(l))

3The n-gram is an adjacent series of n parts for a specified batch of text and speech in computational linguistics and
probability.
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in the E-step before one updates component model parameters using γt-weighted observation statistics

and update transitions using ξt terms in the M-step. Using the same weighted counts idea as for

mixtures:

a
(l+1)
jk =

∑
t ξ

(l)
t (j, k)∑

k

∑
t ξ

(l)
t (j, k)

The update for πj is similar, and the update for the observation distribution depends on the form of bj(o)

but also uses weighted observations(continuous o) or weighted counts (discrete o). The model-related

details are primarily in the E-Step, which is more complicated than the mixture model because of the

sequential dependencies. So now, let’s go back to the details of the HMM.

2.3.1.4 Details for HMMs

There are many questions that people ask about HMMs but will focus on the most important

questions —which happen to be; How does one compute p(o)? What is the most likely state sequence

argmaxs p(s|o)? What is the most likely state at a particular time t, argmaxj p(st = j|o)? How does one

estimate the parameters of an HMM? To make it possible to address such important questions raised,

we need to reference into the notion that hidden Markov models ought to construe three core concerns

—a concept that was introduced through the teachings of Rabiner [98]. Equally I should point out that

from Rabiner’s work, Jack Ferguson of IDA (Institute for Defense Analysis) provided additional in-depth

analysis [27]. And it is from this analysis where we obtain the three key algorithms needed to answer

the questions of Likelihood, Decoding, and Learning.

The first problem is known as the (Likelihood): Given a Hidden Markov Models (HMM) whereby state

probability matrix πj = p(s1 = j); the time-independent stochastic state transition matrix αjk = p(si =

k|si−1 = j); the emission matrix βj(o) = p(o|st = j) then θ = (α, β) together with an occurrence pattern

o, determine the likelihood p(o|θ). We therefore obtain the Forward algorithm which is presented as:

αt(k) = p(o1, . . . , ot, st = j)

=
∑
j

at−1(j)αjkπk(ot)

where; at−1(j) : the probability of preceding forward path from the time step before current state.

αjk : the transitional probability from state before current state sj to present state sk.

πk(ot) : the state occurrence likelihood of the occurrence symbol ot given the present state k

The second problem is known as the (Decoding): For any model, such as a Hidden Markov Models

(HMM), containing hidden parameters, the decoding task is the work of identifying which sequence

of variables is the underlying source of some inferential pattern. Given a sequence of conjecture

o = o1, o2, . . . , ot and an HMM θ = (α, β), discover the best underlying inferential state pattern

s = s1, s2, . . . , st. Here we then have the Viterbi algorithm as:

δt(k) = max
s1,s2,...,st−1

p(o1, o2, . . . , ot, s1, s2, . . . , st−1, st = k)

= max
j
δt−1(j)ajkπk(ot)

where; δt−1(j) :the preceding Viterbi path probability from the time step before current state.

αjk :the transitional probability from state before current state sj to present state sk.

πk(ot) : the state occurrence likelihood of the occurrence symbol ot given the current state sk
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The third problem is known as the (Learning): Given some inferential pattern o and a pair of the

hidden Markov model states, learn the hidden Markov model variable θ = (α, β). Finally, we have the

Backward algorithm as follows:

βt(j) = p(ot+1, . . . , oT |st = j)

=
∑
k

βt+1(k)ajkπk(ot+1)

Then we can then use the algorithms from the Likelihood, Decoding, and Learning processes above to

answer the questions [29] as follows:

1. Calculate p(o) using the forward algorithm as follows:

p(o) = p(o1, . . . , ot) =
∑
j

p(o1, . . . , ot, st = j) =
∑
j

αt(j) = αT

2. Use the Viterbi algorithm, as shown in (b) above, to monitor the max j at each time step, then

trace back from the final best state.

3. Use the forward and backward algorithms to find

γt(j) = p(st = j|o1, o2, . . . , ot) = p(st = j, o1, o2, . . . , ot)/p(o)

= αt(j)βt(j)/αT

and use γt(j) = p(st = j|o) in finding the argmax.

4. And to estimate the parameters of an HMM; utilize the forward and backward algorithms while in

E-step to find γt(j) as above and

ξt(j, k) = p(st−1 = j, st = k|o1, . . . , oT )

= αt(j)ajkbk(ot+1)βt+1(k)/αT

We know that hidden-event language models represent a hidden event. Let’s now look into Hidden-Event

Language Models as defined by HMM and how those lay a foundation into the different methods that

are being used today.

2.3.2 Hidden-Event Language Models

Language models are methods that allocate likelihoods to word combinations. N-Gram is the most basic

method that allocates such likelihoods to the contiguous series of n items from a specified text or speech

sample e.g. phonemes, syllables, letters, words or base pairs as per the selected implementation method.

Hidden-event language models represent a hidden event ei (such as a sentence or topic boundary) after

every word κi. It is a bit like an HMM because the hidden event, but the observations are based on

n-gram language models. The bigram (2-gram) case would be:

p(κ, e) = p(κ1, e1, κ2, e2, . . . , κT , eT )

= p(e1|κ1)p(κ1)
∏
t

p(et|κt, κt−1, et−1)p(κt|κt−1, et−1)

The p(ei|·) terms are the hidden state sequence model, but different from and HMM in that the

state transitions depend on the words, and the p(κt|·) terms are the observation model which is an

event-dependent language model.
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For many problems in speech processing, it is useful to combine this model with another observation

model (e.g. p(ft|et,mt)) that characterizes acoustic information ft.

So far, we have seen how we can use the algorithms from the Likelihood, Decoding, and Learning

processes above to answer the fundamental questions; on how does one compute p(o), on what is the

most likely state sequence argmaxs p(s|o), also the provision of the most likely state at a particular time

t, argmaxj p(st = j|o), together with how does one estimate the parameters of an HMM.

All these questions are key when one tries to utilize HMM algorithm to de-identify textual records as

answers to such questions provide the framework to obtain a solution to de-identification task. Further

discussions on HMM application on the de-identification task can be seen in subsection 3.2.1 and the

results obtained are posted on Table. 3.1.

2.3.3 Multilayer Perceptron

A perceptron is a linear classifier, i.e. an algorithm that characterizes the input by dividing a line into

two classifications. The input is usually a parameter x compounded by weights w and a bias b. A

perceptron generates a unique output centered on many re-valued inputs, using its input weights as a

direct composite (and transferring the output often through the nonlinear activation mechanism).

Let us take a general neural network into account made of L layers, excluding the input layer as shown in

Figure.2.3. In addition, consider a layer ` arbitrary, having N` neurons as X
(`)
1 , X

(`)
2 , . . . , X

(`)
N`

, with each

f (`) transfer function. Keeping in mind that the transfer function could be different from stack(layer)

to stack(layer). As in the extended Delta rule, any differentiable function (linear and non-linear) can be

provided as the transfer function. As depicted in Figure 2.3, these neurons get neuronal signals from the

previous layer, ` − 1. For instance, neuron X
(`)
j accepts a signal sent by X

(`−1)
i with a weight variable

w
(`)
ij . Hence, one has an N`−1 by N` weight matrix, W(`), the elements of which are provided as W

(`)
ij ,

for i = 1, 2, 3, . . . , N`−1 and j = 1, 2, 3, . . . , N`. Neuron X
(`)
j has an activation of a

(`)
j and a bias as well

given by b
(`)
j .

Input 1

Input 2

Input 3

Input 4

Output

Hidden

layer

Input

layer

Output

layer

Figure 2.3: Multi-layer Perceptron.

Denoting the net input into neuron X
(`)
j , and for simplicity, let’s use n

(`)
j (= yin,j). This can therefore be

17



CHAPTER 2. BACKGROUND AND SIGNIFICANCE

presented as;

n
(`)
j =

N`−1∑
i=1

a
(`−1)
i w

(`)
ij + b

(`)
j , j = 1, 2, . . . , N`.

We can therefore have the activation of neuron X
(`)
j as shown in this next segment.

a
(`)
j = f (`)(n

(`)
j ) = f (`)(

N`−1∑
i=1

a
(`−1)
i w

(`)
ij + b

(`)
j )

where; f (`) is the transfer function.

By considering the zeroth layer being the input layer and assuming we have an input scalar x, which

possesses N elements, hence N0 = N ; whereby, the activation a
(0)
i = xi, i = 1, 2, 3, . . . , N0 are present

in the neurons of the input stack. If we assume that the output scalar y having M elements and

the output stack L of the network; then we can conclude that NL = M . We can write these as;

yj = a
(L)
j , j = 1, 2, 3, . . . ,M . for each given pair of weights and biases. If given an input vector, we can

then use the equations above to determine the activation for every neuron.

2.3.4 Backpropagation

Researches discovered the inherent limitation capabilities of Single-layered networks in solving only

linearly separable classification problems; hence, they proposed multi-layer networks to to address such

limitation. Until Werbos did his 1974 thesis, when the single-layer networks training algorithms were

widely inferred to the multi-layer networks models. A number of people in the neural network community

rediscovered Werbos work in the middle 1980s. The backpropagation (BP) is a training algorithm based

on the Delta (or LMS) single-layer perceptron generality rule —currently the most widely used neural

network also featuring the differentiable transfer function within multi-layer networks.

2.3.4.1 The algorithm for Backpropagation

When considering training and use of the Backpropagation (BP) algorithm to create rather general

multi-layer perceptron for pattern recognition; together with having the assumption that because the

training is carried out supervised on a given a pair of pattern sets (or associations): s(q) : t(q), q =

1, 2, 3, . . . , Q, we can then present the training scalars s(q) with N elements as;

s(q) =
[
s

(q)
1 s

(q)
2 . . . s

(q)
N

]
,

and the respective targets t(q) with M elements as;

t(q) =
[
t
(q)
1 t

(q)
2 . . . t

(q)
M

]
.

The training vectors, in a way similar to the Delta rule, are presented to the network methodically each

after another. During the training process; at time interval t, a training sample s(q) for a specific q

is submitted as input x(t) to the network. Using the equations in the last section; we can obtain the

forward-propagated network input signal together with the latest pair of weights and biases to receive the

respective network output, y(t). Using the square error minimization technique on the steepest descent

algorithm for this training vector; thus, we can then adjust the weights and biases as:

E = ‖y(t)− t(t)‖2,

18



CHAPTER 2. BACKGROUND AND SIGNIFICANCE

where the respective target scalar for the selected training vector s(q) is presented as t(t) = t(q). In

addition, y(t) depends on the square error E, which is the whole network’s parameter representation for

all weight and bias components. From the steepest descent algorithm, we can obtain:

w
(`)
ij (t+ 1) = w

(`)
ij (t)− α ∂E

∂w
(`)
ij (t)

b
(`)
j (t+ 1) = b

(`)
j (t)− α ∂E

∂b
(`)
j (t)

,

where α(> 0) is the learning rate. As mentioned before, E is weights-and-biases dependent, consequently,

it too depends on the activation of the last layer, a(L) and the network output y(t). It therefore can

be said that; the aggregate input to the L−th stack, n(L), depends on the input, the activation of the

previous stack, and the weights and biases of the layer L. In summary, we can express the relation as

the dependence on step t is omitted as follows:

E = ‖y − t(t)‖2 = ‖a(L) − t(t)‖2 = ‖f (L)(n(L))− t(t)‖2

=

∥∥∥∥∥∥f (L)

NL−1∑
i=1

a
(L−1)
i w

(L)
ij + b

(L)
j

− t(t)

∥∥∥∥∥∥
2

.

Consequently, using the differential equations’ chain rule, we can compute the partial derivatives of E

with respect to the components of b(L) and W(L) to have:

∂E

∂w
(L)
ij

=

NL∑
n=1

∂E

∂n
(L)
n

∂n
(L)
n

∂w
(L)
ij

.

For a general layer `, we can now explicitly say the sensitivity vector to have the following elements:

s(`)
n =

∂E

∂n
(`)
n

n = 1, 2, 3, . . . , N`.

The s
(`)
n , also referred as the neuron X

(`)
n sensitivity, offers the resulting error modification, E, per every

incremental, n
(`)
n , entry received. Again, using chain rule to compute the sensitivity vector for layer L;

we can obtain;

s(L)
n = 2

(
a(L)
n − tn(t)

)
ḟ (L)(n(L)

n ), n = 1, 2, 3, . . . , NL.

where; ḟ represents the derivative of the transfer mathematical expressions denoted by f . Hence,

∂n
(L)
n

∂w
(L)
ij

=
∂

∂w
(L)
ij

NL−1∑
m=1

a(L−1)
m w(L)

mn + b(L)
n

 = δnja
(L−1)
i .

Therefore,
∂E

∂w
(L)
ij

= a
(L−1)
i s

(L)
j .

Similarly,

∂E

∂b
(L)
j

=

NL∑
n=1

∂E

∂n
(L)
n

∂n
(L)
n

∂b
(L)
j

,

and since
∂n

(L)
n

∂b
(L)
j

= δnj ,
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then
∂E

∂b
(L)
j

= s
(L)
j .

We can then generalize ` layer, by writing [102];

∂E

∂w
(`)
ij

=

N∑̀
n=1

∂E

∂n
(`)
n

∂n
(`)
n

∂w
(`)
ij

=

N∑̀
n=1

s(`)
n

∂n
(`)
n

∂w
(`)
ij

.

∂E

∂b
(`)
j

=

N∑̀
n=1

∂E

∂n
(`)
n

∂n
(`)
n

∂b
(`)
j

=

N∑̀
n=1

s(`)
n

∂n
(`)
n

∂b
(`)
j

.

Since

n(`)
n =

N`−1∑
m=1

a(`−1)
m w(`)

mn + b(`)n , j = 1, 2, . . . , N`,

then
∂n

(`)
n

∂w
(`)
ij

= δnja
(`−1)
i

∂n
(`)
n

∂b
(`)
j

= δnj ,

and so
∂E

∂w
(`)
ij

= a
(`−1)
i s

(`)
j ,

∂E

∂b
(`)
j

= s
(`)
j .

Once we aggregate back the t-step index dependent parameter, and reviewing rules for the weights and

biases; we can then obtain:

w
(`)
ij (t+ 1) = w

(`)
ij (t)− α a(`−1)

i (t) s
(`)
j (t)

b
(`)
j (t+ 1) = b

(`)
j (t)− α s(`)

j (t),

To apply such corresponding update components, one needs to calculate the vectors of responsiveness

s(`) for ` = 1, 2, 3, . . . , L− 1, by its conventional description given as;

s
(`)
j =

∂E

∂n
(`)
j

j = 1, 2, 3, . . . , N`.

So far, we have seen that E depends on n
(`)
j . It is important to note that n

(`)
j depends on n

(`−1)
i for

i = 1, 2, . . . , N`−1, due to the fact that layer ` aggregate input is dependent on the preceding layer `− 1

activation. We can conclusively say that, n
(`)
j is also dependent upon the aggregate input for layer `− 1.

In particular,

n
(`)
j =

N`−1∑
i=1

a
(`−1)
i w

(`)
ij + b

(`)
j =

N`−1∑
i=1

f (`−1)(n
(`−1)
i )w

(`)
ij + b

(`)
j

for j = 1, 2, . . . , N`. Hence, for the sensitivity of layer `− 1 [102];

s
(`−1)
j =

∂E

∂n
(`−1)
j

=

N∑̀
i=1

∂E

∂n
(`)
i

∂n
(`)
i

∂n
(`−1)
j

=

N∑̀
i=1

s
(`)
i

∂

∂n
(`−1)
j

N`−1∑
m=1

f (`−1)(n(`−1)
m )w

(`)
mi + b

(`)
i


=

N∑̀
i=1

s
(`)
i ḟ (`−1)(n

(`−1)
j )w

(`)
ji = ḟ (`−1)(n

(`−1)
j )

N∑̀
i=1

w
(`)
ji s

(`)
i .
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Thus, sensitivities of all the neurons in layer ` have direct impact on the sensitivity of a neuron in

layer ` − 1.This is a iterators relationship for network sensitivities because the last layer L sensitivities

are inherently included in that consideration. For each layer; to find the activation or the net

aggregate inputs, the input must be fed from the left side of the network and forwarded to the

relevant subsequent layer [65]. But it’s not. For the sensitivities of any particularly provided layer;

the last layer needs to be the starting point and use the recursion relationship to return to that

specific layer in question. The training algorithm is called Backpropagation because of recursive

relationship of each layer; whereby, the error at the output is propagated to the subsequent shallow layers.

In summary, we can depict the multi-layer sensor training search algorithm for Backpropagation as [65]:

1. Activation setting for the α term together with weight and bias instantiating.

2. During t = 1, 2, 3, . . ., iterate steps a to e below over and over again till convergence is attained.

a Randomly picked from training dataset, Set a(0) = x(t) .

b In each and every ` = 1, 2, . . . , L, calculate;

n(`) = a(`−1)W(`) + b(`) a(`) = f (`)(n(`)).

c Calculate for n = 1, 2, 3, . . . , NL−1, NL the value of;

s(L)
n = 2

(
a(L)
n − tn(t)

)
ḟ (L)(n(L)

n ).

d In each and every ` = L− 1, . . . , 2, 1 and j = 1, 2, . . . , N`, calculate;

s
(`)
j = ḟ (`)(n

(`)
j )

N`+1∑
i=1

w
(`+1)
ji s

(`+1)
i .

e Update weights and biases for ` = 1, 2, . . . , L as;

w
(`)
ij (t+ 1) = w

(`)
ij (t)− α a(`−1)

i (t) s
(`)
j (t),

b
(`)
j (t+ 1) = b

(`)
j (t)− α s(`)

j (t).

One has to computationally determine the activation together with the sensitivities for every one of

the layers in order to calculate the updates for weights and biases. To achieve sensitivity, one needs

ḟ (`)(n
(`)
j ) —thus, keeping track of all the n

(`)
j is key to accomplish everything [65].

The two mathematical expressions frequently utilized as the transfer components in the backpropagation

algorithm in training neural networks are the Log-Sigmoid function and the hyperbolic tangent Sigmoid

function. The differentiable Log Sigmoid function, with a smooth value and monotonously ranging from

0 to the value of 1 for all x approaching 0, is mathematically expressed as;

flogsig(x) =
1

1 + e−x

While the hyperbolic tangent Sigmoid mathematical expressions is also differentiable, however its range

is smooth in value from −1 to the value of 1 for each and every x approaching 0, is mathematically

expressed as;

ftansig(x) =
1− e−x

1 + e−x
= tanh(x/2)

Hence, respectively, the first derivatives of the Log-Sigmoid and the hyperbolic tangent Sigmoid functions
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are given as [102]:

ḟlogsig(x) = flogsig(x) [1− flogsig(x)]

ḟtansig(x) =
1

2
[1 + ftansig(x)] [1− ftansig(x)]

We know, given the information that f (`)(n
(`)
j ) = a

(`)
j ; thus, the computational implementation of the

neural network alleviate the need to keep track of n
(`)
j at all; hence, frees up computer memory resource.

2.3.4.2 Various forms of the Basic Backpropagation Algorithm

Since a multi-layer neural network with the basic Backpropagation can take exhaustively substantial

long time (weeks) to train for many conveniently utilizable problems, then a number of variations in the

basic Backpropagation mathematical iterations expressions can be used to speed up the convergence.

Modified Target Values: If bipolar-shaped output target vectors and hyperbolic tangent Sigmoid

functions for the transfer functions for neurons in the output layer, then the necessary output values of

±1 occur at transmission function asymptotes; —since those values can never be reached. There must

be extremely large levels of input in these neurons. This happens, however, only if the weights are

ultimately very large. Therefore, convergence is usually slower than normal, in this case. Similar case

occurs when binary vectors are utilized in conjunction with Sigmoid mathematical expressions.

A simpler solution is to see if the calculated results are in between a certain tolerance of certain desired

targeted values and if the net has learned a certain training vector. This happens when the range for this

tolerance, for the revised valuation, is between ±0.8 for the hyperbolic tangent Sigmoid mathematical

expression, however one may actually prolong the convergence when using a modified values for the

hyperbolic tangent Sigmoid too close to 0 [65].

Alternative Transfer Functions: When the arc-tangent mathematical expression function is

used to depict a transfer mathematical expression function in Backpropagation; the asymptotic values

of the function are approached more slowly compared to the hyperbolic tangent Sigmoid function.

When scaled so that the mathematical expressions value lies between the window of −1 to 1, then the

mathematical expressions can be expressed as [102];

farctan(x) =
2

π
arctan(x),

and we can compute the derivative of such a function and expressed as;

ḟarctan(x) =
2

π

1

1 + x2
.

A non-saturating transfer mathematical expression function might be used in some applications whereby

saturation isn’t essential. A great example (where there exist no benefit to saturation) is;

flog(x) =

log(1 + x) for x ≥ 0

− log(1 + x) for x < 0.

This is completely continuous. We can write its derivative as;

ḟlog(x) =

 1
1+x for x > 0

1
1−x for x < 0

and is also non-discrete for all x, even for x = 0. Radial basis mathematical expressions functions are

characterized by having non-negative responses that are located around specific input target values; also,
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are often used as transfer functions in Backpropagation. A prevalent instance with such characteristics

is the Gaussian mathematical expression function, which is given as;

fgaussian(x) = exp(−x2)

This function has values situated around x = 0 and its derivative is given by [102];

ḟgaussian(x) = −2x exp(−x2) = −2xfgaussian(x).

Momentum: The notion that prior weight modifications tend to affect the present trajectory of

motion in weight space; therefore, a rapid approaching argument convergence is due to the fact

that weight update formulas have a momentum term. In the simplest form of momentum-coupled

Backpropagation; it is true that momentum is proportionate to weight difference of the last stage. This

can be presented in a formulae as [102]:

∆w
(`)
ij (t+ 1) = α a

(`−1)
i (t) s

(`)
j (t) + µ∆w

(`)
ij (t),

where; µ is within the expected window between (0, 1). Therefore, weight updates take place in

combination with that of the latest gradient direction. The momentum makes it possible for the net to

make considerably large weight changes, as long as the adjustment for several input patterns are in the

same general direction. It also prevents a large reaction from a single training pattern to the error.

Updating in Batches: Because the whole dataset should not be transferred to the neural net

in one go; the ideal solution is to split the dataset in batches, sets, and chunks. Batch size is described

as the total count of training examples in a single set batch.

In certain instances; it is beneficial, instead of updating the weights after each pattern, to store the

weight accumulation terms for several trends (or for complete epoch when there exist not too many

variations) and to simply adjust weight once every weight term.

Learning Rates that Permit Variability: As with the original Delta rule in a single neural

network stack; convergence could be quickly attained though varying learning rates. It is possible that

each weight might have a respective learning rate. Such rates of learning might have a time-variant

component as the training of the network progresses.

Adaptive Slope: The transfer function may have an adjustable parameter inserted to control

the function slope. For example, swapping the use of the given hyperbolic tangent Sigmoid mathematical

expression;

ftansig(x) =
1− e−x

1 + e−x
= tanh(x/2)

with the hyperbolic tangent Sigmoid mathematical expression given by;

ftansig(x) =
1− e−σx

1 + e−σx
= tanh(σx/2),

whereby σ(> 0) governs the enormity of the gradient. The derivative of the transfer function is directly

proportional to the σ. The structure may allow each sensor to have its own transfer mathematical

expression with a various gradient parameter [65]. Although the aggregated entry into the sensor X
(`)
j

could be provided by the formula below; however the weight, bias and gradient elements can be derived

23



CHAPTER 2. BACKGROUND AND SIGNIFICANCE

[102];

n
(`)
j =

N`−1∑
i=1

a
(`−1)
i w

(`)
ij + b

(`)
j , j = 1, 2, . . . , N`,

its activation can be presented as [102];

a
(`)
j = f (`)(σ

(`)
j n

(`)
j ) = f (`)

σ(`)
j

N`−1∑
i=1

a
(`−1)
i w

(`)
ij + b

(`)
j

 ,

where; σ
(`)
j is the gradient component for the sensor X

(`)
j . The output layer neurons sensitivities are

therefore presented as [65];

s(L)
n = 2

(
a(L)
n − tn(t)

)
ḟ (L)(σ(L)

n n(L)
n ), n = 1, 2, . . . , NL.

From the recursion relation below; one can obtain the sensitivities of all the other layers;

s
(`−1)
j = ḟ (`−1)(n

(`−1)
j )

N∑̀
i=1

w
(`)
ji s

(`)
i σ

(`)
i .

The update guidelines for the weights, biases, and gradient components are presented by the expressions

[102];

∆w
(`)
ij (t) = −α a(`−1)

i (t) s
(`)
j (t) σ

(`)
j (t)

∆b
(`)
j (t) = −α s(`)

j (t) σ
(`)
j (t),

∆σ
(`)
j (t) = −α ∂E

∂σ
(`)
j (t)

= α s
(`)
j (t) n

(`)
j (t).

Typically, the slope parameters are initialized to 1, however an alternative value might be set if one has

a great substitution. The application of variable gradients frequently enhances converging to a solution,

despite inducing the expensive complicated per-step computations [65].

2.4 Conclusion

The object of the backpropagation prediction model is to alter the weights of a neural network and

ultimately to diminish network error relative to the predicted input results. Recurrent neural networks,

specifically the Bi LSTMs, are used to change weight history over time through the back propagation

through time (BPTT). In order to accurately identify sequence prediction issues in recurrent neural

networks, one has to have a clear conception of what back propagating over time works and how

fully customization changes such as truncated back propagation over time affect any network capacity,

stability and speed.

I should mention that Mathematical methods covered in in section 2.3 are by no means exhaustive.

There exist a tremendous amount of versatility in Multilayer Perceptrons (MLPs), Convolutional Neural

Networks and Recurrent Neural Networks (RNNs) groups of networks that have proven to be useful

and effective in various specific problems but not others. These various types of Neural Networks do

have several sub-types or categories that have been developed to help them address a perceive deficiency

and/or optimally specialize in numerous methodological approaches of prediction problems and data sets.

Convolutional Neural Networks (CNNs) were developed to model output variable image data. They

have proven to be the best way to tackle any forecasting of image data as an input. CNNs function

well with spatially-connected data. The CNN input is usually two-dimensional, a field or a matrix but
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can be transformed into one-dimensional, enabling a one-dimensional internal sequence depiction to

be created. This permits the use of CNN more broadly on other types of spatial data. A recurrent

neural network (RNN) is a type of artificial neural networking, which forms a direct graph in a

time sequence with connections between nodes. It can therefore show complex distribution pattern.

RNNs may use their inner state (memory) from feedforward neural networks to model the streams of

variable input lengths. Highly utilized in activities such as non-sectional, linked script or voice recognition.

In this chapter, I have covered the concepts of Backpropagation, HMM and MLPs. In Chapter 3 sections

3.2.1 and 3.2.2, I cover how de-identification is done under HMM and RNN respectively. In subsection

2.3.3; I cover the two types of classes of artificial neural networks Convolutional Neural Networks (CNNs)

in subsection 4.1.3 and will move to discuss in detail theBi LSTM which falls in Recurrent Neural

Networks (RNNs) in section 4.2.
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Chapter 3

Literature Review

3.1 Literature review on De-identification

I reviewed several articles and literature on the topic however the two main articles (1. Evaluating the

state-of-the-art in automatic de-identification by Uzuner, Özlem and Luo, Yuan and Szolovits, Peter [126]

and 2. State-of-the-art anonymization of medical records using an iterative machine learning framework

by Szarvas, György and Farkas, Richárd and Busa-Fekete, Róbert ) [121] that laid the foundation and

shaped the necessity for this research work– they also alluded to the fact that de-identification function

is comparatively same as the traditional Named Entity Recognition (NER) task [121, 126]. The articles

pointed out that beyond the bio-pharmaceutical field, the Message Understanding Conference (MUC) was

used as an opportunity to assess NER systems [45]. The literature stressed the fact that De-identification

algorithms need protecting medical records‘ information credibility and achieve this objective of finding

and removing all PHI from medical records despite the presence of:

• Ambiguities: PHI and non-PHI can intertwine lexically, e.g., Asperger can, for example, be the

terminology of an illness (non-PHI) as well as the name of an individual (PHI).

• Out-of-vocabulary PHI: PHI may encompass a misspelling or colloquial expressions not contained

in dictionaries.

The articles examined multiple systems which were submitted to the Natural Language Processing (NLP)

challenge organized by the i2b2 (Informatics for Integrating Biology to the Bedside) project, I will briefly

summarize the findings here below:

• Guo et al. [46] used Support Vector Machines (SVM) [16] and the ‘General Architecture for Text

Engineering’ (GATE) software package [17].

• It was also pointed out that Hara [47] adopted a Support Vector Machinery (SVMs) hybrid rules

system. The Hara’s rules captured phone number patterns, dates and identification patterns.

Trained SVMs could identify medical facilities, sites, patients, physicians and ages for global and

local features. The article noted that Hara used binary structured trees of ‘n-gram trees’ and

dependency trees, by deploying the Boosting Algorithm for Classification Trees (BACT) [61]. Hara

presented three passes, that vary widely but primarily in the categorization of the phrases.

‘Hara 1’ [47] explored utilization of n-grams, ‘Hara 2’ [47] examined dependency forests and ‘Hara

3’ [47] completely skipped the paragraph segments categorization. The conclusion demonstrated

that paragraph segments categorization impact performance [126].

• For de-identification, Szarvas et al. used an sequential named - entity recognizer [121]. To Szarvas

de-identification is considered to be a categorization task and decisions forests with local traits and

dictionaries are used. They submitted three packages: ‘Szarvas 1, 2, and 3’. In ‘Szarvas 1’, they
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used a boosted decision forests comprising AdaBoost engine [34] and C4.5 categorizers platform [82]

trained using word-lookup database and lists, all local attributes, and a few syntactic prompts. In

‘Szarvas 2’, they combined the votes of three boosted categorizers trained on word-lookup database

and lists, all local attributes, and all syntactic prompts. In ‘Szarvas 3’, they added vetted documents

to ‘Szarvas 1’.

• Wellner and colleagues developed two NER packages, LingPipe and Carafe, to tackle the

de-identification work [127]. They submitted three packages. All using, HMM-driven package,

LingPipe but ‘Wellner 3’ utilizing Carafe. The CRF-based application, Carafe, comprised

dual features, an n-grams engine and location look-up table, equally accompanied by standard

expressions capable of capturing the more standard PHI.

The de-identification performance evaluation conducted by Özlem Uzuner et al. [126] examined token and

instance accuracy, recall, and f-measure. All assessments had been conducted with the same test corpus.

After review of the literature; one can conclude that the machine learning techniques together with

attributes selected modify the document sequence structure (orthography, tokens, POS tags, to say the

least); however, do not completely capture PHIs. Largely, the variation in the recall might relatively be

attributable to the applicable comprehensivity of the learning methodologies and functionalities. However,

I should point out that these tests were carried long ago and tools and techniques have quite steadily

improved ever since. Here are the additional observations:

• Similarly, for medical facilities sites; low performance might partly attributed to the unavailability

of sufficiently large number of training examples. Merely 144 cases (302 tokens) from the medical

facilities sites presented in the training set. The ability to learn places is additionally restricted by

the fact that, unlike medical facilities recognized through syntactic indications like ‘admitted to’,

‘transferred to’, ‘Medical Center’, and ‘Hospital’, however fewer facilities sites syntactic cues given.

• For phone numbers; review of system reactions indicated that various utilities lacked exhaustively

complete modules.

• On the issue of ambiguous and out-of-vocabulary PHI; it was concluded that some imprecise and

out-of-vocabulary PHI causes skipped or selective PHI recognition. To conclude;

– All six top systems typically worked great on patient data; quite a few unclear and unambiguous

names of patients like Randdor So are missed. [126]

– The unclear and out-of-vocabulary submissions in physicians challenge; all the top six systems.

[126]

– Locations marking errors are made by all the top six systems. [126]

Remarkably, it is not inconsequential to effectively delete dates. The authors have had two major

unanswered questions. First; do the gains in solving this problem imply applicable success when

extrapolated to similar performance in other untested sets of data? Secondly; should healthcare

lawmakers depend on this level of achievement to allow patients to disclose health data automatically

(or in semi-automation for scientific studies) while precluding the undue enormous risk?

It is without a doubt; many agree on the importance of de-identification to conserve the medically

outstanding content of narratives, in order to benefit the lateral research while maintaining the

record value for patient care. HIPAA (45 CFR 164.514) describes 18 classifications of PHI that have

to be eliminated from a patient’s health data before such record can be safely disclosed. Lately,

however,studies in Canada have shown that in a period spanning 11-years, solely address records

might lead to re-identification [26]. Likewise, American nationals can be positively identified by

birth-date, ZIP-code, and sexual orientation information [40, 69], yet HIPAA PHI classifications do not
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cover birth-date, ZIP-code, and sexual orientation information for adequately residential areas. This

advocates and elevates HIPAA to be a baseline for efficient de-identification. In other words, while

HIPAA is a starting point for effective de-identification, however for complete de-identification the

legislation might contain deficiencies and is perceived to be inadequate [115]. There is a case to be made

to examine further on Machine Learning techniques in order to come up with better de-identification tools.

A recent experiments results carried on the three systems below:

(i) The MITRE’s MIST tool [1]: An open source utility package for de-identification loaded with PHI

mapping and substitution capabilities.

(ii) The VHA’s BoB package: Using cTAKES [106] engine to pre-process the records and built on the

Apache UIMA architecture (Apache, 2008).

(iii) The in-house utility tool for de-identification [20] from Cincinnati Children’s Hospital Medical

Center’s (CCHMC) system: Predicated around MALLET software [76] architecture,

These systems have overall performed well and elevated the stipulated standards and yet made a case for

more investigation into Machine Learning techniques for de-identification. There can be many differences

in the scores because the training data differences as every cohort had access to data, that at the time

of access, might have been unavailable to others.

I, like many, agree on the importance of de-identification in the preservation of medically salient narrative

content in order to ensure that this information is beneficial to downstream research and to preserve the

patient care record value. I can’t overstate on the need (or ability) for various researchers to access,

analyze and utilize the information contained in the narrative clinical notes —and how access to such

information could pave way to better medicine and smart patient care. The EHR narrative medical

message; certainly, becomes increasingly recognized as a key element of computer-aided decision support,

efficiency improvements, and service delivery. [81].

3.2 Review of related work

3.2.1 De-Identification task using HMMs

Predictive graphical representations are some of the NLP society’s many significant resources. In specific,

the capacity to train generative concepts utilizing Expectation-Maximization (EM), Variational Inference

(VI), and sampling methods like MCMC has made it possible to build computational unsupervised tag

and grammar exploration processes, alignment, topic models and more. Such latent variable models

detect invisible structures in text that are aligned with recognized language events and with readily

recognizable patterns.

Hidden Markov models seem to be easy generative concepts which work in several NLP functions

such as Part-of-Speech tagging and Named Entity Recognition [73].Normally, these don’t need a lot of

features engineering. But, its powerful premise of independence assumption compromises its output

reliability. For instance, since it mimics the mutual likelihood of tags and words, the Conditional

Random Fields(CRF) is much more versatile [10].

A contextual circumstance cue has a crucial role to play throughout the de-identification task. As

training data, generally, does not constitute all identifying phrases and several phrases may or may not

be identified depending on the circumstances.
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In HMM, contextual indices are represented by the likelihood of transition among labels, which

determines how well HMM could comprehend contextual indications. Desirable training information

would provide unique id labels as well as labeling reference terms. It would not be realistic to derive

all reference phrases manually. New labels which are often specifically placed around descriptors will be

provided as a prevalent automatic remedy.

With the amount of latent factors, the probability of a particular mixture model rises. A system

with a big amount of latent parameters, though it is probable to over-fit and under-perform with fresh

information, may appear well fitted to training information. When one compares HMMs and recurrent

neural networks(RNNs) models will also have to examine the following two fronts:

(i) Bayesian vs Maximum likelihood approximation: Suppose the dataset X is best explained

by a set of likelihood distribution variables, θ. To assess the θ metrics using the Bayes Rule:

p(θ|X) =
p(X|θ) ∗ p(θ)

p(X)

posterior =
likelihood ∗ prior

evidence

where; p(θ|X) is posterior probability that is the probability of the parameters θ given the evidence

X, the likelihood p(X|θ) is the probability of the evidence X given the parameters θ, p(θ) is the

probability distribution function for θ.

• Maximum Likelihood Estimate: From Maximum Likelihood Estimate, the goal is to obtain

a specific θ value that optimizes the probability, p(X|θ), shown in the equation(s) above. This

value can be referred to as θ̂. From computation of the Maximum Likelihood Estimate, θ̂ is

the target estimate and not the random element. Maximum Likelihood Estimate regard the
p(θ)
p(X ) variable as a constant; and thus, does not enable us to introduce p(θ), which was our

previous assumption, into approximate computations for the probable values for θ.

• Bayesian Estimate: In contradistinction; the Bayesian estimate computes the posterior

distribution p(θ|X ) in full (or occasionally estimate). The θ is treated by Bayesian assertion

as an arbitrary parameter. In a Bayesian assessment, one utilizes probability density function

instead of a single event as in the Maximum Likelihood Estimate so as to deduce probable

density features.

Among the θ values from the yield distribution p(θ|X ), one should pick the most feasible

value. In the absence of a variation, for instance, one can choose the expected value of θ. The

fluctuation computed from the post-distribution parameter θ permits conveying confidence in

any particular value approximated. When the variance is extremely big to obtain a decent

θ estimate, one can declare θ to be non-existent. The realization that we now have to cope

with the denominator in the Bayes principle is making Bayesian’s assessment complicated as

a compromise, i.e. evidence. Hence, the evidence or probability of evidence is given by:

p(X) =

∫
θ

p(X|θ) ∗ p(θ)dθ

where; the notation p(X) stands for the probability of X and where p(X|θ) means the

conditional probability of X given θ. Hence, the likelihood p(X|θ) is the probability of the

evidence X given the parameters θ, the probability distribution function for the evidence is
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p(X), and p(θ) is the probability distribution function for θ.

When HMM is examined; the best possible parameters may be calculated with closed-shape

solutions but not applicable to HMM with latent variables. This is due to the fact that

aggregation of latent variables does not equate the logarithmic function’s representation.

An expectation maximization (EM) mechanism enables deriving closed form expressions for

modifications and offers a sequential algorithm for finding an optimal solution locally. Bayesian

model studying represents a more computational conundrum because it not only necessitates that

the latent variables are summarized but also the prior record are integrated [10].

Several sampling methods research have given a useful tool to explore Bayesian concepts [44].

However, selection techniques have to accomplish the generally challenging job of blending diagnosis

to guarantee that the specimens produced to follow the expected distribution [59]. Moreover,

debugging is much harder because separate runs produce distinct specimens [10].

(ii) Deterministic vs Random: RNN is an HMM’s deterministic estimation (where learning

patterns are involved). Also, the transition and emission probability conditional distributions are

deterministic. In that manner, based on the input, there exists only one output for the RNN. But

in an HMM, several results based on the random variable of input are feasible— in other words,

what is a variable in the RNN it is a random variable in the HMM.

The result of these two constraints is that complicated transitional probability distributions and

emission conditional probability distributions can be trained far more easily in the case of RNN,

whereas it is much harder for HMM.

When it comes to the results obtained in the study by Chen et al. [10] seen on the Table.3.1; the

performance of HMM-based methods fall behind the top performing CRF models in the challenge. Such

a conclusion motivates for one to embark on examining what RNNs offer to achieve a better option to

tackle the de-identification task.

The Dirichlet method models an innumerable amount of latent elements hypothetically but an infinite

number can not be calculated, hence Dirichlet is stopped in reality at K [9]. In the challenge, Chen

et al. set K = 20 for non-identifier tags and K = 8 for large category identifier tags to limit the

computational cost [10]. The conceptual HMM-DP method is characterized as: every tag includes

an infinite amount; the sub tag of a tag establishes the subsequent tag ; the sub tag of a tag and

the subsequent tag dictate the sub tag of the next tag ; the word at place is set by the sub-tag of a tag [10].

HMM-DP submitted HMM-DP updated HMM-DP+CRF
P R F1 P R F1 P R F1

NAME (4829) 0.922 0.910 0.916 0.949 0.924 0.936 0.939 0.936 0.937
PROFESSION (340) 0.716 0.297 0.420 0.825 0.553 0.662 0.847 0.650 0.735
LOCATION (3001) 0.861 0.809 0.834 0.979 0.814 0.889 0.964 0.860 0.909
AGE (790) 0.786 0.475 0.592 0.788 0.481 0.597 0.902 0.724 0.803
DATE (12518) 0.979 0.926 0.951 0.981 0.926 0.953 0.982 0.934 0.957
CONTACT (419) 0.963 0.876 0.918 0.972 0.897 0.933 0.979 0.905 0.940
ID (1126) 0.942 0.874 0.906 0.991 0.877 0.931 0.991 0.877 0.931
TOTAL (23047) 0.943 0.879 0.910 0.968 0.887 0.926 0.966 0.910 0.937

Table 3.1: Results on category. The HMM-DP used in the challenge is denoted as “HMM-DP submitted”,
the HMM-DP developed after the challenged is denoted as “HMM-DP updated”, and the HMM-DP with
CRF alignment is denoted as “HMM-DP+CRF” [10].
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The primary benefit of using a recurring algorithm over Markov chains and hidden Markov model is that

the neural networks’ representational strength and their capacity to execute smart modeling, along with

transfer learning, takes syntactic and semantic characteristics into consideration. This is yet another

benefit of using RNNs over HMMs.

3.2.2 Prior De-Identification using RNNs

A multidisciplinary group of US-VHA co-operative researchers from the Consortium for Healthcare

Informatics Research (CHIR) are tasked with the goal to improve health for veterans through basic and

applied computer research and to foster the efficiency of unstructured and other clinical data in the EHR 1.

The CHIR de-identification taskforce examined the latest state-of-the-art automated PHI-driven

de-identification application solutions for textual medical information [80] in order to support the

development of and research for a best-of-breed VHA textual medical information and records [28]

de-identification application software. In addition, CHIR assessed the overall influence on future

analytical functions together with the real threat of re-identification from de-identified clinical texts.

Meystre, Stéphane et al. in [79] assessed a variety of de-identification systems within the framework of

the CHIR de-identification task-force. Meystre, Stéphane et al. presented analytical effect of automated

textual de-identification on content in medical notes premised on a gradual methodology. Meystre,

Stéphane et al. began with an advanced assessment of the review on interpretability and typesetting

of clinical notes as well as a thorough analysis of the adverse consequences for certain types of textual

medical information as seen on Figure 3.1. Every step was guided by a question from the studies and

comprised one of the studies as depicted in the figure.

Figure 3.1: Research questions and related studies conducted in a gradual manner [79].

Five distinct textual medical information de-identification application programs were employed

to investigate and examine the informativeness (i.e. information on document type, textual medical

information or medical data types and interpretation and conclusion) of VHA textual medical information

notes. It was reported that these systems had altered the information effectiveness minimally and that

only one system had altered the formatting. While investigating the effect of de-identifying process on

the extraction of clinical information; a comparison of the SNOMED-CT concepts found in the original

(i.e. not de-identified) version of the VHA textual medical information note corpus and within the same

1Consortium for Health Care Informatics Research(CHIR) primary research objective is the development of methods
and tools needed for an effective text processing based research program. https://medicine.utah.edu/internalmedicine/

epidemiology/research_programs/chir_info.php
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post-identification corpus by an open-source textual medical information extraction software utility.

Barely, about 1.2–3% shy, SNOMED-CT concepts could be unearthed in de-identified editions of the

textual medical information records, and majority of these notions were PHI that were inaccurately

marked as medical information. [79]

The study investigated the commonality of shortlisted clinical PHI information annotated in the 2010 i2b2

NLP challenge corpus [79] and electronically selected PHI annotations from the best-of-breed (BoB’) VHA

clinical text de-identification system. I should also point out that a VHA textual medical information

corpus was a subsection of a reference standard made by eight hundred de-identified textual medical

information transcripts performed by hand. Overall, only 0.81% of the clinical information exactly

overlapped with PHI, and 1.78% partly overlapped.

3.3 How the previous study was conducted

The experiments presented by Stéphane et al. [79] predicated on two distinct corpora of textual medical

information:

1. The corpus from the 2010 i2b2 NLP task competition.

2. Corpus of VHA clinical notes. The VHA textual medical information corpus was a subsection of

a reference standard made by eight hundred de-identified textual medical information transcripts

performed by hand.

3.3.1 Methodology used by previous study(Stéphane et al.)

First, the documents were selected from the one hundred (100) most frequent textual medical information

note types available in a vast VHA research registry using a class division random selection methodology.

Second, two reviewers recorded each selected document and a third reviewer adjudicated discrepancies.

Last but not least, the third examiner noted that further clarification was necessary, while a fourth

and final examination reviewed any unambiguous or cases arbitration. It is important to note that

these tasks were based on the markup rules and data structure-based mechanism for the 18 PHI

categories stipulated as per HIPAA legislation on ‘Safe Harbor’ section. Figure 3.2 provide the schematic

depiction of the process used. Beyond the provisions of this Regulation, Meystre, Stéphane et al.

embraced a pragmatic methodology, and included organizational annotation class (Other Organization

Nomenclature), references to healthcare facilities (Health Unit Name), military specific information

(Deployment). All annotation tasks have been performed with the an open source annotation tool,

Knowtator [93].
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Figure 3.2: Procedure for creating the gold standard [114].

3.3.2 Interpretability and formatting impact on De-identified clinical notes

Five non-commercially accessible textual medical information de-identification utility tools were evaluated

in Stéphane et al. appraisal [79]. Those are the Medical De-identification System (MeDS [35]), the HMS

Scrubber (HMS [5]), the Health Information DE-identification (HIDE [36]Gardner:2010vj), the MITRE

Identification Scrubber Toolkit (MIST [1]) and lastly, the MIT System (MIT [90]). The assessment

conducted by Stéphane et al. categorized the assessments under the following classifications [79]:

1. Assessment on the de-Identified reports interpretability.

2. Assessment on the de-Identified reports‘ document structure changes.

3.4 Assessment of De-identified reports

3.4.1 Assessment on the De-identified reports interpretability

Stéphane et al. reviewed the sub-set of such documents, as five selected systems (listed above)

automatically discovered them. A randomly chosen subgroup of fifty (50) hand-noted for identification

of PHI and clinical eponyms was selected by Stéphane et al. as explained above. It had 1205 PHI edits

with textual medical information edits, findings, or interpretations performed by hand.

Medical eponyms are the clinical name or noun formed after a person (include references to diseases,

procedure, apparatus or anatomy containing the names of the individuals or places). Some examples of

this include Alzheimer’s, fundoplication of Nissen, Hutchison’s disease, catheter of Swan-Ganz, Aarskog’s

syndrome, or tendon of Achilles. The type of report was characterized in the document as ‘Discharge sheet

Summary’. Stéphane et al. created the ‘interpretability score’ (IS) for every textual medical information

de-identification software package that was a three-tier ranking system that defined IS1 when significantly

substantial textual medical information retained (1 for ‘yes’ score, 0.5 for ‘partial’ score, and 0 for ‘no’

score), IS2 when the record type or attributes of textual medical information retained ((1 for ‘yes’ score,

0.5 for ‘partial’ score, and 0 for ‘no’ score) and lastly, IS3 when conclusion or interpretation preserved

(1 for ‘yes’ score, 0.5 for ‘partial’ score, and 0 for ‘no’ score).
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3.4.2 Examination of de-identified reports’ format alterations

A manual assessment or appraisal was carried out in order to evaluate the extent to which the formatting

of the original report has been maintained in the reports de-identified. Textual medical information

document formatting is defined as a document structure that consists of lexical characteristics such as

word case structure, paragraph breaks, line width and indent locations, punctuation, and line numbers.

This was a descriptive and qualitative statistics and detailed formatting changes were not registered.

The study used BoB to create 7 distinct editions of a random subset of three hundred VHA corpus

textual medical information records. These textual medical information aggregated records editions [79]

were classified as;

(a) The original textual medical information records (not records with identities removed edition).

(b) Records with identities removed edition by 4 binary SVM-filters and re-synthesized PHI labels.

(c) Records with identities removed edition using 4 binary SVM filters and a general ‘PHI’ label.

(d) Records with identities removed edition using 4 binary SVM-filters and PHI labels that included

categories.

(e) Records with identities removed edition using 1 multi-class SVM-filter and re-synthesized PHI

labels.

(f) Records with identities removed edition using 1 multi-class SVM-filter and a general ‘PHI’ label.

and finally,

(g) The records with identities removed edition using 1 multi-class SVM-filter and PHI labels that

included classifiers.

The study utilized cTAKES version 3.0.0, with a AggregatePlaintextUMLS processor as the analysis

core engine to de-identify while using different PHI hiding methods and approaches as an exploit (in

its configuration) to harvest such clinical concepts from the VHA textual medical information records.

The cTAKES were restricted to the look-up database SNOMED-CT and were supported by the corpus’

seven distinct editions. The pairing of the original corpus with any de-identified editions of the corpus

was then made by Stéphane et al. and all SNOMED-CT concepts were harvested from every record of

the textual medical information records.

For the statistical analysis, a zero assumption showed that there was no distinction in premise tally

in proportion between the unmodified medical information records edition of the corpus (used by

Stéphane et al.) and an unspecified version, mean level 0.05, and two distinct methodologies: a bundled

Student Test (2-tailed) to compile textual medical information records editions and a log-likelihood

analogy-coefficient [99] technique, i.e. for multiple comparisons, Stéphane et al. used correction

Bonferroni correction for multiple comparisons [79].

The Expected count E1 together with Expected count E2 provided comparison for each de-identified

textual medical information records editions of the corpus against the original. These Expected count(Ei)

were then calculated as follows;

E1 = c(a+ b)/(c+ d)

E2 = d(a+ b)/(c+ d)
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where; a is concept qualification in de-identified textual medical information records, b is concept

qualification in original textual medical information records, c is all concepts’ qualification in de-identified

textual medical information records, and d is all concepts’ qualification in original textual medical

information records. Moreover, the log-likelihood value LL for every conceptual notion in each

de-identified textual medical information records edition of the corpus was calculated as [79]:

LL = 2[(a · ln(a/E1)) + (b · ln(b/E2))]

3.4.2.1 De-identification process effects on Report’s specific clinical information

Stéphane et al. utilized the 2010 i2b2 NLP challenge textual medical information records as well as the

VHA records [79] as an evaluation of how generalizable the results could be in the VHA corpus and the

detailed the effects of de-identification process.

3.4.2.2 De-identification process effects on reported medical problems, diagnoses, and

therapies

The NLP Contest for i2b2 2010 focused on the extraction, testing, treatment and local context (e.g.,

‘new abdominal pain’) of medical problems as well as on extracting special relationships between those

concepts. The study by Stéphane et al. used the following to instantaneously annotate all PHIs that could

appear in i2b2 textual medical information records or documents. The software developed by Stéphane et

al. referred as best-of-breed(or “BoB”) [28] also annotated medical name or noun formed after a person

(include references to diseases, procedure, apparatus or anatomy containing the names of the individuals

or places) that were not in the PHI list. This was a precaution knowing that these medical names or nouns

could mistakenly grouped for sensitive PHI categorization like ‘individual names’. Since consequent usage

of the textual medical information records in other tasks such as harvesting medical data is determined by

overlap rate; the analysis was performed for overlapping automated PHI annotations with the reference

standard of the 2010 i2b2 NLP problem, testing, and treatment annotation were also performed.

3.4.2.3 Clinical eponyms impact from Report de-identification

The second VHA corpus evaluation evaluated the number of instances in which the PHI clinical eponyms

were identified in an evaluated detection system, in which the trial identified all the human notations

of clinical name or noun formed after a person (include references to diseases, procedure, apparatus or

anatomy containing the names of the individuals or places) and grouped such data into four groupings

as devices, diseases, anatomy, and procedures.

3.4.3 Summary of Results

The assessment conducted by Stéphane et al. categorized the Summary of Results under the following

classifications [79]:

1. Assessment on the de-Identified reports interpretability.

2. Assessment on the de-Identified reports‘ document structure changes

3.4.3.1 Assessment on the de-Identified reports interpretability

Not all of the 50 documents were reported to have explicitly specified types of report. About thirty

percent of the training textual medical information records did not indicate the record type explicitly

prior to de-identification. Each system received an IS2 score of one, where no record type was specifically

declared. Only three de-identified textual medical information records (two produced by HMS Scrubber

along with one by MeDS) had their record type removed from each and every report processed on the
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5 systems. Also, some records had rightly characterized [79] as a conclusion. Refer to Table. 3.2 for

complete summary.

Software
Interpretability rating (highest rating is 50 for every classification)

IS1 (medical information) IS2 (record type) IS3 (conclusion) % Totals(Rating sum)

HMS 43 48 50 94% (141)

MIT 48 50 50 99% (148)

HIDE 46 50 50 97% (146)

MeDS 39 49 50 92% (138)

MIST 48 50 50 99% (148)

Table 3.2: Calculations on respective system de-identified report interpretability [79].

3.4.3.2 Assessment on the de-Identified reports‘ document structure changes

In de-identified textual medical information records, it was discovered that majority of the utility tools

left almost all of the format structure unchanged as shown in Figure. 3.4. In roughly 5% of de-identified

textual medical information records the MeDS utility tool removed some textual medical information

record’s format structure (e.g. line-breaks).

Figure 3.3: Similarity examination of the HMS Scrubber showing most of the syntactic
characteristics removed (all of the PHIs from the original record is fictitious) original record
(left) and “HMS Scrubbed” one without PHIs (right) [79].

3.4.4 Post-processing assessment of overall impact on clinical information

after reports de-identification

Stéphane et al. used a null hypothesis that stated there was no concept count proportion difference

between the original and a de-identified version of the corpus when examining post-processing assessment

of overall impact on clinical information after reports de-identification. SNOMED-CT’s abstractions

were found in various editions of the textual medical information records to average 456,6 (0.950 CI:

136892.4-137060.7) concepts per document (0.95 CC: 456.31-456.87). These concepts are based on 8794

different concepts of SNOMED-CT. In the de-identified corpus 1117 instances of the most common

abstraction were discovered from various de-identified editions of the corpus 926 different abstractions

were only discovered.
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Figure 3.4: Original corpus SNOMED-CT concepts distribution [79].

When most de-identified corpus were compared against the original textual medical information records

(Table. 3.3), the likelihood for the t-test led to the rejection of the null hypothesis. Only versions of

the PHI classifications (C5 together with C7 from Table. 3.3) de-identified with a single filter from

SVM, re-articulated PHIs or labels, did not vary substantially compared to the original textual medical

information records [79].

C1 C2 C3 C4 C5 C6 C7

All abstractions counted 138,137 136,990 136,473 136,574 137,482 135,883 137,297

All abstractions counted disparity from

original report (C1)

-0.83% -1.20% -1.13% -0.47% -1.63% -0.61%

Mean for the abstractions counted

disparity from original report (C1)

-2.28% -2.75% -3.04% -1.18% -1.87% -1.59%

Abstractions counted disparity -2.28% -2.75% -3.04% -1.18% -1.87% -1.59%

95% confidence interval -3.36% -3.81% -4.11% -2.28% -2.79% -2.66%

t-test Probability 0.0014 ≤ 0.001 0.002 0.068 ≤ 0.001 0.022

Log-likelihood Mean 0.275 0.277 0.322 0.275 0.211 0.261

C1 represents Original report (not de-identified);

C2 represents De-identified utilizing 4 binary SVM filters and re-articulated PHI;

C3 represents De-identified utilizing 4 binary SVM filters and a general ‘PHI‘ label;

C4 represents De-identified utilizing 4 binary SVM filters and labels combined with ‘PHI‘ classifications;

C5 represents De-identified utilizing 1 multi-class SVM filter combined with re-articulated ‘PHI‘;

C6 represents De-identified utilizing 1 multi-class SVM filter combined with a general ‘PHI‘ label;

C7 represents De-identified utilizing 1 multi-class SVM filter combined with labels that included ‘PHI‘ categories.

Table 3.3: Corpora’ SNOMED-CT concept count differences [79].

The log-likelihood ratio method was originally developed to compare word frequencies between different

corpora, and Stéphane et al. adapted it for concept frequencies. The likelihood ratio tests if such

proportion differs considerably from one or if its natural logarithm is considerably distinct from zero.

If the observational data accept the null hypothesis, then the difference of two probabilities should not

exceed the sampling error. Although there were no different versions of the corpus, several concepts had

a log-likelihood rate over 6.96, and thus had considerably different numbers from the initial transcription

version. Refer to Table 3.4

Most overlaps correspond, as expected, to ambiguities of the category PHI Person Name. In particular,

88% of the total count of precise overlap is for this category and 76% for partial overlap. There were

also some clinical data overlap, although less frequently, with other PHI classifications, such as Health

Care unit and Country or State. We can also see from Table. 3.6 that 386 PHI annotations are precisely

overlapping under Problem, Test, or Treatment annotations —this translated to 0.81% of the clinical

information concerned were erroneously declared. This proportion evidently rose slightly to 1.78% when
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SNOMED
abstractions
(code)

Complemented words
(correct match)

Counted abstractions in every record edition LL Mean-value
(and extremes)C1 C2 C3 C4 C5 C6 C7

Vertebral artery
(85234005)

VA (Veterans Admin.) 112 36? 0? 0? 4? 0? 0? 82.91 (40.32-125.50)

Carney complex
(239132009)

Carney Hospital 53 64 61 382? 61 59 63 48.02 (0.43-284.40)

Phencyclidine
measurement
(20857001)

PCP (Primary Care Provider) 47 8? 6? 6? 7? 7? 6? 33.80 (30.30-35.79)

Pneumonia,
pneumocystis
carinii
(415125002)

PCP (Primary Care Provider) 42 6? 5? 4? 7? 8? 6? 30.27 (24.79-36.16)

Diabetic
retinopathy
(4855003)

DR (Doctor) 51 24? 15? 17? 26? 28 26? 11.69 (6.42-20.31)

Endoplasmic
reticulum
(33761008)

ER (Emergency Room) 20 4? 4? 4? 5? 4? 5? 10.82 (9.54-11.51)

Mixed
antiglobulin
reaction test
(117360002)

MAR 3 15? 0 0 12? 0 0 7.33 (5.83-8.83)

Table 3.4: Significant count differences on SNOMED-CT concepts marked with ? [79].

i2b2 concepts Total Detected as PHI
(exact match)

% Detected as PHI
(partial match)

%

Problem 19,667 65 0.33 187 0.95
Test 13,833 40 0.29 180 1.30
Treatment 14,185 281 1.98 482 3.40
Overall 47,685 386 0.81 849 1.78

Table 3.5: Respective PHI annotation overlap in Problem, Tests and Treatment categories as detected
by Stéphane et al. [79].

taking into account on the partial overlaps. We can also see that 1.98% of treatment annotations

were fully de-identified and 3.4% partially implying that Treatment was the category highly plagued

by de-identification errors as compared to Problem and Test.

Type of PHI
Accurately paired Partially paired

Problem Test Treat Combined Problem Test Treat Combined
Individual’s name 0.31% 0.25% 1.73% 0.72% 0.82% 0.74% 2.70% 1.36%
Street/City 0 0 0.01% 0 0.01% 0.01% 0.02% 0.01%
State/Country 0.01% 0.01% 0.01% 0.01% 0.06% 0.09% 0.13% 0.09%
Deployment 0 0 0 0 0 0 0 0
ZIP code 0 0 0 0 0 0 0 0
Healthcare Unit 0 0 0.19% 0.06% 0 0.12% 0.37% 0.15%
Other Org Name 0 0 0.01% 0 0 0.07% 0.11% 0.05%
Date 0 0 0 0 0.02% 0.14% 0.01% 0.05%
Age > 89 0 0 0 0 0 0 0 0
Phone Number 0 0 0 0 0 0 0 0

Table 3.6: The overlap in testing and treatment rates for each type of PHI observed [79].

3.4.5 Assessment of clinical eponyms impact

It was reported that an aggregate of 65 medical annotations were found in 50 VHA sub-corpus documents

by human annotators. The number of clinical name or noun formed after a person (include references to

diseases, procedure, apparatus or anatomy containing the names of the individuals or places) that each
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system recognized as PHI [79] is shown in Table. 3.7. In most systems, Stéphane et al. found that some

10 % of eponyms (e.g., diseases, procedure, apparatus or anatomy containing the names of the individuals

or places) had been wrongly classified as PHI, whereas two utilities (MeDS together with HMS Scrubber)

had accuracy performance issues and wrongly categorized the PHIs to a much greater extent as compared

to the rest [79].

Utility used
Eponyms categorized as PHI

Total Total eponyms %

MIT 8 12.31

HIDE 9 13.85

HMS 26 40.00

MeDS 32 49.23

MIST 7 10.77

Table 3.7: Clinical eponyms determined as PHIs by respective system [79].

3.5 Conclusion

The correlation between PHI and selected textual medical information was also very narrow. Such

is the conclusion when examining the details in order to draw some kind of conclusivity over the

appraisal or evaluation of the effects of de-identification process on textual medical data records. In the

“medications” section of the i2b2 medical information records, a chart of medicines used by the medical

services recipient was reported on in Stéphane et al.’s analysis. Some medications were characterized as

PHI due to the absence of contexts in these sections [79].

In summary, the findings of Stéphane et al. [79] show that better de-identification technology for

ambiguous medical conditions is needed. This challenge still remains unresolved and involves the

research into and resolution of semanticized variability and ambiguity across the entire NLP research

community [79].

The study by Stéphane et al. demonstrated that even a powerful text de-identification system

such as BoB could mistakenly mislabel non-PHI and, consequently, hide or delete clinical information.

Even though such classification error was found to be small, but should not be considered insignificant.

A detailed review also looked at the effects of textual de-identification in the ensuing computerized

removal of medications terminologies and discovered that no substantial impact on such [20], however

only a minute fraction of the medical data found in textual medical information, as summarized by

Stéphane et al. This result probably was due to the limited “likeness” of “PHI drug names” [79].
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NLP with LSTM Approach

4.1 Introduction

How does one decide what type of representative is a big question for developers who work in NLP?

What other data are relevant? Besides, which information is relevant, how does one determine such?

That is the issue within the framework —determining relevance and method to represent data.

Text tagging is the process by which various components of unstructured data have been manually

or automatically added to tags or annotations in the process of preparing those data for analysis.

Tagging takes place at a level that is more granular than categorizing, and can offer further insight

benefits. “Named Entity Extraction” (NER) is a common form of markup [33]. This method allows the

identification of names of persons, products, organizations, locations, or dates by a batch of unstructured

data. Such an approach could be helpful in determining interactive relationships and patterns between

the named entities.

The problem I faced here in medical notes de-identification task can be approached as a special

case of NER task —Hence, one can approach the solution as having access to labeled data on the domain

of origin, but unlabeled data on the domain of destination(medical notes with PHI data). Exploiting

useful information from the medical notes with PHI data can be the key to improving de-identification

notes necessary for tagging and for de-identification in particular. Towards this end, I adopted the

idea of learning representations which has been demonstrated useful in capturing hidden regularities

underlying the raw input data.

4.1.1 Word Embedding and NLP

Natural language processing (NLP), through computation-based algorithms or programs, is designed

to analyze, methodologically assess, evaluate, and represent the human’s syntactic dialectical language

in an automatic way. A wide range of applications has been enabled by NLP system, e.g. Amazon

Alexa. NLP can also be used to teach machines to perform complex tasks related to the natural

language, such as machine syntactic dialectical language translation and dialogue generation. The idea of

Word representational embedding was originally introduced by Bengio, et al. [6,7] more than a decade ago.

Word embeddings are essentially distributional vectors based on the so-called distributional hypothesis,

meaning similar to words appearing in a similar syntactic context. Word embedding is pre-trained for

a task in which the purpose of predicting or forecast a word using a shallow neural algorithmic network

usually is its context. A corpus is typically a collection of text documents usually belonging to one

or more subjects. An embedding κ : words → Rn is a parametrical mathematical expressions that
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maps phrase segments for textual information into high-dimensional vectors of 200 to 500 dimensional

components). Typically, the function is parametric database matrix, Θ, built word per row: κΘ(kn) = Θn.

Each word in κ is random vector initialized. Success in task execution require appropriate scalar learning.

It is useful to consider morphological information within a word for textual analysis tasks such as POS,

and recognition of named entity also known as NER —and this is known as word embedding. Before

one can fully utilize the corpus to perform a specific task in NLP, some text pre-processing may be

important. However, in this task I want to fully utilize the corpus to perform the de-identification task

without having to perform tedious text pre-processing steps.

4.1.2 Text pre-processing

Some of the most important ways of cleaning and pre-processing textual data that are used heavily in

Natural Language Processing (NLP) pipelines are [88]:

• Removing tags: Textual material often contains unnecessary material content like HTML tags and

or labels, which do not add much or significant and considerable value when analyzing or evaluating

text. e.g. Removing the &lt;br&gt; from the text → Hey John, &lt;br&gt; Please send the files

soon.

• Removing accented characters: In any text corpus, accented characters/letters need to be converted,

transformed and standardized into ASCII components or characters. e.g. removing accent from a

name as in; Özlem → Ozlem.

• Removing special characters: Simple regular expressions (regexes) can be used to remove and/or

purge special characters and symbols which are usually non alphanumeric characters often add to

the extra unwanted noise in unstructured textual material or content. e.g. removing apostrophe

and segmentation as in; → she’s.

• Removing stopwords: These are words that have little, insignificant or no meaning especially during

the process of building meaningful textual material or content characteristics are called stopwords

or stop-words. Usually these words have the highest presence frequency if you use a single term or

word frequency in a body of the textual material. Words such as “a”, “an”, “the”, etc. are thought

to be stop-words. No universal stopword list is provided but one could utilize nltk’s standard

English stopwords lookup list. e.g. The quick brown fox jumps over the lazy dog.

• Expanding contractions: All shortened versions of words or syllables need converting to its expanded

original form to help with text standardization. e.g. can’t → can not.

• Stemming and lemmatization: Word trunks generally form the basis of probable words that can be

generated by adding prefixes and prefixes in the trunk to create new words. It’s called inflection.

The reverse process is known as stemming to obtain the base form of a word. Lemmatization is

very much like stemming, where we remove and omit a word attachments to the basic structural

form of a word. In this case, however, the base structural form is known as the syntactic root word

but not the root stem. The distinction is that the root word is always a correct lexicographic word,

but the root stem is not. e.g. better → good, read → reading.

4.1.3 A general assessment of Machine Learning in NLP

The Convolutional Neural Network(CNN) is an algorithm that can take the image as an input, give

significance to different facets / objects in the picture and distinguish between them (learn-able weights

and biases). In order to model sentences with a basic algorithm in CNN, sentences are first tokenized

into words that are further converted and transformed into a word embedding matrix of d-dimensions

(e.g. the input embedding-layer). This input embedding layer contains convolutional filters that are
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applied to produce what is known as a feature map by using a filter of any window size. Followed by a

max-pooling procedural operation. A max-pooling is a maxing operation that is applied to each filter to

produce a fixed length resulting output and to reduce the size of the output. Consequently, it gives the

final computed representation of the sentence. An inherent deficiency with basic CNNs is the inability,

which could be critical for different NLP tasks, to model long-distance dependencies [129]. CNNs can

be linked to the time-delayed neural networks (TDNN) which allow a wider contextual window/range

during training to address this deficiency. CNNs are generally effective because in contextual windows

they can mine semantic clues, but they struggle to preserve long-distance context information and model

sequence. Recurrent models are better suited, appropriate , and ideal for such type of learning.

4.1.3.1 Recurrent Neural Network (RNN)

Traditional RNN had issues with the eruption or disappearance of gradients, in which gradient vectors

can increase drastically or decline as this propagates to earlier measures. This challenge makes it hard

to train RNN in sequence in order to generate long distance dependence. [7, 51] However, Modern RNN

models are appropriate in inputs of arbitrary length to model context dependence. For this type of

learning, recurrent models are best suited to produce a correct input composition because they are

capable of storing the results of past computations and use such data in the existing calculation.

When denoting the values taken by categorical (discrete) features, the input expected from an RNN

is usually one-hot encoding or word representation embeddings 1. However, in some particular cases

linked to the abstract representations built up in a CNN model. Other models were later introduced

to address the vanishing gradient issue that makes it hard for RNNs to learn and fine-tune previous

layers’ parameters. Long Short-Term Memory (LSTM), residual networks (ResNets), together with

gated-recurring networks (GRU) were later presented and introduced to tackle the slope disappearance

or exponential gradient diminishing problem [52] which makes the situation difficult for RNNs to learn

and fine-tune the settings parameters.

Attention Mechanism is a technique that inspires the decoders to use the last hidden condition state as

well as the information (contextual vector) determined using the input hidden condition state sequence

of the above-mentioned RNN-based Framework. This is especially advantageous for tasks which require

alignment of the input and output text.

4.1.3.2 Reinforcement Learning

Reinforcement Learning includes machine computational learning practices, training agents or modules

to conduct discrete rewarding actions [119]. In several fields of natural language generation (NLG),

Reinforcement Learning has gained momentum, especially in areas such as summarization of text [119].

The Adversarial training concept, which seeks to fool and circumvent a discriminator who is able to

differentiate generated synthesized sequences from true sequences, is also employed in training language

generators.

4.1.3.3 Unsupervised Learning

The unsupervised mapping of phrases to vectors of fixed size is known as Unsupervised phrase

representation learning [85,96]. The distributed representations capture semantical, syntactic, and lexical

language properties and are trained by an auxiliary task. The forecast task aims to obtain the next

adjoining sentence on the basis of a center sentence was proposed as a Skip-thought model (algorithms

similar to the one for learning word embeddings) [85]. In this model, the decoder generates objective

sequential outputs and the encoder is viewed as a generic feature characteristic extractor, including word

1https://scikit-learn.org/stable/modules/preprocessing.html#preprocessing-categorical-features
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insertion, and is then trained using the seq2seq frame [96]. The model aims to learn distributed embeds

for the input sentences, which is similar to how word embedding in previous language modeling methods

was learnt for each word [96].

4.1.3.4 Deep Generative Models

The use of deep generative models, examples of which that come to mind being the Variational

Autoenconders (VAEs) together with the Generative Adversarial Networks(GANs), is a recent application

for discovering a wealth of structural application in natural words through the process of creating realistic

synthesized sentences from a latent code area of NLP [78].

4.1.3.5 Memory-Augmented Network

During the token generation phase, the hidden state vector arrays accessed using the attention mechanism

represent the internal memory of the model. The neural networks are linked to some kind of memory in the

Network to provide solutions to tasks or creative chores such as visual question answering(QA), language

modeling, POS tagging, and sentiment analysis [62], which can provide the model with supporting facts

or knowledge of the common sense as a form of remembrance. Dynamic memory networks utilize the

neural networks structure for attention, input portrayal representation or depiction, and for answering

mechanisms. Also, Dynamic memory networks are deemed superior to the previous memory-based models

[62].

4.2 Recurrent Neural Networks and LSTM

Feed forward neural networks (FFNNs) assume that the observation at time t and the output at time

t′ 6= t are independent. Since RNNs do not make this assumption, they can learn to extract features

depending on previous observations. This is useful for many tasks where there is a dependency on previous

inputs, such as language modeling [60,84], acoustic modeling [43,105], and machine translation [117].

4.2.0.1 Back Propagation Through Time

In order to be applied to a RNN, Back propagation needs to be modified to incorporate the time recursion.

This form of back propagation is known as back propagation through time (BPTT) [87].

4.2.0.2 Vanishing and Exploding Gradient

RNNs are set back by the inherent problem of the vanishing and exponentially increasing slope or gradient

[7, 95], where the gradient tend to either vanish to zero or to increase exponentially during BPTT. One

of the advantages of long-short term memory (LSTM) layers is that they are more resilient to the rapidly

diminishing gradient problem [42]. Assuming a simple layer, comprised of one unit, with linear activation,

the output of this unit, at time t is;

yt = xtW + yt−1R,

The contribution of the output yt−d to the output yt is multiplied by an exponential function of the

recurrent weight. The gradient of yt is back propagated to yt−d by;

∂yt
∂yt−d

= Rd

where; Rd is the gradient.
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As seen on Figure. 4.1, when more layers are introduced to neural nets using activation features, the loss

function slope goes to zero, making it very difficult to train the network. Such activation features like

the sgmoid function squash a big input room between 0 and 1.

Figure 4.1: The sigmoid function makes a large input space into a small input space between
0 and 1 [41].

A big shift in the input of the sigmoid component thus results in a minor change in the results. In

Figure. 4.1, is the sigmoid parameter and its derivative. The derivative is becoming minimal. The

easiest alternative is to use other activation features such as ReLU that do not generate a tiny derivative,

if the inputs of the sigmoid variable are bigger or lower (as becomes larger). The problem can also be

resolved by batch normalization layers.

In the proximity of highly steep cliffs as seen in Figure. 4.2, slope slicing can create gradient descent that

is fairly effective. All such steep cliffs usually arise in recurring networks close to a linear approximation.

As the weight matrix is multiplied by itself once for each step this causes exponentially steep cliff after

such steps. As depicted on the left of the figure, the slope descent of the cliff without the clipping of

the slope leads to overflows into the ravine, thereafter, from the face of the cliff, goes a very big abrupt

gradient. Disastrously, the big slope propels the variables out of the axis of the graph. While on the

right, the descent of gradients with gradient cuttings reacts to the cliff more moderately. Whilst the cliff

is climbed, the steps are limited so that the steep area near the solution cannot be carried away from the

solution.
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Figure 4.2: Example of the effect of gradient clipping in a recurrent network with two
parameters w and b [41].

This evidently shows the fundamental nature of the problem. The repeated multiplication by the recurrent

weights will tend to drive the gradient towards either zero or infinite values. The exact threshold depends

on the activation function and the overall weight matrix [95].

4.2.0.3 Continuous Word Representation

In order for the neural networks to learn useful features and perform feature analysis, their input must

be in a vectorial form. The element whose index is the index of the represented word in the lookup

list vocabulary will be non-zero and zero otherwise. In such a setup the most basic representation

of words is a very large, very sparse vector since similar words do not have similar vectors and the

neural network(NN) cannot generalize to words that were not seen during training. When we create

an alternative representation where similar words have similar vectors then the very large, very sparse

one-hot vector is replaced by a continuous vector of much smaller dimensionality.

4.2.0.4 LSTM and Bi-directional LSTM(Bi-LSTM)

The core elements of the ANN model are recurrent neural networks (RNNs). LSTM stacks address some

issues with RNNs. In particular, the recursion is now controlled by the input. There is also an added

internal memory, with an associated recurrent connection, that can preserve observations independently

of the output. Access to this internal memory is controlled by gates. The gates protect the internal

memory, which reduces the impact of the vanishing gradient problem. As depicted in Figure.4.3, LSTM

for text in NLP is composed of and primarily made up by three(3) stacks [22]:

• Character-enhanced token embeds stack;

• Label forecast stack;

• Label pattern optimization stack.

Each token is mapped into a vector representation with a character enhanced token embedded [22]. The

vector representation sequence relating to the pattern of the tokens is entered into the tag/label forecast

stack, which produces the sequential pattern of scalars with the corresponding likelihood of each token.

Finally, the sequence/pattern optimization layer provides the optimal and most probable sequence of

forecast labels on the basis of the preceding layer sequence of probability vectors. All layers are learned

jointly.
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. . . LSTM→ LSTM→ LSTM→ LSTM→ . . .

LSTM←LSTM←LSTM←LSTM←. . . . . .

John lives in Maryland

STATEOTHEROTHERPATIENT

~h→2
~h→3

~h→4

. . . . . .

~h←3
~h←4

~h←5

Figure 4.3: A diagram representing the Bi-LSTM for the de-identification

4.2.0.5 Implementation of Bi-directional LSTM CRF

Bidirectional LSTM CRF (BiLSTM CRF) for text-tagging in NLP is a deep learning method or

mechanism for sequential pattern labeling/tagging problem [64]. Bi-directional LSTM (BLSTM) layers

are the concatenation of two sub-layers. The first sub-layer remember previous inputs. The second

sub-layer reverses the recursion and remembers future inputs. This anti-causal sub-layer can be obtained

by reversing the recursion used for the causal LSTM layer. The sub-layers cannot be connected to each

other, as this would create cycles in the computation graphs. The main advantage of this approach is

that the entire layer has seen the entire input at all t. This can be used by the subsequent layers to

create features based on the entire input, rather than being limited to a sliding window, or to the current

and previous inputs.

For this research the implementation is done as shown in Figure.4.4 and composed of and primarily made

up by three layers below [79];

1. An input layer that produces/generates vectoral sequential pattern representation for each

and every word, phrase, or smallest sentence components —this comprises two sections: the

character-enhanced and token-level representation. This study employed the word representation

at token level as implemented through PyTorch engine. A bidirectional LSTM as illustrated in the

Figure. 4.3 was able to learn directly from the sequence of each word’s character. This could collect

information for each word (i.e., John). The last two vectors of the backwards and forward LSTMs

are linked in this two-way LSTM to form the final representation the sentence segment (John).

2. LSTM layer, which encompasses the forward-LSTM together with the backward-LSTM, vectoral

sequential pattern representation for each and every word, phrase, or smallest sentence components

as an input and produces a new forecast word sequential pattern, which depicts the contextual

lexical or syntactic information;

3. The CRF layer encapsulates the structural dependencies among subsequent labels by maintaining

a matrix of label transition for the CRF algorithm and speculates the best sequential pattern of

the tag with the right structures. For NER, the BI-LSTM architecture is the same as suggested

by Lample et al.’s architecture for NER [64] and it is the same method as described by Zengjian

Liu [67] et al.
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Figure 4.4: The diagrammatic portrayal of a dual unidirectional LSTM with CRF layer,
word- and character-level scalar representation implementation [131].

4.2.0.6 LSTM layer

Given a phrase s = κ1κ2, ..., κn with phrase segment κt(1 ≤ t ≤ n) represented by xt, the LSTM stack

accepts word-embed pattern x = x1x2, ..., xn as input and outputs a different word depiction pattern

h = h1h2...hn. Let us assume that hft and hbt denote the hidden state of the forward and backward

LSTM respectively at time t, whereby ht = [hTft, h
T
bt]
T (1 ≤ t ≤ n) is a transposition of forward LSTM

hft components and backward LSTM hbt products at step t. In particular, an LSTM module (with an

input door, a forget door, an output door, and a memory sub-component) at step t that accepts phrase

segment xt, hidden state ht−1 from time t− 1 and a cell memory ct−1 from time t− 1 as its input then

generates ht and new cell memory, ct and via the formula below:

it = σ (Wi · [xt, ht−1] + bi)

ft = σ
(
Wf · [xt, ht−1] + b(f)

)
ot = σ (Wo · [xt, ht−1] + bo)

gt = tanh (Wg · [xt, ht−1] + bg)

ct = ft � ct−1 + it � tanh
(
Wg · [x(tbegin), ht−1] + bg

)
ht = ot � tanh(ct)

where; W are the weights and b are the biases with subnote f, i, o denoting forget, input, and output,

ft is the forget gate’s activation vector,

it is the input vector to the LSTM unit,

ot is the output gate’s activation vector of the LSTM block,

σ denotes the sigmoid function,

gt is the cell’s new candidate value to be added to the cell memory,

ct is the new cell memory, and

ht is the hidden state vector or cell output given that Wj , Uj , bj for j ∈ (i, f, o, g)

Note that σ denotes the sigmoid mathematical expressions function and tanh is the hyperbolic tangent,

xt is the input vector, ht is the output vector, ct is a cell condition representation or state vector. In the

mathematical expression, W are the weights and b are the biases. ft, it, and ot are called the forget,
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input, and output gates of the LSTM block. At t = 1 , h0 and c0 are activated to zero scalars, given

that Wj , Uj , bj for j ∈ (i, f, o, g) respectively.

The subscripts t denote the index of the current time step. Using the above equations, one can

compute the final memory cell and hidden state respectively:

ct = ft � ct−1 + it � gt
ht = ot � tanh(ct)

whereby, � is the vectors‘ element by element multiplication operator which represents the Hadamard

Shur product.

The new memory ct and unobservable state ht are passed along for use in computing the subsequent

time step (t + 1) values, and the unobservable state ht is passed forward to serve as input/entry to the

next arranged stack or sub-stack level/layer in the current time step t (i.e. the next LSTM layer or the

output layer). Thus, there are eight learned matrices in each LSTM layer: four each of the W(·) and U(·)

matrices in Equations(i(t)) and (c(t)) respectively.

Memory cells in the LSTM are time-dependent additive, hence solves the gradiential vanishing issue

or disappearing slope dilemma. This is the most important distinction of LSTM in the sense that it

allows for an uninterrupted gradient flow through the memory cell. Gradient exponentially increasing or

exploding is still regarded as an issue, though in practice simple gradient clipping works well. LSTMs

have outperformed vanilla RNNs on many tasks, including on language modeling [116]

4.2.0.7 CRF layer

Conditional random fields (CRFs) are a class of graphical models [63, 118]. CRFs are an extension of

Maximum Entropy Markov Models(MEMMs), intended to address the label bias problem where the

model is biased towards states with few outgoing transitions. CRFs are used to model a conditional

distribution p(y|h) over an input sequence h and an output sequence y. CRFs are defined by a factor

graph. The distribution p(y|h) is factorized according to this graph. The factor functions found in

the factor graphs are similar to distributions over features extracted from the sequences y and h.

CRFs replace the global distribution over a large number of variables by many factor functions over

a smaller number of variables. CRFs are commonly used for chunking and NER, as well as for other

sequence labeling task. CRF have been regularly used for information extraction since their introduction.

The CRF layer takes sequence h = h1h2, ..., hn as entry input, then produces efficiently probable

tag/label sequential pattern y = y1y2, ..., yn. With training set X provided, all parameter components

of CRF (expressively indicated as θ) are computed through mathematical estimation by maximum

optimization the mathematical expressions for the log-likelihood here below:

L(θ) =
∑

(s,y)∈D

log p(y|h, θ)

where y is the appropriate tag pattern of statement/phrase segment s, h is the word pattern depiction

for the sentence s as produced by the network and p, is the occurrence-dependent likelihood of y given

sentence s and θ. The rank is assumed to be zθ(h,y) for the tag pattern depiction y for sentence h, the
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occurrence-dependent probability/likelihood p computed using:

p(y|h, θ) =
eZθ(h,y)∑
y′ e

Zθ(h,y′)

where y’ is a highly probable tag sequential pattern of h. The log-likelihood of p is:

log p(y|h, θ) = Zθ(h, y)− log
∑
y′

eZθ(h,y′)

A transfer matrix T with emission matrix E is used to articulate and represent the pattern frameworks

between neighboring tags/labels to as Zθ(h, y) follow:

Zθ(h, y) =

n∑
t=1

(Eyt,t + Tyt−1,yt)

where, Eyt,t is the likelihood that token ht with tag yt, and is the probability/likelihood that ht−1 with

corresponding tag yt−1 preceded by ht with tag yt. Thus, maximization of the log-likelihood equation,

L(θ) is obtained by maximum optimization of
∑

(s,y)∈D log p(y|h, θ) , iteratively going through all

training D set computationally. Whence, obtain the best tag pattern for every sentence/ paragraph

segments, using the optimal total score of Zθ(h, y) which is obtained by maximum optimization of∑n
t=1(Eyt,t + Tyt−1,yt) and verify output using Viterbi mathematical expression algorithm at test phase.

4.3 Conclusion

In the data science field, difficulties with sequence prediction are regarded one of the most challenging

challenges to overcome. These include a range of problems, from sales prediction to patterns in the stock

market data, from film plots and language translations to the prediction of your new words on your

smartphone’s keyboard, through the recognition of your way of speaking.

In theory, recurrent networks will store past inputs to generate the desired output. Recurrent networks

in the estimation of time series and process control are used because of this property. Time dependencies

covering several time steps , for example, between the respective inputs and desired outputs, require

practical applications. Nonetheless, it takes too long for gradient-based approaches to understand. In

training recurrent neural networks, practical difficulties have been noted to accomplish tasks where

temporal contingencies in the input / output sequences span long periods. The exceptionally high

learning time comes because the error disappears as it gets propagated back.

This section addressed why gradient-based learning algorithms face a daunting challenge as their

duration increases. Such findings show a balance between effective incremental descent learning and

long time knowledge latching. As of of the latest advancements in data science, Long Term Memory

Networks (LSTMs) are already established as the most successful solution for virtually innumerable

such sequence predictive problems. LSTMs in many ways have an advantage over traditional neural

and RNN feed-forwards networks. It is due to its property of recalling patterns systematically for long

periods. When LSTM is used in conjunction with CRF the benefits are immense. For prediction tasks

where contextual knowledge or neighborly status affects the current prediction, I have used CRF as

a probabilistic system for the labeling and segmentation of sequential data. As previously defined,

CRF is an undirected graphic design which represents a single log-linear label sequence distribution

given the specific observation series. The major benefit of the CRFs over the hidden Markov models

is their conditional existence and therefore the freedom of HMMs is relaxed to achieve a tenable

deduction [63,118].
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De-identification of medical notes has crucial role to play in unearthing the wealth of clinical information

in order to make an enormous leap forward in the areas of ML-aided disease detection, ML-driven triage

and avoidance of disorders, in the clustering of illness sub-types, in defect identification, and in an

ML-augmented physician deployment. In Chapter 5, I will cover Feature Representation and how those

will act as a building block to help the implementation of the De-identification of medical notes using

LSTM.
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Chapter 5

Feature Representation

5.1 Introduction

Features proposed and implemented in information retrieval [72], document classification [107], question

answering [122], named entity recognition [125], and parsing with compositional vector grammars [108]

all have one thing in common—they are real-valued vector representing each word and are the building

block of the Semantic vector space models of language.

Figure 5.1: Photo and voice encoding systems operate on immense detailed, humongous data
sets, stored as vectors of a single unprocessed pixel densities of the image data [123].

Word representations are methods of the word vector that are defined by various ways such as the distance

or angle of vector pairs between words. Mikolov et al. introduced the new system of measurement, based

on word analogies, which examines not the vector distance but the different dimensions of difference, as

to the finer structure of a word vector area [86]. These can generalized into 2 major model categories

for computationally learning lexical composition of the smallest parts of a sentence and the associated

vectors as named here below:

• Matrix factorization methods: These use low grade estimates to break down vast matrices which

collect statistical data regarding a aggregate information records. Matrix factorization method

varies according to application the specific type of information obtained from such matrices.

Although methods such as latent semantic analysis (LSA) [18] efficiently use statistical information,

the word ‘analogy‘ task shows a vector space structure that is relatively poor. In LSA, matrices are

of type ‘term-document‘, i.e. rows match words or terms, and the columns are the same as various

corpus documents.

• Shallow Window-Based Methods (local context window methods): These methods learn word

representations that help to make local context predictions. Procedures such as Mikolov et al’s
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skip-gram model [86] might perform better with an analogy, but they are poorly when comes to

using corpus statistics, as instead of using global co-occurrence numbers, they train in separate local

context windows. In a single neural network architecture, Bengio et al. introduced a model to learn

word vector representations as a segment of a non-complex neural network architecture for language

enhancement configuration [6]. Instead of the above scenario as with language component models

Weston and Collobert [14] separated word vector training from the subsequent training goals, thus

opening up [15] using the complete contextual word for learning representations, rather instead of

using only previous state in contextual model within languages.

The inherent deficiencies of the two methods above led to emerging on newer approach like Word2vec

and the GloVe methods [85].

5.1.1 Word2vec

Word2vec is a methodology used by a squad of Google data scientists led by Tomas Mikolov in the

calculation of vector depictions of words [85]. Google is hosting a Word2vec open-source application

programming interface (API) code published in Apache 2.0. license 1. Word2vec takes a significant

body of a textual message as its input and creates a scalar space, generally several hundred parameters,

with the correlating parameter in space being allocated to each distinctive word within the body. Word

vectors are placed in the space of the vector, so that phrases that share similar contexts are placed near

one another in space. [83].

To help discern patterns no wonder Word2vec has found usage in many areas ranging from genes,

code, likes, playlists, social media graphs, etc. Word2vec may make incredibly precise predictions when

provided sufficient data, usage and scenarios about a word’s significance given past instances .Word2vec

achieves this by measuring cosine similarity; when no similitude as an angle of ninety, and when the

total overlapping overall resemblance is zero degrees. In bio-informatics software solutions Asgari and

Mofrad have suggested extensions of n-grams word matrices in genetic sequences (e.g. DNA, RNA, and

Proteins)—named as BioVec [2]. A comparable version, dna2vec, showed that the the cosine similarity

of dna2vec and Needleman-Wunsch similarity score are related [91].

Word2vec encodes each word into a scalar and train phrases within the feedback textual information

against other phrase parts by either using contextual prediction target word (through non-discrete bag

of words (CBOW) method) or by using a phrase to anticipate a target context(also known as skip-gram

method).

5.1.2 The GloVe method

The basis of GloVe method suggest that word vector training should be related to the probability of

co-occurrence of specific words rather than the respective raw probabilities. Google is hosting a GloVe

open-source application programming interface (API) code published in Apache 2.0. license 2. Consider

two words κi and κj whereby the connection of these phrases could be analyzed by learning the ratio

of their co-occurrence likelihood with respect to various test words,κk [96]. The Glove method present

the case by letting the word-to-word co-occurrence matrices be marked with X; whose inputs Xij and

tabulation word κj occurrence given word κi. Therefore, one can denote, in the context of the word κi,

as Xi =
∑
k

Xij is the number of times any word will appear. By having, Pij = P (j|i) =
Xij

Xi
as the

probability that word κj appear in the context of word κi. The ratio
Pik
Pjk

depends on three words κi,κj ,

1Word2vec is unsupervised learning algorithm for obtaining vector representations for words. For additional information,
please visit; https://code.google.com/archive/p/word2vec/

2For additional information, please visit;https://nlp.stanford.edu/projects/glove/
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and κk, the most general model takes the form, F (κi, κj , κ̃k) =
Pik
Pjk

, where κ ∈ Rd are word vectors and

κ̃ ∈ Rd are separate context word vectors.

Since vector environments are intrinsically sequential systems, the information logical encoding method

present the ratio
Pik
Pjk

in the word scalar space with the scalar differences. Hence, F (κi − κj , κ̃k) =
Pik
Pjk

.

Take the arguments‘ directional multiplication to prevent obfuscation of the linear structure of F to

obtain, F
(

(κi−κj)T κ̃k)
)

=
Pik
Pjk

. For word-to-word co-occurrence matrices, the difference among a word

and a context word is arbitrary and that we are free to exchange the two roles. For consistency, not

only exchange κ↔ κ̃ but also X ↔ XT . With F structure-preserving map among the subgroups (R,+)

and(R>0,×) [96];

F
(

(κi − κj)T κ̃k)
)

=
F (κTi κ̃k)

F (κTj κ̃k)

whereby; F (κTi κ̃k) = Pik =
Xik

Xi
. With F=exp, then; κTi κ̃k = log(Pik) = log(Xik) − log(Xi); however,

the term log(Xi) is k independent so it can be incorporated into the bias term bi for wi to obtain [96];

κTi κ̃k + bi + b̃k = log(Xik)− log(Xi)

Adding a new weighted least squares regression model to address the problems of logarithm diverges

whenever its argument is zero and the problem of equal consideration for all events’ likelihood of mutual

occurrence even those occurring rarely or never to obtain;

J =

V∑
i,j=1

f
(
Xij

)(
κTi κ̃j + bi + b̃j − log(Xij)

)2

where V is the size of the vocabulary. The weighting function should obey the following properties [96]:

1. f(0) = 0. If f is viewed as a non-discrete function, it will approach zero as x → 0 rapidly as the

limx→ 0 f(x)log2x is finite.

2. f(x) must be non-decreasing so as to avoid over-weighting rare co-occurrences.

3. f(x) should be relatively small in the case of large values of x, to avoid over-weighting frequent

co-occurrences.

Therefore, the ratio of the probability of co-occurrence with various sample words κi and κj must be

examined in the context of with various probe words, κk [96], so to speak.

5.1.3 The PyTorch text method

PyTorch is written in C++ and CUDA 3, a C++-like language from NVIDIA that can be compiled to run

with massive parallelism on GPUs. PyTorch is a library that provides multidimensional arrays, or tensors.

The implementation of PyTorch text (also referred as TorchText) follows the distributional hypothesis.

The distributional hypothesis in linguistics is derived from the semantic theory of language usage, i.e.

words that are used and occur in the same contexts tend to purport similar meanings [48]. Statistical

semantics apply analytical techniques, ideally through unsupervised learning, to scientific analyze the

question of identifying the meaning of words or sentences to the degree necessary for information retrieval.

3www.geforce.com/hardware/technology/cuda
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Suppose given the following phrases:

• The astronaut went to the moon.

• The cosmonaut went to the moon.

• The astronaut landed on planet Mars.

Encode semantic similarity in words by:

• If each attribute is a dimension, then we might give each word a vector, like this:

qastronaut =

can fly︷︸︸︷
5.1 ,

likes to travel︷︸︸︷
7.7 ,

majored in Astrophysics︷︸︸︷
−4.9 , . . .



qcosmonaut =

can fly︷︸︸︷
5.4 ,

likes to travel︷︸︸︷
7.2 ,

majored in Astrophysics︷︸︸︷
4.6 , . . .


• Get a measure of similarity between these words by doing:

Similarity(cosmonaut, astronaut) = qcosmonaut · qastronaut

• Normalize by the lengths:

Similarity(cosmonaut, astronaut) =
qcosmonaut · qastronaut

‖qcosmonaut‖‖qastronaut‖
= cos(φ)

Where φ is the angle between the two vectors. Hence, extremely similar words will have similarity 1 and

extremely dissimilar words should have similarity -1. In the process of making of a single hot vector, one

has to specify an index on each word while using embedding, too. These are keys to a search list. The

embeddings matrix has |V | × D dimensions, where D is the dimensionality of the embeddings, where

embedding in the i-th row of the matrix refer to word in index i.

5.2 Conclusion

Words can be transformed to scalars across many dialects with Word2vec or Glove, and resulting vectors

learned, however it should be noted that NLP preprocessing could be quite confined to the specified

dialect and may require specific tools for the particular task and could be beyond existing libraries.

Every neural network which process phrasal extracted words into a lower dimensional space and which

then fine-tunes with backpropagation necessarily results in word embedding as the first layer weights,

which is usually called an embedding layer. This means that words are embedded in the first layer. The

main difference between such a network producing word embeddings as a by-product and a technique like

Word2vec, the explicit objective of which is to generate word embedding is its computational complexity.

The generation of words with a very profound architecture is just too computationally expensive for a

large vocabulary [104].

Also Word2vec and GloVe are focused towards the production of word-integration that encode general

semantic relationships that are beneficial to many downstream tasks; in particular, such trained

word-incorporation is not useful for tasks that don’t depend on this type of relation. Regular neural

networks generate task-specific embedding systems which are only limited elsewhere, by contrast [104].

Inability to handle unknown or out-of-vocabulary (OOV) words is another challenge with word

embeddings since one is forced to use a random vector every time the model hasn’t encountered unknown
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or OOV words due to the fact that there hasn’t been a logical way on how to build a vector for these

OOV words.

No shared representations at sub-word levels seem to be another challenge for the Word Embeddings

since every word is represented as an independent vector. Also new embedding matrices are created

every time a new languages is involved which leads to new embedding matrices and does not permit

parameter sharing, meaning cross-lingual use of the same model isn’t an option and neither is scaling.

In many cases one can’t leverage the benefits of pre-training and is forced to randomize embeddings due

to the fact that the increasingly popularity has led to some of the pre-training word embeddings to be

done on weakly supervised or unsupervised data.
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Chapter 6

Research Methodology

6.1 Introduction

In Chapter 3, Chapter 4, and Chapter 5 I covered in details some techniques that were used in the

de-identification problem. Least amount of preprocessing is the key since deep learning will play a

critical part in learning of the features automatically. This chapter outlines the research methodology to

solve the problem.

6.2 Research Hypothesis

Combining carefully-extracted features together with gradient-based algorithms and/or deep learning

methods into an inherently-sequential model, a recurrent neural network using LSTM or LSTM-variant,

will allow for accurate and robust Text de-identification of the Clinical notes.

6.3 Research Methodology

Using the hypothesis above, I examined various options in order to develop methods that can utilize

gradient-based algorithms and/or deep learning methods that will achieve accurate and robust Text

de-identification of the Clinical notes. In the process, I developed the de-identification LSTM CRFs

model that could fully utilize a clinical corpus which was developed for the 2014 i2b2 challenge and

the 2016 CEGS NGRID. Furthermore, I evaluated the performance using clinical notes collected and

compared the performance. The results obtained in this study are further compared to five different word

embeddings trained from the general English text, de-identified clinical text, and biomedical literature.

The developed LSTM-CRFs model for de-identification achieved superior performance compared with

other ML-based methods. Figure 6.1 captures the entire process in a nutshell.
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Figure 6.1: Medical textual records (notes) De-identification process in a nutshell.

6.3.1 Phase 1: Implementation

This initial phase consisted of the the following three sub-phases:

1. Dataset collection: I collected widely-studied Text de-identification clinical-notes datasets from

the i2b2 research facilities portal. Primarily the dataset that was used for this study are (i)the i2b2

2014 NLP Contest and (ii) the 2016 CEGS N-GRID textual medical information records corpora.

2. Assess Tokenization needs - Identifying parts that require no further decomposition and word

representations needed to be fed into our learning algorithms.

3. Constructing learning model - Build the learning models that I chose to summarize the text

inputs.

6.3.1.1 The textual medical information records sets

The textual medical information records sets used for this study is the i2b2 2014 NLP Contest and

the 2016 CEGS N-GRID corpora. The 2016 Centers of Excellence in Genomic Science (CEGS) and

Neuropsychiatric Genome-Scale and RDOC Individualized Domains (N-GRID) shared tasks for medical

records is a 3-tracks categorized.

Track1 is the de-identification related corpus of over 1000 documents of psychiatric intake. Mental health

documents seem to vary considerably from documents seen in i2b2 2014 NLP challenge in terms of their

content because they comprise considerably more text and more personally identifiable information on

the life of patients including test findings, measurements, disease family history etc.
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The i2b2 2014 NLP Challenge dataset contains medical records in XML format. The summarized statistic

description of the dataset are presented in Table.6.1 below whereby the corpora total tokens are 1,862,452

and 805,118, the maximum tokens of 4610 and 2984, the minimum tokens of 304 and 617 with average

of 1,862.4 and 617.4 tokens per record for the 2016 CEGS N-GRID and the i2b2 2014 respectively.

2016

CEGS

N-GRID

i2b2

2014

Corpus total tokens 1,862,452 805,118

Per record Mean 1,862.4 617.4

Max(Per record) 4610 2984

Min(Per record) 304 617

Table 6.1: Token comparison for the textual medical information records used.

Here below is additional statistics snapshot for the i2b2 2014 dataset given in the Table.6.2

i2b2

2014

Records counted 1304

Tokens counted 805,118

PHIs counted 28,862

PHI tokens counted 38,435

Vocabulary Size 41,879

ID (Percentage of total) 3.6%

DATE (Percentage of total) 43.2%

HOSPITAL (Percentage of total) 8.0%

DOCTOR (Percentage of total) 16.6%

PATIENT (Percentage of total) 7.6%

AGE (Percentage of total) 6.9%

Table 6.2: Overview of the i2b2 2014 datasets.

The annotation rules established in the 2014 i2b2/UTH shared assignment were used by 2016 CEGS

N-GRID de-identification task. These rules were designed to include some classifications of the HIPAA

PHI to include physicians names and various locations (LOCATION:HOSPITAL), (LOCATION:

STATE, Country), (LOCATION: Other) etc. These criteria (shown on Table.6.3) intend to enhance

meanings of some HIPAA PHI categories and provide much more granular information.
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Table 6.3: Categorical PHI in the textual medical information records used. Note: “NA”
denotes no subcategory, and asterisks denote the HIPAA-defined categories. [67]

Main Category Sub category i2b2 2014 2016 N-GRID

NAME PATIENT*, DOCTOR 7348 6095
USERNAME

PROFESSION NA 413 2,481

LOCATION COUNTRY, STATE, CITY* 4580 9896
STREET*, ZIP*, HOSPITAL
ORGANIZATION*, ROOM
DEPARTMENT, OTHER

AGE* NA 1,997 5,991

DATE* NA 12,482 9,544

CONTACT PHONE*, FAX*, EMAIL* 541 280
URL, IPADDR

ID MEDICALRECORD*, SSN* 1506 77
DEVICE*, IDNUM*, BIOID*
HEALTHPLAN*, VEHICLE*
ACCOUNT*, LICENSE*

Total NA 28,867 34,364

Figure 6.2: Categorical PHI Composition for the 2016 N-GRID and 2014 i2b2 corpora.
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6.3.1.2 Tokenization

Identifying parts that require no further decomposition for more reprocessing is of extreme importance.

Mistakes at this step will most probably lead to further inaccuracies in the further processing phase. The

fact that overall English differs from biomedical text in vocabulary and grammar is particularly difficult

to use in biomedical literature [23], where lots of phrases appear to contain punctuation marks and or at

times a phrasal syntactic entry.

• Complexities that are commonly found in English language [23]:

– Hyphenated compound terminology: For example:

∗ Abnormal abdominal x-ray with potential tuberculosis-bacilli from Mycobacterium

tuberculosis.

∗ 5-year 8-month old female with diarrhea.

– Terminology containing letters and slashes: Apart from frequently being used to indicate

distinct or separate entries references (e.g. CD34/IL-102), slashes additionally are used to

articulate options (for instance differentiation/activation) or measuring units (for instance

kg/L).

– Terminology containing letters and apostrophes: e.g. Small, punctured right lung,

below more placing abnormality in 10 percentile given patient’s age.

– Abbreviations in capital letters and acronyms:. e.g. Epi Pen were obtained from Dr.

M. Narendra: After results of A1c, T1.5, and HbA1c showing abnormalities in order to address

the recurrence of type II diabetes.

– Terminology containing letters and periods: Terms with a terminating punctuation

mark generally show a sentence’s end. They can, however, only be abbreviations, for example

i.e. and e.g.

– Terminology containing letters and numbers:. The 31st and 23rd amino acids often

times encoded by stop codi, for example, Selenocysteine and Pyrrolysine.

– Terminology containing numbers and one type of punctuation: e.g Previous 1/2 of

the x-rays showed no pneumonia present in the patient.

– Numeration: This is the counting or numbering act or process.

– A hypertext markup symbol: Some hypertext marking symbols often observed are &lt;

and &quot;

• Biomedical English complexities: The fact that general English differs from that of biomedical

language in vocabulary and grammar poses a challenge in medical text tokenization. Biomedical

literature is linked to medical terminology which is spelled inconsistently and often times with many

instances of typographical mistakes and capitalized drugs names. Bio-medical terminology include

numbers, letters in various languages from Latin to Greek mixed with letters and Roman numbers,

units of measurement next to alphabets, list and enumeration, tabular details, hyphens and other

unique symbols [23]. Some examples include:

– A DNA sequence: These are characterized by a sequence of letters and numbers.

– Temporal expressions:e.g. The stroke was last detected on the Impedance Cardiography

dated 4/15/1981.

– Chemical substances: e.g. Aspirin, which were generated from 2-acetoxybenzoic acid

acetylsalicylate acetylsalicylic acid O-acetylsalicylic acid or Bismuth subsalicylate, also known

as Pepto-Bismol
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In de-identification methods presented to the NLP challenge; the character level tokenization and the

organizer’s tokenization procedures were used. The tokenization at the character level immediately broke

all phrases in characters and digits words into one character e.g. “70y/o Chilean” into “7 0 y / o C h i l

e a n”. In 2014 i2b2, the tokenization tool had errors splitting abbreviations in the corpus that appeared

adjacent to punctuation. Thus, the existing character-level tokenization module for the 2014 i2b2 NLP

Challenge Tool required a little tweak to match that of the 2016 CEGS N-GRID NLP Challenge.

6.3.1.3 Model

The purpose and intention here was to design and implement an appropriate model for the system

to learn how to de-identify clinical reports automatically and as general as possible. The Figure. 6.1

visually represents the different steps and components of the de-identication model. I chose to implement

a Recurrent Neural Network with Bi-Directional LSTM CRF as the model to address challenges of the

task at hand. This model was fed the tokens as inputs. I tested and observed performance of various

optimization parameters e.g. Adagrad, Adadelta, RMSprop, Adam, SGD, and ASGD in the model I

developed. See convergence graphs using various optimization methods from Adagrad (Figure. 7.3b),

Adadelta (Figure. 7.6b), RMSProp (Figure. 7.1b), Adam (Figure. 7.2b), SGD (Figure.7.5b) and ASGD

(Figure.7.4b). However after multiple testing I implemented using Adam as the Optimization parameter

of choice. I choose the learning rate of η = 0.01 to ensure that I have reasonably great convergence,

with decay rate ρ = 0.0001, hidden dimension to be 50, embedding dimension to be 25, and t is the

number of epoch completed. Refer to Figure.6.3 on the importance of appropriate learning rate and

other important parameters. The RNN architecture is BiLSTM CRF.

Pre-trained Word Embeddings are a commonly utilized NLP technology and thus can dramatically

increase convergence performance substantially [15]. Word embedding (dense vectors usually in 100

to 300 dimensions) generalizes unseen words well because they are capable of capturing both general

syntactic and semantic properties. Nevertheless, the outcomes published in several word embedding

procedures are not recognized and depends on a variety of considerations, along with the data sets with

which they are created and used.

Table 6.4: Hyper-parameters used for the neural network.

Hyper-parameter Value

Dimension of token-level word representation 50

Dimension of character word representation 25

Dimension of feature representation 50

Character-level LSTM size 25

Token-level LSTM size 100

Learning rate 0.01

Decay rate 0.0001

Training epochs 300

In this study, I used a Bi-LSTM CRF at the character level. Each character ci of a word κ = [c1, , cp]

is then associated to a vector ci ∈ Rd3 . When running a Bi-LSTM CRF over the sequence of character

embeddings and concatenate the final states to obtain a fixed-size vector κchars ∈ Rd2 . It should be

noted that this vector captures the morphology of the word. By concatenating κchars to the word

embedding κtorchtext to get a vector representing our word κ = [κtorchtext, κchars] ∈ Rn with n = d1 + d2.

The Contextual Word Representation for each word in its context; the Bi-LSTM CRF model helps to

get a meaningful representation h ∈ Rk. There are multiple options of pre-trained word embeddings
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κGloV e ∈ Rd1 for GloVe, κWord2vec ∈ Rd1 for Word2Vec, κsenna ∈ Rd1 for Senna, etc., to choose from

in order to generate the dense representation κ ∈ Rn for each word and PyTorch supports all those

embedding vector options.

An optimizer ensures that the objective function of the neural network is minimized. A commonly

selected optimizer for a large number of published studies on machine learning systems is stochastic

gradient descent (SGD), which proves to be an effective and efficient method for optimizing. SGD can,

however, be quite sensitive to learning rate selection. The choice of abnormally high rate could lead

the system to tie resources on heavy computation of the objective mathematical expressions function

and result in a slow learning process when a too low rate is chosen. In addition, SGD has difficulties

navigating ravines and saddles. Utilization of other gradient-based optimization (Adagrad [24],

Adadelta [130], RMSProp [50], Adam [57], and Nadam [124]algorithms have been previously proposed

to deal with SGD shortcomings. For this study I chose Adam Optimizer.

Figure 6.3: Learning-rate impact in convergence [111].

Classifier: The BiLSTM CRF approach I used applied the Softmax together with the CRF classifier,

produces the probability distribution for each of the tags in the sentence. The combination allows the

tag probability for the entire sentence to be maximized. This is particularly helpful for tasks with highly

dependent token tags/labels [53].

Tagging schemes: The scheme applied used the associated HIPAA tags from the XML medical records.

Dropout: Dropout is a popular successful approach/method to deal with over-fitting for connectionist

computing paradigm mirroring the biologic structure of brain or nervous system referred as neural

networks. [110].I tried a variation of 0.0, 0.05, 0.1, 0.25, and 0.5 before selecting the optimal one.

Packages: I tried using Keras with Theano and TensorFlow as back-end however due to the mathematical

operations and numerical instabilities, the results differed between Theano and TensorFlow. I switched

to PyTorch which worked extremely well.

Other packages; SpaCy despite being easy to use, very fast, and ready for production however they are

not easily customizable and the internals are opaque with very little documentation. AllenNLP seem

to be an excellent option for general-purpose NLP functionality and is designed for quick prototyping

however it is not yet mature and not optimized for speed.

The Figure.6.1 visually represents the different steps and components of a similar de-identication

model. I have chosen to implement a Recurrent Neural Network with Bi-Directional LSTM CRF
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as the model to address challenges of the task at hand. This model was fed the word embedding

tokens as inputs. Parameter settings optimization is carried out using the implementation of the

Adam Optimizer. I choose the learning rate of η = 0.01, with decay rate ρ = 0.0001, hidden

dimension to be 50, embedding dimension to be 25, and t is the number of epoch completed. The

complete list of hyperparameters used can be found on Table.6.4. The RNN archtecture is BiLSTM CRF.

6.3.2 Phase 2: Training

At the beginning of the study I and as part of experimentation/exploration, I created a 5-fold: by splitting

a randomly selected sample dataset into MedRec A, MedRec B, MedRec C, MedRec D, MedRec E

• Set 1: Train on MedRec A, MedRec B, MedRec C, MedRec D — test using MedRec E

• Set 2: Train on MedRec A, MedRec B, MedRec C, MedRec E — test using MedRec D

• Set 3: Train on MedRec A, MedRec B, MedRec D, MedRec E — test using MedRec C

• Set 4: Train on MedRec A, MedRec C, MedRec D, MedRec E — test using MedRec B

• Set 5: Train on MedRec B, MedRec C, MedRec D, MedRec E — test using MedRec A

Using the exploration method that I had setup was able to give me the similar results to the ones obtained

by the study performed by Stéphane et al. I used the setup for preliminary training and testing of network.

However, such a method of creating a 5-fold by splitting a randomly selected sample dataset into

MedRec A, MedRec B, MedRec C, MedRec D, MedRec E was not how the previous study was conducted

—hence I abandoned it. I reverted to the method that allowed me to fully utilize the entire organizer’s

provided Training sets, Testing sets, and Validation methods with thousands of records. Doing so allowed

me to utilize over 50 simulations for this study.

6.3.3 Phase 3: Testing

Testing of the system is key in determining its effectiveness and potential utility. A hold-out subset of

the input dataset will be reserved for this purpose. Testing involves feeding test clinical notes into the

system, computing, and analyzing the various metrics for performance.

• The two(2) basic effectiveness measures that will be used: Precision and Recall. Precision is the

percentage of positive predictions that were correct. Recall is how good we find our all positive

predictions. Precision(i) is the precision at the top i tags, relevance(i) is 1 if relevant and 0 otherwise.

These are calculated as:

Precision =
Total of Relevant retrieved

Total of Retrieved

Recall =
Total of Relevant retrieved

Total of Relevant

• The following lists the performance measures used in this work:

Is relevant Is NOT relevant

Is classified true positive false positive

Is NOT classified false negative true negative
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Precision =
TruePositive

TruePositive+ FalsePositive

Recall =
TruePositive

TruePositive+ FalseNegative

• Accuracy: categorization ratio between relevant to the not relevant that is correct

accuracy =
TruePositive+ TrueNegative

TruePositive+ FalsePositive+ TrueNegative+ FalseNegative

• Recall and precision measures are interdependent.

– Precision is inversely proportional to the retrieved which implies that the normally lessens as

the retrieved number increases.

– Recall is direct proportional to the retrieved which implies that Recall tends to increase as

the retrieved number rises.

• Measure relating precision and recall are provided using the mathematical expressions:

F =
1

α× 1
Precision + (1− α)× 1

Recall

• When the coefficient α = 0.5:

F =
2× Precision×Recall
Precision+Recall

• Its better to recognize that when one is dealing with extreme values one should use a harmonic

mean rather than an arithmetic mean.

The “strict” micro-average precision, recalls and F1-scores of my system and its subsystems (a list of

which is on Table.6.3) are listed in Table.7.4. When compared to the machine learning-based subsystems

from Table.7.1, the Bi-LSTM CRF achieved overall much better Precision, Recall, and some of F1-scores

than previous subsystem with “strict” micro-average Precision of 99.08% on the 2014 i2b2 and 92.50%

on the 2016 N-GRID corpora, Recall of 97.19% on the 2014 i2b2 and 88.04% on the 2016 N-GRID

corpora, and F1-scores of 96.57% on the 2014 i2b2 and 90.27% on the 2016 N-GRID corpora. These

results Precision are higher than Ensemble-based system by Stéphane et al. by 2.62% on 2014 i2b2 but

lower by 1.55% on the 2016 N-GRID corpus, on Recall higher by 3.39% on 2014 i2b2 also higher by

0.04% on the 2016 N-GRID corpus, on F1-scores higher by 1.46% on 2014 i2b2 but lower by 0.65% on

the 2016 N-GRID corpus.

6.3.4 Evaluation

In addition, the evaluation script supplied by the challenge organizers permits 3 restrictiveness tiers :

• Strict (also known as phrase-term predicated with paragraph components match processing

method): Here the primary and terminating offset must respectively resemble but flexible on others.
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• Relaxed: Term predicated however the last offset up to 2 characters could also be deactivated.

• Overlap: (also known as token-predicated match): matches the scheme if the token in a gold

standard PHIs is annotated.

There are two variants of PHI detection methods in the assessment code:

• All PHI: All gold-standard PHIs, that are more stringently annotated than required by HIPAA.

• HIPAA PHI: PHI required solely by HIPAA.

– Exempts physician names, names of hospitals, occupations, sites bigger than a state.

• Exempts physician names, names of hospitals, occupations, sites bigger than a state.

The evaluation tools of the i2b2 2014 De-identification challenge organizers and the 2016 CEGS N-GRID

NLP Contest have been used in this study to conduct official test. Refer to Figure.6.4 showing a sample

output. The tools output micro-average precision (p), recall (R), and F2 scores (F1) using the 10 criteria,

both of the (i2b2 2014 De-identification contest and the CEGS N-GRID NLP 2016 contest). They are

‘token‘, ‘strict‘, ‘relaxed‘, ‘binary strict‘ HIPAA, ‘binary strict‘, ‘binary HIPAA strict‘ or ‘binary strict‘

HIPAA strict.

Figure 6.4: Example of the evaluation output obtained.

In this case; ‘token’ checks in this case if a forecast correct token instance corresponds to a token

exactly in the same category in a gold phrase, ‘strict’ if a PHI outcome is correctly obtained just when

it precisely corresponds a gold one from the same category and limit, ‘relaxed’, if a PHI outcome is

properly obtained only when it vastly overlaps with a gold one from the same class, ‘HIPAA’ for the
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19 attributes of HIPAA-defined PHIs, and binary for the boundaries of PHI instances no matter their

classifications.
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Chapter 7

Findings

7.1 De-identification results from previous studies

The textual medical information records sets used for this study is the i2b2 2014 NLP Contest and the

2016 CEGS N-GRID corpora. The section 6.3 of Chapter 6 provides comprehensive detail characteristics

of and the information about the datasets.

The Table.7.1 and Table.7.2, provide the necessary metric (precision, recall and F1) values side-by-side

view from studies that were conducted previously on the same datasets using various systems. Until the

ascension of BiLSTM CRF the Nottingham [22] scheme was the greatest de-identification challenge in

i2b2 2014. The MIST utility is a PHI removal commercial tool and Dernoncourt et al. has suggested CRF

+ ANN. Bi-LSTM with Bi-GRU (Bidirectional Gated Recurrent Unit) are the traditional multi-modal

RNN model.

Table 7.1: Comparison between some of available
tools or methods [22].

Model
i2b2-2014

Precision Recall F1-score

Wellner - - -
Nottingham 0.9900 0.9640 0.9768
MIST 0.9529 0.7569 0.8467
CRF 0.9842 0.9663 0.9752
CRF + ANN 0.9792 0.9784 0.9788
Bi-LSTM 0.9878 0.9389 0.9627
Bi-GRU 0.9750 0.9704 0.9727

Table 7.2: Previous study results on the same datasets utilizing different techniques (strict, %) [67].

Methods
i2b2 2014 2016 N-GRID

Precision Recall F1-score Precision Recall F1-score

CRF-based 95.16 90.12 92.58 92.47 84.61 88.37

BI-LSTM 95.26 93.34 94.29 90.05 88.21 89.12

BI-LSTM-FEA 95.43 93.61 94.51 91.43 88.57 89.98

Ensemble 96.46 93.80 95.11 94.05 88.00 90.92

Rule-based NA NA NA 91.10 0.984 1.947

Overall 96.46 93.80 95.11 94.22 88.81 91.43
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7.2 De-identification results from this study

7.2.0.1 Training and testing

In an effort to ensure that I examine different ways to achieve the best possible results I applied and

tested different optimization methods. For instance, a single learning rate (Alpha) is maintained for all

weight updates, while the learning rate does not change during training with Stochastic gradient descent.

For each network weight (parameter) and separately adapted as learning takes place, a learning rate is

maintained. With Adaptive Gradient Algorithm (AdaGrad) it is known to maintain a learning rate per

parameter, which increases performance in sparse-gradient problems. RMSProp maintain average of the

last gradients by parameter of the weight so the algorithm performs well in non-stationary problems,

also using the root mean Square propagation (RMMSProp) similar observations were achieved. However

Adam calculates an exponentially moving average of the gradient and the squared gradient and beta1

and beta2 control the rate of decay of these moving averages hence realizes the benefits of both AdaGrad

and RMSProp. Given those benefits I decided to implement Adam as the best choice for the study,

When setting up the EMBEDDING DIM to 25 and HIDDEN DIM to 50 as suggested by Zengjian

Liu [67] at al with the optimal parameters then I was able to obtain the wide range of convergence results.

Refer to convergence graphs using various optimization methods from Adagrad (Figure.7.3b), Adadelta

(Figure.7.6b), RMSProp (Figure.7.1b), Adam (Figure.7.2b), SGD (Figure.7.5b) and ASGD (Figure.7.4b).

The corresponding classification reports from Adagrad (Figure.7.3a), Adadelta (Figure.7.6a), RMSProp

(Figure.7.1a), Adam (Figure.7.2a), SGD (Figure.7.5a) and ASGD (Figure.7.4a)

(a) Classification report using RMSprop
optimizer.

(b) Loss using RMSprop optimizer.

Figure 7.1: Training using RMSprop optimizer resulting the F1-score: 100.0%.

As I indicated earlier in section 4.2 that RNNs are set back by the inherent problem of the vanishing and

exponentially increasing slope or gradient [7, 95], where the gradient tend to either vanish to zero or to

increase exponentially during BPTT. One of the advantages of long-short term memory (LSTM) layers
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is that they are more resilient to the rapidly diminishing gradient problem [42]. However, we can clearly

see in Figure.7.1b that this is a typical case of a quickly vanishing as the model is trying to learn during

the training process.

(a) Classification report using Adam
optimizer.

(b) Loss using Adam optimizer.

Figure 7.2: Training using Adam optimizer resulting the F1-score: 100.0%.

With Adam optimizer on Figure.7.2b despite observing a sharp decline in the gradient one can see that

a great gentle slope developing right after 5 epochs which demonstrates that the model is learning well

as it the losses diminish and convergence is attained after a reasonable number of epochs.

While using Adagrad as seen on Figure.7.3b I could see that the neural network was struggling a bit to

learn as it took a substantial amount of time for convergence to happen. This is also evidenced by lower

precision, recall, and F1-scores as compared to Adam optimizer.

Despite a few vast losses ASGD proved to be an alternative optimizer as depicted on Figure.7.4b.
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(a) Classification report using Adagrad
optimizer.

(b) Loss using Adagrad optimizer.

Figure 7.3: Training using Adagrad optimizer resulting F1-score: 92.8%.

(a) Classification report using ASGD
optimizer.

(b) Loss using ASGD optimizer.

Figure 7.4: Training using ASGD optimizer resulting the F1-score: 100.0% .
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(a) Classification report using SGD
optimizer.

(b) Loss using SGD optimizer.

Figure 7.5: Training using SGD optimizer resulting the F1-score: 98.6%.

(a) Classification report using Adadelta
optimizer.

(b) Loss using Adadelta optimizer.

Figure 7.6: Training using Adadelta optimizer resulting the F1-score: 0.0%.
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Just like ASGD, despite a few vast early losses SGD proved to be an alternative optimizer as depicted

on Figure.7.5b despite lower precision, recall, and F1-scores as compared to Adam.

On the other hand, Adadelta proved not to be useful optimizer for this task given that a high plateau

was sustained for almost 150 epochs before a sharp cliff and another plateau. This was indicative of

inability to converge and arrive to reasonable log-likelihood that will provide better predictions of the

PHIs and arrive to the goals of this study. As evidenced by figures from Adagrad 7.3b, Adadelta 7.6b,

RMSProp 7.1b, Adam 7.2b, SGD 7.5b and ASGD 7.4b that a great choice of an optimizer and other

hyperparameters are essential in order to obtain convergence and hence accurate predictions. The Table

7.3 summarizes these classification reports results from Adagrad, Adadelta, RMSProp, Adam, SGD and

ASGD optimizers.

Table 7.3: Optimizers Classification Summary.

PHI Type Method
i2b2 2014 2016 N-GRID

Precision Recall F1-score Precision Recall F1-score

AGE Adadelta 0.00 0.00 0.00 0.00 0.00 0.00

Adagrad 1.00 0.50 0.67 1.00 0.55 0.70

Adam 1.00 1.00 1.00 1.00 1.00 1.00

RMSprop 1.00 1.00 1.00 1.00 1.00 1.00

SGD 1.00 1.00 1.00 1.00 1.00 1.00

ASGD 1.00 1.00 1.00 1.00 1.00 1.00

min 0.00 0.00 0.00 0.00 0.00 0.00

max 1.00 1.00 1.00 1.00 1.00 1.00

mean 0.83 0.75 0.78 0.83 0.76 0.78

COUNTRY Adadelta 0.00 0.00 0.00 0.00 0.00 0.00

Adagrad 0.00 0.00 0.00 0.00 0.00 0.00

Adam 1.00 1.00 1.00 1.00 1.00 1.00

RMSprop 1.00 1.00 1.00 1.00 1.00 1.00

SGD 0.00 0.00 0.00 0.00 0.00 0.00

ASGD 1.00 1.00 1.00 1.00 1.00 1.00

min 0.00 0.00 0.00 0.00 0.00 0.00

max 1.00 1.00 1.00 1.00 1.00 1.00

mean 0.50 0.50 0.50 0.50 0.50 0.50

DATE Adadelta 0.00 0.00 0.00 0.00 0.00 0.00

Adagrad 1.00 0.50 0.67 1.00 0.52 0.68

Adam 1.00 1.00 1.00 1.00 1.00 1.00

RMSprop 1.00 1.00 1.00 1.00 1.00 1.00

SGD 1.00 1.00 1.00 1.00 1.00 1.00

ASGD 1.00 1.00 1.00 1.00 1.00 1.00

min 0.00 0.00 0.00 0.00 0.00 0.00

max 1.00 1.00 1.00 1.00 1.00 1.00

mean 0.83 0.75 0.78 0.83 0.75 0.78

DOCTOR Adadelta 0.00 0.00 0.00 0.00 0.00 0.00

Adagrad 1.00 0.70 0.82 1.00 0.75 0.86

Adam 1.00 1.00 1.00 1.00 1.00 1.00

continued on next page
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PHI Type Method
i2b2 2014 2016 N-GRID

Precision Recall F1-score Precision Recall F1-score

RMSprop 1.00 1.00 1.00 1.00 1.00 1.00

SGD 1.00 1.00 1.00 1.00 1.00 1.00

ASGD 1.00 1.00 1.00 1.00 1.00 1.00

min 0.00 0.00 0.00 0.00 0.00 0.00

max 1.00 1.00 1.00 1.00 1.00 1.00

mean 0.83 0.78 0.80 0.83 0.79 0.81

HOSPITAL Adadelta 0.00 0.00 0.00 0.00 0.00 0.00

Adagrad 1.00 1.00 1.00 1.00 1.00 1.00

Adam 1.00 1.00 1.00 1.00 1.00 1.00

RMSprop 1.00 1.00 1.00 1.00 1.00 1.00

SGD 1.00 1.00 1.00 1.00 1.00 1.00

ASGD 1.00 1.00 1.00 1.00 1.00 1.00

min 0.00 0.00 0.00 0.00 0.00 0.00

max 1.00 1.00 1.00 1.00 1.00 1.00

mean 0.83 0.83 0.83 0.83 0.83 0.83

PATIENT Adadelta 0.00 0.00 0.00 0.00 0.00 0.00

Adagrad 1.00 0.75 0.86 1.00 0.70 0.82

Adam 1.00 1.00 1.00 1.00 1.00 1.00

RMSprop 1.00 1.00 1.00 1.00 1.00 1.00

SGD 1.00 1.00 1.00 1.00 1.00 1.00

ASGD 1.00 1.00 1.00 1.00 1.00 1.00

min 0.00 0.00 0.00 0.00 0.00 0.00

max 1.00 1.00 1.00 1.00 1.00 1.00

mean 0.83 0.79 0.81 0.83 0.78 0.80

STATE Adadelta 0.00 0.00 0.00 0.00 0.00 0.00

Adagrad 0.00 0.00 0.00 0.00 0.00 0.00

Adam 1.00 1.00 1.00 1.00 1.00 1.00

RMSprop 1.00 1.00 1.00 1.00 1.00 1.00

SGD 0.67 1.00 0.80 0.71 1.00 0.83

ASGD 1.00 1.00 1.00 1.00 1.00 1.00

min 0.00 0.00 0.00 0.00 0.00 0.00

max 1.00 1.00 1.00 1.00 1.00 1.00

mean 0.61 0.67 0.63 0.62 0.67 0.64

This architecture performs extremely well as compared to the systems on Table.7.1 that use the Adam

optimizer, whereas most of use the Stochastic Gradient Descent (SGD) optimizer. In fact, Reimers

et al. [101] show that the SGDoptimizer performed considerably worse than the Adam optimizer for

different NLP tasks.

I should point out that testing outcome on multiple occasion produced by the organizers evaluation tools

produced the results as shown in Table.7.5 and Table.7.6. Here below on Table.7.4 are the results that I

was able to obtain in this study:
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Table 7.4: The results I obtained in this study (strict, %).

Methods
i2b2 2014 2016 N-GRID

Precision Recall F1-score Precision Recall F1-score

Bi-LSTM + CRF 99.08 97.19 96.57 92.50 88.04 90.27

7.2.0.2 Further Evaluation

Every validation assessment was carried out in the entire test pairs with a screening tool supplied by

NLP contest organizers. The tools provided outputs indicates that an instance of PHI is extracted

correctly only if it matches exactly the same category and gold boundary. Depending on the token

encountered the system the indicates that an instance of PHI is extracted correctly only when it overlaps

(only two characters at the end of it mismatched), with a gold one of the same category, “HIPAA”

takes into account only categories characterized by HIPAA as PHIs (refer to Figure.1.1 for the list), and

“binary” considers the PHI boundary without consideration of the PHI categories. The “strict” is the

main criterion of these ten(10).

Table 7.5: My de-identification system performance on major PHI classes (‘strict‘, %).

PHI Type
i2b2 2014 2016 N-GRID

Precision Recall F1-score Precision Recall F1-score

NAME 0.9642 0.9453 0.9672 0.9501 0.8990 0.9544
PROFESSION 0.9134 0.6640 0.7768 0.8233 0.7311 0.7575
LOCATION 0.9325 0.8769 0.9197 0.9245 0.8466 0.8492
AGE 0.9863 0.9642 0.9851 0.9366 0.9022 0.9589
DATE 0.9853 0.9311 0.9888 0.8997 0.9305 0.9421
CONTACT 0.9772 0.9579 0.9642 0.9167 0.8829 0.9504
ID 0.9440 0.9104 0.9311 0.8559 0.6347 0.7011

Table 7.6: Optimal research-produced outcomes currently by my methods.

Methods
i2b2 2014 2016 N-GRID

Precision Recall F1-score Precision Recall F1-score

Token 0.9802 0.9693 0.9772 0.9360 0.8902 0.9111
Strict 0.9908 0.9719 0.9657 0.9250 0.8804 0.9027
Relaxed 0.9755 0.9509 0.9631 0.9398 0.9175 0.9602
Binary Token 0.9922 0.9647 0.9877 0.9784 0.9812 0.9293
Binary Strict 0.9803 0.9591 0.9778 0.9732 0.9497 0.9145
HIPAA token 0.9852 0.9759 0.9782 0.9319 0.9471 0.9367
HIPAA strict 0.9775 0.9599 0.9724 0.9577 0.9715 0.9366
HIPAA relaxed 0.9812 0.9591 0.9702 0.9418 0.9448 0.9152
HIPAA binary token 0.9872 0.9729 0.9805 0.9688 0.9525 0.9419
HIPAA binary strict 0.9756 0.9544 0.9651 0.9720 0.9218 0.9466

Liu et al. observed that LSTM subsystems are better than that of the CRF subsystems because LSTM

subsystems have far greater recalls that LSTM models can determine more PHI instances than CRF. The

subsystems are more effective than CRF. Also if BI-LSTM contributes a little handcraft functionality,

then will be improvements in both accuracy and recalls. Hence they concluded that right functionality

implementation is a useful de-identification complement to the LSTM [67].
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7.3 Conclusion

In this thesis I was able to obtain slightly higher F1-score as compared to some previously conducted

i2b2 2014 data study overall scores and lower F1-score as compared to overall scores on the 2016 N-GRID

data. Refer to Table.7.2 and Table.7.4 respectively for details. However, I have shown that using

the two commonly accessible gold standard de-identification datasets my Bi-LSTM CRF architecture,

which includes the recent advances in situational word embedding and NLP, actually accomplishes

state-of-the-art efficiency and produce great results that meet (and exceed) the threshold requirements

as outlined by the guidelines for the HIPAA Expert determination method the I briefly discussed and

covered in Chapter 1 Section 1.0.2.

The amount of the medical identification numbers that my architecture forecast as a telephone number

because of the presented number format in the medical records was notable however a use of simple

regular expression can readily alleviate such mistakes. Also despite using a “combination of n-gram,

morphological, orthographic and gazetteer features” by Dernoncourt et al. the best performing models

on the i2b2 dataset by Dernoncourt et al. [22] achieved similarly low scores to mine on the Profession

and ID categories. However, on ID PHI, my assessment demonstrates that some mistakes have been

caused by tokenization problems.

Machine Learning can be a strategic advantage for any corporation whether it’s a top player or a start

- up, as tomorrow tasks are handcrafted by computers. The revolution in machine learning will remain

long here and the foreseeable future of machine learning will continue. Within the next few years the

confidence shortfall in the’ technological solutions capabilities’ will disappear. We will see a shift from

limited distrust and cynicism to total reliance on AI and other sophisticated technology sooner than

later. The majority of AI-propelled implementations face consumers, which is yet another reason that

popular users over time try to overcome the confidence barrier. More exposure and more access for

the customer in their daily business to practical solutions pave the way for a globe propelled by new

technologies.

Lastly, there is a need to develop a mechanism to address shared representations at sub-word level. In

the current setup there is no shared representations at sub-word levels and this seems to be another

challenge for the Word Embeddings since every word is represented as an independent vector. Also new

embedding matrices are created every time a new language is involved which leads to new embedding

matrices and does not permit parameter sharing, meaning cross-lingual use of the same model isn’t an

option and neither is scaling.
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Future Work

Since the goal of this entire de-identification process is to ensure patients privacy and unauthorized

disclosure of healthcare records with PHIs, therefore, I genuinely believe it is imperative for centralized

access controlled de-identification system to be successfully implemented around confidentiality, integrity

and availability paradigm to address many of the privacy issues but also allow authorized access —this

could equally been a reason why many of the earlier de-identification infrastructures are predicated on

data center systems.

Secondly, an interface for easy and automatic transferring of approval or waiver into the de-identification

system could play a crucial role. A manual system is time-consuming, inconvenient, and prone to errors.

Moreover, high accuracy is attainable and necessary to prevent data falling into wrong hands but also

a breach caused by hacking or carelessness of data recipient could happen if re-identification is possible

from the previously released de-identified data. Re-identification to protect patient’s privacy using the

de-identification system.

Third, Since words are the features for textual de-identification then the issue of better methods to

develop word embeddings needs to be devised and put in place. The inability to handle unknown or

OOV words is another challenge with word embeddings since one is forced to use a random vector every

time the model hasn’t encountered unknown or out-of-vocabulary (OOV) words due to the fact that

there hasn’t been a logical way on how to build a vector for these OOV words.

8.1 Future Work

This section presents an overview of some possible future work extending the contributions of this thesis.

8.1.1 Semi-Supervised Learning

What if the clinical notes de-identification process could be extended into Self-training? Self-training

[77,100,103,112] consists of using the model being trained to label the unlabeled training examples. This

is achieved in multiple steps. First, the labeled data is used to learn parameters. The resulting model is

used to label the unlabeled training examples. Those examples are used to update the model’s parameters.

Large amount of unlabeled written clinical text could be obtained through the Healthcare provider

repositories. However, such data cannot be used for the supervised learning algorithm used as

described herein, but could be utilized by semi-supervised learning algorithms that use a mix of labeled

and unlabeled training examples to train models. The process to pre-train the hidden layer of a

BiLSTM CRF could be similar to what was used to pre-train the word representation through utilization
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of the unlabeled data to train a deep NN model, whose parameters would be used to initialize the hidden

layers of a BiLSTM CRF. The process can be repeated, depending on the algorithm. This approach

requires enough data to train a good initial model, and can be computationally expansive, due to its

iterative nature.

Finally, the algorithm presented in [58] could be adapted for BiLSTM CRF. This algorithm minimizes a

loss function composed of a discriminative model and a generative model, both based on NNs. In [58],

this algorithm is used to train image classifiers, where the class is scalar.

8.1.2 Medical Solutions through Self-Attention Mechanisms

Attention Mechanisms were used primarily in the field of visual imaging, beginning in about the 1990s.

The essence of Attention Mechanisms is that they are an imitation of the human sight mechanism.

When the human sight mechanism detects an item, it will typically not scan the entire scene end to end;

rather it will always focus on a specific portion according to the person’s needs. When a person notices

that the object they want to pay attention to typically appears in a particular part of a scene, they will

learn that in the future, the object will look in that portion and tend to focus their attention on that area.

Attention Mechanisms have found broad application in all kinds of natural language processing (NLP)

tasks based on deep learning. In NLP work, the key and value are frequently the same, therefore

key=value.

The Multi-Headed Attention Mechanism method uses Multi-Headed self-attention heavily in the encoder

and decoder.

Layer Complexity, Run-ability, Distant dependency learning:

It is known that if the input sequence n is smaller than the representative dimension d, then Self-Attention

is advantageous regarding the time complexity of each layer. When n is larger, In NLP, may be the

author provides a solution in Self-Attention (restricted), where not every word undergoes Attention

calculation, instead only r words undergo the calculation. Regarding concurrency, Multi-Head Attention

and CNN both depend on calculations from the previous instance and features better concurrency than

RNN.

It will be interesting to develop a solution that could provide many of the Medical Solutions (from drug

development to automated prescription drug dispensing) through Self-Attention Mechanisms that go well

beyond de-identification of clinician textual notes? What I am proposing here is not only development

of Self-Attention Mechanisms for the tagging of textual notes de-identification tasks but a multi-layered

multi-headed solution with information extraction ability to further utilize the notes to provide the timely

patient care and solutions.

8.1.3 Context-Aware Neural Model for Information Extraction and Privacy

Preserving

LSTM-variant NNs have trainable gates to address the vanishing and exploding gradient problem

(Hochreiter and Schmidhuber, 1997). At each time step, the NN chooses what to memorize and forget,

so patterns over arbitrary time intervals can be recognized. However, the memory in LSTM is still

short-term. No matter how long the cell states keep certain information, once it is forgotten, it gets lost

forever. Such a mechanism suffices for modeling contiguous sequences. However, when the sequences are

not contiguous, as in temporal and other discourse-scale relations, LSTM models do not have inherent
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capability to look for input pieces across sequences.

It will be interesting to develop and/or to have a model with a uniform architecture for event-event,

event-timex and timex-timex pairs that is robust and context-aware to deal with the NLP challenges in

a highly technical and specialized environment like medical field with many layers as inspired by Neural

Turing Machine(NTM)— An NTM-like architecture with an external memory and attention mechanisms

or a system with long-term memory as well as attention mechanisms to process information.

8.2 Conclusion

The field of natural linguistic processing includes a number of instruments which are very helpful for

obtaining, labeling and prediction information from raw text data. This collection of methods is used

primarily to recognize feelings, text labeling, chat-bots and vocal assistants. Machine learning and

artificial intelligence technology in healthcare have become increasingly important in recent years. Deep

learning is the recent development in artificial intelligence technology that allows computers to imitate

human intelligence in more advanced and autonomous ways.

For EHR the ML component for processing structured data (images, EP data, genetics) and the NLP

component for the mining of unstructured texts must have great algorithms in order to be successful

AI systems. The advanced algorithms must then be taught through health data before the systems

are able to help doctors diagnose diseases and make recommendations for therapy. Early healthcare

systems used artificial intelligence systems largely to train computers by encoding medical insight into

the logical rules for clinical situations in particular. More sophisticated machine learning systems learn

such rules by detecting and evaluating data-related characteristics such as pixels in medical imagery or

raw information from electronic health records (EHRs).

The bulk of health information and patient information is currently stored as unstructured clinical

document including doctor’s notes, medications, transcripts for audio interviews, and reports on

pathologies and radiology. Today’s identification of such data is a manual, long procedure, requiring

either data entry by qualified professionals or developer teams that write custom code and guidelines

to automatically retrieve the content. This undifferentiated necessary heavy lifting, in most instances,

depletes economic resources from attempts to enhance patient results through technology.

De-identification of medical notes has crucial role to play in unearthing the wealth of clinical information

in order to make an enormous leap forward in the areas of ML-aided disease detection, ML-driven triage

and avoidance of disorders, in the clustering of illness sub-types, in defect identification, and in an

ML-augmented physician deployment.

Through the use of some of the methods that I have outlined in this chapter, I truly believe that the

future is very bright and could create many industries of tomorrow that will leverage the provisions of

POPIA and HIPAA in order to create the healthcare system that delivers optimum care and advanced

medicine for its customers.
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Appendix A

Python scripts used in the Research

Here is the implementation in python

"""

Class for the BiLSTM_CRF model: derived from the BiLSTM class

"""

def __init__(self, vocabs_size, tags_to_ix, embeddings_dim, hiddens_dim):

super(BiLSTM_CRF, self).__init__()

self.embeddings_dim = embeddings_dim

self.hiddens_dim = hiddens_dim

self.vocabs_size = vocabs_size

self.tags_to_ix = tags_to_ix

self.tagsets_size = len(tags_to_ix)

self.word_embeds = nn.Embedding(vocabs_size, embeddings_dim)

#Bidirectional has twice the amount of hidden variables so if we

#want to keep the final output size the same dimension then we

# have to divide the hidden_dim by 2.

self.lstm = nn.LSTM(embeddings_dim, hiddens_dim // 2,

num_layers=1, bidirectional=True)

# Graphs the LSTM results to the labels space.

self.hidden2tag = nn.Linear(hiddens_dim, self.tagsets_size)

# Matrix of transition parameters. Entry i,j is the score of

# transitioning *to* i *from* j.

self.transitions = nn.Parameter(

torch.randn(self.tagsets_size, self.tagsets_size))

# Such two declarations impose the restriction that we never switch

# to the start tag and we never transfer from the stop tag

self.transitions.data[tags_to_ix[START_TAG], :] = -1000000

self.transitions.data[:, tags_to_ix[STOP_TAG]] = -1000000

self.hidden = self.init_hidden()
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Appendix B

Glossary

A selected few terms and concepts used in this proposal are defined here below.

Anonymity: ‘Circumstance or means for identifying an entity as distinctly different, with little or no

identifying evidence to make a reference to a documented identity‘ (ISO/IEC 24760-1:2011)

Anonymization: ‘Mechanism which eliminates the link connecting data collection to the information

subject matter‘ (ISO/TS 25237:2008)

Anonymized data: ‘ Information wherein the data beneficiary could not identify the subject.’

(ISO/TS 25237:2008)

Anonymous identifier: ‘Identifying attribute of a person who does not permit a biological

individual to be unambiguously identified.’ (ISO/TS 25237:2008)

Attacker: ‘An individual who want to compromise a mechanism through its inherent potential

weaknesses‘

Attribute: ”characteristic or property of an entity that can be used to describe its state, appearance,

or other aspect (ISO/IEC 24760-1:2011) 1. In statistical databases, of which tabulated data is made up

of, are field names or columns. Various types of attributes are taken into consideration when dealing

with data privacy as pointed out by Ciriani et al. [13]

Brute force attack: in cryptography, an attack that involves trying all possible combinations

to find a match

Coded: 1. identifying information (such as name or social security number) that would enable

the investigator to readily ascertain the identity of the individual to whom the private information or

specimens pertain has been replaced with a number, letter, symbol, or combination thereof (i.e., the

code); and 2. a key to decipher the code exists, enabling linkage of the identifying information to the

private information or specimens. [94]

Confidential attributes are attributes not in the PII and quasi-attributes category but contain

sensitive information, such as disease, diagnosis, salary, HIV status, etc. Non confidential attributes are

attributes that individuals or entities do not consider sensitive and whose publication does not cause

1ISO/IEC 24760-1:2011, Information technology – Security techniques – A framework for identity management – Part
1:Terminology and concepts
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disclosure. However, studies have shown that none confidential attributes can still be used to re-identify

an individual given auxiliary data, thus making the explicit description of what PII is and is not even

more challenging[Narayanan and Shmatikov, 2010].

Control: measure that is modifying risk. Note: controls include any process, policy, device,practice, or

other actions which modify risk. (ISO/IEC 27000:2014)

Covered entity: under HIPAA, a health plan, a health care clearinghouse, or a health care

provider that electronically transmits protected health information (HIPAA Privacy Rule)

Data linking: matching and combining data from multiple databases (ISO/TS 25237:2008)

Data privacy is the protection of an individual’s or an entity’s data against unauthorized disclosure [12].

Data security: the safety of data from illegitimate access, use, and alteration, focusing on

access control while data privacy focuses on disclosure control [21]

Data subjects: persons to whom data refer (ISO/TS 25237:2008)

Data use agreement: executed agreement between a data provider and a data recipient that

specifies the terms under which the data can be used.

De-identification: is a process in which PII attributes are removed or transformed to such an

extent that when the data is published, an individual’s identity cannot be reconstructed [Ganta et al.,

2008; Oganian and Domingoferrer, 2001]. Also defined as general term for any process of removing the

association between a set of identifying data and the data subject (ISO/TS 25237-2008)

De-identified information: records that have had enough PII removed or obscured such that

the remaining information does not identify an individual and there is no reasonable basis to believe

that the information can be used to identify an individual (SP800-122)

De-personalization is the process of completely removing any subject-related information from an

image, including clinical trial identifiers.

Direct identifiers: see direct identifying data

Direct identifying data: data that directly identifies a single individual (ISO/TS 25237:2008)

Directly identifying variables: a category of data that contains direct identifiers

Disclosure: divulging of, or provision of access to, data (ISO/TS 25237:2008)

Distinguishable information: information that can be used to identify an individual (SP800-122)

Effectiveness: extent to which planned activities are realized and planned results achieved(ISO/IEC

27000:2014)

Entity: item inside or outside an information and communication technology system, such as a

person, an organization, a device, a subsystem, or a group of such items that has recognizably distinct

existence (ISO/IEC24760-1:2011)
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Family and Educational Records Privacy Act (FERPA): the primary law in the United

States that governs the privacy of student educational records

Fair Information Practice Principles (FIPP): a set of principles that have been developed

world-wide since the 1970s that provide guidance to organizations in the handling of personal data

Genomic information: information based on an individual’s genome, such as a sequence of

DNA or the results of genetic testing

Harm: any adverse effects that would be experienced by an individual (i.e., that may be socially,

physically, or financially damaging) or an organization if the confidentiality of PII were breached

(SP800-122)

Health Insurance Portability and Accountability Act of 1996 (HIPAA): the primary

law in the United States that governs the privacy of healthcare information

Healthcare identifier: identifier of a person for exclusive use by a healthcare system (ISO/TS

25237:2008)

HIPAA: see Health Insurance Portability and Accountability Act of 1996

HIPAA Privacy Rule: establishes national standards to protect individuals’ medical records

and other personal health information and applies to health plans, health care clearinghouses, and those

health care providers that conduct certain health care transactions electronically (HIPAA Privacy Rule,

45 CFR 160, 162, 164)

Health Information Technology for Economic and Clinical Health Act (HITECH Act): a

2009 law designed to stimulate the adoption of electronic health records (HER) in the United States

Identifiable person: one who can be identified, directly or indirectly, in particular by reference

to an identification number or to one or more factors specific to his physical, physiological, mental,

economic, cultural or social identity (ISO/TS 25237:2008)

Identification: process of using claimed or observed attributes of an entity to single out the

entity among other entities in a set of identities (ISO/TS 25237:2008)

identified information: information that explicitly identifies an individual

Identifier: information used to claim an identity, before a potential corroboration by a corresponding

authenticator (ISO/TS 25237:2008)

Indirect identifier: information that can be used to identify an individual through association with

other information

Inference: refers to the ability to deduce the identity of a person associated with a set of data

through clues contained in that information. This analysis permits determination of the individual’s

identity based on a combination of facts associated with that person even though specific identifiers have
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been removed, like name and social security number (ASTM E1869 2

Inference and reconstruction attacksare methods of attack in which separate pieces of data are

used to derive a conclusion about a subject. The attacker will use a combination of publicly published

data and other sources of separate information to reconstruct an individual’s identity[Brewster, 1996].

k-anonymity: a technique to release person-specific data such that the ability to link to other

information using the quasi-identifier is limited. [120] k-anonymity achieves this through suppression of

identifiers and output perturbation.

l-diversity: a refinement to the k-anonymity approach which assures that groups of records

specified by the same identifiers have sufficient diversity to prevent inferential disclosure [71]

Likelihood: chance of something happening (ISO/IEC 27000:2014)

Limited dataset: A limited data set is protected health information that excludes the following

direct identifiers of the individual or of relatives, employers, or household members of the individual:

(i) Names; (ii) Postal address information, other than town or city, State, and zip code; (iii) Telephone

numbers; (iv) Fax numbers; (v) Electronic mail addresses; (vi) Social security numbers; (vii) Medical

record numbers; (viii) Health plan beneficiary numbers; (ix) Account numbers; (x) Certificate/license

numbers; (xi) Vehicle identifiers and serial numbers, including license plate numbers; (xii) Device

identifiers and serial numbers; (xiii) Web Universal Resource Locators (URLs); (xiv) Internet Protocol

(IP) address numbers; (xv) Biometric identifiers, including finger and voice prints; and (xvi) Full face

photographic images and any comparable images. (under §164.514 HIPAA Privacy Rule specifically 45

CFR 164.514 (e) (2)). Limited data sets can contain complete dates, age to the nearest hour, city, state,

and complete ZIP code.

Linkable information: information about or related to an individual for which there is a possibility

of logical association with other information about the individual (SP800-122)

Linked information: information about or related to an individual that is logically associated

with other information about the individual (SP800-122)

Masking: the process of systematically removing a field or replacing it with a value in a way

that does not preserve the analytic utility of the value [25], such as replacing a phone number with

asterisks or a randomly generated pseudonym [25]

Active Moiety is a molecule or ion, excluding those appended portions of the molecule that cause the

drug to be an ester, salt (including a salt with hydrogen or coordination bonds), or other noncovalent

derivative (such as a complex, chelate, or clathrate) of the molecule, responsible for the physiological or

pharmacological action of the drug substance.

New chemical entity (NCE) is, according to the U.S. Food and Drug Administration, a drug

that contains no active moiety that has been approved by the FDA in any other application submitted

under section 505(b) of the Federal Food, Drug, and Cosmetic Act.

New molecular entity (NME) is a drug that contains an active moiety that has never been

approved by the FDA or marketed in the US.

2ASTM E1869-04 (Reapproved 2014), Standard Guide for Confidentiality, Privacy, Access, and Data Security Principles
for Health Information Including Electronic Health Records, ASTM International.
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Non-deterministic noise: a random value that cannot be predicted

Obscured data: data that has been distorted by cryptographic or other means to hide information. It

is also referred to as being masked or obfuscated. (SP800-122)

Personal identifier: information with the purpose of uniquely identifying a person within a

given context (ISO/TS 25237:2008)

Personal data: any information relating to an identified or identifiable natural person (data

subject) (ISO/TS 25237:2008)

Personally Identifiable Information (PII): is any information about an individual that

could be used to construct the full identity of that individual with or without their authorization; these

are attributes that explicitly identify an individual. [U.S. Department of Homeland Security, 2008;

Mccallister and Scarfone, 2010]. But can further be defined as Any information about an individual

maintained by an agency, including (1) any information that can be used to distinguish or trace an

individual’s identity, such as name, social security number, date and place of birth, mothers maiden

name, or biometric records; and (2) any other information that is linked or linkable to an individual,

such as medical, educational, financial, and employment information.” 3(SP800-122)

PII attributesare properties that uniquely identify an individual. Examples include SSN, and

combination of first and last name. None explicitly identifying attributes or quasi-attributes are

attributes not in the PII category but can be used to reconstruct an individual’s identity in conjunction

with external data.

POPI Act or POPIA: see Protection of Personal Information Act.

Potentially Identifiable Personal Information (PI 2): ‘A recent data classification method

suggested by Robert Gellman to de-identify but re-identify information. ”Any personally identifiable

information, without open identifiers, is personal information [38].‘

Privacy: ‘Free of interference in the personal or person’s life if this infringement is the result of

unarranted or illegal collection and use of information relating to that person.’ (ISO/IEC 2382-8:1998,

definition 08-01-23)

Process: ‘a series of interdependent practices that converts inputs into outputs.’(ISO/IEC 27000:2014)

Protection of Personal Information Act: The law governing the disclosure of protected

health information in South Africa. The Protection of Personal Information Act No. 4 of 2013

encourages the protection and prevent unauthorized disclosure by public and private institutions of

personally identifiable information. The South African government ratified the POPIA Act on 19

November and released Notice 37067 on 26 November 2013 in the Government Gazette.

Pseudonymization: ‘ Specific type of anonymisation, both removing the affiliation with a data

subject and associating one or more values with a specific set of traits concerning that data subject.’

Unlike pseudonymization, anonymization The provision does not provide means through which data

3GAO Report 08-536, Privacy: Alternatives Exist for Enhancing Protection of Personally Identifiable Information, May
2008, http://www.gao.gov/new.items/d08536.pdf
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records or information systems could be linked with the same person. Therefore it is impossible to

reidentify anonymised data.(ISO/TS 25237:2008) Pseudonymization is generally carried out by having

to replace a pseudonym for a direct identifier, such as a randomized value.

Pseudonym: ‘Individual identification which differs from the usual personal identification.’(ISO/TS

25237:2008)

Recipient: ‘natural or lawful individual, public authorities, agencies or any other body to which

information is communicated‘ (ISO/TS 25237:2008)

Re-identification: General terminology for any procedure which restores the relationships

between identification of data and risk of re-identification of the individual: the risk of reconstituting

the identity in the de-identified records. Re - identification risk is generally shown as the propotion of

records in a re-identifiable dataset.

Risk: ‘Uncertainty effect on targets.Risks are often articulated in the combining the implications

of an occurrence and the associated probability of occurrence.’ (ISO/IEC 27000:2014)

Synthetic data generation: ‘a process wherein the input information is used to artificially

generate data with certain statistical features as the informational input seed.’

Threat: ‘a possible cause whence emanate the repercussion that could lead to damage to a

scheme, mechanism, or institution.’ (ISO/IEC 27000:2014)

Trusted data recipient: ‘a company with restricted access to the information it obtains because it is

obligated by an operational control, such as a pact, a legislation, or rules on information use.’
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Appendix C

Standards

ASTM E1869-04(2014) Medical information including electronic health records modern standard

guidebook for patient confidentiality, authorized disclosure mechanisms, and information security

practices.

ISO/IEC 27000:2014 The general standard that encompasses the areas of IT, security methodologies,

IT monitoring or surveillance systems, and data security domain overview and vocabulary.

ISO/IEC 24760-1:2011 The general standard that encompasses the areas of IT, security methods, an

identity management mechanisms, and in Part 1: The terminology and paradigms.

ISO/TS 25237:2008(E) This policy document by ISO located in Geneva, Switzerland was published

in 2008. The policy encompasses the areas of computer health, pseudonymisation. It characterizes how

confidentiality confidential information can be de-identified by means of a ”pseudonymization service,”

which substitutes specific identification with aliases. It offers a number of terms and concepts which this

ISO technical policy document considers authoritative.
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