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Abstract

Contemporary communication techniques generally involve encrypting sensitive data by means
of mathematically complex algorithms and then distributing it and the accompanying digital
decipher keys along classical channels. However, advances in current computing power pose a
threat to the security of these methods, leaving them susceptible to being compromised without
being noticed. This has led to an unprecedented surge in the exploration of quantum protocols,
where quantum mechanical principles, such as the no-cloning theorem and non-locality, offer
unconditional security against an eavesdropper. A current limitation of these protocols is the
slower communication rates compared to popular classical implementations. Much focus has
been on systems where information is encoded in a single degree of freedom (e.g. polarisation),
however we demonstrate that high-dimensional protocols have the potential to overcome the
slow rate limitation, offering an increased encoding capacity and a more robust solution.

Spatially structured modes of light carrying orbital angular momentum have become the
forerunners for realising high-dimensional quantum protocols. Here, we investigate the high-
dimensional generation, manipulation and detection of structured light and in doing so we
realise two important applications- the generation and transmission of encryption keys - the
key steps of a quantum cryptographic system.

The first application is a quantum random number generator certified by the random
outcomes of projective measurements on path superpositions that we engineer using digital
holography. We extend our approach to realise a novel random number generator based on the
orbital angular momentum entanglement of spontaneous parametric down-converted states. We
show that the digital control offered by our setup can be used to compensate for any bias present
within system or to generate random numbers with a desired probability distributions. For the
second application, we demonstrate the potential of using the high-dimensional encoding space
offered by spin-orbit coupled states for quantum secret sharing. We realise the highest number
of participants and dimensions thus far and in the process surpass the 1 bit per photon limit of
two-dimensional protocols.
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Chapter 1

Introduction

As cloud computing environments seize our personal and corporate lives, data security is at
the forefront of our minds: How is our privacy ensured when browsing the internet? How do
corporations securely store and transmit our sensitive information? The answer - cryptography.
Cryptography is the science of secure communication, converting meaningful sequences into
seemingly arbitrary nonsense using a random encryption key, such that only a key holder
can recover the original sequence [1]. Cryptography is a growing research field, with uses
in securing online commerce, safeguarding private communications over the internet and
many others. Most corporations will use varying levels of cryptography to guarantee the
confidentiality of their users’ information. They rely on approved cryptographic standards [2]
to secure the digital services they offer over both the internet and cloud platforms. But, with the
increasing computational capabilities of current technologies, popular classical implementations
are becoming inadequate. The focus has since shifted to quantum cryptography, in which the
security is no longer subject to mathematical or computational complexity of the classical
implementations but rather the probabilistic laws of quantum physics [1].

In order to compete with current technological advances, we need to realise the rapid
generation and secure transmission of high-quality encryption keys - the vital principles of any
cryptographic protocol.
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1.1 Modern cryptography

The ancient art of secret writing dates back to circa 1900 B.C. when an Egyptian scribe etched
an inscription with unusual hieroglyphs, whose full meaning was only known to an elite
few. Throughout the millennia that followed, the encryption of secret information was of
paramount importance to the security and welfare of various civilisations, with specific use in
diplomatic missives and war strategies. Many experts have since argued that cryptography, the
science of secret writing, emerged in civilisations spontaneously once writing was ascertained.
Unsurprisingly, it has evolved into new forms upon the adoption of digital communication.
Modern cryptography is the epitome of digital security and communication between billions of
people and is used as a tool for commerce, social interaction, and the exchange of an increasing
amount of personal information.

Fundamentally, the security of our data relies on the premise of computationally hard
problems, particularly number theory problems, such as the prime factorisation or the discrete
logarithm problem. These are often problems that are easy to state but have been found difficult
to solve. For example, it is computationally easy to combine two large numbers together (i.e.,
167 X 199 = 33 233), however, the reverse is computationally more difficult (i.e., to determine
what the original two numbers were, given that the answer is 33 233).

Akin algorithms are used for cryptographic key generation which are assimilated and
distributed through encryption schemes. The most general encryption schemes are (see Fig. 1.1):

• Asymmetric-key (public-key): Diffie and Hellman introduced the idea of public-key
encryption [3]. Here, two different but mathematically related keys are generated, such
that the calculation of one key (the private key) is computationally impossible from the
other (the public key). The sender uses the public key to encrypt the message and the
receiver uses the secret private key to decipher the encoded message.

• Symmetric-key: These encryption algorithms create a key that is used for both encoding
and decoding information [4]. The secret key is unique to the sender and receiver, without
ever having been transmitted. In this case, the secret key is used by the sender to encode
the message and then the same key is used by the receiver to decipher the encoded
message.

The looming threat to these cryptographic algorithms is the new paradigm of quantum
computation. A common attack on symmetric cryptographic schemes involves brute force,
where all possible key combinations, are tested until the message is deciphered. The advent
of quantum computing with the likes of the 1996 formulation of Grover’s algorithm [5], can
provide a quadratic speed up, decreasing the brute force attack time. Co-currently, in 1994 Peter
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Fig. 1.1 Concept of encryption key schemes. (a) In asymmetric key encryption, Alice generates
a public and private key using a random number generator. Anyone can use Alice’s public key
to encrypt a message and the Alice can use her unique private key to decrypt the message. (b)
In symmetric key encryption, Alice and Bob can use each others public key together with their
own private key to generate an identical shared secret key. In this way Alice can encrypt her
message and Bob can decrypt it, without ever having transmitted the shared secret key.

Shor formulated an algorithm that could use quantum principles to efficiently (in polynomial
time) reduce the time needed to solve current asymmetric cryptographic algorithms [6] - turning
problems that would classically take millennia of computational time into much more feasible
computational times like days or weeks (see Fig. 1.2). The technology to effectively do this
was non-existent at the time, however, two decades later many advances in quantum processing
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hardware have been made. Many believe that quantum computing developments have reached a
point where current grade cryptography could be compromised within the next decade, leaving
our data vulnerable.

Fig. 1.2 Demonstrating the quantum speed up that the Shor algorithm offers compared to the
best classical algorithm, effectively reducing the time needed to perform integer factorisation
used in current cryptographic algorithms.

Do not be dismayed. The industry is searching for new quantum-resistant standards and in
the process many corporations are implementing mitigation measures to improve the resiliency
of their current encryption methods against future quantum computing attacks. One way of
doing this is by increasing the required key length, but with the rise of quantum processing, this
will only provide temporary protection. Another option involves adapting current asymmetric
encryption schemes with underlying algorithms that are resilient to phase estimation transfor-
mations and periodic finding (the key techniques used in Shor’s Algorithm) [7]. Lattice-based
cryptography is the most popular candidate, which uses the shortest vector problem for quan-
tum safe encryption, however, it does not scale well [8]. The point to note is that as quantum
computing advances and new quantum algorithms are developed, the current quantum-resistant
algorithms could at some point be compromised because they are inherently based on classical
principles. Consequently, modern cryptography needs to transition to the quantum realm,
leveraging the probabilistic nature of quantum mechanics rather than only number theory and
mathematical complexities.
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1.2 Quantum mechanics as a cryptographic solution

Current methods of secure communication typically involve encrypting sensitive information
and then transmitting it along classical channels together with the digital keys required to
decipher the data. They are transmitted as classical bits, 1s and 0s, by a stream of either
optical or electrical pulses. They are vulnerable and can be compromised without being noticed.
The quantum computing threat posed to the security of the data has forced the exploration of
quantum protocols for transmitting and securing information. Quantum mechanical principles,
such as the no-cloning theorem [9] and non-locality [10] are at the heart of these protocols. As
we will discuss, these principles offer unconditional security against an eavesdropper trying
to glean any information about the system [11]. We will further outline common quantum
protocols used to generate and distribute the encryption keys necessary for the secure sharing of
data. We will consider a major limitation of most current quantum protocols, this being that the
secret key generation rate is orders of magnitude lower than current classical communication
rates [12], and then we will show how high-dimensional protocols can overcome this limitation,
offering a faster and more robust solution.

1.2.1 Principles underpinning quantum cryptography

The beauty of quantum communications is that they are naturally tamper-proof. It follows that
in order for an assailant to gain knowledge of the system, they would have to eavesdrop on the
system or clone the quantum state and subsequently send an identical copy. However, this is not
possible because of the no-cloning theorem of quantum mechanics [9]. In general this means
that no quantum state can be measured or observed without disturbing the original state. If a
quantum operation existed that was able to copy quantum states, it would be very useful with
impressive repercussions, such as faster than light communication [13]. For example, given
an unknown quantum state for which there exists no single possible measurement that can
distinguish between all possible states without some probability error, then if it were possible
to make copies of the unknown state and repeat the optimal measurement many times, then the
error probability will converge to the exact state. But such a quantum operation cannot exist.

In order to proceed, we introduce a convenient representation of quantum states using
Dirac notation [14]. The convention prescribes the use of state vectors to map a quantum state
onto a d-dimensional Hilbert space. Here, the vector states are described by a ket, |·i, and
consequently their complex conjugate as a bra, h·|.

Now, suppose we have two quantum systems A and B with identical Hilbert spaces. We
wish to copy an arbitrary state of the quantum system A, described by |yiA = a |0i+b |1i,
where the complex coefficients a and b are unknown. To copy this state we combine it with
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a ‘blank’ initial state |eiB in system B, which is independent of |yiA. The initial composite
system is then described by the tensor product, |yiA ⌦ |eiB (we will omit the tensor product
operator ⌦ for simplicity).

We can manipulate this composite system in one of two ways. Either we perform an
observation, collapsing the system into some eigenstate of the observable, or we control the
Hamiltonian of the system, and thus the time-evolution operator U(t). The former corrupts the
information of the quantum state, which is not what we want. Alternatively, the latter evolving
up to some fixed time t0 (independent of |yiA), yields a unitary operator Ucopy. The action of
the operator on the basis states is given by,

|0iA |eiB
Ucopy���! |0iA |0iB ,

|1iA |eiB
Ucopy���! |1iA |1iB .

(1.1)

However, no such unitary operator can clone all states perfectly, giving rise to the no-cloning
theorem. We prove the no-cloning theorem by contradiction following from the linearity of
quantum mechanics. If we apply the unitary operator Ucopy to the initial composite system, we
expect to perfectly copy the unknown state in system A to the blank state in system B, which is
then

|yiA |yiB = (a |0iA +b |1iA)(a |0iB +b |1iB)

= a2 |0iA |0iB +ba |1iA |0iB +ab |0iA |1iB +b 2 |1iA |1iB .
(1.2)

However, by the linearity of Ucopy, when you copy the individual components in the expression
of |yiA, we arrive at a different state:

(a |0iA +b |1iA) |eiB
Ucopy���! a |0iA |0iB +b |1iA |1iB . (1.3)

Here, there are no cross terms and we arrive at a contradiction. Therefore, there exists no
perfect unitary operator Ucopy that can make a perfect copy of an arbitrary quantum state, i.e.,
Ucopy cannot act as a general copier [9]. An implication of the no-cloning theorem for quantum
communication is that an eavesdropper would introduce errors into the system that would be
implicitly detected by the cooperating parties. This is a feature that cannot be found in any
classical cryptographic technique. The no-cloning theorem is thus a vital and differentiating
ingredient necessary is preserving the security of communication in a post quantum world.
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1.2.2 Generating random numbers for encryption

The basis of any cryptographic protocol necessitates the sharing of random encryption keys
which are used to securely encrypt and decrypt sensitive information. Notably, random numbers
are an indispensable resource for securely sharing and storing important data. In reality,
cryptography can be thought of as a distributing key generator, with its very own random
process [15]. It follows, that the security of the cryptographic protocol is influenced by the
randomness (i.e., unpredictability) of the encryption key, and in effect the process by which it
was generated. As a result, sophisticated and more robust protocols require random encryption
keys that reflect the quality of the underlying randomness source. Meaning that a random
number generator must be implemented in such a way that attackers cannot predict the generated
key better than just blindly guessing.

Similarly, as the communication industry searches for mitigation measures to improve the
aptitude and security of current cryptographic methods against future attacks, a popular response
is to increase the required encryption key length. While this only offers temporary assurance, as
more rigorous counter attacks are co-currently developed, it is an expeditious solution. This has
also led to a hunt for faster and more convenient random number generators. Appropriately, both
fast and high-quality random number generation has the promise to transform the preeminence
of cryptography at large [16].

We begin by reviewing the fundamental types of random number generators (RNGs)
characterised by their source of randomness. The two types of RNGs are:

• Pseudorandom number generators (PRNG): These generators extrapolate randomness
from an initial input and expand it by a deterministic recursive algorithm that outputs a
pseudo random sequence following a uniform distribution [17]. In other words, PRNGs
generate a sequence that behaves as if it were random. Even if the sequence passes the
appropriate randomness standards [18], given enough time the analysis can yield patterns
within the sequence.

• True random number generators (TRNG): These generators extract randomness from
some physical process that is unpredictable, or at the very least, difficult to predict.
The complexity and the copious unknown parameters of these sizeable systems (i.e.,
the incomplete knowledge of a system), allows for their behaviour to be deemed truly
random [19].

We are most interested in quantum random number generators (QRNGs), a distinct type of
TRNGs. Here, the uncertainty is a consequence of a quantum event as opposed to insufficient
knowledge of the system. The fundamental basis of any QRNG is quantum mechanics, which
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enables the existence of inherently unpredictable processes. The current understanding is that
the nature of quantum mechanics is the only true source of randomness. Thus, QRNGs are a
very attractive choice for the generation of high-quality random keys and seed numbers needed
for quantum cryptography. This has led to various QRNG schemes ranging from the early
implementations of radioactive decay [20, 21], to more recent methods using emission and
detection of photons [22], noise of lasers [23] or quantum vacuum fluctuations [24, 25] as a
source of entropy.

As we will see later, quantum optics offers a high speed, versatile and accessible approach
to generating high quality quantum random numbers. It has a high application potential due to
the high quality and accessibility of the required optical components, as well as the prospect of
chip sized integration.

1.2.3 Quantum communication schemes

An equally integral component of quantum communication involves the secure transmission of
secret keys for encryption and decryption. This involves sending encrypted data as classical
bits over a network, while transmitting the quantum bit (qubit) key used to encrypt the data
via a quantum channel. The way in which the quantum key is transmitted is determined by
the protocol. The security of the protocols rely on the no-cloning theorem and its inherent
ability to protect against eavesdropping [26, 27]. As previously discussed, this means an
adversary cannot disrupt or eavesdrop on the quantum key channel without leaving behind
trace-fingerprints. If foul play is suspected, the key is discarded and the participants informed
of the intrusion.

The most popular and well developed application of quantum communication is quan-
tum key distribution (QKD) between two parties [28]. However, applications requiring the
secure communication of information between more than two parties has lead to an interest in
multi-party protocols such as quantum secret sharing (QSS) [29] and quantum secure direct
communication (QSDC) [30]. Here, we will review the operating principles for both QKD and
QSS, followed by a discussion of the potential advantages of implementing these protocols in
high-dimensions.

Quantum Key Distribution

Various protocols have been developed for implementing QKD. The most commonly used was
proposed by Bennett and Brassard in 1984, and subsequently, is called the BB84 protocol [31].
For simplicity, consider the original description of the protocol using polarisation encoding.
The conventional orthogonal polarisation state pairs are: the standard basis of horizontal |Hi or
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vertical |V i states and the rectilinear basis of diagonal |Di= 1/
p

2(|Hi+ |V i) or anti-diagonal
|Ai = 1/

p
2(|Hi� |V i) states. Note that, a set of orthogonal states is referred to as a basis.

Now, since measuring in the standard basis gives a result of |Hi or |V i, then if the state is
prepared as |Hi or |V i, the measurement will return a distinguishable state. However, if the
state is prepared as |Di or |Ai, then the standard basis measurement will randomly return either
|Hi or |V i. Moreover, after the measurement the state will be polarised to the measurement
result, losing all information about its initial polarisation.

The generalised two-dimensional protocol requires the use of two bases, where each basis
is conjugate to the other, and the two states within each basis are orthogonal. Extending this to
d-dimensions results in the condition described mathematically as [32],

|hy j|fki |2 =
1
d

( j,k = 1, ...,d), (1.4)

where |y ji and |fki are each basis sets forming what is called mutually unbiased bases (MUB).
The security of the protocol comes from satisfying Eq. 1.4, as the condition implies that there
exists no single measurement that can distinguish between all possible MUB states. The only
distinguishable measurement is between any orthogonal states.

The principle of operation behind the BB84 protocol is shown in Fig. 1.3 and consists of
two parties (Alice, the sender and Bob, the receiver) who are linked by a quantum channel
(for example optical fibre or free-space) and an authenticated classical channel (for example
radio or the internet). Alice starts with two random strings of bits, a and b, where the bit
value bi is what decides which basis (0 for the standard basis or 1 for the rectilinear basis) the
classical bit, ai, is encoded in . Alice prepares her photon in the state and basis corresponding
the ith bit value of a and b, respectively. Alice then transmits the prepared state to Bob over the
quantum channel. Subsequently, Bob randomly selects a measurement basis b0i (either standard
or rectilinear), performs a measurement and records the result of the classical bit as a0i. After
a n number of runs, Alice and Bob use the classical channel to reconcile their prepared and
measured states. In other words, Bob communicates over a public channel with Alice to reveal
their choice of basis bi and b0i. The results that do not correlate are discarded, i.e., both Alice
and Bob discard the qubits in a and a0 where bi and b0i do not match. This occurs approximately
half of the time by virtue of the protocol. What remains is a secret key unique to both Alice
and Bob. To check the security of their transmission, both Alice and Bob publicly announce a
subset of their secret keys and if the error (possibly due to Eve attempting to eavesdropping) is
below a set threshold, then the security of the key produced is guaranteed, otherwise the key is
compromised and communication terminated.
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Fig. 1.3 An illustration of the BB84 protocol for QKD. Alice encodes a photon with one of the
polarisation states, from either the linear or rectilinear MUBs, associated with her random bit
key. Bob randomly selects a measurement basis and performs a measurement. If the choice of
basis is correlated the round is accepted, or otherwise discarded. From this, the remaining bits
establish the shared secure key between Alice and Bob, with which information is encrypted.

Quantum key distribution schemes, particularly the BB84 protocol, are the most well devel-
oped quantum cryptographic protocols, with numerous practical demonstrations ranging from
applications in free-space [33–35], fibre [36, 37], underwater [38, 39] and further promising
demonstrations with free-space to satellite quantum communication [40, 41].

Quantum secret sharing

While the demand for multiparty communication is significantly less, the secure communication
between more than two parties (ruling out QKD protocols) is an important application of
cryptography. The simplest solution to sharing a secret between multiple parties is to share
copies of the secret with each party. A dilemma arises if no single party should have full access
to the secret, for example applications like missile launch codes or passwords for large money
transfers which may require multiple parties to agree.

Schemes for generating correlated keys shared among multiple parties have been developed,
namely quantum secret sharing (QSS) protocols [29]. In these protocols, a secret is divided
into unique shares sent to N-participants and then securely reconstructed by the collaborating
parties, making it ideal for securely sharing and storing sensitive information across a network
of nodes. Due to the expeditious increase in collaborative tasks, QSS is reaching a similar level
of interest as quantum key distribution (QKD).
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In 1979, Shamir expanded the idea geometrically by imagining the secret as a point in
space and the shares as points along a secret random line [42]. The concept is visualised in
Fig. 1.4. Here, we have assumed that Alice wants to share a secret number between Bob and
Charlie without either party having any knowledge of the number. The key insight is to think
of the number as a secret point on a 2D plane, where the secret is a point on the y-axis (more
specifically the y-intercept). Randomness is introduced by selecting a random point on the
plane, forming a secret line. At no point does Alice share any information about the line. This
method effectively expands the secret and thus the security, by creating lots of redundancy.
Now, Bob and Charlie each pick a random point on plane. If both points lie on the line, Alice
announces that their points are correlated, otherwise the round is the discarded. Since only two
unique points are needed recover the secret line, Bob and Charlie can collaborate and recover
the equation of the line and in particular the y-intersect and Alice’s secret number. It is trivial
that this method is scalable in the number of parties by simply increasing the degree of the
polynomial function describing the secret line. This concept forms the basis of many popular
secret sharing protocols used today.

Fig. 1.4 Geometrical conceptualisation of Shamir’s secret sharing protocol, showing how a
secret can be securely shared between multiple parties.

The first quantum secret sharing (QSS) scheme proposed the use of the Greenburg-Horne-
Zeilinger (GHZ) state for three parties [29]. In this protocol, three parties (Alice, Bob and
Charlie) randomly pick between a choice of two mutually unbiased measurement bases, and
independently measure their own entangled particle, as shown in Fig. 1.5(a). The use of
MUBs implies that if either Bob or Charlie use different measurement bases compared to
Alice, then their measurement results will be uncorrelated with Alice’s result and the round is
discarded. If their measurement bases are correlated, Bob and Charlie can collaborate and use
their measurement bases and measurement results to infer the otherwise secret result of Alice’s
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measurement. In this way, Alice can use her key, constructed from her secret measurement
results, to encrypt a message, while Bob and Charlie can use Alice’s inferred key to decipher
the message. In this protocol, at no point does Alice reveal her measurement results.

Fig. 1.5 Quantum secret sharing protocols. (a) A schematic of a multi-particle QSS protocol
using non-local correlations between multiple entangled photons. Each party independently
performs a measurement on their photon, from a choice of two basis. (b) A schematic of
a N party single photon QSS protocol where by a photon is prepared in an initial state and
sequentially communicated from party to party, each acting on it with a phase operator chosen
from a basis set. The last participant then performs a a measurement on the photon. In both
cases if the choice of bases are correlated then the collaborating parties can share a secret key.

Soon after, this standard protocol was improved to accommodate an arbitrary number of
parties [21], and later, many other schemes emerged including circular [43], dynamic [44],
graph state [45] and verifiable [46] QSS. Many of these schemes rely on non-local correlations
between multiple particles and as such, experimental realisations [47, 48] have been limited by
the notorious inefficiency of multi-photon entanglement.

Consequently, quantum secret sharing protocols using single photon states were first
proposed [49] and demonstrated using polarisation encoding [50]. Here, as seen in Fig. 1.5(b),
each party performs sequential unitary phase operations on the same particle instead of several
entangled particles. Based on their choice of imparted phase and measurement basis, the validity
of the round is checked. For the valid rounds, a subset of participants can recover Alice’s
secret key. More recently, a high-dimensional multi-party single photon QSS protocols was
theoretically proposed [51–54]. These protocols require d MUBs, making high-dimensional
photon encoding and the ability to independently manipulate each dimension essential to
realising the protocols. Challenges in high dimensional state preparation, transformation and
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detection, the key steps of any QSS protocol, have so far presented barriers to experimental
realisation.

Quantum cryptography in high-dimensions

High-dimensional quantum protocols have two considerable advantages over two dimensional
protocols. The first and most obvious being the infinite accessible encoding space. This allows
for generation rates to exceed the limit set by the saturation and dead time of detectors. The
second advantage is the higher resistance to quantum channel noise, meaning that these systems
can tolerate a higher quantum bit error rate Q compared to two-dimensional systems [55]. This
measure reflects the probability of making detection errors and as a result is 0 for a perfect
system.

Fig. 1.6 The theoretical secret key rate, rmin, versus the quantum bit error rate, Q, for dimensions
d = 2,3,4,5. This shows that the secret key rate increases with the dimension of the system,
with higher dimensions being more robust to errors.

In order to illustrate these benefits, consider another important measure of the implementa-
tion called the secret key rate. This measure is indicative of the amount of information that is
securely sent between participants. For a d-dimensional system, this is given by [55]

rmin = log2(d)+2Q log2

✓
Q

d �1

◆
+2(1�Q) log2(1�Q). (1.5)

The maximum secret key rate for a perfect d-dimensional system is log2 d, increasing with
dimension. Figure 1.6 illustrates the theoretical plot of the secret key rate, rmin, as a function of
the quantum bit error rate Q. From the plot we can deduce that higher dimensional quantum
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communication systems can achieve a higher secret key rate at the same error rate. As a
consequence, d-level systems are more robust in the presence of an adversary [56]. This has
caused interest in the development of protocols that exploit high-dimensional encoding, where
ideally, we want to maximise rmin and minimise the error rate Q.

1.3 Structured photons

Quantum states are essential in the transport of information over a provably secure quantum
channel. They can be thought of as a quantum measure of information in an analogous way
to classical bits in classical information theory. However, a distinction arises in that these
states can simultaneously occupy a superposition of states compared to the definite values for
classical bits. However, the amount of information encoded into a quantum state is contingent
on the basis in which it is measured. For example, a two-dimensional quantum state (qubit) can
carry at most only one bit of information, limiting the rate of information transfer. Therefore,
a need for faster generation and transmission speeds has resulted in a search for an increased
information capacity per photon. A viable solution is structured light [57, 58].

The principles that govern the structuring of light require the assertion of the wave nature of
light. In the 1860s, Maxwell showed that light is a manifestation of the oscillating electromag-
netic field [59]. Consequently, the newly accepted wave structure of light gained instantaneous
acclaim, with many applications in various fields, which focused on structuring light with
patterns or modes with distinct properties.

These structured light patterns or modes can be obtained from the solutions to the time-
independent wave equation (Helmholtz equation). Solutions to the Helmholtz equation under
specific conditions, form a set of modes defined by internal parameters. If these sets of solutions
are in fact eigenmodes of the wave equation for a specific system (e.g. free space), then they
satisfy the requirements for existence in that system and the structure of the mode is preserved
as it propagates. Furthermore, the different modes of a solution set are orthogonal, forming a
complete orthogonal basis for the system [60]. As a consequence, an arbitrary field existing
within the defined system can be described by a linear combination of the respective basis
modes. In the subsequent chapters we will see how these properties are in fact crucial for
implementing quantum cryptography with light.

Moreover, with Maxwell’s breakthrough, came the consideration that light must also be a
carrier of energy and other mechanical effects including linear momentum [61]. Accordingly,
light must also carry angular momentum, which in the paraxial approximation of the Helmholtz
equation, can be further separated into two components: orbital angular momentum (OAM),
associated with the total angular momentum coincident with the transverse spatial profile of the
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photon [62, 63] and spin angular momentum (SAM), associated with the circular polarisation
of the photon [61]. Progression in understanding and manipulating these properties naturally
led to investigations into using OAM as a basis for reaching higher encoding spaces.

1.3.1 Spin angular momentum

Polarisation is a well documented property of light, but has reclaimed much attention owing to
its recent angular momentum interpretation. In 1901, Poynting [61] conjectured that polarisation
of light can be associated with the spin angular momentum (SAM). This was experimentally
confirmed by Beth in 1936 [64], who showed a quarter waveplate rotate due to the torque
exerted by circularly polarised light passing through it, which in effect transferred SAM. It
follows that SAM corresponds to the rotation of the electric field oscillation as light propagates
about the beam axis. This is illustrated in Fig. 1.7.

Fig. 1.7 An illustration of the electric field oscillations for circular polarisation states. The
superposition of two linear polarised electric fields that are p/2 and �p/2 out of phase, produce
(a) right and (b) left circularly polarised light respectively.

The rotational direction of the electric field denotes the handedness of the circular polarisa-
tion (i.e., right-handed denotes clockwise, left-handed denotes anti-clockwise). Additionally,
photons with circular polarisation carry SAM of ±} per photon, where the sign is determined
by the handedness of the polarisation. The quantum states associated with the SAM can be
represented using Dirac notation [14]. In particular, right and left circular polarisation states
are denoted by |Ri and |Li, respectively. In the case where the electric field oscillates in a
single plane, this is referred to as linear polarisation such as the horizontal |Hi, vertical |Hi and
diagonal |Hi and anti-diagonal |Hi states. In general, one can express any polarisation state as

|yq ,ai= cos
✓

q
2

◆
|Ri+ eia sin

✓
q
2

◆
|Li , (1.6)
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with a 2 [0,2p] describing the relative phase between states and q describing the weighted
contribution of each state.

It is possible to describe any polarisation state on a two dimensional state-space, called
the Poincaré sphere [62] (see Fig. 1.8). The probability of locating the photon in any of the
eigenstates must be equal to 1 since the qubit must be in some state after all. Thus, by the
conservation of probability, the state must be normalised according to,

hy|yi= cos2
✓

q
2

◆
+ sin2

✓
q
2

◆
= 1. (1.7)

This describes a circle of unit radius, which we will call the amplitude circle. Furthermore,
the parameter q defines the position of the state on the circle, as shown in Fig. 1.8(a). The
phase term eia , in Eq. 1.6, is an oscillatory function that maps a to an angular position, which
rotates the state about a unit phase circle (see Fig. 1.8(b)). Consequently, the Poincaré sphere
combines both the amplitude and phase descriptions of the eigenstates of polarisation into one
visual description, as in Fig. 1.8(c).

Fig. 1.8 Illustration showing the full control of the Poincare sphere. (a) The parameter q enables
a continuous change in relative amplitudes of left and right circular polarisations, described
on a unit circle. (b) The phase parameter a allows for a continuous change in the rotation of
the polarisation state, described by a different unit circle. (c) Simultaneous control of both
parameters allows for the description of an arbitrary polarisation state on a unit sphere with
circular polarisation states at the poles.

For convenience, the poles of the sphere denote the orthogonal circular polarisation states,
the equator denotes the linear polarisation states and states which lie between the equator and
the poles denote varying elliptical polarisation. Accordingly, each point on the surface of
the sphere represents a distinct polarisation state and collectively, all points form all possible
polarisation states. Due to orthogonality of the antipodal states, the circularly polarised states



1.3 Structured photons 17

can be expressed as a superposition of the orthogonal linearly polarised states and vice versa. It
follows that each state on the Poincaré sphere can then be generally expressed in terms of two
other orthogonal states.

1.3.2 Orbital angular momentum

The orbital angular momentum of a photon is another component of the total angular momentum,
which is related to the photon’s transverse spatial profile. Only in the last few decades has it been
exploited experimentally following Allen’s demonstration [65] that a photon with an azimuthal
phase dependence ei`f , where ` 2 Z is called the topological or azimuthal charge and f is the
angular coordinate, carries an OAM of `} per photon. The number of full azimuthal rotations
per wavelength (i.e., wavefront spirals resembling a corkscrew, as seen in Fig. 1.9(a)) is related
to |`|. Figure 1.9(b) shows that the handedness of the spiral phase depends on the sign of `,
where a positive ` denotes a clockwise rotation and a negative ` denotes anti-clockwise [66].
A main characteristic of beams that carry OAM are their doughnut like intensity distribution,
with a zero intensity at that centre (see Fig. 1.9(c)). It follows that the phase is undefined along
the beam propagation axis, called a phase singularity.

Fig. 1.9 Spatial modes carrying OAM ranging for `= [�2,2]. (a) Illustration of the 3D helical
wavefronts, where the number and handedness of twist corresponds to the azimuthal index, |`|.
(b) Azimuthal phase-maps for OAM carrying modes, which specified by the azimuthal index `.
(c) Characteristic doughnut like intensity distribution for OAM carrying modes.
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The functions that describes a set of modes that carry OAM can be obtained from the solu-
tions to the Helmholtz equation in the paraxial approximation [67]. The paraxial approximation
results by considering that the propagation of the beam remains close to beam axis (i.e., the
wavefront normals propagate approximately parallel). The Helmholtz equation is given by

(—2 + k2)u(x,y,z) = 0, (1.8)

where —2 = ∂ 2

∂ 2x +
∂ 2

∂ 2y +
∂ 2

∂ 2z is the Laplacian in Cartesian coordinates, k is the wavevector
magnitude and u(x,y,z) = a(x,y,z)eikz is the field function. Note that a(x,y,z) is the complex
amplitude that varies with position and eikz defines a plane wane travelling in the z-direction.
We assume the paraxial approximation, whereby a(x,y,z) can be considered a slow diverging
function of z. This condition is given by,

| ∂ 2

∂ 2z
a(x,y,z)|⌧ |k ∂

∂ z
a(x,y,z)|. (1.9)

Under this condition, the paraxial Helmholtz equation is defined as follows [68],

—2
?a(x,y,z)+2ik

∂
∂ z

a(x,y,z) = 0, (1.10)

where —2
? = ∂ 2

∂ 2x +
∂ 2

∂ 2y is the transverse part of the Laplacian. This form of the equation when
solved in cylindrical coordinates (r,f ,z) using separation of variables, gives solutions that are
characteristic of the eigenfunction ei`f of OAM modes, i.e., they have the following form [65],

a(r,f ,z) = a(r,z)ei`f , (1.11)

where a(r,z) is the radial profile of the beam and ` is the azimuthal charge. These beams exhibit
circular symmetry due to the coordinate space and reliance on cylindrical variables. There
are various sets of modes that can be described by Eq. 1.11, including Bessel-Gaussian (BG)
modes [69] and most relevant to this work Laguerre-Gaussian (LG) modes [65].

The complete basis set of orthonormal LG modes is defined by

LG`,p =

s
2p!

p(p+ |`|)!
1

w(z)
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w2(z) e�i`f e

�ikr2
2R(z) e�ij`,p(z), (1.12)

where ` and p index the azimuthal and radial modes respectively and L|`|
p are the generalised

Laguerre polynomials. A non zero azimuthal index, |`|> 0, is responsible for modulating a
Gaussian intensity distribution with a null on-axis intensity (optical vortex) and the radial index



1.3 Structured photons 19

p defines the number of radial intensity nulls resulting in p+1 concentric rings (see Fig. 1.10
for examples).

Fig. 1.10 An illustration of the transverse profile of various Laguerre-Gaussian (LG`,p). The
size of the vortex increases with the azimuthal, `, index, and the number of concentric ring
increases with the radial, p, index. Particularly, p+1 concentric rings are observed.

The beam width along the propagation axis is given by

w(z) = w0

s

1+
z2

z2
R
, (1.13)

where w0 is the beam waist of a Gaussian beam at z = 0 and zR is the Rayleigh range. The
Rayleigh range can be defined as the distance at which the beam width is a factor of

p
2

larger than the beam waist and it thus serves as a measure of divergence with respect to the
propagation distance [68]. Correspondingly, the curvature associated with the wavefront is
characterised by the radius of curvature parameter, R, given by

R = z
✓

1+
z2

R
z2

◆
. (1.14)

Furthermore, there is a phase shift that occurs as the beam propagates, called the Gouy
phase, which is defined as j`,p(z) = M`,p arctan(z/zR) and is dependent on the indices ` and p.
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Here, the beam quality, M2
`,p = 2p+ |`|+1, characterises the divergence of the beam from a

Gaussian beam with M2
0,0 = 1.

Fig. 1.11 Bloch sphere description for OAM |`|= 1, showing both the intensity distribution and
phase-maps. This is equivalent to the Poincare sphere, however, the poles correspond to pure
OAM eigenstates. The Bloch sphere can be used to express any OAM state with a topological
charge `.

These LG modes (and in effect any other set of OAM modes defined by Eq. 1.11), can
be depicted on a two dimensional state-space, called the Bloch sphere [70] (see Fig. 1.11),
analogous to the Poincaré sphere used for polarisation states. Similarly, using Dirac notation,
the poles denote the basis states ei`f ⌘ |`i and e�i`f ⌘ |�`i, respectively. The states on the
equator denote Hermite-Gaussian modes. In general, any point on the sphere, |y`,q ,f i, can be
described in terms of the basis states, given by [70]

|y`,q ,ai= cos
✓

q
2

◆
|`i+ eia sin

✓
q
2

◆
|�`i , (1.15)

where q and a are the angles measured with respect to the z axis and x� y plane, respectively.
The parameter q defines the weighting contribution of each state and a 2 [0,2p] is related to
the phase difference between them. Note that superpositions of two oppositely charged OAM
states result in fringes rotated according to the phase parameter a . From Fig. 1.11 we see a
similarity to the rotation of the linearly polarised states in Fig. 1.8(c). More importantly, a
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unique sphere can be defined for each `, which corroborates the fact that the OAM modes form
an infinite encoding space [58].

1.3.3 Spatial modes of light and quantum cryptography

High-dimensional quantum systems have the capability of transforming quantum computation
and communication for more pragmatic implementations. Not only do they allow access
to d orthogonal encoding states for an increased information capacity per photon, but more
importantly, they are more robust and secure in the presence of noise [71]. As such, spatial
modes carrying OAM have become a prominent area of research for quantum cryptography, due
to their potential for infinite accessible states [72, 66], contrary to the limited two-dimensional
states for polarisation.

In 2011, high-dimensional orbital angular momentum encoding was experimentally demon-
strated for up to d = 12 dimensions [73]. This marked a crucial breakthrough in realising
quantum cryptographic protocols, such as quantum teleportation [74, 75], quantum secret
sharing [76] and quantum key distribution protocols implemented in d = 4 [77] and d = 7 [78]
dimensions. Accordingly, OAM also gained traction as a quantum resource for many other
quantum protocols including entanglement concentration [79] and quantum coin tossing [80].

However, despite its advantages, the realisation of high dimensional protocols with spatial
modes, so far, has been hindered by technical difficulties arising in the full manipulation and
transmission of this degree of freedom, as well as the efficiency in deterministically detecting
single photons in the OAM basis. In this work we hope to circumvent these limitations and
exploit the high dimensional encoding space of OAM, to realise the rapid generation and
transmission of random keys for high-dimensional quantum cryptography.

1.4 Entangled light

To reiterate, a differentiating characteristic of quantum mechanics is the ability of representing
quantum bit information as vectors, in contrast to classical bits which are limited to either 1 or
0. This feature has ethereal repercussions. For example, the possibility of placing the qubit
in a state of superposition, in which the value of the qubit (i.e., 1 or 0) becomes probabilistic.
Furthermore, spatially separated quantum states can also be intertwined together such that
disturbing one qubit affects the other. This phenomenon is called quantum entanglement.

This ominous nature was introduced by Einstein, Podolsky and Rosen (EPR) in 1935, in
which they opposed the widely accepted (but incomplete) quantum mechanical description of
nature at the time [81]. They advocated that in a system of two spatially separated particles
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with correlated positions and momenta, a measurement on an observable of one particle
would instantaneously determine the entangled observable of the second particle. This was
a controversial discovery as it was a clear violation of local relativistic causality. This lead
to the development of local hidden variable theories, where observables were thought to be
determined by some unknown variables and thus would account for the instantaneous transfer
of information between the two particles.

In 1964, Bell derived inequalities that constrained the statistical correlations of a two
particle system [82]. Soon after, a profusion of experiments demonstrated the violation of
the inequality and in effect they verified that information is not exchanged instantaneously
between the entangled particles, but rather that the knowledge of the state of an entangled
particle causes the wavefunction of the other particle to collapse into a definite state [83, 84].
Here, entanglement manifests in the non-local correlations inherent to quantum systems.

However, by examining the mathematical formulation of entanglement, we uncover that
the definition is in fact not confined to quantum systems but can be extended into the classical
realm. This is a ripe point of contention in the scientific community [85]. Appropriately,
we provide a differentiating definition for what we mean by entanglement. Moreover, we
explore the formulation of non-local quantum entangled states and extend the description to
classically entangled states with coupled degrees of freedom. As we will discuss, the non-
seperability of these degrees of freedom has the potential to realise quantum communication in
higher dimensions by overcoming the increasing difficulty in independently manipulating each
dimension within a single degree of freedom.

1.4.1 Mathematical formulation of entanglement

Following the vector representation of a quantum state, it possible to described the state in terms
of a linear combination of the orthogonal basis states, | ji, spanning the Hilbert space. In other
words if a system can be in one of many possible configurations, then the most general state
must be a combination of all these configurations. This is called the superposition principle.
Using this notation, we can mathematically describe the superposition of a state as [86]

|yi=
•

Â
j=0

a j | ji , (1.16)

where |a j|2 is the probability amplitude of the system being in the state | ji. It follows that
the normalisation condition hy|yi = Â•

j=0 |a j|2 = 1 must hold. This can be interpreted as
the system being in a superposition of states until a measurement is taken, at which it then
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determines the unique state the system is in. This is analogous to Schrödinger’s cat thought
experiment, where the cat is s both alive and dead at the same time while the box is closed.

Now, consider two spatially separated non-interacting subsystems A and B, with Hilbert
spaces spanned by bases | jiA and |kiB, the most general state is given by

|yiAB =
•

Â
j,k=0

a jk | jiA |kiB . (1.17)

Again, |a jk|2 is the probability of the system being in a product state | jiA |kiB, where we have
omitted the tensor product operator for clarity. If the state in Eq. 1.17 can be separated and
written as a product of the two systems, it is said to be separable, i.e.,

|yi=
 

•

Â
j=0

b j | jiA

! 
•

Â
k=0

ck |kiB

!
= |fiA |jiB . (1.18)

If the system cannot be factorised as in Eq. 1.18 due to a jk 6= b jck, then the state is non-separable
and entangled [87]. This provides a mathematical condition for entanglement that depends on
the non-separability of the states of a compound system, given that the systems are correlated.

It is worth noting that we have not detailed the nature of either system (i.e., whether
they are quantum or classical systems). Nevertheless, we rationally reached a definition for
entanglement that is not confined to quantum systems, but is rather linked to the mathematical
definition of separability that makes no mention of non-locality. Hence, entanglement can
be said to extend into the classical realm where the internal degrees of freedom of a single
classical system can be shown mathematically to be classically entangled [88, 89]. This term
has sparked some controversy in the scientific community, with many suggesting that the word
entanglement to be associated with quantum systems only [85]. It is then necessary make
a clear distinction between classical and quantum entanglement. More specifically, in this
thesis, quantum entanglement refers to non-local correlations inherent to quantum particles and
classical entanglement refers to local correlations within a classical system.

Entanglement has become a valuable resource for quantum computing and communication,
and as a result requires verification. While there are various ways to characterise the degree of
entanglement of a system, a standard and widely used approach is through a statistical operator
called the density matrix, r . The statistical state of a system can be described by using density
matrices. For pure states, the density matrix is described as

r = |yihy| , (1.19)
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whereas for mixed states, with a probability pn of the system being in the state |yni, is given
more generally by,

r = Â
n

pn |ynihyn| . (1.20)

Here, the density matrix has a trace equal to unity and is positively definite with positive
eigenvalues. The matrix allows for the calculation of various measures that describe the nature
the quantum states [87], including the degree of separability and an indication of their purity.
Later, we will explore density matrices as a method of reconstructing the quantum state of
entangled photons.

1.4.2 Maximally entangled Bell states

Two qubit quantum states which exhibit maximal correlations and maximally violate Bell’s
inequality, known as Bell states, are the simplest examples of quantum entanglement [90]. We
can construct these Bell states from the qubit logic basis {|0i , |1i} as follows

|f±i= 1p
2
(|0iA |0iB ±|1iA |1iB) (1.21)

|y±i= 1p
2
(|0iA |1iB ±|1iA |0iB). (1.22)

As before, the two spatially separated systems are denoted by A and B. It is clear that both
Eq. 1.21 and Eq. 1.22 are non-separable. This means that they cannot be decomposed into
single particle states and hence we can not determine the state of each qubit separately. The
implication is that a measurement of the qubit in system A determines the outcome of the qubit
in system B. Consider the state |f+i such that if system A is projected onto the state |0i, then
the entangled system B will immediately collapse to state |0i. Furthermore, all four maximally
entangled two qubit states form a 4-dimensional biphoton Hilbert space, called as the Bell
basis, which has lead to various proposals and implementations of quantum protocols using
Bell states.

Additionally, it has been shown that Bell states can be experimentally prepared using a
photon’s single degree of freedom such that each of its eigenstates is associated with a state
from the logic basis. This has been demonstrated using polarisation [83, 84], time [91, 92]
and OAM [93] degrees of freedom of a single photon. It then follows that we can define a
classically entangled state of a single photon using different degrees of freedom, where the
correlation is in the respective degrees of freedom. Here, a measurement of in one degree of
freedom determines the outcome of the measurement in the other degree of freedom. We wish
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to explore the hybrid coupling between spin (SAM) and orbital (OAM) angular momentum of
a single photon as a quantum cryptographic solution.

1.4.3 Spin-orbit coupled states

The coupling of polarisation to the spatial profile of a beam forms a state space that is a tensor
product of the polarisation (|Ri and |Li) and the OAM (|`i and |�`i) spaces. The resulting
Hilbert space is spanned by the scalar basis modes, {|Ri |`i , |Li |�`i} and {|Ri |�`i , |Li |`i}.
These scalar modes have uniform circular polarisation distributions, making them separable.
This follows from Fig. 1.12(a) depicting a scalar mode, where the arrows represent the uniform
direction of the electric field oscillations across the beam profile (i.e., polarisation). By placing
a polariser in the beams path, projecting it into the horizontal and vertical bases, the spatial
distribution (i.e., pattern) remains unchanged, albeit a variation in intensity according to the
angle of the polariser. This shows the separability of the polarisation and spatial profile of the
scalar beam as one does not affect the other.

Fig. 1.12 Intensity and polarisation mapping of a scalar (top row) and a vector beam (bottom
row), with uniform and non-uniform polarisation respectively. The polarisers project the
beams into the respective polarisation bases. The corresponding intensity distribution patterns
reiberlect the non-separability of the polarisation and spatial degrees of freedom for vector
beams.

A superposition of one of the scalar basis pairs results in non-separable states, called
vector modes [94]. The vector nature of these modes arises from the spatially changing (i.e.,
non-uniform) polarisation distribution. Consider an example of a vector mode depicted in
Fig. 1.12(b). Here, the arrows indicate a clear in-homogeneous distribution of polarisation. If
passed through a polariser, the spatial distribution changes as a particular polarisation state is
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filtering out. In other words, a measurement on the polarisation degree of freedom, affects the
outcome of the measurement on the spatial degree of freedom.

Mathematically, spin-orbit coupled modes are described by:

|yi= cos
✓

q
2

◆
|`i |Ri+ eia sin

✓
q
2

◆
|�`i |Li , (1.23)

where q indicates the relative weighting of each mode, while a is related to the relative phase
between them. Here, it is clear that the state cannot be factored and thus is non-separable in both
the spatial and polarisation components. We emphasise that entanglement is mathematically
defined by the existence of strong correlations between states and resolve that vector beams
also exhibit some form of entanglement, albeit local. Hence, we can say that vector beams are
classically entangled in spin and orbital momentum.

Note again that the polarisation space has only two orthogonal basis states and as a result, a
similar representation to the Poincaré sphere may be used to illustrate all the possible vector
modes for a particular combination of OAM to polarisation coupling. The extension to the
Poincaré sphere representation was termed a Higher-Order Poincaré sphere (HOPS) [95].
Figure 1.13(a) illustrates an example of a HOPS for a general |`| spin-orbit coupling. Since
the OAM basis states are of the same magnitude |`|, then the total spatial distribution remains
unchanged for all the modes on the sphere (i.e., constant doughnut shape).

The poles contain modes described by a single basis pair (i.e., uniform circular polarisation
distributions) and thus are the contributing scalar modes that form the maximally entangled
vector modes at the equator. Every other state on the sphere is also non-separable and as a result
are also vector beams. Modes defined on the equator contain equal weightings of opposite
circular polarisation such that the effective polarisation is linear. From Fig. 1.13(b) we see that
the parameter a describes the angle of the orientation of polarisation with respect to the normal
of a concentric circle. Also, the parameter q , describes the respective weighting of circular
polarisation, resulting in elliptically polarised modes.

The non-separability of spin-orbit coupled modes has been exploited for demonstrating Bell-
like inequalities with classical light [96] and at the single photon level [97, 98]. Additionally,
their efficacy has been experimentally demonstrated for quantum communication techniques,
including QKD [99], rotational invariance for alignment free quantum channels [41] and
more recently multi-dimensional communication through fibre [100]. Herein, we employ
classically entangled spin-orbit coupling to take advantage of their increased encoding capacity
and accessible manipulation of each degree of freedom, with the hope of realising quantum
cryptographic protocols in high-dimensions.
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Fig. 1.13 Illustration of spin-orbit coupled states on the Higher-order Poincare sphere (HOPS).
(a) The poles denote non-entangled states, {|Ri |1i , |Li |�1i}, forming the subspace spanning
all other states described by the surface of the sphere. The equator denotes maximally entangled
states. (b) Arbitrary spin-orbit coupled state showing the polarisation orientation of the state,
which is dependent on the parameter a .

1.5 Outline

The realisation of quantum cryptography relies on the generation, manipulation and detection
of the degree of freedom in which the information is encoded. The work presented here, centres
on experimentally achieving these quantum protocols in high-dimensions, pushing the bound
on the amount of information encoded and extracted from the photons.

The dissertation is structured in the following manner: Chapter 2 explores the methods used
to generate and detect spatial modes that carry orbital angular momentum (OAM). In particular,
we investigate various optical elements that offer control over the geometric and dynamic
phase of light. We demonstrate two techniques to generate OAM carrying modes, including
spatial light modulators (SLMs) for spatial mode generation and q-plates with spatially varying
optical axes for spin-orbit coupled mode generation. We also characterise waveplates and dove
prisms to offer complete control in manipulating the polarisation and OAM degrees of freedom.
Moreover, we demonstrate deterministic and projective detection methods for OAM and vector
modes.
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In Chapter 3, we implement spontaneous parametric down-conversion (SPDC) as a method
of generating two photon entanglement. Here, we implement the projective measurement
technique, as investigated in Chapter 2, to detect the entangled photons in the OAM degree
of freedom. We describe the setup and alignment procedure and perform various quantum
measurements to verify and characterise the entanglement of our system. A spiral bandwidth
measurement is used to show that our system conserves orbital angular momentum. We
also test our system against local hidden variable theories by demonstrating a Bell inequality
violation with OAM. Lastly, we investigate the high-dimensional entanglement of our system
and reconstruct the generated state by performing a full quantum state tomography. As a whole,
Chapters 2 and 3, present a complete toolbox for the realisation of high-dimensional quantum
cryptographic protocols.

Chapters 4 and 5 present our new experimental realisations of two quantum cryptographic
protocols [101, 102], focusing on the generation and distribution of the encryption keys
necessary for the secure sharing of data. In Chapter 4, we generate random numbers certified
by the intrinsic randomness of the quantum SPDC system. Here, the randomness is inherent
in the outcomes of the projective measurements we perform on the path superpositions that
we engineer using digital holography. The digital control allows us to compensate for any
bias present within our transmission and detection system. We further extend our approach to
realise a novel quantum random number generator based on the generated states entangled in
OAM. We show that by performing projective measurements onto various OAM combinations,
we can generate random numbers with discreet probability distributions.

In Chapter 5, we demonstrate the potential of using the high-dimensional encoding space of
spin-orbit coupled states for quantum secret sharing. We show the scalability of our approach
by implementing the protocol in two-dimensions with ten participants, and then in three-
dimensions with three participants. Our scheme exploits the optics characterised herein, to
demonstrate the highest realisation of dimensions and participants thus far, allowing us to
exceed the 1 bit per photon limit of two-dimensional protocols.

Lastly, in Chapter 6, we conclude the work presented within this dissertation and summarise
the contributions we have made to the field of quantum cryptography. Our work provides a
practical approach to realising these protocols in high-dimensions, for a faster and more robust
solution.



Chapter 2

Experimental techniques

The complete realisation of quantum communication with photons relies on the full generation,
manipulation and detection of the degree of freedom in which the information is encoded.
In particular, there must exist a mechanism that offers complete control to move between
the required quantum states. Implementing these key principles in d-dimensions of a single
degree of freedom, for example OAM, becomes increasingly complex. An interesting solution
involves coupling different degrees of freedom to reach higher dimensions. Specifically,
the coupled degrees of freedom must exhibit non-separable correlations upon manipulation.
This condition for entanglement is a quintessential property that guarantees the security of
quantum communication. In fact, the benefit of coupling multiple degrees of freedom has been
shown in quantum key distribution [103], superdense coding [104], teleportation [105], game
strategies [106] and quantum walks [107].

Here, we will focus on techniques that exploit the dynamic and geometric phase of light
for the generation, manipulation and detection of spin-orbit coupled modes of light. We
characterise the operation of various optical elements, including waveplates for polarisation
control and dove prisms for OAM rotation control. We then extend the toolbox to include
holographic generation of spatial modes and geometric phase generation of spin-orbit coupled
modes. We also explore deterministic and projective detection methods for OAM and vector
modes. This toolbox covers the essential techniques for the realisation of a high-dimensional
quantum communication protocol, encoded in the polarisation and spatial degrees of freedom.
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2.1 Dynamic phase control

Optical elements can be designed in such a way that light transversing through the medium
is retarded and accumulates a phase. Changes to the thickness or the refractive index of
the medium will affect the path or propagation time of the light through the medium. More
intuitively, since the speed at which the electric field travels is related to the refractive index by
v = c/n, it follows that a change in refractive index alters the speed of the wave, causing the
light to effectually gain a phase. The phase that accumulates due to these dynamic processes is
called a dynamic phase and is described by [108],

f =
2pnL

l
. (2.1)

where n is the refractive index of the medium, L is its thickness and l is the wavelength of the
light.

Fig. 2.1 Illustration of a uniform birefringence waveplate of thickness L. The fast axis is aligned
with (a) the x-axis and (b) rotated by an angle q . A rotation of the polarisation dependent
refractive indices (no and ne) impart a dynamic phase on the incident electric field. The phase
shift can be controlled by varying the thickness or refraction indices.

Certain materials are birefringent in that they have different refractive indices for orthogonal
components of an electric field (see Fig. 2.1(a)). These materials are extremely useful in
designing optical elements that allow for the full control of the SAM of light. Moreover, similar
optical devices that rely on the varied thickness or non-uniform refractive index to impart a
dynamic phase, such as spiral phase plates and spatial light modulators, are also important in
the generation of OAM beams. As we will see, careful selection of these two parameters allows
for control over the dynamic phase imparted to a light beam.
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2.1.1 Controlling spin angular momentum with waveplates

As previously discussed, the spin angular momentum of a photon is related to its polarisation
state determined by the orientation of electric field oscillations. It follows that, by introducing
a phase shift between the orthogonal components of the photon’s electric fields, it is possible to
manipulate its polarisation state [109]. This phase manipulation can be achieved by varying the
thickness and refractive index of the medium that the orthogonal orientations of the electric
field experience. An efficient way of doing this is to use waveplates.

Waveplates are commonly made from birefringent crystals, such as quartz or mica. The
orthogonal components of an electric field transversing these materials will incur different
phase shifts according to the refractive index of the axis traversed. According to Eq. 2.1, the
relative phase difference j imparted on the electric field components is given by,

j = fe �fo =
2p(ne �no)L

l
, (2.2)

where ne and no are the extraordinary and ordinary refractive indices along the slow and fast
axis of the material, respectively. Figure 2.1 illustrates the principle of operation. The vertical
electric field component, Ey, experiences the ordinary refractive index along the slow axis
of the material while the orthogonal horizontal electric field component, Ex, experiences the
extraordinary refractive index along the fast axis of the material, imparting a relative phase
difference j between components.

Next, we introduce the Jones matrix formalism to describe the operation of a waveplate. In
this formalism, the operation of an optical element can be described by a 2x2 matrix, whereby
its product with the incident input state Ein results in the correct output state Eout , given by
[109],

0

B@
Eout,x

Eout,y

1

CA=

0

B@
U11 U12

U21 U22

1

CA

0

B@
Ein,x

Ein,y

1

CA , (2.3)

where the U is the optical element matrix acting on the input state.
We will begin by considering the simple case in which the orthogonal electric field com-

ponents, Ex and Ey, are aligned with the waveplate’s fast and slow axes. Here, the horizontal
component, Ex experiences a phase retardance e�ife by the fast axis and the vertical component
experiences a phase retardance e�ifo by the slow axis. The Jones matrix formalism describes
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the operation of the waveplate by,

UWP(0) =

0

B@
e�ife 0

0 e�ifo

1

CA⌘

0

B@
1 0

0 e�ij

1

CA , (2.4)

where we have extracted the global phase e�ife . This is possible as we are only interested in
the relative phase between the electric field components.

We can generalise this description to include the rotation of the waveplate by an angle q
with respect to the fast axis [68]. The rotation of the waveplate’s optical axis may be described
by

UWP(q) = R(�q)UWP(0)R(q) (2.5)

=

0

B@
cos2 q + e�ij sin2 q (1� e�ij)sinq cosq

(1� e�ij)sinq cosq sin2 q + e�ij cos2 q

1

CA , (2.6)

where R(q) is the rotation matrix given by

R(q) =

0

B@
cosq sinq

�sinq cosq

1

CA . (2.7)

The behaviour of a waveplate is characterised by the relative phase imparted between
the electric field components. It follows that a suitable relation between the thickness and
birefringence of the material results in a controlled phase shift between the orthogonal electric
field components, thereby altering its polarisation [108]. The half-waveplate (HWP) and the
quarter-waveplate (QWP) are essential to achieve full polarisation control. Following Eq. 2.6,
the Jones matrix description for a HWP is [110],

UHWP(q) =

0

B@
cos(2q) sin(2q)

sin(2q) �cos(2q)

1

CA , (2.8)

where the phase is retarded for a half wavelength, j = p , converting rectilinear polarisation
to superpositions of linear polarisation. Similarly, the Jones matrix description for a QWP
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is [110],

UQWP(q) =

0

B@
cos2 q + isin2 q (1� i)sinq cosq

(1� i)sinq cosq sin2 q + icos2 q

1

CA , (2.9)

where the phase is retarded for a quarter wavelength, j = p/2, converting linear polarisation
to circular polarisation. Using a combination of waveplates, one can generate any state on the
Poincare sphere from a horizontally polarised state (see Table 2.1 for appropriate examples).

Output state |Ri |Li |Hi |V i |Di |Ai

HWP(q1) 0 0 0 p/4 p/8 �p/8

QWP(q2) p/4 �p/4 0 0 0 0

Table 2.1 Polarisation control of an input horizontally polarised state using waveplates. The
waveplate angles are specified relative to the fast axis.

The HWP and QWP were experimentally exercised with the setup and the results are shown
in Fig. 2.2. Here, horizontally polarised light was directed through a HWP to a polarising beam
splitter (PBS). This projects the beam into the horizontal or vertical polarisation basis. The
output ports of the PBS were observed using a CCD camera (see Fig. 2.2(b)). The PBS was
then replaced by a polarisation grating (PG) which spatially separated circular polarisation
components, allowing the characterisation of a QWP in Fig. 2.2(c). The effect of a HWP on
circular polarised light was also characterised, in Fig. 2.2(d), using a combination of a QWP
and HWP. The results showed good correlation with the theory derived using the Jones matrix
representation.

2.1.2 Generating and detecting OAM modes

Modes of light carrying OAM can also be generated using optical elements which are designed
with careful control of the thickness or refractive index of the medium. This can be done using
spiral phase plates, which rely on the varied thickness and uniform refractive index to impart
OAM. Similarly, the same phase change can be imparted by varying the refractive index and
fixing the thickness of the medium. Computer controlled liquid crystal displays called spatial
light modulators (SLMs) allow each pixel’s refractive index to be tailored by an appropriately
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Fig. 2.2 Experimental waveplate characterisation. (a) Setup used to test waveplate operations
in the linear (top row) and circular (bottom row) polarisation bases. Experimental results for
horizontally polarised light incident on (b) a HWP and (c) a QWP. (d) Experimental results for
circularly polarised light incident on a HWP. Insets above the graphs show the intensity profile
detected by the CCD for various waveplate angles.

applied voltage. SLMs offer the advantage of digital control over the dynamic phase to add
OAM to a light beam. As we will discuss, this also works in reverse, in that it can also remove
OAM, perfect for OAM detection.

Spiral phase plates

A spiral phase plate (SPP) is an optical element, often made of fused silica, with a gradually
increasing helical path length and uniform refractive index (see Fig. 2.3). The working principle
of a SPP depends on the gradual thickness variation of the plate, which increases proportionally
to the azimuthal angle f around the center of the plate. This imparts a helical transverse profile
that carries OAM [111].
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Fig. 2.3 Generation of OAM modes using a spiral phase plate. The gradual spiral thickness
of the plate imparts a helical phase with OAM ` proportional to the refractive index and step
height DL.

The step height, DL, of a SPP with a refractive index, n, is determined and constructed for a
particular wavelength l and desired OAM charge `. The relation is given by [111],

`=
nDL
l

. (2.10)

where the step height is given in units of 2p . Since the step height is sufficiently small, the
paraxial regime still holds such that a SPP can be considered to only operate on the phase of
the light transversing through it. This imparts an azimuthally dependent dynamic phase given
by e�i`f . This phase is characterised by the topological charge ` and defines a phase singularity
at the center, demonstrating the formation of the helical nature of OAM beams (see Fig. 2.3).

A clear disadvantage, however, is that SPP are wavelength and charge specific. Moreover,
increasing the number of spirals (i.e., topological charge), decreases the diffraction efficiency
of the plates as the resolution of the spiral surface decreases.

Spatial light modulators

An azimuthally dependent dynamic phase can also be achieved using digital holograms encoded
onto a SLM, where by the refractive index of the medium is varied in contrast to its thickness.
SLMs comprise of liquid crystals interfaced between two arrays of electrodes (see Fig. 2.4).
Liquid crystals have properties between conventional liquids and solid crystals, such that they
can be oriented in a crystal-like manner. The crystals orientations are structured to be aligned
parallel to the electrodes and can be further orientated in the direction of an applied voltage
between the electrodes [112]. Because of the birefringence of the crystals, the tilt control
of the crystals enables the tailoring of the refractive index of each crystal [68]. Following a
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similar argument to the working of a waveplate, this process can be used for dynamic phase
control. Further, clever manipulation of phase-only SLMs also allows for complex amplitude
modulation [113].

Fig. 2.4 An illustration of a liquid crystal SLM. A zoomed in schematic shows how the grey-
level encoded in a hologram translates into an electric field applied across the pixel arrays. The
electric field orients the liquid crystals, changing the refractive index and thus the phase of an
incident wave.

The display of the Holoeye Pluto SLM used has a 1920⇥ 1080 pixel resolution. Each
pixel is 8µm with a 50 Hz refresh rate and an 8-bit encoding capacity, corresponding to a 0
to 2p phase shift. As such, grey-scale computer holograms ranging from 0 (black) to 255
(white) can be displayed on the SLM, with the grey-level corresponding to the voltage applied
in order to achieve the desired phase shift. A summary of the several methods for encoding
these holograms can be found in Ref. [114]. This electrically controlled birefringence allows
for rapid control and generation of OAM modes. Additionally, the holograms can be digitally
re-positioned offering great control over the quality of the generated modes.

Modes of light that carry OAM can then be generated using SLMs by encoding a grey-scale
phase-map associated with the desired mode. The transmission function used to describe the
required phase-mapping for OAM modes is given by,

T (f) = ei`f , (2.11)

where ` is the azimuthal index describing the topological charge and f is the azimuthal angle.
A Gaussian beam (`= 0) interacting with a hologram encoded with this transmission function
would generate a helical beam carrying OAM proportional to `, as seen in Fig. 2.4. The
topological charge ` can be easily varied making SLMs extremely versatile in dynamic phase
OAM generation.
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Fig. 2.5 Generation of OAM modes using a SLM. An azimuthal phase hologram encoded on
the SLM will impart a helical wavefront to an incident beam. A diffraction efficiency of 80%
means that the unmodulated light will interfere with the generated mode along the propagation
axis. The addition of a grating to the spiral phase hologram (forming a forked hologram) allows
for the spatial separation of the desired mode from the unmodulated incident beam.

However, SLMs are diffractive optical elements and as a result not all incident light is
modulated by the the hologram. This is due to the structure of the liquid crystal display and the
diffraction efficiency of the device (which in our case is only 80% efficient). Consequently,
the unmodulated (zeroth order) beam will also propagate along the same axis as the diffracted
first order, interfering and distorting the quality of the desired mode. This is easily overcome
by superimposing a periodic grating on the phase-map hologram. The grating separates the
zeroth and first diffraction order, in which the desired first order mode can then be isolated (see
Fig. 2.4). The transmission function with the grating becomes

T (f) = ei`f+2p(x/tx+y/ty), (2.12)

where x and y are Cartesian positions and ti is the respective grating period. These holograms are
called forked diffraction gratings, due to their characteristic fork prongs which are proportional
to the azimuthal index. The grating can be used to control the axis of propagation of the desired
mode. Moreover, multiple modes can also be multiplexed on the same hologram, each with a
unique grating, such that each mode is sent to a different position in space [115]. Using this
technique, a Gaussian beam incident on a multiplexed hologram, with the desired transmission
function for `= 1,2,3 each with unique grating, allows for the generation of all three modes in
one step.
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Due to the reciprocity of light, a SLM can also be used to remove OAM from an incident
beam. For example, a beam with a topological charge ` incident on a forked hologram, encoded
with the conjugate transmission function T ⇤(f) = e�i`f , will be modulated back into a Gaussian
mode (`= 0) resulting in an on-axis intensity. This is a well established technique for detecting
OAM modes of a particular charge [116]. When combining this method with a single-mode
fibre (SMF), for which a Gaussian mode offers the maximum coupling efficiency, we realise a
match-filtering detection system. Various match filters can also be multiplexed with unique
gratings, such that the filters yielding an on-axis intensity correspond to OAM components of
the unknown spatial mode. This reverse process enables us to perform projective measurements
on an unknown spatial mode, effectively characterising the state via modal decomposition [117].

Next, we explore mathematically why this is possible. We begin by exploiting the orthonor-
mality of the basis modes to determine the correlation coefficients c of each contributing basis
mode. To calculate this modal overlap, we simply take the inner product between the input
field y(r) and the basis modes f(r) [118],

c = hf |yi=
ZZ

f⇤(r)y(r) d2r, (2.13)

where r = (x,y) is the spatial coordinate in the transverse plane and ⇤ indicates the complex
conjugate. Here, the complex conjugate of a basis mode (i.e., f⇤(r)) is what we refer to as
the match filter [116]. Furthermore, the overlap probability describing the correlation between
the two modes is given by |c|2, where orthogonal modes correspond to a zero correlation
|c|2 = 0. The integral can be performed optically by a lens, equivalent to performing the Fourier
transform of the product field f⇤(r)y(r). This yields the state,

A(kx,ky) =
ZZ

f⇤(x,y)y(x,y)e�i(kxx+kyy) dxdy, (2.14)

where kx,ky are the transverse wave vectors in Cartesian coordinates. The field evaluated at the
center, (kx,ky) = (0,0), results in

A(0,0) =
ZZ

f⇤(r)y(r) d2r = c, (2.15)

whereby the on-axis field intensity at the focal plane describes the modal overlap weighting
I(0,0) = |A(0,0)|2 = |c|2.

Using the techniques discussed, we experimentally demonstrate the generation and detection
of OAM modes with SLMs. The experimental setup is shown in Fig. 2.6(a). The modes were
both generated and decomposed using amplitude and phase modulation on SLMs. A collimated
horizontally polarised HeNe laser beam was directed to a SLM encoded with the desired OAM
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transmission function, resulting in the first diffraction order possessing the required structure.
The generated mode was imaged onto the second SLM, encoded with a match filter. The optical
inner product between the generated mode and a match filter was performed by the Fourier
transformation of a lens. The on-axis intensity at the Fourier plane was recorded with a CCD
camera. Here, maximum on-axis intensity indicates that the prepared and measured modes
correlate and an on-axis null indicates no correlation (see Fig. 2.6(b)). The results for the
generation and detection of OAM modes raging between `= [�4,4] are depicted as a density
matrix, shown in Fig. 2.6(c). Here, the diagonal elements in the density matrix indicates that the
detection of the OAM modes correspond with the modes generated. The off diagonal elements
indicate the overlap between orthogonal modes. System aberrations resulting in negligible
cross-talk may be seen in the off diagonal elements closest to the diagonal.

Fig. 2.6 Modal decomposition using SLMs. (a) Simplified experimental setup used to generate
and detect OAM modes. (b) Example of the detected intensity profiles for the generated `= 1
beam incident on various match filters. Match filters yielding an on-axis intensity correspond
to OAM components of the unknown spatial mode. (c) Experimental results for the generation
and detection of OAM modes raging between `= [�4,4]

Overall, the dynamic phase control offered by SLMs has proven to be an effective tool for
both the generating and decomposition OAM modes. The ability of generating and uniquely
detecting specific modes is essential in quantum communication, where by each mode can then
be encoded with information.
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2.2 Geometric phase control

In addition to the dynamic phase, a geometric phase can be introduced to a system. This phase
results from an adiabatic altering of parameters in a closed loop path [119]. Pancharatnam
observed this extra phase acquired by light waves from the cyclic evolution of light polarisation,
which he deemed was due to the geometrical properties of the system [120]. Later, Berry
generalised this description for a non-relativistic quantum system adiabatically traversing a
closed loop path in parameter space [121]. Specifically, when the Hamiltonian of the system
undergoes an adiabatic evolution along a closed curve W in the parameter space (i.e., a state
undergoes a set of operations which bring the state’s parameters back to the initial state), then
a state that remains an eigenstate of the system develops a geometrical phase which depends
only on W.

Of interest to this dissertation, the geometric phase incurred from polarisation considerations
is often referred to as the Pancharatnam-Berry phase (a popular review can be found in
Ref. [122]). In particular, it describes the phase change due to the cyclic evolution of the
polarisation state of a light beam and is dependent only on the shape of the corresponding
closed loop path on the Poincare sphere, but applies only if the polarisation state is parallel
transported along its trajectory.

We consider the manifestation of this Pancharatnam-Berry phase from the intensity-
preserving linear optical transformations of a set of waveplates. However, since the bire-
fringence of the optical medium introduces a dynamic phase, the action of the waveplates
cannot be purely described as parallel transport, and hence is described by non-geodesic
paths [123]. In such cases, the total phase for a closed path is the sum of the geometric phase
and the dynamic phase. However, it has been shown that paths produced by a set of waveplates
can be decomposed into geodesics if the initial and final states are connected via eigenstates of
the waveplates [124]. With such a construction any closed path produced by a set of waveplates
can be expressed as consisting of purely geodesics, with the total phase incurred being purely
geometric.

This is illustrated in Fig. 2.7, showing the mapping of a set of waveplate operators trans-
porting the state of the system along a geodesic on the Poincare sphere, as long as the states are
connected by an eigenstate of the waveplate (see Ref. [125]). Here, we consider the mapping
of horizontal polarisation (A) to left circular polarisation (B) by means of a QWP at �p/4, and
then to right circular polarisation (C) by a HWP at an arbitrary angle a . Another QWP at �p/4
maps the polarisation back to the initial horizontal polarisation state (A’), forming a closed loop
path, but with a geometric phase. At the end of the path, the state at A’ is phase-shifted relative
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to the initial state at A, with the relation being,

hyA|yA0 i= e
�iW

2 = e�ia . (2.16)

Here, the incurred geometrical phase is proportional to half the solid angle, W = 2a , bounded
by the geodesic triangle ABC on the sphere. If the angle of the HWP is increased by b then the
area enclosed by the path will increase by 2b , thus increasing the magnitude of the geometric
phase by b . It follows that the induced geometric phase is inherently unbounded, i.e., it can
be increased indefinitely. This has many applications in optics including phase and frequency
shifters and interferometers.

Fig. 2.7 Intuitive illustration of the geometric phase acquired by light transversing a set of
waveplates. (a) Horizontally polarised light is mapped to left circular polarisation by means
of a QWP(�p/4), then to right circular polarisation by a HWP(a) rotated at some arbitrary
angle and finally back to horizontal polarisation by a further QWP(�p/4), with an additional
geometric phase. (b) This mapping forms a closed loop path, depicted in polarisation parameter
space. The geometric phase imparted is equal to half the solid angle W = 2a enclosed by the
path loop.

Note that, in this case, the geometric phase occurs sequentially, evolving in time. However,
spatially-varying geometric phase control has been shown to be possible across individual
points of the transverse profile of a beam, using optically inhomogeneous and anisotropic
media like orientated liquid crystals in q-plates (QPs) [126–129]. A novel approach is to
use metasurfaces [130, 131] which utilise nanostructures to shape the light wavefront at
will [132, 133].
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2.2.1 Generating vector modes with q-plates

The generation of OAM modes with SPPs or SLMs results in separable degrees of freedom,
in that the polarisation and OAM components can be treated independently. Vector modes,
however, have a non-separable polarisation and OAM coupling. Here, an operation on one
degree of freedom affects the outcome of the other [98]. These spin-orbit coupled modes
thus require a different generation method. Initial techniques relied on linear dichroism [134]
or axial birefringence [135, 136] in intra-cavity implementations to constrain a laser cavity
to oscillate, producing a cylindrically symmetric vector mode. A combination of dynamic
phase control offered by SLMs and interferometers have also been used to generate these
modes, but phase instability is a challenge [137], however, this technique is later used to
generate high-dimensional vector modes, by superimposing a scalar and vector mode using
a path interferometer. More recently, spatially varying geometric control has been used to
generate vector modes with QPs [126] and metamaterials [130]. The principle of operation
is similar to that described for HWPs but with locally varying birefringence in anisotropic
materials [126]. Traditionally, this is achieved using liquid crystals with spatially varying
orientations. The development of the QP has afforded many applications including optical
trapping [138], quantum walks [107] and robust QKD communication [103].

Fig. 2.8 Illustration of spin-orbit coupling using a q-plate with spatially varying fast axes.
Geometric phase control is used to generate (a) scalar modes with homogeneous polarisation
and (b) vector modes with with inhomogeneous polarisation.

Next, we consider the operational principles behind how the QP achieves spatially varying
geometric phase control. This may be thought of as a grid of tiny waveplates varying in
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orientation, such that the direction of the slow and fast axes of each grid coordinate can be
independently specified, as seen in Fig. 2.8. An incident wave will then experience a different
refractive index and thus a different polarisation change at each point. The relative phase
acquired across the entire wave is azimuthally dependent, causing the wave to twist in a helical
form and gain OAM. The orientation of the optic axis, in polar coordinates, is given by a
geometrical parameter [139]

a(r,f) = qf +a0. (2.17)

Here, q is the azimuthal index and a0 is the angle specifying the initial orientation formed by
the optical axis from the x-axis. Assuming that the individual liquid crystals behave like HWP
rotated by the parameter a(r,f), the operator describing the q-plate action in the linear basis is
then,

UQP(a(r,f)) = R(�a(r,f))UHWP(0)R(a(r,f)) (2.18)

=

0

B@
cos(2a(r,f)) sin(2a(r,f))

sin(2a(r,f)) �cos(2a(r,f))

1

CA . (2.19)

A global phase can be factored out which is equivalent to setting a0 = 0, this results in a tuned
q-plate with the operator,

UQP(q,f) =

0

B@
cos(2qf) sin(2qf)

sin(2qf) �cos(2qf)

1

CA . (2.20)

A more intuitive understanding is exemplified by considering the action of a q-plate on
right and left circularly polarised light. The output fields after the QP, calculated according to
Eq. 2.3, are

Eout = UQP |Li= ei2qf |Ri , (2.21)

Eout = UQP |Ri= e�i2qf |Li . (2.22)

It follows that the polarisation of the output field has the opposite handedness compared to the
initial field. Additionally, the output field acquires an overall geometric phase e±i2qf , resulting
in an OAM transfer of `=±2q} per photon, depending on polarisation handedness of the input
field (see Fig. 2.8(a)). Hence, the operation of a QP on circularly polarised light, using Dirac
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notation, is given by

UQP |Li |`i= |Ri |`+2qi , (2.23)

UQP |Ri |`i= |Li |`�2qi . (2.24)

Therefore, any arbitrarily polarised light field will be transformed according to,

UQP(a |Ri |`i+b |Li |`i) = a |Li |`�2qi+b |Ri |`+2qi , (2.25)

where a and b are arbitrary weighing functions satisfying a2 +b 2 = 1. Using an arbitrary
polarisation other then circular polarisation, will result in the generation of a vector mode, in
which the spin and orbital angular momentum components will be classically entangled and
non-separable. For example, as depicted in Fig. 2.8(b), horizontally polarised light incident on
a QP will generate the radial vector mode, with an equal superposition of left and right circular
polarisation. Therefore, by exploiting the linearity of waveplates discussed earlier, we can
generate any state on the HOPS. Our vector mode basis, |y`,q i= 1/

p
2(|Ri |`i+ eiq |Li |`i),

can be produced using a combination of waveplates and QP as shown in Table 2.2, of which
the reverse order serves as a detector for the vector modes.

Output state |y`,0i |y`,pi |y�`,0i |y�`,pi

HWP(q1) - p/4 - p/4

QP(q) 1/2 1/2 1/2 1/2

HWP(q2) - - 0 0

Table 2.2 Generation of vector modes from horizontally polarised light, using a combination of
HWPs and q-plates. The waveplate angles are specified relative to the fast axis.

The action performed by the q-plate is called spin to orbit conversion, whereby this mapping
allows for the control of the output OAM using the input polarisation, or vice versa. This
control, as we will see, is very useful for transferring the information contained in one degree
of freedom into the other [140], perfect for the realisation of quantum communication.
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2.2.2 Dove prisms for spatial image rotation

The concept of geometric phase applies equivalently to spatial image rotation as it does to
light polarisation [141]. This has important applications in classical and quantum protocols
necessitating polarisation preserving phase control. The Dove prism (DP) is a key optic element
offering image rotation control, particularly for the OAM degree of freedom [142]. Here, the DP
operation flips the spatial profile in a transverse direction, leaving the spatial profile unchanged
in the opposite transverse direction. This mode transformation can be interpreted as a geometric
phase effect [143]. In particular, we interpret the rotation shift of the spatial profile as evolution
of this geometric phase in time. It should be noted that a rotated DP can also introduce
unwanted polarisation changes for highly focused beams [144]. The DP operation makes for
useful techniques in OAM manipulation, including interferometric methods for measuring the
OAM of single photons [145] and the measurement of LG beams superpositions [146].

One may best appreciate the interpretation by considering the evolution of the helicity vector
k̃ = (�1)nkn, where kn is the propagation vector after n reflections [147]. Here, the helicity
vector accounts for the inversion introduced by each internal DP reflection. Light transversing
through the imaging system of the DP can then be mapped onto a unit sphere, similar to the
Poincare sphere, whereby connecting the points forms a closed loop path representing the
angle accrued by the rotation of the image. This is shown in Fig. 2.9, which illustrates the
equivalence of the geometric phase shift for OAM carrying beams after transmission through
DPs. In Fig. 2.9(b) an extra mirror inversion is necessary in order to compare it with the initial
state. The effect of the mirror inversion can be accounted for by a change in the sign of the
geometric phase [147]. The image rotation is equivalent to 2p � 2g or p � 2g for systems
with even or odd number of DP reflections, respectively. In both cases, this corresponds to a
geometric phase dependent on twice the angle of the DP. There is also a spatial dependence on
the image rotation that is related to the topological charge of the beam. Hence, a DP rotation of
g results in an induced geometric phase of ei2g` [144].

The operator describing the action of the DP with respect to the orthogonal OAM states,
|�`i= [0 1]T and |`i= [1 0]T , can be written as,

UDP(g,`) =

0

B@
e�2ig` 0

0 e2ig`

1

CA . (2.26)

The ability of a DP to rotate the cross-sectional phase profile of a beam allows for the control
of the relative phase difference between OAM modes. This makes DPs specifically useful for
the manipulation of OAM degree of freedom in vector modes.
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Fig. 2.9 Illustration of the equivalence of the geometric phase shift for OAM carrying beams,
in helical vector k̃-space, after transmission through (a) two consecutive DPs oriented with a
relative angle g and (b) a DP oriented at g with a (dashed) closing geodesic, performed by a
mirror.

Next, we characterise the operation of both the QP and DP inline with the above. Consider-
ing the OAM subspace spanned by |`|= 1, we generate spin-orbit coupled modes according
to Table 2.2, using a combination of waveplates and a q-plate to control the geometric phase
of light. The different states were then deterministically detected using a combination of
multi-path interference and geometric phase control, adapted from Ref. [148] (see Fig. 2.10(a)).
A DP was used to impart a relative phase between the OAM superpositions. The mode was
mapped into two paths (a and b) using a polarisation grating, which projects the photons into
left and right circular polarisation dependent paths. The output mode is path dependent,

|y1,0i= |Ria |1ia + e4ig |Lib |�1ib , (2.27)

where the subscript a and b refer to the polarisation dependent paths. The photon paths
were then interfered at a 50:50 beam splitter (BS). The polarisation information is thus path
dependent and henceforth we will drop the polarisation kets in the expression. The resulting
state after the BS is

|y 0
1,0i= (1� e4ig) |1ic + i(1+ e4ig) |�1id , (2.28)
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where the subscript c and d refer to the output paths of the beam splitter. By appropriately
adjusting the DP angle, constructive interference will occur in one of the two output ports.

Fig. 2.10 (a) Experimental setup and (b) results for vector mode generation and detection of
|y1,0i and |y1,pi, using a combination of multi-path interference and geometric phase control.
By appropriately adjusting the DP angle g , constructive interference will occur in one of the
two output ports, as seen in the insets above the graph.

The results for the prepared and measured vector states, characterising the q-plate and DP, is
shown in Fig. 2.10(b). The graph shows the normalised intensity recorded using a CCD camera,
for the detection of the vector states, |y1,0i and |y1,pi. This shows that by using the acquired
tools for geometric phase control, we can generate and detect orthogonal superpositions of our
vector basis, essential for realising a quantum communication protocol.

2.3 Conclusion

In this chapter, we have explored the use of dynamic and geometric phase control for generating
and detecting spatial modes of light. The dynamic phase control offered by waveplates was
characterised for the ability to introduce a phase shift between the orthogonal components
of a photon’s electric field and thus manipulating its polarisation state. We experimentally
investigated digital holography, through amplitude and phase modulation encoded on SLMs,
as a technique to both generate and decompose OAM modes. Additionally, we used a system
comprising of a SLM, encoded to produce a Gaussian beam in the desired diffraction order,
coupled into a single mode fibre to perform digital projective measurements. This is analogous
to an inner-product in quantum mechanics and reveals the OAM content of the photons. The
dynamic phase control offered by the SLMs and waveplates proved to be an effective tool for
generating, manipulating and detecting OAM modes with interesting applications in quantum
communication.
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Additionally, we also examined the geometric phase control offered by a q-plate to generate
spin-orbit coupled modes. We showed that this is very useful for transferring the information
contained in one degree of freedom into the other. Furthermore, we experimentally characterised
the operation of a q-plate and a Dove prism to manipulate the spin and orbital components of
light. Using a combination of multi-path interference and geometric phase control, we showed
that we could deterministically generate and detect orthogonal superpositions of vector modes.

The toolbox presented here covers the essential optical elements and techniques required
for the realisation of quantum cryptographic protocols, with particular interest in utilising the
high-dimensional state space offered by the OAM degree of freedom.



Chapter 3

Entangled source characterisation

As previously discussed, entanglement is a quintessential property differentiating quantum
protocols from their classical counterparts. The formulation of Bell’s inequality [82] and later
its generalisation, the Clauser-Horne-Shimony-Holt (CHSH) inequality [149], ushered in many
practical experiments to test the efficacy of quantum theory and the proposed local hidden
variable theories. The slew of experiments that followed, using maximally entangled states,
showed the violation of these inequalities, verifying the quantum mechanical predictions of
entanglement and nullifying the notion of any hidden variables [150, 151]. This led to a quest
for an effective means of generating these states.

Initially, entangled photons were generated from the atomic cascade decay of mercury [151,
152] or calcium atoms [83, 84, 153]. The photons generated in this way are radiate over a full
solid angle and their time of emission is also unknown, making their detection very difficult and
inefficient. Later, a more suited technique was demonstrated by Burnham and Weinburg [154]
showing the simultaneous detection of two spatially separated photons generated from sponta-
neous parametric down-conversion (SPDC) in an excited non-linear crystal. The momenta and
temporal components of the down-converted photons exhibit entangled properties governed
by conservation laws, referred to as phase matching conditions. These conditions force the
generated photon pairs within a narrow cone of light, constraining the direction of the photon
emission. This makes SPDC more favourable over the atomic cascade technique.

In this chapter, we explore the SPDC technique to generate two photon entangled pairs,
which will later be necessary for our realisation of quantum cryptographic protocols. We further
experimentally verify and characterise the entanglement of our system by performing three
quantum measurements including spiral bandwidth measurement, Bell’s inequality violation
and full state tomography.
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3.1 Spontaneous parametric down-conversion

Initially popularised as parametric noise or fluorescence [155, 156], spontaneous parametric
down-conversion (SPDC) is a non-linear process in which a high frequency pump excites
polarisation dipoles within a non-linear crystal, resulting in the random emissions of entangled
signal and idler photons with lower frequencies, as in Fig. 3.1(a). The excitation causes
the atoms to populate virtual energy levels permitted by the uncertainty principle and their
depopulation results in fluorescent scattering of an entangled pair of photons. If the emitted
photons have the same frequency the process is said to be degenerate and propagates as
concentric cones centred around the pump axis, otherwise it is said to be non-degenerate.

Fig. 3.1 An illustration of spontaneous parametric down-conversion in non-linear crystals. (a) A
high frequency pump photon, p, is spontaneously converted into two lower frequency photons,
called signal, s, and idler, i, photons for historic reasons. The generated photon pairs propagate
with a opening angle a between them. (b) The energy and (c) the momentum of the system
are conserved, where w and k are the frequency and wavevectors, respectively. These phase
matching conditions constraining the generated photon pairs to a collinear or non-collinear
emission.

Throughout the process no energy is dissipated or transferred to the photons by the material.
Both the energy and the momentum of the system are conserved in the decay process, such
that the signal and idler photons must have summed energies and momenta equal to that of the
pump photon (see Fig. 3.1(b,c)). This is known as the phase matching conditions, given by

wp = ws +wi, (3.1)

kp = ks +ki, (3.2)

where w and k are the frequency and wavevectors of the signal (s), idler (i) and pump (p)
photons. It then follows that a measurement of the signal photon with a precise energy and
direction, causes the correlated idler photon to have a definitive direction and energy. Following
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the same reasoning, the total orbital angular momentum of the system is also conserved,
resulting in OAM correlations between the down-converted photon pair [157].

It may seem as if there are infinite possibilities that satisfy the above phase matching
conditions, however this is not true as each photon will experience a different refractive index
due to the dispersion in the non-linear crystal (i.e., variation of the refractive index with a
change in frequency) [158]. Providently, the non-linear crystal is also birefringent. This allows
for the dispersion to be counterbalanced by the birefringence, achieving two different types
of phase matching. When the phase matching produces photon pairs of the same polarisation,
orthogonal to that of the pump photon, the process is called Type-I. On the contrary, when the
phase matching produces photons of orthogonal polarisation, with one photon and the pump
having the same polarisation, we call it Type-II. Herein we use Type-I SPDC phase matching
to generate our OAM entangled photons.

By controlling the birefringence of the crystal, either by temperature or tilt angle (depending
on the crystal’s properties), we can control the phase matching conditions. We make use of a
b -Barium Borate (BBO) crystal in which this control is offered by adjusting the propagation
axis of the pump photon relative to the crystal’s optical axis. A phase mismatch causes the
opening angle a between the generated photon pairs to change, characterising the system from
collinear to non-collinear. For a collinear system, both photons propagate in the same direction,
whereas for a non-collinear system, they move in a divergent manner, in which the diameter of
the cone depends on the angle between the pump beam and the optical axis of the crystal.

The efficiency of the process is contingent on the balance between the energy and frequency
of the pump source. In other words, the photon pair generation could be improved by increasing
the energy of each pulse at the cost of the increased probability of multiple pair generation
within the same laser pulse. A thicker crystal will generate a broader OAM spectrum but at
the risk of producing more photons pairs per pulse [159]. Furthermore, the pump waist wp

relative to the signal and idler waist ws,i also affects the generated OAM spectrum, where more
modes become strongly correlated with an increase in ratio. This ratio is given as g = wp/ws,i,
indicating that a larger pump beam is preferable over a tightly focused beam [160]. However,
while an the OAM spectrum does increase with g , it comes at the cost of losses in the photon
count rate [159]. The opening angle of the SPDC state has also been shown to affect the number
of usable OAM modes [161].

3.1.1 SPDC quantum state

The core theory of the SPDC process can be described in great quantitative detail using the
idea of parametric non-linearity, in which the quantum state of a non-linear material remains
unchanged when interacting with an optical field [162]. Here, however, we will provide a



3.1 Spontaneous parametric down-conversion 52

semi-quantitative description, describing the spatial structure of the generated quantum state in
terms of a mode decomposition of an appropriate OAM basis. The emitted two photon quantum
state is given by [162],

|ySPDCi=
Z

dqsdqiF(qs,qi)â
†(qs)â

†(qi) |0,0i , (3.3)

where |0,0i is the multimode vacuum state, â†(qs) and â†(qi) are the photon creation operators
for the signal and idler modes with the respective transverse components qs and qi, of the wave
vectors ks and ki. The subscripts s, i merely distinguish the two photons (called the signal
and idler photons for historical reasons). Here, F(qs,qi) describes the mode function of the
pump photon (denoted by the subscript p), which results from the conservation of energy and
momentum that are inherent in the parametric process.

For a crystal of finite thickness L in the longitudinal direction and transverse length much
larger than the pump beam size, F(qs,qi) is described by

F(qs,qi) = Ẽp(qs +qi)

s
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p2kp
sinc
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e
�iDkL

2 , (3.4)

where the phase mismatch is given by Dk = |qs�qi|2
2kp

. We note that the equation above has been
simplified by replacing the wave vector k by the transverse component q and the correspond-
ing corresponding angular frequency w (for an in depth derivation see Ref. [163]). Further,
Ẽp(kp) = Ẽp(q)d (w �wp), where Ẽp(q) is the Fourier transform of Ep(r) the spatial distribu-
tion of the pump at the input face of the crystal, which in our case is a Gaussian distribution
with a beam waist wp, given by

Ep(r) =

s
2

pw2
p

e
�r2
wp . (3.5)

In principle the spatial mode of the pump beam can be tailored as desired, which will be
elaborated in a later chapter.

The produced SPDC state can be decomposed using any complete orthonormal basis. We
choose the well-known Laguerre-Gaussian (LG) modes, LG`

p(q), as the complete basis for
the vector space of each photon [163]. Here, ` is the azimuthal index (a photon with such an
azimuthal index possesses orbital angular momentum of }`), p the radial index, and q 2 R2 is
the 2-dimensional wavevector component transverse to the optical (ẑ) axis. Note that LG`

p(q),
the momentum space representation of an LG mode, is the Fourier transform of a real space LG
mode solution. With this, the entangled biphoton state |ySPDCi can be written as a superposition
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of LG modes

|ySPDCi= Ầ
s,`i

ps,pi

C`s,`i
ps,pi

|`s, psi |`i, pii , (3.6)

where |`, pi=
R

dqLG`
p(q)â†(q) |0i is the state of a photon in an LG mode with indices `, p;

â† is the usual creation operator, |0i is the vacuum state, and the subscripts s, i distinguish the
two photons. The probability amplitudes C`s,`i

ps,pi fully characterise the entangled biphoton state.
The joint probability of finding the signal (idler) photon in the |`s, psi (|`i, pii) state upon a
joint projective measurement, is given by |C`s,`i

ps,pi |2, where

C`s,`i
ps,pi

µ
Z

dqsdqiF(qs,qi)
h
LG`s

ps(qs)
i⇤ h

LG`i
pi
(qi)

i⇤
. (3.7)

By conservation of momentum, the OAM of the input pump photon equals the sum of the
OAM values of the signal and idler photons it gives rise to, `p = `s + `i [157]. Furthermore,
assuming a Gaussian pump beam (where `p = 0 = pp) and perfect phase matching conditions,
the entangled photons have equal but oppositely charged OAM values, `⌘ `s =�`i.

Using this description, we will explore the spatial entanglement of two photon states to reach
a high-dimensional Hilbert space for the subsequent realisation of robust high-dimensional
quantum communication protocols. As will be discussed in the next section, a combination
of SLMs and single mode detection fibres are used for coincidence measurements at spatially
separated detectors. Since the experimental projective measurement process is sensitive only
to different OAM charges and hence implicitly projects onto only the p = 0 radial index. The
prepared SPDC state becomes

|ySPDCi= ẦC` |`is |�`ii , (3.8)

with C` the probability amplitude weighting for the |`is |�`ii state. Therefore, performing a
joint coincidence measurement on the state |mis |�mii (i.e. projecting onto state |mi and |�mi
in the signal and idler arms, respectively) picks out the corresponding amplitude Cm. Therefore,
the probability of measuring the state |ySPDCi to be in the `th mode is given by |C`|2. Finally,
we will characterise the system to identify the number and degree of OAM entangled modes
participating in the output SPDC state of our system.
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3.2 Optical setup

Following the above description of the SPDC process, we realise a standard degenerate Type-I
SPDC process using a b -Barium Borate (BBO) crystal. Figure 3.2 shows a simple schematic
of the experimental setup used to characterise the down-converted photons. Here, a 355
nm mode-locked ultraviolet pulsed laser with an average power of 350 mW was incident on
the crystal, producing 710 nm down-converted photons. The pulse frequency of the laser
is 80 MHz, containing approximately 109 photons per pulse. Since the SPDC process is
notoriously inefficient with an average rate of 1 photon pair in every 105 pulses, this equates to
a down-conversion efficiency of 10�14 per photon.

Fig. 3.2 Experimental setup for the characterisation of generated entangled photon pairs from
spontaneous parametric down-conversion. A 355 nm mode-locked ultraviolet pulsed laser was
used to pump a b -Barium Borate (BBO) crystal, producing 710 nm down-converted photons
pairs. The photon pairs were spatially separated using a D-shaped mirror (DM) and imaged to
separate spatial light modulators (SLMs) using lens f1 and f2. The SLMs were used to perform
measurements by modulating the photons with various OAM modes. These planes were then
imaged using f3 and f4 to single mode fibres (SMFs). Band pass filters (F) were placed after
the crystal and before the SMFs to only allow the 710 nm photons. Each SMF was connected to
an avalanche photon detector (APD) and measured in coincidence with a 12.5 ns simultaneous
arrival time window. A CCD camera was used to image the crystal plane for alignment.

Initially, we characterised the transition of the down-converted light from a collinear to
a non-collinear ring-like geometry, by adjusting the optical axis of the crystal relative to the
propagation axis of the pump photon. The far-field intensity profile of down-converted field
was imaged from the crystal plane to a CCD camera, using a pop-up mirror and lens. A 710
nm band-pass filter with 10 nm bandwidth was placed after the crystal and another was placed
before the camera to only allow the down-converted 710 nm photons. The experimental images
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are shown in Fig. 3.3(b), where the most probable correlated photons positions are located
at opposite edges of the ring, indicated by red dashed circles. Since we were interested in
exploring the high-dimensionality of the OAM Hilbert space, we performed our experiments in
the non-collinear regime to increase the number of accessible OAM modes. We calculated our
ratio to be g = 2 which is a reasonable ratio according to Ref. [160], balancing the count rate
efficiency and the OAM spectrum.

Fig. 3.3 Imaging the generated entangled photon pairs at the crystal plane. (a) Experimental
setup used to image the crystal plane with lens f1 and f2 to a CCD camera. (b) Experimental
far-field intensity profiles of the SPDC cone, for small adjustments to the optical axis angle of
the crystal relative to the propagation axis of the pump photon. This characterises a transition
from a ring-like non-collinear geometry to a collinear geometry. Correlated photons positions
are indicated by red dashed circles.

We spatially separated the entangled photons from the down-converted cone using a D-
shaped mirror (DM). The crystal plane was then imaged ( f1 = 200 mm, f2 = 400 mm) onto two
SLMs. This allows the photons to be projected into our orthogonal OAM basis set using grey
scale forked holograms, which we used to characterise and decompose the output SPDC state.
The resulting modes were then imaged ( f3 = 500 mm, f4 = 2 mm) and coupled into single
mode fibres (SMFs) to only extract the Gaussian component. A 710 nm band-pass filter was
also placed in front of each fibre coupler. The fibre outputs were connected to Perkin Elmer
avalanche photodiodes (APDs) for single photon detection. A HydraHarp 400 coincidence
counter was then used to reconcile overlapping photon signals in both arms by setting a time
window (gating time) between the arrival times of the photon pair. This gating time was set to
12.5 ns (i.e., the pulse interval time of the laser), minimising the probability of multiple photons
arriving within the same gating time.
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3.2.1 Back projection and alignment

It is useful to characterise the detection system independently from the state generation sys-
tem, as both systems can affect the measurable correlation of the entangled photons. As a
result we investigate the quality of our detection system using the retrodictive advanced wave
representation proposed by Klyshko [164]. This description is a useful tool for analysing the
detection probability of photons arriving at detector B given photon detection at detector A.
Using geometric optics arguments, Klyshko showed that the two-photon detection system can
be treated equivalently as though the photon measured at detector A propagates back in time
to the crystal, where it interacts with the crystal as if it were a mirror, reflecting the photon to
detector B. The light incident on a mirror is reflected at angle identical to the incident angle,
thus simulating the momentum phase matching conditions. This picture has been very useful in
predicting two-photon correlations from SPDC in various entanglement experiments, including
high-dimensional quantum key distribution systems [33] and ghost imaging [165–170]. Ad-
ditionally, a compelling application involves the engineering of quantum states, in which the
effect of shaping the pump beam profile incident of the crystal can be examined [171, 172].

We use this model to characterise and isolate the effects of the detection system by replacing
the crystal and one detector with a mirror and a classical light source, respectively. Figure 3.4
shows these changes. More specifically, we replaced detector A with a 710 nm diode laser with
a Gaussian profile. The beam was imaged through the system onto the mirror at the crystal
plane and then imaged to detector B. We modulated the beam in arm A to a particular state
and performed the projective measurement detection in arm B. Experimentally, this method is
called back-projection, where the classical light source corresponds to the wave propagating
back in time to the crystal [167].

To understand this intuitively, let us consider the example of a Gaussian `p = 0 pump beam
exciting a non-linear crystal, resulting in a down-converted photon pair, where `A + `B = 0. In
the down-converted regime, a measurement of `A = 1 encoded on SLM A, will only result in
a correlation with a measurement of `B = �1 encoded on SLM B. Now, applying the back-
projection technique, the light beam from source A can be modulated by SLM A to have the
OAM state `A =�1. The helicity of the beam is inverted at the mirror (crystal plane) to `A = 1
and reflected to SLM B. Performing the measurement of `B =�1 encoded on SLM B results
in a Gaussian which couples into the SMF as a detection. If the mode generated at SLM A was
changed to `A = 5, then the beam would not couple into the SMF as the beam would have an
helicity of `= 4, registering no light at the detector.

By encoding the phase conjugate of SLM A on SLM B, we can be assured that the light
from fibre A is coupled into fibre B. We use this technique to maximise the coupling of light
into the fibres with respect to spatial modes. Moreover, the detection of the reflected photon
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Fig. 3.4 Simplified schematic highlighting the changes made to (a) a general down-conversion
entanglement setup, in order to operate the system in (b) back-projection as described by
Klyshko. Detector A was replaced with a 710 nm diode laser and the non-linear crystal (BBO)
was replaced with a mirror (M). The laser light was coupled to a SMF, after which it was
sequentially imaged to each SLM and then coupled into detector B. This model was used to
align and characterise the effects of the detection system.

can be optimised to ensure rigorous alignment and in effect anticipate the behaviour of the two
photon correlations. We used the back-projection technique to align and optimise our detection
system before performing measurements on the down-converted photons.

3.3 Quantum measurements

A non-collinear SPDC setup was used to examine the fundamental properties of the down-
converted photon pairs. Correspondingly, we explore various experimental techniques and
measures to quantify and characterise the entanglement of the system with respect to the OAM
degree of freedom. These measures include: the spiral bandwidth as a measure of OAM
spectrum produced, the violation of Bell’s inequality as a indication of entanglement and finally
a full quantum state tomography to decompose the entangled state.
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3.3.1 Spiral bandwidth

Since we are interested in using the OAM degree of freedom as our encoding basis for quantum
cryptography, it is imperative that we characterise the degree of OAM entanglement produced
by our SPDC source. It follows that this is directly related to the number of OAM modes
contributing to the output SPDC state. As we have mentioned, the probability distribution of
OAM modes produced through the SPDC process is reliant on the generation conditions at the
source and the detection efficiency of the measuring system. A thinner crystal or an increase in
the pump beam waist will produce a broader OAM spectrum [163]. Likewise, the number of
OAM modes produced can be controlled by manipulating the phase matching conditions of
SPDC process [161]. As a result, these parameters impose a limit on the number of modes that
can be physically measured, which is referred to as the spiral bandwidth of the system [159].
A broad spiral bandwidth is crucial for high-dimensional quantum cryptography requiring
increased information capacity per photon [72, 173].

The spiral bandwidth is calculated as the full-width-half-maximum (FWHM) of the OAM
probability distribution, c`. In effect, it is a measure of the number of OAM modes generated
with strong correlations. We quantify the spiral bandwidth of our system by sequentially
encoding forked holograms, i.e., azimuthal phase mode functions ei`f , onto the SLMs. More
specifically, the hologram encoded on SLM A was kept constant, while iteratively moving
through a sequence of varying OAM forked-holograms on SLM B. This process was repeated
for a set of ` values on both SLMs. Each measurement was recorded over a 10s integration
time, well above the time resolution of the detectors (which we set at 12.5 ns), obtaining a
statistically accurate coincidence measurement. By performing these projective measurements
on each photon, coupling only the fundamental mode (Gaussian) of the single mode fibres and
measuring the coincidence rate, we were able to measure the mode availability generated by
our system.

The experimental results are shown in Fig. 3.5, where we iterate through ` = [�20,20]
on each SLM. Figure 3.5(a) shows the measured coincidence counts as a indication of the
experimental probabilities c`. The results are consistent with the conservation of OAM in the
SPDC process [157]. The diagonal elements show a depreciating trend from `= 0, inline with
the expected OAM spectrum. Experimentally the off diagonal elements are highly sensitive to
misalignment, resulting in an error of less than 5% of their corresponding diagonal element.
Figure 3.5(b) shows the diagonal elements. From this we calculated FWHM as an indication
for the number of highly correlated OAM modes detectable by the system. This was calculated
to be FWHM = 18, indicating an encoding space an order of magnitude larger than the popular
two-dimensional polarisation states.



3.3 Quantum measurements 59

Fig. 3.5 Experimental spiral bandwidth measurements. (a) Density plot of the normalised
coincidence counts per second for OAM topological charge ` in each arm. (b) The diagonal
elements representing the spiral bandwidth were used to calculate the full-width-half-maximum.
This was determined to be FWHM = 18, indicating the number of highly correlated OAM
modes.

3.3.2 Bell inequality violation with OAM

Next, we explore the non-local correlations between the spatially separated entangled photon
pairs. We will demonstrate the violation of the Clauser-Horne-Shimony-Holt (CHSH) inequal-
ity [149], an experimentally relevant adaption of the Bell’s inequality, which was developed to
test for the predicted local hidden variable theory underpinning quantum mechanics [174].

There have been various demonstrations reporting the CHSH inequality violation using
polarisation entangled photons generated by cascade atomic decays [150, 151] or SPDC [175,
176]. These experiments employed correlated polarisation measurements between superposition
states of two spatially separated photons. These measurements were performed by passing
photon A through a linear polariser rotated at an angle qA, and photon B passing through a
polariser rotated at qB (see the top row of Fig. 3.6). The rotation of the polarisers projects the
state to a superposition state described by the equator of the Poincare sphere. In the case of two
photon entanglement, the Bell parameter, S, can be defined as

S = E(qA,qB)�E(qA,q 0
B)+E(q 0

A,qB)�E(q 0
A,q 0

B), (3.9)
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where E(qA,qB) is the photon correlation function between the measurements in arm A and B
for different polarisation angle projections qi and q 0

i . These correlations are given by

E(qA,qB) =
I(qA,qB)� I(q?

A ,qB)� I(qA,q?
B )+ I(q?

A ,q?
B )

I(qA,qB)+ I(q?
A ,qB)+ I(qA,q?

B )+ I(q?
A ,q?

B )
, (3.10)

where q?
i = qi+p/2 and I(qA,qB) is the probability of a coincidence measurement for polariser

angles qA and qB, respectively.

Fig. 3.6 An analogy between Bell inequality violation with polarisation and OAM. Traditionally,
correlated polarisation measurements are performed on the two spatially separated photons,
by iteratively projecting each photon into each state by varying the angle of a polariser (top
row). Similarly, in the OAM basis this can be done using SLMs to project the photons into
superpositions of OAM states defined by some relative phase q (bottom row).

The upper bound for a classical hidden variable theory is |S|  2, however, maximally
entangled two photon states have been shown to violate this bound for particular polariser
angles (i.e., qA = 0, qB = p/8 and q 0

i = qi +p/4), with a maximum value of |S| = 2
p

2 in
two-dimensions [177]. The violation is indicative of the non-separability of the measured
degree of freedom and that the photon pairs exhibit non-local interactions.

In terms of our OAM basis, two orthogonal OAM modes and the corresponding superposi-
tions are needed to perform the two state CHSH inequality measurements [93]. In particular,
we need to measure the photon correlations between the OAM superposition. The superposition
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in question are described by

|yq ,`i=
1p
2

⇣
|`i+ ei2q |�`i

⌘
. (3.11)

Here, by choosing a particular value for ` we can detect a superposition of OAM states for a
range of q , which describes the relative phase between modes, analogous to the rotation of
polarisation states (see the bottom row of Fig. 3.6).

In order to demonstrate a CHSH violation in terms of OAM, we consider the two photon
OAM entangled state produced by SPDC, designating the signal (idler) photon paths with an A
(B) subscript, and post select on coincidences for a particular `. The SPDC state in Eq. 3.8 then
becomes,

|yiAB =
1p
2
(|`iA |�`iB + |�`iA |`iB) . (3.12)

We encode the SLM in each arm A and B with the corresponding holograms given by
Eq. 3.11, to access the superpositions states of the OAM subspace. The holograms were
iteratively rotated, encoding SLM A with the state corresponding to qA and varying the state
encoded on SLM B corresponding to qB. The coincidence count rates were measured for each
iteration.

The experimental normalised coincidence counts for the down-converted SPDC photons in
the |`|= 1 OAM subspace, are shown in Fig. 3.7. The coincidence counts are highest when the
detection systems (i.e., qA and qB) are orientated at integer multiples of p/2 with respect to
each other. We calculated the Bell parameter S using Eq. 3.9 to be S = 2.71±0.03. Here, we
observed a violation of the CHSH inequality, consequently confirming the quantum correlations
and entanglement of our SPDC system in terms of our OAM basis.

3.3.3 Quantum state tomography

Finally, after we have established that our system produces photon pairs entangled in OAM, we
wish to characterise and reconstruct the photon state. The process of determining the full state
information of an unknown quantum state, commonly referred to as quantum state tomography
(QST), was first proposed by Fano [178] with many experimental demonstrations following
suit [179, 180]. Originally, these were performed with polarisation and then extended to OAM,
with a demonstration of up to |`|= 20 [181].

Quantum tomography allows the quantum state to be uniquely recovered from a set of
measurements, forming a complete basis in the specified Hilbert space. Appropriately, the
process requires identical copies of the initial state, as each measurement will change the
quantum state. This consists of reconstructing the density matrix r = |yihy| to characterise
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Fig. 3.7 Experimental results for Clauser-Horne-Shimony-Holt (CHSH) inequality. We demon-
strate the normalised coincidence counts as a function of the relative angle between superposi-
tions of OAM states. The holograms were iteratively rotated, encoding SLM A with the state
corresponding to qA and varying the state encoded on SLM B corresponding to qB.

the statistical state of the quantum system. The method of reconstruction used here involves
linear combinations of the generalised Gell-Mann matrices to describe the density matrix for
any given dimension [179]. These Gell-Mann matrices constitute a complete measurement
basis set.

Two-dimensional quantum state tomography

The density matrix of a two-dimensional two-photon state can be described by a linear combi-
nation of the Pauli matrices, given as [182]

r =
1
4

s0 ⌦s0 +Â
mn

rmnsm ⌦sn, (3.13)

where sm,n are the Pauli matrices for m,n = 1,2,3 with corresponding complex coefficients
rmn. Consequently, a two photon state can be represented by the tensor product of the OAM
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Bloch spheres of each photon, and as a result, the density matrix is a 4⇥4 matrix written as

r =

0

BBBBBBBB@

a11 a12eif12 a13eif13 a14eif14

a21eif11 a22 a23eif23 a24eif24

a31eif31 a32eif32 a33 a34eif34

a41eif41 a42eif42 a43eif43 a44

1

CCCCCCCCA

, (3.14)

where ai j and fi j are the amplitudes and the phases that make up the 16 matrix elements,
respectively. The diagonal elements express the probability of detecting one photon in the state
|`i and the other in the state |�`i. The off-diagonal elements represent superposition states.

Practically, the matrix elements can be determined from a set of joint measurements
performed in coincidence, comprising of projections across the OAM eigenstates and the
superposition states. Experimentally, these are calculated from the normalised coincidence
count rates for a set of measurement states displayed on each SLM. We choose the measurement
states to include projections onto the basis states |`i and |�`i, as well as the states described
by Eq. 3.11 with q = (0,p/4,p/2,3p/4). This yields 6 iterative projection measurements on
each SLM, with a total of 36 measurements. This over complete set of measurements allows us
to calculate the 16 matrix elements. The excess information together with statistical methods
can be used to minimise photon number fluctuations and detection errors affecting the state
reconstruction [183]. This is done using the maximum likelihood estimation, as described in
Ref. [184], by minimising the following equation

c2 =

0

@Â
i

Cexp
i �Cguess

iq
Cguess

i +1

1

A
2

, (3.15)

on the condition that it yields a density matrix with positive eigenvalues. Here, Cexp
i is

determined from the experimental coincident counts and Cguess
i is predicted from a guessed

density matrix for the ith tomographic projection. This guessed matrix, rguess, is constructed
from a d2 matrix G, described by a linear combination of Gell-Mann matrices and the identity
matrix, as given by

rguess =
G†G

Tr(G†G)
. (3.16)
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Here, we minimise c2, by picking suitable coefficients of the Gell-Mann matrices. This gives
us a close physical description of the density matrix of the measured quantum state. In Fig. 3.8,
we visually represent the experimentally reconstructed density matrix for the two-dimensions
|`|= 1 subspace.

Fig. 3.8 Two-dimensional quantum state tomography of a two photon state, entangled in the
|`|= 1 OAM degree of freedom. (a) Complete set of measured coincidence counts for a pair of
entangled photons projected into the measurement state, indicated by the respective phase map.
Using this tomographic information, the density matrix describing the state was reconstructed,
(b) illustrating both the real and imaginary components.

High-dimensional quantum state tomography

Now, we extend the two-dimensional quantum state tomography to high-dimensions. This
generalisation has been presented in Ref. [179] and further demonstrated in Ref. [185]. As
before, a d-dimensional single photon state can be represented as a linear combination of the
Gell-Mann matrices and the d-dimensional identity matrix, as given by

r =
1
d2 t0 +Â

n
bntn, (3.17)

where t0 is the identity matrix and tn is the generalised Gell-Mann matrix with a corresponding
complex coefficients bn. Note that the normalisation requires the sum of the squares of the
coefficients to equal unity. Additionally, these coefficients can be determined by a complete set
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of measurements, consisting of the OAM basis states |`i and superpositions there of, given by

|yq ,`1,`2i=
1p
2

⇣
|`1i+ eiq |`2i

⌘
, (3.18)

where `,`1,`2 = (�d, ...,d).
Similarly, the density matrix of a two-photon d-dimensional state can then be represented

as a tensor product of the two photon states, described by a d2 ⇥d2 density matrix,

r =
1
d2 t0 ⌦ t0 +Â

mn
bmntm ⌦ tn. (3.19)

Using this generalisation, we experimentally perform a quantum state tomography in
high-dimensions. Figure 3.9 depicts the experimentally measured probabilities forming the
complete OAM set in d = 5 dimensions. Furthermore, we determined the density matrices
of the SPDC states entangled in OAM, for dimensions d = 2 to d = 5 (see Fig. 3.10). The
imaginary components of the coefficients arise from the small but measurable phase Gouy shift
between the states caused by not imaging the exact plane of the non-linear crystal.

Extracting information from a tomography measurement

Now that we are able to completely characterise the quantum state of our SPDC source, we can
begin to extract useful information from the density matrix to make predictions with regards to
the purity and quality of our state. Here, we present useful quantum measures for cryptographic
protocols, specifically: fidelity, linear entropy and concurrence [87].

First, we define a parameter describing how well the experimentally reconstructed density
matrix approximates the target state. This is called the fidelity of the system, calculated as [186]

F =

✓
Tr
qp

rT rguess
p

rT

�◆2
, (3.20)

where rguess is the reconstructed density matrix and rT specifies the density matrix of the
target state. A fidelity of F = 1 is indicative of identical matrix reconstruction and F = 0
indicates no similarity. The definition can be further reduced, for a target state that is pure (i.e.,
rT = |yT ihyT |), to a simpler expression

F = Tr [rT rguess] = hyT |rguess |yT i . (3.21)

We calculated the fidelities for d = 2 to d = 5 dimensional subspaces, with a high fidelity
of F2 = 0.98±0.01 for d = 2, which deteriorates with dimension to F5 = 0.77±0.01 for d = 5
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Fig. 3.9 Quantum state tomography of photon pairs entangled in 5-dimensions, |`|= (0,1,2).
(a) Complete set of experimental coincidence counts (normalised). (b) Shows the coincidence
results for an inset of OAM superposition states defined in each arm by `1,`2 = �1,1 and
a phase difference of qA and qB between the respective modes. (c) Shows the measured
coincidences for the OAM basis states, `A and `B.

dimensions. This indicates a lower measure of overlap between density matrices. This is
expected as a result of the finite number of OAM modes and an increase in cross-talk between
the measured superpositions.

Next, we describe the measure of the purity of a quantum state [183], the linear entropy,
which is given by

SL =
�
1�Tr[r2]

�
. (3.22)

The linear entropy for a pure state is 0 since it satisfies Tr[r2] = Tr[r] = 1. Experimentally,
we measure a near zero linear entropy for lower dimensions at SL,2 = 0.03± 0.01, which
increases to SL,5 = 0.27±0.01 for d = 5 dimensions. This indicates that higher dimensional
states are increasingly mixed states. The cross-talk between the modes and the errors incurred
for measurements in higher dimensions, result from the unavoidable detection errors in the
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Fig. 3.10 Experimental results for the reconstructed density matrices for dimensions d = 3,4,5.
The axes are labeled using the same convention as in Fig. 3.8. For example, the axes for d = 3
would read h1|h1| ,h1|h0| ,h1|h�1| ... and |�1i |�1i , |�1i |0i , |�1i |1i ..., etc.

coincidence count rates and the fact that the number of measurements required increases with
dimension.

Lastly, we define concurrence, C, as a quantitative measure of entanglement for a biphoton
qubit state which is expressed as [187]

C(r) = max{0,
p

l1 �Â
i

p
li}, (3.23)

with li representing the eigenvalues of the matrix M =
pprr̃pr with r̃ = Qr⇤Q and Q

representing an anti-unitary operator satisfying hy|Q |fi = hf |Q�1 |yi. A concurrence of
C = 0 defines a system that is not entangled and C = 1 for a maximally entangled state. For our
two-dimensional bi-photon state, the measured the concurrence is C = 0.96±0.01 for d = 2.

This has since been extended for pure states of arbitrary dimensions (i.e., qudit pure states)
in a very intuitive way by looking at the geometry of the tensor products with increasing
dimensionality. For bipartite systems larger than a pair of qubits, there is no accepted general
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formula for the measure of concurrence. However, there do exist formulas for states with
special symmetries, such as Werner and isotropic states [188, 189].

3.4 Conclusion

In this chapter, we investigated the techniques required to generate and detected single photon
entanglement, particularly within the OAM degree of freedom. We explored a Type-I SPDC
method to generate two photon entangled pairs by exciting a non-linear crystal with a high
frequency pump, resulting in the random emissions of entangled lower frequency photons.
We illustrated that by controlling the birefringence of the crystal, in our case the tilt of the
non-linear crystal with respect to the incident pump, we were able to control the phase matching
conditions of the system, thus allowing us to move from collinear to a non-collinear geometry.

The detection system included SLMs coupled to SMFs to perform projective measurements.
Using this method we were able to determine the OAM of single photons. We then characterised
the detection system independently from the state generation system using the method of back-
projection. This made the alignment of single photons much easier, by passing classical light
through the setup as if the wave was propagating back in time to the crystal and then to the
other detector. We used this technique to maximise the coupling of light from one fibre to the
other, such that we optimised our detection system before performing measurements on the
down-converted photons.

We performed various quantum measurements to quantify and characterise the entanglement
of our system with respect to the OAM degree of freedom. First, we measured the spiral
bandwidth as a measure of the OAM spectrum detected and confirmed that OAM is conserved
in the SPDC process. This lead us to explore the non-local correlations between the spatially
separated entangled photon pairs, such that we performed a CHSH-Bell inequality violation
with OAM. Using OAM superpositions states, we determined the Bell parameter to be S =

2.71±0.03. This confirmed the entanglement of the system, such that the OAM correlations
could not be described by local hidden variable theories.

Finally, we experimentally perform a quantum state tomography and reconstructed the full
state information of OAM entangled photon pairs, for various high-dimensions. Particularly,
we determined the density matrices of the system for dimensions d = 2 up to d = 5. From
these results, we calculated useful quantum measures for cryptographic protocols: fidelity,
linear entropy and concurrence. These experimental results allow us to further explore and
engineer the generation and measurement procedures for OAM based quantum cryptographic
applications.



Chapter 4

Quantum random number generation
using spatially structured light

The work herein is under peer review, with preprint access in Ref. [190].
The incessant pursuit to enhance the security of communication protocols, in combination

with the current advancements in hardware capabilities, has resulted in an increased range of
cryptographic applications requiring random seed numbers. These numbers, which are used as
the initial choice of basis and measurement states for any quantum communication protocol,
must reflect the probabilistic nature of quantum mechanics so as to guarantee the security of
the protocol. In this context, we present a quantum random number generator based on random
outcomes inherent to the projective measurements on a superposition of quantum states of light.

Firstly, we use multiplexed holograms encoded on a spatial light modulator to spatially map
down-converted photons onto a superposition of optical paths. This gives us full digital control
of the mapping process which we can tailor to achieve any desired probability distribution. More
importantly, we use this method to account for any bias present within our transmission and
detection system, forgoing the need for time-consuming and inefficient unbiasing algorithms.
Our QRNG achieved a min-entropy of Hmin = 0.9991±0.0003 bits per photon and passed the
NIST statistical test suite.

Furthermore, we extend our approach to realise a QRNG based on photons entangled in their
orbital angular momentum (OAM) degree of freedom. This combination of digital holograms
and projective measurements on arbitrary OAM combinations allowed us to generate random
numbers with arbitrary distributions, in effect tailoring the system’s entropy while maintaining
the inherent quantum irreproducibility. Such techniques allow access to the higher-dimensional
OAM Hilbert space, opening up an avenue for generating multiple random bits per photon.
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4.1 Introduction

Our human intuition regarding randomness is often faulty. For example, one would think that if
one were to draw enough elements from a truly random source, no patterns in the data would
emerge. According to Ramsey theory [191], however, this is not the case: ideal randomness
in huge data sets, in which no conceivable patterns in the data exist, is impossible. This, for
example, is why ancient cultures observed the various constellations in the night sky.

Random numbers play a vital role in various disciplines where unpredictability is crucial.
Monte-Carlo integration [192] makes extensive use of random numbers to effectively sample
points within the integration domain when analytical integration fails; randomness is also
fundamental in studies of Brownian motion [193] and the path integral formulation of quantum
field theory [194]. Uncertainty necessarily needs to be included in models of the financial
markets [195] as well as meteorology [196], and even computer games requiring ever-changing
scenes or character behaviour make use of randomness [197]. Appropriate to this dissertation,
random numbers also underlie current cryptographic methods used to assure the confidentiality
and security of our digital communication and storage protocols [1, 26, 27]. The initial choice
of basis and measurement states, the key steps in any quantum communication protocol, must
be truly random in that the unpredictable nature of the random number generation process
assures a secure system. Thus, it goes without saying that understanding, generating and
distilling randomness from a variety of sources is fundamental in both scientific and everyday
contexts.

Traditionally, random number (RN) generation has been dominated by mathematically
complex algorithms that, given a seed, produce a sequence displaying statistical pseudo-
random properties [198]. It follows that since these numbers are generated using deterministic
algorithms, all security would be lost if an attacker, with access to the system, could figure
out the initial seed. Random number generation has since undergone a fundamental shift
from depending on deterministic algorithms to random physical sources. However, a system
that, at face value, presents probabilistic predictions may not automatically imply intrinsic
randomness. The apparent randomness may stem from an incomplete knowledge of the system
or a limitation of the formalism, in which a yet to be developed theory could wholly describe
the process [81, 199]. In effect, these sequences could be completely predictable to whom ever
wants to eavesdrop, given that they have access to the complete information of the system or
algorithm. This brings into question the security of its application: a deterministic method will
always generate the same pseudo-random number given the same initial seed and conditions,
making the generated sequence vulnerable to interception. These methods are thus considered
insufficient and insecure, pointing towards the irreproducibility and probabilistic nature of
quantum physics as a certification of genuine randomness [200].
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Broadly speaking, two subcategories of QRNGs exist: trusted device QRNGs, in which
a simple but fixed system outputs RNs at a generally high rate and low cost. This system,
however, assumes that the device’s manufacturer is fully trusted. On the other hand, device-
independent ‘self-testing’ QRNGs exist, in which the quantum randomness is verified using
an entanglement witness or non-local Bell inequality violation. Such devices, however, are
often extremely inefficient and require initial random seeds [201]. What is certain, however, is
that most QRNGs arise from the field of optics, including optical parametric oscillators [202],
spontaneous Raman scattering [203], amplified spontaneous emission [204, 205], laser phase
noise [206] and quantum vacuum fluctuations [207]. The most common practice involves
extracting random bit sequences from the Poissonian statistics intrinsic to the photon emission
and detection processes [208–211]. An in-depth review of RNGs based on optical sources can
be found in Ref. [212].

More recently, non-local correlations exhibited between entangled particles have been
shown to have intrinsically random properties [213, 214], in that measuring these correlations
it is possible to non-deterministically extract the inherent random sequences. The simplest of
experiments utilising non-locality involves a single photon state |1iA |0iB incident on one of
two input ports, A or B, of a lossless 50:50 beam splitter. The final state at the output ports of
the beam splitter can be expressed as a quantum entangled superposition,

|yi= 1p
2
(|1iC |0iD + |0iC |1iD), (4.1)

where the subscripts C and D represent the reflected and transmitted output ports of the beam
splitter, respectively. Single photon detectors placed at each output thus perform a projection
measurement on the quantum state, such that when detector C (D) registers a photon, we know
that the state has collapsed to state |1iC |0iD (|0iC |1iD). A random bit ‘1’ is generated when
a photon is registered at detector C and a ‘0’ is generated by a detection at detector D. This
implies that single photons incident on the beam splitter, will either be transmitted or reflected,
with a probability of 1/2. In the context of quantum mechanics, it is impossible to predict which
port the photon will exit. It follows that the randomness is accessed by projection measurements
on a quantum superposition state. This process is non-deterministic and intrinsically random,
making it a suitable process for QRNG.

Furthermore, there are various quantum state parameters in which non-locality has been
observed and optically implemented to generate random numbers, including polarisation
entangled states [215], photon arrival time [216], path branching [217], photon counting
detection [218, 219] and observed statistics in bipartite Bell scenario [220]. While these
protocols are effective in generating high quality random numbers with assured unpredictability,
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practical limitations arise from the efficiency to generate and detect these quantum superposition
states. Optical components and detectors are not ideal and may introduce unwanted bias into the
system affecting the randomness of the generated sequence. These noises can be detrimental to
the system, particularly for cryptographic applications, where they may be known or controlled
by an advisory trying to eavesdrop on the system.

Although these protocols are effective in generating high quality unpredictable bits, limita-
tions exist. Firstly, optical transmission and detection systems are often inherently asymmetric
and introduce unwanted, detrimental bias in the generated bits. This affects the overall random-
ness of a string. To counter this, post-measurement algorithms do exist to balance the ratio of
0s to 1s. The simplest algorithm, von Neumann [221], involves grouping two successive bits
together, forming four possible pairs 00, 01, 10 and 11. If the two bits are the same, they are
discarded and if they are different, the first bit is kept as part of the unbiased sequence. This
algorithm is terribly inefficient, resulting in a sequence that is at most 25% the length of the
original sequence. While there are complex protocols with improved efficiencies [222], unbias-
ing measures are still inefficient and preclude real-time, clean RN generation. So, a system
allowing for dynamic control of the bias during the generation process - without compromising
the ‘quantumness’ of the protocol - is beneficial (in fact, unbalancing the ratios of 0s to 1s has
some important cryptographic applications [223, 224]). The protocol, presented herein is such
a system.

Additionally, in many optical QRNGs, the rate at which the random numbers are generated
is bounded by the fact that each detection will at most generate only one random bit. Coupled
with the low efficiency of single photon sources and the low photon counting abilities and
detector dead times, these schemes remain very slow for most practical applications. While
detectors with shorter dead times and more efficient single photon sources can be used, a
proactive solution has been to try and increase the number of bits generated per detection
event. This has been proposed using single qubit quantum walks [225] and more recently,
implemented by measuring the arrival positions of photons [226].

To this end, here we propose a quantum photonic scheme focusing on photons entangled
in their OAM degrees of freedom to generate random numbers. We first demonstrate a path
branching setup in which, in place of the archetypal beam splitter, a spatial light modulator
(SLM) is employed to completely probabilistically direct an incident photon from a down-
converted SPDC pair into one of two optical paths (with the other photon functioning as a
herald). The use of an SLM allows for projective measurements providing full control by
digital holograms over the probability of the incident photon choosing either path. Specifically,
one can create and remove bias on-the-fly by scaling the digital hologram masked on the SLM
screen.
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Next, we consider the potential of using two photon states which are entangled in their
OAM degree of freedom. By projecting a photon onto OAM-dependent paths (with the other
still acting as the heralding photon), we are able to generate sufficiently random bits given
various OAM combinations. The SLM employed in this OAM-based QRNG still easily allows
dynamic system unbiasing (based on the initial spiral bandwidth of the down-converted photon
pair). Furthermore, OAM opens up the high-dimensional state space. This approach can
hence be extended to generate multiple bits per photon detection, overcoming the low bit-rate
limitations set by the generation and detection efficiencies of the equipment.

4.2 Quantifying randomness

The concept of randomness has been a deep philosophical problem where numerous philoso-
phers have argued the concept of something truly random existing, however we will not attempt
to solve such a debate. It is, however, impossible to design a random number generator without
knowing the properties of the output we wish to achieve. As such we attempt to define random-
ness in the context of quantum cryptography and in doing so, we explore various methods used
to characterise the randomness of a QRNG system.

Knuth, a pioneer in random number generation put forth the idea that there is no such thing
as a random number [227]. While this seems absurd, he reasoned that in the extreme case, it’s
like asking whether the number 0 is more inherently random than the number 1. He proposed
that in order to define randomness we should rather consider a sequence of independent random
numbers. As such, we use the term random number and random sequence interchangeably, to
mean a sequence of random numbers. It should also be noted that we will only consider the
randomness of binary numbers because if a sequence of binary numbers is confirmed to be
random, then it is also true of its transformation to any other base interval.

In the simplest of examples, a random sequence could be explained as a series of fair coin
flips, where the sides of the coin are labelled 1 and 0 and are equally probable. It then follows
that we expect a series of coin flips to be uniformly distributed, lacking any correlation or bias,
however, this can be tailored to any desired probability distribution. More importantly, the
result of any previous or future coin flip has no effect on the outcome of the present flip, the
flips can be said to be independent of each other. Additionally, a random sequence should have
full (forward and backward) irreproducibility. As such, the following working definition is
proposed: A random key is a sequence of bits that is independent, unpredictable, and follows
the desired probability distribution, such that it can not be reproduced.

Before designing and subsequently characterising a quantum random number generator,
one needs a basic understanding of the mathematics behind the ‘randomness’ of a string of
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numbers as well as how to measure its uncertainty. An ideal random string of length n, in
base d where d is the dimensional of the system, is a sequence of n values independently
drawn according to a discrete uniform distribution from the set [0,1, · · · ,d �1]. The sequence
elements necessarily need to be drawn independently of one another: it should be impossible
to predict the subsequent element in the sequence, even with sight of all previous elements
[228]. In base 2, the situation corresponds with n trials of throwing a two-sided unbiased
coin. Despite the fact that humans tend to have an intuitive understanding of the concept of
‘randomness’, its study remains ongoing and there are hence alternative ways of defining and
understanding it. For example, Kolmogorov randomness posits that a string is only fully random
if a computer programme needed to reproduce the string is longer than the string itself [229],
whereas information theory typically takes random numbers to be those which maximise a
chosen measure of the information entropy of the numbers [230].

Statistical hypothesis testing is one of the most widely used methods to assess whether a
sequence is indeed random [231, 232]. Given an appropriate model of the random number
generator as well as a dataset of strings arising from it, hypothesis testing applies unbiased
analytical tests to the dataset to gauge whether the generator itself tends to output sufficiently
random strings. We use the term “sufficiently random” because no amount of hypothesis
testing can definitely prove that the process, by which the sequence was generated, is inherently
random and irreproducible. While this method is the most popular due to its accessibility and
computation time, it does not give a quantifiable measure of randomness. To an extent, the tests
only offer a elementary ‘pass or fail’ assessment to improve our confidence that the generator
is producing numbers that have characteristics reminiscent of randomness [233]. However, the
increasing consequence of secure communication protocols and the many physical techniques
used to generate the required random number seeds, necessitates a set of evaluation metrics for
randomness [234]. The intrinsic entropy of a quantum system has been shown to be related
to the random outcomes of projection measurements on a quantum superposition state [235],
and as such we use entropy as our measure of randomness. While there is no widely accepted
entropy estimation standard, we explore Shannon entropy as a quantifiable and comparable
measure of the randomness of the generation process.

4.2.1 Statistical test suites

Statistical hypothesis testing takes a sample sequence from a RNG and subjects it to variety
of analytical tests. These tests assess the sequence for particular properties that a true random
sequence should exhibit. Each test outputs a probability value that, if higher than a preset
threshold, can highlight potential flaws and in the process rescind RNGs that are not fit for
specific applications. Seeing that a random sequence can appear to have varying properties
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of non-randomness, a single statistical test is inadequate, necessitating a battery of tests for
determining if a sequence is random.

There are many statistical test suites available, such as the John Walker’s ENT [236],
Dieharder [237] or the well known NIST-800 22a Statistical Test Suite [18]. While each test
suite is different, they all are formulated to check for specific characteristics of a random
sequence. Particularly, they test for uniformity (i.e., the occurrence of a 0 or 1 is equally
probable at every point in the sequence) and consistency (i.e., a random subsequence should
also be random).

It should be noted that while there are many available tests, any finite set of tests can
overlook hidden correlations since an infinite number of tests exist for finding said correlations.
As such, no particular test suite can be deemed complete and no amount of testing can guarantee
that a RNG is unfailing [233]. Nevertheless, the test suites do increase our confidence in the
randomness of the generated sequence and can help detect any weaknesses that the RNG may
have.

While statistical tests do not offer a means to quantify randomness, we will be subjecting our
generated random numbers to a statistical test suite as a means to confirm that they are random.
Having considered the many statistical test suites available, the NIST Statistical Test Suite
(NIST 800-22a) was chosen, mainly for the pragmatic reason that it is recognised as the industry
standard and formulated from comprehensive theoretical and experimental analysis. It is also
comprised of the most stringent tests designed to test RNGs for cryptographic applications [18].

NIST Statistical test suite

The NIST Statistical Test Suite contains 15 analytical tests developed to examine binary
sequences for qualities exhibiting randomness. These tests can be summarised into the most
basic types:

• Frequency tests: calculates the proportion of 0s and 1s for the whole sequence, as well as
subsequences extracted at random.

• Runs tests: examines if the number of runs (i.e., successive sequences of the 1s (0s) are
bounded by 0s (1s)) is consistent with that of an ideal random sequence. In other words,
it verifies if the RNG is oscillating too slow or too fast between 0s and 1s.

• Spectral tests: detects periodic features in the sequence.

• Autocorrelation tests: checks the sequence for correlations with a shifted version of itself.

• Maurer’s Universal Statistical test: checks if the sequence can be condensed without
losing information.
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The measured statistics of each test are converted to a p-value using a reference distribution
(usually a c2 distribution). P-values can be interpreted as the likelihood that an ideal RNG
would have generated a sequence less random than the tested sequence [238]. This means that
an ideally random sequence results in a p-value of 1, and conversely a p-value is 0 describes
a sequence that appears to not be random at all. Therefore, we can evaluate the test results
by comparing the p-value to a significance level a , set by the required security level of the
application at hand. The significance level can be thought of as the probability that the test
will deny a perfectly random sequence as being random, such that a p-value greater than a
accepts the hypothesis and a p-value less than a rejects the hypothesis. Thus, for a confidence
threshold of a = 0.01, on average one in 100 sequences from an ideal RNG will fail the tests
by chance. However, it should be noted that statistical tests usually only test the outputted
sequences (and don’t include any modelling of the random number generator itself) and hence,
at best, can be viewed as sanity checks against obvious flaws rather than being definitive proof
of randomness. Moreover, the tests cannot be used as a comparative measure, in that a random
sequence that receives higher p-values cannot conclusively be said to be more random than one
that received lower p-values. In the end, the p-value determines if the RNG passes that specific
test, given that it falls within an threshold value set by the examiner.

4.2.2 Entropy as a measure of randomness

Statistical tests suites can be used to provide a guarantee of statistical properties, however
they cannot absolutely assure that the generation process is naturally random and unrepeatable.
Thus, it remains essential to assess and quantify the randomness of the generation process
behind a random number sequence [239].

A notion closely related to that of entropy in information theoretical contexts is that of
self-information, which can intuitively be understood as the amount of information learned
when observing a value x of a random variable X . The pioneer of information theory, Claude
Shannon, required self-information to meet a few intuitive axioms [240]:

• An event certain to occur yields no new information: I(p = 1) = 0

• The more unlikely an event is to occur, the more information it’s observance gives, with
this increase in information being continuous and positive: I(p1)  I(p2) if p2  p1,
with I(p)� 0 8 p 2 [0,1]

• The information gained from observing two independent events is the sum of their
individual self-information: I(p1 ⇥ p2) = I(p1)+ I(p2)
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Up to a multiplicative factor, there is a unique function which meets these axioms: given a
random variable X , with possible outcomes xi and a probability distribution PX{xi}= pi for
i = 1,2, ...,d, the self-information, IX(xi), is given by [240, 230]

IX(xi) =� logd(pi). (4.2)

For our case, d = 2, hence IX is measured in bits. With this in mind, Shannon defined
the Shannon entropy, H(X), of the random variable X to be the expectation value of self-
information, i.e.

H(X) =�Â
i

pi log2(pi). (4.3)

Shannon entropy is a measure of how informative a random variable X is: it can easily be seen
that perfectly random events (i.e. those where pi is the same for all outcomes xi) maximise H,
whereas perfectly predictable events (those for which pi is either always 0 or 1) minimise it.
Hence, it indicates the associated uncertainty in trying to predict the observed outcome, such
that a higher entropy results in a greater uncertainty in predicting the outcome. Additionally,
if the entropy is close to log2 d, where d is the dimension of the system corresponding to the
number of possible outcomes, it means we have a nearly uniform distribution and can almost
extract all of the random bits from the system.

For example, consider a fair coin toss with d = 2 possible outcomes, heads or tails. We
need log2 2 = 1 bits to represent each outcome, either 0 or 1 respectively. If each outcome is
equally probable, then the entropy of a coin toss is maximum. It follows that it is impossible to
predict the outcome of the coin toss better than purely guessing, resulting in each outcome of
the coin toss containing one bit of information. In contrast, a coin toss using a biased coin that
always lands heads up, will have an entropy of zero as the outcome can be perfectly predicted
each time. Evidently, a uniform probability distribution then requires all bits to encode the
information and non-uniform distributions require less bits. In effect, an event that occurs more
often is less informative then a less frequent event.

In principle, entropy is a bridge between the highly simplified description of a coin toss
game in terms of a single probability and the extremely complicated description of the game in
terms of the probability of a sequence of individual tosses. While there is no widely established
entropy estimation standard, NIST is in the process of developing a new set of evaluation
standards [241]. In information theory, Shannon entropy is used to quantify the uncertainty
inherent in a sequence of possible outcomes and as we will see, it provides us with the mean
number of random bits that can be extracted from a single measurement result.

In our quantum system, the randomness manifests in the purely probabilistic outcomes
of projective measurements on a state r . Furthermore, in a quantum setting, the notion of
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Shannon entropy above can be extended to that of the Von Neumann entropy S [242], given
by S =�Tr(r logr). This formula holds given any arbitrary state r , expressed in any basis.
However, r necessarily admits the spectral decomposition r = Âi ci |iihi|, with |ii the state’s
eigenvectors and ci real [243]. The state r is hence diagonal when expressed in its eigenvector
basis, with diagonal entries {ci}, and it can be shown that the formula for S reduces to that for
the Shannon entropy given in Eq. 4.3, i.e.

S(r) =�Â
i

ci log2(ci). (4.4)

Furthermore, the entropy of a state is an intrinsic property and hence basis-independent.
However, Eq. 4.4’s simplicity highlights the value of expressing a state in its eigenvector basis:
r is a probabilistic mixture of pure eigenstates |iihi| with the diagonal elements ci quantifying
the various contributions. Hence, the set {ci} completely determines the randomness of our
system.

When working in cryptography or randomness extraction, another oft-used entropy measure,
is the so-called ‘min-entropy’, defined as

Hmin =� log2(max
i
{pi}), (4.5)

i.e. the negative base-2 logarithm of the largest probability pi. This yields a worst case bound
on the entropy, i.e., the lower limit of randomness that can be extracted. It can be shown that
this measure always bounds the Shannon entropy from below and will hence be considered in
what follows since it is a more cautious estimate of a system’s randomness.

4.3 Experimental realisation

The optical setup we employed, shown in Fig. 4.1, is a variation of a widely-adopted QRNG
scheme based on path branching, as outlined in [217]. Originally, this RN generator was built
by using a beam splitter (BS) to create a state consisting of a superposition of two states labelled
with path information. To allow for more control over both the incident beam as well as the
random number statistics, we instead used a phase-only Holoeye Pluto-2 spatial light modulator
(SLM) to probabilistically split the incident photons into the two paths, mimicking the action
of a beam splitter.

A 355 nm mode-locked Vanguard UV laser, directed onto a non-linear b -barium borate
(BBO) crystal, resulted in a pair of degenerate Type-I entangled photons. The entangled photons
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Fig. 4.1 Experimental setup for generating random numbers by projecting photons onto a
superposition of paths using a spatial light modulator (SLM). After down-conversion, the
photon pair is split into two paths. The path A photon acts as the heralding photon for that in
path B, which itself is further split into paths B0 and B1, by way of an SLM. A random bit is
generated by detecting a coincidence between photon A, and either the photon in path B0 or B1.
F = filter, L1 = 200 mm, L2 = 400 mm, L3 = 500 mm, L4 = 2 mm.

were then spatially separated into paths A and B using a D-shaped mirror. The crystal plane
was imaged onto an SLM placed in each arm.

To separate the modulated light (in the first order) from unmodulated light, a holographic
diffraction grating was added to SLM A. Photons in path A functioned as the heralding photons.
SLM B, however, was masked with a juxtaposition of TWO diffraction gratings, each with
different periodic spacings, instead of a single grating. This causes a photon in path B, incident
on SLM B, to be directed down one of two paths, B0 or B1 (see Fig. 4.1). This choice of paths
occurs completely probabilistically, with the probabilities themselves controlled by modulating
the respective grating depths (i.e. the diffraction efficiencies) of the gratings comprising the
juxtaposed SLM B mask: altering the grating depths alters the proportion of incident light
diffracted into the first order of either grating.

To be more specific, if one is given a diffraction grating hologram with a maximum possible
phase depth of 2p within some local region, subsequently scaling the phase range of the pixel
at transverse position (x,y) by a factor of M(x,y) (where M 2 [0,1]) splits the diffracted light
into multiple orders according to [113]

|cn(x,y)|2 = sinc2 (p(n�M(x,y))) , (4.6)
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where n is the diffraction order, and |cn|2 the fraction of power in said nth order [244]. For
the first order (n = 1), reducing the phase depth across the entire hologram directs a greater
proportion of the incident photons out of the first order. Thus, in the case of two juxtaposed
gratings corresponding to paths B0 and B1, we can digitally control any bias in the system to
achieve the desired ratio of photons in each path. This makes it easy to account for experimental
imperfections in the system such as asymmetric detector efficiencies and different optical losses
in each arm. Furthermore, this also eliminates the need to consider cumbersome randomness
distillation algorithms.

After the SLMs, lenses in the three paths coupled the photons to fibres connected to
PerkinElmer avalanche photodiodes (APDs), which output an electronic pulse signal for every
detection event observed. A Hydraharp 400 time-tagged each pulse (with a resolution of 1 ps),
creating a record of both the time as well as the path in which the detection event occurred. To
extract photon coincidences, one then simply reconciles the overlapping APD pulses separately
arising from a photon detection in either arm B0 or B1, with a pulse in arm A. Photon A, as the
trigger, causes either of the other two detectors to register a corresponding entangled photon, if
the arrival time lies within a small interval. This is a close approximation to a localised single
photon state [245].

The resultant data was post-processed to generate random bits: two detectors were said
to have detected a pair of entangled photons in coincidence if a single photon was tagged at
each respective detector, with the corresponding arrival times differing by a maximum of 25 ns
(minimising false coincidence count positives). If detectors A and B0 each registered a photon
with the arrival times differing by less than 25 ns, a ‘0’ was appended to our random bit string.
Likewise, a ‘1’ was added for a detector A�B1 coincidence. This entire process was fully
automated using LabVIEW.

Finally, it should be noted that an unbiased system will register the same number of events
in each of the B arms, the sum of which should ideally equal the number of events in arm A.
Also, although the down-conversion efficiency of the crystal and the extraction algorithm itself
affect the protocol’s efficiency, the most significant bottleneck in the RN generation rate is
usually the single photon APDs [201].

QRNG using entangled OAM modes

Our proposed random number generator, which operates on the quantum level, measures
aspects of pairs of photons entangled via spontaneous parametric down conversion (SPDC)
[246]. As discussed in the previous chapter, we choose the well-known Laguerre-Gaussian
(LG) modes, LG`

p(q), as the complete basis for the vector space of each photon [163]. Since,
our experimental projective measurement process is sensitive only to different OAM charges
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and hence implicitly projects onto only the p = 0 radial index. Designating the signal (idler)
photon paths with an A (B) subscript, the prepared SPDC state is hence

|ySPDCi= ẦC` |`iA |�`iB , (4.7)

with C` the probability amplitude weighting for the |`iA |�`iB state. Therefore, performing a
joint coincidence measurement on the state |miA |�miB (i.e. projecting onto state |mi and |�mi
in the signal and idler arms, respectively) picks out the corresponding amplitude Cm. Therefore,
the probability of measuring the state |ySPDCi to be in the `th mode is given by |C`|2.

Using this description, we explore the spatial mode entanglement of two photon states to
generate random numbers. This only requires changing the single mode fibre in path A to a
multi mode fibre. This couples the multiple OAM states generated by the SPDC state, not
only the Gaussian component. By projecting photon B onto one of two OAM dependent paths,
such that `0 photons are mapped to B0, and `1 photons are mapped to path B1, we can generate
random numbers for various `0 and `1 combinations. The probability ratio of generating 0s
and 1s is thus given by |C`0 |2/|C`1 |2. When the ratio is equal to 1 the proportion of 1s and
0s is equal, indicating maximum randomness. We use this to tailor the ratio according to the
discrete OAM contributions C` from our SPDC system, while simultaneously insuring the
unpredictability and irreproducibility of the system.

4.4 Results and discussion

4.4.1 Random numbers from path information

Random sequences were first generated using the experimental setup of Fig. 4.1. An ideal
random sequence should be unbiased in the ratio of its bits. However, this was, perhaps
unsurprisingly, not the case initially: experimental disparities between the arms gave unequal
coincidence detection probabilities, p0 and p1, between the detector pairs A�B0 and A�B1,
respectively. The bias ratio, R = p0/p1, would be 1 for a perfectly unbiased system. Initially,
this ratio was found to be R = 0.8518±0.0014 (so arm B1 was slightly favoured), resulting
in a min-entropy of Hmin = 0.8889± 0.0012 bits, as per Eq. 4.5. While a small error in
certain contexts, the batteries of randomness tests typically pick up on such small biases of
this magnitude. A generated RN sequence (which was 1Mb in length), when subjected to
the NIST test suite, failed to pass three of the 15 statistical tests as per Fig. 4.2(a), with
p-values well below the chosen significance level of a = 0.01 (a level typical for cryptographic
applications [228]). Such a discrepancy in the system, even if relatively small, greatly affects
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the randomness of the generation process, requiring many QRNG protocols to apply numerical
unbiasing techniques to extract clean randomness from imperfect data [222]. Such an extra step
is often inefficient and retards the generation rate by necessitating the consumption of some
quality random bits.

Fig. 4.2 NIST statistical test suite results for a 1 Mb sequence generated by a) the initial QRNG,
with inherent experimental disparities, and b) the unbiased QRNG, compensated by adjusting
the SLM phase grating. P-values above the significance level set at a = 0.01, pass the test,
confirming the absence of patterns in the string.

To overcome this, we alter the diffraction efficiency of the more favoured arm (B1) by
changing the phase grating depth of the SLM hologram, as per Eq. 4.6. The SLM employed here
was calibrated to display 8-bit grey scale images representative of a total possible phase change
of 2p . Scaling the grating depth of arm B1 by a factor M 2 [0,1] decreases the probability
p1 only, and hence the overall bias. So, p1 ! p01 = p1|c1|2, while p0 ! p00 = p0. After
renormalising the probabilities such that p00 + p01 = 1 (since scaling M causes photons to leak
into higher diffraction orders, which are discarded), we have

p01 =
p1|c1|2

p0 + p1|c1|2
=

sinc2(p(1�M))

R+ sinc2(p(1�M))
. (4.8)

The min-entropy of the altered system is then Hmin =� log2(max{p00, p01}). The effect of a
change in grating depth, M, on the entropy of a system with an initial bias ratio R is depicted
in Fig. 4.3(a), with experimental results shown in Fig. 4.3(b). The data points in (b) concur
with the expected trend of a system with an initial bias of R = 0.8518±0.0014. Given this, to
maximise the entropy, the count rate (detection probability) of arm B1 needs to decrease to
match that of arm B0. This was calculated to occur when the grating in arm B1 is scaled by a
factor of M = 0.7812. Finally, it follows that since the typical resolution of the SLM is 1/256
(corresponding to a phase variation of 2p) for our 8-bit grey scale holograms, we can alter the
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grating depth of the system to achieve a min-entropy error of approximately

dHmin ⇡ dM
∂Hmin

∂M

����R=0.8518,
M=0.7812

=
1

256
⇥1.0727 ⇡ 0.0043. (4.9)

In practice, the detection probabilities of both arms were altered such that a bias ratio of
R0 = p00/p01 = 0.9988 ± 0.0014 was achieved, corresponding to a min-entropy of Hmin =

0.9991±0.0003 bits per photon for the corrected system.

Fig. 4.3 a) The min-entropy theoretically derived from our QRNG as a function of both
the grating scaling, M, and the bias ratio, R. For the initial bias in the system, with R =
0.8518± 0.0014, inset b) shows how the min-entropy depends on the grating scaling. The
grating scaling at which the min-entropy is maximised occurs at M = 0.7812, at which point
the min-entropy is Hmin = 0.9991±0.0003 bits per bit. This is confirmed by the experimental
measurement points; the error bars are too small to be shown at this scale.

The application of this step resulted in a bit bias ratio small enough for the generated string
(which, unprocessed, was 1 Mb long) to pass the NIST statistical test suite, Fig. 4.2(b): the
p-values for the various tests were all greater than the chosen significance level of a = 0.01.
This absence of patterns in the string gives credence to the randomness hypothesis for our
random number generator. However, although increasing our confidence in the generator, such
statistical tests cannot be used as a comparative measure between different generators.

Our system achieved a bit generation rate of 24 kHz for Gaussian mode detection using
single mode fibres, reaching up to 0.46 MHz with multi-mode fibres. Although, optics-
based QRNGs have achieved higher bit rates [201], such studies often require unbiasing
post-processing procedures which significantly reduced their effective bit rate. Our use of
SLMs forwent such unbiasing requirements.
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While the bit rate could be increased using more efficient sources and equipment, it still
remains practically limited by the time resolution of the detectors. Furthermore, one of the
most efficient ways of increasing the bit rate of a randomness generator is by measuring a
high-dimensional Hilbert space [201], in which more than one bit of entropy is extracted
per detection event. The inclusion of SLMs to dynamically control efficiencies in a higher-
dimensional optical QRNG could easily allow for automatic, real-time unbiasing. This in turn
potentially allows for the real-time generation of random strings, a feature missing in most
contemporary randomness generator studies.

4.4.2 Random numbers from OAM

Finally, we explore the proposed protocol in which we spatially project onto transverse profiles
of single photons to realise a QRNG based on the OAM entanglement of down-converted photon
pairs. To do this, the SLM in arm B was masked with superpositions of Laguerre-Gaussian
mode holograms and appropriate diffraction gratings to separate the incident photons into
OAM-dependent paths (as well as account for inherent bias in the system). By performing these
projective measurements on the photons in arm B and coupling only the desired Gaussian mode
using single mode fibres, allows us to post-select the desired photon state - a well established
spatial mode detection technique [116]. The detection of the photons in arm A, by way of
a multi-mode fibre, ensures that we are able to herald the detection of the photons in arm B
without having to modulate photons in arm A and losing the coincidence counts between the
detectors.

First, the mode availability in each arm of the RN generator was characterised by spiral
bandwidth measurements, i.e., iteratively performing a set of OAM projections in each pair of
arms. The normalised coincidence counts for each arm are given in Fig. 4.4. The full-width-
half-max values of 19 in each arm indicate a large number of the various OAM basis modes
were correlated. Using these experimental coincidence counts, it is possible to estimate the
entropy of the system given chosen OAM projections in the arms. Indeed, after balancing
the juxtaposed gratings on SLM B such that it is equally likely for an incident photon to
choose either arm B0 or B1 (as we have shown above), if we project a photon in path B0

onto an `B0 eigenstate, and an independent photon in path B1 onto an `B1 eigenstate (they’re
independent since a photon in path B only traverses one of the two subpaths), the min-entropy
is Hmin ⌘ Hmin(`B0 ,`B1), since the probabilities p0, p1 in general depend on the modes we
project the paths into, namely `B0 ,`B1 , in addition to the projection mode in arm A, `A. So,
p0 ⌘ p(0|`B0 ,`B1 ,`A), and similarly for p1. Photon A, however, simply functions as a heralding
photon and when estimating the min-entropy conditional on `B0 ,`B1 , we in essence use marginal
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probabilities with the photon A mode ‘traced out’, i.e. summed over, so

p(0/1|`B0 ,`B1) = Ầ
A

p(0/1|`B0 ,`B1 ,`A) (4.10)

Fig. 4.4 Normalised coincidence counts for a) arm B0 and b) arm B1, for different projected
OAM values. Each arm had a FWHM value of 19, indicative of a high degree of OAM
correlation between the A and B photons.

Furthermore, the probability of measuring a 0 does not depend on the chosen projection
mode for arm B1, since we only measure a 0 if the photon traversed arm B0, in which case it
doesn’t matter what value was chosen for `B1 . We hence assert that

p(0|`B0 ,`B1)⌘ p(0|`B0), (4.11)

and similarly when observing a 1. Finally, since the probability of observing a 0 or 1 is
proportional to the spiral bandwidth coincidence counts of each arm, we can estimate p(0|`B0)

and p(1|`B1) by respectively summing the coincidence counts in Fig. 4.4(a) and (b) over the `A

values (assuming a reasonable cutoff) and normalising by their combined sum. Similarly, the
estimated normalised bit generation rate is found by summing the coincidence counts over `A

for both `B0 and `B1 contributions and normalising by the maximum bit generation rate of all
OAM combinations. Correspondingly, we arrive at the min-entropy values and the generation
rates, conditional on `B0 ,`B1 , as given in Fig. 4.5(a).

We experimentally generate various random number strings for a subset of OAM projections,
i.e., `B0 = 4 and `B1 = [�20,20]. The experimental bit generation rates and min-entropy values,
are shown in Fig. 4.5(b) and (c), corresponding to their estimated values. From this, we see
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Fig. 4.5 a) Min-entropy (colour) and normalised bit generation rate (z-axis) as function of OAM
projection combinations, calculated from the spiral bandwidth measurements. Experimental
results for a subset of OAM values, `B0 = 4, `B1 = [�20,20], showing the b) min-entropy and
c) bit generation rates extracted from generated random number strings. The bars correspond
to the estimated values from a).

that projecting the two B subpaths onto OAM states with equal topological charge magnitudes
(i.e. |`B0 |= |`B1 |) results in the highest achievable min-entropy of 1 bit per detection. This is
unsurprising considering OAM momentum conservation, which ensures an equal probability
of the conjugate OAM state in either arm. Since the SPDC state roughly follows a normal
distribution in the OAM modes, projecting onto higher OAM charges results in a lower detection
probability and hence a lower bit generation rate, as in Fig. 4.5(c). Accordingly, projecting the
photon states onto increasingly mismatched OAM values (i.e. states with larger differences in
their absolute OAM values) lowers the corresponding bit generation rate and entropy.

Thus, by projecting the photons onto any combination of OAM values one can tailor the
ratio of 0s to 1s and consequently alter the observed entropy of the system. This comes at
the cost of a reduced bit generation rate. One can conceive of a system in which this OAM
projection could be used, similar to altering the phase grating depth, to unbias any inherent
asymmetries of the system or perhaps to discretely tailor the ratio of 0s and 1s to a desired
distribution, in which case a measured sequence NOT following said distribution highlights
the potential presence of an adversary. This could be done all the while maintaining the
irreproducibility inherent in the quantum system.

For cryptographic and randomness purposes, often a uniform probability distribution, in
which each outcome (here the OAM state) is equally likely to be observed upon measurement.
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However, the OAM distribution of the down-converted state strongly depends on the profile
of the pump field incident on the non-linear crystal. Further advances in the area of pump
shaping could be incorporated to finely tailor the distribution and engineer the entropy [157].
The engineering of such a probability distribution from SPDC has been previously investigated,
both theoretically and experimentally [247, 248], where the spiral bandwidth of the entangled
photons has been shown to be dependent on the ratio of the pump waist to the photon pair waist.

Finally, given that orbital angular momentum values lie in a higher-dimensional Hilbert
space (of dimension d), their easy manipulation suggests the possibility of exploiting their
higher-dimensional state space to build a multi-bit QRNG. The amount of entropy one could
then gain from each photon is log2 d. Any such demonstration would obviously be contingent
on the ability of the system to discriminate between basis modes comprising a d-dimensional
superposition of OAM states. While a setup similar to the one presented here (namely spatially
separating photons with an SLM), a more efficient approach would perhaps entail using mode
sorting to conformally map a photon’s input OAM charge to a lateral spatial position [145] and
the subsequent detection of such positions with an array of single photon detectors. This is an
experimentally-feasible proposition.

4.5 Conclusion

In previous chapters, we carefully studied the quantum mechanical principles of entanglement
and superposition. Using this knowledge, we proposed a QRNG based the random behaviour
intrinsic to projective measurements on a superposition of quantum states of light. Many of
the existing QRNG protocols extract random numbers from Poissonian statistics intrinsic to
photon emission and detection processes. Our approach is no different.

Our demonstration above was two-fold. Firstly, we demonstrated the integration of digital
SLMs for holographic control of the randomness in an otherwise traditional optical QRNG
scheme based on path information. This replaced the need for a traditional static beam splitter
and easily allowed for the dynamic control of photon path direction and efficiencies. The latter
can be easily tailored by simple hologram scaling, offering the ability to remedy any inherent
asymmetries in the system and eliminating the need for inefficient or sluggish post experiment
randomness extraction techniques. The strings generated from this RNG passed the complete
NIST statistical test suite, despite being raw themselves.

Secondly, using holograms composed of gratings and spiral OAM masks, we implemented a
QRNG based on the orbital angular momentum degree of freedom of entangled down-converted
photon states. The use of spatial light modulators to project onto combinations of OAM charges
allowed us to alter the bit generation rate as well as finely tune the bit bias of the generated
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string, and in effect the entropy of the system while maintaining the irreproducibility of the
quantum system.

This work is an important first step in realising an OAM-based, higher-dimensional QRNG.
Two properties of an ideal QRNG would be a high bit generation rate, as well as real-time
randomness generation (with no randomness extraction procedure required). The protocol
here already includes the keys to the former, and modifying it to forgo the projective, iterative
‘scanning’ nature and instead incorporate equipment capable of discriminating the various
OAM contribution immediately, opens up the latter.



Chapter 5

High-dimensional quantum secret sharing
with spin-orbit structured photons

The work herein has been published in Ref. [101].

With the advent of quantum computing the current state of communication protocols is
at risk. The way information is shared between a network of nodes has to transition to the
quantum realm, in which the security is no longer subject to computational complexity but
rather the probabilistic laws of quantum mechanics. Quantum secret sharing is a viable solution,
allowing three or more parties to share secret information which can only be decrypted through
collaboration. It complements quantum key distribution as a valuable resource for securely
distributing information between multiple parties.

Here we realise the first experimental high-dimensional single photon QSS protocol using
hybrid spin and orbital angular momentum states to access a high dimensional encoding
space. To illustrate the versatility of our approach, we first demonstrate the protocol in two
dimensions, extending the number of participants to ten, and then demonstrate the protocol in
three dimensions with three participants, the highest realisation of participants and dimensions
thus far. We demonstrate that our method is easily scalable in both dimension and participants.
We reconstruct secret keys depicted as images with a fidelity of up to 0.979. Moreover, our
scheme exploits the use of conventional linear optics to emulate the quantum gates needed for
transitions between basis modes on a high dimensional Hilbert space, allowing us to exceed the
1 bit per photon limit of two-dimensional protocols. Our work offers a practical approach for
sharing information across multiple parties, a crucial element of any quantum network.
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5.1 Introduction

In a world where cloud computing environments dominate our lives, secure communication
and key distribution between multiple parties is a growing concern. This includes the secure
sharing of encryption keys, missile launch codes, bank account information and social media
profiles. In popular cryptography methods either a single copy of the encryption key is kept
in one location for maximum secrecy or multiple copies of the same key are kept in different
locations for greater reliability, but at an increased security risk. Secret sharing, a multiparty
communication technique, is a promising solution. In principle, a secret sharing protocols
divides a secret and shares it among N parties, which can then be securely reconstructed through
collaboration. This makes it ideal for storing and sharing information that is highly sensitive,
achieving both high levels of privacy and reliability [249, 250].

However, with the current development in quantum computation, classical secret sharing
implementations are becoming inadequate and do not provide the necessary resilience to eaves-
dropping attempts. Therefore, to increase the security, secret sharing has to be realised in a
quantum regime, in which the security of the shared information is no longer subject to mathe-
matical or computational complexity but rather quantum mechanical principles, particularly
the no-cloning theory[9]. Quantum secret sharing (QSS) posses the salient feature of enabling
multiple parties to share a secure key without compromising the secrecy of the information and
further enabling the detection of eavesdropping [74, 251].

The first quantum secret sharing (QSS) scheme proposed the use of particle entangled
states [29]. In this protocol, three parties (Alice, Bob and Charlie) randomly choose between
two measurement bases and independently measure their particle, similar to the BB84 protocol
used for QKD [11]. If their measurement results are correlated, Bob and Charlie can use their
measurement bases and outcome information to determine the result of Alice’s measurement,
otherwise the round is discarded. Since approximately half the instances will be discarded the
intrinsic efficiency is about 50%. This protocol was improved to accommodate an arbitrary
number of parties based on multi-particle qubit entanglement states [252], and later to multi-
particle d dimensional entanglement states [253].

Although much theoretical, in both the discrete-variable [254–262] and continuous-variable
regime [263, 264], and (to a lesser extent) experimental [265, 47, 48] attention has focussed
on QSS using multi-particle entangled states, progress has been limited by the intrinsic hurdle
that the number of parties involved is bound by the number of entangled particles. Multi-
photon entanglement is notoriously inefficient and the difficulty of obtaining the required
quantum correlations grows rapidly. The efficiency of preparing even tripartite or four-partite
entangled states is very low [266, 267], making particle entanglement-based QSS inefficient
and unscalable.
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As a result of these limitations, two-dimensional QSS schemes using single photon states
have been proposed [49, 43] and implemented [50, 268] for a scalable number of parties. The
advantage arises in its circular structure, where each party performs sequential unitary opera-
tions on the same single photon, instead of several entangled photons which require convoluted
setups. The security was found to be less robust as compared to quantum key distribution (QKD)
and susceptible to cheating strategies in that dishonest parties could infer some information
about the choice of bases of another party [269, 270]. To address this deficiency, multi-party
high-dimensional single photon QSS protocols were theoretically proposed [51–54] but with
few suggestion as to how they might be (practically) implemented in the laboratory [271–273].
Challenges in high-dimensional state preparation, transformation and detection, the key steps
of any QSS protocol, have so far presented barriers to experimental realisation.

Here we realise the first experimental high-dimensional single photon QSS protocol using
photons that are vectorially structured in their orbital angular momentum (OAM) and polari-
sation. Our approach requires only simple linear optical elements: spin-orbit coupling optics
to prepare the initial state, waveplates with dove prisms to encode the secret in the sequential
phase transformation of each party, and a deterministic detector for all basis elements in the
high-dimensional vector space. We successfully implement this protocol in two-dimensions for
ten parties, and three-dimensions with three parties - the highest realisation of participants and
dimensions thus far. Our approach is scalable in the number of participants, highly efficient
and provably secure.

5.2 Single photon quantum secret sharing protocol

We begin by extending the single photon QSS protocol [51] to prime dimensions and then
we outline the general structure of a N-party QSS scheme using a single photon state. In this
protocol multiple participants perform local operations on a single photon encoded in prime d
dimensions. Suppose a participant R1, also known as the distributor, wants to share a secret key
amongst multiple parties, R2, . . . ,RN , then the QSS protocol can be summarised in four steps
(see Fig. 5.1):

1. State preparation: The distributor, R1, prepares an initial single photon state |e(0)0 i from
a set of mutual unbiased bases (MUB) in the desired prime dimension d. In our protocol,
the MUBs are formulated from the logical basis, |`i, as follows:

|e( j)
k i= 1p

2

1

Ầ
=0

w
1
2 `( j+2k) |`i , (5.1)
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Fig. 5.1 General scheme for a 3 party single qubit QSS scheme. (a) The distributor, R1, prepares
an initial state from a set of d = 2 MUBs. The qubit is then sequentially distributed to each
party, who in turn performs a unitary phase operation given by Xxn

d Y yn
d . The choice of Xxn is

analogous to a change in local states within the basis, and a choice of Y yn corresponds to a
change of basis. The last participant sends the qubit back to the distributor. The distributor
requests that parties R2 and R3 broadcast their choice of yn and performs a measurement in a
basis that leads to a deterministic result. The distributor can generate a secret key x(scrt) by
using the measurement result to reset their choice of xn. The other parties, upon collaborating
and broadcasting their choice of xn, can also generate the same secret key x(scrt). We also show
the state preparation for d = 3 dimensions. (b) The distributor can securely encrypt a message
by applying a simple XOR encryption operation using their generated secret key. The encrypted
message, after being distributed, can be decrypted by each participant using their own secret
key. At no point is the secret key shared among any participants.
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in two dimensions and in odd prime dimensions (d0) they are generalised as [51],

|e( j)
k i= 1p

d0

d0�1

Ầ
=0

w`(k+ j`) |`i , (5.2)

where k maps onto a mode from the jth MUB and w = exp( i2p
d ). Note that `, j,k 2

{0, . . . ,d �1}.

2. Distribution: The distributor modulates the photon initially in the state |e(0)0 i with the
operators Xx1

d Y y1
d , where x1,y1 2 {0, . . . ,d �1} are chosen randomly and indicate how

many times the operators should be applied. The photon is then sent sequentially to
each participant R2, . . . ,RN , who upon receiving the single photon, randomly choose
xn,yn 2 {0, . . . ,d �1}, such that they apply the corresponding unitary operations Xxn

d Y yn
d .

To map between the MUB basis states, each party has access to two operators: Xd and Yd .
The operator Xd is defined as,

Xd =
d�1

Ầ
=0

w` |`ih`| , (5.3)

for prime dimensions. We adapted the protocol [51] for two dimensions such that the
operator Yd is defined as

Y2 =
1

Ầ
=0

w
1
2 ` |`ih`| , (5.4)

in two dimensions and in odd prime dimensions (d0) as

Yd0 =
d�1

Ầ
=0

w`2 |`ih`| . (5.5)

The operator Xxn
d cycles through xn modes in the same basis, while the operator Y yn

d
cycles through yn MUBs, as shown in Fig. 5.1(a). Using both operators in sequence
results in the mapping between all MUB states which is crucial in the implementation of
the single photon secret sharing protocol.

3. Measurement: After receiving the single photon from the last participant, the distributor
request that parties R2, . . . ,RN broadcast their choice of yn in a random order, keeping
their value of xn a secret. By considering the sum of all yn, the distributor chooses a
measurement basis from the MUB set in such a way that the measurement leads to a
deterministic result. In prime dimensions this is equivalent to applying the local unitary
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operator Y J
d and measuring the photon in the basis |e(J)k i, where

J =
N

Â
n=1

yn mod d. (5.6)

The final measurement result obtained by the distributor is labelled a 2 {0, . . . ,d �1}.
Since the measurement is performed in a basis that yields a correlated result, the efficiency
of the protocol is 100% [54]. If Eq. 5.6 holds, the participants have a strongly correlated
selection of xn, satisfying

N

Â
n=1

xn +C = a mod d. (5.7)

where we define C = b1
2 ÂN+1

n=1 ync for two dimensions, which accounts for the additional
X2 operator imparted by every odd number of Y2 operators, and C = 0 in odd prime
dimensions, due to the cyclic property of the operators in d0 dimensions.

4. Key generation: The distributor resets his value of x(scrt)
1 =(a�x1+C) mod d according

to the measurement result a. Consequently, if participants R2, . . . ,RN collaborate and
reveal among themselves their choice of xn, they can reconstruct the distributors secret
value x(scrt)

1 = ÂN
n=2 xn mod d, which was previously only known to the distributor R1.

By repeating this procedure, the distributor can share a secret key among the rest N �1
participants. Using the secret key, the distributor can securely encrypt a message and
distribute it to the participants, who in turn can use their own secret key to decrypt the
message, as in Fig. 5.1(b).

Participant R1 checks the security, such that he randomly selects a subset of rounds. The
degree of security specifications determines the size of the subset. In order to increase the
security, as justified in [54], R1 must make sure that the subset of valid rounds includes a
round in which each participant broadcasts his choice of yn last. Each participant reveals their
inferred value x(scrt) for the subset of rounds, which is compared to the value determined by
the distributor. If there is a discrepancy any dishonest eavesdropping or cheating strategy is
exposed.

In the next step, we investigate the necessary tools to implement a high-dimensional single
photon QSS scheme. We explore vector modes and how we can implement unitary phase
operators using simple linear optics.
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5.3 Experimental realisation

Here we introduce the tools (operations) needed for single photon secret sharing in prime
dimensions. Lastly, we show how the protocol can be implemented in both d = 2 and d = 3
dimensions using polarisation and OAM control.

5.3.1 Two-dimensional realisation

If we consider the polarisation subspace coupled with the OAM subspace, spanned only by |`|,
we can construct a two dimensional mode set, i.e., H2=span({|Ri |`i , |Li |�`i}) as illustrated
in Fig. 5.2(a). The basis states can be mapped as orthogonal column vectors,

|Ri |`i=

0

B@
1

0

1

CA , |Li |�`i=

0

B@
0

1

1

CA . (5.8)

This allows us to map the MUBs (see Fig. 5.2(b)) as row vectors in matrix form as follows:

M1 =
1p
2

0

B@
1 1

1 �1

1

CA , M2 =
1p
2

0

B@
1 i

1 �i

1

CA . (5.9)

The first step in implementing the protocol is preparing the photon in the initial state within
our MUB set. We generated the initial state, |e(0)0 i= 1p

2
(|Ri |`i+ |Li |�`i) denoted by |Y0i,

from a horizontally polarised photon incident on a spin-orbit coupling q-plate [126, 274]. The
Jones representation of horizontally polarised light incident on a q-plate is given by,

ÛQP |Hi =

0

B@
cos(2qf) sin(2qf)

sin(2qf) �cos(2qf)

1

CA |Hi (5.10)

=
1p
2
(|Ri |`i+ |Li |�`i) . (5.11)

where 2q = `, |Hi= 1p
2
(|Ri+ |Li) and |`i= eif`. Hence, a q-plate is sufficient in preparing

an initial state within our MUB set.
The next step is to find a way to independently move between each MUB state by applying

the required operators. It follows from Eq. 5.9, that the operators required to move between all
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Fig. 5.2 Illustration of the spin-orbit coupled modes that form our computational basis, from
which we construct our MUBs in d = 2 dimensions. (a) Right circularly polarised light is
shown in red, left circularly polarised light is shown in green and linear polarisation in blue. (b)
We realise the operators in d = 2 using a half waveplate (HWP). A HWP at q = p/4 realises
the X2 operator, cycling between the states within the same basis; at q = p/8 we realise the Y2
operator, moving between MUBs. Note that the Y2 operator is not cyclic, due to the extra X2
operator that is imparted by every odd number of Y2.

MUBs can be expressed as,

X2 =

0

B@
1 0

0 �1

1

CA , Y2 =

0

B@
1 0

0 i

1

CA . (5.12)

The operator of X2 is analogous to a change in local states within the basis and Y2 corresponds
to a change of basis. However, it should be noted that, the transformations between MUBs
are not cyclic for two-dimensions. This is a particular property of MUBs in odd primed
dimensions [275]. Since each Y2 operator introduces a i phase shift, then every odd number of
Y2 operators introduces an extra X2 operator. This must be accounted for when extracting the
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secret key. Both operators are easily implemented by a half waveplate (HWP). It is straight
forward to see that a HWP acting on the initial state |e(0)0 i, induces a relative phase difference,
ei4q , between the circular polarisation states. This can be summarised as

ÛHWP(q) µ

0

B@
1 0

0 ei4q

1

CA , (5.13)

where q 2 {0,p/8,p/4,3p/8} is the rotation angle of the HWP, corresponding to the trans-
formations ÛHWP(q) = {X0

2 Y 0
2 ,X

0
2 Y 1

2 ,X
1
2 Y 0

2 ,X
1
2 Y 1

2 }. In this way, Fig. 5.2(b) shows that we can
move independently between all MUBs.

Once the initial state is sent through a set of even N consecutive HWPs, allowing each party
to apply their unitary operator, the final state of the photon will be:

|YNi=
eiW
p

2

⇥
|Ri |`i+ eiF |Li |�`i

⇤
, (5.14)

where W=(�i)Ne�2i(ÂN
n=1(�1)n+1qn) and F= 4ÂN

n=1(�1)n+1qn. The distributor then applies the
corresponding operator for fJ 2 {0,p/2} using a HWP, such that performing the measurement
in the basis 1p

2
(|Ri |`i+ eifJ |Li |�`i) leads to deterministic result.

Next, we discuss the detection system used to distinguish between all MUB states. The
different states can be deterministically detected using a combination of geometric phase
control and multi-path interference, as seen in Fig. 5.3(a). The photon was mapped onto two
polarisation dependent paths (a and b) using a combination of quarter waveplates (QWP) and a
polarising beam splitter (PBS). A QWP oriented at p

4 transforms the polarisation of the photons
from circular to linear polarisation, followed by the PBS which separates the photons into
two polarisation dependent paths (|Hi and |V i). A quarter wave plate oriented at p

4 in each
arm transforms the polarisation back to circular polarisation, such that the state of the qubit
becomes,

|YNi=
eiW
p

2
[|Ria |1ia + eiF |Lib |�1ib], (5.15)

where the subscripts a and b refer to the polarisation dependent paths. The photon paths were
interfered at a 50:50 beam splitter (BS), setting the dynamic phase difference between the two
paths to p/2. An extra reflection was added to one path so that the number of reflections, and
thus the polarisation of the two output paths, was automatically reconciled. Henceforth, we will
drop the polarisation kets in the expression as the polarisation information is path dependent.
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Fig. 5.3 Generalised experimental setup of a single photon quantum secret sharing scheme,
showing the state preparation, distribution and measurement steps for (a) d = 2 and (b) d = 3
dimensions. The initial states are generated using a combination of geometric phase optics (i.e.,
a q-plate (QP)). The initial state is then sequentially communicated to each participant, who
perform a unitary phase operator employed using simple linear optics such as a half waveplate
(HWP) and a dove prism (DP). A HWP in the measurement step was used to perform the
measurement in the same basis each time. The different states can be deterministically detected
(a) using a combination of geometric phase control and multi-path interference using beam
splitters (BM) and polarising beam splitter (PBS), or (b) via modal decomposition using a
spatial light modulator (SLM). M are mirrors.

The resulting state after the BS is

|Y0
Ni=

eiW

2
[(1� eiF) |1ic + i(1+ eiF) |�1id], (5.16)

where the subscript c and d refer to the output paths of the beam splitter. From this equation
we see that the detection scheme is in fact deterministic for given values of F, such that all the
light will be in either path c or d.

Next, we extend the two dimensional implementation to three dimensions, using a similar
linear optics setup.

5.3.2 Three-dimensional realisation

We now consider a mode set that spans a three dimensional (qutrit) space of spin-orbit coupled
modes, i.e., H3=span({ |Ri |0i), |Ri |`i , |Li |�`i}) as depicted in Fig. 5.2(a). If we map the
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basis states as orthogonal column vectors, i.e.,

|Ri |0i=

0

BBBBB@

1

0

0

1

CCCCCA
, |Ri |`i=

0

BBBBB@

0

1

0

1

CCCCCA
, |Li |�`i=

0

BBBBB@

0

0

1

1

CCCCCA
, (5.17)

then the MUBs can be mapped as row vectors in matrix form as

M1 =
1p
3

0

BBBBB@

1 1 1

1 w w2

1 w2 w

1

CCCCCA
, M2 =

1p
3

0

BBBBB@

1 1 w

1 w 1

w 1 1

1

CCCCCA
, M3 =

1p
3

0

BBBBB@

1 1 w2

1 w2 1

w2 1 1

1

CCCCCA
,

(5.18)
where w = exp( i2p

3 ).
The initial state was prepared using a interferometric combination of a q-plate, HWP and

beam splitter, as in Fig. 5.3(b). We further engineer the required operators by using a half
waveplate in combination with a dove-prism as illustrated. As before, the HWP induces a
relative phase difference, e4iq , between the circular polarisation degree of freedom and the DP
imparts a phase, e�2ig` which proportional to the OAM state. A mirror after the dove prism is
needed to invert the final OAM state. The unitary transformation, in the basis from Eq. 5.17
can be summarised as

Û(q ,g) µ

0

BBBBB@

1 0 0

0 e�2ig` 0

0 0 e(2ig`+4iq)

1

CCCCCA
, (5.19)

where q 2 {0,p/6,2p/6} is the rotation angle of the HWP and g 2 {0,p/3,2p/3} is the
rotation angle of the DP. The DP allows us to realise the X3 gate, cycling between the states
within the same basis, and the HWP allows us to realise the Y3 gate, cycling between the MUBs
(see Fig. 5.4).

The detection system included mapping our vector basis to a scalar basis using a set of half
waveplates and quarter waveplates. We measured the detection probabilities of each MUB state
by performing optical inner-product measurements using match filters encoded on the SLM via
modal decomposition. The detection modes where encoded as phase and amplitude holograms
on a Holoeye Pluto spatial light modulator (SLM) - a well established technique for spatial
mode detection [116]. Alternatively, using a quantum Fourier transform (QFT) to map between
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Fig. 5.4 Illustration of the spin-orbit coupled modes that form our MUBs in d = 3 dimensions.
Right circularly polarised light is shown in red and left circularly polarised light is shown in
green. Here we see the cyclic nature of the operators in d = 3. A dove prism (DP) allows us
to realise the X3 gate, cycling between the states within the same basis, and a half waveplate
(HWP) allows us to realise the Y3 gate, cycling between the MUBs.

the MUB superpositions of OAM modes to the OAM standard basis, one can deterministicaly
sort the MUBs and thereafter sort the OAM modes. In three dimensions, a QFT for OAM has
been proposed [276]. The technique exploits the tritter [277], by using path and phase control.
Once the mapping between the MUB and OAM basis is achieved, mode sorters can be used
deterministicly to measure the OAM modes [145]. Mode sorting has been extensively used for
both scalar [278] and vector modes [148].

5.4 Results

Here we present the results for our implementation of the quantum secret sharing protocol with
single photon states in d = 2 and d = 3 dimensions. For practical purposes, the experiment
was first performed with a classical light source and a ccd camera. Later, the light source was
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attenuated to an average photon number of µ = 0.02 per pulse. Although weak coherent states
cannot be used without photon splitting strategies this could, in principle, be overcome by
preparing and testing the transmission properties of some decoy states. In the single photon
regime, the measurement system includes coupling the photons through fibres to avalanche
photon detectors (APD).

5.4.1 Two-dimensional results

The two dimensional detection results of our vector basis ares shown in Fig. 5.5. This was
performed by rotating the angle q of the HWP and measuring the intensity of each output port
using a ccd camera at each port (see Fig. 5.5(a)) and in the single photon regime, using single
photon detectors (see Fig. 5.5(b)).

Fig. 5.5 Detection of superposition of vector states. Each graph shows the detection (normalised
counts) of the photons in a superposition of the vector states |Y0

Ni, generated by rotating the
HWP angle q , using (a) ccd camera and (b) photodiodes in the single photon regime. Each data
point was generated by averaging over 35 measurements. The dashed lines show the theoretical
curve.

There is an excellent agreement between the experimental results (data points) and the
theory (dashed curves). The Visibility, V , of the detection scheme in each output port was
calculated using the equation:

V =
|Imax � Imin|
Imax + Imin

, (5.20)

where I is the normalised counts in each arm. Spatial filtering was applied to the data obtained
using the ccd camera to remove unwanted noise, resulting in V = 0.958±0.005. In our system,
the errors are introduced by the additive imperfections in the half waveplates causing slight
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misalignment in the setup. The visibility for the single photon regime was measured to be
V = 0.924±0.003, which can be accounted for by the photon loss in fibre coupling and detector
dark counts. Nonetheless, such values imply the use of a well-aligned and stable interferometer.

For phase-coding setups, the fidelity of the detection system is related to the interference
visibility by [1],

F =
1+V

2
. (5.21)

Hence, the fidelity of the system was calculated to be F = 0.979± 0.005 for the classical
implementation and F = 0.962±0.003 for the single photon regime. Using this deterministic
detector, we can detect any arbitrary superposition of our vector basis with high fidelity.

5.4.2 Three-dimensional results

To demonstrate the feasibility of our secret sharing scheme in three dimensions, we verify that
the d +1 MUBs are each orthogonal with respect to each other by measuring the scattering
probabilities. The crosstalk matrix is shown theoretically in Fig. 5.6 (a) and experimentally in
Fig. 5.6 (b) and Fig. 5.6 (c), for the classical and single photon regime respectively. To obtain
the results we first prepared the initial superposition state |e(0)0 i and applied the X3 and Y3 gates
to iterate through the various basis modes and MUB mode sets. Using a set of waveplates, we
mapped the circular polarisation photon states to the horizontal polarisation state and performed
projective measurements via modal decomposition.

Fig. 5.6 Crosstalk matrices shown theoretically in (a) and experimentally in (b) and (c), for
classical light and the single photon regime respectively. This shows the scattering probabilities
for modes prepared and detected in identical bases (diagonal) and the overlap between modes
from mutually unbiased bases (off diagonal).

From the crosstalk matrices, we measured an average fidelity of F = 0.946±0.003 when
using classical light and similarly we measured F = 0.938±0.001 in the single photon regime.
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In our system, the errors are introduced by imperfections, including the rotation of the dove
prism and half waveplates causing slight misalignment in the setup.

5.4.3 Security analysis

From the measured detection fidelities, we performed a security analysis on our QSS scheme
for d = 2 and d = 3 dimensions. The results of the analysis are summarised in Table 5.1.

Measures
d=2 d=3

Classical Quantum Classical Quantum

F 0.979 0.962 0.946 0.938

QBER 0.021 0.038 0.054 0.062

I 0.853 0.767 1.225 1.187

Table 5.1 Summary of the d = 2 and d = 3 experimental results for our secret sharing protocol,
for both the classical regime using the ccd camera as a detector and for the single photon
regime using APDs. We show the experimental values of the detection fidelity (F), the quantum
bit error rate (QBER) in bits per photon and mutual information (I) between distributor and
participants.

The quantum bit error rate (QBER), reflecting the probability of making detection errors, is
related to the fidelity by [55],

QBER = 1�F, (5.22)

which is 0 for a perfect system. The detection fidelities translated into an optical QBER between
0.021 and 0.062, well below the 0.110 and 0.156 bounds for unconditional security against
coherent attacks in two and three dimensions respectively [279]. Systematic errors can be
attributed to detector dark counts and the interferometric phase drift, which influences the
prepared relative phases. This forced a phase re-calibration before each run.

From the fidelity we can calculate the mutual information, I. This places a bound on the
amount of information that can be shared between the distributor and participants. This bound
is only due to the generation and detection fidelities, and not intrinsic to the protocol itself.
This is given by [55],

I = log2(d)+F log2(F)+(1�F) log2

✓
1�F
d �1

◆
. (5.23)
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For a perfect system we would expect a value of 1 bit per photon in a d = 2 qubit system
and 1.58 bits per photon in in a d = 3 qutrit system. For d = 3 this was measured to be nearly
1.5⇥ the maximum achievable in d = 2 dimensions. We note that increasing the dimension of
the quantum secret sharing protocol, did result in higher mutual information capacity.

5.4.4 Secret key generation

To corroborate the advantage of our protocol utilising a higher dimensional encoding space,
we experimentally shared a secret in both d = 2 and d = 3 dimensions using the experimental
setups described.

In two dimensions, the protocol was performed by N = 10 participants - the highest number
of participants realised thus far - each equipped with a X2 and Y2 gate (half waveplate). We ran
the protocol for 100 valid runs, resulting in a generated secret key of 100 bits. The results are
shown in Fig. 5.7(a), for the identical secret key retrieved by the distributor and shared between
the participants. The distributor’s secret key was determined by resetting his choice of x1 using
the measurement results and the participants choice of yn. The participants shared secret key
was calculated by summing the keys of the participants R2, ...,R10, modulus two.

Fig. 5.7 Experimentally generated distributor’s and participants’ secret keys, in (a) d = 2 and
(b) d = 3 dimensions, by implementing the protocol for 100 valid runs. The colour bars indicate
the measured probability of generating a 0, 1 or 2.

Next, exploiting the higher dimensional (d = 3) encoding space, we shared a secret key
between N = 3 participants, each equipped with the X3 gate (dove prism) and Y3 gate (half
waveplate). The results are shown in Fig. 5.7(b), for the secret code retrieved by the distributor
and shared between the participants. The keys are identical as desired. Using the high
dimensional protocol for 100 valid runs we generated a secure key that was 158 bits.
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5.5 Discussion

Transverse spatial modes of light carrying orbital angular momentum have become ubiquitous
for encoding quantum information. Here, OAM modes have proven invaluable for secure
and robust communication, and thus have the potential to increase the mutual information
and security of quantum channels in QSS. However, despite its many potential advantages,
the complete realisation of high-dimensional quantum cryptography with OAM, so far, has
been limited by technical difficulties arising in the full manipulation and transmission of this
degree of freedom (DoF). To overcome these restraints, photon states encoded in different
DoFs, called hybrid entangled states, have attracted a lot of attention [97]. Spin-orbit coupled
states, e.g. vector modes, have been used to complete the entanglement purification in photon
pairs for polarisation Bell states [280, 281]. Similarly, they have been used to overcome the
limiting channel capacity of super-dense coding [282] and to realise a high capacity QKD
protocol [283].

We note that although we used a weak coherent photon source, practical deployments
require ideal single photon sources to ensure unconditional security. The engineering of such
sources is an ongoing field of research [284] and as a result our scheme remains demonstrable.
In principle, one could counter photon splitting attacks by preparing and testing the transmission
properties of some decoy states, modulating several intensities of weak coherent photons and
reserving one intensity as the signal state. Alternatively, state-of-the-art single photon emitters
or sub-Poissonian sources like SPDC heralded photons can be used (see our previous QKD
demonstration [35]). Nevertheless, even Fock states larger than n = 1 have a non-zero detection
probability and may pose a security risk, potentially requiring the use of decoy states. We
stress that we used an attenuated laser source in which the photon statistics follow a Poisson
distribution mainly for the high spatial coherence which is no different to that of a single
photon source. Correspondingly, the superposition principle and mutually unbiased basis
(the fundamental properties exploited in our scheme) are inherent properties in both sources,
making both sources equivalent for state encoding and decoding protocols. In fact, a myriad of
high-dimensional QKD schemes have been tested this way, using spatially structured photons
in free-space [33] and fibre [285].

The efficiency and secure key rate could be improved for practical deployments, by using
commercially accessible detectors with low dark counts, short detector dead times, high
resolution and high detection efficiencies. Since our scheme is adaptable to any wavelength,
detectors with up to 93% efficiency, a dead time of up to 40ns, a dark count rate of 1 count-per-
second and a timing resolution of up to 150ns are available at telecom wavelengths - promising
quantum communication speeds in the megahertz regime [286].
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Here, we have reported a novel scheme for sharing secure keys between multiple parties
by interfacing different DoF, namely spin and orbital angular momentum of single photons in
high-dimensions (d = 3). Our scheme can be extended to multiple participants and requires
conventional linear optical elements making it easily scalable. For a practical implementation
waveplates and dove prisms can be rotated using electronically driven rotation mounts [244],
whose rotation rate would be the only limiting factor with regards to the generation rates.

The spatial modes used here can be represented by LG modes and thus are the natural
modes of quadratic media like free-space and optical fibre making them ideal for practical im-
plementations in long distance communication. So far, free-space quantum channels have been
demonstrated with satellite-to-ground links [287], intra-city free-space links [288] and in QKD
using similar vector modes [289]. Moreover, our basis modes if chosen carefully, lie within the
first two mode groups which may have low group delays and minimal crosstalk. Hence, our
scheme can also be exploited over long distances using few mode fibres, as demonstrated up to
1 km for QKD [290]. Applications can also be extended to underwater channels, previously
shown for QKD [291]. The main application challenge would be overcoming deleterious
effects, like turbulence resulting from local fluctuations in refractive index of refraction [292]
which could reduce the QBER.

We iterate that QSS protocols involve the sharing of a random encryption key, as opposed
to a predetermined secret message. Where the latter is necessary, quantum secure direct
communication (QSDC) is a solution, where secret information is transmitted directly through
a quantum channel without prior distribution of a secret key [293–297]. Appropriately, the
technique presented here (i.e., using spin-orbit coupled modes as high-dimensional information
carriers) has the potential to advance the likes of other quantum communication branches, such
as QSDC.

5.6 Conclusion

In conclusion, we successfully implemented two-dimensional single photon QSS for 10 parties.
We further extended our scheme to higher dimensions by interfacing independent degrees
of freedom, providing a natural extension to high-dimensional QSS. Our approach shows
that by using hybrid polarisation and OAM encoding, it is possible to realise a d = 2 and
d = 3 dimensional single photon QSS using conventional linear optical elements. Further, by
exploiting the non-separability of polarisation and OAM in our choice of spatial modes, we
were able to realise transitions on a high dimensional Hilbert space, mapping between different
MUB states, demonstrating the advantage of interfacing independent DoFs. Our practical
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scheme is scalable to an unlimited number of participants and can be realised using current
technologies, without generating complex multi-particle entangled states.



Chapter 6

Conclusion

In this dissertation, we investigated the potential of using structured light in the realm of quan-
tum cryptography, specifically the generation and distribution of encryption keys. We showed
that spatially structuring light to access an infinite encoding space, provides a considerable
advantage over two dimensional polarisation encoding. Using simple linear optics we overcame
the challenges in high dimensional state preparation, transformation and detection, which had
previously presented barriers to experimental realisations. Ultimately, we demonstrated the
viability of using structured light as a versatile platform for practical high-dimensional quantum
cryptographic implementations.

In Chapter 1, we outlined general quantum cryptographic protocols, including both the
generation (i.e. random number generation) and distribution (i.e. secret sharing) of encryption
keys. We further investigated the inherent principles, such as the no-cloning theorem and
non-locality, which make them superior to their classical counterparts. Next, we explored
structured light as a carrier of information. By considering Maxwell’s breakthrough that light
must also be a carrier of energy and other mechanical effects, we showed that in the paraxial
approximation of the Helmholtz equation, the angular momentum of light can be separated into
two components: spin angular momentum (SAM), associated with the circular polarisation of
photon, and orbital angular momentum (OAM), associated with the transverse spatial profile
of the photon. As such, we explored spatial modes carrying OAM due to their potential for
infinite accessible states and sought to overcome the current technical difficulties arising in the
full manipulation, transmission and detection of this degree of freedom.

In Chapter 2, we circumvented these limitations by exploiting dynamic and geometric phase
control for generating, manipulating and detecting spatial modes of light. We assembled a
toolbox with various optical elements and techniques, whereby we characterised the operation
of these elements and established a good understanding of their operation and the practical
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aspects of their experimental implementation. Waveplates were shown to manipulate the
polarisation state by introducing a phase shift between the orthogonal components of a photon’s
electric field. We also experimentally characterised the operation of a q-plate and a Dove prism
to manipulate the spin-orbit coupled components of light. We showed that this is effective
for transferring the information contained in one degree of freedom into the other. Using the
acquired tools in combination with multi-path interference we were then able to show that
orthogonal vector modes could be deterministically detected. Furthermore, we investigated
digital holography as a technique to both generate and decompose OAM modes. By using a
combination of an SLM and single mode fibre we were able to perform an optical inner-products
revealing the OAM content of the photons. The techniques and optical elements presented
in this chapter allowed us to structure and manipulate light to realise the high-dimensional
quantum cryptographic protocols presented in Chapters 4 and 5.

In Chapter 3, we analysed spontaneous parametric down-conversion as a method to generate
single photon entanglement, with particular interest in the OAM degree of freedom. We showed
that the phase matching conditions (momentum and energy conservation) could be controlled
by adjusting the tilt of our BBO crystal, ultimately allowing us to adjust the geometry of the
emitted photons. Using the projective measurement system characterised in Chapter 2, we were
able to measure the OAM states of single photons. A back-projection method, in which one of
the entangled photon paths is replaced with a laser, was used for the alignment of the system.
This allowed us to maximise the coupling of light from one fibre to the other, before performing
the projective measurements on the down-converted photons. To verify the entanglement of our
system various quantum measures were explored with respect to the OAM degree of freedom.
The spiral bandwidth, a measure of the OAM spectrum, confirmed that the down-conversion
process conserves OAM. This lead us to explore non-local correlations with respect to the OAM
degree of freedom, in which we further confirmed the entanglement of the system via a Bell-like
inequality violation. Lastly, we reconstructed the density matrices for high-dimensional OAM
states by performing quantum state tomography on the photon pairs entangled in the OAM
degree of freedom. On the whole, we fully characterised the OAM entanglement of our system
and dimension of accessible OAM modes for secure quantum cryptography.

In Chapter 4, we utilised the techniques explored in Chapter 2 and 3 to demonstrate
a new quantum random number generator [102]. Our approach is based on popular path
branching QRNG schemes, however, we used digital holography to spatially map photons
onto two paths. This method allowed the mapping process to be digitally controlled, which
we used to account for the transmission and detection asymmetries of our system. Following
this, we generated random numbers which passed the standard NIST statistical test suite,
without the need for inefficient and deleterious post-processing. Moreover, the digital control
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allowed us to extend our QRNG protocol to the high-dimensional OAM degree of freedom, in
which we realised a novel QRNG based on the spatial mode entanglement of SPDC photon
states. Taking a step further, we showed that the probability distribution of 1s and 0s and thus
the entropy (a comparative measure of the quality of randomness) of the system, could be
tailored by projecting the photons into arbitrary combinations of OAM contributions, all the
while maintaining the irreproducibility of the quantum system. Correspondingly, our QRNG
scheme offered full flexibility and control to generate random numbers satisfying any desired
probability distribution, paving the way for the realisation of a multi-bit QRNG based on the
high-dimensional OAM degree of freedom.

Lastly, in Chapter 5, demonstrated a novel quantum secret sharing protocol using spin-orbit
coupled photons [101]. The secret was encrypted in the sequential phase transformations that
each party applied to a single photon, moving between the mutually unbiased basis states. We
effectively realised this protocol in two dimensions for 10 participants, using a waveplates
as the phase operators and path interference as a deterministic detector for the basis states.
Using the experimental techniques explored in Chapter 2, we further demonstrated our protocol
in three-dimensions for three parties, by interfacing the OAM and polarisation degrees of
freedom. We engineered the required operators by using a waveplate in combination with
a dove prism to impart a phase proportional to the spin and OAM components, respectively.
Our approach allowed us to exploit the high dimensional capabilities of these spatial modes to
realise transitions between basis modes on a high dimensional Hilbert space, which had not yet
been demonstrated for QSS. Moreover, this allowed us to exceed the 1 bit per photon limit of
two dimensional protocols. We showed that our scheme is scalable to an unlimited number of
participants, without the need for complex multi-particle entangled states. Furthermore, it is
versatile and practical, using conventional linear optical elements, demonstrating the advantage
of interfacing independent degrees of freedom.

6.1 Future work

Our first quantum cryptographic application demonstrated the use of OAM entangled photons
pairs to generate a string of random bits. An obvious extension is to investigate the possibility
of using the high-dimensional state space accessible by the OAM degree of freedom to realise a
multi-bit QRNG based on OAM. Here, the number of detectable OAM modes would influence
the bit per photon generation rate. Appropriately, we can engineer the probability distribution of
available OAM contributions in the generated SPDC state, which is strongly related to the pump
field. To decrease any bias in our multi-bit QRNG scheme, we would need the magnitudes of
each OAM contribution to be as equal as possible. This could be done by shaping the initial
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pump beam so that its topological information is translated into the amplitudes of the generated
entangled states. By employing a Bessel-Gaussian function encoding scheme, a larger spiral
bandwidth for the photon pairs could be generated [298]. Using this beam shaping framework,
with a view to flattening the spiral bandwidth curve as much as possible, we could realise a
multi-bit QRNG using the high-dimensional encoding space offered by the OAM degree of
freedom.

An SLM, before the non-linear crystal, could be used to shape the incident beam such that
the spiral bandwidth emanating from the crystal is flattened and increased. In this manner, the
probability of the down-converted photon pairs created by the crystal could be dynamically
controlled to adopt any OAM value within a certain range. A realisable demonstration is
contingent on the ability to deterministically detect OAM states. This can be done efficiently
using a mode sorter to perform the OAM projective mapping to position. An array of single
photon detectors would then be necessary to perform coincidence detections. Therefore, the
realisation of a multi-bit QRNG based on OAM is not far from experimental feasibility, which
we hope to achieve in the near future.

Additionally, a salient area for future research in the generation of random numbers is
the evaluation and quantification of randomness. Although statistical tests offer a form of
statistical assurance, they do not guarantee that there are no underlying patterns and they do not
provide any insight into the physical generation process. The evaluation specifications for a
RNG should necessitate the entropy estimation of the system, however, there is currently no
consensus on a single perfect entropy estimate. We hope to investigate this further.

Secondly, we showed that transverse spatial modes of light carrying OAM are valuable for
secure and robust quantum channels and have the promise of increased information capacity,
however, the real-world deployment of such schemes requires further development. For a
practical quantum communication implementation, scintillation processes experienced during
propagation through a turbulent medium, affect the state of the encoded photon, resulting in
a loss of information. As such the distortion of OAM modes during transmission over large
distances poses a huge challenge for quantum communication with OAM, which we aim to
further investigate.

Moreover, one of the key principles of any quantum communication protocol is the ability
to deterministically detect the output state. While mode sorting has been extensively used to
measure the OAM basis, deterministically sorting superpositions of OAM modes has remained
elusive in high-dimensions. Using a quantum Fourier transform (QFT) to map between the
MUB superpositions of OAM modes to the OAM standard basis is an efficient way to do this,
however, it is not simple to implement in high-dimensions, with very few suggestions on how
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to practically do so. In three dimensions, a QFT for OAM has been proposed [276], using path
and phase control. Realising such a technique would be beneficial to the OAM community,
further paving the way for quantum cryptographic protocols with OAM. Building upon the
techniques presented within this dissertation, a future research opportunity would be to realise
a deterministic detector for OAM superpositions.

On another note, the secret sharing protocol demonstrated is in the regime of discrete-
variable quantum information. Aside from the entangled states of single photons, continuous-
variable entangled states of optical modes can also be used as quantum resources to implement
deterministic quantum secret sharing [263, 264]. Bridging these two approaches would be an
interesting avenue to explore. In our implementation we use Laguerre-Gaussian modes (LG`,p)
as our encoding basis which are described by two discrete variables, azimuthal order ` and the
radial order p. However, Bessel-Gaussian modes (BGkr,`) are described by the discrete variable
` and the continuous-variable kr (radial wavevector). Exploiting BG modes, in a similar way as
we do the LG basis, would make for fascinating future work, in which we could couple discrete
and continuous-variable protocols.
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