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Abstract—This paper investigates the covert communication
performance of a radio frequency underwater acoustic com-
munication (RF-UAC) system deploying rate-splitting multiple
access (RSMA). The proposed system aims to enhance the
covertness of communication signals while maintaining reli-
able communications for legitimate users. In this context, we
model the RF link using the Rayleigh distribution and the
UAC link using the « — p shadow distribution. Moreover,
We analytically evaluate key performance metrics for the pro-
posed system, including the detection error probability, outage
probability and covert communication rate under various sys-
tem parameters, such as signal-to-noise ratio thresholds and
power allocation between public and private streams. Our exten-
sive numerical investigations validate the proposed analytical
expressions, demonstrating the role of key system and channel
parameters on the performance of RSMA-assisted RF-UAC
communications.

Index Terms—Covert communication, detection error prob-
ability, outage probability, rate-splitting multiple access, x-u
shadowed distribution, underwater acoustic communications.

I. INTRODUCTION

ITH the emergence of sixth-generation (6G) wireless
Wcommunication technologies, the demand for ultra-
reliable, low-latency, and secure communication systems has
intensified [1]. On this matter, the integration of terrestrial
and underwater communication networks is poised to play
a critical role in supporting diverse applications, including
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environmental monitoring, resource exploration, and military
operations [2]. In the context of 6G networks, relay systems
are a key enabler, providing a practical solution to extend
coverage and enhance the reliability of communication sys-
tems, especially in integrated land-underwater communication
networks. These systems enable the transmission of signals
across difficult environments, improving communication effi-
ciency while mitigating the effects of signal degradation. They
are especially critical for addressing the challenges posed
by underwater communication, where direct transmission is
often impractical due to severe attenuation and environmental
interference [3], [4], [5].

Underwater communications can be realized with acoustic,
optical, and radio frequency (RF) signals [6].

Among these, acoustic communication is the most widely
used due to its long propagation distance and strong penetra-
tion capabilities. Typically, underwater acoustic links support
communication over distances up to tens of kilometers, with
data rates below 100 kbps due to limited bandwidth and severe
multipath fading [7]. In contrast, underwater optical wireless
communication (UOWC) can achieve data rates exceeding
10 Mbps over short distances (<100 meters), but suffers from
high attenuation and scattering in turbid water [8], [9]. While
underwater RF communication offers moderate data rates
(100 kbps—few Mbps) over short distances (typically
<10 meters), and is severely attenuated in conductive seawater
due to high permittivity and conductivity [10], [11]. Recently,
the performance of underwater communications under various
wireless conditions modeled using versatile fading distri-
butions such as the K-distribution [12], x — p shadowed
distribution [13], [14], o — F-distribution [15], has attracted
significant attention in the research community.

With the ever-increasing demand for high-speed and ultra-
reliable wireless communications, the need to ensure the
security and privacy of data in underwater communications has
gained momentum [16]. In this context, covert communication
has emerged as a critical area of research. Unlike traditional
encryption techniques which are designed to protect data trans-
mission, covert communication operates at the physical layer
to ensure undetectability, thus enhancing system security and
privacy in sensitive scenarios [17], [18]. Despite its promise,
achieving a balance between covertness and reliability remains
a significant challenge in complex wireless environments char-
acterized by multipath fading, noise interference, and other
impairments [19], [20].
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To address these challenges, recent advancements have
explored the integration of rate-splitting multiple access
(RSMA) into covert communication frameworks across
diverse network scenarios. In [21], the authors presented a
comprehensive survey of physical layer security in RSMA
systems, emphasizing the influence of common stream power
allocation and successive interference cancellation (SIC)
decoding order in mitigating both internal and external
eavesdropping threats. In [22], an RSMA-assisted uncrewed
aerial vehicle (UAV) communication framework was proposed,
wherein a joint optimization of the UAV trajectory, transmit
power, and rate allocation enhances energy efficiency and user
fairness compared to conventional multiple access techniques.
Extending this work, the authors in [23] derived closed-
form ergodic capacity expressions for RSMA-enabled UAV
networks and demonstrated that system capacity can further be
boosted by strategically optimizing the UAV’s hovering posi-
tion. In [24], the authors formulated a max-min optimization
problem to maximize the minimum covert rate in multi-
antenna RSMA systems, revealing a superior performance over
space division multiple access (SDMA) and non-orthogonal
multiple access (NOMA) across varying load conditions.
In [25], a secure RSMA communication was investigated
through a jamming-based covert technique that simultane-
ously maximizes the user rate while satisfying covertness
constraints. Furthermore, the work of [26] investigated the
covert performance and physical layer security performance
of an uplink simultaneously transmitting and reflecting recon-
figurable intelligent surface-assisted semi-grant-free-NOMA
system in the presence of illegitimate users. Similarly, the
work of [27] explored RSMA-assisted ambient backscatter
systems and revealed that RSMA provides higher covert rates
and stronger detection error performance than NOMA, albeit
at the cost of increased outage probability under certain
interference conditions. Lastly, in the underwater environment,
the authors in [28] investigated RSMA-enabled multi-user
UOWC systems, where a novel resource optimization strategy
was proposed over an exponential-generalized gamma (EGG)
turbulence channel with pointing errors. Moreover, the study
demonstrated that RSMA can substantially improve ergodic
capacity performance in such highly impaired environments.

A. Motivation and Contributions

Covert communication over underwater acoustic channels
has recently gained traction due to its applications in maritime
surveillance, underwater exploration, and unmanned under-
water equipment. As a result, several works in the exiting
literature have explored the concept of covertness in the
context of underwater acoustic communication. For example,
in [29], an autonomous underwater vehicle-assisted underwater
acoustic communication (UAC) covert architecture was pro-
posed to optimize the energy use and throughput. In [30],
a chaos-based UAC scheme using ship-radiated noise was
proposed. In parallel, covert communication strategies have
also been studied in relay-based systems, such as collabora-
tive jamming and relay selection [31], and full-duplex relay
architectures [32].
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Although covert communication and RSMA have been
independently explored in both underwater and terrestrial
environments, their integration in heterogeneous relay
systems—particularly over mixed RF-UAC links—has
received little attention. In such land-sea scenarios, relay-
based RF-UAC architectures are commonly adopted due to
the distinct propagation characteristics of radio and acoustic
channels.

To better highlight the research gap in the open literature,
Table I summarizes recent studies on RSMA-assisted covert
and underwater communication systems and the novelty of our
work with the current state-of-the-art. It is evident from the
table that existing works vary in their focus on RSMA, channel
modeling, and performance evaluation. However, none of the
them has considered an RSMA-enabled covert communica-
tion over dual-hop RF-UAC links under practical underwater
fading conditions, which is the focus of this paper.

Motivated by the preceding discussion, this paper proposes
a novel RSMA-assisted dual-hop RF-UAC covert communi-
cation system wherein the RF hop is modeled using Rayleigh
fading for analytical tractability and its adequacy in typical
terrestrial scenarios, while the UAC hop adopts the v — p
shadowed fading model due to its excellent agreement with
empirical underwater measurements. In this context, we inves-
tigate the system performance in terms of the detection error
probability (DEP), outage probability (OP), and covert rate
(CR). The main contributions of this work are summarized as
follows:

e We introduce an RSMA-assisted RF-UAC covert com-
munication model, combining Rayleigh fading for the RF
link and x — p shadowed fading for the UAC link.

e We analyze the performance of the proposed system
by deriving closed-form expressions of the DEP, OP
and CR. To provide useful insights into the impact of
various system parameters on the covert performance,
we subsequently derive their corresponding asymptotic
expressions at high signal-to-noise ration (SNR).

e We provide Monte Carlo simulations to validate the
accuracy of the proposed theoretical framework and
investigate how various parameters affect the CR and
other performance indicators in realistic land-to-sea
scenarios.

B. Organization

The rest of the paper is organized as follows. In Section II,
we present the system and channel models that form the
foundation for our analysis. This section provides a detailed
description of the system architecture, including the RSMA-
assisted RF-UAC model, as well as the channel conditions for
both the RF and UAC links. Section III provides the theoretical
framework for the key performance metrics, including DEP,
OP, and CR. Section IV extends the analysis of the OP to the
general case where the xk — 1 shadowed fading parameters m
and p take arbitrary real values. In Section V, the numerical
results are presented followed by a thorough discussion of
the findings, that offers some important performance insights
under different system parameters. Finally, Section V provides
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TABLE I
SUMMARY OF RELATED WORKS ON RSMA-ASSISTED COVERT OR UNDERWATER COMMUNICATION SYSTEMS

Ref RSMA Channel Model Covert Communication Metrics Asymptotic Analysis
[3] X Rician + x-p Shadowed (RF-UAC) X OP, ABER, ACC v (OP, ABER)
[26] X (NOMA) Rayleigh (STAR-RIS) (4 DEP, OP, SOP X
[27] (4 Rayleigh v DEP, OP, CR v (OP)
[28] v EGG (UOWC) X Ergodic Capacity X
[33] X (NOMA) Rayleigh (STAR-RIS) v DEP, OP, ECR b 4

Our Work 4 Rayleigh + k-p Shadowed (RF-UAC) v DEP, OP, CR v (DEP, OP)

Note: ¢ : considered; X: not considered.

Fig. 1. The considered RSMA-assisted RF-UAC communication system.

some concluding remarks through a brief summary of key
findings of this work, and suggest some research directions
as potential avenues for future work for the advancement of
the state-of-the-art.

II. SYSTEM MODEL

The RSMA-assisted RF-UAC communication system con-
sidered in this work is illustrated in Fig. 1. The proposed
system consists of a land base station (BS), a sea buoy relay
station (R), two legitimate underwater users (Userl denoted by
U; and User2 denoted by Usz), and an underwater eavesdropper
(Eve). It is assumed that each node is equipped with a single
antenna. Due to distance and environmental barriers, there is
no direct connection between BS and U;, U,, or Eve. Both
hsgr and h, have already been defined after eqns. (1) and (2).

As a result, RF signals are transmitted from the BS to R
in the fist time slot. In the second time slot, R converts the
received RF signals into acoustic signals and transmits them
to the underwater users over the UAC links using the amplify-
and-forward (AF) protocol. Specifically, with the help of
RSMA, the user information is divided into two parts: public
and private. The public information is shared between the two
legitimate users, while the private information is user-specific.
Messages M7 and M, are intended for users U; and Us,
respectively. Each message is divided into two components:
namely, a common part denoted as M{ and M§, which can
be decoded by both users, and a private part identified as MY
and MY, intended only for the respective user. The public
information is jointly encoded into a common stream x., while
the private parts are separately encoded into streams x; and
xo intended for U; and Us, respectively.

We assume that the transmit powers of the common message
stream x. and the private message streams z; and xo at
the BS are denoted by P., P;, and P, respectively. The
total transmit power Pg is distributed among the streams as
follows: P. = a.Ps, Pi = a1 Pg, and P, = «a3Pg, where
a., a1, and ao are the power allocation factors satisfying
the conditions a. + a1 +as = 1 and 0 < ag, a1, a9 < 1.
The power allocated to each message stream ensures the
proper transmission of information. Specifically, BS transmits
the mixed signals corresponding to the common and private
streams to the relay station, which then forwards the signals
to the underwater users.

A. The RF Link

For the first hop, the baseband received signal at R can be
formulated as

1

where h,, represents the channel gain of the RF link between
the source and relay and x5 = vac.Psz. + voaiPsz +
vasPgxy represents the symbol transmitted by the infor-
mation source. Additionally, ny ~ CN (0,01) represents the
complex additive Gaussian white noise (AWGN). We consider
Rayleigh fading condition [33] and let X = |hgr|?; therefore,
the probability density function (PDF) and the cumulative
distribution function (CDF) of X are given by f(z) = Ae™*®
and F(x) = 1 — e™?7, respectively with A\ = L~ where
E(-) represents the expectation operation.

Yr = hgpxs + 11,

E(X)°

B. The UAC Link

For the second hop, the relay operating under AF protocol,
first converts the RF signals into acoustic signals and subse-
quently forwards them to the legitimate the users. The signal
received at users can be represented as

yu = V PrRGh YR + 1o
= PrGhsrhuzs + \/ PrRGhyny + na, 2

where G and Ppr denote the amplification coefficient and its
transmit power at R, respectively, h, signifies the channel
coefficient of the UAC link and ns ~ CN (0,02) is the
AWGN. The instantaneous SNR of the UAC link can be
expressed as v, = 7y|hy|?, where 7, = L2 indicating the
average SNR of the UAC link. Let Y = +,,, and we can obtain
the PDF of Y, which has been developed in [34, Eq. (6)], and
K, 1, m, M in [34, Eq. (6)] are the relevant parameters where
x denotes the ratio of main to scattered waveform power,
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1 represents the number of multipath clusters, m quantifies
the extent of the shadow fading attenuation and M captures
the expected signal power accounting for factors such as path
loss.

III. PERFORMANCE ANALYSIS

With the system and channel models defined, we now pro-
ceed to analyze the key performance metrics that characterize
covert communication. In this section, we derive analytical
expressions for detection error probability, outage probability,
and covert rate, providing a theoretical framework to assess
system behavior under various parameters. To begin with,
we derive closed-form expressions of the above-mentioned
performance metrics. Furthermore, asymptotic analyses are
provided to offer clearer insights into system behavior at
high SNR.

A. Detection Error Probability

An important performance metric in covert communication
systems is the DEP which captures the detectability of the
covert transmission and is critical to evaluating system-level
covertness. According to [35], the DEP for covert communi-
cation is evaluated under two assumptions, Hy and H1, where
H denotes a scenario where no covert transmission occurs
and only normal messages being transmitted, and H; denotes
a scenario where a covert transmission. Thus, based on the
two hypotheses Hy and H;, the DEP £ can be expressed as

3)

where Pr4 denotes the probability of false alarms (under
Hj condition), and Pj;p denotes the probability of missed
detection (under H; condition). It is important to note that
¢ satisfies the inequality 0 < ¢ < 1. Specifically, £ = 0
means that Eve can always accurately detect the covert com-
munication between the transmitting BS and the covert user,
while £ = 1 means that Eve is unable to detect any covert
transmission. Under both hypotheses, the signal received at
Eve can be expressed as

Hy :ygp = V PrGhsrhy (\/ acPsxc + a2Ps$2)

& =Pra+ Pup,

+ v/ PrGhyny + na, “4)
Hy:yg =/ PrRGhsrhy (\/ a.Pszc + /a1 Psxy
+ Ozgpsl'g) + v/ PrGhyni + no. 5
The average received power at Eve is given by
PsPRrG? |hg,,|” B2 (e + a2) + PrG*h2 0,

Pg = { +09, Hy

PsPrG? |hg,,|” h2 + PrG?*h2 0y + 04, H,
(6)

The probability of false alarm Pr4 and the probability of
missed detection Py;p are given respectively by

Ppg = Pr [PSPRG2 hopl? B2 (e + a)

+PrG*hZoy + 02 > ’Yth] ) (7
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Pup = Pr [ PsPaG? [, |* 12 + PrGhior + 02 < ya .
3

where -y denotes the detection threshold adopted at the
Eve. Then using [36, Eq. (3.451.1)], [36, Eq. (8.352.1)], and
[36, Eq. (3.471.9)], we can derive Pr4 and Pp;p in closed
form, as shown at the bottom of the next page, where (-),
represents the Pochhammer function, I'(-) is the standard
gamma function, and K, (-) denotes the modified Bessel

function of the second kind, vi = ko + 1, vo = ko + k3 + 1,

m21+m 1+k
B:W, and D = %

Proof: See Appendix A.

Remark 1: When a. = 0, the base station no longer
transmits a common message stream to the users, simplifying
the RSMA-based covert transmission system into a NOMA-
based covert transmission system. Under this scenario, the
value of Pyrp remains unchanged, while the Pp 4 decreases.
Consequently, since £ = Prpa + Pyrp, the DEP of the NOMA
system is lower than that of the RSMA system. This result
indicates that adopting an RSMA system can enhance the
performance of covert communications.

Remark 2: To make the expression more concise, consider
that at high SNR, we have

PV = Pr [ PsPrG? by 12 (actaz)+02>] , (1)
and
Py s pr [PSPRG2 o |2 h2 + oy < %h} .12

By using [36, Eq. (3.471.9)], we can further express the
asymptotic expressions in (16) and (12) as

- I B (vin-02)
PAsy Yth-02 1 B (yh-o2)
FA _>Q1 ()\PsGQ (Oé1+042) B ’ K)l )\P3G2(0q+0£2)
0 Vh-02 7 % D (yno2)
2 APsG? (041 + 042) D 2 )\PsGQ(al +a2) ’
(13)
and
‘ - v B (vth-02)
Py 1 - Qy 2 )Y, (g a2
hip 1= Qs <APSGZB i APsG2

v
Vth-02 2
_— K
+Q4 (APSG2D> Vo

where Q; (i = 1,2,3,4) are constants that depend on system
and channel parameters. These asymptotic expressions clearly
reveal the dependence of detection probabilities on trans-
mit power Pg, channel gains, and RSMA power allocation
factors.

D (Vin-02)

NP2 | (14)

B. Outage Probability

According to the RSMA protocol, Uy, after receiving the
message from the relay, first decodes the public message
z. while considering the private messages x1 and zo as
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interference [37]. Subsequently, it performs successive inter-
ference cancellation (SIC) to eliminate x., and then decodes its
own private message streams, considering other users’ private
message streams as interference. Consequently, the signal-to-
interference-plus-noise ratios (SINR) of the received public
and private message streams, can be written respectively as

G2P3PR |]7,SR|2 hilac

Yel =
(Oél—‘rOéQ) G2P5PR|hSR‘2h GQPRh210'1+O'2
B G2PsXYa, s
(a1 + ) G?PsXY +G2Y 0, + 1’
G2PsXYay
=——. 16
7 Vo, 1 (16)

where h,; represents the channel coefficient associated
with U;. According to the RSMA protocol, when an outage
occurs during the transmission of an RSMA user’s private and
public messages, the outage probability of U; can be expressed
as

Pout =1 =Pr (Ve > Ve, 71 > Y1)
=Pr (e < Yne) + Pr (71 < Y1)
— Pr(ve < Ve, M1 < Y1)

- Pocvit + Polut —Pr (’YC < Vthes 71 < ’ythl) ) (17)
where ~yn and -~y represent the threshold SINRs

for the common and private messages, respectively.
From [38], it is known that Pr (7. < Ve, V1 < Y1) =
min {Pr (7e < V), Pr (71 < vni1)}, and by using the PDFs
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of X, Y and [36 Eq. (3.471.9)], we can derive the expressions
of P¢l, and P}, as shown at the bottom of the next page.
Remark 3: At high SNR, using [34, Eq. (50)] and
[36, Eq. (3.471.9)], we have
91 Vthe K
PocitAsy 51 —¢ Psiac- z‘jlh+“2)7thc] 1 ( H )
D(p)
23
’Ylh(,’}/uW ) 2
— (01 + @2) Yine]

<MG2P5)\ [

Ythe 4
20
(\/ WWG?Ps [a. — (a1 + a) ’Ythc]) G0

and
91%thel 1 ,U/ i
PLASY 1 — e TP
out L(p) \ W

“
Y1 Vu W\ 2 Vih1 1
ELLISITALES Ry " (P ) L 21
X<MG2PSM1> ”( %WGQPSAal)’ @D

based on the above analytical results, the OP has a more
concise form P,z — (G x W)Gd, where Gy is the diversity
order and G, represents the coding gain [39]. assum-
ing ¥, = 71 = 7, where 3y, = P—f. By using [40,
Eq. (03.04.26.0009.01)] and [40, Eq. (07.34.06.0040.01)], we
have

1\ 201 N
P;l]l:tAsy Polufsy — p1 <_> + p2 (-) ) (22)
Y vy
where p1 and po are related constants. It can be seen

that the system diversity order can be expressed as
Ggq=min{l,2u+ 1}.

s (= 1T (m)

Wl (1+ k)

(_1)k1+k2 (kr —m+1),,

Ppa=1- —
T (u) (ks +m)™ "

Wk (1+ k)

k2
X lF (kl +p— ].) ((‘LLI{—I—TW/V) kz!BiUl (1

(ks +m) Fu

pn—k1—2

(m—k:l — 1)'k2' T (k}l + ko + 1)

k 1tsg
7221 B(’Yth_UQ))\ 2
= s1! 02P5'G2 (ac + 042)

B (v — 02) A (i + k1 —1)! ( e (14 k) >k2+k3
Ki_s |2 — — k k3)!
T < \/02P5G2 (ae + a2)>> kgo k3! (s +m) 3, W (ke + ks)
ko+ks Itso
- 2 D (yn — 02) A 2 D (ym — 02) A
B2 (1-— Ky_ 2 .
) ( 522::0 s2! <02P5G2 (ac +042)) T ( \/02P5G2 (ac + az) ©

m—1m—k;—1

( 1)k1+k2 (kl m+1)k2

pFmmemH (= 1T (m)  p?k( 1+H _
P =
MD m—p W Z Z kil (m—ky — 1)k T (kg + ko + 1)

I () (pr + m) (1 +m) Y

k k2
2 B 2 (B(yn—o02) N\ ?
B KW KUTKR) | vy _ R _
> [p (k1 +p—1) ((/Mer)’_yu ) ko!B (1 Z 5! ( 09 PsG2 )

12k (1 + K)
k-2
B (ym —02) A g
X Klfsl 2 702PSG2 — Z

k3=0

UngGQ

S2 =0

k1=0 ko=
14sg

51:0

14so

ko+ks
2 (D — A\ 2
x B~V2 1— Z Q ((’7&102)) Kl—sz 2

(W+k— 1 [ p2e(l+r) = (ko + Ey)!
ks! (s +m) W s
D (yn — 02) A
o9 PsG? (10)
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C. Covert Transmission Rate

The covert transmission rate C'g is another important indica-
tor of a covert communication system. The significance of the
covert transmission rate is that it directly reflects not only the
transmission rate that can be achieved by the system without
outage, but also the ability of the system to guarantee the
communication performance of the legitimate party under the
requirement of a covert communication.

The transmission rates at which U; decodes its own
public information stream x. and private information
stream z; can be written as R, = E[logy(1 + 7.1)] and
Ry = E[logy(1 + 71)] [41], respectively. According to the
RSMA protocol, to ensure that each RSMA user can decode
the public information stream, the rate for transmitting the
complete public information is given by R, = min (R, Re2).
In addition, U; and Us share the transmission rate of all
public information. Assuming that the public transmission
rates of U; and U are C,; and C.o, respectively, we get
C. + Ceo = R.. Based on the above analysis, the covert
transmission rate of the system can be written as

Cr=Ca+ R
= PBR: + R, (23)

where  is the coefficient of the rate distribution satisfying
0<pB <Ll

We note that the exact analysis for (23) is challenging,
and calculating its lower bound can be a viable alternative.
According to [42, Eq. (30)] and (23), the lower bound for
R. =E (log, (1 +~.)) is given by

R. >1logy (1 +exp (E (Inv.))), (24)

IEEE TRANSACTIONS ON COMMUNICATIONS, VOL. 73, NO. 12, DECEMBER 2025

where 7. = min{7.1,7.2}. In particular, E (In~.) can be
rewritten as
E(Inv.) = E (InG*Psa.) + E(In X) + E(InY)
—E (In [(a1 + a2) G*Ps XY + G*Y oy + 1))
=T+ I5+ 15— If, (25)
where
=In (GQPSogC) . (26)
Also, using [36, Eq. (4.331.1)], we can obtain
=1In(\), 27
particularly, utilizing [36, Eq. (4.352.1)], [40,

Eq. (01.04.26.0003.01)] and [40, Eq. (07.34.21.0088.01)],
we can derive I§ and If, as shown at the bottom of the
next page, respectively, where G.’. [-] denotes the Meijer’s G
function.

Proof: See Appendix B.
Similarly, by using (16) and (24), we can obtain

Ry =E (logy (14+71)) > logy (1 +exp (E(lnv))), (30)
where E (In~y;) can be rewritten as
E(Iny) =E (InG*Psa;) + E(InX) +E (InY)
—E(InG*Yoy +1)
=0 +I)+1} -1}, (31)
with I} given by
I{ =In (G*Psay) , (32)

I} IS, 1} IS. Finally, after using [40, Eq.
(01.04.26.0003.01)] and [40, Eq. (07.34.21.0088.01)], we can
derive I}, as shown at the bottom of the next page.
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The preceding performance analysis assumes integer val-
ues for fading parameters m and p for simplicity. However,
practical underwater environments often involve real-valued
parameters. Next section extends the analysis to this general
case, enhancing the applicability of our theoretical results.

IV. EXTENSION TO ARBITRARY REAL-VALUED M AND

To provide more general results, we extend the OP analysis
to the case where the fading parameters m and p take arbitrary
positive real values. Based on the general form of the PDF
for the UAC link presented in [34, Eq. (5)], and by employ-
ing the confluent hypergeometric series expansion given in
[40, Eq. (07.20.06.0003.02)] 1Fi(a;b;z) = > pep (b)k o
where 1 F (+;+;-) denotes the confluent hypergeometric func-
tion of the first kind, we have

)
(14 k)M ( Yy
T () 3 W (ks +m)™ \ 7 W
1—1—/{ = (m)k (Pl +K) y )k
oo () S i (e 2

=0
(34)
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and utilizing the PDFs of X and Y, along with integral identities
from [36, Eq. (3.471.9)] PClt can be expressed as

— 2pkm™ (1 + k)¥ (M)
Pcl _
ot k,z:;) D(p) (pr +m)™ (Y W)k () k!
y ( p2r(1+k) > < Yene Yu W ) K2
(pr+m)y, W PspA(14£) [oe—ine (a1 +2)]
Ve HA(L + k)
X Hta <2\/Pswv[ac el + a2)1> | a

this new expression removes the restriction that m and p must
be integers, thus enabling the performance evaluation of covert
communication systems over generalized x—p shadowed UAC
fading channels with arbitrary real-valued fading parameters.

V. NUMERICAL RESULTS AND DISCUSSION

To validate the theoretical derivations for both the base case
and the extended scenario, this section presents numerical sim-
ulations. These results confirm the accuracy of the analytical
expressions and demonstrate the impact of key parameters on
system performance.

To ensure statistical reliability, the number of Monte Carlo
iterations is set to 10%. Unless stated otherwise, the default
simulation parameters include the x — p shadowed fading
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Fig. 2. The DEP for different values of .

parameters =5, u=2, m=3, the underwater path loss factor
W=1, noise variances o1=09=-5dBm, the SINR thresholds
Yth="Yth1="Ythc=0.1 dBm, and amplification gain G=1.5. The
transmit power levels and power allocation factors are set to
a.=0.1, ¥1=0.8, @3=0.1, and the RSMA-related parameter j3 is
set to 0.5. The inverse fading mean is denoted by A\=1/E(X).
It can be observed that the theoretical and Monte Carlo results
match well, validating the accuracy of our analysis under
diverse operating conditions.

Fig. 2 illustrates the variation of the DEP in a covert
communication system with changes in the SNR threshold.
Specifically, as the SNR threshold increases, the minimum
point of DEP shifts to the right. This indicates that as the
SNR increases, it becomes easier for the covert communi-
cation system to differentiate between the signal and noise,
making the detection of the covert signal more challenging.
Consequently, the communication system ability to remain
undetected improves. This trend is particularly important in
covert communications, where the core objective is to prevent
detection by eavesdroppers. A higher SNR allows the system
to operate with stronger signals, reducing the likelihood of
false detection and enhancing the system’s covert nature.

Fig. 3 presents the DEP under varying values of o; and o,
with the public stream «. held constant. As «; increases, the
DEP minimum point shifts upward. The increasing a; repre-
sents a greater allocation of resources to U; private stream,
which in turn enhances the signal power of U;. However,
this increased allocation results in higher detectability of the
covert signal, which leads to a rise in the DEP. This behavior
highlights the trade-off between improving communication
quality for the legitimate user and maintaining the covert
nature of the communication. As the power of U; private
stream (ap) increases, the system becomes more susceptible to
detection, thus shifting the DEP curve upward. This suggests
that while the system benefits from a higher a; in terms of
communication quality, it loses some of its ability to hide the
signal effectively. In addition, a baseline NOMA configuration
(a1=0.1, as=0.4) is also plotted in Fig. 3 for comparison
purposes. It can be observed that the DEP of NOMA is
generally lower than that of RSMA, indicating a higher
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Fig. 4. The DEP, Pr 4, and Pysp trend for different values of a1 and aa.

likelihood of being detected. This result implies that RSMA,
through a flexible message splitting and power allocation, is
more capable of enhancing the covert performance under the
same total power constraints.

Fig. 4 presents the relationship between the DEP, Prg4,
and Pp;p under different oy and ao values, with a public
stream . fixed. As «; increases, the minimum point of
the DEP shifts downward, which indicates that the covert
communication system becomes more robust against detec-
tion as more resources are allocated to U; private stream.
Furthermore, Pp;p shows a minimal variation, suggesting
that the system ability to avoid a missed detection remains
stable across the changes in «;. This characteristic is critical
for maintaining a reliable covert communication system, as
a missed detection could lead to a failure in concealing the
transmission. On the other hand, Pr4 shifts slightly to the
right, indicating that the system becomes less likely to generate
false alarms as «; increases. A reduced Pr4 is desirable
for covert communication, as it minimizes the risk of raising
suspicions by false detection of signals. The results indicate
that by adjusting o, the system can be tuned to reduce
both DEP and Pr,4, while maintaining a stable Py;p. This
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Fig. 5. The DEP performance for different values of m and p.

optimization highlights the importance of resource allocation
in improving covert communication performance. In addition,
a NOMA-based baseline configuration is plotted in Fig. 1 to
serve as benchmark. The asymptotic curves for Pr4 and Py p
are also plotted and show excellent agreement with simulation
results in the high-SNR region, validating the accuracy of our
approximations.

In Fig. 5, we explore the impact of the UAC link parameters
m and p on the DEP. It is evident that the minimum DEP
point shifts downward as the values of m and p increase. This
behavior suggests that variations in the UAC link parameters
have a subtle effect on the covert communication system’s
ability to avoid detection, with larger values of m and pu
contributing to improved covertness. The results presented in
Figs. 2-5 provide significant insights into the performance of
the RSMA-assisted RF-UAC covert communication system.
The analyses reveal the intricate relationships between vari-
ous system parameters such as the SNR threshold, resource
allocation (7 and «s), and the characteristics of the UAC
link (m and p). Moreover, the system exhibits a trade-
off between communication quality and covert performance,
where increasing o« can improve the communication quality
for legitimate users but also increases the risk of detection.
Additionally, the UAC link parameters m and p play a crucial
role in enhancing the system resilience to fading and shad-
owing, albeit with limited impact on the DEP in high-SNR
regimes. These findings underscore the importance of carefully
optimizing system parameters to achieve the desired balance
between communication reliability and the need for secure,
covert transmission in complex environments.

Fig. 6 illustrates the impact of different SNR thresholds
on the OP, including the case where the fading parameters
m and p are real-valued. As expected, the OP decreases
as the transmit power Pg increases. Moreover, a lower Yy
results in a lower OP across all power levels, reflecting that
the system can meet lower quality-of-service requirements
more easily. Additionally, the plotted results include the case
where m = 2.162 and p = 3.00825, demonstrating that the
proposed OP expressions are not limited to integer values
of fading parameters. The analytical and asymptotic curves
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Fig. 7. The OP for different values of a7 and as.

remain tightly matched with the simulation data, which con-
firms the correctness and generality of the derived expressions
under arbitrary fading conditions. These findings reinforce the
robustness of the proposed theoretical framework and provide
important guidelines for system design under realistic channel
statistics, particularly when modeling underwater acoustic
links with non-integer fading parameters.

Fig. 7 demonstrates that as «; increases, the OP begins
to decrease rapidly. Specifically, increasing o allocates more
resources to Uj, thereby improving the signal strength and
reliability of this user. As more resources are assigned to U
private stream, the communication quality of U; improves,
allowing the system to overcome interference and noise
impacts earlier. The earlier decrease in the OP means that
the system achieves better performance at lower thresholds.
Therefore, resource allocation plays a key role in optimizing
the outage probability in covert communication systems.

Fig. 8 demonstrates that as «; increases, the CR also
increases, given a constant public stream .. This indicates
that when more resources are allocated to the private stream
of Uj, the system can transmit information at a higher rate
without compromising its ability to remain undetectable. The
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increase in « enhances the communication capacity of the
system, leading to a higher CR. This is an important feature
for covert communication, where the balance between data
rate and concealment is critical. By increasing the private
stream allocation («1), the system can achieve higher data
rates while still maintaining a low probability of detection. The
figure also includes a benchmark NOMA curve for comparison
purposes. It can be observed that the RSMA-based scheme
consistently achieves higher CR values across the entire range
of a; compared to the NOMA-based one. This is attributed to
the RSMA'’s flexible interference management and its ability
to superimpose public and private messages more efficiently,
leading to and improved resource utilization. In summary,
Figs. 6, 7, and 8 provide insights into how different system
parameters, such as SNR thresholds and resource allocation
between public and private streams, impact the performance of
covert communication. Fig. 6 shows the relationship between
SNR thresholds and OP, illustrating the slow decay of the
OP at higher SNR levels. Fig. 7 emphasizes the signifi-
cance of resource allocation, demonstrating how increasing «
improves system reliability by reducing the OP. Lastly, Fig. 8
highlights the trade-off between covert communication rate
and resource allocation, showing that higher «; values lead to
an increased CR without compromising covert performance.
These results underline the importance of carefully balancing
public and private streams to optimize both the reliability and
efficiency of covert communication systems.

Fig. 9(a) illustrates the variation of covert transmission rate
(CR) with respect to different power allocation factors. In
Fig. 9(a), the CR is plotted against o; and aw, while o, is
fixed. It is evident that the CR increases monotonically as
increases and ae decreases. This trend highlights that allocat-
ing more power to U;’s private stream improves its effective
communication rate, while reducing the interference caused
by Us. In RSMA systems, this efficient allocation enhances
the overall covert throughput. In Fig. 9(b), the relationship
between CR and the power allocation coefficients «; and
o, 1s shown. It is evident that the CR increases with higher
values of both a; and ., indicating that jointly improving the
power of U;’s private stream and the common stream benefits
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Fig. 9. CR versus power distribution factors.

the total covert rate. These results jointly demonstrate that
the covert transmission performance in RSMA-based systems
can be significantly improved through an appropriate power
distribution among private and public streams. Specifically,
increasing «y and «, while maintaining a low value of as
leads to an optimal CR performance. This observation provides
valuable insight for practical resource allocation strategies in
covert communication scenarios.

Finally, from a deployment perspective, these metrics jointly
inform the trade-offs between covertness, reliability, and data
rate. The DEP helps define power control thresholds to
maintain a low detectability, the OP guides the resilience
strategy under adverse channel conditions, and the CR pro-
vides a benchmark for the achievable throughput under covert
operation. Together, they serve as essential design references
for real-world applications including maritime surveillance,
underwater sensor networks, and secure command-and-control
of uncrewed platforms.

VI. CONCLUSION

In this paper, we have proposed and analyzed the covert
communication performance of an RSMA-assisted RF-UAC
system. The system was modeled as Rayleigh distributed for
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the RF link and the UAC link followed a « — u shadowed
distribution. We evaluated key performance metrics such as the
DEP, OP, and CR under varying system parameters, including
SNR thresholds, and allocation factors «, <9, and «,. for
the public and private streams. The analytical results were
validated through Monte Carlo simulations, demonstrating the
robustness and accuracy of the proposed theoretical frame-
work. To further highlight the effectiveness of the proposed
system, we included a baseline NOMA-based scheme for
comparison purposes. The results demonstrated that RSMA
consistently outperforms NOMA in terms of achievable covert
rate and robustness to detection. In conclusion, the RSMA-
assisted RF-UAC system offers a promising approach for
covert communication in underwater environments, where reli-
able signal concealment is critical. Future work can explore the
integration of advanced interference management techniques
and optimization strategies to further enhance the system
performance in more complex communication scenarios.

APPENDIX A
THE PROOF OF Pr 4

According to (7), Pr 4 can be reformulated as
Pra=Pr (Ho > %h)
=1-"Pr (Ho < ’-Yth)

=1-Pr (PSXG Y(a, +as) +G*Yo, +1< 7“‘)

g2

Yth — 02
=1-Pr(Y <
8 ( PsXG%05(ae + ag) + G20102>

o Y1
—1- [ [ f@ s ) dyde
o Jo
=1-1Ti, (36)
where y1 = poarss (a'ﬂ;‘z’fm Tc7s s, and for ease of repre-
sentation, we assume that f, (y) = Ay*2e~PY, and A, B are
constant. By using [36, Eq. (3.351.1)], [36, Eq. (8.352)], T}
can be rewritten as

S Y1
Ty :/ fu (1’)/ Ay*?e~Bydyda

- [ @

— e X k2—1 | _ fole™Y - ﬁ
7/0 3 —— B ko! — kole 12 oy dz.

m=0
(37)

BRI (ky + 1,91 )dx

where T'(, -) denotes the generalized incomplete gamma func-
tion. Since the integral of the form (ax + b)~™e~ a5 9% is
analytically intractable, we consider a high-SNR approxima-
tion by substituting y; = ﬁ. Using the result
from [36, Eq. (3.471.9)], the expression for Pr 4 can then be

obtained.

APPENDIX B
THE PROOF OF I§

According to (25), we have

If =E (In [(a1 + a2) G*Ps XY + G*Yo, +1]).  (38)
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For ease of representation, we also assume that f, (y) =

Ay*2e7BY, and  transform  In [(oq + a2) G*Ps XY+
G*Yoy +1] into In (ay + 1), where
a = (a1 +a2)G?PsX  + G?0y, and
by  utilizing  [40,  Eq.  (01.04.26.0003.01)],

[40, Eq. (07.34.21.0088.01)], (38) can be expressed as
IS = / / fz (@) fy (y) In(ay + 1) dydz
o Jo
:/ fe (z) / Ay*2e=BYIn (ay + 1) dydz

:/ (x / AyF?e _ByG22 [ay
e a |—ky, 1,1

_ Z " AB™ k,z—lG et 25454 d

/5 5] e

1,0
[
0 A

where G; =

} dydx

>8

AB™*71G d, (39)

G1,3 (041+O¢2)G2P5I+G201
3,2 B

i
a Meijer’s G function with an offset. Considering its
high computational complexity and incomplete support
on MATLAB, we consider approximation of a =
(a1 + ag) G? Pgx under high SNR conditions, and after using
[40, Eq. (07.34.21.0088.01)], we can obtain Ij.
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