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ABSTRACY

This project repert studies and evaluabes distributed computer
conkrnl systems {DCCS) ps applied Lo Lhe water trembmenk plank
af @ thermal power atation,

The mein problems encountersd in surh conlepl oystoms are those
of maintainability, reliobility, data storoge and communicetion
ood system architecture. The appliealion of DCCS partly gulves
some of these problems,

In this project report these problems are analysed and the
Foliowing posaible solutions offered:

Maintaynabilsty t Sen}lest Repalteable Unite (SRY's) wilh
specind Teatures are discussed.
Components with a lorg lifetime, and lhe
use of bark-up are dincusged,

& dystributed dolo base wilh special

Relisbility

Osta Storage

features in discussed.
Communicat fon System 1 A dintributed communicalinn sysies wilh
spacial prolocols is discussod with
referonce to Lhe problem of copllisions
ane mairy ather communsicntion prol)mme,
The wyslem archilecture i Lolally
diatcibiod, that iy there are no
eentralizod hardure of poflware rompanents.

Arehitecture

1n chopter 1 of this projest repott, the problems encountored in
procesa contrel system design For Lhe water trestment plant of »
theemal power stekion are diseussed. A survey of DECS Lechnpiogy
and building blocks Lo be used, pvovides tho Frnmework Tor Lhe
thoorgtice) development later In chapters 2 end 3 in the projoct
repoct.  The cese sludy DUCS requiremonty ore thon examined in
ehaptar 4; shd chaptor % gives a dimcusalon of Lhe rocommondabions
undd concluding temotke.




PREFACE,

Singe 1982 the subhor has been involved in the design of Lhe
contral systems for the water treatment plank of two of Esom's

thermal power stations.
Sueh contrel systems ave divided rtoughly inte:
a) Analog contral which was slngle inpul end single output (S1S0)

variable Lype of vonirol system.

b) Binaxy conkrol which was also SIS0
c) Sequence control which was in soflwere, alse S1S0.

During the course uf this work, it was found that il was not the
way the design was implemented in hardware/soflware that was &
problem; but the problem was rather the basic design principle
which called for 5IS0 type cantrol system structures. This nolb

only led to a let of vontrol equipment but vlsc the cabling was

extensive, that {s, large equipment/control raoms and large

cable racks were raguired and thus the expenditure rocketed.

This Ls what inspired the author to propose DCCS for these
plants in order to get cid of Lhe large centralizud equinrant

room, to minimize the size of the conkrel cpom and only +

one bus cable connectiong a number of self-conteined locel

controllers (ot eutomation islands) sl the "same level".

The flald af Distributed Computer Control Systets is an iemense
ohe and it is nol posaible to explore nll the aspects in a
project report such aa this, bub it is hoped, thal the guidelines
given in this projoet report will be used In this Lype of vontrel
aystem design in the futurs.
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control systems for the water lreatmont plank of Lwo of Esom's

thermal power stations.

Such control systems are divided roughly into:

a) Analag control which was single input and single output (5150)
varisble type of cantrol system.
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" 6LOSSARY

DEF INITIONS
COMMUNTCATION
ENTITY - It can bae considered a subsystem,
which sgein consists of subsystema, etc.
EVENT INFORMATION - It is concerned with a “happening” at
& point in time, i.e. the accurance
of en event.
FIBE OPTICS ~ A Lrensmission medium that consists of

hajrthin strands of highly transparent
glass Fitire. Data signals are conver-
ted to pulses of lighlk Ffor Lransmission
sver the fibre and back to sleckrical
pulses st the distant end. .

LOCAL AREA NETWORK TERMINOLOGY:

BASEBAND: A mosns A combining dets signals by
pulsing divectly on the transmission lire.

BROADBAND A means of combining daba, v -ree and
video signals by modulating te different
radio Frequencies.

CUOAXIAL CABLE: A tansmission medlum thal consists af 8
afngle cenbre conduckor gurrounded by an
insulator and shipld.

PROTOCOL = It ig o eeb of rules For Lhé communicstisn
between entitien deseribing:
~ Lhe syntax, l.es the skrueture of the
commands and cesponses.




TOPOLOGY

TRANSHISSION LINE:

GENERAL

INSTRUMENTAT ION

INTERFACE

PRUDUCTION PROCESS

THROUGHPUT +

SARETY

- the semantics, i.e. the mesning of

the commends and responses.

- timing, i.e. the specafication of the
time order events end the duration

of intervals.

The configuration of Lterminals in a net-
work. The common networks use star,
ring and bus Lopalogies.

The ghysical medium For connection
devices in 8 LAN, Coaxial cable, paired
cable ond fibre optics are mosk
commonly used.

IMPURE WATER = non-demineralized or non-cl- ‘Fied water.

- 1t is the 2 between the control

systen and . .roduction process,

« It is the boundary belween a system and

its environment.

- It is a process plant (or machine)
dncluding its control which provides
4 service Lo the enviromment (production

of some products).

- The quanktily of data a system is cansble af
handling without delays.

~ 1k is veliability in respect to ciibicael
fajluva nodes.




STATE INFORMATION

SYSTEM

RELIABILITY
MITF

AVAILABILITY 2 WLl
WYTR+MTTF

»

4.

HMAINTAINABILETY 24(T)

constant failure rate

HEAN TIME T FALL,MTTF

HEAN TIME TO REPAIR,MTIR

MINTRUM PERFURMANCE
CRITERLON, HPC

RELIABILLTY,R(T)

v

It is concerned with attribute
velues of objects which are valid
for & given time intervel.

It is o collection of sentities,
organized according ko a plan, in
prder to provide @ service Lo the
envirpmment.

It is the probebility that & system
that hes failed will be restored Lo
an operational level within the
spreified time, when the ;!laintenanae
actien is performed in sceordance
with presecribed procedures.

A

2

Any lovel of sepvice ahove the MPC is
success nnd below the MPC is failure.
For reliability equations normally
tha #PC in of importance.

1t ig the probablliby thet s syskem
will Function within the specified
limits Ffor al lemst o specified period
of Lime under specified environienbal
eonditions,




RELIABILLTY OF COMPONENTS:

COMPONENT

Trangistor

VLSI Compongnt

Thyrlstor

Reed relay

Sesvo motor

Solder tonnection

Switeh {per contact)

Plug connection (per contact)
One, boatd computer {25 chips}
Fixed head disc

fan

/(L = constant repair role.

ORDER OF MAGNITUDE OF A IN
FAILURES PER 107 HOURS

10.. +.100

100 1000
100, . ... 1000
100 +1000
300 03000

200,

4000. «» . 40000
20000, .. .00 ++ 200000
............. 100000




CHAPTER )

INTRODUETION

1.1 Backgraund

The new field of distribubed computer control systems(DCCS)
is eurrently receiving a greal deal oftbkientionsnd-appears

to offar many bensfits.

Nowever, at present, there sre very few, if sny, truly
distributed process control systems in operation. In arder
to assess how teadily Lhese promised benefits of OCCS can be

realizad; this project report presenls a case study in which
the design of a control system is spproached from s disteibuted

point of view. The procase plant considered is the water

traakment plant (WP} section of e coal-fired power station,

1.2 Querview of the Planl Lo be Conktrolled

This section explaing the importance of water purity and
therefore Lbe importance of Lhe waler trestment plant in
oversll power station.

A therimel power steblon is basically an energy conversion
machine which involves the following simple steps: (sep fig.1.1).

a) Chemical gnergy (coal or oil or nuclear) is comverted to
hoot energy (in Lhe boiler).

It

Heat energy is converted to mechanical aensrgy (in the
turbine),

©) Mechanical onorgy is converbsd Lo elocteical energy (in

the ganerator).

The coal or il ls comblined with oxygen in the air under
controlied conditions to generate heat {Fire).
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Water is used as a medium of heat Lransfer in & thermal
power i jon.  The heal generated in the beiler sonverts
waber to ' oam abt a high Lemperabure (TH) and pressure
{thermal ecnrgy). As this steam moves through the turbine,
it is converted to steam st a lower temperakure and pressure
{thermal energy is corverted Lo mechanical energy). Steam
ie vlkimately condensed to waler sl & low temperature (7C)
and preasure. The watar is cyeled through the system again.

There are three important water ecircuits in the system.
These are listed below:

a) Boiler feed-water
b) Cireulsting cooling water {CCW)

¢) Polable wster, fire water and & water cireuit for
genpral purposgn.

Thie first weler-circuil is the mest importent for the

generation of electricity in a Lhermal power station.

Water cireuit (b) is nat essentiml, as dry wooling (ar Fans)

con be used to coul end condenge the turbine exheust stesm

to boiler~feed water. The last one is used mainly for

auxlliary services in Lthe power sbation. This dissertakion

will concentrate mainly on (8); {b) and (£) will alse be

diseuased or ceompletensss sake.

The waker Flows in pipes Lhroughouk the whole system. The
water conteine varivus chomicels. Chemical deposition inside
the pipet is not desirable beeouse it fiaw the rollowing
detrimental offecte:

a) Reducing Lhe bore of the pipe:

Ore Lhe bore of the pipe is reduced, i offers resistavce
to the flow of water or steaw (Fig. 1.2)




A
{’__ Pipe (tube)
L1

chemlgal
. deposition (scale}

TITLLN

W)

A

M)

cizoulating water or steam

iy, 1.2

Restrictlon of water/steam flow due ko chemical deposition inslde
the pipe (Tube).



for a conatant pressure in the pipe, the continuity
equation (AjY= AzVy for P = constent) yieldss

v o= MY n/s
Az

This mplies thal the velocity of Lhe fluid in the
restricted avea !as to be higher than in the non-
restricted area if Flow monbinuity 3s to be maintained.

b

Reducing the thercmal sfficiency of Lthe system:
This phenomencn is shown on Fig. 1.3,

The basic equation is: Q= Ii——é—]l

vihere {§ = the quantily of hest Lransferred from the Fire to
the wetar.
T = the Fire {or higher) tempereture.

7= bhe waker/stesn (lower) tempersture.

=
»

resistance to hest transfer (due tu the stele).
The besic prineiples involved are:

1) the rire rediakes heat to the boller pipe mebal:

ii)  the boilet pipe metal conducte heal Lo tha water/ skeom
133)  the eireolating woler Leokes the hest aways

The basic conbrol varisbles ate:

i) the differonce betwsen T and Tp is maintained by the

cireulsbing watse/steam  IF circulabion stops, Ty
becomea squsl to B and the tubs evenbuaily meila,




boiler pipe

chemical
deposits (scale)

Applied heat or
£ire at temperatuxe
7.

SV AV VAAY

Girculating water or steam at
tamperature T, .

Plg. 1.3
Restrictlon of heat flow dus ko scale formation inside a boller plpe.




ii) Resistance to heat Lransfer: reststance (scale) prevents
the tube metal from trensferring hesb Lo woter of steam. °
If the tube matal temperature becomes equal to Ty the
tube melts.

1§1) T, which is the Fixed value: § is contralled by the
vate of circulation,

Tha chemical deposit (scale) is a bad conductor of heat
and if this forms on the water gide of the tube, due to
impure waker, Lthe Lube will receive the hest, but will
nob transfer it to the water. The tube will overheat =nd
buest. ff circuletion of the weber is stopped, the tube

will overbeat and burst.

It is because of the two problems cutlimed sbove that the
boller feedwater hes to be chemically treated to de-ionize
it to a specific purity before it is fed to Fhe poiler.

The water treatment plent of a thermal power station there-
fore forms sn intergral end important parl of the powsr
station. Conkrol systeme for water trestment plants have
often been designed before using conventional {i.e.
eentralized conkrol) methods, amtd such a plant therefore
provides o suitable test case for svalusting a distributed
control system design.

Problems Quouring in Proceas fontrol Sysben Desion

the mein reasons For Lhe decentralizetion of process centrol
computer sysbems are the necewsily to control plants that

are sprend over lacger physicel ereds; the growing demard

for higher availebility and the growing functional complexity
of processes. These pointa influence Lhe structuve of a
decantrnlized computer-system for a given process in different
ways.




Distributed vomputer conbrol systems offer many benefits,
but coupled wilh these benefils Lhere ace many probilems
which have te be overcome if Lhese syststs are to be used.
Some aof the problem aress Lo be tackled are:

1. Copmunication betwesn the various functional units.

The Lype of architecture thal cen be supported by this
system.

The Lype of componenks that should be used.

Faull tolerance and racovery in the system
Iy this project report 1 have chesen to concentrate on Four
major problem areas that ere encountered in process conkrel
system design. These four arens are:
1. Remcle signal transmiszsion
2. Syskem back-up
3. System information coordination

4. System safely.

Bemote signal tran 810D

A commurication syastem Farims Lhe backbone of any industiisl
pragess contrul sysbem. In Lraditlenal centralized control
gystems, both the informebtion disploy/operator interfecs

and control equipments were loesbed in & cential copkrol

voom and Lhe mignals te/from individuel Fleld-located
instiuments and acbustors had Lo by gathered sk this point.

In more modern systems it is possible Lo physicslly distribute
to soine degres Lhe control functions and lovale these close
to the point of control. .




Ikt will however eliays be necessary to provide centralized
information display/operater interace facilities amd to
inter-coringct the verious distributed contrel functions.
it is therefors important Lo examine the problems and
Lrends in remote signal transmission.

1.3.1,1 Cebling considarations

The cosl of running cables From the plant ares to the
central cuntrol/equipment room is very high, especially
in large spread oul continuous processing plants. Any
concepl that could reduce costa should receive serious
considerskion.

The mosLk expensive kind of cabling system for & centra-
lized control system is one where, for each signal
required From the field or cenkral contrul area, & table
is rum solely to Lransmit that signal (see fig. 1.4).
This ia the cebling system presently used In the.plant
which I degeribe as a case study in chapter 4.

Remote signal multipiexing (see Mig. 1.5} is a system

which is Far betler than the one described above. Instead

of running one cable for each signal; two or more signals

oc messages can be senk over a single cheahnel or sel of

wires simultaneously. The First published reports (25), (26),
(14), (16) and (27) all hinted et the cabling costs

gavings inberent in the application of & mulbiplexsr concept.

Simon (24) concluded that “there have beent dramatic savings in
wire and labour costs in the applicablon of Field mulbi-
plexing aystem. These conclusitns were deswn in the days
befora the aveailability of moders LS technigues. These

now permit compubing power Lo be placed newrer to Lhe

process Lo be conbrolled. This ls what is envisaged for

the control syatem of Lhe waber Lrestment mection of a
thermal power stabion.




device, E.
P g

~

Process, P.

Py 1.4

Totally parallel control with parallel individual device,E. One device E
is present for every control function in the process,P. Examples of E axe:
single loop contreller, individual manual control device, recordex.

REMOTE
HUK

PLANT OFERATING UNITS

Remote Sighal multiplexing. .




1.3.1.2

Estimates of cable cogts savings:

Wore up to duke estimeles of cost savings are availsble
where the new technology hes mul down on diskences (4):

- DEC hes built @ vase around a pentralized computer
eontral syskem of 450 points rumning on the aversge
1500 rt.  Thay eskimated cabling costs of approxiimabely
$390 000. PReduelng the distance to 200 Ft would
reduce Lhe cabling costa Lo $79 QUO.

'

Howlekk-Packerd took noke thst while cabling costs

are riming sbout 20% per yeer, computer custs are geing
down Ak a vate of 20% p.a. They say thab the eabling
cogks can be as high as two or three Limes the compuler
costa,

- YThe use of remote 1/ (remote multiplexing) eliminates
very tostly ceble runs Peom trensducsrs to thie compuler
1/0 terminals. On a plant such as a hot strip mill, the
savings in cable cost can almost ccmpletsly.pay for the
compukar system' {5).

In a large bateh plent, “Centralization of the computer
and an extensive centcalized analog and digital back-up
{700 analog irputs, 300 analog oubputs, 1000 digital
inputs and 2000 digital outputs) invelves e Lremendous
amount of cebling {value of single peirs and multl-corve
amourks Lo approximetely $4 00G Q0C0). The time nece-
apary to inskall sll these cables and ceble trays will
vequire spproxinetely 50 OUD man hours. Using remobe
mulbiplexing, it ls antlcipobed that this technique
will reduce the Lotal automabion fnvestmont by appro-
simalely 25%° (3).  Using DCCS will reduce coste

even Murther.

1




1,3.1.3 [Cable cost estimates For cage atudy:

For the cese study presented in chapter 4 there are 350
anslog inputs, 200 analog cubpulse, $700 digital inpute and 3000
digitel outputs. A lob of eabling is involved in this

plant. An estimate of the cable costs for all the dilferent
types of cables is R2 000.000,00 (=33% of Lotal C & I costs

for the plant}. This exeludes the cost of designing csble
trays and pulling the cebles. '

The amount savet dus to the introduction of DCCS cannot be

estimated ea the components Lo be used will only become fully

svailable in tho next couple of years, The required
choracteristice of these components ave described in

chapler 3.

1.3.2  Bagk-up:

1 would like to polnt out that the type of back-up
philesophy deeided upon strongly influsnces Che .

configurabion of a give control system.

1.3.2.1 How much and what kind of bagk-up?

The back-up concepk hes posed great problems Lo manege=
What should
be done when the computer feils in e centralized system?
Adpects to be congldered in this connection are:

menk; production, engingering and operations.

a)
b)
)
d)
e)

-

o)

Safety

Eguipment utllization

frocess equipment function (Lype amd degree of inteccoupling)
Additionsl conbrol devices

Fail-safo modes

Operating personngl

Eeonomice of materials involved (dumping, re=rcumning;
spolling, ete).




1.3.2.2

fack-up can be incorporabed into the system by providing
complete redundency in conbrol equipment; i.e. conventional
snalog conkrollers which the operator(s) can switch on when
the compulor syskem is faulty. This makes the computer
system design expensive and difficult to implement.

Amoynt_of redundancy
Wicroprocessors/minicomputers are cheaper thon and have
upbimes Lhat exceed those of Lhe equiprent {(puips, valves,
vessels, olc.) with which they work. However, when finally
the computer does Fail, Lhere may be no operating personnel
who can gasily mnd quickly effect tha changeover to the
back-up controls. They will have since Forgotten sbout
them because they will heve been completely dependenl

upon coroutarized control.

Redundaney (active redundency) is essy snd cheep te
implement in DCCS uaing microprocessors/minicomputers.
The operator does nol have ta da anything if one control
syskem fails because the sywtem may be designed with two
such systems working in parsilel. The sysbem may also
be designed sueh Lhal ik works in 8 degraded mode when
such & failure occurs.

It iz for thsge reassons that e DCCS is preferved to a
centralized control system.

Inforgation coordinabion:

A distributed system offevs the advenalage of beirg sble
to Laylor the coordinakion of information oh the basis
of need, rotber thon on a boke-it-as~it-is bnsis which is
the case ror o single cenkral cowpuber system. Having
separate processors nllows bhe sysbem designer to previde
ninimum of conmunication §f the tasks fot Lhe processors
are cavefully thoughl out.




The exchange and coordinetion of informetion csn be based
upon flexibility provided by the distributed network

concept.

The adventages provided by a diskributed network concept
are:

a) Flexibility in modifying date roguivements

b) Reliability in checking software

e} Inccemsed Flexibility in control system concept, ete.
These are discussed in chapter 2. A centralized cenbrol
systam does not offer the advantages outlined above.

Safeby

Inherent in all of the aspects of distributed systems
discussed in chapler 2 below, their adventages, the
flexibility, increased reliebility, ete. is the ail-
importent sspsct of incroeasd safety

Pulting an operating interface eut where the action is,
allows mors tontrol possibility to be exercised there.
As Amendt(l) sbates Y... the sbilily to sustain the
procass temporarily can be extended Lo include shut-down
pracedures or a safs reduced operating leve mode Lo
sllow for communication or central venlroller fsilure.”

Safety can be enhanced il the enkirs moniloriny, display
and/or reporting of undesivable trends cen be decentralizéd
Closer obeervatlon is made possible in a disbributed seheme
beesuse & faw paople die Lher invelves only with what is
happening in Lheir patticular sveas of rasponsibilibies.

Thié permits teking covrective actisch on the spot,

Berret, Hurd and Williomson alse state (4) , system intet«
geakion “must not procesd so Far thal safety and integrity
are threslensd... we heed to prevent fault propagalisn
bnd insuie thalb malfunclion ob damage to one pact of the
gystem will not etash the enkive metwornlk'.
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1.4

Distributed computer control systems aolso offer other
benafits compared to centralized or conventional computer
conbrol systems. I havé cuklined the main benefits

above under the topics: remole sighal transmission,
system back-up, syskem information cocrdination and
safety. It ls For these benefils thal I propose end
strongly recommend that distributed computer econbral
syslems be implemented in the conktrol system of L'

case shudy.

The application of this contrel concepl is discussed
in chapter 4.

Fault telerance and recovery

These are very important aspects af sny process control
system and will be fully trested in chaptse 2.

Problem Statement

Automatic control of the water treatment plant of a

thermal power station, whether schieved by & distributed
computar-bagsed syskem or by gonventional means; involves

wn extensive system for the aulomatlc moniloring of a large
number of different vaiinbles opersting under s very wide
range of process dyhamies. It requires the development of
& lerge number of complex, usually tonlinear, relationships
For the Ltranslation of the plant variable values inta the
tequired eontrol corpection tommahds. Finally; Lhese
gontrol corréctions must be transmitted ta anobher very
large aet of widely scalterved actustion mechsnisms of
various types vhich, because of Lhe nalure of the provesses
of the WIP of a thermal power sbalisn, involve Lhe direction
aF the expenditure of very lergo smounts of energy. Also
plant parsonnel; bukh operalking and mahagemant; must be
kept awsre of Lhe current status of the plent and of each
of its processes,




Objectives

The objective of this study is to explore the issues

in designing a distributed computer conkrol system {oees)
for the water treatment plant (WTP) of a Cthermal
(conl-fired or oll~fired) powar station,

Thera is en existing physicel plant which cap be divided
roughly into eight major systems, each of which comprises
of from 4 Lo 12 subsystems. A detailed discussion

of this is given in ghapler 4.

From the polnt of view of control system design, the
WIP of o tharmol power station is large (about 6 b
eircunference} and complex {about 10 000 monitor and
control vsrisbles), The goals of this system are date
eequisition end contrel.

Contral system design goels .assumed in Lhe present study:

1. ALl the WIP systems will be operated by a nakwork
of microprocessors distributed throughout the plant.

2. In the cese of the Fsilure of all ot park of the cankrol
microprocessor network, tha system will continue Lo
vperate in n (possibly) degraded mode. In addition,
such o loss will nol, of itaelf, cauee operstioma to
be aborted. This principle or goal hes fmportant
implicatlons for the conbrol sysbem design.

The hardwsre and softwars interfrce of devices to the
WTP contrel system will be implemented in staidard
waye. That is, devices conneeted to the control system
must satlisfy eppropriate connesbion standards for both
harvdware and software. The importance of protocol snd
interface standsrde is well known in the diskributed
dats prosessihg fleld.

[




The generation of software and the testing of new
devices should be routinely dane by the control
system users. Hehoe, the user must have at his hand
comprehensive debugging and monitoring facililies

The control system should be capable of modelling the
state of the WIP both in a predictive and a historical
senea. This festure is more than useful, it {s
neceasary, The WIP is complex and fragile. An
operator needs Lo know Lhe conseguences of ackions
before Lhe actions sra implemented. Such proposed
actions can be Lested in the WIP model, and Lhus

the operator can know about the implicetions. Fa~
cilities are alsh required Lo analyse and idenbify
the causes of certein events, e.g. why a particular
alarm comes up, This is known as Lhe historic '

WP model.
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SURVEY OF_DCCS TECHNOLOBY

2.1

CHAPTER 2

Working Definitian of g DECS:

It ig difficult to Formulate 8 good definition far a OECS.
However, Enslow (21) proposed a working definbion thet
had flve components, all of which he considars necessary
to define a distributed system.

Thezs five components are:

i) "A multiplicily of general-purpose resource componenhts;
ineluding hoth physicel and iogicel resources, that
can be assigned to specific tasks on 8 dynamic besis.
Homogeneity of physicsl resources is nol essenbiel,

1i) A physjeal distribubion of these physical and
logical componsnts of the syskem interscting through
& communications network. (A nobwork uses a two-
perty cosperative prolocol to control the transfer
of fnformstion.)

114}

MA high-lgvel opsrating syskem thel unifies and ins
tegrates the control of the distributed compofients.
Individusl processors each have their own lozal
operabing system, and thess mey be unique.

3v)  Npystem braneperency, pormitiing secvices to be

requested by neme only. The server dpeg not have
Lo be ldentified.

“Caoperatl.e avlonomy, chavactarizing Lhe operalion
snd interaction of bokh physical and logicsl
resources.

1 propose that we secept Enlaw's working dePinibicn s
tha base paint Tor this digoussion.




tnslow (21) characterizes distributed data processing
systems in a three-dimensionsl space thst illustretes

the concepl of & mulbidimensional parametric space.

Erslow's figure, reproduced here as fig.2.1 charackerizes

a distributed dals processing sytem in terms of the

decantealizabion of hardware, control and dala base.

Factors to be Considered in the Selection of a System
Architecture

Advantages of distributed sysbems

Although many edvantages are clsimed for DCCS there are
also many obakacles. The use of DCCS assumes thal

somehow distrisution of Functions into small, separated

units will be simpler, thsn combining these funttions in

a single unik, It is essential to recognize that the

coordinalion of distributed elements will in fecl be
more difficult bsceuse informabtion is much less sccessible

from unit Lo unit. There are Four basic reasons and a

series of 1clated lesaer resson why there is such an inkerest
in distributed systems.

These cen be enumerntad as:

1. Ideally, distributed systems cen be more relisble
then a eenbralized or "single block" aystem. The

effects of fajlures are localized and easily
corrected,  They sllow graceful degraddtion of the

process conkrol system, i.e. fallure in one or move

compenenke or subaystems will not cause the sntice
syakem to Fail. These systems are as reliable and
correckable es snaleg control when the basic level

af moduleeity is correctly chosa.
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A genersl network, as comparsd Lo a hisrachy or a
similar structure allows redundant (relisble)

communicat iart,

Ideally, distribuked systems allow hhe improvement
or evolution oul of which Lhe spplication is built.

When nompaved to centralized orgenizations, a well-
designed network or hierarchy cen allow a reduced
system wide date communicetion rate by localizing
This also contri-
butes to the localization of the effecks of compuni-
cakipn failure.

funetion and daka raguirements.

This is of interest because most
existing process control disbribubed system proposals
are highty centralized (about a highway).

Distributed systems sllow the vysiem hardware to be
visibly structured, for apere.ion and meintensnce,
on functional grounds. Failures can be recagnized
in terms of srrors of function cether Lhan absbract

errors of computation.

Horenver, the runctionally besed design spprosch
minimizes the necessily to account for the effects
of eonfusing interactions between Lhe parts of the
aystem.

A genersl network sttilude ellows (over obher more
Fixed orgenizations) Frexibility and evolution of
tha copmunication relationships. For instance; the
natwork allows the physleel movement of the cemmend
centre.  This ie much move difficult in a Fixed
hiararchy.

The strusture of hisrarchicsl and distributet systems
torrasponds to Lradibiohal entlog control stiucture
snd humar organizations Familisr {n process conbrolj
operabing parsennel are used ta them.




9. Existing sepavabed systems may, by later decision,
eome to be coordinated by connecting them with
communicabion links (if the elements were designed
Lo allaw for this possibility). Suddenly, a
distributed system has evalved.

Ultimately, distributed systeme should eimplify
installation mnd cabling, veducing Uhe related costs,

1
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{hese syskems lead Lo low cosk due ta:
8) $implified herdware configurstion packaging since
processors need nobt be large due Lo Lhe reduced

processing regquirements of each partial process, as

mentioned in S. , sbove.

b) Simplified software becsuse functions are carried
out by seversl small, locally responsible proce-
ssors; not by a large machine that must pecform
all of the contrel functiona and calculations
within the entire control system, as mentioned
in 5. , above.

¢) Large seale integration.

d) Hultiple vee of standard camponsnks. Many diffevent
subsystens can use ldentics] hardware Lo perfoom
varied funckions.

e) Ens¢ of incrementally increesing capability since
units or components moy be sddet Lo Lhe system
without drastically inberfeting with the Functions
of the resk of the system. (paink 7 above).

£) 1t ig cheap to maintain e relisble systew (see
the trends indicated in Fig.2.2 below).
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o

. Structuring and paramstising should be easy to lesen,
especially without programming knowledge of process
computers.,

12, Simple user-orientated solution even of unusual
gonkrol tasks, e¢.g. by higher algorithms.

1

w

High safeby ond evailgbility, varisble acesrding
to regquirements.

14. Compatibility for the Lrouble-free incorporation of
hardware inmovations, e.g. fiew mictoprocessors,

fibre-optic conductors.

15.

W

Digtributed systems are very effective process control
syskems, and their effectiveness depends on a variety
of factars shown on fig.2.3 below.

There are many move reasons why distributed systems are

a viable proposition, but I will mot list them here.

The 1ist given sbove suffices for the present discussion.

To sum up, the present-day technical reasons for distri-

butad systems are geliability, mainteinability, flexibility

and gogt. These Four fecbors sre ell inbihately

related. [Ldeally, Lhe grestest Flexibility offers the'

greakesl variety of cecovery reaponses to the greatest

varioty of elemenl Feilures.

Badly deaigned flexibility leeds ko fallures or un-

reliable applicatlon design. An unreliable or non-

easily muinkeinable systen may be very costly in a

varlety of weys, some of which may be =

« loss of production due to feilures

~ loss or destiuction of mguipment/iife due fo aystem
failuies

- long maintenance Eimes

~ ahd mahy othevs.
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Relisbility and Maintainabililby

The success of avary organization, which operates an
intergrated information system, is critically dependent

on the relisbility and maintainability of the distributed .
system.

Reliabilit

The reliasbility requirements on the different Functions

ar components or unily of s distribubod system will very.
1o order to echieve a solution which fg opbime) from the
point of view of cost effectiveness, it must be possible
to design dlfferent subasystems Lo differvenl levels of
relisbility, i.e. relisbilily has Lo be e design parameter.
This is achieved by incorporating redundency differently
to different components.

Haintainebility

The meintainability of an integrobed DCCS has two aspects:
hatdware malntenance, 1.e. repair of the hardware; snd
software maintenance, l.¢, modification of the woFtwere.
The hardware maintainability can be consitered a by
product of tha reconfigurekion cepabillty neaded Foi
faulk tolerance. The dynamie replacement of faulty units
pequires en automatic error isnlation to the sialiest
replacesble unit (SRU) which fa the most time consuming
step during manual maintenance, The soflwste maintaine-
bility, i.e. eivor correction, madiFizakion and Funstiopsl
enhancenent of the software; is o purhanenlt requirement
aver tha 1iPgtlne of the gystam, It has been shown (1l1)
that uch mare offork is needed For the conkinvous wain-
temance of the software over the lifebime of a successful
aystem ther for its inibial development. Ih order to make
& syskam mainksinsble from the point of view of softwaie
a decomposition in self-contained subonoindus subsystems with
clearly defined interfaces ls vaguired (18). .
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It must be posoible to test gach of these subsystems
independently and monitor the information to and From
each subsystem without undue technical overhesd,

2.2.2.3 Possibililies of inereseing the reliabiliby of
operalking sysbens

The reliobiliby of an operaling system can be enhanced/
increased by incorporating ore or twa or all of the
following, in @ distribubed conkrol systam.

i) Additional individual memusl control devices.

i}} Additional loecel operating system (decentralized
auxiliary control board},

iii) Redundancy.

2.2.3 Sources of system ynrelisbility

The obvious soutces of unrelisbility in a system made of
complately debugged elements are poor application design

and element fallure, Move gensrally, the bassic bargier

to rellabiliky and ko Flexibiliby i system complexily,
particularly forme of complexity which hide the relatien
batween Lhe control system ond its operatibn and purpose.
Several specific barriers Lo relisbiliby ave worth mentioning:

1. Multiple loosely correlatad contral fumekiohs umnotessarvily
conbingd in @ large computabions) unit or box. In this
caee; the Failurs of the unit or ite communicabions of
central contral lowes function uhhaceseorily.

Separatlon of Lightly correlated funebions unnecessarily
in separate unibe. Here the loss of one funclbisn in ome
unit {8 1fkely to e se serious as the loss of buth
functions (i.e. bokh unite), b wealk 1lnk phenvmenon.

e




2.2.4

2.2.4.1

w

Syatem complexily which encourages epplication errors ,
and makes Feilure diagnosis and maintenence difficult

FS

Unstruetured system and system component design

o

Insufficient peck-up.

6. Back-up complaxily. Back-up depends on Lthe assump-
tion that the switchover mechanism (where standby
redundsncy ls used ; active redundancy is generally
better) is much more relisble then Lhe cankrol element.

When this is nol the case, back-up hurts more than helps

~

Back-up by slemunts/componenta which opersbors only
encounter during crises and are likely to misuse
through unfemiliarity.

To sum up, the principle ssurtes of unreliability in s
system are complexily, mismabeh belween design purpose
and appearonce and ineonsistancies In Lhe operetional

characteristin of system components.

Digadventages of disiributed systams

High-level operating system:

The high-level opersling system im a key Ingredient in the
distributed systom. Ibs design must take inte aceount
sgvaral characterkstiqs and problems.

1. The clasasicel design for operating eysbtems, 8§ it Mad
developed, assumes the avallability of » ferge amount
of sysbem information. Although Lbe completenass snd
validity of Informabion sbout the work being presented
by the user le guestionable, the operating system is
vgunlly apsumet) Lo have mecess to complabe information
shoub tha envicewrent .0 which it i funcbloming, .




~

v

This is not the case in a distributed system: complete
infoemation abou! ‘he system will never be avallsblé.
The resources provide a serviee, buk they may, either
intentionally or uaintentionally, shield informabion
from outside inspection.

In distributed systema, there will alweys be a L
delay in the ecollectjon of informabion about Lhe

skotus of the system components/units. The ramifi-
cations of Lhese Lime delays ere extremely lmportant.
In & conventional eentralized processor, the operating
system can request status information, beiny sssured
thak bhe interrogated component will not change

state while swaiting a decigion based ovn that sbatus
information, aince only the single operating system
asking the guestion mey give commands.

In a distributed system, the time lags that ocour
coan bacome significant; es a result, inaccurate
{badly out-af-date) information can be transmitted
beceuss the asutonumous compenent procesde along its
twn path,

For distribulbed systems, it will be essential ko roise
the degree of paranois (abnormal Lemdency bo suspsct
and miatrust-informakion/data in Lhis cese) of Gfie
system designer Lo a mueh higher level Lhan for
cantralizad systems. The sysbem pust be dasigned

Lo wark even with erronsous or lhaccurabe stetus
information.

A further complicabion wilh regard to . stem information
available ia the possibility of variatlions {n thn infors
mation presented to differsnl system controilevs. These
variations may be » resull both of time delays and of
different controllers. As Le Lann (17) hes dbserved
Thiy absence of uhiquensss, bolh In Liie and in gpute,
has vary impovbent consequences’. .
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This is not the cese in e distribubed system: complerc
information sbout the system will never be availabla.
The resources provide a sesvice; but Ethey may, either
intentionally or unintentlonally, shield informsbicn
From outside inspectivn.

. Iy distributed systems, there will always be a time

wolay in the collection of information aboul the
status of kho system compenents/units. The reamifi-
cabions of Lhese time delays are extremely ifiportant.
In a conventional centralized provessor, the opersting
s can requeslt status information, being assured
that the inkerrogated component will not change

state while swaiting & devision based on that status
information, since only the single dperating syskem
asking the question may give commands.

In a distributed system, the time lags that accur
can become significent; es a result, inatcurate
(badly out-af-dete) informebivn can be transmitted
becguse Lhu autousmous componant proceeds along its
awn path.

For distributsd systems, it will be essential to raise
Lhe degres of perancia {abnormal bendency Lo suspect
and mistrust-informebion/data in this cess) of the
systom deeigner ta a much higher lsvel thsn for
centralized gystems. The system must be designed

Lo work even wilh erroneous or fhaccurste status
information,

A further complication with tegard Lo syabem informabion
availalle is the possibilily of vatlations in the -infors
mation prosented to different syskem cohtyollers. These
varist one may be a resull bath of time delays and of
different controllers. As Le Lann (17} hes observed
"This absenue of unlqueness, both in Elme and in space,
has very imporbent consequences”. .
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2:2.4.2 Genheral contral problems

High level opergling systems as describsd here aig highly
nonhigrarchics) - that is; they are single-leval and have

no internal master/slave relatisnships. This cheracteri-

skic, combined with component autenomy; greatly aggra-
vales the centrol problems.

1. Even if autonomous multiple components ere cooperating;
the propability of simultaneocus conflicting nctiohs

is much higher than in hierarchicel systems.

2. Also, synchronizing the actions of the various
coptrollers in the system is much more difficulk,

because of the presence of appreciable Lime-lags.

w

Yhe problem of deadlocks or infinite oycles within
the system is quite different From that associated
with other systems. Some propuwsals call for e super-

viser (an outside third parly) Lo solve this problem:

however, such a supervisor would hava bto be transient;

sinee the prasence df a pecmanent superviser would
denote an unacceptable degree of hierarchical conkrol.

4. Ay systew exhibiting monolithie, aubonomous popbtrol
presents completely mew problems in system scheduling.
A request For service in o pothjecarchical system might
well resull in en initial denial of thal setvice by
all physicel resources. [n Lhak insbance, the requesting
entity might initiale an evelustion of relabive priori-

ties betwson the new request and currently executing
tasks, followed perhaps by bidding (priotily adjustients)
and decision-making. The afflcient execution of this

procedure i one of the most imparbant functions of
the high-lovel opersbing system.




5. Resouvce management in a distributed system is s
muttidimensional job. Thus far, very little work has
besn done on the aspects of regource management that
spply specifacally bo disbributed processing systems.
However, low-level funclions are quite similer to
those performed on uniprocessor; they Inelude
physital resource allocation and, menagement of
those Facilikies required by a pracess afler it has
heen scheduled on a particular system component.

Before that can be done, however, Lhe required resources
mey have to be assembled ot one locstion, or linkege
mechenisme established so that they can be used remotely.
The problems that have to be addressed in that procéss
are lopating the resources, determining which comporients
are suilable, and determining the best way ke move

the resources Lo the selected locstion, At ah even
higher lavel is the scheduling problem; determining
when a function should be initiated or terminaked.

When all of these problems and their possible salulions
are vompared to similar problems and solutions emcountered
in uniprocessor systems, the major facter aggravating the
distributed aystem problems is seen as communication within
the distribuled syatem, which ls asynchrenous with respect
to the debailed exscution 6 the Functions, wnd which
exhibit Lime-leys in sddition Lo the communicekion

procgesing time itself. Uniprocesacrs cope wilfi many of
the problems with semophongs, Tlags, luckoul gates; ar
Lime-outs. Ta attempt to do this within a reasonably
complex Jigtributed system requires too wueh bike, in

Lhe sense Lhal such procssses reduce the throughput rate
af the system. The transit time For sigrals tremsmitbing
Lhe sewophones ig of the order of 100 mS, In sddition to
the lowering of performance, the reliabiliby and the
robusthess of mosk of tle uniproceasor solublohs are in
doupt s
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Distributed computer control systems are still used
dospite these disadventages; becauge mosk of these
shorteomings can be resolved Lo an apeeptable levelj

and thabt most process contral systems are slow and also

do not require complex back-up aystems (i.e. not critical).
In podition Lo this, DECS offar more benefile than
disadvantages.

Requirements aof DCCS

Functional reguivements:

The background of the growing scceplance of the fiest
genaration of DCCS in the various process industries hag
begn the solution of drawbacks arising out.of the eonven-
tional typse of centrsl conkrol asystems (27). In such a
conventional system the operator haa Lo pelleclt the plant
data from physically srperste posilions of a lerge control
pansl. Sinee only s small amount of sutomsted infarmation
procesaing Js provided by such control systems many routing
Lagks bave to be performed by lhe operator,

Alveady tha first gensralion of DCLS hes helped the operator
by automabing some of thems routine Lasks,

e.y, - preprocessing of the plant data Lo support the
decision-making of Lhe operator.

~ executlon of more advanced algorithms Lo handie
deadtime ond delaybime.

- autymelion of some of khe aafely procedures dutlng
starb-up and shul-down of the plant.

- automabion of dete nequisibtion; recording, Lrecking
and retrisval,
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2.3.2

In the next generstion of DCCS, the suppart of the operator
ak the man-machine intevface (MMIF) must be intensified
by providing the following additional Functions:

the images of Lhe conventional anelog instruments, which
are produced on the eolour GRT, will have Lo be repleced
by more meaningful patlerns Lo ease the human perception.

tha flexibility of the man-machine inkerection has to be
improved in ordar Lo give the operator more divech
access to the information needad st s given point in time.

- some ports of the alarm enalysis have to be aukomated.

- provieion of more advanced control algorilhme including

multivarisble control.

- provision of simulalien packages of the prowess in order
to halp the operator in the evsluation of alternative
courses of action; mantioned sbove,

- provision of software packsges which integrate costs
information (e.g. meterisl; costs, energy) with the
technicsl information ir ordec Lo guide the operator in
finding the most cost effective operating paint of the
process, :

provision of softwnrte packages which support the plant

maintenance.

Commuriication sysbem tequiremonts:

The downwerd integration of & OCCS te the sensors and
tranaducars wil) eliminate bhe need Fou some of the conven-
Lional sneloy elveuibey For information hrocessing in the
proces’ paripherals.




I will also be nocessary to inelude the opetatiaral
control of the eleckromechanical devices (e.g. slectricel

swikehgear, pumpe, compressors, ete) in the scope oF Ehe
DECS.  In order ko completely veplace the conventionel

wiring between the intelligent instruments and the conbrol

room, communication channels wilh the following charagle-

ristics ate required:

-

~

o

The reliability must be at the lesst equsl to the
relisbility of the ronventional two wire systems,

The real time constraints of the problem must be
considered, l.e. the delays introduced by the commu-
nication system muslk be short and have a gusranteed
maximu value.

It myst be possible ko reconflgure end expand the
communication system dynsmically and incrementslly,
i.e. the communication system must have high ex~
Lensible transpoil capacily.

The informatlon which is transmitted acrvoss an inter-
faoe between Lo subsystems must be observeabls with-
ouk undue bechinie: | overhasd,

The capacity of the communicelion system must be
rather high since a lot of sensors and actuatorh maey
request aimullaneously message-transmission ~ it is
typical for technical processes that in eribical
situations important messages originake at meny poinks
slnulbaneously.

Additionally, the communication system hag te provide
logical means Lo coordinate mnd dynehronise tasks that
are beihg performed by diffevenl processors




This is rob so triviul since different processers use
differgnt Lime boses and the transport of synchroni-
zabion messages vequires @ considetable mmount of
Lime. Ik can be sean thal the communication sysbtem
fulfils an importenkt coordinabing function for the
decenkralized compuler syalem.

~

The user must communicate with Lhe systen by directives

containing service names only. My criterion of system
ency makes y and perhsps impossible

the usar designation of the syakem componenk offering

a desired service. However, this requirement intro-
dutes new problems of system failure and user error
detecblon, sinpe no one processor can eskablish
whether the service requestaed can be provided en

Te

in the system, or even whether it is lenal.

The gbove indicates the cenbral role of the communication
system. The mosl important requirements can be summaiized
as follows:

~ Lhe reliabililty of the communication system must be very high

- mechanisms have to be provided in the communication
system {and vest of tha system ss 8 whole) that allow
sn uninterrupted monitoring of ell resources (compuber
and linka) and Lhe seattering abnul of the resuiting
stobus infurmation.

Components/functionel units retuirements

The componenlts have to be supplied as far as possible

as stondard modules; namely: smallesk coplovenble unite
{SRUs). This results In cosbt effectivenses ih the system:
meatr, Lime bo vepair (MTTR) le reduced end spares are resdily
avsilable, Components requirad in a DCCS are disoussed

in chapter 3 helow.




2.3.4  Additiona) vequirementa

1. Graceful degradation in its ideal Form means that a
gystem having n procgssors would akill sxecute all
Lagks even if w processors fail (ndm) = with the
reduced performance 100 x (n-m)%.

n
The redlization of this requiremenl is only possible
in the reduced farm in thak pl) toske from ene faillng
procsseor are teken over by one or move back-up-gystems.

The processor that needs to Leke over needs al lesst
Lhr fFollowing dota:

“formetion aboul the state of the task.
“ormation about the atate of the process.

- after the failure: accese Lo Lhe process-peripheresls
of the Failed system.

2. Ansther requirement, an additional expense: the process
peripherals have to be conrectod hob only to ong but
te several provessors, this is Mot For signals from
sengors bul somewhal involves for toe eutpul lines.
Perhaps the failed processor dossn’'t recagnize its
Failure and s%i1] trlss to control Uhe output lines
ptobably in switchlng incocrect tnformstion. Thers
musk be a way Lo safeguard Lhie possibilily.

Even if no Back-up systems philowophy g tmplemented
very effestive diagnostic Lools snd metheds For error
recovary becoms neceasatry. Conalder o compuber sysbtem
with nodes distributed over an srea of some square
kilometres - Lf anywhers a component Fails it must be
possible Lo localize ib exactly snd to define Lhe type
of greer obherwise the mean time ko repait (MTTR) becomes
koo larges *

w




Thesg methods may be jntegrated in the message
communieakion system.

Angkher requivement le the access to cenbral resources
that cannat be completely dispenssd with even in

decentralized systems,

Examplss are:

- central dats bases. Mass memories will he (becsuse
of environmental conditions) concentratzd at one
or & few places. This moans @ let of Lraffie for
the communication system and some additional
edardination tasks.

[ast specislized pr like array pi
may just be installed once.

Operator conspiss heve Lo be conhected to one of
parhaps two processors - all messsges aboul the
stete of Lhe process end its control system have to
be routed bo bhese processors.

Central resources are respongible for addibional
communieabion beafric and mey require larde Lransport
facillties.

5. Finally, santher reguirement is the naed for a stendard-

inkerface in order to connect compubers of different
suppliers Lo one decenbralized syston. ALl distributed
sysbemn offered op Lhe markel Loday heve only one copish
featuret They arve incompalible wilh all otheva.

The reason is not bocause the auppliers ave intaresbad in
preventing (although it might be the cose at times) the
woupling of diffefent systems but the difficullbies in
defining o comion stendard.




The defihition not only has to inmriude the physieal
interface but also the logieal ane - in the computer
network terminology the word "protecol” i# used for
a set of rulog established Lo create s mutusl egree-~
mant emongst all parties sharing a communication
structure,

Criterin For DisLribution

This basic struckusal problem unavoidably brings up a
further queslion: sccording to what criteria should the
system be distributed? Should these erileria be proress
orienteted, should Lhey be orienteled according to the
capabitities of the highly integrated technalegy of micro~
processers, or according Lo the special charscLeristics
of o serial deta Lransmission system with a deta bus, or
secording to s special monilaring and operating system
with vides display units,

1t goas without saying thel these criteris must be pre-
dominently provess orientabed if the danger of becoming
eaught up in modern trends of shovt-Iived momentery
solutions is to be sveided. It is surprising Lo find

tuat many modern process contrel systoms are constructed
to a corsiderable extent dependent on the special cepa=
bilities of one semicenductor toebnology or arobher, &hd
much less ~ if ab all « sccording te the requirements of
the process, ar on safe, comprabonsible, scohomic and
advanced process aperation. It ja difficult Lo assess
thig and to evaluate it with respect to a pluven systemi

1t le Finclly slno o question of subjective judgement.

In this way, for example; ane particular user ean be
completely batisfied if Lhe Functional units of his
distribubed control system are only capable of clesed ltop
conkrol, If It is Lihe case that interlocking snd sequencing
are 1ittle or not at all used 1n fis process, sueh ss in e
refinety,




On tha other hand, the menager of a power stetipn is
responsible for @ complex process with sbrongly inter-
meshad contro) loops. IF he hos funcltional onilks only
capable of closed-loop control then he must realise the
wpen-laop control either by connection to control unile
which may be Foraign to the system, or by using e super-
imposed ~rvacess compuker. In Lhe labter case Lhis is
resorting to conventlonal direct digitsl contrel (DDC) -
exactly thet which one desired to omit in the distributed
system. Such e menager could reach the very plausible
opinlon that 8 Functional unit in o distributed contral
aystem must be ebsolubely capable of open end closed loop
enntrol so that he can fully ubilise Lthe advantages of
decentralisation dlscussed in chapter 2.2.1 above.

2.5 Commupication System:

With the conlinuing decline in the cost of computing, we
have witnessed a drametic increase in the rumber of in-
dependent compuling systems used For sclentific, computing
busingss, process control, ward processing and personal
computing. These machines do nol campute in isolatiai

and with their repid inerease comes o need for suitable
cammunicabion networks - particularly local computer net-
works {or loeal oren networke -LAN) thal can intzrconnect
logelly distributed compuking systems. The local computer/
processoy bust process sangor informetion, and sither tske
direct ackion snd conbrol velves, swilches and pumps, or
disploy the Informebion snd tuin on alarms where vperator
control de indicated,

2.5, Date sequisibion

Procoss conkrol le a system spplicalion chevecterized by

a large number of enalog inputs distributed over a wide
area, ond o debe acquisition wystem for bransfer of
Information from & variely of sensor Lypes te the compuling
aysten (oeal or central).

B




The ulaseical system approach to daba acquisition in
process control involves anelog signal flow between sensabe
and compuker {Flg. 2.4). A typical sensor, such as a
thermocouple, supplies a vellage between 0 and 40my
Because this low level sign.. le unguitable for long
digtence Lransmission, each sengor or transducer connecks
Lo n signal conditioning cireuit Lhat trenslates the
signal, typleally te a 4....20m4 current loop. Analog
autput of eseh sigral condilioner is led via a seperate
cable or twisted pair to a cenbral snalng te digital
converter Lhak supplies digitized signels to o computer
ad to other devices such ss displays, limit alarms,

end wtar canfiguration, with eech sensor or peink hsving
an individual connection Lo the central location

As a resull; wiring cosk is high, in many cases accounting
for 30 ta 50% of Lolel system cost. Cabling costs have
been discussed In chapter 1 above

Recent advencea in semiconductor Lechnology have made
possible monolfthic, ascurate, low cost ansleg ke digital
converters thal overcome fundsmental limltations of the
classiesl system. The cost of 8- to L2-bil conversion
al low speeds no longer requires thal meny armalog inpubs
pharg the convecter. Connecting & converter Lo each
tronsducer {fig, 2.5) results in two mejor vanefils.
First, the vignel conditioher circult can be slmplificd
or eliminated bacause the tonverter is lozated close Lo

the Lransducer. Tramsducer oulpuk can eibher be con-
verled direckly, or be conditioned by o single stage
amplifier. Secondly, data transmission becomes a tololly
digital process; with inherent nolse lmmuniby and low

cost.

A practicel Future system needs a data Lransmission link
Lo provide dete integrity s minimum cost. For thig link
ecoheider o serial versus a patalled skrucbute.
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Fig, 2.4
Classical data acguisition system, Low level analeg slgnal from each sensor
must be changed to 4....20mA {or O....20mA For some othex abbreviatisn for

Companiies) analog signal conditioner and transmitted over Lndividual Lines
to central shared ADC,




The parslled bus is suitable for shert distance;, high
data rate communicakions. However, process control
systems require long distence, typlcally low speed dats
1inks, which indicate implementation of a serial data
transmission concept. Whenever data rates permit

serial Lransmission should be used Lu reduce cable and
wiring costs, allow use of common cacrier facilitivs
where appropriate, and fecilitake system expansion

After a serial dsta link is chosen, other design ele~
ments such as data vate, 2- or & wire, half-or Full-
duplex, and prokocol structurs must be decided upon
Obviously, in developing systems for distributed data
acquisition and ecentral, it is impertanl thalk all key
elements pertinent to the serial data link be standar-
dized, and Lhat Lhe designer be provided with s wide
choice of components and subsystems rom various sources,
all of which are compatible in data communication

The serial data link allows the designer to consider e
bus or mullipoirl vystem configuration, instead of the
point to poink system. The former is discussed in
chapter 2.5.3 below (under LAN). Other implicaliens
and possibilities opened up by the bus or multipoint
gystem configuration sre a distribuled provessing con-
cept ond a varlely of protocols discussed in

chapter 2.5.3.1 below.

The practicsl experience with process conbrol computer
projects in industey indicates the growing tendency to
congider conktrol in Lerms of tokal integrated syatems
control. Fig. 2.6 below showa the structure of a dis-
tributed integrated information pracessing system. The
boxes shown in the diagram are clusters of the different
sections of the aytem which bave been partitioned
accorr'ing Lo eriterla discussed in chapter 2.4 above
Each box/station/cluster s 8 computer together wilh an
interface Lo the communication rebwock:
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Each computer (pr.cessor) executes e gliven number of
processes. Interections of processes execuling on the
some processor i8 of no dnterest From the nelwork

point of view,

Networks

Kopebz (15 - chapter 3) discussss networks snd states
the objeclive of & nelwork as being “to provide access
patha foc the tommunicabion of end users". He defines
an ‘access path as a sequence of Functions thal makes it
possible for one end user ko communicate with the other
in gpite of:

- various types of transmission ervors (collision frag-
menks, etc.)

differing line speeds

different date ver kation (e.g. ter cpding,ete.

different name spaces (flal name space or not, eko)

Kopetz (15) defines an end user as:
~ o terminal user or

- remote opplication process or

- duka bank procesa ar

- data source {@.g. senyan) or

- dats sink (e.g. actuator).
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In the sams book he statee the chavacterization of net-
works according Lo criteris sueh as:

networking Lechnalogy, topology (bus, ring; ete.)
geography {local avea network -LAN, lony hesule network)
vontrol, Lronsmission med{a (cable, satelite links, ebe.),
ownership (private or public), type of application
{provess control; banking; ete.).

2.5.2.1 Nelworking technology
Kopetz (15) enumerates Pour technologies namely,
~ direck physical connsction of provessars (pyrmanent)
- cirouil swiltching: temporary physlcel tonnection
- datagram (oc messege switching): this wey, Cthe information/
daka geta to its destimation, but thére is no acknowledge-

meat on the end user level.

- vittual cireull: virtual connection bewween end users
including Flow contral and acknowledgement.

Each one of these networking Lechnulogies is good in its
awn cight, ond their use dupends on the epplivetion at hand

2.5.2.2 Nebworking topology

There atve mory differssb Lopologies which a sysiem cen
sasume. They are: star, hiorachy, mesh, bus {with end
without o bus centroller), ring, ete. For disbributed
systems o suitable sno is the bus tepology without e
bus naster.

2.5+2.3 Netwerk gontiol

Thiee types of netwdrk conbrel sre srumerabed below:




- centralized: there is one controller/master in
charge of the access Lo the network.

- decentrvalized detesminigkic: Lhe sccess Lo the neb-
work 15 not random.

- doce. tralized probabilistic: the sccess Lo the neb-
work is random, and depends on some probability
function. This is what CSMA/CP is based on.

2.5.2.4 Flow and gongestion conlral

Kopetz (15} discusses Flow and congestion eontrol.

2.5.2.4.1 Flow gonteol
Contrel of the Flow of informalion such Ehat the sending
discipline does nol outpace the receiving displine.
Examples ate bthe par protocol, sliding window, eke.

2.5.2.4.2 Congestion gontrgl

Conbrol of the flow of lnformabion sueh bhet the brans-
port vepacity of Lhe network is mot exvesded,

Every nebwork with bursty Lrafrie requires flow cotitrel
and congestion control mochanisms: A congestien conbrol
performance trads of F greph from Kopetz (15) is
reproduced below, Fig 2.7.

2.5.2.4.3 Naning and addrgssing

“Naming is @ very important sspect in disbributed
gystems. It determines Lha Lype of addressing Lhat should
be implemented, how the aysten should e expanded ahd

how it should be msinbained.
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what is it, therefore, that should carry a name?

Is it

8) the spplication procens: - this implies thalb.the eppli-
cation process can be connected anywhers in the
network and the obher processes can -commurdcate
with it,

b) the actass point in the network (port)

i} physicel nemé: - Lhis specifies the physieal
location of the comnection paint of Lhe
process in the network. This is very ad=
vantageous for maintenance.

o) the physical lecakien of an object in the
network:- this speeifies the physical lascation
af the process in the network, e.g. ‘e tapping peint
on the 63m level of a beiler; ete.

d) the sccess path to en object:-the name is glven to
the actess psath to the process:

Points a); b) and d) sre illustrsted on fig. 2.8 and
podnt e} on fig. 2.9 below.

The name space dpsign deletmines

a) the vieibility

b) Lhe seccessibility

@) the interchengsability of cbyjects

This is {llustrabed on fig. 2.10 below.

IF theemosauples %, T; Ty T are nob nemed, but orily

T is pamed that is the name space is cleosed for %, Tz,

T3 Ty then %, Tz, B, % .7 changed without affecting
the whole proceéns.
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Generally, the locel centent (% ,7 73,7, ) should be
hidden, 1.e. we are not interestad inm W ,T;,%,T, ~ we
wanl to know the process temperature T (Flst hanie space).
The maintenance man would like to knew Ty ,7y,T3;T, end

% 5T7,73 .7, eve used to calculate 7.

A felgan® name space would be ane whers T .V, T3 4T, end
T are mamed to cater for both Lhe maintenance man and
the “process control® man.

The scope of nsms spaces can be:

a) global: - used for process cohtral caleulations.
or
b) local: - used For access or maintenance,
The structure of name spaces implies assumptior uk
. the aysten structure: -

8) flat neme space; - hidden debails, impl® - { . .y,
physically distributed.

B} hierarchical name space: - rot fully physieaily

distributed system.

Loeal wrea networks - LAN

Net nrks linking machines Logether heve béen around in one
fou, ar snother For a long time. Data communicatisny
begats with Samuel F.B. Morse's invention of- Lalegraphy
aome 140 years ags and expanded with Lha inventlon 6F the
telstypewriter sround Che tutt of the century. Uomputess
have been tommunicolisig with preh other and with remobe
Lerinale For @ quarker of & contury.

Eaxlier aystems communiicstod we- long (Iisténces; the
communloabions were Fixed between two poinks; and onte the
sbabiLished Fob a relabively

link was seb up; Lk renisined
long time.
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In modern process control wystems the entities sve confined withe
in & range of a mile or two. The different entilbies want. to
access each other all the time: a long diskance communi-

cakbion network end a parmsnently catablished link

between any twe entibies, are therefore, nob rsquired.

A locel srea nebwork cen be defined as & communication
nekwork which covers a distanve shorter then that covered
by @ long haule network but longer than Ethat covered by

& computer bus, stc. Kopelz (15-p5/1-5/2) compsres a locpl
area natwork with a long haule and & computer bus network
While there is no single definition for a locel area
network, there is a bropd set of requirements:

a) relatively high date retes (Lypically 1 Lo 10M bits

per second) .

)

gevgraphical distance spanning about ane kilometrs
(Lypically within a building or a small set of
buildings);

o

ability to support several hundred independent devices

simplicily, of the ability "te provide the simplest
possible mechanisms thet have bhe requived furetionality
aid performance’;

¢) good error characteriskics, good reliabililky, and minimsl
dependence upon ary centralizad componenta or conkrsl

o

effieisnt use of sherad resrurces, particuiscly
the communication nebwork Ltsalfj

stabililby under high load;

o

h) fait dccess Lo the system by all devices




2.5.3.1

i} easy installation of B amail system, with graceful
growth as the syalem evolves

J) ease of reconfigurabion and maintenancs; and
k) dow cost;

1) acoeseibility, to facilitate intercomnection of
entities to one another wilh simple addresaing;

2

standardizebion of signal exchange methods, i.8.
communicetion protocols,

Types of LANs and the msbhods of sccessing the LAM

Kopelz (15-p.5/4 Lo p5) discusses different types of

lacal ares networks such as: the ripg system and singla
channel {bus) system. He also discusses the characteristics
of the ring system and the type af control (teken-connector;
contention and fixed slots-TDM or FOM) of the ring system

Kopebz (1%} discusses Lhe problems to be solved in a bus
system sfid Lhe types of atcess Lo a bug system cofhudi~
cation medium nemely: Fixed assignment (FOM o TOM),
demsnd asalgrmont (cenkral or diskributed) shd rendom
(random sccess, slotted alohn, pure aloham, persisbent
CSHA, slotied non-peraistent CSMA) access or a combinablon
of the above. He olso discusses the problem sssocieted
with ench communicetion bus scecms Lechnique.

The carrier cenws multipls access with sorviev debestion
(CSMA/LDY and the ethotnsk systed (as CSMA/CD i applisd
Lo Jt) sre discussed in 15, Kapatz {15 compares the
afficlency (throughput) of the different random access
aysbems under different load condilklons~p.5/18; and the
delay thefeol under different thrdughput conditions.




2.5.3.3

AL the end of chapter 5, Kapelz (15} mentions the IEC
bus (IEEE 488) for the vonnection of instrumentakion to
a compuber/processar.

The throughput of o network can be described ag referring
to how quickly dota can be trensmilted among terminsls
and periphgrals. Network throughput can be expressed

by a losd/response time curve such as shown in Fig. 2.1l
below., Mosl nstworks ave efficient for as long as the
load is light to moderale. Once the knee of the curve

is reached, service deteriorates rapidly, and trans-
nission delays result.

Bus system of a LAN:
The bus system of a LAN is shown in fig. Z.12 below.

Irsnsmission media:

Another important conslderation in implementing LAN is
what typs of transmission medium will be used ko inter-
conneck the processes. Currenkly, coexisl ‘cabls and
poired wire have the inside Lrack, with & relstive new-
comee, fibre opkiv cable, repidly gaining acceptance.

Pairad copper wire hag the edvantage of being low cost,
and if the distence between processes is short, it is
capable of ressonably Fast transmission spdeds - about
1;5 M bits/sec over a range of abouk 1.5 km. Coaxial
cable is capable of much grester transmission spead and
currently consideted to be the most desirable mediums
Fibre optic hes the greatest data~ sscrying cepacity
of all; bub it hag other limitstions, the prineipal
ones being Lhat it is exepensive and more costly to
conneet Lo multiple processes.
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Interprocess communication:

Kopetz (15) defines interprocess communicalion as dealing
with the exchange of information belween sequential pro~
cesses exaculing in parallel, where the informetion
exchanged in genéral comprises

@) synchronization informstion.

b) o data structure.

He defines a message as an indivisible (atomic) data
structyre, which is formsd for the purpose of intet-
process communication. He defines two events which are
associsted with the transfer of a message namely:

a) the event of sending the message, Es

b} the event of receiving the message, Er .

Kopetz (15) refers to 2 messsge with no deta structure
@s & sighal,

He alss discusses the classificalion of thé intere
protess communication mechenism according bo:

a) who is the partner?

b

communication patternt le1,1-n,n-n (3 pattecns).

[}

agsunpbions aboubl the velisbility of the medium.

d

conditiong for the atceptance of b messdage by the
recgiver.

@) the meaning of Lie acknowleagemenk.
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£} gyntactic skruckure.

: 6, .
There is thorefore @ total of 3 interprocess communis
cation primitives.

A Distributed Compuber Conkro) System (DECS) Architecturs

Selection of srchitectures For DCCS in real bime appligetiong

To achisve en acceptable balsnce beatween cost snd perfor-
mante in designing dislribuled systems, erchitectures

must be seleched to mateh the gpecifie requirements of
each gpplication. Because of the long lead time in large
projects like pucleer power plants, & decision Lo exploit
distributed systems gannol wait until all pertinsnt
information becomes avallable. Using established con-
cepts, a number of "building blocks" or clusters are
defined as necessary components of  -eoreaantabion

from which system characteristic v te derived. A
generalized design sequence whici Lo ddentify

three major problem areas : procest.  «lusters, data
communicabions and date base. The design of & distriboeted
data base is the arem of most concern us it is the least
understond and is complicated by ite interactiort with the
selection and implementatfon of & partikioning ov
“glustering” strategy.

Characterization of srebitectures

A syskem should ldeally be chnructerized copplately using
a minimum number of "independent compenants® or "bullding
bloeks?. The set of selected hullding bloeks together
with the mgthod of inkerconnecbion snd the resulbing inker-
goctipn define the system architecturve. While in pracbtliee
campleteness and indepehdsnce are ravely achieved, the
aystem arohitecture cen be Lalloted te makeh the specifie
requirsinents of esch application and to steike an scoeptable
balence belwesn cosk and performance. .




A Oeneralized design sequence

Based on the knowledge of the design processes for
centralized systems and data communication nelworks, a
generalizsd design sequence has been derived for dis-
tributed syatems. (see fig. 2,13), Lo illustrate the
applicability of established methods and to identify
new problem sresa. The first step in the sequence, the
definition of eystem requirements based on some under-
standing of the spplication, is towmon Lo any design.
However, the-selection of a pr titioping étretegy, an

a priorl decision in centpalized aysbtems, becomes s
critical step in disbributed architecture design. The
choice depends upon a thorough understanding of the
applicetior as it requires the decomposition of the
glebal problem (provess control), into its elements
(local date acquisition, processing; storage, manmachine
intepackions, ete.) IL bas o divect influence on the
adequacy of the design and lavgely dictales the relative
difficulties experienced in the three majof dewign areas:

u) processing clustets
b) data communications emd
©) data base.

Eventually, the Uhree areas combing to Form the aptusl
systom: Overall evaluablon is performst to ossess the
skrengkhe and weaknesses of the enkire design. Innumerable
interactive loaps secur in the stguence bul enly the majos
ones are shown For the sake of clariby.

Appendix 2 glves & more detalled discusslon of the subject
A distribuked computer copbeal system (DCLS) architesbuie":
Thir givew move informabtlon on eystem building Blooks,
processing cluskees; data comunisebion; dala bases and
corbrol hierachied,
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2.7 Fault Tolgrance and Recovary

2.7.1 Fault tolsrenge

Kopetz (15) defines foult talerance as the detection
af ecrencous behaviour and norrecting it dynamically
Prevention is bebter than cure, i.e. it ig helter ko
avold the occurence of o faull rother than correct it.
Every effort is mada Lo eliminabte all possible Faulls
before the sysbem becomes operational
&.g. verification of the design

axhaustlve testing

gelacted hardware companents

ete.

2.7.1.1 Failure fsull model

A Feilure is an gvent snd a fault is a sbale. An event
oceurs abt a cerbaln point in time and & stete lastas for
a given interval. A failure is a Fault starting event

2.7.1.2 Objective of foult telsrant compulbing

The pbjective of Faull tolevent compubing is to dateet
faults before they lead to Failures.

2.7.1.2.1 Steps in Ceplt tolersnt compubing

- foult {errer) detection

= Fault diagnosis: locakte Lhe SRU

- repair or rs:onrngratiah {if permanent Faulb}.

- skate iecovery

~ repair of redundankt uhits.




2.7.2.1

2.7.2.2

Kopetz (15) goes on to deseribe briefly sach one af
these paints, Other kexlk books cap be consulted for
fyrther debails on the ebove manbioned sbeps.

Racavery

Recovery can be defined ae the restoration of the in=
ternnl state of @ component guch that it is consistent
with its snvirenment.

Stakelegs componenks

P-gtateless: state restoration is nob necessary.

H-stoteless: inibialize the component with the “Stabicy

information struckurs.

State components

There are two approuches to tocovery of this type of
ecompbhest

a) Beckward rocovery: restore s "previcus" stake which

has been saved ab s provisus point In tims (chackpoint).
ModiPy this sltate or ths envivonment in such o way
thot they ate conslsbent again (compensaticn).

1) Foruard resovery: try Lo Find o skote whieh will be

vonsipbent with Lke environment in the netir Fubure.

2.7.2.3 Bagkwoed rpooyery L disbiibubed sysbens

Backward abror rocovery depends ob the provision of recoveiy
points; L.e. g niedos by which o steke of & process can be
réoorded ond later velnstoted. Vavious bethnigues cen be
used fot oblaining such fecovery polnts,




Refer -we 23 discusses techniques such ag: checkpointing-
type e .dinisms which involve the foreknowledge of the
soures t ' Lho processes could modify while they are in
the atomic action {e.g. all of working storage). Audit
teail techniques involving recopding all tho niadificabions
that ave nctually made. Recovery cache-Lype, the recovery
block schsme and many obhers are also mentionsd. A major
problem with skrategies based simply on regords of what
information flow has, or might have, ocourred is that they
do not necessarily result in the location of a sel of
usable recovery points, The problenm fs illuskesbed in
Fig. 2.14. This shows thrae procasses, each of which has
three recovery points tn addition Lo thal taken st the
point of its entry to the shared atomic action. The
dotled lines matk ovcursnces of infarmation Flow between
processes.

Process 1 can only be backed up to ite third recovery
poink. Process 2 can also bu backed up Lo itsthird point
or else process | statts interfering with it. Process 3
cannat be backad up without processes 1 and 2 interfaring
with it. .

The asesarch for a usable ssl of recovery poinks for Lhe
process wihich is in error, and for other processes

which ste also affacted, is in rqu & search for a sab

of conslstent recovery points. Such & sebt we will Levm

a recovery line. Eaech process will at sny momwil have
associated with 1L e (poasibly empty) sequence of recovery
lines. A cacovery line in fact identifies g set of
recgvery points, sach balonging to o different procsss
sueh that

a) onhe of these processes is the prowess in gusstion;

b) ro informabioh Flow book place belwesn any pair of processes
in the seb during the inbervel spenning Lhe saving of
their fdenbified tecovery points.
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2.7.2.3.1

2.7.2.4

©) no informakion flow took plsce between any process
outside the set and eny process in the ssb subsequant
to ite identiFied recovery polnts.

ALl this leads | @ definikion of o recovery ling as;

a line that idenk.-.2s a set of process statos which
might have sll exiched b the seme moment; and since
which all the processes heve been isolated from Lhe

rest of the system, so that abandoning the activity which
postdakes Lthese states is a straight Forward task.

Limits to Beckward recavery

In & real time system Lhs envirvonment can be considered as
o process which cannot be resek te @ previous state
e.g. & chemical resction.

Forward recovery in distributed resl time systems

The relative simplicity of backward recovery ls due bo
two Pacts: first, that questions of damage sssesanent
and repair are troaled quite seperately from those of
how Lo econtinue ta provide the specified serviee; and
geeond; thab the actual domege @ssesament Lakes vire
tuslly no aceount of ths nature of the fault invelved.
In forward errov recovety these questions arr inbers
mingled, and the technique 'ia to & fueh grester extent
dependant on having fdentified the fault, or at least
all itg consequences. Thua genecalized mechanieng for
backward errov recovery arve quite feasible: In contiwslk
forward epvar recavery schemes mssk, it seams, be devignsd
as inbegral pavt of gyskem Lhoy ssrve. Despite this
efibanglement with all of the other aspsets of n sysbem;
Forward prror recovery kachnlgues can be quite simple
and effeative. However this minplicity will be based on
the assumed sinplicity of the faulls and the ehsuing
damage Lhab they are expected Lo have Lo cope with.
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2.7.2.5

Where such assumptions are justified, Forwsrd error
recovery cen be both simple and much more efficiant Lhan
backward error recovery (afler all, beckward error re-
covery involyes undoing eterything & syskem has done since
paselng its recovery point, nol just the things it did
wrongly), However in mary cases the simplicily owes

much to kthe Fact thet Lhe Forward ercor recovery provisions
are not gven required Lo schieve towplete error recovely.

a) Distinguish bebwean

i)  state component

i) M-stateless component

iii) P-stoteless component
b) Try to reduce khe number of state comporents Eo o minimum.
e) Analyse the state infermabion of the state comporients

ang sliminate that pact of the state fnformabion

vhich @ component can enferce on the énvirorimert or

which is aveileble in the envirenment.

obgerve bhe intetfacas around compomenta for errof
dalestion (plaveibility shecks)

o

o) use timing cheeks For seror deteckion.




CHAPTER 3

COMPONENTS

3.1

Technology and Economics: IC Geomstry end Optimum
Chip Size '

Logic Element Density

The number of logic slemenks (gakes, Flipflops) that e
manufacturer can lay out on & chip of given ares is also
obviously of great importance Lo the system designer,
For it ultimately determines his component cosk por
gate or bit. Logic element density is a ecomplex Function
of many things, buk a useful epproximsbion takes three
fackors into account.
Suppose

Acs Area per component (mils?)

Nec= Number of components per gate or pec memory bit

$ = Stacking Factor '

= Aves sctually occupied by gates or bits

Totsl chip area

= Ag Ne x (Number of gabes or bits per chip)

Tatal chip aves

All three of thess Factors have improved over the years
Componenl ares has fallen as manufscturers invehbed naw
eireult geometries, ond improved the optical sysbems
used to estehlish component geomebry on the chip.
Cosponents par gate or bik have Fallen es & resull of
designer ingenuiby; and the sbaecking factol has increased
partly es a vesult of designer sxperience, bul alse
because proportionally Less chip aree is wasted oh Jerge
then on emall chips: The table shows roughly how Lhese
three Factors have changed with time, and Figs. 3.1(a)
and 3.1(b), (from ref. 18) show Lhe resulting coiputed
cireuil densities, in components of gates, and bits per
square inch of chip area, respectively
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Some actual IC dete eppear on these graphs Lo anphasize
that the model is en approximation and that typical
eircuits may be quite different For various ressons.
Figs. 3.2(a) and 3.2(b) below is a repeat of Montgomery
Philster's (18) curve of the number of components and
biks on conatantwcost chip. Obher lines represent data
from published pepers. Fig. 3.2(s) shows number of
companents per consktant-cost chip. The solid lines which
roughly Follow the computed points far bipolar and HOS
logic. The dotted lines repeal a curve of Noyce's (20).
Fig. 3.2{b) shows computed points far number of bits on
a constankt-cost chip, along with a dotted line represefting
Bn equation by Bell (2). Note that the model portrays
slower growth rate than those shown in published papers.
The rates shawn by Noyce (20) and Bell (2) cannob be
gustained indefinitely and may slveady have fallen off.

3.1.2 Optimum chip size

fig. 3.3 shows how bipolar chip cost has changed with tide.
Eech curve rspresents chip cost in a glvan year. Fig. 3.4
provides another look st the same dubs, and shows thab in
any year there is an oplimum sized chip For which gste
costs are minimized. Every year gs IC technology inproves;
the optimum chip gets bigger and the cost per gate smaller.
Characterisbics of opkimum chips appear in figs. 3.3 and
3.4, The chip size which minimizes IC cost is not mecesss-
rily the size which minimizes system cast, however, for
systen costs include the costs of packaging, power and
inketeonneets. Fuikhermore, the chip which minimizes the
aysten costs is smellor thei thak which minimizes life
cycly cosks, which include developiient and maintenance os
well a8 manufacturing cosl. Infact IC manufscbuteérs sre
constantly loaking far designa which incorporate many
componenks and can be sold in lavge quantibties
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Mamory echips; microprocessors, and programmed logic arrays
have emerged as the most important big-chip products bo
Bul engineers skill make use of khe Fer From opti-
System

date,
mum S8T and MSI civevits for many epplicetions.
designers have found it difficult Lo make effeckive use
of the potential bepefits of IC economits

Mieroprocessors:

With their introduction, microprocessora were bailed as
the next generation of digital building blocks. Coupled
with nonvolotile memories, they offered a low cost,
versabila slternative Lo minicomputers and hard-wired
logie., The inherenl Flexibiliby of these devices means
that designing microprocessor based products has become
largely a matter of simply redesigning system software
and reconfiguring 1/0, thus sllowing the same basic
microprocessor ko be used in a variety of differant
spplications.

Fulfilling the Fixed memotrv requirement through the use

of EPROMS and ROMS has had e direct impacl on the versa«
Lility of microprocessor aystems. Additionally lLhe advent
of SV deviee opsration hae significantly reduced power
supply requirements and sssocialed costs of design
malerisls, gesenbly and relisbilily. Also, compatibility
within femilies of nonvolutils memories hes lessened
restraints on device usaga, Virtually all MOS memory
manufackurers strive for pin compelibility between ROMS
and EPROMS of varyling densities. This gnables the econe-
mical use of read anly memory for large volume applicabions
and pin compatible erasable programmable resd only wemcry
for cugbom and probolyping applications. Memories of
upgeadable tensity make it powsible Lo use Lhe mosbt cosk-
effecbive densily end allew for changes fn progeam length
by providing case af expsnsion. These Factors aie nece-
ssaty Lo Fully ubllize a basic microprocessor ih a variety
ol basks:




Memory chips, nicroprocessors; and progremmed logic arvays
have emerged as the most importent Lig-chip products to
dake. Bub angineers still make use of the far from opti-
mum SSI amd MSI circuils for many applications. System
designers have fourid il difficult to make effective use

of the potential benafits of IC econdmics

Microprogessors:

With their introduction, microprocessors wWere. hailed as
the next generation of digital building blocks. Coupled
with nonvolatile memaries, they offered a low cost,
versatile alternative to minicomputers and hacd-wired
logic. The inherenl Flexibility of these davices means
that designing microprocessor based producks has become
largely & matber of simply redesigning syastem software
and reconfiguring L/0, thus allowing bhe same besic
microprocessor Lo be used in e variety of different
applications.

Fulfilling the Fixed memory requivement through the use

of EPROMS and ROMS has had & direct impact an the versa-
tility of micreprocecasor systems. Additianally the advent
of 5V device operstion has significantly reduced power
supply requiremonts and associated cosks of design,
materials, ossembly ond reliebility. Also, compalibilily
within Familles of nonvolatile memories has lsssoned
restraints on device usage. Virtually a1l MOS memory
manufacturers strive for pln compatibility betwoen ROMS
and EPROMS of verying densikties. This enables the econo-
mical use of read only memory for lerge volume spplicatiens
and pin compatible erasable programmable fead only memory
for custom and protolyping applicakions, Memories of
upgradable denwilby fiske ik passible Lo use the most cosks
effeclive density snd allow faor changes ih prograsm lshgth
By providing case of sxpansion. These Faclors are reces
sedry to fully utilize s tesie microprocessor in a varisty
of Lasks.
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Fig. 3.5 below shows the cost of mitrocompubers compared
to mindcome « Microp are becomifig theapar by
the day. This Figure has been reproduced from Kepelz {35}

State~ nnd Statelgss Components:

IF the persiskent state of n component is always empby
the component is called elegs, otherwise it is a
gtate component. The distincbion belbween stateless-
and state-components is important from the paint of

view of recovery. A stakoless component is M-stateless
(modirisble}, if jts function tan be modified without
chianging the hardware specificalion. A stateless
component is P-stateless (permanent}, if its function ckn
only be modified by modifying the bardware

failurg Rate of Compongnts

The following diegram (Fig. 3.6) shows the failure rate
of components with time. 1t is a vepeat of Kopebz (15)
pe2/11.

3.5 Swallest Replacesble Units (5RUs)

In order to design distributed systems for maintainability
end availsbility (amall MTBF and MTTR) the hardware must
be desigried sround aasily replaceable SRUs. A SRU may

be a printed clreuil board wilh a colleckion of s
mounted on it. The BRU is notmally designed Lo execule
ohe function. A Faully SRU io simply unplugged from

the ayskem and o non Foully SRU plugged in its place.

The SRU concepl mukes ib easy far the meintenanse crew

to keep the requined spares

3.5.0  Requirgments of SRUs

Ib is requirad khabt an 5RU
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- should have simple and observeable interfaces sround
it; te facilitete testing, e.g. during commissioning
and maintensnce.

- should be emsily tested, i.e. il should be ppssible to
inject simulaked inputs and observe and study autpybe
to see iF the SRU is Faullby.




DCCS

4.1

CHAPTER 4
REQUIREMENTS OF CASE STUDY

Brief Deseriplion of Cese Study
{Hatertreatment plant of a Powsr Station)

The source of all weber is rainfall and the propertics
of row water will depend on the kind of impurilkies
dissclved by the rain wabkor as it dreing away over or
through the sarth to the point from which the supply

to the power station is obtained. Rew waber ls a subject
of very close study and should be analysed carefully to
aseertaln tts suilebility For power station use

Chemically, these walers can be classed as hard or soft
socording to the impuritics they have picked through
contact with the earth. Natural wabers slso copbein
certain gases in addition ko solid impurities, Most
river waters contain mud in suspension and variols types
of backeris which could endanger health if used for
drinking purposes without trestment.

Water purity

1 powsr stalkion bollers, impurities ave undesirable snd
oflen dangerous, ohd steps must be Laken Lo enaure that
lmpuritine aro elimineted From boller Feed water.

For drinking purposes, water must be clarified ond the
bacteria eliminated. For mosk cooling purppses the wober
con usually be used without brealment, To cohserve
water, and for other rensons, pre-trestment and pavbial
elarificetion ie becoming acweplad practice.

Having discussed the soutce of waber; lst us now vonsider

briefly the various purposes for which water is ysed in
@ pawer skation,
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Various purpogses for which water is used in a power stakion

Power stations obtein their water from nalural resources
as vutlined above. This waler is used for:

a) Cooling purposes

b) Supply for the boiler

c) Patable and Fire extinguishing water

The watar used is elarified and then Ueminerslized so
that corrosian bnd clogging due ta crystalization can

be minimized.

The system can Lherafore be divided into three sections
namaly:

a) Ciarification ' :
&) Demineralizakion
e} Candensate Polishing Plont [CPP).

Under tha heading “clarificalion' we define the
4) Process weter Lreatment plent (Pretrestment plent).

13) Filtration plant.

Under the heading "Geminarslization” we define the boiler
feod water make-up syskem.

Under the heatling “CPPY we define Lhe turbine conden-
sote breskment.




i
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i 4.2
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There is tlso a chemical regenecetion system; a chemical
storage end dosing system; an effluent recovery system
to maximize the use of the water; and an effluerit con~
centration/processing gystem. The latter will nob be
discussed in Lhis project report.

Watgrbreatment P ant or 3ystem Requirements

The watertreatment plant of a power station is basically
required to:

produce potable water {for drinking, ete.) For the

whole power ststion.

produce Fire water for extinguishing any fires that
may arlse in the power stalkion,

produce deminetralized water Lo be Fed into the boiler
and used o a means of thermel energy transfér.

- demingralize Lhe boilerturbine condensale {steam
which had been condensed to watér st the end of the
heat gnergy Lrensfer process - ab the oubtlet of Lhe
turbine) before it is fed back to the hoiler.

clarify rew water befors it is used {in the condenser)
to condense bailer-reed water before being md baek
ta the boiler.

Portilioning Strateqy

The DCCS design For this plant will be process erlen-
tated TFor the reasons oublined in chapler 2.4 above.




For the purposes of the application of OCCS techniques
to the water Lreatment plant; this plent will be
divided into eight systems namely (see Fig. 4.2a)

1.

w

The ninth aystom is Che efflusnt concentration plant which will

not be discussed in this project repork.

Rew water clarificstion and chemical dosing {mainly
soda ash, alum, lime ant polyeleckrolyte) - designated
aystam 100.

Clarified water storage; filtering and potsble waler
progessing ~ designated system 200.

Boiler Feed-waler demineralization - designated

system 300,

Chemical storage, dilution/metering and dosing (meinly
Hg8D, * NalH) - designated system 400.

Condensate Polishing Plent (CPP) - demineralization
of the condensate From Lhe boiler-turbine-cundenser
aystem ~ designsted system 500.

Resin regeneratisn (catian and anion resin) and
storage - designated system 400

Hydrazine and Ammonia storage, d¢ilution/melering and
dosing - designated system 700.

famineralized water tenkage; effluent drains

recovery and neutralization; and plent sir and potsble
water distribubisn in the woter treatment plant -
designated system 800.




Each system (on Fig. 4.2(g}) can be subdivided into more
than one subsystom (see fig. 4.1 sheet 1 to 8). System
100, for example, can be subdivided into eleven sub~
systems namely: subsystem 108, 101, ... 110, Each
subsystem is dedicated to a specific task in the system.

This partitioning iy summerised on Fig. 4.1 sheels 1 to 8
which shows all the processing clusters involved in the
DCCS. Signal flow or chareckeristies requirements of
each clvster sre summarised below in babular form

{table 1). Table 1 gives a list of apalogn ar! binary
1/0 for each system/subsysten For the case study.
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4.4

4.4.1

Processing glusters

Block dimgram of case study

Fig. 4.2(b) sbove gives Lhe block diagram of the case
study in the existing design. Fig. 4.2(a) above is
the proposed blotk diagrem; end ie muych simpler than
the former. This simplified block diagram depicts ane
of the benefits to be achieved by using a distribyted
computer control system for the control system of this
plant.

Fig. 4.1 (sheets 1 to 8) shows subsystems of each major
system (e.g. subsystem 103 in system 100) and Lhe
autamakion islands associated wilh each subsystem.

The number of inpuks and outpuls of each suhaystem

are also given.

It wil) be noticed that the number aof I/0s hendled

by the proeess intecface module (note $) are more

than those handled by the LAN interface module {note 2).
The rumber of 1/0s handled by the latter are more than
thuse handled by the serial bus coupler (note 10).
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Generally, dale communication rates are high belween
the partial process (or automation islands) and the
partial precess controller; the data rate is low
between partisl process controllers bub is aven
lawer between major systems.

Processing unity requiremgnts:

Each processing unit (or automation island) will be
requited to handie a maximum I/0 of 362/196 {on the
process side) eccording to the information given en
fig. 4.1 sheets 1 Lo 8. The eutomation islands/
processing unitswill therefore be designed for en
1/0 of 500/500 in arder to ellow for eny expansion
in gach system. Each processing unit is dedicsled
to a subsystem and Lhus more processing units will
be required whenever new partisl processes are added.

The 1/0 requirements of each whole system are minimal
ps shown on fig. 4.1 sheet 1 to 8. System 100 I/0 for
example, is 1/1 for Binary signals and 0/0 For analog
signpls. System wilh moximum input reauirements is
system 600; and I = 45. System 600 hes raximum out-
puts = 63, The standard interface between systems

can be designed to hendle an 1/0 of say 100/100.
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Additional vequirements of Lhe processing unils would be
analysed Lhoroughly, end therealter design supervisory
programe, spplicstion programs, calculate utilization of
process units, ete. as shown on fig. 4.3 below.

The “data communication” and “data base” systems would
then be designed step by step {for each) as shown on the
same Fig. The design of tha DCCS would be complete once
this general design sequence is complets. It is proposed
that this design sequence be adopled and used for the

case sbudy. Some of the aspects Lhak have ta be deslt
with during the design process {(as given by fig. 4.3)

are given below from chaplter 4.4.3 Lo the end of chapter 4.

Signalling system

Signels represent information on extra ordinary or un-
Favourable evenits in the course of a process. They are
unexpected items of information which cennot be' recognised
as the obvious necessary consequence af a previous
vecurrence. There sre lwo besic forms of signals in & plant

1) protess signals, status signals .nd
1) control system internal alaris.

Process signals and status signels communjcate an exact
picture of the process Lo the operatar (conktrol room
persomnel). Theee signals include limit values of measure-
ment values (preasure, temperature, Flow, eke.) and

status signals {stalus feedback such es ON/OFF, OPEN/CLOSED,
MANUAL/AUTOMATIC, present critevia).

Control aystem internal alarms come from tha eutomation

equipment; i.e. the conbrol system componehts. They are
Faulks Crom the avtomation equipitent.
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DEFINE SYSTEM
REQUIREMENTS -

SELECT
PORTIONING
STRATEGY

DA
COMMUNICATIONS

[ESTIMATE [ESTIMATE -
[TRAFFIC ISTORAGE
VoLUNE [REQUIREMENTS
e o
DESIGN ! [bestan !
1 |paTh BASE )
TOPOLOGY ;  |sTRUCTURES ,
1 ! ) j
DESIGN | |
LINE CONTROL i ]
PROCEDURE [ i
! i
CALCULATE CALCULATE UTI- | |  jcarcuars urr-| |
4 UTILIZATION OF LIZATION OF | | |LIZATION OF 1
: 1 COMMUNICATION:
© FReggssme EACILITIES | |EACT ITIES :
e [ P JEN | .

¢ [EVALUATE COMPLETE DESIGN

¢ ICONE TGURNTTON :

- identify potential
bottlenecks. -

- estimate cost/,
pexformance trade-offs |

{

Flg. 4.3

A generalized design sequence for distributed compulker systems.
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4.4.4

Control system comporents include semsors, transmitters,
Lransducers, actuators, swilching units, power supply
units, electrenic modules and connecling cables. In
addition, the Functional inmteraction of Lhese tomponents
is monitored For Faults, Quslitative diskinguishing
Fealkures ave:

1) direct signalling (without bus subsystem}
ii) central signalling (with bus subsystem).

With direet signalling, the most important feature is the
complete independsnce of the system without it being

cornected to thr =m. An subomation subsystem is
then able to d. -lay the process and control
asystem signals a3. it. The process signals can

be recognised by Lhe operator on the manitor or the
manual automatic control station.

All provess signals, status signals and control system
internal alsrms will be grouped Logelher within each
local processer and transmitbed to Lhe monitor or dsta
logger via BUS 1.

The scnpe of the alarms will eover all vilal signals or
alarms associated with Lhe operatisn and monitoring of

the Water Treatment Plank

Operating systen (05)

The operaking syskem consists of colour morilors and light
pens (Full graphics with curve display); ete. Serial
operator communication sid monltoring is required, so theb
only subsets of the totel information and essocisted
intervention facllities are presenbed Lo the operstor at
one Lime (monitor wikh displey call-up).




4.4.5

If pure serial operation by the monitor is nol appropriate
for reasons of availebility or relishility, manval/auto-
matic centrol skbations, acting in perallel, ean be used
in addition. Paralle) and serial operator compunicabion
systems can be optimally combined for the particular
aukamation problem. Operabor communicabion units with
process communication keyboard and & skructuring key-
board snd a monitor may be used fov divect operator
communicakion and structuring of an sutomation subsystem.

The use of monlturs epables belter organization, clear
display of infurmabtion and thus a reduction ln stress for
the operators and a better handling of faults. The space
requirements in the control room are copsiderably reduced
by the use of menitors.

A cheracteristic of this provess communication and moni-
toring ir the hierarchical orgenizebion of Lhe information.
The operator can select diffarent levels in the hiersrchy,
starking with an oversll view oF the process (cosrse infor-
mation} down to Lhe display of detailed imeges (e.g. a
single control loop).

Dnly those opersting possibillties which are permissible
For the rarlial procers selected are offered For operabor
guidance. The probability of maloperations is thus greally
reduced. The data representation on the monitor is based
on years of experience In the field of ergonomics, especislly
anthropotechnics,

Bperator compunicstion unit

Operator communication ond monitaring of the individual
automation subsystems, os well es the oubpul of signels
and logs, are carried out using the operabor communitablon
unit, a combination of interface module, provess communi-
catioh keyboerd and a monibor.




The keys on the process communication keyboard are sutc-
matically lattered according bo the particular functien
and) the possible operations Lhus indicated to the
operator. The displays for operatpr communicakion and
monitoring heve a hisrarchical construction {area
display, group display, loop display).

Subsystems within esch major system

The automalion subsysteme have integrated operation
(operating program, block lists, operable blocks, ete).
The ~stomation subsystems can be eperaled in stand-
alone mode or in conjuction with obher subsysbems

ke which they are coupled Lhrough Lhe bus system.

The hardware of the sutomabion subsysLem consists of a
basic unit and ene or several extension units. The
modules For pawer supply, the interfaces, the CPU and

the memnry are accomodated in Lhe central area of the
basic unik. Spare Jocations of the basic unit and in

tha extension units are available for input/oulput modules.
These modules establish the cannsclion between Lhe aut-
mation subsystem and the process. The process signals
(analog, binary) ave aequired in the Input/output modules
and prepared for processing in the CPU. The modules also
conkain output funcbions for pesitlioning insbructions
provided by Lhe CPU (e.g. Lo valves, etc.).

Soltware

The CPU is microprogrammcd. The £PROM'a contain bhe
invarinble parts of the function blocks and the programs
For strusturing, process communicatfon and monitering

The function blocks are complebe program sections (Firmware)
guch as closed-logp blocks and sub-group npén—lucp carikral
blocks, multipliers, logic elements {AND, OR, etc,) which
are processad in mulbiplex.
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The keya an the process cammunication keyboard ere aulko-
matically letlered according Lo the particular function
and the possible operations thus indicated to the
oparator. The displays for operabor communication and
monitoring have & hiecarchical censtruction (area
display, group display, loop display).

Subgysltems within each major system

The automation subsystems heve integrated operation
(operating program, block lists, operable blocks, etc).
The aulomation subsystems can be operaled in stand-
alone mode or in conjuction with other subsystems

Lo which they are coupled through Lthe bus system.

The hardware of the sulomation subsystem consists of a
basic unit and one or several extension units. The
modules for power supply, the interfaces, the CPU and

the memory are accomodeted in Lhe central area of the
basic unilt, Spare localions of Lhe basic unit and in

the extmnsion units are available for inmput/output modules
These modules establish the copnection between the aut-
mation subsyskein and the process. The process signals
lanalog, binary) are ascquired in the inpub/outpub modules
and prepared for processing in the CPU. Tha modules also
conkain oubpul Functiona for positioning instructions
provided by the CPU (e.g. Lo velves, ele.).

Sollbware

The CPY §s microprogrammed. The EPROM's cantain the
invarieble parts of Lhe function blocks and the programs
For structuring, process communication and monitoring

The function blocks ere comploke program seckions (Firmware)
auch as closed-laop blocks and sub-group open-loop conkrol
blocks, multipliera, logic elements (AND; OR; ekc.) which
are processed In multiplex.
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A language would have tn be developed to program the
subsystems. The Function blocks are interconnected or
paraneterized by plant-specifie structuring data, i.e.
input of structuring instructions. The sk:i Luring

data are stored in a RAM madule. Ta increase reliabilily
and ovallability, the RAM modules are provided with a
battery back-up to prevent data loss in the svent of

power failure.

Structuring can be carried out using monitore and skruc~
turing keyboards (aiphanumeric keyboards). An input/

output typewriker snd a mini Floppy disk unik cen be

used 85 supplementary dovices. Modulss with structuring
and opereting data for svery Funcbion block installed by

the user (paramsters, limil values, intercennections

actual meesured values, ete.) can be celled up on a moniler,

Updating of the documentalion is carried oul automaticelly
by back-Lranslation From the otiginal- data contained as
bit patterns in the system. Thus theve are no discrepan-
cies betwsen the sclusl processing and its dacumentation
{real-time documentation). There sre function blocks (e.g.
controllers and messured-value monitoring blocks) which
enable & standardized display on the monitor For process
cammunicalion end monitering in addition to the processing
funetion.

Direct process tommunicalion is possible using sbtandsrd
input/oulput devices such 88 o process communication
keybosrd with relevant key lattering and a monitor (operator

communication unit).

The: automation Bubsystem functions can be summarized
a8 follows:

A. Function blocks lor signal processing




=

o

I

1) Signal atatus display

2) Signal slatus log

3) Signol saquence display

4) Signal sequence lug

5) Control system Internal alorms

Frea function blocks

1} Qpen-lovp function blocks
2) Gensral functions

3) Brephic displays

4) Legging

Standard function blocks (extension)

Multiple program

1) Honitoring

2} Cleser-loop conlrol
3} Open-loop contral

4) Arithmetic operation
5) Logic operations

6) perator communication
7} Displays

8) togging

8} Coupling
10) "Signadling
11)  Alarm processing

Steuekuring instruckions
Basic configuratlons

1) For control funclions
2) Tor general functions
3) For graphlc displays
4} For logging
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4.4.8

4.4.8.1

Communication system

Data is exchanged belween individuasl systems or subsystems
via the hus system BUS 1. The mein requirement here is

s coupling between several sutomslion subsystems of one
and Lhe same plant fFor the transmission of contrel infor-
mation as well B8 & coupling to the eubsystems provided
For opevator communication, signalling and logging.

This bus system consislts of o local bus and a ramote bus
for the transmission of data, 8us convsriers are used as
1links between the iocal and remole buses; and bus couplers
sre used for linking autonomous buses. Wilh these facili-
ties data trensmission cen be designed optimally according
to the spplication.

Remote (serigl) bus system

Infarmation of various types, compiled into messages, is
tranomitiud betwsen the individual subsystems vis the bus
system in serial mode. The messages are protected and
are acknowledged by Lhe receiver if transmilled without
errors, The message is Leansmitted @ second Lime if &
collision has been sensed. The data paths cen algo be
deslqned with reduntancy where high requirements for
availebility of data transmisslion exlat.

Each aubsystem 13 coupled to the bus (local) system via

the sutonomous bus interface module. This module decouples
the exchange of date, in Lime and function, bolween its
subsyatem and the bus system. Every bus interface module
can control the sxchange of date, i.e. ik cen Leke control
of the bus, Tho capabilily to control a bus (master
function) is vandom am uny bug interface module within
each sutonomous bus system can Lake control of the bus.
This communicetion prolecol s referred to as CSMA /0D
(carrier sense multiple access/collision deteckicn) ond

is & vary powerful protecol,
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The locel and remote buses are connected Logether through
a converker or bus coupler. Data Fragments reeulting

from data cnllisions con be limited (by the bus decouplers)
to one bus enly. Thus, e higner aveilabilily than with a
central bun contral is achieved in this way because new
data transfer cen be subomatically set into operation in
the olher seckions of the bus if othev parts have dala

i fragments.

The subject of CSMA/CD protocol will not be discussed
here, because this information can be found in a lot of
hy Shock, Dalal and Redell (24).

papers, e.g. the pap:

2 4.4.8.1.1 Data structuce

Messages transmitted between stations/local automation islands
conform to a daba structure, the technicel details of which
gre given in sppendix 1.

4.6.8.2 Logal bus system

The first major step towsrds general compatibility in elec~

tronie instrumentation For system use came in 1975 with

the publication of the 1EEE 488 - 1975 standard that defined
8n interface and comminicalion bus For programmeble in-
struments. This bus ig commonly cailed the GPIB - the
Grnecal Purpoge Interface Bug

In 1978, tho standard was further refined (IEFE 4B8-1978),
i defining on intacfece syatem Lthak has became a widely
©RE accepled insbrument industey stendard. Traditionally, Lhe
bus has hed the image of being devoted te Lhe area of

f { instiumentabion, control and data acquisition.

i3 1ol




4.4.9

4.4.9.1

1t hes allowed enningers to coneentrate on solving their
measurement problems instead of on computer instrument
intkerfacing. With GPIB compatibility, messuvemenl devices
con be chosen off-the-shelf and simply cabled with stendard
bus cables in either a linear or stor configurabion.

This is the local bus system Lhal is proposed for the
Water Treatment Planl. This standard is discussed in
many papers ang will, therefora, nol be discussed any
further,

Requirements of Lhe communicalicn system

Secial bus gystem

1. The seriel bus system shall have a distributed strycture.
Jhere is no equipment with central control tesks within
the bus system. Each bus interfece module can corktrol
and monitor the data flow on the bus (mester function).
This function is not tied Lo any one interface rodule
ang can therefore be acquired by another bus inter-
face module al any time. High aveilsbility of the

Lransmission equipment is achisved in this manner.

2. The communicabion system will have & high extensible
Lransport capascity.

3. fhe Lransport delay induced by the communication systum
musk have short and a guaranteed maximum velue.

4. The relisbility of the communicakblon syskem nust bo
high: one Fajling tink should not sbop commurication
between other syslens.

5. Mechaniams have to be provided in the comiunicebion

system Lhak allow an uninkerupbed monitoring of a1l
resources (romputers and links) and the dissemination of
the resullbing status informgbivh.

102
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4.4.9.1.1 Inguctive bug converlar

A bus converter is needed to cornect individual pacti-

cipants or a Jocal bus with several participanks to a
remote bus. Ii performs a continuous signal eenversion
betwoen the local bus and the remote bus or vice verss

without intermedlate storage.

A coaxial cable or Filive oplic link may be used as the
remote bus depending on the data rate (coexial cable
for low rates and Fibre optic link for high data rates).

4.6.9.1.2 Bus couplet

For Lhe exchange of mossages between bus systems working

. : independently. The coupler sccepts a messsge from bus 1
3 for @ participant on bus 2, stores it and trensmits it
« on bus 2 alb the earliest opportunily and vice versa.

4.4.9.1.2.1 Paralied/rrdundant bus cpuplere

Two bus couplers can be inalalled between t. wlono-
mous remate bus systems. A differentistion must be

made between lwo applications:

- 4.4.9.1.2.1.1 Paral:+] bus couplars

; TF the eoupling cepacily of a bus coupler is insuffi-

| i cient, bhe transmilling capacity cen be incressed

: by spproximately 100% using a second bus coupler. This
parallel conhection of bus couplers leads Lo a limi- i
takion in the capecity should a bus couple fail (this I

is not & redyndant connectlen). ;




4.4.10

4.4,10.1

Fortunately there are also special conditions in lenel
area networks that allow for these extensive requirements

to be reslized on an economical basis:

i)  MHigh capecity lines (e.g. OpLical fibre links)
may be installed : Line capacities are not a
limiting factor.

The transmission error raies ere very low - much
lower then in Lhe public Lelephone network.

ii

iii) Propegation delays are negligible.

Characteristics of the communication (bus) system

Application

- Exchenge of informstion tetween Lhe individual parti-
cipants of the distributed computer pracsss- control

system.

- Sequential transmission of information (messsges) in
digital form.

- Connection of external systems Lhrough a sulleble
interface module.

- A bus aystem with facilities for participants located:
- far aparl in the plant area (remote bus snd/or)
~ locally contenlrabed (locol bus)

Remoke bus me a connoction betwoen distributed DCCS
aver digtances up to 4km.

Local bus as a connectian bebwsen participants
~ within a cebinel or o group of eabinets over distances
less ot equal Lo 20m or -




- over distances up to 100m (with an additionul
electrical isoletion module per participant).

4.4.10.2 Design
The bus system consisls of a local and @ remote bus.
The discinction between the local and remole ranges is

significant For Lransmission and functional reasons

Transmission modes using inexpensive Lransmitter and

receiver equipment are used in the local range. The
numbar of line signale is nol 2s dresticaily limited
as in the remote range. Redundancy and eleckrical

decoupling do nuk become too expensive. 4

4.4.10.2.1 Loeel range

& The data are transmitfed sequentially on data lines
Clock, synchronization and control signals are trans-
mitted on signal lines In the locel range. Distances

aof up Lo 2Dm are coversd with an unbalanced and alec-

Lrically coupled connection between psrticipants (For

use #'Lhin cabinels and groups of csbinets).

Distentes of up Lo 100m (line length) can be coverad
with eloctrically isolated, balenced Lransimission.

4.4.10.2.2 femote renge

Transmigsion takes place vie a coaxial ceble over
distances of up to 4ikm (line length) For date rates in
hundreds of thousands of bits., If the dats rate is in

the range 1M bit - 1OM bil a Flbre optic link is preferred
The wsignals are self-synchronizing bipolar squate pulses
The coupling Lo the remote bus is non-tesctive. Remoke
i and local buses can be coupled by bus converters.
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In this way, groups of sutometion systems (AS) or

operating systems (0S) located in one area and connected
by a loeml bus can exchange data with more distank 2!
systems. The complete bus system carcies Lhe same data.

Twoe buses are connected vie s bus coupler so Lhal only
the data fntended for the other bus is transferred.

The bus coupler connecks Liwo autonomous bus systems. i
Using Lhese two coupling devices, the requirements
imposed on the distribution of data from the aute~
motior system in a plant are mel. 1

The Following modules are very importent for Lhe
realizabion of & "good" and 1(liable bus system:

4.4.10.2.3 Local bus jnterface modules

For connection of Individual participants to Lhe DCCS

bus system. The local bus interfece modules‘are plugged i
into the basic units of the asutomation system, operating

gystem and proocess compulers and have an oukput for a
redundant 20-m locsl bus.

4.4.10.2.4 Electrical isolstion module

To extend the 20-m loeal bus (ohe iselation module

needed per participant).

‘ 3 4.4.10.2,5 Radupdant bug couplers

If the coupling capeuily of one bus coupler is sufFicsent,
N 8 redundant link can be planned using a second bus

: coupler. The second bus coupler automatically assupes

| the coupling Functioh if the First bus coupler Fells.

This is o Lrue redundant connection.
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4.,4.10.3

The technical details of each one of these ibems will
rob be discussed because these deleils depend on the

application on hand.

Gomments on coupling software

The coupling softwere shall support the carrier

sense multiple sccess/collision detection (CSMA/CD) with
a random delay comaunicotion probacal. Nething more
than this will be ssld obout CSMA/CO as mentioned
bafare.

20-m locsl bus
Application:

~ very small plants

- up to 4 parkicipants

- up to 20m bus cable

- redundancy 8s standerd.

100-m logal bus

Application:

- small plants

- up ko 10 partieipants possible

- distance of 100m belween Firat and last local bus
interrace module.

- no long term plans for plenk expansion.

20-p loca) bus/d-km remote bus

Application:

- large plents

- up to 100 participants

- up ko 4km remoke bus cehle

Single porticipant on the 4l hug
- medium sized plants
- single participabic

between Individual pay o

ske bug (leng distance

Ya).
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- eximum peripheral cenfiguration of the connected
aukomelion system.

- up Lo 32 parkicipants possible

~ up to 4km remote bus cable,

Architecture

The proposed control system will be distributed in thiee
dinensions as shown on Fig. 2.1 above

1. Distribubed control
2. Diskributed hardware
3. Distributed data

Enslow {1978) gives a dekailed discussion of this distri-
bution concepl. This concept is elso discussed briefly

in chapter 2.1 sbove. The communication system used to
support this strusturs is diskrjbuted; and the communication
protocol proposed is carrier sense mulbiple access with co-
1lision deteckion (CSMA/CD) es discussed above.

This subject (prchiltecbure) will nol be discussed exten-
glvely beeause Furbher deteils con be oblained in Enslow (1978),

Fault Tolerante and Reviwery
Fault tolarance

Erranpous behaviour of the system shall be detected and
correated dynamically. The techniques/methods thet niay
be used Lo do this are discussed in chapler 2 above. When
the systom does ullimately Fail, it shall go Lo a fail
safe mode.
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4.6.2

Recavery

This eystem ehall be provided with o series of consistend
recovery points al) of which wil) be the end of & given

process’,

Backward and forward recovery shall be designed into th
real time distributed computer coptrol system.

This subject is discussed axtensively in chapber 2.7
above and will therefore not be deslt with in grest
dstail in this chapter.

Reliebiliky and Msinteinabjlity

The waber treabment plant of a thefmal power s+ -~ isifde
orie of the key plants thal should work propr . khe
tine if the problems outlined in chepber 1 above have
to be pvoided. It is therefore important that' the relid
bility of such @ control syskem be fairly bigh.

The control system should be sasily maintainable becsus
a poser station ls a labour intensive enterprise end
Lh . sore require skandard havdware/soflware modules Lo
rap. v and/or expend the system. The meintanance besks
should be simplified such thal they can be done by lowl
brained personnel.

Relisbilit:

1. Additienel individual manual conbrol sbebions will
be provided.

2. A loca) operating sysbem will ho provided.




Recovery

This system shall be provided with a series of consisbent
recovery poinks all of which will Le the end of & given
"process”.

Backward and Forward tecovery shall be designed inte this
real time distributed computer conbrol sysbem.

This subjeet is discussed exbensively in chapter 2.7
above and will therefore nob be dsalt with in great
detail in this chapter.

Relisbility and Meinlaipahility

The waler Lreatmenk plant of a thermal power station is
one of the key plants thab should work properly all the -
time if the problems outlined in chapter 1 above have

to be avoided. IL is therefore importent that' the relia-
bility of such a control system be Fairly high.

The conkrol system should be easily malntainable because
a powet stebion is & lsbour inbtensive enterprise and
thersfore require standavd hatdware/seftware modules Lo
repair end/or expand the system. The mainkanence tesks
should be simplified such Lhab they aan be done Lv iowly
trained personnel.

Religbility

-

Additionel individuel manual control stations will
be providetl.

2. A local operating system will be provided.




3. Redundency may be buill into the system as follows:
a) Redundant comnunicetion system

b} Redundant devices connected in active redundancy.

¢} ete

Sources of system unreliabilily are outlined in chapter
2.2.3 above.

4.7.2 Maintainability

¥ Standerd SRUs will be used to Faecilitste the dynamic re-
placement of faulty unils in the system. The subject of
SRUs is discussed in chapter 3 above.

The softww e shall be skructured such thet il is easily
maintsinable over Lhe lifalime of the system. This subject
is discussed briefly in chapter 2.2,2.2 sbove.

1 o 4.8 Back=up

o This subject will not be treated, but if back~up is
cequired Ik ean be achieved by connecting two automabion
islends/partisl processors in active redundancy Lo each
" -',‘ & partlal process. This will mean that all output lines ;
: From the parbia) process will have Lo bo duplicatad in & § (‘
order Lo aupply Lnformation te esch sutomabion island. i
) “‘ The additional costs ol implementing a back-up system J
in this cnse, would be very high (see slso chapler 2.3.4):
This is an extensive subject 'n its own right and will
nob be disousaad further,




CHAPTER &

RECOMMENDATTNNS AND CONCLUSLON

5.1

Recommendat iong

Distributed Computer Control Systems {DCCS) have a lot of
advankages over vonventional centrslized centrol methods
and should therefore be used more in new process control
plants.

Fram Lhe point of view of maintenance, reliability, safety,
recavery, ete., Lhere are deFinately many benefits to be
gained. For economic reasons, the automation of technical
processes still needs, snd will alse need in the FPuture,
DUCS expertise. Means must be available for DCCS with
which processes of varying sutomation degrees and levels
can be controlied. In addition, adequate process conlrol
must be ensured in the event of feilure of automatit
equipment .

The process deta is available in digitsl form in modern
process control systems. Opersbor communicatien and

monitering syatems with CRT monitors cen thefefore be conmected
directly to bhe programmable digital automation system(s).
Operatar interventions are input as & character string via

a keyboard. Thus new means ate available For the im-

provement of conkrol room design/layoul

What improvements are provided by these new methods?

1. 1In the design of control stations for large plants with
predominantly parallel communication systems, there is
always o problem in arranging the many information
unils and controle in such a way Lhabt the operator -
rotains the ngcessary overall view.

|
1
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The large numbers of communication unils leads to very
extensive panels ond dosks. Seen from the operator's
work stakion (central supervisory position), there

are problems of visibilily and légibility of infor-
mation in more distant sections of the gonlkrol
station.

If interventions era necessary, the operator may

have to move from the supervisory position to the
place of ackion or mzy have to csll on a second
operatar. It is possible ta earry out the mopitoring
and operator communicelion Functions at Lhe same

place using video display systems since both fupctions
are combined in these systems

Since operstor communication is pnly necessacy to &
small extent in the substantially automated process
plant, the serisl representation of communication
possibilities through monitors js adequate.

Since oparation with monitors always takes place within
groupings of slandardized displays which gorrespend

to the srrengsment of conveniional control and display
elemenls in a control panel section, the necessatry
pacrsllel relationship is preserved. The use of monitors
For operator communicalbion and monitoring enablaes the
clear arcangement of control staticns for Lhe operator
while retaining all fseilities For ircividuel sctuation.

If the informatioh for monitocing and clarification of
Faulte has to be highly detsiled, this necessitslas the
arrangemenk of meny communication elements (s.g.
indicatora, displays ske.) when using oonventicnal
ineans; wikth @ corresponding spdce roquirement.




A highly detsiled view of the whole plank ie not
required continunusly by the operaler; however, but
only in parbicular cases (stopping snd starbing of
plent sections, fault in & plant section, ete.)

Video display units provide the facilily to increase
the degree of detail of the information step by step .
by changing from overview displays Lo detailed display.

A rigid arrangement of the communication elements for
differenk operabional cases is always a compromise

With the video display Lechnique, howevsr; the grouping
of information and communicabion facilitiss cah be
changed Far differenk operabional cases. This brings
Lthe sdvantage thal tha operstor no longer has to find
and combine the communication elements necessary for
the particular case (operator guidance).

Flow yiagrams or mimics with display of the veriable
states provide an adequale image of Lhe plant. The
operator can rapidly oblain an overall view of the
current functional state. However, exbensive flow
diagrems in desks and parels require large areas
vhile operskting controls can only be arranged within
casy resch. On the other hand, video display «iits
ave particularly auflbable For the display of flow
diagrams with superimposed displays for messured
values, swilthing stale of units or position of .
valves Ehc. Large digplays ave possible which can
be moved scross the screen in rolling map mode using
8 joyatiek.

Interventions in these lreely designable displays
can alst be carried out using a light pen and super-
imposed key Pield.

w5
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4, Line and mulbipoint recordsrs are used Lo
record the variation of process variables with time.
The charts serve for documentetion of the eperating
sequence Por the plant management and also assist the
operater in following Lhe trend af measured values in
order Lo decide on any necessary actions. Since the
recarders mostly have to be arranged in panels (space
vequirement), and thus mainly at some distance from
the central supervisory posilion, it becomes difficult
te recognize the shape of the curve, the measuring
point idenkification or the unik.
The display of curves on monitors, however, can be
examined et a favourable distsnce at the supervisory
position. Bar displays can alse be used for measured

values instead of curves.

The technicel devices and w00 boin the DCCS are
adapted to this requiremer, i .3, namely:

8) direct operator cammunication and menitoring and
b) central operster communication and monitoring.

Conclusion

Disbrituled computer control syskems are & new class of
orgsnizations end operations that exhibit a high dagres of
distribution 1n all dimeneions, as well as a high degres
of co-operative autonomy in their overall operakion

and integration. Numerous systems have been designed

that meet one or snother of the criteria In the definition
of distributed systems, however, a large nunber of research
issues must sLill be solved before we can implement &

true ond complete distributed coitputer conbrol system.




Already the implementation of the First gensration of DCCS
hes shown substential asdvantages for the user and the vendor.

Ry providing the process control operater with processed X
plant information, which is mere relevant to his decigion-
malking and by automating routine taske it has been possible
to improve the efficiency of the plankt operation.

For the vendor, the decomposition of a monolithic control
system into a set of stanm rdized modules (SRUs) has
considerably reduced enginering overhead.

The prevailing inberest in DCCS is justified by the re-
qui‘temants for reliebility and Flexibility. But Lhe DCCS
" has its own problems of unrelisbility and inflexibility.
These problems are similar Lo those plaguing all computer
design bul mede even more serious when functions sre
distributed in different physical boxes (SRUs).

2 The next genaration of DCCS will bring further improvew
ments in Lhe efficiency of glant aoperation by inLegrsting
the process control system of an organization. In arder

to realize such sn Integration, for the waker Lreatment
plant of a theemal power station, s seb of design principles
for integrated DCCS hes been presented Logebher with a

sel of Lhe open problems, which have to be solved.




Already the jmplementation of the First generation of DCCS
has shown substential advantages for Lhe user snd the vendor

By providing the process conktrol operator with processed
plant information, which is more relevanl to his decision-

making and by autometing routine tasks it bas been possible
to improve bthe efficlency of the plank operation

For the vendor, the decomposibion of a menolithic control
system into & sel of standsrdized modules (5RUs) hes
conalderably reduced engineering overhaad

The preveiling interest in DUCS is justiTied by the ve-
qui}ements For reliability and Flexibilily. But the DCCS
has Lts own problems of unrelisbility and inflexibility.
These problems arve similar to those plaguing sll compulac
design but made even more serious when functiona are
diatributed in different physical boxes {SRUs).

The next generation of DCCS will bring further improve-
ments in the efficiency of plank operalion by integrating
the procese cantrol aystem of an organizakion. In order

to realize such en integration, for the waker Lreatment
plant of & thermel power mbtation, & set of desigh principles
For integrated DCCS has boen presented Logether with a

sel of Lhe open groblems, which have ko be solved,




APPENDIX )

DATA_STRUCTURT - TECHNICAL DETAILS

Al.l  Packet Format

PRE-  DESTIN-[SOURCE TYPE | DATA FIELD | tre PRE-  {DESTIH~|SOURCE [TYpE |OATA FIELD| tRC
AMBLE | ATioR 0 AMOLE [ ATION | ADORESS| RiELD

PiELD FED
O o in oh ) as | s | 4 t z

HINLMUM PRCKET
SIZE

Fla. Al.l  UATA STRUGCTURE

. Stabions/local sutomation islends must be able to transmit
and receive packets on the common coaxlal cable/fibre
opkie link (Bus system) with the Indicaled Formst ond ;
spacing. Eoch pecket should ba viewed as a sequence of i
B-bit bytes; the lesat significenl bit of each byte
(starting with the preamble) is transmitted first.

toxinum Packet Slze: 1526 bytes (B byte preambis + 14 byte ‘
header +1500 dete bytes + 4 byte CRC).

Minlmun Packet Size: 72 bytes {8 byte presmble + 14 byte
L hesder + 46 daka bytes + 4 byke CRC).

Preamble t This 64-bit synchronization paktern
containa alternabing 1's and 0's,
ending with 2 consecutive l's, It s
101010J010101010101010101010101618101010101010101010104010101011.

Deskinabion Address: This 48-bit Fleld specifies the statlon(s)
Lo whigh the packet Is being transmitted. Each glstion exa-
CH mines this field Lo dekermine whebher it should accept the

patiich.




The First bil Lransmitted indicates the type of address. If
it is & '0', the lield conkeins Lhe unique address of the
ope destination station, IF it is a 'l), the field
specifies @ logical group of reciplents; a special case is
the broadeast (all stetions) address, which is all l's.

Seurce adduess: This 48-bit field contains Lhe unique
address of the sbation that ie Lransmitling the packet

Type Fleid: This 16-bit field is used to ldentify the
higher level protocol type associated with the packet.
It determines how the data Field ls interpreted

Daka Field: This field containa an integral number of
bybes ranging from 46 to 1500. The minimum ensures that
valid packets will be distinguished from collision

Fragments.

Packel check sequence: The 32-bil field centains a redun-
daney check (CRC) code; defined by the generating poly-
nomial:

60x) o 2200216, A2 (L0, B 7,5
The CRC covers the address (destination/source), Lype, snd
dake fields. The First transmibted hik of the destination
Fleld is the high order term of Lhe messago polynominl ko
bo divided by G{x) producing cemainder R(x). The high-
order Lerm of R(x) is the First transmilted bik of Lhe
Poeksl Check Sequence field. " The algorithn uses a linear
Feedback register which is inltially preset to all 1's
aftec the losht dabas bit is tranemilted, the contents of
this rogister (the remalnder) are inverted and trensmitbed
ws Lhe CRC Field. After receiving o good packet; Lhe
raceivertn ahift reglster contains,
110001110000010011011101 02111011 (3, x0),

“+x2+x1+1
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Al.

Mincowe Packet Spaging: This spscing is 9,6 us, the
minim.s :ime that must elapse afler one Lrapsmission

befors usnther Lransmission may begin.

Round Leip dalay: The maximum end-to-end, round brup delay
for @ bit is 51,2 us.

Collision Filtering: Any received bit sequence smaller then
the minimum valid paclket (with minimum duke Field) is
discarded as a collialen fragnant

Control Progedure

The control procedure defines how and when a sbation may
Leansmit packels inko the common eable/Fibre optic link
(communication medium}. Tha key purpase is falr resclution
of occassiotal conbention among transmitting stations

Defer: A station must not trensmit into the commonication
medium when carrier is present or within the minimum

pockel specing time after corviet has ended.

Transmit: A atatlon may Lransmit iFf it is nob giferring.,

It mey continue to trensmit until either the end of the
packet 1s reached or a collision is detecled.

Abork: IF a collision is detected; tranemission of the
packet must terminate, sind a jain (46 Gyte of arbitrary
data) s brensmilied to eshsurs Lhal sll other participsnts
in the collision alse recognize its occurence. |

Rebranamil: After a stabion has detscted a collision and
aborted, it must wail for a randum relishamission delay;
defer s usual, ond then atlempl to retranemit the packeb
The random Lime inktepval Is computed using the bsakoft

algorithm (below).
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After 16 Lransmission abtempls, a higher lovel (e.g. soflware)
decision is made to determine whelher to continue or abanden
the effort.

Bagk-of [+ Retranamission delays are computed using the
Truncated 8inary Exponential Back-off elgacitim; with the
aim of Fairly resolving contention emeng up to 1024 stations
The delay {the number of Lime units) before the l2th attempt
is a uniformly distributed random numbetr From (0 Lo 2n-1)
for 0 7 n < 10 (n=0 is the ariginal atbempt). For attempts
11-15, the Interval is Lrunesbed and remains at {0-1023).
The unit of time for Lhe rekrensmission delay is 512 bit
times (51,2 8).

Ehaonel Encoding

Any type of encoding may be used, e.g., Manchester coding
Manchester coding hos a 50% duty cycle, and insures &
transition in the middle of every bit cell {dald trensition).
The first half of the bit cell contains the complement of
the bit value, dnd the second half contains the true

velue of the bit.

Ogte Rate: Dale rate is 10M bits/s = 100 ns bib cell

10,018.

Gaerjer: The prasence of data trensikions indicates that
carrier is present. If @ Lransition of defervifig is fiot
aeen bobwserd 0,75 and 1,25 bit timas since tbe centre of
the lasl bik cell, then earrier has bean lost, indicaling
the end of a packeb. For purposes of deferring, cervist
means any activity on the commtinicabion medium, independent
of belng properly formed. Specifically, 1t is ahy mcbivity
on elther receive or collision detect signals ih the last
160 ne baing properly Formed.




If a coax pable in to be used, the following configuration and

specification are proposed.

—— Conr Cable Segment (1 stactricgt “mu\nﬁ

Coox Cable Section [T} Coox Cahle Section

Terminator [I:H

Trapscetve-
Cable

— Hale conx
Connéctor

Yap
Transeeivar

Femule-Female "
Raaprer TBarrel Loy

Male cable
Cannecler

Fig. Al,2 Conflguration - with coax cable

Coax Cable

Impedance : 50 ohms £2 ohms. This impedance variabtlon
includes batch-to-haleh variabions. Periodie variations in
impedance of up to, 30 ohms are pecmitied alang a single
piece of cable.

Ceble loss : The maximum loss From one end of a asble
segment to the other end s 8,5 db abt 10MHz (equivalent to
500 mebres of low loss ceble).

Shielding ¢ The physical charnel hardwsre must opecate in
an smbienl field of 2 volts psr metre From 1OKHz to 30MHz
and SY/mecre From 30MHz to 1GHz. The shield has & transfer
impedance of less than 1 milllon per metre over the
Frequency range of 0,1MHz Lo 20MHz (exact value is o
funetion of frequeney).
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Ground Connections : The coax cable shield shall
nat be connected lo eny building or AC ground nleng its
lenghth. If For safely reasons a ground connecbion of the

shield is neces@ery, it must be in oply one place.

Physica) Dimensions : This specifies the dimersions of
2 cable which can be used with the stendard tap, Other
cables may also be used, if they are not to be used wilth
a kap-Lype trensceiver (such as used with connectorized

transeeivers, or as a section belween sections Lo which:
standard Laps are vonnected.).

Center Conductor:  0.0855" diameter solid tinned copper

Core Material: Foam polyethylene or foam teflen FEP

Corg G.D.: 0.242" mipimum

Shield: 0.326" maximum shield 0.D. (>90%
coverage for outer braid shield)

Jacket: PVC or teflon FEP

Jacket 0.D.: 0,405%

Cosx Connestors and Terminators
Coax cables must be Lerminated with male N-series connecters
and cable sectiona will be joined with Female-female
adapters. Conneclor shells shell be insulabed such that

the coax ghield is prolected from contact to building
grounds. A sleeve or book is sceepbeble. Cable segments
should be terminatad with a female N-garies connector (can
be mads up of # borrel connsclor and a mdle tecminator)
hoving dn impedance of 50 chms $1% and able Lo dissipate

1 wett. The vulside surfece of the Letminatur shnuld alse
be insuisted.
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Transceiver

Cannection Rules: Up to 100 Lrensceivers may be placed on
a cable segment no closer together than 2.5 melers
Following this placement rule reduces to a very low (but
not zero) probabllity the chance Lhat objectionable
standing waves will result.

Coax Cablp Interface

Input Impedance: The resistive component of the impedance
must bs greater Lhan 50 Kohms. The total capacitance must
be less than 4 picofarads.

Nominal Trensmit Level: The important parameter is average
DC level with 50% duty cycle waveform input. It must be
1.025 V (41 mA) nominal with & range of 0.9 V to 1.2V

(36 to 48 mA). The peak-Lo-peak AC wavelori mest be
centered on the average DC level and its value thn range
From 1.4 ¥ F.P to twice the average DC level. The voltaje
must never go posibive on the coax. The quiescent state
of the coax is logic high (0 V). Voltage messurements

are made on the coax near the transceiver with the shield
as reference. Positlve current is current flowing out

of the center conductor of Lhe coax.

Rise and Fall Time: 25 ns 5 ns with a maximum of 1 ns
difference belween rige time and Fall time in a given
unit. The intent is thal di/di should not significantly
exceed that present {n a 10 MMz sine wave of same peak-
Lo-peak amplitude.

Signal Symmetry: Asymmelry on oulput shauld not excecd
2 ns fof a 50-30 square wave Input to elither Lransmib
ar rocelve seckion

of transceiver.
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Trensceiver Cable Inkerface

Signel Psirs: Both Lransceiver and staljon shall drive and
present et the receiving end a 78 ohin belenced lond. The
difrerentisl signal vollage shall be 0.7 volts nominal

peak with a commor mode volkage betwsen D and +5 volls
using power return as reference. (This emounts to shifted
ECL levels opersting between Gnd énd +5 volts; a 10116
with suikable pulldown resisktor may be used). The quiescent
state of a line corresponds to logic high which occurs

when the + line is more positive than the - line of a pair

Collision Signal: The active state of this line is a

10 MHz waveform and its quiescent state is logic high.
It is active if the trensceiver is Lransmitling and
another transmission is detected or if Lwo or more other
statiops are Lransmitting, independent of the state of
the local transmit signal.

Power: +11.4 volls to +16 volts DC at controller. Maximum
current avallable Lo transceiver is 0.5 smpere. Actual
voltage at transceiver is delscmined by the interface ceble
cesistencs {max 4 ohms loop resistance) snd current drain

1SOLATION:
The impedance belwaen the coax connection and Lhe trans=
ceiver ceble connection must exceed 250 Kohms ok 60 Hz

and withstand 250V NS at 60 Hz.

Iranseejver Cable and C tors

Maximum signal loss = 3 db @ 10 MHz. (equivalent to =50
meters of elther 20 or 22 AWG twisted pair).
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Irsnsceiver Cable Connector Pin Assignment

1. Shield® 9. Colilisions

2. Collision + 10, Transmit

3. Transmil « 1l. Reserved

4. Reserved i2. Receive

5. Receivae + 13, + Power

6. Power Relurn 14, Reserved

7. Renerves 15. Reserved :

8. Reseived

*Shield must be terminated to connector shell.
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Apalr 20 AWG o 22 AWG

T8ohm differential Impedonce

i Toverall safeld lnsulatlng jacket

Hale 15 pin ! :

UeSeries napnectsr b oWmS max loop resistance for power poir
Toek posts.

Female 15 pift D=Serfes
lnm\e:Lor with slide tock
arrembry.

Fig. Al.3  Connectors with and without lock posts
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APPENDTX 2

A DISTRIBUTED COMPUTER CONTROL SYSTEM (DCCS) ARCHITECTURE:

A2.1 The System Model:

Consider a process control plant as conbaining two sub-~

sysbemsi
a) thé physical plant system and
b} the control system,
AZ.1.1 The Physical plant aysbem:
This system comprises the physical plant facilities
(conskruction, machinery, ete.) which are used in order
to produce the dealred end producks from the input resources

(raw materials, emergy) which are availsbla. This physical
plant can be viewed From twa different aspects

8) the material transformation aspeet and

b) Lthe ilnformation transformetion aspect.

From the point of view of material transformation the flow
. processing of materials and ehergy to generste the final
) product is considered.

1
i
i
1

| From the polnt of view of the informbtion Lransfotmatidn
: the processing of Lhe information by Lhe physical plant
| is considerad.

AZ 1.2 The control system:

-3 This term is utied aveording Lo its canventional meaning
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It comprises all informetlon processing facilities which
are used in order Lo control the physicel plant system.

AZ.2 System Building 8locks

The convenience of using building blocks in specifying
centralized vomputer systems is well recognized, e.g.
processing power, storage of programs and dske, inter-
faces and peripheral units selection. The PMS (processor,
memory, swibtch) classification is useful in defining the
main building blocks but it must be 8 set of building
blocks alrgady sccepted in centralized systems and net-
works fe also spplicable Lo the design of diskributed
systems. Fully reecognizing that the sufficiency condition
has not been met, a sst of components is extracted; keeping
in ming the conflicting requivements of simplicity and
compleleness. For the purpose of the present study, the
following building blocks are adequate: protessing unit,
memory unit, topology, routing policy, line control
procadure and data base structuie,

A2.2.1 Protessing unil

The processing unil (PU) is a component thal is cepable of
performing a sequence of operabions prescrlbed by & program.
It includes iimited informalion starage capacity (RAW).

A2.2.2 Memory unik
The mein function of o memary unit is to hold a substantial

amount of information unchanged over o period of time. The
ability Lo recollect infurmslion ab will is a necessary

addition to this main purpoge.




A2.2.3

A2.2.4

A2.2.5

AZ.3

Topology

Topology pertains Lo the manner in which the verlous
components of a neglwork of system are physically inter-
cotinecked, with emphasis on Lhe data conbrol Flow paths
It will be appreciated Lhek a rouling policy is needed
to govern the selection of proper rouktes for the orderly
Flow of information. For instance deterministic policy
is time invariant; It ignores load Fluctuations and can
achisve optimal routing under sleady state conditions

Line control procedure

A suitable line conbrol procedure is required to reduce
errors Lhab are introduced during data transmission
After the proper routes have been selected; Lhe correct
sequencing and the integrity of data Lrapsmitled between
parts of the system are assured by the JdeCJDUG appli-
cation of controls (10,13).

Data bese structure

A date base struetute encompssses Lhe manner id which
information is scquired, sborved, and dispersed. It is
intimetely linked Lo the overall sysktem architecture
and will be identifisd later as o key Lo the design of
distribubed aystoms.

Generalized Design Sequente

The generalized desigh ssquence itwvolvss thiret major
design aveds nomely:

a) Processing clusters

b) Data communlcalkion

¢) Data base
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A2.3.1

AZ.3.1.1

Processing clusters

A key activity in plamning @ ecentralized configurstion is
associated with the determination of the processing power
required and Lhe selection of a suilable processor. The
ease of genersting supervisory and spplication programs
depends upon the availability of software tools and, to a
certain extent, can be impraved as new Features are deve-
loped. Never the less, the ullimabe performance snd the
expansion capability of the cluster is determined el the
cutsel by the characteristice of Lhe selected computer
The choles is complicated by the necessily to anticipate
future noeds and Lo essess carefully the status of .tech-
noldgical developments likely to influence such parameters
8¢ memory address space and cycle speeds, word lengths
data types, versatility of lnstruction set; ele:

In this respecl, the selecbion of processing units for
distributed systems is not as erucial since changing
requirements can be mel by adding clusters in a mapner
compatible with the architecture. Each cluster is
defined ak tho eppropriate time with & high degree of
confidence, using known mebhods dlready develeped for
centralized systeme,

Data communicatlon

The term "dete communicotion” is usually essocisted with
nabwarks consisting of loosely coupled geoybephically
dispersed components: In conbrast, eduplihg belwesn

patle in o distributed system is more specific and

greater degres of interdependence prevails smongst com-
ponents. The distinction betwsen networks end disbributed
systems orises from the coneerh For communicabtion problams
in designing nelworks, dus Lo Fhe ldrge seperatioh between
parks.
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A2.3.2

The rationale behind the development of data communications
networks is a combinatlon of Lwe Factors:

resource sharlng and the ability to access common inFormation
remotely. The Lopology and the line control procedures

are designed to minimize Lhe communicstion coslas, bearing
in mind relisbility and speed requirements. Since most
compuber nelw.rks rely upon the commen carriers For
informabion transfer, the mekhod is heavily oriented towacds
teriff rate snalyses, and error detection and corrsvtion
techniques for telephone quality lines (9, 8, 19).

Clearly, the amphasis on common carrier line cost and quality
is not pertinent to the design of distributed systems for
procass control. However, the understanding achieved in

data netwarks of queing disciplines, treffic anaiysis
techniques, prolocols, ete. are directly relevent. In

other words, new tools for distributed systems can be

built based on a large body of informatlon that is already

available. .
Data base

In studying the First two arsas of the design sequerce For
disleibubod systems, j.e. processing clugters and data
communications, 1t was concluded that much experience can
be derlved from centralized systems and networks,

Howsver, the dealgn of e distrlbubed date base s wore
complicated os b ia influenced by the selection and
specifie implementabion of a porbitioning strategy. The
magnitude of the difficulby should nob by Laken as en
intrineic properby af distributed systems, To @ larcge
meaguire Lk reflects the eurrently limiled undecsbanding af
distributed date bases compared to provessing clusters and
data communications.
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For example, the sngineering Lrade-offs bebween "physical
partitioning™ “and functional partitiening” have to be
resclved bobh abt Lhe system and data base levels

Physical partitioning of o data base recognizes Lhe sctual
distribution of the process Lo be conbrolled and atbtempts
to bring the storage closer to the areas of highest acki-
vity, i.e. near daka sources snd/or demands. On the other
hand, functional partitioning tries Lo minimize cost nf
system hardware and simplify certain operations by grouping
devices sccording to capabilities and functions. When
carried Lo an extreme, this letler strategy implies the con-
centration of most date hendling functions as in the
centralized appronch. To help identify Lhe salient design
issues; a representation of a gensralized datz base is
built wp in o series of four steps (Figs. A2.1 Lo AZ.4)
starting with simpler, mora traditional structures, The
approach is similar te that followed In introdueing the

geheralized design sequence.

The tehtralized dale base structure, illustrated in Fig. A2.1
lends itself naturally to a single processor architecturs.
The Lerm "Date” collectively refers Lo sll information,
tho associated storage devices scheme. The "Common access
port® represents s hardwsre/softwace interface thet
governg the orderly bidirectinnal Flow of requests and
data from/to "Users" and the unidireetional Flow From
“Data Source™ to “Date™. For eese of deseripbion, Lhe
term user inaludes ary person, ptogram or piace of
equipnent needing access Lo some duta, This daka base
iepresentation is applicable to e large majority of
presenit day sysbems.

When indirect (or remole) access to commoh dats is necessery,
the deta base configuration remeins essentlally Lhe same
except for an wddibional hardware/ssftware "Comunitabions
Interface® (n poink illustrated in the corresponderice
betwesn Fig. A2.1 and AZ.2).
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COMMON
AGCESS PORT

DATA SOURCES

and ysers.
rig. S
A centralized data base.
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The main Furction of Lhe interface is Lo salbisfy the line
contral procedutes needed dug Lo the rémoteness of the
Data Sources and Users.

The samp representation can be simply duplicsted (Fig. A2.3}
to illustrete resource sharing belween seperate data bases
In order Co permit uniform access af all data by #ll veers,
"Interpreters” musk be introduced to Lranslate the rules
peculiar Lo each case, thareby sohieving dala base
trensparency. This is typically the situabion prevailing
in compuber networks where the lopse coupling between
componente permits the coexistence of imdependent data
basea with their own Common Accwss Ports (A" arid “B" of
fig. A2:3).

The form of Fig. A2.3 sugyests s possible representation

of @ generalized distributed deta base (fig. AZ.4). The
higher level of commonality belween "Local Data Bases” in
distributed systems is accomplished by Lhe introduction of
“Comimon Parts" shered by all Sources snd Users. The total
copability of Common Ports must satisfy all informetien
transfer requirements from/ta and between Local Daka Sases
in & distribuled system, The funcbions o be parformed
Inaiude, For instence, buPfeping and dispatohing of requests,
provision of communications medium and definition of uniform
proteeal. Miprerchiceliy; the common ports are ons level
above the )locul date bases. In Lhis @anner; the piime
prablam in designing o disbribuled dala bese i& reduged

to defining tommon posrts Lo prov: o sctess ko o humber

of Local Deta Hasea. The peoblen is mansgesble as each

daks bage preserves ILs idenLily and cen inh fett uss a
stondard cenbralized design partly medified shd autmedted
with the nocessury inkerpreter. Diffisulties could epise

if tobal transparsney bLebween Loeal Dabs Boses wete to be
guarankteed in o truly dynumie real-time applicabion, How-
cved; Lhis requitement ceh be eveided by chogaing 8 siibsble
pattitioning stoategy and by adding mors cluskers.




COMHMON
ACCESS PORT

INDIRECT
DATA SOURCES
AND USERS )

DIRECT DATA
SOURCES AND
R

(COMMUNICATION
INTERFACE

Fig. AZ2.2

Remote access to a common Data Base

DATA
SOURCES
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ACCESS PORTNBY
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AGCESS PORTMA!

1
e ) DIRECT
USERS

INTERPRETER

INTERPRETER

| 34 INDIRECT
USERS

Fig: AZ.3
8 | Regource sharing between seperate dats boses
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Fig. AZ.4

DATA SOURCES

COMMON _ PORT

DATA
BASE

DATR
SOUKCES)

|
-
Q

LOCAL DATA_BASE 'BY

l

COHMON_PORT

I

]

—

bgsR:

A gensralized distributed Data Base.
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Control Hierarchies

In addition ta the possibilities mentioned in earlier
sections for eliminating the disadvantages of the conven-
tional methads for process control and the fulfilment of
the higher requirements of processes, modern distributed
process control also offers the particulacly important
possibility of constructing almost sny complex centzal
gystem in a wanner Lthal is cleerly organised according to
hierarchy stages. In order to do this, the process to be
controlled, e:g. a power stalion , @ chemical procsss, a s
process in the iron and steel or cement industries, or a
Eraffic-control system is split into partial processes

{see Fig. AZ.5).

The partiel processes are allocaled to autonomous control
units - su called - “aukonomous islands" - a,b,....n f

the process-oriented hierarchy level in which all ronirol
furctions of associsted partial processes are combined; e.g.
apen and clesed loop control, monitoring, computing, sbec.
The expresegion "process oriented" is o funcLional term and

is not to be understood as referring to the spatisl
srrangement of the control devices

Automation islends in which the mester and coordination

w functiohs of a large process are realized (e.g. A for

the partial processes wilth Lhe control units a;b; and c)
form the coordination level (8ee fig.A2.8). The hicrerchy
peak (of ® three stage system in this example) is the
supervisory corbrol level wikh superior centcrol functions
which affest the Process

o A hisrarchy structure has the following important edvanbages:

1F only low demands ars mads on the control system , ol
the omnision of Lhe higher hievarchy level presents - N

8.

a feney-gaving solution
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Control System

supervisory Control

level
ul
RN K]
o Coordination ;
o A B jw o — e — o N level
I :
B
. ul
\ NGY (B {ofm m e e m e Process s
. 3 2 b < oriented i
level
A ] — e —
3 tartiul ParbialiPartiall ____ e |Partial
E |
: rocsss| Process|Process \Proges
PROCES:

o . Flg, A2.5
Basic structure of a hierarchy control system divided according to partial
processes.




b)

Higher structural reliability of the control system can
be achieved with autonomous automation islsnds slloceted
to the partisl processes. The failure of one island
only affects the parbial proecess associated with it
(switeh Lo manual operation!). The other partial
processes continue uneffected in aubomatic mode. Should
@ higher hierarchy level Fail, the automstic operation
of tho botal process is nevertheless reteined with the
heip of the subardinate levels, slthough, of course
with a lower degree of automation.
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