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ABSTRACT

This thests studies fault tolerant strategies for real-time distributed computer control
systems so as to propose an error recovery technigue that renders individual processors
on the network resisiant to soft failures. The lechnigue is effective for soft failures
which have as certain maximum duration, and does noi require the use of specialised
hardware, Atteniion is focused on achieving resistance to soft failures in environments
which have demanding time constraints suchk as those found in computer systems for
process control, materials handling and awomated manufacturing,

These systems are usually termed real-time systems, and the thesis examines the impact
of this notlon on the error recovery process. An analysis is mady of the key issies that
determine the temporal constrainls on error recovery in real-time computer systems.
From this a definition of Class I and a Class II system is derived, The Class Il
characleristic plus two other key factars, namely the staie fullness of the coniroller and
the existence of event-based inputs, are consolidated into a definition of the error
recovery problem to be solved, The problem under consideration is Complex, time critical
error recovery for translent errors and a sindy of the existing error recavery siraiegies
shows that a suitable solution to this problem does not exist.

The technigue proposed in this siudy is Real-time Error Recovery (RER), The process
operates on a number of loosely coupled procesyors interconnecied by a high speed
network, The basic concept nf RER is that a node on the network can store in real-tinme
its history state in a stable storage node in such a way tha: during a recovery, this
history state data can be timeously retrievec]. The process consists of three phases, The
first phase is the setup phase {1 which a processor selecis another processor as its stable
storage node. The second phase is the save phase in which the pracessor saves its stale
variables to the stable storage node in real-time during normal operation. The third
phase occurs after the processor has failed and is then per forming a recovery, The stale
variahles are retrieved from the stable :°. ‘age node. The processor can then read its
inputs and, as its history state has been restored by RER recovery, it can resume normal
controlling operations.

There are a number of important timing considerations in RER that are studied in

R L R R I A e S A e

it



detail. An expression is derived to determine the update rate and validity time of the

state variables. The problem of imper fect synchronisation between the processors on the
network is examined io determine s effect on the validity of the restored state
variables, The difficult question of fault latency is also examined lo determine its
effects on the RER process.

The RER process is examined under a number of dif,erent network architectures and
the advant ~ces and disadvantages of each are examined.

Finally, a comparison Is made betweer: the reliability models of a processor operating
without RER and a processor cperating in an RER environment. We find that a
reliability improvement of at least 10® can theoretically be achieved.
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PREFACE

Over the past 15 years the author has been directly involved in a variety of
industrial applications of embedded real-tinic computer applications ranging from
safety critical systems controlling train movement to embedded process controllers
operating in harsh environments. In many of these applications there was 2
requirement to provide some Form of fault tolerance particularly to overcome
transient problems, This was typically implemented by a hot standby ¢confliguration,
The cffectiveness of these systems was usually limited by cist. precessor loading
constraints as well as the reliability of the switchover mechgnism,

Since 1986 the author has been involved in the development of embedded avionics,
In this environment favlt tolernnce is specitically designad into the hardware and
budgeted for both in terms of cost and processor power, However it has become
clear that the solutions to fault tolerance practices in the acrospace industry,
although effective, are not easily transferred to the industrial distributed process
control domain due to costs and the relatively tightly coupled and integrated nature
of the avionics urchitectures.

Another sommon fallacy in some existing fault tolerance proposals is the
homogeneity of the processors involved. In many real-time applications it is not
possible for one processor to take on funcrions of another at runtime as proposed
in some remote procedure based solutions,

These experiences have prompted thisstudy which tries to develop a Tault tolerance
strategy suitable for the distributed process control eavironment where
development is often incremental over a period of time. The cbjective is to utilise
existing resources in the computer control system and to be transparent to the main
control functions performed by these processors. Some of the issues raised in this
study were presented in a paper by the author at the 8th IFAC workshep on

,_Distributcd Computer Control Systems at Vitznau, in 1988,
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L Intodcﬁon

CHAPTER ONE

1. INTRODUCTION

1.1 SCOPE OF RESEARCH

Of the many developments toking place in the field of computer systems, there ars
two threads of activity of particular significance to this study, The first is that the
growing sophistication und ecriticality of systems controlled by computers has
resulted in a very high reliability being demanded from these computer systems.
For example, military aircraft are regnired to demonstrate a failure rate of 1 x 10°7
failures pev hour for components such as the [light control computer in a fly-by«
wire system, and civilian requirements arc some two orders greéater than this
[SHE82], Another area requiring high reliability is the nuclear power industry.
British requircments for reactor safety systems mandate that no single fault shall
cause ¢ reactor trip and that there be a 1077 average probability, over 5000 hours,
of {ailure to meet a demand to trip [LEVE6]

The second significant thread is the trend towards distribution of computing
résouresa, This is certainly not a riew phenomenon but, il anything, there is an
accelerating trend in many computer controi architectures away from a centralised
resonrce to a distributed network of nodes intercoinected by means of a high-speed
communicaticn medium. The reasons for this trend are well documented and
include such factors as reliability, flexibility, incremental implémentation, cost,
maintainability and many others [MAC83] and [STAB4].

An important driving factor behind the growth of distributed systems and the
increasing reliance on computer systers (and hence Jemand for reliability), is the
materials technology which allows the semiconductor industry to scale down
feature sizes in VLSI digital circuits so as to achieve greater packaging densities,
Howéver, this reduction in the size of circuits has, in turn, made these circuits more
susceptible to soft or transient errors, especially from ionizing radiation and
electromagnetic interferense, The extent of these problems is well described by
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[SAV 5] and [HESS88),

Based on all of this we sce that there is potential for an increase in the number of
distributed computer systems from which very high reliability is demanded, but
which are more and more prone to soft o1 transient failures. In spite of the large
amount of effort invested in fauit tolerant designs, most designs are heavily biased
towards replication of hardware and software resources, The reason for this being
that until recently, soft errors were not identified as a major source of faults and
most ¢ffort went into the designs that were tolerant to permanent failures, The
drawback of replication strategies is that they are expensive in many ways such as
mass, space (important parameters in acrospace applications), development time and
of course, financiaily, If the main source of unreliability becomes transiont failures
(we define this concept more precisely in chapter 3), it seems reasonabie to require
that whatever solution is found, it too should mske a transient demand on
resources, both physical and computational. Thus, high levels of replication of
hardware and software and the associated development costs such as in Triple
Modular Redundancy (TMR) may be unnecessary for a niajor source of faults,
transient faults, From this it is clear that it is highly desirable to be able to utilise
existing resources in a computer control system to achieve tolerance to soft errors,

The purpose of this thesis is to study fault tolerant strategies 5o as {0 propose a
technique which utilises an crror recovery process operating in a distributed
computér environment to make individual processors in a network resistant to sof't
failures. The thesis looks specifically at achieving resistance to soft failures in
environments which have demanding hard time constraints such as those fouad in
the computer systems for process control, materials handling and automated
manufacturing. These systems are often called real-time systems, The thesis looks
at this notion, espeeially as it relates to the issues of fault tolerance and error
recovery,

In order to provide some insight into the direction we have taken in thig thesis io
achieve the goals stated above, some background issues are discussed here.

The reruirement for very high reliability in computer systems is the underlying
motivation for our study. These requircments have leéad to a dual approach
consisting of the two mutually supportive techniques of fault aveidance and fault
tolerance [JOH89). Fault avoidance as a strategy has driven the development of a
broad range of techniques and tools such as structured design, quality assurance
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procedures, validated compilers and other good se'tware and system engineering
practices, Fault avoidance technology reaches its pinnacle in the still elusive field
of software proving [PARS5] However, due to the constraints of cost and
technology, this fault avoidance technique of designing out faults in the first place
has proven insufficient on its own for computer systems to achieve the required
reliability in many ecritical applications [PAR85). There is data available to
ir.dicate that on average only 49 percent of the faults inherent in a program are
discovered prior to entry of that software into service [SHES2], It iy therefore clear
that fault tolerant techniques are also required to extend the system reliability
beyond that achicvable with fauit avoidance alone,

Fauit tolerance iz a systems approach to increasing the reliability by adding
redundant physical and/or ‘normational components. The model for fault
tolerance in computer systems is typically presented as a sequence of steps
beginning with error detection and ending with error recovery, Various
intermediate stages are alse commonly proposed for such activitics as {avlt
diag .osis, damage assessment and system reconfiguration [KOP80], [RAN78a],
[ANDS!]. Several practical techniques for error recovery have evoived [RAN78b].
The aim of thege techniques is to restore the system o a valid and useful state after
error recovery.

The error recovery design adopted in a fault tolerant computer system varies in
accordance with the class of system. For example, a commercial dat: processing
system may require recovery of large amounts of data vut with relatively lenient
time constraints, An embedded flight controiler will have different constraints.
However it is clear, as defined more fully in chapter 2, that timeliness ig a critical
factor especially in real-time systems. Much debate has taken place over what
constitutes a real-time computer systein. In chapter 2, we look clozely at the issue
of the time relatedness of systems and how this has a fundamental bearing on how
€rror recovery can be accomplished.

On examination of the existing literature covering error recovery strategies for soft
errors we find that there have been no adec ‘ate error recovery techniques proposed
for systems that contain a history-state and that must perform the error recovery
process within time constraints imposed by the environment (Class IT systems),
[SAVB5] proposes a soft error filter technique which is applicable to VLSI eircuits
but which provides a useful analogy for the type of system in which we are
interested, [HESS88] recognises in broad terms the need {or state restoration for
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Class II systems but does not develop the idea fully, Other dynamic error recovery
techniques such as those proposed by [LOQ86] and [AGR88] focus on error recovery
by repticating functionality in a remote proressor, These approaches use significant
additional hardware and software resources compared to the non-fault tolerant
system and therefore contradict our requirement for minimal additional resources.
This gap in the spectrum of error revovery techniques is where we focus our
attention in this study.

There is a class of real-time computer control systems for which recovery is very
efficient and simple. These are systems that contair no history of the processes in
which they are embedded. An example is the controller of & modern motor vehicle
engine governing fuel flow and other engine parameters. This controller determines
what controls to assert (its outputs) from the current state of the engine (its inputs)
and a fixed algorithm, If such a system .sere to suffer a transient failure, simply
resetting the system to some initial state after the transient fault has disappeared
would effect a complete recovery. Recovery for these systems is therefore
equivalent to a restart. The problem lies in that the majority of applications that
would require some sort of fauit tolerance such «s critical industrial real-time
control systems and most acrospace applications do in fact contain history states.
Failures due to typical area disturbances such as power brownouts and lightening
strikes would normally cause the history state to be lost as it is usually part of a
real-time data base residing in volatile RAM. In the case where the data resides in
non~volatile RAM such as NOVYRAM or battery backed-up RAM, the history state
would still be susceptible to transient faults arising from ionising radiation.
Keeping the history stat. on o{flin¢ storage such a3 discs is not normally {easible
due to access time restrictions and due to the fact that many embedded systems Yo
not have discs.

The scope of this thesis is to explore the concept of ' ~vlementing recovery by
performing a restart using only information available from the environment, This
is done within the framework of a distributed computer control system and the aim
is to derive a solution to the complex problem caused by the fact that many real
computer controllers do have history states that must be restored after a failure,
The objective is to explore an architecturc whereby a node in a distributed
cavironment ¢an appear to be "history-stateless” on recovery. This then means that
the normal complex state restoration process required after a transient faiture can
be replaced by a simple restart.
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The desirable features are that the solution should not necessarily be dependant on
custom-designed hardware but should be part of the "system design®, Furthermore,
in order that the technique we propose is not simply a replication scheme as in some
other proposals [AGR88] and [LOQB6], the resources demanded from the node for
fault tolerance should not be a significant increase over those required for their
normal controlling Function. The objective of the thesis is to propose an
architecture and related algorithms that will, under a definable set of conditions,
result in reducing the recovery problem with all its gencralities and cowplications
to a single startup procedure where the controller acquires all the necessary startup
state information from its environment. In the thesis a conceptual design of the
strategy, algorithms and protocols is presented and a theoretical analysis is done of
the performance of an example system that is representative of the type of system
to which the technique is applizable, '

1.2 SUMMARY OF THESIS

Beeause we study error recovery in real-time systems, the timing relationships that
exist between the computer system and the "environment system” in which the
computer operates and over which it exercises control, is an important parameter,
The thesis commences in chapter 2 by analyzing this time relatedness of systems
and how this alfects the rccovery process. A computer controller and the
environment in which it operates are both systems the behaviour of which is closely
related to each other. From this we aim to elucidate the parameters determining
renl-time issues in the error recoverv process.

In the first part of chapter 3 we examine a number of fundamental issues referred
to in the rest of the thesis. These include issves such as fault latency, the definitions
of hard, solt and plastic Taults and the general terminology and taxonomy of fault
tolerance. A survey of cxisting fault toterant strategies is then given in the second
part of chapter 3 in order to demonstrate that existing procedures do not explicitly
deal with the real-time nature of the recovery process as defined in chapter 2.

Chapter 4 is then the erux of the thesis and introduces a proposed new error
recovery stratepy that aims to accomplish the delined goals. The strategy is to
define & technique to achieve error recovery in systems requiring complex error
recovery in real-time, where complex error recovery is a4 concept developed in
chapter 2, Chaptet 4isa stép by step examination of the algorithms involved. These
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include the operations demanded of the nodes, as well as the important timing and

validation considerations.

In chapter 5 we fook at the way the technique can be applied to different network
architectures and how the topologics affect the rccovery process, We examine
interconnection strategies, the question of nesting of stable storage nodes to provide
fault tolerance of the stable storage node itself, and broadcast versus point-to-point
communications between the provessors in the distributed control system.

Finally, in chapter 6 we look at the performance factors introduced by the proposed
recovery technique, The impact of fault latency on the basic recovery model is
examined. The effect on reliability, as welf as resovurce loading, is also examined to
determine whether a signil'icant increase in reliability is achieved at a relatively
low resource utilisation overhiead. The analysis of CPU and communication medium
loading is a theorctical analysis based on an cxample of the type of system [or
which the propose” -covery technique would be applicable.
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CHAPTER TWO

2. TEMPORAL ISSUES IN REAL-TIME ERROR RECUVERY

21  INTRODUCTION

In this chapter we perform an analysis to definc the fundamental factors
underlying the requirements of error recovery in real-time systems. We do this in
order to clarify the nature of the problem of error recovery in reat-time computer
control systems, We also wish to define more precisely the type of problem that we
will address in the main body of this thesis. In order to do this, it is necessary to
introduce the new concepts of Class I and II systems and to show how they play a
part in the recovery process. We also introduce the concept of "statefullness” in the
computer systems under consideration and examine the role of the dynamics of the
inputs to and cutputs from the processor.

Error recovery is a state restoration process in which alignment is achieved between
the state of the computer and the state of the process which it controls, The
computer is a system which progresses through a number of internal states and
similarly the plant is also a system progressing through a number of internal states,
A symbiotic relationship exists between these two systems to form a greater system,
The internal state of the computer controlfer is a function both of its internal
mode! of the plant (i.e., its internal algorithms) and the current state of the plant
as perceived though measured outputy of the plant, The internai state of the plant
is a function of both its internal processes and the control outputs of the computer
controller, Thus there are two systems moving through different internal states that
are dependent on the internal states of each other,

Either of these two systems can fail and we are intcrested in analyzing the effects
of failure and the recovery process. In this study we are not concerned with the
effeet of plant Failure on the computer and we assume that this does not cause
computer failure, In other words the plant’s failure modes are anticipated and
specified and the controller behaves in accordance with this specification,
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The ef fect of controlier €ailure on the system is importanr because it highlights two

different classes of process. One process type in effect "halts” (in the computer
sensg) when the controller fails, The other keeps running, although on a different
path. This distinction is important because it underpins the difference in strategy
for recovery of a controller for the two different types of system.

22  DEFINITION OF TERMS

The domain of systemis that are of interest to us in this study consists typically of
one or more computer system controlling some process such as & part of an in-
dustrial plant, a vehicle, a peripheral device or even a logical entity suc:. . ; a data
base. Figure 2-1 shows the major components of such a system, Both the vomputer,
which is sometimes termed the controller and the process under its control, which
we term the environment, are systems that undergo statc transitions that are some
complex function of one ancther. This symbiotic combination of the controller,
environment and inputs and outputs we term the "system" as shown in Figure 2-1.
The synergy that exists between the controller #nd its environment is considered by
the author to be one of the defining conditions for real-time systems and in this
thesis is the basis for real-time error recovery. Tais view is supported by [SHI87]
who also considers the relationship between confroller and environment to be one

SYSTEM disturbance inputs

ENVIRONMENT E
process inputs process outputs

internal state

eontrol ; : measured
fnputs outputs

oparator {nputs internal state

A

CONTROLLER C

Figure 2-1: The Components of 3 SYSTEM




of the three legs used to define real-time systems, In this thesis the interaction
between the controller and its environment is defined for a more general set of
computer systems than is covered by [SHI$7]. In order to minimise confusion arising

from the overloading of certain terms, the following definitions will be used in this
thesis:

CONTROLLER
r'he computer subsystem performing some control function, which may include
control of a radustrial plant or the control of a computer peripheral.

ENVIRONMENT
That subsystem that falls under the control of the controller,

PROCESS INPUTS / OUTPUTS

These arc the inputs and outputs to and from the plant that falls wii :in the tcope
of the controller. These are physicat quantities such as materials or applied forces
flowing into or out of the plant,

CONTROL INPUTS
These are inputs to the plant ariginating from the controller, The inputs will in fact

be drives to effectors or actuators that physically influence the plant,

DISTURBANCE INPUTS
These are uncontrolled inputs to the plant that affect the operation of the plant,

OPERATOR INPUTS
These are inputs, usvally into the controller, made by the plant operator to establish
setpoints or targets.

MEASURED OUTPUTS
These arise from physical parameters that can be measured directly and become
inputs to the controlier,

INTERNAL STATE
The set of attribute values of parameters that define the state of the system.

SYSTEM
The controller and its environment,
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E; The state of the environment at time of controller failure,
E, The state of the environment at time of controller recovery.
C, The state of the controller at time of contiroller failure,

o The state of the controller at time of controller recovery.
T, Time £ = time of controller failure.

T, Time r = time of controller recovery.

2.3 CLASSES OF SYSTEM

We are particularly interested in the time dynamics of the relationship between the
controller and the environment. There is some function relating the states of the
controller to the states of the environment, In this analysis, we are not particularly
interested in the exact nature of this function. Our intcrest lies in the way the
controller and environma:ut states relate to each other just k. fore, during and just
after a failure of the cantroller. Baged on the analysis of this relationship we have
identified two types of system, which we propose to call Class I and Class II sy stems
as shown in figures 2-2 and 2-3 respectively.

Clags 1 System: The environment cannot change state without inputs from the
controller. We call such a system a "control driven® system as the control inputs are
a necessary condition for internal state transitions in the environment. It is assumed
for the purpose of this analysis that disturbance inputs to the environment do not
cause state changes in the environment during the time the controller has failed.
Referring to figare 2-2, at times T; and T, the state of the environment has not
changed.

Class 11 System: The environment is capable of changing its state without
inputs from the controller. We may call such a system a "process driven" system ns
the process inputs continue to cause the environment to change state even in the
absence of control inputs. The changes of state of the environment that occur
without inputs from the controller may be undesirable. Referring to figure 2-3, at
times Ty and T, the states of the environment are different.

This classification of systems into Class I and Class I has not been discussed before.
[SH187)refcrs to such relationship in broad terms while del'ining real-time systems,
but does not congider the implication to error recovery processes.
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Figure 2-2: CLASS 1 System: Relatlonship between Environment and Controller
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e
The impli:ations of these classes of system on the error recovery process can best
be descritied by way of examples:

Consider an on-line booking system for air travel, The controller hore is the
computér system that gives the human operafor access to a data base, while the en-
vironment in this case is the data base itself which is controiled and managed by
the computer system. The operator provides inputs to the controller,

In the event of controtier failure, no further updates or changes can be made to the
data base (assuming that it is a single user system) as it is entirely dependent on
inputs from the controller in order to change from one state to another, During the
period of controller failure, no changes of state can occur in the environment and
therefore nothing is lost, It follows that when the controller returns to service after
recovery, operations can casily be resumed from where it left off prior to the
failure,

For this sort of behaviour to be exkibited two assumptions arc made. The firw is
that the transactions with the data base are atomic and so partiaily compieu
transactions will not have occurred. The second assumption concerns the error
detection capability of the system, for it must be assumed that errors are detected
immediately causing the controller to enter a falled state, In these examples, failure
is deemed to mean cessation of the controlling or monitoring function and excludes
the lailure mode where operntion continues but in an erroneons manner. These
assumptions are necessary so that the process can resume correctly once the
controller has recovered. If the environment has been corrupted by incorrect
operation of the controller prior to failure, then a rollback is required to undo the
incorrect actions.

In contrast to the above example, consider the failure of an aircraft flight controi
computer during flight. The aircraf't could, and most probably would, go out of
control and crash il backup procedures (perhaps manual) were not quickiy in-
troduced. During the period of failure the eaviron :ent would continuc to cvolve
in terms of aircralt attitudes and position and on recovery of the controller, even
after a relatively short period, it would not be useful to attempt to pick up where
it had left off as the environment has evolved to a new state,

At first glance it may appear that the first example is only applicable to Data
Processing type environiments, but this is not so. Consider the ¢ase of a robot arm
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controlled hy an embedded microprocessor. If the controtler were to fail, the arm
would cease to move, On recovery, the controller would ™¢ able (in prineiple) to
continue controlling the arm from where it had left of f as the arm has no life of

its own without the controller.

A final example to illustrate the difference between ciass I and IT systems is shown
in figures 2-4a and 2-4b, Figure 2-4a is a single user data base system and figure 2-
4b is a multi-user data base system, Figure 2-4a is a Class I systr n because whea the
controller failg the state of the data baze cannot alter, Figure 2-db shows a Class II
system because if controlier | fails the state of the data base car be altered by
transactions perfirmed from controller 2,

The relevance of distinguishing these classes of system to the fault tolerance process
lies in the viability of techniques that can be appiied for error recovery,

DATA BASE DATA BASE
CONTROLLER 1 CONTROLLER § CONTROLLER 2 —’
Usep USER 1 USER 2
(a) (b}

Figure 2-4: Examples of Class I and Class I1 Data Base System

24  REQUIREMENTS FOR RECOVERY OF CLASS I SYSTEMS

It can be seen that class II systems are typically systems with hard real-time
constraints such ag Distributed Computer Control Systems or embedded controllers,
It thercfore scems appropriate to call a recovery technique tailored for such systems
"Real-time Error Recovery”, The identifying feature of Real-time Error Recovery
(RER) is that it is not compromised by the behaviour of Class 1 systems, Evolution
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of the environment during failure is not of consequence to the effectiveness of the
recovery process. The principle of real-time error recovery can be stated as follows:

In Real-time Error Recovery, the controller uses the information
avallable to it from its environment at the time of recovery ty determine
a state that is valid to resume control of that environment.

Clcarly this places design constraints on the system to provide the measured
parameters necessary to deduce a valid recovery state for the controller.

A typical exampie of a system that by default uses real-time efror recovery is a
controller for the electronic controls for the fuel and timing in the engine of a
modern motor vehicle, Such a controller always derives its state from th. state of
the enginc via measured parameters such as throttie setting, engine speed, ctc.
Reccovery is treated in much the same way as an initial startup with the controller
reading input parameters and using these to determine the output parameters such
as ignition timing based on algorithms that are not dependent on the short term
history of the input parameters, Another example of where real-time error recovery
is used is PLCs where again the outputs are a function of the current state of the
inputs snly and not dependent on their history.

25 THE EFFECT OF STATE VARIABLES ON RECOVERABILITY

In a system contalning the interact'on of @ plant and a controller as defined in
figure 2-1, it can be seen that the s ~uity of the internal state of the controller 1o
model the internal state of the environment is dependent on the nature of the
mcasured environment outputs. The measured outputs provide the controiler with
a window into the i’ tornal state of the environment. IF these outputs can all be
measured as state inputs then the controller becomes a stateless component (if there
areé no event inputs as well) and real-time error recovery becomes simpic to
implement, If, however, all the plant’s state variables are not directly msasurable,
they can be created by the observation over time of the measurable output
variables. This results in the existence In the controller of a set of internal state
variables that represent the historical accumulation of the plant's state as follows:

S = [sl‘g Sm LI ] Sn}
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The state variables are a set of variables that define the absolute attribute values
of parameters frum the internal state of the plant that are not dircctly measurable.
This set § is built up over time in the controiler.

This introduces the concept of "Statefvliness" in controllers; i.c., containing the set
S or not. containing the set S, The class of controller that lends itself to real-time
error recovery ig the "stateless component®, This is a component whose output 15 not
a [unction of its previous imputs or outputs, This can be compared to the
*functional component” defined in [KXOP82], i.e.,a component whose h-state (history
s*ate) is always empty. The h-state comprises all relevant information which has
been accumulated in the history (ie., the sequence of computations since the
initialisation) of the componsznt, The h-state is dynamic and changes during
operation of the controller. This is shown figure 2-5, So, a stateless component
performs a fixed operation on an input and is unaffected by previous operation
cycles; e.g.: the componeat implementing the mathematical function y = sin(x),

Statcless components are not the only class of components and [KOP32] defines a
‘state component® in which the h-state of the component is non-empty.
Reconstruction of a valid internal state for a controller that is a statcless
component is considerably easier than For controllers that contain state components,

CONTROLLER
state {nplits _ state outpute
avent {nputs CONYROL event outputs )
» FUNGTIOHS g
h-state «

Flgure 2-5; The Componenis of a CONTROLLER
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24 EFFECT OF I/O DYNAMICS ON RECOVERABILITY

In the previous scetion, the concept of "statefullnmess' of the controller was
introduced. In snch a controiler the h-state arises due to the absence of measured
outputs of the plant for all the plant variables. It is not only the absence of certain
measured cutpuis that creates a need for state variables in the controlier but also
the form of the measured output variable. In this seciion we examine the inputs
fromand outputs to the environment for their ef fect on the real-time recoverability
of the controller, The inputs and outputs are divided into two types: state and event,
and ar¢ defined as follows:

Outputs:

State outputs:

Event outputs!

Asserting » state output puts the environment into a known
state. This implies a fixed relationship bLetween the output
variable from the controller and some plent internaf attribnte
value after a fixed time interval, This is in fact open loop
control. For example, a pipe with a fixed head of pressure,
where the control valve position {output variable) gives a
known flow rate {(environment state), Another example is the
end effector of a typical robot arm, The end cffector position
is given by commanding joint angles, These joint angles
commands are state variable outputs of the controiler (not to
be confused with the closed loop control occurring at cach
joint).

Asgcerting an event output causes the environment to evolve
or increment to its neXt state, To assert a valid event output
tequires a knowicdge of the current state of the en vironment.
This corresponds to closed loop control because the output
only sefs the position of an actuator, thus causing the
g¢nvironment to move in a direction, but does not set the
environment into 4 known state. By monitoring the plant
maveément over time and stopping the control output at the
appropriate time as determined by a control slgorithm, the
desired environment state is schicved. Thiy is closed loop
control,
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Inputs:

State inputs;

Event inputs:

Absolute attribute values of objects which are directly usable
by a controller.

Perivdic events: events that occur with a certain bounded
periodicity. The period may not be constant but ccald change
during the operation, for example the pulses from a counter
in a flow meter, The pulse rate has a determinable upper and
lower bound given by the maximum and minimam flow rates.

Aperiodic events: events that do not have a bounded
periodicity within the mission time of the controller, Such an
event may not occur during a mission or may ~~ur in a high
rate burst. For example operstor ir.py tic events
that can occur at any ume.

The recoverability of a controller is relate? o the ahioz input and output types as

follows:

a) State Input and Outputs:

For a stateless controlter the recovery will be a matter of reading the inputs

and generating the state cutputs, This implies a clasa I system, as the state

outputs will configure the environment to a known state,

In a controller that is a state component, the h-state must he re-established

bel'ore control outputs can be gencrated,

b) Event Outputs:

As there are event outputs this impiies the controller has a model of the

plant which ranst be restorcd before the control can continue, This implies

4 state component controlier.

c) Event Taputs:

Event inputs require that the controller have an internal model of the plant
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i.e, it is a state component. This must be restored before control can

continue, If the event inputs are periodic, there is a known limit on the
restoration time which is the shortest period of the input. If the input is
aperiodic, it is not possible to define a recovery time, This means that the
event input could always be lost in a recovery. Therefore systems must be
designed so that aperiodic event ir yuts such ag operator inputs can detect
a failure/recovery so that the input can be reasserted.

27 TIMING CRITICALITY AND COMPLEXITY OF ERROR RECOVERY

From the analyses in this chapter it can be seen that there are three important
interlocking concepts that determine the type of error recovery mechanism in a
particular system. These are:

1) Class I or Class II System
2) State or Stateless Controller
3) State or Event 1/0

The way these threce factors combine to influence error recovery requirements is
through two parameters, These are the Time Criticality requirements and the
Complexity requirements of the recovery. Table I shows the reiationship that exists
for these factors. Firstly the concept of Error Recovery Complexity must be
defired,

Simy'e Error Recovery is the case in which a controller can resume control of its
eavironment by reading the measured outputs of the plant, exccuting a fixed
algorithm and immediately generating control outputs. The controller requires no
special setup procedures before this control ean resume, In other words, the internal
state of the plant as represented in the controller can be derived directly from tiie
measured outputs, This is the stateless controller without event inputs.

The Complex Recovery process occurs when the controller is not able to generate
control outputs immediately upon reading measured plant outputs and executing
a fixed algorithm, This is due to the fact that the plant’s state is unknnwn, This
occurs when the system is a Class I system and the controller is a state component
(it has an h-state which was lost in the failure) and/or there are event inputs among
the measured plant outputs.
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Secondly, the Time Criticality of the recovery process refers to the duration of the
recovery process in relation to the important time constants of the controlier which
are in turn governed by the time constants of the environment (plant). In the "Tine
Critical" system, recovery must be completed within a defined period that depends
on such factors as the rate of change of measured variables, In a "Non Time
Critical" system, the recoverabilily does not deteriorate with the amount of time
taken to perform the recovery process,

From this it can be seen that the difficulty in performing error recovery in a
system increases from sector I to sector IV, Sector IV is the real challenge,
requiring state vu. aable restoration within strict time limits. The basis of this thesis
is a recovery strategy to deal with this. The strategy, termed Real-time Error
recovery, is deseribed in chapter 4,

System Class
HH

= Time Critical Recavery ~ Time triticul Recovery

|
|
Slass 1t = simple Recovery | = Complex Recovery
Syntem
|
|
I

- Non-Time Critical

= Hon-Time Critical

|
I
Resovery | Recovery
Class 1 ~ Simple Recovery | - Complex Recovery
System
|
I
I
> Control Ler
STATELESS | STATE Statoful lness
Control Ler Controllar

Tabie I+ Error Recovery Modes
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28 CONCLUSION

In this chapter we have analyzed the fundamental factors .:.at influence error
recover in real-time computer systems. The purpose of this analysis is to identify
and pinpoint the key factors that need attention when designing an error recover
stritegy and also to clearly define the type of exror recuvery scenario that we are
interested in addressing. We have shown that there are three factors which

+

in{luence the performance of error recovery.

- Firstly we introduced the new concept of Ctass I and Class II systems, This
concept and the definition of these two classes of system raises the
importance of the time dynamics that exist between a computer controller
and the environment that falls under the control of the computer, We show
that an environment that can operate indcpendently of the controlling
commuter presents A significant challenge to the error recovery of that
computer,

- The second key factor determining error recovery strategy that we discussed
is the presence or absence of a history state in the controller, This we termed
the "statefullness® of the controlier and we have shown why a statefull
controller is the more complex to perform error reccovery on than a stateless
controller.

- The third factor is the time dyramics of the inputs to and outputs from the
controller, These determine amongst other things the statefullness of the
controller and the responsivencss of the controller, A controller with a
requirement to perform error recovery in & very short time we have termed
& time critical system,

In a computer operating as a controller in a real-time environment these three
factors interact with each other in a complex way. This interaction has been
encapsulated in Table I where we define that a controller can be in any one of four
sectord that describe the nature of the error recovery strategy. Of particular interest
to ug in this thesis is Sector IV which is time critical, complex error recovery, In this
thesis we propose an error recovery stratepy that satisfies the requirements of
Sector TV,
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CHAPTER THREE

3. STATE OF THE ART ERROR RECOVERY STRATEGIES

3.1 INTRODUCTION

In chapter 2 we identified three factors which infiuence the recoverability of a
computer system after failure, These factors lead to the identification of sector IV
in the error recovery modes table (Table I) as being the problem area, In this sector
we must deal with complex, time critical error recovery, In this chapter we wish to
relate this requirement for complex/time critical error recovery to the more general
problem of fault tolerance. We look at fault.tolerance strategies and determine how
these cope with the sector IV error recovery problem, By doing this, we identify
a particular need f'or a recovery strategy not provided in existing systems.

A vast array of solutions to the problem of fault tolerance in computer systems has
been proposed and/or impiemented. Many solutions are hybrids of the theoretical
classes of fault tolerant techniques. For example the STAR (S¢lf Testing And
Repair) cumputer which uses reconfiguration and triplication with voting [JOH89].
This is for very practical reasons but the need to group fault tolerance technigues
into classes is still a valid exercise in order to understand the relevance of any new
scheme that is proposed. This chapter therefore attempts to structure existing fault
tolerance strategies into different techaique groupings and then examine each to
establish how it deals with the problem of complex error recovery as defined in
chapter 2. Before commencing this analysis, some of the relevant fault tolerance
principles are discussed as they help with the analysis that takes place later in this
thesis,
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3.2 FAULT TOLERANCE PRINCIPLES

Computer applications have evolved to the point where there is a level of
dependence that precludes the simple option of reverting to manual backup in
failure situations because either the high level of compiexity performed by the
processor is beyond human capability, or simply becanse of great inconvenience.
This has been a great driver to .improve relinbility in computer systems, Advanced
military aircraft developed today are designed to be unstable and rely entirely on
flight control computers to make them flyable. At the other extreme of the
application spectrum, the nature of banking systems has changed to where
distributed computer controlled antomatic tellers (ATMs) have become the norm,
It is a "chicken and egg" problem whether the apptication demand has driven
reliability or whether more reliable computer technology has opened up new
applications that require higher reliability. Nevertheless reliability in computer
systems has become an issue of centizl importance.

Reliability in a computing system is a time-based concept of quality and hence is
concerned with failures in the time domain, As computing systems are complex and
contain many interacting subsystems, the reliability of the total system becomies a
probabilistic quantity. From the above can be derived the usual engineering
definition of reliability as:

“the probabllity that the computer system will perform a required
function without fajlure under stated conditions for a given period of
time",

The required function of a computer system is vsually contained in a specification
that defines the desired behaviour of the system. How the requirements or correct
behaviour of a system is specified is a complex issue that is dealt with in section
3.2.3 below,

3.2.1 General

In order to achieve failure -ee operation of a computer system, a Fault
Management activity is required which consists of two complementary approaches,
These ar¢ Fault Prevention and Fault Tolerance, Figure 3-1 shows this fault
management hierarchy. Fault prevention can be further divided into Fault Avoid-
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ance and Fault Removal, The difference in these two approaches lies in the phase
of the life-cycle of the system to which they upply. Fault prevention is an activity

that occurs in ' . ‘evelopment phase of the system and includes activities such as
good engineering design, QA procedures, component selection, sof tware enginecring
methodologies, etc. It is essentially an attempt to produce & product with as few
faults as possible to begin with. Fault removal is a screening or testing process that
iz undertaken after development of a system but before full-scale operation' occurs,

Due to the c‘omplexity and requirements demanded of modern computer systems in
terms of performance and cost, experience has shown that fault prevention can
never entirely remove the possibility of Failure of a system during the operational
phase. Therefore, in order to achieve the reliability demanded, fault tolerance is
required. Fault tolerance is 3 capability of a system that is exercised during the
operational phase of the life-cycle of the system, The relationship of the fault
management hierarchy to the life-cycle phases of a system is shown in figure 3-2.
In a typical system, the operational and maintenance phases are cyciically repeated.
The purpose of the maintenance phase is to remove permanent faults. These would
be either broken components or hardware or software design faults that manifest
themselves during the operation of the gsystem,

SYSTEM FAULY
MANAGEMENT
FAULT YOLERANCE, FAULT AVOLDANCE
FAULY REPLACEMENT / STATE FAULT PREVENTION FAULT REMOVAL
MASKING RECONF IGURAT LON RESTORATION

Figure 3-1: Fault Management Hierarchy.
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___________________________________________________________________________________________________________________________________________________ R
SYSTEM LIFE~CYCLE PHASE !
DESIGN AMD DEVELOPMENT OPERATIONAL MAINTENAHCE
FAILURE MANAGEMENT Fault Avoidance Fault Tolerance Fault Removal
ACTIVITY (Correction of
Feult Prevention permanent faults)
+
Fault Removal

Figure 3-2: Fault Management and System Life-cycle,

Fault tolerance is distinct from fault prevention in that it is a runtime activity that
is designed to deal with faults as they occur during the operation of the computing
system, Fault tolerance has traditionally been a hardware issve providing what can
be termed [AND81] static or masking fault tolerance. The canonicai example of this
is Triple Modular Rcdundanc? (TMR) which provides tolerance of hardware
module failures, Classical examples are the OAO (Orbiting Astronomical
Observatory) satellite, and the guidance computer for the Saturn IB and V launch
vehicles for the manned Apollo and Skylat *vace exploration projects [AVI78} The
failure handling is largely independent of software and is transparent to the
system. A failure in one of the TMR modules is musked from the system,

Dynamic fault tolerance on the other hand involves a process driven hy the
software to implement fauit tolerance. This is necessary us the cotr uf static fault
tolerance becomes prohibitively expensive, and even impossn he size and
complexity of the systems increase JANDS1],

Dynamic fault tolerance is a sequence of events that occur once a fault has
occurred in a system and consists of two stages, A maffunction in the system sach
as a memory cell failure will precipitate certain results in the computer system that
will manifest as an error. The error or errors resulting from this fault must be
detected, Thus the first stage of fault tolerance process is error detection,
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Once the error hen been detected the computing system switches from its normal
oparation into some form of error recovery or exception handling process. This is
the second stage of fault tolerance. A deeper analysis shows that error detection and
error recovery c¢an be Further subdivided into sub-processes such as damage

isolation and containment anA fault treatment.

3.2.2 Error Recovery

Error recovery beging once an error has been detected and the extent of damage has
been determined. The damage assessment could be implicit in the recovery
procedures or explicitly investigated after error detection. Thus after an error has
been detected and the damage assessed to determine the extent to which the system
state is erroneous, the error recovery process must attempt to climinate those errors
from the system state, Error recovery is thus very closely allied to state restoration,
The details of the state restoration vary widely and are discussed in detail in later
sections. Fundamentally state restoration requires the presence of redundant
information which must be involved in order to restore the system to an error free
state, The difficulty in achieving this depends on the extent to which the error
recovery process must deal with anticipated or unanticipated errors, and also
timeliness of the recovery process which is important in real-time systems,

The recovery process can vary enormously from manual procedurcs such as
replacing a computer board to fully automatic procedures, The automatic recovery
procedures typically fall into one of two categories, forward or backward error
recovery. While each of these two techniques has strengths and weaknesses, neither
explicitly takes account of what the computer systems's environment is doing
during the recovery process. This issue has been identified in chapter 2 and is
discussed in detail in tater chapters.

Whenever the recovery process is invoked, certain assumptions are always implicitly
made, It is assumed that the damage has been confined to some degree and that the
error recovery proce ¢ itsell is intact, As an extension to this it is assumed that the
redundant informs cion that will be used is intact. From this it can be seen that
systems capable of early detection of faults and confinement of damage will be far
more recoverable than otherwise, The concept of fault latency is discussed below
and its impact on the recovery technique proposed in this thesis is discussed in
chapter 6,
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3.2.3 Correctness Issues

During its operation a computer system proceeds through a sequence of states
according to its specification, While it is generally acknowledged thst failures in i

———————

a system must be judged against a specification, it is also recognised that in fact a
more complex authority process is called into play in order to determine whether
or not a proposed interpretation of the specification, or the specification itself is
in error. In their studies {LEES82] and {[ROB82] introduce the important concept of
an Authoritative System Requirement (ASR), They point cat that real system
specifications are of ten incomplete, imprecise, inconsistent, and subjest to varying
interpretations of their meaning, all of which detract from the usefulness of the
specifics .ion for the judgement of the system behaviour. For example, it may be
argued that a disagreement between 2 system and its specification is a result of ar
incorrect specification, rather than a problem with the design, implemeatation, or
usage of ths system. To resolve such conflicts it is necessary to have some higher
authority to provide the dét‘initive judgement on the system and its behaviour, This
they define as the ASR for the system:

The Authoritative System Reference for a system caun be er: rlsaged as
a model of correct system behaviour agalnst which tue actual
behaviour of the system can be compared. The ASR Is assumed to be
definifive, and Its validity is never questioned.

In practice *lic ASR is a complex concept and i3 the sum of the requirements heid
by all rariies with the power to affect the prescribed behaviour of the system, It
isusually eaptured in written specifications, original proposals, contractual, written
and verbal agreements and related reference material.

This definition provides a minimum criterion for adjudicating the correctuess of

a system in that if a system operates in accordance with its ASR, it is definitely
correct, There are, however, other important concepts of correctness that must be
considered by the designer of fault {olerant systems,

The terminology we wish to use to define the grades of correctness of a system are
an extension to that proposed by [MIL85). The definitions used in this papvr, while
mathematically rigorvus, do not cover all the concepts we wish to cover here,
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We can define three levels of correctness in the statc of a system:

1
2)
3)

S-corréct:

L-correct:

A-correct;

g-correct (as per [MIL8S])
l-correct (as per [MIL85])
a-correct (an extension to [MIL85])

Strictly correct. Such a ~ystem will produce the correct outputs in
aceordanze with the ASR and will achieve these outputs by
traversing the correct internal states in accordance with the ASR.

Loosely Correct. Such a system will produce the correct outputs in
accordance with the ASR bat will achicve this via states not
considerc d correct in the ASR.

Acceptatly Correct. Such a system will pot produce the correct
outputs £s defined in the ASR but these will be close enough to
correct that it is better to have the system operational than not
operational. This is the degraded mode of operation,

The system can be in ¢ne of these staies of correctness as a result of a failure, Prior

toany failure a system iy always in an s-correct state, After the failure has occurred

the computer undergoés a recovery process which can leave it in any one of the
above states of correctness, The relationship between the recovery process and these

states are defined as follows:

S-correct:

L-correct:

If recovery issuccessfully achicved through backward error recovery
(state restoration) such that the state aftor recovery is exactly the
state prior to failure (from figure 2-2 C; = C,) then the new state is
s-correct. The system will continue ¢xecuting through correct states
in accordance with the ASR and will produce the correct outputs.

-A system procceds into an l-correct state after any successful

recovery process other that backward error recovery, for example
fault masking or component replacement, The state of the computer
system after recovery is not the same as its state prior to failure
(from figure 2-3, C; <> C.). The computer continues operation from
the new recovery state and will then achieve correct outputs in
accordance with the ASR but by using different components and
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internal states.

A-correct: If error recovery in a system is uot successful, there are two ways of
dealing with this system, Either it is shut down and removed from
operation or it enters a degraded mode of operation. In this mode the
performance of the system is acceptably correct and is preferable to
having no controller, b

Fram the above it can be seen that it is the goal of fault tolerant design to achicve
an s~correct or 1-cotrect state after recovery, It also behoves the designer to consider
degraded or a~correct modes of operation in the event of unsuccessful recovery, In
chapter 6.4 we look at the possible a-correct modes for the recovery scheme
propased in this thesis.

3.2.4 Fault Mechualsms, Types and Taxonomy

The definition and description of commonly used terms and concepts in fault
tolerant systems are not universally accepted although many common soncepts are
to be found, Various authors have proposed standard taxonomies or at least
explained their view in a number of papers [LAP82), [KOP82], [ANDS2], [LEES2],
[AVI82], [ISWES7]. A concept that we identify in this thesis is the necessity to
differentiate between crror states and error cvents.

Each of the states that are defined in the ASR are correct states, so under normal
operation the computer system proceeds from one correct state to another. The
events that cause these state transitions can be viewed at different levels of
abstraction or granularity [KOP82] and are for example signals at the inputs from
the environment, exccution of the computer program or at the lower levels gates
switching or clock trangitiona, In his paper [KOP82] proposes a model in which a
failure cavses a fault cavses a failure and so on, with cach cycle increasing in level
of abstraction, from a gate failure to a computation fault,

For this thesis we would prefer a model that shows more clearly the relationship
between faulty states, correct states and the states traversed between these two, We
therefore move away {rom proposals made by [KOP82}, [ANDS2j and [AVI82]), We
s¢e a failure as an event that causes a transition to & state that is not correct, In
othér words the erroncous state is not defined in the ASR, This errencous state iy
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called a fault, Once the system is in an erroneous or fault state it can go one of two

ways. It can keep making crroncous transitions to other {ault states until it ter-
minates with a system "crash”, These transitions would be caused by 2 sequence of
failure events. The second possibility ig that it makes o transition back {0 g correct
state. This transition would be an error recovery event. The model we propose,
based on our concept of states and events, is shown in figure 3-3.

Events that cause a transition -

i) from a correct state to an erroncous state are primary failure events,

ii) from an erroncous state to another erroncous state are secondary
failure events,

iii)  from an erroncous state to a correct state ar¢ error recovery events
or fault repair cvents depending on whether the fault was transient
or permanent respectively. Permanent and transient faults are
discussed further below,

A fault (erroncous state of the system) in a component of the system (hardware or
software) does not cause a problem or failure until the component is used by the
system. Err fault detection is the process of using the component 3o as to
generate a state transition and then determining if the transition is correct or a
failure, If the new state is incorrect, there was a [ault in the previous state
(assuming no faults in the error detection component),

This introduces the concept of a latent fault. A latent fault is either;

“ an ¢rroneous state in a component of the system that is not currently being
used or
- a fault in a component that even if it were used at the present time, would

not rause g Failuré transition to occur, although it may do so later under
different conditions, ‘

The second part of the defiaition is necessary to cover substandard hardware
components that may fail at some later time even if their ASR is not violated, An
example of this is a poor physical connection between a VLSI chip and the pin-outs
which may fail under certain temperature and shock conditions that ave within the
specification for the component,
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Due to this concept of latent fauits it is possible for a system to be commissioned
and used for an cxtensive period without it ever having met its ASR, [SWEE7] call
this type of fault an indistinguishable fault. In secking to define the primary
failure event, it is important not to consider the failure event giving rise to these
indistinguishable faults as the primary failure event particulary for design and
manufacturing faults, Clearly the failure event of these faults lie outside and prior
to the scope of operation of the system. Primary failure events arc therefore
defined as the [irst event that causes t ~ system to deviate from its ASR since the
start of the current mission or session, The secondary failures are the events causing
trangitions to subsequent fault states.

3.2,5 Permanent and Transient Faulis

Faults can be categorised according to their ability to persist and resist correction
into Hard, Soft and Plastic faults. Hard and Soft faults are more properly termed
Permanent and Transient faults respectivety, while Plastic faults are usually called
intermittent fauits. Various error recovery stratcgies have greater or lesser
effectiveness depending on the class of fault precipitating the recovery process.

a) Hard Faults

A permanent fault usually refers to a hardware failure in which a component is
irrevocably damaged, such as a burnt out component, Recovery can only take place
by physically removing the broken component and replacing it with a good one.
This sort of repair cannot usually be done online or during the mission and always
requires shutting down the affected part of the system, Permanent faults cait also
be found in the software in the form of serious specification or coding errors but
are usually picked up in the development cycle or early ficld testing, Masking and
Replacement/Reconfiguration fault tolerant strategics were developed with the
primary purpose of dealing with permanent faults, The broken component is
masked out, ignored or bypasséd and the remaining redundant components are used,
These strategies do not require any online racovery to ocour but with each new
permanent fault the level of redundancy is reduced until no more faults can be
tolerated,
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b} Soft Faults,

Transient faults, also referred to in the digital computer community as "digital
circuit upsets”, is a fault that can be corrected by the system in which it occurs
without outside (i.e., manual) intervention. The correction is performed by the error
recovery subsystem and takes the system back to a correct or a degraded operational
state. Transient faults are a well-known phenomenon in digital circuit-based
components and occur despite the substantial design measures (timing margins,
transmission line interconnects, ground and power planes, clock enables of digital
circuits, ete. ) to achieve a refatively high degree of integrity in digital processor
operation. Progress in the form of miniaturisation and increased clock speeds has
also played a part. In older digital systems using discrete transistor devices, the
transient energy necessary to cause an upset is of the order of 10°% Joules. With the
advent of VHSIC/VLSIC, technology digital system upset occurs at only 10-? Joules
[HES88] or less. This means that advanced technology systems will be four orders
of magnitude more sensitive to upsct. In addition, these digital devices can now be
upset by transient disturbances that Jast less than 2 nanoscconds; previously, the
disturbance had - to last a few microseconds to cause upset,

There is a wide variety of causes of transient faults such as high energy
electromagnetic inteiference (lightening and RF), cosmic radiation and alpha
particles, and poweiline surges and brownouts, One of the most serious sources of
sof't errors is ionizing radiation, This can be separated further inte aipha particles
from the decay of Uranium and thorium impurities and cosmic rays, Uranium and
thorium are present as traces in a number of materials used to fabricate integrated
circuits. Cosmic rays contain penctrating particies which tend to generate cascades
of sccondary particles as they propagate through matter. Baseéd on a number of
reasonable assumptions [SAV86), the soft error rate of a large VLSI chip (I ¢m?
could be of the order of 10-4/hour. Thus as the failure rates due to fabrication
problems decrease, the soft error rate will become the dominant factor in
determining reliability with the scaling down of technology [SAV86].

Masking or Replacement/Reconfiguraticn techniques can deal with transient faults
if che fault occurs only in one channel or lane or component. However, often the
cause of transient failures has 2 high common mode potential such as lightening
strikes or power brownouts which will reduce the effectiveness of these techniques,
State restoration techniques both for typical Class I systems or for Class II systems
as proposed by this thesis are well suited to deal with transicnt faults, The loosely
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coupled and distributed nature of real-time error recovery techniques defined later
in this study make the system relatively immune to common mode faults,

¢) Plastic Faults

Onef ur;hcr form of fault that is sometimes overlooked in the literature, necds to
be discussed. In this thesis it is termed a "plastic fauit" a5 it lies somewhere between
a hard fault and a sof't fault. Some authors have recognised this class of fault, such
as [AVI82), and have termed them pseudo transient, intermittent or pattern

sensitive faults.

These fanlts are cavsed by an interaction of a latent permanent component fault
with a rarely occurring combination of conditions. This is often exhibited as a
transient software fault and occurs when an unusual sct of conditions arises that,
together with some latent software fault, causes the system to Fail. When the system
is restarted it will perfurm correctly again as the specific set of conditions has gone
even though the latent software fault remains, An example is the case where an
input variable goes beyond the vange for which it is specified or designed in the
software., Although the software may be correct in terms of its written
specification, the physical parameter (which does not know or care about the
spec ‘cation) may behave temporarily in an unexpected way. This occurrence,
together with the fact that the sof tware does not cater for the unexpected value,
can cause a failure in the system, Another example is when an unusual combination
of variables in a computation yields a divide by zero that is not ¢xplicitly catered
for. These faults are not the typical soft fault as the failure will always occur given
the same set of variables or input conditions. It is also not a hard fault as the next
computation cycle, containing new variables and/or input condition, will not yicld
the fault again,

Plastic faults reiate not only to the software domain as described above but occur
similarly in hardware such as pattern sensitive faults in semiconductor memories,
marginal timing situations and race conditions in logic designs.

The recovery technique we propose in this thesis is well suited to handle this class
of fault as shown in later chapters, Masking techniques that use identical hardware
and software in the different laney would not detect such fauits at all, Replacement
/Reconfiguration techniques such as Recovery Blocks may correct for such a fault
if the different recovery blocks used do not all suffer the same weakness,
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33 FAULT TOLERANCE STRATEGIES

3.3.1. General

A large number of strategies have been devised which have the goal of minimising
the impact of a failure in & subsystem on the behaviour of the larger system. Most
fault tolerance strategies aim to mask the effect of a fault by containing the effect
to some level in the hierarchy of assemblies and components that make up the
system and preventing this fault from impacting the operation of other components.
These strategies can be divided info three major categories. These categories are
descriptive and not exact as many real fault tolerance strategics are combinations
of all three. Historically fault tolerance strategies were related to hardware fault
tolerance only, but as the criticality of computer systems increased the need arose
to consider software fault tolerance techniques. The categorisation given below
encompasses all the above techniques and the analysis that follows investigates the
applicability of each strategy to Class II systems. The three categories of fauit
tolerant strategics are: ‘

a) Static Maskimy,
b) Replacement/Reconfiguration
¢) State Restoration

All the above techkniques for fault tolerance depend on the effective deployment
ani utifization of redundancy, that is, extra elements in the system which are
redundant in the sense that they would not be required in a system which could be
guaranteed to be free from Faults, A more abstract approach leads to another view
of redundancy [ANDS81]; given that any system contains a set of components which
interact at a number of interfaces, then redundan¢y within that system may be
identified in three forms, Firstly, a component (and therefore alf jts interactions)
may be redundant; secondly, an interface between two essential componenss may
be redundant; thirdly, a componént may be used with temporal redundancy, in that
repeated use (which is redundant use in the absence of faults) may be made of that
component. In all the ab- - cases additional components (hardware and/or
software) may be necessary to effect the use of the redundant components.

The recovery of the controller after a fault has been detected and isoiated usually
falls to one of two techniques: Backward Error Recovery or Forward Error
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Recovery. Both approaches utitise redundant information of various types in order
to achieve recovery of the internal state of the contro!ler.lIn the case of Backward
error recovery, this involves restoration to a previously existing state, In the case
of Forward Error Recovery, this involves restoration to a new correct or acceptably
correct state. Neither of these two models takes into account explicitly the ....2
dynamics of the environment in which they operate. This has different implications
for Class I and Class II systems and these implications are ¢xamined below,

3.3.2 Masking Redundancy

Masking redundancy was one of the first techniques used to achicve fault tolerance,
Masking redundancy is often equated to a form of redundancy which is termed
4 atic redundancy because the redunt .ntcomponents that it involves remain in use,
and in the same fixed relationship, whether or not any errors are detected. This
fault tolerant strategy is often termed a “replication and voting" system. The
canonical example of this is Triple Modular Redundancy (TMR) as described in
[RAN78] and [IHA78}. The more gencralised form of TMR is N - Modular
Redundancy (NMR) in which N copics of the hardware component are duplicated
with the outputs going through a voting system to mask the faulty outputs. See
figure 3- | In this technique fhults are masked at whatever level the redundancy is
designed to be. It could be at the gate level or as in the casc‘ of the space shuttie
[LOMS81] at the processor level, Ini this case there are five processors (IBM AP-101
computers) that synchroniss through a voting circuit. This arrangement allows for
up to two failures before the redundancy is exceeded. Further failures will be
detected and in this case the strategy changes to a reconfiguration strategy (see
below) and only one processor is utilised (the backup proccssor) with the others
switched out. NMR is somerimes combined with Replacement/Reconfiguration to
achieve "tolerance renewal" [HOP78] such as in the proposed FTMP system. In this
casc failed units ir the TMR triad are replaced from a pool of online spares. Thus
the integrity of the TMR system is maintained as long as there are spares available,

NMR is a very powerful fault tolerant technique and is used successfully with
many class II system such as the space shuttle, As long as the redundancy is not
exceeded, the fault is effectively masked from the controller and hence from figure
2-2, C, = Cp In fact the controller never enters the faulty state due to the masking,
The problems with NMR are its cost, the risk of single point failures, and the
inability to cope with design faults. A geod example of a design fault foiling &
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complex NMR system is the fauit that defayed the first Space Shuttle Flight in 1981
[GARS81]). NMR is expensive in terms of compiexity, space and mass and of course
financially as the components are fully replicaied and voting and synchronisation
system are required. The voting circuit is a single point where failure can oceur and
s0 is required to check itself as well a3 the rest of the system. Designs for totally
self-checking triple modular rednndancy (TSC-TMR) have been proposed [GAI8S],
This additional circuitry reduces the reliability of the sysiem and, as pointed out
in {MACB88], in a sufficiently Inng mission TMR actually exhibits a lower reliability
than a simplex system, In the example in [MAC 8] the duration is approximately

2.2 x 10% hours. In general when Af approaches unity (where A is the failure

rate) the advantages of NMR become disadvantages because the redundant
hardware increases the probability of failure {HOP80]. Thus NMR. is most suited to
short high reliability missions, The finaf drawback with NMR is that if all the
replicated units have the same fault designed into them, this fault will not be
detected. This is true for any common mode faults that are exhibited at the same
time by ail the repiicated units,

NMR was developed as a hardware fault masking technique. A similar technique
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of replication and voting for software was proposed as early a5 1834 [AYI86] and
becanie known in about 1975 as N version programming (NVP). While in NMR

systems the tendency has been the identical replication of both hardware and
software, in NVP the trend hag been towards diversification [AVI88]. In NVP the
repiicated units are not be the same bﬁt different software modules designed from
the same requirements, often coded in different languages [HIL88). The outputs of
the different modules are then put through voting software in a manner analogous
to NMR. The purpose of this design diversity is to reduce the change of common
mode failures, The success of NMR lies in the fact that hardware failures are
statistically independent. This fact is the very weakness of NVP as it has be shown
[AVI88], [KNI86], [LIT87}, [LIT89] and [TSO87] tu be very difficult to write
different versions of software from the same requirements specification that have
independent failures,

In principle however NVP as a fault tolerant strategy would work with class I
systems for the same reasons that NMR dees. The faults are masked and the
processor never enterd the failed state,

Variations on NVP have been proposed such as [MORS87] and [SHE82] that combine
NVE with temporal redundancy also known as temporal separation. The concept of
temporal separation is esszntially based upon the fact that while spatial separation
prevents the proliferatiot. of hardware faults, software faults are time dependent,
Thus, to ensure that a sof'tware fault does not affect all channels simuitancously,
it is necessary to ensure that each chuanel does not procegs idzntical data, The
method of ensuring this depends upon the fact that for 2 real-time system such as
flight control a high iteration rate is used, The method then is to use inputs from
dif ferent time periods for each of the channels. This alleviates the problem in NVP
of creating multiple versions that have independent failure modes. A technique
such as this, as it is also a Fault masking process, wili in principle also work with
class II systems,

In summary then, fault masking by replication and voting is a powerfz} .echnique
for fault tolerance in class I or class II systems, It covers the problem of Complex
Error Recovery as defined in chapter 2 in the sense that in a puse masking system
no recovery process occurs, Its major drawbacks are cost and an inability to deal
with common mnde faults. Fault masking is applicable 0 a: chitectures that are
tightly coupled ¢ e to the lurge amount of sharing of datu and sensor and effector
parameters, Class IT systems such as flight controflers lend themsslves to chis as well
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as justifying the enormous cos* THIL8S], [DZW88} and [YOUS8)L A widely
distributed system as is of ten found 1n the process control environment, lends iiself
more to a fault tolerance appreach that uses a loosely coupled architecture. This is
the approach used in Real-time Error Recovery discussed in detail in this thesis,

3.3.3 Replacement and/or Reconfiguration

Replacementand/or reconfiguration strategiesare commonly termed Forward Error
Recovery especially in the software domain, Forward Error Recovery technigues
attempt to repair the faulty state, which may be an internal state of the controller
or the state of the controlled process such as self-repairing flight control systems
defined in [RUBS83]. Forward recovery may return the system to .. correct state or,
if that is not possible, contain or minimise the effects of the failure, An attempt is
made to reach a new state that provides for strictly correct operation, or, if this is
not possible, loosely correct operation as described by [MIL85) Examples of forward
error recovery techniques include using robust data structures [TAYS80],
dynamically altering the flow of control, ignoring single cycle errors that will be
cosrected on the next iteration and changing to reduced functions or fail-safe
modes [LEV86]. Forward Error Recovery differs from Backward Error Recovery
(described in the next section) in that no attempt is madc to restore the controller
fo a state that existed previously. In this approach there is one primary active
component (hardware and/or software) and a number of redundant standby
components. The redundant components may be hardware modules or software
modules or 4 combination of both. The redundant modules are "switched in" after
detection of the error and may be left in place for the duration of the mission as
is typical for hardware modules, or may revert to standby status again once the
fault has be cleared, as is the case typically for software modules. Fault detection
is critically important as faults are not automatically masked as in the NMR or
NVP techniques. [RANS3] pives a summary of a number of fault detection
techniques used in replacement/reconfiguration strategies. The reliability will not
be improved unless the faults are detected so that the standby modules can be
utilised, Separate and additional fault finding hardware and software are necessary
to detect the faults and thus trigger the reconfiguration to the standby modules,

Recyvery Blocks and Programmed Exception Handling are two examples as defined
by [LEV83]), [RAN78] and [ANDS1] that fall imio the category of software module
replacement in order to achieve forward error recovery, Hardware reconfiguration
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strategies are defined by [MAC88} and [HOP78). A difference that exists between
the hardware and software implementations of Replacement/Reconfiguration lies
in the way the fanlts are detected, in the Recovery Block scheme an acceptance test
is done after the module has executed. In hardware implementat'ons the Built-in
Test (BIT) hardware runs in parallel to the application und triggers an interrupt
when a fault is detected, Figures 3-5 and 3-6 show the functiona! block diagrams
for hardware and software (recovery block) implementations of Replacement/Re-

configuracion,

A more flexible scheme for crror recovery based on reconfiguration and especially
geared to distributed systems is described by [LOQS86). This scheme moves away
from the tightly coupled architectures normally defined in terms of software
Replacement/Reconfiguration such as in [HEC76] and [ANDSI]. Aimed at
providing distributed computer control systems with a flexible racans of fault
tolerance, [LOQB86] proposes a system in which standby nodes can implement remote
procedure calls, State infermation is passed regularly at checkpoints to the standby
nodes from the active node so that if a module in the standby node must be
activated it will have current state information, [LOQS6] does not define how this
rather critical fumction is achieved. He also does not address the pyoblem of
processor foading in standby nodes. If a node fails it is assumed that ovher nodes
wiil have the proceseing power available to absork the failed nede's functions.
[LOQ86)'s approack of using a remote node in the system as a stable storage medium
is similar to the RER approach proposed in this thesis, However after tkis the two
approaches diverge, [LOQBS6] tries to use the distributed mechanism in a
replucement/reconfiguration manner while RER useés it for state restoration. The
problems of vsing a distributed system for replacement/reconfiguration are the
prastical issues of processor loading. If sufficient power is available in alf
processors to cover functions that can migrate ¢. chem under failure conditions then
the processors will have to be significantly over designed for normal operation, It
is our contention that the additional cost and complexity would be better ntilised
by having hot standby reptacement modules available for each processor. If, on the
other hand [LOQS6] does not intend to over design the processors then he is
implicitly cefining a system in which a fuiled mode is automatically a degraded
mode of operation, RER on the other hand plnces very limited additional processor
loading on the remote node in the form of RSVS Management as defized in chapter
6.

A similar argument can be levelicd against the RAFT system proposed by [AGRS B).
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This system uses a distributed processor network to achicve fault tolerance but
requires any one of the processors to execute any function in the system, und :r the
control of a centralised scheduler. This implics an integrated design with serious
problems in time critical applications. This proposal of [AGR88] is very much a
replication design and thereforc requires significant additional hardware and

sof tware resources,

In evaluating the ability ~f Replacement/Reconfiguration fault tolerance
techniques to handle Clase II sysicins and Complex Error Recovery 8 number of
problems emerge. Replacement/Reconfiguration strategies rely on redundant
modules being switched in at the time of failure to take over the operation of the
failed module, In a system containing state information it is essential that the
standby modules are kept up to date with the current state variables during normal
operation, In hardware standby syetems this is done by continuously updating the
"hot standby" moduie with the relevant state data, In software techniques such as
Recovery Blocks it is assumed that the new software modules can be switched in
quickly enough that the state data will be valid when the standby is activated. In
most of the literature where these techniques of fault tolerance are discussed it is
assumed that this is feasible sucl as in JLOQB6]. It is our contention that this
problem is a central issue especially in the presence of event inputs. While Recovery
/Reconfiguration will work in principle for complex error recovery if the standby
modules are fully up to date with the current state variables, we belicve this issue
is not sufficiently addr:ssed.

The advantage of Replacemeént/Reconfiguration strategy is that it can deal with
permanent and transient faults and dees not contain any single points of [ailure,
On the negative side it is just as susceptible as fault masking to common mode
faults and also has the additional cost of redundant modales,
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3.3.4 Stiate Restoration

State restoration (or Backward Error Recovery) as a fault tolerant strategy involves
transforming the currently incorrect atate in a controller to & correct state that
existed previously in the controller. Backward Error Recovery isa primary example
of such a state restoration process in which the controller is restored to » previous
valid state, no matter how long ago that state existed. This process has been
described in detail in a number of texts [RAN78a], [ANDS1], [RAN78b], [VER78]
and has been designed to !Je utilised with database systems as defined in [KOH813
and [VER78), It is well suited to these types of systems but not to Class II
distributea computer controf systems, The reason will become clear from a
description of the process. In outline, the process consists of periodically saving thz
internal state of the controller, usually the data files onto some form of stable
storage. This action is known as checkpointing. As the internal state may be large,
overheads may be reduced by reducing the frequency of checkpointing the entire
internal state and for the in-between periods, recording only those elements that
have changed in what is known as an audit trail. Recovery consists of reloading the
last checkpoint and replaying the andit trail to restore the internal state,

Referring to figure 2<2 we see that Backward Error Recovery consists of transiating
C, back to Cy In other words an interval of time, T, to Ty, is spliced out as il jt
never e¢xisted, This section of time is the period during which the controller was
faulty.

For Backward Error Recovery to work all the assumptions of a Class [ systém must
hold. The states E, = Egmust hold at time T, The state of the environment must not
change while the controller is out of action. The roliback procedures used in
Rackward Error Recovery ret n the controller to the state Cpat time T, The
controller and the environment are then in the state just prior to failure. Valid
recovery can now be achieved by the controller simply resuming operation,

As can be seen from figure 22, for Class If systems E, <> E; and so restoring the
internal state of the controller to some previous state (E) will not give a valid
recovery, By its very "backward" nature Backward Error Recovery is not a suitable
recovery mechanism for class II systems which by definition will continue to evolve
through new states while the controller is inoperative. A good example of tkis
difficulty is the "domina effac t" [RAN78] that is experienced in distributed systems
attempting to use backward error recovery as described above, Although techniques
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have been devised such as [KUHS86] to permit recovery in distributed systems, these
techniques are impractical in Class II systems as they require other non-failed

controliers to roll back their states in order to produce a consistent recovery line,
These distributed systems are Class I1 systems when seen from the viewpoint of the
failed controller, In other words the state of the plant (including other controllers)
has altered during the time the controller was in a failed state *o the extent that the
previously valid states that have been checkpointed are no longer applicable,

Part of the problem with Backward Error Recovery is the time overhead associated
with the checkpointing and rollback activity. In gencral, control actions which
depend upon the incremental state of the system such as torquing a gyro or a
stepping motor, cannot be recovered by checkpointing and rotiback [ROS882]. While
studices such as [YOU74) and JGEL79] have investigated minimiging the impact of
backward error recovery, these studies concern themselves only with the optimum
checkpoint interval, Reduction of this parameter reduces the average load imposed
by the strategy during normal operation when the checkpointing is being done, but
docs not address the instantaneous delays caused during a recovery. Reducing the
time spent in the checkpointing process increases the average availability of the
system, The keéy parameter for recovery of a class II system is the instantaneous
delay that occurs at the point after failure when the recovery process is instituted,

A technique has been proposed to circumvent the defays in relonding the system
stete after failure by using a hardware cache [JHUNS87], The controller exccutes out
of the cache under normal conditions and the updated contents of the cache and the
CPU registers are saved into the main memory when:

« the cache is full
- an interrupt occurs
- an I/0 instruction is executed.

This process of saving the cache and the CPU registers is termed the creation of a
rollback point. The rollback data is stored in the main memory. After a failure and
on recovery the CPU restores its registers from the main memory, clears the cache
and executes from the main memory which presumably containg valid state data,
One of the major problems with this technique is that the main memory of the
controller is nssumed to have independeat failure modes to the CPU for transient
faults such a8 power brownouts, This is an improbable situation in most embedded
and distributed computer control systems, While the concept of saving the controller
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statc on the basis of state altering events is a good one, the implementation

suggested by [HUNS87] appears to be impractical for most sitnations,

In summary, the state restoration technique for fault tolerance as exemplified by
backward error recovery is a good general purpose technique suited for clags I
gystems such as data bases. For class II systems and in dealing with Complex Error
Recovery the technique fails as it do¢s not take into account the staleness of the
data saved at the last checkpoint, Further, for real-time systems with time
constraints the overheads of restoring a checkpoint is prohibitive. In practice this
method is not used in embedded real-time systems, Some authors such as [HES38]
have recognised the neced for state restoration of Class II systems for catering for
transient fauits in avionic systems, but the idea has not been fully developed.

This then is where Real-time Error Recovery (RER) as defined in this thesis fits
into the¢ picture of fault tolerance techniques. It is a s*ate restoration technigue
aimed at Class IX systems and Complex Error Recovery and therefore explicitly
looks at the time constraints imposed by the changing environment on the recovery
process of the computer gystem,

34 CONCLUSION

This chapter has two objectives. Firstly, we look at some of the fundament
principles of the fault tolerance process such as the:

Role of error recovery in the fault tolerance process,

" Issue of the deprees of correctness that may be found in a recovered
computer system,

- Fault mechanism and the multiplicity of defivitions and
terminology.
- Important issue of fauft classcs such as hard, soft and plastic faults,

These issues have all been introduced and diséussed as they have a bearing on the
error recovery technigque proposed in the rest of this thesis,
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Secondly, we have attempted to test a broad spectrum of existing fault tolerance
architectures and techriques for their ability to deal with complex, time critical
error recovery. This is the key problem we wish tc address (see Tabie I of chapter
2).

We have examined three Fault tolerance categories :

" Fault masking
- Replacement / Reconfiguration
- State restoration

which covers the fuil spectrum of existing strategies discussed in the literature, In
onc way or another none of the above techniques manages to deal with the full set
of recovery requirements we have set as the problem in chapters 1 and 2, Either the
technique is too expensive and specialised {or general use such as NMR and NVP
or too slow for time critical systems such as Backward Error Recovery. In other
cases such as Forward Error Recovery, the technique is not sufficiently general to
cope with unanticinated faults. In generat for the non-static masking strategies the
critical issue of . & time penalty of the recovery process is not adequately discussed
i_n the literature,

From this examination of existing fault tolerance strategies we sce that there is still
a neetd to define a strategy that covers the issues of complex, time critical recovery
especially for trangient faults that can be applied to distributed computer control
system. In this thesis we propose such a suitabie technique as a solution to this
problem,
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CHAPTER FOUR

4. REAL-TIME ERROR RECOVERY {RER)

4.1 INTRODUCTION

In the previous chapters we introduced the concept of the Complex/Timg-critical
Error Recovery requirement <t have argued that many existing error recovery
strategies do not deal effective’s with this requirement, Complex Error Recovety
captures the requirements for recovery of typical Real-time syatems, that is, systems
that contain the three factors: Class If characteristics, State variables and Event
inputs, Fault tolerant strategies do exist for such real-time systems, the most obvious
being the fault masking technique of TMR. As covered in our earlier discussion we
have seen that TMR or any of the fault masking techniques do not ectually contain
an error recovery phase. TMR i» . 1y found in avionic or spaceborne applications
and is not all that well suitedt- - ndustrial applications which are characterised
by wide physi~al distribution, incremental growth and relatively restrictive
budgets. Other Fault tolerant strategies that do have an error recovery phase exhibit
their own set df shortcomings. Forward error recovery techniques such as Recovery
Blocks suffer from the problem that recovery can only occur for anticipated faults,
That is for faults for which a recovery block has been written, The backward error
recovery, or state restoration approach is more general than forward error recovery
and secms the most promising, However, our examination of this technique in
chapter 3 shows that this approach has not been well developed for Class II systems
or for systems with event inputs, in other words for real-time systems.

In chapter 2 we defined the modes of error recovery in a computer system in Table
I. From this we sée that depending on the system Class and the Statefullness of the
controller we have four types of error recovery, These are described in sector I fo
sector 1V and cover the cases of time eritical, non time critical, Complex or Simple,
The preferred s¢ctor to be operating in from an error recovery point of view is
sector 1 where récovery is non time eritical and simple. This involves a Class I
system aad a4 < teleas o oatesee, The Class of a system is governed by the nainre
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of the application in which the controller exists, This is normally a given and is not
a design parameter that can be selected when developing a fault tolerant sysiem, As
stated in the previous chapters the objective is to cater for Class IT systems, From
this argument we see that we are required to operate in sectors III and IV, The
factor that the designer does have coatrol over is the "Statefullness" of the
controller, If a state controller can be reduced to a stateless controller then error
recovery moves from being co.nplex to being simple, This means we move from
sector IV to sector IIL. This is the underlying principle of the error recovery
technique we wish to introduce in this thesis,

In this chapter we introduce Real-time Error Recovery (RER) as a technique that
addresses this problem of complex error recovery operating under time critical
constraints. We first examine the basic concepts and then at the type of architecture
in which such a system can be realised, As we have identified above, certain
applications lend themselves to specific computer architectures, In this study we
look specifically at the ioosely coupled architectures found in many industrial
process control or materials handling environments. We then "walk through" the
process in order to highlight the various phases of its operation. Being a technique
aimed at real-time applications, timing considerations are, of course, very
important. In this chapter we look at the timing issucs and explore some of the
limitations and driving factors for the implementer of such a system,

42  PRINCIPLES OF RER

Real-time Error Recovery is a lault tolerance strategy that implements state
restoration in real-time, The aim of Reai-time Error Recovery is to reduce the error
recovery process to that of a Startup procedure for a statcless system where the
initial state of the processor is derived entirely from the inputs to the processor, i.e.,
the measured outputs of the environment, The recovering processor determines its
appropriate internal state in order to be synchronised with its environment by
obtaining data from the environment itself, This approach is simple for a contruller
which does not contain a history of the environment within its internal state, At
this point we need to consider more fully the nature of internal states of a
controfier in a system.

Referring to figure 2-1 we sec that an environment or a plant has an internal state.
This internal state is the set of values of physical parameters which at any point in
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time describes the state of the plant, These state parameters vary ia time according
to the design and construction of the plant, the inputs to the plant (¢.g., process
inputs, control inputs, disturbing inputs) and the history of the plant. As many of
the physical parameters in the plant are not directly measurable, they must be
deduced by the effects they have on the other measurable physical parameters. This
requires the monitoring over time of the measured values of the plant in order to
build up an internal state representation of the plant. These state parameters and
any other data built up over time that are necessary for the control of the plant are
the history-state or h-state of the controller (see figure 2-5).

In order to control the plant, the controller requires a model of the plant's
behaviour as well as an internal representation of the plant’s physical parameter
values, The model of the plant's behaviour is not usually time¢ varying and so the
algorithm deseribing the plant behavieur in the controller does not change in time,
It is always at the initial state and is referred to by [KOP8§0] as the Initial-state or
I-state

The recovery strategy of s controller depends largely on the extent to which tha
controller contains an h-state. A controller with an empty h-state (2 stateless
component) has a Simple recovery strategy, Such a controlier may, for recovery,
read its inputs and directly generate outputs. Thus restarting the controller after
failure wilt always generate correct results, The restart always beging at the same
initial state which will be the same as the startup process. For stateless class I
gysténms the recavery strategy is simple and is equivalent to a restart, Regardless of
when the failure occurred, nothing is lost ag outputs are generated cyclically for
each input,

For those components which do contain an internal history state (h-state) the
approach proposed in Real-time Error Recovery is to export the set of state
variables {S) to a stable storage node on a real-time basis during operation such that
on recovery from a failure, the state variables can be restored. These restored state
variables, together with the eurrent inputs from the environment, then constitute
the necassary and sufficient information to return the controller to a valid and
corr¢et state to continue operation. If one views the stable storage node as part of
the processor’s environment, we have nchi¢ved a situation in which the state
variables appear as measurad variables that can be read directly from the
envirenmient, Of course when the state variables are read back from the
Penvironment" they must be valid and ensurirg thig is the essential characteristic
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of RER, The state component has thus been reduced to a stateless component and
the recovery prcblem has been simplified to a startup operation.

The state variables are exported or saved to a stable storage node which is an
essential ingredient of the Real-time Error Recovery architecture. This is &
component connected to the processor requiring to implement rcal-time error
recovery. The stable storage node must have independent failure modes such that
failures in the processor will not n~cur simultaneously with failures in the stable
storage node. The stable storage node can in principle be realised physically by a
number of different devices, but as Real-time Error Recovery requires the state
variables to be available with delay times less than the important plant and
controller time constants, the responsiveness of the stable storage node is an
important parameter that governs RER performance.

Based on these two requirements of independence of failure mode and timeliness
of response, we consider in the following section a suitable architecture,

4.3 RER ARCHITECTURE
4.3.1 Generic RER Architecture

From the above section it is ¢’ear that the fundamental principle of RER involves
securing the controller’s state variables in a stable storuge node. This occurs during
normal operation of the controller. When recovery is required after a failure of the
controller, the state varigbles are retricved from the stable storage node, From this
sequence of events we derive the generic architecture of RER which is shown in
figure 4-1. There are chrée components that make up the generic RER architecture,
These are: '

- Controller
- Communication medium
- Stable storage node

The broken vertical line in figure 4-1 is the line of failure mode independence. This
means that the failures of the stable storage node are independent of the failures
of the controller and the communicatior medium, Thus a failure or malfunction in
cither of these two subsystems will not affect the integrity of the stable storage

e T —

49

o SN



node, The reverse is also true in that a malfunction of the stable storage node will
not affect the operation of the controller or communication mediom. All three
subgystems may in fact be susceptible to the same type of disturbance inputs such
as power brownouts or electromagnetic interference from lightening strike, but they
must be sufficiently isolated from each other that they are not affected by these
disturbance inputs at the same time, Thus an important component of the reliability
of RER is that the stable storage node will not fail at the same time as either the
controller or communication mediam,

The communication medium is used to transfer the state variablas from the
controller to the stable storage node and vice vera. As RER is intended for use in
real-time systems a constraint of a certain minimum bandwidth is imposed on the
conimunication medium. The bandwidth of the communication medr. m must be
sufficiently large that the time it takes to store and/or retrieve state variables
to/from the stable storage node is small compared to the rate at which the state
variables ave created in the controller. A more defailed analysis of the bandwidth
requirements of the communication medium is discussed in chapter 6.

The controller itself is seen as the seat of control for the RER process as well being
the controller ol the application program, Thus in the controlier there must be
functions, over and above the application programs, to perform, manage and
monitor the RER process.

STABLE
STORAGE
NODE

CONTROLLER COMMUNICATION MEDIUM

Figure 4-1¢ Generic RER Architecture
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4.3.2 Tightly versus Loosely Coupled Architecture

RER can be implemented by either a tightly coupled or loosely coupled
architecture, In the tightly coupled architecture the controlier and stable storage
node may be coupled togcther by say the backplane of the computer with the stable
storage node being hardened memory protected against the envisaged disturbance
input or threat. The advantage of the tightly couple architeciure would be the
bandwidth achievable in such a dedicated, highly parallel communication medium.
The major disadvantage of the tightiy coupled architecture lies in the fact that the
controller and stable storage node aré physically collocated. As the majority of
disturbance inputs against which onc wishes to protect the system are area
disturbances such as power brownouts, EMI/EMC, ctc., th’: collocation presents a
significant obstacle to achieving the required independence between the controller
and stable storage node to these disturbsince inputs.

A sccond disadvantage of the tightly coupled architecture is that it implies the
development of dedicated hardware to the coemmunication medium and stable
sterage node, This drives up the cost as well as making it difficult to implement
RER on an incremental basis,

In this thesis the architecture that has been adopted is the loosely coupled
architecture based on the concept of a distributed computer control system (DCCS)
architecture such as defined in [MAC83], [ITHAB4] and [STAB84], Such systems are
found f'requentiy in industrial proc¢ess control and materials handling apnslications.
We will focus pur attentipn on this avchitecture as it of fers a numbey of . «ficant
advantages over the tightly coupled architecture, These are:

. The distributed and loosely coupled nature means that common mode
faitures are less of a risk than in a centralised - r tightly coupled

system,

- Data transfer rates are high enough to enable transfer of state
variables,

- Such systems are of ten employed in situations requiring incremental
implementation,

For the above reasons, in this study only the implemsnration of Realstime Errur
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Recovery with a loosely coupled are” .ecture is considerad.

4.3.3 Other Architectural Considerations

In a typical plant there may be a number of centrollers covering different aspecs
of the plant. In exceptional situations ali the coatrolicrs would have been
introduced into the plant at the same time, More commonily an initial set of
controllers would be implemented at one time and the rest would be introduced over
a period of time as the plant expands and new areas of the plant are brought under
computer control. Because of the extended period over which this incremenial
expznsion occurs, an RER architecture that relies on dedicated hardware will
suffer from problems of maintainability and obsolescence. This occurs because now
controllers are often of a different make or even different technology. This
problem of the non-homogeneity of processors in designs of distributed systems is
noted in [RODS88] and is a weakness of the fault tolerant designs proposed by
[LOQ86] and {AGR388), Thesc designs have been discussed in chapter 3,

One of the goals of RER is to introduce iault tolerance with as little impact on
hardware design and with as much transparency to applics: on soltware as possitle.

4,34 Physical and Logicai WER Architecture

Based on the generic architecturs and the above requirements for RER we propese
a physical architecture as shown in figare 4-2, The terminology tnat will be uskd
in this thesis is as follows:

LOCAL NODE §
This is the ith controller that is required to save its state variables in a stable
storage node.

REMOTE NODE j
This is the jth controlier that acts as a stable storage node For some local node(s)

LOCAL STATE VARIARLE STORE (LSVS)
This is the set of state variables in the ith local ne *» that must be saved in the
stable storage node for the local node to bz able to effect recovery after a failure.
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REMOTE STATE VARIABLE STORE (RSVS))
This is the image of the LSVS, residing in the remote node,

In figure 4-2 we can see the physical architecture for RER consisting of a number
of nodes, each being a coniroller in the system. These nodes are interconnected by
a high-speced local area network,

In each node i is a Local Stnte Variable Store for that nnde called LSVS;, These state
variables are saved in node j which is the remote node (stable storage node) for
node i. This image of the state variables in node j iz called the Remote State
Variable Store for node i (RSVS,). At the same time that node j is a remote node for
node i, it too has its own local state variable store called LSVS; which in the
example of figure 4-2 is stored in RSVS] which is located in node k. This symbiotic
way in which controllers can operate as remote nodes (stable storage nodes) for each
other is explored morc fully in chapter 5, The basic concept of mutual storage of
state variables is shown in figure 4-3 and is the Jogical (as opposed to physical)
architecture of RER.
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Figure 4-2;: Physical RER Arcihitecture
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Figure 4-3: Logical RER Architecture
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4.4 THE RER PROCESS
44,1 General

In this section we describe the RER process. This description is done in conjunction
with figures 4-4, 4-5 and 4-6. The first two figures are state diagrams for the local
and remote nodes respectively. During the description of the process these two state
machines should be seen as running in paratiel to each other.

Figure 4-6 is a functional block diagram for the local and remote nodes. The
essential functional elements of these two nodes are shown in this diagram, The two
nodes used in this description are nodes i and j. Node i is the iocal node aad nede
j is the remote node (stable storage node) for node i, The functional block diagram
for node j shows only the functions that pertain to its activity as a remote node, It
should be noted that in practice node jcould b, a local node with its own controller
functiona and LSV, These additional functions are not shown in the diagram,
Similarly the local node, node i, could be a remote node for some other local node.
These functions are also not shown in this diagram. This aspect of RER is discuased
motre fully in chapter 5.

The description of the RER process consists of two stages each with an increasing
level of detail, In the first stage the state machines of figures 4-4 and 4-5 are
walked through. In the sccond stage only those states which are unique to RER are
expanded into greater detail, These three RER phases are the:

- INITIALISATION phase
- SAVE phase
- RESTORE phase

In the expanded detail description the activities in each of these three phases are
described in the form of a table. The left-hand column of the table contains the
activities that take place in the local node. The right-hand column contains the
corresponding activities taking place in the remote node. The centre column called
“Notes" containg pointers to notes at the end of the table in which the descriptions
contained in the table are again expanded in detail, A timing model of the activities
taking place in the SAVE and ® TSTORE phases is given in appendix A and should
be read in conjunction with this section,
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4,42 Local Node State Machine

Rcfer to figure 4-4. The local node powers up from the OFF state and enters the
LOCAL NODE INITIALISATION state in which basic hardware and program
initialisation occurs. This process is the normal cold startup operation for the node.
Once this is complete the first of the RER states is entered.

This is the RER INITIALISATION phase which is used to configure a remote node
as the stable storage device to be used in the RER process. There are a number of
9 zorithms that can be used during this phase for the processor to determine which
remote node will operate as the stable storage device. These algorithms are
discussed in more detail below. This phase ends when the remote node has been
successfully configured as a stable storage node with an RSVS,

The next state to be entered is the RER SAVE phase, This state operates cyclically
with the state NORMAL NODE OPERATION :s follows, During NORMAL NODE
OPERATION the local node generates a set {S) of state variables, The update of this
set :}cts as a trigger to enter the SAVE state in which the state variables are
transmitted to the remote node for storage in the RSVS. When this transaction is
complete the NORMAL NODE OPERATION state is again entered and the loeal
node carrics on with its contraller functions, This process continues indefinitely
until the local node detects a failure, This detection can occur in ¢ither of these two
states and is shown in fipure 4-4 as the arc "error detection event", This arc takes
the local node back to the LOCAL NODE INITIALISATION state where the
program and hardware arc again initialised. This state is exited when initialisation
is complete and is a local node hot start,

Tho state to be entered af'ter a hot startup is the RESTORE phase in which the local
node initiates the transfer of the statc variables stored in the RSVS in the remote
node to the LSVS. In this state, validation of the state variables also occurs as
described later in the chapter,

If the RER process is successful the local node sagain enters the NORMAL NODE
OPERATION state and continues its controller functions as well as its SAVE
functions, If the RER process is unsuccesstul, the local node either fails
permancntly or enters a degraded taode of operation, The state machine in figure
4-4 does not show the degraded mode but this would be the same tranasition as the
suceessTul RER operation.
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Figure 4-4:  Local Node State Machine
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" _ Reaf-time Error Recovery (RER)

.........................

4.4.3 Remote Node State Machine

Refer to figure 4-5,

The remote node powers up from the OFF state and enters the NORMAL NODE
OPERATION state, In this state it will operate as a controller for some subsystem
of the plant, If the remote node were in fact to be a dedicated remote node with no
controiler Function, the NORMAL NODE OPERATION state would simply reduce
to a waiting state for a RER transaction from the local node.

The {irst transaction to ocour is the setup request message from the local node, This
causes the remote node to transition to the RSYS SETUP state where it sots up the
RSYVS in accordance to the parameters of the request message, When this is done, a
setup response message is issued to the local node and the remote node makes a
transition back to the NORMAL NCDE OPERATION state,

The remote node will then cycle continually between the NORMAL NODE
OPERATION state and the REMOTE PUT state, This corresponds to the save phase
in the local node. The REMOTE PUT state is entered when a save réquest message
arrives from the local node aﬁd is exited when the state variables have been stored
in the R3VS and a save response message returned to the loeal sode,

The remote nodes makes a transgition from the NORMAL NODE OPERATION state
to the REMOTE GET state when a restore request message is received from the
Jlocal node. This corresponds to the restore phase in the local node, In this state the
remote node sends the state variables in the RSVS to the local node. On completion
of this, the restore response message returns the remote node to the NORMAL
NODE OPERATION state.

From the above descriptions it can be seen that the RSYS SETUP and the REMOTE
GET states are once-off states, while the REMOTE PUT state cycles continually
with the NORMAL NOL'E OPERATION state.

...................................................................................................................................................
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4.4.4 Detalled Description of the RER Process

The following table contains a description of the operation .. sach of the three

RER phases. These are:

- INITIALISATION phase
- SAVE phase
- RESTORE phase

The table should be read with time running vertically downwards,

INITIALISATION PHASE

In this phase of the RER process the local node configures the selected remote
node as stable storage node containing the RSVS,

N
LOCAL NODE ACTIONS g REMOTE NODE ACTIONS
E
8
1: 1;
Select a Remote Node, 1 | Wait For SETUP Request Message
from local node,
2 2
Send SETUP Request Message to 2 | Receive SETUP Request Message
remote node, |
KH 3
Determire if the node is viable as
Wait For response from remote 3 | a stable storage device for the
node, requesting loeal node.
T, N s s
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3: {cont.) 3
IF
insufficient memory to
3 perform local node
Wait for response from remote function or if node is
node. faulty or unavailable then
set status = NOTOK.,
3: (cont,) 4
ELSE
IF this node is viablc asa
Wait for response from remote remote node then allocate
node, space for the RSVS in
accordance with the size
parameter in the request
message,

3: (cont.) 3
' Synchronise clock in accordance
4 | with parameter in Request
message.

3: {cont.) o
2 | Send SETUP Response message to
local node with status = OK,

4
Rececive status in SETUP Response
Message,

IF
status in Response message
is NOTOK or if no
response then select next
node in the PRL and goto
step 2,
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[ ]

ELSE
End of INITIALISATION
phase,

I End of RSVS SETUP.

o I— s S ———
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SAYE PHASE

In this phase of the RER process the local node sends state variables to the
remote node for storage in the RSVS. These state variables are transferred in

a SAVE transaction,

N
LOCAL NODE ACTIONS CT) REMOTE NODE ACTIONS
B
S
1 1
For each state variable 5; in the set
(S} da: 5
" Save the state variable in Wait for SAVE Request Messages
the LSVS from the Iceal node.
- Attach the header
information to the state
variable,
2 2
Scnd a SAVE Request Message to 6 | Receive the SAVE Reguent
the remote noie. Message from the local node,
3 3
For cach s; received save in the
RSVS as follows:
Wait for response from remote - Strip off O, and b; from the
node. message as well as other
comms information, This
leaves only the data and
expiry time,
. Using Oy, compute the
address into the RSVS,
- Write b; bits frc . -ddress.
= e e e e
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3: (cont.)

Wait for response from remote

4
If no problems then send SAVE
Response Message to the local with

=+ if the local node fails then it will

| go to the RESTORT. shase after
restart,

node. an OK. status,

If problems then send a NOTOK
status,

4 5

Receive SAVE Response Message Go to step 1,

from the remote node.

IF: .
status is OK thean go to step
ll

5 6:

ELSIF If no SAVE requcst messages
status iz MOTCQK or if no arrive then timeout and abort the
response then the remote RSVS,
node has failed, Go to the
INITIALISATION phase, |

fiote:

it

I Ay
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RESTORE PHA»Z

In this phase of the RER process the local nodé implements a recovery of the
state variables saved in the RSYS of the remote node.

LOCAL NODE ACTIONS

- 02

REMOTE NODE ACTIONS

i

The {irst step in the restore phase
is to determine which node, if any,
containg the RSVS. It is assumed
this information was Jost in the
failure / restart process. There are
two options:

a) PRL
b} Broadcast

i
Wait for RESTORE Request
Message from locul node.

P
PRI:

Each node in turn in the PRL is
polled with a Restore Regquest
Message until one responds ag the
remote, If no valid remote is
found then the RSVYS has been
1ost. Go to INITIALISATION
Phage,

2
Receive RESTORE Request
Message

B L B T T A S S L A A S T
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Writ for response from remotc
node,

KH EH

Broadcast: Receive broadcast RESTORE
Request Message.

The Restore Request Message is

broadcast. If no responte is

received then go to

INITIALISATION Phase,

4 4

Retrieve state variables from the
RSVS in accordance with the
RESTORE Reqguest message and
send to the local node in a
RESTORE Response Message.,

5
Once the remote node containing
the RSVS has becn fonnd then the
following steps are performed.

- Read entire RSYS using
Restore Request
Transaction,

- Using TE, and local clock
time determine if S; has
expired. (sce section 4.5),

BRI AT SP LA s P
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5t (cont.)

- If all S are stili valid then
restore them to the LSYS
and continue ¢lse 9
determine if degraded
operation is possible and
then continue, else
redundancy has been
exceeded and the failure is
now permangnt,

6 | 51

If RESTORE Response indicates & If remote node is performing RER
WAIT status this means that recovery from its own remote node
remofe node has failed and is then set WAIT status in the

pusy with its own RER recovery, KESTORE Response Message
Local node then waits Tor status to status and send te local node,
change to either OK or to

NOTOK.

Note:

If the remote node has its RSYS stored in the local node (see Mutual
Architecture in chapter 5) then both nodes wiil have lost their respective
RSVS's, The local node must then return a status of NOTOK to the RESTORE
Réquest £rom the remote node, This will then cause the remote to return
NOTOK to the local node’s RESTORE Request. If this is not done then
deadlock will occur, as both nodes will wait indefinitely for each other,

—_n —
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NOTE 1:
SELECTING A REMOTE NODE

We consider the local node to be operating in a network of computers, some or all
of which arc suitable to operate as a remote node. There are two options for
stlecting the remote node, one being static, the other dynamic. The two options are
based on;

- A Preferred Remote List (PRL),
- Dynamic polling at runtime,

The PRL is a list of snitable nodes that cxists in a static form in the iocal node. The
focal node simply tries each node i the list in turn until one of them accepts the
role a3 remote node. The list can be prioritised.

The dynamic approach is to broadcast a wmessage which solicits the services of a
remote node from all nodes on the network,

The advantages and disadvantages of the two technigues are as follows:

- The PRL approach has the advantage that the system designer can
determine which nodes will be remote nodes. This is important from
the point of view of loading in the remote nodes,

- The dynamic approach has the advantage of greater Flexibility over
the life-cycle of the computer network. As new nodes are added they
can in principle become remote node candidates.

- A disadvantage wich the dynamic asproach is that intelligence is
required in each node so that it can ditermine whether it is viable as
a remote node,

- Anocther disadvantage with the dynamic approach is that onc node
may become the remote node for more than one local. This will
affect the loading of this node and also affect the system reliability
should this node fail,

The action of sclecting a remote node is performed by the RER Manager function
in the local node and the RSVS Manager function in the remote node, See figure
4-6,

P Bmerehdmesan ememmiet e e e we cme e ee - . ———



NOTE 2:

SETUP TRANSACTION,
As part of the initialisation of the RER process the local node must establish

communications with the appropriate remote node. This is done by means of a
transaction consisting of two messages:

SETUP Request mescage

LOCAL NOODE REMOTE HODE

SETUP Response message

v =

l _ BETUP Raquest Measnge I

—
P
1 Local Node ID
2 Hetup Request ID
3 Synchronisation Time
4 RSVS Biee
] Checkaum

i Ml

SETUP Response Message

Parametar Deseription

Remote Node ID

Setup Reapopae 1D
Status {OX / NOTOK)

e JOF 43 =

Checksum
e e T i)
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Real-time Error Reco

The SETUP Request Message solicits the recciving node to set up 4 RSYS in
accordance with the size parameter provided in the message,

The response to this request is sent back to the local node in the SETUP Response
Message. If this is possible then the status is set to OK else it is set to NOTOK.,

The SETUP Request message causes the receiving node to determine if it has
sufficient memory to operate as a remote node, This it determines from the size
information (given in bytes) in the Request message,

The status is set to OK if the receiving node is available for use as a remote, If this
condition is not met then tlie status is set NOTOK.

These function are performed by the RER Manager in the local node and the RSVS
Manager in the remote node, See figure 4-6.
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ESTABLISHING VIABILITY OF THE REMOTE NODE AS STABLE STORAGE
OF RSYVS. '

Establishing the viability as a remote consists of a test performed by the remote
upon receipt of a SETUP Request message. The test establishes if there is sufficient
primary memory space available in the node to accommedate the requirements of
the RSVS. The sizing parameter for the RSYS are provided in the SETUP Request
Message, parameter number 4,

The size parameter is calculated as foliows:

bits required;

[ ]
B = F & E bi
=1

Where:
F = Overhead bits for Synchronisation time -
n = number of state variables to be located in the RSVS
b; = number of bits in the ith state varfable including the
expiry time tag,
= ¢dp> + <TEp»
Where: d; = data for state variable i
TE, = Time tag for state variable i
<TEp = number of bits in TE,
<dp = aunber of bits in d;

This calenlation is done in the design stage of the controllér and is a constant value
for a given design, It is transmitted as parameter 4 in the SETUP message.
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NOTE 4;

CLOCK SYNCHRONISATION

The synchronisation of the clocks in the local and remote nodes must occur for the
validation of restured state variables to be possible. There are a number of ways in
which clocks may be synchronised in a distributed system. In order to this without
error in a distributed system, in the face of malicious errors, is a complex process
and is discussed in [LAMBS2], [WEN78] and [MAC83].

In the RER process we propose a simple approach in which the ., aote node
includes in the RESTORE response messages the local time in the .cmote, The
remote node updates this parameter in the Response message as soon as its interngl
clock is npdated thereby ensuring that the local node will synchronise with the
same time if the transport delay is less than the granularity of the remote node
clock. The issues of clock granularity are well covered in [KOP87].

This issue is discussed more fully in section 4.6.
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LOCAL/REMOTE PUT/GET LOGIC
Refer to figure 4-6.

The principal functions in the implementation of RER are LOCAL PUT and GET
functions that reside in the local node and the REMOTE PUT and GET functions
that resiae in the remote node,

In the local node, state variables are generated by the contreller function, These
state variables are received by the LOCAL PUT logic and stored in the LSVS, This
function then tags the state variables with an expiry time calculated a3 shown in
section 4.5 and then transfers them to the remote node in a SAVE Reguest message,

The LOCAL GET logic opcrates during the RESTORE phase, Its function, under
the direction of thec RER Manager, is to impliement the transfer of state variables
from the RSYS using the RESTORE transaction, It then validates the state variables
as defined in section 4.5 and restores them to the LSVS,

In the remote node the REMOTE PUT logic operates in the SAVE phase and
implements SAVE Request messages, storing state variabies in the RSVS,

The REMOTE GET logic operates in the RESTORE phase and impléments the
RESTORE Request messages by retricving state variables from the RSVS.
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NOTE 6:

SAVE TRANSACTION

LOCAL NODE

SAVE Request message

REMGTE NODE

SAVE Response message

~ HAVE Request Message |

Parsmeter Description

Local Node ID
Sove Reguast ID

Ops by
State variahle |
TE; _
Checksum

@ [ e D W |

| SAVE Raesponae Message

1 Temote Node ID

2 Local Node Id

3 Save Request ID

4 Status (OK / NOTOX)
Checksum

e o e o e e e e T S
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For cach s; the following must be put into the SAVE Request Message:
TE; = expiry tin-le. calculated as shown in section 4.5
O - of fset in bits to the start of s; in the RSYS.
d; = number of data bits in s; as defined in note 3.

A table containing this information for cach state variable is required in the local

no;le. This table is the LOCAL STATE VARIABLE CONFIGURATION FILE and
containg the following information;

State varlable Validity thma Offant datn biis
i Tv 0 d
e ———
1 Tvy 0y 4
2 T\'z 02 dz
: : H H
n T¥h 0, dy
e : ==
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NOTE 7:

IDENTIFYING REMOTE NODE FAILURE

It is important that the local node be aware if the remote node has failed, for the
obvious reason that there is no longer a secure RSVS from which the local node can

recover. There are two cases 1o consider:

) The communication link to the remote is bidirectional with some sort
of PAR protocol for the save request.

b) The communication link is unidirectional with no explicit feedback

to a save request.

In case (a) the PAR protocol can be used to give feedback about the health of the
remote node, In fact, failed cemmunications will not differentiate if the remote
node itseff or the fink has failed, This distinction is not required, asgoc”™ =~ 0
end communications are required to save the RSVS,

In case (b) a remote node status menitor function would be required in the local
node. This periodically obtains the status of the remote node either by a
conversational test (such as sending a test pattern and recciving it back for
comparison) or by communication to a health monitor node in the system that
knows the status of all nodes, The latter approach is a problem if that link fails as
the local node then does not then know the status of the remote node,

A further reason to have regular periedic flow of transactions between the local
and remote node is to enable the remote node to time-out as an RSVS for the local,
Consider the case where the physical communication link between local and remote
is temporurily out of order. During this rime the local will establish an alternative
RSYVS node. If the original remote node does not realise it has been dropped as a
RSVS then in the restore phase it will still respsnd as the RSVS node. The local
node may then restore from an invalid RSVS, Therefore rcgular periodic
communications are required so that the remote can time-out a3 an RSVS once it has
not received a valid transaction for a given time-out period. This time-out period
must clearty be greater than the time it takes for the local to fail, recover and
attempt to restore from the RSVS, If not, the remote node wou'd time-ont just when

D L L L L A A o A A AL L LSRR sl
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it is needed. This establishes the lower bound of the time-out delay period:

Taelay > Tagr (Assumes almost zero time in failed
state. Sce 4.7 for non zero Failure
durations, )

Tggr is defined in appendix A.
The upper bound is determined by the maximum validity time for an s; (max TE;)

Tlalay < maxTE;

Therefore:

Trgyr < Taeay < maxTE,

In this thesis we consider only the vase where the SAVE transaction is bidirectional,

as it is essential to have feedback of the health of the remote node, Case (b) above
is not considered further.
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RESTORE TRANSACTION
RESTORE Requedt message
LOCAL HODE REMOTE MNDE

RESTORE Response mecsage

I_ RESTORT Request Message

Poramater Description
1 Local Node 1D
2 RUSTORE Request ID
3 RAVE alea
% Saequence Number
| 5 Chacksuin

d—
RES [OUE Response Mesnage |I

Paramater Deacription

1 | Remote Node ID
Local Node Id
RESTORE Response I
Status (0K / NOTOK)

QOurrent Tlme in Remoto hode
 BendTE i = 1 to h

Oheckaum
__Jheckaum o

- fe e | o |o

If statug is NOTNK, i.e., the remote being polled does not contain the RSYS { or the
RSVS it did contain i5 no longer valid), the data stream {s omitted.
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If it does contain the RSVS, the status becomes a sequence number, so that the
RSVYS can be broken into a number of PAR transactions each with the number of
bits depending on how long the bit stream is.

If the remote node itse!f is undergoing a RER recovery at the time that the local
node tries to activate a RESTORE, the status is returned as WAIT until tke remote
node has fuliy recovered.

The restore transaction is implemented by the LOCAL and REMOTE GET logic
under the direction of the RER and RSVS Manager in the local and remote nodes
respectively, See figure 4-6.
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SOTE 9

MUTUAL STATE VYARIABLE DEPENDENCY

The processes involved in restoring datfa to the LSVS are:

- Receive Restore Response message,

- Synchronise local clock with remote using parameter 5 in the
Response message.

- Evaluate TE, for variables as defined in 4.5,

- Strip off TE, information.

- Save state variables in LSVS,

These processes may proceed in parallel with intervening queues, but the
sequencing of the processes is influenced by the mutual dependency of the state
variables.

Mutual dependency here means that the controller is required to use groups of state
variables at a time and the group or set must be consistent in itself. For example
state variables S and S; define the internal state at a particular interval and for
any computation using them they must both belong to the same sample interval.

Consider the case where each state variable is indepeadent of the others. During the
reatore phase, as cach S; is received (rom the RSVS and its TE; validated, it can be
restored to the LSVS and used by the processor,

In the cage of dependant state variables the entire LSVS must be restored (hence all
the expiry times for the state variables must be valid) before the processor can
proseed to use the LSVS.

These restoring functions are performed by the LOCAL GET function. See figure
4-6,
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45 VALIDATION OF STATE VARIABLES IN THE RSYS

In order to determine the validity of the state variables in the RSVS we first need
to define how to establish the validity time For any one state variable. In section
4.5.1 we look at the normal derivation for sampling of input variables in a system
ahd then look at how ihis develops towards a new sampling rate required to
implement RER. In section 4.5.2 we look at how the validity time asrociated with
each state variable is used in the RER Recovery process.

4.5.1 RER Sampling Rata

The validity and usefulness of state variables recovered from the RSVS depend on
whether the values of these state variables are current when e re ~>+axion process
is complete. State variables in the LSVS of the congrollerh- - - -fidity time
associated with them [MAC83], The validity ;ime of i . .ria..  vsually
defined as being a function of the rate of chauge op graJdic. .1 the input variables

from which these state variables are co. uted [MA“283] end [KOP88]. Consider
input variable V;:

Mazximum rate of change = «% ) = g (4.1)

For Y; a maximum deviation between the observed vaiuc and the actual vaiuve is
allowed and is called dV, where:

dv, = g x dt (42)

dt is the slowest acceptable update interval for V) and is the period during which
the sample is considered valid, ie,:

av; ¢ g x dt

This in effect gives the sampling frequency for V, as follows:

fl. = 1 / dt Hz (4' 3 )
e O A o S O A A
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Tre relationship between input variables and state variables can be explained as
follows: In the processor statc vaiiables are created by combining input variables
with existing state variables in a cyclic computation thus creating a new state
variable, In general not ull the input variables are sampled at the same rate but the
state variable computation will be performed at the rate of the variable(s) with the
highest sampling rate. Call this input variable V. In other words V), is the input
variable, whose sampling rate determines the creation rate of the state variable S;,

We now consider state variable §; to be tied by a cyclic computation to the input
variable V;, The creation rate of S; is then directly related to dt.

Creation interval for state variable S, is:

tcl = dt (4.4)
fl = lftcl (4.5)

Once the state variable 5; has been ereated (computed) in the local node, it is stored
in the LSVS and then transferred to the RSVS in the remote node. We define this
time from end of creation to successful storage in the RGVS as the SAVE
transaction time, This is the time taken for one cycle of the SAVE transaction (sec
appendix A).

SAVE Transaction time = Tgave
For this analysis it is assumed that t! ¢ SAVE time is constant for ail 8,
We now define the time taken for recovery of the state variable from the RSVS to
the LSVS, This time period begins when a fault in the local node is detected. This
then triggers a RESTORE phase which ends when the validated state variables are
in the LSVS and the local node is ready to continue execution of application
programs (see appendix A), Cail this time the RESTORE Time:

RESTORE Transaction time = Trar

The relationships of the times defined above are shown in the timi»g disgram
figure 4-7,
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A, B, € = State Varisble Craation
SAVE ° SAVE Transaction time
T =  RESTORE Transaction time
ﬁﬂi a  Qreation rate for state varinble {
Tvy = Valldity time for state variable {.
faflure
event
[ ]
. TRt
£
L ¥
Tsave, Tsave, I time
. . ,
1:::l tci .
s : r '
I
uy . B | LN+
. | T . J
b |

Figure 4-7: Components of Validity Time

From the timing diagram it can be seen that the worst case time occurs when the
failure cvent is detected just before { early by the small time interval ¢ ) the end
of the transfer time to the RSVS, Two assumptions are made for this analysis;

a) It is assumed that there is no fault latency. This means that the fault is
detected as soon as it occurs, This is not generally true and the more complex
analysis taking fault latency into account is given in section 6.1.3,

b) It is assumed that when the fault is detected, the transfer process to the
RSVS will be aborted and that the RSVS will remain intact with the
previous value for 8,

The failure cvent occurs a very short time belore the end of the transfer time, Call
this time interval «. As soon as the failure event has occurred the recovery process
begins and lasts for Trep.
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From the above it can be seen that the minimum validity time for the state variable

S; is:
TVI = . tci + TSAVE 4 TRST. q (4.6)

Tv, is the validity time for input variable Vy, Also Tv; is greater than tc,. However
from equation (4.4) tc; is derived from the characteristios of the input variable and
cannot be altered, The validity time cannot therefore be greater than tc; without
exceeding the deviation dV. In order to achieve the required sampling accuracy
and take into account the delays introduced by the RER process, V; needs to be
sampled at a rate greater than calculated in (4.5) above. This r¢lationship between
Te; and te; is shown in the figure below:

A, B, € = State Variable Creation
TsavE = SAVE Trensacticn time
Trey = RESTORE Trensection time
TSAVE
+
TRET
. Tci 1 Tci .
time '
l'l':i
'J'A Ep n g
Tv,

Figure 4-8: Tc;: The RER Sampling Interval

We define the creation interval of state variables taking into account the RER
process as follows:

Tci = tc, - ( TSAVE "+ TRST ) (4.7)
This gives the new higher sampling frequency as:

Prer = 1/ Te (4.8)
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Te; now replaces teg as the creation rate for 5, and therefore the sampling rate for
Vi This gives the validity time we ar¢ looking for:

TV{ = Tci + TSAVE + TRST - e (4.9)
From equation (4.7) we can see that two cases exist:

l) tei > TSAVE + TRST (4.103)
2) tei S TSAVE + TRBT (4.1 Ob)

If (4.10a) holds true then it is possible to create the state variable at such a rate that
its validity will be assured after RER rccovery ¢ven if failure occurs at the worst
possible instant i.e., e time interval before the end of TSAVE.

If (4.10b) hoids trae then it is possible for a [ailurc to oceur such that it is not
possible to restorc thc state variables before they have expired. In this case
degraded operation may be possible {as discusscd in section 6.4).

This clearly indicates the need to minimise (Tgayp + Tpgrp) in any system
implementing RER. If the input variable that makes up the state variable changes
at a rate that c~ceeds the bandwidth imposed by the communication medium and
the RER operations in the local and remote nodes, then RER is not feasible in that
system, However, there are many applications of embedded and dedicated real-time
controllirs of the type discussed in 6.2.2 (d) whete the plant processes are refatively
slow compared to the computers and communication medium,

4.5.2 Expiry Time Caleulation
Tv,as calculated in equation (4.9) is a time interval, What is required for validation
of the restorcd state variables is an absolute time, This is known as the expiry time
and is calculated as follows:
For node k the expiry time of state variable i = TE; where:

TE[ = le + Tvi (4.1 l)

Ty is the tocal clock time in node k.
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Based on the above definitions, the praocess operates as follows: When each state
variable is computed, its expiry time is calculated and tagged to the variable, This
is sent with the state variable to the RSVS. On recovery the expiry time of the state
variable is compared to the current local time TjX,

- If TE, ¢« T} (4.12)

then the data has expired and cannot be uyed, or may
cnly be used in a degraded mode.

- If TE; > T (4.13)

then the data is still valid and may be restored to the

LSVS.
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4.6 TIMING CONSIDERATIONS FOR RECOVERY
4,6,1 Genera' Timing Analysis

As described above, the local node (K) calculates the expiry time for variable V, by
adding a validity time to the local ciock time of node K., In the scenario considered
here, the local node fails temporarily at some arbitrary time and as part of the real-
time error recovery process it must again synchronise its local clock to the global
clock time. As discussed in [KOP87] global clock time in a distributed system is an
abstract quantity as there is in fact no one global clock, However, il all the local
clocks are synchronised to some accuracy and with the same granularity then it is
useful to introduce the concept of a glabal time such as the avernge duration
between two ticks, and the tick number, In the following analysis we look at the
impact that synchronising the local clock to global clock time has on the validity
calculation of the restored variable. In this analysis only phase differences between
two clocks are considered and not the frequency differences, It is assumed that the
clocks are "good" clocks and that deviation from a standard rate is small enough to
be ignored.

The following terminology is used in the analysis [KOP87):

Tg = global clock time

¥ = local time of clock in node K
v = local time of clock it node ¥
n* =  duration of one clock tick at node K

Consider input variabie ¥V, that has a validity time of Tv, The expiry time for this
variable has been shown in (4.11) above to be:

TEi a le + TV*
At this point we wish to calculate what the difference is between the local time in

node K and the focal time in node J, from which the local node K will restore its
clock and state variables. This is derived as follows:
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Each local clock in JF and K dcviate from global ciock time by an amount §T,

T
T

T + 8T,
T + 3T,

therefore: Ty - T = 3T, - 3T,
= 8T} (4.14)

Thus, at the time when node K calculated the expiry time from variable V), the
local time in node J was:

T = T + 8Ty {4.15)

At some time later node K fails and as part of the recovery process synchronises .8
clock with node J, At this point in time;

T¥ = T) + 8T, (4.16)
Where 3T, is the synchronisation time.

The synchronisation time is always a positive duration during which the node K
will establish a gsynchronised value for its tocal clock. Of course, due to message
transfer times, the local clock will only set to the new synchronisation value some
time after this value was achieved by the cloct in node J. However, from equation
(4.2J) we saw that node J's time was different from node K by 2n amount 8T, .
This must be added to the synchronisaiion delay to give the difference in time
between the original expiry time and the new expiry time in terms of glcbhal clock
time. Assume that the clock for node K before failure correspond: cxactly to global
clock time, The difference in global clock time between auiu. 'y time for V;
and the cxpiry time now held by node K's clock j«:

E = BTy + 8T, (4.17)

This is shown in the timing diagram example in figure 4+9,
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Figure 4-9: Example of Synchronisation Timing

The range of values for E depends on:
83T,: which will always be positive.
0 < T, < nik
dT;.x ¢ which depends on the maximum drift between the two clock;.-

-Maxdrift < dT;, < +Maxdrift

It 15 possible therefore to cnd up with either an optimistic or a pessimistic
cvaluation of whether the restored variable is still valid, Consider the implications:
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4. ) Real-u’me Error Recovery(RER) N

Case 1: E>0
This means that the new value for TE; is greater than the old value for TE,
newTE; = oldTE; + E
In this case ‘data that has expired will be seen to be valid and will be used
incorrectly.
Case 2: E <9
This means that the new value for TE; is less thar t'.e old value for TE;
n'ewTEl = OldTEi - E
In this case data that is valid will be discarded unnecessarilyL
From this it is possible to derive a relaxed or conservetive . :ndition for the
calculation of TF, depending on whether it is better to go into 2 degraded mode of
operation or to operate only with stricly correct variables,
Relaxed: TE; = T + Tv; + nl* (4.18)
Conservative: TE, = T + Tv, - nl* (4.19)
4.6, Local ar Remote Node Synchronisation Issues
During the INITIALISATION phase of RER the local node attempts to synchronise
its clock with thé remote node’s local clock. It was identified in equation (4.14) that
a difference may exist between these two clocks. The manner in which this

difference is managed is as follows:

Consider firsily the case where there is otly ene local and one remote node, If the
difference identified in (4.14) is less than one clock tick in the remote node, i.e.

dTj, < nb
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the remote node will not detect that the local node time is different to its own and
hence no corrective action ean be taken, There therefore remains an uncertainty in

the clock synchronisation in the order of nb,
If the clocks are sufficiently different such that:
de-k > Illj

the remote node can synchronise its clock to the local node and will only be slow
by an amount of T, as shown in equation (4.16).

Consider the case where the remote node is operating as a remote node for more
than one local no "z thus containing more than one RSVS, This is possibie with the
star topology defined in chapter 5, In this situation it is not possible for the remote
node to synchronise its clock directly with any onc of the many local nodes unless
the remote node maiataing multiple clocks, Synchronisation is therefore achieved
by establishing a difference time for each local node K as in equation {4.16). This
difference is saved in the remote node and used when cuch local node is restored,

During the recovery process this difference is added to or subtracted from the
remote’s local time, This new time is the one inserted as a4 paramecter in the
RESTORE Response mesaage and is used by the local node to synchronise its clock.

In this way the remotc node ¢an maintain state variables w' h expiry times
synchronised to multiple clecks.

47 FAULT DURATION: IMPACT ON RER

In the foregoing analyses of RER we have only considered the case where faults
precipitating the RER process were transient faults with zero duration, In this
section we wish to analyze the case in which the fault duration is greater than zero,
We are still considering sof'¢ or transient faults, Typically, a physical realisation of
a transient {ault with non zero duration would be a power interruption. Transient
Faults caused by ionising radiation or electromagnetic interference would normally
have durations approximating zero,

In section 4.4.2 we described the state transitions that occur in the local node once
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a fault has been detected (see figure 4-4), The first process implemented after Fault
detection is LOCAL NODE INITIALISATION, This description was bastd on the
assumption of zero fault durdtion, If the fauit duration is non zero, the process of
LOCAL NODE INITIALISATION is delayed by the duration of the Fault, The
impact of non zero fault duration on the timing model for the RESTORE phase is
shown in appendix A and is identified as:

Fault Duration = Ten

The effect of a non zero fault duration (Tpy > 0) is that it erodes the time
remaining to the expiry time of the state variable in the RSVS. This can be
expressed as follows:

Lgt the time at which a fault is detected be:

Time of detection = T,
Based in equation (4.13) we then have:

TE > Tf + TRST + TFD
This expression tells us that from the time the fault is detected (T,) there is a time
period before the state variables in the RSYS expire, Part of this time must be used
for the restore process (Tpgy) and the remaining time can be absorbed by the local
node being in a faulty state (Tpp).
We wish to establish the range of values that Ty can take on, The lower bound of
Typ i8 zéro as described above for transient faults caused by such events as icnising

radiation or electromagnetic interference. The upper bound that Ty, ¢an take while
still having valid RER recovery is derived from the following expression:

TFD F4 TE - Tf - TRST

Ty is the only variabie and defines the actual time in the SAVE phase when the
fault occurs and is detected (we assume zero latency heére),

Referring to figure 4-7 we defined the worst case time for a fault to occur as being
a short time ¢ before the end of the SAVE transaction. Based on a similar argument
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the best time for a fault to occur (maximum time to expiry of state variables) is a
short time s after the SAVE transaction is completed. This gives the maximum

duration for Typ a5
Typ < Tv - Tggr - Tgave - ¢
substituting Tv from equation (4.9) we get :
Typy < Te - 2¢
Thus the bounds for Tyy are:
0 < Tpp % To-2¢ (4.20)

The above analysis gives rise to an interesting analogy between the RER process
and a low pass filter for transient errors as shown in figure 4-10. We have shown
that the RER process is effective against transient errors less than Te¢ - 2« in
duration, This is the cutoff point of the low pass filter. Longer duration faults (i.e.,
fauits with duration greater than To - 2¢) are 1ot stopped by the RER process, This
would corswopountd 10 permanent faults that exceed the expiry time of the state
variables in the RSVS, The RSVS is analogous to a capacitor which stores the
information for a period of time, The capacitor isa leaky one as the "charge” decays
over time (the expiry time}). This is shown in figure 4-11, The concept of a "Sof't
Error Filter" has bgen describad by [SAV86] in conncction with fault tolerance in
VLSI circuits, The system defined by this author uses actual filters for transicent
signal, RER provides a filter for transient disturbances at the system level.

I | - Tc - 2¢
Disturbance
Inputs > LOCAL MODE b
cutput
Trahsient
Fault
Filter
Figure 4-10: Transient Fault Filter Anslogy
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RER Effectiveness

RER not effective

Te ~ 26 bBuration of
Fault

Figure 4-11; Transient Error Filter Spectrumn

48 CONCLUSION

In this chapter we have proposed a solution to the problem of error recovery posad
in chapters 1 and 2 for complex, time critical error recovery. The solution is
fundamentaliy a state restoration technique that circumvents the shortcomings of
backward error recovery described in chapter 3. In normal backward error recovery
techniques the problem lies in the time taken to restore the computer's state. T8
is usunlly a sufficiently lengthy process so as to make it unacceptable for real-time
systems and Class II systems in particular. As the process we propose does restore
the system state in real-time undey defined conditions, we call it Reat-time Error
Recover and have adopted the atbreviation RER,

We have shown that RER has a generic architecture consisting of a controller, a
communijcation medium and a stable storage node. We show that this can easily be
realised in practice in a real time distributed computer control system consisting
of a number of autonomous controilers interconnected by a high-speed local area
network where each controlier acts as the stable storage node for another controller,
By implementing it in this architecture we derive the benefits of physical
distribution and also make the technique available to a wide range of industrial
applications.

___________________________________________________________________________________________
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RER consists of a three-phase process. In this chapter we have produced an
operational description of these three phases which are:

“ Sctup Phase

- Save Phase
- Restore Phase

We have shown that it is viable to export state variables from a controfler at
runtime (Save phase) and save these vuriables in a stable storage medium for later
restoration, The state variables are tagged with an expiry time before being stored
in the stable storage node. This expiry time is an important concept in RER and is
used to validate the state variable in the RESTORE phase.

The restoration process takes place in the RESTORE phase in which the state
variables are retrieved from the stable storage node and checked for validity before
being restored to the local processors state variable store. As RER is a real-time
error recovery process, validity is very much a temporal issue anid the algorithm for
determining the expiry time {or a state variable is described in this chapter. Other
timing issues that are discussed are the problems that arise when attempting to
synchronise two remote nodes on a network. This synchronisation discrepancy has
8 bearing on the expiry time, This is analyzed, showing that it is possible to have
a relaxed or conservative approach to the expiry time calculation,

Finally we come to the interesting analogy that can be drawn for RER. If can be
compared to a filter existing at the disturbance inputs to the controller that filters
transient Faults up to a given duration, This duration in effect is the cutoff point
for the "low pass diaturbance filter" and we derive this cutoff duration in this
chapter, Transient faults with & duration Iess that this cutoff time are filtered by
the controller in real-time¢ and arc thus transparent to its normal controller
function. Faults that are longer In duration that the cutofl are either permanent
faults which require repair or transient faults that cannot be dealt with validly
given the constraints of the process under control. In other words, because we are
dealing with a Class If system, the time allocation for recovery is détermined by the
environment.
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CHAPTER FIVE

5. REAL-TIME ERROR RECOVERY ARCHITECTURES

51 INTRODUCTION

In ¢hapter 4 RER has been introduced as a strategy utilising a local node and a
remote node. The local node contains a local state variable store (LSYS) and the
remote node contains a remote state variable store (RSVS). During operation Iocal
state variables are saved in the RSVS, and after a failure, these state variables are
restored to the LSVS subject to timing validity criteria. This architecture is shown
in figure 5-1,

NODEi' HUDEJ

LSVSi RSVS;

SAVE / RESTORE Transact{ons

Lsv8 = local State Varlable Store

RSVS ® Remote State Varioble Stora

Figure 5-1: Basi¢c RER Architecture

In this study we consider the case where real«time error recovery 18 used in a
distributed computer control system consisting of & number of fairly autonomous
and lovsely coupled nodes, Such an architesture lends itself to RER because the
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nodes have independent failure modes due to the fact that they are geographically

separated. In this case each node or contreller requires to be able to save its local
state variables, This requires mutual service rendered by each node to another,

When the number of nodes is greater than 2 a number of issues arise that require
analysis. These are: '

a) RSVS Topology:
Single-point or Broadcast.
Location of RSVS,
b) Fixed or dynamic RSVS allocation,
¢) Nesting of RSVSs.

In this chapter we discuss these issues as they affect the way in which nodes in a
network can cooperate to nchieve an RER capability.

52 RSVS TOPOLOGY
5.2.1 Single-point vs Broadcast

There are two altérnative approaches fer deciding how to locate the RSYS for a
given local node. In the first case the local node is allocated a single remote node
in which to store its RSVS. In the alternative approach the RSVS for a local node
regides on all other remote nodes capable of providing stable storage of the RSVS
in gquestion.

In the first case a logical point-to-point communication link is reguired between the
local and remote node, In the latter case, as the data must be stored on all possible
nodes, & logical broadcast link is required for the saving of state variable data, The
point-to-point or broadcast links mentioned here are logical operations of the
communication system and do not refer to the capabilities of the physical link.

There are pros and cons associated with both these approaches aind the best
aporoach to adopt will be determined by system level performance factors such as
required reliability, bus bandwidth and others, These two architectures are
discussed below.
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5,2.1.1 Single-point Remote Storage

In single-point remote storage a single remote node is selected as the holder of the
RSVS for each particular local node, The pairing philosophy can be either mutual,
sequential or random,

a) Mutual Single-point Topology

See figure 5-2,
In the mutual single-point topology nodes are paired off, each one holding the
RSYVS for its partner.

Conceptually this mode of operation is very simple. Pairs can be selected on the
basis of adequate storage for the partner’s RSVS and for a high degree of
independence in failure modes, The limitaticn of this approach is the need for an
even number of nodes, '

IIDDEi NODE 1 NCOEk NODE 1

stsi RSVS ] LSVS | R5VS LSVS,, , RSVS, LSVSl RSVS,

LSvs © Locat State VYarjable Store

RSYS & Remote Stati Verisblé Store

Figure § 71 Muiual Slagle-polnt Topology
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b) Sequential Single-polnt Topology

See figure 5-3,

In the sequential mode of operation esch node has an RER link to its logical
neighbour. New nodcs added to the system require the ring to be broken » * re-
established with the new node, This will involve a configuration change of the
preceding node. The new node will be configured to link it to the following node.
0Odd or even numbers of nodes can be handled, This architecturc is applicable
where there is a high degree of similarity of nodes so that a more complex method
of choosing the remote node is not warranted, This architecture also protects
against failures of adjacent nodes il nested recovery has been implemented (see

scction 5.4).

i

HUOE{ NCODE ] H{.‘DEk NODE L

Lsvs 1 RSVS, Lsvs | R8VS; LSVS) RSVE i L&VS, RS\I’Sk

\WL5V8 o Local State Variable Store

RSYS = Remots State Varjable Store

Figure 5-3: Sequential Single-point Topology

€) Random Single-point Topology

Sce ligure 5-4.

In random single-point topology the logical links are random in the sense that they
are neither sequential nior paired. This topology will arise in practice when nodes
are paired of f with each other, not on the basis of physical location o the network,
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but on the basis of some performance parameter such as limitations in spare
mentory and CPU capacity required to handle the RSVS or independence of specific

area threats.

NODE, NODE 1 NODE), NODE|

LSVSi RSVB‘ LSVS J nsvsk LS\‘Sk RSVS' LS\FS! RSVS 1

LsVS = Local State Vaerfable Store

RSVS e Remote Staté Variable Store

Figure 5-4; Random Slngle-point Topology

d) Star Single-point Topolegy

See figure 5-5.

In all the above topologies it has been assumed t! at a single RSVS resides in a single
ncde, It is possible to locate multipic RSVSs in a single node and in the limiting case
to locate all RSVSs in a single node creating a star configuration shown in figure
5-5, Justification for a topology such as this would depend on the relative fuilure
rates of the various nodes. If node m's failure rate is very low relative to node i, j,
k and |, this arrangement may yield the highest system reliability, Of course the
potential for a single-point failure is unlikefy to sce such an architecture being
selected,
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5.2.1.2 Broadcast Remote Storage

Broadeast remote state variable storage derives its name from the fact that local
state variable data from each node is broadcast on the network to all other nodes
capable of acting as stable storage,

NODE NODE ; NODE,, NODE
stsi LSVS i stsk LSY5 t
¥ ) ¥ i
WODE

] v

REVSH

RSVS]

RSVEK

RSVSL
LSvS = Leocal State Varjsble Stora
REVS © Remote State Verfable Store

Figure 5-5: Star Siagle-potint Topology

Multiple copies of the RSVS for e¢ach node will therefore be established in all other
nodes, This has the potential of improving the reliability of the system by
increasing the diversification but at the expense of CPU and communication system
loading.

The reliability improvements can be considerable especially if there is a high
probability of common mode failures, For exampie if subsections of the piant could
suffer power brownouts then the llkelihood of a simultaneous failure of a local and
its remote becomes significant. Multiple remote nodes spread throughout the plant
would protect agshst this.

The problems Jf using broadeast relate to the increase in complexity and the
increase in loaaing, Complexity is increasad because it becomes more ditficult to
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maintain consistency between remote nodes. Firstly a problem associate@ with using
broadeast is determining which .. ie should respond when a local nade requires to
recover its LSVS, This can be solved by increasing the complexity (and therefore
the time) of the recovery protocol. Also in a broadecast protocol it is not easy to
achieve positive acknowledgements for messages in the Save protocol. Thus when
recovery oceurs it may be from a node that has an RSVS that is not entirely correct.
Again, by increasing the complexity (and thus the time) of the Save protocol this
could be overcome. '

Increased resuuree loading is also a problem in broadcast RER. As all nodes must
be able to handle all state variables from ali other nodes this means that they must
all have far more spare CPU processing capability and memory than would be
required in a more selective pairing of nodes such as in the point -to-point topology.
This spare capacity is rarely available in most controllers. As the controllers are
operating in a real-time situation against hard time constraints an overload of a
resource such as CPU processing nower can cause the controller to £ail (to meet its
timing requirements).

From the above It can be seen that the apparent increase in reliability offered by
broadcast RER may be lost by the increase in complexity and resource loading. In
practice these factors must be examined to determine if broadcast should be used.

53 DYNAMIC RSVS ALLOCATION .

Dynamic RSVS allocation is applicable to point-to-point topologies only, It is a
strategy that is introduced to cater for failures in the remote node. In the point-to-
point topology described above we assumed that each node has one remote node
associated with it containing its RSVS. This is the static RSVS topology and protects
the local node against a certain class of failures that it may suffer as loug as the
remote node is operational, It is also necessary to analyze what happeas when the
remote node fails and to find a solution to the ensuing loss of recoverability,

In a static RER system each local node i3 assigned a node to hold its RSVS. If the
remote node fails permanently then the RER capability of the local node is lost,
Transient failures of the remote node are only a probliem if the local node algo fails
at the same time its assigned remote has failed, If the local node does not require
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to call upon the remote node for recovery exactly at the time the remote node has
faifed, then the RER capability will be preserved. Simultancous failure of the local
and remote nodes is discussed further in section 5.4.

If, after recovery from a transient failure, a remote node has lost its RSVS then the
local node must again initialise the remote with its entire LSVS.

If the remote node suffers a permanent failure, then under the static scheme
devcribed above, the local node that had entrusted its RSYS to that node will have
lost all RER capyhility. It is therefore desirable to consider a scheme of dynamis
remote node allocation whereby the RER ability of the system is not degraded if
& node fails.

The process would operate as follows: When a node detects that its remote node has
failed, it proceeds to search among the remaiaing nodes for an eilgible remote node.
Having found one it will update this node with its entire LSV3 and thus create a
new RSVS, This allows remote nodes to be removed from operation for say
maintenance or failure, while stitl preserving the RER capability for the local node,

A number of strategics are possible when selecting the new reémote node. This
selection depends on a variety of resource related factors, The selection of the new
remote can either be based on a list of eligible remote nodes or selection can be
done at runtime when the remote failure is detected,

a) Preferred L.omote List (PRL)

A list of preferred remote nodes in a prioritised order of selection is definad in
cach node when the node is configured, At startup the first node in the list is
established as the remote, If' that node fails, the next a\ >itable node on the list is
chosen, When the local node fais, it most, on recovery, polt the nodes in its PRL to
establish which node contains the RSYS,

The advatitage of having a fixed list of possible remotc nodes is that the system
designer can take into account the impact on performance that can occur if a node
suddenly acquires an additional RSVS to manage. This is also the only way to
prevent the snowball effect (deseribed below). The disadvantage of the PRL is that
a node may end up without a remote nud 2 for its RSVS even though other nodes in
the system are still operational, Tris can happen if all the eligible nodes on the list
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are disabled, while another node not on the list could operate as a remote node.

The PRL can also be inflexible in some situations due to the fact that many control
gystems grow and evolve over the lil‘e-cycle'of the plant. This means that when new
nodes are added or existing nodes are modified or upgraded, the structure of all the
PRLs may have to be revised.

b) Runtime Selection of Remotes

The alternative to the {ixed PRL approach is to perform the selection at runtime,
When a node detects its remote has failed it posts a request for a stable storage
service to all other nndes in the sysiem, The first node to respond positively
becomes the remote node, In this approach the deeision of which node becomes the
remote node, rests with the remote node and not with the focal node, The advantage
of this lies in the fact that best use is made of the resources available at any time,
It allows new nodes to be entered into the system as stable storage sites without
modification to existing nodes, The disadvantage is that all nodes nced to be
capable of determining on a dynamic basis whether they are suitable candidates for
the stable storage of the requesting node. In this case each node must contain the
algorithm to determine if it is a suitable node. Furthermore this algorithm must be
able to prevent the snowball effect.

&) Snowball Effect

Every RSVS allocated to a node consumes memory and CPU processing resources
in that node, The resources consumed depend on such factors as the number and
rate of creation of statas variabies. In a system with dynamic remote aliocation that
is undergoing a number of failures, there is & danger that all ur a large number of
RSVSs may migrate to on¢ particularly reliable node. This problem is serious
because nodes in an RER environment ure real-time nodes operating in class II
systems with event inputs, This means that strict timing constraints are imposed. In
most such gystems there is very little spare CPU time available and furthermore it
is not easy to dete:mine in advance with precision the imp~ct of adding another
RSVS to this node. The result of alf of this is that the node becomes overioad.d and
cannot fulfil its original controller function,

The snowball effcet must be prevented by imposing a 1imit on each node that 13
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capable of operating as a stable storage node. The first limit covers the memory
allocation required for each additionazl RSVS. This computation is done at the time
the node is requested to setup as a remote node and is defined in chapter 4, note 3,
The second limitation involves the incremental load on the CPU incurred in
servicing the RSVS, This calculation is based on the number of state variables and
the rats of their update, The effect on CPU loading is calsulated in chapter 6, The
setup protocol would have to contain this information, This requires an extension
to the SETLP Request Message (defined in chupter 4 note 2) as Follows:

Param ¥ | Parametor Description
_ _ |
1 Local Node ID
2 Setup Request ID
3 Synchronisation Time
4 RSVS Size
R et :5:%
5 Mean No, of Bits per
Save (see sectivn 6,2)

6 Mecan Time Between

Saves (sec section 6.2)

7 Checksum

e LT

However, even if cutright overload is prevented there is still the problem of nodes
having a variable load due to failures of other nodes. This ¢an have many
unpredictable ef fects in a control system, Because ..< these reasons runtime selection
of remote nodes should be used with caution.
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54 NESTED RECOVERY FATHS

In the previous section we discussed the impact of a remote node failure and how
a ncw remote node may be selected. The sssumption there was that the lacal node
does not fail simultancously with the remote node. If this happens in a broadcast
topology, the local izode will simply restore its LSVS from the first available remote
node. In.the point-to-point topology a special strategy must be used to cater for
simultaneous failures of local and remote node. This is the technique of nested
tecovery discussed in this section.

In RER each local node saves its state variable data in a remote node for use on
tecovery, The question arises whether data stored for another node becomes part
of the remotes node’s LSVS, The argument whether the RSVS in 2 node becomes
part of the LSVS of that node centres around the impact on reliability.

A remote node typically performs two basic functions. The first is that of a
¢ atroller of some subsection of the plant. This function generates state variables
which are kept in the LSVS. The second function is that of stable storage of an
RSVS for some other node. Iif we want the RER process to restore both these
functions of the node, both the LSVS and the RSVS being managed for some other
node, must be restored after & failure, This means that they must both be saved in
the remote node for this node,

If the RSVS is not part of the LSVS, it is lost when the remote node fails, If the
local node had o simultancous failure, the ability to recovery the local node using
RER would be lost. The way'to recover the local node in the event of simultancous
faiture of locnl and remote nodes is to give the remote node the ability to restore
its RSVS when it recovers. The justificatior “or making the RSVS part of a node's
LSVS is therefore the increased reliability it offers, In this section we look at the
issues that arise when the RSVS is made part of the LSVS,

Consider the following nodes A, Band C;
A has state variables {ay .. a5

B has state variables (b, .. b;}
C has state varinbles {o; .. c})
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Define the symbol e "is a stable storage remote node for"
Then

reads:
B s a siable storage remote node for C.

C saves its LSVS {c, .. ¢;) in B which has its own LSVS (b, .. b;} and an RSVS for
C. Similarly if we extend the chain as follows:

A«B=C !l

then A contains its LSVS {a, .. 2} and B's RSVS (b, .. by

If the RSVS in a node is considered part of that node’s LSVS then cleariy A will
end with its LSVS (a, .. a;} and B's RSVS (b, . . by} and C's RSVS {¢, .. ¢y}, The
advantage of this scheme is that if B and C fail simuitaneously then on recovery B
can restore its LSVS (b, .. bjj and C’s RSVS (¢, .. ;). After this C can restore its
LSVS from B,

The problers that arise when considering the RSVYS as part of the node’s LSVS are
as follows:

a) RSVS Runaway
b}  Deadlock
¢) Resource utilisation
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a) RSYS Runaway

In a typical design every node would be ailocated 4 remote node for stable storage
of the LSVS. A scheme as follows inay be used:

IIAt-B—C‘-A ﬁ

It is clear from this that unless additional intelligence is put in the management of
R.8VSs che size of the RSYS in each node will grow continuously each time a remote
is updated with o state variable, This circulating growth will continue until failure
or until some system parameter is cxceeded.

When a node saves its LSVS and RSVSs to a remote node it must first check that one
of .the R3VSs that it containg is not the RSVS for the remote node it wishes to use
for its LSVS, If this is true then the RSVYS for the remote node must be removed
from the items to be saved in the remote node,

b) Deadlock

In the case of nested RSVSs cach node must wait for its Immediate predecessor to
recover its LSVS before the node can recover its RSVS from the predecessor, In the
case of a loop arrangement as shown below:

lﬂA-Bﬁ-C-A

and when sinmtuitancous failure of all three nodes occur, deadlock can ensue as each
node waits for its predecessor to recover ity LSVS, Thus any recovery algorithm
must cater for this.

This i3 done by means of the WAIT status and a timeout as defined in chapter 4
note 7.

c) Resource Utilisation

Even il the problems described above in a) and b) are solved by adequate design of
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RER algorithm, the nesting scheme has some of the problems of the broadcast
approach and ths dynamic remote allocation approach described above with a
variable and increased use of memory, processor and network resources. System
level congideration of these constraints will determine whether this is a viable
approach for an application.

55 CONCLUSION

In this chapter we have examined the various ways in which controllers can be put
together to cooperate in an RER system, The two basic types are the single-point
topology where a node has its RSVS located in just one node somewhere on the
network, and broadcast topology where a node has its RSVS located in all suitable
nodes on the network, We found that the broadcast tapology can be potentially more
reliable bu* at the expense of increased complexity and resource utilisation. Within
the single-point topology the issues of remote node failure and particularly remote
node failure simultaneously with a local node failure were examined, We have
found that complex models of RER can be devised which can cope with this
simultancous failure of lo  and remote node but also at the expense of increase
loading and resource utilisation,
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CHAPTER SIX

6. EVALUATION of REAL-TIME ERROR RECOVERY

6.1 FAULT DETECTION LATENCY
6.1.1 General

Fault latency is an important concept to ¢y ~eder in any fault tolerant strategy as
it can have a significant bearing on the success or failure of the fault tolerance
mechanism. All failure events have a latency associated with them, If the lateucy
is too large, the problem of fault containment arises and there is a2 danger of
erroncous information propagating to neighbouring processors or to other nodes in
u distributed system [ROS82]. The duration of the latency can vary considerably
from nearly instantancous to infinite as & . - case of indistinguishable faults,
However, as pointed out by JLAM7S], - atire concept of failure is only
meaningful in the context r¥ physical time, Without physical time there is no way
to distinguish n failed process from one which is just pausing between events, Thus
fault latency is always present.

A latent fault occurs when a failure event takes the computer system into a Faulty
state that is not mensured or detected. The system continues operating with the
fault preseat, This is shown in {igurc 3«3 as the secondary failure events arc, In the
Lot case if the fault produces no incorrect outputs or behaviour of the system, it
js called an indistinguishable fault by [SWES87]. An example of an indistinguishable
fault iz a failure in & memory cell that is not used in the current mission of the
computer, In such a case the latent fauit could be permanent and not cause any
misbehaviour of the system. O course any change to the computer such as
expanding its functionality, or a new mission in which the cell in question is used,
would cause the fault to manifest itself.

Faults whose latency is less than infinite are called distinguishable faults [SWERT).
An example of Tault later @ sonensn i% cemputey systems is found in software
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faults, usually occurring as a result of an inadequate specification, A particular
module may have a subtle fault in it that will not manifest until the module is
cxecuted and even then, perhaps only if the particular set of input parameters are
present {see Plastic Faults in section 3.2.5). The fault latency in this case could be
fairly long (software faults have been known to occur years after the system has
been in operation) or it could be very short if the fault is in software used
frequently such as the operating system ex ,cutive,

6.1.2 Factors Determining the Latency Perlod

The Iatency period terminates upon detection of the fault. Detection can be defined
as the successful isolation of the failure to its originating module (hardware or
software) by a voting comparator or seif-test program and the subsequent removal
from usage of that module, In this study where we are looking at state restoration
techniques of lault tolerance, the issue of self-test programs is very important. As
can be seen from figure 3-3, if error detection does not occur, the system will
continue exécuting secondary failure events until it ends up in the final fault state,
in other words it "crashes", Speedy detection of a fault is therefore paramount for
successful recovery from that fault, Self-test programs, also known as Buift-in Test
(BIT) software, are programs that exercise the hardware and software in a
controlled fashion so as to cause latent faults to manifest themselves, Onee the fault
has »een detected and isolated, error recovery processes can be instituted. A wide
range of fault detection schemes are used such as sneak circuit analysis [MIL84],
specification and symptom-based real-time analysis [FUCS6], [EIF84],[MAX86]and
{LINS6], as well as pattern recognition techniques [PAU74). Analysecs have also been
done on some of these to determine the detection latency [BLOB7) and [LIN9Q).
Studies such as {CHI86] have shown that where there is no BIT to detect the fault,
fault latency can become very long. In this study stuck-at-0 and stuck-at-1 faults
ina V4  computer rnnning UNIX had average fault latencies of Lotween 15 and
90 minutes.

Most self-test programs run on a cyclic basis testing for latent faults, Let this self-
test cycle time be Typp The worst case latency L for faults which are detectable by

the self-test program is;

maxl, = TB]T (6.1)
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Therefore, in order to reduce the latency period, the BIT cycle time should be as
short as posgible,

6.1.3 Impact of Fault Latency on RER

Fault latency effects the RER process in two ways. Firstly it increases the validity
time requirements of state variables and secondly it influences the structure of the
RSVS. These two factors are discussed below.

As discussed above the latency time for a fault is related to the cycle time of the
self-test process. This we called Typp In this analysis we assume that the self-test
is capable of finding 100% of latent faults, This is never completely true in practice
but in computer systems BIT coverage figures of over 99% are achievable,

In the earlier analvsis of the validity time in section 4.5.2 we assumed that the Tault
latency period was zero. In this situation the worst case time for a faunlt to occur
was a very short period, s, before the end of the transfer time to the RSVS. This is
shown again in figure 6-i below. In the case where the fault latency is not zero the
fault eveat itself will not be discovered until a time, at most Typp, later, This is a
worst case because we assume that the entire self-test cycle (Tgpp) must be
completed before the fault is found., Once the {ault has been discovered, the
rocovery process begins, This lasts for the duration Trgp which is the Restore
Transaotion Time as defines in appendix A. From the above and based on equation
(4.9) it can be seen that the new requircment on the validity time of the state
variable s, is: '

gl (6.2)

TVi = Tci + TBAVE + TRST - &

Thus the effect of fault iatency on the validity time requirements is to extend the
time by the amount Ty

If we refer to figure 6-1 we can sce that when the fault is discovered (at the end of
Tyyp) the transfer of state variables to the RSVS is compléte, Having discovered the
fault it is now not possible to abort the transfer and revért to the previous RSVS
as was the case for zero latency. The result is that when recovery is performed it
will restore state variables from the RSVS that may have been corrupted by the
fault that triggercd the recovery in the {irst place.
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State Variable Creation
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Figure 6-1: Components of Valldity Time with Latency

From this it can be seen that it is necessary to impiement g double buffered
mechanism in the R8VS as shown in figure 6-2, The RSVS manager must perform
a two-stag. shift register type of Function every time 4 new state variaiMe arrives,
The shift is on that new state variable only, When recovery takes place state
variables are read only fromt RSVS,, by the REMOTE GET mechanism.

It can be shown that the number of stages of the RSVS that is required depeands on
Tprpr and Te;, the creation interval of the state variables. For a two-stage RSVS the
following expression holds:

Tcl + TSAVE + TBIT LI | < 2 Tci (6;3)
hence Ts AVE + TBIT - & < Tci
hence TBIT < Tci " TEA.VE + € (6-4)

In other word the BIT cycle time determines how many generations of state
variables must be buffered in the R8VS in order to obtain an earlier valid state
vatiable set once the fault manifests itself at the end of the BIT cycle time,

Another war to look at this problem is that the number of RSVS stages in the
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remote node that is required due to [ault latency is

NRBVB = 2 + INT ( TBIT / Tci + () (6.5)
]
where: INT = the integer portion of the expression
€ = the very short time shown in figure 6-1

This requirement to have a number of RSVSs in the remote is analogous to the
requirecment in backward error recovery to have a number of checkpoints
depending on the fault latency as deseribed by [THAS6),

From the above analysis we see that fault Iatency has a serious impact on the
performance of RER., It means that the validity time of the state variables must be
extended to cover the latency period. It also means that the complexity of the RSVS
must be increase making it an N stage shift register.

A }
STATE SYNCHRONISAT10M STATE
VARIABLES VARTABLES

r
CLOCK
¥
REMOSE
REMOTE
< RsVS, | rsvs, e PUT
GEY
LOGLC
LOGIC | [

_ setup and config controls
RSVS MANAGER

F.

Figure 6-2: Double Buffered RSYS to Cater for Latency
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6.2 CPU AND COMMUNICATION MEDIUM LOADING
6,21 General

" This ssction analyses the impact of RER on the CPUJ load in the local and remote
processors and the loading en the communication medium between these two
processors.

The loading is anatyzed for the SAVE phase only as this is the "steady state" phase
of operation. The INITIALISATION and RESTORE phases are once-off events of
short duration and the additional loading during these times are of less
significance,

The timing model used for the CPU and communication medium loading is defined
in appendix A, Also, throughout the analysis a relationship between the input
variabies and the state variables is assumed based on the following: In the processor
state variables are created by combining input variables with existing state
variables in a cyclic computation thus creating a new state variable. In general not
all the input variables are sampled at the same rate, but the state variable
computation will be performed at the raie of the variable(s) with the highest
sampling rate. Call this input variable vp In other words v; is the input variable,
whose sampling rate determines the creation rate of the state variable s,

6.2,2 CPU Loading

We wish to calculate the percentage contribution to CPU loading in the local and
the remote node incurred during the SAVE phase of RER. In order to do this a
number of parameters must {irst be defined.

a} Calculation of Mean Time Between Saves (MTBS)

Consider the ith input variable v;:

From equations (4,7) we have:

Te; = te; - (Tyave + Tygr)

R
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# 2.9 Tey is the creation rate for state variable |, In the RER process the state
variable i3 saved to the RSVS every time it is created. This implies that Te, is also
the rate {or the SAVE transactions for state variable i

For n statc variables, i, 5 = { §;.....8, } we can calculate the mean as follows:

The Mean Time Between Saves is:
1 ]
MTBS = 5 E Te, (6.6)
i
1 ‘
= ‘;E”l“(rmm“‘rma

From this equation we can see that the key parameter affecting the MTBS is te;
which front squation (4.4) can be seen to be based on the first derivative of the
input variable. The second factor itifluencing MTBS it the parameters Tgyyg and
Tngr Which are determ_azd by the timing factors of the RER architectuse and
design.

b) Definition of Mean Time To Save (MITTS)
For thz ith state variable s; we define the time for the SAVE transaction (sce
appendix A) as Tg, yg. The portion of Ty, v that involves the local and remote node

CPUs is

Local node: Tygpy,
Remote node: TRGP\'J{

These parameters arve defined in appendix A,

for n state variables,ie S={8;......8,}

N
For local node: MITS; = 13 Ty 6.7)
(7]
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6. Evaluation of Real-time Error Recovery .

For remote node: MTTS, = Trory (6.8)

|
a
=1

= |-
M:

¢) CPU Load Calculation

The relationship between MTBS and MTTS in the RER process is shown in figure
6-3 below:

Starg of st‘a'gt of
SAV 5A
" End of ™ vnd of
Sliﬁn SN 'Enﬂ
" MrTS ' ' TINE
pe—:{ I [
! !
] MTBS ,
re ) al

Figure 6-3: Relationship Between MTBS and MTTS

From this it can be seen that for both the local and . ~mote nodes :

MT1S
Mean CPU load C} nx 6.9
. MTBS (6.9)
l R
n 3 "o
] nox - = (6.10)
|
= 'E‘: ) = Ty + Tas)
R : %ﬂm:«m}m&mﬂmaa:-::m::::c::fx:m:-:mm::’.:mrmwmu&mm&zmm::&:m:ﬂ:c:x:rma“.a.ﬁznm:::r&:-:xﬂmuzx:::-::m
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d) Example System

Thus far in the thesis the RER strategy has been defined in generalised terms,
Based on the performance and validity time equations developed in this thesis it is
clear that the technique will not be suitable [or all real-time applications and
computer systems. This unsuitability can stem from the fact that the state variables
may be computed at too high a rate for the local node to implement RER (such as
an jnertial navigation system), or that the number of state variables may be so
iarge that the local node canniot perform RER (such as a large supervisory conttol
system), Of course combinations of high rate and a large number of state variables
wovuld caacerbate the problem, However there is a large class of applications of
embedded and dedicated real-time controllers performing specific controf tasks in
enviroments that are relatively slow changing, such as the coatrol of electrode slip
in an clectric arc furnace, leak detection on oil and gas pipelines and cab display
controtlers in the British Columbia Railways LIC train control system. Such systems
vsuglly are ruggardised microcomputer or PLC based systems that form front ends
to a larger minicomputer based supervisory system as discussed in [DEHS88), For the
example in this thesis we select a microcomputer based architecture as shown in
Tipure 6-4,

LOCAL NODE
MULTIuUS I
psu [+ E R C DlG- ANA~ 5lG-
P P A 0 ITAL LGS HAL
v R ! "
4] L) 1/0 1/0 CONDIT
] 5 1ONING
A [ ) ) A A
LOCAL BUS

15538 Notwork
s

OTHER REMOTE HODES
PLANT
{eg. supsrvioory computer)

Figure 6-4: Example Local Node
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The example is based on a 10 MHz Intel 80286 processor running in protected mode
from EPROM using s real-time executive, VRTX 286 [HUN86], and programmed in
PLM aad assembler. The communicationr medium is MIL-STD 1553B [SCI82] which
is a synchronous bus running as 1 Mbit/serond.

The application produces 20 state variables, each of which is updated every second.
Assumeé the SAVE transaction time is 40 milliseconds per state variable and the
RESTORE transaction time is 150 milliscconds in total for all state variables, The
CPU load for the SAVE phase in the local node is 5 milliseconds per state variable
and in the remote node it is 2.5 milliseconds per state variable. Calculate the mean
CPU load in the locdl and remote nodes due to RER,

Given!

n = 20 Number of State variables

te; = H State variablc update rate {(scconds)

Tropy = 5 v.ocal Node CPU time to pecferm SAVE,
(Milliseconds)

Tropy = 2.5 Remote Node CPU time to perform SAVE,
{Milliseconds)

Tgave = 49 SAVE transaction time (Milliseconds)

Tpegr = 150 RESTORE transaction time (Milliscconds),

made up of 130 millisecond Ty, and 50
milliseconds for the RESTORE transaction,

As the CPU time {or the SAVE and RESTORE transactions is given as a constant
for all state variables in both the local and remote nodes we have;

MTTS] = TLGPU
= 5 milliseconds

MTTS, = Tgepy
= 2.5 milliseconds

MTBS = 1000 - (150 + 40)
= 810 milliseconds
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Therelore, from (6.9) Mean CPU loading

20 x —.

local node: = 810
= 0.1235

= 1235 %

2.8

remote node: = 20 x 810
= 0.0617
= 6.17%

These figures show that in principle, a system of the type described could
implement RER without an excessive additional CPU burden, In a system designed
to implement RER effort could be wxpended to optimise those aspects of the design
that influcnce the RER induced CPU load. This should include optimising the
rcitart time which in this example is given at 100 milliscconds. For a dedicated
EPROM based system this restart time could readily be reduced by carefull design.
Also the CPU time nssociated with communications can be reduced to n minimum
by avoiding ti. - usc of fuily layered ISO standard communication packages such as
DECNET and implementing efficient low level drivers, at the expense of
generality, of course, For this sort of application, synchronous communication
systems such as the MIL-STD 1553B Multipiex system is well suited to high priority
messages of short iength.
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6.2.3 Communication Medium Loading

We wish to calculate the contribution to the loading on the communication medium
made by RER, For this we need to defl ine a parameter :

the Mean Number of Bits per Save (MNBS)

Consider ith state variable s; consisting of d; data bits. This is saved in a Svi.
Request Message which has # number of overhead bits = F,

Total length of Save Request Message lor g, = F + d;
For n state variables, ic S = {3,......8), the mean aumber of bits per save is:

MNBS =  F+ % T 4 (6.11)

Jul

The communication bus can transfer data at / certain number of bits per sccond,
Call this bus bandwidth B, We arc interested in the number of bits translerable in
the time between saves, This is MTBS in seconds from equation (6.6) above.

Then;

MNBS (6.12)

Mean Bus Loading = no e
B » MTBS

This relationship between these parameter is shown in figure 6-5 below:

Example:

We will use the same cxample data defined in 6.2,2 (d). The MIL-STD 15538
Multiplex system has an ¢ffective bandwidth of 800 Kbits per second, The state
varlables are each 4 bytes in length with an overhead of 2 bytes for the expiry .ime

tag. There are 20 state variables created every sezond.
o
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6 Evaluation of Real-time Error Recovery

Given;
n = 20 Number of state variables
B = 8 x 10° Efflective bus bandwidth
Tc = 1 State varinble update rate (in scconds)

From equation (6.11)

MNES = 8§ x (2+4)
S 48 bits

From equution (6.6)
MTBS w= 1 second

Therefore [rom equation (6.12) Mean Bus loading

48
20 % ————
- 8x10° x 1

= 12 x 10

= 012%
start of Start of
SAVE SAVE
" nd of M end of
SP.VE“ SN\'E,.M

!

TINE

I
| B % MBS bits
1

Figure 6-5: Relationship Between MNBS and B (total bandwidth)
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6.3 RELIABILITY ANALYSIS

6.3.1 General

As we discussed in section 3.2.5, RER is a technique that provides recovery of the
local node from transient or intermittent Faults. This restriction to transicnt faults
occurs becausge the state variables saved in the remote node have an associated
validity time, Therefore in saying that RER protcets the local node against
transient fauits we mean that it protects against faults for which the recovery time
ig less than the minimum validity time of the statc variables in the remote node. If
a permanent fault occurr in the local node then, by virtue of the fact that the
expiry times are not infinite, the validity time of the state variables will be
ex¢eeded and no recovery will be possible, From this we see that in nnalyzing the
effectiveness of RER to contribute to the reliability of the local node we must
conline ourselves to failures of a transicnt aature, This is not such a significant
limitation. Most computer systems sequired in high reliability environments go
though a period of burn-in before cemmissioning in nrder to eliminate infant
mortality under controlled conditions, Thus by the time a typical computer
controller has been instalied and is operational it is on the flat part of the famitiar
"tathtub” reliabiiity curve. A3 semiconductor devices and software do not suffer
weat-out in the normai scnse,.it has been realised by [SAV86] and [HESS88] thata
signilicant number of failures during this period are sof't faults or digital circuit
opsets. These soft [aults are amenable to repair by the RER process.

The RER architecture can be seen as providing reparability for the local node. The
definition of reparability given in [MIL84] is:

The probability that a falled system will be restored to operable
condition within a specified active repalr time,

If we now consider what happens in the RER recovery process we sec that if the
local node can restore its LSVS before the state variables expire, it will have
effected o self-repair of a transient fault. In section 4.5 we defined an entity called
Tram the Restore transaction time, as the time from whan a fault is detected in the
local node to the time when recovery of the LSVS has been completed. When
comparing this to the reliability literature such as [IMIL84] and [OCO85] we see that
this Is similar to the definition of the Mean Time to Repair (MTTR) of a unit, The
MTTR is a statistical quantity while Tggyp defined lor the local node is not as we
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assume that it is a constant for the purposes of our analysis. In this section we refer
to the Restore transaction time as the Time To Repair (TTR) of the local node,
where the TTR is & constant equal to the MTTR.

From the above we see that in developing the model for reliability in an RER
architectura it is necessary to take into account the transient nature of the failures
and the reparable nature of the local node,

6.3.2 Rellability Models

We wish to develop a general vxpression (or the reliability of the local node in an
RER architecture. The approach taken in this thesis is that we wish to give an
indication of the arder of magnitude of the reliability n.provement that can be
achieved using RER. We do this by establishking similarity to an existing model, For
a more ¢x'. ot calculation a more sophisticated approach shouid be adopted such as
the development of a Markov model, In this thesis we axamine reliability models
given in [MIL84] until we lind onc that is suflicicntly sirmilar to the RER
architecture, Clearly the remote node provides g form of redundancy that enhances
the rcliability of the local node, This implies that one of the redundancy models is
required. Furthermore the remote node 1y powered on durir.g the operation of the
local node. This fact climinates the standby redundancy models. This leaves
opérative (also cailed active) redundancy modcls, We see that the normal operative
redundancy model is not sufficient because in operative redundancy the secondary
unit takes over operation from the failed primary unit. In RER, however, the
remote node never takes over operation from the local node, It acts only as a secure
rcpository for the state variables of the local node. Furthermore, once the primary
unit has faited, it is not repaired and therefore the secondary unit must operate
without fallure until the end of the mission. This is shown in figure 6-6, This
¢liminates the operative redundancy model and we must look at mors complex
models, We consider now the "redundancy-with-repuir” model and have the
following definition from [MIL84];

Redundancy-with-repair can be made to approach the upper limit
of rellability (unity), contingent on the rate with which element
f2ilures can be detected and repaired or replaced, The system thus
continues on operational status while its redundant elements are
beling repaired or replaced, as long as these repalrs are completed
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bzfore thelr respective redundant counterparts alse fail,

This too has similarities and differences to RER. The important similarity lies in
tha fact that the repair must be completed belore the redundant component also
suffers a failure, In RER architecture this corresponds to the fact that the restore
phase must be completed without the remote node failing (in the simple RER
architecture without nesting or broadcast), The period For which the remote node
must not fail is the restore time plus the time to send a full set of state variables to
the remote node, Thiz is one complete set of SAVE transactions for sl state
variables and one RESTORE transaction for all state variables. The difference
between RER and redundancy-with-repair again lies in the fact that the remote
node does not take over the operation of the local node. However, this fact does not
influence the calculation of the reliability because the remotc node must be
operational while the local node has lailed. We therefore conclude that the
redundancy-with-repair modei fits the RER architecture from the point of view cf
caiculating the local node reliability. The timing diagram for these events is shown

in figure G-7 below,

In looking at the veliability analyeis of the RER archijecture there are two distinet
cases that must be considered;

1)  TIR » Min Tv (6.13)
2) TFR =« Min Tv (6.14)

Where Min Tv is the minimum validity time of a state variable in the RSVS
and TTR is the Time To Repair,

a) TTR > Min Tv

By definition if TTR > Min Tv, the state variables will have expired by the time
recovery is complete and for S-Correct operation (see section 3.2.3) the local node
will not be recoverable, In other words it will have suffered a permanent failure,
As there is no recoverabiiity there is aleo no reparability and hence the reliability
model for the local node becomes normal standalone reliability,
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Figure 6-6: Timing Diagram for Simpie Redundancy Architectore
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Figure 6-7: Timing Diagram for Redundancy-with-Repalr Archltecturé

If we make the assumptions of ;

i) Exponential probability density function For time to failure in the

local and remote nodes,

i) Constant {ailure rate, Lambdu,

iii Independent failure modes for the tocal and remote nodes.

then, based on [MIL84}, we get the reliability equation as:

R{y = e™ 6.15)
1
MTBF = -,- {6.16)
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There are many reasons why TTR could be greater than Min Tv, for instance if the

fault is permancnt or if the restart of the local node is too time-consuming, In a
later section we look at the factors governing the restart time.

B) TTR < Min Tv

In this casc the system can be seen as a redundancy-with-repair system with the
local node as the primary unit and the remote node as the secondary unit, The
Justification for using this model has been defined above. The important criterion
is that the rzmate nods must be operational when th~ local node fails. Once the
local node has repaired itsell by restoring its LSVS aperation can switch back from
the remote node to the local node. Therelfore the [ailure probability density
function of the remoate node is not important except in the interval of failure and
repair of the local node (actually from the time of last transfer of state variables
to complection of recovery). This assumes that there is no reliability penaity .or the
rostore process,

The model {or system reliability of the simple RLP. architecture is derived from

[MIL34] based on redundancy-with-repair with continuous monitoring, This gives
the reliability function as:

S’le’!" - Sze""

R = (6.17)
8~ 8
where in the case of operative redundancy:
1 02 s Gt 12
s,a-E[mw)wpwp“x] (6.18)

8§ = --%[(31+p)-\!p’+6ul+l’] (6.19)

Example:

Consider a locn] and remote node cach with MTBI™ of 500 hours. The TTR (i.¢., the
SAVE time plus the RESTORE time) is 10 seconds. Calculate the relinbility after
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6. Evaluation of Real-time Error Recovery

14 days of operation for the cases where!

a) TTR > minTv
b) TTR < wminTv.

Case a)

R = e-saﬁf gaa

= 0.5106861834
This gives a probability of failure P,
P = 1 - R,
= 4893138
Case b)
Sy = -360.005999973

S, = -0.000000022
Substituting into equation (6,17} we get:

Ry, = 0.9999926081
This gives a probability of failure Py

Pb L] l - Rb
e 22x 10

Comparing P, and Py, we got

P,/ Py = 22241536 (6.20)
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6.  Evaluatio: of Real-time Error Recovery _

Thus we sce that the reduction in the protability of failure for transient failurcs
achieved through the successful nse of RER is a factor of approximately 2.2 x 10%.

This is for the simple architecture of RER. If reliability enhancing {catures of
nesting or broadcast were used, the factor would be even higher.

£.3.3 Methods for Reducing TTR

From the ebove discnssion it is clear that for RER to have a significant impact on
the reliability of s system we must F.ve TTP. < minTv. Thin means that TTR must
be minimised, The timing model of RER gives the [actors that consiitute TTR as:

1 Fault detection time {frult latency)
2) Local node initialisation

3) Restore transaction time

4} LSYS restoration

1) The fault latency time has been v'seussed in section 6.1, Clearly the shortes
the fnult latency the more effective the RER process will be,

2 As can be secen from Appendix 3, local node initialisation (T),) is an
important pare s ~ter in minimising TTR. Loeal node initinlisation ocours
after the fault is detected nnd resets the tocal nods into an initial state by
physically rasetting the hardware, relouding the rrogram and initialising the
variables. This time is governed by such {'gstors as:

a) Hardware reset circuitry.

b) Whether the progrum is stored in ROM ¢r on 3 disc, ROM-
based systems will be capable of much faster restarts. As
described in the example in 6.2.2 (d) a typicat EPROM based
system can restart in the order of 100 milliseconds. The main
activity in this time is initiating the tasking structure, which
for real«time excoutive kernels such as VRTX is o few
milliseconds, In disc based systems such as traditional
supervisory control systams, program loading can casily take
up to five minutes. This would ¢liminate thesc systems as
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candidates for RER in all but the most exceptional cases

where the state variables all n. e validity times greater than
this. However, the advent of relatively new technologies such
as flash EEPROMS [SAN89] makes it feasible to run large
applications {rom non volatile memorics and thus achieve
fust restarts after fault detection. This has become especinlly
true For PC based supervisory systems with the availability of
low cost bulk flash EEPROM boards [WSZ907,

c) The need lor startup diagnostics, These would delay the
initialisation processand thus interfere with the recovery and
hence should be avoided in RER designs until the LSVS has
been recovered,

3) The Restore Transaction time is governed by the transfer rate of the
communication medium as well as possible buffering delays in the local and
remote nodes, These should be minimised and RER transactions should
receive high priority. preempting other transactions waiting for
transmission,

4} The process of restoring the LSVS is discussed in Note 9 of chapter 4.

When designing a system for RER the above factors must be considered, especially
il they contribute to delays that are of the same order of magaitude as the validity
times of the statc variables.

6.3.4 Conclusion

From the above analysis it can be scen that RER improves the reliability of the
local node by a factor of at least 10° when considering failures of e transient nature
if TTR < minTv, By minimising the repair time of the local node we broaden the
set of transient failures that the local node can be srotected against, Protection of
the local node against permancnt failures would require online replacement of
permanently broken components of the focal node, This is possible in principle and
in section 6,5 we consider the usefulness of RER in online maintenance,
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64 A-CORRECT OPERATICN

We have shown in earlier discussion that RER can provide an extremely good
enhancement of reliability of the local node iff the restore process completes
successfully before the expirv of the state variables in the RSVS. We have alsg seen
that there is a very sharp cutoff in reliability if the cxpiry time is cxceeded, This
ratio can be seen quantitatively from cquation 6.20. In this section we wish to
analyze whether this all-or-nothing reliability improvement is in fact necessary. We
wish to analyze whether there is not perhaps a gradient of degradation that can be
achicved between strictly correct restoration (s-correct) and failed restoration, This
ts the state of acceptable correctness (a-correctness) delined in chapter 3.2.3,

Most of the input variables we deal with in an RER controller are continuous
functions, Based on these continuous Munction varinbles we can caleuvlate a sampling
frequency that is a function of the first derivative of the input variable as shown
in equation 4.5 and also a function of the RER process parametess as shown in
figure 4.8. As defined in seation 4.5.1 the state varinbles are some combination of
these input variables. As the input variables are continuous functions we conclude
that the state variables themselves are also contingous functions.

If a state variable is a slowly varying function in time and if it is restored just
outside of its expiry time, the restored value will be incorrect by some small
amount, This amount is & {usction of the rate ol change of the state variable and
the delay rom the expiry time to the current loeal clock time.

For example:

State variable s; is restored at local time TjF such that T¥ > TE, Also the first
derivative for s; at Tj* is ds;/dt. From this we can deduce that the correct value of
si &t time TF is:

5 = 8+ T - TE) %ﬂf (6.21)

From this we see that if we have the first derivative of the state variable available
at the time of restorntion then, by simple extrapolation, the stats variable can be
restored to an acceptably correct value, If the vate of change of the first derivative
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(i.e., the second derivative) is more slowly varying than the first derivative, the
calculated value for the first derivative will be valid for longer that the value of
the siaie variable itself, Thus, to extend the validity time, first derivatives are
calculated for state variables with these charasteristics and made a part of the
LSVS. The restored [irst derivatives are then utilised to extrapolate state variables
if the state variables themselves have expired, 1t ig possible, although probably not
necessary, to have a second derivative of the state variable to reatore the [irst

derivative, In practice it is possible to usc the cxpired first derivative to obtain an
a-correct state variable if the expiry time has not been exceeded by too much.

Thus we can sce that by adding further redundancy into the system by means of
additional state variables (first derivatives of statc variables), we can extend the
expiry time of the state variabies and introduce a graceful degradation in the
acceptability of the restored state variables,

P
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6.5 DEALING WITH PERMANENT FAULTS USING RER

in our discussion to date we have stressed that RER is designed to cater for
transient Faults only, The problem with dealing with permanent faults relates to the
fact that the state variables stored in the RSVS have an expiry time. As a
permanent fault persists indefinitely, the state variables in the RSVS will expire
while the local node is still faulty and thus recovery will fail,

Dealing with permanent faults in a system usuaily involves removal of the faulty
component from the controller and the subsequent replacement with a new working
component or perhaps with the repaired original component. In gencral, this
replacement process is manual and takes a considerable amount of time, especially
if togistical time to get sparc components from a store is included.

However if we postulate a situation in which the faulty vomponent can be replaced
by a sparc component within the expiry times of the stute variables in the RSVS
then thers is no reason in principle why RER cannot be used in the correction of
permanent [aults. This requires the concept of online repincement of spares and
such systems have been designed and implemented such as FTMP [HOP78}and Dell's
ESS processors [TOY78].

This illustrates the tact that RER could be used elfectively in conjunction with a
reconfiguration/replacement strategy in order to bring the new replacement
compohent into a statc hecessary to resume control. This in ef fect means restoring
its LSVS. An impostant difference is thata component replaced in this manner must
not implement a cold startup where, in accordance with figure 4-4, it initiates the
RER INITIALISATION phase, but must implement the RER RESTORE phase and
thus retricve the LSYS of its predeecessor,

Consider figure 6-8 as an example. This figure shows the combination of a passive
standby redundancy architecture with the RER architecture, If the active local
node fails permanently then the switch is thrown and the standby node performs
the RESTORE phase and assumes valid control,

We have shown that RER is a usable process when used together with
replacement/reconfiguration strategics for catering Cor permanent failures during
operation. In the same way, in principle, preventative n 1intenance can also be
implemented using REF. The local node may be shut down for preventative
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maintenance and restaried again with the correct state. Again this is possible if the

maintenance period is less than the expiry time of the state variables in the RSVS.

STANDBY
Local Noda

ACTIVE
Lozal Kode

Suiteh on parmanent faflure
of Active Local node

Remote Node

Figure 6-8: RER used with Standby Redundancy Architecture
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7 Conclusion

CHAPTER SEVEN

7. CONCLUSION

In this thesis we set out to explore the concept of protecting rcal-time process
control computers against soft or transient errors without the use ol specialised
hardware., The objectives were to reduce the problem of startup in sysiems
containing a history state to the process of restart, where all the information
nccessary to resume control in a valid state was obtained from the environment,

Based on the analvei= performed in chapter 2 we concluded that the type of error
recovery process v vere looking For needed to cope with systems that contained
state variables, and in which timing was critical because the environment could
evolve to new states while the controller was not functioning,

Real-time Error Recovery has been proposed as a recovery technique to deal with
transicnt or soft Faults occurring in systems requiring complex error regovery, We
defined in chapter 2 and again in chapter 4 that one of the central obstacles o
gimple error recovery is the presence of state variables in the controller and argued
that if the controller were stateless, the problem of error recoveéry reduces to the
matter of performing a resiart from a predetermined state, i, a reset of the
controller, We extended thig line of reasoning in chapter 4, proposing that it is
possil:lc to export the history state of a "statelull" controller in real-time to a stable
stornge node such that when recovery is required this data ean be restored to the
original failing node within the validity time constraints of the state variables.
Thus, when we examine the behaviour of a RER controller recovering from a
transient fnilure, we see that the process involves reading state variables from a
remote hode, reading the current inputs from the environment and continuing its
normal control operation. What we have achicved is a situation where all the
information necessary for the controller to begin operution in a valid state (a state
relevant te the state of the envirgnment) is now zvailable to the controller from its
cnvironment, This is preeisely the situation ol simple error recovery we have been
striving towards. The only limitation is that the information saved in the
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Conclusion

controller's envir.nment (i.c,, in the RSVS) will not remain valid indefinitely.

What this process in fact produces is a "soft error [ilter”, which in effect Filters out
transient failures of duration less than the minimum validity time of the state
variables, The validity time itself is determined by the natura of the process under
contrul, The remote nodes acts as a state variable "capacitor®, This concep* of a low
pass transient filter as a model for Real-time Error Recovery was developed in
chapter 4,

An important aspect of the proposed Real-time Error Recovery is the architecture
of the stable storage node, We have shown that a common architecture in the sort
of environments we are interested in is a local area network intere¢ nnecting a
number of looscly coupled autonomous nodes, We have utilised this architecture by
making it possible for each onc of the autonomous nodes to act as a stable storage
medium for the other nodus. In order ¢ meet our original goal of not significantly
loading th» resources of the controllers specifically for failure recovery, the remote
nodes arc required to provide only an arca of memory for the storage of state
variables in the form of the RSVS, This memory utilisation will not normally be
large in terms of today’s memory capacitics, For example, 2 controller with 50 state
variables each of which is 4 bytes in length would require an RSYS of only 200
bytes in the remote node. The steady state CPU loading in the remote node can be
reduced to one message transaction per state variable at the sampling rate of the
atate variable, The loading on the remote node is therefore related to the storage
and retricval of datn and does not require the remote execution of procedures as in
other proposals such as [AGR88] and {LOQ836},

The impact of the reliability of any lecal node was shown to be very high, of the
order of 10° improvement over a standalone node not implementing Real-time Error
Recovery, This is achieved by the fact that RER provides a form of real-time repair
of the local node. The component of the tocal node being repaired is the Local State
Variable Store. In other words it is a repair of data or information, Thﬁs in a node
not implementing RER which suffers a transient failure it may be possible to
consider the hardwarc and fixced programs as self-repaired when the transient
failure has disappeared, but the node itself will have suffered a permanent failure
a8 the history data will be lost, RER transforms the permanent damage into a
repazable condition by providing for restoration of the history data in the LSVS,
The local node therefore implements self-repair in real-time before the validity of
the state variables expire thus making a transient failure transparent to the
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controlled process,

At & number of places in the thesis, while describing the RER algorithm, choices
arose as to which way the implementation could take place. Examples include the
architecture of the nodes in chapter 5, whether the save transaction needs to be
bidircctional or unidirectionaland dependent versus independent restoration of the
LSVS, cte. Future research into these areas could ruitlully be done by development
of a prototype network implementing the RER process, The objective would be to
evaluate and quantify some of the design options discussed in this thesis for the
purpose of developing design rules for the implementation of RER.

Finally, in assessing the significance of the RER process we sc¢ that .t is an
effective mechanism {or dealing with transient Faults which are a class of [aults
of growing importance as circuit sizes diminish. The process provides efficient
recovery of transient fauits by identifying the minimum set of components that
require redundant storage. These arc the state variables containing the history state
of the prosessor, The limitation of the technique which is discussed extensively in
the study centres around the [act that the validity of the state variables will expire
in a finite time. This time determines the maximum duration of the transient fauit
that can be coped with using this technique.
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APPENDIX A

A. RER Timing Model

A,1 INTRIDUCTION

This appendix contains the timing model for the RER process, Only the SAVE and
RESTORE phases are covered as they are the only timing critical phases. The SAVE
phase is cyclic while the RESTORE phase is a once-of [ event that occurs when
recovery from a failure is required,

A2 SAYE Phase Timing Model

This section containg the timing diagram which shows the sequencing of the events
during the SAVE Phase and in which element of the generic RER architecture the
events occur, The table that follows gives a definition of each of the mnemonics
used in the timing diagram and defines the steps that make up the SAVE
transaction,
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SAVE PRASE Timing Model
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PHASE ACTION TIMING
MNEMONIC
S +E SAVE Transaction TsavE
Put state variable into LSVS, Tiput
Local PUT {unction,
Tag & with offset into RSVS Ly
and length of data string.
Transmit SAVE Request Torgx
message to remote node.
Physieal transmission on LAN. | Toomm
Receive SAVE Request message Torar
from loecal node.
Store into RSVS, Remote PUT Trput
function.
Transmit SAYE response T g
message to tocat node ,
Physical transmission on LAN, | Toopmm
Receive SAVE response message | Tp,
from remote node, Check status
and terminate SAVE
transaction.
CPU
| UTILISATION Local node CPU autilisation for | Tpepy
SUBPHASE SAYE transaction,
Remote node CPU utilisation Tropu
for SAVE transaction.
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DI NR TR TR A e R A N MR

141



A3  REGTORE Phase Timing Model

This section contains the timing dirgram which shows the sequencing of the events
during the RESTORE Phase and in which clement of the gencric RER architecture
the events occur, The table that follows gives a delinition of each of the mnemonics
used in the timing diagram and deflines the steps that make up the RESTORE
transaction.
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PHASE ACTION TIMING
MNEMONIC

RESTORE Restore Transaction Tret
Fault latency period TraT
Fault Duration Tep
Initialise the local node, T
Transmit RESTORE Request Torgx
message to remote noede.
Physicul transr ission on LAN, | Toormm
Receive RESTORE Request Treqr
message {rom local node,
Get state variables from RSVS. | T,
Remote GET Function.
Transmit RESTORE Response Topex
message to local node,
Physical transmission on LAN. | T
Receive RESPONSE and restore | T,
S; to LSVS,
Yalidate the state variables Tyal
against their expiry times.
Storc the state variables into the | Ty,

LSVS,
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A RER Timing Model
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A.4  RER Transaction Summary

A4l SETUP Tra saction

SETUP Recuest massage

LOTAL NODE

F Y

SETUF Reuponse message

==
] BETUP Request Mossnge I
Param # Parameter Deacription |
1 Local Node ID
2 Satup Requast ID
8 Synchronisation Time
4 R3VE Slra
B Checksum

I SETUP Response Mesgage !l

Payametor Dageription
1 Remota Node ID
2 Hetup Reaponue ID
3 Hintus (OK / NOTOK)
4 Clmcl:sum_
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Ad47 SAVE Transactlon

SAVE Request message

LOCAL HODE REMOTE NODE

SAVE Response message

&

| BAYE Request Measage
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3 O by
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SAVE Response Messnge
e e e e ]

Parvam # Parameter Descelption

1 Remete Node ID
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Save Requeet ID
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AA4.3 RESTGRE Transaction

LOCAL HODE

B

RESTORE Request message

¥

HESTORE Rerponse message

I RESTORE J%aquesu: Mezeage |
‘ b 1: *scameter  escription :
1 o Al Noda ID
o W1 ORE Requoat 1D
] 8 RBVSE aira
4 Bevr*nee Number

O skoum

REMOTE NODE

| —
I RESTORE Response Message
e
|
Porom # Paramster Deseription |
1 Remets Node ID
2 Local Node Id
3 RESTORE Responsa 1D
4 Statue (OK / NOTOK)
B Current Time In Remote node
6 BiamdTE; { == 1 to n
7 Checkaum
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