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Abstract

The hydrogen production from natural gas has
advantages of low investment, low carbon emission,
and high hydrogen production rate. This paper
briefly describes the technical overview of hydrogen
production from natural gas reforming and identi-
fies its risk factors. According to the dangerous
characteristics of high reaction temperature, easy
leakage of reaction medium, flammability, and
explosion in the process, the intrinsic safety of the
process is discussed in combination with relevant
research and industrial experience. The safety re-

quirements of key equipment and materials are
introduced in detail, followed by the optimization
methods of process safety that can be taken in the
engineering process. Besides, the accident preven-
tion measures for emergency shutdown and fire
explosion are summarized. Finally, the future
research demands are put forward from the per-
spective of research and development, which is
instructive for the safe hydrogen production from
natural gas in the future.
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1 Introduction

The energy crisis, environmental pollution, and global warming

have become urgent challenges shared by all mankind in the

21st century [1–3]. Hydrogen energy is a kind of clean energy,

which has the advantages of high energy density and no pollu-

tion during utilization [4, 5]. It is considered an attractive solu-

tion to address three urgent challenges and will occupy an

important position in the future energy pattern [6, 7].

Hydrogen production, as the primary link in the entire

hydrogen industry chain, has been highly valued by the major

economies around the world, including the United States, the

European Union, China, and Japan [8–11]. In the existing

hydrogen production technologies, coal-based hydrogen pro-

duction has high carbon emissions, while methods such as elec-

trolytic water hydrogen production, photolysis water hydrogen

production, and biomass hydrogen production have low tech-

nological maturity and high production costs, making it diffi-

cult to achieve large-scale promotion and application in the

short term [12–15].

Blue hydrogen production from natural gas (NG), which

meets both the carbon footprint and competitive cost require-

ments, will be the preferred large-scale hydrogen production

technology during the energy transition (Fig. 1) [16–18]. Nota-

bly, the global NG supply chain and the improvement of NG

infrastructure in various countries have further contributed to

the booming NG-to-hydrogen industry [19–21]. Along with

the growth in penetration rate of carbon capture and utilization

(CCU) technologies, the NG-to-hydrogen industry is poised to

play a more positive role in carbon-neutrality plans [22, 23].
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However, due to the complexity of the process system, multi-

ple key equipment components, high material requirements,

and the flammable and explosive characteristics of the main

reactants and products in the hydrogen production from NG,

there are accident hazards in all steps of the process [24]. In

particular, hydrogen, as the main reaction medium, has the

characteristics of low ignition energy [25], wide explosion limit

range (4–75%) [26], fast flame propagation velocity [27], and

high diffusion coefficient [28], posing a significant safety threat.

Public acceptance affects the development of the hydrogen

economy, which requires that the probability and consequence

severity of potential accidents at hydrogen production plants

and ancillary infrastructure be maintained at tolerable levels in

the long term [29].

Few comprehensive and systematic research is reported on

the safety problem of the hydrogen production from NG,

which limits the development of its industrial application.

Herein, the hazardous factors in the process of hydrogen pro-

duction from NG are identified and summarized. Then, com-

bined with relevant research, the material safety requirements

for the key equipment are analyzed. Safety optimization sug-

gestions are proposed for the different stages in the whole proc-

ess. The accident prevention and control measures for emer-

gency shutdown and fire explosion are described. Finally,

research demands are proposed from the perspectives of both

basic research and technology, providing reference for the safe

development of hydrogen production from NG.

2 Foundational Researches on
Hydrogen Safety Modeling

The various devices that make up the hydrogen production line

are interconnected and complicate with each other, which is a

complex and uncertain risk system. Due to the interdepend-

ence of various devices and the hazardous nature of hydrogen,

the initial minor accident may evolve into a chain event (i.e.,

domino effect) and ultimately suffer catastrophic losses [30].

The spread of accidents requires the release of escalation vec-

tors from uncontrolled units. The probability of accident esca-

lation is influenced by factors such as material type, vector

direction, distance, and device vulnerability [31]. In order to

minimize potential losses, various risk models have been con-

tinuously proposed and improved.

In early risk assessment efforts for hydrogen facilities, hazard

and operability (HAZOP) and failure mode and effects analysis

(FMEA) were used for hazard identification, event tree analysis

(ETA) was used to describe accident scenarios, and fault tree

analysis (FTA) was applied to deduce uncertainty propagation

paths [32–34]. Moonis et al. [33] conducted a semi-quantitative

risk assessment of hydrogen storage and transportation infra-

structure through HAZID brainstorming and a risk matrix

model. Mohammadfam and Zarei [34] presented an analytical

framework for reviewing societal risks in hydrogen plants,

including both, a qualitative part: HAZOP and preliminary risk

analysis (PRA), and a quantitative part: ETA and risk and con-

sequence simulator. However, the applicability of these tradi-

tional approaches is limited by their own static structure, un-

certainty in the input and output data, and the inability to

model conditional dependencies.

The Bayesian network (BN) is a directed acyclic graph used

for inference in uncertain scenarios [35]. Each node represents

a random variable. Given the conditional dependency relation-

ship between random variables, the joint probability distribu-

tion P(v) of a set of variables can be calculated according to

Eq. (1). The dynamic Bayesian network (DBN) is an extension

of the BN, which can help to explicitly modeling the evolution

of a set of random variables on discrete time lines [36, 37].

According to Eq. (2), the joint probability distribution of a set

of random variables on the timeline can be calculated.

P vð Þ ¼ P X1;X2; . . .Xnð Þ ¼
Y

n

i¼1

P Xi pa Xið Þjð Þ (1)

P vtþDt
� �

¼ P XtþDt
1 ;XtþDt

2 ; . . .XtþDt
n

� �

¼

Y

n

i¼1

P XtþDt
i Xt

i ; pa Xt
i

� �

; pa XtþDt
I

� ��

�

� � (2)

In recent years, they have been widely used for analyzing the

safety risks and vulnerabilities of a chemical production line,

which to some extent breaks through the limitations of tradi-

tional approaches. Adedigba et al. [38] proposed a BN-based

process risk model, thus establishing the link between process
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Figure 1. Countries colored by least marginal cost H2 technology based on 2020 regional wholesale natural gas prices
and 35 $/MWh cost of renewable energy assumption for green H2 production (~ 2 $/kg of H2) [16].

These are not the final page numbers! &&

 2
1

9
6

9
7

4
4

, 0
, D

o
w

n
lo

ad
ed

 fro
m

 h
ttp

s://o
n

lin
elib

rary
.w

iley
.co

m
/d

o
i/1

0
.1

0
0

2
/cb

en
.2

0
2

3
0

0
0

4
9

 b
y

 C
h

in
a U

n
iv

ersity
 O

f M
in

in
g

, W
iley

 O
n

lin
e L

ib
rary

 o
n

 [3
1

/0
1

/2
0

2
4

]. S
ee th

e T
erm

s an
d

 C
o

n
d

itio
n

s (h
ttp

s://o
n

lin
elib

rary
.w

iley
.co

m
/term

s-an
d

-co
n
d

itio
n

s) o
n

 W
iley

 O
n

lin
e L

ib
rary

 fo
r ru

les o
f u

se; O
A

 articles are g
o

v
ern

ed
 b

y
 th

e ap
p

licab
le C

reativ
e C

o
m

m
o

n
s L

icen
se



deviations and potential loss prediction. Guo et al. [39] used

fuzzy set theory (FST) for DBN modeling to enable quantifica-

tion of the propagation of uncertainty over time. Zarei et al.

[40] incorporated the D number theory (DNT) and best-worst

method (BWM) into DBN for dealing with risk assessment

under epistemic uncertainty.

Amin et al. [41] developed an integrated BN-based safety

and security analysis framework that considers both physical

and cyber attacks on production facilities. Huang et al. [42]

proposed a quantitative vulnerability assessment method for

chemical systems that greatly optimizes deployment for safety

barriers. Ding et al. [43] innovatively used the fire synergistic

effect model (FSEM) to study the spatiotemporal evolution of

the domino effect and measured its risk with the energy accu-

mulation effect.

3 Risk of Hydrogen Production from
Natural Gas

3.1 Process Flow

There are three types of hydrogen production technologies

using NG as the main raw material: steam methane reforming

(SMR) [44], partial oxidation reaction (POX) [45], and auto-

thermal reforming (ATR) [46]. Among them, SMR is the most

mature and widely employed hydrogen production technology

in industry [47]. The discussion in the following part of this

article is focused on SMR, which mainly involves the NG pre-

treatment, methane reforming, purification of hydrogen, and

other procedures, as illustrated in Fig. 2 [48, 49].

To meet the catalyst’s limit on the sulfur content in the raw

materials (< 0.1 ppm), it is necessary to desulfurize the raw gas

(i.e., NG pretreatment), including two steps in fixed-bed reac-

tors: hydrogenation and hydrogen sulfide removal. At a tem-

perature of 400 �C and a pressure of 25 bar, the gas reacts with

hydrogen to convert organic sulfur into inorganic sulfur (H2S)

www.ChemBioEngRev.de ª 2024 Wiley-VCH GmbH ChemBioEng Rev. 2024, 11, No. 0, 1–21 3

Figure 2. Process diagram for SMR hydrogen production [49].
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with the help of cobalt molybdenum oxide, and H2S is

adsorbed using zinc oxide desulfurizer subsequently [50]. Next,

the pretreated NG undergoes a strong endothermic reforming

reaction (750 �C, 30 bar) with water vapor on the Ni/Al2O3 cat-

alyst bed in the primary-reformer to generate synthesis gas

(i.e., CO, H2) [51]. Then, synthesis gas is regulated to 350 �C

and 25 bar through a temperature- and pressure-reducing valve

(TPRV) before entering the secondary-reformer. In the secon-

dary-reformer, CO reacts with water vapor to produce more

H2 [52]. The gas temperature is cooled to 40 �C and finally

enters the hydrogen purification unit, where impurities such as

CH4, CO, CO2, and H2O are removed. At present, pressure

swing adsorption (PSA) units are mainly employed for purifi-

cation.

3.2 Risk Factors

(1) Fire and explosion. The hydrogen production process from

NG mainly involves three types of flammable and explosive

gases: raw material CH4, intermediate product CO, and tar-

get product H2. Part of the physical and chemical parame-

ters of them are given in Tab. 1. Due to the wide explosion

limit range, low ignition energy, and easy leakage character-

istics of H2 [53], the high-temperature surface of the pro-

duction equipment, electrical sparks during the hydrogen

release, lightning, and human electrostatic sparks are all

potential ignition sources.

(2) Toxic substances. There are many types of toxic substances

present in the hydrogen production process. There are

toxic substances such as H2S in the desulfurization process,

and toxic substances such as CO and hydroxyl nickel exist

in the steam conversion process [54]. Once gas leakage

occurs in either containers or pipelines, it will pose a risk

of poisoning to inspection workers.

(3) High-temperature thermal radiation. The NG pretreatment

and methane reforming steps are carried out under high-

temperature conditions. The heating equipment and reac-

tion vessel continuously generate thermal radiation to the

external environment. In order to facilitate equipment heat

dissipation, most of the heating furnaces and reaction

towers are arranged in an outdoor environment. If there is

no safety enclosure around them, it will cause high-temper-

ature thermal radiation hazards to the on-site construction

workers.

(4) Noise. There are many noise sources above 70 dB, such as

centrifugal compressor, high-pressure differential throttle

valve, high-pressure material delivery pump, and fan. The

noise intensity generated by the compressor is the largest

(90–105 dB).

(5) Dust. It mainly comes from the process of replacing cata-

lysts. The insulation materials during pipeline maintenance

can also generate a lot of dust.

The occupational health standards in different nations are

summarized in Tab. 2.

4 Material Requirements for Safety

4.1 Reforming Furnace

The reforming furnace for hydrogen production is the core

equipment that completes the steam reforming reaction, con-

sisting of the refractory wall, reforming tubes, burners, etc.

[55]. Its structure is displayed in Fig. 3. The reforming tube has

the characteristics of both a reactor and a pressure vessel, and

is a key component of the SMR reaction [56].

Due to the uneven temperature distribution in the reaction

and the weld defects, it is easy to lead to local overheating of

the tube, resulting in carbide deposition, microstructure

coarsening, and microcracks, which gradually develop to irre-

versible creep damage and early failure or burst of the tube

[58]. The resulting release of internal high-temperature and

high-pressure reactants can lead to serious production acci-

dents such as jet fires and explosions [59, 60]. Thus, the
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Table 1. Partial physical and chemical parameters of CH4, CO, and H2.

Hazardous substances Relative densitya) Ignition temp.b) [�C] Ignition point [�C] Minimum ignition

energy [mJ]

Explosion limit [V%]

CH4 0.55 537 650–750 0.470 5.0–15.0

CO 0.97 610 641–658 0.233 12.5–74.2

H2 0.07 500–571 580–600 0.017 4.1–75.0

a)Density of air is defined as 1; b)minimum temperature required for spontaneous combustion of a substance under the condition of no ignition source.

Figure 3. Isometric view of the reforming furnace in which the
right and back refractory walls are made transparent to exhibit
its interior components [57].
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reforming tube is usually made of chromium nickel alloy, de-

veloped from the initial HK40, Cr25Ni20, and Incoloy 800HT

to the latest micro alloyed steel 22.5Cr25Ni1.5Mo-Nb-N and

Cr25Ni35-Nb-Ti-Zr by centrifugal casting [61, 62]. With such

tube made of micro alloys, the outlet temperature can reach up

to 900 �C. The rise in reaction temperature increases the inten-

sity of the conversion reaction, thereby reducing the proportion

of remaining CH4 in the conversion gas, reducing the water

carbon ratio, thermal load of the conversion furnace, and fuel

consumption, reducing the burden on downstream heat recov-

ery equipment, and improving the long-term safe operation

ability of the device.

In order to improve the insulation effect and reduce thermal

radiation damage, the outer wall of the furnace should be made

of low chromiummolybdenum steel

(e.g., 1.25Cr-0.5Mo, 9Cr-1Mo-V),

and the inner lining of the furnace

should be made of zirconium con-

taining refractory bricks (e.g., ZS-

1300, ZS-1500) or high-aluminum

refractory bricks (e.g., DRL-155,

DRL-150) [63, 64]. The comparison

of some parameters between the

special materials mentioned in this

section and other ordinarymaterials

is given in Tab. 3.

In addition, the application of

magnetic sensors based on changes

in magnetic flux density in the de-

tection of carburization damage can provide early warning of

reforming tube failure [65]. Its geometric structure is illustrated

in Fig. 4.

4.2 Catalysts for SMR

Developing high-performance SMR reaction catalysts is an

indispensable issue related to process safety [66]. SMR catalysts

need to withstand the challenges of long-term stability and

avoiding rapid deactivation due to sintering and coking [67].

Frequent replacement of failed catalysts means frequent inter-

ruptions and restarts of the reforming furnace, which shortens

its life and amplifies the accident risk. Additionally, the deacti-

www.ChemBioEngRev.de ª 2024 Wiley-VCH GmbH ChemBioEng Rev. 2024, 11, No. 0, 1–21 5

Table 2. Comparison of occupational health standards for toxic substances, high-temperature thermal radiation, noise, and dust in dif-
ferent nations.

Nation United States China Japan Germany India

STELa) of H2S [ppm] 10 10 5 5 10

PELb) of H2S [ppm] 5 1.6 1 1 5

STEL of CO [ppm] 200 30 30 35 50

PEL of CO [ppm] 50 20 25 25 30

Relative humidity [%] 20–60 40–70 30–70 40–60 30–60

MRTLc) [Wm–2] 2.5 5 20 10 –

Maximum temperature limit [�C] 24 28 30 30 40

MPEd) of noise [dB] 140 137 132 135 140

4 h TWAe) sound level [dB] 88 87 87 88 87

2 h TWA sound level [dB] 91 90 90 91 90

1 h TWA sound level [dB] 94 93 93 94 93

STEL of inhalable dust [mgm–3] 5 10 10 10 5

8 h TWA of inhalable dust [mgm–3] 1 4 1 1 1

PEL of silica dust [mgm–3] 0.05 0.15 0.3 0.15 0.3

8 h TWA of silica dust [mgm–3] 0.05 0.1 0.1 0.1 0.1

a) Short-term exposure limit (15min); b) permissible exposure limit; c)maximum recommended thermal load; d)maximum permissible exposure; e) time-

weighted average.

Figure 4. Magnetic sensor geometry. (a) Mesh in the model geometry, (b) magnetic flux density
through-wall the carburized sample (closed magnetic circuit) [65].
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vation of the catalyst is accompanied by an increase in its ther-

mal resistance, which may cause the outer tube wall tempera-

ture (OTWT) of the reforming tube to exceed the design limit

value, leading to accelerated degradation of the microstructure

of the tube wall and increasing the cracking risk [68]. Improv-

ing the carrier can enhance the stability of the catalyst.

Khosravani et al. [69] synthesized mesoporous g-alumina via

biotemplate method and prepared a Ni-Ce/Al2O3 catalyst using

it as a supporting material. This biotemplated alumina forms a

higher Brunauer-Emmett-Teller (BET) surface area under larg-

er pore size compared with bulk one, so as to promote better

dispersion of the active site. Therefore, less coke formation and

better catalytic performance were observed in the SMR reaction

using these mesoporous catalysts.

Adding various elements as promoters to Ni-based catalysts

is also a major strategy to improve the long-term safety of the

catalyst. For example, zirconium, yttrium, and lanthanum were

found to be good texture promoters, which can increase the

surface area of catalyst and dispersion of the active site [70].

The doping of Pd and Fe has been proven to enhance the anti-

coking effect, and the Fe-promoted Ni catalyst is sulfur-resist-

ant [71–73]. The doping of Re can enhance the stability of the

overall catalyst by suppressing the oxidation of surface Ni

atoms during the SMR [74]. Trace Ag addition (0.3 wt%) can

significantly reduce carbon deposition of the catalyst [75]. The

addition of Rh and Ir improves the catalyst’s ability to resist Ni

sintering [76]. Tab. 4 compares the performance of several dif-

ferent catalysts for SMR.

4.3 Pressure Swing Adsorption Device

Fig. 5 displays the configuration and running cycle schedules of

a 16-bed PSA system. Due to frequent changes in internal pres-

sure (fluctuating between 1 and 8 bar), metal fatigue, and long-

term hydrogen embrittlement, the risk of sudden failure of

PSA towers and their accessories is significantly increased [77].

In order to improve the reliability of the device and and mini-

mize the risk of hydrogen leakage, it is recommended to use

Ni-containing metal materials such as Austenitic stainless steel

(e.g., S31603, S31608) with low hydrogen embrittlement sensi-

tivity [78].

Tab. 5 compares the performance parameters between these

metals and other ordinary metals. The hydrogen storage equip-

ment in plants also has similar reliability requirements. The

design of high-pressure gaseous hydrogen storage containers

should focus on pressure risks, avoid overpressure explosions,

and improve the charging and discharging of hydrogen storage

tanks and the cycling stability of hydrogen. The development

of liquid hydrogen storage requires the development of materi-

als with good insulation and mechanical properties at low tem-

peratures, which can reduce hydrogen embrittlement.

4.4 Programmed Control Valve

The PSA process is controlled sequentially, which involves the

processes of adsorption, pressure equalization, sequential re-

lease, reverse release, and flushing in a step-by-step manner.
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Table 3. Comparison of parameters between materials used in the reforming furnace and other ordinary materials.

Material name UNS No. DENa)

[g cm–3]

YSb)

[MPa]

TSC)

[MPa]

TCd)

[Wm–1K–1]

Tmax
e)

[�C]

CSf)

[MPa]

CTEg)

[m–1
�C–1]

Price

[$ t–1]

20Cr25Ni20 S31008 7.98 205 515 15 1100 – 16.0 · 10–6 2400

HK40 J94204 8.19 240 425 18 815 – 13.9 · 10–6 2100

Incoloy 800HT N08811 8.40 415 690 11.4 950 – 13.3 · 10–6 2800

22.5Cr25Ni1.5Mo-Nb-N N06059 9.07 379 827 11.2 1100 103 13.8 · 10–6 3500

Cr25Ni35Nb-Ti-Zr N06030 8.22 240 620 9.3 1050 103 13.9 · 10–6 3380

9Cr-1Mo-V K90941 7.85 415 585 35.6 650 – 11.5 · 10–6 1350

1.25Cr-0.5Mo K11872 7.84 310 515 31.9 550 – 12.8 · 10–6 1200

HRB400*) G10450 7.85 450 700 18.6 300 – 11.7 · 10–6 570

0Cr18Ni9*) S30400 7.93 205 515 16.3 550 – 17.2 · 10–6 1300

S316*) S31600 8.01 205 515 16.8 650 80 16.5 · 10–6 1100

ZS-1300 – 5.45 200 400 2.5 1650 40 7.5 · 10–6 960

ZS-1500 – 5.65 200 400 2.5 1700 45 6.5 · 10–6 980

DRL-155 – 2.54 40 60 1.6 1520 35 6.5 · 10–6 910

DRL-150 – 2.62 40 60 1.5 1550 37 6.0 · 10–6 970

a)Density; b) yield strength; c) tensile strength; d) thermal conductivity; e)maximum service temperature; f) creep strength; g) coefficient of thermal expan-

sion; *) conventional materials which are not suitable for assembling reforming furnace.
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Figure 5. Step configuration of a 16-bed H2 PSA cycle with five pressure equalisations, four adsorbing beds, and three purging beds
(AD: adsorption, DPE: depressurizing pressure equalization, ID: idle, PP: providing purge, BD: blowdown, PU: purge, PPE: pressurising
pressure equalization, PR: pressurization); tAD = tcycle/4; tPP = tPU = 3tcycle/16; tBD = tDPE = tPPE = tPR = tcycle/32) [79].

Table 4. Comparison of performance between different catalysts for SMR.

Catalysts Support Promoter T [�C] S/Ma) GHSVb) [mL g–1h–1] CRc) of CH4 [%]

5.0%Ni g-Al2O3 – 700 3.0 24 000 90

13.0%Ni g-Al2O3 Ce 800 2.7 – 75

10.0%Ni g-Al2O3 – 700 2.5 6000 99

Ni g-Al2O3 Mg 850 1.2 60 000 60

19.9%Ni g-Al2O3 La–Ca 900 3.0 – 100

50.0%Ni a-Al2O3 – 700 2.4 65 500 78

15.0%Ni g-Al2O3 Cu 700 4.0 – 95

10.0%Ni a-Al2O3 CaZrO3 700 1.0 60 000 67

5.0%Ni g-Al2O3 Ce–Zr 700 2.0 – 63

15.0%Ni g-Al2O3 – 700 – 18 000 99

a)Ratio of steam/methane; b) gas hourly space velocity; c) conversion rate.
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The step-by-step implementation of different programs relies

on the on-off action of the programmable valve at a preset

time. Therefore, during the completion of a process cycle, the

programmable valve needs to be frequently started and stopped

[80, 81]. Under alternating pressure and hydrogen environ-

ment, the valve stem is prone to fatigue failure, so the opera-

tional requirements and performance need to be higher than

general valves. In particular, the working life of different caliber

program control valves at the inlet and outlet of the PSA

device’s raw gas varies. Large caliber program control valves

have a larger volume compared to smaller caliber program con-

trol valves, so they are subjected to higher stress loads during

the startup and shutdown process and are more susceptible to

damage. A large number of tests and data comparison of mate-

rial characteristics show that 17-4PH martensite precipitation

hardening stainless steel is suitable to replace 40Cr alloy steel

as the stem material of large diameter program control valves

with higher compressive strength and fatigue resistance

[82, 83], so as to ensure the smooth completion of PSA and the

safety and reliability of the system.

5 Process Optimization for
Safety

5.1 Startup and Shutdown

During the start-up and shutdown of the

device, the PSA device cannot provide suf-

ficient desorbed gas as fuel for the burner

of the converter, and NG must be intro-

duced as supplementary fuel. Due to the

difference in the calorific value between

NG and the desorbed gas, the amount of

NG required to maintain the same load is

only one-third of that of the desorbed gas.

Therefore, the existing burner nozzle open-

ing rate is not suitable for NG working

conditions, the flow and pressure during

combustion cannot meet the requirements,

and there is even a risk of backfire and ex-

plosion.

Research has found that it is difficult to

burn safely when only NG is available. A

report proposes a transformation method for the burner struc-

ture to achieve independent combustion of desorbed gas and

NG. The burner is changed to an inner and outer casing struc-

ture, with the outer and inner casing conveying desorbed gas

and NG, respectively, and holes are opened according to the

corresponding opening rate. This structural modification

avoids unstable combustion phenomena caused by different

combustion heats and opening rates during the single combus-

tion process, which is conducive to the safe operation of the

conversion furnace.

5.2 Installation of Temperature- and Pressure-

Reducing Valves

The reaction medium needs to be reduced in temperature and

pressure by a TPRV during the transfer from primary-reformer

to secondary-reformer and from secondary-reformer to the

purification unit. The structure of the TPRV is illustrated in

Fig. 6 [84]. Currently, many TPRVs are directly connected to

www.ChemBioEngRev.de ª 2024 Wiley-VCH GmbH ChemBioEng Rev. 2024, 11, No. 0, 1–21 8

Table 5. Comparison of parameters between metals used in PSA devices and other ordinary metals.

UNS No. DENa) [g cm–3] YS [MPa] TS [MPa] Ela) [%] Rab) [%] HBc) [Nmm–2] Tmax [�C]

S31603 7.99 175 485 30 40 85–95 925

S31608 7.98 205 520 40 50 85–95 925

S30408 7.93 240 505 25 35 75–90 750

S31600 8.01 205 515 30 40 85–95 650

A96061 2.71 140 310 12 20 45–65 200

G10100 7.87 345 380 30 40 70–80 425

a) Elongation; b) reduction of area; c)Brinell hardness.

Figure 6. Structure of the TPRV [84].
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process pipelines. This design and installation process are sim-

ple and direct. However, in actual industrial production, the

high wall temperature and mechanical vibration of the process

pipeline are directly transmitted to the control system of the

TPRV through the connecting pipeline, which has adverse

effects on the stable operation of the controller. Moreover, this

connection structure is not convenient for the maintenance

and repair of the TPRV, and it requires an overall shutdown for

proceeding.

Research has shown that installing the process pipeline and

the TPRV control system independently and connecting the

subsequent components of the control valve with flanges or

welding can greatly improve system reliability. Under this

structural design, the control system is protected from the high

temperature impact of the process pipeline. When the control

system malfunctions, temporary adjustments are made using

auxiliary lines, and maintenance of the control system can be

completed without stopping operations. This type of connec-

tion between equipment is also applicable to other chemical

production lines. It reduces the uncertainty of hazards due to

mechanical vibration and heat transfer and facilitates tempo-

rary individual equipment maintenance.

5.3 Pressure Swing Adsorption Control

In actual industrial production, even if the PSA device operates

at its optimal state, there are inevitably related disturbances,

such as a sudden increase or decrease in feed volume at a cer-

tain time point. If not adjusted in advance, it will take a long

time to restore the set value or even directly deviate from the

operational requirements of the process, posing a threat to the

safe operation of the device. Combining fuzzy control with

existing Proportional Integral Derivative (PID) control can

achieve real-time monitoring and intelligent control of the PSA

process, thereby improving the stability of device operation.

Martins et al. [85] developed a robust stabilization model pre-

dictive control (MPC) of PSA based on multi model uncer-

tainty description to systematically adapt to typical cyclic

steady state and various disturbances in the PSA process. Fig. 7

depicts the closed-loop behavior of PSA-controlled variables

under the action of the controller.

5.4 Pd-Based Membrane Separation

Due to the infinite hydrogen permeation selectivity of dense

Pd-based membranes compared to other gases, these mem-

branes can replace PSA as the purification unit for SMR hydro-

gen production [86, 87]. Compared with traditional PSA,

Pd-based membrane separation does not require frequent

changes in device pressure and has significant advantages in

safety, energy consumption, and process stability. Nevertheless,

the commercial application of Pd-based membranes is limited

by: (i) the high price of Pd, (ii) degradation mechanism of

H2-saturated Pd membranes susceptible to stress cracking after

repeated temperature fluctuations, and (iii) the irreversible poi-

soning of Pd-based membranes by H2S [88, 89]. Alloying with

other metals can alleviate the first two defects of Pd-based

membranes to a certain extent. For instance, Sanz-Villanueva

et al. [90] prepared TiO2/Pd membranes using raw TiO2 par-

ticles as intermediate layers. This design greatly saves Pd usage.

The membrane showed good mechanical stability for 200 h

and complete selectivity for 1000 h at 400 �C. For the third

defect, recent studies have found a positive effect of the applied

electric field in preventing H2S poisoning of the Pd membranes

[91].

Moreover, with the improved performance of Pd-based

membranes and SMR catalysts, simultaneous SMR reaction

and in-situ hydrogen separation in membrane-integrated

reformer reactors (MRRs) became possible. This MRR, with its

compact structure and small floor area, provides an ideal

www.ChemBioEngRev.de ª 2024 Wiley-VCH GmbH ChemBioEng Rev. 2024, 11, No. 0, 1–21 9

Figure 7. Closed-loop behavior of the controlled variables under RIHMPC and IHMPC controllers applied to
the PSA unit [85].
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choice for building urban hydrogen refueling stations based on

the distributed production technologies. The scheme of an

MRR is shown in Fig. 8. It is worth noting that, during the

reaction process, H2 continuously migrates from the reaction

zone to the permeation zone, promoting the reaction to pro-

ceed forward. Thus, the temperature and pressure of SMR reac-

tion in the MRR can be appropriately reduced to improve

safety [92]. Ilianelli et al. [93] achieved a methane conversion

rate of 50% in a dense Pd-Ag MRR packed with a Ni-based

catalyst under conditions of 450 �C and 3 bar, which is more

than eight times that of a traditional SMR reactor under the

same conditions.

5.5 Low-Load Operation

During peak NG usage, the device operates at low load, which

can easily cause damage to the raw material compressor and

converter furnace tubes, as well as catalyst carbon deposition,

and cannot ensure long-term safe operation. In response to this

issue, researchers have found through Aspen Plus software

simulation and device operation verification that a smaller sec-

ondary line control valve can be set for the NG inlet control

valve to increase control accuracy, reduce feed fluctuations, and

meet the needs of low load NG inlet. By increasing the water

carbon ratio of the SMR reaction, the outlet temperature and

methane concentration of the converter are reduced, avoiding

medium coking and the occurrence of red tubes and flower

spots in the furnace tubes.

Tran et al. [57, 95] combined the furnace-balancing frame-

work, the statistical-based model for the OTWT distribution,

the valve-to-flow rate converter, and heuristic search algorithm

to design a real-time SMR furnace balancing procedure (Fig. 9)

to cope with such unexpected disturbances and ensure the

safety of the device. The application of furnace temperature

balancing technology can be extended to other chemical pro-

duction processes to reduce the risk of uncertainty arising from

an uneven temperature field distribution in the reaction vessel

and to avoid premature failure of equipment components.

6 Emergency Response to Accidents

6.1 Emergency Shutdown

An emergency shutdown device (ESD), also known as safety

instrumented system (SIS), is a safety protection system de-

signed based on HAZOP and protection layer analysis results

for industrial processes. It can automatically monitor the oper-

ating status of hydrogen production from the NG process.

When the hydrogen production device needs to stop due to

abnormal process parameters or sudden situations such as gas

and power outages, the SIS system can detect and execute shut-

down procedures in a timely manner, ensuring that the process

is always in a safe state, thereby avoiding personal injury and

economic losses [96].

Meanwhile, to ensure the reliability of the SIS system, inde-

pendent detection components, execution components, logic

calculators, alarm and communication equipment should be

installed, and each component should have a self-diagnosis

function [97]. Furthermore, in the monitoring of key parame-

ters such as the stator temperature of the compressor main

motor, the pressure inside the furnace, steam pressure, water

carbon ratio, and medium temperature, in order to prevent

instrument failures or accuracy errors caused by

long-term service from causing erroneous shut-

downs, the dual three-channel redundant error tol-

erance system (DTRFS) architecture of SIS should

be adopted [98, 99].

Fig. 10 presents the reliability block diagram of

the DTRFS architecture. Only when the monitor-

ing parameters of two or more instruments are

judged to exceed the standard at the same time can

the interlocking device be triggered, and the

controller of the SIS system also adopts redundant

configuration, reaching the SIL3 standard, to

www.ChemBioEngRev.de ª 2024 Wiley-VCH GmbH ChemBioEng Rev. 2024, 11, No. 0, 1–21 10

Figure 8. Scheme of MRR for hydrogen production from natural gas [94].

Figure 9. Flowchart of the furnace-balancing procedure [57].
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ensure the safe, efficient, and stable operation of the hydrogen

production device for a long period of time [100].

The failure rate p of the non-redundant system is assumed to

be 0.05 (i.e., reliability R = 0.95). Then according to Eq. (3), the

reliability of the triple redundant system is R = 0.999875 and

p = 0.000125, which is more than 99% reduction in the failure

rate.

R ¼ 1�
Y

n

i¼1

pi (3)

The shutdown process of hydrogen production plants is also

a complex system engineering. Improper operation can easily

cause catalyst carbon deposition or poisoning, and can also

lead to device damage or decreased service life, and even lead

to serious safety and environmental accidents [101]. Tab. 6

shows the standardized shutdown steps of the NG hydrogen

production system.

Summarizing the experience of device shutdown, it is neces-

sary to focus on the protection of catalysts, hydrogen produc-

tion conversion furnaces, furnace tubes, steam generators, and

other equipment. For reforming furnaces and tubes, in order to

reduce damage caused by thermal stress, the cooling rate must

be strictly controlled (£ 30 �C/h) during shutdown [102]. In

order to maintain a uniform temperature field in the furnace

during the process of shutting down the converter burner, the

ceasefire sequence should be reasonably arranged according to

the distribution of fire nozzles. At

the same time, furnace pressure

fluctuations should be controlled,

as severe pressure fluctuations may

cause catalyst breakage, which can

lead to an increase in resistance

and uneven temperature in the

conversion tube after production

recovery, producing bright spots or

red tubes in the conversion tube.

For steam generators, it is neces-

sary to maintain a high liquid level

in the steam drum during shut-

down to prevent dry burning.

6.2 Fire and Explosion

6.2.1 Causes of an Accident

Fire and explosion are the most destructive types of accidents

facing SMR processes. Hydrogen gas in hydrogen production

equipment and pipelines can leak through small pores, and

even penetrate from materials [103]. Hydrogen leakage gener-

ates escalation vectors (e.g., jet fires, steam cloud explosions),

further causing damage to other equipment and endangering

personnel safety.

Fig. 11 shows a flow chart from hydrogen leakage to occur-

rence of accidents. During the literature research process, it

was found that the current behavior of hydrogen leakage, cal-

culation of explosion overpressure, and determination of safety

distance were mostly obtained through simulation software

[104–108]. So far, the partial evolution mechanism of accidents

is still unclear, such as the kinetic mechanism of high-pressure

hydrogen leakage reaction and the synergistic damage effect of

hydrogen and other components on materials, so further mod-

el optimization and on-site experiments are necessary [109].

6.2.2 Preventive Measures

To prevent such accidents from occurring, the key is to avoid

hydrogen and oxygen mixing reaching the explosion limit,

while also avoiding ignition sources [110]. So hydrogen leakage

www.ChemBioEngRev.de ª 2024 Wiley-VCH GmbH ChemBioEng Rev. 2024, 11, No. 0, 1–21 11

Figure 10. Reliability block diagram of the DTRFS architecture [99].

Table 6. Shutdown steps of NG hydrogen production system.

Order Operation content

1 Reduce temperature and load and cut off the preconversion reactor.

2 Interlock and shut down the boiler, cut off the feeding and hydrogen distribution, and isolate and relieve the pressure of the fuel gas

system.

3 Stop supplying steam and water to the conversion system.

4 Pressure relief and nitrogen replacement of the conversion system.

5 Pressure relief and nitrogen replacement of the desulfurization system.

6 High-pressure steam drum steam production control, stop the machine and pump, and stop the PSA unit.
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should be detected and located in a timely manner. Sun et al.

[111] demonstrated a fast response visual colorimetric hydro-

gen detector based on Pd/MoO3 nanocomposites for hydrogen

leakage monitoring. At 25 �C, when the H2 concentration

exceeds 1%, these nanocomposites can exhibit a perceptible

color change within 10 s. It can be used as an external surface

coating for hydrogen production, storage equipment, and pipe-

lines to quickly locate the leakage point after hydrogen leakage

occurs. Moreover, installing hydrogen detectors and hydrogen

flame detectors around the devices and equipping patrol per-

sonnel with portable combustible gas detectors, are basic moni-

toring and accident prevention measures. Oxygen content ana-

lyzers in the PSA unit and hydrogen storage container should

be installed to achieve real-time monitoring of oxygen content

and the health status of the devices. The detection data should

be transmitted to the SIS system for real-time monitoring.

Automatic sound and light alarms signal when abnormal situa-

tions occur.

Potential ignition sources within the factory area must be

strictly controlled. For example, explosion-proof lamps should

be selected, and the lamp should be installed in a lower posi-

tion and away from gas release sources. Static electricity and

lightning protection grounding devices should be installed in

the hydrogen storage tank area [112]. During on-site opera-

tions, personnel should wear antistatic clothing, gloves, hats,

and shoes to avoid generating static sparks. The environmental

humidity should be appropriately adjusted. The power line

adopts flame-retardant cables for transmission to prevent fire

from spreading along the circuit, and is laid underground or

overhead through steel pipes.

It should also be noted that before filling the device with

hydrogen a leak detection should be conducted and the device

should be thoroughly purged with N2. The hydrogen-contain-

ing system needs to maintain a positive pressure state at all

times. Ventilation devices for confined space should be pro-

vided where hydrogen may accumulate after leakage [113].

Hydrogen transmission pipelines and equipment should be

connected using threaded joints, and the threaded joint should

be filled with polytetrafluoroethylene that is resistant to hydro-

gen corrosion and high temperature.

6.2.3 Emergency Measures

In addition to the requirements for production standards, de-

tailed emergency response equipment and plans should also be

prepared. In order to prevent backfire during hydrogen release,

the vent pipe of hydrogen storage vessels shall be equipped

with a flame arrester or nitrogen purging device. In order to

prevent rust friction sparks, the short vent pipe behind the

flame arrester should be made of stainless steel. The vent pipe

should be provided with safety measures against rain and snow

intrusion and debris blockage. The hydrogen storage container

should be supplied with bursting discs and safety valves, and

the surrounding walls and vent ports should be set [114].

To timely extinguish initial and local fires, firstly, wheeled or

portable dry powder fire extinguishers and carbon dioxide fire

extinguishers should be equipped at key locations according to

the layout of production equipment. Secondly, semi fixed fire

extinguishing steam joints should be installed around the plat-

forms of vertical equipment, multilayer framework platforms,

and equipment with operating temperatures exceeding the

spontaneous ignition point of reactants as needed. Thirdly, fire

hose reels should be installed at key locations such as the hot

oil pump, combustion furnace, and the lower part of the pipe

bridge.

Diversified hydrogen explosion-proof technologies for differ-

ent stages and scenarios are also being continuously explored

in depth. Shang et al. [115] independently developed a set of

hydrogen explosion suppression equipment and verified its per-

formance. After receiving the flame sensor signal, the suppres-

sant (perfluorohexanone-modified dry water) was sprayed into

the explosion area to prevent further expansion of the hydrogen

flame. Flames with a hydrogen equivalence ratio less than 0.5

were successfully suppressed. Long et al. [116] found that foam

copper porous material has a quenching effect on H2/CH4 pre-

mixed explosions in barrier tubes, and the larger the porosity, the

better the decompression and quenching effects.

Gao et al. [117] studied the influence of the morphology and

location of obstacles around hydrogen storage tanks on hydro-

gen diffusion, and evaluated the protective effect of obstacles

on workers and other equipments. Wu et al. [118] stated that

the overall bending of hydrogen jet flames is the prerequisite

for extinguishment. Wang et al. [119] found through experi-

ments that adding N2 and CO2 to the H2-LPG-air mixture can

reduce the maximum explosion pressure and maximum pres-

sure rise rate of the mixture, while also delaying the arrival of

the explosion peak. The addition of CO2 has a greater impact

on the variation of the explosion pressure curve, as depicted in

Fig. 12, which has a better effect on inhibiting explosions than

N2. These developments in explosion-proof technology add the

final safety barrier to the hydrogen infrastructure. However,

most of them are still in the stage of model validation and

experimentation, lacking the evaluation of feasibility and effec-

tiveness in specific scenarios.
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Figure 11. Flow chart of accidents due to hydrogen leakage
[28].
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7 Discussion

Based on a comprehensive multi-criteria decision-making

(MCDM) evaluation framework of efficiency, safety and infra-

structure, the SMR process was assessed as the most desirable

technology for hydrogen production [120]. Despite the relative

maturity of the technology, improvements and enhancements

from a safety perspective are still necessary. SMR is susceptible

to fires and explosions, and the high temperatures and pres-

sures of the operating conditions require more robust materi-

als, better process control, and better emergency preparedness

to minimize risk.

The material selection of the reaction vessel must give full

consideration to the reaction conditions and the physical and

chemical properties of the reaction medium. We provide an

overview of the material selection requirements for critical

reaction vessels and vulnerable parts, with a special emphasis

on the importance of catalysts for safeguarding process. Proper

material selection maintains process continuity and avoids

unnecessary downtime losses and hazards caused by accidental

release of reaction media. The decrease in the mechanical

energy coefficient of reforming tubes and tanks is accompanied

by an increase in the probability of damage and explosion

[121]. It is noted that some material performance requirements

apply equally to other hydrogen production programs and

hydrogen energy infrastructure.

The safety optimization of process consists of two aspects:

the mitigation of uncertainty and the reduction of potential

accident energy. Improvement of the burner placement and

feed distribution scheme in the reforming furnace to achieve

proper temperature distribution can reduce the uncertainty

caused by uneven heating. The optimization of predictive con-

trol algorithms for PSA can help reduce the uncertainty

induced by various process disturbances. The structural modi-

fication of the burner reduces the uncertainty arising from in-

sufficient supply of desorbed gas when the unit is started and

stopped. The in-situ hydrogen separation function available in

the MRR can continuously shift the thermodynamic equili-

brium of SMR reaction towards the product direction [122].

Thus, this process intensification requires lower heat consump-

tion than traditional reactors to achieve the same hydrogen

yield target. In addition to reducing energy consumption costs,

it also provides safer and milder reaction conditions, i.e., lower

temperature and pressure.

Simulation results from mathematical models have con-

firmed the economic and technical advantages (e.g., optimal

gas-catalyst contact, heat management, reduced bed-to-mem-

brane mass transfer limitations) of the MRR scheme [123]. In

summary, the operating conditions of the MRR reduce the

potential accident energy. Nevertheless, more pilot experimen-

tal data are needed to confirm the stability, reliability, and lon-

gevity of MRR under normal operating conditions.

A reliable SIS maintains processes that deviate from normal

operating conditions in a safe manner. Redundant component

configurations compensate for reliability degradation caused

by degraded components that are not detected in time [124].

Redundant monitor deployment can also reduce the probabil-

ity of automated decisions issuing incorrect instructions. With

regard to emergency process termination, we also emphasize

the correct sequence of operations and key points of protection

for the device.

Fires and explosions are the most destructive accident sce-

narios facing hydrogen production processes. There are com-

plex interactions and uncertainties between fires and explo-

sions caused by hydrogen leaks [125]. Once the safety barrier

has failed, thermal radiation, overpressure, or blast fragments

can rapidly expand the accident further from the initial unit to

the surrounding area.

We systematically survey traditional and latest technologies

for leak monitoring, ignition source management, and explo-

sion protection. Further development of explosion protection

technology depends on the exploration of the mechanisms of

hydrogen accident evolution and leakage dynamics. The effec-

tiveness of their selection and combined application for con-

trolling risk also requires further experimental and modeling

evaluation.
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Figure 12. Explosion pressure curves of H2-LPG-air mixtures under different inert gas proportions. (a) N2; (b) CO2

[119].
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8 Outlook

The high complexity and increasing interdependence of hydro-

gen production facilities make them increasingly susceptible to

the domino effect. The relevant accident cases exhibit the char-

acteristics of low frequency and high consequences. The opera-

tion of SMR facilities requires high levels of safety and reliabil-

ity. This cannot be separated from the demand for efficient and

effective process safety and risk management technologies,

which will greatly reduce the probability and consequences of

potential accidents.

The SMR system can improve safety and reliability by:

(1) Conducting in-depth research on the damage propagation

and failure mechanisms of equipment and materials in hy-

drogen environments.

(2) Improving quantitative evaluation methods for hydrogen

damage, and accelerating the development of new materials

with high reliability and long-term hydrogen corrosion re-

sistance.

(3) Implementing more medium- and large-scale hydrogen in-

frastructure (e.g., production line, transmission pipeline,

storage tank) accident experiments to enrich the relevant

databases in order to validate and optimize existing acci-

dent and risk assessment models.

(4) Developing commercially available Pd-based membranes

and MRR to replace existing reforming furnace for hydro-

gen production at lower temperatures and pressures.

9 Conclusion

Natural gas steam reforming for hydrogen production has the

advantages of low comprehensive energy consumption, high

hydrogen production efficiency, and low cost under existing

technological conditions. In the process of developing a low-

carbon economy, this technology can achieve a smooth transi-

tion between fossil energy and renewable energy systems. After

long-term production practice in chemical enterprises, a series

of measures have been taken to improve and innovate the in-

herent safety and long-term operation of NG reforming hydro-

gen production technology, resulting in a significant improve-

ment in the overall safety level of the technology.

However, the current safety and emergency support technol-

ogy system still faces enormous challenges, and it is necessary

to carry out research and development from the technology

level. Specific research demands are as follows:

(1) The SIS system is prone to delays and false alarms due to

the lack of a sufficient number of samples of anomalous

operating conditions, as well as data "noisy" interferences

caused by fluctuations in the reactants quality and deficien-

cies in the monitors performance. Optimization of judg-

ment algorithms and redundant configuration of compo-

nents can be attempted to enhance the reliability of the SIS

system.

(2) There are few effective technologies available to prevent

spontaneous combustion after leakage of high-pressure hy-

drogen, and more research should be conducted on this

topic, such as developing safe and rapid release technolo-

gies that use CO2 to suppress premixed gas flames.

(3) At present, research on catalysts for hydrogen production

from NG is not sufficient. By introducing active metals or

adjusting the physicochemical properties of carriers, it is

expected to further improve the efficiency and safety of hy-

drogen production processes.

(4) CFD simulations can be used to improve the burner place-

ment and feed distribution scheme, so that proper temper-

ature distribution inside the reforming furnace can be

achieved and premature catalyst and reforming tubes fail-

ure can be avoided.
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Abbreviations

ATR autothermal reforming

BET Brunauer-Emmett-Teller

BN Bayesian network

BWM best-worst method

CCU carbon capture and utilization

DBN dynamic Bayesian network

DNT D number theory

ESD emergency shutdown device

ETA event tree analysis

FSEM fire synergistic effect model

FST fuzzy set theory

HAZOP hazard and operability

MPC model predictive control
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MRR membrane-integrated reformer reactor

NG natural gas

OTWT outer tube wall temperature

POX partial oxidation

PRA preliminary risk analysis

PSA pressure swing adsorption

SIS safety instrumented system

SMR steam methane reforming
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Hydrogen production by steam

methane reforming and its risk factors

are evaluated. The safety requirements

for key device and materials as well as

the safety optimization methods for

each process and response measures

for typical accidents are assessed and

discussed. Future research demands are

proposed from the perspective of

research and development, being

essential for improving safety.
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