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ABSTRACT

It is unclear how government departments have incorporated cybersecurity in their strategic
planning processes, policies and operations to promote organisational and operational
resilience. The government stores a significant amount of data and often uses legacy systems
vulnerable to complex cyber threats and attacks. Vulnerabilities mitigated through
cybersecurity frameworks, standards, people management and backed up by good
vulnerability intelligence can provide an understanding of how and why threat actors are
targeting particular vulnerabilities.

The case study method was chosen as it was considered highly suitable for the research
setting because this method provided a provincial government department view by focusing
the study on cybersecurity practice in government departments in an unidentified province.
This data enabled the researcher to understand the current vulnerabilities, needs and
historical responses as the basis for designing future cybersecurity responses to ensure
operational resilience.

The research methodology identified the appropriate methods which the researcher exploited
to address the research purpose and research questions. Methods of research design were
examined in relation to the research diagram. Qualitative constructivism method research
approach allowed the researcher to comprehend the provincial government's cybersecurity
challenges. Constructivism was selected as new knowledge that needed to be collected rather
than merely acquiring it via memory or solely communication from those who know to those
who do not know about cybersecurity in the provincial government. A systematic mapping
study provided an unbiased and systematic mechanism to answer research questions by
finding the research outcomes. The lighter systematic mapping method was chosen as a more
comprehensive systematic literature review was not required at this research level. Using
systematic mapping, existing research on cybersecurity was better understood by identifying
the limitations and gaps of current research.

One of the main findings is that provincial government departments are exposed to
cybersecurity vulnerabilities and threats because they do not have adequate controls in place.
The provincial government visibility of cybersecurity vulnerabilities and threats has been
identified as lacking. A critical implication is that there is no alignment between provincial
departments regarding cybersecurity. The outcome of the research is that the provincial
government is not in line with the national cybersecurity policy framework because the
identification of cybersecurity risk is low. These factors can potentially influence the availability
of government information systems and affect the department's operational resilience. The
Government Information Technology Council, which is involved in the investigation,
formulation and development of ICT security policies, e-government and strategy, and ICT
procurement, has key objectives which focus on the alignment of ICT and ICT Security
(Cybersecurity) in the province with government business objectives.

The identification of cybersecurity vulnerabilities and threats is critical for the provincial
government to respond to cyberattacks, this cybersecurity risks can be mitigated by
incorporating people management with programs such as cybersecurity awareness.
Cybersecurity vulnerabilities, responses and people management are interlinked and need to
be aligned to improve the provincial government's operational resilience.
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The GITO council should be making departments HOD’s and the premier aware of non-
compliance in departments and implement measures to ensure that cybersecurity incidents in
the departments are reported to the provincial GITO council to ensure that the cybersecurity
incidents get a response and cybersecurity controls amended to mitigate future incidents.
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CHAPTER 1: CLOSING THE GAP IN CYBERSECURITY TO ACHIEVE OPERATIONAL
RESILIENCE

1.1 Introduction

This introductory section defines the research rationale by defining the problem, scope, limitations,
objectives, and questions intended to fill the research gap by covering the need for alighment between
cybersecurity and strategies, frameworks, and policies. Global technological advancement has
influenced the public sector in South Africa, and this technological advancement has brought about
an environment whereby cybersecurity has become a necessity. South Africa, like other developing
countries is perceived as having inadequate capacity and capabilities to effectively withstand
cybersecurity threats and cyber-attacks.

The evolution of the Internet has led to a significant growth of cyber-attacks and cyber-incidents, often
with consequences that were disastrous. Despite the improvement in cybersecurity, precautions and
cybersecurity threat mitigation techniques such as web browsing content intelligence, cybersecurity
analytics, behavioural threat intelligence and network policy control, cybercriminals have developed
sophisticated ways to disrupt business and steal information in organisations.

1.2 Research problem statement

There is a gap in knowledge concerning promoting cybersecurity in sub-national governments
(provincial government and local government) through a better understanding of vulnerabilities,
needs and historical responses in order to offer relevant future responses in government. The
provincial government needs to prepare for the inevitable cyber threats by understanding and
considering what cyber threats apply to government departments. Alignment and coordination across
government are needed to implement the National Cybersecurity Policy Framework. It is uncertain
how government departments have incorporated cybersecurity in their strategic planning processes,
policies and operations to promote organisational and operational resilience. The government stores
a significant amount of data and often uses legacy systems vulnerable to complex cyber threats and
attacks. Vulnerabilities mitigated through cybersecurity frameworks, standards, people management
and backed up by good vulnerability intelligence can provide an understanding of how and why threat
actors are targeting particular vulnerabilities (Pretorius & Ngejane, 2019). Through cybersecurity
frameworks, organisations have the ability to facilitate the identification of critical systems and
protect the critical systems from evolving cyber threats that can disrupt business operations (Krumay,
Bernroider & Walser, 2018). People are the greatest vulnerability in any organisation, and people
management is therefore, critical to ensure a cyber-secure culture that can mitigate overall cyber-
related business risks. In cybersecurity, people are seen as victims, the weakest link in the system, a
direct threat to the business's security and operation (Dalal, et al.,, 2021). Responding to cyber
incidents through the implementation of frameworks, standards and people management can ensure
operational resilience in the organisation.
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1.3 Research purpose statement

The purpose of this research is to investigate threats and vulnerabilities in cybersecurity and
determine if there is a need to mitigate cybersecurity using frameworks and standards. Through
investigating the alignment of cybersecurity with frameworks and standards, the current threats and
vulnerabilities can be identified and addressed that impact government information systems. The
research will then look at what is needed for the government to respond to a cyber incident and what
government needs to do to become cyber resilient. The research will take the form of a case study
investigation of vulnerabilities, needs and current responses in fourteen departments and entities in
the Provincial Government. The investigation will focus narrowly on frameworks, related standards
and people management because, in order to offer relevant future cybersecurity responses to ensure
operational resilience in government, a better understanding of current vulnerabilities, needs and
historical responses are required (technical vulnerabilities excluded).

1.4 Research questions
Main research question for this review is:

How can provincial government departments improve operational resilience through effective
cybersecurity?

The research sub-questions are:

1. What are the current cyber vulnerabilities (technical vulnerabilities excluded) of government
information systems to external threats?

2. How do government departments currently respond to cybersecurity incidents?

3. How should provincial government departments mitigate cybersecurity vulnerabilities (technical
vulnerabilities are excluded)?

1.5 Background discussion: Facts and figures about the state of cybersecurity in
government in South Africa

1.5.1 Cybersecurity Globally

The digital transformation of the world has increased due to the increase in smart devices, networked
systems, and the Internet of Things (IoT). The rise in the use of network smart devices is leading to a
growing cybersecurity threat environment. The exact effect and costs of cyber incidents is a debated
topic, but year by year, the cost increases considerably (McAfee, 2018; Verizon, 2019).

Cybersecurity is a concern for all countries, threats and impacts in their nature differ from country to
country. Therefore, there is a need to assess the impacts and threats specific to a country. The global
concern fuelled by data breaches and lack of skilled cybersecurity professionals has required research
institutes to survey and report on cybersecurity to promote cybersecurity initiatives through
comparison (ITU, 2018a). The Global Cybersecurity Index (GCI) ranks countries from least safe to most
safe. Forthe year 2018, 60 countries were surveyed and split into three main categories, whereby the
top 6 countries under each category are listed in the table below.
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Figure 1: Global Cybersecurity ranking
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Table 1: Comparison of GCI rankings 2018
Global Cybersecurity Index rankings 2018

Top 6 Countries with worst Top 6 Countries with cybersecurity Top 6 Countries with the best

cybersecurity commitment cybersecurity

Gabon Uzbekistan United Kingdom

State of Palestine Moldova United States of America
Senegal Ukraine France

Sudan Azerbaijan Lithuania

Gambia Cyprus Estonia

Ethiopia South Africa Singapore

Source: ITU (2018a)

The Global Cybersecurity Index (GCI) reports on the commitment of countries to cybersecurity at a
global level, the GCI looked at 60 countries in 2018 and found considerable differences in a number
of categories, from malware rates to cybersecurity-related legislation. South Africa ranked 28 out of
60 countries as least cyber safe. In 2019, looking at the GCI 2018 report and Kaspersky 2019 report
on security statistics South Africa, improved and was ranked 31 out of 76 countries, 16 new countries
added to 2019. The Global Cybersecurity Index (GCl) is busy compiling the 2019/2020 report and has
been delayed by the COVID-19 Pandemic.
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Figure 2: Cybersecurity Ranking 2018 Figure 3: Cybersecurity Ranking 2019
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1.5.2 Cybersecurity incidents in the South African Government

Government departments are dependent on evolving information systems. Information systems are
critical for e-government and play an important role in the government department's business
process's success and ability to deliver the departments mandate. To achieve the department's
strategic objectives effectively, these information systems need to stay relevant and technologically
driven, in other words, digitally-enabled operations need to be efficient, increase performance,
improve service delivery speed and reduce cost. Cyber risks have a capacity to disrupt information
systems and are increasing continuously. Cybersecurity survey reports (ITU, 2018a; Kaspersky, 2019;
Verizon, 2019) rank South Africa in the top 20 for most vulnerable to cyber-attacks. An examples of
recent cyber incidents that impacted the South African government negatively are listed in Table 2
below:

Table 2: Cyber incidents in South Africa

Year Information about the incident Type of cyber incident
2018 Department of Labour experienced an unsuccessful attack on one of its  Distributed Denial of
external-facing servers. Service (DDoS)

A DDOS attack is when multiple systems flood the bandwidth or
resources of a website, making it unavailable.
Level of Incident: Low (No servers, systems or client's information was

compromised)

2018 Websites of the Presidency, Department of Environmental Affairs and Hack
Department of Home Affairs, were disabled by the hacking group "Black
Team".

A website defaced and replaced with the hacker group emblem and
message. The website is then disabled for repair.
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Level of Incident: Medium (Servers, systems or client's information was
compromised)

2018 A contractor of municipalities discovered a data breach of personal Data Theft
records.

Over 900k records of South African's stolen in data breach.

Level of Incident: Medium (Servers, systems or client's information was
compromised)

2019 Lazarus group targeting banks and other financial companies around cyber-espionage and
the globe cyber-sabotage

Cybercrimes across digital banking platforms increase yearly - resulting
in losses of over R262m, no loss reported in this incident.

Level of Incident: Medium (Servers, systems or client's information was
compromised)

2019 City of Johannesburg had a breach on its network, bitcoin ransom notes Ransomware
from a group called the Shadow Kill Hackers

Bitcoins of the value of $30k demanded by hackers. The Call Centre and
digital platforms were taken offline for recovery.

Level of Incident: High (Servers, systems or client's information was
compromised)

2019 Provincial Treasury Northern Cape departmental website defaced. Hack
External facing digital platforms were taken offline for recovery.

Level of Incident: Medium (Servers, systems or client's information was
compromised)
2019 Organisations are facing malware attacks caused by employees making Malware
inappropriate use of company property.
Malware attacks in South Africa increased by 22% in the first quarter of
2019.
Level of Incident: Medium (Servers, systems or client's information was
compromised)
2020 A perpetrator hacked one of the servers of the Department of Hack
Employment & Labour
Hacker hacked over 300 staff credentials for the purpose of fraud and
corruption.
Level of Incident: High (Servers, systems or client's information was
compromised)
Sources: Breakfast, 2018; Department of Labour, 2018; Etheridge, 2018; Paton, 2019; Smith, 20193;
Smith, 2019b; Department of Employment & Labour, 2020

Cybersecurity has been severely compromised in the area of digital banking, with South Africa listed
as having the third-highest number of cybercrimes in this area and yet lacking a comprehensive
cybercrime legal framework (Didenko, 2018).
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South African government departments need to move from the commitment to actual cybersecurity
practice. By understanding the current threats and challenges that government departments face will
enable them to manage cybersecurity risk more effectively and provide a view of the current
cybersecurity risks and gaps (Kaspersky, 2019).

The NIST cybersecurity framework ensures that the cybersecurity vulnerabilities, needs and responses
are identified under categories (Access Control, etc.), and subcategories function referenced to
existing standards such as the International Organisation for Standardisation (ISO) and International
Electrotechnical Commission (IEC) 27001 and Control Objectives for Information and Related
Technologies (COBIT) and etc (National Institute of Standards and Technology, 2018) to ensure
operational resilience in government. The South African government's response to the issue of
cybersecurity has been the implementation of the National Cybersecurity Policy Framework (NCPF).
This policy framework is aimed at a coherent and integrated cybersecurity approach to address
cybersecurity threats. Given the cyber-crime occurrence globally, the public and private sectors have
taken cybersecurity precautions to strengthen and mitigate these risks (SSA, 2015). The NCPF for
South Africa defines cyber-espionage as an act or practice to obtain secrets without the permission of
the owner of the information (personal, sensitive, proprietary or of classified nature) from individuals,
competitors, governments and enemies for personal, economic, political advantage. The NIST
CSF can complement the National Cybersecurity Policy Framework (NCPF) as a scorecard through
core functions that deliver a high-level strategic view of an organisations management of
cybersecurity risks (Identify, Protect, Detect, Respond, and Recover).

One of the well-known cybersecurity frameworks is the NIST Cybersecurity framework (CSF), the NIST
CSF developed by the National Institute of Standards and Technology in 2013 (NIST, 2018). Although
mainly used to assess critical infrastructure, the CSF has a list of security controls from several sources
that have been combined. The CSF divided into several core functions that provide a high-level
strategic view of organisations management of cybersecurity risks (Identify, Protect, Detect, Respond,
and Recover) through the lifecycle approach. The NIST CSF has categories (Access Control, etc.) and
subcategories for each function referenced to existing standards utilised in the NCPF (ISO/IEC 27001,
COBIT, etc.) (National Institute of Standards and Technology, 2018).

The National Cybersecurity Policy Framework utilising existing standards and measured using the NIST
Cybersecurity framework ensures that the cybersecurity vulnerabilities in government get identified.
Needs to mitigate cybersecurity risks are categorised, and weakness in cybersecurity controls
responded accordingly to ensure operational resilience in government. Implementing a policy
approach, frameworks can be reinforced as policies are expected to facilitate rather than regulate.

1.5.3 Case study of the Provincial Government

The Provincial Government Information Technology Officer Council (PGITOC), which was created to
serve as an ICT coordination and consolidation vehicle in government, looks at strategic partnerships
with government agencies, the business sector and any other bodies related to the ICT sector in order
to help it meet its objectives. The Council, which is involved in the investigation, formulation and
development of ICT security policies, e-government and strategy, and ICT procurement, has key
objectives which focus on the alignment of ICT and ICT Security (Cybersecurity) in the province with
government business objectives. The PGITOC resolutions filters to departments via departmental
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Government Information Technology Officer's (GITO's) and their respective department ICT Strategic
committees, ICT Steering committees and ICT operational committees.

The case study was chosen as it was considered highly suitable for the research setting and will provide
a government department view. Focusing narrowly on frameworks, related standards and people
management in order to offer relevant future cybersecurity responses by understanding current
vulnerabilities, needs and historical responses to ensure operational resilience.

The research is conducted from the assumption that government departments promote cybersecurity
and foresee the importance of cybersecurity. Therefore, the research design aims to ensure that:

> All provincial government departments will be requested to participate in the research study.
> All targeted participants will be willing to participate.
> The research should provide sufficient data for analysis.

1.6 Research benefits and limitations

To my knowledge, there is inadequate data available on the state of cybersecurity readiness in
provincial government departments. The research will benefit the provincial government by
identifying cybersecurity risks and establishing a cybersecurity risk management approach through
strategies, policies, and good cybersecurity practices.

The research will give insight into the identification of factors that influence or affect cybersecurity
effectiveness in government departments. While this study is limited in scope to government
departments, the results may easily be applied to government entities, and private sector
organisations as the cybersecurity effectiveness of government departments are critical to the
maintenance of services to the public.

The research is limited to the target organisation and describes factors in this narrowed scope.
Therefore, the scope is narrowed to provincial government departments and their service provider
SITA. The targeted participants are at least two participants per department that are involved in the
following fields: Information Technology, Information Security, Cybersecurity, Information
Technology Security and Risk.

1.7 Research chapter outline
This section gives a brief overview of the research study chapters.

7|Page



Figure 4: Research Chapters outline
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Chapter one: Closing the gap in cybersecurity to achieve operational resilience

Chapter one sets out the research focus and research problem and specifies the study's significance
giving the research context. The chapter explains the need for cybersecurity research in South Africa
by identifying cybersecurity risks and establishing a cybersecurity risk management approach through
strategies, policies, and acceptable cybersecurity practices. This chapter also explains the context for
understanding cybersecurity in the provincial government in South Africa.

Chapter two: Promoting cybersecurity through better understanding vulnerabilities, needs and
responses

The chapter explores the nature of cybersecurity vulnerabilities in provincial government and what is
needed to respond to cybersecurity through frameworks, standards, and people management. The
chapter explores the different types of vulnerabilities affecting the provincial government and the
different cyber threats categories. The chapter further explores operational and cybersecurity
resilience in the provincial government and the alignment between these cybersecurity, frameworks,
and government standards.

Chapter three: Research methodology: Qualitative constructivist and systematic mapping
methodology

Chapter three outlines the research methodology and appropriate methods which the researcher
applied to address the research purpose and research questions. Methods of research design are
examined in relation to the research diagram. The previous chapters considered the literature as a
baseline to address the research questions, and this chapter explains why specific research methods
were chosen.

Chapter four: Inside the government cybersecurity landscape

Chapter four presents in detail the findings of the research data collected in provincial government
departments. The chapter introduces the research findings from the interviews and aims to
contextualise cybersecurity in the provincial government. The research questions and objectives
directed qualitative content analysis of research findings.

Main research objective: To identify why and how provincial government departments can improve
operational resilience through effective cybersecurity.

e Research objective (i): To identify the current cyber vulnerabilities of government information
systems to external threats.

e Research objective (ii): To identify how provincial government departments currently respond to
cybersecurity incidents.

e Research objective (iii): To identify the need for provincial government departments to mitigate
cybersecurity vulnerabilities.

Chapter five: Discussion on findings

The Chapter discusses the research findings that were conducted in the provincial government. The
purpose of the research study was to investigate threats and vulnerabilities in cybersecurity and
determine if there is a need to mitigate cybersecurity using frameworks and standards. By
investigating cybersecurity alignment with frameworks and standards, the current threats and
vulnerabilities can be identified and addressed that impact government information systems. Further,
this chapter discusses what is needed for the provincial government to respond to a cyber incident
and what government needs to do to become cyber resilient.
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Chapter six: Research Summary, recommendations and conclusion

Chapter six concludes the research by summarising the research emphasising a combination of the
research findings interpreted and discussed from the analysis of data collected from the interviews
and document review and provides evidence of how the research aims have been fulfilled. This
chapter further identifies the research limitations and recommendations for future research. The
chapter concludes with an explanation of how provincial departments in the South African
government can improve cybersecurity.
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CHAPTER 2: PROMOTING CYBERSECURITY THROUGH BETTER UNDERSTANDING
VULNERABILITIES, NEEDS AND RESPONSES

The literature covering cybersecurity fails to clearly define the concept of cybersecurity. The meaning
of cybersecurity varies from the security of unauthorised access to the management function designed
to protect the organisation (Brookson, et al., 2015). Cybersecurity, defined with many definitions, has
caused it to be a poorly understood term in our time (Urgessa, 2019). For the purpose of this research,
cybersecurity will be defined as the protection of Cyberspace, the term expressed by authors
(Brookson, et al., 2015, page 7):

Cybersecurity shall refer to security of Cyberspace, where Cyberspace itself refers to the set
of links and relationships between objects that are accessible through a generalised
telecommunications network, and to the set of objects themselves where they present
interfaces allowing them remote control, remote access to data, or their participation in
control actions within that Cyberspace.

2.1 Nature of vulnerabilities in public sector information systems

Many countries across the globe are embracing emerging trends in Cyberspace, concerns over
cybersecurity are accumulating due to reports of increased breaches and attacks (Fearn, 2017; van
Niekerk, 2017; SABC News, 2017). Common in most literature, cybersecurity importance has grown
considerably in the last few years. Many countries are starting to establish a set of frameworks,
policies, tools and security measures in order to prepare their environments for cybersecurity threats
and vulnerabilities. Cybersecurity risks are getting worse every day due to newly implemented IT
systems with computer systems that are getting weaker, even more vulnerable than traditional
computer systems, and contribute to the rising cybersecurity vulnerability level.

2.1.1 Cyber threats and vulnerabilities in government

From the literature, the risk to government information systems can be defined as a potentially
damaging consequence due to a cyber-attack or cyber threat that comprises the confidentiality,
integrity, and availability of government information systems. Government websites, financial
systems, infrastructure systems and government to citizen service platforms are the primary targets
for cyber-attacks. These attacks range from identity theft, intellectual property theft and financial
theft and critical infrastructure attacks. A cybersecurity vulnerability is a flaw or weakness in
information systems and their weak or poorly implemented security controls that can be exploited
(Alshayeb et al., 2020). Government is affected by the following vulnerabilities:

Web vulnerabilities

The top five most common categories of web attacks are malware, DDoS (Distributed Denial of
Service), website defacement, SQLi (SQL Injection) and account Hijacking. Cyber-attacks continue to
infect web sites and web applications, allowing attackers to access sensitive data and exploiting
legitimate web sites (ENISA, 2019; Parsons, 2019). Government Websites were hacked and defaced in
2018 — 2020, cyber-attacks are continuously increasing and targeting web vulnerabilities (Breakfast,
2018; Smith, 2019a; Smith, 2019b).
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Software / System vulnerabilities

Diesch, Pfaff and Krcmar (2020) research emphasise that system vulnerabilities are the gaps or
weaknesses that make threats possible and entices threat actors to exploit these vulnerabilities. A
weakness in system security procedures, internal controls and implementation design is a few
examples (ENISA, 2019). Governments e-government services and government Information systems
are vulnerable, the city of Johannesburg ransomware incident that took place in 2019 shows how
vulnerable government systems are to cyber-attacks (Paton, 2019).

Security vulnerabilities

ICT systems deal with an enormous amount of sensitive data, such as personal files, company records,
government files, etc. ICT systems are also often in control centres of critical infrastructure. Critical
infrastructure may be subject to cyber-attacks and requires additional cybersecurity measures to
protect against Information leakage/loss, prevent unauthorised access, and secure all communication
in and out (ENISA, 2019; Williams, et al., 2020).

Access rights management is important for both the physical and the cyber domains and allows for
granular management of all authorised personnel, with the ability to restrict access. Access
Management in government systems can be compromised, as identified in the incident that took place
at the Department of Employment and Labour in which over 300 staff credentials were compromised
(Department of Employment & Labour, 2020).

For the government to prepare for the inevitable cyber threats, the government needs to understand
and consider what cyber threats apply to departments (ITU, 2018b). The National Cybersecurity Policy
Framework (NCPF) acknowledges the following cyber threats categories: cybercrime, cyber espionage,
cyber warfare and cyber-terrorism.

Table 3: Comparison of NCPF cyber threats categories

Target Method Motivation
Cybercrime Individuals Distributed denial of service
Private Companies Identity theft Economic gain
Government Malware
Cyber espionage In<.jividuals . Different techniques and political gain
Private Companies methods (attacking . .
L Economic gain
Government organisation gateway)
Cyberwarfare Infrastructure Different techniques and
Information Technology methods for disruption Political gain
(Private and Public) (virus attack, DOS attack)
Cyber terrorism Public Sector A range of methods Political gain
Private Sector (hacking into the hospital) Revenge

Cybercrime, cyber espionage, cyber terrorism, cyberwarfare

The term cybercrime broadly accepted in literature and defined in this study as criminal acts using
information and communication technology (Jaccard & Nepal, 2014; Azmi, Tibben & Win, 2018).
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Based on this definition, cybercrimes can be distinguished as the following:

e Targeted cybercrimes: crimes in which a computer or workstation is the target of the offence;
and

e Cybercrimes Tools: crimes in which a computer or workstation is used to facilitate a traditional
crime.

In a way, the NCPF is securitising the cybercrime issue (identity theft, fraud and phishing) as a matter
of state security.

An action taken by a nation to penetrate another nation's ICT infrastructure for the purpose of
disrupting or causing damage can be deemed as cyberwarfare. Cyberwarfare can either be offensive
or defensive. The offensive form gathers intelligence about the cyber capabilities, configuration, and
operations of a country that is regularly collected and used against them to disrupt, destabilise and
degrade their cyber defence. Defensive cyberwarfare is mainly about countries strengthening their
national cyber defence capabilities to proactively detect, analyse and mitigate against threats
(Mbanaso, 2016).

Internet-based attacks by individuals, groups, terrorists to disrupt devices connected to the internet
is cyber terrorism (Tehrani, Manap & Taji, 2013). Cyber terrorists use cyberspace to disrupt computer
or telecommunications services to illicit widespread disruptions and loss of public confidence in the
ability of government to function effectively.

From past cyber incidents, the following threats in government can be identified: Hackers exploiting
coronavirus fear by spreading malware and e-mail viruses to carry out the malicious activity and
spread computer viruses, Ransomware encrypts files then the criminals will then get in contact and
offer to send the encryption key for a fee, data breaches such as third-party service providers
information systems getting compromised, Hacktivism is now considered more sophisticated than
ever before. It no longer only focuses on the social and political protest but includes politicised attacks,
essential service disruption, espionage and cyber warfare (Breakfast, 2018; Department of Labour,
2018; Department of Employment & Labour, 2020; Dyess, 2020; Etheridge, 2018; Paton, 2019; Smith,
2019a; Smith, 2019b).

COVID-19 pandemic and cybersecurity

An emerging theme identified through the participant observation in the National GITOC - information
security meeting is ICT Security trends and threats during Covid-19. The current pandemic due to
COVID-19 is a very challenging issue for the government. The government needs to provide accurate
and timely information to the public and sister departments. With the advancement of technology
and cybersecurity challenges, it is common for hackers and attackers to take advantage of times when
there are emergencies. The online video conferencing apps such as Microsoft Teams, Zoom, and
Google meet usage have increased during the pandemic, bringing on more issues and threats in terms
of cybersecurity (Alshayeb et al., 2020). The government will have to deal with the growing security
demands emerging from the increased risk of cyberattacks.

The recent outbreak of the coronavirus pandemic has seen a considerable increase in the number of
user or officials interacting with each other working online. Taking advantage of this situation, bad
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actors in cybersecurity have become more active by hacking and attacking for financial gain and other
interests. Government is vulnerable to cyber threats such as phishing and malware or ransomware
attacks (Broh et al., 2018; Brohi & Dion,2020). The following top cybersecurity threats amid COVID-19
are:

DDOS attack

Government departments have seen an increase in Distributed Denial of Service (DDoS) in the current
pandemic due to COVID-19. Hackers are flooding the government departments websites or systems
by attacking the communication channel, crashing the relevant website or government system
(Chigada & Madzinga, 2021). The DDoS purpose is to attack network traffic rendering a computer
resource or network unavailable. By targeting organisations computers and their network connection,
the organisation's operations, reputation, and trustworthiness can be damaged (Arabo & Pranggono,
2021). The majority of DDoS attacks focus on targeting the transport and network layers to overwhelm
the target machine, rendering the system resources inefficient until the server or system goes offline.
These attacks can also saturate the entire network with malicious traffic, causing the entire network
to be temporarily unusable.

Malware

Malware, spyware and trojans spread by cybercriminals in the current pandemic are taking advantage
of the situation. Malware, spyware and trojans embedded in coronavirus maps and websites infect
individuals, organisations and government by luring the targets to follow a link in an email or
downloading malware to their computers or mobile devices (Chigada & Madzinga, 2021; Arabo &
Pranggono, 2021). 94% of computers corrupted by malware during the pandemic were infected by an
email. Malware, defined as a dangerous application, can lead to data leakage of government
information and cause government departments systems to malfunction and interrupting the
department's operations. Cybercriminals are targeting the government through phishing emails and
hyperlink attachments. Workstations can be infected by malware at any given time if the device is
connected to the organisation network.

Ransomware

Ransomware attacks targeting government institutions by cybercriminals rely on the government,
which cannot afford to be locked out of their systems during this highly critical time, forcing them to
pay the ransom (Chigada & Madzinga, 2021). Ransomware infects systems via email attachments,
links and already exploited employee workstations that are vulnerable (Arabo & Pranggono, 2021).

A malicious program Ransomware that was designed to facilitate a broad range of despicable
activities. It prevents access to people or organisations data unless a ransom is paid (typically using
some cryptocurrency, such as bitcoin). An example of ransomware deployed during covid is CovidLock,
developed to monitor statistics on COVID-19. Users installing this application have to grant
permissions on the users’ mobile device. Once the application is installed, it blocks user contacts,
pictures, videos, and social media accounts access. To regain access, the victim has to pay the ransom
using bitcoins. If the attacker does not receive the bitcoins, the infected data will either be published
or erased.
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Spam emails
Spam emails using coronavirus themed emails with malicious attachments have increased during the

pandemic. A common way to spread malware is via email. Cybercriminals use the pandemic to entice
people to click, primarily by hiding the executable in archive files. During the COVID-19 pandemic,
Phishing was observed as a common threat. Attacks via spam e-mails containing the word "corona"
or "covid" have been reported. Attackers impersonated the World Health Organization (WHO), and
the infected e-mails often contained subject lines such as "COVID-19 updates" or "COVID-19 tracker
of your city". Malicious actors use existing, genuine covid materials as bait to click or open an
attachment.

Malicious URL’s

Dixon and Balson (2020) state that cybercriminals are taking advantage of the COVID-19 pandemic by
creating malicious URL’s. These URL’s relating to the coronavirus attract unsuspecting users looking
for COVID-19 information or statistics. Threat actors gain access to sensitive information from their
victims that believe they have connected to legitimate COVID-19 URL’s. Websites that claim to be
applications to protect against covid-19 lure individual targets and then proceeds to request the user
to either enter their credit cards details or install malware.

2.2 Approach to the alignment of cybersecurity responses with vulnerabilities and
needs in government departments

2.2.1 Cybersecurity frameworks

Today's organisations need to comply with industry specific regulations, policies and standards
(Gourisetti & Patangia, 2020). There are a number of cybersecurity standards and frameworks
available. Researchers Azmi, et al. (2018) emphasise there are many cybersecurity frameworks and
they share the same concepts. Organisations can benefit by adapting either a single cybersecurity
framework or a combination of frameworks as there is no one size fits all for the public and private
sector. Cybersecurity frameworks assist those charged with cyber governance at the organisation to
mitigate the risks associated with the adoption and deployment of cybersecurity. The benefits of
frameworks are that it assists public and private organisations in achieving their objectives for the
governance and management of cybersecurity. In the private sector, adopting frameworks can aid in
creating a defined structure within which to work. As technology has continued to evolve, the
frameworks in cybersecurity have also done so over time. Frameworks have also been known to assist
in bringing down costs, improving efficiency and security, and increasing productivity within business
operations (Weber & Rudman, 2018). Organisations are not limited to a single framework or standard
and can use a combination to achieve cybersecurity for their organisational needs (ITU, 2018b).

The National Cybersecurity Policy Framework (NCPF) requires that there be alignment and
coordination across government. According to Gcaza and von Solms (2017), the analysis of the
government environment, NCPF stipulates and accepts that a culture of cybersecurity is an imperative.
However, Sutherland (2017) has expressed the lack of priority placed on cybersecurity as the
timeframe it took to adopt the National Cybersecurity Policy Framework and how slow the
framework's implementation has taken. The NCPF is deemed sufficient, according to Gcaza and von
Solms (2017), to provide the strategic direction of SA concerning a cybersecurity culture. As to the
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literature, government departments will need to look at their approved frameworks such as the
Corporate Governance Information Communication Technology Policy and the National Cybersecurity
Policy Framework (NCPF) and assess if the department's strategic plans are aligned to ensure
cybersecurity.

2.2.2 Cybersecurity standards

Research has shown that government needs a cybersecurity strategy that protects its information
systems from emerging cyber threats and cyber-attacks and is aligned to governments business that
will incorporate standards, frameworks, and best practices (Pretorius & Ngejane, 2019). Tambo and
Adama (2017) research suggest that to ensure resilient and reliable public and financial institutions
security, national and international standards are required to promote reliability, integrity and
availability of critical data and information through collaborative and coordinated cybersecurity.
Through the application of cybersecurity standards to government and public organisations, tangible
benefits that justify the time and financial resources can be witnessed. Leveraging on cyberspace
standards, telecommunication standards, and electronic infrastructure is crucial to cope with
technological developments to mitigate hackers. The organisation's data and information security,
awareness and risk are boosted, and potential inside and outside vulnerabilities or attacks are
mitigated through standards. Mbanaso, Abrahams and Apene (2019) research further support
cybersecurity standards promote effective management for cybersecurity risks in organisations.
Standards with specific reference to alighnment are non-existent as standards are generally generic
and can be easily implemented and adapted for most industries. The International Organization for
Standardization (ISO) and the National Institute of Standards and Technology (NIST) are involved in
mitigating the impact of cyberattacks. Through developing cybersecurity frameworks, security
protocols, and guidelines, cyberattacks are minimised.

Some of the following standards utilised in the NCPF (Mshungane, Z. (2017):

ISO/IEC 27001 & ISO/IEC 27002

The International Organisation for Standards (ISO) 27001 and 27002 regarded as a framework for
security controls that provides generic requirements for assessing and treating information security
risks. These standards can be tailored to the organisation's needs and applied to all organisations
regardless of the type, size or nature. ISO/IEC 27001 focuses on the requirements for establishing,
implementing, maintaining and continually improving information security management. I1SO/IEC
27001 is based on the old approach of information security that focuses on security information and
system security, whereas cybersecurity focuses on more than information or system security.

For cybersecurity, ISO/IEC 27001 and 27002 are generally followed for information and system
security. The 27001 focuses on information security management systems, and 27002 on code of
practice for information security controls, however, it maps directly to additional national standards
of South Africa (1SO, 2018).

COBIT
Control objectives for information and related technologies (COBIT) are commonly used in enterprise

governance and the management of information and technology frameworks. It provides
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documentation to build and maintain through a set of controls for the governance of information
technology. COBIT as such is not a framework for cybersecurity but rather a risk-based control and
governance framework. Inthe COBIT framework, cybersecurity is linked via other information security
and cybersecurity frameworks (ISACA, 2018).

NIST Cybersecurity framework

The NIST Cybersecurity framework has been developed utilising recognised standards such as the
Control Objectives for Information and Related Technologies (COBIT), International Organisation for
Standardisation (ISO) and International Electrotechnical Commission (IEC). According to the National
Institute of Standards and Technology (NIST, 2018), the NIST Cybersecurity framework is has been
developed to reduce cybersecurity risk and improve cybersecurity to critical infrastructure. NIST
Cybersecurity Framework, a framework that integrates industry standards and best practices to help
organisations manage their cybersecurity risks. The NIST Cybersecurity Framework enables a common
language that allows staff at all levels within an organisation to develop a shared understanding of
their cybersecurity risks. The NIST Cybersecurity framework provides a reference model that allows
an organisation to implement effective cybersecurity by continuously applying cybersecurity risk
management to improve the resilience of information systems and critical infrastructure and
complements the National Cybersecurity Policy Framework (NCPF) as a scorecard (Krumay, Bernroider
& Walser, 2018).

2.2.3 People management for improved cybersecurity

By their very nature, humans are central to the state and, because of this, central to security. The
growing sophistication in information technologies, associated attacks, and crime calls for a
corresponding level and amount of skills to meet such challenges. Organisations have become
concerned about security trends that threaten their business and operations due to increased cyber-
attacks. Cyber-attacks have effectively beaten security solutions by exploiting the human-factor
limitations in knowledge and skills. These attack patterns have manipulated human elements into
unintentionally conveying access to critical government systems. Awareness training focuses on
providing users with the knowledge of the most common issues. Security software will never replace
the people using the machines and is there to aid the users and not act on their own and serve as a
means of defence. As such, organisations that seek to be up the curve of cyber, need to train and have
a pool of highly skilled individuals. Cyber-attacks have effectively beaten technological security
solutions through exploiting human-factor limitations in knowledge and skills (Chandarman & Van
Niekerk, 2017; Craig, 2018).

As often repeated in literature, the weakest point in the security chain seems to be the human. The
main issue, the human factor, is impossible to fix completely, this raises the importance of
management and planning (Dalal, et al., 2021). From the people management viewpoint, it is achieved
foremost by informing employees of the importance of cybersecurity. Cybersecurity knowledge
attributes towards workforce security capability, which is invaluable to achieve a secure environment.
Effective implementation of security knowledge and skills should be built on a clear understanding of
existing capability and the identification of cybersecurity capability shortfalls that reveal
vulnerabilities. This is achieved by training and including employees in the securing activities and is
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essential for building a cybersecurity culture (Tambo & Adama, 2017; Craig, 2018). Cyber-attacks on
government employees become effective due to a couple of reasons, weak or lack of sufficient
cybersecurity knowledge and skills, negligence, misinformation (Dalal, et al., 2021).

NCPF needs more work, for example, there is a need for specific detail about how the cyber human
resource will be trained and what the timelines are. A commendable component of the NCPF is the
way it targets awareness and education as critical pillars to cybersecurity due to the human factor.
One way to reduce organisation cybersecurity vulnerabilities or risk potential is to enhance the
department's cybersecurity capabilities through improving cybersecurity awareness and training.
Humans will always be involved directly or indirectly will play a major role towards achieving
cybersecurity objectives (Marble, et al., 2015). Cyber resilience, often regarded as a sub-discipline of
resilience, is about returning to normal in the event of a disruption on (digital) information systems.
On the other hand, it is also about preventing disruptions from significantly affecting the government
department business processes' continuation. Cybercriminals are increasingly choosing attacks that
do not focus on just technical weaknesses and include the human factor.

2.3 Responding to improve cyber resilience

Research has shown that departments need to have cyber resilience that can mitigate cyber risks for
the government to respond to cyber incidents. Frameworks can support the provincial government
departments risk governance processes and procedures by exerting emphasis on strategic
responsibility and leadership, focusing on opportunities, making risk-informed decisions, and
contribute to the achievement of operational resilience against organisational risks and cybersecurity
risks. Cybersecurity resilience refers to the ability to continue with business operation despite adverse
cyber events taken place. Cybersecurity's general objective is to protect networked IT and information
systems, and cyber resilience is focused on a higher-level objective of delivering the governments
departments strategic and operational objectives (Von Solms, 2018). Information systems can be said
to be resilient only when they continuously deliver business value. Even in the face of adverse
cybersecurity events, the provincial government departments must focus on the business operations
resilience as its starting point rather than information technology when implementing cybersecurity
resilience.

Cyber resilience is not only about technology, and it covers people and processes. Cyber resilience
cannot exist in isolation and needs to be integrated and aligned in the organisation. Cyber resilience
is about being proactive and not reactive (Carew, 2019). If cybersecurity is not adequately addressed,
the cost will be perceived as being to be high, and risks are likely to increase with emerging cyber
threats and the adoption of the fourth industrial revolution (Lees, Crawford, & Jansen, 2018).
However, cybersecurity resilience is not easy to implement and operationalise. Cybersecurity
resilience is a multi-dimensional conception that involves governance, awareness training, and
business continuity management. Some authors consider cyber resilience a part of cybersecurity-
focused on responding to a cyber incident; other authors consider cyber resilience a more holistic
concept that includes the whole lifecycle and the strategic and human processes into cybersecurity
(Schneier, 2014; Cybenko, 2016). The government needs to develop comprehensive cybersecurity and
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data resilience strategies. While cybersecurity defences are essential to prevent attacks, they are no
longer sufficient in isolation.

The pervasiveness of cybercrime means that the real challenge for the government is being prepared
for a cyber-attack. Critical government systems need to be identified and adequate protection applied,
departments need to be able to detect cyber-attacks quickly and then contain and recover their
systems as fast as possible. Tying all of this together is the need for a strong governance framework
that outlines a cyber resilience strategy and create accountability and alignment with government
frameworks, policies and standards (Von Solms, 2018).

2.3.1 Cybersecurity alignment

Alignment has become an organisations' necessity to bring about risk management, effectiveness,
resilience, mitigation and compliance (Bohnert, Gatzert, Hoyt, & Lechner, 2019). Establishing
government-wide risk governance is complex and requires multiple risk functions. Managing
departmental risks with cybersecurity risks and aligning to business is a problem whereby this
alignment is missing or is not established (Chigada & Kyobe, 2018). Risk governance proficiency has
improved over time; however, the benefits derived from cybersecurity and risk management have not
been fully gained, which can be construed as mismanagement of risks. Meaning that without the
alignment of cybersecurity and risk, resilience cannot be improved in departments, as cybersecurity
risks are considered one of the most important factors for digital transformation and e-government
services (ITU, 2018b).

IT governance two primary purposes are the alignment between IT activities and organisational goals
and the generation of value from IT. The alighment should be based on the defining role of the
government in cybersecurity. A better understanding of NIST CSF adoption may also assist information
security and align with cybersecurity strategy and frameworks. Héroux and Fortin (2017) emphasise
that there is a high potential risk of misalighment between IT governance and corporate governance.
The integration between business and IT is critical as it embraces the constraints and dependencies
inherent to the government department and focuses on the activities that management in the
department perform to achieve interconnected goals. IT governance is an integral and important part
of corporate governance (Héroux & Fortin, 2017).

2.4 Analytical framework

Global technological advancement has influenced the public sector in South Africa, and this
technological advancement has brought about an environment whereby cybersecurity has become a
necessity. An analytical framework for aligning cybersecurity vulnerabilities, needs and responses in
government is expressed as the requirement of improving organisational and operational resilience
(why) to prepare for inevitable cyber threats. For the government to prepare for these threats, it
needs to understand and consider what current cyber vulnerabilities impact government departments
and the needs to mitigate these vulnerabilities are and how departments historically responded
(What). Through the implementation of frameworks, standards and people management, to mitigate
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the identified cybersecurity needs (How), the Provincial Government (Who) can respond to cyber-

attacks and ensure operational resilience for future events.

The analytical framework is based on the literature review using a systematic approach, as described
in section 3.2.2.2. The literature background is based on what government departments require for
the alignment of frameworks, standards, and people management to mitigate cybersecurity risks in
response to cyber-attacks and ensure operational resilience. This framework is used to guide the
collection of qualitative and quantitative content and analyse each of the three themes selected for
effective alignment to improve government departments' organisational and operational resilience.

Figure 5: Research Analytical Framework (own diagram)
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This analytical framework informs the data collection and analysis of this research. This was done by
identifying cybersecurity vulnerabilities and the needs to respond through implementing and aligning
frameworks, standards and people management in the provincial government.
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CHAPTER 3: RESEARCH METHODOLOGY: QUALITATIVE CONSTRUCTIVIST AND
SYSTEMATIC MAPPING METHODOLOGY

3.1 Introduction

This section outlines the research methodology and identifies the appropriate methods which the
researcher applied to address the research purpose and research questions. Methods of research
design are examined in relation to the research diagram. The previous chapters have considered the
literature as a baseline to address the research questions. This section is subdivided into sections that
explain why specific research methods were chosen.

Figure 6: Research Methodology diagram
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3.2. Research design: Steps to collect and analyse data towards the research goal

The research design was broken into components such as purpose, approach, research methods and
techniques (Abutabanjah & Jaradat, (2018). The research methods and how the research study
analysis took place was captured in the research design. The research design further outlines the steps
that need to be planned to reach the research goal (Hammarberg, Kirkman & de Lacey, 2016). Through
the adoption of qualitative constructivism (chosen for its ability to map the participant's views and
perceptions in a case when there is a lack of knowledge) and systematic mapping (chosen for its ability
to identify limitations and gaps in research) that intends to capture responses and promote in-depth
answer and meanings from analysing the data collected. Keeping this scope in mind the following
data, tools and techniques have been selected (Primary data — interview and document review,
secondary data — systematic mapping). Both primary and secondary data analysis rely on
constructivist research philosophy and driven by the research questions.

3.3. Research methodology: Qualitative constructivism and systematic mapping
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When considering the limited published research regarding the South African government
information systems, cybersecurity, alignment and needs the researcher examined different research
methodologies to select an effective research methodology. A qualitative constructivism method
research approach will allow the researcher to comprehend the government's cybersecurity
challenges. Since this is an academic research study, the researcher sought approval and clearance to
carry out research from the school of literature, language and media research ethics committee of the
University of the Witwatersrand in South Africa before any data was collected. Approval was granted
by the school of literature, language and media research ethics committee by means of an application
requesting permission to conduct the research. The clearance certificate, an officially authenticated
document from the University of the Witwatersrand, was approved, clearance certificate number:
SLLM-M20-01 (Appendix C). Additionally, in keeping with ethical standards, the researcher applied the
general rules, guidelines and standards for conducting research. The researcher’s limitations were
further acknowledged, and the research findings shall be made available for academic reference.

Further a case study on the provincial government was used to allow the researcher to gather
information for the research study. As Yin (2009) states, "case studies are suitable for situations that
emphasise thorough understanding in an individual setting, that focuses on current events." Case
study evidence using multiple sources allows a researcher to report on a broader range. Case study
research can be singular or include multiple case studies. There is a common concern that case studies
provide little basis for generalisation, but Yin (2009) states that case studies can be generalised to the
limits of their theoretical proportions.

3.3.1 Qualitative constructivism

Based on the constructivist design, the constructivist researcher chooses to utilise qualitative data
collection methods and analysis. Alternatively, the constructivist researcher can utilise a combination
of both qualitative and quantitative methods (mixed) (Chow, 2014). The qualitative constructivist
research theory method was chosen to determine the nature of cybersecurity and to better
understand other aspects of the research. The research problem, the research question, and the
research objectives unkown aspects could be better explored, understood and explained by applying
the research theory method. "Not everything that can be counted counts, and not everything that
counts can be counted" (attributed to Albert Einstein; Patton & Cochran, 2002).

Constructivists believe that knowledge is essentially subjective in the environment, constructed from
our observations and mutually decided upon agreements(Gash, 2014). As to this view, constructivism
was selected as new knowledge that needed to be collected rather than merely acquiring it via
memory or solely communication from those who know to those who do not know about
cybersecurity in the provincial government. Constructivists believe that meaning or understanding is
achieved by integrating the information with existing knowledge and then analysing the new
information or knowledge (Gash, 2014). With the limited knowledge available, a constructivist
approach will assist in mapping the participant's views and perceptions relating to the research
guestions and provide a means to explore the issues and lack of knowledge in the case study.

The qualitative method helps the researcher to understand the research problem, the elements and
interdependencies that are unknown. As part of the mixed-method, the qualitative evidence
formulated via academic journals, publications and unpublished documents and reports for a more
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comprehensive understanding. According to Chow (2014), qualitative research has both strengths and
limitations; however, it offers a vital way to engage and explore issues that cannot be quantifiable.

Figure 7: Qualitative Constructivism
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3.4 Research approach: Data collection and data analysis

A research approach represents the plan and steps upon which the researcher followed to assist in
collecting, analysing, and interpreting data (Creswell, 2018). The research approach consists of three
stages; the first stage consists of a literature review based on a manual selection of academic research
papers, where the topic of cybersecurity is broadly searched and researched, the documents were
then reviewed and allocated to a theme (e.g. cyber threats, vulnerabilities, frameworks, standards,
alignment). This stage provides a broad view of what knowledge on the cybersecurity topic is available
and if there is a need for further research. The second stage is to investigate further the literature
review with a systematic focus on mapping the principal elements and assessing the findings to
determine various dimensions of the research problem. The third stage was focused on collecting
primary data from interviews, documents, questionnaires and surveys from the case study.

Figure 8: Research Process
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3.4.1 Primary Data

3.4.1.1 Interviews

The researcher utilised interviews as a research tool to get responses in a shape that allowed the
respondents to have discussions and with the researcher in a singular or combination of selected
participants (Stoneman & Gilbert, 2016). Interviews provide the researcher with an advantage in
collecting in-depth information from different respondents. A further advantage is of interviews
allows for follow-ups if the information collected needs clarity and allows for respondents of different
positions and locations to be interviewed. The design of interviews can be unstructured, structured
and semi-structured. The semi-structured interview seems most suitable to use for this research as a
semi-structured, face-to-face interview (traditional or electronically due to COVID pandemic) can
stimulate opinions and elaborations from the respondents, and its principal characteristic is its
flexibility and versatility in gathering responses (Myers, 2013) (Stoneman & Gilbert, 2016).

Background information on organisation and interviewees

Seventeen departments or organisations that included twenty-seven individuals were requested to
participate in the research. The names of the departments/organisations and participants have not
been declared as the research topic was considered sensitive, and therefore the research was
conducted as an anonymous study. Approval from the overlapping organisation stipulated that
information regarding departments and individuals was to be kept confidential.

Figure 09: Organisation Response Rate Figure 10: Interviewee Response Rate
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The primary interview data is from fourteen interviews conducted from twelve departments or
organisations in the province.

3.4.1.2 Participant observation: MS Teams Virtual Meetings

Participant observation: By observing the discussions and noting down the key issues discussed
regarding cybersecurity matters, that can be used as data. Participant observation is a qualitative
research methodology and involves active participation and observation of a defined group of people
in their environment, such as the provincial government. The objective is for the researcher to collect
data utilising participant observation to provide depth and context to observations and help minimise
mistaken assumptions. What sets participant observation apart from other ways of doing research,
the researcher is embodied, participating in the environment of the research subject.

3.4.2 Secondary Data

3.4.2.1 Document review
A document review of existing unpublished documents (MPAT, Audit General, Internal Audit and
departmental ICT), reports being conducted to ascertain relevant data (Myers, 2013). Relevant
documents and reports are reviewed and analysed according to the themes: vulnerabilities, needs and
responding for cybersecurity.

3.4.2.2 Systematic Mapping
The systematic mapping study must not get confused with a systematic literature review
methodology, the systematic mapping is a mapping of the provincial government data and is a lighter
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form of the systematic mapping methodology. The lighter systematic mapping method was chosen
as a more comprehensive systematic literature review was not required at this research level. Using
systematic mapping, existing research on cybersecurity can be better understood by identifying the
limitations and gaps of current research. By using a systematic mapping methodology (Nguyen, Ali, &
Yue, 2017), existing research on cybersecurity was used to contribute to this research by identifying
those categories of cybersecurity data that needed to be investigated in the study context. In order to
select the cybersecurity data categories, a set of variables were identified focused on the publication
and bibliographic data. Data was then extracted into Microsoft excel to formulate the data
visualisations.

From the research completed through a systematic mapping, the following limitations or gaps were
identified: Research published from 2016 till today has limited research with regard to South Africa
and cybersecurity. When you further extend the search criteria to include the government, the data
presents a very small percentage for the South Africa government and cybersecurity. A further
potential source of limitations and gaps in the research can be the fact that only research published
in the English language has been selected. This decision may result in a possible threat to rationality
because potentially important research published in other languages may not have been selected.
However, the English language is the most widely used language for scientific papers, so that this bias
can be reasonably considered as minimal.

The mapping process involved performing five steps, where each step's outcome provides the next
step's input. In step 1, research questions and objectives are defined to provide a general scope for
the study. Step 2 the search strategy is defined to find the published studies from the available digital
libraries. In step 3, relevant studies can be chosen using a screening process using inclusion and
exclusion criteria. Step 4, the keywording enables classification and data extraction, and in the final
step, step 5 data category extraction and mapping process was conducted.

Table 4: Five steps mapping process

Definition of the Search strategy | Screening . Data category
. . Keywording .
research question defined process extraction
. All Papers | Relevant Papers | Classification .
S defined Syst ticM
cope detine searched chosen enabled ystematic Viap

This systematic mapping process was followed and is used to frame the data visualisations presented
in Chapter 4. The data used in these visualisations were extracted from government documents and
interviews. See diagram in section 4.2.
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3.4.3 Data Collection Summary
Table 5: Collection Methods

Data Collection Methods

Data Collection Research Target Reason for gathering data from the
Method Questions Informants informant in this manner
Traditional All h . -
.ra tona resfearc Broadly based review of existing
Literature questions broadly N/A .
. academic literature and reports
review covered.
Systematic All research N/A Mapping of existing academic literature
Mapping questions covered. and reports
. GITOC . . . .
Semi-structured  All research SITA Collecting of in-depth information from
Interviews guestions covered. internal Audit different respondents
SITA .
Document All research . Review of relevant documents and
. . Auditor General . .
review questions covered. reports relating to cybersecurity.

Internal Audit

3.4.3.1 Use of visualisations for data presentation

Data visualisation is crucial to helping people understand and make sense of collected data. In addition
to computational and statistical approaches, visualisation techniques are needed to enable the
interpretation of data and the communication of results. Researchers use illustrations of data for two
purposes: first, to visualise and explore correlations and predictions among data sets; and second, to
illustrate these data's interpretations clearly and concisely to an audience (Pettersson, 2010). This
research mainly used MS Excel to analyse the relevant data in the field of cybersecurity in order to
design visual presentations. The researcher captured all relevant data into MS Excel and created visual
illustrations from the data to illustrate the analysed data. These visual presentations include the
following types: Sunburst chart, selected for visualising data in rings broken into individual parts
(executive management buy-in); Clustered bar chart, provided a method to visualise data over periods
with quantities (Respondents experience); Column chart, visualising data in columns making it easier
to identify quantity and differences (Cybersecurity Key Performance); Stacked column, providing more
details, individual categorised data visible for easier interpretation (Types of cyber vulnerabilities most
likely to affect information systems); Pie charts, allowed the research present the data in pieces with
either quantities or percentages (Visibility of cybersecurity threats); Stacked bar, provided a method
to visualise each respondents data (Improving operational resilience through effective cybersecurity).

3.4.4 Data analysis
The process to be used to analyse raw data collected from different sources, that is, interviews and
document review as a primary source and systematic mapping as a secondary source to answer the
research questions. Data analysis is a critical part of the research because it allows the researcher to
reduce, convert and interpret data collected (Myers, 2013). Data analysis is an ongoing process;
therefore, emerging data long the way will be considered. There is no single correct analysis method,
and the process can be personalised and reviewed for each study (Auerbach & Silverstein, 2003).
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Coding and organising data

3.4.4.1 Data coding

Qualitative data coding is a common method to identify the data collected by semi-structured
interviews (Auerbach & Silverstein, 2003). The coding method was adopted to transform the interview
with each individual into a script. Data coding is the result of collected data that has been analysed,
abstracted and reassembled. Through data coding, the researcher can make meaning from the data
gathered, and further conclusions are determined (Bazeley, 2009). The communications for gathering
the qualitative data was through a phone call or video conferencing due to the COVID-19 Pandemic
and a document review. An in-depth exploration of primary and secondary data comparing the
interviews' findings, document review and any other qualitative data with the literature review
findings and discussing differences between them. A pseudonym (false name) to represent data
collected through an interview with participants was organised and recorded in the research report
to ensure anonymity. The data collected from this research project was stored and will be encrypted
for three years.

Table 6: Respondent Roles / Government Titles / Ranks

Overview of the respondent's roles in the provincial government. Pseudonym

1 Government Information Technology Officer GITO 1

2 Government Information Technology Officer GITO 2

3 Government Information Technology Officer GITO 3

4 IT/ICT Manager ICT Manager 1
5 IT/ICT Manager ICT Manager 2
6 Government Information Technology Officer GITO 4

7 IT/ICT Manager ICT Manager 3
8 Government Information Technology Officer GITO 5

9 Senior Manager Senior Manager 1
10 IT Technician Technician 1
11 Audit Executive Audit 1

12 IT/ICT Manager ICT Manager 4
13 External: Audit Executive Audit 2

14 External: IT/ICT Manager ICT Manager 5

Aiming to understand in detail the provincial government departments nature as to where
Information Communication Technology, ICT Security and Cybersecurity positions into the
organisation. Clear from the data, it can be deduced that cybersecurity units or directorates mostly
fall in the administration chief directorate in government departments. Programme 1 - administration
is accountable and responsible for reporting and managing supporting directorates.
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Figure 11: Position of Cybersecurity in departments (outer ring program, inner pie unit)
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Source: Harris, 2021

Data collected went through a coding phase, and concepts, themes, and keywords from transcriptions
were identified and labelled. Coding identified patterns and areas that needed focus in the data.

3.4.4.2 Pattern matching

Qualitative pattern matching is based on comparing theoretical patterns with observed patterns and
can be especially useful for research (Sinkovics, 2018). The analysis will involve the deconstruction of
the qualitative data into manageable patterns in accordance with the research aims. After the
interviews, the interviewee responses were analysed for qualitative thematic trends and patterns and
revealed factors of importance. Participant data were analysed to identify new themes or patterns
meaningful to the research questions. The provincial government documents enabled the researcher
to note patterns on how the departments enforce cybersecurity policies.

3.4.4.3 Atlas.ti for qualitative data analysis
The researcher will use computer software to store, retrieve, and analyse the collected data. Atlas.ti
can help the researcher critically examine and analyse the data by sorting it, thereby allowing
meaningful associations to emerge (Smit, 2014). The computer program was used to encode in-depth
interviews and document analysis data to produce main themes and sub-topics. The coding technique
involved a process of classifying and categorising text data partitions or a set of codes (concepts),
categories (constructs), and relationships. Paulus et al. (2017) state that Atlas.ti codes and memo
functions enrich and enhance the research findings through the addition of researcher interpretation
and reflection. Atlas.ti also helped automate various processes in analysing qualitative content, such
as cataloguing primary documents, organising codes, and code descriptions. In addition, Atlas.ti also
allowed the researcher to organise and catalogue all data completely and efficiently. In addition to
the strengths mentioned above, Atlas.ti also made possible connections (relations) between codes,
themes and sub-themes. Different relationships, similarities and differences were identified by
utilising Atlas.ti. Paulus et al. (2017) also underlined Atlas's importance in asserting that Atlas.ti
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effectively manages search data by organising codes alphabetically, presenting code strength, and
graphically representing data.

| used Atlas.ti to perform thematic analysis (a method for identifying, analysing, organising, describing,
and reporting themes found within a data set) with keyword queries to group the data into categories
based upon the coding to identify patterns in the data. Once all data had been uploaded to Atlas.ti,
the researcher performed an exploratory review to familiarise himself with the data better. While
coding did not occur during this exploratory review, memos and brainstorming maps were created to
assist. The researcher identified patterns in the data by applying data analysis and aligning the data to
the themes for cybersecurity research questions. The data included relevant sources such as semi-
structured interviews, video recordings (MS Teams) and organisational documents. The interview
transcripts and relevant documents were entered into the Atlas.ti analysis tool, resulting in identifying
the major themes. Interview transcripts and the relevant document was converted from word or excel
documents into a pdf so that Atlas.ti could import the data.

Figure 12: Clean Data Spreadsheet

] -3

ing / Educationa training

skills and expertise to do the work in the cyber

1S0/1EC 27001 & ISO/IEC 27002

Source: Harris, 2020

The major themes revealed during the data analysis are linked back to the research conceptual
framework and literature review. The process consisted of creating codes and categories, taking into
account the themes, analysing the respondents' perceptions and experiences, and the existing
literature review. Once the codes were added to the Atlas.ti project, the code was approached
deductively and then linked to the data's important segments. As the data was coded deductively, the
researcher had also come across new themes. Using the ATLAS.ti software, the code table was created
within the "Code Manager" feature. A sample of the code table can be found below in table 7. The
researcher used the code table to further review codes and determine how to develop the codes for
analysis. Additionally, a detailed description was created for each of the codes, which ensured that
the understanding of the code's purpose remained constant.
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Table 7: Sample of Themes, Code Groups and Codes created.

Questions ANSWERS
THEMES CODE GROUPS CODES
()] (A) =
COBIT
What cybersecurit Frameworks Information IEC 27001
Y Y| 1s0/IEC 27001 & _
frameworks/standards Security
. ISO/IEC 27002 .
are there in the Standards Cybersecurity
COBIT
department? Needs Frameworks
Virus protection /
Malware protection
Patch management /
DRP
What controls are in User access Controls ) Patch Management
e management/ Data . Security Controls
place to mitigate R Incidents N
A encryption / Password Risk Controls
cybersecurity L
vulnerabilities in the policies Responding encryption
environment? System Change Mitigating Password polict
: Control/ Risk controls policy
Management / Project .
Risk
Management
Awareness
User awareness
training
Figure 13: ATLAS.TI Word Cloud Sample
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In analysing the primary data, all the interviews were digitally recorded, and their contents transcribed
and analysed using the Atlas.ti version 7 qualitative research software. The consolidated interview
transcripts, relevant consolidated documents and consolidated literature was converted from word
or excel documents into a pdf so that Atlas.ti could import the data to be analysed. MS Teams video
recordings were also included and imported into Atlas.ti to be analysed and notes linked to time-

stamped captions.

Figure 14 presents how the data was imported to ATLAS.TI and how Atlas.ti created the possible
connections (relations) between codes, themes and sub-themes.

Family codes were generated and

linked to the main themes. Codes are sub-categorised under the family codes.

Figure 14: Sample of ATLAS.TI Data Presentation
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3.4.4.4 Inductive and deductive reasoning

Given this research's exploratory approach, an inductive reasoning approach was chosen. A
representative of inductive research is that it is a theory-building approach that seeks to discover an
understanding of the research study context. Data collection and analysis intends to explain patterns,
facts, causes, and meanings in inductive reasoning (Hassad, 2020) rather than a deductive approach.
The deductive approach using a hypothesis allows a causal understanding of the problem verified
by testing. Researchers mainly use two types of analysis, quantitative and qualitative, when
conducting research and gathering data; both methods are often seen as addressing the same
guestion using different methods. The inductive reasoning approach ensures that the results are
drawn based on discovering meanings instead of testing a hypothesis.

This approach to the research does not start with a hypothesis to test through deductive reasoning
but instead creates a theory that can be used later in deductive reasoning-based research. This is an
appropriate research method chosen for this research, given the limited research conducted in the
provincial government on cybersecurity. Given the qualitative nature of the research, various vital
terms, codes and phrases were extracted from the data. Semi-structured interviews (Hassad, 2020;
Ravitch & Mittenfelner Carl, 2016) utilising inductive reasoning is adequate for small samples of
interviewees to explore and gather data.

The researcher connected codes to create themes by constantly comparing one piece of data with
another. Searching for patterns from the 'facts' or raw data allowed the researcher to find
unanticipated themes and provided the capability to improve the data analysis during the coding
process. Combining these approaches allowed the development of patterns from the unknown parts
that may fall outside the predictive codes of deductive reasoning and allowed for a complete analysis.
This step began with analysing prior codes, followed by a more inductive process of open coding. The
overall step enabled the researcher to segment the data into small conceptual fragments and assigned
data to categories and concepts. Inductive reasoning allowed the researcher to generalise the findings
to all provincial government departments.

3.4.4.5 Synthesis
According to Rashid et al. (2019), when conducting a case study where evidence was gathered, one
needs to systematically analyse and synthesise the data to allow ideas and patterns to emerge to build
new theories or increase existing ones.

This process of combining the findings of multiple research studies to answer a question is often called
'synthesis.' Synthesis has been used to describe the process used to gather and collate evidence (ex:
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systematic mapping) to answer a question. The data synthesis activity involves collating and
summarising the data extracted from the research with the primary goal of understanding, analysing,
and classifying the current research on cybersecurity. The researcher analysed the extracted data to
find trends and collect information about each research question. Firstly, the researcher analysed each
primary study individually to document it and tabulate its main features, then analysing the set of
research as a whole to reason on potential patterns and trends.

After completing the data analysis, the researcher integrated the results in order to explain the
qualitative results. In the following chapters, the results of the analysis of the extracted data will be
presented. For the sake of clarity, the analysis results were organised according to the research
guestions. A notable finding from the synthesis is that there is scarce literature on cybersecurity in
provincial government departments. The synthesis confirms that alignment is still young and not fully
formed, and regulatory bodies have not focused enough to create alignment a priority in government.
Chapter 6 provides a synthesis of the research findings to provide evidence of how the research aims
have been fulfilled.
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CHAPTER 4: INSIDE THE GOVERNMENT CYBERSECURITY LANDSCAPE

4.1 Introduction

This section presents in detail the findings of the research data collected in provincial government
departments. The research methodology guide addresses the research objectives and determines if
the objectives can be met. It introduces the research findings from the interviews and aims to
contextualise cybersecurity in the provincial government. The data was collected by employing semi-
structured interviews and document review as a primary collection instrument and the secondary
source instrument systematic mapping to better understand the data limitations and gaps. It employs
a qualitative content analysis of research findings directed by the research objectives:

Main research objective: To identify why and how provincial government departments can improve
operational resilience through effective cybersecurity.

e Research objective (i): To identify the current cyber vulnerabilities of government information
systems to external threats.

e Research objective (ii): To identify how provincial government departments currently respond to
cybersecurity incidents.

e Research objective (iii): To identify the need for provincial government departments to mitigate
cybersecurity vulnerabilities.

4.2 Primary data collection and analysis

Four themes emerged from the data, gathered through the interview guide and from the document
review process, as presented below. The data collection through interviews and through document
review yielded slightly different emphases, noting that the data from the two processes have now
been integrated into the data presentation in the following sections.

Theme One: Current cyber vulnerabilities of government information systems to external threats
Theme Two: Identification of cybersecurity vulnerabilities in government departments

Theme Three: Needs with respect to improving operational resilience through effective
cybersecurity

Theme Four: Government departments' responses to cybersecurity incidents

Primary data was gathered further using a document review guide prepared to obtain information
about the research questions.

Theme One: Current cyber vulnerabilities of government information systems to external threats
Theme Two: Mitigation of cybersecurity vulnerabilities in government departments

Theme Three: Government departments' responses to cybersecurity incidents

Theme Four: Improving operational resilience through effective cybersecurity

Data was extracted from the following documents, and the data extracted was then confirmed
through a systematic mapping process as part of the secondary data collection:

* Departmental ICT frameworks / Cybersecurity frameworks / ICT security frameworks
» Departmental ICT policies relating to cybersecurity / ICT security
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* Departmental IT strategic plans / IT plans

¢ Job descriptions of GITO's, IT Managers, ICT Specialists

¢ Auditor General and Internal Audit reports on ICT Security

o MPAT reports

¢ Departmental reports relating to IT Security and Cybersecurity

Diagram: Systematic mapping provincial government documents

Categories
Existing Variables of
Research identified

Cybersecurity

Cybersecurity

DATA

Limitations

Source: Harris, 2021
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As cybersecurity is relatively new, the researcher chose to use existing research on cybersecurity to

contribute to this study. Variables were identified, and abstract’s of research papers were read

looking for keywords and concepts. Categories were then identified that would contribute to the

research paper. The provincial government documents were then examined against these defined

categories (see a sample of data categories in the table 8 below). The data extracted were then

sorted into the research themes and context, and a systematic map formulated. From the systematic

map, limitations and gaps were identified and data visualisations formulated from the extracted

data.

Table 8: Sample of data categories filtered to research theme - Vulnerabilities and threats

Existing Research
Cybersecurity

Web Vulnerabilities
Malware
Ransomware

DDOS

DOS

Malicious URL
SPAM

Phishing

SQL Injection attack
Cross-Site Scripting

Man in the middle attack
Zero day exploit

Cloud computing
vulnerabilities

Spear Phishing

Insider Threats
Scanning/Probing
Remote Worker threats

Cambridge

Sabinet
Sage

Science Direct

Scientific Electronic
Library
Online (SciELO) SA

190
516

2303
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Categories from the existing research and categories from the provincial government documents
allowed the researcher to identify gaps easily.

Data extracted and utilised in this chapter was found in the context of the larger systematic map of
cyber vulnerabilities and presented as data visualisations. Unfortunately, the Auditor General's
requested interviewees were not permitted to participate in the research; however, previous years
departmental audit reports were available and provided by the premier's office.

Executive management buy-in and professional cybersecurity skills

The researcher sought to assess the respondent's opinion if executive management commits to the
roles and relevant responsibilities to oversee the development and implementation of cybersecurity
and security related matters. Following an assessment of executive management's commitment to
cybersecurity, a holistic view of the respondent's accountability and limitations could be ascertained
from the data.

Executive management has an understanding of the roles they need to play; however, there is very
little to no commitment at all in the implementation of cybersecurity approaches (Respondent 10). In
contrast, four of the fourteen respondents emphasise that executive management is fully committed
and provides the resources for the implementation of cybersecurity and security related matters
(Respondents 1, 2, 6 and 9). Four of the fourteen respondents argue that there is no commitment and
the main focus of executive management is compliance due to the government being highly regulated
and audited (Respondents 3, 4, 5 and 12).

Figure 15: Executive Management Buy-in

Executive Management Buy-in Cybersecurity

YES NO B UNSURE

Source: Harris, 2021

To assess the respondent's position in the organisation, the respondent's experience in their current
role, and how involved and responsible the respondent is for cybersecurity in their department, data
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collected revealed that the respondent's accountability could be determined by the title or rank of the
respondent. However, given the provincial government's nature, a clear separation of the
respondent's roles was unfeasible because roles intertwined in some aspects of strategic and
operational capabilities. Literature narrates the duplication or intertwinement of fields. The
participants were mostly in senior or managerial positions in information communication technology
(ICT) with ICT security responsibilities. Most of the respondents felt they have dual or triple roles,
focusing on various aspects of Information Communication Technology. To acknowledge these
variations of roles, two of the fourteen respondents focused on everything that is related to
Information Technology across provincial government, from governance, strategy to operational and
security (respondents 1 and 2).

4.2 Digital and cybersecurity skills of the provincial government

In the departments of the provincial government, the GITO's, IT/ICT manager and security specialist
are responsible for various roles across the organisation. Likewise, seven of the fourteen respondents
agree and stresses a similar view.

"Their role titles do not necessarily reflect what they do, and often they also go around fixing things
(operational)" (respondents 3, 4, 5, 6, 7, 8 and 12).

Respondents were further requested to disclose their experience in their current roles at the departments
as part of the interview. The data in Figure 16 shows that the provincial government have experienced
and expertise individuals (respondents 1 to 14).

Figure 16: Respondents Experience

Respondent experience in current role

Other: More than 10 years

At least 5 years but fewer than 10 years

At least 3 years but fewer than 5 years

At least 1 year but fewer than 3 years

Source: Harris, 2021

However, detail of their experience and qualifications was not included in the research. Respondent
experience when it comes to cybersecurity paints a different picture; four of the fourteen respondents
describe cybersecurity implementation as basic or minimal in their respective departments
(respondents 1, 2, 7, 8, and 9):

"We have a Provincial Policy with Cyber related policy directives, albeit serious lack of provincial
implementation."
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"There is very limited interaction with cybersecurity. Scenarios where cybersecurity incidents took
place in the past, were discussed, such as the hack of the departmental website that took place..."

Some respondents support the consensus that cybersecurity is not implemented in their departments
(respondents 3, 4, 5 and 13). However, one respondent exemplifies another side of the experience on
cybersecurity:

"Policies and frameworks were developed suited to the environment of the department, with
limited resources available. A cybersecurity program has been running for the past three years,
and IT security has been implemented for longer than ten years" (respondent 6).

Data collected from the organisation and Interviewees profiling essentially define the respondent's
accountability and limitations. Cybersecurity, as a key performance area stipulated in their job
description, enforces accountability and reporting. The data presented in figure 17 presents only four
of the respondents, including one respondent from an external organisation, who have included
cybersecurity as a Key Performance Area in their job descriptions (respondents 3, 6, 12 and 14). This
leads to the conclusion that there is low accountability and reporting when it comes to cybersecurity.
Accountability instils transparency, trustworthiness, reliability and justice (Ince, 2018).

Figure 17: Cybersecurity Key Performance

Cybersecurity Job description KPA

Source: Harris, 2021
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4.3 Government perception of cybersecurity vulnerabilities

This section seeks to determine the provincial government's vulnerabilities in cybersecurity. Aiming
to establish the current external threats and cyber vulnerabilities to government information systems
from data collected in the interviews and documents provided by the premier's departments and
office. Clear from the data and a systematic mapping to link keywords such as malware, web
vulnerabilities, hackers, ransomware, phishing and access control, the following cyber vulnerabilities
that are most likely to affect the government information systems were identified. The participants’
thoughts, ideas, and perceptions are the primary data of qualitative research, and respondents’
responses do not necessarily provide a view of the reality in the provincial departments. Berg (2007)
argues that a particular strength of this type of research is that participants may develop ideas, bring
forward their own priorities and perspectives, and create theory grounded in the actual experience.
The provincial government participants perception is based significantly on the daily and weekly alerts
sent to cybersecurity professionals in the government departments by the Cybersecurity hub and their
actual experience in their respective departments (respondents 1 to 14).

The participant's perception can indicate weaknesses in the research data as the participants believe
they have a favourable perception of their current cybersecurity and their skills in this area. Lack of
knowledge about cybersecurity and their perceptions practices allows for incorrect cyber
vulnerabilities and threats to be identified and does not provide the reality of cybersecurity in the
provincial government. Relying on entities such as the Cybersecurity hub and SITA can leave insider
threats as unidentified or low-risk. Insiders have the knowledge of the internal workings of the
government department and all the rights and privileges required to mount a cyber-attack that
outsiders lack. Consequently, insiders can make their attacks look like normal operations.

The top three cyber vulnerabilities perceived most likely to affect government information systems
were identified as malware, ransomware and web vulnerabilities. Eleven of the fourteen respondents'
documents view malware as the highest cyber vulnerability, with ransomware and web vulnerabilities
in second, with eight out of fourteen respondents' documents highlighting them. As illustrated in
figure 18, malware is indicated as a vulnerability to most departments for information systems
(respondents 1 to 14). Other information system vulnerabilities that the departments are facing are
hackers, phishing and access control.
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Figure 18: Types of cyber vulnerabilities most likely to affect information systems

Types of cyber vulnerabilities most likely to
affect information systems

Malware m Web Vulnerabilities m Hackers m Ransomware

Source: Harris, 2021

Data extracted from the respondent's documents revealed that the top cyber threats and risks
documented by the departments were captured in a table to generate descriptive statistics. Using a
screening process using inclusion and exclusion criteria and then searching for keywords, the
respondent’s documents that included the keywords were assigned a value of one. Six threats and
vulnerabilities were identified that affect the departments. Table 9 shows the occurrence in each of
the respondent's documents (respondents 1 to 14). Denial of services, trojans, ransomware, and
devices' theft is considered low risk, phishing or malicious email medium risk and virus or worms as
high risk.

Table 9: Top three cyber risks from relevant documents

Virus or Worm Theft of Devices Phishing or Malicious emails Ransomware Trojan Denial of services
Respondent 1 1 1
Respondent 2 1 1
Respondent 3 _ 1
Respondent 4 1 1
Respondent 5 1

Respondent 6 1

Respondent 7 1

Respondent 8 1

Respondent 9
Respondent 10
Respondent 11
Respondent 12
Respondent 13

Respondent 14

Figure 19 highlights the top three risks identified and reported in the department's risks registers.
Eleven of the fourteen respondents' extracted data show virus or worms as the top threat or
vulnerability and phishing or malicious emails as the second, and theft of devices as the third and have
been identified as risks.
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Comparing to the data analysed in table 9, it is observed that two of the top three cyber risks
correspond. Virus/worms and phishing/malicious emails recorded as high-risk and theft of devices as
low risk to the departments (respondents 1 to 14).

Figure 19: Top three cyber risks

Top three cyber risks

Virus or Worm M Phishing or Malicious emails Theft of Devices

Source: Harris, 2021

To verify the data extracted above, cyber incidents recorded in the departments that have taken place
and the type of incident that took place was analysed. From the interview data, it was noted that the
top cyber incident taken place at the provincial government departments is that the departmental
websites had been hacked. Respondents stipulated the occurrence had taken place and at some
departments more than once (respondent 1, 2, 5, 6, 9 and 11).

Figure 20: Department Cyber incidents environment
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Source: Harris, 2021

41| Page



Four of the fourteen respondents reported that there was no cyber incident at their department
and could not confirm or deny if incidents could have taken place as they were unaware of
them. The visibility of the vulnerabilities was analysed from the data collected to confirm some
departments' validity having no cyber incidents reported (respondents 1 to 14).

“I need to be able to deal with bigger issues in the department and do not have the time
to monitor cybersecurity incidents” (respondent 7).

The frequency of words identifying cybersecurity threats in the documents was determined to
rate the level of visibility of cybersecurity threats. Using a scale from very poor to very good,
respondents’ documents can be analysed. Fifty percent of the respondent's documents
revealed poor visibility for cybersecurity threats. Only one department’s documents provided
good visibility. Poor control measures and reporting demonstrate low governance maturity and
create a barrier to identifying and mitigating cybersecurity vulnerabilities and threats. Diesch,
Pfaff and Krcmar (2020) express that cybersecurity threats' visibility is very significant to
mitigate cybersecurity risks.

Figure 21: Visibility of cybersecurity threats

Visibility of cybersecurity threats

M Very Poor

W Poor

m Average (OK)
Good

H Very Good

Source: Harris, 2021

The following threat actors were identified from the documentation. Regarding the top threat
actors in departments, employees (internal) were indicated as the biggest threat for ten out of
fourteen respondents' documentation (respondents 1 to 14). Secondly are criminals outside
for eight out of fourteen respondents and then followed by hacktivist and hackers and then
cyber warfare in the last place. See figure 22 below.
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Figure 22: Perceived threat actors in the provincial government

Perceived threat actors in provincial
government

Employees Hacktivist Terrorist Hackers Criminals Cyber
outside Warfare

Source: Harris, 2021

4.4 Improving operational resilience through effective cybersecurity

This section aims to appraise how the respondents in their department’s implement operational
resilience and the significance of cyber awareness. Operational resilience requires that the
appropriate activities and plans need to be implemented in the department's environment. Analysing
the data assesses whether the department has or needs to implement a business continuity plan,
disaster recovery plan and an incident recovery plan to ensure operational resilience. A Cybersecurity
recovery plan incorporates these three plans and provides the department with the ability to timely
restore systems to normal operations and an acceptable level.

The respondent's responses and document review are of great concern, as not a single respondent
has identified that they have all the plans for a cybersecurity recovery plan (respondents 1 to 14).
From the data in Figure 23, it is apparent that there is a need for these plans; Alignment can only be
observed once these plans have been implemented or developed. Some of the respondent’s stated
they have a business continuity plan or disaster recovery plan, however they believe the plans are not
suitable and are unsure of the effectiveness of the plans or whether in the event that a recovery is
entirely possible.

“In the process of review of BCP and DRP, the major problem resides with the institutional
frameworks not being in place, for the transversal systems (BAS PERSAL and LOGIS), SITA does have
recovery systems in place, and it is tested bi-annually” (respondent 12).

A cybersecurity recovery plan that incorporates business continuity, disaster recovery and incident is
imperative for operational resilience in the organisation (NIST, 2018).
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Figure 23: Operational resilience plans

Operational Resilience Plans
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Source: Harris, 2021

Figure 24: Number of controls identified

Number of Controls at Department
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Source: Harris, 2021
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Figure 25: Improving operational resilience through effective cybersecurity
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The above findings in figure 25 suggest the respondent’s view of what they consider to be required
for operational resilience through effective cybersecurity (respondents 1 to 14). Overall, these results
indicate that the departments have implemented cybersecurity for operational resilience; however,
what is concerning is that cybersecurity awareness has been identified as important by only nine
respondents out of the fourteen. Figure 25 indicates what the respondents believe improves
operational resilience as the top 9 are identified. Figure 25 clearly allows you to identify what each
respondent department has in place or easily does not have for operational resilience through
cybersecurity. There is a clear misalignment in identified controls to mitigate risks to improve
operational resilience through cybersecurity. The bottom three findings identified are awareness,
authentication and firewalls. Mbanaso, Abrahams and Apene (2019) research further support
cybersecurity standards, awareness and alignment to promote the mitigation of potential inside and
outside vulnerabilities or attacks for effective operational resilience.

Effective operational resilience begins with a cybersecurity awareness programme, and cybersecurity
awareness can make employees aware of cybersecurity risks. From the data, we can deduce if the
respondents have a cybersecurity awareness programme in their departments.

Figure 26: Cybersecurity awareness programme

Cybersecurity awareness programme

B Awareness Programme

NO Awareness

Source: Harris, 2021

Most of the respondent’s responded that cybersecurity awareness is implemented in their
departments. The respondent’s that reported that there was no cybersecurity awareness in the
departments commented the following below:

“The department does not have any such programs. Awareness is more aimed at managing
disaster recovery with little emphasis on cybersecurity. Cybersecurity is currently seen as the
responsibility of National and SITA “(respondent 9).

“No, our employees are not well informed. Seminars attendance is extremely low regarding
policies and procedures” (respondent 7).
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Awareness training and including employees in securing activities are essential for building a
cybersecurity culture (Tambo & Adama, 2017; Craig, 2018).

Aiming to establish whether operational resilience in departments can or is improved by
implementing effective cybersecurity and whether there is any alignment from the data collected. Key
to cybersecurity is conducting cyber threat intelligence to identify, detect, and respond to cyber
threats. Through a systematic mapping and data collection from the documents provided, figure 27
reports that nine of the fourteen respondents departments do not have any cyber threat intelligence
in their respected departments (respondents 1 to 14). Cyber threat intelligence is of great importance
to identify specific threats and can improve the understanding of cyber incidents targeting the
government (Fachkha, 2015).

Figure 27: Threat intelligence in departments

Threat intelligence in Departments

9 Departments
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Source: Harris, 2021

From the data collected and analysed, the respondents have a diverse view of understanding strategic
alignment (respondents 1 to 14). The respondent’s documents expressed strategic alighnment as the
need for all actors to be on the same page. From the data extracted, the data can be interpreted and
presented as the following extractions from the respondent’s documentation:

Strategic alignment is a golden thread, and all actors need to be on the same page. Business, Risk,
HR, Finance, IT, Governance and the units implementing the departmental mandates all need to
understand the importance of each other’s role and responsibility (respondent 1 and 2).

Strategic alighment ensures that units priorities and employees are aligned to the department’s
priorities, a clear vision as to where and how to achieve department business initiatives
(respondent 3 and 6).

Respondent 4 documentation states that alignment is the responsibility of senior management to
ensure the unit's priorities are aligned.

Strategic alignment is very important and should be driven by the ICT Steering committee and
Executive Management Committee (respondent 7).

IT strategic alignment is where the department's ICT objectives align with the department's
strategic objectives to ensure that the objectives are achieved. It aims to ensure that cybersecurity
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is an enabler and assistor to ensure the achievement of objectives. The strategic alignment is the
responsibility of senior management and specifically the person charged with ICT (respondent 10).

Six of the fourteen respondents’ documents provide a clear view of how the respondents department
views strategic alignment. The other eight respondent’s documentation view on strategic alignment
data could not be extracted. Alignment is necessary to bring about risk management, effectiveness,
resilience, mitigation and compliance (Bohnert, Gatzert, Hoyt, & Lechner, 2019).

4.5 Mitigating cybersecurity vulnerabilities

We can deduce what cybersecurity governance is implemented in the departments to mitigate
cybersecurity risks from the data extracted (respondents 1 to 14). Considering the broad spectrum of
cybersecurity risks and cyber threats, respondents were asked about their department's position in
mitigating cybersecurity risks. This allowed the researcher to comprehend what the respondents view
as mitigation and what they view as cybersecurity risks. The purpose is to identify the respondent’s
opinion based on observation and experience to manage cybersecurity risk or cybersecurity incidents
at a departmental or organisational level. Risk ownership is a critical aspect that enforces
accountability (Lees, Crawford, & Jansen, 2018). Respondents have provided their views under the
following three aspects:

1. Five of the fourteen respondents reported that cybersecurity is outsourced to the
department's external entities such as SAPS cyber unit, SITA and external suppliers to
provide a SOC solution for their department. There is no departmental preparation
against cybersecurity risks. Five respondents believe that cybersecurity risk and
preparedness are the responsibility of entities not residing in their departments
(respondent 1, 2, 5, 10 and 12). This explains why there are gaps in the organisation
regarding cybersecurity and cybersecurity risks, thus creating a bridge between
departments and alighment.

2. Three respondents consider cybersecurity preparations as having an updated antivirus
solution, desktop firewalls, and patch management. The disaster recovery plan's
successful testing verifies that the department is prepared for cybersecurity risks
(Respondents 4, 8 and 9).

3. Four of the fourteen respondents believe cybersecurity needs to be managed via a
policy and framework that highlights cybersecurity as incident management,
information security and security risk management linked to risk such as the NIST
Cybersecurity framework (respondent 3, 6, 7 and 11). Departmental and organisational
wide preparedness linked to risks identified.

From the data extracted, the researcher tried to establish if departments have implemented
cybersecurity governance in their departments and at what level is the governance implemented
(respondents 1 to 14). Aligning cybersecurity governance in the departments will help the provincial
government manage their information systems and critical data so they can continue to be secured.
They are illustrated in figure 28 below.
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Figure 28: Cybersecurity governance implemented at departments
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Source: Harris, 2021

Thirteen out of fourteen respondents' documentation presents that the provincial security policy is
adopted in their departments; only eight of the fourteen departments have documented
departmental security policies (respondents 1 to 14).

There is a concern that only eight of the respondent's documentation mentioned the national
cybersecurity policy framework; this can imply an alignment issue between these frameworks and
policies.

Through a systematic mapping process of cybersecurity frameworks and standards, the following
frameworks/standards have been implemented in departments. Figure 29 presents the most
common frameworks implemented in the departments is COBIT, and ISO/IEC 27001 and ISO/IEC
27002 follows closely in second. Only one respondent's documents mention the NIST Cybersecurity
framework. Effective cybersecurity requires departments to be assessed against international
standards, frameworks, methodologies and other best practices such as the NIST Cybersecurity
framework. Such frameworks can assist in improving cyber risk and cybersecurity resilience.
Government departments are not specifically assessing against the NIST Cybersecurity framework but
against a combination of frameworks such as the ISO 27000 family and COBIT.
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Figure 29: Cybersecurity frameworks/standards at departments
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Figure 30 shows the controls to mitigate cybersecurity vulnerabilities in the provincial government
environment from the combination of data sources. In figure 23 the data presented a view that
departments have aspects of BC, DRP and Incident management. Figure 30, taking a detailed approach
of the data presented provides a different view and further supports the conclusion there is a need
for business continuity, disaster recovery and incident management. Further both malware protection
and user awareness controls scored in the bottom four, and this further supports data from the
document review and interviews. A cybersecurity recovery plan incorporates the business continuity
plan, disaster recovery plan and incident plan. From the data extracted from the document review
and systematic mapping, this conclusion is verified as business continuity and disaster recovery plan
both score in the bottom four lowest controls in place.
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Figure 30: Controls are in place to mitigate cybersecurity vulnerabilities in the environment
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Source: Harris, 2021

The main inhibitors (internal and external) that might impede effective cybersecurity implementation
from the data revealed some challenges in government departments to implement effective
cybersecurity. Challenges mentioned in the documentation, primarily reports from the internal audit
and the Auditor General, have been identified in figure 31 below.

Figure 31: Main inhibitors that may impede on the implementation of effective cybersecurity

Main inhibitors (internal and external) that may impede on
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Source: Harris, 2021

In figure 31, the diagram represents what inhibitors (internal and external) may impede the
government department. The respondents identified the inhibitors they believe in impeding effective
cybersecurity implementation (respondents 1 to 14). In the diagram, respondent 4 identifies eight of
the nine main inhibitors that affect the respondent’s department. Compliance was identified as one
of the main inhibitors by the respondents. Many departments perform cybersecurity awareness only
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because the auditor general requests a report on what awareness the departments have completed
for the financial year. As a result, employees are reluctant to attend cybersecurity awareness.

The top three inhibitors identified are identifying cybersecurity risks, misalignment between
departments, and lack of cybersecurity awareness. The top three inhibitors are fully supported in the
previous data collected; these barriers need to be overcome to implement effective cybersecurity.
Departments are obligated to provide ICT security awareness, ICT security awareness or cybersecurity
awareness gets audited by internal audit and the Auditor General. The data extracted from the
documents and interviews show that cybersecurity awareness needs to occur quarterly and reported
in departmental ICT status reports the frequency and attendance of these awareness sessions. The
data extracted only eleven out of fourteen respondents' documentation reports on ICT security
awareness or cybersecurity awareness.

As discussed previously, cybersecurity awareness is documented and the frequency of the awareness
was collected and reported in figure 32 below. The data revealed that six respondents provide
cybersecurity awareness quarterly, two bi-annually and two annually. Four of the respondent’s
documentation made no mention of the frequency of cybersecurity awareness in their departments.
The result shows that staff awareness is insufficient in relation to cybersecurity, and cybersecurity
awareness is a challenge for some departments.

Figure 32: Frequency of cybersecurity awareness
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Monthly
Quarterly
Bi-annually

Annually

Source: Harris, 2021
4.6 Government responding to Cybersecurity

Seeking to determine how the departments respond to cybersecurity incidents and the
departmental cybersecurity team's role, SITA and the GITO Council in responding to cybersecurity
incidents. From the data, the researcher can determine who in the provincial government is
responsible for responding to cybersecurity incidents and if cybersecurity incidents get responded to
at a departmental level, or organisational/provincial level or by external entities such as SITA. In
figure 33, five of the fourteen respondents believe there is no role (respondent 3, 5, 7, 8 and 9). This
supports the data collected in the interviews that there is no accountability when it comes to
cybersecurity and executive management buy-in is essential for cybersecurity. Four of the fourteen
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respondents believe the department, province and SITA play a significant role, and alignment is key
to respond to cybersecurity incidents (respondents 2, 4, 6 and 12).

“Department to identify risks and mitigate the risks. Departmental cybersecurity to be reported to
the GITO Council and provincial IT security team. SITA to provide solutions to mitigate
cybersecurity” (respondent 6).

Figure 33: Roles to respond to cybersecurity incidents

Source: Harris, 2021

Table 10: Roles to respond to cybersecurity incidents

Source: Harris, 2021
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Critical to responding is to assess if the departments mitigate cyber risk and respond to cybersecurity
incidents or use other role players. Just over a third of the respondents responded that their
department identifies, controls and mitigates cybersecurity risks. Nine of the fourteen departments
do not mitigate cybersecurity risks, and this data can be linked to the respondent’s accountability and
limitations. The conclusion is that there is low accountability and reporting when it comes to
cybersecurity in the departments.

Figure 34: Cybersecurity Responses
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Source: Harris, 2021

Aiming to establish how the departments detect and respond to cybersecurity incidents, the data
shows whether the departments monitor, respond, and report cyber incidents. In Figure 35, three of
the fourteen respondents documents did not provide any data and were recorded as none
(respondents 1, 9 and 10). Both event monitoring and cybersecurity reporting were identified as low,
and nine respondents recorded only incident response in their documentation out of fourteen.
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Figure 35: Controls to respond to cybersecurity incidents

Controls to respond to cybersecurity incidents

Source: Harris, 2021

From the data collected and analysed, the following themes were identified to detect threats in the
departments: (1) Rely on the IT function in each department, (2) rely on other staff in the department
to report, (3) reviewing of audit logs in departmental information and security systems, (4) incidents
that have occurred in the department environment (departmental website offline to website hacked),
(5) tools implemented in the department to detect cyber threats and to (6) rely on SITA to protect
departments from cyber threats.

Figure 36: Intelligence to detect threats aimed at the environment
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Source: Harris, 2021

Figure 36 data displays six of the fourteen respondents who rely on SITA. In contrast, ten of the
fourteen respondents rely on IT in their respective departments and six of the fourteen respondents
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rely on the departmental staff to detect threats. These three themes scored the highest and are
ranked as the top three intelligence to detect threats in departments. A concern is that departments
purely rely on the Information Technology unit in the fight against cybersecurity threats.

Data presented in figure 37 further supports the data that departments rely on IT and rely on the
departments' IT governance committees. Departmental IT governance committees as to CGICTP
framework incorporates both IT and management in the department and includes representatives
such a risk. However, identifying critical functions (process, information and business assets) is the
responsibility of a number of business functions in the department, such as risk or business continuity.
In addition, the respondent’s documentation reference to essential assets relates to information and
technology, not people and facilities.

Figure 37: Process to identify critical functions and processes, information or business assets
that are essential
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Source: Harris, 2021

During the initial stages of the literature review, it emerged that there was a lack of literature referring
to the alignment of the frameworks and strategies in government. Therefore, the data were analysed
to investigate alighment between the Corporate Governance Information Communication Technology
Policy (CGICTP) framework, the National Cybersecurity Policy Framework (NCPF) and the
department's strategic plan to promote cybersecurity.

Figure 38: Alignment of Corporate Governance Information Communication Technology
Policy (CGICTP) framework, the National Cybersecurity Policy Framework (NCPF) and the
department's strategic plan
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Technology Policy (CGICTP) framework, the National Cybersecurity
Policy Framework (NCPF) and the department's strategic plan
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Source: Harris, 2021

It is important to highlight that a high percentage of the respondents stated that there is no alignment
of the frameworks and strategies. As two of the fourteen respondents stated:

“Alignment is an issue. There is no guidance from national on the alignment of these documents
or frameworks. Departments tend to have these in place to be compliant and that is all. How
these different policies, strategies and framework align with each other is something that needs
to be discussed” (respondent 6).

“The policy has no functionality in the real operational world” (respondent 5).

Prior research studies have noticed the importance of alignment (Bohnert, Gatzert, Hoyt, & Lechner,
2019); however research regarding the alignment of cybersecurity with government frameworks and
department strategies remains a problem.

Communication is a critical part of cybersecurity when it comes to responding to an incident.
Departments need a communication plan or procedure in place as to how they will communicate and
coordinate in a cybersecurity incident. Data extracted tries to establish from the documentation if
there is a communication plan or an informal arrangement regarding how departments communicate
with one another when there is a cybersecurity incident. Figure 39 data outlines that poor
communication takes place in departments when it comes to cybersecurity incidents. A cybersecurity
incident or data breach notification procedure or policy could not be identified. However, bits and
pieces of cybersecurity communication could be identified in IT security policies, cybersecurity
policies, disaster recovery plans, and other related documents.

Figure 39: Departments communicate with each other in the case of a cyber incident
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4.7 Emerging Theme - ICT Security trends and threats during Covid 19
Through participant observation in the National GITOC - information security meeting that the
researcher did not foresee, an emerging theme was ICT Security trends and threats during Covid 19.

Presenter Comments:
“Massive phishing attempts have been recorded this year.”

Coronavirus-Themed Malicious Email
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© BROADCOM'

Source: ICT Security trends and threats during Covid 19 — Symantec Presentation
Bad actors worldwide are using the coronavirus as a new tool to deploy and attack government
departments. According to Trends micro research (Trends Micro, 2020) there was a 220 times increase
in spam email and a 260% increase in malicious URL’s during the pandemic. Additionally, the COVID-
19 pandemic increased remote working a complex threat landscape that was already under pressure.
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Employees were mobilised to work remotely without the security controls or protocols and neglected
the implications for cybersecurity in government or organisations. Ransomware, phishing and cloud
vulnerabilities presented threats to be watched and managed; securing the remote workforce is
undoubtedly the number one concern during the pandemic.

Remote accessing organisational software and databases, which are not secured by end-to-end
encryption provided by dedicated servers, making online systems particularly vulnerable to cyber risks
and cybercrime. South Africa is particularly vulnerable (Trends Micro, 2020). Data breaches were
among the leading cybersecurity trends in the public sector, with sensitive information, employees
and the public remaining a cybercriminals target (Mimecast, 2020). An increased threat has evolved
with the move to virtual platforms; an excellent example of this exposure is the cyberattacks on the
Zoom platform used by government departments for meetings. While previously, such cyberattacks
had a small attack footprint.

Figure 40: Top cybersecurity threats amid COVID-19 pandemic
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Source: Harris, 2021

Participant observation: MS Teams Virtual Meetings

Participant observation: By observing the discussions and noting down the key issues discussed
regarding cybersecurity matters, that can be used as data. Data from the participant observation were
generated solely from observations and interactions with participants held on the Microsoft Teams
platform (recorded by the researcher). As there was no signed consent, the researcher informed the
GITO Council of the researcher’s purpose, their continued interaction was taken as consent. The
process started by coding data from the transcribed digital extracted data for analysis. Next, the
researcher extracted themes and links relating to cybersecurity from the two virtual meetings.

The PGITOC has always been held at the Office of the Premier, and however, due to Covid, the meeting
is now held online via Microsoft Teams. The GITO council meeting comprised 80% of the members
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joining via MS Teams, observation using the MS Teams platform, the meeting commenced on time
and proceeded in the fashion of straight to the point.

Cybersecurity is on the GITOC meetings' agenda and was discussed for 15% of the total meeting
length. Members were interested in the cybersecurity agenda item as many departments would like
to improve and were eager to hear what sister departments have in place. Departments mentioned
they have had Auditor General findings relating to ICT Security and was not defined as cybersecurity.
From the observation of the members, it was noted that some members were not comfortable with
cybersecurity and listening to the discussions needed a higher level of cybersecurity awareness than
the regular staff cybersecurity / ICT security awareness that takes place. An element of this is evident
in the impression of the GITO Council meeting, where attendees are encouraged to make
cybersecurity a priority.

At the start of the national GITO council — SCISS meeting, the chairperson announced that recordings
could take place as the meeting has not been defined as a security level as external presenters were
part of the meeting. One hundred seventeen participants joined the MS Teams meeting, which
included six external presenters. From the meeting, three key themes were extracted that would
benefit the researcher's research. The themes that were extracted: ICT Security trends and threats
during Covid 19 presented by Symantec, New SA Trends presented by Wolfpack, Information Risk and
ICT Security Policies/Legislations and update on Virtual Communications and Public Cloud presented
by SSA. From the observation, the term cybersecurity has not been used and ICT security is used to
represent cybersecurity.

4.8 Conclusion

This chapter presented the data collected was designed to determine the rationale of cybersecurity
within the government-industry; the researcher presented the data obtained from both the primary
and secondary sources—the primary source data collected from semi-structured interviews
conducted with fourteen participants. Due to the limited literature on published research regarding
cybersecurity, the researcher also used data collected from the government departments and
internal/external audit reports—the secondary data obtained using a systematic mapping process to
identify any gaps or limitations.

The research found that the top three vulnerabilities to the government show virus or worms as being
the top threat or vulnerability and phishing or malicious emails as the second, and theft of devices as
the third. The top three current vulnerabilities from threats to government information systems are
phishing or malicious mail, Internet services disruption and departmental websites hacked or
compromised.

Noted from the data, to improve operational resilience through effective cybersecurity, the top three
needs are communication, cybersecurity awareness and cybersecurity recovery plan.

Government departments top three response to cybersecurity incidents is incident response, event
monitoring and cybersecurity reporting.

Drawing on these findings, this chapter streamlines a base for the next chapter to discuss the research
findings to respond to the research questions. The discussion of the findings will combine all the data
sources to understand the research topic.
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CHAPTER 5: ANALYSIS OF THE GOVERNMENT CYBERSECURITY LANDSCAPE

5.1 Introduction

While the previous chapter reported findings, this chapter discusses the research findings that were
conducted in the provincial government. The purpose of the research was to investigate threats and
vulnerabilities in cybersecurity and determine if there is a need to mitigate cybersecurity using
frameworks and standards. By investigating cybersecurity alignment with frameworks and
standards, the current threats and vulnerabilities can be identified and addressed that impact
government information systems. The research looks at what is needed for the provincial
government to respond to a cyber incident and what government needs to do to become cyber
resilient. The findings in this chapter are supported by the results of queries performed in the
ATLAS.TI software. An example of the codes generated in ATLAS.TI can be viewed in section 3.4.4.3
and Table 7: Sample of Themes, Code Groups, and Codes created, where the determinants are
related to code groups and dimensions.

It is clear that there appear to be many different definitions related to the term “cybersecurity”. The
understanding of the term is varying in literature, frameworks and standards. Although this was not
one of the research targets, the same phenomenon was witnessed during the interviews and by
analysing the department's documents.

Following the research questions, this chapter discusses the findings. It is structured according to the
themes that were used to present the findings in chapter 4, namely, (i) current cyber vulnerabilities
of government information systems to external threats, (ii) identification of cybersecurity
vulnerabilities in government departments, (iii) needs with respect to improving operational resilience
through effective cybersecurity and (iv) government departments’ responses to cybersecurity
incidents.

5.2 Current cyber vulnerabilities of government information systems to external
threats

This theme partially addresses the question of what are the current cyber vulnerabilities of
government information systems to external threats (research question 1). The literature considers
cybersecurity risks (vulnerabilities and threats) as one of today's leading and challenging risks. The
interviews and document reviews indicate that there is an acknowledgement that the provincial
government is facing cybersecurity risk. One of the cybersecurity risks will always be the vulnerability
that a weak cybersecurity posture may bring on. Therefore, it is essential that the provincial
government assess cybersecurity risks. The research identified provincial government current top
cyber vulnerabilities as phishing or malicious mail, internet services interruption and departmental
websites hacked or defaced. Key to verifying the research collected, the researcher participated in
national government online meetings to gain insight into vulnerabilities affecting the whole
government. Malicious emails from phishing attempts have increased in the current years and
targeted attempts have been made on the government.
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Provincial governments' visibility of cybersecurity vulnerabilities and threats has been identified as
lacking from the research; Diesch, Pfaff and Krcmar (2020) highlight the significance of mitigating
cybersecurity vulnerabilities and threats through the identification visibility of cybersecurity risks. As
discussed in section 1.5.2, cyber incidents that have taken place in the South African government
include phishing or malicious mail, internet services interruption and departmental websites hacked
or defaced. As identified by the respondents, the provincial department's perceptions are based
significantly on the daily and weekly alerts the departments receive from the National Cybersecurity
Hub. The data from the research provides a view that the provincial government departments do not
understand the vulnerabilities and threats specific to the province. The provincial government has a
weakness in identifying current vulnerabilities and threats. The provincial government and its
departments need to do a threat analysis to gain a provincial level perspective. Performing a threat
analysis can ensure the provincial government moves away from an approach of reactive
cybersecurity to proactive cybersecurity. The benefits of performing a threat analysis in the provincial
government allow the provincial government departments to understand their cybersecurity
environment and modify their cybersecurity protocols or policies and enable vital security operations
to safeguard it against cyber-attacks. The cybersecurity threats and vulnerabilities need to be reported
to the provincial GITO, HOD forum and Premier of the province. The province can then act against the
cybersecurity threats and vulnerabilities by implementing resources to mitigate the risks that apply to
their environment. Government needs to become proactive and stop implementing policies,
standards, and frameworks for compliance only or avoid having an audit general finding. Data from
the unidentified provincial government only matches parts of the systematic map. This emphasises
that there may be gaps as critical categories such as inside threats were not extracted from the
provincial government departments data. The literature further supports that the identified
cybersecurity vulnerabilities and provincial government threats correspond with the literature and
research findings. From the literature review, the risk to government information systems can be
defined as a potentially damaging consequence due to a cyber-attack or cyber threat that comprises
the confidentiality, integrity, and availability of government information systems.

5.3 Identification of cybersecurity vulnerabilities in government departments

This theme partially addresses the question of what are the current cyber vulnerabilities of
government information systems to external threats (research question 1). In view of the above, the
researcher further looked at the cybersecurity vulnerabilities and incidents in provincial government
departments and not specific to government information systems. The findings further support the
above, hacked websites in provincial government departments took place and continue to occur. Even
though from the interviews, it was determined that departments identify vulnerabilities in their
environment, when considering data collected from the documents reviews, a different
representation is provided. Data from the document review on the visibility of cybersecurity threats
indicated that the provincial departments have poor visibility and could demonstrate a low
governance maturity with poor controls and reporting. In essence, this will create a barrier to identify
and mitigate cybersecurity risks (Diesch, et al., 2020). The top risks identified not specific to
information systems included the theft of devices, virus or malware, and phishing has been identified
as part of the vulnerabilities of government information systems.
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Department employees and criminals outside of government were identified as threat actors in the
provincial government departments. Insider threats identified in the larger systematic map of cyber
vulnerabilities were not identified as a threat actor in the provincial government's extracted data.

There was a challenge in the document review, vulnerabilities or threats are categorised differently in
departmental reports. This can affect the research as there is no consistency between categories or
identification of risks, which could lead to bias towards specific threats or vulnerabilities. Emphasis
on wrong cybersecurity controls could create an impact on a department as the prevalent
vulnerabilities are not getting addressed. This research found that the document review results
contradict the results from the interviews, which indicates that the provincial government will not
quickly identify the cybersecurity vulnerabilities and threats in the environment. The researcher data
provides a view that the provincial government is not in line with the national cybersecurity policy
framework because the identification of cybersecurity risk is low. These factors can potentially
influence the availability of government information systems and affect the department's operational
resilience. The HOD Forum and GITO Council need to be informed that departments are not aligning
with the national cybersecurity policy framework. Provincial departments information technology
units need to align the departments IT strategy / IT plan with the department’s strategy and include
cybersecurity to ensure the department's operational resilience. The researcher suggests that the
office of the premier establishes a cybersecurity unit/hub that looks at all departments cybersecurity
and allocates resources that include finance and human resources. There is a greater risk if these
factors influence the department's operation, for example, the health department, whereby human
life could be at stake.

5.4 Needs with respect to improving operational resilience through effective
cybersecurity

This theme addresses the question of how provincial government departments mitigate cybersecurity
vulnerabilities (research question 3). Operational resilience requires cybersecurity risks to be
identified, good governance and strong leadership in the provincial government departments.
Government departments leadership, such as executive management, need to understand the roles
and responsibilities they need to play for effective cybersecurity and operational resilience. Executive
management’s commitment to cybersecurity provides a view of accountability in the department. In
the interview findings, only half of the department’s had their leadership commitment as some
departments' executive management focus is purely compliance and receiving a clean audit. One of
the reasons that may be the cause of insufficient leadership commitment, as stated in section 4.2.2.2,
cybersecurity issues were identified as problematic to explain to executive management as
cybersecurity is technical in nature. Lack of leadership or executive management commitment is seen
as an inhibitor to achieve effective cybersecurity and can lead to mismanagement. In this respect, the
literature emphasises that a top-down approach supports effective cybersecurity and alignment in the
context of the government departments business strategy. Alignment has become an organisations’
necessity to bring about risk management, effectiveness, resilience, mitigation and compliance
(Bohnert, Gatzert, Hoyt, & Lechner, 2019). If executive management is aware of the government
department's cybersecurity risks, they would understand the roles and responsibilities they need to
play in achieving effective cybersecurity and operational resilience.
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The interviews and document review findings indicate department’s GITO’s or IT managers do not
have cybersecurity roles and responsibilities defined; indeed, they were mostly in managerial or senior
positions they have dual or multiple roles to play. A small percentage of the departments have
cybersecurity as a key performance area or defined in their job descriptions, and this leads the
researcher to conclude that there may be low accountability and reporting on cybersecurity in the
provincial government departments. The findings from data collected in the stages show that
executive management does not understand their role in managing and driving effective
cybersecurity.

Literature dictates that operational resilience requires appropriate activities and plans to be
implemented in the department's environment. A cybersecurity recovery plan incorporates a business
continuity plan, disaster recovery plan and a cybersecurity incident recovery plan. The document
reviews and interviews' findings indicate that the provincial government department’s do not have
the required plans to be operational resilient or have effective cybersecurity in place. A cybersecurity
recovery plan that incorporates business continuity, disaster recovery and incident is imperative for
operational resilience in the organisation (NIST, 2018). Cyber resilience is about being proactive and
not reactive (Carew, 2019). If cybersecurity is not adequately addressed, the cost will be perceived as
being to be high, and risks are likely to increase with emerging cyber threats.

Although provincial government departments do not have specific cybersecurity policies and
frameworks, the findings in section 4 are consistent with literature revealing organisations and
government are aligning their ICT/IT security policies, strategies and frameworks against a
combination of international frameworks, policies and standards.

The most popular standard in provincial government departments is COBIT, some of the standards
that have been adopted include ISO/ECC 27001, ISO/EC 27002, COBIT and NIST Cybersecurity
framework. A combination of information and cybersecurity standards and frameworks have been
adopted; only a single department has adopted and customised the NIST cybersecurity framework.
The majority indicated they use COBIT, which is best suited accordingly to them for a government
perspective; however, this lacks the security aspect. Departments have implemented the provincial
security policy, with a small percentage having their own customised or departmental security
policies. Departments have implemented controls to mitigate cybersecurity risk, and the further data
support that controls identified with the lowest ratings such as malware and awareness is not effective
in the departments. Only three-quarters of the departments have NCPF mentioned in their
departmental documents; this can imply that there is an alignment issue between the department,
provincial and national. The interviews and document review findings revealed that there are some
challenges in government departments to implement effective cybersecurity. The main inhibitors to
effective cybersecurity were identified as cybersecurity risks, misalignment, and lack of cybersecurity
awareness.

The NCPF conveys that a cybersecurity culture is required in departments, a cybersecurity culture that
implements cybersecurity awareness can lay the foundation for effective cybersecurity in a
department. Awareness training and including employees in security activities is essential for building
a cybersecurity culture (Tambo & Adama, 2017; Craig, 2018). As to literature, cybersecurity awareness
is critical for effective cybersecurity and resilience.
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Cybersecurity awareness seems like the first line of defence for a department, departmental
employees and executive management need to be aware of the risks the organisation may face and
the impact a cyber incident may have. Departments are not in line with the NCPF as awareness in the
departments are not implemented or specific to cybersecurity. As noted from the national online
meetings, there is no consistency in cybersecurity awareness in departments, and cybersecurity is an
issue when conveying to executive management. There was a challenge in the document review as
departments report differently, awareness meetings are held in the department; however, the details
of the awareness was not disclosed. Some departments awareness were scheduled and recorded no
attendance of employees. Departments are obligated to provide security awareness as to the auditor
general audits and compliance. The concern is that awareness is only implemented for compliance,
staff awareness is insufficient and is not specific to cybersecurity. The findings, corroborated by the
interviews and document review, indicated the lack of cybersecurity awareness in departments, which
leads to cybersecurity not being taken seriously by executive management and employees, and non-
compliance to the NCPF. The researcher data promotes a view that there is a lack of education and
awareness in the provincial departments, and this can be an issue as a cybersecurity culture influences
the effectiveness of effective cybersecurity. Departments having real-time awareness during a cyber
incident can help the department mitigate the cybersecurity risk and respond to the attack. The HOD's
of the provincial departments needs to be informed of the status of cybersecurity in their respective
departments and allocate resources to mitigate the risks associated with cybersecurity and
operational resilience. The researcher believes the involvement of all the provincial government
departments staff would ensure a cybersecurity culture and improve the effectiveness of
cybersecurity in the province.

5.5 Government departments’ responses to cybersecurity incidents

This theme addresses the question of how government departments currently respond to
cybersecurity incidents (research question 2). Effective cybersecurity requires incident response
capability, and this is important for every organisation. Implementing appropriate measures to
respond to a cybersecurity incident involves people, systems, and processes to detect and respond
and restore the operational services of the department that were impaired by a cybersecurity incident
(NIST, 2018). As previously discussed in section 5.4, responding to a cybersecurity incident requires a
cybersecurity recovery plan that incorporates business continuity, disaster recovery and an incident
recovery plan that supports operational resilience in the organisation (NIST, 2018). The incident
recovery plan manages cybersecurity incidents and mitigates the cybersecurity risk to save the costs
that may occur due to the incident compared to an increased cost that may have cost to recover. The
research found that some of the department’s had parts of the cybersecurity recovery plan; none of
the departments had all the required plans.

The interviews and document review findings indicate that the departments believe they have some
controls in place to respond to cybersecurity incidents. Controls required to respond to a cybersecurity
incident include incident response, event monitoring and cybersecurity reporting (NIST, 2018). Data
from the document review on the controls in departments indicated that departments have poor
controls in place to respond to a cybersecurity incident. The limited departments with controls have
primary controls specific to incident response and no event monitoring or cybersecurity reporting.
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Departments rely on the IT unit or external SITA to detect incidents focused on the government
department. An effective incident response plan outlines how cybersecurity incidents get managed
and assists in restraining the impact if an incident occurs and requires communication from all the
stakeholders.

Communication is critical when responding to a cybersecurity incident, and the research found that
departments do not have a cybersecurity incident or data breach notification procedure.
Departments do not communicate with one another regarding cybersecurity incidents, and effective
communication is a critical part of the incident response plan or responding to a cybersecurity
incident. Departments need to have a communication plan in place so that cyber response activities
can be coordinated and all relevant parties will be involved. The findings corroborated by the
interviews and document review, departmental GITO’s or IT Managers could not identify whose role
is to respond to a cybersecurity incident. Almost half the respondents believed there is no role to be
played by departments, provincial (GITOC) or SITA. Lack of leadership or executive management
commitment is seen as an inhibitor to achieve effective cybersecurity and can lead to
mismanagement. The data collected in the interviews supports that there is no accountability when
it comes to cybersecurity and executive management buy-in is essential for cybersecurity.

As discussed in the literature review, Section 2.3.1, effective alignment reimburses a positive effect.
The interviews and document review findings indicate that department frameworks and policies, and
strategies are not aligned. Without the alignment of cybersecurity and risk, resilience cannot be
improved in departments, as cybersecurity risks considered an essential factor for digital
transformation and e-government services (ITU, 2018b). The national department, State Security
Agency, reported that a national information security governance framework had been drafted to
resolve issues such as alignment. The national information security governance framework (SSA, 2020)
intends to solve the alignment issues departments are having, data from the research provides a view
that at provincial government there is more than an alignment issue. Currently, government
departments are only utilising parts of COBIT that converse with the needs of the department, the
national information security governance framework utilises the whole of COBIT 5 and involves
creating committees for alignment. The framework does provide alignment between a number of
other best practices and standards such as ISO 27002, NIST Cybersecurity Frameworks, SANS 20
Critical Security Controls, NERC CIIP, NIST Risk Management Guide and the Microsoft Security
Development Lifecycle. However, the framework does not stipulate how the alignment between the
departmental and provincial strategies and frameworks will be linked.

The researcher believes that risk management and cybersecurity are intertwined, the benefits derived
from cybersecurity and risk management have not been fully gained, which can be construed as
mismanagement of risks. The benefits derived from cybersecurity and risk management have not
been fully gained. Managing departmental risks with cybersecurity risks and aligning to business is a
problem whereby alignment is missing or is not established in government departments. Less than
half the respondents have a clear view as to what is alighment; however, the data extracted could not
indicate if any alignment had been implemented in their respective departments. Alignment is a
necessity to bring about risk management, effectiveness, resilience, mitigation and compliance
(Bohnert, Gatzert, Hoyt, & Lechner, 2019). The involvement of senior management in the departments
and the GITO council in the province can assist in the identification of risks, mitigating the related risks
with the support of senior management, departmental GITO’s and IT/ICT will ensure effective
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mitigation of cybersecurity and departmental risk. The GITO council should be making departments
HOD’s and the premier aware of non-compliance in departments and implement measures to ensure
that cybersecurity incidents in the departments are reported to the provincial GITO council to ensure
that the cybersecurity incidents get a response and cybersecurity controls to get amended to mitigate
future incidents.

5.5 Conclusion: Integrated view of wvulnerabilities, responses and people

management

Cybersecurity requires an integrated approach to vulnerabilities, responses and people management
in provincial government departments. By bringing together the various functions and dependencies
with other parts of the organization, operational resilience can be improved. The identification of
cybersecurity vulnerabilities is critical for the provincial government to respond to cyberattacks and
threats, this cybersecurity risks can be mitigated by incorporating people management with programs
such as cybersecurity awareness. Cybersecurity vulnerabilities, responses and people management
are interlinked and need to be aligned to improve the provincial government's operational resilience.

One of the key implications is that there is no alignment between provincial departments regarding
cybersecurity. There was a challenge in the document review, vulnerabilities or threats are
categorised differently in departmental reports. Reviewing the data collected with the aid of ATLAS.TI
computer software and generating codes and groupings, the researcher noted that the document
review results contradict the results from the interviews, which indicates that the provincial
government will not quickly identify the cybersecurity vulnerabilities and threats in the environment.
In this regard, the provincial government is not in line with the national cybersecurity policy
framework because the identification of cybersecurity risk is low. The interviews and document review
findings indicate the department’s GITO’s or IT managers do not have cybersecurity roles and
responsibilities defined; indeed, they were mostly in managerial or senior positions. Provincial
government department’s do not have the required plans to be operational resilient or have effective
cybersecurity in place.

Critical to the implementation of cybersecurity is the alighment and implementation of frameworks
and standards. The most prevalent standards in provincial government departments are COBIT, some
of the standards that have been adopted include ISO/ECC 27001, ISO/EC 27002, COBIT and NIST
Cybersecurity framework. The challenges in provincial government departments implementing
effective cybersecurity and main inhibitors to effective cybersecurity were identified as cybersecurity
risks, misalignment and lack of cybersecurity awareness. Departments are not in line with the NCPF
as awareness in the departments are not implemented or specific to cybersecurity. Interviews and
document review indicated the lack of cybersecurity awareness in departments, leading to
cybersecurity not getting taken seriously by executive management and employees and non-
compliance to the NCPF. Critical to the provincial government, the NCPF needs to be implemented in
the provincial government departments.

The research found that some of the department’s had parts of the cybersecurity recovery plan; none
of the departments had all the plans, a cybersecurity recovery plan that incorporates business
continuity, disaster recovery and an incident recovery plan. The limited departments with controls
have primary controls specific to incident response and no event monitoring or cybersecurity
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reporting. Departments rely on the IT unit or external SITA to detect incidents focused on the
government department.

Departments need to have a communication plan in place so that cyber response activities can be
coordinated and all relevant parties will be involved. Lack of leadership or executive management
commitment is seen as an inhibitor to achieve effective cybersecurity and can lead to
mismanagement.

The data collected in the interviews supports that there is no accountability when it comes to
cybersecurity and executive management buy-in is essential for cybersecurity. Risk management and
cybersecurity are intertwined, the benefits derived from cybersecurity and risk management have not
been fully gained, which can be construed as mismanagement of risks. Data extracted could not
indicate if any alighment had been implemented in their respective departments.
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CHAPTER 6: CYBERSECURITY IN PROVINCIAL GOVERNMENT: RESEARCH
SUMMARY, RECOMMENDATIONS AND CONCLUSION

6.1 Introduction

This section presents a combination of the research findings interpreted and discussed from the
analysis of data collected from the interviews and document review and provides evidence of how the
research aims have been fulfilled. Linking all the previous sections, this final section reaffirms the
findings' implications, contributions, and limitations. Chapter 1 introduced the study and described
the research approach. The research aimed to investigate threats and vulnerabilities in cybersecurity
and determine if there is a need to mitigate cybersecurity using frameworks and standards. By
investigating cybersecurity alignment with frameworks and standards, the current threats and
vulnerabilities can be identified and addressed that impact government information systems. In
addition, the research looked at what is needed for the government to respond to a cyber incident
and what government needs to do to become cyber resilient. Chapter 2 presented a literature review
on cybersecurity. Chapter 3 discussed the research methodology and research design that guided
the research study. In contrast, Chapter 4 presented the qualitative data collected from the interviews,
document review and undergoing a systematic mapping procedure. Finally, chapter 5 presented a
discussion on the qualitative data findings.

This chapter explores how the research objectives and research questions are investigated and
answered. Section 6.2 justifies the research scope, followed by a brief overview of how the research
questions 6.3 were addressed. Section 6.4 outlines the limitations, and 6.5 recommendations from
the research and a view for future research, section 6.6 the contribution to knowledge.

6.2 Research justification

This research was intended to investigate if the government identifies cyber risks and establishes a
cyber risk management approach through strategies, policies, and acceptable cybersecurity practices.
The research further tries to identify the factors that influence or affect cybersecurity effectiveness in
government departments. While this study is limited in scope to government departments, the results
may easily be applied to government entities and private sector organisations as the cybersecurity
effectiveness of government departments are critical to the maintenance of services to the public.

6.3 Results determined by research questions

The research questions addresses the research gaps and if the research objectives have been met.

6.3.1 Question 1 - What are the current cyber vulnerabilities of government information
systems to external threats?

The first question of the research was identifying the current cyber vulnerabilities of government
information systems to external threats. This research had two approaches to fulfil this objective:
review literature to identify the current cyber vulnerabilities of government information systems to
external threats and to review the literature and address questions to respondents during the semi-
structured interviews and document review.

69|Page



The first approach showed the trends in the literature regarding cyber vulnerabilities and threats to
the government. Many countries across the globe are embracing emerging trends in cyberspace, and
cybersecurity concerns are accumulating due to reports of increased breaches and attacks (Fearn,
2017; van Niekerk, 2017; SABC News, 2017). The research identified vulnerabilities and threats
influencing the provincial government departments environment. The research agrees with other
researchers; however, this research contribution goes beyond their research. Creating knowledge
about real-world practice and not only theory. Considering the broad spectrum of cybersecurity risks
and cyber vulnerabilities and threats, the following cyber incidents in the environment were
identified: hacked websites, ransomware, file server attacks, blockchain attack, denial of service
attacks, phishing, malware and social engineering were recorded.

A weak cybersecurity posture was identified as one of the primary cybersecurity risks. The current
cybersecurity vulnerabilities likely to affect the provincial government systems were identified as
website attacks, user access violation, virus or malware infection, ineffective firewalls, ransomware
attack or infection, disruption of internet services, phishing or malicious emails, information theft,
awareness in departments, hacking and denial of services attacks. The top three identified cyber
vulnerabilities most likely to affect the provincial government information systems are malware,
hacking and phishing. The threat actors posing cybersecurity threats to the departments were
identified as employees, criminals and hacktivists. Comparing this with the literature analysis, it was
noted that this coincides with top vulnerabilities and threats as the research shows consistency in the
results.

The provincial government visibility of cybersecurity vulnerabilities and threats has been identified as
lacking. Findings from the interviews and document review indicated that departments have poor
visibility of cybersecurity threats and vulnerabilities. The result can indicate a low governance maturity
with poor controls and reporting. Department employees and criminals outside of government were
identified as the threat actors. Emphasis on wrong cybersecurity controls could create an impact on
the department as the prevalent vulnerabilities are not getting addressed. The scale of cybersecurity
threats and vulnerabilities is escalating in the provincial government, and the impact of cyberattacks
on the provincial government’s information systems can be devastating. These factors influence the
availability of government information systems and operational resilience; further, the provincial
government is not complying with the national cybersecurity policy framework. The importance of
this research and its contribution can not be stressed enough, and the research provides a means in
understanding cyber practice in sub-national government.

6.3.2 Question 2 - How do government departments currently respond to cybersecurity
incidents?

Literature dictates that operational resilience requires appropriate activities and plans to be
implemented in the department's environment. A cybersecurity recovery plan incorporates a business
continuity plan, disaster recovery plan and a cybersecurity incident recovery plan. Effective
cybersecurity requires incident response capabilities, implementing measures to respond to a
cybersecurity incident involves people, systems and processes to detect and respond (NIST, 2018).
Controls required to respond to a cybersecurity incident include incident response, event monitoring
and cybersecurity reporting. The document reviews and interviews' findings indicate that the
provincial government department’s do not have the required plans to be operational resilient or have
effective cybersecurity in place.
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Some of the provincial government departments have parts of the cybersecurity recovery plan;
however, none had all the plans. In addition, the provincial departments have poor controls for
incident response and no event monitoring. As a result, the provincial government will not quickly
identify the cybersecurity vulnerabilities and threats in the environment and respond quickly.

In this regard, the provincial government is not in line with the national cybersecurity policy
framework because identifying cybersecurity risk is low. Department relies on the departmental IT
unit or external SITA to detect and respond to cybersecurity incidents. The department’s GITO’s or IT
managers could not identify whose role to respond to a cybersecurity incident. Research data from
the document review on the visibility of cybersecurity threats indicated that the provincial
departments have poor visibility and could demonstrate a low governance maturity with poor controls
and reporting. In essence, this will create a barrier to identifying and mitigating cybersecurity risks
(Diesch, et al., 2020). Emphasis on wrong cybersecurity controls could create an impact on a
department as the prevalent vulnerabilities are not getting addressed. Communication is problematic
as departments do not communicate with each other regarding cybersecurity incidents.
Communication is a critical part of a cybersecurity incident recovery plan. Departments need to have
a communication plan so that cybersecurity response activities can be coordinated. The maturity level
of cybersecurity is deficient, and provincial government departments are only starting to implement
cybersecurity. Currently, the response to cybersecurity is inefficient, and incidents are treated as an
ordinary IT incident.

Although provincial government departments do not have specific cybersecurity policies and
frameworks, the findings are consistent with the literature. This research is based on real-world
practice in sub-national government and is not based on theory only. Organisations and government
align their ICT/IT security policies, strategies and frameworks against a combination of international
frameworks, policies and standards. The most popular standard in the provincial government
departments is COBIT, some of the standards that have been adopted include ISO/ECC 27001, ISO/EC
27002, COBIT and NIST Cybersecurity framework. A combination of information and cybersecurity
standards and frameworks have been adopted; only a single department has adopted and customised
the NIST cybersecurity framework. Interviews and document reviews indicate that the departments
believe they have some controls to respond to cybersecurity incidents. Controls required to respond
to a cybersecurity incident include incident response, event monitoring and cybersecurity reporting
(NIST, 2018). However, findings from the research indicated that departments have poor controls in
place to respond to a cybersecurity incident.

6.3.3 Question 3 - How should provincial government departments mitigate cybersecurity
vulnerabilities?

There is no single solution to cybersecurity, noting that different frameworks and policies prescribe
different approaches. Government departments can determine whether to align or adopt industry
frameworks, standards, or combinations of the best practices. Cybersecurity needs to be
institutionalised, operationalised and integrated into the department and cannot follow a silo
approach to ensure operational resilience. Cybersecurity starts at the top of the department,
executive management buy-in and commitment is critical. The South African government’s response
to the issue of cybersecurity has been the implementation of the National Cybersecurity Policy
Framework (NCPF), which is aimed at a coherent and integrated cybersecurity approach to address
cybersecurity threats.
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Given the global cyber-crime, the public and private sectors have taken cybersecurity precautions to
strengthen and mitigate these risks (SSA, 2015). Cybersecurity vulnerabilities mitigated through
cybersecurity frameworks, standards, people management and backed up by good vulnerability
intelligence can provide an understanding of how and why threat actors are targeting particular
vulnerabilities. In addition, the National Cybersecurity Policy Framework utilising existing standards
and measured using the NIST cybersecurity framework ensures that the government's cybersecurity
vulnerabilities get identified.

Although provincial government departments do not have specific cybersecurity policies and
frameworks, departments align their ICT/IT security policies, strategies and frameworks against a
combination of international frameworks, policies and standards. Departments have implemented a
combination of standards such as COBIT, ISO/ECC 27001, ISO/ECC 27002 and the NIST Cybersecurity
framework. COBIT is a common favourite for most departments and the provincial IT security policy.
The majority of the provincial government departments have control frameworks in place. However,
these controls need enhancement or are not consistently applied or operating effectively. Some of
the provincial government departments' challenges are the inhibitors to cybersecurity, such as
cybersecurity risks, misalignment, and lack of cybersecurity awareness.

Cybersecurity awareness is the first line of defence for a provincial government department.
Departmental executive management and the department employees need to be aware of the
cybersecurity risks in the organisation and the impact a cybersecurity incident may have. Provincial
government departments need to comply with the national cybersecurity policy framework, and as
noted from the national online meeting, departments are not implementing cybersecurity awareness.
The lack of cybersecurity awareness in the departments provides an impression that the departments
executive management is not taking cybersecurity seriously. People are the most significant
vulnerability in any organisation, and people management is critical to ensure a cyber-secure culture
that can mitigate overall cyber-related business risks. A commendable component of the NCPF is how
it targets awareness and education as critical pillars to cybersecurity due to the human factor.
Mbanaso, Abrahams and Apene (2019) research further support cybersecurity standards, awareness,
and alignment to mitigate potential inside and outside vulnerabilities or attacks for operational
resilience. Awareness training and including employees in securing activities are essential for building
a cybersecurity culture (Tambo & Adama, 2017; Craig, 2018). The top three needs are communication,
cybersecurity awareness, and a cybersecurity recovery plan to improve operational resilience through
effective cybersecurity.

The provincial government department implements cybersecurity awareness as a matter of
compliance so that the departments do not get an audit finding. Although the NCPF conveys that a
cybersecurity culture is required, the provincial government departments fail and prohibit them from
implementing effective cybersecurity. Executive management needs to understand the roles and
responsibilities they need to play for effective cybersecurity and operational resilience. Executive
management commitment to cybersecurity provides accountability, lack of leadership or executive
management commitment is seen as an inhibitor to achieving effective cybersecurity. Key to
cybersecurity is that executive management needs to be aware of the potential or current
cybersecurity risks and the impact that cybersecurity risks have on the department, such as disrupting
government information systems. Executive management needs to understand what controls are
required to mitigate the risks via frameworks, policies and standards.
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Executive management has not defined the role of cybersecurity to the department’s GITO’s and IT
managers; this may lead to an accountability and reporting issue. This indicates that executive
management does not understand their role in managing driving effective cybersecurity.
Implementing a policy approach, frameworks can be reinforced as policies are expected to facilitate
rather than regulate. Through cybersecurity frameworks, the provincial government can facilitate the
identification of critical systems and protect the critical systems from evolving cyber threats that can
disrupt business operations.

Cybersecurity frameworks assist those charged with cyber governance at the organisation to mitigate
the risks associated with adopting and deploying cybersecurity. The benefits of frameworks are that
it assists enterprises in achieving their objectives for the governance and management of
cybersecurity. Mbanaso, Abrahams and Apene (2019) research further support cybersecurity
standards to promote effective management for cybersecurity risks in organisations. The research
further supports their findings by creating knowledge on real-world practice in the sub-national
government. Research has shown that for the government to respond to cyber incidents, departments
need to have cyber resilience that can mitigate cyber risks. Cyber resilience is not only about
technology, and it covers people and processes. Cyber resilience cannot exist in isolation and needs
to be integrated and aligned in the organisation. The provincial government fails to have operational
resilience or cyber resilience, and there is a need for provincial government leadership or executive
management of the departments to commit to cybersecurity. There is no accountability for
cybersecurity as the departments' executive management has not shown the buy-in required to
implement effective cybersecurity. Communication is critical when responding to a cybersecurity
incident, and the research found that departments do not have a cybersecurity incident or data breach
notification procedure. Departments do not communicate regarding cybersecurity incidents, and
effective communication is a critical part of the incident response plan or responding to a
cybersecurity incident.

6.3.4 Main Question - How can provincial government departments improve operational
resilience through effective cybersecurity?

This research's first objective was to identify and analyse why and how provincial government
departments can improve operational resilience through effective cybersecurity. This research had
two approaches to fulfil this objective: reviewing the literature on why provincial government
departments can approve operational resilience through effective cybersecurity and reviewing the
literature, and addressing questions to respondents during the semi-structured interviews and
document review.

The first approach showed that literature supports operational resilience through cybersecurity
standards, awareness and alignment, promoting mitigation of potential inside and outside
vulnerabilities or attacks (Mbanaso, Abrahams and Apene,2019). Prior literature from research studies
also dictates the importance of alignment (Bohnert, Gatzert, Hoyt, & Lechner, 2019) for operational
resilience. A lack of literature on government alignment that guides the implementation was also
identified, and alignment maturity in provincial government is yet to be achieved. Alignment and
coordination across government are needed to implement the National Cybersecurity Policy
Framework.
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The research findings promote for provincial government departments to have operational resilience
through cybersecurity standards, awareness and alighment, promoting mitigation of potential inside
and outside vulnerabilities or attacks (Mbanaso, Abrahams and Apene,2019). Responding to cyber
incidents through implementing frameworks, standards and people management can ensure
operational resilience in the organisation. The NIST Cybersecurity framework ensures that the
cybersecurity vulnerabilities, needs and responses are identified.

Literature dictates that operational resilience requires appropriate activities and plans to be
implemented in the department's environment. A cybersecurity recovery plan incorporates a business
continuity plan, disaster recovery plan and a cybersecurity incident recovery plan. The provincial
department needs to implement all the plans required for operational resilience; without these plans,
the department cannot look at cyber resilience or effective cybersecurity. A recovery plan allows the
department to restore systems to normal operations and at an acceptable level timely. Through
cybersecurity frameworks, the provincial government can facilitate the identification of critical
systems and protect the critical systems from evolving cyber threats that can disrupt business
operations.

Responding to cyber incidents through implementing frameworks, standards and people
management can ensure operational resilience in the organisation. The NIST Cybersecurity framework
ensures that the cybersecurity vulnerabilities, needs and responses are identified under categories
(Access Control, etc.), and subcategories function referenced to existing standards (ISO/IEC 27001,
COBIT, etc.) (National Institute of Standards and Technology, 2018) to ensure operational resilience in
government. Operational resilience requires that the appropriate activities and plans need to be
implemented in the department's environment. A Cybersecurity recovery plan incorporates the
business continuity plan, disaster recovery plan and incident plan. A recovery plan allows the
department to restore systems to normal operations and at an acceptable level timely. From the data
extracted from the document review and systematic mapping, departments reported they had some
or none of the cybersecurity recovery plan requirements. This conclusion is verified as the business
continuity and disaster recovery plan score in the bottom four lowest controls in place.

Provincial governments in South Africa needs to focus on the lessons learnt in this research. The
implementation of cybersecurity frameworks is critical for improving operational resilience in
government departments. Provincial governments need to implement frameworks, policies and
standards that incorporate people management as cybersecurity awareness is critical. The national
CSIRT focuses mainly on sectors such as the financial sector and needs to look at the three spheres of
government, national, provincial and local government and the alignment of cybersecurity within the
government departments and municipalities.

The research findings indicate that the provincial government department’s do not have the required
plans to be operational resilient or have effective cybersecurity in place. Controls required to respond
to a cybersecurity incident include incident response, event monitoring and cybersecurity reporting
(NIST, 2018). Findings from the research indicated that departments have poor controls in place to
respond to a cybersecurity incident. People are the most significant vulnerability in any organisation,
and people management is critical to ensure a cyber-secure culture that can mitigate overall cyber-
related business risks. A commendable component of the NCPF is how it targets awareness and
education as critical pillars to cybersecurity due to the human factor.
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The scale of cybersecurity threats and vulnerabilities is escalating in the provincial government, and
the impact of cyberattacks on the provincial government’s information systems can be devastating.
These factors influence the availability of government information systems and operational resilience;
further, the provincial government is not complying with the national cybersecurity policy framework.
Cybersecurity needs to be institutionalised, operationalised and integrated into the department and
cannot follow a silo approach to ensure operational resilience.

Cybersecurity starts at the top of the department, executive management buy-in and commitment is
critical. Unfortunately, the lack of cybersecurity awareness in the departments provides an impression
that the departments executive management is not taking cybersecurity seriously.

Executive management needs to understand the roles and responsibilities they need to play for
effective cybersecurity and operational resilience. Executive management commitment to
cybersecurity provides accountability, lack of leadership or executive management commitment is
seen as an inhibitor to achieving effective cybersecurity. The provincial government fails to have
operational resilience or cyber resilience, and there is a need for provincial government leadership or
executive management of the departments to commit to cybersecurity. There is no accountability for
cybersecurity as the departments' executive management has not shown the buy-in required to
implement effective cybersecurity.

The provincial government departments are unaware of how inadequately prepared they are, and the
lack of capabilities to prepare, anticipate, respond and recover from any cybersecurity incident. As a
result, many of the provincial departments will not be able to recover critical systems to normal
operations at an acceptable level or in a sufficient timeframe. The Cabinet of South Africa, as part of
the implementation of the fourth industrial revolution, needs to emphasise the critical need for
cybersecurity to be implemented at all levels of government and resources allocated as required.

6.4 Research limitations

The research used qualitative methods and can be considered open to possible subjectivity. However,
a lack of quantitative is a limitation specific to qualitative studies. Perhaps the use of mixed methods
would have provided additional views or more evident results to the findings. Regarding the primary
data collection, another limitation can be related to the respondents selected. The respondents'
selection was based on a predefined set of expectations related to their government departments'
positions and their information technology and security credentials. Conceivably, future research
would include views of the department’s executive management, employees, and the department's
operational side to be more inclusive.

Another limitation is the number of respondents. The fourteen respondents were from twelve
departments/organisations. Two of the respondents were from external organisations. One of the
more significant provincial government departments chose not to participate, and their responses
may have been beneficial to the research. More than one respondent from the same department may
have improved the responses' quality as there was a discrepancy between the data collected from
interviews and the document reviews. Due to the limited literature on published research regarding
cybersecurity, the researcher also used data collected from the government departments and
internal/external audit reports.
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Another research limitation refers to the geographical dispersion of the respondents. This research
was restricted to one province in South Africa and only provincial departments. The problem with this
approach was that the research was limited to a pool of respondents.

Research published from 2016 till today has limited research concerning South Africa and
cybersecurity. When extending the search criteria to include government, the data presents a tiny
percentage for the South Africa government and cybersecurity.

A further potential source of limitations and gaps in the research can be the fact that only research
published in the English language has been selected. This decision may result in a possible threat to
rationality because, potentially, necessary research published in other languages may not have been
selected. However, the English language is the most widely used language for scientific papers, so that
this bias can be reasonably considered as minimal.

6.5 Recommendations for future research

Cybersecurity is constantly evolving, and there are multiple cybersecurity frameworks and standards
available to assist government departments in implementing risk-based controls. Cybersecurity is a
relatively new security area; published academic and industry research on this topic relating to South
Africa is very limited. Future research should focus on implementing these cybersecurity frameworks,
and research can analyse why the guidance of these frameworks fails to provide adequate
cybersecurity in government departments. As some of the provincial government departments are
considering adopting or have adopted the NIST Cybersecurity framework, there could be beneficial
research to look at the weaknesses of the NIST framework and other cybersecurity frameworks,
standards and policies. The new national information security governance framework is to be
implemented in government departments, and research can investigate how the alignment between
the departmental and provincial strategies and frameworks will be linked.

Cybersecurity awareness approaches are still lacking in provincial government departments, and
research is needed in formulating an organisational cybersecurity awareness framework for a
government that promotes operational resilience. Another avenue of research might focus on the
legislation of cybersecurity, exploring the specifics of different countries.

Clearly, many cybersecurity areas require research as to the benefits for the South African
government. New cybersecurity areas can look at artificial intelligence and machine learning that can
assist cybersecurity in identifying, monitoring, detecting and responding to cybersecurity incidents to
make better decisions in government departments for effective and resilient cybersecurity.

6.6 Conclusion: Contribution to knowledge

This original research explored cybersecurity vulnerabilities and threats, risks and challenges related
to cybersecurity in provincial government departments. The in-depth data is a vital contribution to
knowledge in understanding cybersecurity practice in the sub-national government. The research
found the following vulnerabilities and threats influencing the provincial government are phishing or
malicious mail, internet services interruption caused by the top five categories of the web attacks SQLi
(SQL Injection), DDoS (Distributed Denial of Service), defacement, account hijacking and malware,
departmental websites hacked or defaced and theft of devices.
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The research found that provincial government departments are exposed to cybersecurity
vulnerabilities and threats because they do not have adequate controls in place. The provincial
government visibility of cybersecurity vulnerabilities and threats has been identified as lacking. The
research findings indicated that departments have poor visibility of cybersecurity threats and
vulnerabilities, and the result can indicate a low governance maturity with poor controls and
reporting. Emphasis on wrong cybersecurity controls could create an impact on the department as
the prevalent vulnerabilities are not getting addressed. The scale of cybersecurity threats and
vulnerabilities is escalating in the provincial government, and the impact of cyberattacks on the
provincial government’s information systems can be devastating.

There is no single solution to cybersecurity, different frameworks and policies prescribe different
approaches. Government departments can determine whether to align or adopt industry frameworks,
standards, or combinations of the best practices. Cybersecurity needs to be institutionalised,
operationalised and integrated into the department and cannot follow a silo approach to ensure
operational resilience.

Controls need to be prioritised to focus on the top cybersecurity risks, vulnerabilities and threats.
Some of the provincial government departments have parts of the cybersecurity recovery plan;
however, none of the departments had all the plans. The provincial departments have poor controls
for incident response and no event monitoring. Department relies on the departmental IT unit or
external SITA to detect and respond to cybersecurity incidents.

Inductive reasoning allowed the researcher to generalise the findings to all provincial government
departments. A recommendation to the provincial departments would be to create open
communication to foster the right culture for cybersecurity and implement cybersecurity awareness
that involves everyone from top to bottom. Communication is a critical part of a cybersecurity incident
recovery plan. Departments need to have a communication plan so that cybersecurity response
activities can be coordinated. Executive management commitment to cybersecurity provides
accountability, lack of leadership or executive management commitment is seen as an inhibitor to
achieving effective cybersecurity. Executive management needs to understand the roles and
responsibilities they need to play for effective cybersecurity and operational resilience. Cybersecurity
awareness is the first line for a provincial government department. The lack of cybersecurity
awareness in the departments provides an impression that the departments executive management
is not taking cybersecurity seriously. The provincial government department implements
cybersecurity awareness as a matter of compliance so that the departments do not get an audit
finding. The NCPF conveys that a cybersecurity culture is required, the provincial government
departments are failing at this and prohibits them from implementing effective cybersecurity. There
is no other significant research on cybersecurity in government at the sub-national level in South
Africa. The originality of this research contributes to knowledge by offering in-depth data of a real-
world view of cybersecurity in sub-national government.
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APPENDIX A:

UNIVERSITY OF THE [&
WITWATERSRAND, ¥
JOHANNESBURG

INTERVIEWS QUESTIONS GUIDE

Title of Research: Achieving operational resilience by aligning cybersecurity vulnerabilities,
needs and responses in the provincial government

Researcher: Donovan Quinton Harris, Masters student at the University of the Witwatersrand,
Johannesburg. Email: dharris@kimberley.co.za

A. Organisational profile (will not be reported against your data, only for the
researcher to understand the organisational context)

1. Please specify in which unit/directorate and in which provincial department you
reside.
» Please
] 0101 1 ) /2

ii.  In which programme within the department does ICT fall?
» Please
] 0101 1 /2

iii.  Does executive management in your department understand and commit to the roles
they need to play and assign relevant responsibilities to oversee the development and
implementation of cybersecurity approaches and other security related matters?

» Please
] 01T 1 i

B. Interviewee profile

iv.  What is your position within the department?
» Government Information Technology Officer (GITO)
» IT/ICT Manager
» ICT Security Professional
» Other (Please specify)
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v. Interms of years of experience in your current role, how would you define your
employment status? (will not be reported against your data, only for the researcher to
understand the organisational context)

» At least 1 year but fewer than 3 years
» At least 3 years but fewer than 5 years
» At least 5 years but fewer than 10 years
» Other (Please specify)

vi.  Describe your experience in terms of your interaction with cybersecurity within your
department?
» Please
] 01T 1 i

vii.  Is cybersecurity one of your key performance areas in your job description as GITO /
IT Manager / ICT Security/ other for your department?
» Please
] 01T 1 i

C. Current cvyber vulnerabilities of government information systems to external
threats

1. What can you tell me about your departments position in terms of preparation against
cybersecurity risks?
» Please
] 0101 1 /2

2. Describe if any known cyber incidents that have taken place in your department or in
the NCPG?
» Please
] 01101 1 ) /2

D. Identification of cybersecurity vulnerabilities in government departments

3. How does your unit/directorate identify cybersecurity vulnerabilities in your
environment?
» Please specify
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4. Describe the type of cyber vulnerabilities in your environment most likely to affect
your departments information systems?
» Please specify

E. Needs with respect to improving operational resilience through effective
cybersecurity

5. What do you think the NC provincial government departments need to do to improve
operational resilience through effective cybersecurity?
» Please
] 0101 1

6. Effective cyber resilience needs a cybersecurity awareness program, describe your
cybersecurity awareness program in your department and if your department needs to
improve?

» Please
] 001 1 /2

7. The key to ensuring operational resilience is having a recovery plan. To what extent is
your departments recovery plan (including a business continuity plan, disaster
recovery plan and incident recovery plan) needs suitable for your environment?

» Please
] 0101 1 /0

F. Government departments’ responses to cybersecurity incidents

8. Describe how you identify and control cybersecurity risks in your department and
what measures you implement to respond and mitigate risks?
> Please
] 01T 1 i

9. What is the role of the departmental cybersecurity team, SITA and the GITO Council
in responding to cybersecurity incidents?
> Please
] 116 i PP
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10. How is the Corporate Governance Information Communication Technology Policy
(CGICTP) framework, the National Cybersecurity Policy Framework (NCPF) and the
department's strategic plan aligned to promote cybersecurity?

» Please
] 01T 1 i
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APPENDIX B:

UNIVERSITY OF THE [&
WITWATERSRAND, ¥
JOHANNESBURG

Document Review Guide

Title of Research: Achieving operational resilience by aligning cybersecurity vulnerabilities,
needs and responses in provincial government

Researcher: Donovan Quinton Harris, Masters student at the University of the Witwatersrand,
Johannesburg. Email: dharris@kimberley.co.za

Documents to be reviewed:
e ICT Frameworks / Cybersecurity Frameworks / ICT Security frameworks

e ICT Policies relating to Cybersecurity / ICT Security

e Departments IT Strategic Plan / IT Plan

e Job descriptions of GITO’s, IT Managers, ICT Specialists

¢ Auditor General and Internal Audit reports on ICT Security

e MPAT reports

e Departmental reports relating to IT Security and Cybersecurity

Document Review Questions:

G. Current cvyber vulnerabilities of government information systems to external
threats

viii.  How do the relevant documents rate the level of visibility of cybersecurity threats in
the department?
» Very poor / Poor / Average (OK) / Good / Very good
» Other (Please specify)

ix.  What do the relevant documents reveal about the type of cyber vulnerabilities most
likely to affect the departments information systems?
» Social engineering (phishing) / Malware (worms; viruses; Trojans; spyware) /
Hackers
» Web vulnerabilities / Ransomeware / Access Control
» Other (Please specity)

x.  What are the top three cyber risks (threats and vulnerabilities) the relevant documents
reveal?
» Ransomware / Virus or Worm / Trojan / Denial of Service
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xi.

Xil.

Xiil.

X1v.

XV.

» Theft of devices / Phishing or Malicious emails
» Other (Please specify)

What do the relevant documents define as the threat actors posing cybersecurity
threats to the department?
» Employees / Hacktivist / Terrorists / Hackers / Criminals from outside / Cyber
Warfare
» Other (Please specify)

. Mitigation of cybersecurity vulnerabilities in government departments

What do the relevant documents reveal on Cybersecurity governance implemented in
the department?
» National Frameworks & Policies / Provincial Frameworks & Policies /
Departmental Frameworks & Policies
» Other (Please specify)

What are the main inhibitors (internal and external) that might impede on the
implementation of effective cybersecurity as to relevant documents?
» Compliance / Collaboration / Risk identification / Misalignment in
department
» Silo approaches / Strategic alignment / Lack of awareness / Employees / Cost
» Other (Please specify)

What do the relevant documents reveal on cybersecurity frameworks / standards in
the department?
» ISO/IEC 27001 & ISO/IEC 27002 / COBIT / NIST Cybersecurity framework
» NIST / IASME Governance / CIS / COSO
» Other (Please specify)

Relevant documents reveal what controls are in place to mitigate cybersecurity
vulnerabilities in the environment?
» Firewall / Virus protection / Malware protection / Patch management / BC /
DRP
» User access management / Data encryption / Password policies / System
Change Control
» Risk Management / Project Management / User awareness training
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» Other (Please specify)

xvi.  What do the relevant documents reveal on controls and measures placed in the
department to mitigate Cyber-attacks that exploit the human factor?
» User awareness training / Cybersecurity culture / Educational training
» Other (Please specify)

xvii.  What do the relevant documents reveal on the frequency of cybersecurity awareness
in the department?
» Annually / Bi-annually / Quarterly / Monthly
» Other (Please specify)

I. Government departments’ responses to cybersecurity incidents

xviii.  What do the relevant documents reveal about the controls in the department to
respond to cybersecurity incidents?
» Incident response / Event monitoring / Cybersecurity reporting
» Other (Please specify)

xix.  What type of intelligence does the relevant documents reveal to detect threats aimed
at the environment in the department?
» Rely on IT / Rely on Staff to report / Review of audit logs / Incident event
detected
» Rely on detection tools / Rely on SITA
» Other (Please specity)

xX.  What process do the relevant documents reveal is in place to identify critical functions
and processes, information or business assets that are essential to the department?
» Rely on IT / Function allocated to an individual or unit / Rely on Committee
(IT Steering, IT Strategy)
» Other (Please specity)

xxi.  How do the relevant documents rate the NCPG, how well do the departments
communicate with each other in the case of a cyber incident? (on a scale of 1 — 5, 1
representing the lowest value)

» Very effective (5) / Somewhat effective (4) / Neutral (3)
» Somewhat ineffective (2) / Very ineffective (1)
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J. Improving operational resilience through effective cybersecurity

xxil. Do the relevant documents reveal how the department conducts cyber threat
intelligence, to identify, detect, and respond to cyber threats?
» Please
] 0101 1 /2

xxiii.  What do the relevant documents reveal about the understanding of strategic
alignment? For example, what is the purpose, who is responsible, how can it be
achieved, how important is strategic alignment for cybersecurity?

» Please
] 01T 1 i
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SCHOOL OF Literature, Language and Media RESEARCH ETHICS COMMITTEE

CLEARANCE CERTIFICATE PROTOCOL NUMBER: SLLM-M20-01

PROJECT TITLE Achieving operational resilience by aligning cybersecurity vulnerability needs and
responses in provincial government

INVESTIGATOR Donovan Harris
SCHOOL/DEPARTMENT SLLM/ ICT Policy and Regulation
DATE CONSIDERED 28 Aug 2020

DECISION OF THE COMMITTEE Approved

This ethical clearance is valid for 2 years and may be renewed upon application.

EXPIRY DATE Date of submission of the project report
ISSUE DATE OF CERTIFICATE Aug 2020 CHAIRPERSON
cc.  Supervisor: Lucienne Abrahams

DECLARATION OF INVESTIGATOR

e LA —m —

To be completed in duplicate and ONE COPY returned to the Chairperson of the School/Department ethics committee.

| fully understand the conditions under which | am are authorized to carry out the abovementicned research and |
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