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o Abstract

A debit-card "is__'a.. fo_mi’_of payment. The card is pre-charged with a value,

 maonetary or 6the'rwisa, before cl_isti'ibution' to the user, and is therefore a =
" pre-payment card . 1t is then ‘used up’, its value being decremented until
it is valueless. At this point, it is either discarded or re-charged by the -

administration authority. It is distinct from a credtt card w].uch prowdes a
- post-payment facility. '

The aim of this prmect is to mveshga.te the securxty aspects of a deblt- B

card reader system for use as an unattended fee-collecting subsystem in such
3 a.pphca.t:ons as public telephones, parking meters and vending machines,

- Card technology and atiributes of debit card systems are discussed, an

~ overview of cryptology is given, and an lmplementa.flon of a magnetic ca.rd

system is descrlbed
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Chapter 1

Intro ductlon

 1 1 Apphcatlons -

It 18 enwsaged tha.t a debit card reader may l:\, used’ wherever a user needs
to make payment to an unattended fee-collecting device. Applications which
“have been mooted for the card rea,der under development are the following:

. Phone ca;rds The ucer will purchase a card of a spec:ﬁc value at a post
office or elsewhere, and be able to use pubhc payphones,

s Photocopm enablers, where the card will be charged with a number of
~ copies. The card may Le required to be valid only at one machine, or
- ab a range of machmes :

a E_lectr_:lclty ena.blers‘ Here the user will be required to purchase a card
-+ having a number of kW-Hr units encoded on it, and the mains supply
to his domicile will be enabled only by the card-operated device.

| o Parking meters. Users will jnsert their pa;fking card into the meter,
which will display the parking time thus purchased. :

. '- Vending machines for soft drinks, cigarettes and food items.
» Raﬂ tickets which can ga.m access to 8 turnstlle

- The mtentlon is o develop the card feader as & unit whlch will operate
- in conlunc{'.lon wﬁ.h a host system and whlch W111 perform the functmns of



S .réa.ding" dat;-f"r'bm ; cs.fd .
e verzfymg the vaLd1ty of the card,
P mforrmng thv host of the va.lue and type of card, and
| . wrltmg a nevr va.lue ba.clc to the card upon the host’s request

1 2 Exlstmg Card Te(,hnology
1 2. 1 Card Formats - S

Cards for payment have evolved through several forrats. An- outline, in
' order of advancement of technology, is as follows ' : -

_ -Mechamcal or Thermal T!:us is the oldest type of card and mcludes |
~ the old-fashioned bus and’ tta.m txcket whlch is punchf-d by an’ mspector to
- mdma.te that 1t has beeL used _

'. Magnetlc strlpe cards Among these cards: are the Iaw-coercw:ty types,

which are prone to disturbance by magnetic fields, because a relatively weak
maguetic field is needed to orient their maguetic domains. Such cards em-
ploy magretic tape which can be read and written by commonly a.vaalable

o ma.gnetlc heads such as those used in audv cassette players.

* For financial transaction cards and identification catds ISO standard 7811
- 7813 {40] and ANSI Standard X4.16 (30] govern the physical dimensions
(85,72 x 54,03 x 0.76 mm), location of the magnetic stripe (11.89 mm wide,
. and 5.54 min from the edge), deformation properti_es, resistance to chemicals,
and many other characteristics. Three magnetic tracks are provided for:
tracks 1 and 2 are rea.d—only tra.cks while track 3 may contam mad write

R data,
. High-coercivity cards, , Tequiring less easily a.vaala.ble heads capable of gen- o

_era.tmg stronger magnetic fields, also exist. -
An example of such a ]ngh ~coerclvity system [22] is the GEC Traffic

Antomation. parking meter card where three-level encoding is used. This

' means that the un-magnetized ‘neutral’ state is used as a third level, distinct -




' from the other two saturated ‘north’ and ‘south’ orientations, Regions pro-.
. grammed in this way are considered to be ‘read-only"’ fields because the head -
. cannot be used to de—ma.gnetme an already saturated ‘north’ or ‘south’ mag-

" netic area to a neutral state, and so cannot be used to alter the data in the -
~ three-level area &audulently Thus these reglons can contain a.uthentlcatmg' :
- injormation.

The Magnetic Watermrk sysf.em by Thorn EMI Electronics in the UK e

: -exPa.nds upon' this idea by writilig a permanent analog ma.gnetlc ‘signature’
t6 the magretic stripe upon manufacture. This s.gnature is verified by the -
_card reader to authenticate the card presented ard is used in the Autefcard 3_

E ca.rd rea.der by the Sw1ss compa.ny Aute]c&. [41] ' '

: ,;Optmal memory carda These are also ca.lIed Iaserca,ras or bologra.m :

" gards. In a card reader manufactured by the Swiss company Sodeco holo-

- graphic image is stored in a stripe on the card. The diffraction irom a

- monochromatic light source directed at the hologram is -analyzed by image-

processing techniques, and the hologram is destroyed thermally to decrease. -

" 'the value of the card. The unused area is visibly different from the era.sed '
_ area. thus gwmg an mchcatlon of the value remaining on the card.

.Clnp-m ..mory cards 'I'hese are cards whlch contam mtegra.ted—c;rcmt
mefmory, i.e. RAM, EPROM, EEPROM (16, p 48] or one-shot. PROM. The
- EPROM types usually use successive portions of the memory to write new
" data until all the available memory has been used up, a.t which tlme the ca.rd
must be repln.ced

- An example is the ‘telephone card by the French company Flonic [186,
p_ 46], Memory cards are also available in up to 2 Megabyte versions from
Epson, Fujisoku, Dallas Semiconductor, Du Pont Connector Systems and
Mitsubishi Electronics America Inc. [18, p 71}.- :

: _Fhsed link card Such cards are manufactured by the Israeli company
‘Tadiran, These are functionally similar to the chlp-memm y card, in' that
electromc fuses are blown a4 the card is used up.

. Gdntacted'smart card  These cards contain a nﬁcrdpi-oce_s_nsor and mem-
ory, es well as electrical contacts for exchanging information with the reader.



'The adva.nta,gen oﬂ?ered by sma.rt ca.rds mclude

e on the card-a.uthentma.tmm anate mforma.tmn, not a.va.xla.ble to unau-
" thotized pa:rtma, can be carried on the card. A Personal Identification
* Code (PIN) can be a part of t]:us restricted data and can a.ss;st in bearer
_ 1denf.1ﬁca.tlon ) ;

__Q_.Encryptmn and decrypt:on a.lgoni‘.hms can be conta.med in the ca,rd B
s metr‘ory

B S '_ 0 'Da.ta. ca.pacltles of up to 64 k are. a.vaala.ble

% The computa.tiona.l abilitics of thc.ca.rd afforded by the microprocessor - -
offér flexibility and are available to the system administrators to provide -
~ &.wide range of services such as statistics, currency conversion and
.ca.lcula.tloﬁs : -

Sma.rt Card ﬁatema.mona.l Inc 118, p 72] offer a r’ard with &bit micro-
ploc‘.essor, 3 kK ROM and 2 k EEPROM, together with facilities which make

it compatible with existing magnetic credlt ca.rd application, ie. magnetw

- “stripe and embossing area.
Other manufaciurers of smart ca.rds include Honeywell Bull, Flonic-Schlum-
~ berger, Philips SA and Catalyst Semiconductor, Inc. _ :
_ A South African example, the utilization of a smart card system to control _
_ financial payment at a golf club, implemented Ly Allied Vector Systers using
. the French Honeywell-Bull smart card, is described in {38).

Contactless smart card This type of card sports a microprocessor and
memory, but does not require electrical contacts for communication with the
card reader. Instéad, an RF civcuit provides the communication link.

' GEC Card Technology in the UK have developed such a card [23]. The -
card reader is equipped with an antenna which irradiates the cazd. The
on-card RF circuitry uses this energy to power the internal semiconductor
“devices, and provides a serial communication channel at 9600 baud by means
 of RF impedance variation. At present the card does not comply with the
18O thickness specification of 0.76 mm, but a version that does is under
 developmnent. GEC offer a software development system for this card, which
' mdudae DES routmes (see cha.pter 2) for. enc:ryptxon, decryptlon and key

4



| ch&ngé They report that these routines occupy 'a.'l:.sout 1 k of code; and that -

it takes about 0.4 second to encrypt/deciypt an- S-byte block [28]. -

: Anotiier example s the Tadicard from Tadifan in Israel [26], This card -
. does not comply with the ISO thlckness specaﬁca.tmns, bemg a.bout 5 ::n.m

ft}uck

Supersmart card In a.ddnt.lon {o the fa.cahtxes of t.he sthart card, thxs type
- features a display and keypad, and i currently the most higb-tech card type. .
Such & card has been developed by Toshiba and was due to sta,rt field. tna.l_

by Vlsa. at the end of 1989, This ca.rd features
e an &hlt microprocessor -

16 k of ROM

8 K of RAM -

a.n LCD displ'a.y.

|

a 20- key keypad

a et of electmca.l COnta.cts er sena.l communica.t;lon with the rea.der

&

a ma.gnetlc stnpe for cred1t er ca.sh card opera.t:on -

a rm]led credlt card. number ior credit card voucher printing. The
card number is milled rather than embossed because embossmg Would
da.ma.ge. thP : rterna.l dewces . :

. a t]u:ee—yea.r hthlum baltery

. complete comphance with the ISO standard pa.ckage mcludmg 0.76 mm
thlckness [15]

A hst of oompa.mes a.nd products mentmned in th1s report appears in
Appende B




1. 2. 2 Methods of readmg

Ca.rds ma.y réad in a variety of mechamca.l wa.ys, whlch ma.y be 11rmted by
the storage method utilized: R _

- @ Some, such as bank autoteller ca.rds, are dra.wn into slots by abeltor
~ wheel system, while a sta.tlc magnetic head reads the magnetlc stnpe.

e The card may be clamped in pesxtlon whxle a head ma.gnetm or optical,
. scand if. : : : :

' .c Some ma.gnetic rea.ders requlre the user t.o pass the card through a slot
housmg the hea.d — thme are Ca]led smpe readers.

" » The card may have to be inserted into an electnca.l contact slot, as in
" the HoneyWeH -Bull and other smart cards. '

.. ‘e The card may merely be requu‘ed to be brought w;thm 20 cm of the-
o rea.der, m the GEC contactless amrt card,

_1.3 The ca_s.e for Debit Cards

1.3.1 Some relevant Statistics

Curtently coins and banknotes still account for the largest number of finan-
cial transactions, namely 75 percent, but these constitute tra.nsactions of
relatively low walue ~ about 3 -percent {13, p 339]

There are about 30 million coin-operated pieces of equiprnent in the world
of which most are drink-vending machines, followed by payphones a.nd ammuse-
‘ment machines.

There are about 50 000 coin payphones in South Africa.

Although cards are only used in a few percent of all financial transactions,
they are becoming an acceptable alternative o other forms of money, as the
followmg ﬂgures of interest show (13, p 341] '

e There are over 100 m,llhon ma.gnet.lc stripe credit cards in the world. .

o Over 320 mllhon disposable raagnetic stripe. cards for payphones and
railway are used each year in Japan, These are largely sold through
- automatic vending machines accepting banknotes and/or coins, =

6



. Over 60 m:llion holograpluc dlsposable phona cards ha.ve been sold to -

da.i:e in Europe

Tens of nnlhona of memory—chlp phone ca.rds have been 1ssued in France.

A recent maatke{'. aurvey mvolwng some 200 card-oPera.ted payphones con-
-ducted by Telkor and the South African Post and Telecommiynications ser-

" vices has resulted in the sale of over 100 000 R10 and R cards, indicating
public acceptance of the debit card as a means of payment, and scmetlmeg co

' generatmg more reve:uhe per. pa.yphone than similar coin-operated units.-

1. 3'2 'A.d\i’antag'es over a coin system'

B _Advantagee to the system a.drmmstra.tc:rs offered by a debxt card sys !;em over
coin vahda.tors include the following : ' o

the a.dmlmstermg a.ut.horlty receives the money in advance of the service

- for which it is paying being delivered. This is a form of cheap credit.

because the device does not contain coins which can be used elsewhere,

- there is no incentive for thieves. The darnage to the device due to theft
* which can often  be more than the value of the money stolen, as in
_ pa.yphones, is therefore curbed

the cost of the collectlon of coins e exchanged for the cogt of a.drmms-

 tering the sale of cards. This is potentially a very favorable swap,

5 card system is more easily adapta.blé to changing value of ctirrency

than a coin validator because cards can be charged w1th values which

© are i non-monetary units,

card—ba.sed systems are unaffected by the introductibn of new coin types
which a coin va1ida.tor’ -would have to validate a.nd handle mecha,nica,lly

Users of the cards also beneﬁt. in that cards are a more mmpact form of

- money than coins,

~ An estimated cost per year of life [13, p 339] for soime forms of payment
are shown in ta.b]e 1. 1 _ _ :



....payment type B life . . costperyear

coing - - 46' years  0.05- cents o
magnetic stripe cards’ 3 years 5 cemts -

- low-valus banknotes . - 6 months - 4 cents
'supersma.rt ca;rds 8 years 600 cents

Table 1. 1 Cost per yea.r of hfe for dlﬁerent forms of pa.yment '

The value of 40 yea.rs of life for & cotn seems to be optumstm, and may-

- only apply in economies boasting low inflation figures, °

=" It can be seen that the average value of the transa.ctlou is 1mportant in

choosing a payment technology. B : :

_ The relative merits of debit or pr&pa.ymenl. cards and credit cards cle- _
“pend on the a.pphcatmn a.nd in pa.rtlcular upon the necessity for on-line

verification.

 In the case of a stand a.lone device such as a parking meter ¢ or vendmg
machine ;. is not always feasible to make a phone call to venfy the validity of

the credit card presented 1f sich a call has to be ma.de via normal swﬁ.c}ung :

equipment,

“In the case of & payphone, if a. lugh-speed data hnk is a.vmlable in the

’ excha.nge, it may well be a practical option, An example of a. payphone
- which offers both a credit card and a debit card facility is one developed by

" Palindent Ltd. of Israel [14). Such a credit card rea.der is usually of the swipe
typc.

* An aliernative to on-line venﬁca.tmn of credit cards in a payphone appli- -
cation is the storage of a ‘hot-list’ in the payphone itself. The credit card
ID could be checked against this list and stolen or ‘hot’ cards can thus be
denied, A log of transactions are stored in the host and reported regularly, -
for example daily, and the hot-list is updated via a call to & reporting centre.
The disadvantage of this system is the memory reqmrement and the data.
base access softwa.re a.ttencla.nt ’ro such storage

1.4 B Sys'tem Requireme.nts |
~ User - N | L
The user of & ca.rd__systém has the following reqﬁircments:

.



. The card should be durable enough to w1thst‘.a.nd daﬂy use a,ud ca.rrymg '
ina pocket ot wallet for.a long enough period to be ‘used up' for even .
‘lower than average usage. In the case of ‘Tong life’ cards, such as Smart

~ Cards or otherwiss rechargea.ble cards, it must; thhstand handling for'

- sich a timeé that the cost of the card can be amortized over its life.
Some estimates of the typm&l life of ca.rds af various types are 18,
P 339] ' ' . _ _ _

- Ma.gnatm stnpe ca,rds 3 yea.ra _ . ,
- Chlp-mﬁmory, conta.ct ama.rt t:oﬂta.ctless smart f:a.rds 3 yea.rs
- Supersmart Carda 5 :{ea.rs | '
o . The card st mdlcate v;sud.lly a.ncl unamblguously, preferably also m '
a ta,ctlle fashmn, for the bmeﬁt of blmd people, .

~ its value in moneta.ry or other um.ts, and |

- its mtfmded mode of uae, such a8 the dlrectmn and orlenta.tmn of_"_ -
mserdlon ’ : : S : .

o Admmzstrat‘.wn ' _ o .

' _The Adlmmstrat:on reqmres ‘the- mllow;ng from 8 deblt-ca.rd rea.der systen? o

o cach card should be cheap in relgjnon to | |
- if it is -&iépos&ble, the monetary fé.lue' of & new card or

~ if the card is re-chargeable, the average monetary vé.lue of trans-

a.ctwns tha.t will be made using the card during its hfe

e Low mamtenance, As one of the major adva.nta.ges of a card system
-over & coin system is that the former does not requi'e coin collection,
“the mainteriance requirement of cleaning and battery replacement must
be low enough so as not to destroy the cost advantag



| _Securlty . : . _ S
" There should be a ]ngh proba.blhty {'.hat the system will detect an& reject a

- fraudulent card. .

A fraudulent card can be defined as c’:lther

Sooe ane authentlc card of w}mch the va.lue has been mcrea.sed by an unau- |
thorxzed person,or - ¥ . _ :

_ :' *a card ma.nufa,ctured to functxona.lly resemble an. a.uthentxc card.

If the card is d;sposa.ble, it should be \rery dxfﬁcul'is to increase t.he value_ :
rerhaining on a card; or to re-charge a card once it has expired. -
K If the card is recha.rgea.ble, it should be ’very dlﬁicult for an unauthorlzed

_ person to cha.rge the ca.rd S

Rahablhty

 The demand for rehabxhty means tha{'. there ahould bea hlgh probablhty that
the system will not re;ect an authentlc ca,rcl It is of the utmost importance
that . ' .

o # the user does not lose h‘lS money by ha.vmg hJ.s card rendeted va.lueless, '
and _ _

‘s valid ca.rds are not rejectecl

GEC [38] Spe(:lfy an ovecall card co:rupf.xou rate of bette:r than 1 in 1000,
and a card misread rate of better tha.n 4 in 100 msertmns for their magnetic
card reader,

Reliability also covers aspects euch ag resistance to dirt, dust and phys-

" ical deformation of the card, user a.buse of the dev:ce and tempe.ra,ture and

- hurmd1ty sta.blllt.y

w0



-_'-*_Chapter 2

| An Overwew of Cryptology

2.1 Introductmn

: The Greek word krupt ™ » htddcn S Is the root word from whlch the fol- '
lowing terms have been. ...rived [33]. - _ o

Cryptology is the study of cryptosystems '

The two needs which cryptosystems can fulﬁll are

. Searecy: When information is tra.nsmltted from one permn to a.nother,
~the two may desue that anyone else, overhearing the message, whether
intentionally or not, should not he able to understand the meﬁsage :
This is a.lso referred to.as ana.cy or conﬂdentxahty :

° Authenhca,txon' when receiving a message, s person tnay want to be
sure that that message was sent by a specific party, and not by someone
" else, even if that party later denies it; he would also like to be sure that
the message sent by that pa.rty has not subsequently been elfered,

Cryptofogy as a field covers two dJsc.lphnes ¢ cryptography is concerned
with the design of cryplosystems, while ecryptanalysis is the study of the
brea?.mg of cryptosystems An extended list of possﬂ:le mol'.wa.tmns for break-
ing a cryptosystem is given in [19, p 518]. :

‘Cryplosystems are also called ciphers. '

. Cryptology today focuses on two main types of cryptosysf,em cla.smca.l
' secret—key systems, and the more recent pubhc«key systems '

-'.11"'
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'n.lessﬁga: - >-| Mas8age

| cryptogram

. Figure 2.1: Encryp'tion and Decfyption

‘In secret-key systems a single piece of private information — the key
~— is shared by the originator and the recipient, and is used to emcrypt
‘the message into a cryptogram (figure 2.1).. When the recipient receives
the cryptogram, he uses the key to decrypt it into the original message.
- The irn'piicit assumption, which is not always mathematically provable, is

that it is (probably) impossible to perform these functions of encryption -

 and decryption without knowledge of the secret key. Secret- key systems are
- discussed in-section 2.2

In public-key cryptogra.phy there are two keys [20 p 1], ab lea.st one
of which it is computationally infeasible to discover rom knowledge of the
other. It is the fact that one of these need not be secret that gives public-
key cryptogra.phy its name. The fact that secrecy and authentication are
independent attributes of a cryptosystem was discovered with the advent of
public-key systemms. Public-key systems are discussed in seetion 2.3.

Cryptographic algorithms are methods of encryption or decryption.

Mathematically a cryptosystem consists of a message space M, a cryp-
togram space C, and a key space K (see figure 2.2) [21, p 27], [4, p 126].
Systems in which M and C are finite are known as block ciphers, and those
for which M and ¢ are infinite are called séream ciphers, In stream ci-
pher 8y starns the messa.ges are referred to as plamtext a.nd cryptogra.nw ag

12



- ciphgz_'téxt.' |

éncryption | T - decryption

5 Fxgu:e 2. 2 A Crvptosystem v1ewed ma.thematxca.lly

Tne process of encryptlon t‘.ra.nsforms a messa.ge m E M intoa cryptogram '
¢ € C by theuse of a key k € K. The transformation is & function f which

~ maps the product of M and X into 0,36 f: M XK — C,or¢c -—'f(m, k).

~ In order to ensure unique decryptmn, the functlon f must have a unique
inverse such that m = f~(c, k). . :

The business of proving the security of a cryptosystem mathema.hca,]ly is
the domain of provably secure protoools _ :

Crypta,nalyszs can proceed on three levels [2, P 5]

o ciphertext only attack The cryptanalyst knows only & pxece of Clpher-.
text and often the context of the message.

X kaown plaintext attack A plece of caphertext with correspondmg plain-
text is known. L .

13



; chosen p]amf;ext ah‘.ack The crypta.nalyst chaoses a p:e.ce of plamtextf R
and haa atcess to the correspondmg caphertext ’ o

. A c:ryptosya'sem is usually des1gned to w:thstand {:he most seyere of these,-'

-~ 7a c.hosen plamtext a.tta,ck

| 2 2 Secreb-key cryptosystems |
) _..-.2 2,1 CIaSSlcal Systems

Substltutmn clphers

Ina substxtutxon c1pher [21,F P 27] the plamtext a.lpha.bet is repla.ced wﬂ;h |
& secret alphabet, The Ley, known only o the orlgmator and’ recxpmnt
'determmes the a.lpha.bet‘. | .

¢ Mono-alphabetic cip’he.rs (mmplé substitution) Every letter of |
the plmntext alpha.bef is repla.ced by a.nother to genera.te the cryp-
togram,

"A simple example, the Caesa,r cipher, is due to Julius C‘a.esar, who

- used the system of generatmg the cryptogram by rotating, by a secret
number of letters — the key —— c¢yclically through the alphabet each

" letter of the plaintext {2, p 7). This is also known as an additive cipher
. [4, p 16). For example; with a key of ‘4’ (always Julius Caesar’s choice),
the plaintext-cryptogram pair in figure 2.3 could exist. .

key: 4 . _ _
‘message: . j w i u's c ry pt o
cryptogram:- n y p m y w g v ¢ t.x s

Figure 2.3: An example of encryption by the Caesar cipher

- The simple substitution cipher has a small key space and ia thus vul-
nerable to exhaustive key-search, i.e. trying all possible keys in turn
until the message makes sense. In addition, the natural frequency of
letters in the English or other language can be used to qmckly brea.k_ :
these simple cryptoaystems [2 chapter 2] : .
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. Poly-alphabetic clpherl Here, more than one secret alpha.bet sused
[21, p 27]. :

. An exa,mple is the Vlganere clpher [2, p 9] [4, p 30] of 1586 in whlch a -
" keyword 15 used repetitively, corresponding to using a number of Caesar
~ " ciphers periodically — each letter of the plaintext is encrypted with &
. different. alp., bet, and there are as many keys as Ictters in the ke.y_
phrase. A VJgeﬂere square (ta.ble 2.1y is used, -

. Ti the letters ® a’ to 2 are assigned values 0 to 25 tlw' 1 Jle lrnplements -
. the function = my+k; mod 26 [21, p 27],1 where m; is the i-th message -
character, k; is the i-th character in the key, a.nd ¢; i8 the i-th character
o _m the resulting cryptogra-m o '

* 'This cipher, using the keywcrd code would encrypt. the message
_- ca.tchphrase as shown in figure 2. 4

- keyr _c 5 d e co6deco d
message: ¢ a2 t e¢ h p hor a s e
o crypfogmm & o w g i d k v c g h

Flgure 2 4 An exa.mple of encryptlon by the Vigenere c:pher __

“The Vlgenere cipher does -not_suffer from a amall key space, but can
. nevertheless be solved by an application of Kasisky techniques, an ex-
tension of the frequency analysis method [2, p 11], [21, p 27}, [4, p 48],
.. "The Vernam cipher is a Vigenére cipher with the keylength equal to the
'lengt;h of the message (2, p 14}, and is also called the ‘one-time pad’,
It is unconditionally secure, and is the method used on the hot- lme
between Moscow and Washmgton : :

: ’I&'ansp_ositicin cipher

~This cipher reads the messa,ge characters row-wise and writes the cryptogram:
characters out column-wise, in an order determined by the key (2, p 15]. This

“does not alter the letter &equencles a.nd 80 it is usually used in combmatlon
with a c1pher that does.



N“< % g < tn'_.‘*.n'o'-r_.:'a g —F— oS- ab TS

jabcdefghuklmnopqrstuvwxyzf'

-_--abcdefghtjklmnopqrstuvwxyz -
‘bedefghijkimnopqrstuvwxyza
~cdefghijkimnopgrstuvwxyzab :
defghijkimnopyrstuvwxyzabe
efghijklmnopqrstuvwxyzabed -

fghuklmnopqrstuvwryzabcde'_'

~ghijkilmnopqrstuvwxyzabcdef
hijklmnropgrstuvwxyzabedefg

ijkimnopgrstuvwxyzabecdefgh

‘jklmnopgqrstuvwxyzabcdefghi .
klmnopqrstuvwxyzabecdefghij
Imnopqrstuvwxyzabedefghijk
“mnopqrstuvwxyzabedefghijkl:
hopgrstuvwxyzabodefghijklm

opgrstuvwxyzabecdefghijkimn,

-pqrstuvwxyzabcdefghljkimno

grstuvwxyzabedefghijklmnop
rstuvwxyzabedefghijklmnopg
stuvwxyzabecdefghijkimnopgr

tuvwxyzabedefghijkimnopqrs

uvwxyzabedefghijklmnopgrst

vwxyzabecdefghijklmnopgrstu -

wxyzabedefghijkimnopgrstuv
xyzabcdefghijkimnopgrstuvw
yzabedefghijklmnopgrstuvwx
zabcdefghuklmnopqrstuvwxy

’I‘able 2.4: Vlgenere squa.re



: __-._Shlft regxster sequences

Shlft reglsters 2, p 19], 21, p 28], {4, Chapter 5] can be used to. genera.te &
- pseudo-random sequence of bits. When used as the basis for an encryption

. algorithm, say by XORing the sequence with the messa.ge stream, a specific -
- stabe of the shift register can be used as the secret key in the cryptosystem A
A South African general purpose encryptlon c]:up based ona 128 blt s]:nft_ I

-'reglster is descnbed in [42]

"2 2.2 DES

DES (Data. Encryptlon Sta.ndard) was a.dapted from an earlier system ca,lled. o

- LUCIFER, which had been developed by IBM for the American National
Bureau of Standards {2, p 55]. It has been 1mplemented on several chips

— about three implementations are validated each year [3, p 552] — and is .'

probably the most widely used secret-key éryptosysteém in existence [7,p 19].
‘DES is a 64-bit block cipher. The algorithm has been pubhshed ep (2,

: © p 58], [8, p 268}, 5, p. 104], and is descrited in Appendix A.1.

- The problems of key distribution encountered with secret-key syﬁtems led
to the development of pubhc key Cryptography[Z P 63] . i

2. 3 Pubhr' Key Cryptosystems

231 Introductlon

“The concept of pubhc-key cryptogra.ph:c systems wad inj roduced in 1976 by .

. .the paper ‘New Directions in Cryptography’ by W. Diffie and M. E. Hellman.

The concept of a ‘one-way function’ was employed {10, p 371}, and a

. ‘trap-door one-way functmn was a new concept mtroduced by this paper {6,
. p 543). . _
- Atrap-door one-way function (ﬁgure 2. 5) is defined as a family of invert-

ible functions. f; indexed by 2, such that, given 2, it is easy to find algorithms.

' E, and D, that easily compute Fa(z). a.nd [ {y) for all z and y in the domain

~and range, respectively, of f; but for virtually all z and for virfually all y -
. in the range of fyit s computa.tlona]]y mfeamble to compute i (y) even
" when one knows E o o . :



easy
e ifficutt

- z=T = trapdoor '.

. Figure 2,5: A Trapdoor one-way function
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Va.rmus tra.p door one-way functions have been proposed as the basia fora -

" public-key cryptosysterm — based on prime numbers (as in the RSA system),

-ﬁ'__[z p 83},

knapsack problems, and Goppa codes (the Mthece system}) [10, p 370- 378], .

- The pubhc-key cryptosystem proposed by Diffie and Hellman prowd\.s a
* . way for a secret message to be communicated between two users without hav-
mg a secure channel for th:s commumcatnon in the followmg way [6 2:4 543

. L1ke ea.ch user,. Alics randomly chooses 8 value z4 of the index a,nd '
keeps this as her prwate secret -

¢ She next forms the encryptmn algorithm E,, that. she then pubhshes
in a certified pubhc directory, o

‘¢ She also forms the decryptlon algonthm D,, that she keeps secrel'. for
“her own use, . .

¢ If Bob wzshes to se_nd_ a secret _messa.ge m to Alice, he fetches the
algorithm E,, from the public directory. He uses thiz algorithm fo
compute the cryptogran: ¢ = f,,(m) that he then sends to Alice.

o Alice uses her private algorithm D, 4 to compute f1 (c)=m

The same concepts are explained using different terminology in {10, p 370),
(2, p 63] and [4, p 872]. .

. The secret message thus transferred can be a key which can then be used-
in a conventional secret-key cryptosysten: such as DES.

It should be noted, however, that this scheme does not obviate the need
for authentication. The adminisirato, of the public key library must be
certain that only authorized ugers can place their key in the library, and .
each user must be certain thal the keys of other users indeed came to him
from the legmma.te public key library [6, p 544].

_ To summarize [12, . 961}, a public key ca:yptosyatem has the followmg
. opertles

s Me keys come in mverse pa.u-s .

. a.ny message encrypted thh one key can be decrypted thh the other
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. leen one member of the pair (the pubhc key) it is mfeamble o discover
the other (the secret key) _ _ .

Two 1mplementa.t10ns of. pubhc key systems, na.mely Exponentla,l key ex- .

_ change and the RSA syatem, are descnbed in the next two sectlons. N

28,2 Exponentlal Key Exchange

g -The scheme of exponential key éxchange was one the firag 1mp1ementat10n of

" & public key cryptosystem, and is described in [12, p 563]. ;
_ Exponential key exchange takes advantage of the relative ease mth whmh

it 1 possible to compute exponentials as compared with the difficulty of

computing logarithms. This takes place in a Galois (finite) ﬁgld GF(qg) (see_ SRR

[2, Appendlx Bj for an outline of the theory of finite flelds). - _
GF(g) haa a prime number ¢ of elements —- the elements of the field are
‘the numbers {0,1,...,¢ — 1}, and arithmetic is done modulo g.
_ ' | Y=0¥modg, forlecX<g-—1.
" where r is & fixed primitive element of G’F(q] This means that the
- powers of o produce all the nonzero elements 1,2,...,¢ — 1 of GF(g). Then
Xis the loga.rlthm of ¥ to the base @ over. GI"(q) - '

=log, Y, for1<X<q-—1

Ca.lculatmg Y from X is easy, using the * squa.re and multxply method
[29,p 399] For example, | . .

ol = a1e+4+1 N .
= () x @) xe

_ 'I‘}ns ’Wlll require at moit 2 X logs g rnult:tphca.tnona — work that the le-
gitimate users of the key must do.

However, computmg X from Y is typically fam more dlfﬁcult [12, p 562],
and will reqmre computatlon proportional to

)= e/

. 'l‘lns is the ‘dlscret.e Ioga.rithm problem



o tn Ahce,

I Alice wa.nts f.a ta.lk securel ¥ {;o Bob she (,hooaes a ra.ndo*n number X 4
o umfom:ly from the mtegers 1,2,..0,0 She keeps XA secret and sends -

. YA = ax“‘ de q-
to Bob Bob sumiaxly chooses a ra.ndom aumber Xp and sends.
. (xx’ mod 7 '

. The key that Ahce and Bob wﬂl use in some system (proba.bly a secret—key -
o system) is now _ . Co
. F_,w = aX,ar !‘nDd q :
Both Ahce and Bob can compute this key, Alice computes
C K = () mede
: e - .(axﬂ XA modq
. o . —'—-"axB_""_modq_l .
‘and Bob si-mila.rly'c';omputes- | '

_ o " Kap = (YA)-J_{‘-'_ mod ¢
I ¢ is a prime about 1000 bits in length, theu
" o Alice must perform about 2000 mulhphca.t;ons to compute Yy from
}x,,;, or I{AB from ¥p and AA :

~ « Bob must perform about 2000 multlphca.tvons tc compute YB from X B,
or Kap :Erom Y,q and XB

- o Anyone else (an mtruder), not knowing either X4 or X B, but only Y
‘and Yp, having intercepted these, must compute either of the loga-
rxthms Xa = log, ¥4, or Xz = log, Yp. This currently demands more'
‘than 2'% (about 10%) operations, - :

14 should be noted, howéver, that it has not been proven mat hema.tica.lly
. that this problem of computing K 4p from Y and Yy alone is equivalent to
- the discrete logarithm problem Proving this equivalence i currently on of
the major open problems in cryptography {12, p 563}.

. This scheme of exponential ke}r exchange was proposed by W. Diffie in
- ‘New Directions in ("ryptogra.phy in 1976. The RSA rystem expanded upon -
. theseideas. . S
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| 2 3. 3 RSA . g ; _
: 'The RSA syst&m was proposed by R. L. Rwest. A. Shamu:, and L Adlema.n o

_of MIT in 1978 [6, p 544}; {2, p 77]. It has become a very popular public-key

system, ~nd is under consideration for adoption as a standard- by the 1ISO
and CCITT (7, p 20, (34) : :
- The security of the system is based on the assumptmn that the inversion
~ of the function used, discrete exponentiation, is computationally as infeasible
as factoring a large integer, the product of two integers, into its factors {6,
" p 545, (2, p T8l [B, p 42). This a.ssumptlon ha.s not been proven for an
exponent of greafor than 2,
~ The RSA system {s & block cipher in which the messages a.nd cryntogx ams
are integers between 0 and n — 1 for some n [12, p 564]. It uses modular -
arithmetic (exponentiation) for encryption and decryption, as in the sysl.em
of exponential key exchange, but does the arithmetic not over pr me “ut
over biconiposite numbers — the product of two primes.. -
The RSA system uses the fact that finding large, e.g. 200 ¢ : in,.-_ .
o compara.twely computationally easy, but that factoring the y, '.'ﬁj of Ew_.
such. primes appests to be computationally infeasible. :
Use is ma.de of a theorem by I.":)nard Euler {2, p 78, p 125] [4 p 194],-'
1% 564]: ° . S

Let a and n be integers, Then
gcd(a,n) =1 = 2% = | mod n
: where qi(n) i the Eu}er totient funct:on defined by

- B(n) = {1 L4 <nged(i,n) = 1}
‘which gives the number of integers between 1 and n which are coprime to 7

. Le. they are relatively. prime to n, and thus mvert1b1e modulo n.

Far any prime p, $(p) = (p — 1)
For 5 b1compes:te number n = p X ¢1{6,p 381], _

dlr)=(p~1)x (s ~1)

' 1Nota.t1nn | Al] denntes the ca.rdma.hf.y (nurber of elernanta) of the set-4,
- ged(iyn) Is the greatest common denominator of two integers i and n.
. {a | b} s the set of all a satisfying condition b, ' ' :
‘Thus the right side of the definition counts the numher of all 4 (thh 1 <i<n) such t.hat.
gc.d(s,n) is 1; For example, ¢(10) = ]l{l ! 7.9}” =4
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. Encryptmn Ahce crea.tes Yer seeret and pubhc keys by choosxng at ra.:adom

two large primes, p4 and g, and multiplying them fo obtain the bicomposite

modulug ng = pa X ¢4 A suitable encryption exponent e4 is also chosen,
- such that 1 < e4 < ¢{ny), and ged(ea, $(na)) = 1. She then publishes the -

pair (eA,n,;), but keeps the factors p4 and g4 secret — they no Ionger play o

- a role, but cannot be made public;,
- Using Euclid’s &lgonthm [29, pp 316-336], [2 PP 121—122] it is possible.
fo find in less than 2 log, q’:(n,;) operatlons a.nother mteger dy such that

a4 - d,g = 1 mad ¢(nA)

’I‘hns number d,; she keeps secret : E
Anyone wishing to send Alice a message m ca.n encrypt it by computmg

- the cryptogra.m m"‘ mod A

_ Decryptlon Bob hang similarly pubhshed his (85, ng) pair, can decrypt o
2 message m from the cryptogram ¢ = m"® mod np sent to him by Alice,
or anyone else ha.vmg access to the pubhc dlrectory, by computmg c"ﬁ (only

B - Bob knows dB)

cdn — (mcgjds - Imod#:(ng) - m

_ Oryptanalysls Knowmg the secret. key dg, a crypta.na.lyst can. compute m
from ¢ in exactly the same way as Bob.
_ To find #(ng) from only the public np, however, he must perform about
0 (e"rﬁ RN } operatlona (2, p 78] to find the factors of ng (Bob's pp and
'~ gp such tha.t pa'X g = ng). This funct.lon grows a.ccordmg to table 2.2 {2,
p 79
- T4 sk ould be notad that the dlfﬁculty of breaking this scheme has not been
proven to be equivalent to that of factoring,
There is much confidence, however, that it is much more dlﬂ’icult to factor

a large number than to multiply, because the problem of factoring is one |

which has been tackled by muany great mathematicians without significant
- success. - For mumbers to be factored which are between 50 and 200 digits -
long, all of the best fa.c.tonng algorithms today have running times which
 increase by & fa.ctor of ten fo‘ every 15 or so dlglts in- the number. It would



dlglts in n operat:ons to factor n .

| 00
.' Table 22

| take a modem supercomputer a.hout half a mllhon yea.rs to fa.ctor a 200 d1g1t :

numbex [6, p 545).

_Hardware Implementatlon There is a tra.de—oﬂ” between the speed of -
- multiplication and the hardware required. Multxphca’uon takes time pro-
portional to the square lengths of the operands, O(k?). With dedicated
serlal/parallel hardware, this can be reduced to O(k). The fastest imple-
mentations run at O(Iogk), but the ha.rdwa.re required is then O(k?) [12,

- p 672}

_ Table 2.3 shows estamates of RSA encryption or dbcryptxon time for a
SRR 512~b1t block (24, p. 311 and p 322,

- 180, .

75 .
100,
126

175

1% 100
Soxl10t -
_"2)(-101-5_' _
8% 1017 .
. 3% 109
2% 10%

1% 10%

meer of operatxons needed for fa.ctorlzatlon

lmplementatmn .
- 8-bit miicroprocessor
" 16-bit microprocessor ' '
‘Texas TMS-32010 digital signal pmcessor
Texas TMS-320C25 digital signal processor

~ Motorola DSP 56200 digital signal processor

. encryption time

4 “minutes

Tomos IMSA 100 Transputer and OCCAM

. Table 2.3: RSA encryption times for variots ha.:dwa.re'irﬁplementa.tions

2.3.4 D1g1ta1 Slgnatures

~ When, for every index z, the dOma:ln and range of a trapdoor one-wa}' func-
- tlon [z comc:de, dagltal signatures can be crea.ted as fo]lows i user i wishes

u

50 . seconds
2.8 seconds .
<1 . second
0.25 - second
<0.25 * second



to send ‘aynon-secret message s, the. slgﬁétﬁre, to any or all users iu the sys-

~‘tem, he cormputm and transmits the cryptogram ¥ = f71(s). Every user,

" havmg accdgs to Ey;, can compute f;(Y) = s, the ‘mgna.tu:e’ However, only
- -user 1, knowing the trapdoor, can compute Y = f;*(s) in such a fc:rm that
h f is an mtell:gible and a.cccpted slgna.ture [6, p 544], [ 3 46-47]

2. 3 5 'I‘he Knapsack problem

A sys{;em based on the kna.psac.k problem a3 the suggested trap&oor one-wa,y
function was proposed by Merkle and Hellman in 1978 [ p 97]
The kna.psa.ck pmblem i thJB ' ' _

given an mteger S, and a sequence of n mtegers Can a subset of
the n mtegers be seiected so that they add up o S?

In general the knapsa.ck problem is NP hard (see [ ) p 217} for discus- -
sionof N P»completeness) However, for certain dequences of n integers called
‘superincreasing sequences [2, p 97], the problem is easy, and exl'ubits a trap-
- door, The algorithm is described in [12, p 563).
Shamir broke the knapsack crypfosystem, not by solvmg the NP- ha.rd
problem, but by stripping off the disguise of the easy problem dlsgulsed 25

T NP ha.rd problem [27 p 580], 6 p 546]

_'2 3.6 ‘I‘amperfree De\rlces

i I)esmedt and Quisquater present in [25] the 1dea. of a pubhc-key cryptosystem |

which is based not on the computational complexity of a ‘trapdoor one-way
function; but on the vamperfreeness of some device, and present what they '
term an identity-based cryptosystem.-

‘They argue that all practical cryptosystems make use of a tamperfree
device in any case, and so propose a cryphosystem, the security of which
rests on this tamperfreeness rather than on some computational problem,

o8
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R '2 4 Informatlon Authentmatmn

B 2 4 1 General Prmclples

S '_”Informatmn Authentlca,tmn is one- of the two primary. funct:ons tha.t cryp- _
- - tosystems can fulfill, the other being secrecy of information. In the appli-
 cation of a débit-card system, infortmation authentication is the primary,

- perhaps only, concern, The emphasis is on being sure that a valid card has .
© been presented and not on keepmg the mformatlon contamed in the ca.rd

- sacrat,

Information a.uthentlcatlon is, in slmple wrms, the determma.tlon by the
authorized recewer(s), that a particular message was most probably sent by

" the suthorized/transmitter under the existing authentication ‘protocol and

‘that it has not subsequently been altered or substituted for [11, p 603].
" An important implication of this statement is that in any particular au-
then%ma.tlon protocol, the recsiver will accept as authentic only a fraction out
* of the total number of possible messages — the probability of an opponent. .
‘guessing’ & valid message should be low, _
“This, in turn, implies that authentication dEpends on the presence of re-
~ dundant information either introduced deliberately, or ¢lse inherently present
" in the structuze of the message, which will be recognizable to the receiver.
‘The transmitter and receiver must therefore restrict their usage to only a
small subset of all possﬂale messages, which messages must contain the redun-
dant mforma.txon, other messages must be rejected beca.use the tra.nsrmtter
~ would not have sent them {11, p 604]. o
*Two apj::vaches to authentication can be distinguished: -
‘The first is a scheme whereby the redundant information is appended to,
and functionally indépendent of, the message m that is to be authenticated.
This necessitates that the extended message be encrypted as a whole, and
that both the content of m and the redundant information which authenti-

- cates m be kept secret. If this were not done, the appended authenticator

* could be used to authenticate a fraudulent message.
‘The second scheme provides for the redundant, a.uthentma.tmg informa~
tion to be a function of both a secret key and the message m which is to be
_ a.uthentlca.ted and. therefore msepa.ra.ble from 1 m -
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"2 4, 2 Merkle’s Puzzles

A system proposed in 1974 12, p 562] by R. Merlde mvolves the - sendmg
of a cryptographic key ﬁ'om one person to another by ludlng 11: in alarge
‘collection of puzzles, = - .

‘An intruder has to do about the squa.re of the amotnt of work that a
: -Ieg1t1ma.te user haa to do ’I‘Ins is not rega,rded a8 a Ia.rge enough ra.tm T

2. 4 3 Zero—knowledge proofa
*. Schemies for authentlcatmn have been proposed whlch are ba.sed on the 1dea

. of non-transitive transfer of confidence [35]. Using these protocols, Alice can

“convince Bob that she has the proof of some theorem, w1thout transfemng B
knowledge of the proof to Bob, ' >
SJmJIarly, it is possible for Alice to convince Bob tha.t she lmows a discrete

o logarithm, i.e. she knows an = 3uc]1 tha.t of = ﬂ mod N, w1thout lettlng Bob

‘know what #is [87]. <
. In[36] protocols are proposed using sma.rt cart:ls, to crea.ﬁe unforgea.ble
D cards - . : _ _

1



"“'-'Magnetlc Card System
| Implementatlon

3. 1 Desxgn Alms |
| A rnagnetm card reader is currently under developmen{'. at Telkor R&D )
The followmg tamgets were sef for the system : . .

- The system response time to a card bemg inserted should be not

. more than abotit three to four seconds. The card phone market survey
has shown tha.t a response txme 111 th:s order is acceptable to most
users.

-« The data capacity required of the card is Iargely determined by' the
~ application, In most of the applications under conmderat.lon the needs
can be met by ha.vmg :

 ~ a card value ﬁeld in number of umts, a maximum va.lue of - 1000
(10 bits) seems to be acceptable, and

~ an application ID which indicates where a card should be treated .
as valid. This fleld can be used for Hmiting a card to be acceptable
only at certain card readers, as would be useful in the photocopier-

- enabler application. The fange of va.lues of this ﬁeld ahould be

: -a.bout 10 000 (14 bxts)
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. Securxty requzrements are a.pphca.tmnﬂdependent but on the Whole it
seelns to be & firm speclﬂca.tlon that the effort requu'ed to

= recharge used cards in large numbera, or y
S ma.nufa.t.hure fraudulent cards in- la.rge numbers

B shouId be so great as. tu be. non-coat eﬁ'ectwe

| " o The cost of the 1mported GEC ca.rd rea.ders used in the Telkor. market;
| SV card phones was in the region of R 800, and this fighre has been
“set as a t.a.rget for the Iocally desxgned and produced one. -

s ‘Because of the motor requlred in the card reader mechanism, an 1ntema.1
- battery is a likely requirement, Power consumption should therefore
be &8 low as poasxble to prolong ba.ttery life before rechaxgmg

3.2 Sé(:urity Consideratiqns _-

1t should be noted at the outset that a card system is only as secure as the
medium it employs. Only if the medium is difficult to copy, or tamperfree, can
a cryptosystem provide additional security over and above that offered by the
’medium. Stmart cards or optical cards, as far as the medium is concerned,
are more secure than magnetic ones in sofar as it is more difficult for an
opponent of the systéem to make or alter a smart ca.rd or a hoiogra.m than to
_ make or alter a magnpetic card. :

- For the purposes of encryption, the follewmg assumptlona ha.ve been made
regardmg the security of the system '

o the a.t.ta.r:ker can read data from a card that he ha.s obta.med Iega.lly

o he.can Wnte two-level da.f.a. to, the card, thus modlfymg the ¢ messa.ge
m the cryptosystem

e he cannot modify three-level data on the card
e the attacker does pot have access to data in the c'ard i-emie-;____ _

* ¢ the attacker knows wh.'*ch .éncryp_lj.icm scheme is being used o
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Deterrents to fra.ud whlch can be mcluded in the magnetzc ca.rd aystem' e
- are the following: y \ _ o

. :use of 3pec1a1 hlgh-coercmty magnetlc ta.pe whml} is less’ commonly '
used, and therefore less readlly available S

eise of apecm.l hlgh-coerclnty magnetm hea.ds .

¢ use of & thres- level encodmg technique to prowde an authentlca.tmg' '
s1gna.tura’ (see. the medmm key’. descrlptmn below). . :

* uge of tha ‘ma.gnetnc hole techmque proposed below

' Three-level medlum key A slmple three-level magnetm slgnature is im-
_plemant.ed as follows:

An area or field on the card is encoded wﬂ:h a magnetic pattern in three— o

'level_forrna,t The value of this field is unimportant. As the value on the

~ card is decreased, a portion of the three-level medium-key is- overwritten

‘with 2 two-leval or D,C.value, one bit at a time. A check is always made

* on the length of the medium-key, and the allowed maximum value on the

. gard'is then limited to a va.lue determined by the length of the E'.hree-level
" medium-key.

As an example, say 20 bits are reserved for the three-level medmm-key,'
and say 10 two-level bits for a ‘value' field, A new card contains a value of, -
say, 1000 units. As the card is used, the value remaining in number of units

- is decremented, and when it has. been decremented by 1/20th of 1000 —i.e.
- it reaches 950 — one of the 20 bits of meditum-key is destroyed. Subsequent

~ reads will only now allow a maximum value of 950 units, %0 that a fra,udulent _

value of higher than 950 will be rejected as invalid.

Assuming that the defrander is unable to write three-level values success-
fully to the card, but can write iwo-level values of his choxce, this scheme
~'will force him to write a new value to the card every 1/20th, i.e. every 5 %

of its ma.xlmum value — every 50 units 1n the example a.bove _

Magnetlc hole techniqu'e' In order to prevent the easy copying of cards,
it may be feasible 1o adopt a scheme similar to the ma.gnetm hole method
- -employed on software diskettes, o . .

The scheme is this:
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A ma.gnetlc hole is made in 1 the ma.gnetlc mater:al ie. a portton of the
 magnetic material is destroyed, so that it can no longer be ma.gnetlzed Zhis
- hole should not be visible. The. validating program, upon being presented
with a card, decodes the position of the hole from the data on the card and
 then tries a write-read test in that location - If it is successful, it assumes.
that the card is fraudulent — it doesn’t have the hole in the right place.
~ The position’ of the hole should be ra.ndomlzed a.t productmn and the
.- physical burning of it should be automated. '

- The location of the hole remdes, in encrypted frm:xcx:u1 on 2 ﬁeld of the card._ S

~ This field is & read-only’ field. :
 In the cgye of the card, as dpposed to the d1skette, whe.e the data is
: Ixrmted the possﬂale iomtwns of the hole are likewise lim’ted to the number
of bits in the read-write field. . : _
“An implementation problem with this scheme is the dxﬂiculty of physwally
localing the hole position a.bsolutely, without the benefit of a synchroniza--
- tion or ‘clock’ track, and in the presence of speed variation from one card
mechanism to the next. It is necessary to be certain that a.d]a.cent bite will
not be overwritten when the write-read test is done.
- Another problem, as yet unaddressed, is that of creating these ma.gnetlc
: _holes cost- effectWel} a.t pmductlsn, a.nd of keepmg the hole mvisible,

E Keepmg the number of tranmtlons constant A scherne employed by

~ the GEC magnetic card reader as a low-level security device is that of ent
suring {hat the read-write area on the card always hixs the same nuis’ er of |

peaks, when viewed as a trace on an oscilloscope, no matter wha.t the value

of the data in that area is [22, paragraph 3.4].

' 'This means of course; that some redundant data is added to provide the

extra transiviias required to bring t.he tota.l number of tra.nmtmns up to &

constant. . :

In the case of Ma: ichester encodmg be.mg used (see figure 3, 1), the number

' of transivions in a data field of d bits is -

_ td""d‘l“ﬂq

where n, is the rmmber of 1's in the field.

A little examination will reveal] that if no restriction i is to be placed on the -
 values that the data can assame, then the number of redundant bits reqmred .
o s Bqual to the data length: - .
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s Say th& data ﬁeld is d bits long a.nd n redundant bits are to be added in -'

- order to keeJ) the total number of transitions constant. The nurgber of - - -

~ transitions in d is £4, that in r is°t,, and the total number of trapsitions
E 'lS t =iyt Then the maxi;num number of tra.nmtmns that can occur
' the da.ma. ileld 13 _ > -
= d + d 2d

_oorresPondmg to a data ﬁeld of all 1’s. Snmlarly
t,,m: -f- r‘+r— .

The min_inﬁm'ﬁﬂmber of ttamlti_ons (data; all O'Qj_.is' |

o L o tgm'i;:d. _

Similarly -

tfmin =

 The maximum number of 1's are adde.d in whe.n ta = id.,,;,., thh
- makes. the total aumber of transitions

tmm = tdm.,, + trm,, = d+ 27‘ .

- in this case, anid wheu the data is all 1's, £y = f,;m“, and the minimum
_ number of I's are added inr, 50t = tf.mm, and

tmnar =3 tdm., + trm.,., =2d+r.

But in orden to keep the total number of tra.nsnt.lons constant, we muat

have
tmna: = trrn’m
ie, .
: _ d+2r =2r+d,
" which gives . '
o - = d.

It is therefo'_ré feasible to add this feature of keeping the number "of bransi-
tions constant if there is enough data capacity to merit a 100 % redundancy.
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: Encryptmn Scheme The pnma.ry aim of an encryptmn acheme for the
- debit capd reader system is to devise a means :Eor the caxd to convince the .
card reader that it is an authentic card. . .

~ For the magnetic card reader system, pubhc key systems ca.nnot be used :

because they require computation by the ‘user® or card. :

: We ate thus: limited to sécret-key systems. Of those systems dxscussed--.

_in chapter 2, the cryptographically most robust systems are DES and shift

registér sequences. The latter have the advantage that a cryptosystern can -

be designed to order, and to have a keyspace as large a3 one desires. . -
~ DES, on the other hand, is an existing field-proven system which thus has
~ the advantage of having survived much intense scrutiny world wide. It also -

- has a sufficiently large (2°%) key space for our application, and we can achieve

a degree of custornization by modifying the S-boxes (see Appendix A.1).

.1 have therefore decided to use the DES a.igorlthm for encryptmn a.nd

decryption of the card data. -

 This may be done in a number of ways :

‘With the key in the card reader Because DES is a secret-key cryp-

. tosystem, this is where the key should theoretically reside, assuming that an

attacker of the system does not have access to data in the card reader.
However, for some applications, such as that of a public phone, it is a

requirement that any telephone card shouid be accepted by any tel~shone.

Therefore either _ _

¢ the key n all telephone card readers must be identical, in wh_ich case

* the key space is thus reduced to one! This means that once the key
~ has been compromised (found or stolen), all telephone cards are lable -
 to decipherment, or’

o the telephone mhust manage a list of valid user or card 1D’

This last problem exists even if a smart card is used. If each card is to be
* treated as a unigue user, it is difficult to imagine how the DES scheme could
be employed directly in. the debit card application without the extensive
memory required for storing the keys in the card reader or its host system.
~ Also, because the key is-only as safe as the reader, this is not a desirable

~ setup for such applications as public telephones or parking meters. However,. .



a compromzse may be poasﬂale 1f the number of keys is lmuted a.li‘.hough thns
- would: reduce the secunty = .

- Wnth the key on the card This cont.radlcts the ive of Du.S a8 &
_ secret-key system, but nevertheless complicates the task of the attacker.

Oné possible alteration that may be made to the system is to generate a -

- modified set of tables for the DES algorithm, and keep these secret within the .

" " card reader, These may be kept in battery-backed RAM ~- or other protected

* but erasable memory ~- and erased when the card reader is fanipered with,
a5 an additional secrecy device, The disadvantage of this scheme is that the

* benefit of the confidence in the secarity of the systém arising from extended -
. use in practice by many agencies all over the world is lost. However, if the
tables are randomized, this doés not seem to be likely to be a problem, and
 the advantage gained is tha.t our cryptosyutem w:ll be intact even 1E DES o
were compronnsed _ : _

dsmg & spht key 'In pra.ctlce, 1t may be feasible to use the DES algo-
rithm with a key partially stored in the card reader and partially on the card.
* Authentication can bg achieved by accepting as valid only a small subset of
- all possible keys. -
- It may also be possible to use the DES a.lgonthm twice; once usmg; a full
- 64-bit key on the card, and a second time using a full key residing in the
' card reader. The practicality of this alternatlve wﬂl depend on the exesution
‘time of the algorithm.
- The DES a,lgonthm is desceibed in Appencllx Al

In order to gain familiarity with DES, a PC-simulation of the encryption
' algonthm was written in Turbo Pascal. The source code for this simulation
is given in Appendlx A 2, '

3.3 System Descrlptlon

The system works as follows: '

“ Plastic cards of ISO credit card size, but of a reduced t.hmkness of 0. 45 mm
have been manufactured by Brown; Davis & McCorquodale for this purpose.
' The card has & single, central, § mm magaetic stripe, heat-pressed to--

" the surface The hxgh-coercmty ma.gnetm ta.pe was developed by the Kurz - |

| 3 |
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_ company in Germany A ma.gnetlc head obtmned from Magnetm Comoonents

in Chertsey, Bugland is used [32]. It has & read width of 1.1 mm and a write o

* width of 4.7 mm, which obviates the need for very accurate physical location

. in the reader mechanism. A 12 V D.C. motor is ased to drive the card ba.ck_ ' '_

* and forth past the head by means of a rubber wheel or belt. _
-+ The reason for the reduced thickness of the card is tha.t in a new ca.rd '
" mechanism, curtently being prototyped by Jack Cook in Telkor R&D, the

card will be benf around a drum by a drive belt to reduce longitudinal travel o

required to parade the card past the head, making for a more compact unit. -
A cheap magnetic head will be positioned outside the card mechanism, -

. in line with the magnetic stripe. When the card-is presented to the card B
slot, the first few bits on the magnetic stripe will provide a signal from this

; head which will be used to open a mechamca.l ahutter, allow*ng the rest of
the card to be drawn in, _

" Low-coercivity forgeries will be erased upon Pntry

* The strip has been centralized for two reasons:

o the ANSI standard [30] for financial transaction cards specifies the mag-
netic material to be on one side of the card, 5.54¢ mm maximnum from
- the edge. Because the security requirements of the debit card system
have necessitated the use of a high-coercivity magnetic medium, the
system cannot conform to the ragneti¢ standards of ISO and ANSI

"t is therefore considered better to not allow standard credit-card-type |

o cards into the card reader mechanism, Placing the shutter head in the
center of the card slot will prevent credit card type cards from openmg
the shutter : . _ -

o it is conceivable that in some a.pphcatlons the funcuon of the card ma.y '
be varied in response to the direction of insertion. For instance, on thejr.

* parking meter card GEC provide a ‘check’ function, merely displaying
the card value, when inserted in one direction, and a ‘debit’ function,
decreasing the card value, when inserted in the other direction. This is
possible — uamg one hea.d — only when the card stripe is centralized,

An Intel 80032 microcontroller mnnmg at 8.6 MHz is uaed to control

- reading from and writing to the head, reading opio-sensors for sensmg card -
posntlon, and controlhng the motor to drive the card
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The power supply and head and motor control circuitry has been designé& )
by Dawood Kadwa., a.nd the control softwa.re wntten by Joanne Carey, undar B

 my supervision,

Two methods of ma.gnetlc encodmg are used

. --I'I’wo»-level encoding The two-level encodmg scheme used is t.he Ma.nch~ :
 ester encoding method [31, pp 279-2L |, wlnch WOrks ag follows (ﬁgure3 1)

'Fi.g_ure 3.1 'Mé.xich_ester: encoding

e ea’ch.bit oécuﬁies a ﬁxe& llen'gt.h' a.long the'diétande d'on the card,

» at the end of each blt, *ra.nmtmn 0CCurS from North to South or South
to North R .

" for a bit value of ‘1’ an a.ddltlona.l transit.xon occurs in the mldd.le of
the blt, :

This code, also celled ‘DF’ (for ‘Double Frequency’), PE M (‘Pha.se— |
Encoding Ma.rk’), or ‘Bi-¢-M’ (*'Bi-phase, Ma.rk’) {31, p 282 iz self-clocking.

. Although it is a ‘double-frequency’ code, requiring double bandwidth, the

 software seems to be able to keep up with relative ease at a clock speed of
3:6 MHz, In addition, it does not require DC response of the read mrcmtry,
- a desirable attnbute at sma.]l signal | levels _ '
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© Three-level encoding This code has been modified from the Manchester
. code by Dawood Kadwa to-utilize three magnetic levels as follows (figure 3.2):

| ‘Figure 3.2: T.hree-level encoding .

] Three levels of ma.gnetlza.txon are possible : Un-magnetmed virgin tape
(U), North (N) and South (S) .

¢ The term *transition’ in this case means a cha.nge from N to U U to
N, § to U, or U to S. Changes are not made from § to V or N to 5.

" e Transitions occur in & cyclical fashion, i.e. N-U-S-U.

"o As in the case of manchester encoding, transitions occur at the end of
each bit, and in'addition in the middle of a bit if its value is ‘1",

3.4 -Results .
3.4.1 System rpquxrements

_’I‘he tequirements of the system administration as rega.rds durability and
. reliability mentioned in chapter 1 have not yet provably been met, as the
new card reader mechanism is still under development, and 8 ﬁeld trta.l is
only enwsaged la.ter this year,

i
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: Howevm‘, sample cards have been read: a.nd written as many ag 1{1 000
- tlmes, 80 1o problems are anticipated with the cards themselves.

' Power consumption figures for the card reader electronic citcuitry indicate
that the rotor will be a major consumer. Such figures will become a.vmla.ble o
upon completion of the new card reader mechanism. -

No major format variation has been entered. upon as fa,r as the user is .

o concemed so that the positive results obtained from the card phone market
' survey as rcgards user acceptance of the card as 3 form of pa.yment are
expected to apply equally to the new system. -
Injtial estimates of the cost of the magnetic ca.rds range from 50 cents-_ -
to 80-tents, This is likely to be accepta.ble for all of the apphca.tmns under S

* consideration.

" TInitial estimates of the cost of the card reader mdlca.te a figure of a.round
R 700, which is higher than anticijated, but st111 chea.per than a.ny known o
'alterna,twc, and meets the design &im. .

The system response time, including decr)'ptlon, upon the msertlon of a
card, iz about three seconds, of which the DES algorithm takes one second,
This meets the design aim. _

It has been found cmplrmally that a da.ta. density of a.bout 23 blts per -
¢m is achievable, giving about 200 bits over the length of the card. Data

~ in'beh two-level and three-level formats has been successfully written and
read. This data capacity achieved exceeds. the read-write requirement for
all applications under consideration as well as providing enough ca.pa.cnty to.

_ 1tnplement the secunty dewcea mentloned earlier. : .

3.4.2 Security
-Cryptcsystem |

Cryptogra.phlca,lly, and uuder the assumptlons mentloned in sectlon 3.2,

‘breaking’ the sysiem in our implementation would be that an attacker can

~ change the value of his card. In order to do this, he must know what data

to write in the read-write field containing the Va.luc of the card in encrypted

'form The key is seciet in the card reader. '
The followmg scenarios confront the would-be cracker of the system

_o cxphcrtext only a_tta,ck: Thc cljypta,n_a.lyst k_ncws oniy.a, piece of cipher-
text — only the data writien on a read-write field on the card is known,




not lcnowm*r what 1’6 represants

e known plamtext a.ttaak A pzece of mphertext with correapandmg plam~
text is known — this is ‘easily achieved by knowmg how & specsﬁc value,
sa.y the value of a new card, is encoded. :

"« choscn plauntext attack: The crypta.na.lyst chooses a piece of plamtext
and has access to the corresponding ciphertext — he uses a specific
number of units of n card and then studies the reaultmg encoded card

vﬁlue

A chosen plamtext a,tta,ck is thus relatlvely easy to atternpt

* However, there is currently no known method of breaking the DES al-’
.gonthm [4, pp 283 - 284]. Assuming that this remains to be the case, an
-exhaustive search s the only alternative, This will have to be done over 2°%¢
possible keys. Even at-the rate of one key every na.nosecond thm will ta.ke. .
| .longer than two years. - '

Magnetlc Hole

" The magnetic hole schieme i is 1_ntended to impeda the copymg of cards. In
‘order to defeat it, the copy. must find out where the hole is on one card
and produce a hole in the copxed ca.rd in the same place.

| Medlum I{ey

A small loophole exists for the a.ttacker who can write two—level data of his
. chome to the card. He can -

° buy _a. new card
s record the data in the __rea.d;write'ﬁeld somewhere

» use the card for s many units that it just does not reach the first
erasure of 2 medium key bit. At this point the three-level data on the
' ca.rd is the same as that of a new card, =

& write the original, stored value of the rea.d-wnte ﬁeld ba.ck to the card
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Howevér, this can become very tedious if the number of bits in the medium -
field is sufficiently high. For examiple, with 20 bits here, he has to re-wnte '
the ca.rd every 5% of its full va.lue ' -
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: ?Chapt er 4

| :Smart Card System

“In order to justify the cost of a smart debit card, the cards will need to be'
_ recha.rgeable This presents the added security requirements of the recha.rgmg .
- method and ma.chxme.ry, and this a,spect will have to be considered in the

“design of the system as & whaole,
If a smart card is used, the security of the system is potentially greatly
enha.nced Secunty mea.sures which can be employed are the followxng

: _c Smart cards ard technologically much more deﬁcult to cOpy or to tam-

per wﬂ'.h than ma.gnetic ca.rds

e A umque secret key for every card which really is secret can be stored in
the card by blowing fuses upon mltla.hzmg the card, preventlng access -

Trom outside.

+ Because the card has procéssing a.bility, algorithms can be computed_'

" inside the card. These may be secret-key as well as public-key algo-
' rithms. However, the computation times may be prohibitively long for
~ ascheme such as RSA (table 2.3) for current practical microprocessors,

and dedicated encryptxon hardware will r :st hkely have to be included

on the card.

. A possible authenticating procedure in a debit card application using
RSA public key methods {see section 2.3.3) is as follows [11, p 608]:

o The encryption algorithm and key pair (e;n) are kept secret, while the. |

decryptlon a.lgonthm a.nd pau (d n) are made pubhc

41_- 3



‘. Messa.ges are’ mtegers m, wﬂ:h the authentxca.tmg redundant informa-
tion of say fifty trailing zéro bits. The ca.rd sends the cryptog;:a.m e
¢ =m° modn to the card reader : '

e The card reader will a.ccept as vahd a.ny messa.ge m = c" mod " wlnch.
has ﬁfty tralhng mevoes.” L S

. The proba.bd:ty of guessmg a valid mcssa.gﬁ is 2~ 5", or a.bout 10““'

; Despxte much work in the ﬂeld i:lns scheme is a- _.ret not provably secure,
The practica! implementation of such & cryptosystem will require much
thought to determine how many users (cards) can be accominodated with
.~ limited memory available in the host, and what the messages are to be.
‘A 'real-time variable such as the time and date should be sent to the card -
and used in-the a.lgonthm fo prevent the presenta.tron of recorded responses
to t.he card reader E '



hapt er 5

- Ccmclusmn

Debit cards provide an attractive solution to the demand for flexibility in -
unattended fee-collection systemis and circumvent the administrative prob-
' lems associated with traditional coin-based systems. Primary among the
advantages are the obviation of the need to collect coins from each installa-
' tlon, the fact that there is no money to be stolen, and that the seller of the .

- - service receives his money in advance.

- A literature survey was done in order to gain an overview of which card'_' -

. formats weré in use and could be applied to the debit card implementation, - -

It was found that the most popular types were optical or hologram curds,

" . magnetic cards, and smart cards.” Of these, the most accessible technology

was that of magnetic cards; and in order to enhance the security of the system
it was decided that a hlgh-coercwity magnetic strip would be used because
this provided greater protection a.ga.msf. a.cmdental or fra.udulent a,lteratmn
- of the card information.. ' : '

A study was made of eryptological techmques from trad1t1onal manual
systems to modern public-key methods, in order to ascertain hew these could
be applied to debit cards. The performance of available low-cost micrapro- -
cessors make implementations of cryptosystems of the calibre of DES not
only feasible, but necessary, because attackers have access to the same com-
putational power, Public-key systems such as RSA may require dedicated
encryption chips, but are likely to become even more popular as such hard-
ware becomes affordable.

A magnetic card reader gystem wWas cieveloped successfully to the proto-
type stage using the security devices of multi-level encoding and the DES -
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encryptlon scherne o

. Although the cryptological aspect of the magnei::c card Jmp]ementatxon
{8 satisfactory under the sssumptions made, any attack on the system is not '

~ Hkely to be eryptanalytioal in nature, Rather, it is likely that the atback will
‘be-an attempt to forge. copy, or alter the ma.gneﬁlc' medium whlch caxrries

* .3be card irormation. _ o
A smart card, containifiy as 11; does & s111con chlp, provndes much greater =

. medium security, and has the added advantages of much greater data capacity
- and computational ability which can flexibly utilize the benefits of the best”
- 'cryptogra.phlc schemes for its authentication function, '

At present only the cost of a sma.ri: card system places itata dJsadvanta.ge. o

_ over other ca.rd forma.ts g



 DES

"A 1 Descnptmn of the Algorlthm |
| 'The DES algonthm 2, p 57] i shown in figure A.1, It opera.tes a8 follows' .

~ » The 64 bits of the message are permuted by the Imtlal l’ermuta.tlon
I p (ta.ble Al).

BB 50 42 34 26 18 10
80 =2 44 36 28 20 12
62 54 46 38 30 22 14
64 56 48 40 32 24 16
5749 41 33 25 17 9
59 51 43 35 27 10 11
61 53 45 37 29 21 13
63 56 47 30 31 23 15

Table A 1: Initial permuta,tuon 1B

-y oo 00 D B B

' '.[‘hus the 58-th b1t of the message goes to position 1, the 50-th b1t goes
to position 2, and so on, The left most 32 bits go to Lo, while the
r:ghtmost 32 go to Ay _

* These two ha.lves then go through 16 rounds of ma.mpula.tmn at t.he end
of which the result is a.ga.m permuted by an Inverse Initial Permuta.tmn '
Pt (table A2). L .
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40 8 48 16 56 24 64 32

39°7 47 15 55 23 €3 31 .
38 6 46 14 54 22 62 30
87 5 45 13 53 21 61 29
3% 4 44 12 52 20 60 28
35 3 43 11 51 19 59 .27
34 2. 42 10 50 18 58 28
: u]33;=1. 41” _9 49 1787 ’25

| 'I'able A 2. Inve 2 Imiual permutatxon I P"I "

e At ans oi t.he 16 rounds, lets call the halves L; and R;. Then
_ _ _ L R;-q _ _

S Ri' Lmef(Rs—nf\-)

. The functxon fis computed as shown in ﬁgure A2

The 32-hit vector of R;-y 1s expa.nded to 48 bﬁ.s by the blt selection
- table B (ta.ble A, 3) S

32 1 23 4 5
4 5 6 T 8 @
'8 9 10 U1 12 13
12 13 14 15 18 17
‘16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29- 30 81 32 1

- Table A.3: Bit Selection ta.ble E

~This sends bit 32 to positlon 1 and position 47, bit. 1 poes to position

2, and so on. The 48 bits are processed by selectlon functions called

S boxes. The first 6 bits go to S-box Sy, the next 6 bits S-box S, etc,

- Bach S-box has 4 output bits. The 32 bits resulting from the S-boxes
 are bhen permuted according to the permutation P (table A.4).

This sends bit 16 to _posxtm_n 1, bit 7 to _pomtlon 2, ete,
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167 20 21 0
20 12 28 17 .
115 23 26
5 18 31 10
2 8 24 14
8221 8 9
19 1330 6.
214 %

T&ble A 4 Permuta.tmn P

» The 8- box structure is shown in table A 5

" Fach S-box takes as input a 6- bit number, sa.y B The ﬁrst and last
. bits of B form a binary number in the range 00 to 11 binary, or 0.to 3
~_ decimal — call this number {. The middle four bits of B furm a number
' "m the range 0000 to 1111 binary, or 0 to.15 decimal. Call that nurnber

J§+ Look up in the 8-box in row ¢ and column § a four-bit number, This
13 the output of the S-box. For example; in S-box 54, the input 111000

| * tells us to look up in row 10'(2 decimal) and column 1100 (11 decnma.l)
the number 7, w}nch yields 0111 as the output,

The addition in figure A.2 is X()ng “The result f(R;._1,I{ ) is a

_binary vector of length 32, _
.The sixteen 48 blt vectors K; in ﬁgure A 1 are derwed from the Key-' '

Schediile caleulation (figure A.3),

The key is divided into eight blocks of eight bits, mcluch ag a parity bit,
each, The 56 non-redundant bits are selected in an order indicated by
the permuted choice PC —1 (table A.6).

Tkis puts bit 57 in position I, bit 49 in posmon 41, et The leftmost
28 of these permuted bits are fed to Cy, and the rlghtmost 28 to Do
In the subsequent 16 rounds, the C; and D; are shifted left by either 1

or 2 positions, as specified by the left shift table LS (table A.7).

. Permuted choice PC ~ 2 (table A.8) selects for each of the sixteen
- - rounds, 3 48-bit vector X; from G‘ a,nd D; to be used in the cipher
funetion f. : -
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- (__Permutedcholse 1)

_Permuted
_Choice 2

Permited N\ K,
N\ ¢hoice 2 )

¢ Parmuted:
choice 2.

o Fi-g'_ure A3 Key Sdmdﬁ_le calculation

T



57 49 41 33 25 17 9
1 58 50 42 34 26 18
- 19- 11 3 60 52 44 36
. .63 55 47 39 31 23 15 -
762 54 46 38 3022
‘14 -6 6L 53 45 37 29
21 13 % 28 20 12 4

. Table A6t Permuted cholce PC—1

5 8 0 10 1% 12 13 14 15 16
2 21 2 2 2 2 2 2 1

6 7
22 2
© Table A.T: Left Shift table LS

Cround 1 2.3 4
#hifts 11 2 2

L1417 11 24 1 B
3 28 15 6 21 10
23 19 12 4 28 8§
186 7T 27 20 13 .2
41 52 3t 87 47 55
30 40 B1 45 .33 48
44 49 39 56 34 53
46 42 50 36 .20 32

Table A.8: Permuted choice PC' —2



e The inverse ﬁmctmn, decryption, is: performed by followmg ﬁgure A. 1
from the bottom to the top, where _

Rc-1-—13

and__.' '
- 1--E:$f( —li-rfa) S



A2 PC-Slmulatmn in PASCAL

X

"~ { BE§ wnir ,,, Kobuk Botha Jemmary - Hay 1980
{ - o _
" unit DES.
interfage Lol LT
© . oagd . w array[0..3] of byte; 1
uwsg.6 & axzayl0..5] of byte; .
mag. 28 = aryay(0,,27] of hyte;
. mig 42w azray[0,.31] of byte;
meg.48 = arxay[0..47] of byte;-
wag B8 = axwaylD..55] of byte; ' :
mag B4 w ariay[0..83] of byte,mg_mny i wE0,.71 ef byte;
DES_rec “ record . .
- . mmg 164 T .
lmsg  : axxay[D..1€] of msg. 32;
r.msg @ axraylo. 18] o Isg_ﬂ? H
kay ! meg.64; . .
< key i nxxay[0..16] of us.ﬂﬁ,-
dkey ¢ arreyf0..16] of usg 28;
K ¢ axzay[1..16] of mg..ia,

ctyptngrm H mg_ﬁi;
apdy

procedurs EnDES(var deé : DES_zac); o
" proceduss PeDES(cryptogram.in ¢ hyte_meg ariay; keiy @ Yyte_msg..ATEAY;
- var pag.ont byta..ug_nuyl: :

" procednre IP(in.wsg .84} yar 1,018, ¥. _out g ssg 32)1
procedure InverseIP(l_ian, r_in ! nsg,szz, var ont_msg i ug_eq):
) procaﬁu:u I(agnytna'rnniti(msg.in t bytumeg. xrray;

" ¥AT mAg.gnt -4 Jg_ﬂ)i
procaduré Hugnits'l‘nnytos(mpg_in t mag, 645

. var mag out ¢ byte mup mrray))
‘procedire Po_ilkey.in : msg £4; vax c.out ; mag.28; var dout : mag _28);
procedua !.a:ftShift( saration : byte] ¢ in, d_in i meg 28; ' T
wax ¢.out, d_out : may 28);

“procednre PO F{c in, d. in mag.28; var kay_out : msg_48);
procadire FanctiotF(x_in : ueg.92; key.in : mig 48; var £ out ! mag 32};
procedura XORSZ(mag 1, .mg_z t mag 32 yar megoout @ mag.3%);
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" implemmatation

ccmst : :
- IP.TABLE : nrra\rf.o.&a] of 'b]"t'l » o
88, 50, 42, 34, 28, 18, 10, 2, .
| 8_0, 52, 44, 38, 28, 20, 12, 4\3 ’
33; 54, 46, 34, 30, 22, 14, 6,
64, 5'8.. 48, 40, 42,7124, 16,9,
. BT, 49, 41, 33, 26, 17, 9,1,
. B9, Bi, 43, 35, 27, is, 11, 8,
- 81, E8, 4B, 37, 29, M, 13, &,
| 89, 5B, 47, 39, 31, 23, 15, N);

mnsx_IPJ&BLE T A ny[b‘ .63] of byte L -
(- 40, B, 48, 18, 66, 24, 64, 32,
38, T, 47, 15, 55, 23, 43, 31,
T 88, 6, 46, 34, 64, 22,782, 30,
- @r, B, 4B, 13, 63, 21, 61, 29,
85, 4, 44, 12, B2, 20, 60, 28,
- 85, &, 43, 11, 81, 19, B9, W7,
. 34, 2,44, 18, BO, 18, 58, %6,
33, 1,41, 9, 49, 17, BY, 28)

B.BIT.SEL_TABLE - 1 axxay[0..4Y) of byte =
: £ 92, 1, 2, 3, 4, 5,
4, 6, 8, .7, 8, 9,
8, 4§, 10, ii, 12, 4,
: iz, 13, 14, 1§, {8, ¥,
"18,.17, 18, 19, 20, M,
20, 2t, 22, 23, 24, 25,

.. M4, 35, 26, 27, 28, 39,
‘. a8, 29, 30, 31, 82, 1)}

PCI_TABLE ; axemy{0,,55] of hyte w
- (6%, 48, 41, 33, 26, 17, 9,
1, 62, 50, 42, 34, 28, 18,
10, 2, 69, 1, 43, 35, 27, . .
18, 11, 3, 50, b2, 44, 36, .

. $3, 5, a7, 39, 31, 23, 15, _
i T, 83, B4, 48, 38, 30, ",
34, 6, 6%, B3, 46, 37, * , -

21 13: 51 23, 20. 12, 4){

C LSTAMLE - ¢ uxuyEO..:I.S] of byte -
S ' 112,2.2,2,2,2.1,2,2,2,2,221).
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T PCATARLE v wrray[0..47] of byte =
SRNE € 34, A7, 11, 24, 1, 5,
"3, 28, 15, 6, 21, 10,
. "23, 19, 12, 4,126, 8,
1§, ¥, 97, 20, 13, 12,

- : - 41, 52, 3%, 37, 47, BE,
S . .30, 40, Bi, 45, 33, 48,
ST L a4, 49, 39, B8, 3, &S,

- 48, 42, 50, 36, 129,-32);

" .- BUTABLE : axymy[0,.7, ©0,.3, 0..15] of byte » R S
{81 M4, 4,14, 1, 3,15, 14, 8, 3,10, & 1%, & -9, 0,7},
(O_,Ii'i. 70_ 4.: i‘a' % 13: 1, 103 6, 121 11) 9y ¥ 3, 8)',- .
C"h 1” 14: B'. .1.3;“ .e{ 2; 11. 154 12, . 9',_ 71 3: 10, 5: o)l .
(151'12\1- 8, 2, 4&_ 9 i, 7;_ 5! 1'11_ a, 1'__‘: 10, 0, 8, 15)):

{82} (s, 4, B, 14, 8,34, 3, 4, 9, 7, 2,138,132, 0, §, 10),

. L '(_31 13! 41 Tf 15.' 2t _.8. 14!'.12! L 1:. 10i 6! 9" 11! 5)1 -
( O, '_14l Tl 11.&._103 “f 130- 1:- 5’_ _53.123 ef 9, 3. .2} 15)i
{13, '8, 10, 1, %, 16,..4, 2,41, €, ¥, 12, 0, 5, 14, @),

{83} tco, o, 14, 6, 9, 16, &, 1, 14, 12, v, 11, 4, 2, 8),

:gl.
(12, 7, 0, 9, 3, 4, 6,10, 2, 8, 5, 14, 12,11, 16, 1),
(14, 8, 4, 9, 8,16, 3, 0,141, {, 2,12, 5, 10, 14, T},
€4, 10,13, ¢, 6, 9, B, 7, 4,15 14, 3, 11, & 2,12,

{84} ({7, 13, 14, % 0, @, 9,10, 1, 2, 8, B, 11, 12, 1, 16,
(1%, B, 1%, & 6,16, 0, 3, 4, ¥, 2,12, 1,10, 14, 9),
{40, 6, 9, ©0, 12,11, 7,13, 15, 1, 8, 14, 5, 2, B, 4,
(3,16, o, 6 10, 1,13, 8, 8, 4, §, i1, 12, 7, 2, 14),

{56 )¢(2, 12,14, 31, 7,10, 11, €, B, 5, 3, 16, 13, 0, 14, 9},
e, 1, 2,12, 4, T, i3, 1, B, 0, 15, 26, 3, 9, 8§, 8,

- {4, 2, i,11, 10,143, ‘¥, B, 15, 9,12, &, 6, 3, 0, 14},

(1, 8,12, 7, 1,14, 2,13, 6,15, o0, 9, 10, 4, &, 3},

{86} ({12, 1,10, 15, 9, 2, 6, B, 0,13, 3, 4, 14, ¥, 5, 1),
: - (10, %6, 4, 2, T,12, 9, B, 6, 1, 13,114, o, 11, 3, 8},
Lo k8, 14, 3B, 5, 2, °8,42,7'3%, 7, 0, 4,10, 1, 13, 1%, 6,
(4 3% 2,12, 9, 6,16, 10,11, 14, 1, 7, 6, 0, B, 13}),

M ,{ 8 ({4, 11, 2,14, 15, g, :8: 18, 8, 12, -89, ¥, 5, 10, 4, 1),
: 13, -0, 14, 7, 4; ¢, 1, io0, 14, 3, ‘B, 12, 2, 16, B8, €);

(1, 4,11,138,12, 3, T,14, 10,15, &, 8, 0, 5, 8, 2,
(d, 11,18, 8, 1, 4,10, ¥, 9, 5, 0,15 14, 2, 3, 12)),

{88} (18, 2, 8, 4, 6,15, it, 1, 10, 9, 3, 14, 5, 0, 12, 7,
(1,15,13, 8, 10, 3, ¥, 4,31, 5, 8,11, 0, 14, g, 23,
ATy 11,04, 1, 9, 12, 14, 2, O, 6, 10, 43, 15, 3, B, 8),

(2, 1,14, .7, 4,10, 8, 13, 16, 12, 8, 0, 8, &, 8, 11¥N; -
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pxocadu::n Esgﬂiu‘toﬂﬂu(ug.in vomEg 84; o
Yax msg.out i byte msg.arrayl;

Cvar. . : :

<A Ihk ! intagor*-

begin : .

§ w0} k 1 RN

for.i- -=0t¢83da

. bdgin -

ir wsg_i.‘n[i] # § then-

N u;_nut[j] i ng_ou*[j} R (*&0 ;luc k}
. mlgs | R
Ea ug_‘m[jj s mg.mcj] ABD lo'r_(san. m_k);
tinefk}; o S '

- X =8 than

- begin S
Lk s G
L hc(j)o
S .l_ ehd.
end;

.éald‘ { Hagsitstnﬁytu }
{ .

1 .

procerlure Hagﬂytaﬂnﬂita(nsg_h t hyt:l_ng_may'
AT ng..cmt : ug_M}*

var .

e i k iutegad
begin
j bﬂ o‘ : :
fori:-oto’?d»
hegin
- fork *Qto T da
. bagin o
' Af (mghinti] A¥D (sao Ehir X)) € 0 than '
. nsgvuut[j] =1
. ale¢ - :
_ nsg_o\l.‘l:[j] 3w 0
o dme(d)y
end;
‘ond)

ond; { HssByt“ToBitn Y
{

o



. ?:)egin'

) prouud\u:c Kﬂnsztsug._ s ug_z 1 ug,ﬁ!, vz ug_ont mag 32 3
o S
i+ integer; .

Ror 4 =0 to 3 do
meg_out[i] 1= ug_i[i] Inl us,iﬁ].
cnd, {zom} o

{ - " :
. procacluru PO 2(&.‘ ilt, aln ug_ﬂs* yar hey_,imt ' nsg_ﬂs)._
L '

i - 1 integer; . - o .
b - i H o :
tamp B - . .1 mug.56}

PC 2 i.ndox H bjrtc'; :

bogin - -
:!or.' i, = O ko 2T do
begli -
tmp_sﬁ[i_] Corm e dAnfi];

temp 56f4. + 26] 1= &.infi ]}
and} ' :

for i, 1= O to 4? do
© begin -

Topo_2 index ;-Fc2ﬂnl£[i:l*i*
key.,uut[:l_] 1. toap_SED’c ) ihda:]:
. énds .
:ndi {ro.2}




{ : R e _
- proceduge snu(l..ho‘:_nmnhcr H bytm, _h in ¢ mag. 6] ver boout i msg 4);-

vir . - | R
gy 'bytq,__ o
3 brtos o
tnbltnnttj' : byta;

" begin

1 18 (b, an0) un $01) mEL 1) AR {b_ u[s: um m), B

e (b w1} dav $01) a¥l ) :
bR ((biin[2] AWD $01) whl RY

0B (Cb_inla] 4D $01) whi 1)
_ R ((b in{4] AED $01)); :

-tablé_savry = (8. TABLE[m 'ﬁnz_m‘bur. %, :]]),

if (teble_entiy > $0F7 th.m

bagin '
uito‘(’ B~bnx erior 1 Ny
' Jmltu):

: apdi - ’ :
“b_tut{0] = Ctable. antry i¥D ¢08) ghr 3;
boout[1} 1o (table_entry 2D $04) shr 2;
boant (2] :w (table_smtry ARKU $02) shr 1;
boout[3] = teble_ entzy A¥D $01;

ond; { 8Box }
{ oo
- p:o-.'achu'e Bitsdm:tg(r..ug,.in i ug.aa, var out.,.nsg t mg_48)~
- YRR .
ug_im.léx H intnget-
E.indey t integer;
bagin ' o o
' for meguindox im0 tb a7 do
bagin -

Foindax = E_BIT SEL TIBLE[DIE.JJIEOX] - 1, '
mt_uns[nsg._ind-x] 1= r_mag. in{E.index};
. endy
epd; { BitSeletz"“ '}
-
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-

pcr:omdn:a Pum:tionrtr .ﬂ'g_'aza Xey.in 1 ¥sg.48; var f.out : meg.32);
o .tonp.‘l& H hss..‘lai
1,}: : b,t.l_
- Tuowtomaxk 1 byfl; 0 -
b6 - --:u;..a.._.__'_ S
: B4 Camsgdy ot
. 'bng:l.n i

pitSelactE(x_in, talp.,duﬁ)]
fﬂri 7= 0 t6 & 49
begin -
twp.iﬂ[i] 1= twp;Aﬂ[ﬂ 208 hy_inEiJ, _
dﬁd: :

s 1n mark = 0;
f_out Niark 18 0} .
far i (w0 to 7 do .
bopdn . )
. m.in waxk {"iiﬂj
- %or ] 1= 0 to G do
- b.8[j] = tmp_4a£s u_-u-k 315
SBox{d, b8, boA); ’
for § '=0t03da". :
f owt[Z_out_maxk + 3] = b 4[j],
inei{f,. wt..nark, 43;

ond;
' End { FungtionF } _
{

_ prucadm:a Laitshﬂt(itontion | byte; coim, duin : meg 28;
© owar g wt Q. out @ meg_28);

var
1 - 1 integer;
1s : byte;
bogin’

Az = LE_TABLE[itexation]; -
for i te 0 to 27 do
begin E
g, nnt[:l] = e in[(i + 1a) mod 28];
d..uut[ﬂ to d_dn[{1 + 1=} med 28];
©and; ' )
and; { Leftshift- 1

-4
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{'o

| procsdure PC 1.(h1r..in 1 asg_m, vax o aut 1 ug_za' or- d -onk : - meg,28) ;
ax - ' .
_ i ) i ht@m i .

: Pc,ﬁ.iudix 3 byte; -
bag:,n : :
for 1 0 ®e 27 d.o

" bagin .
_ T B A dndex 1 PELL CTABLECE) - 45
o mERsy o c-n“tm = kﬁf_hm_i maﬂl
s o ond;
U i - gex A o= 28 %o 56 dn
Tl .. begm -

PC..1 Andex t= FO_1 rm.xr,ﬂ - 1,
o d_oni 1—23] 1= key.,ntpc 1_index];
U end; L .
~emdy .BG 1 }
_{

' pmcedm:a IPL‘inmg 1 ug_ﬁé. var 1 out, T out t msg 33); -
©ovar .
1 oot intager}
it index : byte-
- bagin . o
- for i e Q. to 31 do
) #P_fndex := IP_TABLELi} ~ 1;
L.ovt[il ' in meg[1P. dndex];
ond) o .
tnri'il'aztn&?do.
" bagin,
1P_index 1= IP_TABLE[A] = 1;
r.out{i~22] = in nsglIP_indexl];
ahd; L

Cendy {IP}
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’ begin

< . .
pruodu.rg :I.nuruIP(J._in, L A 111 e ug.szg vax aut.nsg 1 nsg_sl})
yar .

. : imteger;
IP_index. H 'byua,-
. ¥or i g 0 *a 83 do
. hagin ' .
" IP.index. ;= TNVERSE_IP 'rnn.x{ﬂ L T
## IP_index ¢ 32 them -
out, asgli) om 3 infIP index}
wlse
: m:.t_nms[i] e r_in[IP imlex-B!] ;-

S end; - - . . :

: -md; { ImmrnIP } : o EUE

' - ) }

: prncndu.ru E::DBB(H: du ¢ DES._rec);

i % byta;
tomp 32 : nss_32;
bagin
.. #ith des do -
begin -
IP(us, l.ugtﬂl. r.nsglio])' _
PC_1(key, c. Xey¥[0), d.kay[0]);
¢ o Dy
for i = O to 16 do
begin
. { ———" ‘31 Salact ... I‘
 LeftShize(i, c_key[l], d key[il, ¢ keylitl, chm];,
o (e kay[i-ri] d_qu[i.ﬂ], XEI#1]);
R
1_mg[1+13 3= r_usglil;
FunictionF{r.magl], X[i+l), tewp,32);
108321 megli), temp.32, r.msgli+d]);.
and;
Inn:rnnIP(J._nsg[:la], x nss[ie]. cryptogram) ;
© end} .

_end; { EaDES o

oL =

i




4
-proudm:t mm(ctyptognl,.h hytc_u;_may, kay : 'hj‘tl ug_arny,
- B .ng'..out S bytc_:-sg..mlﬁ. [
’ bogih i

" end; { DepBS }
L :

begin { Unit Taitialisstfon'} .

-:Ialui.__.




Py ey iy

pES -s.ums.onmu .v. Kobus Botha Jepuery = May 1880

pragrim. Hamﬂrm U -
.dzes Dos, Gtt, lmel.i'b. Yi‘n. ‘ll:b.ﬁ, DES. )

- O . .
G baia_tnsa. Cm mn, DECTNAL, nrmnr).
e -lt:msm:

: . mBR_ptT : = "byte;

© . ‘buse I B e | H
. teat_count ‘Longink.

C medive key arrn;[o, L18Y of bonlaan,
. Topd vrite Field o
" eryphe.kay .
ccard_valoe

Jcaxrd, type.coda

conet .
- e.exit L
T e random = "Ej

¢.hax =""R;
- e _binaxy = "B}

"'_ﬁ;-_" .
2 'H

“E}
= "M; -

‘OCloss

ONight
. CUp

GEntex

Glipan. -
GLefs
" GDown
CPullLin

-0;

It
X3
Y

L}
E 3
L
=
GInsLin = "X
u
»
=
]
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dunetion ReadChae: chaxy
vir g
~chi ¢hary . o
bagin - - -
" ch i RandKey}
- if ch = #¥0 then .
cane ReadKey of .

S -~ " #46¢ ch g exit; - { AT )
: C o #i®: ¢h = corandom;  { AXé-R }
- #88: ch 7 c hex; AR}
$48; cb = c binary;  { ALt<B }
© #2437 Uk 1m Cpen;} {0} -
! #8: Ch ¢ CQLlonay  { M0}
' #72: Ohos= Ups {up}
¥75: Ch := CLoft; - { Ledt } .
#7T: Cb := CRighty  { Right }
80t Ch ;= CDown; { Domm }
. #8%2: Ch = CInsLin; { Ins }
- #83) Ch = GDelbin;

andy _
ReedChay tw- ch;
end; { RoadChar }

<

¢

Fmtidn nexmtlmber. byta). L1+ F : i
{ Ths Function HexStr convarts a byte inrto a thu-c‘huuter
Mn.daci.ml nunbnz(st:.tns) with leading zerbes. }

Fungtion Ia:ﬁha.r(!mher. Yo:d) Char;
Bagin . .
Iz Fembar £ 10 then
© HoxChar = chu(lun‘ber + 48)
olne -
BaxChaz i char(!mur + 55).
end; { ?nnction Bexthar }-

. Yax

f - B b ost2; ) ) .o
. Bagin

B iE M

gim g+ Eexﬂha.r(lmbcr dir 18);

Number := Fugbsz mod 16;

g img 4 luﬂhlﬂ:(ﬁwﬂmr) H

HexStr L T3

oad; { Function EexBtring }
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'."r.

m‘bcndurb xnr:m;pxus.in ‘hru_us_mu, Xoy: ‘hytn..m-g..uray. ’
- vax c:r]ptugzm_oﬂ.t hytu_nsg_array) o

:-yar :
1t integer;
h lugin _ -
for i -Otn'fdn. o o
S0 cryptopram sut{i) i (meg_infi] + key[1l) med 256;
" end; { ExTramap } A oo o o

pm:edu:n En‘l’igucm(ug.in 'hyte_ng_mny, kay: byt-_mag_u::ray, S
. ) cmtopm_mt bytn.uug_may}

. Mtnger*

begih :
:!oriWOtono
o éryptogram outfi] = (ut_:l:n[:l] + kq[:l]) wod 256 i

and; { En‘ﬂganern } ) ] ] :

. -}
) yxucndnn DaViganum(crmtogrm.in byta_nsg_aruy, l:s,'. ‘byto_nsg_array,
_ -¥ax nsg..out byte.msg.array);
‘yar

it intogér:

- dum ¥ word;
. begin :
inr i =0 to T do

weg_out [} = byto((cryptog:'m_in[i] - ksy[.{]] nnd 258). _
and; { De‘:igsnarc } -
1

procedure ColWrite(e : string; adtr : byted; - : '
vor . .
tanp,_atix ! bytey -
bagin
" prup.akty iw 'rextutz,
Textditr 1= atir;
writnlal;-
TextAtir = tamp..lttr'
andy { Colirite ¥
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{

. ]:mcudnru shou‘llsgaﬂin_ﬂg ng._&: bame, 1 'bﬁopt:jpl)':_
’ "“ . . -
i

: 3. dntegex]
-tuj:'p.-.jt:._ : s stoiagp;
“teup, B4 Tt meg Bl :
) work byte_nsg + hyte..nsg_mi‘.r.
) bagillf )
" cass bast o
'hagin :
for 4 --O to A1 do
o temp BAfE] = i-\t...ug[i'.l. Co
- MegBitaTolytes (tamp_B4, tork.bjtb_mg) :
foxr 1 = 0 10 3 Ao
vxit-(le:sw(vork bytu.mns[ﬂ). LS B
DRCYMAL
| tegin
end;
BINARY 1
. bagin .
temp str ;= ”'
for 4 1= 0 te 31 do
bagin ’ .
i !.n_n.sg[i} « @ then
i tenposte 1= temp_ntr + ’0’
elas
temp_s;r % thnp. Rty + Y10
ir (1 mod 8) = 7 then .
 temp_ETT (= tnnp_-tr ) e
- and; :
urm f.tanp..str) H
and; { case }

end; { BhowMsg3i2 }
{ e '
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war
i _ H i'ntegcr,
work bytemeg @ W‘-"S-mll»
tamp_ptx St stri.ng. }
hgin )
cnse bade._. o
: B'EI T )
‘bugin :
H:gBitsToBy’tea(in.mg. work_byte_msg) ;
*’1;1"!}‘*“7‘10.' -
Do et uitat!ox&tt(iork bytq_mgl:ﬂ). 2" ¥y
and;
DEQIMAL s
bagin
and; -
B:tlmr
bagin

temp_str = 4¥;
fox 4 > O tr B3 do
ba in
if in.hlg[ﬂ = 0 thea
o hemp, atx H tnmp..lt:n + ’0’
»lee. :
temp_atr v tamp_str + '1**
if ¢i wod 8) % 7 then .
tmp_stx: t* tamp_str + ! 1
. end; :
Vrite (temp_atr) ;.
and;
sud; { camo s
end; { ShovHsgsd }
{- et

p::oa:nduc Showll-gﬂii.n..us ug_sl, 'but T ﬁu-,t_jrp'a);' S
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Jbegin

.{._ .

) :pu:uadnn slwwbﬂs(block DESJM, base, bu'c_tn:.la);.:
Cvar _ .

i .
sc:'l.‘nn.,l'in_l _
Temp_wix

:I.ntogcr H
intager;
ntri.ng,

T T

- with 'hlock dn
bﬂsiﬁ LR . . -
'ﬂotol‘!ﬂ. 1) Colwriuc'uug._ t, $1E);
. Sh“!lsﬁﬂlﬂs. Laua.)}
dotoX¥(1, 2); Col¥rite( Key: *, $1E);
ShovNagtikey, base.); . o
scraon, line = 33
for 1 := O ¢o 16 do
begin
o stzlis?, tempsty); . .
Gotel¥{l, acreen line); Gulﬂkits(-‘l-l’i-tomp_utri-’ L
ShosMagi2(1_mngl1], bnu..).
Collxite(!3?, 31F);
) 5‘howllsg32(r.”s[ﬂ base.);
i inc(:cxuen.linn)
Gntoﬂ(i, sczean_line}; ColWrite{?Crp: ¢, S1E);
. Shoulag4 (cryptogram, base }; o
and' '

Cends { S'houbES }

{

¢1B)f
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proceduze showDBstar(Blna‘k DES.‘.rnc:' base,, ; base_type);
wr o
. ucresn line
R taﬁp'_str'- -
_ bagin -
. st blogk dn
bagi.ﬁ : ’ : . .
" GotoX¥(l, 1); Cu].i'nu{’ﬂxgt ,BEF
. BhowMsged(mag, base. ); o
C GovoXT(L, 2¥; ColWrite(*Ray: *, $1E); -
. ShouMsgBalkay, basel); | : L
scraen line ;= 37
for 1 @ fo 16 do -
' 'beg‘ln
ser(iz, teup, wtx) ; : o c
GotoIf(L, meresn line); Gol‘}lxike(*l Htmla_atr-l-' , B1B);
Sh.wliagazfl..las[ﬂ bame )y
- ColWrite(?3?, $1F); .
i sawnssaa(x_msg[ﬂ base; )
. inclacrees_line};
Gutoﬂ(i, u:un..l:i.nu), Gnil.‘ilrita('crp: H, B1EY;
shbaﬂsgﬂ(ctyptngrm, banme_}; i
and;
ands { S!I.nUDBSKg,- ) 35

1

e ) . . . —
procadure Bnplotﬂk. : :
bagin
Snmd(SOﬂO),
Dalay(i6};
" NoSumnd; :
Bound (2000} ; . : .
. Delny{30}; ‘ R
: XoSound;
end} { Beaplotlk }
{ - ' s

procedurn; Heeplk;
begin
Soundtﬁom);
Dalay(i});
FoSaund}’
Bound {12000)
Délay{i)s
- WoSound;
and. { Boepak }

i



prnciduii landenDEs(vu des DES.roch.

var K
SR S b!tci-"
© begin
ﬂpent .
ing(tut..cmt} i :
. doteXy{ca, 2i); tzitt(taat.,t:uunt 10)
‘with das do .
: for £ 1m0 tn 65 de

nz[ﬂ o nmmczn; .
kaylil = Random{2}; - .
end; o .
Enbsﬂ(dns)‘

K R Dinplay mimpm——
ShavDES(das, ‘nud'

- untid ReyPresmsd; .

ond; { RandomEnDES }

procadure Initisliza;
o hegin B
* - CheckBreak 1= Falge;
if (LastMode <> CBO) and (Lastuod- < nvao) uul
(LastMods <> ¥ono)} then Tntl{odt(cﬂso),
TextAter Jar;
Vindoy(s, 7, B0, 24);
FLANLaCELTT, $72);
Windew(l, 1, 80, 215)'
GotoX¥(1, i)* o i :
Brite{! Magnetic card - Crypto Simulation )}
ClrEol; . o
GotaX¥(1, 25); : :
" Writef} Alt-H-Hex - Alv-B-Hendow ' +
} At-XeErit A1t-R-Random Esc-Exit );
(1rEol; - . : .
Randomize}
TopWindow i= nil; _
WindowGount :m 0‘ o L

-and;
t

ML

pS =



{ e » }
{ Maid Program }
{ svxmmmin i ¥y
: clear tagt_window : WinState) _
wisanm_ﬁindw i WinState; -
i, j _ -t integer;
'lc::un.l:lnl t integer;
ch L1 chawy
dux_str t utrdagj
o dam ! byte;
. tempoaty i mkring;
“des.t . ¢ DEB.vec} N
TtempuBZ . - - :megED; o
done - -~ 7 1 boolean; - '
'bas’i'ﬂ { Kain } ) } s
) ludmiza H . :
| teat.count im 0. .
Clx§ex;
. Initdaidze; C . .
Opan¥Window(i, %, 79, 24, ! DES 1, $1F, $TiY;
Fi11vin{chr{$DB) , $01); o
Saveifin(glear_text_vindou};
govoxP(l, 13} o - ' o : - o o
{4 grite(* Hesvnge .a- Eay -8 Vigenare Cryptogram )} s}
CLxEol; ) o - S o

-__writostrtsb. 21, ) Teat Count : 3, $17);

T



. dope im Falae} S
base ;% RINARY;

SR :'r'opnt

“bagln
ek Road(}'ha.r,
. Baeplk; .
‘camw &b of . S .
¢ axit: done 1w ttun, o
o, random: Ban&omhﬂu(du 1),
i: ~Bex: -
begin
base = H'EI.
ClosaWinde#}’ : . o L
viﬁdowuiaons);--
GoteXV(1, 283; -« .. S
" Medve() ﬂ.t-ﬁ-ninu, Alt=-R=Handom ? +
O A1e~X~Exit Alt-E-Random Esc~Exit ?); .
" ppenWindowl(l, 2, 79, 24, ¥ DES 7, #AF, $7);
€1efey; S - :
e ShunEs(rlu_i, 'bmu);
©oandy
¢ binary: -
i bagin
base = BIH..?.
CloseWindov;
Vindow{1, 1, 8¢, 25);
GotoX¥ ({1, 26); :
" Rrite(? Alt-B-Hex ~ A1t-B~landom * +
' L Ae-XeExit llt-n—nmdon Esc-Ezit ’), )
DpenWindew(1, 2, 79, 24. » pES Y,OSIF, dTL)G
ClrScr; . ‘
_ ShowDES (dek.. 1, bno),
sud}
slge _
BaopNot

- wnd;

_end;

"~ until donaej :
Window(l, 1, 80, 25);
Yorn¥ideo;

" GirEax;
end.
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_ Product o | _Campany : o
o h:lgh coenmv:ty magnetic card -GEC Traffic Automatxon S
o Brown, Davis & McCorquodaJe
_Magnetw Watsrmark ta.pe - Thorn EMI Electromcs : '

Aulzleard c"a.rd reader - - Autelca

.. '..-'-optwe\l ca.rd reader S .S’o_deco '

o '-chlp-memory cards - ‘Flonic
: o  Epson

Fujisoku |

Dallag Semiconductor =~

Du Pont Connector Systems
o - Mitsubishi Flectronics Amenca Inc.
_ "fl_ised'-link card Tadiran '
 contacted smart card -  Allied Vector Systems .

'. - . Smart Card International Inc
Honeywell Bull
Flonic-Schlumberger
Philips SA :
_ _ S Catalyst Sennconductor, Inc.
~contactless smart card GEC Card Technology
ndicand  Tadian
o L S . Industrial Software Engmeermg G, Pretona.
 supersmart card . Toshiba
_ R : " Visa
- magnetic tape - . Ku_r's o _
o ma.gnetic'heaé_i o "Magneti'c' Components
 cardtelephone = Telkor
e : - Palindent Ltd.
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