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ABSTRACT 

This research investigates the ethical complexities surrounding artificial 

intelligence (AI) driven product innovation within South African financial services, 

focusing on issues of fairness and transparency. As AI continues to transform the 

financial sector, ensuring responsible and equitable implementation has become 

a non-negotiable. Current AI practices across selected South African banks are 

examined by analysing challenges such as algorithmic bias, the need for financial 

inclusion, and the intricacies of data privacy. Drawing on qualitative data and 

thematic analysis from twelve semi-structured interviews, the research evaluates 

how these institutions address ethical dilemmas associated with the use of AI 

and their observance of regulatory frameworks that prioritise fairness, 

transparency, and accountability. To navigate these ethical challenges, this 

paper proposes a practical ethical framework and adoption strategy that is 

tailored to the unique South African context. This framework emphasizes 

safeguards against bias, transparency through explainable AI, continuous audits, 

and multi-stakeholder collaboration to ensure ethical compliance throughout AI 

product development. Ultimately, this research serves as a guide for South 

African banks, regulators, and policymakers in advancing fair, transparent, and 

responsible AI systems. 

Keywords: digital ethics, artificial intelligence, machine learning, fairness, 

transparency, AI regulation, product development, banking, financial services 
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CHAPTER 1. INTRODUCTION 

1.1. Statement of purpose 

This qualitative study examines the ethical challenges relating to fairness and 

transparency of Artificial Intelligence product innovation at selected financial 

service organizations in South Africa. The research study is rooted in the 

interpretivism paradigm as it makes provision for the exploration of multiple 

perspectives from different professionals in the financial service sector while 

recognising the context-dependent nature of AI fairness and transparency in the 

South African financial sector. Insights are drawn from banking professionals 

working in various AI-driven roles across a subset of South African banks. 

1.2. Context of the study 

Financial technology (Fintech) has disrupted traditional brick-and-mortar financial 

services, enhancing convenience and significantly contributing to financial 

inclusion in developing nations (Allen et al., 2012). Arner et al. (2022) outlines 

the evolution of Fintech across four distinct phases. Fintech 1.0 (1867-1966) 

began with the establishment of the technological backbone of Fintech. 

Innovations such as the trans-Atlantic telegraph cable revolutionised 

communication between major financial hubs like London and New York, which 

enabled faster and more efficient financial transactions. Fintech 2.0 (1967-2008) 

marked the digital transformation of banking processes. Key developments 

included the introduction of the Automated Teller Machine (ATM), which began 

automating cash withdrawal and other rudimentary banking functions. Fintech 

3.0 (2009-2017) was propelled by the pervasive adoption of high-speed internet 

and mobile smartphones. This era enabled innovations such as blockchain, 

digital banking, open banking, and personalised financial services. Fintech 4.0 

(2018-present) is characterised by advancements in open banking, the rise of 

neobanks, and the integration of Artificial Intelligence (AI). This phase is 



 2 

transforming the financial ecosystem through enhanced customer experiences 

and operational efficiencies (Arner et al., 2022). The COVID-19 pandemic 

accelerated the digitalization of operations and the integration of advanced data 

systems (Maiti et al., 2022). This enabled the application of new data-driven 

technologies such as Big Data Analytics (BDA), natural language processing 

(NLP) and AI (Oladele, 2024). The four phases illustrate Fintech’s pivotal role in 

reshaping the global financial landscape while driving inclusion and accessibility.  

In recent years, there have been mounting calls for the regulation of AI to ensure 

fairness and trustworthiness, address environmental concerns related to high 

energy consumption, and safeguard human rights (UNESCO, 2023; World 

Economic Forum, 2016). Africa's socio-economic landscape is complex, 

characterised by diversity and pronounced inequalities. This distinct context calls 

for the creation of AI policies and solutions that are customized, inclusive and 

multifaceted to effectively address the continent's unique needs and challenges 

(Brokensha et al., 2023).  

In August 2024, the South African Department of Communications and Digital 

Technologies (DCDT) proposed a National AI Policy Framework document, 

which has been presented to private institutions and the general public for 

consultation and discussion on implementing a comprehensive AI legislative 

framework (DCDT, 2024). Currently, South Africa primarily relies on data 

protection laws, such as the Protection of Personal Information Act (POPIA), to 

regulate the use and protection of personal data.  

1.3. Research problem 

The rapid adoption of autonomous technologies, such as AI, in South Africa's 

banking sector has introduced numerous positive applications such as credit 

scoring, fraud detection, and personalized financial advice (Kollimarla, 2024). 

This rapid transformation highlights AI's critical role in enhancing customer 

experiences and operational efficiencies, thereby necessitating a strong focus on 

ethical implementation. However, it has also raised significant concerns around 

fairness and transparency, particularly concerning customer data privacy and 
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potential biases in AI algorithms. Algorithmic bias, for instance, can lead to 

discriminatory outcomes in crucial financial decisions, such as loan approvals or 

insurance premiums, directly exacerbating South Africa's existing high inequality 

(Bankins & Formosa, 2023). Furthermore, the lack of transparency in AI decision-

making; often referred to as the "black box" problem, erodes trust, hinders 

accountability, and prevents customers and regulators from fully understanding 

or challenging AI-driven outcomes. The extensive collection and use of customer 

data for AI training also present intricate data privacy concerns, including risks of 

misuse, breaches, or a lack of informed consent. 

It was revealed during the 2024 Financial Sector Conduct Authority (FSCA) 

conference in Johannesburg that the top four South African Banks are 

harnessing AI to improve their operational efficiency (FSCA, 2024b; ITWeb, 

2024). Regulators and public policy makers are often outpaced by businesses 

and individuals in responding to the adoption of innovative technology. 

Businesses are caught in a difficult position as they must keep up with individual 

technology adoption while simultaneously monitoring the slower-paced 

regulatory landscape (Elliott et al., 2021; Kane, 2019). This regulatory lag creates 

uncertainty for financial institutions and poses potential risks for consumers due 

to the absence of clear AI-specific regulatory frameworks in South Africa. 

This study offers a unique perspective on fair and transparent AI-driven product 

development through the lens of South Africa’s socio-economic challenges, by 

examining how financial service organizations perceive and address ethical 

issues, and what strategies they can adopt to tackle the perceived ethical 

challenges related to fairness and transparency in AI. While considerable 

research exists globally on AI adoption and ethics, there is a scarcity of studies 

focusing on the specific ethical challenges encountered by financial institutions 

within the unique socio-economic and regulatory landscape of South Africa. 

Therefore, this research aims to provide localized insights crucial for informing 

effective policymaking and industry best practices. South Africa ranked 77th out 

of 193 globally in the 2023 Government AI Readiness Index and was the only 

country in Sub-Saharan Africa to score above the global average in the 

Technology pillar (Oxford Insights, 2024). 
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South Africa has the highest level of inequality globally, with a Gini coefficient of 

0.67 (Sulla et al., 2022). Financial inclusion addresses this challenge by providing 

marginalized populations with access to formal financial services, reducing 

reliance on exploitative informal credit, enabling better financial risk 

management, and fostering participation in long-term economic activities. These 

mechanisms improve income stability, resource allocation, and economic 

mobility, ultimately reducing poverty and promoting inclusive growth (Omar & 

Inaba, 2020). However, a lack of fairness and transparency in AI integration 

within financial services could risk exacerbating existing inequalities in South 

Africa. These pressing concerns regarding fairness, transparency, data privacy, 

and regulatory oversight in the rapidly evolving AI landscape within South African 

financial services form the core of this research.  

1.4. Research questions 

To explore the research problem comprehensively, the following research 

questions were investigated: 

(RQ1) How do financial service organizations in South Africa perceive and 

address fairness in their AI implementations? 

(RQ2) How are financial service organizations in South Africa maintaining 

transparency in AI decision-making while mitigating the ethical dilemmas 

that may arise from these efforts? 

(RQ3) What strategy can financial service organizations adopt to address the 

perceived ethical challenges related to fairness and transparency in AI? 
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1.5. Research objectives 

Guided by the research problem, this study focused on achieving these key 

research objectives: 

(RO1) Investigate the factors leading to problems in the digital ethics of 

products and services in relation to fairness and transparency. 

(RO2) Present the research findings on digital ethics. 

(RO3) Interpret and analyse the findings on the effects of digital product 

innovation. 

(RO4) Recommend a digital ethics framework for implementation in the South 

African financial industry. 

1.6. Rationale 

The rationale for this research stems from a combination of empirical 

observations and theoretical gaps within the existing literature on the ethical 

challenges of AI in the financial service sector, particularly in the South African 

context. While it is acknowledged that considerable research exists on AI 

adoption and its impact globally (predominantly in the global north), there remains 

a scarcity of studies focusing on the specific ethical challenges encountered by 

financial institutions in South Africa. The significance of this study lies in its aim 

to contribute nuanced insights into the ethical dimensions of AI adoption within 

South Africa’s banking sector, a domain where practical guidance and 

understanding are increasingly vital.  

By exploring the unique socio-economic and regulatory landscape of South 

Africa, this research attempts to shift the understanding of AI ethics beyond a 

global perspective, offering localized insights that can inform policymaking, 

managerial decision-making, and industry best practices within the South African 
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financial service sector. Furthermore, this study seeks to engage in a dialogue 

with existing literature by offering comparative analyses between the application 

of AI in South Africa and other nations, thus enriching the international discourse 

on AI ethics in finance. Through this approach, the research aims to add value to 

the practice-oriented utility of AI governance frameworks, strategic decision-

making processes, and ethical considerations in the management of digital 

business within the South African financial service sector. The anticipated 

beneficiaries of this study include regulatory authorities, banks, policymakers, 

and academic scholars, who stand to gain from the distinct understanding of AI 

ethics in the South African financial context, thereby facilitating more informed 

decision-making and fostering responsible AI innovation in the financial sector. 

1.7. Delimitations of the study 

1. The research study is limited to the South African financial service industry. 

Furthermore, the research context and participants are limited to the South 

African constituency. 

2. The research study excludes Insurance, Commercial Business, and 

Investment banking. 

3. The study does not represent all banks operating in South Africa. This limits 

the generalizability of the findings to the entire South African banking sector. 

4. The research study does not include digital-first banks; also referred to as 

neobanks. 

5. The research study, research instrument and all other relevant material is 

limited to the English dialect. 
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1.8. Definition of terms 

Table 1-1: Definition of terms 

Term Definition 

Digital ethics The principles and moral values relating to the application of 

digital technology, which takes account of the intended and 

unintended uses and consequences of that technology, now and 

in the future . Digital ethics comprises the intersection between 

technology ethics and business ethics (Armstrong & Lee, 

2023b). 

Technology ethics The field of study that examines the moral implications of 

developing and applying technological innovations. It considers 

both the deliberate applications and unforeseen impacts of 

technology, evaluating their ethical dimensions in both present 

and future contexts (Nyholm, 2022).  

Business ethics The study of principles and standards that guide responsible 

conduct within commercial environments. It examines how 

business practices align with the moral expectations and social 

norms of the communities in which they operate (Armstrong & 

Lee, 2023b). 

Artificial 

Intelligence 

The ability of computers systems to automate the intellect and 

problem-solving skills of human beings, through analysing and 

learning from data. This gives machines a perceived ability to 

reason, recognise and learn at scale. Advances in AI have led 

to the inception of fields such as Machine Learning, Deep 

Learning, Generative Artificial Intelligence (GenAl) and Large 

Language Model (LLM). Valuable applications of AI include 

personal assistance, disease detection, personalised 
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recommendations, and autonomous vehicles (Kavlakoglu & 

Stryker, 2024; Williams & Lee, 2024). 

Data Grounding A technique where AI model outputs are linked back to the 

specific data points that influenced the decision (Google Cloud, 

2025). 

Explainable AI The processes and methods which allow human users to 

comprehend the reasoning behind the output of AI and Machine 

Learning algorithms (R. Sharma et al., 2021). 

Feature Importance 

Analysis 

A machine learning technique that interprets an AI model's 

behaviour by assessing the significance of each input variable. 

It highlights the features that have the greatest impact on the 

model's predictions, helping the model developers to prioritize 

the most relevant aspects of the data (Riyadh & Peleato, 2025). 

Hallucination 

Problem 

The phenomenon where a generative AI model generates 

incorrect or misleading information but presents it as if it were 

correct (Gatrell et al., 2024). 

1.9. Overview of chapters 

Chapter 1 of this report outlines the purpose of the study, provides its context, 

details the research questions, sets forth the research objectives and rationale, 

defines the study's delimitations and terms used, and concludes with a summary 

of these foundational elements. 

Chapter 2 presents a comprehensive literature review focusing on digital ethics 

in the financial sector, specifically concerning AI and its implications for fairness 

and transparency. It explores the acceleration of digital transformation in banking 

through AI, an overview of AI regulation in the European Union and South Africa, 

and critical reviews of fairness and transparency in AI product innovation. This 
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chapter also delves into the theoretical foundations of digital ethics, introduces a 

conceptual framework, and concludes with the propositions of the study. 

Chapter 3 details the processes followed to conduct the research. It outlines the 

research paradigm, approach, and design, as well as the data collection 

methods, population and sampling, and the research instrument. The chapter 

further discusses the data analysis strategies and interpretation, transferability, 

dependability, credibility, and confirmability measures, and ethical 

considerations. 

Chapter 4 presents the study's findings through thematic analysis. It includes the 

demographic data of participants and details the thematic analysis process, from 

familiarity with data to the formulation of themes. This chapter also presents 

findings pertaining to each of the propositions, including perceived fairness 

challenges, measures implemented for AI transparency, and strategies for 

addressing these challenges through a framework.  

Chapter 5 analyses the research findings presented in Chapter 4. It provides a 

discussion pertaining to each of the study's propositions, covering perceived 

fairness challenges, measures implemented for AI transparency, ethical 

dilemmas, and strategies for addressing fairness and transparency challenges 

through a framework. The chapter concludes with a summary of the discussion.  

Chapter 6 outlines the conclusions drawn regarding the research questions and 

objectives. It provides recommendations for banking institutions, regulators, and 

policymakers based on the study's insights into AI ethics in the South African 

financial context. Additionally, this chapter discusses the possible limitations and 

challenges encountered during the study and offers suggestions for further 

research. 

1.10. Summary 

Chapter 1 introduces the research study on the ethical challenges of artificial 

intelligence product innovation in South African financial service organizations. 

The chapter outlines the background of digital transformation in the financial 
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sector, highlighting the rapid adoption of AI technologies and the associated 

ethical concerns, particularly regarding fairness and transparency. 

The research problem and rationale focus on the ethical challenges faced by 

South African financial service organizations in ensuring fairness and 

transparency in AI-driven product innovation. Three research questions have 

been posed, which explore how these organizations perceive and address 

fairness, implement transparency measures and navigate ethical dilemmas 

arising from AI use in South Africa.  

Guided by this, the study aims to investigate factors contributing to digital ethics 

issues, present findings on fairness and transparency, analyse the impacts of 

digital innovation, and recommend a practical digital ethics framework for the 

South African financial sector. 
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CHAPTER 2. LITERATURE REVIEW AND 

THEORETICAL FRAMEWORK 

2.1. Introduction 

This chapter conducts a narrative literature review to assess the current state of 

knowledge on digital ethics in the financial sector, with a specific focus on artificial 

intelligence and its implications on fairness and transparency. This methodical 

approach consists of a thorough analysis of previously published studies, 

providing a solid foundation for understanding how fairness and transparency 

concerns in AI applications intersect with digital ethics in financial services 

(Snyder, 2019). Both academic and industry sources have been used, given the 

focus on organizational practices. The chapter concludes with a critical appraisal 

of the literature using a conceptual framework, followed by the propositions. 

2.2. Acceleration of digital transformation in banking through 

AI adoption 

Manser et al. (2021a) and Manser et al. (2021b) characterises the ongoing digital 

transformation in banking as a process of 'digital servitisation'. This involves 

utilising digital technologies to enhance existing services, create new service-

centric offerings, and fundamentally shift business models away from a product-

centric approach. A key driver of this digital servitisation is the rise of AI, which is 

being incorporated into a wide range of banking services across the value chain. 

These range from basic chatbots to sophisticated tools for personalised 

investment advice and fraud detection (Kollimarla, 2024; Williams & Lee, 2024). 

This integration of AI is driven by the increasing availability of customer data 

through digital channels, allowing banks to better understand customer needs 

and tailor their offerings accordingly.  

Jafri et al. (2024) and Manser et al. (2021a) identifies mobile banking as a 

particularly transformative force within the financial services industry. The shift 
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from traditional brick-and-mortar transactions towards technology-mediated 

services is reshaping customer expectations and requiring financial institutions 

to adapt their service delivery models (Oladele, 2024). This transition is further 

accelerated by the increasing adoption of AI-enabled mobile banking platforms, 

offering customers more personalised and convenient banking experiences. 

Fintech are challenging traditional banking practices by offering more cost-

effective and customer-centric solutions (Nguyen et al., 2023). Manser et al. 

(2021b) points out that the relationship between Fintech and traditional banks 

can be both competitive and collaborative. While some Fintech companies 

compete directly with banks by offering alternative financial services, others 

collaborate with banks to provide specific technological solutions or enhance 

existing infrastructure. This dynamic relationship compels traditional banks to 

adapt and innovate to remain competitive in the evolving financial landscape 

(Rodrigues et al., 2022). Traditional banks face challenges in navigating the 

complexities of digital transformation. Adapting legacy systems, managing 

regulatory hurdles, and ensuring data security while maintaining customer trust 

are highlighted as key concerns (Nguyen et al., 2023; Rahman et al., 2021).  

Figure 2-1 illustrates the unified model for digital maturity by Armstrong and Lee 

(2023a), which highlights the dimensions and factors used to determine the 

digital transformation advancements of an organization, both structurally and 

objectively. This would enable an organization to develop a maturity roadmap 

that aligns with their digital initiatives and value propositions. Digital product 

innovation and core process digitization; comprising the adoption of novel 

technology such as AI, are dimensions of an organization’s digital transformation 

and directly affect the organization’s success and survival. 
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Figure 2-1: The unified model for Digital Maturity (Armstrong & Lee, 2023b) 

Digital transformation is also disrupting the financial regulation through 

Regulation Technology (RegTech), which focuses on regulatory monitoring, 

reporting, and compliance (Hentzen et al., 2021). RegTech can streamline 

compliance processes by making them more cost-effective, dependable, and 

transparent (Doumpos et al., 2023). The role of AI in facilitating regulatory 

compliance and risk management is crucial for the success of both regulatory 

bodies and banks (Rambaud & Gázquez, 2022). 

2.3. An overview of AI regulation in the European Union and 

South Africa 

The South African financial service industry is undergoing a transformative digital 

shift driven by advancements in AI (Absa Group Limited, 2024; Nedbank Group, 

2024). As AI becomes more integrated into financial services, ethical 

considerations become crucial. One concern is the potential for bias in AI models, 
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which can lead to discriminatory outcomes (Standard Bank Group, 2024). Careful 

consideration must be given to AI decision-making in areas like credit scoring to 

ensure it does not perpetuate existing biases (Capitec, 2024). Table 2-1 tables 

South African regulatory policies which have direct implications relating to digital 

financial services, the protection of customer data, and the use of AI.    

Table 2-1: Key regulatory policies impacting AI in South African financial services 

Regulatory Policy Relevance 

Financial Sector Regulation Act 

(FSRA), 2017 

The FSRA does not specifically address AI, 

however its key principles of ensuring financial 

system stability and consumer protection have 

direct implications for how digital financial 

services and AI technologies are implemented. 

National AI Policy Framework 

(Draft), 2024 

This draft framework provides guidelines for 

developing AI technology in a way that aligns 

with ethical principles relating to data privacy, 

customer protection and mitigation of risks 

associated with AI. It makes mention of 

information sensitive sectors like finance. 

Institutions adopting AI for financial services 

will need to adhere to these regulations, once 

the white paper has been published. 

Conduct of Financial Institutions 

(COFI) Bill (Draft), 2024 

A proposed legislation that aims to consolidate 

and modernize conduct regulation in the 

financial services industry. The bill seeks to 

enhance consumer protection and institutional 

integrity. AI tools used in financial services 

must ensure fairness, transparency, and non-

discrimination, in line with the COFI bill’s 

consumer-centric requirements. The Bill 
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emphasizes the need for financial institutions 

to act in the best interest of their customers. 

Financial Advisory and 

Intermediary Services Act (FAIS), 

2002 

As AI is increasingly used in robo-advisory 

services, the FAIS Act’s provisions regarding 

conduct and suitability of advice will apply to 

AI-based advice systems. Financial firms must 

ensure that AI models provide suitable, 

transparent, and unbiased advice to 

consumers. 

Protection of Personal 

Information Act (POPIA), 2013 

AI systems in financial services must comply 

with POPIA in terms of data processing and 

protection. Any AI-driven decision making that 

involves personal data must ensure privacy of 

consumer data, including consent, access, and 

the right to be forgotten. 

National Payment System Act 

(NPSA), 1998 

AI technologies used in payments, such as 

fraud detection or automated settlement 

processes, must comply with the NPSA’s 

standards. Innovations like digital wallets or 

cryptocurrency-based services would need to 

align with these regulations. 

South African Reserve Bank 

(SARB) mandates, 1921 

SARB oversees the regulation of banks and 

financial institutions in South Africa under the 

Bank Act (1990). AI tools used in risk 

management, fraud detection, or credit scoring 

by banks need to comply with these prudential 

regulations to ensure they do not introduce 

excessive risk to the financial system. 
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Financial Intelligence Centre Act 

(FICA), 2001 

AI systems used for transaction monitoring and 

fraud detection must be capable of identifying 

suspicious patterns and complying with anti-

money laundering and combating the financing 

of terrorism regulations under FICA. 

Financial Action Task Force 

(FATF), 1980 

South Africa, as a member of FATF, is bound 

by its guidelines on anti-money laundering and 

combating the financing of terrorism, which can 

affect AI-based financial services. 

 

As AI becomes more prevalent, regulatory frameworks are being developed to 

govern its use (Absa Group Limited, 2024; Capitec, 2024; FirstRand, 2023; 

Investec, 2024; Nedbank Group, 2024; Standard Bank Group, 2024). These 

frameworks aim to mitigate transparency, accountability, and fairness risks 

associated with AI, promote responsible development and use, and establish 

clear guidelines for financial institutions (Capitec, 2024; Nedbank Group, 2024). 

The Nedbank Group (2024) integrated report highlights Nedbank's proactive 

approach to embedding AI across its value chain while emphasising a "people-

centred approach". This indicates an intention to consider the potential impact of 

AI on employees and customers and to prioritise ethical considerations in its 

implementation. Some of the consumer protection risks identified by the South 

African Financial Regulator include a lack of explainability and reproduction of 

decisions made by AI models, data privacy, bias, and discrimination (FSCA, 

2024a).  

On 1 August 2024, the European Artificial Intelligence Act (EU AI Act) was 

enforced by the European Commission (European Commission, 2024). Under 

the EU AI Act, organizations must comply with a risk-based regulatory framework 

designed to address the potential risks posed by AI systems. High-risk AI 

systems, such as those used to assess creditworthiness, must adhere to strict 

requirements such as the implementation of a quality management system, 
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maintenance of technical documentation, logs, human oversight, and monitoring 

systems for their AI models (Veale & Borgesius, 2021). The act leverages 

existing European data and customer protection laws, ensuring consistent 

application alongside financial sector-specific regulations. Concerns remain 

about the lucidity of the regulation, enforcement processes, and the potential for 

loopholes (Laux et al., 2024). 

The South African National AI Policy Framework draft was published on 14 

August 2024, with the intention of setting the foundation of AI regulation in South 

Africa. The framework employs a Futures Triangle strategy, which assesses the 

possible prospects of a problem statement based on push, pull and weight forces 

(Inayatullah, 2013). The Push of the Present forces are analysed based on 

quantitative factors by creating policy objectives based on present-day pressures 

such as technological advancements, economic needs, and social demands. The 

Pull of the Future forces are measured based on factors such as economic 

transformation, social equity, and global leadership. The Weight of the Past 

forces are the historical/hindsight factors, which include the digital divide and 

historical inequalities (DCDT, 2024). Figure 2-2 illustrates this concept using a 

possible futures model from the South African national AI policy framework. The 

arrows represent forces that would impact the organization’s strategic roadmap. 

 

 

Figure 2-2: The Futures Triangle of the development of a national AI policy (DCDT, 2024; 
Inayatullah, 2013) 
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The core strategic pillars focus on talent development, digital infrastructure, 

research and innovation, public sector implementation, ethical AI guidelines 

(including fairness, transparency, and privacy), and safety and security. The 

intention is to responsibly leverage AI for economic growth, societal well-being, 

and establishing South Africa as a global AI leader while mitigating potential risks 

and addressing existing inequalities (Pinsent Masons, 2024). Strategic pillars 

6.5, 6.8 and 6.9 of the policy mandate bias mitigation, transparency, and 

explainability guidelines on ethical AI development. Pillars 6.3 and 6.12 advocate 

for public-private partnerships and stakeholder engagement. Pillar 6.1 speaks to 

capacity building through talent development in the field of AI and Machine 

Learning (DCDT, 2024). 

2.4. Advancing financial inclusion through AI-driven 

innovations 

Financial inclusion means ensuring that individuals and businesses, regardless 

of their socio-economic status or location, can access and use essential financial 

services such as savings, credit, insurance, and payments (Mhlanga, 2020b). It 

plays a key role in empowering people, promoting entrepreneurship, and 

strengthening the community’s economic resilience (Pandey et al., 2022). 

The deployment of AI-driven financial products and services contributes to the 

democratization of advanced financial services in several important ways 

(Kollimarla, 2024; Laboure & Deffrennes, 2022). This is particularly relevant in 

contexts like South Africa, where financial inclusion remains a challenge for 

many. Advanced financial services include expense management, wealth 

management, credit scoring, access to credit, retail stock trading, personalized 

investment advice through real-time support and advice, and AI-driven financial 

education (Kollimarla, 2024).  

Several South African Fintech firms have leveraged AI to enable alternative 

methods of measuring customer credit scores and performing Know Your 

Customer (KYC) procedures. Such innovations allow marginalized individuals in 
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lower Living Standards Measure (LSM) segments to gain access to banking 

services (Kshetri, 2021). AI's ability to identify and classify patterns in 

unstructured data enables Fintech organizations to extract valuable insights for 

risk assessment. This capability creates alternative data points that make 

financial services more accessible to customers in lower LSM (Kollimarla, 2024; 

Pattnaik et al., 2024). It is important to safeguard against unfairness in the 

decision-making processes, especially when considering the high level of wealth 

disparity in South Africa. The use of diverse, unbiased and complete datasets 

and data processing methods abates unfair and discriminatory outcomes, which 

have a detrimental effect on customers (Daníelsson et al., 2022). 

Research demonstrates a direct correlation between inadequate educational 

systems and financial exclusion (Abor et al., 2018). Multiple studies have 

established that enhanced financial inclusion leads to improvements across key 

socio-economic indicators, including higher living standards, increased 

household income, reduced poverty rates, and better educational outcomes 

(Koomson et al., 2020; Mhlanga, 2020a; Omar & Inaba, 2020; Pandey et al., 

2022). 

2.5. A critical review of fairness in AI product innovation 

A significant challenge in ensuring fairness when implementing AI, especially in 

systems used for decision-making, is that these systems can perpetuate and 

amplify societal biases that can lead to unjust outcomes if left unchecked 

(Sharma, 2024). One approach to mitigating bias in AI systems is to remove it 

from the data used to train the model through resampling, pre-processing, and 

post-processing of data (Ferrara, 2024). Establishing fairness metrics is a 

mitigation approach used to refine an AI  model's objectives (Tóth & Blut, 2024). 

The use of AI in financial services, while potentially beneficial, carries ethical, 

fairness, and privacy risks for consumers. For instance, AI technologies are being 

used in ways that enable the extensive collection, observation, and monetization 

of consumer data, a practice referred to as surveillance capitalism (Wirtz et al., 
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2023). This practice raises serious ethical concerns, potentially infringing upon 

human rights.  

The power of AI, especially in predictive analytics, automated decision-making, 

and ML, presents further ethical dilemmas. For example, AI systems can make 

inferences about individuals based on data analysis that can be used to 

manipulate, assess, predict, and influence those individuals, often without their 

knowledge or consent and typically without any accountability or oversight (Wirtz 

et al., 2023). 

Giudici et al. (2024) posits extending the Gini coefficient; which was developed 

to measure the concentration of income, to measure the variables that may be 

affected by bias. This involves looking at either the estimated parameters or 

Shapley value ratios. Shapley values are a mathematical way derived from game 

theory to distribute credit fairly among contributors by measuring each one’s 

unique contribution to a group's overall outcome (Hart, 1989). 

Fairness issues can emerge at any stage of model development. Data bias 

occurs when the training data used is incomplete, incorrect, or homogeneous. 

Algorithmic bias arises when AI models employ subjective criteria to generate an 

output, often manifesting as hallucinations in Generative AI systems. User bias 

happens when users introduce biases into the input data that is then used to 

update the model, either consciously or unconsciously (Bankins & Formosa, 

2023; Ferrara, 2024). This biased data can then perpetuate and amplify those 

biases in the model's outputs. Mitigation strategies for these biases include 

resampling and pre-processing the data used to train the models (Femila 

Roseline et al., 2022; Tóth & Blut, 2024). 

There are fair use concerns surrounding AI models trained on copyrighted data, 

particularly concerning generative AI models. These models learn from massive 

datasets often scraped from public sources, which can include copyrighted 

material without proper permissions (Lucchi, 2024). This raises questions about 

the legality and ethics of using such data for training, potentially infringing on 

intellectual property rights (OECD, 2023). Financial institutions might be indirectly 

implicated due to their use of third-party AI models. 
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2.6. A critical review of transparency in AI product innovation 

Transparency is a significant ethical concern when discussing AI, as the 

complexity of these systems can make it difficult to understand how they arrive 

at their decisions. This lack of transparency is often referred to as the "black box" 

element of AI. According to Elliott et al. (2021), over 160 ethical principles are 

available to guide the responsible use of AI. However, the abundance of 

principles without clear implementation guidelines creates a confusing landscape 

for organizations seeking to use AI responsibly. Critics argue that these principles 

are insufficient without clearly defined methods for implementing and governing 

AI (Elliott et al., 2021). 

The lack of compulsory regulations for AI, including governance, ethics, and legal 

compliance, further exacerbates the ethical challenges related to transparency in 

AI (Elliott et al., 2021). This regulatory vacuum allows for unethical practices such 

as ethics shopping, ethics blue-washing, ethics lobbying, ethics dumping, and 

ethics shirking, all of which undermine trust in AI (Elliott et al., 2021).  

The rapid adoption of AI across various sectors, including financial services, is 

happening alongside a lack of comprehensive knowledge about its long-term 

impacts, which raises further ethical concerns (S. Sharma, 2024). There is a 

concern that the focus on the potential benefits of AI is overshadowing the 

potential negative impacts on society (Elliott et al., 2021). The increasing 

delegation of societal control to AI systems that are not subject to adequate 

ethical frameworks and governance mechanisms is a significant cause for 

concern (S. Sharma, 2024). For AI to be adopted responsibly, a multi-stakeholder 

approach involving governments, businesses, civil society organizations, 

individual users, and AI innovators is necessary (S. Sharma, 2024). Clear 

guidelines outlining the roles and responsibilities of each stakeholder are 

essential, along with mechanisms to address potential conflicts of interest that 

may arise (S. Sharma, 2024). Further research is needed to understand the 

causal relationships between stakeholder interests and the societal impacts of AI 

adoption (S. Sharma, 2024). 



 22 

Herden et al. (2021) emphasizes the need for data transparency, requiring 

companies to be open about their data collection, storage, and usage practices. 

This includes providing clear and accessible privacy policies that users can easily 

understand. Giudici et al. (2024) proposes using Shapley values to measure the 

explainability of less transparent, opaque AI models, such as random forests and 

neural networks. The caveat is that the approach can be computationally 

intensive.  

Explainable AI is crucial in regulated sectors like finance, where it is essential to 

clarify and justify the decision-making process to stakeholders (Pattnaik et al., 

2024). The approach provides insights into how AI models arrive at their 

conclusions (Owolabi et al., 2024). Interpretability techniques like LIME and 

SHAP break down how machine learning models arrive at their decisions, making 

their predictions more interpretable and transparent. Slack et al. (2020) argues 

that both techniques are not reliable and propose a novel approach. 

2.7. Digital ethics theoretical foundation 

2.7.1.  Defining digital ethics 

Digital transformation and digitization are essential processes that organizations 

must undertake to remain competitive and viable in the modern business 

landscape. These transformative initiatives have far-reaching impacts both 

internally and externally to the organization, necessitating a responsible and 

ethical approach to their implementation (Armstrong & Lee, 2023b). 

The pervasive nature of digital technologies and their profound effects on 

business operations, customer interactions, and societal dynamics underscore 

the imperative for organizations to conduct their digital evolution with careful 

consideration of its broader implications. This responsibility extends beyond mere 

compliance, encompassing a proactive stance on addressing potential ethical 

challenges and societal impacts (Elliott et al., 2021). Figure 2-3 depicts the logical 
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relations of ethics, and how digital ethics emerges where business ethics and 

technology ethics converge. 

 

Figure 2-3: A digital ethics Venn diagram adapted from Armstrong and Lee (2023b) 

Ashok et al. (2022) views digital ethics as a combination of technological values 

such as utilitarianism, with societal moral values such as Kantianism. These 

values interact in a three-way relationship, influencing and shaping each other. 

Armstrong and Lee (2023b) posits that digital ethics is a crucial component of an 

organization's digital maturity, which measures the extent of an organization's 

digital transformation. Digital ethics occupies the intersection between business 

ethics and technology ethics, incorporating elements of both disciplines while 

focusing specifically on the ethical implications of digital technologies and 

practices.  

2.7.2.  Digital ethics fairness and transparency theories and 

frameworks 

Radclyffe and Nodell (2020) advocates for ethics by design and posits that digital 

ethics differs fundamentally from regulatory compliance data protection and 

cybersecurity, arguing that these areas primarily address what organizations are 

allowed to do with technology and data but neglect the crucial question of what 

they should do. They also propose a maturity assessment matrix to help 

organizations evaluate their digital ethics practices across various dimensions; 
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including cultural reflection, design integration, dialogue sophistication, internal 

access, method awareness, stakeholder participation, and substantive 

transparency. Organizations can benchmark themselves against a reference 

standard. 

Herden et al. (2021) defines Corporate Digital Responsibility (CDR) strategy as 

a natural extension of Corporate Social Responsibility (CSR) in the digital age, 

taking into consideration the ethical opportunities and challenges of digitalization. 

CDR is a voluntary commitment by organizations to represent community 

interests and is by no means enforced by regulators. The CDR strategy consists 

of a practical five-step guide for companies to develop and implement a CDR 

strategy, namely: perform a self-assessment, develop a vision, identify the gaps, 

close the gaps, and ensure the gaps stay closed. This leads to the following 

proposition: 

Industry-wide adoption of the CDR framework throughout the product 

development lifecycle, to maintain fairness and transparency.  

 

Vakkuri et al. (2021) argues that existing frameworks often lack actionability and 

are difficult for developers to put into practice. They propose a structured method 

for implementing ethical considerations during AI systems development in the 

field of software engineering. The method termed ECCOLA is presented as a 

practical, actionable tool to bridge the gap between theoretical AI ethics research 

and its real-world application. The following proposition can be phrased: 

Applying safeguards against risk of bias and discrimination as an ongoing 

process through the adoption of clear standards defined in an AI 

framework such as CDR and ECCOLA. 

 

Figure 2-4 describes the process of applying the ECCOLA framework during the 

design and development phase, through iterative cycles, referred to as sprints. 
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Figure 2-4: An excerpt of the ECCOLA methodology by Vakkuri et al. (2021) 

Armstrong and Lee (2023b) puts forward a Digital Ethics Capability Maturity 

Model to assess and enhance an organization's maturity in digital ethics by 

addressing 8 factors. IEEE P7001 is a proposed standard aimed at establishing 

measurable levels of transparency for autonomous systems, enabling objective 

assessments and compliance determinations. It recognises that different 

stakeholders, such as users, the public, safety certifiers, accident investigators, 

and legal experts, require several types and levels of transparency for several 

reasons, and it outlines specific requirements for each group (Winfield et al., 

2021). 

In the context of digital business ethics, the Integrated Social Contract Theory 

(ISCT) provides a framework for navigating ethical dilemmas, particularly for 

businesses operating in diverse cultural contexts. ISCT explains that ethical 

behaviour is guided by Hypernorms and Micronorms (Armstrong & Lee, 2023b). 

The following proposition can be stated: 
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Implementation of Explainable AI systems that can substantiate their 

reasoning and enforce accountability of the decision-making process. 

Industry-wide enforcement of a standard, such as the IEEE P7001, would 

lead to improved customer experience and trust 

2.8. Conceptual framework 

A conceptual framework demonstrates the researcher’s synthesis of a 

phenomenon through narrative or graphically, based on the researcher’s 

observations, experiences, and literature review (Jabareen, 2009). It paves the 

way for the research by abstracting the key variables and constructs of the 

research question (McGaghie et al., 2001). Figure 2-4 illustrates the conceptual 

framework of this study, highlighting relationships between factors that impact 

the adoption of AI and implementation of ethical practices at South African banks.  

 

Figure 2-5: A conceptual framework diagram based on the literature reviewed 
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Independent variables are the core drivers being studied, namely transparency 

in AI, data privacy, fairness and bias mitigation, and digital ethics maturity. The 

moderating variables are factors that modify the strength and direction of the 

relationship between independent and dependent variables. These consist of the 

regulatory environment, industry standards, organizational policies, and multi-

stakeholder collaboration. The confounding variables are factors that might alter 

or obscure the relationship between variables, such as digital transformation, 

government regulations, socio-economic disparities, and the digital divide. 

Control variables are constants, such as the financial product and service type. 

Mediating variables are the theories and frameworks that mediate the 

relationship between independent and dependent variables. The CDR strategy 

mediates how organizational ethics practices translate into outcomes like trust. 

Ethics By Design explains how embedding ethics into AI systems improves 

accountability. Fairness Matrix and ECCOLA operationalize fairness intending to 

bridge AI principles, such as bias mitigation, to outcomes like accountability and 

regulatory compliance. The Integrated Social Contract Theory links ethical norms 

to measurable outcomes like financial inclusion. Dependent variables are the 

outcomes of the independent variables, which are customer trust, customer 

experience, explainable AI, financial inclusion, regulatory compliance, and 

accountability. The literature review suggests that addressing the independent 

variables is critical to AI-led product innovation challenges. 

2.9. Conclusion  

The South African financial service sector is undergoing rapid digital 

transformation, with AI playing a crucial role in this process. This transformation 

brings both opportunities and ethical challenges, particularly in terms of fairness 

and transparency. While there are numerous ethical frameworks and principles 

for AI, there is a significant gap between these theoretical guidelines and their 

practical implementation in organizational settings. This highlights the need for 

research into how South African banks perceive and address these issues. 
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The literature emphasizes the potential for AI systems to perpetuate and amplify 

societal biases, leading to unfair outcomes. However, there is limited information 

on how financial organizations, particularly in South Africa, are addressing these 

fairness concerns in practice. Transparency in AI decision-making is identified as 

a major ethical concern, with the black box nature of AI systems posing 

challenges for accountability and trust. The literature review recognises a lack of 

clear implementation guidelines for transparency, therefore indicating a need for 

research into current organizational practices. Ethical dilemmas arise from the 

extensive collection and use of customer data in AI systems at South African 

banks, raising questions about privacy and data security. This highlights the 

importance of investigating how South African banks can balance transparency 

with data protection. There is a lack of comprehensive knowledge about the long-

term impacts of AI adoption, suggesting a need for research into the perceived 

ethical challenges faced by organizations implementing AI innovations. 

2.10. Propositions 

2.10.1.  Proposition 1 

Applying safeguards against risk of bias and discrimination as an ongoing 

process through the adoption of clear standards defined in an AI 

framework such as CDR and ECCOLA. 

2.10.2.  Proposition 2 

Implementation of Explainable AI systems that can substantiate their 

reasoning and enforce accountability of the decision-making process. 

Industry-wide enforcement of a standard, such as the IEEE P7001, would 

lead to improved customer experience and trust. 
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2.10.3.  Proposition 3 

Industry-wide adoption of the CDR framework throughout the product 

development lifecycle, to maintain fairness and transparency.  

2.11. Summary 

Chapter 2 postulates a comprehensive literature review and theoretical 

framework for understanding the ethical challenges of AI product innovation in 

financial services. The chapter starts by exploring the digital transformation in 

financial services, emphasising the shift towards digital servitisation and the 

increasing role of AI in banking processes. 

The review then delves into the critical aspects of fairness and transparency in 

AI product innovation, highlighting the potential for AI systems to perpetuate and 

amplify societal biases, resulting in unfair outcomes. The challenges of 

maintaining transparency in AI decision-making, particularly the "black box" 

nature of some AI systems, are also discussed. Several theoretical foundations 

and frameworks for digital ethics are presented, including CDR, Ethics by Design, 

ISCT and ECCOLA. These frameworks provide potential approaches for 

organizations to address ethical challenges in AI implementation. 

A conceptual framework is presented, articulating the key concepts and 

relationships identified in the literature. This framework illustrates how factors 

such as transparency, data privacy, fairness, and bias mitigation contribute to 

outcomes like customer trust, customer experience, and explainable AI. The 

literature review reveals several gaps in current knowledge, particularly regarding 

the practical implementation of ethical AI principles in organizational settings, 

especially within the South African context. These gaps highlight the need for 

further research into how financial service organizations perceive and address 

ethical challenges in AI product innovation. 
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CHAPTER 3. RESEARCH METHODOLOGY 

3.1. Introduction 

This section outlines the research methodology used to explore the ethical 

landscape of AI product innovations at financial service organizations in South 

Africa. The research philosophy, theory development method, research strategy, 

methodology, research timeline and data analysis techniques are covered. 

Research limitations, quality assurance measures and ethical considerations are 

highlighted. 

3.2. Research paradigm 

This research is rooted in the interpretivism paradigm, as this is deemed suitable 

for research through semi-structured interviews. The approach permits the 

interpretation of multiple data sources and allows for the exploration of multiple 

perspectives from different professionals in the financial service sector, while 

recognising the context-dependent nature of digital ethical considerations in 

financial service AI product innovation (Schwandt, 1994). It also contributes to 

understanding how different financial service organizations in South Africa 

perceive and address fairness and transparency. 

A relativist ontological position is taken, as it recognises that the understanding 

of the research problem is subjective and may vary based on individual 

experiences, interpretations, and organizational contexts. Social constructionism 

is the most suitable epistemic stance for this study, as knowledge is created 

through social interactions during the interview process. The axiology is value-

bound as the researcher plays a role in the research during the constant 

comparison process and cannot be separated. 
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3.3. Research approach 

A qualitative research approach has been applied, as the research questions 

focus on understanding the gap of how fairness and transparency concerns in AI 

financial products intersect with digital ethics in South Africa, this is to ensure that 

a firm understanding of the stakeholder’s perception is grasped through long-

form participant responses. The objective of qualitative research is to gain a 

deeper understanding of concepts and perspectives, and responses are not non-

numerical. The sample size is smaller compared to that of quantitative research, 

and the data is interpreted through thematic analysis, interpretation of patterns 

and inductive reasoning (Mwita, 2022; Oranga & Matere, 2023). Three South 

African banking organizations were the focus of the research, namely Capitec, 

First National Bank and Standard Bank. 

3.4. Research design 

The research study adopts a Thematic Analysis approach. This approach aligns 

well with the research questions as it provides a rich and contextual 

understanding of how South African financial service organizations perceive and 

address fairness and transparency in their AI systems implementation (Braun & 

Clarke, 2006). The recurring ideas and themes derived from thematic analysis of 

interview responses can inform context-specific practical recommendations, 

strategic decision-making, and policymaking (Castleberry & Nolen, 2018). An 

interpretivism paradigm compels an understanding of the subjective meanings 

and social realities constructed by research participants (Farrow et al., 2020). 

3.5. Data collection methods and procedures 

Data has been collected through semi-structured interviews, which consist of a 

series of open-ended questions. Participants had the option of a face-to-face or 

virtual interview through Microsoft Teams or Zoom. The selection of this data 

collection method was driven by the necessity of obtaining comprehensive 
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participant responses. These responses underwent coding and thematic analysis 

to identify key themes, which will subsequently be utilized to assert the study's 

propositions and address the research questions. Participant responses were 

transcribed verbatim to fully capture the emotions of the participant, ensure 

fidelity and produce a more in-depth analysis. The following process was 

followed: 

1. Potential candidates are contacted through LinkedIn and informed of the 

purpose of the study. 

2. Should they wish to take part in the study, a meeting request is sent to the 

participant through email, and the list of interview questions is included. 

3. An interview is planned for 30-60 minutes. 

4. Participants are politely requested to refer a candidate. 

3.6.  Population and sample 

3.6.1. Population 

The research study focuses on the financial services sector, specifically banking. 

Data was gathered from South African banking employees with over three years 

of work experience at FirstRand Limited, Absa Group, Capitec Bank, Standard 

Bank Group, Investec, Nedbank, or Discovery Bank. Sought participants 

occupied positions across multiple job levels and roles in product development 

to ascertain a holistic insight. According to (PWC, 2025), there are 17000 jobs in 

South Africa with an AI skills prerequisite, of which 6,7% are financial and 

insurance related. Therefore, the total population of banking employees is 

between 570 and 700.  
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3.6.2. Sample and sampling method 

This study uses purposive and snowball sampling, which are non-probability 

sampling methods (Palinkas et al., 2015). Participants were targeted due to them 

fulfilling an AI-driven product development role. A minimum of 12 banking 

employees would be interviewed to prevent saturation and thematic immaturity 

(Vasileiou et al., 2018). This sample size represents between 1.7% and 2.1% of 

the population size and is therefore a sufficient representation of the population. 

3.7. Research instrument 

Semi-structured interviews are used to enable probing of additional information 

from the participants. Participants have the option of being interviewed face-to-

face or virtually. Interview questions are made available to each participant prior 

to the interview to stimulate conscientious responses. The interviews were 

recorded through a voice recorder for in-person sessions or via a virtual meeting 

platform. The participant information sheet, participant consent form and 

interview questions have been included in Appendices C, D and E, respectively. 

Figure 3-1 presents a hierarchical overview of the interview guide, starting off 

with introductory interview questions, followed by demographics questions. The 

subsequent sections directly correspond to the key themes derived from the 

research questions. These themes not only structure the interview questions but 

also form the foundational framework for the literature review. 
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Figure 3-1: A research interview guide summary (See APPENDIX E for full interview guide) 

3.8. Data analysis strategies and interpretation 

Thematic analysis is a rigorous method of analysing qualitative research to 

understand thoughts and experiences (Kiger & Varpio, 2020). The study follows 

the thematic analysis methodology by Braun and Clarke's (2006) comprising six 

steps, as illustrated by Figure 3-2. 

 

Figure 3-2: The Thematic Analysis Process (Braun & Clarke, 2006) 
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The semi-structured interview and document analysis results are clustered into 

themes based on identified patterns, and findings were interpreted and used to 

answer the research questions (Kiger & Varpio, 2020). Table 3-1 tabulates the 

data analysis process followed for this study. 

Table 3-1: Data analysis process 

Analysis Step Approach 

Step 1: Create 

familiarity with 

the data 

Recordings are played back, and notes are taken by the 

researcher on possible codes and themes. The recordings are 

then transcribed using voice to text software such as Samsung 

Notes or Otter.ai. The transcriptions are compared against the 

voice recordings for errors and speech faults. 

Step 2: 

Generate initial 

codes 

Atlas.ti qualitative analysis software is used to generate initial 

codes from the transcriptions. These codes represent interesting 

data points in the interview responses. 

Step 3: Search 

for themes 

The generated codes are grouped into themes based on 

similarities and patterns. These themes are grounded on the 

research questions and new perspectives related to the research 

problem. 

Step 4: Review 

themes 

Relationships are formed based on the themes, thenceforth a 

thematic map of the analysis is plotted. Similar themes are 

clustered together. 

Step 5: Define 

and name 

themes 

The researcher generates a detailed theme definition and assigns 

a name to each theme, together with a characteristic. 
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Step 6: Draft a 

report 

Once analysis has been finalised, extracts from each theme are 

used to answer the research questions. The outcome of the 

answers is used to create a report. 

3.9. Quality assurance 

3.9.1. Transferability 

The transferability of this research has been enhanced through the adoption of a 

purposive sampling strategy. This approach allows for the deliberate selection of 

participants with extensive knowledge and experience in the research topic. By 

focusing on such informed individuals, the study yields richer, more in-depth 

findings that are potentially applicable to similar contexts (Teddlie & Yu, 2007). 

3.9.2. Dependability 

Dependability refers to the reliability and repeatability of the study (Morse, 2015). 

This can be established through triangulation between interview responses and 

analysis of secondary data (Krefting, 1991). For transparency, the outcome of 

the study is made available to participants and research peers. 

3.9.3. Credibility 

Research credibility is defined as the confidence that can be placed in the truth 

of the outcome of the study (Morse, 2015). To ensure the credibility of the study, 

a pilot study was conducted and reviewed by the supervisor. Triangulation 

between the semi-structured interview and industry data analysis can further 

improve credibility. 
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3.9.4. Confirmability 

Confirmability pertains to the extent of neutrality and objectivity in research 

(Lincoln & Guba, 1985). It can be established through a research audit trail, 

enabling peers to replicate and validate the research findings. This process 

involves methods such as member checking, reflexive journaling, documenting 

the coding and analysis process, and revisiting the data for accuracy (Nowell et 

al., 2017). 

3.10. Ethical considerations 

To ensure that the research is conducted in an ethical manner, the following 

process was adhered to: 

1. Consent was obtained from all participants prior to any questions being 

posed. 

2. Participants had the liberty to skip questions or discontinue the interview. 

3. Ethical clearance was obtained by the researcher from the university’s ethics 

committee. 

4. The participants’ feedback will be kept anonymous. 

5. Participants were not interrelated to any responses to respect their anonymity 

and privacy.  

6. The researcher does not give rise to prejudice or discrimination towards any 

participant. 

7. For transparency, the researcher explained the objective of the study to each 

participant. 

8. All interview and participant data is stored on a password protected laptop 

and is only be accessible by the researcher. 
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3.11. Summary 

Chapter 3 outlines the research methodology for investigating the ethical 

challenges of AI product innovation in South African financial service 

organizations. The study adopts an interpretivist paradigm with a relativist 

ontological position and social constructionist epistemology, recognising the 

subjective and context-dependent nature of digital ethical considerations. A 

qualitative research approach is chosen, utilizing semi-structured interviews and 

document analysis as primary data collection methods (see the consistency table 

in Appendix B). 

The research focuses on South African banking organizations and employ 

purposive and snowball sampling methods to recruit participants with relevant 

experience in AI product development within the banking sector. Data analysis 

follows a thematic analysis process. The chapter also addresses quality 

assurance measures, including strategies for ensuring transferability, 

dependability, confirmability, and credibility of the research findings. Key ethical 

considerations relating to AI are outlined, emphasising the importance of 

informed consent, participant anonymity, and data protection.  
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CHAPTER 4. PRESENTATION OF FINDINGS 

4.1. Introduction 

This chapter presents the findings of the semi-structured interviews, analysed 

using the thematic analysis approach detailed in Table 3-1. It commences by 

outlining the demographics of the participants, who were strategically chosen 

from prominent South African banks and which occupy pivotal roles where AI-

driven solutions are implemented. Interviews were conducted between 29 

October 2024 and 19 December 2024. To maintain anonymity, the employer of 

each participant is not revealed. The outcome of this chapter reflects the 

emergent themes from the perceived sentiments of participants. 

The following research questions were used as a guide to formulate the interview 

questions and ensure alignment with the study's objectives of understanding 

ethical challenges in AI implementation within South African financial services 

organizations. 

 

(RQ1)  How do financial service organizations in South Africa perceive and 

address fairness in their AI implementations? 

(RQ2)  How are financial service organizations in South Africa maintaining 

transparency in AI decision-making while mitigating the ethical dilemmas 

that may arise from these efforts? 

(RQ3)  What strategy can financial service organizations adopt to address the 

perceived ethical challenges related to fairness and transparency in AI? 
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4.2. Presentation of demographic data 

The study comprises interviews with 12 participants from three South African 

banks, which collectively bring substantial industry experience with an average 

tenure of seven years. The gender composition of research participants mirrors 

the broader technology sector in South Africa, with female participants 

comprising 25% of the sample, which aligns closely with the national statistics 

indicating that women occupy approximately 23% of ICT roles in the country 

(Mzekandaba, 2024). Table 4-1 shows a breakdown of participant demographics 

and level of experience. 

Table 4-1: A summary of participants’ information 

Participant 
ID 

Gender Role Area Job Level Banking 
Tenure 

P1 Female AI Engineer Digital Payments Specialist 3 years 

P2 Male Software Engineering 
Manager and AI 
Consultant 

Digital Payments Middle 
Management 

10 years 

P3 Male AI Engineer Customer 
Satisfaction 

Specialist 6 years 

P4 Male AI Engineering Lead Customer 
Personalization 

Middle 
Management 

7 years 

P5 Male AI Technical Lead Conversational 
AI 

Middle 
Management 

8 years 

P6 Male Machine Learning 
Specialist and 
Manager 

Insurance Middle 
Management 

7 years 

P7 Male AI and Machine 
Learning Specialist 

Insurance Specialist 5 years 

P8 Male Head of Model Risk 
Governance 

Group Level Executive 18 years 

P9 Male Software Engineer Digital Payments Specialist 10 years 

P10 Male Quantitative Analyst Model Validation Specialist 7 years 

P11 Female Information Security 
Officer 

Private Banking Specialist 3 years 
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P12 Female Software Developer Retail Banking Specialist 5 years 

 

Figure 4-1 presents the scope of AI solutioning roles of research participants, 

spanning customer service, product development, risk management, and 

overarching ethical governance. 

 

Figure 4-1: The distribution of participant areas of expertise 

The seniority level of participants, as seen in Figure 4-2, are distributed across 

three tiers: seven specialists, four middle management positions, and one 

executive-level position.  
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Figure 4-2: The distribution of participant job levels 

The participants represent diverse technical expertise across the AI solution 

development value chain, encompassing both hands-on model development 

roles and strategic governance positions. This balance of responsibilities 

provides insights from both the technical implementation and oversight 

perspectives. 

4.3. Thematic analysis of findings 

4.3.1. Familiarity with data 

The data collection process involves recording and transcribing the interviews 

verbatim into a text file. Following this, the thematic analysis process by Braun 

and Clarke (2006) is applied, as illustrated by Figure 3-1. An abductive approach 

is used, as the research questions cannot be entirely explained through existing 

theories, and the fourth research objective (RO4) entails recommending a digital 

ethics framework. Figure 4-3 showcases a concept map of the most common 

terms in the interview transcripts. 
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Figure 4-3: A word cloud generated from interview transcripts 

The initial step is familiarization of transcripts by reading and re-reading, whilst 

making notes of initial impressions, interesting remarks, and recurring patterns 

(Braun & Clarke, 2006). This systematic approach facilitates abductive 

reasoning, enabling the identification of unanticipated observations within the 

data. 

4.3.2. Generation of codes 

The second phase of analysis involves generating and applying codes to 

important segments of the interview data whilst focusing on identifying 

meaningful patterns (Braun & Clarke, 2006). A detailed coding approach has 

been adopted, which combines inductive reasoning, where coding is purely 

based on interview responses and does not consider existing theories, and 

abductive reasoning, which explores novel insights or how emerging codes align 

with the theoretical framework and propositions. Coding is an iterative process 

which requires repeated comparisons of identified codes and theory (Saldaña, 

2021). Figure 4-4 illustrates the initial codes uncovered before categories and 

themes are deduced. 
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Figure 4-4: Initial codes to categorise 
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A total of 367 open codes have been developed from transcript citations and 

grouped according to similarities and repetitions, subsequently developing into 

51 initial codes. Atlas.ti software is used to undertake the coding process and 

measure the occurrence of each code, also referred to as groundedness (Patton, 

2002). 

4.3.3. Search for themes 

Initial codes are grouped into categories based on relation. The codes are 

grouped into 21 categories based on relation. The categories are bias mitigation 

measures, bias, fairness, and inclusivity considerations, cross-team 

collaboration, education and skills development, protection of data and 

infrastructure, regulatory deficit, regulatory oversight measures and transparency 

improvement methods. The emerging concepts are clustered into developing 

themes. Table 4-2 tabulates the groundedness of each code in their respective 

categories. 

Table 4-2: A list of categorised codes 

Categories and codes Groundedness 

● AI Centre of Excellence 2 

● Black Box Problem 19 

● Cost Implications 5 

● Strategic Importance of Data and AI 6 

Bias Mitigation Measures 

● Cross Validation 2 

● Demographic Parity Ratios 3 

● Equal Opportunity Ratios 7 

● Feature Importance Analysis 6 

● Human in the Loop 12 

● One-hot Encoding 2 

● Pre-processing of Data 14 

● Regression Testing 6 

● Routine Audits on AI Solutions 6 

● Transparency Prerequisite for Fairness 4 

Bias, Fairness, and Inclusivity Considerations 

● Algorithmic Bias 14 

● Difficulty with Repeatability 5 

● Disproportionately Disadvantage Customers 16 



 46 

● Dominant Voice Perpetuation 4 

● False Positives 10 

● Hallucination Problem 9 

● Historical Revisionism 1 

● Lack of Inclusivity Due to Societal Inequalities 13 

● Over-fitting or Under-fitting of Model Challenge 4 

Cross-Team Collaboration 

● Industry Collaboration 10 

● Internal Collaboration 9 

Education and Skills Development 

● Context Specific Knowledge Needed 12 

● Need Education and Training 14 

● Need Foundational Understanding of Models 9 

Protection of Data and Infrastructure 

● Access Controls 11 

● Anonymized Data 5 

● Protection of Company IP 12 

● Protection of Customer data 28 

● Transparency as Gateway to Manipulation/Deception Risks 3 

● Use of Approved and Licensed AI Tools 6 

Regulatory Deficit 

● Immature AI Practices 13 

● Limited Financial AI-Specific Regulation 13 

● Need for Development of Clear Guidelines and Standards 18 

● Regulatory Uncertainty 13 

Regulatory Oversight Measures 

● Cautious Approach to Releasing New Initiatives 6 

● Internal Governance Processes 23 

● Prioritize Ethical Considerations in AI Development 24 

● Regulator Involvement 6 

● Reliance on AI Community Guidelines 8 

● Reliance on Existing Laws 15 

● Use of Internal AI Policy 3 

● Use of Monitoring Tools 9 

Transparency Improvement Methods 

● Assigning Importance Values to a Feature 5 

● Creating an Audit/Citation Trail 5 

● Data Grounding 13 

● Decision Tree Visualization 4 

● Prioritizing Transparency and Explainability 17 
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4.3.4. Review of themes 

Thematic development is a process of synthesizing codes and categories into 

meaningful relationships that exceed simple recurring elements, creating 

interpretive themes that bridge the research questions with the data to generate 

deeper insights (Naeem et al., 2023). Table 4-3 provides a summary of the theme 

“Perceived Fairness Challenges”, that emerges from the categories identified, 

relating to research question 1 (RQ1). The total groundedness of the theme is 

152. 

 

Table 4-3: Themes emerging from categories linked to research question 1 

 
Theme Category Cumulative 

Groundedness 

of Codes 

Perceived Fairness 
Challenges 

 
(Total groundedness of 

152) 

Bias, Fairness, and Inclusivity Considerations 76 

Protection of Data and Infrastructure 65 

Cost Implications 5 

Strategic Importance of Data and AI Models 6 

 

Table 4-4 provides a summary of the themes “Measures implemented for AI 

transparency” and “Ethical dilemmas arising from fairness and transparency 

measures” that emerge from the categories identified, relating to research 

question 2 (RQ2). The total groundedness of the themes is 209. 

Table 4-4: Themes emerging from categories linked to research question 2 

 
Themes Category Cumulative 

Groundedness 

of Codes 

Measures Implemented 
for AI Transparency 

 

Transparency Improvement Methods 44 

Black Box Problem 19 

Cross-Team Collaboration 19 
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(Total groundedness of 
82) 

Ethical Dilemmas Arising 
from Fairness and 

Transparency Measures 
 

(Total groundedness of 
127) 

Regulatory Deficit 57 

Protection of Data and Infrastructure 65 

Cost Implications 5 

 

Table 4-5 provides a summary of the theme “Addressing fairness and 

transparency challenges through a framework” that emerges from the categories 

identified, relating to research question 3 (RQ3). The total groundedness of the 

themes is 210. 

Table 4-5: Themes emerging from categories linked to research question 3 

 
Theme Category Cumulative 

Groundedness 

of Codes 

Addressing Fairness and 
Transparency Challenges 

Through a Framework 
 

(Total groundedness of 
210) 

Education and Skills Development 35 

Regulatory Oversight Measures 94 

Cross-Team Collaboration 19 

AI Centre of Excellence 2 

Bias Mitigation Measures 60 

 

4.3.5. Formulation of themes 

The following themes have been found: (1) Addressing of fairness in AI 

implementations, (2) Measures implemented for AI transparency, (3) Ethical 

dilemmas arising from fairness and transparency measures, (4) Addressing 

fairness and transparency challenges. Table 4-6 summarises the groundedness 

of these themes. 
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Table 4-6: Finalised themes and groundedness 

Themes Groundedness 

Perceived fairness challenges 152 

Measures implemented for AI transparency 82 

Ethical dilemmas arising from fairness and transparency measures 127 

Addressing fairness and transparency challenges through a framework 210 

 

Figure 4-5 depicts a thematic map of the relationships of themes in relation to the 

categories. 

 

 

Figure 4-5: A Thematic Map of research findings 
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4.4. Theory pertaining to Propositions 

To evaluate the propositions outlined in Chapter 2, the interview findings are 

examined using an abductive thematic analysis approach, integrating insights 

from the research instrument detailed in Chapter 3. The testing of these 

propositions is informed by themes that emerged during the data analysis, with 

participant quotes used to illustrate and refine the propositions, with 

consideration of new patterns and interpretations. 

4.5. Findings pertaining to Proposition 1 

Applying safeguards against risk of bias and discrimination as an ongoing 

process through the adoption of clear standards defined in an AI 

framework such as CDR and ECCOLA. 

4.5.1. Perceived fairness challenges 

4.5.1.1. Bias, fairness, and inclusivity considerations 

Participant 10 highlights how seemingly neutral data points like location can act 

as proxies for race in South Africa, potentially leading to biased outcomes. For 

instance, if a model disproportionately denies loan applications from residents of 

predominantly black areas, it could be construed as racial discrimination, even if 

race is not a direct input feature. 

“Okay. Because nobody would include a variable like race or 

like, like, like gender in a model, typically. Yeah. It doesn't get 

done. But you might have a model, like, look, you might, again, 

I haven't seen it, but you might have, like, a feature like location 

in the model. And the thing about location is that especially in, 

like, South Africa, sometimes, it can actually be a proxy for 

race…so there tends to be, like, in particular areas, 
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concentrations of various race groups. So that can, that can 

lead to, you know, like, you accidentally, in a way, including, 

like, race in the model, you know, because you've started to 

use the proxy for that…” – P10 

Participant 4 explains how societal biases, such as income disparities between 

racial and gender groups, can seep into AI models, leading to unfair outcomes. 

They give the example of a credit limit increase model that favours white males 

due to their typically higher incomes. This reflects a common concern about 

algorithmic bias, where models trained on biased data learn to replicate and even 

amplify those biases in their predictions. 

“A good example here would be if you have a data set that 

uses income as a feature. And then you wanna, let's say, I 

don't know, predict a credit limit increase of a customer. How 

much should they qualify for a credit limit increase? But then, 

income is a feature in that model. And then females, or let's say 

black females happen to have the lowest income while white 

males have the highest income, then the model always gives 

the white males the high credit limit increase. What we do is 

that we massage the data until it relies on grounded features 

that do not represent the discrimination” – P4 

Participant 6 expresses concern about AI models potentially worsening existing 

inequalities in South Africa. Given the country's stark economic disparities, 

models trained on unrepresentative data might disadvantage marginalized 

groups. 

“We are the most unequal economy in the world. That's 

number one. People don't factor that in. So there is data from 

Sandton and there's data from Alexandra, but they're next to 

each other. It's not the same data, but we apply it across board. 

You can’t train a model using mostly data that's collected in 
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Sandton and you apply it in Alexandra, or use data from 

Alexandra because it's a township, and apply it with Soweto; 

it's not going to work. So, yeah, I think we need to rewind all 

the way to data collecting matrix and how we collect data in SA, 

or how we even segment it, even maybe across the bank, how 

you treat someone's credit” – P6 

There is a notable mention of the hallucination problem, where LLMs generate 

seemingly plausible but factually incorrect information. In financial contexts, 

reliance on such fabricated information can lead to poor decision-making and 

erode trust in the reliability of an AI model. 

“I would say hallucination is probably number one [problem that 

can arise from not having guardrails]. Um, AI is still in its 

infancy and I think that it, it doesn't really have that general 

knowledge that almost at a certain age one kind of has. Um, so 

you, it's likely that you'll experience hallucination or, uh, it'll give 

you information that's not really relevant to what you've 

requested or it'll straight up lie.” – P12 

“AI systems have a problem of hallucination, so which means 

they can make stuff up as well. So the mere fact that you have 

that hallucination problem, it means your process now is no 

longer explainable. You cannot explain definitively how it 

arrived at decisions. Right? This could either be seen as either 

a moral issue, but it's also a something wrong with your internal 

workflows and working procedures.” – P2 

Participant 4 advocates for AI models that "do not absorb societal biases," 

emphasizing the importance of fairness and non-discrimination. They describe 

data grounding as a crucial step in preventing bias, highlighting the need for 

careful data selection and pre-processing to ensure fairness. 
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“It is a deep question, I mean, because it's difficult, but I think 

we think of fairness as basically building AI models that do not 

absorb societal biases in the decision-making process. So we, 

we don't want an AI model that's like, racist or sexist or, you 

know, you know, exhibit some kind of discriminatory properties, 

and then incorporates that kind of thing in its own judgments… 

We actually spend a lot more time on the data. I mean, I don't 

know if you know this, but actually, in practice, especially in 

what we call production machine learning, which means that 

having AI systems that are making direct customer decisions, 

when you do that, we spend about 80% of the time working on 

data preparation and the training of the model.” – P4 

Overwhelmingly, participant responses emphasize the importance of well-

defined policies, guidelines, and frameworks to govern AI solution 

implementation and address key ethical considerations relating to fairness and 

transparency. They advocate for clear processes, responsible parties, and 

measures to ensure fairness and mitigate bias. This suggests a potential benefit 

for adopting a comprehensive strategy like CDR, which addresses these 

concerns through principles, guidelines, and assessment tools.  

“I'm yet to see like a definitive policy. All I know is that they've 

been working on this for quite some time. But even if you look, I 

mean, we have a policy about data, but we don't have a policy 

specifically addressing the application of AI, you know, in 

banking, especially with products or customer-facing systems 

and so forth.” – P3 

“So I actually do think that they're quite, like, in the framework, 

there are some sort of minimum standards that need to be 

reached. And one of them is that should a customer be denied 

for any reason, we should be able to provide a reason why.” – 

P10 
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4.5.1.2. Protection of data and infrastructure 

Data privacy and security emerge as paramount ethical considerations. Existing 

frameworks, largely inspired by legislation such as POPIA, are effective in 

preventing data breaches but may lack the scope to comprehensively address 

responsible AI development. 

“So those forums require you to come up with like 

specifications and you proving value and how you are expected 

to look after customer personal information (PI) and stuff. And 

because they go through those forums, they can have 

minimum requirements and so forth. So in those forums, I 

expect you to explain how you're going to mask PI data, how 

you're going to make sure that the model doesn't respond like 

it's crazy and so forth. So those, those forced rules and 

limitations are what currently help us to ensure that the AI 

doesn't behave unexpectedly towards the customers, but, you 

know, this is real life. It can still happen.” – P5 

“The one ethical consideration where they maybe like really 

focus on is data privacy, yeah, that's one thing that they're quite 

consistent in. They're scared of people's data being exposed. 

Other than that it's free flow hey.” – P6 

“And I think what they have communicated officially is that, you 

know, don't use, you know, customer data and internal data on 

these AI platforms, and otherwise, you know, you would start, 

you know, breaking some, you know, some rules there around 

privacy.” – P2 
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4.5.1.3. Cost implications 

Participant 3 stresses that negative customer impact resulting from unethical AI 

implementation is a "definite no-no" and carries a very low tolerance threshold. 

While they do not explicitly quantify the cost, it is implied that such negative 

impact could lead to customer churn, reputational damage, and potential legal 

repercussions, all of which can be financially detrimental to an organization. 

“If we suspect that, that application, or integrating some AI 

model system into a product or a decision that will impact 

customers. If there's going to be negative customer impact, 

that's a definite, no, no, we will not go to production with it. The 

threshold is actually very low for anything that can have 

customer impact.” – P3 

Participant 11 highlights the potential for reputational damage and legal 

repercussions from AI solutions that expose personal information, particularly in 

the context of South Africa's data privacy regulations. Data breaches and privacy 

violations can lead to substantial fines and legal costs, highlighting the 

importance of ethical data handling practices in AI systems. 

“I think, because we're a bank, it would always be regulatory 

fine, like regulatory infringements and then fines and 

reputational damage and grants… Specifically because we're 

in the finance space. So, we need to ensure that we adhere to 

certain regulations and protect customers. Like that's the 

number one thing, to protect customer data and to ensure that, 

you know, we deal or handle PI information in a certain way. 

So, like you wouldn't ever want your AI model to not have 

certain controls in place because that could lead to us paying 

millions to regulators and probably our chief information 

security officers getting criminal charges for that.” – P11 
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4.5.1.4. Strategic importance of data and AI models 

Participants consistently portray data and AI models as strategically crucial 

assets that bolster South African banks’ digital transformation competitive 

advantage. This importance stems from their potential to drive innovation, 

enhance efficiency, improve customer experiences, and support more informed 

decision-making. Participant 3 mentions that data and AI are considered strategic 

objectives within a specific bank. This suggests a high-level commitment to 

leveraging these technologies to achieve organizational goals and maintain a 

competitive advantage. 

“Because if you listen to, you know, the leadership, both from a 

business point of view and from, like, a technical point of view, 

they all speak about data and AI being strategic. You know, a 

strategic objective of the bank and so forth. So if that's the 

case, then there's definitely work which is being done.” – P3 

Participant 5 points to the existence of specialized departments and forums within 

the specified bank which focus on AI, such as the specified bank’s department. 

This dedicated focus highlights the bank's recognition of the importance of AI. 

“So we do have architects that just focus on AI, specifically the 

department and so forth that deals with the most of the AI 

models and so forth within the bank, they have their own 

forums. Then we have bigger forums where they answer to.” – 

P5 

4.5.2. Conclusion to Proposition 1 findings 

The prevailing view among participants is in support of the proposition that 

safeguards against bias and discrimination must be ongoing, and a well-defined 

AI framework is critical to mitigating these risks. Participants emphasize the 

necessity of implementing clear policies, guidelines, and assessment tools to 
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ensure fairness, transparency, and accountability in AI systems. Participants 

identified significant risks of societal and systemic biases infiltrating AI models, 

such as the use of proxy features like location, which can inadvertently replicate 

racial or gender disparities.  

In South Africa's context, socio-economic disparities exacerbate these biases, 

emphasizing the importance of grounded data preparation to ensure fairness. 

Data privacy and security are highlighted as key ethical considerations. Existing 

frameworks inspired by South Africa’s POPIA legislation provide a foundation, 

but participants indicated the need for more comprehensive guidelines tailored 

to responsible AI development. Ethical lapses in AI systems could lead to 

reputational damage, regulatory fines, customer churn, and legal liabilities. 

Participants stressed the importance of preventing negative customer impacts 

and adhering to strict regulatory standards to avoid financial and operational 

losses. In response, organizations have established dedicated departments and 

forums to govern AI development, reflecting a high-level commitment to 

leveraging AI responsibly. 

4.6. Findings pertaining to Proposition 2 

Implementation of Explainable AI systems that can substantiate their 

reasoning and enforce accountability of the decision-making process. 

Industry-wide enforcement of a standard, such as the IEEE P7001, would 

lead to improved customer experience and trust. 

4.6.1. Measures implemented for AI transparency 

4.6.1.1. Transparency improvement methods 

Research participants highlight several methods for improving transparency in 

banking AI systems, emphasizing the importance of understanding how these 

systems make decisions and ensuring fairness in their outcomes. Participants 4 

and 8 suggest that feature importance analysis is a common request from 
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regulators, allowing them to scrutinize which factors are driving AI decisions. This 

can reveal potential biases where features like race or gender disproportionately 

affect outcomes. 

“So there is statistical approaches as well. So this is deeply 

technical, but it's like you can take what you call Shapley 

values, where you say, when the model is making this decision, 

which features were being considered, and we can investigate 

the decisions that are wrong that the model is making, what 

features activate those decisions, and we can get rid of these 

features. This is what we call feature selection, which we can 

use for ensuring that discrimination doesn't happen in models.” 

– P4 

“Yes, but the thing is that it's more technical person to give you 

that answer, but, but there is, there is this fairness bias test that 

that will perform in model validation.” – P8 

A common observation shared by participants is the importance of 

comprehensive logging of AI model activities, creating an "audit trail" for 

retrospective analysis and identification of potential issues. This allows for tracing 

decisions back to their source and reviewing them for fairness and accuracy. 

“And it goes back to your points of point of transparency, where 

is the data that you are looking into? Can I see the transcript? 

So in the front end, I developed, I also put it there as an option 

that you can read through the whole transcript. You can even 

search through the phrases within the transcript. And here's the 

phrase file I'm matching with, and that's going back to your 

point of transparency, to say, everything I'm working with, 

everything I'm pulling from, everything I'm trying to bring 

together, it's right there for everyone to see. You know, so you 
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also understand the ideology behind how the model is sort of 

like getting its answers how accurate it is.” – P6 

“So what you can do with AI using, there's a nice framework 

called, there's a nice framework that is called Lung Chain and 

using with LLM, like especially with LLMs. I'm speaking 

specifically with LLMs because I have more experience with 

that more than like any other, maybe other AI algorithms. I 

would say that you can actually output the thought process that 

the AI undertakes, so open AI can give you that, the thought 

process that it goes through and I think at least a thought 

process can explain why some decisions are made the way 

they're made.” – P1 

“For me, that's non-negotiable… [an] audit trail, yeah.” – P11 

Participants consistently emphasize the importance of data grounding in 

preventing AI systems from perpetuating existing societal biases. They explain 

how this involves analysing and adjusting training data to remove or mitigate 

biased or discriminatory patterns. 

“So there's a couple, there's a couple of ways to do it. So the 

most obvious way and the most successful way is what we call 

data grounding. So the idea of data grounding is that you need 

to ensure that the data that you train the model with does not 

exhibit prejudice to begin with, or discrimination.” – P4 

Participant 6 stresses the need for transparency in all stages, from data pre-

processing and feature selection to model architecture. They argue that simply 

focusing on model accuracy without considering the transparency of the entire 

process is inadequate. 
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“So yeah, so maybe to engage more on that fairness 

conversation will be looking more into the holistic process, 

being more transparent as to what pre-processing steps did 

you take to clean your data? You know, for example, because 

there could be data leakage there as well, and that could give 

the results.” – P6 

Participant 3 shares the same sentiment, highlighting the importance of 

explaining the whole AI pipeline to customers and regulators, encompassing data 

sources, processing steps, and potential limitations. This comprehensive 

approach helps build trust and understanding among stakeholders. 

“So that is the main concern is that the data, which is a very 

important asset for the bank, yeah, how does it get treated? 

How does it get processed through the model, and what comes 

out at the end? But also, does it get saved somewhere? You 

know, all those kind of questions, they become important so 

you explain, generally, have to explain that process of how it 

works.” – P3 

4.6.1.2. The black box problem 

Explainable AI is a crucial precondition for responsible AI implementation, 

especially in high-stakes decisions like credit applications and fraud detection. A 

common observation shared by participants highlights the black box disposition 

of some AI models, particularly Deep Learning and GenAI. This is challenging 

when attempts are made to understand the reasoning behind model output. 

“But I think internally, we are still trying to figure out if we can 

do a similar thing, and it talks to the hyper personalization of 

offering sort of solutions tailored to specific individuals for an 

example, to give you a rate specific to your risk profile. Now, I 

don't think that it is a good use case. In my opinion, AI as it is 
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even research scientists don't know how it arrives at the output, 

right? You put something in, and it goes through the neural 

network, and no one knows exactly how the output is produced. 

So if you sort of have a use case on top of AI, then it also 

means that you will be able to explain how it arrives. And that is 

a problem.” – P2 

“Traditional models, yes, they are fairly complex, but at least 

you can explain the steps in that modelling, input, processing 

and output to tell you why it made decision. With AI, it's a bit of 

a black box, and you need to come up with a technique to 

explain it and explain ability and transparency is the key 

challenge.” – P9 

Regulators prefer explainable models, especially for customer-facing decisions. 

Banks are required to demonstrate how their AI systems deduce a result, 

otherwise, they might be penalised by regulators with a fine or suffer reputational 

damage. 

“The preference in the bank, especially for high stakes 

decisions, customer-facing, decisions that we make, and 

because we're so highly regulated, is that the regulator always 

prefers explainable models.” – P4 

4.6.1.3. Cross-team collaboration 

This participant describes a process involving data stewards, legal teams, and 

compliance teams to assess the risks and implications of AI projects involving 

customer data. This emphasizes the necessity of interdisciplinary collaboration 

to ensure ethical AI implementation. 

“So I communicate that, obviously, to the team. Then they 

reach out to the data steward in our space. They reach out to 
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legal, and they reach out to compliance. Okay, so yeah, when 

we had the session, we had all three of those people from 

those teams to discuss this particular thing.” – P3 

Collaboration occurs through various channels, including dedicated forums and 

workshops, as well as more ad hoc consultations and reviews. For instance, 

Participant 5 describes structured forums focused on AI, data governance, legal 

aspects, and risk. 

“I feel like if one team in the bank gets it right. It's probably their 

responsibility to share this knowledge, come up with assigners 

and so forth, and then see and just ensuring that, no, they're 

not too many cowboys all over the place.” – P5 

4.6.2. Ethical dilemmas arising from fairness and transparency 

measures 

4.6.2.1. Regulatory deficit 

Participant 8 acknowledges that while it may be premature for the industry to 

establish a unified set of AI guidelines, there is value in individual banks 

developing their own principles and frameworks. They believe that this initial step 

of individual development will eventually lead to industry-wide consensus as 

banks gain more experience with AI and become more familiar with associated 

risks. They also point out that many banks are already aligning their practices 

with international guidelines, which creates a common foundation for future 

collaboration. 

“I think it helps if each bank comes up with its own set of 

principles that are aligned to its values, and then down the line, 

we can get an industry consensus, because there might be 

certain banks playing on the fringes and are more risk averse. 

They might have their own set of requirements. I don't think 
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currently the industry can come up with its own set of 

principles. I think each bank might have overlap with some 

principles. So what I'm proposing is Bank, Bank, Bank, per 

bank will have their own set of principles, their own responsible 

AI frameworks. Once AI has been adopted on a wider degree, 

the governance teams in banks are familiar with AI. There's 

wider adoption, there's more awareness of risk, then we can 

consider an industry-wide guidance. But I think for now, it's still 

a nascent area still emerging. ” – P8 

Participant 8 refers to a specific bank's "responsible AI framework", which 

addresses fairness, bias, and the key ethical considerations of AI 

implementation. They also mention the European Union's General Data 

Protection Regulation (GDPR) as a potential reference point for AI regulations in 

South Africa. They acknowledge that the regulatory landscape for AI in South 

Africa is still emerging and advocate for the development of a robust AI policy to 

provide clear guidelines and responsibilities. 

“I'm not sure that will cover responsible AI, but within the 

industry, there are various bodies that come up with the 

guidelines. And from a banking perspective. It's best practice 

for us to consider those guidelines and just make sure that if 

we're applying AI models, that we have a framework that just 

ensures that, you know, we're being responsible and fair. But 

I'm not aware of, unfortunately, I don't know the specific name 

of that international guidance, but, but, but the GDPR is 

something that can pop up to mind. It might be applicable. It 

may not be applicable, but I know that's the general data 

protection regulation.” – P8 
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4.6.2.2. Protection of data and infrastructure 

Participants emphasize the importance of anonymizing customer data used 

during the AI training process to prevent bias and discrimination. They stress that 

identifiable information like names and IDs, and even location in the South 

African context, should never be included in AI models. 

“Now, yeah, so you definitely, for me, it's, it's the data and the 

privacy, okay, and ensuring that you, you protect customers 

data… So to remove bias, obviously you want the data set to 

be as diverse as possible, but that's fine, but you also don't 

want the customer to be identifiable, so you want to train the 

customer either the data is anonymized, right? Meaning you 

mask all the information that you know you can use to identify a 

customer, or you could use synthetic data, okay.” – P2 

“Ensuring that PI [Personal Information] is being masked and 

we're not breaking any POPIA laws. I think that's the core of 

making sure that you pre-process whatever requests that you 

get from the customer, regardless what they're doing on the 

system.” – P5 

Participant 11, a security officer, emphasizes the importance of layered security 

controls, secure credential storage, and comprehensive logging of all AI model 

activities to ensure proper access management and audit trails. 

“For me, a non-negotiable would be obviously around how that 

AI model can be accessed, right? And ensuring that you secure 

that. So, putting layer controls in place to say, you know, 

shouldn't be easily accessed remotely. There should be 

governance around how it's accessed because obviously, you 

wouldn't want somebody who doesn't have good intentions to 

have access to your AI model because then that would cause 
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problems for everyone. So, having proper access control 

measures around it and ensuring that, you know, you store the 

credentials in a secure manner and you have somehow, you 

don't just do basic access management for AI models because 

that would be pretty like not smart. You treat it like elevated 

privileges” – P11 

There is occasional mention of concern about potential data exposure when 

integrating with external APIs, particularly cloud-based services. Participants 

note that sending sensitive bank data to third-party providers raises significant 

risks and limitations, as it might fall outside the scope of local regulations like 

POPIA. 

“So, yeah, look, if there's risk of exposure right of that, you're 

going to take the bank's data, put it through a model, especially 

if it's an online model, like if I am integrating to an API, like a 

GPT API, and I'm essentially sending data there, you know, 

and if it gets saved, or if there's a risk of exposure or that 

another party will have access to it, like OpenAI itself, or 

Google, whatever the provider of the of that API is, then that is 

a serious concern. So that would, that would be a limitation, 

because we wouldn't want to do that. Wouldn't want to have 

other people having access to the data.” – P3 

4.6.3. Conclusion to Proposition 2 findings 

The implementation of explainable AI systems is crucial for fostering 

accountability and trust in financial services, as emphasized by the participants 

in this study. Transparency emerged as a foundation for responsible AI, with 

participants advocating for methods such as feature importance analysis, data 

grounding, and citation to demystify AI decision-making. These measures enable 

banks to address biases, ensure fairness, and maintain an audit trail for 

regulators and stakeholders. Conversely, the black box nature of deep learning 
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and generative AI models remains a significant challenge, often making it difficult 

to fully explain outputs. 

Cross-team collaboration is identified as an essential component of ethical AI 

practices, with input from data stewards, legal, and compliance teams ensuring 

that risks are effectively managed. Participants highlighted the regulatory deficit 

in South Africa, advocating for banks to establish individual frameworks, such as 

the bank’s Responsible AI Framework, as a precursor to industry-wide standards 

inspired by global regulations such as GDPR. 

Finally, the ethical dilemmas related to data protection are mentioned, with 

participants stressing the importance of anonymizing customer data, 

implementing secure access controls, and carefully managing interactions with 

third-party APIs. Together, these findings point to the urgent need for both 

technical and governance measures to ensure that explainable AI systems are 

deployed responsibly, enhancing customer needs, trustworthy, and meeting 

regulatory compliance. 

4.7. Findings pertaining to Proposition 3 

Industry-wide adoption of the CDR framework throughout the product 

development lifecycle, to maintain fairness and transparency. 

4.7.1. Addressing fairness and transparency challenges through a 

framework 

4.7.1.1. Education and skills development 

The findings suggest that participants personally engage in a learning process 

by staying informed about AI developments through various channels, including 

podcasts, forums, and discussions with colleagues in other organizations. They 

also suggest consulting with individuals who have curated guidelines or 

frameworks to gain insights into best practices. 
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“Speak to a lot of people, maybe also not in the organization. I 

try to figure out how they are going about solving things. I have 

a lot of friends overseas as well. I sort of figure out what type of 

solutions they are working on. I listen to a lot of podcasts in and 

around, most guys around Silicon Valley, how they are applying 

AI. I've joined forums as well from MIT and Harvard as well, 

where they are applying AI. And, you know, I sort of like, yeah, 

I use that to sort of like, guide me.” – P6 

Participant 2 outlines a phased approach to AI adoption in South Africa, 

emphasizing the need for education and upskilling as a foundation. They highlight 

the "skills factor," noting that AI is a complex domain requiring expertise in 

advanced mathematics, software engineering, and hardware infrastructure. They 

advocate for training, certifications, and the creation of new roles like "chief AI 

officer" to bridge the skills gap. 

“I think the unique challenge is, firstly, education, the this is not 

a simple and easy to understand domain. It is a very STEM 

heavy domain involving advanced mathematics, advanced 

software engineering, advanced, you know, understanding 

things like the GPUs involved… we start up-skilling people, 

training, whether it be, you know, certifications, I would bring in 

if there's a new role, like, like I mentioned to you that, as much 

as you know, roles will disappear, there will be new roles 

created by the technology, things like, Chief AI officer that's 

new to really to drive that technology strategy. And then decide 

on your strategy.” – P2 

Participant 5 stresses the importance of bridging the knowledge gap between 

technical experts and business stakeholders. They believe that product 

specialists, business solution architects, and other non-technical personnel 

should be educated about AI concepts and capabilities to demystify the 

technology and facilitate better collaboration. They also share their experience in 
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conducting training sessions for their team, enabling them to better understand 

and contribute to AI development. They believe that involving business 

stakeholders in these sessions helps to break down the perception of AI as a 

black box and allows for more effective collaboration. 

“I feel like we're spending a bit too much time teaching AI to the 

techies, where, in fact, I feel like your product specialist, your 

business solution architects and so forth, right? They should 

really be attending these sessions that speak on AI for them to 

realize it's not as complicated as we think, the way they've 

designed it and so forth, to the point even things like CoPilot 

and stuff. I'm convinced a non-technical person who's like a 

solutions architect can learn to do it within a day. I like the fact 

that it's easily understandable, like that. So, yeah, I'm hoping 

that business can get involved so it stops being such a black 

box, you know, to everyone in the team, exactly. So, yeah, I 

feel like it's happening. I do see these sessions and stuff, but 

all I'm saying is that, like, for example, specifically in our team, 

we made sure they attended those sessions and stuff. And it's 

helping so much with developing these things. They are picking 

up certain realities because of these conversations, you know, 

that we might not have thought of” – P5 

Participant 7 highlights the value of continuous learning in the rapidly evolving 

field of AI. They advise professionals to "be ahead," "listen to what other people 

are doing," and engage actively in forums and online learning platforms to stay 

abreast of new technologies and best practices. 

“It's quite easy, because remember, with AI, you need to keep 

up always. So you need to be learning, be ahead, listen to what 

other people are doing, go to these forums and attend the 

forums basically, and say something. Be active in those 

forums. Speak about what you do, and yeah, hear what other 
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people are doing and ask questions. And just be active and try 

to gather more knowledge as much as you can, and also using 

online resources, we've got Udemy, you can just get to Udemy, 

and you can get a course that can just give you new 

technologies that have been used, like nowadays, LLMs, and 

it's RAG and, yeah. So you can just get that, a course like that, 

and then you learn, and then attending forums as well. So 

that's, that's how I keep up with the technology.” – P7 

4.7.1.2. Regulatory oversight measures 

While acknowledging the lack of mature, industry-wide AI regulations in South 

Africa, the dominant information across banks highlights the use of a novel 

internal framework and guidelines for responsible AI solution development. 

These frameworks often include protocols for data protection and pre-

processing, model validation and providing a structured approach to mitigating 

bias. 

“By and large, I think that from what I've seen, like our 

frameworks do put a lot of safety guards in place. The risk, in 

my opinion, is fairly well understood.” – P10 

“So that paper basically details everything there. It is more like 

the framework on how to basically build a machine learning 

model, deploy machine learning model, follow up all the steps 

and the security because the most the most important thing, it's 

the security component.” – P7 

“And I think another important, another important thing is that 

as a banking group, when I say group, are talking about the 

whole group, including Subsidiary A, not just Subsidiary B, the 

entire group, we do have something called a Responsible AI 

framework. Responsible AI framework talks to the need for AI 
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models to be fair, and it talks to bias as well in that so that 

framework” – P8 

Participant 4 mentions a model validation committee which governs and provides 

sign-off of third-party and in-house AI models. This is an extra layer of protection 

against leakage of customer data and cyber security threats. 

“The model validation team has an AI finance framework. They 

have like, guidelines and like I indicated that we have 

procedures in place that models before they go to production, 

they have to go through, like model validation committees, 

even third-party models, like models we buy from outside the 

bank, we subject them to the same processes.” – P4 

Several participants emphasize the importance of ongoing monitoring and 

evaluation of AI systems to detect and address potential bias as data and models 

evolve. This vigilance is crucial because of phenomena like model drift, whereby 

a model's performance deteriorates over time due to changes in data patterns. 

“But even if you do all of these things, what you need is 

monitoring capabilities in place. So you need to know of all 

these people that we are, you know, giving, recommending 

credit limit increases, what is the demographic distribution, 

investigate that as well and monitor it… So there's these things 

called model drift. There's data drift and other things that can 

make the model just naturally deteriorate. So you get a good 

model can become a bad model in a month's time. So you 

need monitoring capabilities in place to know when the model 

starts misbehaving, to try and get rid of those things” – P4 

“But yeah, that continuous monitoring process of results. It's 

very critical and important, because, once again, data 

transforms.” – P6 
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“Regular monitoring and updates are also crucial to maintain 

fairness as societal norms and data distributions change over 

time.” – P9 

The less dominant view by participants who do not have an organization AI policy 

is their reliance on AI community guidelines. These guidelines are set by industry 

leaders, open-source software communities, consortiums, and third-party 

incumbents. 

“I think each organization or entity would rely on the research 

that is out there and also what they get from industry leaders in 

the AI space, you know, I would say your Google, you know, 

OpenAI, Anthropic, AWS, yeah, and stuff, I think they might rely 

on, on those guys, but I think even as sometimes” – P3 

“Industry standards, like those from organizations such as the 

IEEE (Institute of Electrical and Electronics Engineers) and ISO 

(International Organization for Standardization), offer 

frameworks for designing AI systems that are fair and 

equitable. These standards stress the importance of eliminating 

bias, which could lead to discrimination against certain groups 

of people. Practices and guidelines for mitigating bias, such as 

diverse data sampling, testing AI models across various 

demographic groups, and using fairness metrics, help 

developers create more inclusive systems.” – P9 

A few participants expressed that South African banks are drawing on 

international guidelines for AI governance while also developing internal 

frameworks and policies. This indicates a potential starting point for integrating a 

strategy like CDR, which aligns with global best practices and can be adapted to 

the South African context.  
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“They must come up with a robust AI responsibility or fairness 

policy or framework, a responsible AI framework that considers 

fairness, it considers diversity, and it's important for that 

framework itself to also, besides having a modelling aspect to it 

also needs to ensure that diversity and inclusion features are 

covered in that so what I'm saying is that you need a strong 

governance framework that will deal specifically with AI related 

concerns, because if something goes wrong, you've got that 

well to prevent Something from going on, hopefully you got a 

framework, so a clear framework where it's clearly states 

responsible people, accountable people, it clearly states what 

the processes are to ensure that that fairness and non-

biasness Is incorporated in the model approval and model 

governance process. Yeah. So short answer, a robust policy.” – 

P8 

Participant 8 stated that their organization’s internal AI policy is influenced by 

international Responsible AI standards and recommendations.  

“Yeah, so it's hard. I don't think it will be prudent for there to be 

an industry set of guidelines now, However, having said that, a 

lot of the guidelines being applied by the banks are based on 

international guidelines, so in a way, we're dealing from the 

same cheat sheet, so we are aligning.” – P8 

A frequent perspective expressed by participants is that industry-wide standards 

and frameworks are necessary to guide ethical AI solution implementations and 

ensure consistency across the financial sector. A dominant theme suggests a 

lack of comprehensive AI regulations in South Africa, which leads to banks 

relying predominantly on data protection policies such as POPIA. Furthermore, 

there is a growing call for more robust AI governance. 
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“I haven't seen a framework that does that. I mean, POPIA is 

there to deal with the data, yeah, and the processing data. But 

for AI, I've not heard anything.” – P3 

“ensuring that PI is being masked and we're not breaking any 

POPIA laws. I think that's the core of making sure that you pre-

process whatever requests that you get from the customer, 

regardless what they're doing on the system.” – P5 

Due to insufficient regulation, most banks are taking a cautious approach to the 

development of AI-based solutions. Some participants suggest that banks initially 

develop their own internal responsible AI principles aligned with their values, 

intending to eventually converge into industry-wide standards as AI adoption 

matures and governance practices become more established. 

“No one is jumping ahead and doing what they besides maybe 

the smaller banks. But from a big bank perspective, I think we 

had a similar. The similar thought pattern in terms of cautiously 

adopting, testing, seeing how it goes and progressing. I don't 

think that, from an industry perspective, with respect to the big 

banks, anyone is pushing hard to try something new at the 

same point, same point. I'm not aware of a general regulation 

amongst all the banks with respect to responsible AI, but the 

flavour of what each banks plan feels similar, besides the small 

banks… I think it helps if each bank comes up with its own set 

of principles that are aligned to its values, and then down the 

line, we can get an industry consensus, because there might 

be certain banks playing on the fringes and are more risk 

averse.” – P8 
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4.7.1.3. Industry collaboration 

There is notable support for banks to learn from each other's experiences, both 

successes and failures, to foster responsible AI innovation. Some participants 

suggest forming an AI consortium for banking, where banks can share 

knowledge, develop guidelines, and work together to mitigate the risks 

associated with AI. The findings suggest that this collaborative approach would 

be more effective than the current “wait and see” attitude, where banks avoid 

innovation due to fear of regulatory repercussions or learn from each other’s 

mistakes. 

“I think I would love to see an AI Consortium for banking, right? 

AI Consortium for banking, put our heads together. So, I mean, 

I did say this, AI can be risky, but you know, managing risk in 

AI is not impossible… But when we put our heads together and 

we say, No, guys, this is how we think about the risks, we think 

the risk is this, the risk is that, and these are our controls, so 

that we can become more of enabling, of innovation than just 

like waiting for someone to figure something out and then 

follow them. So I think I would, yeah, in South Africa, I would 

like to see a lot more collaboration between the banks so that 

we can come up with Thought Leadership that enables this 

level of innovation, and then not just say, No, I don't want to get 

in trouble. I'm going to deploy this thing and then wait for 

someone to deploy it and then laugh at them when they get 

sued by when they get fined by the by the by the regulator. I 

don't think that's progressive.” – P4 

“Industry standards encourage collaboration across sectors to 

establish common ethical principles for AI. Practices such as 

sharing best practices, participating in industry forums, and 

engaging in public-private partnerships foster a collective 

approach to ethical AI. This helps prevent siloed approaches 

and promotes uniformity in ethical standards, reducing the risk 
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of unethical practices in AI development across different 

industries.” – P9 

There are isolated instances where participants emphasize the value of learning 

from the mistakes of others in the AI field and within the bank. They observe that 

many companies are rushing to implement AI solutions, particularly using 

OpenAI's models, and often encountering unforeseen issues along the way. By 

closely observing and analysing these mistakes, organizations can avoid 

repeating them and develop more robust and ethical AI solutions. 

“I mean, that's very true, but surprisingly, where I think we're 

learning the most from is all the mistakes that the others are 

doing. You know what I mean? So many people are out to get it 

out to customer start using the OpenAI, build early RAGS and 

then fix on the run. But the problem is that when you do it with 

AI right, because of its unpredictable nature” – P5 

4.7.1.4. AI centre of excellence 

A frequent perspective expressed is the establishment of an AI centre of 

excellence within the South African financial sector. Some participants see a 

centre of excellence as an asset, particularly in the later stages of AI adoption, 

while others emphasize alternative approaches like industry collaboration or a 

more distributed model of AI expertise. Participant 2 advocates for establishing a 

centre of excellence in the "run phase" of AI adoption after foundational work on 

ethics, strategy, and expertise has been completed. This centralized hub would 

then focus on "ironing out deployments and company-wide adoption". 

“The run phase is, I think, where the mistake is, most people 

want to jump to that phase, where you're now creating an AI 

centre of excellence. You're hiring AI engineers, and you're 

deploying AI tools in every part of your business. I think that 

should be the very last thing that you do. And you've already 
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done your ethics, you've already done all the ground work. 

There are subject matter experts in the organization. You have 

a product strategy.” – P2 

In the same breath, Participant 2 cautions against rushing to create a centre of 

excellence without a solid foundation. They use the example of companies 

prematurely adopting cloud and microservices without being at Google's level. 

This indicates that a centre of excellence should be a strategic decision, not a 

spontaneous reaction to hype. 

“I think firstly, from a CapEx or cost, this is, this can be very 

expensive, depending on what you want to achieve. And I think 

that you should start with crawling first, which is just instead of 

your, you know, usually you get, you know, instructions from 

your CTO, your CIO, then you know what AI Sounds cool. 

Everyone is talking about AI. Giving AI, you know, it's what 

happened with cloud and microservices, and you had 

companies that were not even at Google scale, you know, 

adopting cloud and Kubernetes and you know, you know about 

this. But what I would say is, initially you need to have a logical 

framework for adoption. I would say, before you even just try 

and understand the technology you know, understand the 

basics, understand what you know machine learning is, what 

neural networks are capable of, understand even the 

algorithms like back propagation, transformer architecture, you 

know, where does this stuff come from?” – P2 

4.7.1.5. Bias mitigation measures 

There is a persistent view by participants on the importance of data preparation 

and pre-processing as a method in mitigating bias. This involves steps like 

ensuring diverse and representative training data to avoid reflecting existing 

societal biases, anonymizing, or using synthetic data to protect customer privacy 
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and prevent the model from learning discriminatory patterns based on sensitive 

attributes, and carefully selecting and preparing data to ensure it doesn't exhibit 

prejudice through data grounding. 

“So the most obvious way and the most successful way is what 

we call data grounding. So the idea of data grounding is that 

you need to ensure that the data that you train the model with 

does not exhibit prejudice to begin with, or discrimination.” – P4 

“Ensuring that PI [Personal Information] is being masked and 

we're not breaking any POPIA laws. I think that's the core of 

making sure that you pre-process whatever requests that you 

get from the customer, regardless what they're doing on the 

system.” – P5 

“I think the red line is definitely, let's make a very close 

example here. Let's say you want to use AI to prevent fraud, 

and you need to train your AI to understand normal customer 

patterns, yeah, so that it can detect when something is an 

anomaly. Now, what you would need to do there is to train the 

AI on the data set that you have, but you cannot have that data 

set. It has to be anonymized. It should not be able to identify 

certain customers, right? Which talks to that profiling and 

discrimination.” – P2 

4.7.2. Conclusion to Proposition 3 findings 

The findings emphasize the importance of adopting a comprehensive framework 

such as the CDR framework to ensure fairness and transparency in AI solution 

development within South Africa’s financial sector. Participants identified key 

mechanisms to address these challenges, including education and skills 

development, regulatory oversight measures, cross-team collaboration, the 

establishment of an AI centre of excellence, and bias mitigation practices. 
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Education emerged as a fundamental enabler, with participants advocating for 

continuous learning, knowledge-sharing across technical and non-technical 

roles, and fostering better collaboration. Regulatory oversight is highlighted as 

indispensable, with organizations developing internal frameworks aligned with 

international guidelines to address gaps in local banking AI regulations. 

Collaboration across teams and institutions is highlighted as a critical component 

for responsible innovation, with some participants suggesting the formation of an 

AI consortium for the South African banking industry.  

Establishing an AI centre of excellence is viewed as beneficial for scaling AI 

adoption after foundational ethical and strategic groundwork. Lastly, bias 

mitigation measures, such as data preparation and grounding techniques, are 

consistently emphasized to prevent discrimination and uphold fairness in AI 

solutions. The findings suggest that while South African banks are taking 

cautious steps toward AI adoption, a more unified industry-wide framework that 

integrates global best practices and local needs could accelerate the ethical and 

responsible deployment of AI technologies in the sector. 

4.8. Summary of findings 

The research explores ethical challenges in AI implementation within South 

African financial services organizations, focusing on fairness and transparency. 

Through interviews with 12 participants across three major banks, several 

significant themes have emerged. The study finds that societal biases present a 

major challenge in AI financial solutions, particularly in South Africa's context of 

socio-economic disparities. Participants highlight how seemingly neutral data 

points like location can serve as proxies for race, potentially leading to 

discriminatory outcomes. To address this, banks are implementing various bias 

mitigation measures, including data grounding techniques and feature 

importance analysis.  

Transparency emerges as a critical necessity, with participants emphasizing the 

need for explainable AI systems that can substantiate their decision-making 

processes. The black box nature of some AI models, particularly Deep Learning 
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and GenAI, presents challenges for fairness, regulatory compliance, and 

customer trust. Banks are responding by implementing comprehensive citation 

systems and audit trails to track AI model activities and decisions.  

The research undertaken reveals a significant regulatory deficit in the South 

African banking sector regarding AI governance. While banks are developing 

internal frameworks aligned with international guidelines and standards, 

participants advocate for industry-wide guidelines to ensure consistent ethical 

practices. Some have suggested forming an AI consortium for banking to share 

knowledge and develop collective guidelines. Most banks are taking a cautious 

approach to the adoption of AI solutions, prioritizing responsible development 

over rapid innovation. Participants support the establishment of an AI centre of 

excellence within their organization but emphasize that it should only be created 

after establishing solid ethical frameworks and expertise. The findings suggest 

that while individual banks are making progress in ethical AI governance, there 

is a clear need for more structured, industry-wide frameworks to guide 

responsible AI implementation in South African banking. 

Education, skills development, and cross-team collaboration are identified as 

crucial enablers for ethical AI solutions. The research findings highlight the 

importance of ongoing monitoring and assessment of AI systems to detect and 

address potential biases while AI models and data evolve. Participants stress 

that ethical AI implementation is not a one-time effort but requires continuous 

vigilance and adjustment to maintain fairness and transparency throughout the 

AI solution lifecycle.  

There are no emergent themes identified in the findings, as all themes can be 

associated with at least one proposition. 
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CHAPTER 5. DISCUSSION OF FINDINGS 

5.1. Introduction 

This chapter is an analysis of the research findings presented in Chapter 4. From 

the analysis conducted, Table 5-1 below reflects the themes formulated relative 

to the research questions and propositions.  

Table 5-1: Theme consistency table 

Research Question Proposition Themes 

(RQ1) How do financial 

service organizations in 

South Africa perceive and 

address fairness in their AI 

implementations? 

Applying safeguards against 

risk of bias and discrimination 

as an ongoing process through 

the adoption of clear standards 

defined in a framework such as 

CDR and ECCOLA. 

• Addressing of Fairness 

in AI Implementations 

(RQ2) How are financial 

service organizations in 

South Africa maintaining 

transparency in AI decision-

making while mitigating the 

ethical dilemmas that may 

arise from these efforts? 

Implementation of Explainable 

AI systems that can 

substantiate their reasoning 

and enforce accountability of 

the decision-making process. 

Industry-wide enforcement of a 

standard, such as the IEEE 

P7001, would lead to improved 

customer experience and trust. 

• Measures Implemented 

for AI Transparency  

• Ethical Dilemmas 

Arising from Fairness 

and Transparency 

Measures 

 

(RQ3) What strategy can 

financial service 

organizations adopt to 

address the perceived 

Industry-wide adoption of the 

CDR framework throughout the 

product development lifecycle, 

• Addressing Fairness 

and Transparency 

Challenges 



 81 

ethical challenges related to 

fairness and transparency 

in AI? 

to maintain fairness and 

transparency. 

 

 

The following research objectives assisted in drawing insights from the different 

participants who participated in the study:  

 

(RO1)  Investigate the factors leading to problems in the digital ethics of products 

and services in relation to fairness and transparency. 

(RO2)  Present the research findings on digital ethics. 

(RO3)  Interpret and analyse the findings on the effects of digital product 

innovation. 

(RO4)  Recommend a digital ethics framework for implementation in the South 

African financial industry. 

5.2. Discussion pertaining to propositions 

5.2.1. Proposition 1 discussion 

Applying safeguards against risk of bias and discrimination as an ongoing 

process through the adoption of clear standards defined in a framework 

such as CDR and ECCOLA. 
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5.2.1.1. Perceived fairness challenges 

Bias in AI models can stem from three sources, namely data, algorithmic and 

human bias. Data bias is a result of AI models trained on biased datasets that 

can perpetuate and amplify existing societal biases, leading to unfair outcomes 

(Brokensha et al., 2023). For example, if historical lending data shows a bias 

against certain demographic groups, an AI model trained on this data might 

unfairly deny loans to individuals from those groups (Ferrara, 2024; Mhlanga, 

2020a). Algorithmic Bias relates to the design of the algorithm. This can occur 

through choices made during model selection, feature engineering, or 

optimization(Ferrara, 2024). Human biases can leak into AI systems through data 

labelling, model design choices, or interpretation of results. Participants 1 and 11 

alluded to the importance of mitigating human bias in AI development and several 

mitigation and technical treatment practices applied by their organization. 

A frequent perspective expressed by participants is concern about AI models 

potentially replicating and amplifying existing societal biases that are 

discriminatory, especially in a country with a history of inequality like South Africa. 

This concern aligns with the literature review, which emphasizes the potential for 

AI systems to perpetuate and amplify societal biases, resulting in unfair outcomes 

(Brokensha et al., 2023; Ferrara, 2024; Mhlanga, 2020b). Participant 2 gives an 

example of how a credit scoring model trained on data that reflects historical 

lending disparities might unfairly disadvantage certain racial or ethnic groups. An 

observation shared by participants is that even seemingly neutral data points, 

such as location or home address, can act as proxies for sensitive attributes like 

race or income, leading to indirect discrimination. Similarly, Wirtz et al. (2023) 

supports the belief that proxy features can inadvertently introduce bias into AI 

models, even when sensitive attributes are explicitly excluded. AI models, even 

without explicit racial inputs, can learn and replicate these pre-existing disparities, 

potentially leading to discriminatory financial decisions. The implication for the 

field is that generalized bias mitigation strategies, while valuable, are insufficient. 

Context-specific approaches, such as intentional data grounding and the 

development of fairness metrics tailored to South Africa's unique social 
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landscape, are crucial to prevent AI from exacerbating existing inequalities and 

to truly advance financial inclusion. 

There is notable emphasis from participants that models trained on data that 

does not adequately represent South Africa's diverse population could 

disproportionately disadvantage marginalized communities. Literature supports 

this point, stressing the importance of diverse and representative data in ensuring 

fairness in AI systems, particularly in contexts with significant social and 

economic disparities (Abor et al., 2018; Mhlanga, 2020b; Pandey et al., 2022). 

Models should be trained on data that reflects the diversity of the population they 

serve (Brokensha et al., 2023; Ferrara, 2024). South African banks use technical 

treatment methods such as demographic parity ratios, equal opportunity ratios 

and one-hot encoding. 

Findings suggest a strong agreement for careful data selection and pre-

processing through techniques such as data grounding and feature importance 

analysis to mitigate bias in training data (Ferrara, 2024). Data grounding allows 

for a deeper understanding of how the AI arrives at a particular outcome and 

helps identify potential biases or errors stemming from specific data instances. 

The techniques highlighted involve removing or correcting biased data points and 

ensuring impartial representation of different demographic groups (Femila 

Roseline et al., 2022; Ferrara, 2024; S. Sharma, 2024; Tóth & Blut, 2024). Giudici 

et al. (2024) recommends measuring fairness using an extended Gini coefficient, 

especially for use cases prone to bias. The prevailing view among participants 

supports the need for continuous monitoring and auditing of AI models to detect 

and address potential biases that may emerge over time due to the deprecation 

of models. Research findings suggest notable support for industry-wide 

collaboration and the development of a robust AI ethics framework and bias 

mitigation techniques that address fairness and transparency, specifically in the 

South African context as hypothesized by Owolabi et al. (2024). This is crucial to 

ensure that banking services benefit all segments of society and contribute to a 

more equitable and inclusive financial system (Elliott et al., 2021). 



 84 

5.2.2. Proposition 2 discussion 

Implementation of Explainable AI systems that can substantiate their 

reasoning and enforce accountability of the decision-making process. 

Industry-wide enforcement of a standard, such as the IEEE P7001, would 

lead to improved customer experience and trust. 

5.2.2.1. Measures implemented for AI transparency 

South African banks emphasize tracking the origin of data, transformations, and 

processing steps as crucial actions for ensuring data quality, accountability, and 

bias detection. These practices can be fulfilled through clear documentation and 

can extend to include the model’s architecture, design choices, and the reasoning 

behind its prediction (Gatrell et al., 2024). Documentation may facilitate auditing 

processes and help to identify potential issues that may impact fairness (Gaffley 

et al., 2022; Hentzen et al., 2021). Participants consistently emphasized the 

importance of comprehensive logging of AI model activities and the creation of 

audit trails. This directly addresses the black box problem, a significant ethical 

concern where the complexity of AI systems makes it difficult to understand their 

decision-making processes (Elliott et al., 2021). South African financial 

institutions are observed to adopt these practices because, in a highly regulated 

sector, justifying decisions is paramount for accountability to both customers and 

regulators (FSCA, 2024a; Pattnaik et al., 2024). Furthermore, the use of methods 

like feature importance analysis and Shapley values suggests a proactive effort 

by South African banks to provide explainable AI, moving beyond mere 

compliance to build trust, as stipulated by literature on the importance of 

explainable AI in regulated sectors (Pattnaik et al., 2024). The implication is that 

even in the absence of fully mature AI-specific regulations, South African banks 

are broadening their existing governance policies to AI, demonstrating a practical 

understanding of the need for internal oversight to maintain stakeholder 

confidence and prepare for future regulatory mandates. 

The importance of feature importance analysis is a dominant theme observed by 

several participants. This measure helps identify which factors influence AI 
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decisions, revealing potential biases where features like race or gender 

disproportionately impact outcomes. Literature suggests that feature importance 

analysis is crucial for building trust and demonstrating compliance, especially in 

regulated industries like finance (Delecraz et al., 2022; Makore, 2024; Williams 

& Lee, 2024). Research findings indicate that some organizations are using 

Shapley values to measure explainability, as recommended by (Giudici et al., 

2024). 

A recurring pattern emerges that emphasizes the importance of explainability and 

transparency in AI models, arguing that it is crucial to understand how these 

systems make decisions to ensure fairness and accountability, as stated by 

Participants 10, 7 and Winfield et al. (2021).  It has been observed that the lack 

of transparency in AI solutions, particularly those using deep learning or 

generative AI, poses a challenge in addressing bias and building trust 

(Brokensha et al., 2023). This aligns with Elliott et al. (2021), who infer the black 

box nature of some AI systems as a major ethical concern, making it difficult to 

evaluate decision-making processes for potential biases. While some scholars 

and research participants argue that AI systems should be designed to provide 

clear explanations for their decisions, others believe that focusing solely on 

explainability might not be the most effective approach (Owolabi et al., 2024). For 

instance, Elliott et al. (2021) suggests that even with full transparency, the 

intricacies of complex AI models might still be beyond human comprehension. 

Regulators emphasize the importance of examining a model's internal workings 

to understand how it processes information and arrives at decisions (FSCA, 

2024a; OECD, 2023). 

Research findings indicate that South African banks practice internal 

collaboration between data scientists, AI engineers, legal experts, and 

compliance officers. A collaborative approach echoes the principles of the CDR 

strategy, which emphasizes the ethical, legal, and societal implications of digital 

technologies (Herden et al., 2021). CDR encourages companies to move beyond 

compliance and proactively address the ethical challenges posed by 

technologies like AI. This interdisciplinary approach is crucial for fostering 

innovation and knowledge sharing, enhancing problem-solving, and mitigating 
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risks. Participants also express the need for collaboration of banks with external 

bodies such as regulators, policy makers and competitors. This can be through 

workshops, consortiums, or regulatory sandboxes (Arner et al., 2022; Owolabi et 

al., 2024; Rodrigues et al., 2022). 

5.2.2.2. Ethical dilemmas arising from fairness and transparency 

measures 

A key challenge is the lack of comprehensive AI-specific regulations in finance. 

This lack of clarity creates uncertainty for institutions on responsible AI 

development and deployment, and the absence of clear guidelines can lead to 

ethical “grey areas” where the legality of some AI practices is unclear (Ashok et 

al., 2022; Hentzen et al., 2021). Participants 2 and 10 underline these challenges 

as prevailing issues at their organization. The fast pace of AI development makes 

it hard for regulators to keep up with instituting policies prior to the adoption of 

the technology by South African banks. This gap between innovation and 

regulation can worsen ethical dilemmas as new AI applications emerge without 

proper oversight or accountability mechanisms (Ashok et al., 2022; Elliott et al., 

2021). 

AI models in banking are heavily reliant on vast amounts of customer data, 

creating significant data security and privacy risks (OECD, 2023). Participant 12 

posits that data breaches or misuse can have severe consequences for both 

customers and institutions (Bankins & Formosa, 2023; Mhlanga, 2020b). Several 

participants noted that there is often a trade-off between fairness and accuracy 

in AI models, which further complicates bias mitigation efforts (Ferrara, 2024). 

Another dilemma arises from the tension between transparency and the 

protection of customer data and intellectual property. Organizations need to be 

transparent about how their AI models work to build trust with customers and 

regulators, yet providing detailed explanations of AI decisions could reveal 

sensitive customer data or proprietary algorithms. As explained by Participant 10, 

this might expose organizations to security risks by allowing fraudsters to 

circumvent the systems or competitors to replicate the systems (OECD, 2024). It 

would be difficult for auditors and regulators to evaluate the fairness of an 
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organization’s AI models because they want to protect their intellectual property 

(Delecraz et al., 2022). 

Both the literature and Participant 6 emphasize the need for robust data 

governance and privacy safeguards, especially when using third-party AI models 

(OECD, 2023). Financial service organizations adopting AI need robust 

cybersecurity measures and resilient AI infrastructure to mitigate these risks 

(Mhlanga, 2020b). Financial institutions should invest in research and 

development, skills, and capacity building to keep abreast of AI advancements 

(Hentzen et al., 2021). Implementing fairness and transparency measures 

requires significant investment in explainable AI tools, implementation of robust 

monitoring and auditing processes, staff training, and the adoption internal 

processes to meet regulatory requirements as regulations evolve (Elliott et al., 

2021; FSCA, 2024a). To effectively navigate and mitigate ethical dilemmas, 

financial institutions should actively engage with regulators to advocate for clear 

AI guidelines (Gaffley et al., 2022). This can be achieved through the adoption of 

a framework such as CDR (Elliott et al., 2021; Tóth & Blut, 2024; Wirtz et al., 

2023). 

5.2.3. Proposition 3 discussion 

Industry-wide adoption of the CDR framework throughout the product 

development lifecycle, to maintain fairness and transparency. 

5.2.3.1. Addressing fairness and transparency challenges through a 

framework 

There is a strong consensus among participants that regulators should play a 

more active role in overseeing AI adoption. They recommend that regulators 

develop specific guidelines for AI in finance, potentially tailored to different 

sectors within the industry. They also suggest that regulators should collaborate 

with industry stakeholders and AI experts to develop these guidelines, ensuring 

that they are practical, adaptable and foster innovation while safeguarding 

consumer interests (Rahman et al., 2021). 
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Unlike the European Union, which has implemented a comprehensive risk-based 

framework like the EU AI Act (European Commission, 2024), South Africa's AI 

regulatory landscape is still emerging. This leaves financial institutions in a state 

of uncertainty creates a fragmented approach where banks either develop 

internal frameworks or rely on international guidelines like GDPR. The 

observation is a logical consequence of a dynamic technological environment 

outpacing static legal frameworks (Elliott et al., 2021; Kane, 2019). The 

implication is that without clear and enforceable industry-wide standards, there is 

a risk of inconsistent ethical AI practices across the financial sector, potentially 

leading to uneven consumer protection and hindering collective progress toward 

responsible AI adoption. The findings highlight the urgency for policymakers to 

accelerate the implementation of a national AI policy framework that provides 

clear guidelines and fosters greater industry collaboration to ensure consistency 

and prevent unethical practices.  

In the absence of AI-specific regulations, participants point out that existing laws, 

as portrayed on Table 2-1, such as POPIA, GDPR, FSRA and consumer 

protection laws, can be applied to AI systems (Chitimira & Motlogeloa, 2024; 

Makore, 2024). South African Banks utilise a risk-based approach to AI 

regulation, where the level of scrutiny and regulatory requirements are 

proportional to the potential risks posed by different AI products and services. 

This approach allows for a more nuanced and flexible regulatory framework that 

can adapt to the evolving landscape of AI (Makore, 2024; OECD, 2024; Owolabi 

et al., 2024). The prevailing view among participants is that effective regulatory 

oversight requires mechanisms for enforcement and accountability, such as 

establishing clear penalties for non-compliance and conducting frequent audits 

of AI models. Findings suggest that South African banks understand the 

importance of well-defined policies, guidelines, and frameworks to govern AI 

solution implementation and address key ethical considerations. Proactive 

measures should be in place to identify and mitigate bias in data and algorithms, 

including using diverse datasets, employing fairness metrics, and conducting 

regular audits. 
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Research findings highlight strong support for establishing an AI centre of 

excellence, especially in the later stages of AI adoption. A centre of excellence is 

considered beneficial for scaling AI adoption once the foundational ethical and 

strategic groundwork has been laid. However, the findings emphasize the need 

for a strategic approach, recommending the creation of a centre of excellence 

only after robust ethical guidelines have been established and internal 

capabilities have been adequately developed. 

The rapid advancements in AI necessitate ongoing learning and skills 

development, and research findings highlight the need for specialized training 

programs for professionals involved in AI development and governance. This 

includes training on not only what it does but how it does it. The training should 

cover AI ethics, bias mitigation techniques, explainable AI, and data privacy 

(Bankins & Formosa, 2023). It is noted that there are currently no learning paths 

offered by the South African banks included in the study, however, compliance 

courses on general customer data protection do exist. Radclyffe and Nodell 

(2020) suggests mandatory continuous professional development programs that 

include worked case-study examples to equip professionals with up-to-date 

knowledge and ethical best practices. Participant 2 advocates incorporating 

certifications into employees' learning paths and introducing specialized roles, 

such as "Chief AI Officer," to effectively address the technical skills gap at the 

executive level (OECD, 2023). Regulators and government policymakers need 

to institutionalize best practices, develop common standards, and foster 

partnerships between government, educational institutions, and the private 

sector. The South African government is advancing efforts toward the release of 

a National AI Policy framework (DCDT, 2024). 

As regulatory bodies undergo digital transformation, the use of RegTech will 

become ubiquitous, allowing regulators to automate risk management and 

compliance processes through pre-processing and post-processing of AI system 

output (Rambaud & Gázquez, 2022). 

The proposed South African National AI policy framework focus areas 

encompass the research findings and sentiments expressed by organizations. 

Pillar 6.6 of the policy prioritizes robust data protection laws and standardized 
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data governance specific to AI. Pillar 6.9 advocates for inclusive datasets and 

equitable AI deployment. Section 5.3 of the policy speaks to historical socio-

economic inequities in South Africa and the need for the county’s financial 

institutions to bridge the gap. These pillars coincide with the “Perceived Fairness 

Challenges” research theme. Pillar 6.8 mandates transparency in decision-

making to build public trust, and pillars 6.3 and 6.12 advocate for public-private 

partnerships. These pillars can be linked to the research theme “Measures 

Implemented for AI Transparency”. 

5.2.3.2. Implementation strategy 

The "crawl-walk-run" phased framework mentioned in the findings is an 

implementation strategy for adopting new technologies, like AI, into an 

organization. This approach emphasizes gradual progress, starting with 

foundational knowledge building and moving towards full-scale deployment over 

time. It can be tailored to include fairness and transparency mitigation measures, 

enabling South African banks to implement comprehensive safeguards 

throughout the organization. The crawl phase focuses on foundational context-

specific understanding, preparation, and development of an AI framework. The 

walk phase involves taking practical steps towards implementation, building 

skills, and developing a strategic roadmap. The run phase focuses on the 

company-wide adoption of the framework and scaling up AI applications.   

Figure 5-1 demonstrates the proposed crawl-walk-run phased implementation 

framework for AI fairness and transparency measures at South African banks. 

This framework aims to minimize the risk of embedding biased algorithms, 

ensuring adequate and ongoing monitoring of fairness and transparency, and 

aligning AI initiatives with both the bank’s strategic objectives and South Africa’s 

regulatory and social context. 
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Figure 5-1: A proposed crawl-walk-run phased implementation framework for AI fairness 
and transparency measures at South African banks 

5.3. Summary of discussion 

This chapter analyses the research findings in tandem with academic literature, 

aligning them with the propositions and research questions, intending to address 

the ethical challenges of fairness and transparency in AI implementations in 

South Africa's financial services sector. Key areas include addressing fairness 

challenges, implementing transparency measures, and proposing frameworks to 

mitigate these issues. Several emerging themes can be triangulated to notions 

from the literature review and South African National AI Policy framework draft. 
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Understanding the Basics -
Before initiating AI 
implementation, 
organizations should 
prioritize developing a 
thorough understanding of 
the fundamentals of AI and 
machine learning within the 
South African context. This 
context-specific knowledge 
is crucial for mitigating 
human bias and preventing 
unintended prejudice, 
particularly given the high 
levels of inequality in South 
Africa.

Exploring and 
Experimenting - Practical 
experience is crucial, 
therefore organizations 
should encourage their 
teams to play around with 
available AI tools, 
understand their capabilities, 
limitations and assess the 
best use case for each one.

Developing an Ethical 
Framework - With ethical 
considerations at the 
forefront, organizations 
should develop a robust 
ethical framework to guide 
their AI adoption strategy; 
addressing data privacy and 
security, bias mitigation, 
explainability and 
transparency.

W
al

k 
P

h
as

e

Upskilling and Training -
Organizations need to invest 
in training and development 
to equip their workforce 
with essential AI skills. These 
initiatives may include 
certifications, workshops, 
compliance-focused training, 
and engagement with 
subject-matter experts.

Defining a Clear Strategy -
This involves deciding on the 
infrastructure for AI 
development and 
deployment, whether to 
leverage cloud-based 
solutions, pre-trained 
models, or build in-house 
datacentres. The chosen 
strategy should align with 
the organization's vision, 
strategy, business objectives 
and ethical framework.

Introducing New Roles - The 
adoption of AI may require 
the establishment of new 
roles; such as a Chief AI 
Officer, to guide strategic 
implementation and ensure 
ethical considerations are 
integrated at every stage of 
the process.
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Establishing an AI Centre of 
Excellence - Developing a 
dedicated faculty can 
promote collaboration, 
facilitate knowledge-sharing, 
and drive the creation and 
implementation of best 
practices for ethical AI 
development.

Deployment and Integration 
-This phase focuses on 
implementing AI solutions 
and embedding them into 
various business functions. It 
is essential to continuously 
monitor their impact, 
address unforeseen 
challenges, and ensure 
sustained alignment with the 
established ethical 
framework.

Change Management -
Implementing AI often 
necessitates significant 
organizational 
transformation. Effective 
change management 
strategies are critical for 
ensuring a smooth 
transition, adapting to the 
continuous evolution of 
regulations and technology, 
addressing employee 
concerns, and maximizing 
the potential benefits of AI 
adoption.
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Fairness challenges stem from data, algorithmic, and human biases, which can 

lead to discriminatory outcomes, particularly in South Africa's socio-economic 

context. Both research participants and academic literature emphasize the 

importance of diverse datasets, careful data pre-processing, and ongoing 

monitoring to ensure fairness. Transparency in AI decision-making was identified 

as crucial, with measures such as explainable AI systems, feature importance 

analysis, and audit trails highlighted to enhance accountability and trust. 

However, ethical dilemmas arise due to a lack of AI-specific regulations, trade-

offs between fairness and accuracy, and tensions between transparency and 

protecting intellectual property and customer data. To address these challenges, 

the study recommends adopting the CDR and ECCOLA frameworks using the 

proposed crawl-walk-run phased adoption framework.  

Internal and industry-wide collaboration, regulatory engagement, and adoption of 

IEEE P7001 as an industry standard is recommended to ensure attentive ethical 

AI adoption. This approach emphasizes foundational AI knowledge-building, skill 

development, and the creation of robust governance structures, culminating in 

the establishment of an AI centre of excellence to scale responsibly. 

The chapter concludes with the view that tackling fairness and transparency 

challenges requires a multi-stakeholder approach, combining internal 

governance, regulatory oversight, and collaboration across the financial services 

industry to create a more equitable and trustworthy AI ecosystem. 
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CHAPTER 6. CONCLUSIONS AND 

RECOMMENDATIONS 

6.1. Introduction 

This chapter integrates the findings from the research findings, propositions, and 

overarching research objectives. Furthermore, it provides context-specific 

recommendations that reflect the significance and practical implications of the 

study. 

The research study examines the ethical challenges relating to fairness and 

transparency of Artificial Intelligence product innovation at selected financial 

service organizations in South Africa. The significance of this study lies in its aim 

to contribute nuanced insights into the ethical dimensions of AI adoption within 

South Africa’s banking sector, a domain where practical guidance and 

understanding are increasingly vital. By exploring the unique socio-economic and 

regulatory landscape of South Africa, this research attempts to shift the 

understanding of AI ethics beyond a global perspective, offering localized insights 

that can inform policymaking, managerial decision-making, and industry best 

practices within the South African financial service sector. Lastly, the limitations 

and suggestions for further research are proposed. 

6.2. Conclusion regarding research questions 

6.2.1. How do financial service organizations in South Africa 

perceive and address fairness in their AI implementations? 

South African banks recognize fairness as a critical priority, viewing it not only as 

the avoidance of discrimination but also as addressing broader societal impacts. 

A recurring concern for banks is the potential for AI to exacerbate existing 
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economic divides and hinder financial inclusion, particularly for marginalized 

communities.  

Societal biases, such as racial and gender disparities, pose a significant risk of 

being mimicked and amplified by AI models. Research findings reveal concern 

about the potential for AI to exacerbate existing inequalities in South African 

banks, given the country's history of social and economic disparities. Data bias 

is a major concern, as models trained on unrepresentative datasets can lead to 

discriminatory outcomes. Research findings highlighted the challenge of proxy 

features, such as location inadvertently serving as substitutes for sensitive 

attributes like race or income level, which can lead to discriminatory outcomes. 

This underscores the importance of deliberate efforts to mitigate algorithmic bias. 

Algorithmic bias arising from model design choices and human bias introduced 

during data labelling or interpretation of results are also acknowledged as 

challenges. 

Organizations emphasize the importance of careful data selection and pre-

processing techniques like data grounding and feature importance analysis to 

mitigate bias. These methods help identify and address potential biases in 

training data and ensure a more balanced representation of different 

demographic groups. Regular audits, fairness metrics, and human oversight are 

implemented to ensure equitable outcomes. Organizations are employing 

technical measures such as demographic parity ratios, equal opportunity ratios, 

and one-hot encoding to address bias. 

South African banks note a lack of AI-specific regulations in South Africa and the 

need for education to bridge knowledge gaps among policymakers, developers, 

and business stakeholders. This highlights the demand for more robust 

governance mechanisms tailored to the local context. There is broad support for 

adopting ethical AI frameworks, such as CDR and ECCOLA, to institutionalize 

fairness and transparency. Banks emphasize the importance of internal cross-

team collaboration to comprehensively address these challenges, reflecting the 

principles of CDR. Research findings indicate that establishing a unified and 

robust industry-wide framework for ethical AI development is essential to 

achieving equitable outcomes and preventing AI from reinforcing existing societal 
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biases in South Africa. Such a framework would promote innovation, enhance 

regulatory oversight, and encourage knowledge sharing across organizations. 

6.2.2. How are financial service organizations in South Africa 

maintaining transparency in AI decision-making while mitigating 

the ethical dilemmas that may arise from these efforts? 

While South African banks are implementing measures to maintain transparency 

in AI decision-making, they face ethical dilemmas due to the lack of extensive AI-

specific regulations and the inherent complexity of AI systems intended for 

banking. Organizations have implemented various techniques to clarify AI model 

decisions, including feature importance analysis, data grounding, and detailed 

documentation to monitor and trace AI model activities and decision-making 

processes. Citation systems are being integrated into AI systems to track the 

origin of data and algorithms used. This practice not only enhances transparency 

but also helps address concerns about intellectual property rights and data origin, 

particularly when utilizing third-party AI models. Cross-team collaboration 

involving data scientists, AI engineers, legal experts, and compliance teams is 

crucial for mitigating ethical risks and ensuring that AI solutions adhere to 

regulatory and organizational standards.  

The lack of relevant AI-specific regulations in South Africa presents a significant 

challenge for organizations. This gap leads to uncertainty in responsible AI 

development and potential ethical grey areas where the legality of certain AI 

practices remains unclear. Balancing transparency with the protection of 

customer data and intellectual property poses a dilemma. While transparency is 

necessary to build trust, detailed explanations of AI decisions could expose 

sensitive information or proprietary algorithms, increasing security risks or 

enabling competitors to replicate the systems. The cost of implementing 

transparency measures, such as introducing explainable AI tools, monitoring 

processes, staff training, and adapting internal procedures to meet evolving 

regulations. The shortage of a skilled AI workforce in South Africa presents a 

challenge for implementing and overseeing complex AI systems, which could 

hinder effective transparency measures and increase the risk of unintended 
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biases. South African banks advocate for increased investment in AI education 

and training programs to address this issue. 

South African banks are taking a cautious approach to AI adoption, prioritizing 

responsible development and transparency over rapid innovation. They are 

leaning on international guidelines for AI governance while developing internal 

policies to address ethical considerations. However, the study highlights a clear 

need for more structured, industry-wide frameworks, potentially through an AI 

consortium, to establish consistent ethical practices and overcome the current 

regulatory deficit. 

6.2.3. What strategy can financial service organizations adopt to 

address the perceived ethical challenges related to fairness and 

transparency in AI? 

Organizations should develop and implement clear internal policies and 

guidelines for responsible AI development and deployment that address fairness, 

transparency, accountability, data privacy, and security. Financial institutions 

should draw on existing international best practices and guidelines, such as the 

CDR and ECCOLA framework, and the IEEE P7001 industry standard for 

transparency. These frameworks should be adapted to the specific context of the 

South African financial sector. Research findings suggest that a phased adoption 

approach should be used and proposes a novel crawl-walk-run framework.  

Insufficient regulation and guidance of AI systems exacerbate the ethical 

challenges faced, leaving organizations to rely on self-imposed policies and 

frameworks. Clear legal guidance would provide certainty for banks and ensure 

consistent ethical practices across the sector. Education and training programs 

are crucial to bridge the AI skills gap in South Africa. Employees should be 

equipped with the knowledge to identify, assess, and mitigate ethical risks 

associated with AI systems. Organizations need to encourage knowledge 

sharing and cross-training between technical and non-technical teams. 

Collaboration between data scientists, AI engineers, legal experts, compliance 

officers, and ethicists fosters a holistic understanding of AI ethics. Staying 
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informed about emerging AI technologies and global ethical best practices is 

essential. Organizations can achieve this by attending industry conferences, 

participating in workshops, and actively engaging with international AI ethics 

communities. 

Data audits and grounding techniques are essential for identifying and 

addressing potential biases in training datasets. This includes careful 

examination of data sources, collection practices, and feature engineering for 

potential discrimination. Establish an AI ethics board or committee within a bank, 

composed of diverse stakeholders to provide oversight, guidance, and 

accountability for AI development and deployment. Encourage industry-wide 

collaboration by forming AI consortiums or similar initiatives. Sharing best 

practices, developing common standards, and collectively addressing shared 

ethical challenges are critical for industry-wide progress. Engage in open and 

ongoing dialogue with regulators and policymakers. This allows organizations to 

advocate for responsible AI regulations and contribute to the development of 

ethical guidelines that effectively address the needs of the South African financial 

sector 

6.3. Conclusion regarding research objectives 

The research objectives have been comprehensively addressed through a 

combination of academic literature review, empirical findings through semi-

structured interviews, and practical recommendations. Research findings provide 

an in-depth exploration of the factors contributing to the challenges of ethical AI, 

including algorithmic biases, data biases, human biases, transparency and 

explainability issues, regulatory gaps, and the prudence of organizations towards 

systemic societal inequalities. The research also examines how fairness and 

transparency are perceived and addressed within South African banks and 

highlights critical concerns such as proxy bias, data representativeness, and the 

black box nature of AI models. Detailed insights into the South African financial 

sector's approach to AI ethics have been put forward, including regulatory 
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compliance, internal and industry-wide collaboration, and the need for 

organizational upskilling.  

6.4. Recommendations 

The anticipated beneficiaries of this study include regulatory authorities, banking 

institutions, and policymakers, who stand to gain from the distinct understanding 

of AI ethics in the South African financial context, thereby facilitating more 

informed decision-making and fostering responsible AI innovation in the financial 

sector. 

6.4.1. Banking institutions 

Banks should create responsible AI development policies which are routed in 

their values and customer data and protection laws. These polices should 

address fairness, transparency, accountability, data privacy, and security whilst 

taking into consideration the South African socio-economic landscape. Existing 

international best practices and guidelines can be referenced, namely the CDR 

strategy, ECCOLA framework, and the IEEE P7001 standard for transparency. 

Furthermore, organizations are encouraged to assess and integrate the impact 

of the National AI Policy framework. 

There is a prevailing view that South African banks should create a responsible 

AI committee to provide oversight, guidance, and accountability for AI 

development and deployment. The committee would keep the organization well-

informed on advancing AI regulations and standards. Industry-wide collaboration 

is also encouraged through the formation of an AI consortium. The platform would 

allow the banking industry to share best practices, develop common standards, 

and collectively address ethical challenges. 

Fairness metrics can be formed using the extended Gini coefficient, and 

explainability can be measured using Shapley values. Regularly evaluating data 

sources, data collection practices, and feature engineering will help prevent 

potential complications from AI bias. 
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Collaboration between data scientists, AI engineers, legal experts, compliance 

officers, and security officers is needed to create a holistic understanding of AI 

ethics. The introduction of training programs would bridge the AI skills gap in 

South Africa and equip both technical and non-technical banking employees to 

identify and mitigate AI-related risks. Actively engaging with international AI 

communities, attending industry conferences, and participating in workshops will 

enable banking employees to remain up-to-date on best practices. 

6.4.2. Regulators and policymakers 

The supervisory bodies are advised to implement a risk-based approach to AI 

regulation, where the level of scrutiny is relative to the potential risks posed by 

the AI systems. This strategy promotes innovation, reduces costs, and ensures 

greater focus on addressing the most critical challenges.  

Regulators should develop common standards whilst ensuring that they align 

with global AI ethics standards, introduce well-defined penalties for non-

compliance and conduct routine. Partnerships between government, educational 

institutions, and the private sector will help to foster more industry-wide 

frameworks.  

Policymakers are urged to accelerate the implementation of the National AI 

Policy framework, which will ensure clear guidelines on transparency, fairness, 

and accountability, address the unique socio-economic context of South Africa, 

and the demand for financial inclusion. They should explore the concept of 

funding training programs to improve AI literacy among industry professionals 

and policymakers. 

6.5. Possible limitations and challenges of the study 

The following challenges and limitations are present in the study:  

• The study does not encompass all banks operating in South Africa. 

• There might be a level of subjectivity due to the chosen research paradigm. 
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• Focused sampling might lead to selection bias due to a lack of random 

sampling. Focused sampling is preferred due to time constraints.  

• Focused sampling might introduce representation bias. 

6.6. Suggestions for further research 

The following areas have been identified for further research:  

 

1. The regulatory landscape for AI in South Africa is still emerging, with ongoing 

efforts by the government to regulate AI. Further research could explore the 

development and impact of AI laws in the banking sector. 

2. More research could be conducted to investigate the long-term societal and 

economic effects of AI in the banking sector. 

3. Study the long-term societal and economic effects of AI in the South African 

banking sector. This should include the impacts of AI-driven RegTech on 

regulatory compliance, economic stability, and consumer protection.  

4. Research could examine how RegTech affects the cost and efficiency of 

regulatory processes, as well as the potential for new risks arising from 

automating regulatory oversight. 

5. Explore how a consortium could facilitate knowledge sharing, promote 

financial inclusion, develop industry-wide ethical standards, and promote 

collaborative risk management. 
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APPENDIX B – CONSISTENCY TABLE 

Research 

question 

number 

Research Question Proposition 

number 

Proposition Data collection detail Data 

analysis 

method 

1 How do financial 

service organizations 

in South Africa 

perceive and address 

fairness in their AI 

implementations? 

1 Applying safeguards against risk of 

bias and discrimination as an 

ongoing process through the 

adoption of clear standards defined 

in a framework such as CDR and 

ECCOLA. 

Interview guide questions 

4, 5, 8, 13, 15, 16. 

 

Thematic 

Analysis 

2 How are financial 

service organizations 

in South Africa 

maintaining 

transparency in AI 

decision-making while 

2 Implementation of Explainable AI 

systems that can substantiate their 

reasoning and enforce 

accountability of the decision-

making process. Industry-wide 

enforcement of a standard, such 

Interview guide questions 

6, 7, 8, 13, 15, 16. 

Thematic 

Analysis 
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mitigating the ethical 

dilemmas that may 

arise from these 

efforts? 

as the IEEE P7001, would lead to 

improved customer experience and 

trust. 

3 What strategy can 

financial service 

organizations adopt to 

address the perceived 

ethical challenges 

related to fairness and 

transparency in AI? 

3 Industry-wide adoption of the CDR 

framework throughout the product 

development lifecycle, to maintain 

fairness and transparency. 

Interview guide questions 

8, 9, 10, 11, 12, 14, 16, 

17. 

Thematic 

Analysis 
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APPENDIX C – PARTICIPANT INFORMATION SHEET 

Dear Participant, 

Thank you for considering participating in this research. 

My name is Leonard Kiiru, and I am a Masters student at the University of the 

Witwatersrand Business School in Johannesburg. As part of my studies, I am 

undertaking a research project under the supervision of Dr Manamela 

Matshabaphala. The purpose of this study is to examine the ethical challenges 

relating to fairness and transparency of Artificial Intelligence product innovation 

at selected financial services organizations in South Africa. 

As a professional with experience in the banking sector, particularly in areas 

related to AI and product development, you are invited to participate in a semi-

structured interview. The interview will take approximately 15-20 minutes and can 

be conducted either face-to-face or virtually through Microsoft Teams or Zoom, 

based on your preference. 

This research project is structured to protect your privacy and personal 

information. Your participation will be anonymous, and no personally identifiable 

information will be included in the research findings. You will not incur any costs 

for participating in this study. Your participation is entirely voluntary, and you may 

withdraw from the interview at any point with no penalties. 

The insights gained from this study will contribute to a better understanding of 

how South African financial institutions are addressing the ethical challenges of 

AI implementation, particularly in terms of fairness and transparency. Your 

expertise and perspectives are invaluable to this research. 

If you require any further information, please do not hesitate to contact me at 

600136@students.wits.ac.za, or by phone at 0845408440. I look forward to your 

response at your earliest convenience. 

Yours sincerely, Leonard Kiiru 
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APPENDIX D – PARTICIPANT CONSENT FORM 

 

The ethical challenges of artificial intelligence product innovation at 

selected financial services organizations in South Africa. 

Leonard Kiiru 

 

I ________________________________________ agree to participate in this 

research study. The research has been explained to me and I understand what 

my participation will entail. 

I consent to my participation remaining anonymous YES NO 

I consent that the researcher may use anonymous 

quotes in his research report 

YES NO 

I consent that the interview may be audio and video 

recorded 

YES NO 

I consent that any video recording imagery may be used 

(except pictures or video of my face) 

YES NO 

I consent that the information I provide may be used 

anonymously by other researchers following this study 

 

YES NO 

_____________________________ (Name/Alias of Participant) 

_________________________________________ (Signature) 

 _____________________________________________ (Date) 
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APPENDIX E – INTERVIEW GUIDE 

 

Standard Participant Questions 

1. Please state your occupation and department/business unit/division. 

2. How many years of banking experience do you have? 

3. Have you ever used or considered using AI in your field of work? 

Perception of Fairness 

4. How does your organization define and measure fairness in AI systems? 

5. Can you describe any specific measures your organization has implemented to 

ensure fairness in AI-driven decisions? 

Transparency Measures 

6. What methods do you use to explain AI decisions to customers or regulators? 

7. What ethical dilemmas, if any, have arisen from trying to maintain transparency in 

AI systems? 

Solution Development 

8. What do you consider to be the most important ethical non-negotiable when 

implementing AI in your organization? 

9. How do these challenges differ from those faced in traditional (non-AI) product 

innovations? 

Organizational Practices 

10. Does your organization have a specific framework or guidelines for addressing 

ethical issues in AI? 

11. How effective do you find these frameworks in addressing ethical challenges? 

12. Who in your organization is responsible for ensuring ethical compliance in AI 

systems? 

Industry and Regulatory Context 
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13. How do you perceive the current regulatory environment in South Africa regarding 

AI ethics in financial services? 

14. In what ways do industry standards or practices influence your approach to ethical 

AI? 

15. How does your organization balance the drive for innovation with ethical 

considerations? 

South African Challenges 

16. Are there any unique challenges or considerations in the South African context? 

17. Based on your experience, what advice would you give to other financial services 

organizations looking to implement AI ethically? 
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