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Abstract

Real-time computer control is characterized by the need for a high degree of ln-

teraction between some machine or physical process, its controlling computer, and

the human operator. ·n,ecently there has been l), trendtowards the use of distributed

real-time computer systems which potentially offer grea-ter functional flexibility, bet,

tel' maintainability and bettor reliability than centralized systems, The increasing

demands that. are being placed on real-time computer control systems have high-

lighted the deficiencies of current heuristic design techniques and emphasised the

need Ior solid theoretical design precepts.

Tho approach adopted in this thrM:s recognizes that the issues of sampling and

data representation, roal-tlme control , and Information owncrshlp and. flow control

are all central to any theory 1)1real-time dynamic systems. The unique cha-ractet:stics

of computer control systems ate used til develop 11 theory which is directly applicable

to real-time control applications. Tho p~Va)' model is derived which describes process

interaction in real-time systems and an abstract representation of the properties ot
the physical plant, its environment and its control system, It is shown how this

model provides ~tpowerful framework for solving practlce! and tlt<loreHcal problems

in computer control.

Included in this theory is a treatment of sampling and data representation in

computer control systems. 'I'he plant-control system boundary is examined in order

to dcterrnlne the role of front-end data acquisition subsystems. The theory inc01'·

poratcs a deflnltlon of real-time which docs not rely all any notion of speed, and

It establishes a qUIl,ntita1iivc Unit betW()011 plant dynamics and the validity lifetimes

Oll)l'opcrty representations, A set of guidelines for real·time design is proposed,

ii



and techniques are presented for ensuring state-conformity in the representation of

Boolean-valued properties and for improving reliability and fault-tolerance in the

representation of analog properties. The proposed model requires that each plant

property he reflected in the computer system and that ownership of each property

representation be assigned to a single, local process. The treatment of real-time

information as quantities v.,!th limited temporal validity is a pervasive theme in this

work.
TIt<:-, methodology used has allowed the issues affecting process interaction h'

real-time systems to be analyzed, and it has enabled the effects of the simultaneous

application of different concepts to control systems to be qualified, Consequently

it has possible to restate many of these concepts in a precise manner which ex-

presses their applicability to computer control applications. The resulting theory

and proposed model of process Interaction result from the unification of the princi-

ples underlying real-time distributed computer control.
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Chapter 1

Introduction

1.1 A theory of process interaction

Programmable digital computers huve bean used in control appllcatlons for more

than two decades. They allow greater flexibility in Implementing different control

strategies than do traditional analog controllers, Early computer control systems

consisted of multiprocessing minicomputers whlch performed the IIcqt.isition of data

from sensors, computation of control algorlthms, and the eommunlcatlon of con-

trol actions back to actuators. The low (' 'st of powerful microprocessors and ef·

Iecelve inter-computer commnnlcation syote1l)s (networks) has changed the origiuu.l

scenario considerably. ])jstributp.clsYlitelUs, consisting of multiple cc-operatlng com-

puttlrs (which wo call processing modules), ccmmunlcatlng vla message passing over

high-speed local area networks, now provide cost-effective and practical platforms

lor implementing large scale lndnstrlal control systems. The potential advantages

In using distributed computer systems in control a,ppllcatiollS have been well docu-

mented by Fatber [1], and by Kramer, Sloman and MacGeo [21, In order for these

advantages to be realized, it is Imperative that software fo~' dlstrlbutcd computer

control systems (DCCSs) be able to overcome the problems introduced by resource

distrlbution and teal time opera.ting constraints. Softwaro must also be capable of

dealing with failuros of individual procesalng modules and communlcatlon links.

Little exists in tllr. wa.y of theory whlch describes tho behaviour of real-tlme dls-

tdbutcd computer control systems. Currant design consldoratlona !U'G based largely

on pl'actical experience and heurlatica which cannot be frclcly applied to all systems.
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With increasing demands being placed on real-time conttol systems, the need for a

theory describing the distributed control of real-tim,' (ly ia.nlc systems is becoming

more apparent.

Other workers have focused on three main areas: the development of a software

architecture for DCCSa (Kramer, Sloman and Ma.cGee, [2]), the devoloprnens ,f

a sound set of programming primitives for Interprocess communicatiordMad.!lod

[3,4] and Llskov (51), and the development of techniques for improving reliabllisy and

tolerance of'communication and.processor faults (Kopetz [(l,7] and Macl.eod [8]). All

of this work is aimed at improving the general reliability and programmabllity of

computer control systems.

Despite the success achieved in much of this work, a single, all-encompassing

theory of real. time dynamic systems and their control has not emerged. Distributed

computer control systems represent a synthesis of ted.nulogies tram several different

disciplines. The theories of distributed computing and real-time systems must be

combined with digital control ~hcorY',instrumentation, data sampling and data com-

munications technology. Each of these disciplines impacts tho application of other

disciplines. Although each of these disciplines is well-understood in Its own right,

the result of combining all these concepts into a single synergistic theory 11<1.s not

been thoroughly researched and modelled.

Tho complexity of the aynthesls of these technologies, and the absence of an

all-encompassing theory, is clearly i1Iutitratcd by two major problems which are

typically encountered in the design and implementation of distributed computer

control systems.

The iit'st problem concerns tho dHllculty encountered in Implcmentlng mocha-
nlsms which support concurrency ill distributed systems. The widespread a:vailabil-

ity of cheap microprocessors and interconnection systems has been accompanied by

a move awr.y from largo and medium scale centralized multiprocessing systems to-

wards distributed systems, 'l'his is particularly truo in the flold ofcomputer control,

as most industrial plants are geographically dlstrlbutcd I and are comprised of func-

tlonal proceas units which arc easily distinguished from one another. Distribut.ed

systerns are therefore ideally suited to solving process control problema.

One of the major challenges in distributed computing has been to develop mach-
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anlsms which facilit.ato. the interaction of concurrently executing taaks, that Is, task

synchronization and interprocess communication. In traditional centralized (unipro-

cessor) systems which support pseudo-concurrency, shared memory primitives such

as semaphores [9,10,11] and monitors [12] are used tor interprocess communication

and synchronisation, Distributed systems support true concurrency, and each pro-

cessing module has its own local memory. The physical architecture of distributed

computer systems in\'adably implies that no shared memory is available for in-

terprocess communication. Message-passing protocols which support Interprocess

communication in dlstrlbuted systems ate therefore requited. Computer scientists,

who have been addressing the problem of lnterprocess communication in generalized

distributed systems, have proposed various solutions to the problem, Many of these

solutions are based on assumptions which may not be valid in computer control

applications, Careful examination of many of tho proposed solutions shows tlUtt in

most Instances they do not soltle the problem at all. Lamport [13,15,14] discusses

these proposed solutions. He concludes that many of the proposed solutions merely

replace a high level problem with a lower level OM, We refer to the difficulties in-

volved in providing "l)port for Interprocess communication and synchronization in

neesa 80S the inierproces« communication problem,

Another problem has arisen with the avallablllty of cheap, powerful mleropro-

cessora, Over the past fow decades, advanced numerical and statistical control algo-

rithms have been developed. Whilst this body of modern control theory may have

had some practical spln-ofls, its value haa been largely academic. This is prlmarlly

due to the computational intensity of the algorithms. Tho previous generatlon of' 8

(and 16) bit microprocessors was not powerful enough to perform the required com-

putatlon in real-time on-line situations. Newel' computer technology however, makes

the application of modern control technlques feasible [16]. Software is becoming In-

creasingly complex, and this makes it difficult to produce systems which exhibit a

high degree of programmability, maintainability and l'(Jliability. Consequently, sys-

tem design and integration has become a most formidable task, The primary solution

to this problem is a methodology which facilitn,tp.sthe suocesaful decompcsltion of a

complex: system into a number of simpler, more manageable functional units. Many

methods for system decomposition have been proposed, and tho advantages and dis-
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advantages of each is currently the subject of much debate [11,18,19,20,21,23]. Most

of these techniques are not aimed at real-time control applications. The techniques

which do incorporate methods for dealing with time-constraints are essentially soft·

Ware system design techniques, and they do not relate to the physical structure of

systems external to the computer (Gomaa, [22]). We refer to the decomposlnon of

a large computer control system into a number of concurrent distributed processes

as the decomposition problem.

Although these two problems are usually dealt with in isolation, they both ex-

press the difficulty that is experienced in modelllnj nrocess interaction in real-time

distributed systems. The IPC problem can be described as the difficulty of trying to

ensure semantically correct behaviour of multiple communicating processes execut-

ing concurrently on different processing modules in 2. real-time distributed system.

The decomposition problem refers to the difficulty of decomposing a complex system

Into multiple processes which may, or maynot, execute concurrently in a centralized

or distributed system.

We believe that it will only be possible to deal with these and other problems in

the practical and theoretical domains of real-time distributed control, when a. COfL-

slstent, unified theory, which describes process Interaction in real-time distributed

computer control systems! is developed [25].

This thesis deals with the development of a theory of real-time dynamic systems

and tho computer control of such systems. The need for. such a theory has been

explicitly stated by Stattkovic (24J in his survey of real-time systems technology.

UReal-time computing is a wide-open research area of intellectually challenging com-

puter science problems with direct payoffs to current technology, But remJ.(ts have

been few, and designers presently have little that would enable them to handle the

timing constraints oj real"time systems effe~tively. Ji1uI,the7'morc, not enough em-

li/lasis is bein!! placr.d on building the proper sc:entijic undel;lJinnings to achieve the
needed results, II

He also notes tho diffieulty involved in developing the required tlwory. liTo

dellelop a scientific underpinning for reel-tune s1Jstems} 'I1)eface the difficult scientific

challenge oJ creating C! set of unified theories and technologies which will allow 1IS to

reason about correctness} timeliness} and reliability at each level of aostl'acUon, and
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to combine the results of each level into resultsfor the integrated svstem.!/

1.2 Scope of the research

• to identify and analyze the issues affecting process Interaction in real. time

distributed computer control systems,

The aim of this thesis is:

41 to qualify the effects that different concepts have on one another when they

are simultaneously applied to control applications,

• to restate these concepts in a precise manner which expresses their applicability

to computer control applications (where necessary),

c to develop a theory of real-time dynamic systems and the computer control of

such systems,

• to develop a model for the interaction of processes in real-time distributed

computer control systems from this theory,

• to show how this model, and the theory, can be applied to problems in both the

practical and theoretical domains of real- time distributed computer control.

No attemptIa made to develop any particular lnterprocess communication primitive

or real- time system analysis, design and specification tool. The emphasis ls placed on

developing a theory which could be used to solve MY problem in real-time dhtl'ibuted

computer control.

To define the SCOPQ of research and the contribution of the thesis, it la appropri-

ate to examine some of the issues one would expect to influence process interaction

in real- time distributed computer control systems. The1'ofo1'e,the following sections

present motivations for pursuing this line of research. We then show how the con-

cepts of sampling and data representation, real-time control, and da.t~ ownership

and flow-control can be unified, leading to a theory for the computer control of

real-time dynamic systems.

The approach followed in this study is to make use of the operating constraints

and architectural and configurational limitations pertainIng to computer control
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systems to develop a theory of real-time dynamic systems and a model for process

interaction in teal-time distributed computer control systems.

1.2.1 Quantification of the state of the plant

A computer control system is required to quantify th I state of a physical plant

and represent this state in the computer. A control agorithm then calculates the

control actions which are required to drive the plant from this state to the desired

state. These control actions are then applied to the physical plant by means of
actuators. In a computer controlled system, the communication links which are

used to convey information between the plant and the control system, and between

processing modules, cannot be assumed to be reliable [4,26,27]. The nature of the

sampling operation [28] and the physical characteristics of sensors and :lata acquisi-

tion equipment [29}prevent the exact quantification of the physical propertles of a

plant. Despite these problems, the correctness of information in both the value and

time domains must be ensured. Ananalysis of these problems and trair effect 011

sampling and data representation techniques is therefore essential if the interaction

of a physical plant and its control system is to be modelled effectively,

1.2.2, Real-time response

Computer control systems are required to provide a real-time response to conditions

..and stimuli from within both the plant and tho control system. The term "real-time"

has been the source of much confusion in engineering and transaction-procesaing ap-

pllcatlons, Ramamruham [30], Stankovlc [24] and Kopctz [27] all emphasize the

time-critical nature of process control. Nevertheless, most existing definitions of the

term "real-tlmo" are unsatisfactory. Real-time constraints can be used to specd'y

temporal. performance requirements other than deadlines for the completion of op-

erations. Those issues nee~ clarification if management of time is to be incorporated

into distributed control systems.

Although incorporating the management of time into n, distributed system repre-

sents an added dimension of complexity, once it has been accomplished, eorrectness

can be enforced and judged through tho use of temporal mechanisms. Kopetz [7,6)

and Macl.eod [4]have examined the use of time-stamps to provide data. with a lim-
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ited lifetime (validity time). They note that the reliability and fault tolerance of

a DCCS can be improved by attaching some sort of temporal significance to each

message. :Kopetz and Macl.eod conclude that ;l•.",mation must be both correct and

timely.

1.2.3 Flow-control

In distributed computer systems and transaction processing systems, the sender and

receiver are capable of exercising explicit information flow control over one another

by means of a PAR (positive acknowledgement and re-transmission on error), or

some other end-to-end protocol, or by buffering messages, Although the use of PAR

protocols in computer control systems has been. questioned (;;'lltl discounted) by

LoLann [26J, Kopetz [27], MacLcod [4] and others, a thorl.)ugh treatment of the use

of well-accepted data communications flow-control techniques in control applications

is not available.

Control applications differ from ,,~lle~'dlstrlbuted computing applications in that

the flow of information from the plant to the control system cannot be regulated

by the control system, In other distributed computing applications, a computer

which is receiving information may block the sender if it is unable to buffer addi-

tional information. In control applications, the sender is usually the physical plant,

which "sends" Information, regardleos of whether the receiver can cope with the flow

of data. TIte. assumptions made regarding flow control in generalized distributed

systems are not necessarily valid for flow control in distributed computer control

systems. This is a further. constraint which applies to control systems.

1.3 Summary of the thesis

The thesis commences in chapter 2 with (I, review of distributed systems theory.

Issues which influence process Interaction ln distributed systems are highlighted,

and the relevance of these issues in computer control applications is discussed,

In chapter 3 a detailed analysis of lntseprccese communication in distributed

systems is presented, 'I'he development of interptocesa communication is traced from

shared memory techniques, which were first used in early centralized multiprocessing

systems, through to the most recent dlstrlbuted message-pnsalng proposals.
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In chapter 4. principles of sampling and data representation are analysed. A

comparison of various sampling methods and data representation techniques, and

their use in computer control applications, is given. The philosophical question

of where to draw the plant-control system boundary is addressed in this chapter.

We also develop the property and p_var concepts, on which Our model of process

interaction and theory of real-time computer control are based.

Chapter 5 takes an in-depth look at real-time systems, and at the incorpora-

tion of time-management facilities into distributed systems. A number of guidelines

and techniques which can be used to ensure correct real-time system behaviour are

proposed, and the relationship that exists between message validity times and the

dynamic behaviour of the physical plant is exar+ned. A distlnctlon is made between

real-time computer systems and real-time control systems. Temporal and state-

conformity problems which are encountered in sampling both analog and Boolean-

valued properties are examined. ~he use of real-time as a metric of temporal progres-

slon is discussed, and the dlfflculties which are encountered in the synchronization

of clocks in a distributed system are described. These concepts are then integrated

into the p_var model.

Chapter 6 examines the use of different flow-control techniques in computer con-

trol applications. An analysi» of the relationship that exists between the properties

of the physical plant and their data structure and message representation in the

distributed computer system is provided. Assumptions about the ownership of data

based on this relationship are stated and related to theories of process interaction

which have been postulated by computer scientists. The results of these studies are

then incorporated into our theory.

Chapter 7 presents a summary of our model for process interaction in real-time

distributed computer control systems. This model is an abstraction of our theory of

real-time dynamic systems and their control.

In chapter 8 case studies are presented which show how both our model and

theory can be applied to both practical and theoretical problems in distributed

computer control. It is shown how the model CMt be used to develop a set of

interprocesa communication primitives, and the theory is used to analyse the state

conformity problem which arises in distributed real-time systems.

8



The concluding chapter summarises the contributions of this study to the field

of real-time distributed computer control. The significance of these contributions

is discussed. Limitations and caveats of the model and theory are mentioned. Ex-

tensions to the model are proposed and recommendations regarding further which

will further improve our understanding of process interaction in computer control

systems are made .

. . .~
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Chapter 2

Distributed Computer Control

2.1 Introduction

In this chapter we introduce the theory of distributed computet systems and ex-

amine the application or this theory to computer control systems. Terminology and

concepts relevan] to distributed systems are introduced, and a briefoverview of some

of the central issues in distributed computing is given. Neither the list of topics nor

the discussion of these topics is meant to be exhaustive. Only Issues which impinge

on the contents of subsequent chapters ate covered. Mote comprehensive discussions

of general issues arising in distributed computing canbe found in [:n,32,33,34).

We examine the following issues in this chapter:

iii Al'c(.itecture

~..The ISO's Open Systems Interconnect model

'i The transmission medium

.. Topology

• Availability and reliability

• Fault tolerance

(I Redundancy

• Task migration

• Synchronization of dlstributed docks
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A discussion of lnterprocess communication in distributed systems has purposefully

been omitted from this chapter. interprocoss cornmunlcatlon characterizes process

interaction in dlstrlbuted systems, and it h~ necessary to examine the subject in

detail. Chapter 3 is therefore devoted to a study of lntcrproceas communication.

The issues listed above are discussed in most texts which deal with distributed

computing, however in this chapter they are analyzed from a, control engineering

perspective.

The second part of this chapter begins with the development of a simple con-

ceptual model of a computer control system. The issues discussed in the first part

or the chap tel' arc then examlned ln the context of the model.

2.2 Distributed systems

2.2.1 Architecture

Processing modules

A distributed computer system consists of a. aot of autonomous hut co-operating

computers which may communicate with one another only by exchanging mesaegea

over a local area network subsystem. We call these computers procc8siny modules.

There is no shared memory available for Inter-computet communlcatlon in such a

system.

Each processing module is capable of executing !J, process or act of processea in

the system. A process is defined as a. sequence of events 01' stepll which aims to

achieve some purpose which i~specified n,t a chosenlevel of abstraction [2U]. Ilencc

a process may consist of other processes or be a. component of another process. A

sequential program which executes In a. computer constltutea a process {35,20). A

prOttles is normally cyclical. or non-termlnutlng,

A system composed of multiple microprocessors which ShlL1'O a common physicol

11l<lUlOl'Y store cannot be rogardod as a dlstrlbutcd system. A microprocessor PCI"

forms operations on data. Since both tho sequence of operatlons and the dMn. {),tiC

stored in memory, tho sharIng of memory iml)liea that 110 microprocessor would be

functiona.l in the lwent of a memory Ialluro, 'I'hua we (myth'1t multiprocessor sYlJtoms

which share memory arc contrallzed but allow for parallel precessing, When each
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microprocessor has its own local memory (we call this unit a processing module),
it becomes possible fOl' the processing module to functlon autonomously. Although

a fully functional distributed system roqulres that several ptoceasing modules com-

municate with 0110 another, each processing module is nevertheless an autonomous,

fully functional computer in its own right.

Oommunlention subsystem

Processing modules lna dlstrlbuted system communicate with one another by means

of some interconnection system. POl' this reason, each Pl'occ6sillg module is equipped

'.ith an lntcrfaoc to the interconnection system. The physical transmission medium

could be twlsted pair, eo-axial cable, or flute optic (labia. Processing modules C0.1\

be '\.1.'ru.ugodin a ring, star, bus or hybrid topology. In DCCS applications1 We

advocate the use of either ring or bus topologies, becauso they offor Increased ro-
lIa.blltty, In tllill tllOs1s we are not concerned wItIt either tho 1>11YS1CaJ ltspecte of

network communlcatlon or with the provlslon of n. low-level datagram service, It

Is merely assumed that an unreliable datagram servlco is opcro.ting over unreliable

communication links. 1'1i060 suh,iccts 0,1'0 discussed briefly later in the chapter, but

a more cornprehcnslve treatment can be found In Gee [36] and in Tannenbaum [31J.

IntcrncJ;lon of proeesslng modules

In a distributed syatem, the autonomy of tho proceaslng modules aifecttl tho fault

tolerance and l'cli;~bility of the <mtire system. In multlproccsaor computer systcms

which arc used in pal'!LU(llcomputing appllcatlons, the mlcroprocesaors (Jxhiblt llttle
llutollomy. 'l'llOY nrc said to bo tightly coupled, ~rhi$ tight coupling is ulJHally

ma.nifcst In hllrdwn.ro in the form of n. pl~ranel bus interconnection ~~'stem which

has precise tin:ung Bpccifu:l~tlo1\fJ,bus Po.r1ty and other featuros. In tlghtly.coupl(!d

systems, tho mlcroproeesaors (or processIng modules) arc pr(lvonted fl'om havlng

any significant autonomy hy tho hardware archltecture, Autonomy of prccoaalng

modules depends on the degree of lnteractlcn between tho dlstrlbnted pt'OCOBI1CS and

the coupling of "he pl'ocells!ng modules.

Loose coupling and reduced precess Intoractlon contribute to autonomy of pro-

cessing modules, Docoupling tIle processing modules In a distributed systern docs
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not necessarily mean that the interaction between procosslng modules has to be low.

III a.looacly coupled distrlbutod system therell1ay bAno need for processee executing

011 a dHrol'ctlt processing modules to communicate with one another. Such c. system

could be Implemented by a number of computers not connected to one another, In
such u. system thoro is no interaction between prccossos, and the processing modules

are functioning autonomously (dospite the fact that they are Interconnected).

On tho other hand, however, the Pl'OCCSSOB executing on different processing mod-

111 may be required to exchange data and synchronize with one Mother frequently,

~ tlwre ia this high degree of process interaction, the processes arc said to be

t.ing; wHh little autonomy, This is despite the fact tha.t physically tho system

is h)Of;cly coupled,

'rIms the coupling of processing modules in a dlstrlbuted syst~m gives no indl-

cutlon of the process lnteractlon in the system. Processing modules are only sald to

{,Mctlon v'itll it dt'grcc of autonomy when tlHiY are configured 111 a leosoly-coupled

sYt.tem in which tho degree of process Interaction is low.

2.2.2 Networking

Networking In Icosely-coupled dlstrilmt",,i computer systerns is usually bused OIt

packet-swltchlng technology [3,4,26]. ('this is ,W compared to othel' notworklng sys-

tems which may use r.ircult·swltchlnli» and with closely-coupled systems \ hlch [11'0

often based on a parallel bus.) Wido area notworka such as thoac used in eommer-

clal systems enable dat;~ to be exchanged between heterogeneous systlJlna which lUay

oven be located on different ccntlnents. In such systems, data usually has to pass

through gateways, and it may have to be converted from one forrm1t to another

many times. TheslI systems usually Introduce non-detennlnlstlc 1.imo delays, and

'they are seldom owned by ona organisation. Local 0,1'00, networking is a technology

which Js widely used in offlce-automatlon envlronments, As is tho case with wldc-

arm\ networks, distributed syatema usc networks to dlstrlbueo processing, databaaea

and reaourcos. TJANa are usually owned by slnglo organisations, and t}toh' extent is

usually limited 1;0 tL distance of a few hundred mesros,



The Open Syatem6 Interconnect model

In the lata 19706 it became obvious that if the full benefit of computer networking

was to he realised, then international standards would be required. With this in

mind, the Internatlonal Standards Organisation set about developing standards for

the interconnection of open systems. The resulting set of standards was formally

adopted ill 1983 [38]. The Open Systems Interconnect (I)S1) model uses a layered

architecture to break up the interconnection jltoblem into more manageable units.

The OS! model conslsts of 5(1Venlayers, and protocols are developed to conform to

the architecture of each individualla,ycl:. 'I'hus auy system which conforms to the OS1

model Inevitably USes ll,. hIerarchy of inter-layer protocols. Whilst this architecture is

certainly flexible, its suitability to certain applications has been questioned [31,4,30J

(see section 2.3.6).

Although our research is at a more fundamental and theoretlcal level, We have

decided to include details of physical network Implementation. Since we are try-

ing to develop an engineering solution to an engiuccring problem, W(J feel that it

is important to describe the physical systems undarlying our proposed protocols

and primitives. Hardware and aoftwat'o components co-operate with one another to

achieve a single objective. A detailed discussion of network hardware Implomenta-

tion and of tho provision of a low-level datagl,'am service is, however, beyond the

scope of this research,

The transmleaion medium

The physical transmission medium is not part of U1C OS1 model; I'ather it is tho

hardware to which the Physical La,Yer(lowest 1a,yerof the OSI model) )'eltites directly.

Tho transmission medium conalate of transmlealon cables, repeaters, and interfaco

hardware. (In active topologies the interfaco hardware, besides being a component

of tho processing modulo, also forms an integral part of the netwon ..)
Twisted lI1U1'S, co-axlal cables and optical lib res Me all commonly used transmis-

sion cables. Twisted P<llrs typically support data rate, of up to 10 Mbps. Cheap

.otwork implementations arc possible with twisted pair cables, as 1:1\e cabling, re-

peaters and interface hardware arc inexpensive, Co-axIal cables alsc offor cheap net-

work implementation possibilities; however thoy SUPP0l't higher tranamlealou l'n,tOfl
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and they provide lower aigMl attenuation and high noise immunity. Opticalfibres

can. support data rates of up to 50 Mbps, and signal attenuation is much lower than

wlth elther twisted pair or co-axial cable. Optical :fibreis essontiallJI a one-way trans-

mission medium, making it ideal for use in ring topologies. Repeaters, connectors

and optical flbros are expensive to produce and difficult to install.

Topology

The physical arrangement of processing modules on the network is referred to as the

network topology, Three common topologies axe the star, ring and bus topologies.

In star topologies, routing Is performed by means of circuit switching. Expansion

costs are low and routing algorithms axe simple. The communications processing

that has to be performed by each processing module is minimal, as all the data on

the communlcatlons link is destined for the processlng module. Poor reliability is

one of the major drawbacks of it star topology. Whenever the central routing swltch

(or hub) fails, the entire network fails,

In a l'ing topology, each node it connected to each oflts two neighbouring nodes

by a unidirectional link, and $0 communication only occurs in one direction around

the loop. Routing algorithms fer ring topologies are trivial, but the possibility

of several nodes transml tting data simultaneously makes media access control a

non-ttl vial problem, In ring topologies the repeaters form an integral part of the

transmission system, and so tIt" failure of a single repeater amounts to the, failure

of the entire network.

Bus topologies use a single Ihteur transmlsslon medium. All processing mod-

ules are attached to this bUB1 and whenever a single processing module transmits,

tho data is automatically available to all other processing modules on the network.

Media access control is also difficult in bus topologies, BUB topologies have several

significant advantages, 'I'he repeaters and Interfaces are not part 01' the network,

and l'eliability is much better because of this. Bus topology implementatlons mini-

mize the required length of cable, and adding a new processing module is a ~rivial

procedure. Both ring and bUlltopologies use packct-ewltchlng for mossage dol1vel·Y.

A more detailed discussion of network topologies and transmlsaion media C"'l~be

found in G"e [3GJ and in 'Innnenbaum [31].
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2,2.3 Long-term operation

Distributed computer systems are required to satisfy a number of stringent require-

ments, One of these requirements is that the system be capable of providing Iong-

term service. Distributed systems facilitate increased reliability and availability by

allowing the USf.' of fault-tolerant and redundancy techniques.

Reliability

The reliability of a system is defined as the probability that a system will function

according to specification under specified environmental conditions for the entire

duration of specified time of operation (37].

AvailabUity

System availability is the probability that the system is functioning according to

speclflcatlon at time t, Under steady ..state conditions, lwailability can be understood

to refer to the average fraction of tlme during which. system meets its performance

speclflcatloua under specified environmental conditions if maintenance is performed

in accordance with the specified procedures [37].

Fault-preventlon

Fault-prevention is an approach which is used to improve system fllllability by at-

tempting to ensure that faults will not arise during system operation [37].

Fault-tolerance

Fault-tolerance is an approach which is used to improve system reliability by at.
tempting 1;0 cope with (or eliminate) faults which arise during system operation

[37],

Redundancy

Redundancy is a mechanism which improves fault-tolerance by Incorporating spare

components which repllcate the functionality of existing compoaonts, Redundant

systems can be classified into two broad categories [37J:-
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Standby redundancy - The secondary component begins operating if the primary

fails. This technique requires detection of the failure of the primary compo-

nent and the execution ofa "switch-over" procedure to activate the secondary

component.

Active redundancy • Where all redundant components are fully operational at

all times.

These techniques are extremely relevant in applications where long-term uninter-

rupted operation is important. They are seldom employed in classical general pur-

pose distributed computer systems which mask resource distribution from the user

(32,34], because any processing module can perform the functlon of any other. Hence

the only effect of the failure of a sJngle processing module wlll be a degradation in

performance of the system as a whole. ~rltis is clearly not. the CM!') with distributed

computer control systems, where processing modules perform a fixed function, and

where long-term uninterrupted operation is of paramount importance {7].

2.2.4 Task migration

Many distributed systems aim to mask the tact that processing power and other

resources are distributed (e.g, The V Kernel [32]). The distributed operating; system

automatically allocates precesses to different processing modules. l?aihu:e of a single

processing module is detected by the operating system, and processes are no longer

allocated to that processing module. The user could be quite unaware of the failure of

a processing module in the sysrem, unless he detects a slight deterioration in system

performance clue to the decrease in available processing power, Tasl{s may also be

mlgrated from one processing module to another in order to balance computing load

[40,31], to optimize resource allocation, 01' to increase throughput,

2.2.5 Synchronisation of clocks

In syatertls of eo-operating processes there Is usually a need to synchronlae Pl'OC(JSSOS

and to order events which occur in the system [41], Processes ir1ay delay for a bud

perlod of time, 01' they may be suspended and restarted by cortaln temporal con

ditlons [/1,'11,27]. For this to be posalble, all processlng modules must have time

references which ate synchronlsed with one another to wlthln a. specified accuracy,
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A similar problem exists in uniprocessor multlprocesslng systems, except that it is

considerably simplified by the availability of shared memory and a single real-time

clock which can be read by all processes. One of the major difficulties encountered

in the design of distributed systems is the synchronization of clocks over a. network.
In real-time systems, clock synchronization is even more critical. In subsequent

chapters we explore this subject in more detail, as it is fundamental to our research.

One point which must be raised at this stage is the non-determlnistlc time delay

which results from the transmission of data over a network [2(;J. Non-deterministic

media access protocols, buffering of messages, and varying network traffic patterns

all introduce clements of non-determinism into the message transmission delay. Cen-

tralized systems may also exhibit non-deterministic delays due to various scheduling

algorithms which may be in use. Mechanisms do exist for reducing these effects.

(For example, software Interrupts.) The consequences of non-deterministic delays

complicate the design of real-time systems [24] - this is discussed in chapter !S.

Non-deterministic delays can often be tolerated in non-real-time systems.

2.3 Control systems

In order to specify Interprocess communication requirements for control systems, the

issues raised above must be carefully analyzed in the context of the physical plant

and its control system. We begin by building up a simple model which describes

plant-control system Interaction. This model is developed further in chapter 4,

however it is used in this chapter to introduce concepts and terminology which are

used in subsequent analysla, '1'111&model is used to highlight the differences between

distributed computer control systems and other distributed computer systems.

2.3.1 Model of a computer controlled system

A physical system is composed of one or more subsystems which co-operate or in-

teract with one another. In control terminology, this system is called the plant. The

plant's dynamic characteriatlca and environment govern its behaviour. FOl"exlating

control techniques to be of use, it must be possible nomodel the plant's behavlour ln

some wa':!,either qualitatively 01' quantltatlvely, The i'a.rtors which cause the plal't

to respond Can be classified as either inputs or dist'c,I'bancc$, Inputs are intentionally



manipulated to obtain a response from the plant, whereas disturbances are "un-

wanted Inputs" which cause the plant to "misbehave." The measurable quantities

and variables which constitute the plant response are referred to as outputs. A con-

trol system measures the state of the plant by monitoring the outputs. It calculates

according to some algorithm, how the inputs must be manipulated if the plant is to

be driven to the desired state (Mt-point). These manipulations of inputs are then

applied to t 1 plant as contra! actions. The state of the plant refers to the set of

variable propeiuea of physical objects which together completely describe the plant

at some point in time. The control system measures plant outputs by means of

sensors, and applies inputs by means of actuators.

Although the plant environment influences the behaviour of the plant, it is not

controlled by the control system. Its effect must nevertheless be modelled so that

the control system can be used to compensate for environmental effects.

2.3.2 Classical computer control systems

Classical computer control systems are based on centralized multiprocessing comput-

ers. The computer typically executes three, or possibly four, concurrent processes,

namely [42J:

1. A data acquisltlon process which obtains data directly from the sensors Or data

acquisition hardware, validates, scales and filters it as required, and makes it

available to other processes.

2. A control algorithm process which reads the measured data and uses it; to-

gether with a set of desired plant states, p, to compute the inputs required to

drlve the plant to p,

3. An actuator process which communicates the control signals to the plant ac-

tuators. This process takes care of communication with the actuator hardware

and it implements the required protocol.

4. A fourth process might. be used to provide supervisory (and possibly user-

interface) functions. It may display measured data and control actlons on a,

screen, or it may log these values to disk or printer.
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2.3.3 Geogr~phical distribution of the physical plant

Process plants are inherently geographically distributed, An industrial process or

automation system may consist of a series of operations which are performed sequen-

tially, and where workplaces (products) are automatically transported from one work

sight to another by means of some conveyancing system. Other plants may involve

several centralized operations which are all carried out simultaneously. Whatever

the case, the subsystems (components) of the physical plant are separate entities

which could be located even several hundred metres from one another. Sensors

and actuators must however be connected directly to the physical subsystems with

which they wish to communicate, and hence they are geographically distributed. In

the centralized computer control systems described above, sensors and actuators are

geographically distributed, yet they are connected to a centralized computer. Dlstrl-

butlon of control implies a devolution of processing power and intelligence down to

the sensor and actuator level. In a horizontally-organized system (no hierarchy), this

devolution of processing power and intelligence is complete, and there does not exist

any centralized computer or resources. Distribution of control is desirable because

physical plants and plant interfacing systems (sensors and actuators) are inherently

distributed.

2.3.4 The plant-control system boundary

Ono issue which arises in distributed computer control systems theory is the im-

portance of distinguishing between the plant and the control system. In centralized

systems it was understood that the central computer Was the control system, and

that the system to which the actuators and sensors connected constituted the plant.

'I'hls definition is complicated and becomes inadequate when self-regulating and "in-

telligent" plant components are used. Some of these components may have on-board

microprocessors whlch they use to monitor and regulate their own states. Compo-

.nents such as these would inevitably represent elements of distributed control in

centralized systems. Distributed coutrol theory entourages the localization of-sub-

system control, making it difficult to dlatingulsh between the plant and the control

system,

It is clear that sepo.1'ating.a distributed computer-controlled rystem into "plant"
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and "control system" components can be a non-trivial task. A careful analysis of

modern computer controlled systems indicates that it may be unnecessary for a

clear distinction to be made. The designer of a self-regulating component with an

on-board microprocessor will consider this component as a fully-functional physical

plant. with its own local control system. When this component is embedded in a

large plant, it simply becomes part of the larger plant. Control of the larger plant

does not entail the low-level control of the self-regulating component's "plant". The

component's on-board controller is considered part of the larger plant. Control

systems are thus nested within larger plants. This concept of nested control is in

accordance with Macl.eod's and Kopeta's cluster model [4,7J, where each cluster

views the rest of the plant plus the control system as its environment. Thus a

logical boundary between the plant and control system can be defined at any chosen

level. In our analysis, we view the plant as an independent open-loop subsystem

which mayor may not meet its performance speclfieations. We view the control

system as t, subsystem which is attached to the plant in to improve its performance

so that it meets or betters its performance specifications. The role of the front-end

nata acquisition subsystem which is used to convey information about the plant to

the control system is discussed in chapter 4.

2.3.5 Architecture

The cluster concept and nesting of control allows process interaction to be reduced.

; ocessing modules which interact closely with one another are grouped together,

so that the interaction between groups is mlnlmlzed, The clustering policy helps

to reduce the overall process interaction. GeogriJphical distribution of processes

and automation plants means thai: processing modules are loosely. coupled. These

two factors enable processing modules in distributed computer control systems to

function with a high degree of autonomy.

2.3.6 Networking

Several researchers have noted the inapplicability of the ISO's OSI model to LAN'-
based distributed systems (Tannenbaum [31] and Macf.eod, [4]). Their «asonlng i.;

that the layered protocols of the OSI model makes interaction between processing
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modules slow and cumbersome. If this is .lndeed 80, then tho OS! model is oven

ICBS applicable to computet control systems, which arc required to meet real-time

constraints. This 1,m:been stated by Macl.eod (4), 1\opetz [27] and Kirk [39]. (!teal-

time constraints arc discussed in chapter I).)

Whilst twlsted-pair, co-axial Md flbre-optie transmission merlin, all have thoir

place in dlstrfbutod computer control, the hUB topology has certain advantages over

other topo; '>gles. A shared linear bus is passive and rnlnlmlzes cable requlremonts,

\1edia accese control is a non-trivial problem in ahared-bus networks. Tho d(lbato

as to whether token-passing or CSMA/CD protocols are best suited to computer

control applications is on-going, '.these protocols aro discussed in detail in [43J.

2,g,r L01'l.g...term operation

In computer control.syatcms, plant interfacing hardware Is usually connected to S1)e-

clflc procosslng modules. 1)jstrlhuted computer contrcl syseems thorcfol'C diffor front

other distributed Bj'lItema in that processes are assigned to fixed processing modules

before system initialization. This places more demands on system avalla'bllity. A

general distributed computer system which performs dynamic asalgnmont of tasks

to processing modules ill order to mask resource distribution from tho user may only

require tlH~tM·out-of.N processing n dulos bo operational. A DOCS, (In the other

IHtlld, requires that all N ·out·(\i~N processlng modules be operatlennl slnee they all

performspeciflc tasks. 01\0 way of getting around thls problem is to USI'! redundant

processing modules. 'I'he fixed pl'ocessol'/proceasing module conflguratlon makes It

unneceaaary to provldo facilities for dynamic task mIgration ~. it makes no SeM(1 to

run an actuator process on n. procosslng module which is not connected to actuator

hardware [2,44J (see cha,ptotl! 4: and 6).

1'he physical environment which ecntrol systema are roqulrnd to opefate in makes

domands on system rellability. rnclustrh~l condltlons can CM1&O physicol damage to

tho transmission medium, and so dual and triple redundancy is afton used. in not-

work tmnamlsslen cables, The proscncc of lntonso olcetromaguoclc flelds can Cl\USe

tN\uamitted <iMo,to become corrupted, Protocols which support effective tocovory
from el'rOl' conditions form an ossentlal pl\rt of ILUYdlstrlbutod cOlUlmter ayotcml

but DCCSI1nl'C invariably required to meet hard val·timo constrelnts, The so real-
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time conatrulnts imply that any fault-tolerant 01'1'01' recovery protocol which enforces

l'otransmissiou·on·orror would olther vlclato restrictions that the system imposes on

flow-control [45,4,27] (seo chaptor 6), or it would incur too much communication.

overhead (or both).

2.4 Conclusion

Thls ella,pto1' has reviewed Issues ill tho theory of distributed computhlg which art)

rclovant to our rcaearch, 'rhe I),l'chitccturo of distributed computer aystc:;ms was

described, and nn lntroductlon to physical network Implomontaelons was given.

Reliability and avulh~blllty wore discussed and tho concept of task mlgratlon was

Introduced. l'11e problem of syuchronizing the clocks of processing modu'es In a

dlstrlbuted syatem was outllned,

In the second half of tho dlltptet, 0. simple model of a toal·timo dlstrlbuted com-

pUI;o.t control system was developed, 1\1[0Issues ralsed in tho :lit'llji halt of tho chaptcr

wore then analyzed in tho context or thin model. It WI.\8 concluded that n. distributoe!
computer control system should consist of a number or nearly- autonomous process-

ing modules which communlcate vla mcsaage-pasalng over n.local o,l.'eal1otwol'k. Thls

network should be loosely coupled, and procesa intoraction should be minimized as

for as possible. l'hls is in acccrdance with tho theories of llested (\()l1trol Ml(l tho

cluste1'ing o.t proccssing modules. Sovol'nl lmportan] conelnslena roglll'dlug real-tlmo

diatl'lbuted computer control were reached, 'l'hCls(l include:

OJ The provision of oporating system facilities fl)r dynamic task ml!;rotlon is not

requlrcd, llroc(lssil1g mcdules In distl'lbutl1(l ('omputcr control uYllt{'nul aro

usually connected to sp<lciallzed hardware, and thorl\fol'o 1l1'OCoAs.proc(!salng

module conflguratlonu are flxed •

• ~\\ult·tolorQ.nco Improvement mcehantams, such as the lrtC()rporn.tion of red un-

dtHlt processing modules can holp to lmprov« tho rCiliablUt:y and Iwal1lbillty of
comllutor control systems.

II '1'110usn of It 111YN'cd protocol systom stich IHJ tho OSI modalis not Ideal for

usc in l'onl·tlmo dlstl'ibutcd COlUIHltCl' control ItppllcMlonfl.



• Protocols which enforce retranamlaslon-on-error may violate prlnclplcs of flow-

control In real-tlme control applications.
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Chapter 3

Irrter process communication

3.1 Introduction

Prucc<if11nt(lraction in uiHtrilmtcd computer sysLomRis characterised by lntot'procosa

communication. Vo,rloaa l',dP()cts of lnterproeeas communication nrc examined in

order to provide Bum:: :1.lllght into the issues whleh "tIbct process interaction.

l'!to need for ihtOl'Pl'(JCeSS communication In dlstrlbutcd systems is examlned,

Vlll'ioUR Intcrpto..:ostl communlcatlon propoeals which have been put lOl'ward ShlCC

DJjkstrl~lE1:first aclutlon of 1965 [101 arc then analyzed and compared with one an-

other. Aftor highllfi,ltting some of tho baalc issues in IPC prlmltlve design, tho U60 of

these proposals in dlst1'1butt>~lreal-tlmo control appUen.tlo!Ul is examined. A dlstlnc-

1;1011 is made between mutual exclusion protocols and Intcrproccss communlcatlon

prlmltlvea, and it Is shown how n, theory of rcnl-tlmo dynamlc systems and the

computer control of such syst<lms call usalst wIth the dcslgu and lLl1alyala of IPC
pl'imitivcs and mutual exclusion protocols.

3.2 rrhQ need foX'interprocess communication

Intorproeoss cOll1l11ulll~n.tiotl is Ij, facility whlch enable» concurrently executing pro-

CCSSCG to exchang« information with one another. l)rocoss(lA which have potonti:tl

for pl\1.'I11101 execution I1t'o dcacrlbod IlS (:onCllmmt procosscs [110147}. COllCn1'1'Cnt

pl'ogl'ttmmlng refol's to pto(,;l'ammlng j;orlmlquos that It.t(J used :1'01' exploiting poten-

tial pn.rl111clism and for resolving the resulting communlcndon and aynchronhmtion
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problems. Interprccess communlcatlon is thus a facility which ensbles concurrent

programming problems to be solved. Concurrent programming difficulties include:

• Ordering of events both Internal and external to the system

• Synchronization ofprocesses

• Exchange of data between processes

The So difficulties manifest themselves as problems with mutual exclusion and tho

protection of orltlcal sections. Most problems in concurrent programming can be

reduced to the mutual.excluslon problem [13]. The difflcultlee listed above arc (11\-

countered in programming both centralized rnultlproceaslng systems fLnddlstrlbuted

systems. Before we delve Into some of the proposed solutions, lot us consider the

abovementioned problems ill 0. llttle more de tall.

3.2.1 Ordering of events

Orderlng of events is a problem whlch Is limited to distributed systoma, 1"01' tho

purposes of ordering events, talllp!lrt dcuncs a distributed system to he 0110where

tho messag() transmlsalon delay ls not n{)g;lIgib~ocompal'!)d to tho time betw(",ll~events

in a slngl« proceescr (41). JIUtntU1S tend to order events with refl!~ert() to some
global physical time. In dlatrlbutcd systems thero is no single clock spodfy.ing global

pllyaical time (because the clock would he a centralized crlticul rceourco). Eu.eh

proccs9Jng module has Ito own local clock, TIle finite accuracy of physical clocks

and dUn(~1l1tycxpcrionccd In synchronizing clocks Imply that on a thllorr.ltical1rwd

it Is not 1)o981b1e to vlcw several c10c11811\ a, distl'ibutml system lIS a nlngle physh~al

clock. In section 5.4 we explain why physical docks ea.s OPP080(1 to logical clocks)

mUAt be used ir. ronl-rlme dlaerlbuted .eomputof control BYlltOtWh

l'hol'e aro muny rOMono as to why it Is importltllt "'). P: t,l:,lb;, tho order In which

Civonta that ltffoct a system occur. Tho possibility of 011<;;(lVent cauaolly all'(\CUllg

another dopends on tIIO order in whlch t1.IO o"t)ntc oC("U', and theroforo without il.

mcchanlsm fot ort1()rinp;events, a distributed system w11lnot be able to make any

deelslona or porform B,ny opetatlons which oro 1>o,so<1on causo-effect relationships.

'Ln say tha,t evont1 a 11ll'Pl1oncd b(lfot'o event /, only mnkca senao If ovente (~and (I

-r.rh~..tc~;(mt" ror~t;;;;;1~~;ltlln~Ollu IUql)1tlllill!! which hna no duratlon, In [13] I,lItn!l(ltt
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occurred in systems whlch reference a common time base. La.mport therefore defines

a method for orderlng events ln a distributed system which is not based on physical

time. This method uses logical clocks to establish the order of (lvl,lrtta. Logical clocks

cannot be used to order events external to the ayatem. In [41], Lamport presents

algorlthma for synchronizing docks in distributed systems which can be uaed to

order events external to tho system. Lamport defines the precedence relation "-P'
to mean "happened before". Therefore if event a represents tlle sending of a message,

and event bropresenta the receipt of tha.t message, then a-b. Events (J. and bare

said to he concurrent if a -f-4 b -d b 1-+ a.

In [13} and [14J Lamport extends this theory and makes a distinction between

precedence and causality. Since a single process (operation execution) is a act of

events which has an a priori total ordering, it is possible for one process to Caltsally

affect another if it has an event which proceeds some event In that other process or

If it shares I1.1t evene with that process. '1'110 relatlonshlps can be stated a.s follows:

For two processes A and B, u being an (wont in ;1 and b being an "vent in .11:

.Ii -~ 1) ~t Va E A : Vb E 1J : :a _ b

Causality is defined using the "can causally a.rtect" operator:

A-- -s B (1£f 3a e.1i : 3b E]) : a -~ b or a == t,

TJamport derives his treatment ·ofevent-ordering, precedence and Catlsnlity using the

baslc principles of the geometry of apace-time ItS pr0s<mtccl in the tllcory of special

l'el!ttivity [13).

3.2.2 Synchronization of processes

l)l'oCCSSCSml~y he required to initiate or tOl'minate actlona based on tho stll,tus of

other procceaes executing In tho systom. Communlcatlon between processes which

tIOOB not Involve t.he oxclltwgo of ltny data is reforred to n.ll synchronlaatlon, IrJw
mechunlsms used for synchronizing P1'0(',(18508 are the snme U~\ those used for Inter-

Pl'OI.:C'Sf)communication, C'xccpt that no daJ,n. is exchanged [46,:35). (E'ol' example, ill
a m{lssll,go·pnssing system, synchronization messages conslat of It hC[1dor and a null
~~~~ll\,i<#l ~~"""~

dlncnouco tho trmttlUcnt or ov\\nLp whi<:h have n. l\On·~cro (hltl~tI(ln. (Seo doflnl '10116 In OCCUOIID i1.2
{tt1(11l.4.1.)
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body. The structure of communication and synchronization mess ages is nonetheless

the aame.)

3.2.8 Communication between processes

Processes executing concurrently In a distributed system generally express their co-

operation through aynchrcnlzatlon and communication requirements. Intol'ptoccsa

eommunlcatlon tan be effected in foul' logical access patterns, namely:

One-to-one Process Alnay wish to transmit a private .4eSS<Lge to l)l'OC(lSSB, or

process A may be produdng data which is to be consumed by process fl.

One-to-N Process A ma,y wish to broadcast a message to all N processing modules

in the network (or to a subset ot these processing modules .. thla is often l'(.)ferrod

to as a m1tllica,~t[32J). Thore may also exist multiple nodes which iU'C all ahle to

consume data produced by a single producer. Alternatively, all N processing

modulus may wish to make usc of the data without consuming it.

N~to.one Process A mn~ be collecting data from !Ill processlng modules in the

network (or from some subset of these). Alternatively, process ;1 could be

waitJng for data from Il.ny M·out.of·N proceselng modules.

N·to-N Anyone- or M·ollt.of~N prCH;CSSCS could be producing data wldch can be

U8\,.t or consumed by any one- 01' M ·out·of·N other processing modules.

3.~ The mutual exclusion problem

The mutual exclusion problem is important in the thcOl'Y of concurrent prog;rmnmlng
because it epitomlzea ecverallntcrpreoesa synchronization problems t~.6].Consider
two processes, Ii and 11. Processes Ii and {) each perform some operation «t and

b respectively) which a:lfocta a resource R.. This resource could be shared data or

some haedwaro dovlcc such tIS II. printer. '1'he nature of operationn a and b is such

that when Pl'OCOSS A. ls performing operation a, It must 111w(\oxcluslve access te,
ll, and when prOCQSS E la pm'formIng operation 0, 11: must Itava exclusive aceeas

to R.. 'l'he portions of proccsaoe Ii and 11 which execute opcratlmlll a and b arc

celled cl'itical sections. Par (lxttmple a and b may cause output to be prlnljcd on a
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line printer, R. If a and b occur simultaneously, then the data output by process

A will be Interleaved with the output of process B I resulting in incorrect system

behaviour. Because processes A and B are executing concurrently, it is likely that

some time during execution the processes will be in their critical sections at the same

time. In centralized uniprocessor systems, pseudo-concurrent execution of procesacs

is achieved by allowing the processor to allocate a. portion of time to the execution

of a small section of each process. This mea-ns that any pre-emptive system could

swap out process A whilst operation a is only half compete, load up process B
and begin executing operation b. In distributed systems which are capable of fully

concurrent execution of proceesoa, the shared reso ..ice It is usually located at •

remote 1~~oce8singmodule. If the processing module doeb not make some effort to

ensure that access to R. is controlled in some way, then the system may execute

Incorrectly,

The problem of ensuring that processes which have critical sectlons, or which

share rceouscos, do not. execute in their critical sections simultaneously is l'oferl'ed to

the problem clmutua; exclusion. As described above, the mutual excluslon problem

arh:lJs in both centralized and distributed systems. Centralized systems may have OM

or more OPUs, but the OPUs share a common memory store. In dlstrlbuted systems

however) each processing module has its own local memory, and thor« is no shared

memory available for lnterprocess communication. Procesaea can only communicate

by meaeage-pusalng, Mt'I,ny of the proposed solutions to the mutual exclusion problem

Me based on sita'r()d memory communication techniques and ate only applicable to

centralized systems. 'rho difficulties involved in finding (t more general solution to

the mutual exclusion problomwhlch can also be applled to distrilmtecl systoma have

only been realized in recent years,

3.4 Interprocess communication primittves

Before reviewing any IPC prlmltlve proposals, it is 1lQ(:{)SSll.l'y toidentHy the ASIl1IC$

which arise in IPC prlmltlv« design, IL1\(\ to examine difl'ol'ent modes ofcommunl-

cation. Certain primitives have boon designed for specific appllcatlona, There is 110

one primitive whlch is IdoaUy suited to n.Un.J)pllcations. 'r'lle following cl.'ltcda arc

used by 'l'anMubaum [31] to categorize IPC pl'imttlves:
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3.4.1 Shared memory and message-passing;

Processes executing concurrently (or pseudo-concurrently) on uniprocessor systems

or on rnultlprocesscr systems which have a common shared memory store, ate able

to synchronize their activities or exchange information by means of this shared

memory, In multiprocessor systems, where each processing module has its own local

memory and there ill no shared memory, message-passing is the only technique whlch

procesacs can uSP- to communicate with one another.

3.4.2 The olient-server model

This model is used to describe the basic interaction (If two processes. Process A sends
a message to some specified destination (01' destlnatlons) using the send primitive,

and process 13receives a message from a specified source using the receive prlmitloe.

The client-server model can be based-on either a reliable or unreliable communication

model.

Reliable The send primitive can ensure tha.t the receiver obtains messages in the

desired format, That is, the send primitive handles lost and corrupted mes-

sages, network failures, retransmlsslon-on-error, and acknowledgement, When

send Is completed, the sending process can be sure that the receiver process

has received the message correctly.

Unreliable The send prlmltlve transmits the message to the receiver, but makes

no additional effort to ensure that it is recelved correctly, Thus delivery of the

message is not guaranteed, and there is no retranamiealon-on-error,

3.4.3 Blocking and 11011..blockil1g primltives

A non-blocking send primitive returns control to the program immediately aftcr tho

message has been qU()UQU for tranemfsslcn, The pl'Ogl'lUit is then free to continue

executing. A non-bloeklng receion prlmltlve provides a buffer Into which the incom-

ing message is placed. The receive primitive mo.y notify tho process by means ot an
interrupt, or the process may pen the buffer petiodlcally, Non-blccklng prlrnltlvee

arc flexible and they offer more potential for parallelism, 'rho asynchronous ltn.li1l1·O

of non- blocking primltlv(ls makes progra.mming and debugging difficult. Blocking
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primitives reduce potential for parallelism, but their synchronous nature makes pro-

cess interaction more deterministic. A blocking send only returns control to the

program when either;

1 The message has been sent ~ unreliable blocking send.

2 The receiver has acknowledged receipt of the meseage - reliable blocki'" send.

[31]

A blocking receive does not return control to the program until the message has

been placed in the buffer. A reliable receive automatically acknowledges receipt cf a

message. It is possible to use a blocking send with a non-blocking receive, and vice

versa,

3.4.4 Buffered and unbuffered primitives

Consider two communicating processes, A and B. A wishes to send a. message to

B! so it executes a send. Process B however, has not executed a receive. If.the send

is blocking, then the sending process will not be able to continue with its execution

until B execntes a. receiv~. (This is the rendezvous - ADA, CSP.) A similar problem

would arise if process B executed a. receive before A executed' a .send. If the sender

and receiver could buffer messages, then the blocking would not occur. These buffets

can be implemented as part of the operating system kernel as mailboxes.

3.5 IPC primitive proposals

A number of' proposed solutions to the mutual exclusion problem are now consld-

ered. Some of the solutions ate Interproceas communication mechanisms which can

be used to solve the problems of Interprocess communication and synchronization

in general. In the literature they are presented as solutions to the mutual exclusion

problem, because it is the classical abstraction of the Interprocess communication

problem. Other solutions propose higher-level Interprocess communication primi-

tives which make it possible for programmers to USemutual exclusion protocols to

solve concurrent programming problems [48].
The Iollowlng solutions and proposals ate considered: (Each proposal Is first

discussed briefly, and in section 3.0.1 the suitability of the varioua proposals to
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computet control applications is examlned.)

"., Co' routines

III Semaphores

• Monitors

III Communicating Sequential Processes

~ Distributed Processes

III Mascot

III ADA Rendezvous

" PLITS

.. Llskov's Proposals

• Kramer's Proposal

III Accent

.. Lamport's solution

Many primitives for Interproceas communication have been proposed OVerthe last

few decades, and the selection of proposals discussed here may seem somewhat

arbitrary, However, we have chosen to discuss proposals which either incorporated

Some major M,W innovation (at their time of publication), 01' which are particularly

appropriate to distributed computer control systems. The proposals are presented

in order of publication.

3.5.1 Co-routines

Processes execu ting in a system where control is "~plicitly passed from one process

to another are called co-routines. A simple memory arbiter allows the processes to

ascertain whether they are permitted to enter their critical sections. TItl'1 memory

arbiter is used in conjunction with a shared memory segment which spociflos the

identity of the prOCeSSwhich is entitled to ex-cute its critical section. When a process

exits its critical section, it writes the identity of the next process which is permitted
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to enter it.s c.riticn.t section into the shared memory. The Use of co-routines ensures

that only one process executes in its critical section at anyone time, end deadlock

is avoided because thet,. will always be one process which is permitted to execute

its critical section, Explicit passing of control is problematic, 'because processes are

tightly coupled. Consldera system where process A executes once every hour and

where process B can execute every minute. If process A passes control to process

B, then process B will also execute only once every hour. 'rims all the processes

ate constrained to operate at the pace of the slowest process in the system. Another

problem tesults from this close-coupling effect. Consider two procerses A and B. If

process A passes control to process B :>.,l\d process A crashes, then process B will

get stuck waiting to enter its crith ' . !:is~reasons, co-routines are not

regarded as an effective solution tt... '''Kilt-rHeme [46].

3.5.2 Semaphores

Semaphores were developed by Dijkstra [10,49]. A Se:itt<.t'l~v. •• JW 'level interpro-

cess communication and synchronization primitive which can be used to implement

higher-level primitives. A semaphore is essentially an integer variable which can

only take un non-negative values. When the semaphore has been assigned an initial

value, the primitive operations wait() and signalO can be performed on it.

Consider a semaphore s:

P(s) = wait(s}: If 8> 0 then s :=s -1; else suspend calling process.

V(s) ::: signal(s): If there is some process that has been suspended by a waU(s)

then wake up that process; else s := 8 + 1-

Dijkstra and others have demonstrated how semaphores can be used to solve

many problems in concurrent programming, including the producer-consumer prob-

lem, the sleeping barber problem, the bounded buffer problem, and the dining

philosophers problem [46). Semaphore "integer values" are stored in regions Ul
shared memory, and for this reason semaphores are only suitable ~~l' lnterprocess

communication and synchronization in centralized systems. Much has been written

regarding the use of semaphores in interprocess coinmunlcatlon, For more back-

ground the reader is referred to ;:),n-Arl t46], Brinch-Hansen [9] and Peterson and

Silberschatz [35J. The origi'1al proposal is described in [10].
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3.5.3 Monitors

A monitor is created by an initialization process which is executed before the concur-

rent processes begin. The lrdtlalizatlon process assigns a value to monitor val'iables.
It then terminates, leav'ng a set of vailables and procedures to manipulate these

varlables, (Monitors are very srmllar to classea in object-oriented programming;

'rhey incorporate data as well as the procedures to manipulate this data.) The only

way that tlle monitor variables Can be accessed is by calling the monitor procedures.

The monitor procedures can only be executed by one process a.t a time. This ensures

that tho process executing the monitor procedure w1U have exclusive access to the

monitor variables, and hence mutual exclusivity is guaranteed. One of the majo~'

advantages that monitors have over semaphores is that by allowing ths use ofdata

typ~s and procedures, they allow the programmer to use structured programming

techniques.

Monitors are high-level lntorprocess communication primitives. Any required

waiting and sionalUn.1 011 conditions is programmed into the monitor proccdul'<)s,

Once the monitor is correct it will always function correctly. The programmer

wlll not erroneously omit allY signal to release mutual excluslon, as he could quite

easily do using semaphores. Although monitors are. higher-level prlmltives than

semaphores, they can neverthelosa be used to implement semaphores. Despite their

flexibility, monltors can only be used in centralized systems which support shared

memory. Monitors are the standard IPC primitives III Concurrent Pascal (Brlneh-

Hansen [50}), A haalc example illustrating the usc of monitors can be found in

Ben-Arl (46). For a more detailed theoretical treatment of monitors, the reader ill

toferl'cd to Bl'inch·IIlUtsen's and Hoare's original paPC1'S [50,12].

3.5.4 Oomrnuulcating Sequential Procesaes

In hltlpapcr "Communicating Sequential Processes" (CSP), Hoare [511asecrts that

input and output are fundamental programming prlmltlves for parallel systems.

Using the principle of Di.iJiStl'a.'Sguarded command, he develops a meehanlsm which

fadlitates corrununlcetlon between concurrent processes. In esp, g;ual'ds and datu

typing arc used to ciTccj;conditional input of messages. Communlcatlon only occurs
when process A names process B as a. destination for output and when. precess J3
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names process A as a. source for htfonnutlcn input. The absence (If buifel'ing means

that the input and output commands arc blocking. A process A which doslrea to

output data. to some other process will be suapendcd until the destina,tlon process

requesta to input data from process A. Similarly, any process which desires to

input data from a. process A will be blocked until procesa A explicitly outputs tho

data to the blocked process. This synchronous communication primitive is known

as the rendesuous (this meehanlsm was later Incorporated into the ADA language).

Although the blocking of processes and explicit naming conventions enforced by CSP

make the model highly restrictive, support for message-passlng makes the protocol

suitable for use in diatrlbuted systems [51J.

3,5.5 'l'he ADA rendezvous

ADA is n.lang;uago which was designed specifically for programming real-time con-

()urrcr.t systems. ADA's lnterprocces communlce.tlon mechanism is based on the

rondeavous concept developed by Hoare In esp. Whichever process "arrives" at the

rendezvous first Is required to Wlut for the athol' process to arl'ivQ. A single trans-

action is completed when the rendezvous is made. Because the rendezvous Can only

he made by one process, mutual exclusion of the transaction is assured. 1'hore is a

two-way exchango of information at the rendeavous, The accept statement performs

the rendezvous, and information Is passed from tho calling process and back from

the called process. The accept statcm(lnt does not allow a process to rendezvous

wlth some specific proceas: the rendezvous wlll be made with any process whlch is
enti tlcd to make the rendezvous and tries. ADA Implements guards by means of

the ,~electstatement and when clause. Tho select statement Iacllltatea a. rendezvous
with some specific process out of several alternatlves, If, in the select statement, all

tho guards (wilen clauses) are open, then lL rendezvous is performed with the first

process thu.t e-lla. The ADA rendezvous restricts parallelism, even though it Call be

used in COtICUl':tCnt systems [46,52,4].

3.5.6 Distributed Processes

DistrIbuted Processes (DP) was a concurrent programming concept dcvelopO(l by

Btineh-Hansen (1978) [44]. It was aimed sperHl.ca11yat solving real-time distributed
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computing problems. Brlnch-Hansen specifies it typical real- time system as one

which has a fixed configuration, cyclical processes, and preferably a single task IHll'

processing module. Esaentially, Distributed Processes extends the monitor concept

to the Cl\S(~where processes are distributed. Monitors in centralized systems con-

taln procedures which can be called by procesaes running in the same processing

module. These procedures modify the data contained in the shared memory. Dis-

trlbuted Processes is a system which allows procoduree to be defined within processes

which can be called by remote processes. Parameters ani! dl);ta are communlcated

by meaange-passlng, M\ltaal exclusion is assured during the remote procedure call

(RPC) because the calling process is blocked until the :aPC is completed. GU<ll:dod

commands and guarded regions Me used to control non-determinism. Guards enable

a process to select a statement based on the atat<.iof its local variables (conditions).

Guarded regions are blocking, whereas guarded commands are skipped or generate

exceptions when all the guards are closed. DP does not provide a.mechanism whlch

enables the called process to select a requesting process [44).

3.5.7 Liskov's proposal

Llskov proposes a model for reliable, fault. tolerant; Interprocos« communication. The

proposal specifics P. model consisting of guardians. Each guardlen consists of one

or more processes, and is located ontir<lly at a single processing module in the dis-

trlbuted systorn. Inter-guardian activity Is more expansive than intra-guardlan ac-

tivity because calls are made to remote processing modules. Each guardlen has ports
through which messages are passed, The ports are typed, and so message commu-

nication can be regulated by type checking. Llskov's proposal resembles DP in its

use of remote procedure call, except the call Js non-blocking, 'I'ho ma.jor innovations

in Llekov'a proposal CD1tCOtn techniques for dealing with the failure of the network,

transmlaaion medium, and procesalng modules. Llskov advocates the usc of atomic
object,~which are acted 01\ by action calls which can be oltlier top-level calls or nested

calls. The use of action cans and atomic objects means that backup veralons <.,f all

atomic objects are kept and arc only overwritten when calls are committed. If u,

call is aborted, then the backup version of the object is re-Instated. Llekov proposes

these prlmitlves as extensions to the CLU language [5).
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3.5.8 Accent

In shared memory systems, data, can be communicated by reference, Most of the
proposala for distributed systems that have been examined so far have not consld-

erod the passing of polntere in messages (Lo. communication of data by reference).

It is widely hold that tho support of shared memory.over it network is impractical,

because of communicatlon overhead, l'eUa,bill1iyproblems and the consequences of

Iallures, Jtccont provides a novel solution to the problem, The basic Accent IFC

primitive is an asynchronous message-passing protocol, where messages contain data

which Is being communicated by value, These messages may, in addition, contain

pointers to pages of virtual memory, The primitive maps the specified pages of vlr-

tual memory to the roeelvee prccesa's physlcal address space, thus allowjn~ data to

be communlcated by reference. This greatly reduces the likelihood offanur~, and at

the same time, t}IOcopying of mossages to and from btlitefs Is significantly reduced,

Accent was developed for applications whore the cost of message passing is much

leas important than tho cost of· ·!~tual memory applications. Messages in Accent

val'y in size, but it is quite common for messages to be very large. It is thls Which

makes the option of by-reference communlcation an attractive one. Accent over-

comes these problems by itltegrating the functions of virtual memory management

and lnterprocesa communication. The developers of Accent note that virtual memory

management and message-passing are traditionally regarded as distinct problema,

This is because message-passing is frequently used in real-time appllcatlons such as

process control I whereas virtual memory management is hardly appllc",blo [53].

$,1).9 l{ramer'S proposal

Kramer and co-workers (1984) [2] propose a. soft/ware arehltectur« and lnterprocoss

communication mechanism which caters to the specific requirements of real-time dis-

tributed computer control systems. The system is modelled as a number of modules,
each consisting of several tasks. Each processing module .runs one or more mod-
ules, however execution of a single module mll,y not be performed by more than one

prccesslng module. Modules communlcato with one another hy message-paaelng,

Messages enter and leave modules through ports which arc typed, giving added se-
curity without runtime overhead, Exit ports are not requited to specify entry ports
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(and vice versa) in their definitions. Association ofentry and exit ports is performed

during system installation (or modiflcatlon) by linking them t., .•' tl another. Tho

method of llnklng ontl'Y and exit ports allows modules to be reused as and when

required. Kramer's proposal features both blocking (aynehtonous • send· wait -
receive" ,'cply ) and non-blocking (asynchronous. send. receive) measage-passhtg

primitives. Doth the blocking and non-blocking primitives have been designed to

cope wi th failures. The send. wait· I'cceive " reply (blocklng) primitive implements a

one-to-one comrnunlcatlon pattern, whereas the send - receive (non-blocking) primi-

tive provides a one-to-N communlcatlon pattern. Each receive entrY1>0rt,when used

with the sene! " receive primitive is required to buffcr the Incoming messages. The

massage queue buffer size is statically allocated, and the default size is one message.

This means that old messages which ate not consumed, arc overwritten,

3.5.1.0 PUts

1'llc Flits project (1979) [54J was aimed at incorporating message-passing primitives

for programmlng dlstrihuted systems into a high level language, The Flits model of
a distributed syet< '11 consists of n,number of modules which may communicate with

OM another only by meaeage-paaalng, Modules have complete control over thelr own

internal states, and it is 'ofore posslble to code modules so that they do not reach

an undesirable state. '1 'llts primitives and high-Ievel Ianguage commands wore

deslgned based on the assumption that coinmunicaelon Ilnks in dlatrlb: ed systems

are unreliable, The message-passing protocol is asynchronous, and me, ..ges are sent

by value. Order of mesaage delivery is preserved, and message qucuea are bounded

only by system resources. Many of the Flits language concopts have matured and

found their way into current object-oriented languagea. 'I'he PUts developers claim

that very strong typing does not necessarily promote careful programming. They

maintain that the encapsulation of local cill.ta and code in modules, together wlth

a well-structured message-passlng protocol, is more ofl'ectiv{) in cnrotting careful

programming. Flits's receive primitive can select specific messages by means of

tmnsaction 1.:6 'S. It; is assumed that each Plits module w1ll always resldc at the

same processlng module.
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3.5.11 Mascot

Mascot (Modular approach to software conetmctlon, operation and test) is a pro-

gramming methodology whlch was developed for centra.lh~(ld systems. It combines

the advantages of semaphores and monitors into a powerful IPC mechaalsm. Both

mutual exclusion (semaphores) and cross-stimulation (monitors) are ensured through

tho usa of prhnltlv()I) operating on a slngle typo of control varlahle called a control

queue, A Mascot aubsystem conslsts of subsystema which ,tIC connected by "lntor-

communication data, areas". Two basic types of lntercommunlcatlon data areas arc

provided • channels and pools. Channels pass message <lata from one activity to

another, whilst non-transient data &'1'0 deposited in pools. 'rho joi,t • leave primitive

pair simulates the behaviour ofa binary semaphore, whilst tho wait ~ 8~im primitive

pair simulate tho wait and signal on a condltlon variable, When used together (join
" lcave • wait w stirn) semaphore and monitor functionality can be obtained by us·

Ing only half ehe number of control varlables, Mascot 11'0 prlmlslves, altllOUgh woll

suited to ml.lssagc-passing (in centralized systoms)f still rely 01\ shared memory [55].

$.5.1.2 Lamport's solution

lit 1086 Lamport published a. solution to the mutual exclusion problem, which is

fundamentally differont to other solutions [13]. (Some of the concepts underlying

his solution were lnitlally published in an carller paper [15J.) Ills solution (hereafter

referred to as Lampot·t's soluti(m) is equally applicable to both dlstrlhuted and con-

~ralizod systems. Lamport begins by malting two observatlons about other aolutlons

to the mutual exclusion problem;

• All solutlona are b~GJ on Indlvlslble atomic operations.

II Solutions which ate based on tl'u.nsient communication 'C(Jchniquoswhere only

tllo reader-process is allowed to :let the commnnleatlon bit, all only solve one

specific case of the mutual. exclusion problem ~- the prodvccr-consomer prob-

lem.

Before Lanlpol't's solution is described we will examine these two problems in more

detall.
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Atomic opel'ations

An atomic operation is OM which ls olther performed in its entirety or not at all.

That iSI an atomic operation is all indivisible action. The mutual exclusion problem

addresses the Issue of two operations affecting OM another, such as in a situa.tion

where Interprocess comm.mleatlon takes place. Two atomic operations performed

concurrently will have the same effect as performing the actionii ill some order.

Lamport notes that assuming the availabllity of atomic operatioM for the solution

of mutua'! exclusion problems is simply assuming that a low. level solution to the

mutual- exclusion problem does e.dst. Atomicity of operations may oven be assured.

at the hardware level, however Lamport romarks that no solution which is based on

atomic actions can be considered a fundamental solution to the mutual exclusion

problem.

~t'rllnsient and non-transient communleatlen

Two processes mll\ycommunicate a, single bit of Information either by setting a bit

or by sending a message. A message is a transient phenomenon, and the receiver

precess must be wait:lng to receive it if communication is to be successful. (The

setting of a bit is non-transient, cloudthe reader process is not required to wait for

the wrlte oporatlon.) Lamport shows that the mutual exclusion problem cannot

be solved using transient communlcatlon techniques when the Iollowlng conditions

hold:

• A process need not communicate whilst executing in ita rritical or non-crltlcal

sccttcna. Xt only needs to cornmunlcate when entering or leaving 1I;scritlcal

section •

• It is possible that a process may remain in its non-critical sectlc [l3] Indefl-

nltely,

'l'hese conditions clearly show that the producer-consumer problem can be solved

using transient communication techniques, In [13J, Lamport discusses in detai' tho

situa.tion where then!' conditions exist. He also explains why n. non-transient com-

munlcatlon mechanism where only the reader process can set the communication bit

dons not solve the mutual exclusion problem for the general case.



La.mpol·t's mutual exclusion protocol

Lamport's solution does not assume that atomic actions are provided by the under.

lying subsystem. (For example • that two operations performed on a single memory

cell occur in some definite order.] (In [56] Lamport improves his approach to prov-

ing the eorrectnesa of multiprocess programs developed in [57]. In this paper he

dispenses with the need to decompose algorithms into atomic operatlons.) The pro-

posed protocol uses non-transient communication. A communication bit, which can
only he reset by the writer process, is used for synchronisatlon, All writes to the

communication variable (bit) must be totally ordered. It Vi denotes the ith write
then

Each communication variable is "owned" by a specific process, and s... this total

ordering of writes is not difficult to ensure. Eamport notes that one of the under-

lying assumptlonc in this theory is that each process knows exactly which other

processes it will have to communicate with. In [581 and [591, Lampor~ presents four

solutions to the mutual exclusion problem in a distributed system of N procesees.

Fairness and failure tolerance are considered, and each of the four solutions satisfies

stronger condltlons than the previous one. (Communication overhead also increases

progressively.] For details of these solutions, the reader is referred to. [58J. Lam-

port's solutions are all baaed on his mutual exclusion protocol. Each process owns

a. communication variable which can only be wtitten to by the owner process. l'hls

communication variable serves as a synchronization. :flag. A process may enter its

critical section by setting its flag to true, and bymaking sure that all other :flags (l.e,

those owned by other processes) are false. Under these circumstances mutual exclu-

sion ls assured. (In [60), Anger determines the extent to which IJamport's solution

differs from solu" ns which assume atomic actions.)

3.6 Interprocess communication in computer control

Mutual exclusion in real-time DCCSs is provided by an appropriate Iaterproeess

communlcatlon primitive. Wo highlight I1>Crequirements for real·t1mn DCCSs by

examlnlng the applicability of the models discuseed above.
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3.6.1 An evaluation: of existing proposals

Co-routines, semaphores and monitors all rely on shared memory, and therefore

they are not suitable for use in a distributed system. Although the MASCOT I)?C

mechanism is based on a meseage-passing protocol, it also relies on shared mem-

ory. Both CSP and the ADA rendezvous restrict parallelism because the sending

process and receiving process are required to sychronlzo wHh one another. Thus

the process which arrives at its synchronlsatlon statement first is blocked. Brlneh-

Hansen's "Distributed Processes" also restricts parallelism because the calling pro-

cess is blocked until the remote procedure call has been completed, Despite this

disadvantage, Brinch-Hansen's primitives Were designed for real-time applications,

and they exhibit many features which are desirable in an IPC for distributed real-

time applications. 'I'he Accent IPC integrates virtual memory management with

Interprocess communication. The type and size of messages transmitted in real-

time DeeSs make the provision of shared memory OVer the network unnecessary,

Plits, Liskov's proposal. and Kramer's proposal, all address the programming of dis-

trlbuted systems from a hlgh-level Ianguage perspective. All three models assume

that communication links are unreliable, and they all address the problems of syn-

chronizatlon and communication in distributed systems. The Pllts project does not

address the problems of real-time computing (see chapter 5), and hence it is not

regarded as being suitable for control applications. Liskov's and Kramer's prcpo »

als are highly relevant to real-tin; DCCSs, only they deal with high-level language

primitives, and assume solutions to the basic mutual exclusion: coblem, Lamport's

mutual exclusion protocols solve the mutual exclusion problem at a theoretical and

algorithmic level, They do not address the implementation of high-level language

primitives for Interprocess communication,

3.6.2 A theory of interprocess cornmunication

III the following chapter we begin the derivation of a model of process interaction in

real-time distributed computercontrol systems. This model Can be used to explore

and express the requirements of Interproceas communication primitives which are to

be used in real-time dlstributed control systems, for example, whether they should

be blocking or non-blocklngvrellsble or unreliable, whether 01' not they should buffer



messages, etc.

The lnterprocess communication proposals discussed above can be split into two

broad categories:

1 Protocols and algorithms which are aimed at guaranteeing logically correct

mutual exclusion.

2 High-level language primitives which asoume the availability of one or more

underlying mutual exclusion protocols. These primitives implement lower-level

mutual exclusion protocols in various guises, thereby allowing the programmer

to concentrate on applications programming, and greatly reducing the amount

of complex systems programming tha.t he has to perform.

In our research we aim to isolate and examine the issues which impinge on the design

of protocols and primitives which fall into categories 1 and Z. This will allow us to

develop a general theory of real-time dynamic systems, and the compute, control of

such systems. A model or process interaction based on tIllS thaory can then '1)13 used

to analyze and design protocols and primitives which fall into both categories 1 and

Z. Such a model is necessary because we believe tha,t:

1. An effective high-level primitive will not simply assume that some underlying

mutual exclusion protocol exists. The high-level prlmitlve should be "designed

around" an effective mutual exclusion protocol if it is to be effective.

2. A careful analysis of the fundamental issues in real- time control systems leads

to a clear specification of how the mutual-exclusion protocol should behave.

3.7 Conclusion

The subject of lnterprocess communlcatlon and synchronization Was examined in

detail. A number of theories of interprocess communication were compared with

one another! highlighting the strengths and weaknesses of the various proposals in

different applications.

Some recommendations :regarding the design of IPe primitivos for use in real-

·time DeeSs were made in the second half of the chapter. These include:
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• High level language primitives must be designed tooperate "in concert" with

low-level mutual exclusion protocols .

• A general theory of real-time dynamic systems and the computer control of

such systems is required if the problems 01 interprocesa communication in real-

time distributed systems are to be solved effectively,

In the next chapter we develop a new model for data representation and data sam-

piing. We use this model together with the recommendations made in this chapter to

develop a more comprehensive model of process interaction in real-time distributed

computer control systems.
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Chapter 4

Sampling and Data

Representation

4.1 Introduction

In process control applications, computers gather data by me .. ',b of sensors and data

acquisition equipment. We use the term data to refer to qualitative Cl quantt' ,tive

Information which is meaningful to the sy, .nn, In computer controlled systr;m" Ids

information is usually generated at discrete points in time and communicated be-

tween the plant and the control system. 'llle c. .t.tamay be logged for future reference,

presented to a human operator or to some other subsystem via a suitable interface,

or it may be used in the execution of some control strategy. The essential elements

underlying all such applications are measurement, samphng and' data tp.preaenta-

tion, Measurement is the quantiflcatlon of certain properties of the physlcal system.

Sampling is the operation whereby measurements are transferred to tho computer

system, and data representation is the mechanism which causes sampled measure-

ments to be stored and made accessible in the computer. Little exists :"1 the way of

theory which describes the ~fMrgy of these operations, Practical implementations

are based largely 011. experience and henrlstlcs which cannot necessarlly be applied

to all systems. With the usc of distributed computer systems In control appllcationr

increasing, tho need for a theory describing tho synergy of measurement, samplh!b

and data representatlon is even more appil.rOl1t.It is the aim of this chapter to lay

the foundations for such a theory.
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When a computer control system is modelled, the plant and the internal oper-

ations in the computer are treated as processes or sets of processes. Measurement,

sampling and data representation thus together constitute an lnterprocess commu-

nication mechanism which facilitates communication of data between the physical

plant and its control system.

In this chapter we examine measurement, sampling and data representation from

first principles. We begin by describing the measurement process and its effect on

the plant. A distinction is made between continuous and discrete time measurement

systems. Thereafter we examine different sampling methods, and develop data rep-

resentation techniques from our intuitive model of the plant and its control system.

The application of these sampling methods and data representation techniques in

computer control applications is then analyzed. The concepts developed in this chap-

ter form the basis of our p_ila". model, Our intuitive model forces us to reconsider

our understanding of sampling and plant-initiated communication.

4.2 Representation of plant properties

Consider a physical plant with unknown dynamic characterlstics, We say that such

a plant has a set of well defined p7'Operties, which are intrinsic to the physical reality

of the plant, and which completely describe the state of the plant (fig. 4.2). 'I'hese

properties are continuously variable, They may change continuously with time or

they may change as a. result of an event. An ever.t is defined aa an occurrence at a

point in. time in the plant or its environment which causea a significant change in

one or more properties.

Any attempt to measure properties or to quant:(y them in a discrete manner,

results ill measured values, which represent the properties ~;i~hfinite accuracy aft('f

a finite measurement delay. .':truevalues would be obtained if a pl.'tf~ct measurement

system were used to measure the propertles (Finkelstein, [29]). Because 110 perfect

measurement system exlsts, measured values are not capable of exacny representing

properties,

Consider a human observing 11 physical plant. The human perceives changes in

the plant~8properties as rapidly as his visual system and mental processing capabili-

ties permit. Tho human ls the measurement system. He may not be able to perceive
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Figure 4.1: Qua,ntification of plant properties

very small changes in the properties, and those that he does perceive, he may notice

only some timr~ after they have occurred. These limitations are due to the deficien-

cies of his own facu.ltit;ls; they do not r<valt from any deficiency in the plant, and

are thus independent ofthe properties. Physical sensors and measurement ilyatems

behave in much the same way.

Let us now consider the process of sampling as it is performed in continuous and

discrete l'ystems:

4.2.1 Conbinuoua ..bime measurement

A continuous-time measurement system derives it <1l1antHative numerical represen-

tation of a property from a transducer designed to be sensitive to th:tt property.

Contlnuous-timemeaeurement systems have finite l'Oaollltioll duo to noise; hysteresis

and constructlonal llmltatlona, For example, a human observer, generally assumed

to be a. contlnuous-tlmc measurement system, is also subject to these lin~itations.

His visual system cannot discern changes smaller than some minimum. Accuracy is

limited by non-llnearltles in measurement equipment, and th'3 measurements them-

selves are corrupted by Mise. In continuous-time m. -asurement systems, the time

that it takes lor a. change in the phyaical property to be reflected in the measurement

is sometimes almost negligible, SiMC electrical signals propagate extremely quickly,

Of ton, however, tho measurement system consists of elcotro-mechanlcal ccmponents

(such as springs and magnets) which have a limited dyn .mlc response mtl)ability.

Non-linear components with significant high order dynamics are common, and the

sottling times of these components can Introduce noticeable delaya.
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4.2.2 Discrete-tirne measurement

Discrete measurement systems measure the plant properties at discrete points in

time. The measurement operation is called sampling. Where measurements are

performed at points in time equidistant from one another, sampling is said to be

periodic. (Note that repetitive sampling does not have t.o be periodic. However,

processing of data which has been acquired using periodic sampling is simpler and

faster [28,61].) Before a discrete measurement system can be designed, the dynamic

characteristics of the physical plant must be examined and quantified ill order to

determine the required sampling frequency. The relationship that exists between

the plant dynamics and the required sampling frequency is described in Astrom and

Wittenmark [28] (see chapter 5). Measurement noise, hysteresis, non-llnsarities, and

constructlonal llmitatlons of sensors all affect discrete-time measurement systems in

much the Same way as they aii''.lct continuous-time measurement systems. Discrete-

time measurement systems lose their ability to represent propertles if they do not

sample the properties frequently enough.

4.2.3 The effect of discrete-time measurement

Aside from the measurement delay which oCCUrSin both continuous-time and discrete-

time measurement systents, discrete-time systems may introduce an additional delay

in reflecting a prt'perty change in a measured value. If the property change occurs

immedia,tciy after sampling has been performed, that property change will only be

reflected in the measured value which results from a subsequent sampling operation.

This delay implies that a change in the property could have occurred some time

in the past, where this time is at most equal to the sampling period, ~n.The use

of slightly cut-of-date measured values is permitted because the chalco of sampling

period is based on the dynamic characteristics of the property. It is therefore as-

sumed that the magnitude of the p:ropel'ty change during one sampling l~~dod can be

neglected. If sampling is fast relative to the plant dynamlca, then coutlnuous-tlme

dynamic system theory Can be used. However, if the plant reaponse time and the

sampling rate are 01 a almllar order then digital control techniques muat be used

(Astrom and Wlttenmal'k (28]).
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4.2.4 Sampling of properties

It is clear that the measurements of properties and the properties themselves are

distinct. A physical process consists of several subsystems. The state of a particular

subsystem at a point in time is quantified. by assigning numbers or symbols to

a suitable set of well-defined physical properties such &> temperature, position or

voltage. It is necessary to represent these numerical or symbolic values Internally

in the distributed computer system in order to provide an internal "image" of the

state of the subsystem. This image is then used as the basis for all monitoring and

control iunctione,

We use the gen(lt'1l1term property variable or p-uar to mean a holder for the value

of a property. The concept of a property call be broadened to include entities for

which the human operator supplies the value and internal entities where the value

is calculated by the computer system.

The operation of sampling is used to quantify a,property and place the value in

a J1_var. Different policies can be used to initiate sampling (fig. 4.2):

Event-triggered sampling The sampling operation is triggered as the result 01 a
change in a property,

Periodic sampling Sampling isperformed at pre-determined. equidistant points in

time, regardless of the value of the property.

These two definitions allow us to define two further concepts:

N on-periodic sampling Samplt» J., is performed repet!tively at points in time which

are not equidistant. Thls concept is ilh',strated by the following example:

Consider a, system where three samples are taken at umes til t2 and t3. The

sampling period 'between the first two samples is described by T21 ;:; t2 - h.
Similarly the period between the next two samples is given by TS2 ;:; ts - t';l.

In a non-perlodlc system T32 "# :1'21'
One important difference between non-periodic sampling and event-triggered

sampling is that a non-periodic sampling system call assume that another

sample will be taken. The time that may elapse before that sample is taken is

uncertain. Event-triggered systems may not assume that another sample will

be forthcoming, since sampling depends en the occurrence of events.
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Continuous sampling We believe that the relationship between discrete and con-

tlnuous time control theory should be such that a discrete system with the

sampling rate tending to in:fh,lty should tend to the continuous-time system

[62]. For this reason we define continuous sampling as periodic sampling where

the sampling period T•. .-+ O. This definition can also be stated in terms of

non-periodic sampling. Although T32 t: T2t, T32 .... 0 and Tn --+ O. In the

limit, T32 :::;Tn.

Plant properties ,~';uaJlychange continuously with time. Such changes can only

be detected instantaneously if the properties are observed by means of continuous

$ampling. The continuous sampling requirement can be relaxed where two conditions

hold:

1. A small change in the value of a property is insignificant and need not be

observed by the sampling process. We refer to the smallest change that must

be observed as the I)alue gmnularitv, 1.

2. The property has dynamic characteristics such that .~change of magnitude 'Y

will not occur in lesa time than 8, where {j > O. We refer to 8 as the temporal

granularity cf the system.

This pair of conditions can be restated as follows:

Continuous sampling (where 1'8 .-+ 0) Is only required where the rate of change of the

propertyis infinite (dp/dt .-+ (0). This is the only condltlon under which a. value

can change at a rate "f/8 where 8 .-+ O. The impulse function (or Dirac function)

and the step function are examples of functlons which. exhibit this behaviour.

A property must be measured to flamefinite resolution. This desired resolution

affects the value granularlty, 'Y. ThG rate of change of the property and 'Y affect the

temporal granularity, S. The sampling period, TSI is a function of 8, In the Case of

an ideal Impulse, 'Y iu !l'relevant because the value changca Inetantaneously, Hence

8.-+ 0 for all 'Y. Whenever dp/dt < 00 then "f becomes important. If 'Y is large, then

even if dp/dt is quite large, a larger value of 8 may suffice.

From this analysis it is deal' that continuous sampling is never required in phys-

ical systems. (For all physical properties, dp/dt < 00.) What does emerge from

this analysis is that plants exist with properties that meet either (or both) of the
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Figure 4.2: Sampling mechanisms
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following conditions:

1. "{is very small. Even if dp/dt is low, 0 may still he close to zero. This

condition may exist where a positional or pressure Sensor may be required to

measure very small changes in the property.

2. dp/dt is very large. Even if"{ is also large, 0 may still have to be close to zero.

(Switches and circuit breakers can change from One state to another almost

instantaneously, )

4,2.5 Periodic sampling

Periodic sampling (fig. ~..3) Cartbe used to observe properties aslong as the sampling

period, T~does not violate the conasraints imposed by O. The relationship between

T~ and 0 follows from the Shannon sampling theorem, although in real-time systems,

which cannot tolerate the delay 'canaed rn Shannon reconstruction, a higher sampling

frequency is used [28]. Suffice it to say here that for any property, p, where Gop > 0,

there exists a sampling period Til which can be used to sample p periodically,

"I P a.t, op > 0 3 T. > 0 (4.1)

Each sampling operation incurs computational overhead. Even the simplest sam-

pling algorithm is required to communicate with the data acquisition hardware using

some protocol, and bits must be transferred into local memory. The lower the value

of Ts, the more the computational overhead. If it were possible to design and build

computers with infinite processing power and communication systems with Infinite

bandwidth, then it would be possible to design sampling systems which could sam-

ple properties at intervals of T~, where Ta is very small. Modern computers possess

tremendous computing power, and communication S.'stems are becoming more effi-

cient, and still it may seem that teal applications are limited to sampling at much

slower rates. The reason for this is that it is extremely expensive in monetary tarma

to dedicate a supercomputer to the process of sampling a single property. This is

all the more true where the f, coperty has both high and low order dynamic compo-

nents. A typic.al example of such a system might be a. property which is changed

by an operator tl owing a swltch. 'I'he s vltch may only be operated once or twice

a day, hut the dynamics of the switching; process are extremely fast, and may even
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approximate a step (or an impulse). Periodic sampling of such a property requires

that T~be chosen such that the dynamics of the switching process can be detected.

(In practice, it is normally acceptable for the property change to be detected some

time after it occurs.) This means .hat the computer will have to perform a great

deal of unnecessary computation in order to detect an infrequent event.

4.2.6 Event~triggel"ed sampling

.Event- triggered sampling (fig. 4.3) solves the problem of this inefficient use of com-

puting lJower. It is a mechanism whereby the change in the property causes the

property to be quantified and the value placed in the p.uar. We maintain that this

mechanism is an artificial way of getting around fast sampling requirements, because

it Qpparentlll requires the plant to initiate communication with the data acquisition

system. The plant, however, is unaware of the existence of this data acquisition

system, so it cannot initiate communicatlon of its own accord. An analogy to this

method of sampling is the case of a photographer who wlshep to take a snapshot

of acme unintelligent animate object. 1'0 say that the plant can initiate commu-

nication with the data acquisition system is akin to saying that the unintelligent

animate object can tell the photographer when to take the snapshot. Clearly, any

unintelligent animate object which gains the ability to communicate with a photog-

rapher is fundamentally dlfforent to the original unintelligent animate object. The

same is true for a physical plant which is given the ability to communicate with

the control system. In practice, it is: obvious that the physical plant cannot initiate

communication with the control system. (See section 4.3.4.)

4.2, "{ Ftont ..end periodic sampling system

The control system is therefore usually front-ended by some continuous Or periodic

sampling system, which may trigger on a threshold or by some other mechanism.

(In section 4.3.3 we argue that this front-end data acquisition system is part of the

control system and not part of the plant-see fig. 4.4) F.ot example, a pressure sensor

may monitor ptessure constantly and trigger its output when the pressure reaches a

preset level. It is this front-end system, not the plant, which initiates eommunlcatlon

with the control system. Periodic sampling (or, in the limit, continuous sampling,
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as described above) therefore underlies all sampling. It Is for this reason that we

say that event-triggered sampling is artificial, and that all sampling is inherently

pariedlc.

r--

periodic/ continuous
---, sampling

FRONT a CONTROLPLANT END
b

SYSTEMSYSTEM

presents properties

PI!YSIGAL SUBSYSTEM CONTROL SUBSYSTEM

t
LOW-L~VEI_ SAMPLING

Figure 4.3: Periodic (a) and event-triggered (b) sampling policies

4.3 Data representation

'The value which is stored in the p_var may represent either a .st~Ltevalue or a state-

increment value.

State value If the value stored in the p.uar represents the value of the property rel-

ative to some absolute definitive reference, then we say Ghat the p_var contains

a state value.

State-Increment value If the value stored in the p~jJar represents the net change

ill the property since the last communication of a state-increment value, then

we say that the p_var contains a state-increment value.
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Figure 4.4: An incorrect view of the mechanism of event-triggered sampling

State values and state-increment values may be required to be persistent or.they may

have to be consumed. We define persistence and consumption of data as follows:

Consumed Data values which are to be used once and once only must be consumed.

The read operation which is used to extract the value from the holder (the

p_var) must empty the holder of its contents.

Persistent Data. values which are to be used repeatedly (or more than once) must

persist until they are invalidated by some other mechanism (for example, time-

stamps). The read operation which is used to extract the value from the holder

must ensure that the value in the holder is preserved.

4.3.1 State-increment values

State increment values 1 are a usefu! Way of communicating information where the

number of bytes needed to convey tne change in the property, ~p, i~significantly less

lStatll"increment values should not be confused with events, Events result in property changes,

and these property changes can be communicated either as state values or state increment values.
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than the number of bytes needed. to communicate the value of the property. For this

reason, state-increment values are often used in transaction processing systems (e.g,

banking). When deciding whether state values or state-increment values are better,

it is important to ascertain what sort of values the low-level sensors acquire. If the

sensor acquires a state-increment value, but would like to communicate a state value,

then some local computation must be performed by the sensor. For example, an

automatic teller machine (ATM) CaDbe regarded as the bank's "sensor";. It acquires

state-increment values (withdrawals and deposits) from the plant (customers). For

the ATM to transmit a state value, it would need to have the customer's entire

itemized transaction record (current state) stored locally. It would then up date this

transaction record with the new transaction (state-increment) and communicate this

updated transaction record (new state) to the computer. The difficulties involved

in implementing such a system clearly make the option of communlcating state

increment values an attractive one.

State increment values have several major drawbacks:

1. Reliable communication between sender and receiver must be ensured. If

the state-increment value Is lost or corrupted in transmission, then the state

at the receiver will always be an incorrect reflection of the property. For

this reason a reliable, failure-tolerant network communication protocol is reo

quired for state-increment communication. PAR (positive-acknowledgement

and retransmission-on-error) protocols are commonly used to ensure that mes-

sages are correctly received. Some high-reliability primitives (Liskov [5]) use

a commit-rollback protocol to ensure failure atomicity. 'Lhls mechanism al-

lows the sender to ascertain whether the message has been delivered or not.

The rollback mechanism allows the sender to retract its transmission in the

case of failure. When dealing with utate-increment values it makes no sense

to re-transn.it the message "just tt, be sure", as receipt of a duplicate state-

increment value will again cause the state at the receiver to be an incorrect

reflection of the property;

2. Every state-increment value must be consumed. This is consistent with the

failure atomicity constrain that is, that each state-increment value must be

used once and once only. If the same state increment value is used more than
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once, then the state at the receiver will Jl.C longer reflect the property.

3. State-increment values must be queued because each one must be used once

and once only. Buffering incurs extra overhead, and has ramifications regarding

flow control [26}. (See chapter 6.)

4.3.2 State values

State values are naturally derived from the observation of the properties of a physical

plant. State values have major advantages OVerstate-increment values:

I. State values overwrite one another. In the event t.if a transient communicatlon

failure which causes the loss of a state-value message during transmiasion, the

receiver will not possess an up-to-date accurate image of the property. An

accurate up-to-date image of the property ,,,ill be restored when a. subsequent

state-value message is received. Because state-value messages overwrite one

another and because they do not depend on any Initial value, stata-value p '.~

tocols tolerate transient communication faults. There is alsn no problem with

transmitting multiple copies of the same state value message, as the receiver

will simply overwrite old state values with newer ones. One factor which com-

plicates state value communication is the loose coupling of the sender and

receiver. The sender transmits state values and i~ does not know Whether the

receiver has received them. The receiver polls for the state message, and it

assumes that whatever value it finds is a true reflection of the property. If the

sender fails, however, the receiver wHlhave no way of discovering this. We ad-

vocate the association of validity times (sample lifetimes) with state values to

overcome this problem [63}.When the validity time of the state value message

expires, the receiver may assume that a, failure has occurred.

2. State values may be polled (periodic sampling), whereas state-increment values

can only be transmitted using event-triggered sampling. This means that it is

possible to design more deterministic systems using state values.

3. In control systems it is usual to monitor properties using state values rather

than state-increment values. This has two advantages. Firstly, the need to

compute a new state from the old state and the state-increment at the receiver
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is eliminated, and secondly, the states derived from the properties can often

be related to the plant states as identified in state-space modelling.

4. There is no need to queue state value messages, as the latest state value in-

cludes all the effects of all previous state value messages; hence older state

value messages can simply be overwritten or discarded. This means that flow-

control problems caused by buffers becoming full will never arise [63J. (See

chapter 6.)

Normally, periodic sampling would be used to obtain state values, whereas event-

triggered observation could be used to obtain either state values or state-increment

values.

Consider a distributed system where the time between events is much greater

than the sampling period, and where the number of bits needed to represent the

sample value is small. Assume that the system provides perfectly reliable message

transmission. In such 'll, case it is possible to transmit the result of sampling in"

messages using either state values Or state-Increment valuei, 'I'he two approaches

yield identical results. However in practical real-time control systems, where perfect

reliability cannot be assumed, and where the number of bits needed to represent

the sample value is indeed small, state values have distinct advantages, partlcu-

larly with respect to the handling of message loss and computer system behaviour

under overload conditions. The use of periodic sampling and state values ensures

a, steady network load and automatic recovery from message loss. Periodic state

value sampling and event-triggered state-increment value sampling; are compared in

table 1.

4.3.3 Plant-control system communication

Consider a computer controlled system which consists of a physical plant, a front.

end data acquisition system, and a computer control system. If the front-end data.

acquisition system is ignored, then event-triggered sampling implies ~I:attlleplll.nt

communicates state or state-increment Information to the control system as and

when significant events in the plant occur. Periodic sampling implle 'hat the con-

trol system captures an image of the plant properties at regular intervals 11\time

(by polling the plant). The differ(J~lcebetween these two sampling techniques t!tere·
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Performance Criterion Periodic Stu.te Ehl'ent~'1i'iggered State

Sampling Increment Sampling

Message Size Large Small

Cornmnnlcatlons overhead

with light High Low

network traffic

Commnnlcatlons overhead

with heavy Low High
network traffic

Fault Tolerance High Low

Communications overload handling Good Poor

__jPredictability Good Poor

'.table 1: Comparison of Periodic and Event-Triggered Sampling

fore appears to be in the Initiation of ccmmunication, Event-triggered sampling

apparently requires the plant to initiate communication with the control syatem, In

section 4.2.6, it was established that the plant Is not able to initiate corn•annlcatlon

with the control system, but that a front-end data acquisition subsystem can be

incorporated into the system to quantify the plant state and initiate communication

with th,e control system. It is important to realize that different levels of abstraction

can be identified in plant-control system communication ..The quantification of plant

propertles by the front-end data acquisition system topresents the most fundamental

level of plant-control system eommunlcation, Communication of information from

tho front-end date\. acquisition system to the control system is a. more 'l.bstl'Mt form

of plant-control system communication.

4.3.4 Plant-luitiated communication

A careful examination Or a.ppal'ent plant-initiated comrnunlcatlon leads to an under-

standing of the different levels of abstraction in the operation of data acqulsitlon.
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An event in the plant occurs when a. property changes, In an event·trJ~eted sys.

tem, the plant is required to notIfy th:l control system of this event. The effect of

the property change IS communicated as either a state value or ().state-lncrement

value. 'I'he plant, however, cannot initiate communication with the control system.

It merely presents its properties to tlw environment. A front-end data acquisition

system Is used to qua.ntify the plant properties. This operation is initiated by the

front-end data acquisition Rystern, and it ill performed perlodically or contlnnously,

The Image of the plant properties that exists in the front-end data acquisition sys-

tom can then be communicated to the control system using either event. triggered or

periodic sampling. Thus sampling at the moat fundamental level is always periodic

or continuous.

4.3.5 Decoupling the plant from the control $ystem

We maintain that the front-end system must be treated as part. of the control system

because it does not (o~ should not) change the performance of tho plant itself, If

the front-end system modified the performance of the plant, then the control system

would have to bo modelled as part of the plant. This would greatly complicate the

design of the control system. For this reason, front-end systems are designed so

that their effect all plant behaviour and performance is minimized, This is typically

achieved through the use of buffer cir~uits, In. theory it is impocslhle to design a

front-end measurement system which has no effect on the plant. Thla problem has

received much attention in titeoreti.cc:1 physics [64,65]. In practice the effect can

reduced to tho extent where it is negligible.

4.3.6 Plant-control system boundary

Ttaditionally however, tho da.ta acquisition Bubl:listtlI):J. (sensors etc.) is viewed as

part of the physical. plant. In practlcal altUf1tions, tho plant-conerol aystom hocndary

is therolol'c usually defined to include the data acqulaitlon Bubsyst()IIl itl the plant

because the control system accesaes data which has already been measured by tho

6e11801'6, Wo claim, however, that the boundary Is doflned in this way because it

makca l;ho plant-control system Interface clean and convenient. We maintain thl1t

theoretically it is more correct to Include the data acquisition subsystem in the
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control system component! since the plant is designed and implemented in a way

whleh minimizes the effect of attaching external systems. According to this view, any

",tbrj; sem which is used to quantify plant properties which is an intrinsic component

of the physical plant would not form part of any data. acquisition subsystem. Such

it subsystem would constitute a natural component of the open-loop plant. (OUt

contention is that the flM~·end system must be viewed as part of the sampling

system, otherwise ,;1) are, h. effect, saying that the controlled plant and uncontrolled

plant are fundamentally different physical entities.)

This argument leads us to conclude that -undamsntally, all communication is

initiated by the control system. Accordingly! all communication which appears to

be lniHated by the plant is a speclfic CM!;!of control system ialtlated communication,

where the control system has delegated the task of periodic or continuous aampllng

to its front-end device, and has requested the front-end device to notify it of any

significant events.

4.4 Sampling of properties

The analysis of sampling methods and data representation techniques presented

above shows that four technlques can be used to sample properties.

1. Periodic sampling with state-increment value messago communication

2. Event-triggered sampling with state-increment value message communication

3. Periodic sampling with state value message communication

4. Event-t:rigg!;!red sampling with state vr:ua message communlcatlon

4.,1.1 Periodic sampllng with sbate-lncrernent value message com-
munieatlon

Out of the four possible techniques listed above, this is the only OM which cannot be

applied in practical applications. State-incrementa result from events in the plant,

and new state-increments do not incorporate old state-Incrementa, Jlor this reason

every state-increment value must be reliably communicated to the receiver. If state-

increment values are to be polled, then it is highly probable that at some time,
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more than one state-Increment will oCCUi:''bet.welilnpolling calls, (Queuing of state-

Increment values can violate principles of flow control-this is di;;::"!.!.!'lledin chapter 6.)

Lost state-increment values or the multiple use of state-Increment values will cause

the state at the receiver to provide an incorrect reflection of the property.

4.4.2 Event-triggered sampling with state ..increment value message
communication

Event.triggered sampling is !!;enerallyemployed in conjunction with state-increment

message communication. The advantages, disadvantages and applications of the

sampling mechanism and data representation technique have already been discussed.

The problem of state-increment values which are pr,.·t"ced but do not get sampled

(which may be encountered in periodic state-lncn, tt sampling) does not occur

wlth event- triggered sampling. The very occurrence of the event which produces a

state change causes the state-increment to be transmitted to the receiver. Although

this technique is widely used in transaction processing systems, it is also well suited

to communication of infrequent bu 1; sudden "events" in the plant. (That ls aside from

reliability and fault-tolerance problems.) Equation 4.1 shows that it is theoretically

possible to use periodic state value sampling to solve any physical problem that can

be solved with event- triggered state-lncrement samplir.g. State-Increment values can

only be effective if they are consumed after use. (They must be used once and once

only.)

4.4.3 Periodic sampling with state value message communication

The application of periodic sampling techniques and representation of data as atate

values in computer control systems has already been discussed. State values must

be persistent so that the receiver can always have some image of the prcperty, The

usefulness of this technique becomes clear when One considers a classical control ap-

plication, such as a PID controller. The set-point may be a ramp. 'I'he source of the

set-point is considered the sender, and the PID controller is considered the receiver.

The absolute value of the set-point is communicated to the receiver as a state value

whenever tIl(>receiver polls the sender. The polling frequency is determined by tho

dynamics of the tamp (I.e. it Is a function of 'Y and 8.) - see chapter 5. 'the
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set-point state value is not consumed when it is read by tile PID aIgol'ithm, If com-

munication of a state value is unsuccessful, then the correct value will be established

with the transmission of subsequent state value messages. Failure of the sender is

established by means of a. timeout mechanism. (See chapter 5.)

4.4.4 Event-trigger.ad sampling with state value message commu-

nication

This technique represents a mixture of the two previous techniques. One ofthe major

drawbacks with event-triggered state-Increment sampling its low fault-tolerance. If

-me of the state-Increments is lost in transmlssion, or used more than once, then

the state at the receiver will cease to be an accurate reflection of the property. For

this reason it has been necessary to use PAR and commit-rollback protocols in these

appllcationa, Communicating state values by event-triggered sampling Improves

l'oliability and fault-tolerance, and to some extent eliminates the need for high-

reliability protocols. If the state value which is transmitted as tha result of some

event, is lost or corrupted, then the correct state value will be re-instated once the

next event has occurred, This is not an ideal solu.tion as the correction is only

effected with the occurrence of the next event. One of the fundamental differences

between non-periodic sampling and event-triggered sampling is that in non-periodic

sampling, communlcatlor, will defirutely occur again, only It is not known when it

will occur, With event-triggered sampling, communication is only initiated with the

occurrence of art. event. It cannot 1e assumed that some event will definitely occur.

4.4.5 Sampling in computer control applications

Persistency of state values

The fourth technique, described above, ....alsea some interesting issues regarding the

persistence and consumption of state values. It has already been explained why

state-increment values must be consumed, and why periodically sampled sta.te values

should be persistent. In systems which employ event-triggered state value sampling,

the nature of the receiving process should determine whether the state value should

be persistent or consumed. If the value is to be used once only, then it must be

consumed, whereas if it is to be used continuously 01' itt random, then it must be
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persistent.

Values which must be persistent and consumed

The application of event-triggered state value sampling is best Illustrated by means

of an example. Consider a keypad which is used by a plant operator to enter a

set-point. This set-point is used by two "receivers" in the system; the one is a rID

control algorithm, and the other is an operator event-logging process. The PID

control algorithm is required to read and use this state value continuously, whereas

the logging process should read this state value only once, as the entry of a set-point

is a single event. In thin example, the property is tlu, set-point p. It seems as if

we have contradictory requirements, that is, that p be persistent and that it bn

consumed. We therefore maintain that it is up to the receiver, which places the

sampled value in a p_'Vnr, to decide Whether its p~var is persistent or Whether it can

be consumed. This conclusion also follows from the rather more obvious fact that

the sender (plant) cannot cause the property to be consumed. (It may be argued

that entering the value of p is an event in the system, and that the consequence of

the event is merely translated to a local state value. We maintain that the set-point

p is nevertheless a property of the plant environment, and it should be continually

represented as a state value in the computer control syst2m.)

As a solution to the "contradictory" requirement stated above, we propose that

any receiver wishing to consume the state value (for example, the logging process)

create its own instance of a P_VaI' (actually all image p~l,ar·- see chapter 6) which

is consumed when read. Any prOCeSSwhich requires the state value to be persistent

can create a persistent instance of the same p_var (image p_var ).

Analog events

When examined closely, the example given above Seems unusual. The effect of an

operatcr entering a set-point via a numeric keypad cannot be viewed as a continuous
tlme-varylng analoj signal. It is clearly not a cligital event, which has only two

possible states] either on or off. We will describe the effect as an analog ellent.

An analog event is multi-valued (not only 0 and 1) and can change sta-te almost

instantaneously as is the case with a digital signal. Event-triggered state value
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systems ate most useful for handling analog events. Digital events can be adequately

communicated using event-triggered state-increment values. Since digital signals

have only two possible states, receipt of any message which is transmitted as the

result of an event, regardless of whether it contains a state or state-increment value,

could he used to toggle the state at the receiver. (This is only true if an event always

denotes a change of state.)

It.eliahili~y issues

Event-triggered state value systems arc at least as reliable as event-triggered state-

increment systems. Consider a system which consists of a sender and a receiver which

communicate over unreliable communication links using an unreliable protocol. If

the link is physically disabled, then the receiver will continue to USethe last received

value indefinitely. The transmission of state values instead of state-increment values

would do nothing; to improve the reliability of.the system under these conditions.

Consider an alternative scenario, where a random transmission. failure occurs due to
the corruption of a single message. Subsequent message transmissions are successful,

and the messages arrive uncorrupted at the receiver. State values ate clearly superior

to state-increment values under these conditions. With state values, the receiver

only reflects the incorrect state until subsequent uncorrupted messages ate received.

With state-increment values, the receiver w11lcontinue to reflect the incorrect value

even after the next uncorrupted message has been received, since an increment has

been: lost.
The dlsadvantages of event-triggered sampling and of stnte-lncrement value trans"

mission are mutually exclusive. In an event-triggered system, the receiver will use the

last received value if the sender fails. This necessitates the use of reliable network

protocols. State-increment data representation can be problematic if the receiver

sornehow loses its initial value, because state-increments are relative to an initial

value.

,;1.5 Conclusion

In this chapter sampling and data representation in computer controlled systems

hac been reviewed, and theory which enables plant-control system Interactlon to be

66



modelled has been developed. We claim that periodic state value sampllng 18 best

suited try computer control, although we realise that in. certain applications event-

triggered sampling may be more practical, We come to three important conclusions,

namely;

1. All sampling is inherently periodic, P,' 1 that event-triggered sampling is an

artificial mechanism which is used to meet fast or continuous sampling :re-

quirements,

2. Plant-control system communication must be regarded to always be control

system (receiver) initiated. This conclusion follows because front-end data

acquisition devices are actually components of the control system and not the

physlcal Iilant ..

3. The sender should not make any assumptions as to whether its state value

messages will be consumed or persistent. It is the nature of the receiver process

which determines data persistency.

The theory developed in this chapter iOr'tl18 the basis of our p~;lar model of

process interaction in distributed real-time systems. The use of different sampling

mechanisms with various data representation techniques Was analyzed, and their

application in computer control systems was evaluated. The theory also shows

that the conventional understanding of the plant-control system boundary is not

necessarily correct for the theoretical analysis of the interaction between the plant

and the control system,
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Chapter 5

Real-time control

5.1 Introduction

In the previous chapter we developed a model showing how computer-controlled

systems can be split into plant and control system components. The dynamics of

the physical plant describe how the state of the plant changes with the progression

of time. Plant dynamics are expressed by qualitative or quantitative models, or by

experimental data.

For control to be effective, feedback must be applied to the plant by the con-

trol system before the plant state deviates significantly from the plant state which

prevailed when the measurements were made. Computer control systems axe thus

required to operate within time constraints which are a function of the dynamics of

some physical system.

In this chapter we attempt to define real-time. The differences between h.<.. -

speed and real-time computing ate examined, and current definitions of the term

"real-time" are analyzed. We then present a definition of real-time which has no

implications regarding speed of operation.

The requirements of present-day real-time systems and of real-time systems of

the future are discussed, and the underlying support structure that is needed is

identified. A nine-point list of guidelines and techniques which will assist in providing

real-time support is proposed. A distinction is made between generalized real- time

computer systems and real-time computer control systems.

The use of real-time as a metrlc for temporal progression is the examined, and the
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temporal relationship that exists between the dynamic behaviour of a plant and its

real-time operating constraints is explored. Mechanisms which implicitly recognize

and exploit this relationship are incorporated into our model. It is shown how these

mechanisms can be used to enhance system reliability and improve fault-tolerance.

The chapter concludes wlth a discussion of several implementation issues? such as

real-time clocks and. clock synchronization algorithms. 'I'hese issues currently pose

technological, philosophical or logical problems, and axe discussed extensively in the

literature.

5.2 What is real-time?

Real-time ls one of the most misunderstood concepts in computing. Many commer-

cial and industrial products claim to provi-le r~al-tiT0e performance simply because

they operate faster than others. Many _ ...<.i,~ercontrol system designers, who

are often quick to criticize commercial data-precessing definitions of real-time, have

themselves not grasped the essence of real-time.

This misunderstanding is graphically illustrated by Tom DeMarco in his foreword

to Hatley and Plrbhal's "Strategies for real-time system specification" [19]. He

recalls a discussion he had with some real-time data-acquisition engineers which

forced him to get to grips with the nature of real-time systems.

"Mos! systems people use the term real-time rather loosely," the 1I0ungmanager

said. WF were seated over dinner with three members of her staff and .sume other

managers who took part in the day's seminar. IIThey say they've got a real-time

constraint when they're worried about impatient insurance brokers and bankers sittir~g

in front of their terminals. A real-time system in their minds is just one that need«

to be Iquick as a bunny'. If they fail to meet that constraint, their users might

be inconvenienced, or even annoyed. When we use the term, it means something

rather different.)I Her co-workers began to smile, knowing what was coming. IIWe

t :~dsystems that reside in a small telemetry computeI'I equipped with all kinds of

sensors to measure electromagnetic fields and changes in temperature, sound and

physical disturbance. We analyze these si!/nats and t,ansmit the results back to a

remote computer over a wide-band channel. Our compute,' is at ene end of a one-

metre long bar, arid at the other end is a nuclear device. We drop them together
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down a big hole in the ground, and when the device detonates, our computet' collects

data on the leading edge of the blast. The first two-and-a-quarter milliseconds after

the blast are the most interesting. Of course, long before millisecond three, things

have gone downhill badly fOl' our little computer. We think of that as a real-time

constraint. J)

5.2.1 Speed of response

This extreme example clearly conveys the idea tn'Lt a realtime constraint is a con-

straint which, when not met, means the difference between a functional system and

a non-functional system. On-line "demand-time" systems, such as alrline-booklng,

banking, and other transaction processing systems, claim to be real-time because in

order to maximize performance and minimize uSP,! inconvenience, they are required

to operate as fast as possible. (Ramamritham [30] refers to these "demand-time"

systems as Ureal-time systems". Our "real-time systems" he calls "hard teal-time

systems".) When the delay to process a transaction i8 reduced to the point where

interactive operator-system co-operation becomes viable, designers of commercial

transaction-processing systems would sail' that the system is a real-time system.

Thus real-time would appear to be defined in terms of speed (of response). We

reject this definition of real-time because we maintain that a real-time constraint

should be a quantifiable constraint which explicitly affects the beh •wlour or perfor-

mance of the system if it is not met. Therefore we maintain that real-time must be

defined in terms of performance leadllnea which must be met. It is not necessary to

introduce any notion of speed or delay into this definition.

5.2.2 Time-critical systems

From this perspective, the system discussed by DeMarco in the above quo .tion is

somewhat misleading. Although the real ..time constraint in force is quantifiable and

explicitly affects the behaviour of the system if not met, the description of the system

leads us to believe that it is unique in that it functions at a higher speed than most

other systems. Consider a system such as the one given in the above quotation, where

instead of the first two-and-a-quarter milliseconds being critical, the first two-and-a-

quarter hours are critical. Deslgners of commercial transaction-process.ng aystems,
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with their definition of real-time, would almost certain~/ laugh at any suggestion

that this system iL a real-time system. According to our undorstandlng of real-

time however, the time constraint which is in force is still quantifiable, and it stlll

cxpllcitly affects the behaviour or performance of the system if not met. In practice

however, with a given hardware device whlch can only operate at It given rate, it is
easier to meet thls less demanding time constraint.

5.2.3 Interrupts

Manv systems claim to provide real-time performance because they ate intertUpt-

driven. This claim shows that the meaning of the tt-:rm "real-time' (and of real- time

operating constraints) is often misunderstood, even in the context of control appli-

cations. Most industrial real-time computer control aystems make use of interrupts

to switch the processor to a more urgent process [06]. Interru-pts however, are not

neceasarlly serviced instantaneously. The processor ma,y be executing in a. erltlcal

section, during which it cannot be pre-empted, or it ma.y first have to servlce other

more urgent interrupts (which have a. higher priority). The maximum time that it

takes for the system to service an interrupt is termed the interrupt latency of the

system. Real-time engineers use interrupt latency as a. metric for specifying the

real- time constraints that a system is capable of meeting [66]. The use of interrupts

docs not ensure real-time performancet it merely facilitates the pre-emption of one

task by another mote urgent one, thereby allowing real-time constralnta to be met.

Interrupts are ofton used because "as fast as posslble" is usually fUBtenough for

the application. (Interrupt latency is usually negligible compared to the process

dynamics, and thus Interrupt» often appeal' to provide lnstantanecas responae.)

0.2.4 Understanding time constraints

The tradHionalundetstanding of II given real. time constralnt of Ql seconds is th{~t
the process must be completed (or respond) within a; seconds of some defined event.

(Normally the initiation of tho proccss.) l'het'e is however, a more rigid way of

vlewlng thls constraint. It could be understood to mean tlutt after precisoly OJ

seconds tho process should initiate some event. 'rho commercial systcm deslgncr'a

understanding of real-time and spead of response implies that "the faster, the better"
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Is a principle which always applles, The use of interrupts, which often provide near

Instantaneous reeponse is therefore most appealing. There arc many appllcatlons

however, where a "window In time" exists during which Some operation must be

performed, or during which some value is valld. Thus it is possible thl1t an operation

could be performed tOO soon (not only to') late). When an operation must be

performed during some "window in tlme" I the speed-dependent deflnlelon of real-

time loses all meaning, (too fast isjust as bad as too slow) and Many of the perceived

advantages of Interrupts are lost.

5.2,1) Defining "real-time"

'rhe term "real-time" has been loosely applied, and it Is defined differently whenever

it is used. Hlnden and Rausch-Hlnden [66] denne a real-time system as one which

has the capability to accomplish its job within the time eonatralnts of tho speelflc

application and at the rate needed to move the input/output data. I(o!)etz at (1.1 [7]
note thn;i' It real- time control system must respond to a stimulus from the control

objllct within an interval dictated by the onvlronmens called the reI. onse time. Th(lY

maintain that tho system must guara.ntee this response time under conditions of peak

load and for all anticipated fault conditions. A definition (If the term "l'oal·til11(J"

should emphasize the crltlcal nature of real-time constraints without implying that

speed of response is critical, Any definition which emphasises speed ol reaponae will
be inadequate ill dcsctibing oysttlma governed by "wlndow-ln-tlme" time conatralnts.

We therefore define a real-time system as:

A system which has the inherent ahility to ensure that operatlona arc initiated

and/or completed wlthht specified, quantUhtblc tlme constralnta which would ox-
pllcltly u.llhct the behaviour or performance of the aystem if not met.

In a. computer control eystem, 3. real-time constraint defines the temporal

bounds within which tho system must register a change in the plant proporties and

generate a response based 011 that chango.

'I'hb definition in no Wtl¥ alleges that "brute force' tcchnlquea are n<Jcessary to

Implement l'Ml·tlme systems. Rathel', it statoll that all systems which exhibit cortaht

architnctural charactel'istlcs! no matter how little processing power thoy possess, wilt
be capable of mC(lting some roal·tlnt() constraints. 'righter constl'ilJnts can be mot
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by using more powerful processors. Our definition states that a real-time system is

one which uses corta,ill techniques to ensure that time constraints are met. It says

1\()thing about how to enforce ti(Jhie7' time constralnta,

5.2.6 "Brute force" techniques

Real-tlme performance is playing an important role In large scalu computer sys-

toms. Stunkovlc [24} notes that thoro 10 n. popular misconception that advances

in supercomputer hardware will take care of real- time requirements. The use of

more powerful hardware does nothing to E,11\SUre that timing constraints will be mot

automatically. Stankovic concludes thatl on the contrary, tho avaHa.billty (If more

powerftll11u.rdware wlll simply reslllt in attempts to solve more demanding real-time

problems (wlth tightcr time constraints). With systems suffering from the same old

architeatural dcflclenclea, tho Ubruto 'force" approach ls doomed to fn.llul'C. With the

increasing complexity of real. time systems, which w111he distributed, and which w111

employ t\1·tincln.llntelligellce and other flexible computation techniques, it .is cruclal

that. roal- time system design and lmplementatlon techniques be re-examined, We

note that Stankovlc'a understanding of the term "real-time" concurs with our defl-

nition.

".... Houeuer, the objecti!1eoJ roal~time comtwtino is to meet the individual timing
requirements of each task. Rather than being fast (which is a toclativc term (lnyway),
the. most impm·tant property 01 a reaI.time sllstcm should be pr'cdictability; that is,
its functional and timing behaviour should be as predictable as possible .... "

5,2.'1 Design and Implementation of real-time systems

We propose a number of guldollnes and technlqucs which can be used to help ensure

correct rcnl-tlme system behaviour:

1. Specification methods for real-tlme flystcms and semantlc theorlos for real· time

languages should include !~tlmo metric, 'fhls n,ren. has been the subject or a
gl'oM deal of rcsearc11, and it is beyond thn Gcope of this paper. The reader is

referred to [69,70,17,19122118,67,68,71,66,72173J.

2. Sources of non-detormlnlam In scheduling algorl thms and ham1"l!o<lcd interrupt

routillOs should be eliminated from real-tlme systems [24].
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We maintaln that polling and non-pre-emptive time-based scheduling provide

effective mechanisms lor dealing with systems which 1111Ve well-known real-time

constraints. Although execution of processes will never be "M fast M possl-

ble" '.problems which result from an excessive int,'lrrupt load will not arise. The

non ..determlnlstlc nature of interrupts makes it dilRcult to predict failures and

debug the system. A non-pre-emptive time-based scheduler which employs

polling, offers deterministic performance, and is ideally suited to the Imple-

mentation of eycllcal systems with "window-In-time" real- time constraints.

Tl10 only drawback is that a detailed knowledge of ail tho processes and their

dynamlcs is -r.:>l'tui.,ed.

3. Non-determlnlam Hlsulting from non-Uncal' performance degradation clue to

aUght deviations from uniform traffic in network communication systems must

b~1mlnlmlzed (24). Pcrlodlc sampling helps to maintain network traffic at a

co!\stant level [63].

4. System resources should be employed in such a wa~ that real-time constraints

cal~ be met. Tho designer should not increase th(l probability of hardware Or
8ot\~Warefailure by overextending the system resources [24,63].

Tll~1response tlme of the controlling computer must be much faster than that

of t\~e environment being controlled, If the Cf,rnputcr used In an interrupt.

driven system is too slow, tho system may (utlt:t!on correctly for soma tlme,

simply because tlll) intorrupt load and freqUl'll1 " Is low enough. When it falls,

however, it will fall unpredictably and suddenly. This is because such a sys-

tem has a maximum throllghput which cannot he exceeded. This maximum

throughput is difficult to ascertain as it is almoat Impossible to model the load

on the system under on posslblo condltlons, On the other hand, a system which

uses a deterministic scheduler and periodic atlLte sampling can use knowledge

of the dynamics or the system to enSU1'Othat processes are allocated to pro-

cosslng modules in a way which enables tho real-time constraints to he mot (as

long as systems are designed to op~rate under condltlona of maximum. load-«

see point 5.) Such a system will MVO!' "cclncldontly" function cOl'rcctly, and

thou fall. Beeauso the system exhibits deterministic behaviour, it will (lither

function. corre,ctly or not all, Thus dobugglng of the system Is greatly slmpll-
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ned. Processing modules which are unable to cope with their process load are

easily identified because failures occur ln a deterministic and predictable fash-

ion. The graceful degradation of such systems also makes it easier to isolate

processes whic;h are trying to enforce unrealistic time constraints.

5. Roal-tlme systems should be designed so that they r ...tnfortably meet the timing

constraints of the system when it operates under conditions ofmaxlmiim load

[63,7].

6. Facilities for the management of time must form an integral part of any real-

time system. OUf model incorporates such facilities. This is discussed in

section 5.6. (See Cohen and MacLeod, [63] and Stankovlc, [24].)

7. Real-time languages which make time management facilities available to the

applications programmer must he developed (2/1,63,74]. (See appendix C.)

8. Techniques must be developed to check whether a, system composed ora. num-
ber of teal-time processes executing on specific processing modules w111be
capable of meeting its real-time constraints. (Such system verification tech-

niques are likely to be highly nependent on the determinism of scheduling

algorithms and lnterprocesa communication mechanisms [75].)

9. Techniques which make it practlcal to implement te-usable real-time software

modules must be developed. Methods fer strti.ctui'illg software for non-real.

time applications have been developed (76,2011and similar techniques are re-

quired for Use in real-time control appllcationa, where software is inherently

modular.

5.3 Real .."':ime Systems and Real-Thne Control Sys-

tems

The1'0 is a subtle difference between a real-time computer system and a, real-time

control system. A real-time computer system is a combination of various Innctlonal

software units whleh must he configured in such a way tha.t thoy call achieve the

desired goal within given time constraints. A real- time control system consists of a
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physical plant which has a predictable dynamic response (usually), controlled by a

system which generates control actions based on the plant output and characteristics.

-These control acHons are aimed at driving the plant to some desired set-point. The

control system must be able to generate control actions within the time constraints

dictated by the dynamic behaviour of the plant. Real-time computer systems exhibit

flexibility which enables the software processes to be juggled around so that the time

constraints can be met. In a real- time control system, the physical plant constitutes

a process or set of processes which does not exhibit this flexibility. The control
processes must thus be juggled around in order to meet the time constraints imposed

by the physical plant. 'l'he structure and overall configuration of real-time computer

control systems is therefore subject to the limitations of the physical plant. (See

chapter 6.)

Real-time constraints in more general (non-control) dletrlbuted real-time com-

puter syateme arc often met by dynamically relocating processes to processing mod-

ules which have lighter processing loa,ds. In real- time control systcms, the plant

constitutes a process or number of processes, and plant-Interfacing equipment lim-

its flexi',)ility [2,<l3A4j. A processing module which runs a sensor task is actually

connected to a sensor. It can therefore be assumed that the processing modules in

a real-time control system will perform the functions designated to them at design

time.

5.4 Real-rime as a metric of temporal progression

In the physical world which Werelate to, events and durations arc c,'mporaUy ordered

and related to one al)ptllel' by means of all objective clock which measures physical

time. In chapter 3 we examined TJamport's theory of time and the ordering of events.

He notes that events call be ordered by using either a logical clock or a physical clock.

r,ogical clocks turn the lrroflexlve partial ordering implied by Lamport's prece-

dence operator (deflned in chapter 3) Into a. total ordering, by means of the clock
condition. (For any events a and hi if a -+ b then C(a) < C(b) ~- a and b arc events

Internal to the aystem and C denotes a clock.) Lamport shows that anomalous bc-

hl),violtrcan result in a system where events external to the system affect tho system,

He shows that thle anomalous behaviour can be overcome in two ways [411:
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Either

1 the information relating events external to the system to events internal to the

system can be explicitly introduced into the system (generally this information

is not known [4])j or

2 a system of clocks which satisfies the strong clock condition can be used. (For

any events a and bin £: if a ~b then C(a) < C(j) - a and b are events whlch

may be internal or external to the system.) Lamport goes on to show that it

is possible to construct a system of physical docks which run independently

of one another and satisfy the strong clodl condition.

Because the information required in method 1 is generally not known, method 2

is used to order events in a distributed system.

In practical terms, this means that when all the events affecting a system are

internal to the system, then a logical clock is sufficient to establish the order of

.rvents, The logical clock is internal to the system, and so events external to the

system cannot relate to it in any way. External events can only be ordered by a

clock external to the system which can be referenced by processes both internal and

external to the sySt~'m.

There is another problem with the use of a logical clock as a metric of temporal

progression in real-time control systems. A.logical clock does not provide a metric

for determining thO duration of a time interval [7MJ,4,78j. This is because a logical

clock system is only incremented as a result of the occurrence of events in the system

(logical tleks). Kopets (21Jnotes that any abstraction from the concept of real-time

neglects an essential property of the problem of ccordlnatlon, and synchronization

in real- time distributed control systems. He concludes that a metric of real-physical

time is essential in real- time distributed control systems, because real-tlme is a

critical resource. To understand this concept, Wewill employ the model defined by

Kopetz and Ochsenrolter [79,80).

5.4.1 The time line

The progression of time from the past to the future is called the time.line. All event
is an occurrence at a point in time, l.e. l~happening at a, cut of the time-llne, which
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itself does not take any time. An interval (or duration) is the time-line between two

events; that iSI a section of the time-line, In reality, events cannot take no time to

happen, and so every event has a duration. In many instances though, the duration.

of the event. is very short and it can be ignored. Both the event and interval views

of time are widely used. Neither view is ideal for solving all temporal problems.

The two views are complementary, and each is useful in solving a specific class of

temporal problem. An interval Can be viewed as the time during which an infinite

number of events, each of infinlteslmal duration, can occur. An event can be viewed

as an occurrence which has an infinitesimal duration.

5.4.2 Measuring time intervals

In a computer control system, events which OCcUI'in the physical plant are external

to the computer system, and therefore a clock system which only satisfies the clock
condition cannot be used to establish the order of events. In real-time computer

control, it Is also not sufficient to simply ensure correct logical ordering of events in

the system. Often real- time constraints demand that the time interval between two

events must not be longer (and/or shorter) than some specified duration, or that

the system must respond to stimuli within specified time limits. Such constraints

can only be met if the clock system which is used provldes a metric notion of time,

thus allowing it to be used to measure tho duration of time between two events.

A clock whlch counts periodic physical ticks, which by convention are taken to

mark out constant time intervals, provides a reference for physical time [4]. Such a

clock is incremented periodically, regardless of whether there ate events occurring

in the system or not, (It therefore satlsfles the strong clock condition.) We assume
that some international radiated time standard, such as UTe [4,79] provides a rof·

eronce for physical time. We therefore usc physical real-time as an objective clock

in computer control systems.

5.4.3 Meeting the strong clock condition

The use of a single global physical clock which call be read by any processing mod-

ule introduces an unwanted plement of (!entralization into all otherwise distributed

system [63]. Even if a slngle, perfectly reliable physical clock were used in a dis-
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trlbuted system, the non-deterministic time taken for the synchronization message

to teach the processing module means that each processing module may be synchro-

nized with the global physical clock at a slightly different time. Thus perfect clock

synchronization would still not be achieved. Methods for dealing with this difficulty

are discussed in section 5.7.

5.5 Plant dynamics and real-time computer control

A sampled data signal is obtained by periodically sampling a continuous-time data

signal. The discrete (sampled) signal will only approximate the original signal if

the original signal is sampled regularly enough. The sampling frequency must be

high enough to ensure that sufficient samples are available to enable the fastest

dynamic components in the original signal to be accurately represented. Astrom

and Wittenmark [28] give a heuristic technique for determining an optimal sampling

frequency for use in computer controlled synteme. They note that if the sampling

period is too long then it '....ill not be possible to reconstruct the continuous time

signal, whereas if the sampling period is too short, then the load on the computer

is increased. They define N; to be the number of samples per rise time, and they

advise that

s, = ~; ~ 2 to 4 (5.1)

where Tr is the rise time (of the closed-loop system) and h is the sampling period.

In a first-order system, the rise time is equal to the time constant. In a. second order

system

(5.2)

where the damping l'a',io ( = cos¢. (wo is the natural frequency of the system, and

¢ is the pole angle.)

5.5.1 Shannon sampling

T}.e criterion which muat be met by the sampling frequency, if the discrete signal is

to approximate the orlginal signal effectively, is accurately described by Shannon's

sampling theorem.
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Shannon's sampling theorem states that the sampling frequency should be at

least twice as great as the highest frequency in the continuous time signal. (Shannon

states his theorem in terms of the Fourier transform of the continuous time signal.

He states that a continuous-time signal whose Fourier transform is zero outside the

interval (-wo,wo) can be uniquely described by its values at equidistant points in

time if it is sampled at a frequency higher than 2wo.)

(5.3)

where fs is the sampling frequency, and fma:r: is the highest frequency in the contin-

uous time signal. The Nyquist frequency, IN is equal to half the sampling frequency,

and it defines the maximum bandwidth of a system which can be sampled at a given

sampling frequency.

5.5.2 Time delay In reconstruction

A sampling frequency which satisfies Shannon's theorem is not normally adequate

in computer control systems, because Shannon's reconstruction employs the inverse

sampling operator, which is a non-caue-J operator, and therefore results ill a delay in

signal reconstruction. FOr this reason, other sampling and reconstruction techniques

(such as zero, first and higher order holds) are used. In view of'the fact that for

most signals, the reconstruction of the signal using these techniques is not accurate,

higher sampling rates are used to limit the error. This is especially true in digital

signal processing applcatlons, where error Mpl,..· '~tionin signal reconstruction is a

primary aim. In control appllcaticus this j~ illy the case [28], and so lower

sampling frequencies can be used, although tMy pte still considerably higher than

the Shannon frequency. We take Astrom's heurls+ic to define an optimal sampling

frequency.

In our treatment of real-time computer control systems, we find it more natural

1;0 deal with sampllng periods (also referred to as sampling intervals), rather than

with sampling frequencies. The notion of time that is used in real-time computer

control systems is the time-line which describes durations or intervals, which are

delimited by events.
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5.6 Real-time and the p.var model

5.6.1 Messages have an associated time stamp

Time affects the correctness of a real-time system [24,45,63,7], and the use of out-

of-date values is as incorrect and potentially dangerous as is the use of incorrect

data values f79}. In many industrial systems, the "last good value" is used. It is

assumed that this value is "approximately correct", and that it is better than no

value at all. Although this assumption may be valid in many applications, there

are other applications where it could Drove disastrous to use a slightly out-of-date

value. We maintain that the system should be made aware of data which. becomes

invalid. A receiving process can then make use of a time-out mechanism to decide

what action to take. The programmer may decide that it would be best to use the

last correct value, or he may decide to initiate some fault recovery or notlficatlon

action. Provision of an effective timeout mechanism requires that time management

facilities be incorporated into the system at the lowest possible level [24,63].

It is for this reason tha.t expiry or validity times form an integral part of every

p-oar. Data value-expiry time pairs are atomic units which cannot be split up. In a

physical implementation of a DCCS, the very operation of reading tho value would

cause the expiry time to be inspected, thus ensuring: that invalid data values are not

erroneously used.

Sampling implies that the present value of a property can only be inferred from

a sample that was obtained in the past. The result of each sampling operation is

represented by a set of the form

where to is the point in time at which sampling was performed and tel is the point

in time when the sample value loses its power to represent the p-var (fig. 5.1). We

say that the sample is current at its time of 'Use tUBe if

(5.4)

The lifetime, d. of a sample, can be specified instead of td according to the fellowlng

equation

(5.5)
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The handling of the sample lifetime, d is discussed in section 5.6.4.

to d ----,_J..

The sample is said to be current 'tit: to < t < tdt where to is the point in time at
which s=mpllng was performed, and td is the expiry time of the message.

Figure 5.1: Sample lifetime and message validity.

5.6.2 The sample lifetime-sampling period relationship

Sample values in physical systems only remain current for a.limited' time. Real-time

systems should use these time limitations to enforce correctness and to improve

rellabllity and fault tolerance. \)ne way of doing this Is to associate a "sample

llfetime" with each p-1JG.'r. The sample lifetime, d, is an attribute of the p-var, and is

a function of the physical dynamics which govern the behaviour of the corresponding

property. Each sample lifetime should satisfy the following conditions:

1. If the p-t'ar nolds a value obtained by periodically sampling a continuous- time

measurement of BOrne property, then

where Ts is the sampling period, and where ~tmllJ( is the upper bound on the

(usually non-deterministic) time delay which results from the finite network

transmission delay and computation overhead, (Although ~t is often ignored

~n practical Implementations, it becomes important when trying to establish

a consistent state in a distributed system-a difference of ~t can quite easily

make a consistent state appear inconsistent.)

If d meets this requirement, then two problems which arise as a result of the

finite, non-deterministic network transmission delay, ~t, are eliminated. The

problems arl\!

PI. Ensuring that there is always a valid meesagE.>at the receiver, and
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P2. Ensllring tha.t tile receiver does not use It message after d seconds lULVe

elapsed since the sender transmitted it. (That Is, eVel' if the receive,'
deems the message to still be valid according to its own local clock.)

These problema ato discussed below.

2. If the lJol1arholds a value obtainccl by event-triggered sampling, then d should

be Iess than the shortest time between two events, 'I'hls enables the task

reading the /I-var to resolve individual events.

Although event- triggered sampling can be used to obtain either state value,s or
state increment t!aitles} si/ato increment values must be "consumed" (1.0., used

once and once only). State values, however, may or m,~y not be consumed.

Since the process whlch reads the p.var decldcs how the sample value is to be

trcat(ld (I.o, 1£ It is to be consumed or not), it should be froe to "consume'! the

sample value if neceasary, 'I'herefore tasks which observe events tnust have tho

inherent ability to dlatlngulsh one event from another. Hence the roqulremont

that d be loss than the shortest tlme between two events.

In an implementation, tho sample lifetime can be used to invalidate the value

contained in a lHJar after d seconds. 'I'ho signru tht is being sampled can only he

effectively represented if d satisfies one of the above two conditions.

From point 1 above It is clear that the sample lifetime, d, and the update or

sampling period, TR, are two separate quantities. A physical network has a transport

delay, At, associated with the transmission of evory message. At is Ilsually non-

deterministic. The typo of protocol, physlcuJ. transmission medium, and transmlsslon

rata all affect At. Usually it is posalblo to specify a probable upper bound on i~t

under given load condltlona, 'rho characteristics of A't 81'0 tho cause or problems 1'1

and 1'2 doflned above.

Problem 1: El1SQring that the receiver possesses n valid message

Since etJ(lf'Y message will be delayed by At during transmlsalon, it is suffielent to

require that T~ be eqm~l to d lesa the maxhnnm deviation in network transmlsslon

delay, It, from tho mean, At (and not less tho maximum total transmission d('lay as

implicyl by equation 1}.6). (Sec fig. 5.2.) Problem 1 can bn solved by choosing d and
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1'1113rer.elvcl' will alwn.ys possess a valld message if d > Til +/./"
T" t~ t8

4" ~

\
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".__.__
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.;.---

tf I

I -..!
I I

r'" At ..,
I I I

i" A'tn1M( '+j
I

(1:::: Til -..; I
I

d=1~+lt ---l
fl is the maxlmnm <leviation from the i1veragonotwotk transmlsslon delay, At.

Fil~Ur(;l5.2: Ensuring that the!.''' is always a valld message at the rocolvor,

1'8 such that
(5.7)

'rhus it is quito possible to ensure thM the receiver always possesses a valld message,

even if At » rl (see Jig. 5.3). (Thill mechanism Can be l)]'oblemo.tlc when used in

poriodlc snmpling of Boolean proportles-aee section 5.6.S.)

If this condition 15 mot, then under conditions of normal operatlon the p..vat'

will u,lwaya contain a. valid dn.tI\ value; that i~!there wlll be no time tbn,t the p~val'

ccntalns lnvalld datil. unless some fault 01' error condltlon arlaca, It n. fn,ult condltiOlt

docs arlse, and no new dn.ta value Is received, thou t1t<l p..val' w1ll contain cbso-

Into lnformatlon. C1LIu,l'ly this problem could he overcome by oxtending the aamplo
lifetime, a, or transmitting now valuos at more regula» intervals, possibly at ovory

(i/2 seconds. Problem 1 Js oasler to solve Ulan problem 2, alnce tIlo validity of tIl('
message is {lstablishcd with reference to the rccelver's clock Dnly. (Note thn,t In

section 0.6 3 wo show that thero aro times when we do rcqulro tho propcrty va,lM

message at tho receiver to be invalidated.)

It Is normal to sample data at a rate JUON COllS!l1'vatiV<lthan Aatl'(im's recom-
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Figure 5.3: A system where Ai .~.d.
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mended sampling rate, hl~CaUB{ltho ftctwOl'k tl'ansfol' d(ll~y is usually non-determlnlstlc.

It is posslble to design a. aystem where Ts :::d, Th(l CU1'tent p.var value would explre

and be regardcd aa lnvalld data just as a new, currontp·tJarhecame available. Such

a system would not toieratc allY vn.rll.",tionin network tranamlaelon daley.

Problem 2: Messages which the sender re.gards us invalid

AllOth())' mote subtle assumption ls implicit in u. syatem whore 1'8 "'" d. It is assumed

that It 1:huc.ll1gof A:t fC6ulting from the network tranamlselcn dclay is unimportant

(fig 5.4). Consider a sample wlth Hfotime (l which is tranamit1:cd over l\, n<ltworJc
which has u. maxlmum trarramlsskm delay of AtlMlC• If' he receiver ueol! tho p..var
value dul'1ng the IMt At ecconds of ita lifothno, then it is ()ffoctlvely using It data

value whic11 tho aonder had Intended to be Invalid by this time. (This problem G3.n

MSO bo overcome in 11 aystcm where the clocks of the procesaing modules n.ro closoly

synelironlzed, and whore absolute expiry times are trn.llsJnltfccf instead of sampL~

lifetimes. Clock syndlfonizatlon becomes much more cl'iticlU under these condltlone

(4).) If tho mnrpling rat!! ~f tho system is high enough t(:lativQ to tho dYMtlJics of

tho system, Hum this may well be justifiod. ~iho MstUnptlon ca.J.l.nl'it; be mada \1\ thl,'l

gt'uoro.l case however, and 60 we require I:hn.t tho sample U/ctiml,' (not the SlliJl'!.p1hlg

porlod) be calculated from Astr(im's crltc:\'ion, and that tho sampling porlf)l.ll1.~ 1>(1

'!nlculatod hy ~Jubtractltlg Atllll\x from d.

(6,8)



I
I
I
I
I
I
I Ato~~-~,------~~~--------~~--~--~~~--------~
I t!)
If+<-----""d

: b)
I~---
"',~-------~

d

d
c)

'It: ty 4- 1'$ < t < tl+l Sonder regards message as invalid

b) Ts <: d < T$ +AtmlllC : 'It: tf + d < t < ~r+lSender regards meaaage as invalid

c) d?! Ta +AtmnlC : 'It ; Sender regards messages us valid

It is assumed that. Vi: .M,;::; Ai (and thorefore At:;;: Atmnx.)

Note: tf rofor to tho times of observatlon at the sonde!') and
tr denote the times of message arrival at the recelvor,

Ensuring tha.t tlv~ recelvor docs not uso (I~moasag<lwhich tho receivor roga,Tda I.\S

invalid l'oqub:os that d and Td be chosen such that d > Tn + AtmfilC•

FIgure 5.4: Avol(Ullg messages which the sender rega.rds asinvnll<t
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Since this calculation takes into account the maximum totalnotwork transmission

delay, non-determlniem in the network transmission dela.y (Pi) Is automatically

taken care of.

Errol." detection lfl.tency

Because the preceselng module which reads the p.U(lr j)llijl1mes that the aampl« value

is valid for d seconds, d also defines tho error detection latency. If' d is very large

(d» 1~), then it is only possible for the reader task to dctect a failure well nfter it

lias occurred. 'rllt16 tlta choice or the value of d is also llmlted by the. desired crrm'

detection latency.

Oomputatlonal requirements

All computations and manipulation of data must be completed between updates,
and 80 the sampling period gives soma indication as to how powerful the computing

hard ware must be. 'rho required values of d· and '1~ can' thus be U3(!d to ensure

that hardware and SY$t(llltS software are not used in applications which are too

demanding.

0.6.3 Boolean-valued properties and state-conformity

Until only the s'\mpling of .ilU11og signals has been considered. We have used our

UUd()l'stIUlding of temporal and value granularitios (chapter 11) to del'ivc methods

fer selcctlng sampling frequencies which allow state-conformity constraints in annlog
systems ~ohe relaxed, In the case ofpropertles which l'(lfl~ct Boolean values (¢ithet' 1

01' 0), Ute t,emporal granulari ty of a pt'operty change Ie lnflnltealmal. If two processing

modules in a dletrlbuted system have different verslona of tho pI'opPorty value, they

wlll be 0P'_:' tillg wit' du.tn. which is contradictorll (and not just a Ilttle different as

in tho C09(1 0: an tv lalog illgnal). !t is thus lmperatlv« tlw,L all processing modules In a

dl"t'n ded SYfltCtll possess the same imago ofthe PI'OPOtty nt all times. 'rhe physical

IlmitMions of the sampllng and mossago transmission OPCl'l,1,t;i()DSmulto it inevitable
that tho imago of the prop~rty tlmL is maintained in tho varlous proc.cssing modules

willIng behind tho pl'opert:y itsolf. '.{,'hls is acceptable, Pt'ov!ucd tllt\,t; aU processlng

modules have a (!Ollsistout: image of tIle propot'ty value, In [41! MacLeod addresacs
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this problem and presents a detailed solution f01: the case of even.t-triggered sa,mpling.

All algorithm for ensuring state-couformity

There are two possible results of sampling o!Jeru,tiollli; eit.her a property chango

hss occurred, or a property chango has not occurred. When no im::pcrty change

has occurred, then state-conformity is Mt 0.1\ issue. It is quite in order for one

processing module to opora.to with tho ntlt image of a property value, and for another

to operate with the (1l, + 1)th image of the Pl'OPOl'ty value, since the property value

did not change between sample n and sample n + 1. nonce, samples may overlap.

Consistency becomes an issue when a property change is detected. When a property

change ill detected, the sender must wait until all images of the property have been

invalidated by the lltlSsage of time before it asserts the new pI'I.'perty value. We refer

to the time that the sender must waie as the "hold-over" time, tho. If the sender

waits tho seconds before asserting the now property value, it is certain that 1\0 valid

imago of tho old property value will exlst in tIltl system Oigs. 5,5 and 5.6).

MncLeoU\l solution.

Mad,~,:'1(l[i1}discusses an algo1'1thrn like the Olio proposed above fOl' USe in perlodlcally-

sampled systems, although he does not provide details, lIls solution roqulres that

tho local clocks of any two proc(!ssing modules be sot 1iO within (i seconds of one

uncther because absolute expiry times are transmitted. Hls relaxation of tho per-

fect clock aynclrronfzatlon requlrornent-c-l,o, tl\",C 11 synchronlzatlon error of (! is
allowed-forces the l'ccoiv(1t to view incolning meesuge oxpiry time posailnistlcn.lly.

Ile asaumes that lno$Sagos becomo lnvalld E seconds eal'Uer than their validity times

r.,,!lcct.

5.6.4 Handling of sample lifetimlSs

In our uJ~odtlun, d is transmitted as an absolute validity time (not an expiry tlme

or observation-oxpiry tim{l palr), It is measured Irom the tlrno that tIle sonder trans-

mits tho message. When tho l'ocoivet receives tho Btutc value message, it extracts cl

from tho p.tlat' lllld subtracts Atmllx from it. It then uses this result and the current

readfng of its local dOCi, to calcuJ.u,tc tho mq,h"y time of tho proporty value (relntive
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to the local clock). The receiver is thus pessimistic because it Invalldates the mes-

sage at a time which is calculated based on the assumption that the message took

Atmllx to travel from the sender to the receiver. As a result of this pessimism, the

receiver could invalidate the message almost 6.truliX seconds earlier than necessary.

(This corresponds to a case where message transmission was almost lnstantaneous.]

Therefore jf d == 1'8+6.trur.x, the receiver will never be without a valid message. (Ex-

capt where a Boolean-valued property change is detected and the sender deliberately

waits for all images of a property value to become lnvalld.) Malting d > 1'8+6.trullX

therefore ensur-s that even in tho worst case, there will always be an overlap of

samples.

I

I
I
I,

I

Application in the case of Boolean ..valued pl'opel,ties

(5.9)

In the case of perledlcally-sampled Boolean-valued properties, making d > 1'8 +
6.tklll\lC Is counter productive; because when a-property change is detected, tho sender

has to withhold the assertion of the new pr0!l(l!'ty value for a tim<l called the "hold-

over" tlme, t/:o'

Bearing in mind that d ca."\not be less than lHAtmax, it Is easy to see that th~cannot

be less than Atmax (lig. 5.6). (If d < Ts+Atmllx then images ofpl'oporty values could

be invalidated even when no property change occurs.) 'When d > Ta + 6.tmnx thou

tho becomes grcater (fig. 5.5). In the case of periodically-sampled Boolean-valued

properties, it is preferable to minimize the delay tho in. MS<lrting the new propcl'ty

value. (This analysls assumes that the "hold-over" time will always be less than 1'8'
When 'tho == Tn then one sample has ell...:ctivelybeen missed out.)

It i.; Clasy to see that the receiver may possess an invalid image of a pl'operty

value for no longer tlu);:\ 2Atnlllx after the occurrence of 1\ property change. 'l'hia

w111occur jf the mo~snge con.t,tlnin{{ the property value before the property chango

(mcesago n) Was delivered insta,nt;,u:icously, and the first mesaagc rofiecting the stu,to

change (message n + 1) took Atlhllx to deliver. Thia esult concurs with MacLeod

[4], Who caicuhtt('s the maximum time that au mvalld messugo could persist for is 2<:,

whore e Is tho maximum error In clock aynchrcnlzatlon between any two dlstrlbutod

clocks.
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I Change in propedy observed--------~--~~~-jt ~
t~ t~ t.go T8

I
I
I
I
I
I
I
I
I A.t~_~~ ~ __~ ~~--~~_--~L-~--------~-

t1i
d

ON

I
I
I
I

l
I

\

I
f

OFF

Previous sample lifethnc e:x::pires

deh is the shortened sample )lfetime which is used when the sender.
asserte a state change. ddt ~ Tq.

The new state is only asserted when enough time has passed
to cause ull sample values at reolevers to become invalid.

It is assumed that Vi : Ati = At (and therefore iSJ= AtmBX.)

Note: t~ refer to the times of observation at the sender, and
if denote tho times of message arrival. at the receiver.
ti refer to the times of message transmission (and state assertion) at the sender.
tO~ is used to denote times where to and tS coincide.

tho is the "hold-off" time which the sender walts beforo asserting the new state.
tho = d-Ts

Cl.\I3e AI d > Ts + A.tn1Dox

Figure 5.5: State consistency of boolean-valued proportlesr case A.
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I
I
I
I
I
I
I
I
J At~ --~~-----~--->-----------~~---~------~I t1) I I tr~--~~~d----~:·~ !

ON

OFF

d

d

Previous sample Jifethne expires

deh is the shortened sample lifetime which Is used when the sender.
asserts a state change. d<;h :;::::Tit.

The new state is only asserted when enough time has passed
to cause all sample values at recievers to become invalid.

It is assumed that Vi : At; :;::::At (and therefore Lrt' :;::::Af.lUlIX.)

Note: t~ refer to the tlmen of' observation at the sender, and
tf denote the times of message a (ivaI a,t the receiver.
it refer to the times of message transmission (and state assertion) at the sender,
tOO is used to denote tlmes where ,tQ and t8 coincide.

tho is the "hold-off" time whlch the sender waits before asserting the new state.
tho:;:::: d - TQ :;:::: Atlrt4x

Cnse B; cZ:;:::: Tn + A+,mn!!:

Figure 5.6: Stt!,te consistency of boolean-valued properties: case :13.
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Note that our algorithm, which requires that d be transmitted as an absolute

validity time (not an expiry time), does not require that the clocks of the processing

modules be synchronized (in contrast to MacLeod's 6(1!1~ticin[4]). Each processing

module must however know the value of &tmax so that it can view incoming messages

with due pessimism. We believe that this requirement is more basic than any clock

synchronization requirement.

5.6.5 Boolean properties and non-determinate states

In the event of a Boolean Pl'OP('rty change, the algorithm described above requires

all corresponding property Images to he invalidated by the passage of time before

the new property value IS asserted. The invalidation of property images is thus a

regular occurrence in <I., Correctly functioning system, and does not represent an error

condition. In the analog systems described previously however, the invalidation of

a property image (image p~var) indicates that an error has occurred (for example,

a lost message).

Another difference between analog and discrete systems is that in discrete sys-

tems only a finite set of stable states are acceptable p~'Var values. The transition

time for a property to change from one stable state to another may be non-zero.

Any sampling operation performed during this transition time should indicate that

the property is in a non-determinate state.

Consider a discrete system where a transition occurs from a. stable state Sl)

which persists during the Interval (t&1,t§1)' to a stable state S2, which persists

during the interval (t~2' t~2)' If iSl ¥- t~21 there must exist a non-determinate state

ND whlch persists during l,lte int(l\'Vll.t(tsl I t§2)'
In discrete ststems it iXlay thus be desirable to distinguish between a legitl«

mate non-determinate state and an Invalid Atate which represents an error condi-

tion. When a property cho,nge occurs and the sender I;p.\n,ysthe assertion of the new

property for thol the property image can be allowed to assume a. non-determinate

state for tho seconds, before it becomes invalid and returns a me.~8aye e3.'pired con-

dition. Where the direct resul] of a sampling operation indlcll.tes that the property

la in a non-determinate state, the property images should be al10wed to 1I.IJSUmea

11on ,determinate state for a time tND ::=. max(tt+1 - tn. (The pl'operty imnges can



then be invalidatp.d aftet the maximum ND-state persistence time has transplred.) If

real-time fault-tolerance and reliahilty is desired, then dis rete systems must incor-

porate mechanisms which distinguish between non-determinate states which arise in

the normal functioning of the system, and invalid states, which arise due to error

conditions.

5.6.6 Fault-tolerance and reliability enhancement

TE Ts t;

I
I I
I I
I I
I I
I i8~I
I
f At()
I- ....-

tll tI t; I tr t~, 3

-+'
do

During the sample lifetime, do, three mess",gi~sarrive at the receiver.
The loss of 'my 2 .0£ these 3 messages can be tolerated. .,

'j
il.

Figure 5.7: Fault-tolerant communication using sample overlapping Cn = 3)

Consider a system which assigns a lifetime (l to its samples, and which samples

an analog signal with a sampling interval d - At. The sample lifetime has been

calculated using Astrom's criterion as given in equation 5.1. The system is required

to exhibit a certain degree of tolerance to transient communication failures, which

result in L.)t Orcorrupted samples, The system is time c:dtica)I and an error detection

latency of even one sample lifetime is not acceptable. !'hel\,lfortl d cannot be longer

than is dictated by Astrom's criterion, yet error detection and recovery must be

performed in this time.

System reliability and fault-tolerance can be improved by sampling faster ~han

the rate which follows from Astrom's criterion. Values obtained by sampllng a.t a
higher frequency would still be valid for the duration which f(mows frOUlAstrom.
For example, if sa.'~lplhlg were performed a.t twlce the Astl'om frequency then a
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second sample would be obtained before the first became invalid. Thus the value

contained in the ]J~V(W will not expire and become invalid if one sample is lost Or

corrupted (fig 5.'7). Increasing the sampling frequency ls achieved by including an

"overlap" in the sampling period. (Note that this technique cannot be used in

the periodic sampling of Boolean-valued properties, where. state-conformity must he

assured, because there we are forced to wow images of property values to become

invalid-see section 5.6.3.) An "overlap" of n can be introduced by subtracting the

term [den -1) -I- I1tmaxJ/n from T" (as long &5 D..t« din). Consider an "overlap"

of n = 2:
II

Totlt=Ts-2

d D..i
Tour = d - Ilt - 2" - T

d !:l.tTour= - .....-_..2 2

(5.10)

perfono,

interval, sampling will be performed almost twice as regularly

sampling period is now such that two observations can be

/alue contained in the p-vl'.ir becomes invalid. A sampling

period which provides an overlap of n is given by the equation:

(5.11)

5.7 Implementation of a distr-ibuted real-time clock

Our algorithm for ensuring state-conformity in the reil.'lctioll of Boolean-valued prop-

erties does not require the syncbronization of distributed clocks. Nevertheless, clocks

are still required to be synchronized for reasons explained earlier in this chapter. The

implementation of a distributed time base which satisfies the strong clack condition

is a non-trivial problem. A physical clock counts periodic physical ticks which rnay

be produced by the oscillation of a pendulum, quartz cryatal, Or atom [79]. The pe-

riodicity of the ticks produced by SU(,.l physical systems is not absolutely constant,

and so two local clocks \ ulch have been synchronized will inevitably drift and reflect

different times sometime after synchronization. (The rate of drift is dependent rn

the chaaacterlstics of the tick aource.) l'herefore, if the source of physical tim: ,1,1l

ensemble of local clocks, then it is necessary to re-synchronlze the clocks perk ....Ically
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in order to correct the drlft, The precess of re'llynchroni~ing the· clocks introduces

a. further element of uncertainty into the physical time base, since the transmission

delay which occurs in sending a signal from one processing module to another Is

not determlnlatlc, Kopetz and Ochsenrelter [79,80] note that in systems where the

va.riabillty of the network delay is considerably larger than the Intrinsic drift tate of

tho quartz crystals (tick source), the divergence of the clocks in tl.,,: ensemble wlll

occur at a rate much grel1.tot than would be due to the efi'(lct ot the intrinsic drift

rate of the quartz cryatals alone, Thoy propose an algorithm for reducing the effect

of the 'VQ,rla.bility1)£ the network delay to the point where the intrinsic drift rate of

the quartz crystals becomes dominant once again. We do not attempt to resolve tho

difficulties involved in providing a fault. tolerant distributed physical time base. We

merely state the problema that arise due to clocks which are not synchronized, and

We list some of tho solutions which have been proposed. 'the 186U<1B axe dlscuaaed in

depth by Lamport and Melliar·Smith [81), Kopotz [79] and Macl.eod [4).

5.'1.1 Independent real-time clocks

In loosely coupled distributed computer control systems, proc(lt;lsingmodules are au-

tonomons, 11,11<1 therefore each processing module must have its own l'cal·tlml~ clock,

All the clocks run independently. Any cClltra.llzed timc-l(eeping system, such as il.

system-wide time interrupt from a master, would introduce elements of centralized

control and reduce tllC reliability of the system. Even if a centralized physlcal clock

Is used, the varlablllty of the network delay in making references to tho clock.means

that it will n.lways be posslble to find time intervals where (lome clocks in the system

have just ticked and othors have not ticked yet. Macl.cod notes that in this sense

"time is lnflnitely divisible" (4]. This atatemcnt defines one of tho most tUfficult

problems in the theory of distributed real-time systems -. how can statc·conformity

be achieved if it Is Jl0t possible to synchronize clocks precisely?

Macl.eod notes that :two approaches are used to deal with tho problem,

1. 'the system call avoid referencing the clock during the interval of uncertainty,

'this appro:"h is best sultcd to tightly coupled systcma, where the interval of

unccl'taint~ Is small. In loosely coupled systems however, it would provo to be

wasteful.

05



2. All algorithms can be designed to make usa ofthe physical time reference in a-
way which makes them tolerant to clock devlatlone of one elck, 1(opetz [27J has

shown that it is not necessary to allow for a clock discrepancy of more than one

tick. A.lgorltluna have been developed which allow (:1oc](S to be synchronized to

within r; seconds, where I; depends on the delay characteristics of tho physical

network and the clock synchronization algorithm employed [4].

S.7.2 Synchronization techniques

MacLeod lists three catcgorles of clock synchronlaatlon techniques:

Independent accurate clocks: '1'ho clocks function independently, but do not

drift excessively dur1n~ an acceptable time interval. This method is not com-

monly used because of tho high cost of accurate clocks. Standard quartz clock$

dl'ift too rapIdly for most applications [41.

Common external referencei Processing modules depend on an extel'!'l..l time

source for synchronlsatlon, For example a dedicated synehronlsatlon line could

he used to pulse all processing modules periodically,

Mutual feedback: Lamport and Melliar-Smith have proposed several algorithms

which do not l'cly on a common time reference [81). Tho processing modules

monitor each other's clocks and agree on It common tlme, (For example, a.

processlllg module averages the tlmes reflected by all elocks which reflect timet;>

not too different from ita own elock.)

5.8 Conclusion

Tho meaning of real-time in the context of computer control systems hall been ex-

amined. Popular misconceptions l'cgardlng terminology have been explained, end

a MW definition of the term 1I1'ca.l.timcl! is givl,m. The state of real- time system

design is reviewed, and one of ehe most important proposals of thls chapter is tho

nine point list of guidelines and technlquos which can be tl~'1d to assist in cnsurlng

correct real-time behaviour.

The dlflerenccs between real-time computer aYEitl'lUl and real-time control sys-

tems arc noted, and the use of real- time as a met.ic for temporal progression is
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discussed, It is shown how the time constraints of a system follow from the dy-

namic characterlstlce of the plant, The model developed In the 1're\;OU8 chapte»

was extended to provide implicit 8UPlJOrtfor the management of time.

One important observation whlch is made in this chapter is that the required

sampling period does not follow dh'ectly from the plant dynamics, The required

sample lifetime follows from the plant dynamics, Mid tho required sampling period

can then be calculated by taking the network delay charactoristlca into account.

A major contribution of this c]laptel' is the development of method for ensuring

state- conformity in Hl(l porlodlc-sampllng of Boolean ptopertlea, which does not

require any synchronization of distributed clocks, A. novel reliability and fault-

tolerance enhancement technique based on ovcrsampllng is also presented. It is also

shown how this technique fits in with our model, and how it is used in conjunctlon

with the control englneer'a analysis of the plant dynamics. A review of currant

teclmlquos which are usad to overcome problems involved with the Implementation

of I), fault- tolerant physical time-base is given.

The rcsulta and flndings stated in this chapter form an integral part; of our model

of pre cas interaction in real-time distributed cvmputer control systems. Some of

the theory is also used and. expanded upon in cha,p!;or 8, where wc examine the

atate-conformlty problem and its formulation,
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Chapter 6

Information ownership and

flow-control

6.1 Introduction

In thls chapter the flow of Informatlcn in real-time distributed computer control

systems is analyzed. Processea typically interact with OM another hy exchanging

data. It is thus crucial to havean understanding of tho general principles and specific

peculiarities of data. Iiow in computer control sYJt<lma if process Interaction is to be

modelled. The subject is oxamlnod by exploring two prlnciples which clea.rly show

where computer control systerna bear similarity to other systom~, and wheto they
are unique,

The first part of the chapter examines the viability of performing flow-control In

rcal-tlm« computer control systems. 'rho usc of buffers is discussed, and tho nature

of the processes which conatltute a distributed computer control system Is examined.

In the second part of tho cha,ptor we show that in real- time distributed computer

control systems, data, items (01' p ..1Jalw) are effectIvely owned b~' a. single process.

Understanding of this ownership principle allows us to make asaumptlons about

data-flow in control systems.

Tho results which follow from our examination of the prlnclples of flow-control

and lnformatlon ownership ate used to extend our p..VaI· model. The resulting; modsl

effectively describes the interactlon of prOC(lSSOS in roal-tlm« dlstrlbu ted computer

control systems, The p ..V<'17' model can be used to specify mterprocess communlcatlon
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primitives for use in real-time distributed computer control systems, and these can

form the basis of '" • t~..:ullized real. time control language,

6.2 Flow control

The central component of ~,computer system is its central processing unit (CPU)

whlch processes data at a fixed rate. Data Is moved from some sautee, culled, the

input, processed by the CPU, and moved to SQm\~destination, referted to as the

output. The input SOUrce and output destination alao have :finite processing rates

(or limited throtlgltpl.!.t capabilities) If the speed of the input source is lower than

the speed of the CPU, and the throughput capability of ':10 CPU is lower than

tllat of the output destination, the system will function without suffel'1ng from any

bottleneck problems,

6.2.1 The bottleneck problem

In general, the lib0ttlenock problem" can be stated III terms of n. producer proeesa,

P, and a consumer process, C. Whenever the rate of (data. production can'i<ld

out by) the producer ie; greater than the 1'ate of tho consumer, a bottleneck OCCUj$

(lap /dt > dC /dt),

In this problem the producer and consumer processes are not necessarily jnt<'ll.
llgont procesaes, In a atanr1.·clolIO computer workssatlon, the l)l'oducer ma.)' be tho

user ontering information by means of the keyboard and the consumer may be the

process executing on the C At the same time the video display system may con-

sume data which ill produced by the CPU, T.ho throughput of a system is said to

be "bounded" by the slowest operation. For example, a computationally. intensive

process which dlrocta its output to RAM storage Is usually compute-bound. That

is, the system is quite capable of storing data at a rate which Is g,reator than tho

CPU's data. production rate, 'f11Ospeed is limited by tho computatlonal Intensltj'

of the algorithm, and not by the system's data transfer and storage capabllltlee, If

however, the same process is dlrectlng its output to disk, then. the ayat!em is likely

to be, disk-bound. Since the random seek and write time of the disk Ie greator than

the ItAM stora.ge time by several orders of magnltude, tho 0181{may not be able to

cope with the producer process's output rate, Similar situations arise in computer
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controlled systems. Two common Instances arel

1. Whill'(l the computational intensity of the control algorithm moans that 11;

is unable to consume Information at the t1l.te I~twhich the d1l.ta.acqnlsltlon

process produces it.

2. Whcl'(;\ the limited dynamic response capahilities of an I~ctuator prevents It

from operating at a rate which is sufficient to consume data being produced

by the control algorlthm process.

Two maln appl'oilCl1<1sare used III dealing with the bottleneck problem:

6.2.2 Buffering

If the rate of data consumption at the receiver Is lower than tho sender'a r1l.to of

datu. prodnctlon, then the rccolver can queue tho incoming data in buffers, The

receiver can then l'OmOVCl tho data from tho buffer when it is ready to process It.

This approach can be used when the following conditions apply, either:

.. The :Nl.teat which the sondol' produces values varies. On ave 'SO the receiver

Is capable of consuming the produced data at the required rate. It is only
when the sender produces datJJ. at all above-average l'at(1 tha,t the receiver Is

required ttl buffer the incoming data; or

• The sender produces data at 11. constant rate, but transmlaslon of the data Is

intermittent; tillll.t is j it operates for fixed, finite (1lsually short) intervals i'll
time. Altl\ough the constant rate is greater than the potential operating rate

of tho rccclvee, tht' receiver can buffer the data produced in the short Interval

during which transrnlsslon occurs so that it can be pl'ocessod in the Interval
during which no transmlaelon oeCUIR.

Clearly buffering will not suffice in all application where the receiver perpdually

produces data at a. rate which is groatel' than the maxlmum rate of consumption

at the receiver. Under those condltions a finite length buffer is bound to become

full. (A buffer of lnflnitelength would be requlred.) The full buffer condition can

be dealt with in two ways:
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1. Discard the data _. data arriving ",t l~full buffer is ignored. This is an unpre-

dictable condition, and Is usually undesirable.

2, Overwrite data - data ar1'lvhlg at a lull buffer simply overwrites and replaces

the old, unused data. This approach is commonly used with circular buffers.

Overwriting of dn.ta. can still yield correct resulta, eepeclally where each data

value includes the cumulative effects of all previous data values. (For example,

where the data valMs are state values.) If overwritfng of data yields correct

results, then it seems unnecessary to buffer incoming messages,

Duffel'length is usually a function of the severity of the bottleneck, the variation In

tho rate of data production and the data representatlon technique. In applications

where state value messages arc communicated, the latest message incorporates tho

effects of all previous meaaages (sec, 4.3.2). A buffer which holds only one message

Is therefore suflielent in many applications where messages are overwritten,

6.2.3 Plow-control

If tho receiver cannot consume data at the rate ll.t which the sender produces it,

then some type of flow- control must; be exercised. Flow control requires that the

producer and consume).' processea make an effort to regulate the flow between them

so as to minimize the bottleneck effect and tIle loss oflniormatlon, Flow-control can

he exercised by either the sender or the receiver.

1 Sender - The sender l'lUl.Y employ ROmO type of positive acknowledgement and

retransmlselon-cn-error protocol to effect communlcatlon, With such a proto'

col, the receiver must acknowledge receipt of each message. If the sender does
not receive this acknowledgement, then it re-transmits the message. When

the buffer (tt the receiver is full, messages a1'O discarded, and so no acknowl-

edgement is Issued, The sender thus has a way of detecting tl1at the receiver's

buffer is full (fig. 6.1).

2 Receiver -. A protocol may be used whereby the receiver can explicitly Inform

tho sander that the receive buffe. is full. This may be done by moans (If a special

message whlcli is communicated from the receiver to the sender (:fig. 6.2).
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P.'.R protocol

SENDER .1 Buffer REOEIVER
..

Sender waits for acknowlegement.

J

Figure 6.1: Plow-control enforced by the sender.

Sender sends message regardless.

SENDER 1 Ruffer REOEIV:maI
Receiver notifies eender of full buffer.

t J

Figure 6.2: Flow-control enforced b:' the receiver.
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Flow control can be employed in conjunction with a system of buffers. Wherever

flow control is to be employed, both the sender and the receiver must he capable of

intelligent communication, that is, they must be able to interpret and understand

mesaagea of lnstructlon froin one another. Of cou : the sender must also possess

the Inherent capability of regulating its output.

8.2.4 The nature of processes in control systems

In section 5.3 we noted that real-time computet control systems differ from real- time

computer systems because they do not offer the same flexibility in task allocation.

Another major difference is that in a real-time computer system the processes ar'.

usually software tasks which are inherently capable of regulating their output. In

real ..time computer control systems, some processes are software tasks, whilst others

are subsystems which constitute part of the physical plant. Subsystems which are

pal't of the physical plant are not inherently capable of regulating their output of

IIdMa". The "data" produced Is manifest in tl' e plant's properties. The plant's prop"

ersles constitute 1'. reflection of the physical state of the plant which is presented to

the front-end data acquisition system. The front-end data acquisition system quan-

tifies these propertlea and communicates the values (either state or state-increment)

to the receiver (control system) using either periodic or event-triggered sampling.

Any attempt by the receiver to flow-control the front end system by requesting that

no more data. be sent »ntll the receive bufler has been emptied of some of its contents

would be tantamount to the control system requesting that the plant "freeze" ita

sta.te Whilst it is functioning. (Thls is apparent flow-control=-aee 6.?,.5.) SimilarlY,

an attempt by the front-end system tr/ delay transmlsslon ()f data to the control

system (because of a full receive buffer) will be understood by the control system to

mean that 1\0 change had occurred in the physical plant.

6.2.5 Apparent flow-control hi real-time control systems

Since it does not make any physical or logical sense for a plant to delay the reflection

of its current physical atate, it follows tha.t the receiver (control system) is not

capable of flow-controlling the sender (physical plant), In practice, a front-end data

acquisition system is consldered the sender. This system is capable of interpreting
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and understanding control messages sent by the rec-iver, and it can regulate its data

output. It was explained in chapter four why theoretically, this system should be

regarded as rart of the control system. Nevertheless, in practical applications, the

front-end dat ... acquisition device quantifies the plant properties and communicates

the resulting data to the control system. Sometimes the communications protocol

trles to exorcise some form of flow control. Although the front-end data acqulsitlon

de'llce has an up-to-date image of the plant properties, the control system will not

be aware of this, and so it will be operating with an out-of-date image of the plant,

(Va1iuity times can be USed to invalidate the out-at-date values.) Flow-control in

this situation only appears to be permitted in this situation by virtue of the front-

end data acquisition system, which is considered the sender. If however, the plant

is considered the sender (and the data acquisition system part of the receiver), then

it is clear that flow-control ia not feasible.

6.2.6 The use of buffers

Buffering is therefore the only mechanism which can be used to deal whh the bot"

tlencck problem h;\ control system'. In any system where dPldt < de Idt, the

bottleneck problem will not ari If tho system meets the conditions described M

the beginning of section 6.2.2 then buffering will he effective. In systems which

transmit state-increment values 'using event-triggered sampling, it is assumed that

the system will always satisfy these conditions if ever dP/dt > dO Idt. It must be

noted th ..'t even if these conditions arc guaranteed, state values stlll provide greater

f,wlt tolerance, and so they axe preferable in control systems, where communication

is not always reliable. In many appllcations the conditions given in section 6.2.2

cannot be ensured, and hence a finite length buffer will not be sufficient. The only

alternative is to allow new messages to overwrite old messages (new data to replace

old data). 'I'hia forces us to ,,)sort to the use of sta.te value messages rather than

state-increment value messages, When a new state-valuemeaaage overwrites an old

one, no information is lost, since the new state- value represents the absolute value

of the property.
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,1.1

6.2.7 Dynamic limitations of actuator subsystems

It should be noted that problem t·vo described in section 6.2 is subtle, because there

the process dynamics cause the bottleneck. For example, consider a state value

which represents an actuator set-polnt, If the state value Is overwritten within the

time that l1 " actuator takes to respond £uUy, the actuator :lay never reach its

set-point. Itt such a. situation either a faster actu~tl)t must be used, or the control

design must be examined. If however, the state value is only overwritten within such

a short space of time under occasional conditions (Where it Is difficult to determine

an optimal buffer size or too costly in terms of overhead to implement buffering)

then state-values offer a workable solution.

6.2.8 Implicit flow-control

Flow control is implicitly provided hy a system which UIlOS state value messages, if'

a sufficiently short periodic sampling interval is chosen during system design and

the receiver is designed to handle the corresponding steady message traffic [7]. (See

fig. 5.1). Whece the communication system is not reliable, state value messages offer

several other advantages (see chapter 4).

6.3 Ownership of information

We use the general term real-time property variable or p-va1' to mean a holder for

the value of a pl'Opel'ty. Each property which the control system wishes to measure

or monitor is mapped to a p~V(lr. It follows that each p_var represents the value of

a unique pr 'perty of the system, The concept of a property can be broadened to

include entities for which the human operator supplies a value or qua.lity whlch is

based on his own subjective judgemen~, as well as internal entities, where the value

is calculated by the computer syste'tt.

6.3.1 Assigning ownership of p.vars to processes

It Is not logical to h:we a state-value representing a temperature (for example) which

is derived from n. temperature sensor in the plant, and. to then allow an operator (for

example) to oV(l~'Wrltetha.t value. Integrity of the data l/alued can only be assured
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Figure 6.3: Diagram show!" ~ the system syner!.'iYand flow of control

by granting ownership of the p.var to the process which quantifies the property and

~~..,Has the result Into the p~iJa"j and by refusing to allow any process other than the

owner process to write to (or update) the p~var. We therefore S(\,y that a p-var 11';

"owned" by only one subsystem; that is, that subaystem Is able tu set the value of

thep-vo ....

Subsystems otner than the owner subsystem can observe a p-VtZ!" but t1'A.y cannot

modify its value. P-va,rs ate also used to hold the value, of propettlcc of eubsysteme

which are not generally considered part of the physical plant. In the rase of a

physical property the value k physically encoded. For operator-supplied entities the

value or quality is encoded in the operator's consciousness. and for entities generated

by the computer system the values are stored in a.memory location.

6.3.2 The single ..writer conce-

Every plant subsyatem has unique properties, Each property is quantified by a.

process which writes ~he resulting value into a P_WII' which it owns, Any other

process or subsystem which needs to use the P-VaI' ma.y UOSCI by instantiating an
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image P_'lJa'(,.

Image p.vars

Image p~vars are instantiated by remote processing modules. The p_var owner pro-

cess broadcasts p_var maintenance messages which result in the image p~Va1'S beinq

updated. A p_var can thus be viewed as a global variable, which can only be updated

by a single owner process. image p-VQ1'S can be maintained by processes running on

remote processing modules which enable these global variables to be used throughout

a Jistributed system.

Redundant sensors

According to the single-writer conespt, there is Ita physical system where a single

parameter or variable can be Sl;lt by mare than one subsystem, This is clear in the

case ofa control system, where a sensoria used to measure a slngle physical quantity

[82,7]. Where a second sensor is used to measure the same quantity, the two resulting

measurements are distinct and different. The two measurements will inevitably differ

because no two BenSOl'Swill have identical characteristics. The difference is usually

small and is disregarded in.practice. Nevertheless, one sensor could fail and generate

meaningless output, whilst the other could still be functioning correctly. Tllis clearly

shows that multiple measurements of the same physical llua,ntity have to be treated

as distinct and sep?rate quantltles. It is the process of measurement (sampling)

which separates multiple measurements of the same quantity into several separate

and distinct quantities.

This can be stated formally as follows:

If :v is a physical property, and :F and 9 are two independent measurement processes,

then.

:F[x] i: O[m] (6.1)

But ,7='[x]"-+ Xl and g[u:] 'Vt X2 where Wi is the p-vat' containing the value of property

x as measured bymeasurement process P, and X2 is the p-var containing the value

of property x as measured by measurement process g. (An overscore is used to

denote p-vars , Processea are said to "lead to" p·vat'8, The "leads to" operata).' is

denoted by the !I,,-,>" symbol). Therefore Xl and iii~are independent entities.
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Properties of the plant environment

The single-writer concept also extends to the plant environment. Consider a control

system which uses an operator-supplied set-point. The Ret-point is ;l, property Which

resides in the operator's mind. The value of this property is held in a p" ;11' in the

system. Although In practice no two operators should ever be allowed to vary a set-

point simultaneously, distributed systems may allow a set-point to be varied from

mote than one operator console. Thus it is theoretically possible for t'NO subsystems

(operators) to change a single p-var (the set-point) simultaneously, Such a system

appears to violate the single-writer concept.

This apparent violation is easily explained by considering what happens if the

set-point is modified from two oper .ur consoles simultaneously. The system must

provide an arbitration mechanism for dealing with clashes, contention and contra-

dictory instructions which may occur when the human discipline is violated. This

mechanism is actually the subsystem which decides What the value of the set-point

must be when different set-point changes are received simultaneously. The decision

is made b an algorithm which uses user-defined selection methods and prlorltles.

The selection subsystem is required to observe both operator console set-points in

order to produce an actual sot-point. Hence each operator console set-point must

be regarded as a unique property and should be represented as a separate p-var.
The incorrect view of the system (:fig. 6.4) can be explained simply by imagining

a set-point F-'lJnt' , r. The set-point can be modified from two opera.tor consoles, ;i

and B. It would seem that A"-+ rand thtl"tE "-+ 1', thus violating the single-writer

condition. The correct view of the system (fig. 6.5) states that A ~ fIi and B...".,. fB'

Tho actual set-point is some function of fA and rE.

(6.2)

6.3.3 Local writers

The single-writer concept does not In itself guaranttle tho.t l)~var$will not have to

be updated over the network. Po1'1tapathe Owner process wlll reside on a remote

prccesslng module, and updating the p..var will stlll involve gra.nting exclusive access

to the remote. welter. Tltls Is not trivial because the process which disseminates
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image pwvar maintenance messages could be in the midst of reading the current

pwvar value when the remote writer begins to modify the value.

In conventional distributed computer systems, reliability and throughput are im-

proved by allowing tasks to be dynamically relocated to other processing modules

in the system. Conventional distributed operating systems employ load-balancing

algorithms to maximize use of the available processing hardware. In distributed

computer control systems, plant-interfacing equipment limits flexibility [2,44,63],

and there is no sense, for example, in having a system which allows a processing

module W" ..:his connected to a sensor, run an actuator task. It is therefore rea-

sonable to assume tha, tne processing modules in a dlstrlbuted computet control

system will perform the functions designated to them at design time,

This assumption simplifies the dletribntion of real-time information and helps

impcove the performance of real-time DCCSs for two reasoner

1. It can be assumed that each p·var will always be modified by a local subsystem.

Consider a system where each p-var is owned by a subsystem, and where

tasks cannot be dynamically relocated. If a system is designed so that each

p-ear resides in the memory address space of that processing tnodule which

is permitted to modify the p-var value, then 11pdating the p-var only involves

writing to the local memory address space. If the system is designed so that all

p-vars are only updated by local tasks, then the maintenance of image p-uar« is

greatly simplified. Because image p·Va'rs are only used to receive data values,

it follows that there is no need to provide mechazdsms to control the updating

of distributed data, If the updating of the p_vaf' value and the maintenance of

image p.uare corresponding to tha.t p.var a.re pr .formed by the Same process

(or even within the same processing module), then it is not difficult to ensure

that the p~var update is completed either before or after reads have been

completed (that is, thaI; reads and writes are atomic operations),

2. 'I'he overhead incurred by systems which perform dynamic process assignment

or process attraction is large. In such systems, a process administration system

is required in order to ensure that all precessing modules are being used ef-

fectlvely, and that all processes which should be executing have been assigned

to a processing module. The assumption that the process-processing module
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configuration is fixed results in lower process administration overhead.

6.3.4 Lamport's theory and p.var ownership

Lamport's theory of interprocess communication was dcscrlbed in chapter 3. In

this theory, synchronization is achieved through the uue of comm1lni-'!ation variables

[13). Lamport's communication variables "belong" to a single process, C1ll.:1 only the

"owner" process is able to write to the variable. Thls mechanism allows the mutual

exclusion problem to be solved without assuming the availability of facilities which

ensure atomic opetll,tir.ms (reads and writes). Although Lamport is attempting to

solve a different problem to ours, we note his terminology and the similarity of his

solution to our own. He requires that 011 writes to a single communication variable

be totally ordered, 'rhe fact that the owner process is the only process which is

permitted to write to the communication variable guarantees that this condition

is always met. Our solution, which is based on the single writer concept outlined

above, also assumes that the OWnerprocess is the only process which is permitted

to update ,p~var. Because we make such an assumption, the need to support

distributed writers to a p~var is eliminated.

Note that because our image p~vars are effectively messages on the network,

"concurrent" reading and writing of a p_var is not aproblem, since it is the actual

p_var which is updated, but processes which read the ii_val' actually read the image

JJ_var. The image p_var is created as a result of a message which is received from

the owner process. Since it is up to the owner process to issue messages which cause

image IJ_Va1'$ to be maintained, ensuring that the owner fir!lt completes the update of

the actual p_var itself is not difficult. It is therefore quite reasonable to assume that

the operations performed by a single process ai'e serialized (and totally ordered),

This corresponds to Lamport's observation that it is not difficult to ensure that all

writes to a communlcatlon variable are totally ordered if all writes are performed

by the same process.

Converse of Lamport's result

Our theory which states that each p~var is written to by a single, loclillowner process

can be viewed as the converse ol' the assumption underlying Lamport's protocol.
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Because each p_'llar is only written to by a single, local process, we claim that it is

unnecessary to provide for the mutual exclusion of concurrent distributed writers.

Lamport shows that mutual exclusion of concurrent writers can be assured through

the use of communication variables which are owned and updated by a single, local

process.

We do not compare our theory to Lamport's protocol because we are trying to

develop a theory which describes the interaction of processeu in computer control

systems. Lamport's protocol is a solution to the mutual exclusion problem. In [13],

he provides rigorous mathematical proofs for his protocol. We quote details of his

solution only to show that the single-writer concept has been used in the field of

computer science to solve problems in distributed computing, This discussion is

meant to hjgh!~ght the similar asscmptlons which Were made in both theorr;es at; a

res. It of the single-writer concept.

6.4 Conclusion

Two classic problems associated with data-flow in control systems have been consid-

ered in this chapter. The first is the bottleneck problem, where the sender produces

data more rapidly than the receiver is capable of consuming it. The second concerns

the requirement to support the updating of p~val'8by remote processes. A notation

for expressing pl'ocess,p~tltlr relationships was developed in order solve this second

problem. We conclude that distributed computer control systems possess two unique

data-flew characteristics. These characteristics enable us to make assumptiona which

Me used to extend our model.

The conclusions we arrive at are:

1. The control system, is not capable of exercising now-control over the physi-

cal plant. This fact is a further reason for using state-value messages which

overwrite one another. Apparent flow-control, where the control system exer-

cises flow-control over the front-end data acquisition system, although feasible,

should be avoided,

2. Eaoh p_'llar is owned by a sir'6:e process. The owner process is the only process

which Is allowed to write to the p.var.
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3. The process-processing module configuration In a. real-time distributed com-

puter control system is fixed due to hardware and connectivity limitations,

Tl,ese limitations make it reasonable to assume that it will always he possible

to design systems so that the p.nars are written to by local writers only.

The assumption of a single, local. writer eliminates the need to support remote

Writers. It is shown how this result concurs with Lamport's theory of interprocess

communication in distributed systems. We claim that enforcing the single-writer

concept is an effective way of Improving integrity of p_var values.

The incorporation of the single-writer concept into our model, enables p.uars to

be used to model the process interaction in real-time distributed computer control

systems. In the following c1n.pters we will show how Intetprocess communication

primitives which make '1~'"of these special data-flow characteristics can .be designed

on the basis of the p_var model,
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Chapter 7

The p.rvar model

We now outline the p_var model of process interaction in real-time distributed com-

puter control systems. 'I'he model is based on the. theory of real-time. dynl:);m.icsys-

tems and their computer control, which results from the unification of the concepts

discussed in the preceding chapters.

7.1 Computer controlled systems

III A computer controlled system has a plant component and a control system

compontlnt.

III The control system component consists of a computer control system, which is

typically distributed, and a number of front-end data acquisition subsystems .

• Where the front-end data acquisition subsystem is sampling the plant, the

control system is deemed the receiver and the plant the sender. The receiver

cannot flow-control the sendel' and the sender cannot flow-control the receiver

in this case.

7.2 Distrlbuted computer control systems

II A distributed computer control system consists of a number of loosely-coupled

processing modules. Each processing module is a functional computer with its

own local memory.
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Figure 7.1: Computer controlled system

• The processing modules in a distributed computer control bystem may com-

municate with one .,;},other only by message-passlng over a communications

subsystem such as a local area network.

7.3 Processes

o Each processing module is capable of executing one or more software processes

at any one time (either because the processing module is a multiprocessor

computer or because it is executing some multitasking operating system).

• The process-processing module configuration is fixed during system execution.

7.4 The physical plant

• A physical plant possesses a number of properties which define the state of the

plant.

• The properties are quantified (or qualified) by the sampling operation.
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I P_VAR

NAME SAMPLE VALUE SAMPLE LIFETlkf.'?!..."-
Name assigned to the p_var State value which contains d. the time after which

which corresponds to a single the result of either periodic the sample value can no

property in the physical plant. or event-triggered sampling. longer be assumed to

represent the property.

The sample lifetime field

may be composed of

several sub-fields which

can be used to specify

"window-in-time" time

I constraints.
L..

Figure 7.5: P .var

• Periodic sampling is usually used to update the state values contaiaed in

p.sor sample value fields. Tho model does however allow for the Use of event-

triggered sampling.

7.5 Pi.vars

• Sample values are expressed as state values, and are inserted into p_vars.

• The state values contained in p~vars ate persistent. They are overwritten

by new state-value messages which are transmitted by the sender. (However

image p_vars, when instantiated, can be designated as either "persistent" or

"consumed" .)

• Each p_var has a unique name and contains the sample v(tlue as well as a

sample lifetime.

• The meaning of the sample lifetime depends on whether periodic or event-

triggered sampling is used.

~ Sa.mplJ>.lifetimes are a function of the dynamic behaviour of the plant.
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• The p_var's sample lifetime field may be broken down into several sub-fields

which enable "window-in-time" time constraints to be expressed.

• Each p.siar is owned by a single process which il! called the owner process,

• TIle owner process and the p ...var reside in the same processing module, that

is, the p_var is only written to by a local writer.

• A remote process which requires access to a property represented by a partie ..

ular p_var' may instantiate a corresponding image p ...var.

8 Image p_vars are updated by p...var maintenance messages which are sent by

the p_uar owner process.

• Ownership of each p ...var by a single, local process enforces a unidirectional

flow of information from the p...var t" its image p_vars, and consequently the

need to support the distributed updating of P_Va7's is eliminated.
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Chapter 8

Applying the p.,var model

8.1 Introduction

In thls chapter it is shown 110W the p_1Jar model can be used to design practical

real-time dlstrlbuted computer control systems, and hov it can be used to approach

theoretical problems.

Two case studies are presented. The first describes the design and implementa-

tion of a set of Interprocess communication primitives for use in real-time distributed

computer control systems. The systems descrlbed have been developed and used OVer

the past three years,

In the second case study we state the problem of ensuring state-confol'mity in

real-time dlstrlbuted computet control systems. The atate-confonnlty problem is one

of the most important problems in the area of distributed control. We show that our

model eliminates the atatc-conformlty problem, in a system when) a single propel'ty

ls sampled by multiple sensors. The problem of ensuring global state-conformity in

a system where multiple properties arc being sampled is then stated, No attempt

is made to solve it; we merely show haw our model allows the clear, unambiguous

definition of a set of conditions which must be met 1£ global state-conformity is to
be ensured.
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8.2 An implementation of IPC primitives

A set of lnterprccess communication prhnitives .......based on Distributed State Vari-

ables (DSVs)-was developed from the p~',Jar model. 'I'he primitives use periodic

state value sampling. No provlslon ia made for event-triggered sampling; or for

state-increment. values. Our Implementation is suitable for use in systems which

sample analog elgnals, No effort Is made to ensure state-conformity in the refl(l(l~lon

of Boolean-valued properties. It can be seen from chapter 5 that it is not difficult

to modify these primitives so that they ensure consistent representation of Boolean

valued DSVs. The programmer's reference guide to .DSVLlB, the DSV implemen-

tation, is given in appendix A. Source code of the main header files is brief, and so

it has been included in appendix n.

8.2.1 Distributed State Variables and the p~varmodel

In our implementation, oarh Dlstrluutcd State Varlable can be rcgal'ded as a p~1Jar.

II A !)SV contains the value of Il. plant property which has been quantified by

the measurement system.

(I Each DSV containa a number of fields:

1. A DSV name field

2. A DSV value field

3. A D$V lifetime flold

4. A status byte which is used to communicate system informatIon-the

oxlstence and meaning of this byte is not known to the a.pplicn.tlons pro-

grammer.

411 All DSV values ~tre stu,to values,

., All DSVs 0,1'(\ updated using periodic sampllng.

, Each DSV is owned by a. single pl'OCCSS, The owner process and th e DSV resldc

in the same prccesalng module •.

, Any IH'OC(lSS which wlshes to n.ccel's 0, value in a DSV which Is owned hy a

remote process may lnatantlute u. corresponding image DSV.
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• Each processing module must periodically broadcast all DSVs which are owned

by processes executing in the the processing module, so that any processes

','dell have instantiated corresponding image DSVs can read image J)SV llP~

dale messages off the network .

.. Each processing module must periodically read image DSV updl.lte messages 0(1'

tho network which corn-pond to the image DSVs which have been instantiated

by the local processes,

" A primitive instruction is provided which ~llows a. value to be placed in a DSV.

The primitive causes the old value-Ilfetlrr e pair in the D iV to be overwritten

and it assigns a lifetime. to the DSV .

• Another primitive instruction is provided which allows a value to be read

from a DSV. Reading the value of the DSV does not cause the DSV value

to be consumed. When the value is read, the DSV lifetime Is automatically

inspected. The expiry time is calculated from the message validity time and

the current time as reflected by the processing module's local clock. The value

is returned even if it is no longer valid, although invalid values are flagged as

invalid. 'I'hls enables the applications progrnmmer to take whatever action he

wif',hcs when an Invalid DSV value is encountered.

II Primitives which instantiate DSVa and image DSVs are provided.

i A primitive which causes DSVs and image DSVs to be deleted is provided.

8.2.2 Dlstrlbuting the DSVs

DSVs call be distributed over the network if each processing module maintains two

tables; one containing; details of all DSVs which aro owned by processes executing in

the local processing module (the local DSV table), the other containing details of all

image DSVs which are required by processes executing in the processing module (the

remote DSV table). Each processing module must periodically broadcast ita local-

owned DSVs (those llsted in the local DSV table) onto the network, Similarly, each

processing module must read oft' tho network all image l)SV update m<Msag(lS which

arc required to maintain the DSVs listed In the processing module's remote DSV
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table, According to this algorithm, a processing module never broadcasts any DSV

which does not belong to it, and it only reads those image DSV update messages

which arl')required for the maintenance of the DSVs listed in the processing module's

remota DSV table. One advantage of using this algorithm to implement a real-time

distributed database is the that it leads to a constan, network load. The number

of DSVs ill the system will not vary grea.tly~ and the tranamission of messages is

periodic.

$,2.3 Description of systems software

The primitives are Implemented as a number of layered C header files which pro-

vide prlmltlve calls to the appllcatlons programmer. The upper layer, termed the

DSV implementation lallt.l1',defines lnterprocees communication prlmltlves which are

written in terms of generic functlons. 'I'hese generic functlons arc defined in a lower

layer, the system interface layer. The system interface layer is operating system spe-

cific, and implements the generic system interface calls in terms of local operating

system kernel calls and IPC facilities.

Application code can only make calls to the DSV implementation layer. Because
the DSV irl1plemwtation layer is Implemented in terms of standard ANSI C rune-
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Figure 8.2: Distribution of DSVs

tions and system interface calls, which are provided by the system interface layer, the
DSV implementation la,yer and all applications code is completely portable. Only

the system interface layer must be re-written when the primitives are ported to a

new operating system. The complexity of the system interface layer for a given oper-

ating system depends on the suitability of the lnterprocess communication facilities

offered by that operating system to DSV implementation.

8.2.4 The 0 r~anguage

It was decided to implement tho primitives in the C language for a number of teasons,

C is widely used by ~echnical appllcatlons programmers and systems programmers,

and C compilers are available for most operating syste' us. C is usually one of the first

languages available on any new system, because a C compiler can be ported in several

hundred man hours. It is a small, flexible language, which gives the programmer

access to both high and low level Instructions. 'I'hls flexibility is extremely useful

because tho programming of control appllcatlons requires a mix.of low-level hardware

interface programming, complex mathematical and algorithmic programming, high.

level user-Interface and graphics programming, and low-level systems programming

[83,84,85,86].
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Figure 8.3; Layered structure of DSV software implementation

8.2.5 Separation of Code and Implementation Modules

The C pre-processor has been used to provide a. mechanism for configuring inter-

process communication without necessitating modification of the code of individual

processes.

Each process, when opening a DSV or instantiating an image DSV, is required

to specify the name of the DSV. When process modules are designed for re-use, the

name of the DSV that will be used in the speclfic implementation is not known.

The pre-processor can h used to deJi.J.\enames for all DSVs, and the pre-processor

definition can be included as a separate include file in the procesc module source me.

Tllis include file is referred to as the configuratior. file. 'l'lLO relab;onship between

DSVs can be defined at a later stage by editing only the configuration (.cig ) file.

For example, a generic process which scales a variable, scalevar, may declare the

variable as VAR. Another generic process, scantemp, may be developed to sample

the temperature of serne plant from a specific type of sensor. This process may

refer to the measured value as TEMP. In some application we may wish to scale the

temperature of a tank temperature after it has been measured. We could use a DSV

called "TAN KTEM P" to represent the temperature of the tank. The file scalevar.cfg
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would then contain the statement

#define VAR "TANKTEMP"
and the file scantemp.cfg would include the statement

#define TEM P "TAN KTEMP" .

8.2.~ Operating systems

DS' s have been ported to three different platforms. The first implementation was

developed to run under the FlexOs 286 and 386 operating systems, The code was

then ported to run in a simple non-premptive multi-tasking scheduler which We

developed under MS-DOS. The latest implementation of the code runs under the

OS/2 operating system, and makes use of the OS/2 LAN Manager.

FlexOs

Operating system > FlexOS is a Digital Research product aimed at the "flexible

automation" market. Although FlexOs claims to be a "real-time" operating system,

we were not. att::acted to it because of its rapid task switching capabilities Q;' low

interrupt latency. Our approach in dealing with real-time constraints is aimed at

achieving deterministic process behaviour. For this reason, most commercial "real-

time" operating systems, with their non-deterministic Interrupt-driven schedulers

had little to offer us [87,88,89].

What attracted us to FlexOs was its flexibility. The idea behind FlexOS is to

allow the systems engineer to configure the operating system kernel according to

his own specific requlrements. 'l'he scheduler and message-passing conventions can

be tailored to specific applications. FlexOS has a well-defined pipe system which it

uses for lnterprocess communication. Kernel calls are also provided which facilitate

the use of shared memory. The scheduler has an interrupt lJ,tency of about 10

microseconds. A networking system called FlexNet has also been advertised, but

our department has not been successful In obtaining the software.

'FlexOS runs on the Intel 80286/80386, and has been ported to Motorola's 680nO

series of processors. It also emulates MS·DOS, thus preventing the U5e1"8PC applica-

tions and data from becoming inaccessible. FlexOS is well-designed, and well-suited

to control applications, but We stopped using FlexOS because we found software
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development difficult because of poor development tools, poor third party S11l'l'Ort,

and the la-:k of networking software.

DSV implementation. Our implementation of the DSV lnterprocess commu-

nication primitives makes use of the FlexOs named pipe primitive. Each DSV is a

named pipe. which can hold one message. The pipe is read using a non-destructive

read. When the owner process writes to the :)S\r , it causes the old value-sample life-

time pair to be overwritten. Despite the fact that we Could not obtain the FlexN ct

networking software, we managed to implement a distributed system which consisted

of two processing modules which communicated over a full-duplex serial link. The

algorithmfor distrlbution of DSVs which is described in this chapter was imple-

mented under FlexOS by Markus [90]. This experimental system was used by Sousa

[91} who was Inveslgatlng the use of re-usable object-oriented software in real-time

distribated computer control systems.

Non ..preemptive D()S-based scheduler

Operating system - A non-pre-emptive, round-robin scheduler based on the MS~

DOS PC operating system was developed in conjunction with Lun [92,93). This

dimple scheduler was written in C.lt uses a circular linked list to schedule processes.

Each process must be cyclical. Ea-ch task must explicitly yield control to the next

process ill the linked liat [94;95J. (A process usually yields control to the next task

each time a single execution cycle of the process has been completed.) One ad-

vantage of this non-premptive scheduling mechanism is that the processes behave

deterministically. The processor is switched from the control block of one process to

the control block of the next process using the C seLjmp() and long_jmp() lnstruc-

tlons, Each process in the system must be written as a C function and compiled

into the kernel.

DSV Implementation • This scheduler was not developed to provide an alter-

native to our :Ij'lexOsor OS/2 testbeds. A less-sophisticated, more accessible system

was needed which would enable development of applications software which made

use of DSVs. The ease with which DSVs can be ported led to the development of

this DOS·basl)d testbed. Two versions of this scheduler are currently in use in our

department at present. One is a version which has been tailored to provide a test bed
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for the investigation of real-time distributed artificlar intelligence [93]. The other Is

a version which features DSVs as a standard IPC primitive. This implementation of

DSVs is completely centralized. Shared memory is used to implement DSVs. Each

DSV is a block of shared memory which can hold a single message plus its validity

time. A non-destructive read mechanism is used to read the DSV. When the owner

process writes to the DSV, the old value-sample lifetime pair is overwritten.

Zagneov [74] made usc of this testbed in an MSc project which was supervised by

the author. He designed and began the implementation of a language for program-

ming and configuring real-time distributed control systems. The language consists of

standard "building-blocks" which perform standard control functions. They employ

DSVI>to communicate with one another. Larger, more complex "building-blocks"

can be programmed by making use of lower-level and other high-level building blocks.

This language eliminates the need for the control engineer to have any knowledge of

systems programming. We have also investigated control system design techniques

which relate the detail of design to the level of the available "building-blocks". A

summary of this research is presented in appendix C.

Zagneov, for the purposes of his work extended the kernel by incorporating into

it a driver for an analog-to-dlgltal j digital-to-analog board. The kernel and prim-

itives were then used to control a physical plant. Zagnoev also added a command-

line interface for initiating and terminating tasks, as well as simple graphical displa.y

primitives to the kernel. At present a MODBUS driver for the kernel is being de-

veloped. This wlll cnahle the kernel to use a MODBUS-c()mpatible pte as a plant

interface. The possibility of allowing this kernel to be used in a distributed envlror

ment with OS/2 LAN Manager (which allows DOS workstations, to be connected)

is currently under lnventigatlon,

OS/2

Operating system - OS/2 is a multitasking operating system which \''/(1.$ developed

jointly by IBM and Microsoft. It was designed to run on IBM-compatible 80286

or 80386 based, computers. The operating system was designed for use in office

automation environments. We decided to use OS/2 as a development platform

because of the programming support tools that were available, and because of the

128



flexibility of the OS/2 kernel and. the range of features offered by the operating

system.

OS/2 provides a multitude of multitasking, scheduling, and interprocess com-

munication features. A number of sessions can execute concurrently under OS/2.

Each session consists of a number of processes which share a common set of I/O

facilities. Each process consists of one or more threads. Threads are basic units of

concurrent execution in OS/2. Each thread is assigned a scheduling priority. 'The

scheduler schedules threads based on these priorities. OS/2 offers three different

priority classes; time-critical, regular and idle. Each priority class is divided into 32

priority levels. Several other parameters can be used to "tweak" the scheduler. The

system configuration file can specify a maximum number of threads that may exe-

cute simultaneously. The timeslice parameter, which specifies the CPU time which

is to be allocated to each thread is set in the ~ n... ,IOn file. ~he maxwait param-

eter, which specifies the maximum time that any thread will wait before receiving a

slice of CPU time, can also be set in the configuration file [96,97].

OS/2 provides a number of lnterprocess communication mechanisms including

shared memory, named and unnamed pipes, semaphores, signals, dynamic data

exchange (DDE) and queues [98J. The OS/2 LAN Manager enables files to be

transferred and accessed over the network and it allows data to be communicated

between processes executing on different processing modules. LAN Manager allows

named pipes and another primitive, mailslote, to be used to communicate between

processing modules.

Mallslots facilitate one-to-many communications on a node basis. 'I'hls moans

that one node on the network can write to corresponding mailslots on any node which

has an instance of the same mailslot. Within each node, only the process which

created the mallslot has aCCeSSto it. Therefore mallslots do not facilitate one-to-

many communication on a process basis. Two mailslot services are offered; first class,

whlc ensures message delivery; and second class, which does not ensure delivery but

incurs less overhead and is faster. Named pipes provide a one-to-one communication

service on a process basis. The service ls network-transparent, A process ID.:ty create

a pipe, but a connection cannot be established until the second PrOC(~SS(which may

be executing in the Same processing module or ill another processing module) has
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opener! Us end of the pipe. This explicit process-to-process connection must be

established before any communication can occur.

DSV implementation - Our OS/2 implementation of the DSV primitives con-

structs a table of locally-owned DSVs and a table of DSVs which are required from

remote processing modules in shared memory. Access to this shared memory is con-

trolled by semaphores. The option of using the named pipe IPC primitive, which

provides network transparency, was examined, uut because of the explicit connection

requirements and one-to-one communication limitations, it was deemed to be un-

suitable. Mallslots inherently support multicast communication, and hence they are

more suitable for implementation of DSVs. Although the process which instantiates

a mailslot is the only process in the processing module which h<18access to it, mail-

slots can be used to distribute DSVs to other processing modules. Each processing

module can execute a specific process which 'nstantiates all mailslots required by

the processes executing on that module. That process then unpacks incoming DSVs

from the mailslots into the shared-memory tables, and packs outgoing DSVs from

the shared-memory tables into the ''lailslots. This system can be used to implement

the DSV distribution algorithm described above. As with our other implementa-

tions, each shared memory block holds one DSV value-sample Iifetimo pair. DSVs

cue read with a non-destructive read operation. When the writer process writes to

the DSV, the old contents are overwritten. At present our OS/2 DSV implementa-

tion has no wa'f of obtaining data from a physical plant. We are in the process of

writing a, MODBUS driver which v '" enable a PLC to be used for data acquisition

and plant interfacing.

8.2.7 Description of hardware configuration

The primitives were implemented on three different platforms:

L IBM-compatible personal computer running the FlexOs 386 pTotected-mode

multitasking system operating system. The FC Was equipped with:

• Intel 80386 CPU

• Intel 80387 maths co-processor

• 2.5 Mb of RAM
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,. 40 Mb hard disk with 28 ms average access time

, EGA display adaptor and monitor

• 101·1ceykeyboard

• 1.2 Mb 5t inch floppy disk drive

II Serial port

• Parallel port

2. IBM-compatible personal computer running our own non-pre-eruptive ])OS·
based scheduler. The PC was equipped with:

, Intel 80286 CPU

• Intel 80287 maths co-processor

• l.Mh ·0£ RAM

• 40 Mb hard disk with 28 ms average access time

• VGA display adaptor and monitor

• 10l.key keyboard

• 1.2Mb 5t inch floppy disk drive

• Serial pore

II Parallel port

3. A llCtwo~'kconsisting of two IBM-compa.tiblo personal computers running tho
OS/2 v1.21 operating system and the OS/2 LAN Mannger. Each PC WaS

equipped with:

• Intel 80286 CPU

• Intel 80281 maths co-processor

I> 8 Mb of RAM

II 2 X 40 Mh d disk wlth 28 ms average access time

• EGA display adaptor and monitor

• lOl·key keyboard

• Mouso
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, 1.2 Mb 5~ inch floppy disk drive

• 1.44 Mb 3~ inch floppy disk drive

.. LAN ad~\pto:r card

.. Parallel port

8.2.8 DSV Primltives

Several prlmltlves arc provided for creating and communicating 'Using ])SVs.

dsv_wopcnO

Functicn prototype: DSV dsv_wopen (char *Mme)

'rltis function ill called by a process wishing to ct'(!ate l1 DSV. The caJUng pti:>ccse Js

glvon DWl1(H'131dpof the DSV and rlghts to write to the DSV.

dsv_ropenO

Function prototype: OSV dsvJopen (char *natne)

This function is call ad by n.prOC(lSSwishing to htst~mtln.te an image ])SV. The calllng

process ls givQIl.read-only access to the ])SV. nthe ])SV does not exist in the system,

an errol.' meesago ls returned and the precess wilt continuo trying to instantiate: the

imago DSV.

put..stateO

Funcflon prototype: void put..stilte (DSV dSV_IIM,void *msg, LONG valid)
'1'1Iisfunction Is used by the owner pfoceBIl to write data to the DSV. Tho datn.la

automo.tlcrtlly tlmc·atampod hy tho function.

get..state()

t,'unction prol;cl:ypc: MSGVALIO get-stllte COSY dsv.var, void *msg)

'this functlon ja used by subscriber Pl'OCCSSCIlto read I). value from I~ DSV, The

function n,ntomn.tically inspects the lifetime aesoclatcd with the nsv value, and

returns an (\1'1'01' 1£ tltcDSV valuo is Invalld. Action taken When an lnvalld DSV is

encountered iSIl:pplicatioll. sp<1c111('"and ia tho1'cfore loft to tho llfogl'ammor todoflne,

dsv~clo$eO

132



Function prototype: Void dsv.clcse (DSV dsv.var)
This function is called by a process wishing to close a DSV or image DSV.

8.3 State-conformity in sensor-based DCCSs

'rh(l problem or ensuring atato-conformity In dlatrlbutod real time systems remains
unsolved. 'I'heee arc three stato·confOl'mity problems whlch u,l'isein dlstl'lbutnd real-

time systems:

1. It is difficult to prevent different proeesslng modules in 11 A,isLributed system

fl'.om havlng conflicting iml1g(!Sof a Boolean-valued property.

2. It is difficult to ensure that all prOceBSI,lShave tho Same ima,ge of a Boolean-

valued property when different; prccessea are sampling the property asyn-

chronously. Macl.ood examines t}lie problcmln detail in [tl] and lS},

3, It Is difficult to ensure that the global property rept(l8~lIt:atlotl, in the computct

lIystcm (l.o. the aet of all plant properties) conforms to a r,ossiblo plant stat(l.
That Is, the computer system should never reflect a plaut state which does not
occur phyaicf)].ly.

8.3.1 Stateuconfol'mity in the distl'ibuted database

'rho difficulty I)f ensuring that no two processing modules have confllctlng views of

(lome pla.~\t property was dlscuaaed at length III chap1:er o. It was shown that If, when
a stato change is dotcceod, tho W.mdOf process dclaYII tl'<l,ilsmlssiolt of tIm message

for a time thol whlch must he sufficient to allow all Image p~lJat'8 to become invalid,
then no two processing modules will havo conflicting images of a p.'IIal', Although

the possibillty of !lolving tIm problem In this way has been mentioned by Mael.eod

[4], the solution prepoeed in this thesis Is lmlcLuo because tho clocks of tho p1:ocessing

modules are not required to be synchronized.

8.3,2 Single Pl'()P(i\l't:ystate.,;confol'mity

Consider two prOCOSSOll,1'1 and 1'2, which s(tmplQ n, l3ooJ.oan valued IH'opel'ty, 1)

(fig. 8.4). PI samples at time l2, which is just before the pl'operty chango occurs,
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and again at t4. 1'2 samples at time t:h which is just after the property change

(·ceurs, and again at tn. During the interval (ta, t4) the two process es will have a

conflicting image of the property B.

ON
1J OFF'

tt

.Ii'iglu:e 8.4: 1'wo processes aampling a sinf}": property.

'l'Jto model of informatIon ownership that WM developed in chap tel' . 6 stMeB

that each 11-t'(lT' is QWMd and written to b~' 11 single, local process. According to

our model, thoro should never be more than one source for the value of a single

property. Image p ..vars are updated by p_var malnenance messages. Tho IJ_vur is

tho single source of information for all image p ...var/J. This problem then reduces

to the problem of ensuring that all processing modules have the same imago of

the l)~VM', which is described above and in chapter 5, Where there is a. need for
redundant sensors, the measu ~"'mcnts of t)· c property arc distinct and nrc quantlfled

in dlstlnet P~IIa1'8. An "efi.'active p..'IJ(l.f~l, which represents the plant property, is

doflned by a. ltrbitl'ation process which 1'0;' ,3 the image p~lIar8 of the two redundant

p~var8. Again tho problem reduces to the problem of ensuring tha.t all prucesslng

modules have the same image of a. single p_11al" (fig 8.5).

8.3,3 Global state-conformity

Tho problem of ensuring tha,t the computer system's image ofthe p;a,nt state COlt"

forms to the plant's physical state ie non- trivial. Consider a process, Ph which sam-

ples a Boolean-valued pl'operty, .1h. Prcc.eaa P2, samples !1Boolean-valued }>1'<' perty,

B2' 'rho two aampllng processes operate asynchronously. Pl aamples .Th a,t tlmes

tll t3 and to, l111d 1'2 samples 112 at timos h, i'l and. to. III and B2 both chango (,'oxn
"OFF" to "OW' sometime between t:; and t,j, B; however, changos hefore J)~. In

134



B f(13l,ij2) ~ 13

ARBITRATION

Jj PRO .. ;SS
PROCESS

\-o-..----+-l jj i
,..._--~ jj~

CONTROL

Figure 8.5: State-conforr.ll.ity wIth two processes aampllng two different properties.

the interval (t:'1! t5), the image in the computer system will reflect that .81 Is "OFF"
and B2 is '''ON'', when In: fact Bz is uOF1l" and .81 is "ON". It is possible that th()
plant stato which is reflected In the computersystem mail' never arise in the plant

itself (fig. 8.6). Tho problem of global atl~te·conformity has not been solved for tho

case of asynchronous sampling of multiple properties with different sampling rate~.

The conditions which must be mot if this problem is to be solved have also Mli been

clearly and concisely described.

ON

OFF

--1'-__ -.........l ..... .........--'_---I.-""

ts

,..._------------------ ON
OFF

ttl

li'igure 8.6: 'l'wo proceaaea smnpllng two dlfferent proporsles.
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8.4 Conditions for ensuring state-conformity

The p~1Jarmodel enables Us to specify a set of conditions which when met, ensure

(1) single property state-conformity, and (U) global stato conformlty in sensor-based

real-time DCCSs. (No attempt is made to suggest how condition 4, which describes

global state-conformity, can he met.)

1. Each p_var must be owned by a single, local process, This enforces a, unlditec-

tlonal flow of informatlon from each p_var to its image p_va!'s, because there

is a single source for each property value,

2. The operation of reading an image p_var which has been allowed to become

Invalid because of the imminent assertion of a property change should return

a non-determlnate (ND stat,~). (Real.time fault-tolerancc and xeliat1ility con-

straints which Jlmlt the time for \vll,\ch an ND state may persist catl also he

specHiod-soe chapter 5.)

3. Single property state-conformity. Whenever a. valid p_tlar value is accessed,

the system must ensure that all corresponding image p~l)ar8 contain tho same

valid sample value.

4. Global state"conformity • When a valid pwvar value I reflecting the state (.If a

proporty at time t', is used at a time t, a complete set of valid pM'vars which

correctly reflects the entire plant state at thnc il must be pres()rt.t. (t'preceeds

t.)

(TIlis Is only a stato.conformlty constraint, A fllttht'l' :real·t:hne constraint

co.lld spcc.ify the rolatlonship between, t and ii, In practice, thls constralut

means that it must be possible to sample all properties and represont them in

the control system before any OM of them changes state. The constraint la

Inherently met by 1M),aSYl'lc}UOllOUS system where all properties are being sam-

pled with the same sampling perlod-e-as long as the sampling period satisfies

the conditions stipulated in chapter 5. It is also inherent in a synchronous sys-

tem, even 1£ properties are sampled at difrerent rates) as long as the sampling

periods dicemultiples of OM another and synchronized with one another.)
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8.5 Conclusion

In this chapter, it has been shown how the p_var model provides a framework for

solving the theoretlcal problems of real-time distributed computing. It Was also

shown how the model can be used in the implementation of systems and software.

The first part of the chapter described I~set of inter process communication prlm-

Hives which have been implemented on three different platforms. Because these

primitives were developed using our theory of process interaction, they inherently

provide real- time functionality.

In the second part of the chapter out theory of lnterprocess communication was

applied to the problem of state-conformity in distributed systems. This study shows

that without an. adequate model of process interaction in real-time dlstrlbuted sys-

tems, these thooretical problems cannot even be correctly identified. The application

of our model and theory resulted ill the elimination of OM of the issues in the state-

conformity problem. It also facilitated the specification of a set of conditions which,

when met, ensure single property and global state conformity in real- time DeeSe.
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Chapter 9

Conclusion

9.1 General

Recently there has been a trend towards the use of distributed real- time computer

systems which potentially offer. greater functional flexibility; better maintainability

and better reliability than centralized syatems. Little exists in the way 01 theory

which models the behaviour. of these systems. CUrrent design considerations are

based largely on practical experience and heurlatlcs which cannot be freely applied

to all systems. With increasing demands being placed on real-time control systeme,

the need for a theory for the distributed control of real-time dynamic systems is

becoming more apparent,

In this thesls We have tried to develop such a theory by analyzing process interac-

tion in real. time distrlbuted computer control system'S, The subject was approached

by examining interprccess communicatlon, since process interaction in distributed

systems is characterlzed by Interprocesa communlcatlon, The central issues affecting

process interaction were then analyzed at a fundamental level, and the p~varmodel,

which unlfles tho concepts tlIat emerge from tIllS analysis, was proposed.

9.2 Research contributions

The p.var model can be used to model prOCeSS interaction in real-time distributed

computer control systems. It thus forms the basis of OUl' theory of real-tlme dynamic

systems and thoil' control,
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This research contributes to an enhanced understanding of process interaction in

computer controlled systems. Some of these contrlbutlons have been incorporated

into the model, whilst others constitute more general, conceptual studios. Research

contributions include:

9.2.1 !PC primitives and control

We have examined a number of lnterprocess communication proposals which have

been put forward in the literature. They have been analyzed in the context of com-

puter control systems and compared with one another. This research updates earlier

work performed by Macl-eod [4},and helps to clarify the Interprccese communication

requirements of distributed control systems.

9.2.2 Sampling and data representation

Sampling methods and data representation techniques used in computer control

systems are rigorously examined. the sampling methods and data representation

techniques are defined and compared to one another, The USeof various sampling

techniques with different data representation techniques is examined and the advan-

tages and disadvantages of each comblnatlon .is discussed. This study has resulted

in the precise definition and documentation of a, body of essentlal theory which until

now was not defined, although it was applied 01t an ad-hoc basis.

We also conclude that nll sampling is inherently periodic when viewed at the

most fundamental level of plant-control system interaction, and that event-triggered

sampling is an artificial mechanism which is used to meet last sampling requirements.

9.2.3 System boundaries

We malntaln tha.t plant-control system communication must be regarded to always

be control-system (receiver) initiated. 'I'his conclusion follows because front-end

data acquisition devices are actually components of the control system anti not of

the phYllical plant. Although in practical implementations the plant-control system

boundary is often drawn so as to include the front-end data acqulsltion system ill

the plar\t component, we claim that this is only for convenience of implementation.
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9.2.4 Real-time systems

Out study of real-time systems has enabled us to develop a definition of the term

real-time which does not rely on any notion of speed. Our definition. defines real-time

performance to be dependent on temporal determinism.

A nine-point list of guldelines and techniques which can be used to enforce correct

teal-time behaviour in real-time distributed computer control Sj 'terns is proposed.

A method for selecting sample lifetimes based on the dynamic characteristics

of the plant and the transmission delay characteristics of the network is presented.

Although the method is based on heurlstics, it allows a quantitative link to be

established between the digital control domain, and. the domain of distributed real-

time computing; two areas which are seldom treated together.

A reliability and fault-tolerance enhancement technique is proposed which makes

the system resistant to transient commuulcation faults which result in.lost messages.

The technique is based on "sample ov~r:apping". An equation: is derived which yields

the required sampling interval, given the desired sample Iifetlme, sample overlap

factor, and network transmlsslon characteristics.

A technique for ensuring state-conformity in the representation of Boolean-valued

properties within a. distributed computer system is proposed. An important feature

of this technique is that the. dis~ributed clocks in the system do not require synchro-

nization.

9.2.5 Plow-control

Mechanisms for bufferil1;; Incoming ~and for controlling the flow of informa-

tion between a sender and a receiver precess have been widely applied in commu-

nication systems and generalized computer systems. For the first time, the effect of

applying these mechanisms in computer control systems is investigated. This study

again constitutes a body of essential theory which has not previously been accessible.

The findings of this study show clearly that it is not possible for the control

system to apply flow-control to the plant, and that apparent l1ow.control occurs when

the control system applies flow-control to the front-end data acquisition system.
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9.2.6 Ownership of information

We conclude that each property variable (p~vtlr) is owned by a single process in the

distributed system. This process is called the owner process.

We maintain that in a distributed computer control system, it is alwo- , :ble

to ensure that the p_var and its owner process reside in the same process' ..m' 'I v .~.

It is shown that the existence of a single local writer for each p_var eliminates

the ncsd to support the mutual exclusion of multiple writers over the network. It is

also shown that this result can be viewed as the converse of Lamport's solution to

the mutual exclusion problem in interprocess communication in distributed systems.

9.3 Significance of the work

The p_var model is significant because it allows problems in distributed control to

be viewed from a purely theoretical perspective. Many of the techniques we describe

have been applied, but less formally and. on an ad-hoc basis. Although our model is

theoretical, it is directly applicable to real-world distributed control problems.

Our model describing process interaction can be used to develop lnterprocess

communication primitives, distributed operating systems, programming languages,

system specification tools and design methods, all specifically optimized for use in

computer control applications. The model also provides a framework in which some

of the theoretical problems in distributed real- time computer control may be solved.

The p_VM' model ties together a. number of-independent bodies of theory and ex-

amlnes their relevance and correctness in ' iontext of real-time distributed com-

puter control, It was found that the application of much of this general theory

to computer control had not been thoroughly investigated and documented, Conse-

quently, we have developed thsorles of sampling, data representation and flow-control

in computer control applications.

9.4 Limitations and caveats

The unique characteristics of discrete properties Were highlighted in chapter 5. AI·

though the p oar model is capable of representing discrete properties, it is limited
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in that it does not explicitly recognize the fact that a discrete property may only

take on a finite number of state values.

The model has also not been extended to cater for redundancy management, Al-

though we have explicitly managed redundant subsystems through careful naming of

processes and p_vars, it is felt that a model of process interaction in distributed com-

puter control systems should take into account the special relationship of redundant

subsystems to one another.

We have not attempted to solve any of the theoretical problems of distributed

control, some of which have been begging solution for many years. An example of

such a problem is the global state-conformity problem which Was described in the

case study, (The single property state-conformity problem Is ~ .id ~utomatically

by our treatment of' Boolean-valued properties.)

9.5 Recommendations for future work

'I'he most natural extension of this work would be to provide a full treatment of dis-

crete variables. Another useful extension of this work would be to extend the model

to describe the management of redundancy. In section 9.4 it was mentioned that

redundant subsystems possess a special relationship to one another. We anticipate

that it will be possible to express this relatlonahlp by the way of process and p_var

naming conventions.

This work draws on many concepts from the domains of computer science and

communication engineering. A great deal is still to be done to incorporate digital

control concepts into the theory.

The most challenging problem which has not yet been solved is tha:t of ensuring

state-conformity In sensor-based DcnSs. The set of conditions given in section 8.11

captures the essence of the problem and should assist with its solution.

9.6 Summary

The p_var model is proposed as a basis for a theory of real- time dynamic systems and

their control. The model describes the lnte-actlon of multiple real-time processes

which typically reside on distinct processing modules (although they do not have
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to). 'I'hese Pl'OC()SSC6 lnteract only hy exchanging messages. The model unifies the

principles underlying teal-time distributed computer control. '1'hI8 enables systems

to be examined from a perspective which has a solid theoretical foundation.
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DSVLIB
Distributed State Variables C Programming Library

Version 1.5
Jack E. Cohen

Department of Electrical Engineering
University of the Witwatersrand

Johannesl- rg, South Africa

September 1, 1991

1 Introduction

This document explains the structure of the libraries used to implement the Dis-
tributed State Variable (DSV) primitives, It defines she Inter-relationship between
the various libraries, and explains how the software can be ported to other operating
systems and hardware platforms. The terminology used is explained, and the vari-
ous software conventions are documented. It is hoped that the software contained
in these libraries will provide an effective applications program interface (API) for
real-time distributed systems development. This document is also meant to serve
as a guide to programmers wishing to extend the functionality of the library, or
who would like to use the existing libraries as the underlying structure for their own
libraries.

2 Terminology

• DSV - A Distributed State Variable is the basic interprocess communication
mechanism which supports real-time communication between distributed pro-
cesses.

• API - The Applications Program Interface is the set of software utilities which
make DQVLIB features accessible to the applications prog) ammer as function
calls.

• PCAO • Process Control Application Objects ate functional units of code
which perform process control and monitoring functlons They use DSV;, for
reliable real-time lnterprocess communication.

• EVENT - An event is an signlflcant ocourence at a point in time. An event
message is the communication of this occurence,

• STATE - A qualitative or quantitative description of one aspilct of a sy"tem's
status at some instant in time. A state message is the communication of this
quantity.
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"cred structure of DSV software implemensation

3 ceptual Model

A Dlstributed State, aule 1S a state- based interprocess communication mechanism
for USEI in distrihuted systems. Each DSV has ail associated expiry time and. status
byte, and real-time is thus an integral feature of the system .. A DSV can only be
written to by one process, the owner process, although it Can b.• read by many
processes. The only operating system feature that is required to support DSVs is a
low-level primitive which. guarantees read/write atomicity. DSVs can be polled wlth
full knowledge that the required message will be found, thus doing away with the
need for interrupts. The flow-of-control that is inherent 1.0 a physical plnnt makes
the L'::;Vmechanism extremely suitable for interprocesa communication in control
systems.

4 Layered Architecture

DSVLIB has been designed using a layered architecture. It must be emphasized that
these layers are implicit layers, and no extra overhead i~ incurred due to interlayer
communication. (Many layered architectures incur extra overhead as a result of
lnterlayer protccols.) DSVLIlJ uses nested include :files to implement layering. ThQ
C preprocessor is also used extensively, When the application code (whicllillcludcs
the correct files) is compiled, one executable tile is obtained. This means that
the run-time system is not Ljered, and the system only appears layered from the
programmer's perspective. The include files can be viewed as pseudo-layers. '1.'h1s
architecture is refered to as implicit layering.

The basic DSVLIB system comprises two layers, with "hooks" into two oth
layers. The highest-level layer th at has been implemented Is the DSV prlmlti .
library, which is a collection of high level primitives tor lnterprocess communication
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contained in the file dsvfns.c, '1'l105eprlmltlves are w.ritten in terms of low-level
opcratlng system dependent functions. Any section of code which is independent of
the operating system has been included in this file, All oporatlng-system-dependent
code is included in the lower layer .dsv JUe. This architecture permits the whole
system to be ported, simply by rc-wrltlng the operating system dependent .t1s1J:file
in terms of the new operating system APt. This moans that the operating system
dependent .dsv file Implements the functions required by the file dsvfns,c in terms
of the avallable operating system primitives. Obviously it is convenient to minimize
the amount of operating system dependent code for easy (If portability.

The file dsvfns.c provides the basic functionality for PA .ess Oontrol Applic.:ation
Objects (POAO), which. arc presently being Implemented as a distinct, higher layer.
Thus the two layor~ which have been provided form the Gore of tho DSVLIl3 system.
An additional network Interface layer will be required for DSVs to be supported In
a dlstnbutcd system.

5 Portability Issues
DSVLll3 has been doslgned for easy portability to a variety of'hardwarc and software
platforms. This is one of the reasons that the C lall(~uage was used to Implement
tho system. The 1110 davlns,c has been 'written 'using' standard ANSI 0, which is now
supported by a large number of compilers. The ,uau file is tho only file which is 01"
crating system dependent, and it must be to-written in terms of the new API. The
pre-processor has been used Oi,'tellsively to mask hardware- and compllcr-spcclflc
dctalls, The preproccasor has also been used to interface the flle dsvfna,c to tho
rclovcnt ,(1.9V flle, Macros have been written to simpllfy the use of gcnerallzcd func-
tions. Standard preprocessor data type definitions, such as BYTE, WOR.D, LONG,
nOOtgAN etc. have been used 1;0 promote portability.

6 Language Issues
As was mentioned above, standard ANSI C has been used in all code which Is
designed for portability (that is, excluding tho operating systom dopendanr .clst,·
layet·). Functlon proto typing has been used even though older Unix SY$l,ll!IlS do not
S11PPOl't it. The trend however is to use ptototyping, and the Hewer vetslons of Unix
do support it.

7 Software Conventions
Tho 0 programmlng conventions employed by DSVLm arc mostly atandarc1 the
major exception belng tho definition of macro functions, Macro Iunctlous are usually
defined in upper case, and the functions they reference aro written in lower case.
IL has boon decided to write tho macros itt DSVLUl In lower CMO as well, so as to
provide a consistent API. It is also desirable that tho applications programmer vlew
tilt' macro functions as stl~lldard C Ilbrary Iunctlon calls. The functions referenced by
tho llHI.Cl'OS should never be called by tho application program, because pa1't~m()t()l's
could be omitted (ll' incor1'(wtly Got, lending to incorroct and potolltinl1y dangerous
programs. Addltlonal types 1111.VO been defined in terms of convonnona; types, to
improve readablllty of code,
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DSV is a type which specifics a DSV handle, It is donned as being of typo LONG.
MSGVALID is a boolean type used to specify the valldlty of DSV contents. It can
be either VALID (defined as 1) or INVALID (deflned as 0). It is defined as an
unsigned short integer.
EXP'l'IME Is a type used to declare and manage the validity times of DSV contents.
It is defined as a long integer.

It was also decided to use the preprocessor to 'spocify errors and nags, Often
tho OpetlLting system provides programmers with header 1110swhich deflue meanlng-
less error numbers and flags as more meaningful textual messages. nSVIJID error
meaaages atc sllccl1kt1 in DSVmRn..U.
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8 DSVFNS.C
This file contains functions which provides basic lntorprocoss communication prlm-
ltlves, andImplomenta them in a manner that is completely independent of the
operating system.

8.1 Preprocessor Deflnltlons
'rho :fFdefillO deflnltlons ate listed and explained below:

• MSGVALID . A data type used to declare boolean functions and variables
which can return (or assume) the values VALID 01' lNVALID .

., VALlD • Defined to be 1. This is one of the two possible values of MSG·
VALID.

II INVALID. Defined to be O. This Is the other possible value of MSQVALID.

• EXPTIME • This is (),long integer typo that is used to declare iunctlons or
varlables returning the expiry time of a DSV.

III NOT_YE'J~"USED • This is '0, possible value for tho status by to of the DSV.
The Hto.tUf:I byte ls autollln.tknlly set to this value W1Wll the DSV is created.
NOTwYE'rwUSND is defined as Ox01 (1 hex).

• USED· 'rhiu is defined as Ox02. Tho status byte of tho DSV is autolt),a.tica:tly
set to this value when the DSV is writ ton to.

• ALARM· 'I'hls is deflned as Ox03. The status byte can be set to this value or
another defined value to flag certain conditions. '!'hese conditions arc treated
us translont, and unless they persist, the status byte will be set to USED at tho
next write, Version 2 of DSVLID will contain a mOIC extensive list of defined
DSV status possibilities, and tho list will form II. soporate header file.

" DELAY· This is 'a. type used to declare a variable representing a. real-tim«
deh~y in hundredths of a second: ' ,

• 'l'ENDAYS • 'I'Irls deflncs tho number 80400000 M a constant. 'I'ho constant
represents tho number of hundredths of t1 second in ten days. Thr: need for
snell a constant arlsos out of tho necessity for 11 maximum validity .lme. Sec
"cbeck_timeO" below,
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8.2 Functions

get_timeO

Flmction Prototype: EXPTIME geUitneO
Parameters: ~ None.
llet!l?'n Value: The current clock time is returned,

Description:
This function is called by ch(lck~thne() to determlne whether tho DSV is still valid.
It returns tho cuurent clock time when called,

check.timet)

Fi.mctioll Prototype: MSGVALIO chec!'Mtime (EXPTIME exptime)
Pat'anletcr's: expthne • Explry time in huiidredths of a second. (Typo EXP·

TIME)
Rctul'll Value: VI\LlO or INVALID of typo MSGVALID.

Description:
Thls function is called by a process wishing chock 1f the contents of a DSV are
still valid. It l'otU1'I1S either VALID or INVAI,ID. Tho expiry time should not be a
multiple field structure, as comparlng times then becomes extremely compllcated.
The problem actually o.1'18e8when one fleld In tho structure "clocks over". Tho oxpiry
time would then be "loss" than the current time (looklng at cCl'to.in flelds only), and
it would appCM as if tho data ill tho DSV had expired. Consider for example the
expiry time structure consisting of two fields, the Ill'st contn,ining the number of
hundredths of seconds since midnight, the second containing tho number 01 days
in the month. At midnight, tho first field would reset to zero, and it is n.cf;tln.lly
"grco.ter" than the actual time 1irst field, even though numerically tIIO actual time
first field is grea.ter. 1'0 establish this as an absolute comparlson, the second (day.
or-the-month) fields would have to be compared. When 1;}1(\ month changes, then
mouths would have to be compared, and when years chango, they would also have
to he compared, '1\110simplest way to solve this problem is to reallzo that when the
uxplry tlme clocks over, Utero will be an extremely large elmo dlscropancy, and tlll,)
fallul'() of a process will only load to a small time dlscrepancy, A singlc number Is thus
used to represent the expiry time (in hundredths of a. second). Fo1' this reason the
function cl1ecl(~timoO discards extremely In,rgo timeout errors andltttriblltcs them
to elocklng over. This means that tho maximum validity time that could 1)0 used
if tho system is to dlstlngnish between clocking over am! nn expired DSV is abou t
III days, It WI\S decided that ten do.ys would be marc than sufllclont. Note that the
subtractloT} in the "1{,!statement will only bo performed in tho case of clocking over,
because the logical "01'" is termlnatcd as soon as it is true.
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Function Pl'Ototype: DSV dsv.wepen (char *name)
Pcrametere: name - This is the name of the DSV Instance as referenced In tho

configuration file.

lletu1'1l Value: The handle (of typo DSV) which is used to address the DSV.

Descrlptlon:
This function is called by a process wjshin~ to create a DSV. Tho calling process is
given ownership or the DSV and rights to wl'ite to tho DSV.

dsv.ropenf)

,~'m,etion Pl'Ototypc: DSV dsv.rcpen (char *name)
Pcrameiere: name .. This Is tho name of the DSV Instance as referenced In tho

configuration me,
Retul'tl Value: The 11.1.11010(of typo DSV ) which is .uaed to addreas tho t>SV.

Deseriptlont
This function is called by a. process wishing to "aubscrlbe" to a DSV. The culling
process is given road-only access to tho DSV. If the DSV has not been created yet,
an error message is returned, and tlto process wlll keop t;rying to subf'icribA tmtn the
DSV is created, .

~,.----.---
put..stateO

Function Pl'Ot,otype: void put..state (DSV dsv_\'ar, void *m$g, LONG valid)
Parameler's: dsv _val' • This is tho handle of tho J)SV that is to be written to,

mag .. '1'1116is a void pointer spcdfylug tho address of the desired
DSV contents.
valid w This is an integor typo denotlng tho validity time 11\hun-
drcdths of a second.

Return Value: None.
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Description:
This function is used by the OWMr process to write data to tho DSV. The data
is automatically time-stamped by the function. The expiry time is computed by
adding the validity time (hundredths of a second) plus 3 (hnndredrhs of a. second)
to tho current time (also in hundredths of a second), The 3 hundredths of a second
is used to round the result off to the nearest "clock-tick", The IBM PCI AT has a
clock-tick of 32 ms,

get..stateO

Function Prl)trtype: MSGVALID get.state (DSV dsv.var, void *msg)
Parameters: dSV_vnr ~ This is the handle of the DSV that is to be road.

msg - This is It void pointer specifying an address to where tho
])SV contents must be copplcd,

Rcttlrn Value: VALID or INVALID.

Description:
This function is used by subscriber processes to read datil, from a DSV. The function
automatically inspects the validity time associated with the data, and roturna "
of type MSGVALID • MSGVALID is a boolean type, VALID or INVALID. Ift1.<J
byte of the ))SV is NO'l'SE1'_USED, then get..sta.te() returns an errOr, sa.yi.. \t
the writer process has not started yet, and INVALlD is 1'i'ltUl'UOCl. This situation
would m'ise where the writer process has created the DSV, but not startd writing
to it yet, If the wrltor has started (status byte not sot to NOT_YET~USED), then
gl't$stMoO calls cl)()ck.timeO, and VALID 01' INVALID is returned based 011 whether
tho DSV has expired or not.

------------~---------,------------------,fiag~status()

,"'mation Pt'ototvpc: void flag ..status (DSV dsv.vcr, void *1115g, LONG valid, BYTE
newstatus)
PammctC7'$i dsv.va» - 'I'hls is the handle of the 'QSV that Is to be written to.

mag - Thla is a void pointer sp~clr.ylng tho address of the desired
J)SV contents.
valid .. This Is an lntf)ger type denoting the validity time in hun-
dredths of a second,
newstatus .. This is tho value to which the status byte must he
sot.

Return Valuc: NOM.
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Descrlptioru
This function is tho same as rJtlt.statoO, except that the value of the status byte can
be changed. (1.0. to flag alarm conditions etc.) It must be noted that the new status
byte value is not persistent, and as soon as put.stateO Is called again, the status
byte will be set to USED. This makes Intuitive sense, because a routine would use
put...statcO continuously, and ilag...statusO would only be used in the event of some
abnormal condition. As long as the abnormal condition persists, fla.g_~tatusO will
be used, but when tho situation reverts to normality, puL.,tateO will once again be
used, thus resetting tho status byte to USED.

wait0
Function Pr'Ototype: void wait (DELAY delay) ,
Parameters: delay. This is the time to wait in hundredths of a second.

lMum Value: None.

Description:
The function waitO starts a synchronous timor for de!"y hundredths of a second
when called.

get..status()

?tmction Prototype: BYTE get.status (DSV dSv)
Puramelel'M dsv ~ Tllis is tho handle of tho DSV that is to be queried.

RCttt7'11 Value: A nYTE spccifyitlg the status of the DSV is returned,

Descrlptlom
get.stato() can only be used to obtain the contents of a ))SV, but the need tna~ ari~(l
ro!' an applications pl'ogl'arn to chock the status hyte of 11 DSV. got.stattlsO allows
tho appllcatlon to "p .•ok" at tho status byte of the DSV. 'I'hls function is useful when
debugging code.

get ..expiryO

?tmction Protot1J1W1EXPTIME get~expiry (DSV dsv)
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Parameters: dsv - This is the handle of the DSV that is to be queried.

Return Value: A value of type EXPTIHE is returned, reflecting the f~xpirytime
of the DSV that is being scrutinized'

Description:
geLexpiryO returns the expiry time of the DSV spcclfled by the handle dsv. This
function is also useful in debugging application modules, but would not normally
be used in applications cede. Applications should not normally deal with expiry
tlmes, because messages should slmply be validated or invalidated by the underlying
system.
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get.contst)

Punction Prototype: void get.cents (DSV dsv, BViE* contents)
Parameters: dsv • This is the handle of HIP DSV that is to be queried,

ccntenta • 'I'hls is n. pointer to BYTE array, in which the contents
of the dsv are to ba placed.

Ret UI'n Value: N0110.

Descrlpblon.
get ...colltsO extracts the contents of the contents of the DSV without paying any
attention to the status byte or expity time, It is also useful for debugging applications
modules.

Together, the Iunctlons gct...statusO, geLexpiryO and get.contsO allow I'.,pplica·
tlons to peck at the various DSV attributes. It will he noted that no corrcspondlng
Iunctlons are provided for setting the DSV attributes. The application should not
he able to 'Jlddlc' the expiry time of a DSV, Or modify Its contents.

----------~-.--
display _dsv()

Punction Prototype: void display.dsv (DSV dsv.val·)
Pm'ametcH"s: dsv ~vtll' • This is the handle of the DSV that Is to be displayed.

Ret1n'1l Value: None,

Description:
'I'hls Iunctlon is used for debugging applications modules that make 'lSO of DSVs.
The values of the. DSV status byte and expiry time arc dlsplayod when display ~dsvO
is call od .
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9 Fle:x:OS.dsv
This file implements all operating-system dependant functions required by the file
dsvfns.e in terms of standard FlexOS supervisor calls. (SI~C [3J) The file includes
severd standard C library files, and then uses the preprocessor to simplify and
reduce parameter speelflcatlon in function calls. The file also contains a preprocessot
interface of the file dsvfns.c to the file flexos.dsv,

9.1 Include Files
• .cStdio.h • 'rhi:1 is a Kernighan, and Rltchle (K&It) stand ...rd C file, which

I,ontains Iunctlons which route data to and from the standard input and output
devices.

" strlng.h • '.rhis file is another K&R standard header file, which includes all
the string processing functions. .

• stdlib.h • This file includes I/O functions defined by ANSI and it includes
some commonly used library routines,

• flags.h- This is a PlaxOS header me whlch doflnos tho various SVC parameters
and flags as m:.H'~readable abrevlatlons.

(I 01'1.'01'.h·~ 'I'llll! Is I> l~lexOS header Ille which doflnos tho various Ort'01' codes
as more readable h',roviations.

9.2 Preprocessor Definitions
Tho dsvfns',c to FlexOS.dsy interf,' \0 is implemented entirely by preprocessor defini-
tions. This is described att(lt' the Iunctlon specifications. In addltlr-n to this Interface,
tho following preprocessor definitions are usodt

• REAl) • Defined tf) be 0 (zero). 'I'hia Is .u. boolean parameter passed to the
function plpo.ope.o, .

• W1UTE • Deflnod to be 1 (one). '£1\:s Is a boolean l'aJ'ametol' passed to the
function pJpe_oponO.

iii MSGLEN • This is deflned to he the sum 01 tho message contents length In
bytes (CON'l'SLEN • defined in SOUl'Cecode flle.), tho size of a LONG integer
(fClI.' tho (l)'piry time), and one by to, used for. r.oprosentlng the status.

Q PIPE· 'I'his is a type for representing plpo handles. It is almply It LONG
type.

9,3 Type Deflnitions
Tho structure du·ttinv~ , conslstlng of 4 bytes, has been declared so that the results
or l"lo)('OSsupervisor ( ,·lls to the dock can 1)(\ effectively accossed,
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9.4 External Function Calls
Several FlexOS Supervisor Calls (SVes), whleh are external to the file FlexOS.dsv
are used, Documentation of these functions can be found in [3]. The functlo..s used
are the followlngr

• s~cl·ea.te· Creates a Iile, directory or pipe.

p s.open • OPOllSan existing file, pipe or device Iile,

l! s_read • Extracts data from the specified file, pipe or device file.

• s.write • Places datainto the specifieli file, pipe or device file.

• s_close " Dlsassoclatos an 1/0 stream from a file number.

13 s_get • Extracts data. from a table maintained by the operating system.

• s_timer • .Jelays the calling process until the specified time, or until the
specified time has elapsed.

9.5 Functions

pipe.readt)

fillmction Prototype: void plp e.read (LONG fnum, BYTE *msg)
Pammctcrs: fnum - This is the me handle of the named pipe that is to be read

from.
msg - This ls a poInter to the byte array which the road contents
of the pipe will be placed ill.

Ucl.ll1'n Value: NOM.

Description:
pipe.readO is a. preprocessor macro which calls the function pipe_t'cl(:I.'num, mag,
MSGLEN) j where MSGLEN is the defined length (in bytes) of tho message (and
pip ...). ThG read operation consumes tho pipe cor+onts,

pipe ...nreadt)

Hmctio!l P1'OtotyzJC: void pip.~~nread (LONG filum, BYTE *t(ls2:)
PamtTIc£crs: inurn ~This is the file handle of the named pipe that is to be rcae'

from.
msg w This Is n. polntet to the byte a1'1'aywhich tho toad contents
of the pipe wlll bo placed In.
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Return 'Value: None.

Descriptionr
pipesreadO is a preprocessor macro which calls the function pipe_nonl'd(fnum
mag, l\fSGtEN) , where MSGLEN is the defined length (in bytes) of the message
(and pipe}i This road operation is non-consuming. .
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pipe.writei)

Fu.nction Prototype: void pjpe~write (LONG frrurn, BYTE *msg)
Porameiere: fnum - This is the file handle of the named pipe that is to be

written to.
msg - Tl11sIs a pointer to the byte array which the contents of the
pipe are contained in.

Return Value : None.

Description:
pipe~writeO is a preprocessor macro which calls the function pip e.wrt (fnum, msg,
MSGLEN) , where MSGLEN Is the defined length (in bytes) of the message (and
pipe). This function will only cause ?11sgto be written to the pipe if the pipe is
empty. pipe_writeO will not C1J,Usea message in the pipe to be overwritten.

pipe.overwrtf)

Function Prototupe: void plpe.overwrt (LONG filum, BYTE *rnsg)
Parameters: fnurn • This is the file handle of the named pipe that is to be

. written to.
msg ~ This is a pointer to the byte array which the contents of the
pipe arc contained in.

Return Value: None.

Description:
pipe.ovcrwrtO is a preprocessor macro which calls the function pipe_ovwrt(fnuffi,
msg, MSGTJEN) .where MSGLEN is the definedlength (in bytes) of the message
(and pipe). This function will cause any message in the pipe to be overwritten.

pipe.rdt)

Amotion Pmtotype: void pipe.rd (LONG filum, BYTE "'buffer, LONG bufslz]
Porameiers: fnum ~ This Is the file handle of the named pipe thd.1;is to b13read

from.
buffer » This is a polnter to the byte array which the read contents
of the pipe will be placed in.
bufsiz; • This is the defined length of tho message (and pipe) as
speclclfled in the definition MSGLEN.

Return Vi'.tue: None.
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Description:
pipe...rdO is a function which reads bufsiz bytes from the pipe. The bytes read are
consumed.

pipe.nonrdt)

Function Prototype: void plpe.nonrd (LONG fnum, BYTI; *buffer, LONG bufsiz]
Parameters: fnum • This is the file handle of the named pipe that is to be read

from.
buffer - 1'hi61$ a. pointer to the byte array which the read contents
of the pipe will be placed in.
bufsis • This is the defined length of the message (and pipe) as
speciclfled in the definition MSGLEN.

Relul'l'l Value,' None.

'iJescl'iption:
pipe.nourdl] is a function which reads bufsiz, byte? from the pipe. The bytes read
are not consumed and remain in the pipe.

pipe.wrtt)

Function Prototype: void p;pe~wrt (LONG fnum, BYTE *buffer, LONG bufs;:z)
Parameiere: inurn ~ Tltk is the file handle of the named pipe that Is to be

. written to.
buffer • This is a pointer to the byte a,tray which contalns the
message to be written.
bufsiz • This is the defined length of the message (and plpe) all
specified in the definition MSGLEN.

Return Value: None.

Description:
pipe~wl't() is a function which writes bufsiz bytes to the pipe. 'I'he bytes arc only
written to the pipe ifit is not full. (The function pipe.wl'tO docs not overwrlto.)

pipe.ovwrtj)

Function Prototype: void pipe_ovwrt (LONG fnurn, BYTE *buffer, LONG bufslz)
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Parameters: fnum - TIlls is the tile handle of the named pipe that is to be
written to.
buffer - This is a pointer to the byte array which contains the
message to be written.
bufsiz - This is the defined length of the message (and pipe) as
speciclfled in the definition MSGLEN.

Return Value: None.

Description:
pipe_ovwrt() is a function whlchwrites bufs.iz bytes to the pipe. Thu bytes ate
written to the pipe even if it is full. (The function pipe_wrtO docs not overwrlte.)
The function first calls pipe..rdO which consumes the existing message, and it then
calls pipe_wrtO which writes the new message into the pipe.

put.fst.msgj)

Punction Prototype: void put.fst.rnsg (LONG fnumc]
Parameiers: fnumc - The handle of the plpo that is to be Initialized.

Retttt'n Value: None,

Descripfiom
pllt.isLmsgO is called by the function pipe.openf). When a pipe is to be opened
for writing, a dummy message must Ut; written into the pipe. This is the purpose
of this function. If the pipe is left empty, then the system will block while the
non-consuming read operation is waiting for the pipe to be written to. The pipe
overwrite function however, performs a consuming read and a pipe-write (normal) as
an atomic operation. This means that both the overwrite and non-consuming read
operations read the pipe first. 'I'hus if the pipe is empty, neither reads or writes will
IH.) able to proceed and the system will be deadlocked. Writing it dummy message
into the pipe on creation avoids this deadlocked situation. The contents and expiry
time fields are set to zero, This could 'De a valid message at Some time, and so the
precaution of setting the status byte to OxOlis taken, This informs the system that
the pipe has been created, bUL not yet used.

pipe.opent)

Hmction Prototype: LONG pipe.cpen (char I!name, UWORD 'Tlsg..size, unsigned iM
numbrmsgs, int R.W
Poromeiere: name ~ This Is the name of the pipe that Is to be created. The

name is prefixed by "pi:@" and placed in the local pipe table.
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msg.aize - This Informs the operating system of the size of the
records that are to be written to the pipe.
numbrrnsgs - This is the number of records that must be buffered
by the pipe. T1Hllength of the pipe In bytes ls calculated as the
product of msg.aize and numbrmsgs.
R_W - This is a boolean variable having the the value READ (0)
or WRITE (1). It Informs the function as to whethe, it is being
called for the purposes of opening a pipe for reading or for writing.

Retul'n Value: The handle of the pipe that has been created and opened for writ-
ing, or opened for reading is returned.

Descrlptiour
If plpe.openf) is called with lLW set to WRITE, then the function calls the SVc.
s_create() and attempts to create the pIpe. If rhe call to s_createO returns an error
lndlcat' ug that the pipe already exists, then the function opens the pipe for writing
and returns the handle. lIthe pipe does not exist then the pipe is created, and
PUtJ'st.liiSgO is called to write, a dummy message ito the pipe. The pipe is then
opened for writing, and tlv~ handle is returned. If pipe~openO is called with ILW
set to READ I the function attempts to open the pipe for reading, If the pipe has not
yet been created by the owner process, then an error is returned indicating that the
pipe does not yet exist; An error message is printed r-ut, and the function attempts
to open the pipe once again.' TIlls continues until the open succeeds (l.e, when the
pipe has been created.) The function then returns the handle.

pipe ..closeO

Function Prototype: void pipe.close (LONG fnum)
Parameters: fnum ~ This is the handle ofthe pipe tha;t is to be closed.

Description:
This function closes the pipe specified by the handle fnum,
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9.6 Interface to DSVFNS.C

No FlexOS specific functions have been in vsed in the file dsvfns.c, Instead, all
the FlexOS specific functions which need to be called are defined by another name,
more generic in nature, using the preprocessor. These genetic names are used in the
file dsvfns.c . It is not only FlexOS specific functions whlch are masked using this
generic naming system, but also FlexOS specific implementation details. For exam-
ple, the FlexOS implementation of DSVs uses named pipes as the underlying IPC.
Any user-written, FlexOS implementation specific function that the me dsvfns,c
requires, Is also masked by the generic naming system. This generic naming system
provides dsvfns,c with a polymorphic interface to the operating system dependent
layer. This makes DSVLIB easy to port to new operating systems.

• ropen.devfname} - This is defined to call the FlexOS implementation de-
pendent Iuucdon pipe_aponO for reading, with a total length of one message,
MSGLEN bytes long.

• wopen~dsv(nanlc) • 1'llis is defined to call the FlexOS implementation de-
pendent function pipe.opcnf) fot writing, with a total length of one message,
MSGL:CiNbytes long.

• state_l'ead( dsv, msg) • '1'Ms is defined as the function pipe.nreadt).

• state_wl'ite(dsv, msg) -This is defined as the function pipc_overwrtO.

o close.risvf dsv} - 'I'hlsls defined as the function pipe.closet).

• obtain_ti;me( dat) • This function is defined to call the FlexOS sve s_get() I

with parameters set to extract the time and date from the time table.

, syncidimcl'( delay) - This function is defined to call the FlexOS SYC
s_tilllcr(delay), which starts a synchronous timer for delay hundredths of a
second. Note the factor of ten in the SVC, which i~'required because s_timel'
expects the delay to be specified in thoueandths (,+4 F&cond.

10 Using DSVLIB
10.1 Including the File

The functions in DSVLlD Can be used ,if the file dsvfns,c is included in the appllca-
tlon source file. Before the Include statement is specified, the constant CQNSLEN
must be defined. OONTSLEN is the size in bytes of the message, e:.vclud'ing the
expiry time and &~!1,tusbyte.

10.2 Configuration Files and Implementatlon Files
For one process to read a. nsv created and written to by another process, the second
process has to know the name by which the operating system refers to the DSV. This
illformation is specified by moans of configuration files. Each executable module has
to have its own .cfg file, which relates the local names to operating system resourca
names.
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For example, the module TANI( might be a monitoring process which writes
the temperature of the tank into a DSV called TEMP (local name). A module
MONITOR may wish to access this value, but it might wish to refer to the value as
TAN[(TEMP . The operating system could call the DSV by any name it wishes. It
could for instance, call it "XYZ" . The file tank.c . would then have to include a flle
tank.cfy , which would define the following relationshipj

#define TEMP I'XYZ"
The file monitor. a would have to include a. file monitor.c/y , defining the following

relationship:
#define TANKTEMP "XYZ"
This system of configuration enables the programmer to give each DSV a local

context name. The D8V name could have been the same in each of the modules
and in the f'lpetatin{,; system. The files tank.c/y and monitor.c/g would both contain
the following definition:

#define TANKTEMP "TANKTJij).\1P"

1{),3 Adding to th ~ Library

The 111;lra1'Yhas bee.r designed to provide a full set of lPC primitives. The only extra.
functionality that may be required is a set of extended debugging functions.

1004 Using DSVLIB .as the basis for other Libraries

DSVLlB is ideally suited to applications which require rl;:liahlet fault. tolerant , real-
time communlcatlon in a distributed system. Librades of higher level functions, for
example control and monitoring functions, cal. use DSVLIB as the underlying layer
simply by including it in new ,~0111'cefiles.
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Appendix B

DSVLIB: Source Listings

This appendix contains the listings generic file dsvfns.c , as well as the operating

system-specific files flexos.dsv, os2.dsv and dsvfns.dsv (whichis used in conjunction

with aUX' DOS-based kernel). The DOS kernel code and FlexOS aad OS/2 support

programs are not included. 'rhe flle dsvfns,c is portable, and only the .dsv flle

lnclusipn statement must be changed.



((

1 DSVFNS.C

/*=====================~=====================================================
DSVfNS.C

DSV Functions for Real-Time Distributed ProgrD.llls

Version j.5 18 January 1990

Jack E. Cohen
UniVersity of the Witwa.tersrand

Johannesburg

===================:==========:======~===========:==:==::=====:========::===*!
#define CON.TSLEN sized (double)
#include "os2,dsV"

typedef struct {
BYTE conts(CONTSLEN)j
long Int expire;
I'!YTE status j
} .message;

#de:HM !)SV
#define ~SGVALtD
#define VAL.lD
#defiM INVALID
#define llXPTlME
#define NOT_YET~USED
#define USED
#cle:finn ALAjl.J.I
#define DELAY
#detine TENDAYS

t.bNG
unadgnsd short int
1
o
long int
OiC01
OX02
Ox03
LONG
a6400000 /* h1.\l\dredths of a second in to days *.1

#dotine dSl'_X'Open(name)
#defin~ dsv_wQpen(name)
#define dsv_close(name)

ropan_dsv (nama)
II'Open~dBv(narne)
clo:.le_dsv(name)

EJ{P'rIMEget_'til11.a ()
{
da.tti.ma dat ;
LonG ret:
obtain_tilMI(dat) :
return(clat.time/10L + 241. * 3600L * iOOL '" dat.day):
}

MSGVALIDcheclt"time(EXPTIHE axptime)
{
EXPTI!1E tiMnowi
timenow = l~et_timeO j
it «til1laMW < exptima) II ,((timanow - expt Ime) > T'ENDAYS):ratll.rn(VALID) i

al!lO reculn(INVALID) j
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}

void put_state(DSV dsv_var, void *rnsg, LONG valid)
{
message messg;
memcpy(&(messg ..l:onts), msg,
messg. expire" get_timeO +
messg,status ~ USED:
sta.te_write{c).Rv~v~, (BYTE *)2:messg);
}

(size_t)CONTSLEN);
valid + 3; 1* 3 is clock tick resolution *1

1* in hundredths of a second. *1
1* i.e. resoultioh is 32ms. *1

void flas_statUs(DSV dsv_var. void *mag. LONG val.iq, BYTE newstntus)
{
message m9,ssg;
memcpY($c(messg.conts), msg. (size_t)CONTSLEll):
messg.expire = get_timeO .+ valid, + 3;. 1* 3 is clock tic.k resolution *1
mes sg ,s t atus '"newstatus;
state_write(dsv_var. (BYTE *)&messg) j

}
1* in ',undredths of a second. *1
1* i.o. resolution is 32ms. *1

MSGYALto get_state(DSV dsv_var, void "'msg)
{

void waite);
message messg;
MSGYAL:rD cUrva.lid;
stat~~read(dsv~var. (BYTE *)&messg):
:nemcpy(msg, &;(messg.c\)nts), (size_t)CONtSLEN);
if (messg.st"tus == NOT_YEt_USED)
{
print:f("Wa.iting :for the writer process to st~t writing •••\n"):
return(INVALIJ):
}

\
~~cu:r:valid= check_tim!)(l!IdSSg. expire) :

if (! curvalid)
{

printf("Mells<l.gehas ~xpir.ed !\n") :
return(INYALt'D);
}
else J;eturn(VALID):

}
}

void wait(DELAY delay)
{
LONG ret:
synch_timer(dolay):
}

1* delay ia in hundredths ot a DOc.. ,.1

BYTE g'et_status CDSV dsv)
<
messa.go lnsg;
int ret;
state~react(dsv, (BYTE *)&msg);
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retUJ;'n(rnsg.stat.us);
}

E)cPTIME get_expiryCDSV dsv)
{
message mag;
int ret:
state""read(dsv I (BYTE *)~msg);
return(msg.expire):
}

vqid get_cQnts(DSV dav, BYTE *cQntenta)
{
messag(l magi
int ret;
state_read(clsv, (BYTE *)Wnsg):
rnemcPY(cQI\.tents,&(msg.;onts). size()t(CON'l'SLEN»:
}

vc Id dif;lplay...dsv(DSV dsv_var)
{
print;t("
printt("
print:f("
switc~ (get_status(dsv_var»

{
case NOT_YET_USED

case USED

case ALARM

default
}

return:
)-

STA~'us OF DSV\nU) j

Y.ld\n..". get_expiry (dsv _var) i
,,) ;

printf (.INDT_YET_USED") ;
break:
print! ("USED" J j
break;
printt("ALARM") i
break:
print:f("INDETERMINATE STATUS"):

177



2 FLEXOS.DSV

/*======""'========:"'============================,,===============""'===="'===.=""
FlexOS.dsv

Functions which tailor IPCs into a form suit.abb for usa by dsvrna ,c

Version 1.5 18 January 1990

Jack E. Cohen
.trniversity of the Witwatersrand

Johan:nesburg

,,================::~=======================================================,,*/
#include <stdio •.h>
#include <string.h:>
ii-include<stdlib.4>
#include "flags.h"
:IIincl\lde"error.!:;"

#define READ 0
#define WRITE ··1
#deti.M MSGLEN CONTSLEN + sizeot(LONG) + s;izeot(J;lYl'E)

#deHne PlPE LONG
#define pipe_reacl(fnum, msg)
#def,ins pipe_nreacl(fnum, msg)
#d(Jtine pipe~write(fnurn, mag)
#define pipe_overwrt(fnUlll, msg)·

pipe_rd(:f.num, 1'1"6, MSGLEN)
pipe_non;rd(fmulIl mag , MSGLEN)
pipe_",rt(fnUlu, nag , MSGLEN)
pipe~ov",r1;(fnUit\,msg, MSGLEN)

+.ypedet struct{
l)WORD year;
BYTE monthi
BYTE day;
LONG time} dattime;

EXTr:RN LONG s_createO:
EXTERN LONG s_open();
EXTERN LONG s_read();
EXTERN. LONG s_writeO;
EXTERN LONG s_closeO;
EXTERN LONG ~_get();
I::XTERNLOnG s_tirnerO;

void pipe_rd(LONG fnum, ilytE *buffer, LONG lrllfsiz)
{
LONG nbytes;

nbytes " s~read(A~FLUSHIA~EaFOFF. fnum, buffer, bufsiz, (LONG)O);
if (nbytes < Or.) check_error(nbytes);
}
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void pipe_nom:d(LONG tnum, BYTE *bu:f:te:r,LONG bufsiz)
{
LONG nbytes j

nbytes = s_read(lI..F·LUSHIA_NODESCTIA_EOFOFF. :£num, buffer, butsiz. (t.ONO)O) i
if (nbytes < OL) check_error(nbytes);
}

void pipe_wrt(LONG tnum. BYTE *buffer, LONG bufsiz)
{
LOllG nbytes;

nbytes :::s_write(A_l;'Lt!SIlIA_EOFOFF. tnUll1,buffer, bufsiz. (LONG)O) i
i:f (nbytes < OL) :heck_error(nbyte:;) j •
)-

void put_fst_msg(LONG tnll11\c)
{
rnesse.ge dummy;
int index;
for(ind!lx :::OJ index < CONTSLEN: ind!lx++)

dUl1U1ly.cOntSLiudexJ :::0;
dummy.expire = OxOOOO:
dummy.status = oxOl; 1* NOT_YET_USED *1
pipe_wrt(fnumc, (BYTE *)(&d~y), MSGLEN);
}.

WNG pipe_opan(char *name, UWORO mag_size. unsigned into numbrmsgs , ;.nt :R._W)
{
char p ipename [20J :
UWORD security = OxOFFF;
LONG tnumc, fnu11\,nbytesj

sprintt (pipename , IIlocal::pi;~:{s", name) j
it. (R_W == WRITE)

{
fn\1l1\c= s_create( O_PIl,E,

A_WRITEIA_READIA_SI!AREIA_TEMPIA~CONTIGIA_SECURITY,
(BYTE *)pipename,
I1\sg_size,
security,
(LONG)(11\sg_size * numbrmsgs»;

if «UWORD)fnumc 1= E_EXISrS) put_fst_msg(tnumc);
tnum::: s_open( A_WR!TEIA_READIA_SI!AREIA_REDUCE. (BYTE *)pipaname)i
)

it (R~W == RElIn)
-(

• tore;:)
{
tuum = G~oplln(A~READIA~snAREIA_REDVCE. (BYTE *)pi,enamll);
it «UWORD):fnum ==- E_NO_)i'IL~) print:f(Hll~V has not oel1n cr4atea I\n");

E:lse break;
}
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void pipo_nonrd(t.ONO tuum, BYTE *bil;ffer,LONG bufsi2;)
{
LONG nbytes;
nbytas ::;s_read(A;..FLUSI{IA~NODESCTIA ...EOFOFF', ';tnum,bufter, butsi::, (LONO.)O);
it (nbytas < OL) check_error(nbytes);
}

void. pip(u,;rt(LONa ;tnum. BYTE *butfer, Ll'NO butsiz)
{
LONG nbyt(lsj
nbytes :::f3.,..lilrih(A_FLUSHIA_EOFOF'F,fnum, bUffer, butsiz. (LONG)O):
if (nbytea < ox..) aheck_error{nbytes);
}

void put_fst ...msg(LONG inume)
{
message dummy;
int index:
:fo:t'(inde::c;:> 0; ind.ox <; CQNTSLEN: iudElx++)

di1lllllly.conts(ind~;rrJ'" OJ
dummy.expire :;OxOOOO;
dUl)l!l\y.StatUi3= Ox01; /* NOT.YET_USED */
pipe_wrt(:fnult\e, (BYTE *)(&dlllnllly),MSGLEN);
}.

LONo pipe_open( char *nanll\l,UWORD I\\ss_size, \lns:l.gned int numbrmsgs , int R..W)
{
ehar pipeZlame(20J:
UWORD $ocurity ::;I)xOFFF:
LOiW tnume, fnum. nby-teB:
cprintf(pipenamElJ 1I1oeal::pi:my'ali,name);
it (R_W == WRITE)

{
:fnnmc :; l1_crcnte( a_FIL'E,

.U~RI'l'SIUlEAP ILSHARE IA_TEMP IA_CONTIG IA~SECURlTY I

(BYTE *)pipenrumo,
mag_size,
$ecurity,
(LONG)(msg_size >I< numbrmsgs»j

it «uWO!~p):rnul1ic I '" l!:~EX!STS)put3f1t_tnog (tl'l.umc)I
tnum = s_ope!\.( A_WRITE IA...I1.EADIA~SHARE IA_RBPUC:E. (BYTE *)pip<lnrume)I
}

.:i:£ Clt_W == Rf.AD)
{

• tor(ll)
{
tnum = s_o)?on(A...READIA_SHARSIA ...REDI1CE, (BYTE *)piponrume);
if «(UWORD):fnum == E_NO_FlLE) print:f("OSV ho.s not boe!\. c:reo.tQ~ I\n");

allla b:r:eruq
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xeturn(fnum) :
}

void pipe_ovwrt(LONG -tnum, BYTS *buffer, LaNa Qllfs:!'z)
{
LONG nbytes, position;
BYTE *killmsgi

killmsg ..m"lloe(bUfsi.z:);
pipo_rd(fnum. ki11mog. bufsiz):
nbytes = s~write(A~FLUSHIA~EOFOFFj fnum, butte~, bufciz, (LONG)O):
it Cnbytes <= OL) check_error(nbytes);
freeOdllmsg) ;
}

void pipe_close (LOtiG fl1\l)U)
{
s_clDse(A_PCiLOSE, bum):
}

1*=",="====",===",=",,,,,,====::;,,,,====,,,,.=======;:;==,,,=;::===::=======::==== .....========== .. "*1
1111 DEPlllING 'filE OSV 1 FlaxOS INTEnFACiS *1
1*;::=================== ..=======:::=========="·======"===========:::=====;::==,,====*1

#d!l1ine ropen_ds v (name) pipe_Qpen(namQ. MSGLEN I ;l, MAP)
#dotiM wopen_d,IV(nama) pipe_open(nill!!e, HSGLEN, t , WRITS)
#detina sta.te_rell.d(dt:;v,mag) p~pu.\read(dsv , mag)
#de:£ine state..;wdte(dsv, mag) pipe.,overwrtCdsv, mag)
lIdefill6 clotle...clsv(dsv) pipe..,close(clsv)
#clefine obtain ...time(dat) s_get(OxOO02, OL, &d~t. at)
#detine SYMh~till1e:r(d(llny) I)~tim(l:d(VWOno)O, 10 * delay)
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3 OS';).DSV

OS2.0SV

DSVs foZ' os/a V' 1.2

This file contains iU'4ctions which support a .shar ad-memory
implementatIon vi! PSVu. The progra,m DSV1II11' must be :run in
a separate session. The net'llo:rkand inter-node communication
is performed by DSV1NIT.

================~===========================================================*1
Jack E.. Cohen 12 July !990

#include "os2.h"
#:i.nolulie "errors. e"

#d)fine
#cte:fine
#d\'lfine
#define

#defilte
#define
#define

ildefine
#define
#de:fine

NUL
size_t
DOllE
NOTOOIIE

(USllORT)0
USHORT
1
o

MAXOSVS
MSGLEII
WAl:1'FOltEVEIt

100 1* Maxim~m number of OSVs allowed *1
COII'l'SLEN+ sizeof(LONG) + sizElof(l3'l'l'E)

-iL 1* no timeout if semaphore is owned *1
. ,

OSVIN~'l' dsv~ini~ializ!l,tion()
SIll1.SEGNAME "\ \SllAl1.EMEM\\SffAItESgG.DAT"
SEMNA}!E "\\SEM\\MEMCTRLII

1* shared seg name *1
1* semaphore name *1

typedd I.lt:ruc;tdllvrnsg{
char ntu1\e[sJ :
BYTE contstCONTSI.EllJj
LONG expire;
BYTE status;
}OSVSj

typede! strUct. dsv:l;ec{
DSVS davj
char llama [93 :
Id$V~data:

#qot:ine DSV long int

$t~uct Sha:reReo ~
dsv_data dsvtable[MhXnSVS+1JI
II

int numbrdSVs = 0;
etruct Shureltee * ShPtrj
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HSYSSE~Semhandle;
PIDINFO proc_id;

#clefine
'/Ioefine

LOCK
UNLOCK

PosSemRequest(8&Semhandle, WAITFOREVER)
DosSemClear(&Semhandle)

jldefina TASK(ts)c) ma.inO

gotoxy(x. y) VioSetCu1·Pos{x. t, 0)

dsv_ini.tialil!:ati.on()
<.

SEL Selector;
unflignecl re; /* return code *1

1* allocate the shared llian,ory segment */
if (re '" DoaGetShrSeg( (PSZ)SHRSEGNA1~E,8&Selecto:r
{

print:t(HAcCQSS to sha.red memoryfdled, atror: Xd\n". tc);
PosExit(EXIT_PROCESS, 0);
}

1* Get a far poihter '!;rom a HI bit flolector *1
ShPtr :: (struet SharllRec *) MAI{EP(Selector, 0) i

1* allocate the shared memory segment aemaphor e I~/
if erc '" DO$OpanSem(4Semhandle. (PSZ)SEMNAME»
{

pl.'intf("Access to memory control ~emapnore fdled, errot: Xd\n", rC)j
DosExit(EXIT_PROCESS, 0);
).

uNLOCK;
PosGetPid(&;proc ...id)j
OQsSetF.rty(PRTYS_P}\;OCSSS, PRTYC_TIMECltUICAr., 31, 1'roo_id.pid);
pl'intt ("Lil1ked to Shared· M'llliory.\nll); .
}

DSV ini t ...(\_dsv_rl)co:t'd (illt numb);')
-(
int index;

st):'cpy( (ShPtr->dsvtabletnUlnbr]) •MIllO , " II);
tor(index~Ol index < CONTSr.ENjindax++)

(ShPtr ..>dsvtabla (numbr]) •dsv , eonua (index] :: 0 I
(ShPtr">dsvttl.'bleCnurnbr).t\sv,expire :: OxOOOO;
(ShPtr.->dsvt;,1,ble(nurnbrj) .dav .lltll,tU!l :: OX01 i
numb:rdsvs++j
rElturn«DSV)numbr) l
}

DSV lool~~up_dsV(ch~ *dsvnrurte, )lOpt..destroy)
-{
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int index;
int compi
index'" 0:

LOCK:
for (index'" 1; index. < (l'IAXDSVS+1): indelC++)

{
(lomp '" atrcrnp«Sht>tr~>dllvta.l:!le[index]).na.rne, dsvna.rne)i
if (I comp)

{
if (destroy)

.(
init""a_dsv_rl;cord(index):

}
r<ltv.rn((DSV) ind.ex);
}

}
UNLOCK:

return«DSV) (NUL»i
}

DSV init~dBv_record(eha.r * dsvna.rne)
{
int indelCj

strepy «Shl'tr->d.llvtal:!l\l[numbl"dsvs+1]) .name , d.synait\e)I
ior(index=O; ind~x < GONTSLEN: index++)

(ShPtr->d.svtable [UUrnbrdsvs+1]) .dsv .conts (ind~xJ '" 0:
(ShPtr~>tl.svtaple[numbrdsve+1J).dllv.~:t.pire '" QxOQO();
(shl't:r~>dsvtable[numbrdsvs+1J).dsv.lltatuB '" Cx01:
numbrdsvs++j
ratu:rn«OSV) (nUmbrdBYs»:
}

OSV wopen_dsY(Char * rlsVllame)
{
int indelC;
PSV exillt;
exist = look_up_dsvUchar *)dsvname, (200L)0):

pl:'intt("El(ist:::Y.ld\n If, exist):
it «BOOL) exist) return (COSV) eX,ist): ,
it (numbrdavs > 100) printf ("DSV table :La :fu~l.\n"):
else
{

LOCK:
return(init_dsv~re(:ord(dsvnama»;

UNLOCK;
}

return(NUL)j
}

DSV ropen...dsv{clta.r ...dsvname)
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{
DSV dsvhandle '" NULi

dsvhandla:: (IlSV)look_up_dsv«t;:l\ar *)dsvname. (IlOOL)O);
while( Idsvhandle)

{
print! ("DSY has no't been createc1 !\n") :

DosSleep(10I)L) i .
1* error_mesBilge(DSVNCRTD) i *1

dsvhand'l a :: (DSV)look_up_dsv«ehar *)ds'!name, (BOOL)O)i
}

return(dsvhandle)j
)-

int close_dsv(ds\'name)
{
if (I (DSY)look_up_dsv(dsvnrune, 1» return(DONE):

else
{
printt("Cannot close DSV! \n") i
l'liItUrn(NOTIltJNE):
}
}

void. state_write(IlSV dsvhandls. llYTE *Mwd.ata)
{
UNLOCK;
LOCK:
ll1emcpy((vo~,d *) ($&«ShPt~->dsvtable (dsvhandle3) .dsv , conts»,

(void *)nawdata, MSGLEN)j
UNLOCK;
returnj
}

void. state_X"ead(DS1/ dsvhand'l.e , B'l'rE *old-duta)
{
UNLGCKj
LOCK:
mell1cpy«void*)old.da.ta,

(void. *) (&«ShPt'l;->dsvtubletdsvhandl'ilJ) .dsv, conts»,
I1SGLF.N):

UNLOCKj
return;
}

typedet struct dut.time
{
long illt time;
int da.y:
Jdd.ttim(lj

. . .
#de:f iM obtllin_ t ime (da.'~) dos_obtain_time (&da.t)

void c1oG_obtain_time(d.attime * dtstruct)
{
IlATETIMEdstruct:

184



DosGetOateTime(&d ~tr"·r;t)i
d.tstru.ct~>time = (long int)(dstruct.hollrs*3600LlJ*1000LU).

+ (dstruet.minutes*eOLl1*iOOOLtJ)
+ (dst.t:"uct.second.s*1000LU)+

(d.struet.hundredthS*10LtI)) i
dtstruct->day "' (int)dstruct.daYi
}

void synch_timer(LONG hsecs)
{
DosSleep(hseei3*iot);
}



4 DSVSYS.DSV
I*~================~==========================================================

DSVSYS.DSV

OSVs t9~ DOS-based DSVKERN

This :file c9ntains functions which I3\\PPO~t a shared-Il\emory
implenlentation of D~VB.

Jac)t E. ccnen 1 March 191)0

======================================",====:-=,,=====,,==='",,====:::==;::=========,,==*/
#de:fine MAXDSVS
#de:fine DONE
#detinll lWTOOlfE

#detine MSGL"SN

100
1
o

CONTSLEN + siz""o:f(LONG) + l!izao1!(EYTE)

typedaf stl;'uctc.l,svmsg-(
char nall\e[9J :
BYTE conts~cONTSLENJj
LONG expire:
ByTE status;
}DSVSj

#def:i.no DSV str.Uct dsvmsg *
DSV dsvtable[MAXDSVS];
int numbrdsv:>;

void set_dgvs_nul()
{
int index;
fo~ (index=O: index < MAXDSVS: index++)

dsvtable [index] ==JiULL i
return)
}

DSV wopen_dsv(char *dsvnall\e)
{
int index;
if (numbrdsvs >= 100) printf(IIPSV table is :full.\n");
else
{
dsvtable Cnumbrdsvs:l <;: (DSV)malloc (sizeot (DSVS) i
if (dsvtabIE< [null\b;l;ch.l'ID) )
-(
strcpy(dovt ••ble [nllmbrdsvs) ->name, dsvname) l
for(index=Oj index < CONTSLENj indax++)

davnab'le r:munbr:;lJ;lvs] ->conta (inde)C] ::;:0;
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dsvtablelnumbrdsvs]->expire = OxOOOOj
dsvbab'le [I\unlbrdsvsl->sta'~us::Ox01;
numbrdlJvs++i
return(ds"table [nUl1\b;rdsvs-1].)i
}

else
{
print:l("Error in allocating PSV. \n") i
return(NULL)i
}

}
return(NUlL);
}

OSV look_up_dsv(cha:r *dsvnalila.BOOLEAN destroy)
{
int indexj
index = 0;
for (index:: 0; index <'" numcrdst'!J; index++)
if ('strcmp (dsvta.ble [index] -onaae , dsvname))
-{
if (destroy)
{
:lree(d$vtable [index]) i
dsvtabletindex] ;:;NULLi
}

return(dsvto.llie [indeX] ) i
}
printf (IIPSV not ex1$1;.\n") :
rElturn(NUlL)j
}

DSV ropan_dsv(char *dsvnmne)
{
DSV dsvhandle;
while(l(dsvhandle =(DSV)look_up_dsv(dsvname, 0»)

{
printf("DSY has not been created yet I\n");
y'ialdO;
}

return(dsvhanQle)i
}

int close ...dsv(dllvname)
{
if (!«DSY)look_up_clllv(dsvnqme. 1») return(DONE)j

else
{
p:dntf("Canhot close PSVI \h");.
return(1I0'l'PONE)j
}
}

void sto.te_write(D$V dsvhandle. BY'l'E*Mwda.ta)
{
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memcpy«void *)(&(dsvhandle->eonts)). (void *)newdata. MSGLEN):
return:
}

void state_readCPSV dsvhandle, BYTE *olddata)
{
memepy«void *)oldda,ta, (void *)(8i(dsvhandle->conts)), MSGLEN):
return:
}

typedet atmet
{
long int dme:
int day:
} dattime:

#define obtain_time(dat) dos...obtain_time(&dat)

void d01'l_obtain_time (dattime *dtstruct)
{
struet time gtime:
struet date gdate i
gettim.e(8rgtime):
getdat&(&gdate) :
dtstruet->time :::(long int)(gtime.ti_hour*3600LU*iOOOLU) +

(gtirne.ti_min*eOLU*iOOOLU) + (gtime.tLsee*1000LU)
+ (gt~.me.ti_hund*10LU)):

d.tstruet->day
}

(int)gdate.da_da,Yi

void syneh_timer(LONG hsees)
{
long int reftim. get_ti.m(;)0:
unsigned shOrt. int chack_timeO;
re:ftim = get_timeO:
Rhile (cheeK,,-tinlEl(reftirn+ hseca) ) yiElldO:
}
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AN EXTENffiBLE LANGUAGE FOR
PROGRAMMING AND CONFIGURING DCCS

1. M. MacLeod J. E. Cohen
University of the Witwatel'sl'l1nd

Johannesburg, South Africa

Abstract
'I'll(! requlrerncnts for ii JlI'OC()8~control ;"rogmll1win,; Inn-
liunge for next-genenulon computer control ~yst :IlIS [LIe

oxamlncd. A language based on tho the C p,"'gr;\Il11uing
Inlll,\\lage and a th"ory of process intcmcrlon is proposed.
Tho Iuuguuge ineorpcrntes fn.dlities tor tim maungcmeut
of lilllt· at 1.11(,data representatlnn level, Program (1)(-

.>1.111'''"_ fOI' n dlstrihuted ,tiln.plivl' cuntruller ure ptl1s(l1lt"d

and diBCII""ctlto RitOIV how the Ianguuge meets its requite-
UI<·lIt~.

1 Introd uction
'{'1If' gi,t)wing complexity of computet control systems
hils Icd to n realisation that hetter techniques for pro-
grnnnning and configuring such systemsnro required.
'I'll" Heed for specialized in',crpl'ocess communlcation
IlI'im'l.ivt'S COl'USf' in disl,rilllited rcal-tlme control ays-
1.1'1111'1 WIIN idnllLilh'd several Yl"tt)'sago. A number of
proposuls for such primitlves have been put forward

• (I], however those proposed priuutivcs have typically
"Qi. developed into languages which car he used to
1)I:ngmm modern computer control upplications,

With the advent of computing haxlwnro which is
capnhl« ul' executing modern control algorithms in
rl1al-l.il1lc, n need hus arleen for programming lan-
guages which can be used to program low-level set-
point,. conteol npplicntions, higher level optimizing
eontrul upplicntlons, !w well !IS supCl'visory control ap-
pllcnt.inns. ln Iuture computer control systems these
IlpplktttiollA will 1)(1dlstributecl.

Hl'ld'l,illm distributed computer control systems re-
quiro the development cf low-levol and high-level soft-
IVIH(', 'I'he idenl programming language for computer
control systems must fncilitato the development of
software at varlous levels of abstraction. This is nee-
t'X~IU'Y hccnuso lllany modern eontrol tccJtlJiquos re-
IllIil'l' t.ht' fl.Vltilahility of high level programming con-
('(1I'IS for tho lmplemcntut.ion of whut would previ-
ollsly have bonn regarded as low-level control Iunc-
I,i(lll~. Thus any ncxt-generutlm: eontrol program-
IIlitll~ language II1I1SI; be extremely flexible.

III this papor we review the structure of traditional
cnntrnl software, and examine the requiremonta for

MIS INTEGRATION LEVEL

SUPERVISORY CONTROL:J

OPTIMIZING CONTROL

SET·POINT CONTROL ]

PLANT INTERFACING LEVEL I

PHYSICAL PLANT

Figure 1: SI:rtlcture of control soflwaro

futuro control programming Innguages. A control
}}togrnmming , nguage which is based on au inter.
process communication primitive is proposed. The
primitive provides inherent real-time SUpport, nnd
faciHtntc$ the dissemination of real-tlme information
in distributed systems. We show how this Iallgungtl
meets the requirements identified at ellt1 outset,

2 Structure of control software
Compute» control systems are capable of performing
u number of d:rrercnt control functions. At tlte lowes]
level, a computer control system is required to inter-
net wHh the pbysica] plant by means of sui tl.Ul} hard-
ware, At the uppermost level, the computer control
system is required to 111t11cc lnfcrmatlon nvnUnblt\ for
integration 1111,0 management information systems. A
number of lovcls of control have b son identlflod be-
tween those two extremes [2] (see ilg, 1),

The boundaries between these layera nre bccom-
ing blurred, and languuges fol' programming next ..
generation computer control systems must reflect
this"



3 Language requirements
As 1\ result of the evolution of computer control sys-
Lt'In)!, pl'ogre.;nming languagos Ior modern computer
control systems must meet a number of requirements,

n,(1HOIll'W dlstrlbutiou cupnhllitins
A di~l,ributcd computer control system consists
of a number of loosely-coupled proccsslng mod-
ules which may communicate with one another
only by message-passing over some shared corn-
municatlcns network. Each processing module
is capable of executing one or more processes
(concurrently), The language must, be enable
these distributed processes to communicate with
one another ill a way which masks the fae!: that
the processes are excctlng on different processing
rnoclules.

Tmupol'nl courccbness in real- time computer con-
Irol systems information is only correct if it is
qunul.itntivoly a,nri temporally valid, The use
of modern control techniques 11.48 further high.
lil:(h('('(1 the need to ensure correct real-Lime $Y9-

torr behaviour. Stankcvic (3] and Kopetz [41
have recognised that management of time should
he lncorporatcd into renl-time systems at the
lowest possible level.

Horizonal and vorblcnl extensibilihy It must be
possible to add both lower- level set-point and
djt'I'I~L ciigit.al control Iunctlons and higher level
opt.imizing and adapuive control functions to the
lallgungr at any time,

Intuitive pl'{)gl'Clmming A ])l'ogrammer develop-
ing ~ort,ware at any 1)l1r(,icIIlarlevel using the Ian"

. guagc should not be required to possess any pro-
grumming sldlls other than those which would be
il'f.1lltiv(l (.0 him.

It.orluuduney manngomont HUrl fault detection
The languago should provide rncchnnisms which
support redundancy manngement and Iacllltate
[ailu re detection,

SYHt.mn VOl'ificlttioll It should h ) possible to verify
application software by means of simulation or
ROHlt' tll,lwl' mechanlsrn,

Computor-nided snftwm-c engiueering At
the higlws(, illYt .. of programming, progrnmmers
should be uble to make lise of u computer-based
prngrnm design and conflgurction tool.

4 The language
<1,1 Interprocess communication
The Ilrat two requircmenta listed above can be met
if I,he Inngnnge is based on n suitable lntcrprocess

communication primitive, A language based on Dis-
tributed State Variables (DSY) is proposed, DSVs
ate all IPC primitive implementation which is based
on our 11~var theory [5), The primitives were specif-
ically designed for use in distributed real-time com-
puter control upplications, and they inherently incor-
porate facilities for the management of time whilst
still supporting communication of da(;a in distributed
systems.

4.1.1 The 11_'1I1.L' model

A F~var is used to represent a property of tho plant.
It consists of a name field, a sample value, and a sam-
ple lifetime. Sample value-lifetime pairs are treated
us atomic units. Time management features are thus
incorporated into the system at the data representa-
tion level.

Plant properties are represented in 11_vars as state
values, Rvars are persistent data entities which are
overwritten periodically, System faults and commu-
nication failures can be detected when p.vltr sam-
ple values expire. Thus real· time constraints call be
catered for if ll~vctrvalidity times are carefully chosen.

Because each l).var:repres()nts a single plant prop-
erty, each p.:var can only be updated by a single pro-
cess (physical or otherwise). We say that the process
which updates the p_var "owns" the p_var [5], The
single ownership principle must be strictly adhered TO

if datu. int~grity is to be assured,
When mt:'tiple sensors are used to sample the same

property, each measurement must be represented in It
uniqucll_val', The act of measurcmeut sopal'ates mut-
tiple measurements of the same quantity into several
separate and dist,inct quantities, No two sensors ltave
identical chntacteriatica, and each sensor may fllil in-
dependently, Thue tho p_'vnr model requires. that each
measurcmcnt be represented us 0. unique p~var in the
system, It may seem as if this approach compromises
redundancy management--it, will be shown thaL, on
the contrary, it supports multiple tedundancy config-
urations whilst providing Inherent facilities for failuft)
detection and fault isolation.

Each process may have p_vClrs which it owns, and
p_va'rs which it requires tead-only nccess to (image
p_vars), Each process periodically broadcasts tho
p.vars which it owns onto the network. It also rends
the p_vars which it requires read-only access to, olf
tho network, Real-tlme information is dlssemlueted
throughout the distributed system in Hds way, and n
real-time diatributed rlatabas« exists as a set of )J_vars
01\ the network,

When a value is inserted into u 1)~var it is time-
stamped nutomatlcnlly, Similarly, thtl openuion of
reuding 0. 11~var value causes the validity time to be
inspecced Ilutomatically.

The p~v(lr model thus allows us to deslgn a sct
of IPC primitives which allows tho first two require-
menta to be mot..



4.1.2 The DSY implementation

The DSV implementation of the IJ~llar process inter-
nction model consists of the following primitives:

dsv.wop en()

P'llIction prototype: DSV dsv.wop en (char *name)
This function is culled by a process wishing; to create
(I DSV. The calling process is given ownership of the
DSV :HId right~ 1.0 write to the DSV.

dsv_ropenO

[·'unction prototype: DS\! dsv.rop en (..:har *name)
'I'his function is called by a process wishing to in-
sumliate an image DSV. The calling process is given
r0a<!-only access to the DSV.lf the DSV does not ex-
i.~f.ill the system, an error message is returned and the
process will continue trying to instantiate the image
DSV.

plll..stateO

Funriton prototype: void put.state (DSV dsv.var, void
*msg. LONG valid)
This function is used by the owner process to write
dnl.:1 to the DSV. The data is automatically time-
stamped by the function.

get.stateO

Function prototype: MSGVALIO get.state (DSV
dsv_var, void *msg)
This function is used by subscriber processes to rend
it value from Il DSV. The function automatically in-
sprcts the llfet.lmu nssoclated with tho OSV value,
IHlef I'el.urns IU1 error if the DSV value is invalid. Ac-
tion 1.IlJwll when an Invalid DSV value is encountered
is IJpplicatioll speciflc and is therefore left to the pro-
gruurmor to define.

dsv~clo$eO

Function prototype: void dsv.close COSY dsv.var)
'I'lns function is culled by a lH'ucCSS wishing to close
n O~V Or image DSV.

The prlmitlvoa hnv« been written in e and they are
l)(li'Lnblt' (we IUWl' porl.ed them to t.hree platforms).
Provision of primitives such ns these eliminates the
nClt'd for the progrnrnmer of control applications to
It 11\'1' nuy know ledge of systems prcgrnmming, inter-
PfO(,(,SS commnnieetion, Of real-time pl'ogramming.

4.2 Language extensibility
Lmv·I('VeJLll$l(s which perform set-point control and
dit'llCt di(;it.nl control (DDC) Iunctlons can be devel-
oped. The IPC primitives defined above can be used
to fflrilit,n.te exchange of information between pro-
rp~St·s and 1.0 ensure correct teal-tlrne behaviour,

Sl,t"poinL control and nDC ructions ure coded in C.
The DSVs which tho process owns and Imago DSVs

which the process reads from define the interface be-
tween Utat process and other processes in the system.
Set-point control and DDe processes are designed to
be generic, so that they can be applied in any sys-
tem. DSV names can be passed to the processes ,IS

parameters, allowing the processes to be wtitten uslng
local DSV names which are meaningful in the local
context. Alternatively, as is done in one of our lm-
plernentatlons.. the C preprocessor and configuration
files can be used to link the process's internal DSV
names to DSVs in the system.)

4.2.1 Development of a low-level process

We will show how set-point control and DDC func-
tionsmake use of the DSV IPe primitives by means
of an example. The code given in this example is the
implementation of an averager which continually av-
erages three variables il, the system and writes the
result to a fourth variable. This function would be
useful where multiple measurements of a single noisy
property are being made by three sensors.

TASK(ave~o.gel)
{
doUble stop, :first_val. sElcol\d_val,

third_val. ave, valid __time;
char dsv1C10J, dav2[10], dSV3[tO] ,

dsvaver age [10J, cmdline C80J I
DSV c1. c2, c3, c4:

GETCMPLINE(cmdline);
GSCanf(cmdline ,"'l.s'/,s'/,sY.s'/,s'/,lfll, davi,

dsv2, daV3, dsvaiTerage,
dsvstop, &valid_time);

cl=Qsv:"ropen(dsvi);
c2=dsv_ropen(dsV2);
c3=dsv_ropen(dsv3);
c4=dsv_lIopen(dsvave:rage);
:fore:;)

{
get_state(ci, &first~val)i
get_ilti~te(c2, &aecond_val) i
got ....sta.te(c3, &third_vul)I
avo::: (first_va.l + neconc;Lvnl +

third ....vo.l)/S i
put_~tate(c4, &ave. valid",time) i
yieldO i
}

}

l~ir$t a number of local variuhles are de-
clared, including vnrlables into which the processes
places the DSV contents for local use (fi.rllt~val,
Ilecond~va.l.third~val and ave). DSV handle
variables [Ire also declared which are linked to
DSVs by the d$v~openO and dsv~clolleO junc-
tions. The I:)SV handles are used in subsequent
calls to. the pllt~stateO and gat.stateO. Tho



GETCOMMAWDLlNEO statement is used to accept com-
numd line parameters which include the names of
DiNs in t.he system. The system DSVs specified in
til<' command line are linked t.o local DSV names.'
'l'he function then obtains u value from each of the
I.lnee source DSYs using tho get_statlaO command.
It then.cornpu tes the average and writes it to the des-
tinntion ])SY using the put_stateO command. The
put_sta~eO command assigns a validity time to the
[)SV. ~
This. process can be initialized using the process in-

tializntion macro INltO, The syntax of this macro
is IlaT( "TASK...NAME"•nask.nane, paraIi1eter..list).
Specific macros can then be written to initialize
generic processes. The "averaged" process above
could, for example, be inltialized using a command of
1.11(' rOrln doaverage("parameter.J.is'c"). This com-
mand would invoke the lUXT macro,

4.2,2 Development of II lrighcr-Ievcl peocess

!Iighcr level eontrol upplications ate programmed as
1\ SNIIll'IlCC of these macro statements, Macro state-
rnonts which call generic processes have the following
SYIlLDX:

deto,sknaIi1e("l!\\age DSVa separated by spaces I

otmed DSVs separate(i by spaces,
ot;her process parameters")

Genetic set-point control and DPt; Iunctlons con-
6til.IILP process control objects CPCU), and they are
plnoed in the pea library, PCOs from the library
rail )H' pieced together to Ionn more complex peas,
which may themselves be stored as higher level PCOs
in I.he pea library. The langnago is therefore hori-
zontally and vertically extensible.

[101' example, a complete adaptive control system
ran be implemented as a comhinution of PCOs from
1.11(' Hhl'ary.

dosomple("period e 600")
lioeounter("period")
dotaskmanage(lIl1)
dosyscloclt("II)
rloraadll.i("period levell levt'l12 leve13 GOO")
doaveragEl("period lilve11 leve12 hve13

ave_level 600")
dofilter("period aVEl~level filt_lev 600")
dosynth("period tilt_laY til fig2 :fig4 th2

th4 mz ck1 c;k2 ck'l yl;II,'l.razone a 600")
doudll.ptcont("period :filt_hV ck1 ck2 ck3 II.

ubar mz uc 20 S 600")
c1oeatimute("periocl azcne e ybar ubar :f11

1Tho os'tCOMMhNDl,!IIEO statomeu; Js Oil I,)' llUCCSSI\r,)' ill one
(If our lmplementatlona which \lSCS 1\ non-preemptive round-
robin scheduler, and docs not support the (I:t:gi'O and argo()
flllll,tfn\\s,

~Thtl yiold() statement !Ul\lSC.~ an explicit task-swltch In
OUt· nou pre-emptive round-robin scheduler,

tig2 :fig4 th2 th4 1$00")
doscale("pedod u u_scale 1 0 600")
dograph("pel'iod u_scale filt_lev uc 12 t2")
dowriteao("u_scale period)

Not an the processes specified in this statement list
are essential in the adaptive controller implementa-
tion. douaakmanagef.) provides a fun-time command
interpreter, dosysclockO provides an on screen cal-
ender and clock display, and dographf ) provides
graphical display of the controller performance. A
macro statement doadaptcoltt~Y13("', . ,II) could be
defined to initiate all these processes and the corn-
plebe adaptive control system could be added to the
PCO library as a single PCO.

4.3 Intuitive programming
This language allows intuitive programming, be-
cause a programmer developing Bonware at .(1. par-
ticular level of control is not required to possess any
skills which would be foreign to him. Fo.1'example,
programmers developing set-point control and DOC
functions ate not. required to have any knowledge of
low-level systems programming and lntcrpeccess COlTl-
rnunicution.

Similarly, programrners of higher level optimizing
control functions are not requited to have any un-
derstanding of the internal workings of set-point con-
trol and. DDC functions, Higher level functions are
programs 01' configurations consisting of lower level
functions.

4.4 Redundancy management and
fault detection

Each II_var is.owned by !l. single process, and the re-
suit of each. measurement is maintained ill I.\. ~eJH~-
rate l)_var. Where a number of p~11a7'Sre-present re-
dundant measurements of a single property, an ef-
feclive I)_vat' must be produced from some combl-
nation of (,he redundant llwvars. An arbitration or
contention-handling precess is responsible for produc-
ing she ejJectivc II_vat' from the redundant ]l.vars.
Different redundancy management strateglcs can be
lmplemented by the arbitration process.

Ideally, tbe nrbHration process should not know
how' many redundant IJwtJars are ill lise in its par-
ticular subsystem, It should also not have to know
the names of the indlvldualredundant {I_vat's. It is
possible to meet these requirements by using a suit-
able II_V(lr naming scheme together with n special
primitive for reading redundant I' ,V(lts, E(~c.hredun-
dant measurement is thua represented ill the system
by n unique p.Vllr, Redundant IJwvars can be given
the same name prefix, however each individual p_var
must have a unique aufllx, A primitive could then be
implemented to read a number or redundant .ZI_l/at'S
by specifying only the name prefix.



For example, in SOme implementation an arbitra-
tlou process may be responsible for producing an ef-
fcctivc DSV temp from five redundant temperature
ruoasur=rnenta represented by tempi, temp2 ....temp6.
A primitlve get..redundant_state(tetnp*. values)
could be developed to instantiate image DSVs of all
temp DSVs in the system. t emp« refers to all DSVs
with the name prefix temp, whilst val.ues is an array
irnn which the contents of the DSVs temp* must ne
iusorted, The arbitration process can then produce
an <'fret'LiveDSV temp from the image DSVs tamp*
using some red uudancy management technique.
This iedundancy mechanism enhances failure de-

tection Iacilltios. Because each measurement is rep-
resented by a unique 11_var in the system which indi-
Mil'S its temporal correctness, failures of redundant
subsystems call be traced by the computer system. A
fldlcd subsystem's p_1I(lr contents will be invalidated
by the passage of time. Because 11~varsmap directly
to single subsystems, it is not difficult to identify the
fI~i1edsu hsystern.

4.5 System verlfication
Computer control systems require extensive testing
befom tl,ey are commissioned. Often software ver-
illcation is performed by simulation. The proposed
language aids software verlflcation because it allows
the incorporation of real-time simulation PCOs. The
control configuration given in section tt.2.2 can be
verified by removing the statements dore<JdaiO and
dowriteaoO, which link the control system to the
plant, via an analog input and analog output, and by
iIIH(!I'I.ingthe statement dosilnulataO.

dostutlple("period 6 600")
docounter("period")
dot askmanage (" II)
dosysclock("")
dosimulata("pe:riod u~scala levell level.2

levelS 1.67 672 60011)

doaveraga("period level1 level~ leve13
ave~level 600")

dotilter("period ave_level tilt_lev 600")
dosynth("period tilt_lav :Eii fig2 :Hg4 th2

th4 tnZ cki ck2 ck3 ybar azone e aOo")
doadaptcont("period filt_lev ckl ck2 ck3 u

ubar InZ uo 20 5 600")
d09$timato("period azons a ybar uba:r :f'ii

fig2 fig4 th2 th4 600")
doscale("period u u_scale 1 0 600")
dog:raph("period u_scale filt_lev uo 12 12")

4.6 CASE
lnternctive and/or graphical "system conflgurators"
could be developed to generate code similar to that
givn)l in section 4.2.2. It is therefore possible to ex-
1.('1111 to this programming In.nglHlgeto the.point where

no actual programming is involved in the configura-
tion of high level control strategies. Such stl'ategies
would be "configured" intuitively using an approprl-
ate compu ter-aided software engineering tool.

5 Conclusion
This paper has examined the requirements which
should be met by any language specifically aimed
at process control programming applications. H was
shown how many of these requirements can be met
using the C language and primitives based on our
p_va'r theoretical model of process interaction. The
language addresses the programming of real-time dis-
tributed computet control systems at all levels. Real-
time performance is achieved through the use of a spe-
cialized real-time interprocess communication mech-
anism (DSV) which forms the backbone of the lan-
guage. Because provision of features for the man-
agement of time and distribution of information art'
intrinsic to the language, the programmer of a control
application module need not be concerned with the
communication of data to and from other modules. It
was shown how this language facilitates intuitive pro-
gramming of control systems, how it provides support
for redundancy and failure detection, and how it sup-
ports real-time simulation for software verification,
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