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ii. Abstract 
 
This study aimed to identify and analyse the key determinants of government 

cybersecurity capacity in African and developing countries and assess the effect of 

these determinants on government cybersecurity capacity within these two groups of 

countries. The study employed quantitative analysis using ordinal logistic regression 

models and the sixth version of the Digital Society Project dataset, specifically 

examining longitudinal data from 2000 to 2023 in 50 African and 90 developing 

countries. In developing countries, there was a negative relationship between 

government social media monitoring and government cybersecurity capacity, whereas 

there was no significant relationship between government social media monitoring and 

government cybersecurity capacity in African countries. The findings indicated that the 

impact of state Internet control measures on government cybersecurity capacity varies 

based on the specific control measure and its application. It also showed that 

monitoring social media and legal frameworks have different effects on the 

government’s cybersecurity capacity in these two groups of countries. A restrictive 

legal framework for state Internet content regulation was negatively correlated with 

government cybersecurity capacity in African countries. While this study has provided 

valuable insights into cybersecurity capacity building in African and developing 

countries, it also highlights the need for further research to address the identified 

limitations and explore new avenues for cybersecurity research in the Global South. 

 

Keywords: Government cybersecurity capacity, African countries, developing 

countries, Internet filtering, Internet shutdown, social media monitoring, Internet 

regulation, privacy protection, online content regulation, ordinal regression, DSP 

dataset. 
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Chapter 1: Introduction 

This study will investigate the determinants of government cybersecurity capacity in 

African and developing countries using the sixth version of the Digital Society Project 

(DSP) dataset. Specifically, it will examine the factors of digital media freedom and 

state internet regulation within the dataset to identify and analyse their influence on 

government cybersecurity capacity in African and developing countries. 

Over the last three decades, the Internet has established an extensive global network 

that generates billions of dollars annually for the global economy (Judge et al., 2021). 

According to Statista (2024), 67 percent of the global population, totalling 

approximately 5.44 billion people, use the Internet, a result enabled by technological 

advancements and reduced costs in the field. These factors have increased the 

accessibility, utility, and performance of the Internet (Tan et al., 2021). 

Cyberspace serves as the major platform in which states, individuals, non-

governmental organisations, and government bodies engage in economic, 

commercial, cultural, social, and governmental activities (Li & Liu, 2021). Cyber 

Security Intelligence (2017) states that cyberspace is a metaphorical area of the 

Internet that includes all the online activities people perform, including sending emails, 

browsing websites, and playing games. 

Owing to its low entry barrier, lack of transparency, and difficulty tracing the 

geographical origins of cyber threats, cyberspace has attracted a wide spectrum of 

entities, including governments, organised crime groups, terrorist organisations, and 

private citizens. This results in an increase in cyberwarfare, cybercrime, 

cyberterrorism, and cyberespionage, distinguishing them from traditional national 

security threats that are typically more visible and carried out by identifiable actors (Li 

& Liu, 2021). Consequently, conventional national security measures have proven 

ineffective in cyberspace (Sarker, 2021). 

Dutton et al. (2019) coined the term 'cybersecurity' to reflect the shift from emphasising 

computer security to protecting the extensive network of interconnected devices within 

the Internet. This shift reflects the evolving landscape of computer security, 
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highlighting resilience to unpredictable online attacks across all Internet-based 

environments. 

1.1 Problem Statement 

Globally, there has been substantial growth in the digitalisation of government 

operations and services, emphasising the importance of effective cybersecurity in 

protecting national security, economic stability, and citizen data. Despite the existence 

of some international standards for cyber-risk management, there remains a lack of 

international consensus on best practices or policies for cybersecurity capacity 

building, particularly in developing countries, making it difficult for governments to 

establish and implement cybersecurity measures (Dutton et al., 2019). 

Digital infrastructure is rapidly growing in African countries, resulting in an increase in 

cyberattacks on critical infrastructure, government institutions, and private companies. 

According to INTERPOL (2021), more than 90 percent of the continent’s businesses 

operate without the necessary cybersecurity protocols. In 2021, cybercrime reduced 

GDPs across Africa by 10 percent, resulting in a US$4 billion loss (Odueso, 2022). 

Notable incidents include the 2016 cyberattack in Liberia, which disrupted a major 

telecommunications operator's network (Allen, 2021), and the 2021 attack on South 

Africa's state-owned Transnet, which severely affected port operations (Reva, 2021). 

These incidents, along with attacks on the Nigerian National Security Agency and one 

of South Africa’s major municipal governments, underscore the cyber vulnerabilities 

of these countries and the repercussions of inadequate cybersecurity capacity (Allen, 

2021). 

Addressing these cybersecurity vulnerabilities is crucial for creating a more secure 

and strong digital infrastructure, which will contribute to economic and social progress 

in African and developing countries. Understanding the determinants of government 

cybersecurity capacity in African countries is crucial for policymakers, international 

organisations, and stakeholders aiming to enhance cybersecurity capacity across the 

continent. 

1.2 Research Purpose 

The purpose of this study is to investigate the determinants of government 

cybersecurity capacity in African and developing countries. Specifically, this research 
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aims to identify the factors influencing government cybersecurity capacity, focusing on 

aspects such as state Internet regulation capacity and approach and digital media 

freedom.  

1.3 Research Questions 

The primary aim of this study is to answer the question: what are the determinants 

of government cybersecurity capacity in African and developing countries? 

The secondary research question for this study is: what is the effect of the 

determinants on government cybersecurity capacity? 

1.4 Research Objectives  

• To identify the determinants of government cybersecurity capacity in African 

and developing countries.  

• To determine the effects of the determinants of government cybersecurity 

capacity in African and developing countries. 

1.5 Research Hypotheses 

This study has three main research hypotheses, which are outlined below. 

 

Hypothesis 1: Internet control measures and cybersecurity capacity 

African and developing countries with stronger Internet control measures (filtering 

and shutdown capacities and practices) are more likely to have higher government 

cybersecurity capacity. 

 

Hypothesis 2: Social media regulation and cybersecurity capacity 

African and developing countries that actively regulate and monitor social media 

(shutdowns, monitoring, and censorship) are less likely to demonstrate higher 

government cybersecurity capacity. 

 

Hypothesis 3: Legal and regulatory framework and cybersecurity capacity 

A robust legal and regulatory framework, including data privacy protection and laws 

protecting online political speech, is positively correlated with higher government 

cybersecurity capacity in African and developing countries. 
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1.6 Scope and delimitations  

1.6.1 Scope  

This study employs a quantitative analysis of the sixth version of the DSP dataset, 

spanning from 2000 to 2023, to identify the factors that influence government 

cybersecurity capacity. The primary focus is on African countries because of their 

distinct vulnerabilities to cyber threats, as exemplified by incidents in Liberia, South 

Africa, Nigeria, and other countries (Allen, 2021; Odueso, 2022; Reva, 2021). In 

addition, the research will incorporate studies from other developing countries to 

identify common challenges and aggregate trends, thereby contributing to a more 

comprehensive comprehension of cybersecurity capacity-building in the Global South. 

Specifically, this study will examine the influence of state internet regulation capacity, 

as well as digital media freedom, on government cybersecurity capacity. 

1.6.2 Delimitations 

This study will specifically focus on African and developing countries, excluding an 

examination of government cybersecurity capacity in developed countries, as these 

countries face distinct challenges due to limited resources, rapid digitisation, and 

evolving cyber threats. In addition, the research will exclusively use the DSP dataset, 

excluding any other data sources. The analysis will not examine differences in 

cybersecurity capacity between African and developing countries, nor will it assess 

the cybersecurity capacity of individual countries within these regions. The study will 

not conduct a comparative analysis of the discussed cybersecurity and digital 

readiness indexes, as the emphasis is on analysing the determinants of government 

cybersecurity capacity rather than benchmarking African and developing countries 

against existing frameworks. 

1.7 Significance of the study 

This study aims to contribute to a deeper understanding of cybersecurity challenges 

and opportunities confronting African and developing countries, with the goal of 

providing valuable insights for policymakers and stakeholders by identifying the key 

determinants of government cybersecurity capacity. The findings are expected to 

guide efforts to address critical areas that require attention and investment in state 

Internet regulation and digital media freedom, which may lead to the improvement of 

cybersecurity capacity in these regions. This research seeks to contribute to 
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developing cybersecurity capacity in African and developing countries and 

strengthening their resilience to cyber threats. 

Additionally, the study contributes to the broader academic discourse on 

cybersecurity, particularly by providing a perspective on cybersecurity capacity 

building in African and developing countries, which are often underrepresented in 

global cybersecurity research. The focus on state Internet regulation capacity and 

approach, digital media freedom, and their influence on government cybersecurity 

capacity provides a nuanced understanding of the Internet’s political and social factors 

that shape cybersecurity policies and practices in African and developing countries. 

1.8 Theoretical Framework 

This study uses Critical Security Studies (CSS) to explore how and why countries 

securitise digital threats, expand surveillance, and construct cybersecurity capacity as 

a response to perceived risks, which justifies the selection of DSP variables related to 

filtering, shutdown, social media monitoring, privacy law, and regulatory capacity.  

1.9 Conceptual Framework 

This study uses the DSP dataset and the Oxford Global Cyber Security Capacity 

Centre’s (GCSCC’s) Cybersecurity Maturity Model for Nations (CMM) as a conceptual 

framework. It specifically examines the effect of digital media freedom and state 

Internet regulation capacity and approach on government cybersecurity capacity in 

African and developing countries. The DSP variables, such as Internet filtering, 

Internet shutdown, social media monitoring, privacy law, and regulatory capacity, 

correspond with the core dimensions of the Oxford GCSCC’s CMM, thereby providing 

justification for the selection of these variables. 

1.9 Methodology overview  

The research methodology employs a quantitative analysis, utilising regression 

models to determine the factors influencing government cybersecurity capacity in 

African and developing countries. The nine variables used in the study are obtained 

from the sixth version of the DSP dataset. 
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2.0 Summary 

This introductory chapter has established the importance of cybersecurity capacity in 

African and developing countries in the context of increasing digitalisation and 

evolving cyber threats. The chapter has shown that whilst the Internet has created 

substantial economic value and enabled unprecedented connectivity—with 67 percent 

of the global population now online—cyberspace's accessibility and lack of 

transparency have made it vulnerable to exploitation by both state and non-state 

actors. This vulnerability has required a shift in security thinking from traditional 

national defence approaches towards comprehensive cybersecurity systems capable 

of protecting interconnected digital infrastructure. 

 

The problem statement has highlighted the serious cybersecurity challenges facing 

African countries, where rapid digital infrastructure growth has exceeded the 

development of adequate cybersecurity measures. With over 90 percent of African 

businesses operating without proper cybersecurity protocols, the continent 

experienced a 10 percent GDP reduction in 2021 due to cybercrime, totalling US$4 

billion in economic losses. Major cyberattacks on critical infrastructure in Liberia, 

South Africa, and Nigeria have demonstrated the severe operational and economic 

consequences of insufficient government cybersecurity capacity, establishing the 

practical need for this investigation. 

 

This study addresses the identified research gap by investigating the determinants of 

government cybersecurity capacity in African and developing countries, with particular 

focus on state Internet regulation capacity and approach, and digital media freedom. 

Through analysis of the Digital Society Project dataset (2000–2023), the research 

examines three main hypotheses concerning the relationships between Internet 

control measures, social media regulation, legal and regulatory frameworks, and 

government cybersecurity capacity. The research objectives focus on identifying key 

determinants and analysing their effects on cybersecurity capacity development 

across these regions. 

 

The study is limited to African and developing countries, recognising their distinct 

challenges relating to resource constraints, rapid digitalisation, and evolving cyber 
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threats that differ from developed country contexts. By using CSS as the theoretical 

framework and the Oxford GCSCC’s CMM as the conceptual framework, this research 

provides analytical tools for examining how countries respond to digital threats and 

build cybersecurity capacity. The variables selected from the DSP dataset—including 

Internet filtering, Internet shutdowns, social media monitoring, privacy law, and 

regulatory capacity—correspond directly with core dimensions of cybersecurity 

maturity, providing justification for the research design. 

 

The significance of this study extends beyond immediate policy implications for African 

and developing countries. By providing empirical analysis in an under-researched area 

of global cybersecurity, this investigation seeks to inform evidence-based capacity-

building strategies whilst contributing to academic discussion on the political, social, 

and regulatory determinants of cybersecurity in the Global South. The subsequent 

chapters will systematically examine relevant literature, outline the methodological 

approach, present findings, and discuss their implications for cybersecurity 

governance and capacity development in African and developing countries. 

  



18 

 

Chapter 2: Literature Review 

The literature review provides a comprehensive understanding of the current state of 

cybersecurity in African and developing countries by analysing existing cybersecurity 

indices and the challenges faced by these countries. The Global Cybersecurity Index 

(GCI) and the National Cyber Security Index (NCSI) assess the cybersecurity 

capabilities of countries, whereas the Network Readiness Index (NRI) evaluates a 

country's readiness to capitalise on ICT potential for economic and social 

development. Additionally, the Cyber Defense Index (CDI) focuses on the digital 

preparedness of the world's leading economies, and can serve as a benchmark for 

developing countries can potentially achieve. Together, these indices enable 

governments, policymakers, academia, and cybersecurity specialists to monitor 

progress, identify gaps, and prioritise areas for improving cybersecurity capacity. 

Furthermore, the theoretical and conceptual framework sections establish a 

foundation for subsequent quantitative analysis by focusing on CSS and the Oxford 

GCSCC’s CMM dimensions and identifying relevant proxy measures within the DSP 

dataset. By methodically analysing the Oxford GCSCC’s CMM and the DSP dataset, 

the researcher identified factors influencing government cybersecurity capacity in 

African and developing countries. 

2.1 Understanding Cybersecurity  

According to Creese et al. (2021), the widespread adoption and increasing 

significance of Information and Communication Technologies (ICTs) have raised 

concerns about the security of digital devices, data, networks, platforms, and ICT 

services, commonly referred to as digital security or cybersecurity. Cybersecurity is 

defined as "the collection of tools, policies, security concepts, security safeguards, 

guidelines, risk management approaches, actions, training, best practices, assurance, 

and technologies that can be used to protect the cyber environment, organisations, 

and users’ assets" (ITU-T, 2008, p. 2).  

Cybersecurity helps safeguard online data and applications from cyber threats, 

whereby malicious actors aim to gain access, amend, or erase sensitive information, 

extract funds from users, or disrupt the routine operations of businesses or 
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governmental entities. Common threats encompass malware, ransomware, social 

manipulation, phishing, and an array of others, posing a challenge to maintaining data 

security given the rapid rate of technological advancement. 

In numerous African countries, the absence of cybersecurity laws and mechanisms is 

evident, exposing businesses to cyber threats and attacks. According to INTERPOL 

(2021), most African countries lack sufficient cybersecurity frameworks, with almost 

90 percent of African businesses deficient in essential security measures to safeguard 

themselves. This insufficiency raises vulnerability to cyberattacks, potentially resulting 

in significant financial repercussions for these countries (INTERPOL, 2021). 

Consequently, the enhancement of cybersecurity capacity is increasingly recognised 

as a dependable strategy to tackle cybersecurity issues (Creese et al., 2021a).  

2.2 Cybersecurity and Digital Readiness Indexes 

In the existing digital environment, organisations have designed various cybersecurity 

indices to quantify cybersecurity, which serves as a framework for assessing 

cybersecurity initiatives, comparing performance, and pinpointing areas for 

development. This metric incorporates basic security metrics, control enablers, and 

capability tiers to efficiently assess the cybersecurity preparedness of countries. 

Moreover, the evaluation conducted by cybersecurity indexes delves into the notion of 

cyber risk from a diverse standpoint, considering not only the various existing threats 

but also the readiness of different nations, thus revealing the influence of 

socioeconomic factors such as the human development index (HDI), GDP, level of 

democracy, and state of peace on the overall levels of cyber risk. By utilising these 

specified metrics, both organisations and policymakers have gained valuable insights 

into the efficacy of their cybersecurity measures, allowing them to prioritise areas for 

enhancement and adapt their strategies to effectively combat and mitigate the risks 

posed by cyber threats within an ever-changing digital landscape (Malaivongs et al., 

2022). 

Among many existing indices, the GCI and the NCSI are two of the most notable 

cybersecurity indices that offer a mechanism for capacity building and a method to 

monitor progress for governments, policymakers, academia, and cybersecurity 

specialists. This discussion primarily focuses on these two indices due to their 
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comprehensive methodologies, global recognition, and relevance to the objectives of 

this study. Additionally, the other two indices were chosen for their distinctive 

approaches to evaluating cybersecurity readiness and resilience, which provide an 

understanding of the challenges advanced economies and developing countries face 

in boosting their cybersecurity capabilities. 

2.2.1 Global Cybersecurity Index 

The Global Cybersecurity Index (GCI) evaluates levels of cybersecurity development 

or involvement across five pillars for each country, namely legal measures, technical 

measures, organisational measures, capacity development, and cooperation, to 

assess the degree of cybersecurity development or participation in each country 

(Bruggemann et al., 2022; International Telecommunications Union, 2021a). The GCI 

is extensively acknowledged as a leading cybersecurity index that evaluates the extent 

of cybersecurity maturity and is actively employed by various countries to oversee their 

cybersecurity development (Mckinsey & Company, 2020). Mauritius was ranked 17th 

out of 194 countries, the highest-ranked position among African countries in the 2020 

GCI report (International Telecommunications Union, 2021a). Egypt ranked 23rd and 

Tanzania 37th Ghana (43rd), Tunisia (45th), Morocco (50th), Benin (56th), Rwanda 

(57th), South Africa (59th), and Botswana (88th) were among the top ten ranked 

African countries (International Telecommunications Union, 2021a). 

i. Legal Measures 

The criteria for legal measures examine the laws that countries have in place to 

combat malicious cyber activities and the legislation that countries are developing to 

counter malicious cyber activities (International Telecommunications Union, 2021a). 

Notably, numerous countries have established data privacy protection laws, with 133 

countries having passed such laws, while 15 are in the process of doing so, and 46 

do not have any data privacy protection laws (International Telecommunications 

Union, 2021a). The 2020 GCI report found that 11 out of 44 African countries lacked 

legislation related to data protection, while 24 out of the 44 African countries had no 

legislation or policy for data breach and incident notification (International 

Telecommunications Union, 2021a). This highlights the necessity for African countries 

to accelerate the drafting and adoption of far-reaching data protection legislation and 
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regulations to safeguard the confidentiality and integrity of citizens' personal 

information. 

Most countries have laws prohibiting illegal access, with few noticeable regional 

variations. 100 countries had established laws that consider online harassment and 

abuse illegal, whereas seventeen other countries were still busy legislating similar 

laws, and 77 countries did not have any laws prohibiting illegal access (International 

Telecommunications Union, 2021a). It was found that 50 percent of African countries 

had no online harassment laws. 

ii. Technical Measures 

The technical measures pillar examines the technical infrastructure of countries 

concerning monitoring, detecting, and responding to cyber threats and incidents 

(International Telecommunications Union, 2021a). Governments rely on Computer 

Incident Response Teams (CIRTs) to provide a unified point of contact to address 

nationwide cyber incidents. They facilitate prompt and well-organised measures, 

enabling countries to glean valuable insights from previous errors and reinforce their 

robustness in the face of digital threats (International Telecommunications Union, 

2020). National CIRTs are often initiated and executed based on the laws and policies 

of countries. Typically, CIRTs are supervised by a specific department or 

governmental organisation. However, when a country is constrained by a budget to 

establish a national CIRT, it outsources CIRT operations to private companies. 

Despite notable advancements in establishing CIRTs, numerous countries, especially 

those with limited resources, still grapple with substantial obstacles. The primary 

obstacles include inadequate funding, insufficient understanding of technology and 

cybersecurity, limited research and development, and difficulties in prioritising efforts 

amidst complex political landscapes. These challenges can significantly impede the 

effective implementation of technology to combat cybersecurity threats. 

The 2020 GCI report uncovered a concerning trend amongst African countries, where 

more than half of the countries surveyed (23 out of 44) lacked a national CIRT. 

Moreover, a staggering 80 percent of these countries did not have a sector-specific 

CIRT in place. This underscores the urgent need for increased investment, capacity 

building, and international collaboration to support the development of CIRTs in these 
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African countries. By doing so, these countries can bolster their cybersecurity 

capabilities and respond more effectively to emerging threats. 

iii. Organisational Measures 

This pillar analyses the organisational measures, administration, and regulations of 

cybersecurity in countries (International Telecommunications Union, 2021a). 

Cybersecurity should be kept at the primary level of the administrative branch, and 

various state bodies should be assigned specific responsibilities for their country's 

cybersecurity responses. A national cybersecurity strategy (NCS) usually serves as 

the foundational element of organisational measures at the state level. The NCS is a 

collaborative framework involving multiple stakeholders that enables collaboration 

among government organisations, civil society organisations and private enterprises 

to effectively respond to work together in the wake of cyber incidents and prevent them 

(International Telecommunications Union, 2021a). The 2020 GCI report found that 

nearly 90 percent of African countries did not regularly update or modify their NCS 

frameworks to address the continuously changing cybersecurity threats and needs 

(International Telecommunications Union, 2021a). Additionally, about 77 percent of 

these African countries did not conduct national cybersecurity audits (International 

Telecommunications Union, 2021a).   

With the rise of cyberattacks on critical infrastructure such as power grids, water 

treatment facilities, and transportation systems, it has become increasingly important 

to prioritise risk management measures aimed at reducing the likelihood and impact 

of serious incidents. Protecting critical infrastructure against cyber threats has become 

a dominant concern in national security agendas. However, a substantial number of 

countries have neglected critical infrastructure protection in their overall security 

frameworks. Significantly, half of the African countries (22 out of 44 countries) 

analysed in the 2020 GCI study did not address either critical infrastructure or 

cybersecurity resilience (International Telecommunications Union, 2021a). 

iv. Capacity Building 

The capacity-building pillar examines the accessibility and quality of cybersecurity 

education, research, and development programmes in the country (International 

Telecommunications Union, 2021a). Least developed countries (LDCs), which 

performed below par on the GCI, are often faced with a higher likelihood of 
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encountering limitations in resources while attempting to bridge the gap in their 

cybersecurity capabilities. Their capacity to safeguard their ICT systems may have 

been hindered by various factors, exhibiting a gap in specialised competencies and 

expertise, policy constraints, and a deficiency in ICT skills. While many African 

countries struggled with development, Tanzania, Rwanda, and Benin showed notable 

progress. These three countries possess a robust cybersecurity sector that was 

entirely domestically designed and developed (International Telecommunications 

Union, 2021a). 

More countries added cybersecurity courses to their national primary and secondary 

educational curricula after the publication of the 2018 GCI report (International 

Telecommunications Union, 2021a). By the time the 2020 GCI study was completed, 

only a small proportion of countries (slightly above five percent) had taken the initiative 

to integrate basic online safety lessons into their primary school curricula, empowering 

young children to navigate the digital world safely. Furthermore, over seven percent 

of countries had incorporated cybersecurity-related resources into their secondary 

education programs, providing aspiring cybersecurity professionals with future career 

opportunities (International Telecommunications Union, 2021a). The reports above 

findings on the implementation of cybersecurity educational curricula did not 

exclusively focus on African countries. 

Even though the 2020 GCI report does not exclusively mention African countries, it 

found that most countries (over 60 percent) have made concerted efforts to enhance 

cyber awareness among varying-sized entities, including smaller businesses, mid-

sized companies, large corporations, public sector organisations, and government 

bodies (International Telecommunications Union, 2021a). This is a notable 

improvement compared to the 38 percent of countries that had not previously 

undertaken any cybersecurity awareness initiatives. These efforts involved providing 

valuable resources through national CIRTs, educating target audiences on essential 

online safety practices and cybersecurity standards, and offering network security 

solutions to support their cybersecurity posture (International Telecommunications 

Union, 2021a). 

Even though the 2020 GCI report does not exclusively mention African countries,  it 

found that 46 percent of countries provided national sector-specific cybersecurity 
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training to public sector and government officials (International Telecommunications 

Union, 2021a). A substantial majority of countries (80 percent) had initiated 

cybersecurity capacity-building programmes for ICT professionals, including those in 

small and medium-sized enterprises and the private sector. These training initiatives 

were delivered through various channels, including national CIRTs, national 

cybersecurity centres, and recognised courses that are offered by regional and 

international institutions. While some countries aim to significantly increase their pool 

of cybersecurity professionals, they face challenges in providing nationally funded 

training programmes. Instead, they rely on international training opportunities offered 

by reputable cybersecurity certification organisations. These organisations provide 

valuable training and certification programs that help bridge the skills gap in the 

cybersecurity workforce (International Telecommunications Union, 2021a). 

v. Cooperation 

The fifth pillar, cooperation, evaluates countries’ participation in international 

information-sharing and collaboration initiatives (International Telecommunications 

Union, 2021a). Due to the digital landscape being borderless, collaboration is an 

essential strategy in addressing cybersecurity. Safeguarding the global cyber 

ecosystem requires collaboration at national, regional, and international levels as no 

single entity can ensure its security. Collaboration efforts involve countries with 

bilateral and multilateral agreements, as well as those involved in interagency and 

public-private partnerships. Bilateral and multilateral agreements play a vital role in 

setting norms and fostering international cooperation in cybersecurity. The primary 

objectives of cybersecurity collaboration include standardising minimum-security 

measures, sharing information and best practices, and establishing norms of 

behaviour (International Telecommunications Union, 2021a). 

The 2020 GCI report indicated that 90 countries, not exclusively African countries, had 

negotiated bilateral cybersecurity agreements focusing on capacity development and 

information sharing. A total of 37 countries had bilateral agreements that 

encompassed the exchange of information and capacity-building initiatives but 

stopped short of providing mutual legal assistance. In the context of the 2020 GCI 

study, multilateral agreements are defined as those that engage three or more 

countries, distinct from broader international treaties such as the Budapest Convention 
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on Cybercrime (International Telecommunications Union, 2021a). A significant 

majority of countries, 57 percent, had already committed to multilateral agreements, 

whereas 46 countries had opted for bilateral agreements. Furthermore, 99 countries 

had signed or ratified multilateral agreements that prioritise information sharing and 

capacity building. 10 out of 44 African were participating in bilateral cybersecurity 

agreements whereas 19 African countries were participating in multilateral 

cybersecurity agreements (International Telecommunications Union, 2021a). 

Beyond formal agreements, participation in international activities has significantly 

enhanced cybersecurity practices. Over 140 countries, not exclusively African 

countries, had engaged in a variety of cybersecurity-related activities, including 

international conferences, capacity-building workshops, bilateral partnerships, and 

multilateral conventions. These engagements provided opportunities for countries to 

learn about effective practices and new approaches to addressing cybersecurity 

threats. The 2020 GCI report highlighted that 86 countries, not exclusively African 

countries, are engaged or soon will be engaged in international or domestic public-

private partnerships focusing on facilitating intelligence sharing, good practice 

exchanges, and communication of research and development needs. 

Countries have also taken steps to strengthen their cybersecurity ecosystems by 

organising conferences and workshops and contracting private sector companies to 

develop training programmes for the public sector. A growing number of countries are 

developing science and technology parks, which serve as hubs for collaboration 

between the private and public sectors. These initiatives aim to build a comprehensive 

cybersecurity ecosystem (International Telecommunications Union, 2021a). 

2.2.2 National Cyber Security Index  

The National Cyber Security Index (NCSI) measures a country's ability to manage 

cyber threats. Experts calculate the NCSI score, which reflects the proportion of the 

highest achievable value a country has attained on each indicator, by considering both 

the country's digital development level and the relative importance of each 

cybersecurity measure (e-Governance Academy, n.d.). 

The NCSI has utilised a group of 12 capacities split into three categories: strategic, 

preventative, and responsive (E-Governance Academy, n.d.-b). These categories 
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encompass 49 indicators to assess 176 countries' readiness to manage cyber threats 

and incidents. Despite its global scope, only 37 African countries have been analysed 

in the NCSI report. Morocco ranked the highest in Africa and 32nd out of 176 countries, 

with a score of 70.13 out of 100, followed by Benin (58th) with a score of 58.44 and 

Egypt (61st) with a score of 57.14. Conversely, South Sudan ranked the lowest overall 

in Africa, with a score of 1.30 out of 100 (e-Governance Academy, 2023). 

i. Strategic Cybersecurity Indicators 

The strategy cybersecurity category assesses the cybersecurity policy, global 

cybersecurity contribution, education and professional development, and countries' 

cybersecurity research and development capacities (E-Governance Academy, n.d.-b). 

Cybersecurity Policy Capacity 

The cybersecurity policy capacity area evaluates a country's ability to establish a 

unified and comprehensive cybersecurity strategy, ensuring a well-planned and 

coordinated approach to addressing cyber threats by evaluating high-level leadership, 

policy development, coordination, and the articulation of a national cybersecurity 

action plan. Effective governance frameworks and national strategies are deemed to 

be essential for managing digital risks and enhancing cybersecurity resilience (E-

Governance Academy, n.d.-b). 

Global Cybersecurity Contribution Capacity 

The global cybersecurity contribution capacity area evaluates a country's participation 

in international collaborations aimed at developing a secure cyber ecosystem through 

cooperative diplomacy and initiatives to build capacity that promotes global cyber 

resilience and peaceful online interactions (E-Governance Academy, n.d.-b). 

Education and Professional Development Capacity 

The education and professional development capacity area assesses whether a 

country has a formal cybersecurity education and professional development system. 

It emphasises the significance of teaching children basic digital skills and cyber literacy 

as a foundational step towards higher education. Long-term educational opportunities 

are vital for developing a competent and experienced workforce in ICT and 

cybersecurity through the regular production of ICT professionals. In addition, the 

programme includes expert and interservice collaboration, with a focus on effective 
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techniques that can substantially enhance a country's cybersecurity capacity (E-

Governance Academy, n.d.-b). 

Cybersecurity Research and Development Capacity 

The capacity area of cybersecurity research and development evaluates a country's 

ability to foster research and development in the field of cybersecurity. It considers the 

incentives to encourage innovation and create a space that improves cybersecurity 

capabilities. Countries fund researchers to help improve their technological resilience 

against emerging risks and shape the overall cybersecurity environment (E-

Governance Academy, n.d.-b).  

ii. Preventative Cybersecurity Indicators 

The prevention capacity area evaluates whether a country can prevent cyber risks in 

its digital ecosystem (including cloud services and supply chains). This includes threat 

assessments and increasing cybersecurity awareness. As technology continues to 

evolve and become increasingly intertwined with our daily lives, the likelihood of cyber 

threats and vulnerabilities has also grown. Therefore, it is essential to identify and 

comprehend the nature of these threats, as well as the underlying factors that 

exacerbate or mitigate them and the potential fallout that can result (E-Governance 

Academy, n.d.-b). 

Cybersecurity of Critical Information Infrastructure Capacity 

The cybersecurity critical infrastructure capacity reflects a nation's ability to form and 

administer its information structures, particularly those that have the potential to 

compromise a country's health, safety, security, or financial status. Competent risk 

management and regulatory measures are essential for ensuring the resilience of 

critical infrastructure. Competent risk management and regulatory measures are 

essential for ensuring the resilience of critical infrastructure (E-Governance Academy, 

n.d.-b). 

Cybersecurity of digital enablers capacity 

This capacity area examines national digital procedures to protect key digital 

infrastructures, such as electronic identity and trust services. The security and 

dependability of such digital systems are critical for ensuring the continuity of 
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government and administrative activities as well as facilitating trusted digital 

transactions (E-Governance Academy, n.d.-b). 

Cyber threat analysis and awareness-raising capacity  

This capacity area encompasses collecting, examining, and disseminating cyber 

threat intelligence. Its primary goal is to educate the public about cybersecurity risks 

and provide actionable insights to diverse stakeholders, enabling them to bolster their 

defence against potential threats (E-Governance Academy, n.d.-b). 

Protection of personal data  

The capacity area of protection of personal data concentrates on safeguarding online 

privacy and personal data and assessing the cyber-related dimensions of national 

data protection laws and their implementation frameworks. Ensuring robust data 

protection laws and organisational accountability is crucial for safeguarding 

individuals' privacy in cyberspace (E-Governance Academy, n.d.-b). 

iii. Responsive Cybersecurity Indicators 

The responsive category assesses a country's ability to identify, address, and recover 

from cyber incidents and crimes (E-Governance Academy, n.d.-b). Cyber operations 

and cyberspaces are increasingly integral to modern warfare. The United Nations (UN) 

Charter upholds the principle of self-defence, allowing states to protect themselves 

individually or collectively in the event of an armed attack. Cyber defences are being 

strengthened as a vital component of national defence, with numerous countries 

establishing dedicated cyber units for military operations. As cyber defence units 

become a standard component of national defence agencies, governments must 

ensure that they fully comply with International Humanitarian Law (E-Governance 

Academy, n.d.-b). 

Cyber incident response capacity  

The cyber incident response capacity area assesses developing and maintaining 

national capacities comprising prevention, detection, response, and recovery from 

cybercrime. It underlines the necessity of having a working CIRT at the national level 

(E-Governance Academy, n.d.-b). 
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Cyber crisis management capacity  

The cyber crisis management capacity area assesses a country’s preparedness to 

counter extensive cyber incidents or cyber-induced crises. It inspects the inclusion of 

cyber risks in the national crisis plan, crisis management implementation, and 

readiness to involve other stakeholders in the government's crisis management 

functions (E-Governance Academy, n.d.-b). 

Fight against cybercrime capacity  

This capacity area examines the extent and seriousness of a country’s response 

towards cybercrime in terms of legislation and organisational structure, as well as 

cooperation with other countries (E-Governance Academy, n.d.-b). 

Military cyber defence capacity  

This capacity area focuses on the development of military cyber defence capabilities 

to safeguard national sovereignty, territorial boundaries, and constitutional stability 

against external threats. It assesses the establishment of military cyber bodies, rules, 

supervision, and the conduct of military cyber protection exercises (E-Governance 

Academy, n.d.-b). 

2.2.3 Network Readiness Index 

The Network Readiness Index (NRI) assesses a country’s preparedness to utilise 

opportunities from ICT for economic and social growth (Portulans Institute, 2023b). 

Although it is not specifically a cybersecurity index, the NRI evaluates the 

preparedness of critical ICT against cyber threats (Portulans Institute, 2023b). 

The NRI examines four pillars: technology, people, governance, and impact. The 

technology pillar evaluates the status of the country’s ICT sector. The people pillar 

assesses the implementation of ICT by persons, companies, and authorities. The 

governance pillar analyses the country's policies and regulations regarding the use of 

ICT. The impact pillar focuses on the relativity of ICT usage regarding economic and 

social consequences. By providing a detailed assessment of these dimensions, the 

NRI serves as a valuable tool for policymakers and stakeholders to benchmark digital 

competitiveness, identify areas for improvement, and track progress over time 

(Portulans Institute, 2023b). 
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According to the 2023 NRI rankings, which analyses 134 countries, the most network-

ready societies are predominantly in Europe (17 of the top 25 ranked countries), 

certain regions of Asia and the Pacific (with Singapore ranking second overall), and 

North America (with the United States ranking first overall). All three of these top-

ranked countries are high-income countries. Conversely, the highest-ranked low-

income countries are from Africa: Rwanda (99th), Uganda (117th), and Gambia 

(120th). The disparity in rankings between high and low-income countries underlines 

the importance of cybersecurity capacity building, as resource constraints often 

contribute to lower cybersecurity capacity for low-income countries. The highest-

ranked African countries are Kenya (70th), South Africa (74th), and Mauritius (76th) 

(Portulans Institute, 2023a). 

2.2.3 Cyber Defense Index  

The Cyber Defense Index (CDI) evaluated the cybersecurity preparedness of the 20 

largest and most digitally progressive economies. The assessment used four key 

pillars to gauge cybersecurity readiness, which encompassed evaluating critical 

infrastructure, cybersecurity resources, organisational capabilities, and adherence to 

policy guidelines (O’Brien, 2022). 

i. Critical Infrastructure  

This pillar investigates the reliability of telecommunication networks and the security 

of digital resources to enable essential economic activity. The indicators of this pillar 

measure ICT infrastructure capacity, the number of data centres per million people, 

secure Internet services per million people, Internet server infrastructure assets in 

each country, and the perceived resilience and security of critical infrastructure assets. 

The critical infrastructure pillar contributes 30 percent of the overall CDI score 

(O’Brien, 2022). 

ii. Cybersecurity Resources 

This pillar assesses the technological and legal measures in place in each country to 

safeguard cybersecurity assets, prohibit unauthorized access, and enforce 

cybersecurity standards. Indicators include a country's cybersecurity commitments, 

data privacy and protection legislation, and the effectiveness of organisational 

cybersecurity capabilities such as data analytics, Artificial Intelligence (AI), blockchain, 
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anti-phishing, and anti-ransomware. The cybersecurity resources pillar contributes 35 

percent of the overall CDI score (O’Brien, 2022).  

iii. Organisational Capacity  

This pillar assesses institutions' digital maturity and expertise by incorporating 

conventional cybersecurity principles into operations in each country. The indicators 

examine the effectiveness of digital involvement among all stakeholders, 

governments' readiness to use AI technology in public services, and their knowledge 

of AI and cybersecurity implementation. The organisational capacity pillar contributes 

20 percent of the overall CDI score (O’Brien, 2022).   

iv. Policy Commitment  

This pillar evaluates the effectiveness and quality of cybersecurity regulation, as well 

as the government's commitment to supporting resilient cybersecurity practices, which 

includes laws and regulations, public-private collaboration, and involvement in global 

Computer Emergency Response Team (CERT) programmes. The indicators assess 

regulatory quality, government efficiency in providing public services and 

implementing policies, and corporate perceptions of regulatory reliability. The policy 

commitment pillar contributes 15 percent of the overall CDI score (O’Brien, 2022). 

The CDI report highlights that high-ranking countries such as Australia and the 

Netherlands have shown a strong commitment to cybersecurity through investments 

in digital infrastructure, data privacy regulations, and coordinated agencies. It further 

emphasises the need for both robust cybersecurity measures and a favourable policy 

environment that fosters innovation and growth (O’Brien, 2022). 

Seven developing countries, none of which are African, qualified for the CDI 

2022/2023 rankings. These countries included China, Saudi Arabia, Mexico, India, 

Brazil, Turkey, and Indonesia. These developing countries ranked in the lower tier of 

the CDI rankings which suggests that they encounter more challenges in 

strengthening and maintaining their digital infrastructure than developed countries. 

The report mentions China as an example for how excessive internet control can 

hinder innovation and economic growth, potentially negatively impacting long-term 

cybersecurity preparedness (O’Brien, 2022).  
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The CDI report proposes that these developing countries need to transition from long-

term evolution (LTE) networks to fifth-generation (5G) networks to improve their 

cybersecurity capacity (O’Brien, 2022). However, transitioning from LTE to 5G 

networks requires substantial financial investments and technically competent 

organisations to assist with this process. Further research and analysis beyond the 

scope of the CDI is imperative for obtaining a more comprehensive understanding of 

the cybersecurity capacities of developing countries. 

2.3 Building cybersecurity capacity  

The Oxford GCSCC developed the CMM, which provides detailed guidelines to attain 

various levels of cybersecurity capacity (Creese et al., 2021). The CMM also enables 

researchers and policymakers to assess a country's cybersecurity capacity across five 

critical dimensions: cybersecurity policy and strategy; cybersecurity norms and 

practices; building cybersecurity knowledge and capabilities; legal and regulatory 

framework; and standards and technologies (Global Cyber Security Capacity Centre, 

2021). 

The cybersecurity policy and strategy dimension examine a country's ability to 

formulate and implement cybersecurity strategies, as well as bolster its cybersecurity 

resilience by enhancing incident response, cyber defence, and protection of critical 

infrastructure. This dimension focuses on the effective development and 

implementation of national cybersecurity strategies while upholding the advantages of 

a secure cyberspace crucial for government operations, international commerce, and 

societal well-being (Global Cyber Security Capacity Centre, 2021). 

The cybersecurity culture and society dimension evaluate key aspects of promoting a 

responsible cybersecurity culture, which includes cyber risks in society, levels of trusts 

in online services, e-government, and e-commerce, as well as individuals' 

understanding of safeguarding personal information on the Internet. Furthermore, this 

dimension examines the presence of reporting systems for individuals to report 

cybercrimes, along with the impact of media and social media in shaping attitudes, 

values, and behaviours related to cybersecurity (Global Cyber Security Capacity 

Centre, 2021). 
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The building cybersecurity knowledge and capabilities dimension assesses the 

availability and quality of cybersecurity programs for different stakeholders, focusing 

on public awareness-raising, educational programs, and professional training 

opportunities (Global Cyber Security Capacity Centre, 2021).  

The legal and regulatory framework dimension scrutinises the government's ability to 

develop and enforce national laws relevant to cybersecurity, focusing on regulatory 

mandates, cybercrime legislation, and associated legal frameworks. This dimension 

also examines the implementation and enforcement of cyber laws through law 

enforcement agencies, prosecution mechanisms, regulatory bodies, and court 

systems, while considering formal and informal cooperation mechanisms to combat 

cyber threats (Global Cyber Security Capacity Centre, 2021). 

The standards and technologies dimension analyses the use of cybersecurity 

technology to protect individuals, organisations, and infrastructure. It also examines 

the implementation of standards, development of technologies, and the importance of 

a structured and comprehensive framework for cultivating cybersecurity expertise 

through education and continuous professional growth (Global Cyber Security 

Capacity Centre, 2021). 

By 2020, the CMM had collected a substantial amount of data, enabling a 

comprehensive examination of the effects of varying degrees of capacity 

development. A total of 73 countries, representing every continent, had undergone 

CMM evaluations. The study investigated whether capacity development had an 

evident influence on the rate of Internet adoption among individuals, governments, 

and businesses. Upon examining capacity-building efforts across the 73 countries, a 

notable trend emerged: most countries were still in the early phases of development 

(Creese et al., 2021). This finding is important, as it underscores the widespread need 

for capacity-building initiatives, particularly in consideration of the study's findings on 

the positive correlations between capacity-building and increased Internet adoption 

(Creese et al., 2021). 

The CMM study found a wide range of cybersecurity capabilities among the countries 

that were studied, rather than a simple division between those with and without 

capacity. Instead, there are subtle variations in capacity that are linked to a country's 
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economic status and Internet penetration. Notably, a country's wealth, which is 

measured by GDP per capita, has a dual impact on capacity-building. On one hand, it 

facilitates capacity development, and on the other hand, it amplifies the benefits of 

Internet adoption. This means that economic progress inadvertently exacerbates the 

disparities in capacity-building and ultimately, the outcomes of countries. While a 

country’s wealth can facilitate capacity-building and unlock the economic and 

opportunity benefits associated with Internet use, it is not a guarantee of these 

outcomes. In fact, some countries may experience faster-than-expected capacity 

growth, while others may lag behind projections, despite their wealth. These findings 

build upon existing research, such as the World Bank's development report, which 

highlights the potential benefits of bridging the gap to digital access. Moreover, the 

evidence suggests that merely increasing Internet access is not enough; improving 

cybersecurity is also crucial, as it significantly impacts the functionality of Internet use 

(The World Bank, 2016). Therefore, traditional initiatives aimed at bridging the digital 

divide can be enhanced by national and international efforts to develop cybersecurity 

expertise, thereby ensuring that the benefits of Internet adoption are fully realised 

(Creese et al., 2021). 

Another crucial aspect is that national cybersecurity infrastructure development 

initiatives have a profound impact on ICT adoption and use, as well as people's 

perceptions of freedom and accountability. Notably, the development of cybersecurity 

capabilities has a robust, statistically significant, and positive effect on overall ICT use, 

even when controlling for variables such as national wealth, which could otherwise 

explain the extent of individual, commercial, and governmental ICT adoption. This 

finding was supported by a rigorous multivariate analysis, which employed both simple 

linear regressions and more nuanced path modelling to examine the relationships 

between all the variables in the theoretical model (Creese et al., 2021). 

Finally, the study's findings emphasised the need for intensified global efforts to 

enhance cybersecurity capacity. The observed statistical relationships strongly 

underscore the value of cybersecurity capacity building, which may be even more 

critical in countries where Internet use is more pervasive and integral to daily life. To 

address the global cybersecurity capacity gaps highlighted in the study, national and 

international authorities were recommended to prioritise initiatives aimed at building 
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broader cybersecurity capacity. Any reduction in cybersecurity capacity in one country 

puts every country at risk, as the global nature of the Internet means that vulnerabilities 

in one region can have far-reaching consequences. Therefore, a collective and 

coordinated approach to cybersecurity capacity-building is essential to mitigate these 

risks and ensure a safer and more secure digital environment for all (Creese et al., 

2021). 

The increasing importance of cybersecurity has prompted governments and 

international organisations to prioritise the development of countries' capabilities to 

defend against cyber threats (Creese et al., 2021). These efforts encompass a 

spectrum of strategies, ranging from educational initiatives and technical 

advancements to the establishment of new legal and policy frameworks. Despite the 

intuitive value of these proactive measures, empirical research on their effectiveness 

remains scarce due to their relative novelty.  

Creese et al (2021) adopted a cross-national comparative approach to assess the 

empirical basis for investing in cybersecurity capacity-building. Drawing on field 

research for 73 countries, the comparative analysis accomplished three main 

objectives: it provided an overview of the status of cybersecurity capacity-building 

globally; it evaluated the impact of capacity-building initiatives while accounting for 

alternative contextual variables that may influence outcomes; and it investigated the 

factors contributing to national progress in cybersecurity capacity-building. The 

findings revealed a generally promising state of cybersecurity capacity across the 

studied nations and demonstrated that higher levels of maturity in cybersecurity 

capacity correlate with positive national outcomes. 

A study by Onumo et al. (2017) challenged the idea that regional characteristics solely 

determine cybersecurity capacity. Instead, they found national development and 

Internet usage to be the primary factors, while regional contexts may still influence 

cybersecurity efforts, particularly in outlier countries. Additionally, the study highlighted 

the significance of trust in the Internet as a factor influencing cultural attitudes and 

practices related to cybersecurity. 
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2.4 Critical Analysis of Cybersecurity Indices 

The emergence of numerous cybersecurity indices claiming to assess national 

cybersecurity readiness has become a notable development within the realm of digital 

governance. This study examines five indices discussed in this study: the 2020 GCI, 

the NCSI (2016-2023), the 2023 NRI, the CDI 2022/23, and the Oxford CMM. The 

researcher will assess whether these indices effectively measure operational 

cybersecurity capacity or merely reflect formal institutional intentions and policy 

appearances. 

2.4.1 Methodological Frameworks of Indices 

The 2020 GCI assessed 194 nations using 82 indicators through a self-reported 

questionnaire that required supporting documentation. This approach primarily 

depends on expert-assigned weightings and binary evaluation criteria, where a single 

piece of documentary evidence can achieve full points for specific indicators 

(International Telecommunications Union, 2021a, 2021b). The GCI methodology 

illustrates the typical balance between scope and consistency in cybersecurity 

assessment, as identified by the OECD (2024). Relying on self-reported documentary 

evidence leads to a systematic measurement bias, prioritising formal structures over 

actual operational effectiveness. As explicitly acknowledged by the ITU (2021a), GCI 

scores do not accurately reflect a country's level of cybersecurity or the effectiveness 

of its measures.  

 

The NCSI evaluates governmental cybersecurity capabilities through three main 

pillars: strategic, preventive, and responsive capacities (E-Governance Academy, 

n.d.-a). This index includes 49 indicators distributed across 12 capacity areas and 

functions as a dynamic index with continuous updates rather than periodic 

assessments (E-Governance Academy, n.d.-a). Empirical analysis has shown that 

changes in the NCSI are more closely related to general socioeconomic 

development indicators than to actual measures of cybersecurity effectiveness, 

raising concerns about construct validity (Kuzior et al., 2024). 

 

The NRI evaluates digital technology readiness through four main pillars: technology, 

people, governance, and impact (Portulans Institute, 2023b) This multifaceted 



37 

 

approach enables a comprehensive assessment of a country's digital ecosystem, 

considering not only technological infrastructure but also human capital, regulatory 

frameworks, and the societal effects of digital adoption (Portulans Institute, 2023b). 

Although cybersecurity is acknowledged within this framework, it is not highlighted 

as a standalone pillar, instead being integrated as a subset of broader technological 

considerations (Bánhidi & Dobos, 2024). Consequently, while the NRI remains a 

valuable tool for assessing overall digital readiness, its usefulness as a 

comprehensive gauge of cybersecurity capabilities is limited, potentially overlooking 

crucial aspects of a country's cyber resilience and preparedness. 

 

The CDI assesses the 20 major global economies by analysing policy, 

organisational, and technological factors using a mixed-method approach. This 

approach integrates quantitative metrics with expert interviews and peer review 

processes. The methodology aims to evaluate both the actual and perceived cyber 

commitment of these major economies (O’Brien, 2022). Relying on expert weightings 

and qualitative assessments raises concerns about transparency and reproducibility, 

as these weights are determined by normative decisions rather than being 

empirically validated. 

The Oxford GCSCC’s CMM employs a five-level maturity evaluation that 

concentrates on five key areas: cybersecurity policy and strategy; cyber culture and 

society; cybersecurity education and skills; legal and regulatory frameworks; and 

standards, organisations, and technologies (Global Cyber Security Capacity Centre, 

2021). The CMM employs a participatory evaluation method by conducting 

workshops with multiple stakeholders and examining documentary evidence. (Global 

Cyber Security Capacity Centre et al., 2020). Creese et al. (2021) conducted an 

empirical evaluation of the Oxford GCSCC’s CMM, revealing several methodological 

limitations that compromise its reliability and accuracy. The model is largely 

dependent on subjective evaluations obtained from modified focus groups, which 

introduce bias and reduce reproducibility. Additionally, its evaluations are influenced 

by external factors such as participant cooperation, the availability of public 

information, and differing interpretations of indicators, all of which contribute to 

inconsistent data quality. Furthermore, the model's national-level focus may be too 

broad to capture the intricate social and cultural dimensions of cybersecurity, 
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indicating a misalignment between the model’s scope and the level of detail required 

for a thorough evaluation. 

2.4.2 Regional and Developmental Considerations 

Research in cybersecurity highlights a divide that reflects global economic 

disparities. The 2024 GCI notes that African countries have made the most progress 

in cybersecurity since 2021 (International Telecommunications Union, 2024), though 

this likely indicates initial improvements rather than significant advancements in 

cybersecurity capabilities. This trend implies that these indices may focus more on 

the ability to create legislation and report rather than on the effectiveness of actual 

cybersecurity. Ben Naseir et al. (2020) examined frameworks for building 

cybersecurity capacity in developing countries, revealing notable gaps between 

formal capacity assessments and the practical realities of cybersecurity capacity. 

The findings underscore the importance of context-specific strategies that consider 

resource limitations and implementation challenges beyond mere formal institutional 

development (Ben Naseir et al., 2020). 

2.4.3 Recommendations for Improving Cybersecurity Indices 

It is important for cybersecurity indices to undergo thorough psychometric validation, 

which includes evaluations of test-retest reliability, convergent validity, and 

discriminant validity. Establishing standardised validation frameworks tailored to 

cybersecurity measurement would represent progress in cybersecurity 

methodological frameworks. Integrating quantitative metrics with qualitative 

evaluations, such as independent verification processes and operational audits, can 

improve the accuracy and dependability of measurements while overcoming the 

shortcomings of relying solely on documentary evidence. Shifting from static 

snapshots to dynamic monitoring systems that capture the changing landscape of 

cybersecurity threats and defence mechanisms would provide more practical 

intelligence for shaping cybersecurity policies. 

To more accurately differentiate between cybersecurity capacity and intention, it 

would be useful to develop indicators that focus on actual cybersecurity outcomes 

instead of formal frameworks. This approach requires the systematic collection of 
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data on incident responses, recovery metrics, and operational effectiveness, in 

addition to conventional cyber policy measures. 

2.4.4 Overview of the Assessment of Cybersecurity Indices 

The analysis indicates that the cybersecurity indices discussed in this study primarily 

reflect intentions towards cybersecurity and the development of formal cyber 

institutions, rather than the actual operational cybersecurity capacity. The persistent 

gap between high index scores and the persistent occurrence of cyber incidents 

worldwide underscores fundamental limitations in current measurement approaches.  

These indices are hindered by systematic methodological challenges, such as self-

reporting bias, inadequate validation processes, and issues with construct validity, 

which undermine their ability to accurately assess actual cybersecurity capacity. The 

study’s findings suggests that these indices should be viewed more as indicators of 

cybersecurity commitment and institutional preparedness, rather than as measures 

of genuine cybersecurity effectiveness.  

The field of cybersecurity capacity requires more advanced measurement 

frameworks that can accurately differentiate between formal cybersecurity structures 

and actual capacity. Without additional outcome metrics and rigorous validation 

methods, existing indices may create a misleading sense of security based on formal 

appearances rather than actual cybersecurity capacity.  

Future research could focus on developing indices that capture the complex, 

dynamic, and multifaceted nature of cybersecurity capacity, while addressing the 

fundamental methodological issues identified in this analysis. Through these 

improvements, cybersecurity indices will offer reliable insights for policy 

development and capacity building in an increasingly digital world. 

2.5 Challenges faced by African and developing countries in building 

cybersecurity capacity  

Developing countries encounter several major obstacles when attempting to 

implement effective cybersecurity policies (Calderaro & Craig, 2020; Kabanda et al., 

2018; Pawlak & Barmpaliou, 2017). These challenges include lack of resources, 

limited digital capacity, lack of comprehensive policies, political instability and 
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insufficient cooperation. Addressing these challenges requires substantial investment 

in resources, establishments of institutions, development of expertise, and 

enhancement of governance, elements that many countries lack to build a resilient 

cybersecurity system capable of safeguarding their digital future (Calderaro & Craig, 

2020). 

2.5.1 Resource Constraints 

Many developing countries, particularly African countries, suffer major budgetary 

constraints that limit their ability to develop a skilled digital workforce, integrate modern 

technologies, and provide sufficient digital infrastructure as a country. These 

constraints are because of the government’s low taxation collection, corruption in the 

public sector, the country’s high debt level, and the country’s reliance on a single 

source of revenue (Kayode-Ajala, 2023; Annarelli et al., 2020). Consequently, these 

governments often struggle to deliver basic services, let alone prioritise cyber 

capacity-building (Ifeanyi-Ajufo, 2023). 

2.5.2 Limited Digital Capacity 

Many developing countries’ education systems still rely on traditional classroom 

learning, which lacks subjects that expose students to computer literacy, coding, data 

analysis, and cybersecurity at a young age. Furthermore, there is a scarcity of 

teachers who are qualified to teach these subjects. Most households in developing 

countries are unable to afford personal computers or smartphones; even in cases 

where they can acquire the devices, inadequate Internet access and poor technical 

infrastructure exacerbate poor digital literacy (Kayode-Ajala, 2023). These countries 

also have poor digital capacity, which makes it difficult for them to develop and 

maintain the technological competence required for effective cybersecurity (Dutton et 

al., 2019). 

The lack of digital capacity is reflected in Africa’s current cybersecurity situation. 

Despite the adoption of the Digital Transformation Strategy for Africa (DTS) and the 

development of policies such as the Continental Cybersecurity Strategy, many African 

countries continue to struggle with inadequate digital infrastructure and low levels of 

digital literacy.  
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2.5.3  Weak Institutions and Bureaucracy 

Low-capacity states often have underdeveloped and ineffective government 

institutions, departments, and regulatory entities essential for implementing and 

enforcing cybersecurity policies (Muller, 2015; Signé & Signé, 2021). 

Despite the comprehensive nature of the Malabo Convention on Cybersecurity and 

Personal Data Protection, most AU member states have yet to endorse it, which 

hinders its effectiveness and credibility (Chatham House, 2024). Only 15 out of 55 AU 

member states have officially approved the Malabo Agreement, and following its 

implementation in 2023, only one additional country has ratified it. This highlights the 

challenge of achieving widespread agreement and cooperation on cybersecurity 

policies. The slow rate of ratification underscores the issues of weak institutions and 

bureaucratic inefficiencies in implementing robust cybersecurity measures across the 

African continent (Chatham House, 2024). 

2.5.4 Lack of Comprehensive Policies 

The absence of comprehensive policies and regulations to promote digital 

transformation and cybersecurity poses a significant challenge. Without clear 

guidelines and frameworks, establishing a secure cyber environment is difficult 

(Ifeanyi-Ajufo, 2023). Moreover, many developing countries attempt to implement 

international standards that do not suit their local context, resulting in a mismatch that 

further strains their limited resources (Kayode-Ajala, 2023). The legal landscape is 

often fragmented and outdated. While some African countries have passed 

cybercrime laws, these are outdated and are not coordinated across the continent.  

The AU’s Peace and Security Council (PSC) has recently made cybersecurity a key 

agenda point, leading to significant actions such as directing the AU Commission to 

expedite the development of a Continental Cybersecurity Strategy and adopting a 

continental child online protection policy (Chatham House, 2024). Additionally, the 

agreement on the Common African Position on the Application of International Law in 

Cyberspace at the AU summit has affirmed AU member states' obligations to uphold 

international law in cybersecurity governance. These initiatives represent crucial steps 

towards establishing comprehensive cybersecurity policies, yet the lack of widespread 



42 

 

ratification of the Malabo Convention still poses a significant barrier to unified and 

effective policy implementation (Chatham House, 2024). 

2.5.5 Political Underpinning 

Political instability and influence significantly impact the effectiveness of cybersecurity 

measures and governance mechanisms in developing countries. Inconsistent policy 

implementation and oversight due to political uncertainties weaken cybersecurity 

efforts (Ifeanyi-Ajufo, 2023). Additionally, many low-capacity states prioritise other 

pressing economic and social issues over cybersecurity, leading to underinvestment 

and policy inadequacy (Dutton et al., 2019).  

AU member states face divergent cybersecurity challenges due to varying political, 

social, and cultural contexts, which are reflected in their cybersecurity governance 

dynamics. This diversity complicates the establishment of a unified approach to 

cybersecurity across the continent. Additionally, Africa has historically been 

marginalised in global cybersecurity governance forums. However, there has been a 

noticeable shift, with African countries showing increased interest and participation in 

the UN negotiations to agree on a global cybercrime treaty. Such involvement 

indicates a growing recognition of the importance of cybersecurity on the continent, 

but political instability and inconsistent policy implementation continue to hinder 

progress (Chatham House, 2024). 

2.5.6 Insufficient National Cooperation 

Corruption in the public sector undermines government integrity and its ability to 

provide essential services in many developing countries. With most digital service 

providers being private companies focused on profit, there is often a misalignment of 

interests and priorities. This misalignment can lead to inefficiencies, mismanagement, 

and a lack of accountability in public-private partnerships, ultimately hindering the 

development and implementation of robust digital and cybersecurity frameworks 

(Kayode-Ajala, 2023).  

The AU's emerging cybersecurity agenda emphasises the importance of a multi-

stakeholder approach, as outlined in Article 26 of the Malabo Convention, rather than 

an agenda focused solely on traditional peace and security perspectives. However, 

the implementation of this approach faces significant challenges due to insufficient 
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national cooperation. Many African governments and businesses do not fully 

recognise the severity of the cybersecurity threat and often prioritise other pressing 

economic and social issues over cybersecurity (Forbes, 2022). This lack of 

prioritisation and alignment of interests between public and private sectors 

exacerbates the difficulty in developing and enforcing effective cybersecurity 

frameworks (Chatham House, 2024).  

2.5.7 Insufficient International Cooperation 

Collaboration with other countries is crucial for gaining knowledge on best practices, 

lessons learned, and accessing additional resources and expertise to enhance 

cybersecurity capabilities. International actors and cybersecurity diplomats should 

prioritise strengthening scientific and technical knowledge in developing countries to 

boost cybersecurity readiness (Ifeanyi-Ajufo, 2023). However, low-capacity states are 

frequently less engaged and influential in international cybersecurity governance, 

standards, and cooperation mechanisms, further hampering their efforts to build 

effective cybersecurity frameworks (Calderaro & Craig, 2020). 

In the context of Africa, there is a pressing need for member states to align their 

diplomatic strategies more effectively. Currently, African countries are divided in their 

partnerships among Russia, China, and Western countries, with the potential for these 

alliances to be complicated by geopolitical tensions such as the US-China competition 

(Chatham House, 2024). This fragmentation in diplomatic relations could undermine 

collective efforts to establish a coherent and effective cybersecurity agenda across the 

continent. The AU can play a crucial role in providing platforms for international 

cybersecurity cooperation, ensuring that African cyber diplomatic relations with the 

West, Russia, and China are balanced and practical rather than subservient. 

Enhanced international cooperation is essential for strengthening cybersecurity 

capabilities and aligning diplomatic strategies to address growing cyber threats 

(Chatham House, 2024). 

2.6 The securitisation of cyberspace 

CSS provides an important perspective for understanding how governments 

weaponise cyber technologies and securitise citizens in both domestic and 

international contexts. This section of the literature review examines the securitisation 

processes in cyberspace, the dynamics between offensive and defensive cyber 
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strategies, the complex relationships between state and non-state actors, domestic 

surveillance practices, international cyber competition, and the theoretical frameworks 

that explain these issues (Ramich & Piskunov, 2022).  

2.6.1 Securitisation Processes in Cyberspace 

The securitisation of cyberspace signifies a major shift in the way governments define 

and justify cyber threats. Drawing from the Copenhagen School's securitisation theory, 

cyberspace has evolved into a significant political arena, emphasising the importance 

of digital sovereignty and cybersecurity (Ramich & Piskunov, 2022). This process 

entails framing cyber threats as critical dangers that necessitate urgent actions beyond 

standard political procedures. 

 

The securitisation of cyberspace functions through a variety of channels and involves 

numerous actors. Research indicates that cyberspace has evolved into a 

comprehensive political arena where conflicts among actors encompass political and 

economic threats, prompting state actors to formulate initial regulations and reach 

consensus on norms governing state conduct. (Ramich & Piskunov, 2022). The 

process of securitisation is not consistent and differs depending on the context and 

the actors involved. Some research indicates that the varied and inconsistent 

securitisation of cyber threats mirrors distinct national strategies and priorities. 

(Cavelty, 2024). 

2.6.2 Cyber Offense and Defense 

The relationship between offensive and defensive cyber capabilities highlights the 

intricate strategic considerations made by countries. Research by Arslan (2023) 

suggests that as countries enhance their cybersecurity capabilities, they are more 

likely to carry out disruptive activities against other countries in cyberspace. This 

observation contradicts the common belief that increased cyber defence leads to 

greater stability in cyberspace. 

 

Spector (2022) suggests that China, Russia, and the United States are developing two 

offensive cyber capabilities that could change the strategic dynamics among these 

countries. These capabilities include malware designed to compromise nuclear 
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weapon systems and operations designed to disrupt critical infrastructure (Spector, 

2022).  

 

Russia's hybrid interference efforts demonstrate sophisticated offensive tactics that 

integrate cyber activities with disinformation to pose challenges to liberal democracies, 

such as France, Germany, and the UK (Kondratov & Johansson-Nogués, 2023). 

These actions aim to create friction between governments and their citizens while 

eroding trust in democratic institutions within these countries (Kondratov & Johansson-

Nogués, 2023).  

2.6.3 State and Non-State Actors  

The cyber realm fundamentally blurs the lines between state and non-state entities. 

As noted by Pagallo (2015), identifying the perpetrators of cyber-attacks is often 

challenging, as these attacks can be executed by either non-state actors or state 

actors. This issue of attribution poses considerable difficulties for legal systems and 

strategic planning. Moreover, it allows states to use proxy actors while maintaining 

plausible deniability.(Khalil et al., 2024). Egloff (2022) claims that there is a growing 

trend of states depending on private actors for both offensive and defensive functions, 

leading to the emergence of what researchers call ‘semi-state actors’ in the realm of 

cybersecurity. These actors operate in ambiguous areas between governmental and 

private control, frequently advancing state objectives while allowing for plausible 

deniability. 

2.6.4 Private Sector Involvement  

Digital espionage reveals the complex interconnections between countries, exploit 

vendors, state-sponsored cyber actors, and technology platforms (Datta, 2024). The 

political economy of nation-states offers insights into their dual roles as intermediaries 

and customers within cyber networks (Datta, 2024). The conflict between 

governmental oversight and the capabilities of the private sector enhances the 

influence of private actors while necessitating policy measures to reorganise cyber 

networks (Datta, 2024). 
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2.6.5 Democratic versus Authoritarian Cyber Securitisation Approaches 

In cyberspace, securitisation efforts transcend traditional regime boundaries, as both 

democratic and authoritarian governments employ digital tools to control their 

populations (Ramich & Piskunov, 2022). However, the mechanisms and justifications 

vary between these regime types. 

Democratic Approaches: Securitisation of Legal Structures 

Western democracies often secure cyberspace by implementing legal structures that 

uphold procedural legitimacy while enhancing their surveillance capabilities. The Five 

Eyes intelligence alliance, which includes Australia, Canada, New Zealand, the United 

Kingdom, and the United States, serves as a prime example of this strategy. These 

countries leverage the intricate interdependence of information flows through 

advanced intelligence-sharing systems (Datta, 2024). These systems manage the flow 

of information in a way that resembles a panopticon, differing from more 

straightforward authoritarian control techniques (Datta, 2024). 

 

Western democracies grapple with the inherent conflict between the need for security 

and the principles of liberal democracy. The resilience of these democracies and their 

dedication to safeguarding fundamental rights have been challenged by digital security 

initiatives, leading to constitutional issues in both national and international law 

(Pagallo, 2015). Studies on authoritarian surveillance indicate that even in democratic 

countries, the public's awareness of the potential for government misuse of digital 

governance tools leads to decreased support, reflecting citizens' concerns about 

excessive surveillance (Karpa & Rochlitz, 2023). 

 

Authoritarian Approaches: Comprehensive Digital Control 

Authoritarian governments adopt more thorough and straightforward methods for 

cyber securitisation. Digital authoritarianism encompasses strategies that utilise digital 

tools to suppress critical discussions and demands for accountability from those in 

power by obstructing the flow of information and limiting free speech (Michaelsen & 

Ruijgrok, 2024). These systems function through four primary methods: online 

censorship, Internet shutdowns, digital surveillance, and the manipulation of online 

information (Michaelsen & Ruijgrok, 2024). China's system illustrates a ‘chokepoint’ 
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effect where the government directly manages technology vulnerabilities, in contrast 

to the more decentralised method of the Five Eyes (Datta, 2024). 

2.6.6 Western versus Eastern Surveillance Practices 

Governments are increasingly employing cyber technologies for monitoring their 

citizens and enhancing security measures. The transformation of corporate internet 

infrastructure into a tool of power allows the U.S. government to utilise its regulatory 

authority over privately managed critical infrastructure. This enables extensive internet 

surveillance by extracting information from other countries, conducting large-scale 

influence operations by disseminating information into these nations, and increasingly 

imposing unilateral cyber sanctions on other countries.(Freuler, 2023). 

 

The surveillance activities of Western nations, as demonstrated by the operations of 

the National Security Agency (NSA) and the UK's Government Communications 

Headquarters (GCHQ) that were exposed in the Snowden leaks, are conducted under 

legal frameworks while engaging in widespread monitoring (Amnesty International UK, 

2025). In the aftermath of 9/11, these systems transitioned from focusing on specific 

targets to conducting widespread surveillance, incorporating aspects of a surveillance 

state that pose a challenge to the principles of liberal democracy (Gros et al., 2017). 

Surveillance efforts go beyond just safeguarding national security; they also aim to 

advance economic objectives and exert international influence (Gros et al., 2017). The 

Five Eyes intelligence alliance exemplifies an advanced model of global surveillance 

collaboration, characterised by frequent vulnerability disclosures and the management 

of information through intricate, interconnected networks (Datta, 2024). This strategy 

centralises cyber power in private actors while still retaining democratic oversight 

mechanisms, though these are considerably restricted (Datta, 2024). 

 

In Eastern countries, particularly China, surveillance methods illustrate a more 

pronounced governmental control over digital systems and the actions of citizens. The 

Chinese digital surveillance apparatus increases its investment in surveillance 

technologies as a reaction to collective movements, with violent protests leading to 

notably higher funding levels (Rothschild, 2024). Iran's digital authoritarianism 

demonstrates how external threats can create an environment that allows 

governments to enhance their censorship and surveillance capabilities (Michaelsen, 
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2018). The Iranian government views the Internet as a strategic arena due to its 

opposition to the United States, prompting the regime to develop a national Internet 

that is less susceptible to external influence and open to state control (Michaelsen, 

2018). China is frequently regarded as the leading example of a digital authoritarian 

nation with a robust domestic tech industry. In contrast, Iran is more similar to a second 

tier of ambitious digital authoritarian countries, such as Russia, Venezuela, Myanmar, 

and Saudi Arabia, which heavily rely on the global technology sector to sustain their 

digital authoritarian strength (Conduit, 2025). 

2.6.7 African Digital Authoritarianism 

Internet shutdowns have become more widespread in African countries, particularly 

during elections and contentious political periods (Stremlau & Dobson, 2022). A study 

involving ten African nations—namely Egypt, Ethiopia, Cameroon, Kenya, Nigeria, 

South Africa, Sudan, Uganda, Zambia, and Zimbabwe—identified 115 examples of 

strategies employed to restrict online civic engagement (Roberts, 2021). In these ten 

African countries, the top five strategies employed to restrict online civic space include 

digital monitoring, spreading false information, cutting off internet access, 

implementing restrictive internet laws, and detaining individuals for their online activity 

(Roberts, 2021). These strategies collectively establish control over the flow of digital 

information. 

 

In African countries, Internet shutdowns frequently serve as attempts to reestablish 

control in a historical context marked by disputes over borders, authority, and national 

identity.(Stremlau, 2025). This highlights the wider conflicts between postcolonial 

countries and global tech firms, where shutdowns are employed as a means for states 

to assert their authority against perceived foreign influence. 

 

Ethiopia’s Authoritarian Dilemma 

Ethiopia serves as a prime example of the 'Authoritarian Dilemma', where countries 

aim to advance digital growth while retaining tight control (Grinberg, 2017). The 

Ethiopian government has implemented widespread surveillance, intimidation tactics, 

and selective censorship to both encourage development and suppress digital 

opposition (Grinberg, 2017). With a state monopoly on digital services, Ethiopia 
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demonstrates how authoritarian regimes use surveillance to bypass traditional 

intelligence gathering methods (Grinberg, 2017). 

 

Zimbabwe’s Hybrid Surveillance System 

Zimbabwe uses intricate networks of both governmental and non-governmental actors 

engaged in a wide-ranging and multifaceted system of hybrid online and offline 

surveillance (Stevens et al., 2023). The surveillance system integrates digital mass 

surveillance with traditional human intelligence, resulting in extensive monitoring 

capabilities that go beyond individual targets and impact entire communities (Stevens 

et al., 2023). This hybrid method illustrates how developing countries tailor 

surveillance technologies to fit their specific environments and limited resources. 

 

Tanzania’s Cybercrime Legislation 

Tanzania has enacted cybercrime laws that criminalises online dissent by categorising 

political opposition as security threats (Cross, 2021). The Tanzanian government 

employ these laws to legitimise the suppression of online rights, framing it within 

broader themes of security and development.(Cross, 2021). This example 

demonstrates how legal systems can be utilised as instruments of digital 

authoritarianism while retaining their legitimacy through the rhetoric of security. 

 

The literature provides examples of digital authoritarianism practices across multiple 

African countries, offering comparative insights. The integration of critical security 

studies with case studies strengthens the theoretical understanding of cyber 

securitisation processes. 

2.6.8 Theoretical Frameworks from Critical Security Studies and Securitisation Theory 

The integration of CSS into cyber governance highlights the shortcomings of 

conventional security methods. Research indicates that relying solely on technical 

cybersecurity measures is insufficient to tackle cybersecurity issues, and that strong 

collaborative efforts among diverse stakeholders, including citizens, government, 

industry, and academia, are essential (Zeadally, 2014). This finding highlights the 

need for more comprehensive approaches that go beyond technical solutions. The 

integration of CSS and digital governance literature provides a more nuanced 

understanding of these complex phenomena. 
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2.6.9 Evaluation of CSS and Cyber Securitisation 

The effectiveness of CSS lies in its capacity to uncover the socially constructed 

aspects of cyber threats and the political mechanisms that legitimise them. 

Nonetheless, the fast-paced development of cyber technologies poses challenges for 

theoretical models originally designed for more conventional security areas.  

 

Although there is empirical evidence for the securitisation of cyberspace and the 

expansion of offensive cyber capabilities, there is still a limited understanding of the 

long-term impacts of domestic surveillance and the securitisation of citizens. 

Additionally, the issue of attribution in cyberspace presents methodological difficulties 

for researchers examining these issues. Existing research offers valuable insights into 

cyber securitisation processes but also has several shortcomings. Most studies 

concentrate on major powers, such as the US, China, and Russia, with insufficient 

focus on middle powers and developing countries.  

 

While the theoretical frameworks are advanced, they often struggle to keep pace with 

the rapid changes in digital technologies and their political uses. The research 

indicates that cyber securitisation processes occur across different regime types but 

with unique characteristics. Democratic countries encounter more constraints due to 

legal systems and public scrutiny, necessitating more sophisticated justification 

strategies. In contrast, authoritarian regimes can enforce more direct control measures 

but must address legitimacy issues and technological dependencies.  

 

The merging of state and non-state actors in cyberspace introduces new challenges 

for international law and governance. The incorporation of private sector capabilities 

into state surveillance systems raises concerns about democratic accountability and 

the corporate responsibility of technology companies. The global reach of digital 

technologies means that cyber securitisation practices transcend borders, with 

authoritarian innovations potentially impacting democratic practices and vice versa. 

This situation underscores the need for international collaboration on digital rights and 

cyber governance standards. 
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2.7 Theoretical Framework of the Study 

CSS offers a conceptual framework for analysing how eight digital control variables, 

derived from the DSP dataset, influence governmental cybersecurity capacity. This 

section, informed by CSS scholarship, is organised into four parts: the foundations of 

CSS; the connection between DSP variables and CSS themes; empirical synthesis; 

and the theoretical implications along with suggestions for future research. 

2.7.1 Foundations of Critical Security Studies 

CSS developed as a response to conventional security models that focus on state-

centred methods, promoting a wider and more detailed perspective on security that 

extends beyond merely protecting territories (Newman, 2010). In assessing the 

cybersecurity capacity of governments, three key aspects of CSS are particularly 

relevant: the Securitisation Theory from the Copenhagen School, Emancipatory 

Security from the Welsh School, and Post-Structuralist Approaches. 

 

Securitisation Theory examines how political narratives can transform issues like 

cyber-attacks into existential threats, thereby justifying extraordinary measures. 

Emancipatory Security centres on human security, investigating how capacity 

building can both empower and oppress, with a focus on democratic accountability. 

Post-Structuralist Approaches study how discourses and the interaction of 

knowledge and power influence security practices and create vulnerabilities. 

Collectively, these three strands of CSS enable us to perceive the DSP’s measure 

of government cybersecurity capacity as a construct shaped by social and power 

dynamics. 

2.7.2 Alignment of DSP variables with CSS themes 

DSP defines government cybersecurity capacity as the state’s ability to counter 

cybersecurity threats with skilled staff and resources (Coppedge et al., 2024). The 

study will align each of the eight DSP independent variables to CSS concepts of 

securitisation and power. 

Government social media monitoring 

DSP measures the comprehensiveness of state surveillance over political content on 

social media platforms (Coppedge et al., 2024). Social media platforms include 

Facebook, Flickr, Friendster, Google+, Instagram, Myspace, LinkedIn, Signal, Slack, 
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Snapchat, VKontakte, Weibo, WhatsApp, and X (Coppedge et al., 2024). In the 

context of securitisation theory, surveillance is frequently seen as a fundamental tool 

that enhances the state's ability to observe and exert control. Scholars examining the 

concept of securitisation suggest that certain matters are intentionally portrayed as 

major security threats, thereby legitimising the state's use of extraordinary measures, 

such as increased surveillance activities (Otukoya, 2024). Empirical evidence shows 

that extensive social media monitoring correlates with strengthened technical 

cybersecurity capacity but can erode public trust (Afiyah, 2024; Park & Lee, 2018). 

 

Government Internet filtering capacity 

DSP's measurement of whether the government has the technical capacity to censor 

content reflects the legal and institutional authority to impose censorship. Government 

Internet filtering capacity involves the control and regulation of political information 

dissemination, often through censorship and surveillance. This process can act as a 

securitisation mechanism, where political content is perceived as a potential threat, 

requiring extraordinary measures to address the perceived risk. 

 

Government censorship of online political material serves to influence public opinion 

and manage narratives, aligning with securitisation strategies. By limiting or altering 

political information, governments can justify the enforcement of stringent security 

measures, emphasising the necessity for surveillance and control to uphold order 

(Otukoya, 2024). Moreover, implementing Internet filtering strategies can lead to 

substantial investments in cybersecurity infrastructure, as governments aim to protect 

themselves from perceived threats both within their borders and abroad, thereby 

further entrenching the securitisation of political discourse. 

 

By examining cross-national studies, it becomes evident that stronger government 

Internet filtering corresponds with increased resource allocation towards cybersecurity 

agencies and the strengthening of security measures, as governments respond to and 

prepare for threats identified through a security-focused perspective (Jones, 2009; 

Vuori, 2008). The manner in which these elements interact with each other illustrates 

that securitisation extends beyond mere policy, embedding itself within legal and 
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institutional frameworks, which significantly impacts societal freedoms and civil rights 

(Vuori & Paltemaa, 2015). 

 

Government Internet filtering in practice 

The relationship between DSP’s government Internet filtering in practice variable and 

CSS, particularly through the lens of securitisation theory, involves examining the gap 

between formal legal powers to filter online content and the actual enactment of these 

powers in practice. According to CSS's securitisation theory, legal structures that 

permit content filtering evolve into authentic security measures only when they are 

implemented and executed. This concept is crucial for comprehending how theoretical 

authority is transformed into practical applications.  

 

The DSP's measure of how often online political content is restricted corresponds with 

CSS's focus on this discrepancy in practice. In theory, laws and regulations exist to 

manage or restrict certain online content for security purposes. Nonetheless, the 

actual enforcement of these laws—specifically, how often and under what 

circumstances content is blocked—highlights the practical application of these security 

measures (Monaci & Persico, 2025; Llansó, 2020). 

 

Moreover, post-structuralist CSS emphasises the role of practice in shaping both 

governmental authority and the vulnerabilities of citizens, which is directly relevant to 

the topic of filtering online content. This highlights a dual aspect where the state's 

ability to control information demonstrates its authority, while simultaneously, the 

methods employed for filtering content can pose threats to citizens, particularly 

concerning freedom of expression and access to information (Llansó, 2020; Fasel & 

Weerts, 2024). The European Union's Digital Services Act (DSA) seeks to enhance 

the regulation of content moderation, highlighting the intricate task of aligning 

regulatory systems with the principles of free speech and user rights. These systems 

must carefully balance the promotion of security with the prevention of undue 

censorship, thereby illustrating the difficulties in translating security legislation into 

actionable practices (Quintais et al., 2023).  

 

Fundamentally, the DSP's measure of Internet filtering exemplifies the practical use of 

securitisation principles, highlighting the state's attempts to convert legal authority into 
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active security measures. This real-world application can both strengthen the state 

and create vulnerabilities for citizens, as explored within the context of CSS and 

securitisation theory. 

 

Government Internet shut down capacity 

The technical ability of a government to shut down access to domestic Internet, known 

as Internet shutdown capacity, is closely linked with DSP capacity scores. This 

indicates that a higher capability for implementing Internet shutdowns is linked to 

increased state control over digital spaces. Such actions strengthen the state's 

exclusive control over digital force, restricting the influence of non-state entities in the 

digital sphere (Gohdes, 2024; Gozgor et al., 2024). 

 

The relationship between Internet shutdown capacity and state monopoly on digital 

force is complex and reflects broader trends in Internet governance and digital rights. 

Internet shutdowns and censorship are often justified by governments under national 

security narratives, which have been observed in various contexts such as Ethiopia 

and Myanmar. These actions are a part of broader strategies to control information 

flow and maintain state power, especially during times of political unrest or dissent 

(Ayalew, 2019; Padmanabhan et al., 2021). The state’s ability to disable the Internet 

and implement similar digital controls not only enhances a state's ability to manage 

and enforce digital compliance but also presents considerable obstacles to global 

digital governance frameworks that aim to balance national priorities with global digital 

freedoms and human rights (Mueller, 2010). 

 

In the context of digital sovereignty, many countries are moving towards reinforcing 

state power over the digital domain, which often conflicts with multi-stakeholder 

governance models that emphasise shared control among various stakeholders. This 

shift is part of a larger dialogue on digital sovereignty, where states assert greater 

control over digital infrastructure and data as a means of national security and 

economic protection (Pohle & Santaniello, 2024; Solum, 2009). The digital rights 

landscape in Africa highlights the tensions between state control and citizens' digital 

rights. Governments are employing tools, such as digital surveillance and Internet 
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shutdowns, to close civic spaces, which reduces citizens' ability to engage in 

governance and exercise their rights in online environments (Roberts, 2021). 

 

The evolving landscape of Internet governance highlights an increasing shift towards 

digital sovereignty, where nations aim to reinforce their authority over crucial digital 

domains, potentially at the expense of digital rights and freedoms. The relationship 

between the technological ability to enforce shutdowns, the state's regulatory ambition 

through DSP capacities, and the obstacles to international Internet governance is 

important for comprehending contemporary state tactics in the digital age.  

 

Internet legal regulation content 

DSP's measure of legal removal rights highlights the significance of law in 

securitisation. A comparative analysis of data protection across East African countries, 

including Kenya, reveals diverse legal frameworks and enforcement challenges, 

underscoring the need for enhanced data protection regulations to foster trusted digital 

economies.(Shao et al., 2025). This suggests potential for digital violations due to 

inadequate regulation and enforcement.  

 

Studies on the impact of digitisation underscore improvements in legal infrastructure 

and access to justice in countries such as Kenya and Ghana, facilitated by 

technologies like blockchain, which ensure greater integrity and security in legal 

processes (Djuraev et al., 2025). Nevertheless, digitisation also poses risks related to 

cybersecurity and digital literacy disparities, which could increase digital rights 

concerns.  

 

Privacy protection by law content 

The alignment between CSS concepts of power and securitisation with the DSP 

Privacy protection by law variable reveals a tension in digital governance. Power 

dynamics in CSS examine how states exercise authority and control, 

while securitisation refers to the process by which issues are framed as existential 

threats requiring extraordinary measures that bypass normal political processes 

(Buzan et al., 1998). The concept of power in CSS suggests that states, through 

securitisation, may prioritise national security at the expense of individual privacy. This 



56 

 

is particularly evident in the use of technologies such as AI, which can be a tool for 

both enhancing security and infringing on privacy (Nadella et al., 2024). The 

securitisation process directly challenges legal privacy protection principles by 

potentially creating areas where privacy rights are undermined (Gutwirth & De Hert, 

2022).  

 

Moreover, privacy and data protection laws are designed to create transparency and 

limit the power that states, and political entities can exert over individuals' data. Global 

data privacy laws, including frameworks such as the EU’s General Data Protection 

Regulation (GDPR), aim to balance technological innovation with the protection of 

individual privacy rights. However, as a study on global data privacy laws points out, 

these frameworks are frequently challenged by the rapid advancement of technology 

that can sometimes outpace regulatory efforts (Ehimuan et al., 2024). The interaction 

of these factors shows how data protection laws are inherently involved in the 

discussions about power and securitisation. For example, political micro-targeting, 

which involves the processing of personal data for political communication, 

underscores the need for strong privacy laws to regulate political surveillance activities 

(Witzleb & Paterson, 2021). 

 

The DSP privacy protection scale, ranging from 0 to 4, is closely linked to the ideas of 

power and securitisation. Lower scores on this scale (0-2) suggest significant 

government access rights, indicating a high level of securitisation in digital 

environments. In this context, the state has effectively portrayed data access as a 

security imperative, thereby justifying exceptional surveillance powers that take 

precedence over individual privacy rights (Lyon, 2003). Conversely, higher levels 

(scale of 3-4) indicate minimal securitisation, where privacy is safeguarded except in 

exceptional circumstances, reflecting a power dynamic that prioritises individual rights 

over state security interests. 

 

The Privacy protection by law content variable measures the extent of securitisation 

present in legal systems: when governments legally allow extensive access to 

personal data (scale of 0-2), they have institutionalised a security approach that 

prioritises state security over citizen privacy. In contrast, restrictive legal frameworks 

(scale of 3-4) signify a successful challenge to securitisation narratives, upholding 
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privacy as a fundamental right rather than viewing it as a security risk (Bigo, 2002). 

The period from 2000 to 2023 illustrates the progression of digital securitisation, 

especially following the events of 9/11 and throughout the ‘War on Terror’. During this 

period, numerous countries increased their surveillance capabilities under the guise 

of security, highlighting how securitisation processes become ingrained in legal 

frameworks and gradually make extraordinary governmental powers seem normal 

(Mechkova et al., 2019).  

 

Although CSS and securitisation offer a framework for understanding how countries 

handle security threats, the conflict with privacy rights, as highlighted by the DSP 

Privacy protection by law content variable, reveals a complex arena. This highlights 

the necessity for ongoing adjustments in legal frameworks to ensure that privacy is 

not excessively compromised by the politics of securitisation and the exercise of power 

(Caprioli, 2004; Petersen, 2011). 

 

Government online content regulation approach 

DSP’s government online content regulation approach variable ranges from state-

controlled regulation to the delegation of this responsibility to private actors. This can 

be understood through the lenses of securitisation and governance: when the state 

exerts significant control, it aligns with speech acts that legitimise emergency actions, 

while delegating authority suggests governance through private or hybrid actors. 

 

Governments have justified extraordinary measures, such as Internet shutdowns, by 

invoking national security or the protection of election integrity. This demonstrates how 

state power on the DSP scale is linked to securitising speech acts and enforcing 

exceptional measures (Thumfart, 2024). CSS emphasises that legitimate emergency 

measures should be temporary and reversible, implying that permanent regulatory 

control signifies a shift towards governance centred on security (Thumfart, 2024).  

 

Applying traditional broadcast regulations or criminal laws to social media platforms 

illustrates how regulatory measures are adapted to push states further along the DSP 

scale, aiming for stricter oversight of online content. In Nigeria, authorities have held 

people responsible for their remarks on social media, particularly when these remarks 
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criticise government officials and are deemed offensive (Obia, 2023). This reflects an 

inclination among Nigerian authorities to regulate what is considered acceptable 

content on social media, akin to the control that regulators currently exercise over 

broadcasting content (Obia, 2023). China’s Cybersecurity Law and the rhetoric of 

internet sovereignty represent a full state-centric digital sovereignty model where 

content control is institutionalised rather than delegated to private actors  (Pohle et al., 

2024).  

 

The movement toward delegation or co-regulation on the DSP scale reflects different 

governance strategies, shifting enforcement burdens to social media platforms and 

producing new power asymmetries. Nigeria’s Platform Code of Practice 

institutionalises a co-regulatory model that shifts certain content moderation and 

compliance responsibilities to social media platforms rather than primarily punishing 

users, illustrating a move away from pure state control toward hybrid governance 

(Obia, 2025).  

 

Moving toward delegation or co-regulation in online content moderation, which often 

involves private companies managing and enforcing rules, can alleviate the need for 

blatant emergency measures by allowing more flexible approaches. However, this 

shift can also create significant accountability gaps. For instance, private content 

moderation practices can lack transparency and accountability, resulting in practices 

that enhance existing power imbalances. This is evident in cases where moderation 

rules align with Western norms, sidelining non-Western voices and perpetuating 

historical injustices (Shahid & Vashistha, 2023). Furthermore, algorithmic moderation 

can introduce arbitrariness, as machine learning models may provide conflicting 

outputs, leading to biased or inconsistent content moderation (Gomez et al., 2024).  

 

In Africa, digital public infrastructure and digital transformation for development 

(DX4D) projects can be seen as efforts to enhance sovereignty or build capacity, but 

they may also involve elements of control and resource extraction. These projects 

illustrate how sovereignty claims can justify greater state involvement in content 

moderation (Pohle et al., 2024). Examining Uganda's extensive DX4D projects 

highlights how these initiatives' coercive and material impacts influence the future of 

low and lower-middle-income countries in the Global South (Kalema, 2024; Pohle et 
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al., 2024). Ultimately, these projects, under the pretence of public-sector reform, 

promote dominant interests while neglecting public values and local strategic priorities 

(Kalema, 2024).  

 

Government capacity to regulate online content 

The DSP variable, government capacity to regulate online content, aligns 

fundamentally with critical security studies through securitisation theory, where state 

capacity determines whether security rhetoric translates into concrete digital 

governance. African examples demonstrate how different capacity levels (scale of 0-

4) shape securitisation outcomes—from Ethiopia's limited capacity relying on Internet 

shutdowns to South Africa's institutionalised digital governance. 

 

The alignment of government capacity to regulate online content with critical security 

studies is explained through the "speech act plus capacity" framework and 

securitisation theory. Securitisation theory emphasises that security is constructed 

through speech acts, which define certain issues as existential threats, necessitating 

urgent government measures (Schumann, 2025). In the context of regulating online 

content, governments may frame online extremism or hate speech as security threats 

through these speech acts, thus initiating a process to address these perceived threats 

(Otukoya, 2024). 

 

South Africa demonstrates institutionalised digital governance through formal 

cybersecurity strategies and comprehensive legal frameworks (i.e., high capacity, 

scale of 3-4). Securitisation occurs through national security and economic protection 

narratives, with formal policy processes incorporating multiple stakeholders  (Stremlau 

& Dobson, 2022; Czuba, 2025). Rwanda exhibits techno-authoritarian capacity with 

considerable investment in digital infrastructure. Development and security narratives 

often justify extensive monitoring with systematic content removal and limited civil 

society input  (Kumar, 2024; Roberts & Oosterom, 2024). 

 

Both countries, despite their differing methodologies, underline a global trend where 

digital technologies are repurposed to strengthen or consolidate state power. In South 

Africa, this manifests through institutional governance seeking broader security 

mandates, while in Rwanda, the focus on infrastructural development aligns with a 
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strong central government that emphasises control and stability (Da Vinha, 2024; 

Matfess, 2015). 

 

Nigeria demonstrates moderate capacity (scale of 2-3)_ through active policy 

development but inconsistent enforcement, with high-profile platform confrontations 

serving factional political interests (Gravett, 2020). Tanzania implements a ‘slow 

shutdown’ strategy using incremental legal measures to gradually extend state control. 

Public order narratives justify systematic legal framework development rather than 

technical shutdowns (McGee, 2023).  

 

The Democratic Republic of Congo (DRC) and Ethiopia exhibit a low-capacity level 

(scale of 0-1), where the employment of Internet control and counter-insurgency 

narratives highlights substantial institutional and capacity issues. These challenges 

hinder effective governance and lead to authoritarian measures often defended by 

national security arguments. 

 

In Ethiopia, governance is marked by authoritarian traits, which are evident in the 

state's limited ability to manage infrastructure, such as implementing Internet 

shutdowns. These measures are frequently defended with counter-insurgency 

arguments, aiming to uphold control and stability. However, they also highlight the 

absence of institutional growth. The state's dependence on controlling infrastructure 

instead of developing strong governance systems, underscores its capacity 

constraints (Rami, 2024). The DRC has minimum regulatory framework and limited 

technical expertise, contributing to weak institutional structures regarding 

cybersecurity. Consequently, responses tend to be improvised and reactive, rather 

than organised and well-regulated. The absence of robust governance systems in the 

DRC underscores the difficulties in addressing crises with unified policies for online 

content regulation, highlighting a dependence on temporary solutions instead of 

systematic regulation. 

2.8. Conceptual framework of the study 

According to Mechkova et al. (2024), the DSP dataset offers a significant 

advancement in the availability and quality of cross-country data at the intersection of 

politics and the digital space. The DSP provides a comprehensive dataset that covers 
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179 countries over the period of 2000 to 2023 (Digital Society Project, 2024b). This 

dataset includes 35 indicators that cover crucial aspects such as online censorship, 

politicisation of social media, coordinated information operations, foreign influence, 

domestic political monitoring, and government cybersecurity capacity (Mechkova et 

al., 2024). The DSP's extensive coverage and annual global data provides a 

consistent and longitudinal perspective essential for in-depth analysis (Mechkova et 

al., 2024). 

The DSP dataset complements and expands on existing datasets, such as Freedom 

House’s Freedom on the Net, offering broader geographical and temporal coverage 

(Mechkova et al., 2024). Rigorous diagnostic tests have validated the DSP indicators, 

affirming their reliability and utility (Mechkova et al., 2024). The detailed case studies, 

such as those generalising insights from China's digital political landscape and 

contrasting Ethiopia’s digital environment with existing measurements, further 

demonstrate the unique insights provided by the DSP dataset. 

The study focuses on government cybersecurity capacity in African and developing 

countries, so the dependent variable mostly contains legal and regulatory aspects of 

cybersecurity rather than specific technical measures (such as encryption 

technologies, software vulnerabilities, or infection rates.)  

This study’s conceptual framework utilises variables from the DSP dataset, which are 

proxy measures of three CMM dimensions: policy and strategy, culture and society, 

and the legal and regulatory framework (Global Cyber Security Capacity Centre, 

2021). The researcher systematically categorised these variables according to their 

corresponding CMM dimensions and their Likert-scale measurements. Table 2.1 

below provides an overview of these proxy measures and their alignment with the 

CMM framework. 

Table 2.1: Overview of CMM dimensions and proxy measures  

CMM Dimensions Proxy measures  

Cybersecurity Policy and Strategy Government cyber security capacity  

Cybersecurity culture and society  Government social media monitoring  

 

 

Government Internet filtering capacity  

Government Internet filtering in practice 
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Cybersecurity Legal and regulatory 

framework  

Government Internet shut down capacity 

Internet legal regulation content 

Privacy protection by law content  

Government online content regulation approach 

Government capacity to regulate online content 

Source: Coppedge et al. (2024) and Global Cyber Security Capacity Centre (2021) 

2.8.1 Cybersecurity Policy and Strategy 

The government cybersecurity capacity variable from the DSP dataset will be used as 

a proxy measure for the policy and strategy dimension of the CMM. 

Government cyber security capacity  

The government cybersecurity capacity variable assesses the government's capacity 

to address cybersecurity threats, which requires skilled staff and resources. Effective 

cybersecurity policy and strategy depend on the government's capacity to counter 

cyber threats, making this variable relevant to this dimension. 

Government cybersecurity capacity is critical for mitigating harm from cyber threats. 

One important variable that gauges this capacity is the government's technical skills 

and resources to counter cyber-attacks. Evidence suggests that various governments 

are at different stages of developing these capacities. For instance, the WannaCry 

incident highlighted the urgent need for coordinated action and underscored the reality 

that many countries have outdated or ambiguous national legislation and methods for 

combating cybercrime. Governments that clamp down on physical protests are also 

extending these tactics into the digital realm, employing online surveillance of their 

citizens (Wall & Ward, 2017). 

Furthermore, some governments intentionally use citizens' online activities as 

evidence against dissenting voices, showcasing the darker potential of technology. 

This underscores the importance of avoiding a simplistic perspective on technology 

solely as a liberating force for global citizens. While technology can increase 

transparency, oppressive governments can also utilise it for monitoring, control, and 

propaganda (Jeffrey, 2016). This situation implies that while some governments may 

have resources to combat unsophisticated cyber threats, they may lack the capacity 

to deal with more sophisticated attacks. This aligns with a response level of "1: Not 
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really" to "2: Somewhat" (Coppedge et al., 2024). The use of outdated laws to 

suppress dissent indicates limited technological advancement and strategic planning 

in cybersecurity, highlighting the need for significant improvements in both policy and 

resources to effectively counter sophisticated cyber threats. 

Additionally, extreme government control over the Internet, as exemplified by 

Ethiopia's actions during periods of civil unrest, further indicates the disparity in 

cybersecurity capacity. The Ethiopian government shut down the Internet in 2016 after 

riots between police and the Oromo and Amhara ethnic groups, demonstrating a 

reactionary rather than a proactive approach to potential cyber threats (Freedom 

House, 2016). This reflects a limited capacity to effectively counteract cyber threats, 

corresponding to a lower response level in the government cybersecurity capacity 

variable. 

2.8.2 Cybersecurity Culture and Society 

The government social media monitoring variable from the DSP dataset will be used 

as a proxy measure for the culture and society dimension of the CMM. 

Government social media monitoring  

The government social media monitoring variable examines the comprehensiveness 

of government surveillance on social media, reflecting public perception and behaviour 

in cyberspace. It influences societal attitudes towards online privacy and security, 

which is a crucial element of cybersecurity culture. 

The extent of government social media monitoring provides insight into the level of 

surveillance and control exercised over political content. Various countries exhibit 

different levels of comprehensiveness in their surveillance efforts. For example, the 

youth in Kenya are leveraging social media to highlight key governance concerns, 

including the misappropriation of government funds and corruption claims 

against government officials. Bloggers have faced charges under Section 132 of the 

Penal Code, a colonial-era law, for criticising government officials on social media 

(Jeffrey, 2016). This indicates that the government actively monitors social media 

content, particularly when it pertains to political dissent, suggesting a response level 

of "2: Somewhat comprehensive" to "3: Limited". This level of surveillance shows that 

while the government does not universally surveil all social media content, it prioritises 
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key political issues and acts against dissenting voices, reflecting a strategic but not 

all-encompassing approach to monitoring. 

China's digital political environment is characterised by a complex relationship of 

censorship, surveillance, and control (Mechkova et al., 2024). The government allows 

online media to proliferate but exercises tight control over content, censoring any 

material deemed threatening to political stability. This censorship is carried out through 

a collaborative effort between government agencies, leaders, and different levels of 

government, with the surveillance of political content on social media being "0: 

extremely comprehensive" (Coppedge et al., 2024). Furthermore, the government 

engages in a massive and consistent campaign of astroturfing, with paid actors posting 

regime-friendly disinformation in a coordinated manner. While the government permits 

posts that reflect negatively on the government, giving a false impression of freedom 

of speech, it removes any discussion online that has the potential to lead to mass 

mobilisation or collective action (Mechkova et al., 2024). This extensive level of control 

and monitoring aligns with the highest response level of "0: Extremely comprehensive" 

(Coppedge et al., 2024), demonstrating a deeply entrenched and pervasive 

surveillance system aimed at maintaining political stability and control (Bennett & 

Naim, 2015). 

2.8.3 Legal and Regulatory Frameworks 

The government internet filtering capacity, government internet filtering in practice, 

government internet shut down capacity, privacy protection by law content, 

government online content regulation approach, and government capacity to regulate 

online content variables from the DSP dataset will be used as proxy measures for the 

legal and regulatory framework dimension of the CMM. 

Government Internet filtering capacity 

The government Internet filtering capacity variable assesses the government's 

technical ability to censor information online, which involves regulatory measures that 

authorise such actions. It reflects the legal framework that governs Internet filtering. 

The capacity of governments to filter internet content has evolved alongside the 

advancement of digital technology and the increasing reliance on the Internet for 
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information dissemination. According to Irum and Al Sharqi (2015), countries use 

media censorship to control and manipulate information flow. In the digital age, the 

Internet's ability to rapidly disseminate information across borders has necessitated 

sophisticated surveillance and filtering tools to maintain societal order and suppress 

information that could challenge governmental authority, thus, indicating a response 

level of "2: The government has adequate capacity to block access to most, but not 

all, specific sites on the Internet if it wanted to" (Coppedge et al., 2024) or higher. 

Governments in China, Russia, and India have legalised electronic surveillance, 

enabling them to have comprehensive control over online activities (Shabaz, 2018). 

China's extensive measures, including its robust firewall, illustrate a high capacity to 

block objectionable content, aligning with response levels of “3” or “4” on the filtering 

capacity scale (Bennett & Naim, 2015). 

Government Internet filtering in practice 

The government Internet filtering in practice variable explores the frequency of 

government censorship practices. It reflects the enforcement of legal regulations 

concerning online content and the practical application of internet censorship laws. 

The actual practice of internet filtering varies significantly across different political 

regimes. Authoritarian regimes and centralised governments often employ overt and 

covert censorship to stifle dissent and maintain control. Irum and Al Sharqi (2015) 

noted that tech-savvy activists have adapted to circumvent crude censorship methods, 

but governments have also evolved their strategies. Countries such as North Korea, 

Cuba, and China rank among the most censored globally, using tactics like limiting 

press freedom and manipulating media ownership to control information flow (Karlekar 

& Dunham, 2014). These practices reflect a high frequency of Internet filtering, with 

response levels such as "0: Extremely often" or "1: Often" (Coppedge et al., 2024). 

In less mature democracies such as Hungary, Ecuador, Turkey, and Kenya, there is 

a concerning trend of adopting censorship practices observed in autocratic regimes 

(Bennett & Naim, 2015). Governments in these countries employ stealth censorship 

methods, outsourcing censorship responsibilities and exerting financial pressure on 

media entities to control information flow while maintaining a democratic façade, 

indicating a response level of "2: Sometimes" or "3: Rarely" (Coppedge et al., 2024), 

depending on the extent and subtlety of the practices used. 
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Government Internet shut down capacity 

The government Internet shut down capacity variable examines the government's 

capacity to shut down Internet access, which is closely tied to legal and regulatory 

frameworks that govern such actions. It reflects the extent of governmental control 

over Internet infrastructure under legal frameworks. 

There is a growing trend of Internet shutdowns in Africa, often coinciding with highly 

contested or closely fought elections, sparking concerns about censorship and the 

suppression of free expression. These shutdowns have become representative of a 

broader global divergence in internet governance and regulation perspectives. 

Governments across the continent justify these actions as necessary measures to 

combat misinformation, safeguard electoral integrity, and ensure national security. 

However, international organisations, non-governmental organisations, and social 

media platforms criticise shutdowns as unacceptable forms of censorship and 

information control. They argue that such actions are often abused by political actors 

to stifle dissenting voices and manipulate electoral outcomes (Bennett & Naim, 2015). 

Stremlau and Dobson (2022) offer a distinct perspective by contextualising internet 

shutdowns within the historical continuum of information controls deployed during 

elections. Traditional forms of information management during elections, such as 

media blackouts and restrictions on public gatherings, are widely accepted and 

deemed as legitimate mechanisms to uphold competitive democratic processes. The 

authors raise critical questions about shutdowns' novelty and appropriateness as 

responses to genuine concerns about social media manipulation and election integrity. 

This historical perspective underscores the evolving strategies of governments to 

maintain control over information flow during sensitive periods. 

Furthermore, Stremlau and Dobson (2022) explain that online content control is a 

crucial but frequently forgotten factor during the implementation of internet shutdowns 

which highlight social media companies' inability to effectively handle misinformation 

and disinformation in specific African contexts, particularly during sensitive periods of 

elections. This failure exacerbates the perceived need for Internet shutdowns, 

reflecting a governmental response level of "3: The government has the capacity to 

shut down roughly three-quarters of domestic access to the Internet" (Coppedge et 

al., 2024) or higher. The capacity to implement such extensive measures 
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demonstrates the significant control certain African governments exert over digital 

information channels during election times. 

Privacy protection by law content 

The privacy protection by law content variable examines the legal framework for 

protecting users’ privacy and data. It reflects regulatory measures in place to 

safeguard personal information, a critical component of comprehensive cybersecurity 

legislation. 

According to Makulilo (2015), data privacy protection efforts in Africa vary significantly 

across subregional groupings. The Economic Community of West African States 

(ECOWAS) is the initial and sole subregional organisation in Africa that has developed 

a structured framework for laws concerning data protection. This framework is outlined 

in the Supplementary Act on Personal Data Protection within ECOWAS, established 

in 2010. This comprehensive framework underscores the region's commitment to 

safeguarding personal data and privacy, aligning with a response level of "4: The legal 

framework explicitly allows the government to access personal information on the 

Internet only in extraordinary circumstances" (Coppedge et al., 2024). 

The East African Community (EAC) has established two legal structures concerning 

data privacy: the EAC Legal Framework for Cyber Laws, drafted in 2011, and the EAC 

Bill of Rights, which received approval in 2012. These instruments provide a 

foundational basis for data privacy protections within the EAC, albeit with varying 

levels of enforceability and effectiveness. This situation reflects a response level of "3: 

The legal framework explicitly allows the government to access only a few types of 

personal information on the Internet" (Coppedge et al., 2024), indicating some level of 

protection but with room for improvement. 

Similarly, the Southern African Development Community (SADC) introduced the 

SADC Model Law on Data Protection in 2012. However, there has been limited 

progress in making this law binding on member states, primarily due to implementation 

challenges. These regional instruments, except for the ECOWAS framework, are non-

binding and serve as guidelines for member states to develop their national legislation 

on data privacy. This scenario aligns with a response level of "2: The legal framework 

explicitly allows the government to access many types of personal data on the 
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Internet" (Coppedge et al., 2024), indicating that while there are guidelines, their non-

binding nature limits their effectiveness. 

Internet legal regulation content 

The internet legal regulation and content variables assesses the scope of content 

covered by internet regulations, reflecting the legal boundaries set by the government 

for online speech and content. It directly relates to the regulatory aspect of 

cybersecurity. 

The type of content that is covered in the legal framework to regulate the Internet is a 

crucial dimension of government control. According to De Lanerolle (2016), the scope 

and enforcement of legal regulations on Internet content indicate a government's 

capacity to control online information. Governments with broad legal frameworks that 

allow for the removal of various types of content demonstrate extensive regulatory 

control. For example, laws enabling the removal of politically sensitive content align 

with a response level of "0: The state can remove any content at will" (Coppedge et 

al., 2024). This suggests that governments with comprehensive legal measures can 

exert significant control over online content (De Lanerolle, 2016). 

The existence of the Access to Information Act and the misuse of older laws in Kenya 

highlight the complexity of the legal framework surrounding internet content regulation 

(The Bloggers Association of Kenya, 2016). This scenario aligns with a response level 

of "2: The legal framework is ambiguous. The state can remove some politically 

sensitive content, while other content is protected by law" (Coppedge et al., 2024), 

highlighting that while there are laws promoting transparency, there are also legal 

ambiguities that allow for the suppression of certain types of content. 

Government online content regulation approach 

The government online content regulation approach variable assesses whether the 

government either utilises its own resources or relies on private entities to monitor and 

regulate online content. It reflects the implementation and practical application of legal 

and regulatory frameworks concerning internet governance. 

The extent to which a government uses its resources or relies on private actors to 

monitor and regulate online content is another key aspect of internet governance. 
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According to Makulilo (2015), the involvement of private sector entities in content 

regulation indicates a collaborative approach. Governments that distribute the 

regulatory burden to private actors, such as Internet Service Providers (ISPs), 

demonstrate a mixed approach to online content regulation. This aligns with the 

response level of "2: Some online content monitoring and regulation is done by the 

state, but the state also involves private actors in monitoring and regulation in various 

ways" (Coppedge et al., 2024). Such collaborations can be instrumental in expanding 

regulatory capacity, indicating that strategic partnerships with private actors are 

essential for effective online content management (Makulilo, 2015). 

Government capacity to regulate online content 

The government capacity to regulate online content variable assesses whether the 

government has the necessary staff and resources to ensure that online activity 

complies with existing regulations. By evaluating the government's capacity to remove 

illegal content and enforce its laws comprehensively, this variable reflects the quality 

and clarity of the legal frameworks in place.  

The diverse cyber policies and data privacy efforts across Africa also relate to the 

variable, government capacity to regulate online content. For instance, while 

ECOWAS has a concrete framework, the implementation challenges faced by other 

regions like the EAC and SADC suggest limited regulatory capacity. This aligns with 

a response level of "2: Somewhat. The state has the capacity to regulate only some 

online content or some portions of the law" Coppedge et al., 2024), indicating that 

while there is some capacity to regulate, it is not comprehensive across all regions. 

A government’s capacity to regulate online content is influenced by its resources and 

institutional frameworks. According to the Bloggers Association of Kenya (2016), 

governments with sufficient resources and well-established institutions can regulate a 

broad spectrum of online content, aligning with the response level of "4: Yes, the 

government has sufficient capacity to regulate all online content". This suggests that 

strategic partnerships and collaborations with private actors are vital for 

comprehensive online content regulation (The Bloggers Association of Kenya, 2016). 
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2.9 Combination of CSS as the Theoretical Framework and CMM as the 

Conceptual Framework 

By framing government cybersecurity capacity as a concept shaped by social and 

political factors, including law, practice, and institutional dynamics, CSS enables an 

examination of how and why states address cyber threats, enhance surveillance, and 

build capacity in response to perceived risks. This approach justifies the choice of DSP 

variables related to Internet monitoring, filtering, regulation, and shutdown capacity.  

The CMM offers a structured method for assessing national cybersecurity capacity, 

focusing on areas such as cybersecurity policy and strategy, culture and society, and 

the legal and regulatory framework. DSP variables, such as Internet filtering, 

shutdown, social media monitoring, privacy law, and regulatory capacity serve as 

proxy indicators for three CMM dimensions, supporting the rationale for selecting 

these DSP variables. 

2.10 Summary 

This literature review has examined cybersecurity and digital readiness indices (the 

GCI, NCSI, NRI, and CDI) and identified important differences in cybersecurity 

capacity between African, developing, and developed countries. The review 

highlighted the challenges that African and developing countries face when building 

cybersecurity capacity, including resource constraints, limited digital skills, weak 

institutions, inadequate policies, political instability, and insufficient national and 

international cooperation. 

 

The literature review explored how governments use digital control and surveillance 

mechanisms through the lens of CSS, examining securitisation processes, offensive 

and defensive cyber operations, and the roles of state and non-state actors. It 

demonstrated that cybersecurity governance differs between democratic and 

authoritarian systems, with varying approaches to surveillance and digital control. 

African countries employ diverse strategies—from internet shutdowns to social media 

monitoring and censorship—often justified under national security narratives. These 

practices reveal tensions between government efforts to build cybersecurity capacity 

and the protection of digital rights and freedoms. 
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The Oxford GCSCC CMM provided a structured framework for this study, offering five 

dimensions for assessing cybersecurity capacity: cybersecurity policy and strategy, 

cybersecurity culture and society, building cybersecurity knowledge and capabilities, 

legal and regulatory frameworks, and standards and technologies. By aligning DSP 

variables with CMM dimensions, this study identified proxy measures that reflect 

government cybersecurity capacity development across these dimensions. 

 

CSS serves as the theoretical framework for this study, enabling examination of how 

governments securitise digital threats and build cybersecurity capacity in response to 

perceived risks. The DSP variables—including Internet filtering, Internet shutdowns, 

social media monitoring, privacy law, and regulatory capacity—correspond with CSS 

concepts of securitisation, power dynamics, and the gap between formal capacity and 

operational practice. This combination of CSS as the study’s theoretical framework 

and CMM as the study’s conceptual framework provides a robust approach for 

investigating the determinants of government cybersecurity capacity in African and 

developing countries. 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



72 

 

Chapter 3: Research Methodology 

This chapter outlines the research approach, data source, data preparation and 

analysis, reasons for using ordinal variables and ordinal logistic regression models, 

and statistical techniques used to deal with heteroscedasticity and heterogeneity while 

investigating the relationships between digital media freedom, state Internet regulation 

practices, and government cybersecurity capacity. It also introduces the sub-

hypotheses (i.e., statistical hypotheses), which are assessed and discussed in the 

Results and Discussion chapter. This chapter concludes with a brief discussion on 

how the researcher considered ethical issues and the limitations of this study. 

3.1 Research Approach 

The study employed a quantitative research approach using secondary data. Ordinal 

logistic regression models were used to examine the relationship between government 

cybersecurity capacity (the dependent variable) and eight independent variables 

related to digital media freedom and state Internet regulation capacity and approach. 

 

The decision to use ordinal logistic regression is primarily influenced by the nature of 

the dependent variable, government cybersecurity capacity, which comprises of 

ordered categories. Unlike multinomial logistic regression, which disregards inherent 

ordering and compromises statistical power, this model explicitly utilises the hierarchy 

in response levels. It does so by modelling cumulative probabilities through 

proportional odds, assuming consistent predictor effects across outcome thresholds, 

thereby enhancing interpretability and efficiency.  

 

By respecting the ordinal structure, the model avoids the unrealistic assumption of 

equal interval spacing required by linear regression, while more robustly capturing 

trends than methods that treat the outcome as nominal. Validating the proportional 

odds assumption ensures the model's appropriateness, making it the theoretically 

aligned and statistically efficient choice for ordered outcomes. 

3.2 Data Source 

The study utilised data from the sixth version of the publicly available, open-source 

DSP dataset (Mechkova et al., 2024). This version is a country-year longitudinal 
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dataset that comprises of 179 countries and 35 indicators from 2000 to 2023 (Digital 

Society Project, 2024a; Mechkova et al., 2024). The DSP dataset examines the 

political landscape of the Internet and social media, containing specific indicators 

relevant to this study, such as government cybersecurity capacity, Internet filtering 

practices, and social media monitoring (Coppedge et al., 2024). The Varieties of 

Democracy Institute (V-Dem) provided the infrastructure for the collection of the DSP 

data (Digital Society Project, 2024b). 

3.3 Data Collection and Expert Judgments 

According to Coppedge et al. (2024), V-Dem uses a rigorous recruitment process to 

select expert coders (Country Experts) to ensure that the data collected is accurate 

and reliable. At least five Country Experts are allocated for each country-year indicator, 

with a minimum of three experts being citizens or permanent residents of the country 

that is being analysed. This approach helps mitigate potential biases and ensures that 

the data that has been collected is informed by local knowledge and expertise 

(Coppedge et al., 2024). 

The recruitment protocol of V-Dem involves a thorough vetting process wherein 

potential Country Experts are evaluated based on five key criteria (Coppedge et al., 

2024). First, their expertise in the relevant country and thematic areas is assessed, 

typically demonstrated through advanced degrees, publications, and professional 

experience. Second, consideration of their connection to the country, with a 

preference for nationals or permanent residents. Third, evaluate their willingness to 

devote time and effort to the project and their ability to deliberate carefully over the 

survey questions. Fourth, prioritisation of impartiality, avoiding individuals with 

potential conflicts of interest or biases. Lastly, V-Dem evaluates Country Experts 

based on the diversity of their professional backgrounds. 

3.4 Addressing Challenges in Expert-Coded Data 

While expert-coded data are invaluable, they pose several challenges, primarily due 

to the variability in judgments across different experts and contexts. To address these 

issues, V-Dem uses a sophisticated measurement model that aggregates expert-

coded data while accounting for uncertainties and potential biases (Marquadt, 2023). 

The model is based on the premise that the concepts being measured are unobserved 
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but can be inferred from the imperfect manifestations captured by expert ratings 

(Marquadt, 2023; Coppedge et al., 2024). 

3.5 Measurement Model 

The V-Dem measurement model operates by converting the ordinal categories used 

by experts to a single continuous latent scale, thereby estimating the values of the 

unobserved concepts (Coppedge et al., 2024). This process involves several key 

steps such as reliability and scale perception, overlapping coding and anchoring 

vignettes, and output and credible regions. 

3.5.1 Reliability and Scale Perception  

The model estimates the reliability of each expert relative to others and the degree to 

which their perception of the response scale differs. This is achieved through iterative 

estimation, where the model weights an expert's contribution based on their reliability 

and scale perception. 

3.5.2 Overlapping Coding and Anchoring Vignettes  

Patterns of overlapping coding (i.e., experts coding multiple countries) and the use of 

hypothetical cases (i.e., anchoring vignettes) help in estimating systematic differences 

in scale perception across different sets of experts. This ensures that the final 

estimates account for these variations and provide a consistent measure across 

cases. 

3.5.3 Output and Credible Regions  

The output of the model is an interval-level point estimate of the latent trait, typically 

ranging from -5 to 5, along with its associated measurement error. These point 

estimates are the best representation of the unobserved concepts for use in statistical 

analysis. 

3.6 Data Presentation 

V-Dem provides several versions of the estimates of the DSP data to facilitate 

interpretation and usability (Coppedge et al., 2024): 
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i. Interval-Level Point Estimates  

These estimates are directly output from the measurement model and are suitable 

for statistical analysis. 

ii. Transformed Interval-Level Estimates  

To aid substantive interpretation, these estimates are linearly transformed back to 

the original coding scale used by the experts, typically ranging from 0 to 4. 

iii. Ordinal Versions  

For applications requiring ordered categorical values, V-Dem also provides ordinal 

versions of each variable, along with credible regions for each type of estimate 

(Coppedge et al., 2024). 

3.7 Variables used in the study 

 
Table 3.1: Description of variables 

Dependent 

variable 
Description   

v2smgovcapsec Government cyber security capacity      

No 

No. The government does not have the capacity to 

counter even unsophisticated cyber security 

threats. 

    

Not Really 
Not really. The government has the resources to 

combat only unsophisticated cyber attacks. 
    

Some what 
Somewhat. The government has the resources to 

combat moderately sophisticated cyber attacks. 
    

Mostly 
Mostly. The government has the resources to 

combat most sophisticated cyber attacks. 
    

Yes 

Yes. The government has the resources to combat 

sophisticated cyber attacks, even those launched by 

highly skilled actors. 

    

 Independent Variables          Digital Media Freedom  State Internet Regulation Capacity and Approach 

v2smgovfilcap Government Internet filtering capacity v2smregcon Internet legal regulation content  

No Capacity 
The government lacks any capacity to block access 

to any sites on the Internet. 
Any Content The state can remove any content at will. 

Limited Capacity 
The government has limited capacity to block 

access to a few sites on the Internet. 

Remove Most 

Content 

The state can remove most content, and the law 

protects speech in only specific, and 

politically uncontroversial contexts. 

Adequate 

Capacity 

The government has adequate capacity to block 

access to most, but not all, specific sites on the 

Internet if it wanted to. 

Ambiguous 

Framework 

The legal framework is ambiguous. The state can 

remove some politically sensitive content, while 

other is protected by law. 

Complete 

Capacity 

The government has the capacity to block access to 

any sites on the Internet if it wanted to. 

Remove 

Controversial 

Content 

The law protects most political speech, but the state 

can remove especially politically controversial 

content. 
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v2smgovfilprc Government Internet filtering in practice 

Remove if 

violate legal 

criteria 

The law protects political speech, and the state can 

only remove content if it violates well-established 

legal criteria. 

Extremely Often 

Extremely often. It is a regular practice for the 

government to remove political content, except to 

sites that are pro-government. 

v2smprivcon Privacy protection by law content  

Often 

Often. The government commonly removes online 

political content, except sites that are pro-

government. 

Any Type 

The legal framework explicitly allows the 

government to access any type of personal data on 

the Internet. 

Sometimes 
Sometimes. The government successfully removes 

about half of the critical online political content. 
Most types 

The legal framework explicitly allows the 

government to access most types of personal data 

on the Internet. 

Rare 
Rarely. There have been only a few occasions on 

which the government removed political content. 
Many Types 

The legal framework explicitly allows the 

government to access many types of personal data 

on the Internet. 

Never 

Never, or almost never. The government allows 

Internet access that is unrestricted, with the 

exceptions mentioned in the clarifications section. 

Few Types 

The legal framework explicitly allows the 

government to access only a few types of personal 

information on the Internet. 

 

 

 

v2smgovshutcap 

 

 

 

Government Internet shut down capacity  

Only 

Extraordinary 

circumstances 

The legal framework explicitly allows the 

government to access personal information on the 

Internet only in extraordinary circumstances. 

No Capacity 
The government lacks the capacity to shut down 

any domestic Internet connections. 
v2smregcap Government capacity to regulate online content  

Quarter  
The government has the capacity to shut down 

roughly a quarter of domestic access to the Internet. 
No 

No, almost all online activity happens outside of 

reach of the state, where it lacks the capacity to 

remove illegal content. 

Half 
The government has the capacity to shut down 

roughly half of domestic access to the Internet. 
Not Really 

Not really. The state has extremely limited 

resources to regulate online content. 

Three Quarter 

The government has the capacity to shut down 

roughly three quarters of domestic access to the 

Internet. 

Some What 

Somewhat. The state has the capacity to regulate 

only some online content or some portions of the 

law. 

Complete 
The government has the capacity to shut down all, 

or almost all, domestic access to the Internet. 
Mostly 

Mostly. The state has robust capacity to regulate 

online content, though not enough to regulate all 

content and all portions of the law. 

v2smgovsmmon Government social media monitoring  Sufficient 
Yes, the government has sufficient capacity to 

regulate all online content. 

Extremely 

comprehensive 

Extremely comprehensive. The government 

surveils virtually all content on social media. 
v2smregapp Government online content regulation approach  

Mostly 

Comprehensive 

Mostly comprehensive. The government surveils 

most content on social media, with comprehensive 

monitoring of most key political issues. 

All Content 
All online content monitoring and regulation is done 

by the state. 

Somewhat 

Comprehensive 

Somewhat comprehensive. The government does 

not universally surveil social media but can be 

expected to surveil key political issues about half the 

time. 

Most Content 

Most online content monitoring and regulation is 

done by the state, though the state involves private 

actors in a limited way. 

Limited 
Limited. The government only surveils political 

content on social media on a limited basis. 
Some Content 

Some online content monitoring and regulation is 

done by the state, but the state also involves private 

actors in monitoring and regulation in various ways. 

Not at all 

Not at all, or almost not at all. The government does 

not surveil political content on social media, with the 

exceptions mentioned in the clarifications section. 

Little Content 

The state does little online content monitoring and 

regulation, and entrusts most of the monitoring and 

regulation to private actors. 



77 

 

    None 
The state off-loads all online content monitoring and 

regulation to private actors. 

Source: Coppedge et al. (2024) 

The study investigated the relationship between government cybersecurity capacity 

and eight factors related to digital media freedom and state Internet regulation capacity 

and approach. 

The independent variables included in the study measure government Internet filtering 

capacity, government Internet filtering in practice, government Internet shutdown 

capacity, and government social media monitoring. Additionally, the study examined 

the impact of Internet legal regulation content, privacy protection by law, government 

capacity to regulate online content, and government online content regulation 

approach on government cybersecurity capacity. These eight independent variables 

represent different aspects of a government's ability to control and monitor the digital 

landscape, which may have significant implications for its overall cybersecurity 

capacity (Merhi & Bregu, 2020). The names of these variables and their corresponding 

descriptions have been provided in Table 3.1 above.  

3.8 Data Preparation and Analysis 

Stata was used to conduct the data analysis and extract the results (StataCorp, 2024). 

The dataset was checked for missing values and inconsistencies. South Sudan and 

Palestine/Gaza were excluded from the analysis because of the insufficient number of 

data points available for these countries. Including these countries in the analysis 

would have resulted in unreliable and potentially biased estimates due to their limited 

data. Additionally, insufficient data points do not provide a robust basis for drawing 

meaningful conclusions or ensuring the statistical power necessary for ordinal logistic 

regressions. Ultimately, excluding these two countries ensured the integrity and 

reliability of the study's findings, allowing for more accurate and generalisable insights 

into the relationship between the independent variables and government cybersecurity 

capacity in African and developing countries. 

3.9 Justification for using Ordinal Variables 

Both theoretical and practical considerations justify the decision to use ordinal 

variables from the DSP dataset. In theory, the concepts under investigation, such as 
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government cybersecurity capacity, are inherently ordinal. These variables represent 

ordered categories that reflect varying levels of capacity rather than precise, 

measurable quantities. Using ordinal variables aligns with the nature of the data and 

provides a more accurate representation of the underlying constructs. 

In practice, attempts to estimate the ordinal logistic model using continuous versions 

of the variables, such as mean and median values, led to significant convergence 

issues. These issues arose because continuous variables often introduce complexities 

in the estimation process, particularly when the underlying data does not meet the 

assumptions required for treating them as continuous. The ordinal logistic model is 

specifically designed to handle ordinal data, where the focus is on the order of 

categories rather than exact numerical differences between them. This model 

effectively captures the ordinal nature of the data, ensuring reliable and interpretable 

results. 

Furthermore, using continuous dependent variables in this context is inappropriate 

because the DSP dataset was derived from expert judgments that are best understood 

within an ordinal framework. The transformation of these ordinal ratings into 

continuous scales, such as means or medians, would not only obscure the ordinal 

relationships but also potentially introduce biases and inaccuracies. Continuous 

measures assume equal intervals between points, which do not necessarily exist in 

expert-coded data. Therefore, the use of ordinal variables maintains the integrity of 

the data, aligns with the theoretical underpinnings of the measured constructs, and 

avoids the convergence issues with continuous variable versions. This approach 

ensures that the analysis remains robust, valid, and accurately reflects the nature of 

government cybersecurity capacity. 

3.10 Justification for using Ordinal Logistic Regression Models 

Given the ordinal nature of the dependent variable, government cybersecurity capacity 

(v2smgovcapsec), which ranges from 0 to 4, the ordinal logistic regression model is a 

more appropriate choice to use in comparison to linear probability models (DeMaris, 

1995). 

Unlike linear regression, which assumes a continuous and normally distributed 

dependent variable, ordinal logistic regression is designed to handle ordinal data 
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where the response categories have a natural ordering (Kauermann, 2000). This is 

crucial as the different levels of the outcome variable represent a clear progression in 

the government's ability to counter cyber threats, from complete inability to the 

capacity to combat even highly sophisticated attacks. 

Using linear probability models is not suitable for this type of ordinal dependent 

variable (Peng et al., 2002). These models assume a linear relationship between the 

predictors and the outcome, which does not align well with the inherent ordering of the 

response categories. Moreover, linear probability models can produce fitted values 

outside the 0 to 1 range, leading to predictions that are nonsensical in the context of 

an ordinal dependent variable (Stoltzfus, 2011). 

Conversely, the ordinal logistic regression model uses a cumulative logit link function 

to capture the ordered nature of the dependent variable  (Kauermann, 2000). This link 

function transforms the ordinal outcome into a linear combination of the predictors, 

allowing for the estimation of the probability of each response category given the 

values of the independent variables.  

The model parameters in an ordinal logistic regression, known as logits, represent the 

log-odds of being at or below a particular response category, providing a more 

meaningful interpretation than the linear coefficients of a linear probability model 

(Hosmer & Lemeshow, 2000). This ordinal structure is crucial in the study, as it allows 

for a nuanced understanding of how the independent variables influence the 

government's capacity to address cybersecurity threats at different levels of 

sophistication. 

The ordinal logistic regression model is the more suitable choice for analysing the 

dependent variable, as it can appropriately model the ordered categorical nature of 

the dependent variable, leading to more accurate and interpretable results compared 

to linear probability models. 

Linear probability models assume a linear relationship between the predictors and the 

outcome variable, which can be expressed as: 

𝑃(𝑌 = 1|𝑋) =  𝛽0 + 𝛽𝑖𝑋𝑖 
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where 𝑃 is the probability of the outcome, 𝛽0 is the intercept, 𝛽𝑖 is the slope coefficient, 

and 𝑋𝑖 is the predictor variable. 

This linear formulation can lead to predictions outside the 0 to 1 range, which is 

problematic for an ordinal dependent variable. 

The ordinal logistic regression model, on the other hand, uses a cumulative logit link 

function to capture the ordered nature of the response variable. The cumulative logit 

is defined as the log of the odds of being at or below a particular response category: 

𝑙𝑜𝑔𝑖𝑡(𝑝) = log (
𝑝

1 − 𝑝
) 

Where  is the probability of a positive response. 

This formulation ensures that the predicted probabilities for each response category 

are non-negative and sum to 1, addressing the limitation of linear probability models 

that can produce fitted values outside the 0 to 1 range. 

Moreover, the logit coefficients represent the change in the log-odds of being at or 

below a particular response category for a unit change in the predictor (i.e., 

independent) variable, which provides a more meaningful interpretation compared to 

the linear coefficients of a linear probability model. 

3.11 Data Categorisation and Model Estimation 

The DSP dataset was divided into two distinct categories: African countries and 

developing countries. Countries were categorised as "African" according to V-Dem's 

handbook on country coding units  (Coppedge et al., 2024). "Developing" countries 

were defined as those that did not fit into either the "African" or "developed" categories. 

Developed countries are those that meet certain criteria, such as having an HDI of 

0.80 or higher (United Nations Development Programme, 2024), being classified as 

advanced economies by the IMF (2024), being considered high-income economies by 

the World Bank (2024), and having a GDP per capita (purchasing power parity) 

exceeding US$25,000 per year (International Monetary Fund, 2024). 

Due to a low number of observations, South Sudan was excluded from the analysis of 

African countries, and Palestine/Gaza was excluded from the analysis of developing 
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countries. This study does not include developed countries in its analysis. The final 

analysis focused on 50 African and 90 developing countries. 

3.12 Structure of Regression Models 

Four different ordinal logistic regression models were used to systematically include 

the eight independent variables in African and developing countries.  

The first model included two key variables: Government Internet filtering capacity 

(v2smgovfilcap) and Government Internet filtering in practice (v2smgovfilprc). These 

variables are fundamental in understanding government control over Internet content.  

The second model focused exclusively on Government Internet shut down capacity 

(v2smgovshutcap), which examines governments' broader power over Internet 

access. 

The third model incorporated two variables: Government social media monitoring 

(v2smgovsmmon) and Internet legal regulation content (v2smregcon). 

In the fourth model, three additional variables were analysed. The variables included 

in this model are Privacy protection by law content (v2smprivcon), Government 

capacity to regulate online content (v2smregcap), and Government online content 

regulation approach (v2smregapp),  

This structured statistical modelling approach enables a detailed investigation into how 

digital media freedom and state internet regulation impact government cybersecurity 

capacity in African and developing countries. It also helps address and mitigate 

methodological challenges encountered during the estimation process. 

According to Mark and Sul (2003), heteroscedasticity, or the unequal variance of the 

error terms, can be addressed by using robust standard errors (Mark & Sul, 2003). 

Robust standard errors are a type of standard error estimation that is robust to the 

presence of heteroscedasticity, which can lead to incorrect inferences if not properly 

accounted for. Robust standard errors for inference and testing of the regression 

coefficients were used in the ordinal logistic regression models to account for potential 

heteroscedasticity. 
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Given the cross-sectional nature of the data, autocorrelation was not a primary 

concern. This is because autocorrelation mainly affects models where observations 

are ordered sequentially or spatially, which is often not the case with categorical 

independent variables (Florax & De Graaff, 2004). The study used categorical 

independent variables, which help address the challenges associated with the 

assumptions of normality (Giacalone et al., 2018) and multicollinearity commonly 

found in classical regression models (Midi et al., 2010; Shrestha, 2020). By their 

inherent nature, categorical independent variables offer a more straightforward 

modelling approach, eliminating the need for transformations or complex collinearity 

diagnostics typically required with continuous variables. 

According to Swamy and Fikkert (2002), the inclusion of country and time fixed effects 

in the models help to address the issue of heterogeneity, or the presence of 

unobserved factors that vary across countries and/or time periods and may be 

correlated with the independent variables. Fixed effects models control for all time-

invariant characteristics of a country and all country-invariant characteristics over time, 

thereby reducing the risk of omitted variable bias (Swamy & Fikkert, 2002). The study 

employed country and time fixed effects in the ordinal logistic regression models to 

address the potential issue of heterogeneity in the data. 

3.13 Sub-hypotheses 

Based on the variables used in the study, the below mentioned sub-hypotheses (i.e., 

statistical hypotheses) will be assessed and discussed in the Results and Discussion 

chapter of this study. 

Table 3.2: Null and Alternative Hypotheses 

 Null Hypothesis Alternative Hypothesis 

1 There is no significant relationship 

between government Internet filtering 

capacity and government 

cybersecurity capacity. 

There is a significant relationship between 

government Internet filtering capacity and 

government cybersecurity capacity. 

2 There is no significant relationship 

between government Internet filtering 

in practice and government 

cybersecurity capacity. 

There is a significant relationship between 

government Internet filtering in practice 

and government cybersecurity capacity. 
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3 There is no significant relationship 

between government Internet 

shutdown capacity and government 

cybersecurity capacity. 

There is a significant relationship between 

government Internet shutdown capacity 

and government cybersecurity capacity. 

4 There is no significant relationship 

between government social media 

monitoring and government 

cybersecurity capacity. 

There is a significant relationship between 

government social media monitoring and 

government cybersecurity capacity. 

5 There is no significant relationship 

between Internet legal regulation 

content and government 

cybersecurity capacity. 

There is a significant relationship between 

Internet legal regulation content and 

government cybersecurity capacity. 

6 There is no significant relationship 

between privacy protection by law 

content and government 

cybersecurity capacity. 

There is a significant relationship between 

privacy protection by law content and 

government cybersecurity capacity. 

7 There is no significant relationship 

between government capacity to 

regulate online content and 

government cybersecurity capacity 

There is a significant relationship between 

government capacity to regulate online 

content and government cybersecurity 

capacity. 

8 There is no significant relationship 

between government online content 

regulation approach and government 

cybersecurity capacity. 

There is a significant relationship between 

government online content regulation 

approach and government cybersecurity 

capacity. 

   

 

3.14 Ethical Considerations 

The study did not involve animal experimentation or the use of human subjects, human 

tissue or other material, or patient records so it should not have any ethical risks.  

The DSP dataset does not contain the personal information of any individuals and V-

Dem has policies in place to ensure that the identity of their Country Experts are not 

revealed (Coppedge et al., 2024). 
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Additionally, the researcher received an ethics waiver clearance (Protocol Number: 

WSG-2023-08W) from the Wits School of Governance’s Ethics Committee to conduct 

this study.  

3.15 Limitations 

While this study provides valuable insights into the determinants of government 

cybersecurity capacity in African and developing countries using the DSP dataset, 

several limitations must be acknowledged. These limitations can be summarised as 

follows:  

3.15.1 Data Limitations 

• The use of ordinal variables might reduce the precision of the analysis and 

potentially lead to information loss; and 

• The DSP dataset, while comprehensive, relies on expert assessments that 

could be subjective and may not cover all aspects of cybersecurity capacity.  

3.15.2 Regional Focus 

The study's focus on African and developing countries limits the generalisability of 

findings to other regions of the world. 

3.15.3 Scope Limitations 

• The focus on the aggregate trends of specific regions and the absence of sub-

national analysis might overlook variations in cybersecurity capacity within 

countries and between different types of countries; and 

• The set of determinants examined are not exhaustive, and the study does not 

explore the broader implications of cybersecurity capacity for other important 

outcomes such as socio-economic development or national security. 

3.15.4 Methodological Limitation 

The study's reliance on quantitative analysis limits the researcher's ability to fully 

understand the contexts and motivations behind government actions related to digital 

media freedom and state approaches to Internet regulation. 
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3.16 Summary 

This chapter has outlined the research methodology employed in this study to 

investigate the relationship between digital media freedom, state Internet regulation, 

and government cybersecurity capacity. The study uses a quantitative approach and 

analysed data from the sixth edition of the Digital Society Project (DSP) dataset using 

ordinal logistic regression models. 

The chapter first detailed the rigorous data collection and expert judgement processes 

used to develop the DSP dataset, before describing the data preparation and analysis 

steps. South Sudan and Palestine/Gaza were excluded due to insufficient data points. 

The rationale for using ordinal variables and ordinal logistic regression models was 

explained, highlighting the ordinal nature of the dependent variable and the 

convergence problems encountered when attempting to use continuous variables 

instead. 

The dataset was then divided into two groups: African countries and developing 

countries. Separate regression models were estimated for each group to examine the 

eight independent variables. Methodological challenges, including heteroscedasticity 

and heterogeneity, were addressed by using robust standard errors and country and 

time fixed effects. Eight null and alternative sub-hypotheses were formulated to 

provide a clear framework for the subsequent data analysis and discussion. 

Despite its contributions, the study has certain limitations. These include the use of 

ordinal variables, which may reduce analytical precision, reliance on potentially 

subjective expert assessments, a regional focus limited to African and developing 

countries, examination of aggregate trends rather than country-specific variations, and 

reliance on quantitative analysis alone which limits insight into the context and 

motivations behind government actions. 

The following chapter will present and discuss the results of the analysis based on this 

research methodology. 

  



86 

 

Chapter 4: Results and Discussion 

This study offers a detailed examination of the effect that various digital media freedom 

and state internet regulation factors have on government cybersecurity capacity in 

African and developing countries. The frequency distributions provide a descriptive 

overview of the data, highlighting the heterogeneity in responses across the different 

categories of variables. The ordinal logistic regression results offer insights into the 

relationships between the dependent variable and the independent variables, 

controlling for the ordinal nature of the data. The findings indicate significant variations 

in the relationships between the variables for African and developing countries, 

suggesting that country-specific and time-specific factors should be considered in the 

analysis. In this chapter, the researcher presents the findings of the quantitative 

analysis, provides a summary of the results, and discusses the key findings of the 

study. 
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4.1 Descriptive Statistics 

4.1.1 African Countries 

Table 4.1: Frequency distributions for African Countries 
  Freq. Per. Cum.   Freq. Per. Cum. 

v2smgovcapsec       v2smregcap       

No 89 7.42 7.42 No 51 4.25 4.25 

Not Really 668 55.67 63.08 Not Really 555 46.25 50.5 
Somewhat 422 35.17 98.25 Somewhat 422 35.17 85.67 
Mostly 21 1.75 100 Mostly 172 14.33 100 
Total 1200 100   Total 1200 100   

v2smgovfilcap       v2smregapp       
No Capacity 21 1.75 1.75 All Content 135 11.25 11.25 
Limited Capacity 448 37.33 39.08 Most Content 367 30.58 41.83 
Adequate 
Capacity 

493 41.08 80.17 Some Content 598 49.83 91.67 

Complete 
Capacity 

238 19.83 100 Little Content 100 8.33 100 

Total 1200 100   Total 1200 100   
v2smgovfilprc       v2smregcon       
Extremely Often 22 1.83 1.83 Any Content 66 5.5 5.5 

Often 98 8.17 10 
Remove Most 
Content 

145 12.08 17.58 

Sometimes 222 18.50 28.5 
Ambiguous 
Framework 

349 29.08 46.67 

Rarely 589 49.08 77.58 
Remove 
Controversial 
Content 

293 24.42 71.08 

Never 269 22.42 100 
Remove if 
violate legal 
criteria 

347 28.92 100 

Total 1200 100   Total 1200 100   
v2smgovshutcap       v2smprivcon       
No Capacity 32 2.67 2.67 Any Type 29 2.5 2.5 
Quarter  130 10.83 13.5 Most types 121 10.42 12.92 

Half 144 12.00 25.5 Many Types 344 29.63 42.55 
Three Quarter 283 23.58 49.08 Few Types 300 25.84 68.39 

Complete 611 50.92 100 
Only 
Extraordinary 
circumstances 

367 31.61 100 

Total 1200 100   Total 1161 100   

v2smgovsmmon       

  

Extremely 
comprehensive 

3 0.25 0.25 

Mostly 
Comprehensive 

233 19.42 19.67 

Somewhat 
Comprehensive 

484 40.33 60 

Limited 393 32.75 92.75 

Not at all 87 7.25 100 

Total 1200 100   

Source: Author’s computation using Stata 

The results for the African countries presented in Table 4.1 above, are interpreted as 

follows: 



88 

 

Government cyber security capacity (v2smgovcapsec) 

A small proportion of African governments (approximately 7.42%) do not have the 

capacity to counter even unsophisticated cybersecurity threats. The majority of African 

governments (55.67%) have the resources to combat only unsophisticated 

cyberattacks. Over a third of African governments (35.17%) have the resources to 

combat moderately sophisticated cyber-attacks, while a small minority (1.75%) have 

the resources to combat the most sophisticated cyberattacks. 

These findings indicate that a significant majority of African governments lack the 

capacity to deal with sophisticated cyber threats, with most only equipped to handle 

unsophisticated attacks. 

Government Internet filtering capacity (v2smgovfilcap)  

A small proportion of African governments (1.75%) lack the capacity to block access 

to Internet sites. However, a significant proportion (37.33%) have limited capacity to 

block a few sites on the Internet. Most African governments (41.08%) have adequate 

capacity to block most specific sites on the Internet, while nearly one-fifth (19.83%) 

have complete capacity to block any sites on the Internet. These findings suggest that 

many African governments have some level of ability to filter Internet content, with a 

significant proportion having limited or adequate capacity to do so. 

These findings indicate that while a small proportion of African governments lack 

filtering capacity, a substantial portion have either limited or adequate capacity. This 

indicates a potential risk for Internet censorship, even if not all African governments 

currently exercise this power extensively. 

Government Internet filtering in practice (v2smgovfilprc) 

A small proportion (1.83%) of African governments engage in extremely frequent 

Internet filtering, regularly removing political content except from pro-government 

sites. 8.17% of African governments often filter online political content, except for sites 

that are pro-government. A significant proportion (18.5%) of governments sometimes 

filter critical online political content, successfully removing about half of it. Almost half 

of African governments (49.08%) rarely filter political content, with only a few instances 
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of removal. Over one-fifth (22.42%) of African governments never, or almost never, 

filter the Internet, allowing unrestricted access with some exceptions. 

These findings suggest varying levels of Internet filtering in practice. While nearly half 

of African governments rarely filter content, a significant minority does so occasionally 

or even more frequently.  

Government Internet shut down capacity (v2smgovshutcap) 

A small proportion of African governments (2.67%) lack the capacity to shut down any 

domestic Internet connections. Just over one-tenth of African governments (10.83%) 

have the capacity to shut down roughly a quarter of domestic access to the Internet, 

while a similar proportion (12%) have the capacity to shut down roughly half of 

domestic access to the Internet. A significant proportion of African governments 

(23.58%) have the capacity to shut down roughly three-quarters of domestic access 

to the Internet, while most African governments (50.92%) have the capacity to shut 

down all, or almost all, domestic access to the Internet.  

These findings suggest that the majority of African governments have the capacity to 

shut down most or all domestic internet access. This highlights the concerning 

potential for widespread disruptions to communication and information flow. 

Government social media monitoring (v2smgovsmmon) 

A very small proportion of African governments (0.25%) have extremely 

comprehensive social media monitoring, surveilling virtually all content. About one-

fifth of African governments (19.42%) have mostly comprehensive monitoring, 

surveilling most content and key political issues. A significant proportion of African 

governments (40.33%) have somewhat comprehensive monitoring, surveilling key 

political issues about half the time. Almost one-third of African governments (32.75%) 

have limited social media monitoring, only surveilling political content on a limited 

basis. Lastly, approximately 7.25% of African governments do not surveil political 

content on social media. 

These findings suggest a wide range of social media surveillance, from limited to 

mostly comprehensive, which could indicate that African governments have varying 

degrees of interest in monitoring online political content. 
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Government capacity to regulate online content (v2smregcap) 

A small proportion of African governments (4.25%) lack the capacity to regulate online 

content, with almost all online activity falling outside of government control. 

Approximately 46.25% of African governments have extremely limited resources to 

regulate online content. A significant proportion of African governments (35.17%) have 

some capacity to regulate online content, but only for certain types of content or 

portions of the law. About 14.33% of African governments have robust capacity to 

regulate online content, though not enough to regulate all content and all portions of 

the law. 

These findings suggest that a significant majority of African governments face 

challenges in regulating online content due to limited resources and capacity. This 

indicates that the majority of governments are unable to effectively monitor and control 

all online activity within their borders. 

Government online content regulation approach (v2smregapp)  

About 11.25% of African governments monitor and regulate all online content by 

themselves. A significant proportion of African governments (30.58%) monitor and 

regulate most content, but private actors are only involved in a limited way. Almost half 

of African governments (49.83%) monitor and regulate some content themselves, 

while also involving private actors in monitoring and regulation in various ways. The 

smallest proportion of African governments (8.33%) offload all online content 

monitoring and regulation to private actors. 

These findings suggest that a small minority of African governments choose to fully 

regulate online content, and many rely on private actors for assistance. This could 

lead to inconsistencies in regulation and potential challenges in holding private actors 

accountable. 

Internet legal regulation content (v2smregcon) 

In approximately 5.5% of African countries, the state has the authority to remove any 

online content. In a significant proportion of African countries (12.08%), the state can 

remove most content, with legal protections for speech limited to specific, non-political 

contexts. About 29.08% of African countries exhibit ambiguous legal frameworks 
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where the state can censor politically sensitive content while other forms of expression 

remain protected. In about 24.42% of African countries, the law protects most political 

speech, but the state retains the power to remove particularly controversial content. A 

substantial proportion of African countries (28.92%) have robust legal protections for 

political speech, allowing content removal only in cases of clear legal violations. 

These findings suggest that while a significant proportion of African countries have 

legal frameworks aimed at protecting political speech, many also grant the state the 

authority to remove content under specific circumstances. This suggests a complex 

legal landscape where freedom of expression may be vulnerable to varying degrees 

of government intervention. 

Privacy protection by law content (v2smprivcon) 

A small minority (2.50%) of African countries have legal frameworks that explicitly 

allow their government unrestricted access to online personal data. In 

contrast, 10.42% permit access to most types of online personal data, and a 

substantial proportion (29.63%) allow access to many types of online personal 

data. However, 25.84% of countries restrict government access to only a few types of 

online personal data, and a significant proportion (31.61%) permit access to online 

personal data only under extraordinary circumstances. 

These findings indicate that while a considerable proportion of African countries have 

legal frameworks in place to protect online personal data, a concerning minority allow 

broad government access. This raises concerns about data privacy and surveillance 

practices within African countries. 
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4.1.2 Developing Countries 

 
Table 4.2: Frequency distributions for Developing Countries 

  Freq. Per. Cum.   Freq. Per. Cum. 

v2smgovcapsec       v2smregcap       

No 111 5.14 5.14 No 106 4.91 4.91 

Not Really 725 33.56 38.7 Not Really 765 35.42 40.32 

Somewhat 720 33.33 72.04 Somewhat 623 28.84 69.17 

Mostly 510 23.61 95.65 Mostly 523 24.21 93.38 

Yes 94 4.35 100 Sufficient 143 6.62 100 

Total 2160 100   Total 2160 100   

v2smgovfilcap       v2smregapp       

No Capacity 178 8.24 8.24 All Content 455 21.06 21.06 

Limited Capacity 755 34.95 43.19 Most Content 454 21.02 42.08 

Adequate 
Capacity 

476 22.04 65.23 Some Content 935 43.29 85.37 

Complete 
Capacity 

751 34.77 100 Little Content 292 13.52 98.89 

Total 2160 100   None 24 1.11 100 

v2smgovfilprc       Total 2160 100   

Extremely Often 186 8.61 8.61 v2smregcon       

Often 296 13.70 22.31 Any Content 268 12.41 12.41 

Sometimes 373 17.27 39.58 
Remove Most 
Content 

266 12.31 24.72 

Rarely 566 26.20 65.79 
Ambiguous 
Framework 

504 23.33 48.06 

Never 739 34.21 100 
Remove 
Controversial 
Content 

341 15.79 63.84 

Total 2160 100   
Remove if 
violate legal 
criteria 

781 36.16 100 

v2smgovshutcap       Total 2160 100   

No Capacity 231 10.69 10.69 v2smprivcon       

Quarter  499 23.10 33.8 Any Type 6 0.29 0.29 

Half 324 15.00 48.8 Most types 363 17.62 17.91 

Three Quarter 268 12.41 61.2 Many Types 411 19.95 37.86 

Complete 838 38.80 100 Few Types 555 26.94 64.81 

Total 2160 100   
Only 
Extraordinary 
circumstances 

725 35.19 100 

v2smgovsmmon       Total 2060 100   

Extremely 
comprehensive 

94 4.35 4.35 
        

Mostly 
Comprehensive 

465 21.53 25.88 
        

Somewhat 
Comprehensive 

506 23.43 49.31 
        

Limited 734 33.98 83.29         

Not at all 361 16.71 100         

Total 2160 100           

Source: Author’s computation using Stata 
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The results for the developing countries presented in Table 4.2 above, are interpreted 

as follows: 

Government cyber security capacity (v2smgovcapsec) 

In developing countries, 5.14% of governments lack the resources to counter even 

basic cyber threats, while 33.56% can only address unsophisticated attacks. 

Approximately 33.33% can combat moderately sophisticated attacks, and 23.61% can 

combat the majority of sophisticated attacks. Only a small proportion (4.35%) have the 

resources to combat even the most sophisticated cyberattacks. 

These findings indicate that the majority of developing countries are ill-equipped to 

handle sophisticated cyber-attacks, with only a small proportion possessing the 

resources to counter the most advanced cyber threats. 

Government Internet filtering capacity (v2smgovfilcap) 

The majority of developing countries' governments possess some capacity to filter 

internet content. While 8.24% lack any filtering capacity, over a third (34.95%) have 

limited capacity to block a few sites. A significant proportion (22.04%) can block most 

sites, and the largest proportion (34.77%) has complete filtering capacity. 

These findings indicate that the majority of developing countries' governments have 

the capacity to filter internet content, with a significant proportion having complete 

control over what websites their citizens can access. 

Government Internet filtering in practice (v2smgovfilprc) 

Although many developing countries have the capacity to censor the Internet, the 

largest proportion (34.21%) never or rarely actually censor the Internet. However, 

8.61% engage in extreme censorship, regularly removing online political content 

except for pro-government sites. An additional 13.70% censor online political content 

frequently, and 17.27% censor critical political content occasionally. 

These findings suggest that Internet freedom in developing countries varies, with the 

majority rarely engaging in censorship and a significant minority actively censoring 

online political content. 
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Government Internet shut down capacity (v2smgovshutcap) 

The majority of developing countries' governments have some capacity to shut down 

domestic Internet access. While 10.69% lack this capacity, a substantial proportion 

can shut down varying amounts of domestic Internet access: 23.10% can shut down 

a quarter, 15% can shut down half, and 12.41% can shut down three-quarters. 

Notably, 38.80% have the capacity for a near-total shutdown. 

These findings suggest that the majority of developing countries' governments have 

the capacity to shut down domestic internet access, with a significant proportion 

capable of a near-total shutdown of the domestic Internet. 

Government social media monitoring (v2smgovsmmon) 

A small proportion (4.35%) of developing countries' governments surveil virtually all 

content on social media, while 21.53% surveil most content and key political issues. 

Nearly a quarter (23.43%) monitor key issues about half the time, and a third (33.98%) 

have limited social media monitoring. A sizable minority (16.71%) do not surveil 

political content at all. 

These findings indicate that developing countries conduct government social media 

monitoring to varying degrees. 

Government capacity to regulate online content (v2smregcap) 

A small proportion of developing countries' governments (4.91%) lack any capacity to 

regulate online content, and over a third (35.42%) have extremely limited resources to 

do so. About 28.84% can regulate some online content, while almost a quarter 

(24.21%) have robust but incomplete capacity to regulate all content. Only 6.62% of 

developing countries have sufficient resources to regulate all online content. 

These findings suggest that the capacity for online content regulation varies 

considerably in developing countries, with a majority facing limitations in their ability to 

regulate online content effectively. 

Government online content regulation approach (v2smregapp) 

While 21.06% of developing countries' governments rely entirely on state regulation, 

a similar proportion (21.02%) involves private actors in a limited way. A significant 
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proportion (43.29%) share responsibility with private actors, and 13.52% delegate the 

majority of regulation to private actors. Only 1.11% completely delegate regulation to 

private actors. 

These findings indicate the majority of developing countries' governments involve 

private actors in online content regulation to some degree. 

Internet legal regulation content (v2smregcon) 

In 12.41% of developing countries, the state can remove any content at will, and in 

another 12.31%, it can remove most content with limited speech protections. The laws 

of a significant proportion of developing countries (23.33%) are ambiguous, allowing 

the state to remove politically sensitive content while protecting other content. 

Meanwhile, 15.79% of developing countries safeguard most speech, with exceptions 

for controversial content. The largest proportion of developing countries (36.16%) 

provide robust legal protections for political speech. 

These findings suggest that frameworks for Internet regulation vary considerably in 

developing countries, with a significant proportion offering strong protections for 

political speech. 

Privacy protection by law content (v2smprivcon) 

A very small minority of developing countries (0.29%) have no legal restrictions on 

their governments accessing online personal data. A further 17.62% of these countries 

allow their governments to access most types of online personal data, while 19.95% 

of developing countries allow their governments to access many types of personal 

data online. 26.94% of them allow their governments to access a few types of online 

personal data. The largest proportion of developing countries (35.19%) allow the 

government to access online personal data only in extraordinary circumstances. 

These findings suggest that while a considerable proportion of developing countries 

have laws to protect online privacy, a majority still permit varying degrees of 

government access to personal data, raising concerns about data privacy rights and 

surveillance. 
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4.2 Ordinal logistic regression results 

4.2.1 African countries 

Source: Author’s computation using Stata 

The results of Table 4.3 above are interpreted as follows:  

Government Internet filtering capacity (v2smgovfilcap)  

For African governments with limited capacity to block websites (v2smgovfilcap= 

"Limited Capacity"), the study rejects the null hypothesis at a 1% significance level. 

This suggests that there is a statistically significant negative relationship between 

limited internet filtering capacity and government cybersecurity capacity.  

For African governments with sufficient capacity to block websites (v2smgovfilcap= 

"Adequate Capacity"), the study rejects the null hypothesis at a 5% significance level. 

This suggests that there is a statistically significant negative relationship between 

adequate internet filtering capacity and government cybersecurity capacity.  

For African governments that can block any websites (v2smgovfilcap="Complete 

Capacity"), the study fails to reject the null hypothesis at a 10% significance level. This 

suggests that there is no statistically significant relationship between complete filtering 
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capacity and government cybersecurity capacity. This indicates that having the 

capacity to block any websites might not influence government cybersecurity capacity 

in African countries. 

In African countries, the study found a complex relationship between a government's 

capacity to filter internet content and its cybersecurity capacity. While having some 

filtering capability (either limited or adequate) has a significant negative relationship 

with government cybersecurity capacity, having complete filtering capacity did not 

demonstrate a significant effect on government cybersecurity capacity. This suggests 

that a moderate approach to internet filtering, rather than full control, may be more 

conducive to improving government cybersecurity capacity in African countries. 

Government Internet filtering in practice (v2smgovfilprc)  

For African governments that commonly remove online political content 

(v2smgovfilprc="Often"), the study rejects the null hypothesis at a 1% significance 

level. This suggests that there is a statistically significant negative relationship 

between commonly removing online political content and government cybersecurity 

capacity.  

For African governments that successfully remove about half of the critical online 

political content (v2smgovfilprc="Sometimes"), the study also rejects the null 

hypothesis at a 1% significance level. This suggests that there is a statistically 

significant negative relationship between sometimes removing online political content 

and government cybersecurity capacity.  

For African governments that rarely remove online political content (v2smgovfilprc= 

"Rarely"), the study also rejects the null hypothesis at a 1% significance level. This 

suggests that there is a statistically significant negative relationship between rarely 

removing online political content and government cybersecurity capacity.  

For African governments that never or almost never remove online political content 

(v2smgovfilprc= "Never"), the study also rejects the null hypothesis at a 1% 

significance level. This suggests that there is a statistically significant negative 

relationship between never, or almost never, removing online political content and 

government cybersecurity capacity.  



98 

 

In African countries, both overly restrictive and unregulated approaches seem to have 

a significant negative relationship with government cybersecurity capacity. 

 

Source: Author’s computation using Stata 

The results of Table 4.4 above are interpreted as follows:  

Government Internet shut down capacity (v2smgovshutcap)  

For African governments with the capacity to shut down a quarter of domestic internet 

access (v2smgovshutcap="Quarter"), the study rejects the null hypothesis at a 1% 

significance level. This suggests that there is a statistically significant positive 

relationship between the capacity to shut down a quarter of domestic internet access 

and government cybersecurity capacity.  

For African governments with the capacity to shut down half of domestic internet 

access (v2smgovshutcap="Half"), the study also rejects the null hypothesis at a 1% 

significance level. This suggests that there is a statistically significant positive 

relationship between the capacity to shut down half of domestic internet access and 

government cybersecurity capacity.  

For African governments with the capacity to shut down three-quarters of domestic 

internet access (v2smgovshutcap="Three Quarter"), the study also rejects the null 

hypothesis at a 1% significance level. This suggests that there is a statistically 

significant positive relationship between the capacity to shut down three-quarters of 

domestic internet access and government cybersecurity capacity.  
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For African governments with the capacity to shut down all or almost all domestic 

internet access (v2smgovshutcap="Complete"), the study also rejects the null 

hypothesis at a 1% significance level. This suggests that there is a statistically 

significant positive relationship between the capacity to shut down all or almost all of 

domestic internet access and government cybersecurity capacity.  

In African countries, the government's capacity to shut down domestic internet access, 

regardless of its extent, appears to have a significantly positive relationship with 

government cybersecurity capacity. This suggests that the capacity to control internet 

access, even partially, could be a statistically significant factor. 

Source: Author’s computation using Stata 

The results of Table 4.5 above are interpreted as follows:  

Government social media monitoring (v2smgovsmmon) 

For all the levels of government social media monitoring in African countries, the study 

fails to reject the null hypothesis at a 10% significance level. This suggests that 

government social media monitoring does not have a significant relationship with 

government cybersecurity capacity in African countries. 
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Internet legal regulation content (v2smregcon)  

For African governments that can remove most online content, with legal protections 

for speech limited to uncontroversial contexts (v2smregcon= "Remove Most Content"), 

the study rejects the null hypothesis at a 5% significance level. This suggests that 

there is a statistically significant negative relationship between removing most online 

content (with limited legal protections for political speech) and government 

cybersecurity capacity.  

For all the other levels of Internet legal regulation content in African countries, the 

study fails to reject the null hypothesis at a 10% significance level. This suggests that 

there is no statistically significant relationship between the other levels of internet legal 

regulation regarding content removal, ranging from removing some politically sensitive 

content to removing only content that violates established legal criteria, and 

government cybersecurity capacity. These varying levels of internet legal regulation 

content do not seem to have a statistically significant effect on government 

cybersecurity capacity in African countries. 

In African countries, a restrictive legal framework for internet content regulation seems 

to be negatively related with government cybersecurity capacity. Other levels of 

internet legal regulation, ranging from allowing the removal of some politically sensitive 

content to only removing content that violates established legal criteria, do not seem 

to have a statistically significant effect on cybersecurity capacity.  
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Source: Author’s computation using Stata 

The results of Table 4.6 above are interpreted as follows: 

Privacy protection by law content (v2smprivcon) 

For African governments, where the legal framework allows access to most types of 

online personal data (v2smprivcon="Most Types"), the study rejects the null 

hypothesis at a 1% significance level. This suggests that there is a statistically 

significant negative relationship between privacy protection by law content and 

government cybersecurity capacity.  

For African governments where the legal framework allows access to online personal 

data in varying degrees (many, few, or only in extraordinary circumstances), the study 

fails to reject the null hypothesis at a 10% significance level. This suggests that there 

is no statistically significant relationship between these levels of privacy protection by 

law content and government cybersecurity capacity. 

In African countries, a legal framework allowing the government access to most types 

of personal data has a statistically significant negative relationship with government 
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cybersecurity capacity. However, where the legal framework allows access to 

personal data on the Internet in varying degrees (many, few, or only in extraordinary 

circumstances), it does not seem to have a statistically significant relationship with 

government cybersecurity capacity in African countries. 

Government capacity to regulate online content (v2smregcap) 

For all the levels of government capacity to regulate online content in African countries, 

the study fails to reject the null hypothesis at a 10% significance level. This suggests 

that in African countries, government capacity to regulate online content does not 

seem to have a statistically significant relationship with government cybersecurity 

capacity. 

Government online content regulation approach (v2smregapp) 

For African countries where the state shares responsibility for monitoring and 

regulation with private actors, either doing some content regulation 

(v2smregapp="Some Content") or little content regulation (v2smregapp="Little 

Content"), the study rejects the null hypothesis at a 1% significance level. This 

suggests that there is a statistically significant positive relationship between sharing 

responsibility for online content regulation with private actors and government 

cybersecurity capacity.  

For African countries where the state does most online content monitoring and 

regulation but involves private actors in a limited capacity, the study fails to reject the 

null hypothesis at a 10% significance level. This suggests that there is no statistically 

significant relationship between African governments that do most of their own online 

content monitoring and cybersecurity capacity. 

Overall, these results suggest that involving private actors in online content regulation, 

particularly when the state takes a less active role, has a statistically significant 

positive relationship with government cybersecurity capacity in African countries. 

Other approaches to content regulation, including the limited involvement of private 

actors, do not seem to have a statistically significant relationship with government 

cybersecurity capacity. 
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4.2.2 Developing Countries 

Source: Author’s computation using Stata 

The results of Table 4.7 above are interpreted as follows: 

Government Internet filtering capacity (v2smgovfilcap) 

The study rejects the null hypothesis at the 10% significance level for governments in 

developing countries that have the capacity to block any website 

(v2smgovilcap="Complete Capacity"). This suggests that there is a statistically 

significant positive relationship between complete Internet filtering capacity and 

government cybersecurity capacity.  

The study fails to reject the null hypothesis at a 10% significance level for governments 

in developing countries that have limited or adequate internet filtering capacity. This 

suggests that there is no statistically significant relationship between these levels of 

government Internet filtering capacity and cybersecurity capacity. 

These findings suggest that only complete government Internet filtering capacity is 

positively correlated with government cybersecurity capacity.  
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Government Internet filtering in practice (v2smgovfilprc) 

For all levels of government internet filtering in practice in developing countries, the 

study fails to reject the null hypothesis a 10% significance level. This suggests that 

there is no statistically significant relationship between government internet filtering in 

practice and government cybersecurity capacity in developing countries. 

Source: Author’s computation using Stata 

The results of Table 4.8 above are interpreted as follows:  

Government Internet shut down capacity (v2smgovshutcap) 

For developing countries with the capacity to shut down roughly three-quarters of 

domestic internet access (v2smgovshutcap="Three Quarter"), the study rejects the 

null hypothesis at a 10% significance level. This suggests that there is a statistically 

significant positive relationship between having the ability to shut down roughly three-

quarters of the internet and government cybersecurity capacity.  

For all the other levels of government internet shut down capacity in developing 

countries, the study fails to reject the null hypothesis at a 10% significance level. This 

suggests that for all other levels of internet shutdown capacity (one-quarter, half, and 

almost all/all), there is no statistically significant relationship with government 

cybersecurity capacity. 

In developing countries, only the capacity to shut down a significant proportion (three-

quarters) of domestic internet access seems to be correlated with government 

cybersecurity capacity. The capacity to shut down smaller portions of the Internet does 

not seem to be correlated with government cybersecurity capacity. 
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Source: Author’s computation using Stata 

The results of Table 4.9 above are interpreted as follows:  

Government social media monitoring (v2smgovsmmon) 

For developing countries where the government engages in comprehensive social 

media surveillance, either by monitoring most key political issues (v2smgovsmmon= 

"Mostly Comprehensive") or selectively targeting key political issues 

(v2smgovsmmon= "Somewhat Comprehensive"), the study rejects the null hypothesis 

at a 5% significance level. This suggests that there is a statistically significant negative 

relationship between mostly comprehensive or somewhat comprehensive social 

media surveillance and government cybersecurity capacity. 

Similarly, for developing countries where the government limits its surveillance to 

political content (v2smgovsmmon="Limited") or does not surveil political content at all 

(v2smgovsmmon="Not at all"), the study rejects the null hypothesis at a 1% 

significance level. This suggests that there is a statistically significant negative 

relationship between limited or no social media surveillance and government 

cybersecurity capacity. 
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Overall, the results suggest that in developing countries, government surveillance of 

social media, whether comprehensive or limited, is negatively correlated with 

government cybersecurity capacity. 

Internet legal regulation content (v2smregcon) 

For all levels of Internet legal regulation content in developing countries, the study fails 

to reject the null hypothesis at a 10% significance level. This suggests that in 

developing countries, Internet legal regulation content is not correlated with 

government cybersecurity capacity. 

Source: Author’s computation using Stata 

The results of Table 4.10 above are interpreted as follows:  

Privacy protection by law (v2smprivcon) 

For all levels of privacy protection by law in developing countries, the study fails to 

reject the null hypothesis at a 10% significance level. This suggests that in developing 

countries, privacy protection by law is not correlated with government cybersecurity 

capacity. 
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Government capacity to regulate online content (v2smregcap) 

For developing countries that have extremely limited resources to regulate online 

content (v2smregcap="Not Really"), the study rejects the null hypothesis at a 5% 

significance level. This suggests that there is a statistically significant positive 

relationship between limited online content regulation capacity and government 

cybersecurity capacity 

For developing countries with the capacity to regulate only some online content or 

portions of the law (v2smregcap="Somewhat"), the study rejects the null hypothesis 

at a 1% significance level. This suggests that there is a statistically significant positive 

relationship between partial online content regulation capacity and government 

cybersecurity capacity.  

For developing countries with robust capacity to regulate online content but not 

enough to regulate all content and all portions of the law (v2smregcap = "Mostly"), the 

study rejects the null hypothesis at a 1% significance level. This suggests that there is 

a statistically significant positive relationship between mostly robust online content 

regulation capacity and government cybersecurity capacity.  

For developing countries with sufficient capacity to regulate all online content 

(v2smregcap="All"), the study rejects the null hypothesis at a 1% significance level. 

This suggests that there is a statistically significant positive relationship between full 

online content regulation capacity and government cybersecurity capacity. 

These findings suggest that in developing countries, government capacity to regulate 

online content, even if limited, is positively correlated with government cybersecurity 

capacity. 

Government online content regulation approach (v2smregapp) 

For developing countries that rely entirely on private actors to monitor and regulate 

online content (v2smregapp = "All Content"), the study rejects the null hypothesis at a 

1% significance level. This suggests that there is a statistically significant negative 

relationship between this approach and government cybersecurity capacity.  

However, for all other levels of online content regulation and monitoring, the study fails 

to reject the null hypothesis at the 10% significance level. This suggests that there is 
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no statistically significant relationship between government cybersecurity capacity and 

these online regulation and monitoring approaches (where the government either 

handles all regulation, shares some responsibility with private actors, or does little 

regulation). 

These findings suggest that in developing countries, relying entirely on private actors 

to regulate online content is negatively correlated with government cybersecurity 

capacity, while other approaches to online content regulation do not show a 

statistically significant relationship with government cybersecurity capacity.  

This chapter's Results section presented the detailed statistical findings of the study. 

The following section will synthesise these results, offering a concise overview of the 

factors that influence government cybersecurity capacity in African and developing 

countries. 

4.3 Summary of Key Statistical Results 

This study sought to determine the factors that influence government cybersecurity 

capacity in African and developing countries. The quantitative analysis revealed 

contrasting findings between African and developing countries regarding the 

relationship between digital media freedom and state Internet control measures with 

government cybersecurity capacity. Table 4.11 below summarises the key statistical 

results of the study. 

Table 4.11: Summary of Key Statistical Results 

Independent 
Variable 

African Countries Developing Countries 

Government Internet 
filtering capacity 

Significant negative relationship at 
moderate levels (i.e., limited and 
adequate) with government 
cybersecurity capacity. 

Significant positive relationship (i.e., 
only at complete level) with 
government cybersecurity capacity. 

Government Internet 
shut down capacity 

Significant positive relationship (i.e., 
at all levels) with government 
cybersecurity capacity. 

Significant positive relationship (i.e., 
only for near-total shutdowns) with 
government cybersecurity capacity. 

Government Internet 
filtering in practice 

Significant negative relationship (i.e., 
at all levels) with government 
cybersecurity capacity. 

No significant relationship with 
government cybersecurity capacity. 

Government social 
media monitoring 

No significant relationship with 
government cybersecurity capacity. 

Significant negative relationship 
(i.e., at all levels) with government 
cybersecurity capacity. 
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Internet legal 
regulation content 

Significant negative relationship 
when state can remove most content 
(i.e., with law protecting speech only 
in specific and politically 
uncontroversial contexts) with 
government cybersecurity capacity. 

No significant relationship with 
government cybersecurity capacity. 

Privacy protection 
by law content 

Significant negative relationship (i.e., 
when government has access to 
most types of online personal data) 
with government cybersecurity 
capacity. 

No significant relationship with 
government cybersecurity capacity. 

Government 
capacity to regulate 
online content 

No significant relationship with 
government cybersecurity capacity. 

Significant positive relationship (i.e., 
at all levels) with government 
cybersecurity capacity. 

Government online 
content regulation 
approach 

Significant positive relationship (i.e., 
when the state takes a less active 
role in online content regulation) with 
government cybersecurity capacity. 

Significant negative relationship 
(i.e., when the state completely 
relies on private actors for online 
content regulation) with government 
cybersecurity capacity. 

The above summary of the key statistical results highlight the relationships between 

digital media freedom, state Internet regulation, and government cybersecurity 

capacity. While some state Internet control measures improve government 

cybersecurity capacity, their effectiveness and broader implications vary across 

African and developing countries. The following discussion will explore these findings 

in more detail. 

4.4 Discussion of Findings 

This study sought to identify the determinants of government cybersecurity capacity 

in African and developing countries by the integrating perspectives from CSS and 

Oxford’s GCSCC CMM. The findings reveals that the influence of digital control 

mechanisms is neither uniform nor straightforward, being fundamentally influenced by 

regional contexts and the specific characteristics of the control 

measures. CSS provides a theoretical framework to understand these varied 

outcomes as results of distinct securitisation processes and power dynamics (Ramich 

& Piskunov, 2022), while the CMM provides a conceptual framework to assess how 

these processes impact measurable capacity across various cyber dimensions 

(Global Cyber Security Capacity Centre, 2021). 

Contrary to the study's first hypothesis, which predicted a positive correlation between 

more stringent Internet control measures (such as Internet filtering and shutdown 
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capacities and practices) and government cybersecurity capacity in African and 

developing nations, the results reveal that state Internet control measures have a 

complex and often contradictory relationship with government cybersecurity capacity. 

Partially supporting the study's second hypothesis, which predicted that active 

government monitoring of social media would positively correlate with government 

cybersecurity capacity in African and developing countries, social media monitoring 

presents a distinct trade-off, negatively affecting government cybersecurity capacity in 

developing nations. The study's third hypothesis, which predicted that a robust legal 

and regulatory framework (including data privacy protection and laws safeguarding 

online political speech) would positively correlate with government cybersecurity 

capacity in African and developing countries, found limited support, underscoring the 

gap between formal legislation and effective implementation. 

4.4.1 Internet Control Mechanisms and Cybersecurity Capacity: Divergent 

Pathways 

The relationship between state internet control and cybersecurity capacity is  

contextual, reflecting what CSS scholars describe as diverse securitisation patterns 

across different political and developmental landscapes (Cavelty, 2024). 

Internet Filtering and Shutdown Capacity: A Question of Degree and Context 

The study highlights a crucial difference in how Internet filtering capacity impacts 

cybersecurity outcomes. In African countries, a moderate level of Internet filtering 

capacity, characterised by limited and adequate levels, demonstrates a statistically 

significant negative correlation with governmental cybersecurity capacity. From a CSS 

viewpoint, this implies that efforts to enhance security through Internet filtering, without 

the institutional capability for full control, might be counterproductive, potentially 

hindering innovation and misallocating resources without improving cybersecurity 

(Turianskyi & Wekesa, 2021; Ifeanyi-Ajufo, 2023). 

Figure 4.1 below, a stacked bar chart depicting the predicted probabilities of 

government cybersecurity capacity in relation to government Internet filtering capacity 

across 50 African countries, indicates that African governments with limited Internet 

filtering capacity are most likely equipped to combat only unsophisticated cyber-

attacks. Conversely, African governments with adequate Internet filtering capacity are 
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nearly evenly divided between being most likely equipped to combat only 

unsophisticated cyber-attacks and moderately sophisticated cyber-attacks. 

Figure 4.1: Government cyber security capacity vs Government Internet filtering capacity in 

50 African countries 

Source: Author’s computation using R 

In developing countries, a statistically significant positive correlation with government 

cybersecurity capacity is observed only when there is complete Internet filtering 

capacity. This finding corresponds with a more authoritarian control model, which, as 

cautioned by the CDI report, can stifle innovation and possibly weaken long-term 

cybersecurity readiness (O'Brien, 2022). 

Figure 4.2 below, a stacked bar chart depicting the predicted probabilities of 

government cybersecurity capacity in relation to government Internet filtering capacity 

across 90 developing countries, indicates that governments of developing countries 

with complete Internet filtering capacity are most likely equipped to combat most 

sophisticated cyber-attacks. 
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Figure 4.2: Government cyber security capacity vs Government Internet filtering capacity in 

90 developing countries 

Source: Author’s computation using R 

Similarly, the capacity to shut down the Internet reveals varying thresholds. In African 

countries, even partial government Internet shutdown capacity is positively correlated 

with government cybersecurity capacity, indicating that the mere technical ability for 

digital control is integrated into the state's security framework. However, in developing 

countries, this relationship is evident only with near-total Internet shut down capacity, 

suggesting a higher threshold for this measure to be related with broader cybersecurity 

capacity, possibly reflecting more advanced digital infrastructure (Portulans Institute, 

2023b). 

Figure 4.3 below presents a stacked bar chart depicting the predicted probabilities of 

government cybersecurity capacity in relation to government Internet shutdown 

capacity across 50 African countries. The analysis shows that African countries that 

lack any shutdown capacity are most likely to also lack capacity to combat even 

unsophisticated cyber-attacks, those with partial shutdown capacities (one quarter or 

half) are most likely able to combat only unsophisticated cyber-attacks, those with 

three-quarters shutdown capacity are more likely equipped for moderately 

sophisticated cyber-attacks, and African countries with full shutdown capacity 

generally still face limitations in tackling more advanced cyber-attacks. 
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Figure 4.3: Government cyber security capacity vs Government Internet shut down capacity 

in 50 African countries 

Source: Author’s computation using R 

Internet Filtering in Practice: The Implementation Gap in African Countries 

The analysis reveals a significant negative relationship between active Internet filtering 

practices and government cybersecurity capacity in African countries. This 

underscores a critical gap between securitisation rhetoric—the speech acts that 

declare certain online content a threat (Buzan et al., 1998)—and institutional capacity. 

Several mechanisms, informed by the Oxford GCSCC CMM framework, can explain 

this negative relationship. Firstly, active filtering requires scarce technical and financial 

resources that could otherwise be allocated to proactive measures within the Policy 

and Strategy dimension, such as vulnerability management (Kayode-Ajala, 2023). 

Secondly, it erodes public trust, a foundation of the Cybersecurity Culture and Society 

dimension, thereby hindering collaborative cyber threat reporting (Onumo et al., 2017; 

Turianskyi & Wekesa, 2021). In developing countries, the absence of a statistically 

significant relationship suggests greater diversity in Internet filtering implementation, 

ranging from targeted technical measures to indiscriminate political control (Karlekar 

& Dunham, 2014). 

Figure 4.4 below presents a stacked bar chart depicting predicted probabilities of 

government cybersecurity capacity in relation to government Internet filtering practices 

across 50 African countries. The analysis shows that African countries that often or 
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extremely often remove critical online political content (primarily allowing online 

content supportive of the government) are most likely equipped to counter moderately 

sophisticated cyber-attacks, while those that sometimes, rarely, or never remove such 

online content are predominantly equipped only to address unsophisticated cyber-

attacks. 

Figure 4.4: Government cyber security capacity vs Government Internet filtering in practice in 

50 African countries 

Source: Author’s computation using R 

4.4.2 Social Media Surveillance: The Erosion of Trust and Capacity 

The findings partially support the second hypothesis, revealing a clear trade-off in 

developing countries, where  all levels of social media monitoring (i.e., not at all to 

extremely comprehensive social media monitoring) demonstrate a significant negative 

relationship with government cybersecurity capacity. From a CSS perspective, this 

represents a counterproductive securitisation of the digital public sphere, which 

undermines the trust and collaboration that are essential for effective cybersecurity 

(Ramich & Piskunov, 2022). This observation aligns with the Oxford GCSCC CMM's 

Culture and Society dimension, which identifies trust as a critical factor in building 

cybersecurity capacity (Global Cyber Security Capacity Centre, 2021). The negative 

relationship likely arises from the misallocation of limited resources away from 

technical cybersecurity infrastructure and towards surveillance apparatuses 
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(Calderaro & Craig, 2020), and the creation of a climate of fear that discourages public 

cooperation in reporting cyber threats. In African countries, the absence of a significant 

relationship suggests that social media monitoring may be less systematic or 

resourced, thus not yet showing a measurable impact on cybersecurity capacity. 

Figure 4.5 below presents a stacked bar chart depicting the predicted probabilities of 

government cybersecurity capacity in relation to government social media monitoring 

in 90 developing countries. The analysis indicates that developing countries engaging 

in comprehensive or near-comprehensive surveillance of social media content are 

most likely to possess the capacity to combat most sophisticated cyber-attacks. 

Developing countries that intermittently monitor key political issues on social media 

tend to be equipped for both moderately sophisticated and sophisticated cyber-

attacks. Additionally, developing countries that conduct only limited surveillance of 

political content, or do not engage in political surveillance at all, are generally also 

most likely to possess capacity for combatting most sophisticated cyber-attacks. 

Figure 4.5: Government cyber security capacity vs Government social media in 90 developing 

countries 

Source: Author’s computation using R 
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4.4.3 Legal and Regulatory Frameworks: The Form versus Function Dilemma 

The study’s third hypothesis, which predicted a positive relationship between legal and 

regulatory frameworks and government cybersecurity capacity, was not supported, 

revealing a widespread implementation gap. In developing countries, no statistically 

significant relationships were found between the measured legal variables and 

government cybersecurity capacity. This finding underscores that merely having laws, 

without effective enforcement and alignment with technical needs, is inadequate 

(Creese et al., 2021). 

In African countries, the findings are more notable. Legal frameworks that are highly 

restrictive—permitting the state to remove most online content, and the law protects 

speech in only specific, and politically uncontroversial contexts—exhibit a significant 

negative relationship with government cybersecurity capacity. Within 

the CSS framework, these laws represent the formalisation and institutionalisation 

of securitisation, embedding extraordinary control into the legal structure (Bigo, 2002; 

Thumfart, 2024). However, this formalisation seems to prioritise political control over 

the development of robust technical capabilities, ultimately weakening cybersecurity 

capacity. The slow ratification of the Malabo Convention across Africa countries 

exemplifies the institutional and bureaucratic challenges that hinder the development 

of effective, coordinated legal frameworks (Chatham House, 2024). 

Figure 4.6 below presents a stacked bar chart depicting the predicted probabilities of 

government cybersecurity capacity in relation to Internet legal regulation content 

across 50 African countries. The analysis indicates that African countries possessing 

the authority to remove most online content—where legal frameworks protect freedom 

of expression only in limited, politically neutral contexts—are most likely to be 

equipped to combat moderately sophisticated cyber-attacks. 
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Figure 4.6: Government cyber security capacity vs Internet legal regulation content in 50 

African countries 

Source: Author’s computation using R 

4.4.4 The Role of Private Actors in Online Content Monitoring and Regulation 

The involvement of private actors in monitoring and regulating online content 

highlights a notable disparity. In developing countries, a total dependence on private 

actors for this regulation is significantly negatively correlated with government 

cybersecurity capacity. This finding indicates that when governments fully relinquish 

their involvement in regulating online content, it can disrupt national strategies and 

expose fundamental institutional weaknesses (Kayode-Ajala, 2023).  

Figure 4.7 below presents a stacked bar chart depicting the predicted probabilities of 

government cybersecurity capacity in relation to government online content regulation 

approach in 90 developing countries. The analysis indicates that developing countries 

that off-load all online content monitoring and regulation to private actors are most 

likely to be equipped to combat only unsophisticated cyber-attacks.  
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Figure 4.7: Government cyber security capacity vs Government online content regulation 

approach in 90 developing countries 

Source: Author’s computation using R 

Conversely, in African countries, a significant positive correlation emerges when the 

government adopts a less active role and engages private actors to regulate online 

content. This finding supports the multi-stakeholder approach promoted in recent 

cybersecurity agendas (Chatham House, 2024) and aligns with the CMM's focus on 

collaboration (Global Cyber Security Capacity Centre, 2021). In situations where state 

capacity is limited, utilising the expertise and resources of the private sector can 

effectively enhance cybersecurity efforts, as long as these public-private partnerships 

are transparent and accountable. 

Figure 4.8 presents a stacked bar chart depicting the predicted probabilities of 

government cybersecurity capacity in relation to government online content regulation 

approach across 50 African countries. The analysis indicates that African countries 

engaging in some degree of online content monitoring and regulation, while also 

involving private actors in these processes, are most likely to be equipped to combat 

only unsophisticated cyber-attacks. Similarly, African countries that conduct minimal 

state monitoring and regulation—delegating the majority of responsibility to private 

actors—are most likely equipped to combat only unsophisticated cyber-attacks. 
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Figure 4.8: Government cyber security capacity vs Government online content regulation 

approach in 50 African countries 

Source: Author’s computation using R 

4.4.5 Integration of the CSS and Oxford GCSCC CMM Frameworks 

The study's findings collectively illustrate how CSS and the Oxford GCSCC CMM 

frameworks clarifies the determination of cybersecurity capacity. CSS emphasises 

that cybersecurity capacity extends beyond technical skills, encompassing socially 

constructed processes where governments securitise digital phenomena and 

institutionalise extraordinary government measures (Ramich & Piskunov, 2022). The 

Oxford GCSCC CMM underscores that sustainable cybersecurity capacity involves 

the integration of policy and strategy, cultural and societal aspects, and legal and 

regulatory frameworks.  

A critical aspect for both groups of countries is the trade-offs involved in social media 

monitoring and legal framework approaches. In developing countries, government 

social media monitoring potentially undermines government cybersecurity capacity by 

diverting resources and eroding trust. In both groups, legal frameworks alone—without 

implementation, enforcement, and cultural acceptance—fail to enhance government 

cybersecurity capacity. The Oxford GCSCC CMM's emphasis on multidimensional 

capacity building is reinforced by these findings: formal institutions, laws, and 

surveillance mechanisms require complementary cultural, technical, and collaborative 

elements to effectively translate into effective national cybersecurity capacity. 
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4.4.7 Emerging Questions for Complementary Qualitative Research 

While this quantitative study has identified statistically significant relationships 

between digital governance variables and government cybersecurity capacity across 

African and developing countries, the use of ordinal logistic regression reveals 

relationships rather than causal mechanisms. These results raise several important 

questions that call for additional qualitative research to offer deeper explanations, 

contextual insights, and a better understanding of the processes behind the statistical 

results. 

Causal Mechanisms and Decision-Making Processes 

The quantitative results indicate that in African countries, a moderate level of Internet 

filtering capacity seems to be negatively correlated with government cybersecurity 

capacity, and in developing countries, a complete filtering capacity level is positively 

correlated with government cybersecurity capacity. However, the regression analysis 

does not shed light on the decision-making processes, institutional thinking, or political 

considerations that drive governments to implement Internet filtering strategies. 

Qualitative research questions emerging from this finding include: 

• What institutional and political factors lead African governments to adopt 

moderate Internet filtering strategies rather than comprehensive approaches or 

minimal intervention? Case studies focusing on specific African countries could 

delve into cabinet-level decision-making, inter-ministerial discussions, and the 

influence of international donor pressures in shaping Internet filtering policy 

decisions. 

• How do government officials in developing countries with complete filtering 

capacity justify and implement these measures within broader cybersecurity 

frameworks? Interviews with senior policymakers, cybersecurity experts, and 

telecommunications regulators could help explain whether comprehensive 

Internet filtering results from deliberate strategic planning or gradual policy 

evolution. 

• What trade-offs do government decision-makers perceive between internet 

control and developing cybersecurity capacity, and how do resource constraints 

affect these perceptions? Qualitative interviews could investigate budget 

allocation processes and competing priorities within ministries responsible for 

both digital regulation and cybersecurity. 
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Implementation Gaps and Institutional Practices 

The observed negative correlation between the practical application of Internet filtering 

and government cybersecurity capacity in African countries—despite their theoretical 

ability to filter—highlights a significant gap between formal capabilities and actual 

implementation. While the quantitative analysis identifies this negative relationship, it 

does not explain the mechanisms responsible for this disconnect. Emerging research 

questions include: 

• What institutional barriers prevent African governments from converting their 

regulatory capacity into effective cybersecurity implementation? Ethnographic 

studies within government cybersecurity agencies could explore issues such 

as bureaucratic division, challenges in inter-agency collaboration, shortages in 

skilled personnel, and resource allocation practices. 

• How do telecommunications regulators, ISPs, and cybersecurity professional 

deal with and manage the conflicts between political mandates for Internet 

content filtering and their technical cybersecurity objectives? Conducting 

qualitative interviews with technical personnel can uncover informal solutions, 

professional grievances, and hidden organisational dynamics that are not 

evident in aggregated statistical data. 

• In what ways do external entities, such as international technology companies, 

bilateral donors, and regional organisations, play a role in enhancing the 

relationship between Internet filtering techniques and cybersecurity capacity 

within national contexts? Case studies conducted across multiple sites can 

examine how external factors either facilitate or hinder the development of 

government cybersecurity strategies. 

The Social Media Surveillance Paradox 

In developing countries, government social media surveillance (i.e., at all levels) has 

a negative correlation with government cybersecurity capacity, indicating trade-offs in 

resource allocation and a decline in trust. However, quantitative analysis fails to 

capture the subjective experiences, organisational cultures, or public perceptions that 

underlie this finding. Emerging research questions include: 

• What are the perceptions of citizens in developing countries with extensive 

social media monitoring regarding government cybersecurity efforts, and does 

such surveillance discourage them from engaging in joint cyber threat 
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reporting? Surveys and focus groups aimed at internet users could investigate 

the dynamics of trust, tendencies toward self-censorship, and opinions on 

cybersecurity initiatives led by the government. 

• What organisational priorities and resource allocation strategies lead 

government agencies to focus more on social media monitoring than on 

investing in cybersecurity infrastructure? Case studies focusing on 

organisations within security agencies could examine the cultures of these 

organisations, the frameworks they use to perceive threats, and how they make 

decisions regarding budgets. 

• How do cybersecurity experts employed by surveillance-focused governments 

manage the ethical dilemmas that arise between the demands for monitoring 

and their professional duty to create secure digital systems? Conducting in-

depths interviews could reveal tensions in their professional identity and the 

strategies that they use to manage these issues. 

Legal Framework Paradoxes 

The finding that restrictive legal frameworks in African countries seem to negatively 

correlate with government cybersecurity capacity challenges the assumption that 

strong legal structures improve cybersecurity outcomes. Qualitative research is 

essential to understand why formal legal frameworks do not translate into effective 

cybersecurity capacity. Emerging research questions include: 

• What factors contribute to the persistent disparity between legal frameworks 

established on paper and the actual enforcement capacity in African countries? 

By conducting comparative case studies of countries with similar legal 

structures but differing cybersecurity outcomes, it is possible to identify 

important implementation factors such as judicial capacity, political will, and the 

effectiveness of institutional coordination. 

• What is the relationship between restrictive legal frameworks that allow for 

extensive state intervention in content removal and data access, and the 

technical priorities and ethical obligations of cybersecurity professionals? 

Conducting interviews with legal experts, cybersecurity analysts, and civil 

society representatives could uncover conflicts between legal authority and 

security operations. 
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• What factors have led to the Malabo Convention's limited success in ratification 

and implementation, despite its establishment of comprehensive regional 

cybersecurity standards? A qualitative policy analysis focusing on the 

ratification discussions within individual AU member states could help explain 

the political, institutional, and resource-related challenges involved. 

Public-Private Partnerships and Governance Configurations 

The differing outcomes related to the involvement of private actors in regulating online 

content—negative in developing countries that fully depend on private actors, yet 

positive in African countries with increased participation by private actors—indicate 

that the structure of governance is more significant than the mere division between 

public and private sectors. Qualitative research can investigate the organisational and 

relational dynamics that contribute to effective public-private partnerships. Emerging 

research questions include: 

• What characteristics set apart successful public-private cybersecurity 

partnerships from those that weaken national capabilities? By examining 

comparative case studies of both effective and ineffective partnerships, one 

could pinpoint essential success elements such as transparency measures, 

accountability frameworks, shared threat intelligence systems, and governance 

structures. 

• What are the views of private technology firms operating in African and 

developing countries on their roles and duties in enhancing national 

cybersecurity capabilities? Interviews with company leaders, corporate social 

responsibility representatives, and government relations officers could uncover 

the private sector's insights on potential partnerships and their limitations. 

• How do power dynamics, information asymmetries, and reliance on resources 

influence the relationships between public and private sectors in contexts with 

limited resources? Ethnographic studies of partnership initiatives could explore 

the processes of negotiation, methods of knowledge exchange, and informal 

channels of influence. 

Regional and Contextual Variations 

The varying results observed between African and developing nations across several 

factors indicate that the regional context plays a crucial role in determining the 
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relationship between digital governance systems and government cybersecurity 

capabilities. However, aggregate statistical analyses fail to account for the historical, 

cultural, political, and institutional factors that lead to these regional disparities. 

Emerging research questions include: 

• How do historical legacies, such as colonial governance structures, post-

independence state-building paths, and experiences with regional conflicts, 

impact current strategies for digital governance and cybersecurity in certain 

African countries? Historical case studies could explore the origins of 

surveillance practices, the setup of institutions, and perceptions of threats. 

• In what ways do regional cybersecurity norms, the spread of ideas, and peer 

influences affect national decisions on Internet regulation and cybersecurity 

investment? Qualitative research on policy diffusion, focusing on regional 

bodies such as the African Union, ECOWAS, and SADC, could reveal how 

norms are transmitted and policies are learned. 

• What cultural and social factors shape public attitudes towards government 

Internet control, surveillance, and cybersecurity efforts in specific national 

contexts? Anthropological and sociological research could explore how cultural 

values regarding privacy, authority, community, and technology influence the 

relationship between governance and capacity. 

The Complementary Value of Mixed Methods 

These qualitative research questions collectively underscore the explanatory 

limitations of quantitative analysis when examining complex socio-technical 

phenomena such as government cybersecurity capacity. While ordinal logistic 

regression identifies statistically significant relationships across the two groups of 

countries, it falls short in uncovering the decision-making processes, organisational 

practices, cultural meanings, power dynamics, and implementation challenges that 

shape these relationships. To gain a comprehensive understanding, complementary 

qualitative research using case studies, elite interviews, ethnographic observation, 

process-tracing, and comparative historical analysis is needed to understand the 

causal mechanisms and contextual nuances.  

 

Future research should therefore employ mixed methods designs that combine 

quantitative identification of statistical relationships with qualitative exploration of 
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specific cases. This approach would enable scholars to progress from mere 

correlation to causal explanation. Such integration would enhance both theoretical 

understanding—by refining CSS and CMM frameworks through empirically grounded 

insights—and practical policy guidance for governments, international organisations, 

and civil society actors working to improve cybersecurity capacity in African and 

developing countries. 

4.5 Summary 

This study examined the determinants of government cybersecurity capacity in African 

and developing countries through ordinal logistic regression analysis of the DSP 

dataset (2000–2023). The analysis revealed divergence in how digital media freedom 

and state Internet regulation controls relate to cybersecurity capacity development in 

African and developing countries, highlighting the importance of context-specific 

governance approaches in the Global South. 

 

Table 4.12: Comparative Analysis of Key Findings 

Regulatory 
Mechanism 

African Countries Developing Countries Critical Distinction 

Internet 
Filtering 
Capacity 

Significant negative 
relationship at 
moderate levels 
(limited and 
adequate 
capacity); complete 
capacity shows no 
significant effect 

Significant positive 
relationship only at 
complete capacity level 

Moderate filtering capacity 
undermines cybersecurity 
capacity in African countries, 
whereas comprehensive 
capacity serves as a 
functional proxy for 
infrastructure development in 
developing countries 

Internet 
Shutdowns 

Significant positive 
relationship at all 
levels of shutdown 
capacity 

Significant positive 
relationship only for 
near-total shutdown 
capacity 

African governments 
demonstrate correlation 
between shutdown capability 
and cybersecurity 
infrastructure at all Internet 
shutdown levels; developing 
countries show this 
relationship only at extreme 
capacity levels 

Internet 
Filtering in 
Practice 

Significant negative 
relationship across 
all implementation 
frequencies (often, 
sometimes, rarely, 
never) 

No significant 
relationship 

Active filtering practices 
consistently undermine 
cybersecurity capacity in 
African countries regardless 
of frequency; regulatory 
practice is operationally 
decoupled from 
cybersecurity outcomes in 
developing countries 
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Government 
Social Media 
Monitoring 

No significant 
relationship 

Significant negative 
relationship across all 
social media 
monitoring levels 

Social media surveillance 
mechanisms pose 
measurable cybersecurity 
capacity risks exclusively in 
developing countries 

Legal 
Framework for 
Content 
Removal 

Significant negative 
relationship when 
state removes 
most content 
(protecting speech 
only in politically 
uncontroversial 
contexts) 

No significant 
relationship 

Restrictive legal frameworks 
that privilege state speech 
control directly undermine 
African cybersecurity 
capacity; legal frameworks 
show no correlation with 
capacity in developing 
countries 

Privacy 
Protection by 
Law Content 

Significant negative 
relationship when 
government has 
broad access to 
personal data 

No significant 
relationship 

Privacy law framework 
functions as a cybersecurity 
capacity determinant in 
African countries; privacy law 
frameworks remain 
operationally independent 
from cybersecurity outcomes 
in developing countries 

Government 
Capacity to 
Regulate 
Online 
Content 

No significant 
relationship 

Significant positive 
relationship at all 
regulatory capacity 
levels (limited, 
moderate, extensive) 

Regulatory capacity 
measures demonstrate no 
cybersecurity correlation in 
African countries; regulatory 
infrastructure represents a 
foundational cybersecurity 
capacity enabler in 
developing countries 

Government 
Content 
Regulation 
Approach 

No significant 
relationship across 
all levels 

Significant negative 
relationship when state 
delegates entirely to 
private actors; no 
relationship for other 
approaches 

Governance delegation 
models show no capacity 
effects in African countries; 
exclusive private-sector 
regulation compromises 
cybersecurity outcomes in 
developing countries 

 

Interpretation of Comparative Findings 

The comparative analysis reveals divergent relationships between digital governance 

mechanisms and cybersecurity capacity across African and other developing country 

contexts. In African countries, the findings demonstrate a paradoxical pattern wherein 

governmental deployment of digital control and surveillance mechanisms—including 

active Internet filtering practices, restrictive legal frameworks for content removal, and 

expansive state access to personal data—exhibits consistent negative relationships 

with government cybersecurity capacity. This negative relationship suggests that the 

operationalisation of digital control measures may divert governmental resources, 

technical expertise, and institutional focus away from foundational cybersecurity 
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infrastructure development. The notable exception to this pattern emerges in Internet 

shutdown capacity, which demonstrates positive correlations with cybersecurity 

capacity across all levels, potentially reflecting the technical infrastructure investments 

required to maintain network control capabilities. 

 

In contrast, developing countries exhibit a markedly different governance-capacity 

nexus characterised by positive associations between institutional regulatory capacity 

and cybersecurity development. Governmental capacity to regulate online content—

encompassing the technical, legal, and administrative infrastructure enabling digital 

oversight—correlates positively with cybersecurity capacity at all measured levels 

(limited, moderate, and extensive). However, this relationship notably does not extend 

to the operational implementation of such regulatory powers. Active filtering practices 

and social media monitoring demonstrate either negative associations or no significant 

relationship with cybersecurity capacity, revealing a critical disjuncture between 

regulatory capacity-building and regulatory practice. This divergence suggests that the 

institutional and technical investments establishing regulatory capability may 

strengthen broader cybersecurity infrastructure, whilst the active exercise of 

surveillance and content control mechanisms potentially undermines capacity through 

resource diversion or operational priorities that deprioritise comprehensive security 

architecture. 

 

These contrasting regional patterns underscore distinct developmental trajectories in 

cybersecurity governance, wherein African contexts demonstrate detrimental effects 

from operational securitisation of digital spaces, whilst other developing regions 

benefit from regulatory infrastructure investments that remain separated from 

intensive surveillance practices. 
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Chapter 5: Conclusion and Recommendations 
 

The increasing digitalisation of government operations and services globally has 

highlighted the importance of effective cybersecurity in safeguarding national security, 

economic stability, and citizen data. The absence of a clear international consensus 

on best practices for cybersecurity capacity building, particularly within African and 

developing countries, underscores the need for a more comprehensive understanding 

of the factors that shape government cybersecurity capacity in these two groups of 

countries.  

 

This study examined how state Internet control measures and digital media freedom 

relate to government cybersecurity capacity in African and developing countries. The 

quantitative analysis of the DSP dataset covered two groups of countries. This 

concluding chapter summarises the key findings, discusses their significance and 

limitations, identifies emerging questions that require further investigation, and 

outlines directions for future research to build upon this study. 

5.1 Summary of Findings 

This study investigated the determinants of government cybersecurity capacity in 

African and developing countries through quantitative analysis of the Digital Society 

Project (DSP) dataset. The analysis examined longitudinal data from 2000 to 2023 

across 50 African and 90 developing countries, using ordinal logistic regression 

models to examine the relationships between digital media freedom, state Internet 

regulation, and government cybersecurity capacity. 

 

The findings reveal distinct patterns in how digital governance mechanisms relate to 

cybersecurity capacity across the two regional contexts. In African countries, 

moderate government Internet filtering capacity demonstrated a positive relationship 

with government cybersecurity capacity, whilst complete capacity did not. Internet 

shutdown capacity demonstrated a positive correlation with cybersecurity capacity at 

all escalation levels. However, active Internet filtering practices and restrictive legal 

frameworks for content removal both showed negative relationships with government 

cybersecurity capacity. Government social media monitoring showed no significant 

relationship with government cybersecurity capacity in African countries. The 
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involvement of private actors in content regulation, particularly when the state 

assumes a less active role, seemed to be positively correlated with cybersecurity 

capacity. 

 

In developing countries, the pattern differs considerably. Government capacity to 

regulate online content showed a positive relationship with government cybersecurity 

capacity across all measured levels. Internet shutdown capacity exhibited a positive 

relationship only at near-total capacity levels. Government social media monitoring 

demonstrated a negative relationship with cybersecurity capacity. Legal and 

regulatory frameworks showed no significant relationship with cybersecurity capacity, 

and complete reliance on private actors for content regulation showed a negative 

relationship. 

 

The study did not support the initial hypotheses that stronger Internet control measures 

or robust legal frameworks would automatically enhance cybersecurity capacity. 

Instead, the findings demonstrate that the relationship between digital governance 

mechanisms and cybersecurity capacity is complex and context dependent. The 

effectiveness of these measures varies significantly between African and developing 

country contexts, challenging one-size-fits-all approaches to cybersecurity 

governance. 

5.2 Key Insights and Emerging Questions 

The divergent findings between African and developing countries raise important 

questions about the nature of cybersecurity capacity building in different 

developmental contexts. Several emerging questions require further investigation: 

First, why does regulatory capacity correlate with cybersecurity capacity in developing 

countries but not in African countries? This distinction suggests that the relationship 

between institutional infrastructure and cybersecurity capacity may depend on broader 

governance contexts, implementation capacity, or the effectiveness of existing 

institutions. Understanding these contextual factors requires investigation beyond the 

aggregate regional level. 

 

Second, why do active surveillance and filtering practices appear to undermine 

cybersecurity capacity in African countries whilst regulatory capacity shows no such 
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negative effect? This paradox suggests a potential disconnection between the formal 

capacity to regulate digital content and the actual practice of surveillance. The 

distinction raises questions about whether intensive surveillance practices may divert 

resources or institutional focus away from foundational cybersecurity infrastructure, or 

whether they reflect governance priorities that differ from cybersecurity development. 

 

Third, the findings reveal an interesting dynamic regarding private actor involvement 

in content regulation. In African countries, greater private sector involvement appears 

associated with higher cybersecurity capacity, whilst the opposite is true in developing 

countries. This contradiction warrants investigation into the nature of public-private 

partnerships in cybersecurity governance, the capacity and accountability of private 

actors in different contexts, and how public-private partnerships shape cybersecurity 

outcomes.  

 

Fourth, the weak or absent relationships between legal frameworks and cybersecurity 

capacity in both regions challenge assumptions about the importance of formal 

regulatory frameworks. This raises questions about whether cybersecurity capacity 

development requires different institutional foundations than those provided by content 

regulation frameworks, or whether legal frameworks matter differently depending on 

how they are implemented and enforced. 

5.3 Limitations and Implications for Future Research 

The quantitative approach employed in this study has provided broad regional patterns 

and statistical relationships, but it cannot explain the reasons, contexts, and 

motivations behind these findings. Several specific limitations point towards important 

avenues for future research. 

 

The study's reliance on ordinal variables and aggregate regional analysis masks 

important variations within countries and between different types of states. Future 

research should employ sub-national analysis to examine how cybersecurity capacity 

differs across regions, provinces, or states within African and developing countries. 

This approach could reveal whether findings hold consistently across different 

administrative levels or whether significant disparities exist that reflect local contexts 

and governance structures. 
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The potential subjectivity of expert assessments in the DSP dataset, whilst ensuring 

contextual knowledge, may not capture all dimensions of government cybersecurity 

capacity or may reflect perspectives on what constitutes effective cybersecurity 

governance. Qualitative research methods could complement this study by providing 

direct evidence of government cybersecurity capacity through examination of actual 

policies, institutional structures, and implementation practices. Qualitative case 

studies of countries in both groups could offer rich understanding of how cybersecurity 

capacity develops in practice, examining factors such as institutional arrangements, 

resource allocation, technical expertise, and political will. 

 

The quantitative approach also limits understanding of how and why certain 

relationships exist. Policy ethnographies—detailed examinations of how cybersecurity 

policies are developed, negotiated, and implemented within specific government 

settings—could reveal the processes through which Internet regulation and digital 

governance mechanisms influence cybersecurity capacity. This approach would be 

particularly valuable for understanding the disconnection between regulatory capacity 

and active surveillance practices observed in the findings. 

 

Additionally, network analysis represents a complementary methodological approach 

that could enhance understanding of cybersecurity governance. Examining networks 

of cybersecurity actors (government agencies, private sector partners, international 

organisations, civil society), their interconnection, and their influence could reveal how 

cybersecurity capacity develops through relationships and coordination rather than 

through isolated policy measures. This approach might explain variations between 

countries and show how different network structures affect cybersecurity capacity 

outcomes. 

 

5.3 Directions for Future Research 

Several specific research directions emerge from the gaps and questions identified in 

this study.  

 

Comparative analysis between African and developing countries could investigate 

whether the distinctions observed reflect fundamental differences in governance 
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models, institutional capacity, economic resources, or external influences such as 

international cybersecurity norms and donor priorities. This analysis would benefit 

from mixed-methods approaches combining quantitative comparison with qualitative 

investigation of country-specific contexts. 

 

Sub-national studies within both African and developing countries would reveal 

whether the regional patterns identified hold consistently across different 

administrative levels, or whether significant variations exist. Such studies could 

examine how local governance structures, resource availability, technical expertise, 

and security challenges affect cybersecurity capacity at provincial, state, or municipal 

levels. 

 

In-depth qualitative case studies of specific countries experiencing different 

trajectories of cybersecurity capacity development would provide detailed 

understanding of how and why digital governance policies influence cybersecurity 

outcomes. These cases could examine how governments prioritise competing 

demands between surveillance, content regulation, and cybersecurity infrastructure 

investment. 

 

Longitudinal qualitative research tracking changes in cybersecurity capacity over time 

within selected countries could help explain the processes through which capacity 

develops or declines. This approach could examine how policy shifts, institutional 

changes, technological developments, and external pressures influence cybersecurity 

capacity trajectories. 

 

Research investigating the actual functioning and effectiveness of public-private 

partnerships in cybersecurity governance could explain why private actor involvement 

shows different effects across regions. This research could examine partnership 

structures, resource allocation, accountability mechanisms, and capacity distribution 

between state and private actors. 

 

Studies examining the implementation and enforcement of legal and regulatory 

frameworks for content regulation could reveal why formal legal frameworks show 

limited relationship with cybersecurity capacity. This research might clarify whether 
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cybersecurity capacity development requires different institutional foundations than 

those provided by content regulation frameworks. 

 

Finally, international and comparative research examining how different national 

contexts interpret and implement international cybersecurity norms and standards 

could illuminate whether global cybersecurity governance frameworks are 

appropriately adapted to African and developing country contexts, or whether they 

reflect assumptions better suited to more developed governance systems. 

5.5 Conclusion 

This study has advanced understanding of the complex and context-dependent 

relationships between digital governance, Internet regulation and monitoring, and 

government cybersecurity capacity in African and developing countries. By revealing 

that these relationships differ significantly between these two groups of countries, the 

research challenges assumptions that universal approaches to cybersecurity 

governance will be equally effective across different contexts. The distinct patterns 

observed suggest that cybersecurity capacity building requires careful attention to 

regional governance contexts, institutional structures, and the specific ways in which 

different regulatory mechanisms operate within political and economic environments. 

 

However, the quantitative findings represent only one dimension of understanding 

these complex relationships. The emerging questions identified—particularly 

regarding the disconnection between formal regulatory capacity and active 

surveillance practices, the effects of private actor involvement, and the weak role of 

legal frameworks—require investigation through complementary research methods. 

Qualitative case studies, policy ethnographies, network analysis, and sub-national 

research will provide the detailed understanding and explanations necessary to show 

how and why these patterns emerge and how they operate in practice. 

 

Future research in cybersecurity capacity should engage these different approaches 

to build on the foundation established by this study, moving from identifying statistical 

relationships to understanding the processes, contexts, and reasons that shape 

cybersecurity capacity development in African and developing countries. 
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