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Abstract—In this correspondence, the physical layer security of wireless
systems under generalized α-κ-μ and α-η-μ fading with arbitrary fading
parameters is analyzed in terms of the secrecy outage probability (SOP).
To this end, novel analytical expressions for the lower bound of the SOP
are derived. Moreover, an asymptotic secrecy analysis is investigated for
each corresponding SOP to get the secrecy diversity gain. Monte Carlo
simulations are provided to assess the accuracy of the proposed analytical
framework.

Index Terms—α-κ-μ distribution, α-η-μ distribution, PHY security,
secrecy capacity.

I. INTRODUCTION

Physical layer (PHY) security has become a promising solution to
address the security challenges of wireless networks without relying
on traditional encryption techniques. Various works have studied the
impact of small-scale fading on the secrecy performance (see [1]–
[3] and the references therein). However, the above-mentioned fading
models which include Rayleigh, Nakagami-m, Weibull, and Rician,
do not cover a variety of fading scenarios experienced in realistic and
practical settings. In the past decade, general and flexible fading mod-
els such as α-μ, κ-μ and η-μ models have attracted a great deal of
interest due to their wide applicability and versatility [4], [5]. Most
recently, there have been several research studies devoted to the per-
formance analysis of wireless secure communications over generalized
fading distributions in terms of average secrecy capacity, secrecy outage
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probability (SOP) and probability of strictly positive secrecy capacity
(SPSC) (e.g., [6]–[10]).

Inspired by the aforementioned generalized fading models [4], [5],
two new generalized fading distributions, i.e., the α-η-μ and the α-κ-μ
distributions, that include the α-μ, κ-μ and η-μ models as well as the
well-known fading distributions as special cases, have been introduced
in [11]. In [12], [13], the performance of wireless communication
systems over α-η-μ and α-κ-μ fading channels without considering
the security aspect, is analyzed. To the best of the authors’ knowledge,
there is no reported work in the literature dealing with the secrecy
analysis of wireless networks over the α-η-μ or α-κ-μ fading channels.
In general, deriving analytical expressions for the performance metrics
in PHY security (i.e., ergodic secrecy capacity, SOP and probability of
SPSC) when dealing with the α-μ, κ-μ and η-μ fading models is an
intricate task, let alone when dealing with more complicated ones such
as α-η-μ or α-κ-μ fading channels.

Motivated by the above, the secrecy performance analysis of wire-
less communication systems over α-η-μ and α-κ-μ fading channels
is investigated in this correspondence. Lower bound analytical expres-
sions for the SOP are derived. Although the derived expressions are
in the form of infinite series, they converge steadily and rapidly to
accurate results after a few terms. Furthermore, asymptotic analyses at
high signal-to-noise ratio (SNR) regime are carried out in an effort to
obtain the secrecy diversity gain. Finally, some illustrative numerical
examples are provided through Monte Carlo simulations to assess the
accuracy of the mathematical derivations and insightful discussions are
drawn.

The rest of the paper is organized as follows. In Section II, the
system and channel models are described. Section III presents the
lower bound analysis for the SOP corresponding to both α-η-μ and α-
κ-μ fading distributions. The asymptotic studies at high SNR regime
for the SOP expressions are provided in Section IV, followed by some
representative numerical results and discussions in Section V. Finally,
concluding remarks are provided in Section VI.

II. SYSTEM AND CHANNEL MODELS

Let a three-node classic model where the transmitter Alice (A)
sends confidential information to the legitimate receiver Bob (B),
while an eavesdropper Eve (E) attempts to intercept or overhears
the transmissions through the eavesdropper link. In this context, all
the nodes are equipped with a single antenna. It is assumed that both
the main channel (Alice-Bob) and eavesdropper channel (Alice-Eve)
undergo independent and identically distributed quasi-static general-
ized fading conditions. Also, both channels experience the same fad-
ing type at any given time. In addition, a passive eavesdropping sce-
nario is considered where only the channel state information (CSI)
of the main link is known at Alice. In this context, there are two
fading conditions under consideration in the above-described setup,
i.e., the α-η-μ and α-κ-μ models with arbitrary values of fading
parameters.
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A. The α-η-μ Fading Distribution

The α-η-μ is a general distribution that can be used to model the
small-scale variation of the fading signal and includes the Rayleigh,
Nakagami-m, Hoyt, one-sided Gaussian, Weibull and η-μ as spe-
cial cases. Moreover, it captures both the non-linearity and the non-
homogeneous nature of the fading channel with no line-of-sight (LOS)
component. Using the received signal envelope in [11, Eq. (1)] coupled
with a variable transformation, the probability density function (PDF)
of the instantaneous SNR γi is given by

fγi
(x) =

Ψi

γ̄β i
i

xβ i −1e−Ai ( x
γ̄ )α̃ i

Iμ i − 1
2

(
ζi

(
x

γ̄i

)α̃ i
)

, (1)

in which i denotes B, for legitimate receiver Bob, or E , for eaves-
dropper Eve, βi = α̃i (μi + 1/2), α̃i = αi/2, Ai = μi (1 + ηi )2/

(2ηi ), ζi = μi (η2
i − 1)/(2ηi ), and Ψi =

√
πα̃iμ

μ i + 1
2

i (ηi − 1)
1
2 −μ i

(ηi + 1)
1
2 +μ i /(ηiΓ(μi )), γ̄i is the average SNR, Γ(·) is the Gamma

function and Iz (·) is the modified Bessel function of the first
kind [14, Eq. (9.6.20)]. In addition, αi , ηi and μi denote the non-
linearity parameter, the ratio between the in-phase and quadrature
scattered wave components, and the number of multipath clusters,
respectively. With the help of [15, Eq. (8.445)], and after some
manipulations, the cumulative distribution function (CDF) of γi is
given by

Fγi
(x) = Ξi

∞∑
n = 0

(
ζ i
2

)2n +μ i −0.5
Υ
(

2n + 2μi ,Ai

(
x
γ̄ i

)α̃ i
)

n!Γ(n + μi + 0.5)A2(n +μ i )
i

, (2)

where Ξi = Ψi /α̃i and Υ(·, ·) is the lower incomplete Gamma
function [15, Eq. (8.350.1)].

B. The α-κ-μ Fading Distribution

The α-κ-μ is a general distribution that can be used to represent
the small-scale variation of the fading channel with an LOS compo-
nent. It includes the Rayleigh, Nakagami-m, Rice, Weibull, one-sided
Gaussian, and κ-μ distributions as special cases. Using a transforma-
tion of variables and [15, Eq. (8.445)] in [11, Eq. (6)], the PDF of the
instantaneous SNR γi can be written as

fγi
(x) =

α̃i

eκ i μ i

∞∑
j= 0

B
γ̄

α̃ i (μ i + j )
i

xα̃ i (μ i + j )−1e
− μ i ( 1+ κ i )

γ̄
α̃ i
i

x α̃ i

, (3)

where B = μμi + 2j
i κj

i (1 + κi )μ i + j /(j!Γ(μi + j)) and κi is the ratio
between the total power of the dominant components and the total
power of the scattered waves. Using [15, Eq. (3.381.8)] and after some
manipulations, the CDF is given by

Fγi
(x) =

∞∑
l= 0

μl
iκ

l
i e

−κ i μ i

l!Γ(μi + l)
Υ

(
μi + l,

μi (1 + κi )
γ̄α̃ i

i

xα̃ i

)
. (4)

III. SOP ANALYSIS

As mentioned above, a passive eavesdropping scenario is considered
here. Such a scenario is applicable to wireless networks where Eve is
silent and therefore the corresponding CSI is not known by Alice. In this
scenario, an important performance metric used to evaluate the secrecy
performance is the SOP. The SOP is defined as the probability that
the instantaneous secrecy rate Cs = max{log2(1 + γB ) − log2(1 +
γE ), 0} [7] falls below a predetermined secrecy transmission rate Rs .
Mathematically, the SOP can be formulated as

SOP =
∫ ∞

0
fγE (γE )FγB

(
2Rs (1 + γE ) − 1

)
dγE . (5)

However, due to the complicated form of the PDFs and CDFs of the
random variable (RV) γi for the corresponding generalized fading dis-
tributions, it is intractable to obtain an analytical expression for the
SOP. Therefore, we resort to deriving the lower bound of the SOP as
in [6], such as

SOPL =
∫ ∞

0
fγE (γE )FγB

(
2Rs γE

)
dγE . (6)

A. Lower Bound of the SOP Over α-η-μ Channels

Based on (6), the lower bound of the SOP for the α-η-μ scenario
can be obtained with the aid of (1) and (2). Therefore, by using [15,
Eq. (8.445)] in (1) and plugging (2) into (6), with the aid of [15, Eq.
(8.352.6)] and after performing some manipulations, the resulting SOP
is given by

SOPL
α−η−μ = ΞB

∞∑
n=0
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⎪⎪⎭ , (7)

where ω = α̃E (2l + 2μE ) + mα̃B . In (7), the integral is of the form
I =

∫ ∞
0 xa e−(δ1xp + δ2xq )dx. In what follows, we evaluate I in closed-

form. With some manipulations, I can be rewritten as

I =
∫ ∞

0
x

a
p e−δ1x e−δ2x

q
p d
(
x

1
p

)

=
1
p

∫ ∞

0
x

a + 1
p −1e−δ1x e−δ2x

q
p dx.

(8)

From (8), the exponential functions are replaced by their correspond-
ing Meijer G-functions using [16, Eq. (8.4.3.1)] and the resulting inte-
gral can be evaluated in closed-form using [17]. After substituting the
closed-form expression of I in (7), the lower bound of the SOP for the
α-η-μ fading conditions is given by (9), given at the top of the next

page, where Hs,t
u ,v

(
·
∣∣∣ ·

·

)
is the Fox H-function [16, Eq. (8.3.1.1)].

The Fox H-function has recently become popular in the analysis of the
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performance of wireless communications systems, and is not readily
available in software computation packages (e.g., MATHEMATICA
or MATLAB. However, the work of [18] has proposed an efficient
and accurate implementation in MATHEMATICA). Although (9) is
expressed in an infinite series form, it converges rapidly and steadily to
a precise result after a few terms. To the best of the authors’ knowledge,
the analytical expression for the lower bound of the SOP is new.

SOPL
α−η−μ = ΞB
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B. Lower Bound of the SOP Over α-κ-μ Channels

Having derived an explicit expression for the lower bound of the
SOP over α-η-μ channel, a similar approach can be used to determine
an expression for the same performance metric over α-κ-μ channel. To
this end, by substituting (3) and (4) into (6), with the aid of [15, Eq.
(8.352.6)], [15, Eq. (3.381.11)] and many algebraic manipulations, the
lower bound of the SOP is given by

SOPL
α−κ−μ =

∞∑
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where ε = α̃E (μE + j) + mα̃B . The integral in (10) is given in the
same form as I. Using a similar approach used to evaluate I, a closed-
form expression of the integral in (10) can be obtained and the resulting
expression is substituted into (10) to yield an explicit expression of the
lower bound of the SOP in (11).

SOPL
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IV. ASYMPTOTIC ANALYSIS

In order to get further insights of the role of the various fading
parameters in the system performance, an asymptotic analysis will
now be carried out by investigating the behavior of the SOP expressions
(9) and (11) at high-SNR regime. In what follows, it is assumed that
γ̄B → ∞ while γ̄E is fixed, and the aim is to obtain approximate
expressions for (9) and (11) in the form SOP∞ ≈ Gc γ̄

−Gd , where Gc

and Gd denote the secrecy array gain and the secrecy diversity gain,
respectively. However, for a varying average SNR of the eavesdropper
link (i.e., γ̄E → ∞), it can be inferred that secrecy diversity gain is
zero due to the high probability of successful eavesdropping.

A. Asymptotic SOP Over α-η-μ Channels

In (2), when γ̄B → ∞, the dominating term is obtained for n = 0,
which is given by

FγB
(γE ) ≈ ΞB (ζB /2)μB − 1

2

Γ(μB + 1
2 )A2μB

B

Υ

(
2μB ,

AB γα̃ B
E

γ̄α̃ B
B

)
. (12)

Using the following approximation Υ(s, x) ≈ xs/s as x → 0, (12) can
be approximated by

FγB
(γE ) ≈ ΞB ζ

μB − 1
2

B γα B μB
E

μB 2μB + 1
2 Γ(μB + 1

2 )γ̄α B μB
B

. (13)

Using [15, Eq. (8.445] in (1), and the resulting expression together with
(13) in (6) and with the aid of [15, Eq. (3.381.11)], the asymptotic SOP
is given by

SOP∞
α−η−μ ≈ 1

γ̄α B μB
B

⎧⎪⎨
⎪⎩

ΨE ΞB ζ
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2
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2

)

×
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(ζE /2)2l+μE −0.5

l!Γ(2l + μE + 0.5)
Γ
(
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αB
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)

× γ̄α B μB
E

α̃E A2( l+μE )+
α B
α̃ E

μB

E

⎫⎪⎬
⎪⎭. (14)

From the above expression, it is evident that the secrecy diversity gain
is given by Gd = αB μB which provides useful insights on the fading
parameters on the system performance.

B. Asymptotic SOP Over α-κ-μ Channels

In order to approximate (4) as γ̄B → ∞, it is noted that the dom-
inating term corresponds to j = 0. Using Υ(s, x) ≈ xs/s as x → 0,
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Fig. 1. Lower bound of the SOP versus average SNR γ̄B for αB = 4, ηB =
1.6, μB = 0.5, αE = 2, ηE = 2.5, μE = 1.5, Rs = 1 bits/s/Hz, and various
γ̄E . The markers represent Monte Carlo simulations.

(4) is approximated by

FγB
(γE ) ≈ μμB −1

B (1 + κB )μB γα̃ E μB
E

Γ(μB )eκB μB γ̄α̃ B μB
B

. (15)

By substituting (3) and (15) in (6), and with the help of [15,
Eq. (3.381.11)] and some algebraic manipulations, the asymptotic SOP
is given by

SOP∞
α−κ−μ ≈ 1

γ̄α̃ B μB
B

⎧⎪⎨
⎪⎩

∞∑
j= 0

2Rs α̃ B μB μμB −1
B κj

E

j!Γ(μB )Γ(μE + j)μ
j+

α B
α E

μB

E

× (1 + κB )μB γ̄α̃ B μB
E

(1 + κE )
α B
α E

μB eκE μE +κB μB

Γ
(

μE + j +
αB

αE

μB

)⎫⎪⎬
⎪⎭. (16)

The above expression shows that the secrecy diversity gain is given
by Gd = α̃B μB , where α̃B = αB /2, and is independent of κB . To
the best of the authors’ knowledge, the analytical expressions derived
in (14) and (16) have not been previously reported in the existing
literature.

V. NUMERICAL RESULTS AND DISCUSSIONS

In this section, some representative numerical examples are pro-
vided along with Monte Carlo simulations to verify the accuracy of
the proposed mathematical derivations and to illustrate the effects of
the channel parameters αi , ηi , κi , and μi . Although the derived ana-
lytical expressions for the SOP in (9) and (11) include infinite series,
this is not an issue since such series rapidly and steadily converge af-
ter a few terms to achieve a sufficient level of accuracy. In particular,
fairly precise results can be obtained after truncating the series into
8 terms.

In Fig. 1, the performance of the SOP for the α-η-μ conditions
versus the average main link SNR γ̄B for various values of γ̄E is

Fig. 2. Lower bound of the SOP versus average SNR γ̄B for αE = 2,
ηE = 0.5, μE = 0.5, ηB = 3, γ̄E = 15 dB, and Rs = 2 bits/s/Hz. The
markers represent Monte Carlo simulations.

illustrated. For some fading parameters of the main and eavesdrop-
per links, as the average SNR of the eavesdropper link increases, the
SOP increases. This makes sense because an increasing γ̄E (lead-
ing to a high probability of successful eavesdropping) is detrimental
to the secrecy performance; in this case, the SOP performance de-
grades regardless of the average SNR of the main link γ̄B . In ad-
dition, it is seen that the lower bound of the SOP closely matches
the simulated results over the entire SNR regime, confirming that de-
rived lower bound of the SOP is a tight approximation of the exact
which could not be obtained because of the intricacy of the analyti-
cal expressions associated with the aforementioned generalized fading
distributions.

Fig. 2 shows the lower bound of the SOP versus γ̄B for various fad-
ing parameters assuming α-η-μ fading. It can be noticed, hereinafter,
that there is a very good agreement between the proposed analytical
framework (lower bound of the SOP) and the Monte Carlo simulations
(markers). Additionally, it can be observed that the asymptotic curves
accurately approximate the lower bound curves at high-SNR regime.
As the curves have different slopes, this corroborates the proposed
asymptotic analysis which shows that under this fading condition, the
secrecy diversity gain is dependent of the fading parameters αB and
μB . Note that the diversity gain equals to Gd = αB μB , which can be
confirmed by the slope of the curves. Unlike in Fig. 1 where the curves
have the same slope (αB = 4 and μB = 0.5 in all cases), Fig. 2 depicts
some curves with different slopes.

Both Fig. 3 and Fig. 4 show the SOP performance versus γ̄B un-
der the α-κ-μ fading conditions. First, the SOP performance for some
fading parameters and various values of the secrecy target rate Rs , is
depicted in Fig. 3. It is evident that a decreasing target rate leads to an
improvement of the secrecy performance in the context of the SOP. In
addition, the slopes of the curves are identical since the fading param-
eters of the main link are fixed here, hence the same secrecy diversity
gain is achieved. In Fig. 4, it is noted that different diversity orders are
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Fig. 3. Lower bound of the SOP versus average SNR γ̄B for αB = 2, κB =
2.5, μB = 3, αE = 4, κE = 0.5, μE = 0.5, and γ̄E = 10 dB. The markers
represent Monte Carlo simulations.

Fig. 4. Lower bound of the SOP versus average SNR γ̄B for αB = 2, κB =
2.5, αE = 4, κE = 0.5, μE = 1.5, Rs = 1 bit/s/Hz, and γ̄E = 10 dB. The
markers represent Monte Carlo simulations.

obtained for different fading parameters of the main links and in all
casesGd = α B μB

2 is corroborated, confirming the proposed asymptotic
analysis. Furthermore, it is evident that the asymptotic curves tightly
approximate the lower bound of the SOP as well as the Monte Carlo
simulations in the high-SNR regimes.

VI. CONCLUSION

This work addressed the secrecy performance of wireless communi-
cations systems over the new generalized α-η-μ and α-κ-μ fading

channels. Novel analytical expressions were derived for the lower
bound of the SOP and were validated through Monte Carlo simula-
tions. The derived analytical expressions for the SOP closely matched
the exact SOP. Moreover, an asymptotic analysis for the SOP was car-
ried out and revealed to be in perfect agreement with the lower bound
of the SOP at high SNR. It was shown that the secrecy performance
highly depends on the fading parameters, especially of the main links
in the high-SNR regime.
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