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Abstract

Defects in the source code discovered during or after deployments require resources

and effort to resolve. Researchers have developed techniques to tackle the issue of

detecting source code defects at an earlier stage. In this study, we examined several

convolutional neural network architectures to build a bug detection classifier for

Java source code. We utilized Word2Vec, GloVe, and FastText to train embedding

models that assist in embedding Java source code in a suitable format for our trained

networks. We also explored a few explainable AI methods to provide visual heatmap

explanations of the decisions made by our neural networks. With all our models

trained under the same conditions and for up to 300 epochs, we identified two

top-performing models: ResNet18, with an average accuracy of 77.22%, average

precision of 79.17%, average recall of 76.50%, and average F1 score of 77.39% across

all embeddings; and MobileNet, with an average accuracy of 84.59%, average precision

of 86.04% average recall of 83.69%, and average F1 score of 84.84%. In this study, we

used saliency maps, Grad-CAM, Score-CAM, and FIMF score-CAM to generate and

analyze heatmaps of Java source code methods, allowing us to analyze and compare

the features that the models focus on when making predictions.
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Chapter 1

Introduction

A lot of time and effort has been invested in writing software to solve problems, make

money or simplify processes. Some software impacts people’s lives, ranging from

personal information to financial effects, leading to a requirement to build secure,

high-quality software with minimal defects. A significant amount of time must be

invested in testing the software to avoid release with defects, studies indicate that

around 25%-30% of the development time should be dedicated to this process [12][13].

Different testing processes can be set during the development cycle to catch defects

before the software is deployed in a production environment, ranging from writing

unit tests, function tests, integration tests, regression tests, and more [14].

Putting all the relevant testing processes in place is beneficial but, in some cases, not

feasible. For example, unit testing each software component for all possible results

might be close to impossible [15]. Some tiny bugs can still slip through into the

production environment, despite all the tests, providing opportunities to research

other methods we can use to catch some of the known bugs reported in public git

repositories by leveraging machine learning. Combining the different testing processes

with a machine learning model that can pick up some of the common bugs in your

source code before deploying the software could help increase the software’s stability

and quality [16].

Machine learning algorithms have been researched and used for their ability to learn

and recognize patterns. Some of the real-life technologies which successfully utilize

machine learning are image recognition systems, speech recognition, recommendations

systems, sentiment analysis, and fraud detection, to list a few. Studies in this field

of software defect detection have been split into two main directions [17]. The

traditional direction is manually designing ways to represent features effectively to

detect defects. The other involves using different machine learning algorithms to
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test their performance in detecting defects in source code [17]. This research will

focus on utilizing machine learning-based algorithms to solve this task. One crucial

requirement for machine learning algorithms is the input. How can we read source

code and convert it into a usable format which can be fed into a machine-learning

algorithm to create a model?

Several methods have been employed in various research to represent source code in

a way that can be utilized as input to machine learning algorithms. A survey was

conducted to examine different ways of representing and embedding source code [18].

Some of the methods surveyed were token embedding, function embeddings using

abstract syntax trees, and binary code embeddings, among others [18].

We will explore various methods of representing source code and embeddings, and

create models to detect bugs in source code. We aim to establish a baseline using

token-based source code representation and embeddings, as these offer a more

natural form of representation compared to syntax representation, which emphasizes

structure.

Token embeddings have been utilized to implement, analyze, and enhance source

code using natural language-based machine learning techniques. In a recent research

study, token-based embedding was explored to create a machine learning model

capable of repairing buggy source code. The results of the study were remarkably

good [19].

One of the three options explored for comparing students’ source codes on an online

university platform was token-based embedding. This option was used to measure

the correctness of the solution as well as to conduct statistical analysis on student

coding patterns [20].

Abstract Syntax Trees have been used to represent source code for different tasks.

Abstract Syntax Tree is a representation of the program level abstract syntax [21].

These trees have been used to detect plagiarism in source code to protect software

copyright, and intellectual property [22]. Abstract Syntax Trees provide a starting

point for representing plain source code into a consistent structural form. The tree

would require some form of vectorized embedding to feed the structural form into

some of the powerful machine learning algorithms like Artificial Neural Networks

and their variants. Some of the researchers involved in encoding Abstract Syntax

Trees [23] used an open-source package to read source code as tokens and built a

mapping dictionary to convert tokens to integers which are stored up to form a vector

representation. Fan et al. utilized the vector representation to train various machine
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learning algorithms, including Random Forests, Deep Belief Networks, Convolutional

Neural Networks, and Recurrent Neural Networks, for the purpose of detecting

defects in source code.

Exploration of the application of convolutional neural networks to tackle the defect

prediction challenge targeting Java source code has been researched [24]. Li et al.

[24] used an open-source python package called javalang to parse the java based

source code into Abstract Syntax Trees as tokens and built a mapping between the

tokens and their integer representations to embed the token as integer vectors. Deep

Learning to Find Bugs [25] focuses on using JavaScript code snippets to train a source

code bug detector. The source code was then transformed into an Abstract Syntax

Tree token with the help of Word2Vec [4] embedding. The token was converted into

a vector representation suited to be used as input for machine learning algorithms.

Word2Vec is a natural language processing model used for embedding words to

vectors.

The use of these embedding techniques was not limited to only the task of defect

detection. Nguyen et al. explored using Word2Vec to develop a tool to find similar

APIs written in Java and C# with the same usage[26] . The source code is converted

into an Abstract Syntax tree to build a sequence that was fed into Word2Vec for

embedding.

1.1 Problem Statement

Software bugs can redirect time resources from developing new features to searching

for bugs, which may cause the software to be unstable or even unavailable if left

alone. A software source code defect detection can help catch and reduce the number

of bugs that would have gone into the production environment and assist developers

in spending more time on development than bug fixes. We will be focusing on

developing models that can detect if a source code contains bugs using machine

learning algorithms.
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1.2 Research Questions

• What are the current state-of-the-art methods in the embedded representation

of the source code?

• What are the current state-of-the-art machine learning algorithms operating

on embedded source code representation for defect detection?

• Which metrics can be used to assess and measure the performance of the

machine learning algorithms in source code defect detection?

• From the current state-of-the-art defect detection methods, which one performs

best based on these metrics?

1.3 Research Aims and Objectives

To answer the research questions, this research aims to survey the available methods

for embedding source code and machine learning algorithms used to detect defects

in source code, understand the current state-of-the-art methods, and compare their

performance.

We will follow the following objectives to achieve the aims of this research:

• Perform a comprehensive literature survey on the embedded representation of

source code and machine learning algorithms used to detect defects in code.

• Identify and implement the most successful embedding techniques and machine

learning algorithms used to detect defects in source code.

• Identify and implement the most commonly used measures to test the perform-

ance of the machine learning algorithms in source code defect detection.

• Compare and analyse the performances of the embedding techniques and

machine learning algorithms used in source code defect detection.
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1.4 Significance of the research

In most of the literature, machine learning methods and word embedding methods

are being used to build models to detect defects in software source code. In the

existing literature, there have been no references to using explainability methods such

as Grad-CAM to identify the statements which contribute to the model marking the

source code as defective. The use of explainability methods to target the statements

on a function level containing defects found by our machine learning model will form

part of our contribution. Along with exploring the word embedding model’s ability to

transform raw source code into representations that capture syntactic and semantic

relationships among tokens, allowing the models to generalize beyond surface-level

code structures, enhancing defect detection models’ performance.

1.5 Summary

In this chapter, we explored the problem of software defects and their impact on

productivity, along with the efforts taken to resolve the issue. One method discussed

involves using machine learning to assist in detecting defects, enabling faster fixes. As

part of this research, we will build on the problem of defect detection by implementing

some of the state-of-the-art machine learning architectures and utilizing explainability

algorithms to clarify the important features these models focus on.

The remaining chapters of the dissertation include the following:

• Background and Related Research

• Methodology

• Results and Interpretation

• Conclusion
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Chapter 2

Background and Related Research

The previous chapter went through some research to find a solution for using machine

learning to tackle defect detection in source code. This chapter will provide a brief

background on the methods, processes, and algorithms used to build models to detect

source code defects.

2.1 Machine Learning

Machine learning is a subset of Artificial Intelligence with a focus on algorithms to

imitate the ability of humans to learn from experience in the form of data [27]. Some

of the supervised and unsupervised learning algorithms that we will be looking at

to tackle software defect prediction are based on these machine learning algorithms.

Supervised learning is a subset of machine learning that learns a function to map

input data to output data [28]. Classification and Regression are two primary

types of supervised learning methods [29]. Unlike supervised learning, unsupervised

learning aims to understand the relationship and patterns in the data without

labeled data. The common types of unsupervised learning methods are Clustering[30]

,Dimensionality Reduction[31] Anomaly Detection Association Rule Learning [32]

and Generative Models [33].
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2.2 Artificial Neural Networks

This research will focus on machine learning methods based on Artificial Neural

Networks due to their proven success in solving simple to complex problems. Artificial

Neural Networks are inspired by the human brain’s ability to process, compute and

learn from observations. Neural networks consist of neurons connected with adjustable

weighting functions to build a network to process input [34].

Figure 2.1: Simple one layered feed forward neural network

With each connection of the neurons, there is an associated weight. One common

architecture is a feed-forward neural network, where each neuron computes a weighted

sum of the inputs, with most cases neural networks having a non-linear activation

function applied on the weighted sum [35].

Figure 2.1 represents a fully connected Artificial neural network with a single hidden

layer with xi being inputs to the network,wi respective connection weights and ŷ the

network output. The model can be written as

ŷ = f

(
m∑
i=1

wixi

)
(2.1)

with function f being the activation function. The study [36] explains Deep neural

networks as an extension of the artificial neural network with the number of hidden

layer being greater than one and depth of four and above.

Figure 2.2 represents a deep neural network with four layers: one input layer, three

hidden layers, and one output layer. The network prediction is modeled by



9

Figure 2.2: Simple one layered feed forward neural network [1]

ŷl = f

(
m∑
i=1

wl
ix

l−1
i

)
(2.2)

with l = 1, ...., n representing the layer and the hidden layers optimized through the

backpropagation algorithm.

2.3 Convolutional Neural Networks

Convolutional Neural Networks are an expansion of deep artificial neural networks

inspired by the brain’s visual cortex. Convolution Networks were initially widely

used for object detection, but studies have increased on the use of these networks for

tasks like text recognition, action recognition, speech detection, and more [37].

Figure 2.3: Basic Convolution Network architecture [2]

Figure 2.3 represents a basic convolutional neural network architecture with layers



10

that build basic units of the network. These are the input layer, convolutional layer,

pooling layer, dense layer, and output layer.

2.3.1 Convolutional Layer

The convolutional layer is the core layer of a convolution neural network. It contains

filters that learn and extract useful features from the input. Most of the computation

is done on this layer by stacking feature maps to produce an output volume [37]. Just

like the artificial neural networks, these layers are also trained using backpropagation.

Figure 2.4: Convolution layer computation with a kernal of size 3x3 [3]

The convolution layer operation is given by element-wise multiplication between the

input and kernel

Activation = Input ∗Kernal (2.3)

Activation =

c∑
y=0

(
r∑

x=0

Input(x, y) ∗K(x, y)

)
(2.4)

where c is the number of columns and r is the number of rows of the input.
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2.3.2 Pooling Layer

Pooling layers are an essential component of convolutional neural networks, typic-

ally positioned after convolution layers. They are responsible for reducing input

dimensions while retaining important information and reducing overfitting.

Figure 2.5: Max pooling computation [3]

Maxpool = M(m,n) (2.5)

Maxpool = maxm−1
x=0 m

n−1
y=0Activation(x, y) (2.6)

where m,n are the pool dimensions

2.3.3 Dense Layer

The dense layer, also known as a fully connected layer, connects all neurons to the

previous layer, which is flattened into a single one-dimensional vector, similar to

a regular neural network. This layer feeds into the output layer, providing results

based on the classification task.

dense = f

(
m∑
i=1

wixi + bi

)
(2.7)
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Figure 2.6: Illustration of a dense layer connected to a flattened output of a convolu-

tion layer [3]

where bi represents the offset term.

2.4 Supervised learning

To develop our model, we will concentrate on supervised learning. This type of

machine learning establishes the relationship between inputs and outputs in a labeled

training dataset, enabling predictions based on new input. This process involves

optimizing a loss function using a technique called Backpropagation.

Backpropagation uses gradient descent to adjust the neural network weights by

following the following algorithm steps [1]:

1. Given a set of input data (x, ŷ)

2. For each input x:

• Feedforward computation for hidden layers

zx,l = wlax,l−1 + bl

where ax,l = f
(∑m

i=1w
l
ix

l−1
i + bl

)
• Calculate Error vector at the output layer

δx,n =
∂J

∂ax,n
f ′(zx,n)
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• Determine the error for every layer δx,l

3. Update Weights and bias:

wl = wl − η
∑
x

δx,l
(
ax,l−1

)T

2.5 Abstract Syntax Trees

Abstract Syntax Trees(ASTs) are trees aimed to represent the abstract syntactic

structure of source code [38]. Compilers widely use these trees due to their ability to

represent source code in a tree data structure, which is easier for them to understand.

Abstract Syntax Trees are powerful representations that encapsulate the structural

organization of source code, regardless of the programming language used [39]. By

prioritizing the essential elements that define the code’s architecture, ASTs effectively

abstract away unnecessary details, such as parentheses in function calls.

1

2 function value(x){

3 let x = 42;

4 return x;

5 }

Listing 2.1: A code snippet

Code snippet in Listing 2.1 is a sample function that takes in a single parameter x

and overrides the value of x with 42 and returns x. Figure 2.7 and Figure 2.8 contain

the Abstract Syntax Tree representation of the code snippet in Listing 2.1 in the form

of a JSON format and the same code in a token format representation. The token

structure is a natural language representation of the code in a list object. The two

representations were created using the Esprima[40] tool, which is a JavaScript-based

tool hosted online. It can generate the tokenization and syntax trees from JavaScript

source code.
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Figure 2.7: Abstract Syntax Tree representation of the function code snippet in

Listing 2.1 Figure above

2.6 Methods for Encoding source code

In order to use tokens or an abstract syntax tree as input for machine learning

algorithms, we need a way to represent code tokens in a numerical vector form, which

is where word embedding comes in. Word embedding involves representing words

as numeric vectors. There are two ways to do this: either by manually creating an



15

Figure 2.8: Tokens representation of the code snippet in Listing 2.1.
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embedding or by using machine learning or deep learning algorithms to learn the

representations. In this way, we can effectively embed words in trees and utilize them

for machine learning algorithms.

2.6.1 Word2Vec

One of the widely used models in word embedding is Word2Vec. Word2Vec is a two-

model architecture proposed by Mikolov et al. [4] and has found many applications

in natural language processing tasks. The purpose of word2vec is to compute a

continuous vector representation of words from large data sets. Word2Vec presents a

way of representing a word as a vector of numbers that can capture the meaning of

the word and not just give it random values, producing vector embeddings similar

to words that occur in a similar context. Word2Vec utilizes the neural network’s

ability to learn and model complex non-linear relationships given a specific dataset

to produce the word embeddings. Word2vec provides two models Continuous Bag

of Words (CBOW) and Skip-gram as shown in Figure 2.9. CBOW is a model that

allows you to predict a target word from a given context of words. On the other

hand, Skip-gram predicts the context words from a given target.

Continuous Bag of Words (CBOW)

The models purpose is to predict a target word provided a set of context words within

a specific window size of a sentence. As shown in Figure 2.1 the model takes an

input of context words to predict the center word w(t) in a window size of two, each

context word is one-hot encoded vectors with the model optimizing the logarithmic

loss function

− 1

T

T∑
t=1

wt.log(p(wt)) + (1− wt).log(1− p(wt)) (2.8)

and a softmax activation function was used in the final layer.

σ(xj) =
exj∑
i e

xi
(2.9)



17

Figure 2.9: CBOW and Skip-gram model architecture [4]. CBOW takes input of

a one-hot encoded aggregated context vector passed to a neural network with one

hidden layer to predict the target word, while Skip-gram takes a target word as input

passed through a neural network with a single hidden layer to predict neighboring

context words.

Skip Gram

Skip Gram on the other hand follows the same architecture as CBOW as shown in

Figure 2.1 with the difference being the architecture is flipped. The purpose of the

model is to predict the context given a word. The model maximizes the average log

probability

1

T

T∑
t=1

∑
−c≤j≤c,j ̸=0

logp(wt+j |wt) (2.10)

where c is the size of the training context and p(wt+j |wt) is defined using the softmax

function

p(wO|wI) =
exp(v

′⊤
wO

vwI )∑W
w=1 exp(v

′⊤
ww

vwI )
(2.11)

where vw and v
′
w are the input and output vector representations of w, and W is the

number of words in the vocabulary [41].
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2.6.2 GloVe

Global Vectors (GloVe) [42] is an extension of the Word2Vec embedding model.

While Word2Vec focuses on the local context of the corpus used to train the model,

GloVe considers the corpus’s global statistical information using a co-occurrence

matrix constructed with the count of several times two words occurred in a similar

context in the corpus to calculate the probability of co-occurrence.

The model is modeled as a least squares problem to optimize the cost function

J =

V∑
i,j=1

f(Xij)(w
⊤
i w̃j + bi + b̃j − logXij)

2 (2.12)

where V is the size of the vocabulary, the model is developed by creating a function

that represents the ratio of co-occurrence probabilities.

F (wi, wj , w̃k) =
Pik

Pjk
(2.13)

where Pik is the probability that word k appears in the context of word i similar

to Pjk. To encode the information present in the ratio F is represented as vector

differences. And to align with the ratio being a scalar a dot product is taken between

the parameters wi − wj and w̃k which are vectors

F (wi − wj , w̃k) =
Pik

Pjk
(2.14)

F ((wi − wj)
⊤w̃k) =

Pik

Pjk
(2.15)

using the property of homomorphism 2.15 is rewritten as

F ((wi − wj)
⊤w̃k) =

F (w⊤
i w̃k)

F (w⊤
j w̃k)

(2.16)

From 2.15 and 2.16, we get

F (w⊤
i w̃k) = Pik =

Xik

Xi
(2.17)

replacing F with exponential function and applying log on both sides we get

w⊤
i w̃k = log(Pik) = log(Xik)− log(Xi) (2.18)
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log(Xi) is then absorbed into a bias bi and an additional bias b̃k is added to restore

symmetry [42].

w⊤
i w̃k + bi + b̃k = log(Xik) (2.19)

applying least square on Equation 2.19 we get the loss function J.

2.6.3 FastText

FastText [43] is another model that extends on the Word2Vec Skip-gram and CBOW

model. The FastText model is built to try to combat one of the limitations of Skip-

gram, which ignores the morphology of a word by having one vector representation

of each word, representing each word as a bag of character n-grams to enrich the

model with subword information. FastText has the added benefit of obtaining vector

representations of words out of the corpus.

Figure 2.10: CBOW takes input of n-gram aggregated context vector passed to a

neural network with one hidden layer to predict the target word [5].

The model in Figure 2.10 takes an input of n-grams w1, w2, ...., wn−1, wn of a word

and the embedding is calculated by averaging all the embeddings of the n-gram.An

example of a n-gram for the word ”example” is < ex, exa, xam, amp,mpl, ple, le >.
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2.6.4 Context2Vec

Context2Vec [44] is a Neural Network model based on the Word2Vec Continuous

Bag of Words (CBOW) architecture, with the difference being Context2Vec uses a

bidirectional LSTM instead of Word2Vec’s CBOW average word representation.

Figure 2.11 illustrates the architecture of Context2Vec, which consists of a bidirec-

tional LSTM that takes an input sentence w1:n and computes the context embedding

of the target word wi using vector concatenation[6]

biLSTM(w1:n, i) = leftLSTM(l1:i−1)⊕ rightLSTM(rn:i+1)

the output is fed into a Multi Layer Perceptron.

2.6.5 ELMo

Embeddings from Language Models (ElMo) is a state-of-the-art model for represent-

ing words in the form of vectors capturing characteristics of the words and how they

are used across different contexts [45]. ElMo not only provides a constant repres-

entation of the word, but it also captures the meaning of the word given a context,

representing words with different meanings as different vectors. ElMo embedding

vectors representations are derived using bidirectional Long Short Term Memory

(LSTM) networks combined with language models [45]. ElMo takes advantage of the

ability of LSTMs to persist information to capture the context in which the words

were used.

The bidirectional model computes the forward pass

p(w1, w2, ...., wN ) =

N∏
k=1

p(wk|w1, w2, ...., wk−1)

and backward pass as

p(w1, w2, ...., wN ) =
N∏
k=1

p(wk|wk+1, wk+2, ...., tN )

each layer of the LSTM computes a context representation
−→
h LM

k,j where j = 1, 2, ..., L,
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Figure 2.11: Context2Vec architecture takes input sentence words from both directions

passed to a bidirectional LSTM to output embedding of the context word [6].

the maximum likelihood of the model is calculated by combining the two passes

N∑
k=1

= (logp(wk|w1, w2, ...., wk−1) + logp(wk|wk+1, wk+2, ...., tN ))

Provided a sequence of N tokens w1, w2, ...., wN ELMo computes each token repres-

entation by summing the intermediate layers of the bidirectional LSTM [5]

Rk = {xLMk ,
−→
h LM

k,j ,
←−
h LM

k,j |j = 1, 2, ...., L} = {hLMk,j |j = 0, 1, ...., L}

Figure 2.12: ELMo takes input of n-gram word vectors which are fed through

bidirectional LSTM to output a sequence of corresponding embeddings[5].
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2.7 Explainable AI

The use of black-box deep learning models is rapidly increasing in many domains,

thanks to their ability to solve complex problems by learning from provided datasets.

However, these deep learning models face challenges because they are less transparent

and less explainable.

Explainable AI is a field of research that focuses on how black-box deep learning

models can be made transparent and explainable. Explainable AI adds dimensions

that make it possible to show which features are most dominant, along with the

correlation among the features and why the model predicted the specific outcome[46].

We will be examining various visual explainable AI models such as saliency maps,

Gradient-weighted Class Activation Mapping (Grad-CAM), Score-CAM, and Fast

Score-CAM as they are designed for convolutional neural networks and focus on

highlighting important regions of the input data to provide visual explanations.

We will compare the results from each model applied to a few machine learning

convolutional neural network architectures.

2.7.1 Saliency Map

Saliency maps are a type of visual explanation that show which input features were

used by a machine learning model to make its output decisions. The saliency map

is a 2D matrix that matches the size of the analyzed image. Each pixel in the

map represents the importance of the corresponding pixel in the input image[47].

This map helps identify the crucial areas of the input that impact the model’s final

decision.

Saliency maps are among the first methods for attribute visualization, rooted in

the principle of backpropagation. The importance of saliency map attribution is

calculated by

w =
δSc

δI

∣∣∣∣
I0

with I representing the input and Sc(I) is the class prediction score motivated by a
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non-linear approximation model

Sc(I) ≈ w⊤I + b

2.7.2 Gradient-weighted Class Activation Mapping

The Class Activation Maps (CAM) method is one of the earliest techniques in

the field of visual explainability methods. It involves using global average pooling

in convolutional neural networks to generate class activation maps, highlighting

important regions by computing a weighted sum of the feature activation values [48].

Gradient-weighted Class Activation Mapping (Grad-CAM) is an enhancement of

CAM. Grad-CAM utilizes the gradient information that comes into the final con-

volutional layer of the CNN to allocate importance values to each neuron for a

specific decision of interest [49]. Grad-CAM is used to offer visual explanations of the

decisions made by CNN-based models without altering the architecture or re-training

the model.

Grad-Cam produces a localization map of important regions of the input provided to

a convolutional neural network. The importance is given by the weighted combination

of convolutional layer feature maps Ak with the global average pooling weights αc
k,

and finally, a ReLU function is applied to keep only the positive contributions.

Lc
grad−cam = ReLU(

∑
k

αc
kA

k)

where

αc
k =

1

Z

∑
i

∑
j

δyc

δAk
ij

i and j represent the width and height dimension and yc is the prediction class score

2.7.3 ScoreCam

Score-CAM is based on class activation mapping. Unlike previous approaches based on

class activation mapping, Score-CAM removes the need for gradients by determining
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the weight of each activation map through its forward passing score on the target

class [50]. The final result is achieved by linearly combining weights and activation

maps. Score-CAM was created to bridge the gap between perturbation-based and

CAM-based methods.

Perturbation-based approaches work by perturbing the original input and observing

the change in the model’s prediction to determine the relationship between the model

and the perturbed region [51].

Score-Cam represents the importance of each activation map using Channel-wise

Increase of Confidence(CIC). The CIC is calculated by

C(Ak
l ) = f(XoHk

l )− f(Xb)

where

Hk
l = s(Up(Ak

l ))

with Ak
l representing the k-th channel of layer l , f(X) is the results of the convolu-

tional neural network with input X.Up() is a function that upsamples while s() is a

normalization function. Similar to Grad-Cam ReLU faction is applied to keep only

the positive contributions resulting in

Lc
score−cam = ReLU(

∑
k

αc
kA

k
l )

where

αc
k = C(Ak

l )

2.7.4 FIMF score-CAM

The Fast score-CAM based on local multi-feature integration, is an improvement

on the Score-CAM method called FIMF Score-CAM, it integrates multiple features

quickly. It directly calculates the feature map’s weight using the feature template

and integrates various semantic features of the local space to generate a more

comprehensive and interpretable heatmap for the object of interest[52].

Fast score-CAM seeks to minimize the computation time of the original score-CAM

by avoiding the recalculation of feature extraction while still taking into account the

impact of specific regions on the convolutional neural network’s output. To integrate

the feature maps to obtain information about relevant regions. A denotes the feature
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map from the target convolution layer A = {A1, A2, ...., An} , and Ak is a selected

feature map of the target convolution layer which is used to calculate the template

T k.

T k =

{
1 Ak

ij > 0

0 Ak
ij ≤ 0

the CIC is the calculated as

C(Ak
l ) = f(T koAm)− f(Xb),m ∈ {1, ...., n}

Lc
FIMFScore−CAM = ReLU(

∑
k

αc
kA

k
l )

where

αc
k = C(Ak

l )

2.8 Classification Models

We will be looking at a couple of convolutional neural network architectures for

our classification models. These models will enable us to train models capable of

predicting whether a code snippet has a defect.

We will be using these models for our experiment :

• base 1D convolutional neural network

• base 2D convolutional neural network

• AlexNet

• VGG16

• Mobilenet

• Resnet18

1D and 2D base convolutional network

The two architectures share the same structure: an input layer, two convolution

layers, two pooling layers, and two dense layers. The key difference lies in the input
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layer: the 1D model uses a base input layer with a vector length of 1225, while the

2D model’s input is reshaped into a 35x35 shape to mimic an image input.

1D base convolutional network

Figure 2.13: Base convolutional network with input shape of 1225x1

The base 1D convolutional network as shown in Figure 2.13 is composed of :

• Convolution layer, maxpool layer ,Convolution layer, maxpool layer

• Two fully connected dense layers

• Output layer contains softmax activation while the rest contain Relu activation

2D base convolutional network

The base 2 D convolutional network as shown in Figure 2.14 is composed of :

• Convolution layer, maxpool layer ,Convolution layer, maxpool layer

• Two fully connected dense layers
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Figure 2.14: Base convolutional network with input shape of 35x35

• Output layer contains softmax activation while the rest contain Relu activation

AlexNet

AlexNet is a type of convolutional neural network architecture that performed well in

one of the ImageNet Large-Scale Visual Recognition Challenge competitions [53]. Its

high-performance results were attributed to the depth of the model’s layers. However,

this depth also resulted in expensive computation, which was made possible with the

help of Graphics Processing Units (GPUs).

Figure 2.15: AlexNet architecture [7]

The AlexNet architecture as shown in Figure 2.15 is composed of:
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• One convolution layer,One maxpool layer,One convolution layer

• Three convolution layers , One maxpool layer ,Three dense fully connected

layers

• Output layer contains softmax activation while the rest contain Relu activation

VGG16

VGG is another type of convolutional neural network architecture that achieved high

performance in the ImageNet Large-Scale Visual Recognition Challenge competitions.

The research explored performance improvements from an architecture with increased

depth using very small (3 × 3) convolution filters [54].

Figure 2.16: VGG16 architecture [8]

The VGG16 architecture as shown in Figure 2.16 is composed of:

• Two convolution layers,One maxpool layer,Two convolution layers

• One maxpool layer , Three convolution layers , One maxpool layer

• Three convolution layers , One maxpool layer , Three convolution layers

• One maxpool layer , Three dense fully connected layers

• Final layer contains softmax activation while the rest contain Relu activation
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Mobilenet

MobileNet is a simple yet efficient and not very computationally intensive convo-

lutional neural network for mobile vision applications. MobileNets are based on a

streamlined architecture that uses depthwise separable convolutions to construct

lightweight deep neural networks[9]. Depthwise separable convolutions are a type of

convolution that factorizes the process into two operations: depthwise convolution

and pointwise convolution. In depthwise convolution, a single filter is applied inde-

pendently to each input channel. Then, pointwise convolution combines the outputs

from the depthwise convolution across all channels.

The Mobilenet architecture as shown in Figure 2.17 is composed of :

• Convolution layer for the first layer with a stride 2

• Main body composed of Stacked depthwise separable conv blocks

– depthwise conv

– batchnorm + ReLU

– pointwise conv

– batchnorm + ReLU

• Downsampling layer using stride-2 depthwise convolutions

• Final Layers

– Global average pooling

– fully connected layer

– Softmax activation

Resnet18

A residual neural network is a type of deep learning architecture. In this architecture,

the weight layers learn residual functions in relation to the layer inputs. This

architecture aims to tackle the problem of degradation, which occurs when the
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Figure 2.17: MobileNet architecture made up of 28 layers with a combination of

depthwise separable and pointwise convolution layers [9]

performance of a neural network on training data saturates and then starts to decline

as the network’s depth increases [55].

Figure 2.18: Resnet18 architecture [10]

The Resnet18 architecture as shown in Figure 2.18 is composed of :

• Resnet 18 architecture is made up of 18 layers

• With four layers of identical convolution layers
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• Final layer contains softmax activation while the rest contain Relu activation

2.9 Related Research

Convolutional Neural Networks (CNNs) are a popular machine learning model

used for various tasks, including image recognition, speech recognition, and natural

language processing (NLP). In our research, we have defined our problem statement

as a form of NLP, where we utilize machine learning to determine whether a snippet

of code written in a human-readable language contains defects. In this section, we

will examine related studies conducted in this field.

Natural language processing is one of the important areas of research in artificial

intelligence, as it aims to connect machine language to human-understandable

language. NLP has had a huge impact on systems that understand natural languages

and produce speech-to-text, along with systems that generate natural languages such

as text-to-speech [56].

Research has demonstrated the capabilities of Natural Language Processing (NLP)

in various applications. One notable use is converting voice to text, which assists

physically challenged individuals who are interested in coding [57]. In addition, studies

have focused on the use of NLP to summarize articles and meeting notes, addressing

the challenge of reading long documents to extract key insights or conclusions [58][59].

To contribute to the software failure bug reporting research and reduce the time

required for manual bug identification, Tang et al. [60] proposes a feature representa-

tion method that combines Latent Dirichlet Allocation (LDA) and Word2Vec. This

approach aims to enhance the performance of various machine learning models by

improving data representation, which is critical for the input layer.

Tang et al.[60] utilizes LDA to model the topics within bug reports. The results of

this modeling yield term frequency (TF) calculations, which serve as a statistical

measure of the importance of specific words. Word2Vec is then employed to create

word embedding vectors, which are subsequently fed into a convolutional neural

network to train a bug-reporting model.

Ngoc et al. conducted a study on the impact of different word embedding methods for

software vulnerability detection. The study compared Word2Vec, GloVe, FastText,
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and pre-trained GloVe embeddings in combination with four neural network archi-

tectures: Bi-LSTM, Hierarchical Attention Network, Text-CNN, and DNN, trained

on both synthetic and real-world datasets [61].

JianJie and Le propose using Bidirectional Encoder Representations from Trans-

formers (BERT) in conjunction with ensemble learning to address the task of software

code defect detection[62]. This method utilizes Abstract Syntax Trees (AST) and

code tokens as input to the BERT embedding model, along with multiple neural

network architectures Graph Convolutional Networks (GCN), Convolutional Neural

Networks (CNN), and Bidirectional Long Short-term Memory (BiLISM). These

networks extract features from the embeddings, which are then passed to a fully

connected layer for prediction.

Cross-project defect prediction (CPDP) aims to enhance the quality assurance of

software projects by identifying defects in the code[63]. This paper proposes using

a Simplified Abstract Syntax Tree (S-AST) to represent source code, alongside

leveraging word2vec to create embeddings for the abstract syntax tree tokens (ast-

token2vec). For the prediction, a bi-directional long short-term memory (BLSTM)

neural network is employed to learn the features of the tokenized tree and make

predictions.

The Surface Lexical and Semantic Correlation Matching based on Convolutional

Neural Networks (SLS-CNN) [64]framework was proposed to address the gap between

source code files and bug reports. This framework leverages the semantic correlation

between the two to generate features for a deep neural network. It employs Doc2Vec

to train embeddings for the bug reports and Word2Vec to create embeddings for

the source code. Additionally, it utilizes the Hadamard product to compute the

correlation features between the embeddings.

To address defect prediction, the paper introduces a framework called Defect Pre-

diction via Attention Mechanism[65]. This framework extracts vectors from an

Abstract Syntax Tree and employs a conventional approach to map each word to a

vector, generating embeddings. These vectors are then input into a Recurrent Neural

Network (RNN) to learn semantic features. The learned features are subsequently

passed to attention layers, which establish relationships among them, and finally,

these features are sent to a fully connected layer to make a prediction.

To address the loss of structural information that occurs when converting Abstract

Syntax Trees (ASTs) into integer vectors, the paper proposes the use of three-

based encoding with hybrid granularity for defect prediction [66]. A tree-based
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word2vec continuous bag-of-words model is utilized to train an embedding for the

AST. This embedding is then converted into matrices, which are subsequently fed

into a convolutional neural network to extract additional features for the prediction.

As the adoption of black-box models rises, research into explainable AI is also

gaining momentum to help clarify aspects of these complex models. In an effort to

explain predictions made by object detection models, the paper introduces Detector

Randomized Input Sampling for Explanation (D-RISE)[67]. This method produces

saliency maps for object detectors, effectively explaining both the localization and

classification components of the detection process.

The paper aims to understand and interpret the latent representations of high-level

concepts in generative models. It introduces a method for obtaining concept saliency

maps [68] to assess the importance of input features in deep generative models, which

are a subset of unsupervised learning.

As an attempt to solve the lack of interpretability of existing remote sensing image

detection models and the challenges of feature extraction between different networks,

Yin et al. proposes an object detection and interpretation model based on gradient-

weighted class activation mapping and reinforcement learning to increase detection

accuracy [69]. The solution involves the use of the ResNet model for feature extraction,

Grad-CAM to generate focus regions, and reinforcement learning to optimize the

region generation network.

This study aims to determine the most effective explainable AI method between

Grad-CAM and Score-CAM for remote sensing datasets. It evaluates performance

using three metrics: Remove and Debias (ROAD), Softmax Information Curve

(SIC), and Infidelity[70]. Tasneem and Islam used ROAD to assess the impact of

highlighted regions on predictions, SIC to measure how well explanations prioritize

informative areas, and Infidelity to evaluate how closely the explanations align with

the model’s actual behavior. The focus is on understanding which method displays

greater reliability and accuracy, utilizing the pre-trained ImageNet model ResNet

and training it on the UC-Merced and EuroSAT dataset for classification tasks.

Soomro et al. proposes a method that combines the strengths of two explainable

AI techniques, GradCAM++ and Score-CAM, to enhance the interpretability and

localization of convolutional neural networks [71]. This approach uses Grad-CAM to

generate a coarse heatmap that highlights important regions and using Score-CAM

to refine those regions further. The experiments were conducted on the ImageNet

dataset using the ResNet, VGG16, and AlexNet pre-trained models.
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Yang et al. conducted an analytical study on eleven convolutional neural net-

work(CNN) architectures to classify lung CT images as COVID-19 positive or

non-COVID-19. This research used relatively small data sets and evaluated a range

of models, including traditional CNNs such as VGG and ResNet, lightweight frame-

works such as MobileNet, and contemporary scaling techniques such as EfficientNet

[72]. In addition, the study incorporated visualization methods such as saliency maps

and Grad-CAM to enhance the interpretability of the model predictions.

The research paper by Giammarco et al. focuses on the diagnosis of colon cancer

using explainable AI and proposes a method to detect cancer cells in colon tissues[73].

It examines several state-of-the-art architectures for image classification, including

ResNet50, DenseNet, VGG19, Standard CNN, Inception-V3, EfficientNet, and Mobi-

leNet. Additionally, the study utilizes techniques such as Grad-CAM, Score-CAM,

and FastScore-CAM to generate heatmaps highlighting regions of interest.

2.10 Summary

In this chapter, we provide an in-depth explanation of machine learning and the

diverse architectures that have developed from it, along with its foundational elements

and the mathematics involved in various computations. We present convolutional

neural networks (CNNs) and several architectures they have inspired. We also

examine different methods for representing source code and techniques that facilitate

embedding these representations in a form suitable for machine learning algorithms,

particularly CNNs. Furthermore, we investigate various explainability techniques,

including visual heatmaps, to enhance our model transparency. Additionally, we

introduce specific convolutional neural network architectures that will be utilized in

our research experiments. Lastly, we review existing studies that are relevant to our

research area. We acknowledge the work conducted on convolutional neural networks

and explainable AI across various fields. However, there is a noticeable gap in the

application of explainable AI to source code defect detection.
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Chapter 3

Methodology

This research aims to explore different methods and techniques for representing and

embedding source code into a format suitable for machine learning algorithms. It will

also investigate how to integrate explainable AI to visualize and obtain statistical

information about the trained machine learning models.

3.1 DataSet

The data set used in this study is a large java dataset generated by mining millions

of open-source projects with multiple bug fixes available in their respective github

repositories generated by the author Tufano et al. [11]. The data is sourced from a

public GitHub archive, spanning from 2011 to 2017. By analyzing commit messages,

a dataset was created that highlights commits with identifiers such as bug, fix, solve,

and issues. For each identified commit, a versions of the source code both before

and after the fix was collected and filtered for duplicates. The process resulted in a

dataset comprising 787,178 Java files that include the buggy methods alongside their

corresponding fixed versions.

Figure 3.1: Example code snippets in the DataSet [11] showing buggy code snipped

along with a fix of the code snipped
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To complement the primary dataset, we will also incorporate the refined CodeXGLUE

[74] dataset by Tufano et al.. The data set comprises method-level Java bug fix

pairs where the methods are normalized by abstracting most variable names, method

names, and some of the literals into placeholders to reduce vocabulary size, but in

turn also losing some semantics linked to the abstracted variables.

1

2 public boolean METHOD_1 ( java.lang.String name ) {

3 TYPE_1 VAR_1 = TYPE_1 . METHOD_2 ( VAR_2 ) ;

4 return ( ! ( METHOD_3 ( name ) ) ) && ( VAR_1 . contains ( name ) ) ;

5 }

Listing 3.1: Example abstracted java code snippet from the dataset

3.2 Methodology

3.2.1 Data Extraction

We create an [N, 2] array that contains pairs of methods: the buggy method and

its fixed version for each Java project, with N representing the number of java files.

Using this array, we navigate through each project directory and load the Java code

as strings, which we then store in a list. This list serves as our dataset for training

our models.

Next, we convert the source code of each method to tokens. This crucial step is the

backbone of our process, as the tokens will be used to train word embedding models

along with the classification models, contributing significantly to the overall success

of our project.

We limited our dataset to methods with a specific token length to improve model

learning and reduce noise that could be introduced through padding to ensure uniform

data input lengths. Furthermore, our choice was supported by the analysis of our

datasets, as shown in Figures 3.2 and 3.3, which revealed that the majority of our

dataset instances fall within the range of 0 to 1000, making this sampling both

practical and representative. The choice to use a maximum length of 1225 addresses

some outliers in our dataset and creates a complete shape for our 2D reshape.
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Figure 3.2: Represents a histogram of the

token dataset lengths of each method from

the processed dataset

Figure 3.3: Represents a histogram of the

token dataset lengths of each method from

the processed dataset with a filtered list

for better visualization

3.2.2 Word Embedding

We will use Word2Vec, FastText, and GloVe as our word embedding models to

generate embedded token vectors. These models will be trained on pre-processed

token datasets. We will embed a subset of the dataset generating vectors with a

maximum length of 1225. For methods with tokens less than the maximum length,

we will pad them with 0.

For the embedding models, we used Python libraries to implement and train our

embedding for our data. For the embedding dimensions, we used a low dimension

of 1x1 dimension embedding to run our initial experiment using a low dimension

for better initial analysis. For Word2vec and Fasttext, we used the Gensim python

library [75], for Glove implementation, we used the Mittens python library [76].

3.2.3 DataSet Transformation

We create two datasets derived from our various architectures for training our

defect detection model. After embedding, one dataset is transformed into a 1225x1

dimension array for each input, while the other is reshaped into a 35x35 format.
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Code snippet 3.2 shows a Java method from our dataset. Figure 3.4 illustrates the

code tokens from the Java snippet. Figure 3.5 displays the GloVe embedding of the

Java snippet in a 1225x1 array format, while Figure 3.6 shows the GloVe embedding

transformed into a 35x35 array.

1

2 @java.lang.Override

3 public void visitString(long resultID , java.lang.String value) {

4 strings.put(resultID , value);

5 }

Listing 3.2: Example java method code snippet from training dataset

Figure 3.4: Token representation of code snippet 3.2

Figure 3.5: GloVe embedded 1225x1 dimension representation of code snippet 3.2
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Figure 3.6: GloVe embedded 35x35 dimension representation of code snippet 3.2

3.2.4 CodeXGLUE Dataset

The same methodology will be followed in with the CodeXGLUE dataset as listed in

Subsections 3.2.1,3.2.2 and 3.2.3, with the difference in the input dimensions based

on the structure and size of the dataset as can be seen in Figure 3.7 which shows how

the dataset is represented in terms of token length which is why the input dimension

is set to maximum length of 121 to cover for all the dataset.

Figure 3.7: Represents a histogram of the token dataset lengths of each method from

the processed CodeXGLUE dataset
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3.2.5 Model Training

All of our models listed in Chapter 2.8 are implemented using the Python Keras

library, with the dataset split into 80% training and 20% validation. All the models

are trained for a maximum of 300 epochs using the backpropagation algorithm and a

seed value of 10 to ensure reproducibility of the results. To ensure a fair comparison

across the model configurations, each configuration is given equal training exposure,

allowing us to assess their true learning capacities under controlled conditions. The

hyperparameters used for training all of the models where a batch size of 1024 to

balance gpu utilization and training speed based on the large size of our data, we also

used the Keras library Adadelta optimizer with a learning rate of 0.001 for a more

stability on our large dataset we also used a modelcheckpoint monitoring validation

accuracy to prevent overfitting and save best performing model. For the training

infrastructure, we used various runtimes from Google Colab.

3.3 Classification Models Performance

To evaluate the effectiveness of our classification models, we will be using at the

following metrics:

• Recall = TP
TP+FN

• Precision = TP
TP+FP

• F score = 2∗Recall∗Precision
Recall+Precision

Where TP = True Positives, FP = False Positives, FN = False Negatives, TN =

True Negatives.
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3.4 Explainable AI Visualization

For our visualizations, we will utilize the methods outlined in Chapter 2.7. The code

snippet 3.3 will illustrate the corresponding heatmaps generated using MobileNet

input with Word2Vec embedding to highlight the significance of each input through

Saliency maps, Grad-CAM, Score-CAM, and FIMF score-CAM, as demonstrated

in Figure 114. Figure 115 shows a Saliency map with the tokens embedded in the

image. In contrast, Figure 116 presents a Grad-CAM heatmap with embedded

tokens, Figure 117 displays Score-CAM heatmap with tokens embedded, and Figure

118 shows the FIMF score-CAM heatmap with tokens embedded in the image. To

create the heatmap visualizations, we processed the results from the explainability

methods along with the original input, making sure to remove any padding beyond

the appropriate dimensions relative to the original input size. We then applied a

function to reshape the data into dimensions of 15x15, 25x25, and 35x35 for better

visualization.

1

2 @java.lang.Override

3 public void handle(javafx.scene.input.MouseEvent mouseEvent) {

4 picture.setDescription(editDescTxt.getText ());

5 descTxt.setText(editDescTxt.getText ());

6 content.getChildren ().remove(vbox);

7 content.getChildren ().add(5, descEditBtn);

8 IHM.utils.Dialogs.showInformationDialog( " Description modifiee

avec success !" );

9 }

Listing 3.3: Example java code snippet from training dataset
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Figure 3.8: Explainable AI Visualization methods for code snipped 3.3 generated

by MobileNet with Word2Vec embedding,From left to right is Saliency map ,Grad-

CAM,Score-CAM, FIMF score-CAM with a heatmap scale of 0 to 1.0 of intensities

Figure 3.9: Saliency map representation of a prediction made from a MobileNet with

Word2Vec embedding of code snippet in Listing 3.3
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Figure 3.10: Grad-CAM map representation of a prediction made from a MobileNet

with Word2Vec embedding of code snippet in Listing 3.3

Figure 3.11: Score-CAM map representation of a prediction made from a MobileNet

with Word2Vec embedding of code snippet in Listing 3.3
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Figure 3.12: FIMF score-CAM map representation of a prediction made from a

MobileNet with Word2Vec embedding of code snippet in Listing 3.3

3.5 Visualization comparison metrics

To augment our analysis of the various explainable ai models we will be using the

two comparison metrics introduced by Górski et al. [77].

3.5.1 Fraction of elements above relative threshold

The fraction of elements above the relative threshold F (v, t)is used to calculate the

amount of attention the CNN pays to its input. This fraction is defined as the

number of elements in a vector v that exceed a given relative threshold t, multiplied

by the maximum value of the vector and divided by the length of the vector, where

v is a heatmap produced by an explainable AI model.
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3.5.2 Intersection over Union

Intersection over Union (IoU) I(v1, v2, t1, t2) helps compare the predictions of two

different models based on the same input. It measures whether the two models

focus on the same parts of the input when generating their predictions. The metric

takes an explainable AI model heatmap of two inputs (v1 and v2), binarizing them

using relative thresholds (t1and t2), and then calculating the standard intersection

over union. This metric quantifies the extent of overlap between the words deemed

important for prediction by each model.

3.6 Process flow

The Figure 3.13 represents the process followed to generate results. First, pre-

processing converts the source code method snippet into tokens. Next, the tokens

are converted into embeddings using our selected word embedding models. Then,

the classification step includes the six models listed above Section 2.8. The final

step is a visualization layer using the following explainability methods: saliency map,

grad-cam, score cam and fast cam.

Figure 3.13: Steps followed to generate visualization heatmaps for java method input

to convolutional neural network models

3.7 Summary

In this chapter, we explored the dataset used in this research, detailing the exact

processes we followed to extract and transform the raw data to meet our specific

requirements. We present the various input dimensions that will be used to train our

convolutional neural network architectures. Additionally, we outline the evaluation
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methods that will assess the effectiveness of these models. Furthermore, we examined

a range of explainable AI visualizations designed to enhance the interpretability of our

results, providing valuable insights into the decision-making processes of the neural

networks and contributing to a deeper understanding of their functionality within the

context of our research. The methodology choices help shape the insights generated by

this research by integrating pre-processing, evaluation, and interpretability methods

to create a framework that not only evaluates the model performance but also

interrogates how the models arrive at particular predictions. This frame of reference

positions the results not simply as outputs of computation, but as contributions to a

deeper understanding of neural network behavior in the context of our research.
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Chapter 4

Results and Interpretation

In this section, we will present the results obtained from training the model described

in Section 2.8 on the main Java dataset and the complementary CodeXGLUE

dataset [11]. Each model will be trained using data embedded with our selected

embedding models: Word2Vec, FastText, and GloVe. For each model, we will

evaluate its performance based on accuracy, precision, recall, F1 score, and AUC

score. Additionally, we will analyze the results generated by visualization techniques,

including saliency maps, Grad-CAM, Score-CAM, and FIMF Score-CAM.

4.1 Convolutional Neural Networks Performance

4.1.1 1D Basemodel

This section contains model performance results from training our 1D Basemodel on

our primary dataset, as well as the CodeXGLUE dataset. The models are trained until

the maximum epoch of 300, with the results of the models trained till convergence

based on the validation accuracy, moved to Appendix A for the CodeXGLUE and

Appendix B for the primary dataset.
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1DBasemodel Accuracy Precision Recall F1 Score

Word2Vec 0.5169 0.4031 0.5225 0.4551

Fasttext 0.5004 0.9985 0.5004 0.6667

GloVe 0.5165 0.4105 0.5216 0.4594

Table 4.1: 1DBasemodel CNN Bug detection Models Performance trained with

different embeddings

1DBasemodel Accuracy Precision Recall F1 Score

Word2Vec 0.5208 0.5141 0.5211 0.5176

Fasttext 0.5207 0.4930 0.5219 0.5070

GloVe 0.5169 0.7695 0.5112 0.6143

Table 4.2: CodeXGLUE 1DBasemodel CNN Bug detection Models Performance

trained with different embeddings

Figure 4.1: 1DBasemodel Word2Vec

Model Accuracy vs Epoch

Figure 4.2: 1DBasemodel Word2Vec

Model Loss vs Epoch

Figure 4.3: 1DBasemodel Word2Vec

Model ROC, AUC score :0.523

Figure 4.4: 1DBasemodel Word2Vec

Confusion matrix
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Figure 4.5: 1DBasemodel Fasttext Model

Accuracy vs Epoch

Figure 4.6: 1DBasemodel Fasttext Model

Loss vs Epoch

Figure 4.7: 1DBasemodel Fasttext Model

ROC, AUC score : 0.520

Figure 4.8: 1DBasemodel Fasttext Confu-

sion matrix

Figure 4.9: 1DBasemodel GloVe Model

Accuracy vs Epoch

Figure 4.10: 1DBasemodel GloVe Model

Loss vs Epoch
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Figure 4.11: 1DBasemodel GloVe Model

ROC, AUC score : 0.522

Figure 4.12: 1DBasemodel GloVe Confu-

sion matrix

Results Interpretation

The 1D Basemodel as referred in Section 2.8 is a simple convolutional neural network

with the input dimension of 1x1225. The models were able to achieve an average

Accuracy of 0.5112, average Precision of 0.6040, average Recall of 0.5148 and average

F1 Score of 0.5270. Looking at the results of the Accuracy vs Epoch Graph in

Figures 4.1,4.5,4.9 we notice that all three models struggle to improve past the

training accuracy of 0.52 percent. The models also achieved an average AUC score

of 0.521 with all three performing similar to random choice models as shown in the

Figures 4.11, 4.7,4.3.

The architecture does not appear to be well-suited for learning from the dataset. Even

when different embeddings were provided, the models consistently performed poorly.

The dataset is balanced in that each buggy method corresponds to its respective

fixed code. During our training experiments, increasing the number of epochs did

not improve performance, the model’s training accuracy stagnated between 0.51 and

0.52.

Similar performance is observed with the same architecture trained on the CodeX-

GLUE dataset. The architecture struggles to learn the dataset with a 300-epoch

training interval. Notably, training with early stopping on validation accuracy results

in Word2vec and FastText embedding models converging at 25 epochs. In contrast,

the GloVe model went up to 250 epochs.
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4.1.2 2D Basemodel

This section contains model performance results from training our 2D Basemodel on

our primary dataset, as well as the CodeXGLUE dataset. The models are trained until

the maximum epoch of 300, with the results of the models trained till convergence

based on the validation accuracy, moved to Appendix A for the CodeXGLUE and

Appendix B for the primary dataset.

Basemodel Accuracy Precision Recall F1 Score

Word2Vec 0.5193 0.4098 0.5253 0.4604

Fasttext 0.5201 0.4830 0.5223 0.5019

GloVe 0.5166 0.5346 0.5165 0.5254

Table 4.3: 2D Basemodel CNN Bug detection Models Performance trained with

different embeddings

Basemodel Accuracy Precision Recall F1 Score

Word2Vec 0.5211 0.5568 0.5197 0.5376

Fasttext 0.5219 0.5369 0.5212 0.5289

GloVe 0.5160 0.5253 0.5157 0.5205

Table 4.4: CodeXGLUE 2D Basemodel CNN Bug detection Models Performance

trained with different embeddings

Figure 4.13: 2D Basemodel Word2Vec

Model Accuracy vs Epoch

Figure 4.14: 2D Basemodel Word2Vec

Model Loss vs Epoch



52

Figure 4.15: 2D Basemodel Word2Vec

Model ROC, AUC score :0.528

Figure 4.16: 2D Basemodel Word2Vec

Confusion matrix

Figure 4.17: 2D Basemodel Fasttext

Model Accuracy vs Epoch

Figure 4.18: 2D Basemodel Fasttext

Model Loss vs Epoch

Figure 4.19: 2D Basemodel Fasttext

Model ROC, AUC score : 0.530

Figure 4.20: 2D Basemodel Fasttext Con-

fusion matrix
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Figure 4.21: 2D Basemodel GloVe

Model Accuracy vs Epoch

Figure 4.22: 2D Basemodel GloVe

Model Loss vs Epoch

Figure 4.23: 2D Basemodel GloVe

Model ROC, AUC score : 0.525

Figure 4.24: 2D Basemodel GloVe

Confusion matrix

Results Interpretation

The 2D Basemodel as referred in Section 2.8 is also another simple convolutional

neural network architecture with a 35x35 input layer. The models were able to

achieve an average Accuracy of 0.5186, average Precision of 0.4758, average Recall

of 0.5213 and average F1 Score of 0.4959.Looking at the results of the Accuracy

vs Epoch Graph in Figures 4.13,4.17,4.21 we notice the models are struggling to

perform on this dataset. The models also achieved an average AUC score of 0.527
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with the Glove model performing worse than a random choice models as shown in

the Figures 4.23.

The 2D Basemodel shares the same architecture as the 1D Basemodel, with the

main difference being the input dimension. However, it faced similar challenges in

learning the dataset. Despite increasing the number of epochs, the training accuracy

remained stagnant, fluctuating between 0.51 and 0.52 across all the models.

Similar performance is also observed with the 2D Basemodel architecture trained

on the CodeXGLUE dataset. The architecture struggles to learn the dataset with a

300-epoch training interval. In particular, training with early stopping on validation

accuracy results in Word2Vec embedding models converging at 1000 epochs. In

contrast, the FastText and Glove models were cut off at 2000 epochs.

4.1.3 AlexNet

This section contains model performance results from training our AlexNet models on

our primary dataset, as well as the CodeXGLUE dataset. The models are trained until

the maximum epoch of 300, with the results of the models trained till convergence

based on the validation accuracy, moved to Appendix A for the CodeXGLUE and

Appendix B for the primary dataset.

AlexNet Accuracy Precision Recall F1 Score

Word2Vec 0.5681 0.7866 0.5477 0.6457

Fasttext 0.6078 0.5472 0.6231 0.5827

GloVe 0.5936 0.7177 0.5753 0.6386

Table 4.5: AlexNet CNN Bug detection Models Performance trained with different

embeddings
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AlexNet Accuracy Precision Recall F1 Score

Word2Vec 0.5228 0.3777 0.5322 0.4418

Fasttext 0.5373 0.5356 0.5374 0.5365

GloVe 0.6509 0.7813 0.6196 0.6911

Table 4.6: CodeXGLUE AlexNet CNN Bug detection Models Performance trained

with different embeddings

Figure 4.25: AlexNet Word2Vec

Model Accuracy vs Epoch

Figure 4.26: AlexNet Word2Vec

Model Loss vs Epoch

Figure 4.27: AlexNet Word2Vec

Model ROC, AUC score :0.611

Figure 4.28: AlexNet Word2Vec

Confusion matrix
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Figure 4.29: AlexNet Fasttext

Model Accuracy vs Epoch

Figure 4.30: AlexNet Fasttext

Model Loss vs Epoch

Figure 4.31: AlexNet Fasttext

Model ROC, AUC score : 0.659

Figure 4.32: AlexNet Fasttext

Confusion matrix

Figure 4.33: AlexNet GloVe Model Accur-

acy vs Epoch

Figure 4.34: AlexNet GloVe Model Loss

vs Epoch
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Figure 4.35: AlexNet GloVe Model ROC,

AUC score : 0.637

Figure 4.36: AlexNet GloVe Confusion

matrix

Results Interpretation

AlexNet architecture models were able to achieve an average Accuracy of 0.5898,

average Precision of 0.6838, average Recall of 0.5820 and average F1 Score of 0.6223.

Looking at the results of the Accuracy vs Epoch Graph in Figures 4.25,4.29,4.33 the

models started improving around the neighborhood of 20th epoch. The models also

achieved an average AUC score of 0.635 with the Fasttext model having the highest

score of 0.659 as shown in Figure 4.31.

Unlike the base models, the AlexNet model demonstrates significant potential in

learning from the dataset. As the number of epochs increases, the model becomes

more proficient at understanding the data. All the models appear to be learning

the dataset at a similar rate, given the different embeddings, which makes this

architecture suitable for the task.

The AlexNet model demonstrates the potential to learn even on the CodeXGLUE

dataset. With the dataset, the GloVe embedding produced a better model compared

with the other embeddings, converging slightly above 350 epochs with early stop

validation. Demonstrating that the architecture is suitable for the task when paired

with a suitable embedding is provided.
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4.1.4 VGG16

This section contains model performance results from training our VGG16 models on

our primary dataset, as well as the CodeXGLUE dataset. The models are trained until

the maximum epoch of 300, with the results of the models trained until convergence

based on the validation accuracy, moved to Appendix A for the CodeXGLUE and

Appendix B for the primary dataset.

VGG16 Accuracy Precision Recall F1 Score

Word2Vec 0.5155 0.5111 0.5161 0.5136

Fasttext 0.5097 0.7270 0.5071 0.5975

GloVe 0.5137 0.6114 0.5119 0.5572

Table 4.7: VGG16 CNN Bug detection Models Performance trained with different

embeddings

VGG16 Accuracy Precision Recall F1 Score

Word2Vec 0.5207 0.4857 0.5223 0.5033

Fasttext 0.5212 0.4691 0.5237 0.4949

GloVe 0.5200 0.5184 0.5200 0.5192

Table 4.8: CodeXGLUE CNN Bug detection Models Performance trained with

different embeddings

Figure 4.37: VGG16 Word2Vec

Model Accuracy vs Epoch

Figure 4.38: VGG16 Word2Vec

Model Loss vs Epoch
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Figure 4.39: VGG16 Word2Vec

Model ROC, AUC score :0.523

Figure 4.40: VGG16 Word2Vec

Confusion matrix

Figure 4.41: VGG16 Fasttext

Model Accuracy vs Epoch

Figure 4.42: VGG16 Fasttext

Model Loss vs Epoch

Figure 4.43: VGG16 Fasttext

Model ROC, AUC score : 0.521

Figure 4.44: VGG16 Fasttext

Confusion matrix
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Figure 4.45: VGG16 Glove

Model Accuracy vs Epoch

Figure 4.46: VGG16 GloVe

Model Loss vs Epoch

Figure 4.47: VGG16 GloVe

Model ROC, AUC score : 0.521

Figure 4.48: VGG16 Glove

Confusion matrix

Results Interpretation

The VGG16 performed quite poor similar to the models in subsection 4.1.1 and 4.1.2

with an average Accuracy of 0.5129, average Precision of 0.6165, average Recall of

0.5117 and average F1 Score of 0.5561. Looking at the results of the Accuracy vs

Epoch Graph in Figures 4.37,4.41,4.45, the models are struggling to learn features

from the dataset. The models also achieved an average AUC score of 0.521 which is

close to a random classifier with the score of 0.5.

The VGG16 models demonstrated similar performance on both the primary dataset
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and the CodeXGLUE dataset, except for the GloVe embedding model, which showed

potential to learn after the base epoch of 300. We observed the model’s performance

growth from the 400th epoch, which converged at around 1200 epochs using early

stop validation.

4.1.5 MobileNet

This section contains model performance results from training our MobileNet models

on our primary dataset, as well as the CodeXGLUE dataset. The models are

trained until the maximum epoch of 300, with the results of the models trained

until convergence based on the validation accuracy, moved to Appendix A for the

CodeXGLUE and Appendix B for the primary dataset.

MobileNet Accuracy Precision Recall F1 Score

Word2Vec 0.8830 0.8865 0.0.8804 0.8835

Fasttext 0.8386 0.8566 0.8271 0.8416

GloVe 0.8163 0.8382 0.8032 0.8203

Table 4.9: MobileNet CNN Bug detection Models Performance trained with different

embeddings

MobileNet Accuracy Precision Recall F1 Score

Word2Vec 0.8087 0.8084 0.8089 0.8087

Fasttext 0.8201 0.8223 0.8187 0.8205

GloVe 0.7229 0.7333 0.7184 0.7258

Table 4.10: CodeXGLUE MobileNet CNN Bug detection Models Performance trained

with different embeddings
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Figure 4.49: MobileNet Word2Vec

Model Accuracy vs Epoch

Figure 4.50: MobileNet Word2Vec

Model Loss vs Epoch

Figure 4.51: MobileNet Word2Vec

Model ROC, AUC score : 0.929

Figure 4.52: MobileNet Word2Vec

Confusion matrix

Figure 4.53: MobileNet Fasttext

Model Accuracy vs Epoch

Figure 4.54: MobileNet Fasttext

Model Loss vs Epoch
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Figure 4.55: MobileNet Fasttext

Model ROC, AUC score :0.905

Figure 4.56: MobileNet Fasttext

Confusion matrix

Figure 4.57: MobileNet GloVe

Model Accuracy vs Epoch

Figure 4.58: MobileNet GloVe

Model Loss vs Epoch

Figure 4.59: MobileNet GloVe

Model ROC, AUC score : 0.895

Figure 4.60: MobileNet GloVe

Confusion matrix
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Results Interpretation

MobileNet architecture models achieved an average Accuracy of 0.8459, average

Precision of 0.8604, average Recall of 0.8369 and average F1 Score of 0.8484.Looking

at the results of the Accuracy vs Epoch Graph in Figures 4.49,4.53,4.57 the models

started improving around the neighborhood of 10th epoch. The models also achieved

an average AUC score of 0.909 with the Word2vec model having the highest score of

0.929 as shown in figure 4.51.

So far, the MobileNet architecture has demonstrated strong performance and learning

capability on the dataset. It converges more quickly within the given epochs, making

it the best-suited model for the dataset compared to the other architectures we tested

in our experiments.

Similar performance is observed for the MobileNet architecture on both the primary

dataset and the CodeXGLUE dataset, with the model showing strong performance

across all embedding methods. The model continues to grow further after 300 epochs,

until early stop validation is reached on both datasets.

4.1.6 ResNet18

This section contains model performance results from training our ResNet18 models

on our primary dataset, as well as the CodeXGLUE dataset. The models are

trained until the maximum epoch of 300, with the results of the models trained

until convergence based on the validation accuracy, moved to Appendix A for the

CodeXGLUE and Appendix B for the primary dataset.

ResNet18 Accuracy Precision Recall F1 Score

Word2Vec 0.7415 0.6566 0.7913 0.7177

Fasttext 0.7831 0.8656 0.7432 0.7997

GloVe 0.7922 0.8531 0.7607 0.8043

Table 4.11: ResNet18 Word2Vec CNN Bug detection Models Performance
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ResNet18 Accuracy Precision Recall F1 Score

Word2Vec 0.5826 0.5504 0.5883 0.5687

Fasttext 0.6231 0.5835 0.6337 0.6075

GloVe 0.8516 0.9014 0.8198 0.8586

Table 4.12: CodeXGLUE ResNet18 Word2Vec CNN Bug detection Models Perform-

ance

Figure 4.61: ResNet18 Word2Vec

Model Accuracy vs Epoch

Figure 4.62: ResNet18 Word2Vec

Model Loss vs Epoch

Figure 4.63: ResNet18 Word2Vec

Model ROC, AUC score : 0.832

Figure 4.64: ResNet18 Word2Vec

Confusion matrix
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Figure 4.65: ResNet18 Fasttext

Model Accuracy vs Epoch

Figure 4.66: ResNet18 Fasttext

Model Loss vs Epoch

Figure 4.67: ResNet18 Fasttext

Model ROC, AUC score : 0.871

Figure 4.68: ResNet18 Fasttext

Confusion matrix

Figure 4.69: ResNet18 GloVe

Model Accuracy vs Epoch

Figure 4.70: ResNet18 GloVe

Model Loss vs Epoch



67

Figure 4.71: ResNet18 GloVe

Model ROC, AUC score : 0.880

Figure 4.72: ResNet18 GloVe

Confusion matrix

Results Interpretation

ResNet18 architecture models achieved an average Accuracy of 0.7722, average

Precision of 0.7917, average Recall of 0.7650 and average F1 Score of 0.7739.Looking

at the results of the Accuracy vs Epoch Graph in Figures 4.61,4.65,4.69 the models

started improving around the neighborhood of 10th epoch. The models also achieved

an average AUC score of 0.861 with the Glove model having the highest score of

0.880 as shown in figure 4.59.

The ResNet18 architecture demonstrates strong performance and learning capability

across the three embeddings, coming in second to MobileNet. It converges more

quickly within the given number of epochs compared to the other architectures, with

the potential for further improvement with additional epochs, making ResNet18 a

suitable model for the dataset.

The ResNet18 architecture also shows potential for CodeXGLUE, with the best

performing model being the GloVe embedding model, and showing faster convergence

with early stop validation, and with the other two embeddings falling slightly behind.
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4.2 Model Embedding Analysis

To analyze whether our 2D architecture representations captured meaningful rela-

tionships within our embedding representations for our three embedding choices,

Word2Vec, Fasttext, and GloVe applied on our primary dataset, we extracted features

from our selected top three performing models, AlexNet, Mobilenet, and ResNet18,

using keras, sklearn TSNE, and matplotlib Python libraries to compute and plot

t-SNE (t-distributed Stochastic Neighbor Embedding) visualizations and Silhouette

scores.

Word2Vec t-SNE

Figure 4.73: t-SNE visualizations of Word2vec embeddings applied on the models

ResNet18 , MobileNet and AlexNet in the order from left to right

Figure 4.73 visualizes the t-SNE of our Word2vec embeddings applied to the ResNet18,

MobileNet, and AlexNet models. Looking at the visualization of the ResNet18 model,

we notice a clear, continuous manifold; however, we also notice a significant overlap

between the two classes, indicating that while the ResNet18 model structurally

organizes the data, the feature representation does not strongly separate the classes.

The results align with the silhouette score of 0.00046, indicating weak clustering

quality.

Results from the MobileNet display a dense, compact, cloudy, and heavily overlapping

manifold with small class-discriminative boundaries. The model produced a silhouette

score of 0.00112, slightly higher than that of ResNet18, but still essentially no

clustering structure with respect to the labels.
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Results from AlexNet create a similar structured manifold to ResNet18, also with

overlapping classes, but slightly more structured than MobileNet. We can also notice

a few local groupings, but no distinct separations between the classes. The silhouette

score 0.00085 also shows weak class separation, but marginally better organization

than ResNet18.

Fasttext t-SNE

Figure 4.74: t-SNE visualizations of Fasttext embeddings applied on the models

ResNet18 , MobileNet and AlexNet in the order from left to right

Figure 4.74 visualizes the t-SNE of our Fasttext embeddings applied to the ResNet18,

MobileNet, and AlexNet models. The results of the ResNet model show a winding

manifold similar to those from the Word2Vec embedding, with overlapping between

the two classes and nearly nonexistent class separation, as reflected in a low silhouette

score of 0.00042.

Results from MobileNet display a dense, compact, cloudy, and heavily overlapping

manifold with small class-discriminative boundaries, similar to those in the Word2Vec

embedding. The model produced a silhouette score of 0.00078. While the results

from AlexNet produce a manifold structure that is more entangled than that of

Word2Vec, it still maintains the overlapping classes with a silhouette of 0.00026.

GloVe t-SNE

Figure 4.75 visualizes the t-SNE of our GloVe embeddings applied to the ResNet18,

MobileNet, and AlexNet models. The results of the ResNet model show a cloud-like,
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Figure 4.75: t-SNE visualizations of GloVe embeddings applied on the models

ResNet18 , MobileNet and AlexNet in the order from left to right

densely overlapping manifold with no clear grouping structure, with a silhouette

value of 0.00046. Results from MobileNet display a dense, compact, and cloudy

representation, similar to both Word2vec and FastText, with a near-zero silhouette

score of 0.00088. While the results from AlexNet produce an arc-like manifold

structure similar to FastText embedding, with a silhouette of 0.00048.

Results Interpretation

Across the selected embeddings, Word2Vec, GloVe, and FastText, MobileNet con-

sistently produced the relatively best model, however, the results still fail to show a

meaningful separation of classes. Word2Vec embeddings, together with MobileNet,

perform marginally better than the other combinations, but are still inadequate

for discriminative clustering. Since t-SNE is an unsupervised method that reduces

high-dimensional features to a lower dimension for visualization while trying to

preserve local structure, it seems not to fully capture the whole high-dimensional

feature space, which the models are able to capture based on the performances of

the models as illustrated in Section 4.1.

4.3 Visualization Results

To further analyze our visualization results, we will look at two comparison metrics

Intersection over union with relative thresholds and Fraction of Elements Above

Threshold [77] applied on our primary dataset. Along with the two metrics, we
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will look at mapping the weights from our visualization models to the line of codes

predicted as containing defects and calculate the percentages. The scope of this

experiment will be limited to our selected performing models, which are AlexNet,

MobileNet, and ResNet18 on our primary dataset.

4.3.1 Intersection Over Union with Relative Thresholds

This metric compares two heatmaps generated using explainable ai methods by

different models that have been trained with distinct embeddings but share the

same architecture. The results are binarized using a relative threshold, allowing us

to calculate the intersection over union to determine the overlap of words deemed

important by both models. This metric enables us to assess if two convolutional

neural networks with the same architecture, yet different embeddings, are extracting

similar features.

f(0.3) f(0.7)

µ ± σ µ ± σ

Word2Vec and Fasttext 0.03195 ± 0.02865 0.00029 ± 0.00326

GloVe and Fasttext 0.03305 ± 0.02719 0.00038 ± 0.00411

Word2Vec and GloVe 0.03340 ± 0.02836 0.00032 ± 0.00340

Table 4.13: AlexNet CNN Saliency Map Intersection of Elements Above Threshold

f(0.3) f(0.7)

µ ± σ µ ± σ

Word2Vec and Fasttext 0.04177 ± 0.08916 0.02309 ± 0.04084

GloVe and Fasttext 0.02309 ± 0.04084 0.00112 ± 0.00642

Word2Vec and GloVe 0.02768 ± 0.05169 0.00196 ± 0.00907

Table 4.14: AlexNet CNN GradCam Map Intersection of Elements Above Threshold
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f(0.3) f(0.7)

µ ± σ µ ± σ

Word2Vec and Fasttext 0.63024 ± 0.29914 0.12129 ± 0.10253

GloVe and Fasttext 0.30111 ± 0.20603 0.02063 ± 0.04140

Word2Vec and GloVe 0.45078 ± 0.18039 0.06887 ± 0.06332

Table 4.15: AlexNet CNN Scorecam Map Intersection of Elements Above Threshold

f(0.3) f(0.7)

µ ± σ µ ± σ

Word2Vec and Fasttext 0.59228 ± 0.24876 0.07110 ± 0.06841

GloVe and Fasttext 0.18287 ± 0.12341 0.00910 ± 0.02685

Word2Vec and GloVe 0.27303 ± 0.12171 0.02792 ± 0.03906

Table 4.16: AlexNet CNN FasterScorecam Map Intersection of Elements Above

Threshold

Results Interpretation

The heatmap results generated by different explainability models for the three

AlexNet variants indicate a strong relationship between the Word2Vec and FastText

models, as well as between Word2Vec and GloVe models, based on the findings

in Tables 4.14, 4.15, and 4.16. Additionally, the results from the Saliency map

demonstrate a close correlation across all the embedding models.

f(0.3) f(0.7)

µ ± σ µ ± σ

Word2Vec and Fasttext 0.00006 ± 0.00142 0.00000 ± 0.00001

GloVe and Fasttext 0.00006 ± 0.00140 0.00000 ± 0.00001

Word2Vec and GloVe 0.05525 ± 0.04851 0.00142 ± 0.00816

Table 4.17: Mobilenet CNN Saliency Map Intersection of Elements Above Threshold
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f(0.3) f(0.7)

µ ± σ µ ± σ

Word2Vec and Fasttext 0.04399 ± 0.07456 0.00291 ± 0.01188

GloVe and Fasttext 0.01967 ± 0.03433 0.00120 ± 0.00746

Word2Vec and GloVe 0.03000 ± 0.04717 0.00179 ± 0.00911

Table 4.18: Mobilenet CNN GradCam Map Intersection of Elements Above Threshold

f(0.3) f(0.7)

µ ± σ µ ± σ

Word2Vec and Fasttext 0.58851 ± 0.33180 0.10455 ± 0.09632

GloVe and Fasttext 0.28865 ± 0.22296 0.02195 ± 0.04555

Word2Vec and GloVe 0.46587 ± 0.19392 0.06553 ± 0.07454

Table 4.19: Mobilenet CNN Scorecam Map Intersection of Elements Above Threshold

f(0.3) f(0.7)

µ ± σ µ ± σ

Word2Vec and Fasttext 0.61135 ±0.24220 0.07060 ± 0.06644

GloVe and Fasttext 0.20729 ± 0.14017 0.00841 ± 0.02242

Word2Vec and GloVe 0.30452 ± 0.14314 0.02715 ± 0.03615

Table 4.20: Mobilenet CNN FasterScorecam Map Intersection of Elements Above

Threshold

Results Interpretation

The heatmaps generated by various explainability models on the three MobileNet

architectures reveal a strong correlation between the Word2Vec and FastText models,

as well as between Word2Vec and GloVe. This observation is supported by the results

presented in Tables 4.18, 4.19, and 4.20. In contrast, the results from the saliency

map indicate a significant relationship between the GloVe and FastText models when

compared to the other embedding models.
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f(0.3) f(0.7)

µ ± σ µ ± σ

Word2Vec and Fasttext 0.00003 ± 0.00052 0.00000 ± 0.00002

GloVe and Fasttext 0.00007 ± 0.00084 0.00000 ± 0.00003

Word2Vec and GloVe 0.00004 ± 0.00059 0.00000 ± 0.00002

Table 4.21: Resnet18 CNN Saliency Map Intersection of Elements Above Threshold

f(0.3) f(0.7)

µ ± σ µ ± σ

Word2Vec and Fasttext 0.05961 ± 0.09032 0.00412 ± 0.01240

GloVe and Fasttext 0.02186 ± 0.03040 0.001052 ±0.00533
Word2Vec and GloVe 0.03559 ± 0.044642 0.00252 ± 0.00919

Table 4.22: Resnet18 CNN GradCam Map Intersection of Elements Above Threshold

f(0.3) f(0.7)

µ ± σ µ ± σ

Word2Vec and Fasttext 0.00673 ± 0.02879 0.00034 ± 0.00200

GloVe and Fasttext 0.05444 ± 0.05813 0.00196 ± 0.00692

Word2Vec and GloVe 0.00167 ± 0.00769 0.00007 ± 0.00077

Table 4.23: Resnet18 CNN Scorecam Map Intersection of Elements Above Threshold

f(0.3) f(0.7)

µ ± σ µ ± σ

Word2Vec and Fasttext 0.02083 ± 0.04496 0.00208 ± 0.00787

GloVe and Fasttext 0.03249 ± 0.03607 0.00121 ± 0.00442

Word2Vec and GloVe 0.00609 ± 0.01648 0.00026 ± 0.00237

Table 4.24: Resnet18 CNN FasterScorecam Map Intersection of Elements Above

Threshold

Results Interpretation

The heatmaps generated by the various explainability models for the three ResNet18

models indicate a strong correlation between the Glove and Fasttext on average,

with a stronger correlation between Word2Vec and Fasttext on the GradCam results.
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This is evident from the results presented in Tables 4.22, 4.23, and 4.24. In contrast,

the results from the Saliency map demonstrate a very weak correlation among all

the embedding models, particularly when examining the thresholds.

4.3.2 Fraction of Elements Above Threshold

This metric measures the proportion of words in the inputs that were considered for

each prediction and were above a certain threshold. It helps us understand which

portion of each input was taken into account by the model for its prediction. Taking

the mean fraction of our dataset token lengths over the maximum input vector of

1225 we get a base of 0.14782 and calculating the ratio of tokens with bug and fix we

get a base truth average of 0.00738 which we can use to compare our results. The

formula to calculate the relative fraction is given by f(t).

f(t) =
g(t).m

l

where : g(t) is the number of elements in the vector that are larger than the relative

threshold t, m is the maximum value in the vector and l is the length of the vector

f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ

GloVe 0.00977 ± 0.01243 0.00269 ± 0.00363 0.00077 ± 0.00114

Word2Vec 0.00875 ± 0.01349 0.00215 ± 0.00366 0.00052 ± 0.00102

Fasttext 0.00842 ± 0.01277 0.00210 ± 0.00346 0.00053 ± 0.00099

Table 4.25: AlexNet CNN Saliency Map Fraction of Elements Above Threshold

f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ

GloVe 0.00926 ± 0.01055 0.00408 ± 0.00422 0.00175 ± 0.00168

Word2Vec 0.02653 ± 0.05377 0.01125 ± 0.02470 0.00287 ± 0.00545

Fasttext 0.01352 ± 0.02013 0.00495 ± 0.00697 0.00178 ± 0.00209

Table 4.26: AlexNet CNN GradCam Map Fraction of Elements Above Threshold
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f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ

GloVe 0.04973 ± 0.05356 0.02040 ± 0.01890 0.00526 ± 0.00451

Word2Vec 0.14036 ± 0.15735 0.10827 ± 0.13274 0.03344 ± 0.04670

Fasttext 0.06000 ± 0.08063 0.02478 ± 0.03308 0.00729 ± 0.00761

Table 4.27: AlexNet CNN Scorecam Map Fraction of Elements Above Threshold

f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ

GloVe 0.02393 ± 0.02519 0.00872 ± 0.00822 0.00283 ± 0.00262

Word2Vec 0.12880 ± 0.15348 0.08621 ± 0.11734 0.02371 ± 0.03849

Fasttext 0.05402 ± 0.06727 0.01769 ± 0.02226 0.00432 ± 0.00502

Table 4.28: AlexNet CNN FasterScorecam Map Fraction of Elements Above Threshold

Results Interpretation

Examining the AlexNet thresholds for the Word2Vec models, we observe that at

a threshold of 0.4, the values are nearly reaching the maximum base of 0.14782,

suggesting that a significant portion of the input is considered relevant when using

this threshold of 0.4. For GloVe and FastText at thresholds of 0.6 and 0.8, we notice

ratios close to the average base truth ratio of 0.00738, indicating that more accurate

and relevant tokens can be found at these thresholds.

f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ

GloVe 0.01684 ± 0.01683 0.00545 ± 0.00521 0.00177 ± 0.00161

Word2Vec 0.01018 ± 0.01356 0.00281 ± 0.00379 0.00083 ± 0.00113

Fasttext 0.00012 ± 0.00302 0.00002 ± 0.00068 0.00000 ± 0.00015

Table 4.29: Mobilenet CNN Saliency Map Fraction of Elements Above Threshold
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f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ

GloVe 0.00964 ± 0.01115 0.00420 ± 0.00441 0.00179 ± 0.00174

Word2Vec 0.02266 ± 0.03776 0.00854 ± 0.01427 0.00244 ± 0.00325

Fasttext 0.01192 ± 0.01757 0.00443 ± 0.00589 0.00167 ± 0.00180

Table 4.30: Mobilenet CNN GradCam Map Fraction of Elements Above Threshold

f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ

GloVe 0.05207 ± 0.05574 0.02137 ± 0.01934 0.00560 ± 0.00449

Word2Vec 0.13895 ± 0.15536 0.09804 ± 0.12190 0.02320 ± 0.03349

Fasttext 0.05610 ± 0.07925 0.02328 ± 0.03250 0.00610 ± 0.00791

Table 4.31: Mobilenet CNN Scorecam Map Fraction of Elements Above Threshold

f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ

GloVe 0.02496 ± 0.02508 0.00896 ± 0.00830 0.00283 ± 0.00267

Word2Vec 0.13186 ± 0.15076 0.08727 ± 0.11440 0.02468 ± 0.03821

Fasttext 0.05501 ± 0.06426 0.01775 ± 0.02076 0.00451 ± 0.00467

Table 4.32: Mobilenet CNN FasterScorecam Map Fraction of Elements Above

Threshold

Results Interpretation

Examining the results from our Mobilenet models, we observe that the thresholds for

Word2vec are 0.4 for all explainability methods, while ScoreCam and FastScoreCam

have thresholds of 0.6 and 0.8, which are closer to the maximum base and farther from

the base truth ratios, suggesting that a substantial portion of the input is considered

relevant when using this threshold. Additionally, we note that thresholds of 0.6 and

0.8 are nearer to the base truth ratio, excluding ScoreCam and FastScoreCam at the

0.6 threshold.
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f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ

GloVe 0.00034 ± 0.00209 0.00005 ± 0.00053 0.00001 ± 0.00016

Word2Vec 0.00004 ± 0.00081 0.00001 ± 0.00026 0.00000 ± 0.00008

Fasttext 0.00009 ± 0.00122 0.00002 ± 0.00036 0.00000 ± 0.00011

Table 4.33: Resnet18 CNN Saliency Map Fraction of Elements Above Threshold

f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ

GloVe 0.00997 ± 0.01056 0.00439 ± 0.00438 0.00183 ± 0.00177

Word2Vec 0.03172 ± 0.05877 0.01374 ± 0.02750 0.00364 ± 0.00580

Fasttext 0.01426 ± 0.02081 0.00526 ± 0.00715 0.00188 ± 0.00221

Table 4.34: Resnet18 CNN GradCam Map Fraction of Elements Above Threshold

f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ

GloVe 0.00956 ± 0.01017 0.00426 ± 0.00442 0.00175 ± 0.00181

Word2Vec 0.00225 ± 0.01287 0.00082 ± 0.00444 0.00026 ± 0.00107

Fasttext 0.03097 ± 0.04317 0.00977 ± 0.01348 0.00275 ± 0.00335

Table 4.35: Resnet18 CNN Scorecam Map Fraction of Elements Above Threshold

f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ

GloVe 0.01000 ± 0.01059 0.00442 ± 0.00447 0.00181 ± 0.00183

Word2Vec 0.00182 ± 0.00650 0.00073 ±0.00232 0.00028 ± 0.00077

Fasttext 0.02393 ± 0.03587 0.00778 ± 0.01180 0.00231 ± 0.00322

Table 4.36: Resnet18 CNN FasterScorecam Map Fraction of Elements Above

Threshold

Results Interpretation

Analyzing the results from Resnet18 reveals that most saliency thresholds were not

identified as significant features across all thresholds, resulting in an unusable saliency

map for the Resnet model. Additionally, we observe that the thresholds for Word2vec
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on GradCam at 0.4 and 0.6, as well as Fasttext on ScoreCam and FastScoreCam at

0.4, are nearing the maximum base and farther from the baseline truth ratio.

We also note that, on average, the thresholds are significantly lower than our base

fraction of 0.14782, indicating that the models identify only a select few features

as significant contributors to the predictions while disregarding others, such as zero

padding. This trend is further illustrated by the low values observed in the heat map

shown in Figure 116.

4.3.3 Analysis of Data Threshold

In this section, we will further analyze the results obtained from our dataset, as well

as those from the explainability methods applied to our top three models. Figure

4.76 shows a histogram generated from our dataset of Java method tokens. Our

machine learning models were designed to accept a maximum input of 1225 tokens,

so the histogram displays methods ranging from 5 tokens to 1,225 tokens. We observe

that most methods fall within the first quartile, with lengths of around 53 tokens,

and the third quartile, with lengths of approximately 230 tokens, as shown in Figure

4.77. There are also a few outliers, with lengths reaching up to 460 tokens.

Figure 4.78 presents a normalized distribution of our dataset, which has been adjusted

using the maximum size of the largest method, comprising 1225 tokens. We observe

a common relationship between this normalized data and our formula f(t), used for

calculating the fraction of elements above a specified threshold, as both datasets are

normalized based on the maximum length of 1225 tokens.

Additionally, the mean and standard deviations of 0.14722 and 0.16121 represent

the average number of tokens in the input vector. For instance, we can reference

the results from MobileNet Word2Vec with a threshold of 0.4, as shown in Table

4.31. We note that the mean fraction of elements considered by our model at this

threshold is 0.13895, which is close to the mean value of our dataset. This trend is

further illustrated in Figure 4.80.

Furthermore, we can observe that the model ignores the padded values, as demon-

strated in Figure 117. These padded values exhibit the lowest importance scores.
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Figure 4.76: Represents a histogram of the

lengths of each method tokenized before

padding it to length 1225

Figure 4.77: Represents a box and whisker

plot of the lengths of each method token-

ized before padding it to length 1225

Figure 4.78: Represents a histogram of

the normalized lengths of each method

tokenized before padding it to length 1225

Figure 4.79: Represents a box and whisker

plot of the normalized lengths of each

method tokenized before padding it to

length 1225
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Figure 4.80: Represents a histogram

of the MobileNet Fraction of Elements

above threshold 0.4 using Score-CAM and

Word2Vec embedding

Figure 4.81: Represents a box and whisker

plot of the MobileNet Fraction of Ele-

ments above threshold 0.4 using Score-

CAM and Word2Vec embedding

4.3.4 Weights Mapping Percentage Thresholds

In this section we look at the mapping the weights of our explainability models to

each token and mapping the tokens with high thresholds to lines containing bugs

to calculate the percentage of correctly identified tokens to each respective line

containing a bug. The percentage thresholds are calculated by f(t).

f(t) =
h(t)

g(t)

where : g(t) is the number of buggy lines picked up given the threshold t, and h(t) is

the number of true lines with bugs given the threshold t.

f(0.2) f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ µ ± σ

GloVe 0.2600 ± 0.2516 0.2766 ± 0.2819 0.2907 ± 0.3031 0.3338 ± 0.3315

Word2Vec 0.2526 ± 0.2459 0.2824 ± 0.2908 0.2816 ± 0.3051 0.3044 ± 0.3252

Fasttext 0.2707 ± 0.2514 0.2972 ±0.2997 0.2908 ± 0.3139 0.2935 ± 0.3235

Table 4.37: AlexNet CNN Saliency Map Weights mapping percentage Threshold
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f(0.2) f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ µ ± σ

GloVe 0.2973 ± 0.2886 0.3119 ± 0.30140 0.3396 ± 0.3203 0.3912 ± 0.3458

Word2Vec 0.2702 ± 0.2847 0.2823 ± 0.2948 0.3035 ± 0.3120 0.3559 ± 0.3406

Fasttext 0.2873 ± 0.2722 0.3012 ± 0.2919 0.3182 ± 0.3117 0.3561 ± 0.3374

Table 4.38: AlexNet CNN GradCam Map Weights mapping percentage Threshold

f(0.2) f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ µ ± σ

GloVe 0.2733 ± 0.2671 0.2786 ± 0.2702 0.2935 ± 0.2805 0.3321 ± 0.3074

Word2Vec 0.2199 ± 0.2075 0.2227 ± 0.2116 0.2401 ± 0.2328 0.2754 ± 0.2741

Fasttext 0.2385 ± 0.2164 0.2569 ± 0.2405 0.2755 ± 0.2610 0.3176 ± 0.3093

Table 4.39: AlexNet CNN Scorecam Map Weights mapping percentage Threshold

f(0.2) f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ µ ± σ

GloVe 0.2787 ± 0.2713 0.2930 ± 0.2836 0.2836 ± 0.2999 0.3640 ± 0.3263

Word2Vec 0.2199 ± 0.2075 0.2215 ± 0.2101 0.2405 ± 0.2375 0.2821 ± 0.2824

Fasttext 0.2469 ± 0.2241 0.2626 ± 0.2461 0.3009 ± 0.2923 0.3696 ± 0.3360

Table 4.40: AlexNet CNN FasterScorecam Map Weights mapping percentage

Threshold

f(0.2) f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ µ ± σ

GloVe 0.2319 ± 0.2316 0.2529 ± 0.2554 0.2799 ± 0.2826 0.3294 ± 0.3191

Word2Vec 0.2371 ± 0.2368 0.2814 ± 0.2783 0.3517 ± 0.3291 0.4428 ± 0.3686

Fasttext 0.1048 ± 0.2041 0.1007 ± 0.2178 0.1019 ± 0.2171 0.1089 ± 0.2179

Table 4.41: Mobilenet CNN Saliency Map Weights mapping percentage Threshold

f(0.2) f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ µ ± σ

GloVe 0.2670 ± 0.2760 0.2786 ± 0.2850 0.2999 ± 0.2987 0.3499 ± 0.3259

Word2Vec 0.2390 ± 0.2464 0.2525 ± 0.2606 0.2751 ±0.2812 0.3288 ± 0.3172

Fasttext 0.2379 ± 0.2453 0.2553 ± 0.2635 0.2846 ± 0.2889 0.3366 ± 0.3225

Table 4.42: Mobilenet CNN GradCam Map Weights mapping percentage Threshold
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f(0.2) f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ µ ± σ

GloVe 0.2503 ± 0.2558 0.2540 ± 0.2581 0.2682 ± 0.2673 0.3015 ± 0.2886

Word2Vec 0.2083 ± 0.2032 0.2093 ± 0.2048 0.2213 ± 0.2219 0.2570 ± 0.2655

Fasttext 0.2090 ± 0.2046 0.2271 ± 0.2286 0.2448 ± 0.2421 0.2908 ± 0.2926

Table 4.43: Mobilenet CNN Scorecam Map Weights mapping percentage Threshold

f(0.2) f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ µ ± σ

GloVe 0.2541 ± 0.2592 0.2691 ± 0.2696 0.2943 ± 0.2875 0.3563 ± 0.3258

Word2Vec 0.2083 ± 0.2032 0.2151 ± 0.2114 0.2294 ± 0.2335 0.2603 ± 0.2685

Fasttext 0.2091 ± 0.2051 0.2051 ± 0.2248 0.2411 ± 0.2451 0.3053 ± 0.2989

Table 4.44: Mobilenet CNN FasterScorecam Map Weights mapping percentage

Threshold

f(0.2) f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ µ ± σ

GloVe 0.1784 ± 0.2475 0.1306 ± 0.2254 0.1393 ± 0.2405 0.1351 ± 0.2440

Word2Vec 0.1188 ± 0.2181 0.1144 ± 0.2234 0.1204 ± 0.2355 0.1260 ± 0.2242

Fasttext 0.1823 ± 0.2765 0.1016 ± 0.2010 0.1290 ± 0.2408 0.1537 ± 0.2668

Table 4.45: Resnet18 CNN Saliency Map Weights mapping percentage Threshold

f(0.2) f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ µ ± σ

GloVe 0.2670 ± 0.2750 0.2740 ± 0.2825 0.2955 ± 0.29655 0.3473 ± 0.3233

Word2Vec 0.2196 ± 0.2406 0.2271 ± 0.2486 0.2427 ± 0.2622 0.2863 ± 0.2947

Fasttext 0.2287 ± 0.2434 0.2401 ± 0.2545 0.2636 ± 0.2734 0.3101 ± 0.3044

Table 4.46: Resnet18 CNN GradCam Map Weights mapping percentage Threshold
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f(0.2) f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ µ ± σ

GloVe 0.2685 ± 0.2717 0.2828 ± 0.2886 0.2771 ± 0.284 0.3148 ± 0.3074

Word2Vec 0.2795 ± 0.3198 0.2897 ± 0.3291 0.3097 ± 0.3394 0.3731 ± 0.3645

Fasttext 0.2195 ± 0.2210 0.2441 ± 0.2542 0.2721 ± 0.2806 0.2967 ± 0.2926

Table 4.47: Resnet18 CNN Scorecam Map Weights mapping percentage Threshold

f(0.2) f(0.4) f(0.6) f(0.8)

µ ± σ µ ± σ µ ± σ µ ± σ

GloVe 0.2737 ± 0.2806 0.2798 ± 0.2849 0.3004 ± 0.2987 0.3391 ± 0.3209

Word2Vec 0.2805 ± 0.2806 0.2978 ± 0.2875 0.3362 ± 0.3097 0.3818 ± 0.3336

Fasttext 0.1958 ± 0.2102 0.2045 ± 0.2209 0.2367 ± 0.2504 0.2967 ± 0.2933

Table 4.48: Resnet18 CNN FasterScorecam Map Weights mapping percentage

Threshold

Results Interpretation

Analyzing the results from the weights mapping Tables reveals that as we increase

the thresholds, the percentages also rise, indicating a decrease in the number of

tokens mapped to the lines of code containing bugs.

Examining the embedding models looking at the highest threshold for AlexNet we

obtain the following averages: 0.3552 with GloVe, 0.3044 with Word2Vec, and 0.3342

with FastText. For MobileNet, the averages are 0.3342 with GloVe, 0.3222 with

Word2Vec, and 0.2604 with FastText. Finally, for ResNet18, the averages are 0.2840

with GloVe, 0.2918 with Word2Vec, and 0.2643 with FastText.
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4.4 Results Analysis

4.4.1 RQ1 What are the current state-of-the-art methods in the

embedded representation of the source code?

In this research question we want to investigate the embedding methods we can use

for representing and embedding source code. Our approach to this was to go with

tokenizing the source code snippets and using Word2Vec, FastText, and GloVe to

train our embeddings on the tokens, we used a lower embedding dimension to make

it easier to map the final results.

4.4.2 RQ2 What are the current state-of-the-art machine learning

algorithms operating on embedded source code representation

for defect detection?

In this research question, we look at different neural network architectures, with

a focus on convolutional neural networks. Our approach was to look at different

literature, select a few performing architectures, implement them, and train our

models. From the different architectures, we selected the AlexNet, MobileNet, and

ResNet18 models, which managed to learn the data set in the number of epochs

provided, compared to the other models from the results shown in Section 4.1.

4.4.3 RQ3 Which metrics can be used to assess and measure the

performance of the machine learning algorithms in source

code defect detection?

In this research question we look at the different metrics we can use to measure our

models performance.Our approach was to look at the traditional metrics Accuracy,

Precision, Recall, F1 score and AUC score to measure the performance of the model
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on the dataset, along with custom metrics to measure the importance of each value

in the input token to the models prediction. These custom metrics which are focused

on the heatmap results from our selected explainability models are Intersection of

important features of the same architecture given different embeddings, and the

percentage of features taken into consideration by the model to make a prediction.

4.4.4 RQ4 From the current state-of-the-art defect detection meth-

ods, which one performs best based on these metrics?

In this research question we will be using the results from RQ3 to answer it. For

our experiments the embedding models where trained on the same dataset, and the

different architecture where kept the same with the difference being the embeddings

of the input meaning with each architecture we trained three models one with

Word2Vec, another Fasttext and third with GloVe. All the models were trained to a

maximum of 300 epochs, and the input vector max length was 1225.

4.5 Summary

Section 4.1 shows the results from our traditional metrics, where three architectures,

AlexNet, MobileNet, and ResNet18, outperformed the others on the dataset. Among

them, MobileNet achieved the highest performance when averaging across embeddings.

Visualization metrics (Section 4.3) were therefore examined only for these top-

performing architectures.

In terms of the relationship between the three embedding models given each ar-

chitecture, we see an overall strong correlation between the models trained with

the Word2Vec and Fasttext embeddings. Analysis of the proportion of how many

tokens were taken into consideration in the input vector to make a prediction we see

consistency among the models with fractions far below our base fraction of inputs

implying that the padding and most of the input features were given less weight

towards the prediction of whether the snippet contains a defect.

Together, these results highlight that both architectural choice and embedding
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selection play a decisive role in model performance. Our findings parallel those of

Ngoc et al. [61], who demonstrated the impact of embeddings on software vulnerability

detection, with FastText showing slightly stronger results. Similarly, we corroborate

Yang et al.[72], who argued that deeper architectures do not necessarily guarantee

better performance. In our case, lightweight models such as MobileNet matched and

exceeded the performance of deeper networks such as VGG, while requiring far fewer

parameters. These insights underscore the importance of balancing model complexity

with efficiency in developing scalable approaches to software defect detection.
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Chapter 5

Conclusion

In this study, we explore the use of convolutional neural networks and embedding

models to train defect prediction models on Java methods code snippets, along with

exploring how different explainability models visualize the importance of each input

towards the prediction of the model. For our embedding models, we focused on

Word2Vec, FastText and GloVe. We also examined different CNN architectures,

simple CNN architectures for our baseline, and more complex architectures like

AlexNet, VGG16, Mobilenet, and Resnet18. And for our explainability models we

went with Saliency maps, GradCam, ScoreCam and FIMF score-CAM.

Based on our models performance looking at the Accuracy, Precision, Recall, F1

Score and AUC score we decided to go on with the explainability visual analysis

on the AlexNet, Mobilenet and Resnet18 models to investigate the intersection of

importance of the models given different embeddings along with the proportion of

tokens considered by each model for its prediction. And finally to see if we can

use the tokens with high importance to pinpoint the line with defect from a given

method snippet.

From our experiments, we notice that we were able to map some of those highly

weighted features that contributed to the prediction to the line of code with defects.

While convolutional neural network-based approaches were able to capture local

token-level features, it would be beneficial to expand the study also to capture the

structural relationships of source codes. Future research would extend to explainabil-

ity to Recurrent Neural Networks (RNNs), Graph Neural Networks (GNNs), and

Transformer-based models. To provide insights into these architectures, examining

methods such as Integrated Gradients, Shapley Additive Explanations (SHAP),

GNNExplainer, and attention visualization would help enrich insights about the

models. We can also consider expanding the dimensions of the embedding models to
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better capture the relationship and context of the input, while combining the token

representations.
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Appendix A

Figure 1: 1DBasemodel Fasttext Model

Accuracy vs Epoch

Figure 2: 1DBasemodel Fasttext

earlystop Model Accuracy vs Epoch

Figure 3: 1DBasemodel Fasttext Model

Loss vs Epoch

Figure 4: 1DBasemodel Fasttext

earlystop Model Loss vs Epoch

Figure 5: 1DBasemodel Word2Vec Model

Accuracy vs Epoch

Figure 6: 1DBasemodel Word2Vec

earlystop Model Accuracy vs Epoch
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Figure 7: 1DBasemodel Word2Vec Model

Loss vs Epoch

Figure 8: 1DBasemodel Word2Vec

earlystop Model Loss vs Epoch

Figure 9: 1DBasemodel GloVe Model Ac-

curacy vs Epoch

Figure 10: 1DBasemodel GloVe earlystop

Model Accuracy vs Epoch

Figure 11: 1DBasemodel GloVe Model

Accuracy vs Epoch

Figure 12: 1DBasemodel GloVe earlystop

Model Loss vs Epoch
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Figure 13: 2D Basemodel Fasttext Model

Accuracy vs Epoch

Figure 14: 2D Basemodel Fasttext

earlystop Model Accuracy vs Epoch

Figure 15: 2D Basemodel Fasttext Model

Loss vs Epoch

Figure 16: 2D Basemodel Fasttext

earlystop Model Loss vs Epoch

Figure 17: 2D Basemodel Word2Vec

Model Accuracy vs Epoch

Figure 18: 2D Basemodel Word2Vec

earlystop Model Accuracy vs Epoch
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Figure 19: 2D Basemodel Word2Vec

Model Loss vs Epoch

Figure 20: 2D Basemodel Word2Vec

earlystop Model Loss vs Epoch

Figure 21: 2D Basemodel GloVe Model

Accuracy vs Epoch

Figure 22: 2D Basemodel GloVe earlystop

Model Accuracy vs Epoch

Figure 23: 2D Basemodel GloVe Model

Loss vs Epoch

Figure 24: 2D Basemodel GloVe earlystop

Model Loss vs Epoch
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Figure 25: AlexNet Fasttext Model Ac-

curacy vs Epoch

Figure 26: AlexNet Fasttext earlystop

Model Accuracy vs Epoch

Figure 27: AlexNet Fasttext Model Loss

vs Epoch

Figure 28: AlexNet Fasttext earlystop

Model Loss vs Epoch

Figure 29: AlexNet Word2Vec Model Ac-

curacy vs Epoch

Figure 30: AlexNet Word2Vec earlystop

Model Accuracy vs Epoch
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Figure 31: AlexNet Word2Vec Model Loss

vs Epoch

Figure 32: AlexNet Word2Vec earlystop

Model Loss vs Epoch

Figure 33: AlexNet GloVe Model Accur-

acy vs Epoch

Figure 34: AlexNet GloVe earlystop

Model Accuracy vs Epoch

Figure 35: AlexNet GloVe Model Loss vs

Epoch

Figure 36: AlexNet GloVe earlystop

Model Loss vs Epoch
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Figure 37: VGG16 Fasttext Model Accur-

acy vs Epoch

Figure 38: VGG16 Fasttext earlystop

Model Accuracy vs Epoch

Figure 39: VGG16 Fasttext Model Loss

vs Epoch

Figure 40: VGG16 Fasttext earlystop

Model Loss vs Epoch

Figure 41: VGG16 Word2Vec Model Ac-

curacy vs Epoch

Figure 42: VGG16 Word2Vec earlystop

Model Accuracy vs Epoch
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Figure 43: VGG16 Word2Vec Model Loss

vs Epoch

Figure 44: VGG16 Word2Vec earlystop

Model Loss vs Epoch

Figure 45: VGG16 GloVe

Model Accuracy vs Epoch

Figure 46: VGG16 GloVe earlystop Model

Accuracy vs Epoch

Figure 47: VGG16 GloVe Model Loss vs

Epoch

Figure 48: VGG16 GloVe earlystop Model

Loss vs Epoch
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Figure 49: MobileNet Fasttext Model Ac-

curacy vs Epoch

Figure 50: MobileNet Fasttext earlystop

Model Accuracy vs Epoch

Figure 51: MobileNet Fasttext Model

Loss vs Epoch

Figure 52: MobileNet Fasttext earlystop

Model Loss vs Epoch

Figure 53: MobileNet Word2Vec Model

Accuracy vs Epoch

Figure 54: MobileNet Word2Vec earlystop

Model Accuracy vs Epoch
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Figure 55: MobileNet Word2Vec Model

Loss vs Epoch

Figure 56: MobileNet Word2Vec earlystop

Model Loss vs Epoch

Figure 57: MobileNet GloVe Model Ac-

curacy vs Epoch

Figure 58: MobileNet GloVe earlystop

Model Accuracy vs Epoch

Figure 59: MobileNet GloVe

Model Accuracy vs Epoch

Figure 60: MobileNet GloVe earlystop

Model Loss vs Epoch
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Figure 61: ResNet18 Fasttext Model Ac-

curacy vs Epoch

Figure 62: ResNet18 Fasttext earlystop

Model Accuracy vs Epoch

Figure 63: ResNet18 Fasttext Model Loss

vs Epoch

Figure 64: ResNet18 Fasttext earlystop

Model Loss vs Epoch

Figure 65: ResNet18 Word2Vec Model

Accuracy vs Epoch

Figure 66: ResNet18 Word2Vec earlystop

Model Accuracy vs Epoch
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Figure 67: ResNet18 Word2Vec Model

Loss vs Epoch

Figure 68: ResNet18 Word2Vec earlystop

Model Loss vs Epoch

Figure 69: ResNet18 GloVe Model Accur-

acy vs Epoch

Figure 70: ResNet18 GloVe earlystop

Model Accuracy vs Epoch

Figure 71: ResNet18 GloVe Model Loss

vs Epoch

Figure 72: ResNet18 GloVe earlystop

Model Loss vs Epoch
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Appendix B

Figure 73: 1DBasemodel Word2Vec

Model Accuracy vs Epoch

Figure 74: 1DBasemodel Word2Vec

Model Loss vs Epoch

Figure 75: 1DBasemodel Fasttext Model

Accuracy vs Epoch

Figure 76: 1DBasemodel Fasttext Model

Loss vs Epoch

Figure 77: 1DBasemodel GloVe Model

Accuracy vs Epoch

Figure 78: 1DBasemodel GloVe Model

Loss vs Epoch
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Figure 79: 2D Basemodel Word2Vec

Model Accuracy vs Epoch

Figure 80: 2D Basemodel Word2Vec

Model Loss vs Epoch

Figure 81: 2D Basemodel Fasttext Model

Accuracy vs Epoch

Figure 82: 2D Basemodel Fasttext Model

Loss vs Epoch

Figure 83: 2D Basemodel GloVe

Model Accuracy vs Epoch

Figure 84: 2D Basemodel GloVe

Model Loss vs Epoch
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Figure 85: AlexNet Word2Vec

Model Accuracy vs Epoch

Figure 86: AlexNet Word2Vec

Model Loss vs Epoch

Figure 87: AlexNet Fasttext

Model Accuracy vs Epoch

Figure 88: AlexNet Fasttext

Model Loss vs Epoch

Figure 89: AlexNet GloVe Model Accur-

acy vs Epoch

Figure 90: AlexNet GloVe Model Loss vs

Epoch
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Figure 91: VGG16 Word2Vec

Model Accuracy vs Epoch

Figure 92: VGG16 Word2Vec

Model Loss vs Epoch

Figure 93: VGG16 Fasttext

Model Accuracy vs Epoch

Figure 94: VGG16 Fasttext

Model Loss vs Epoch

Figure 95: VGG16 Glove

Model Accuracy vs Epoch

Figure 96: VGG16 GloVe

Model Loss vs Epoch



114

Figure 97: MobileNet Word2Vec

Model Accuracy vs Epoch

Figure 98: MobileNet Word2Vec

Model Loss vs Epoch

Figure 99: MobileNet Fasttext

Model Accuracy vs Epoch

Figure 100: MobileNet Fasttext

Model Loss vs Epoch

Figure 101: MobileNet GloVe

Model Accuracy vs Epoch

Figure 102: MobileNet GloVe

Model Loss vs Epoch
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Figure 103: ResNet18 Word2Vec

Model Accuracy vs Epoch

Figure 104: ResNet18 Word2Vec

Model Loss vs Epoch

Figure 105: ResNet18 Fasttext

Model Accuracy vs Epoch

Figure 106: ResNet18 Fasttext

Model Loss vs Epoch

Figure 107: ResNet18 GloVe

Model Accuracy vs Epoch

Figure 108: ResNet18 GloVe

Model Loss vs Epoch
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Appendix C

1 @org.junit.Test

2 public void cacheManagerByLocationClasspathTest () throws java.net.

URISyntaxException {

3 java.net.URI uri1 = new java.net.URI("MY-SCOPE");

4 java.util.Properties properties = new java.util.Properties ();

5 properties.setProperty(HazelcastCachingProvider.

HAZELCAST_CONFIG_LOCATION , "classpath:test -hazelcast -jcache.

xml");

6 javax.cache.CacheManager cacheManager = javax.cache.Caching.

getCachingProvider ().getCacheManager(uri1 , null , properties);

7 junit.framework.Assert.assertNotNull(cacheManager);

8 javax.cache.Cache <java.lang.Integer , java.lang.String > testCache =

cacheManager.getCache("testCache", java.lang.Integer.class ,

java.lang.String.class);

9 junit.framework.Assert.assertNotNull(testCache);

10 }

Listing 1: Example java code snippet from training dataset

Figure 109: Explainable AI Visualization methods for code snipped 1 generated

by AlexNet with Word2Vec embedding,From left to right is Saliency map ,Grad-

CAM,Score-CAM, FIMF score-CAM with a heatmap scale of 0 to 1.0 of intensities
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Figure 110: Saliency map representation of a prediction made from a AlexNet with

Word2Vec embedding of code snippet in Listing 1

Figure 111: Grad-CAM map representation of a prediction made from a AlexNet

with Word2Vec embedding of code snippet in Listing 1
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Figure 112: Score-CAM map representation of a prediction made from a AlexNet

with Word2Vec embedding of code snippet in Listing 1

Figure 113: FIMF score-CAM map representation of a prediction made from a

AlexNet with Word2Vec embedding of code snippet in Listing 1
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Figure 114: Explainable AI Visualization methods for code snipped 1 generated

by ResNet18 with Word2Vec embedding,From left to right is Saliency map ,Grad-

CAM,Score-CAM, FIMF score-CAM with a heatmap scale of 0 to 1.0 of intensities

Figure 115: Saliency map representation of a prediction made from a ResNet18 with

Word2Vec embedding of code snippet in Listing 1
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Figure 116: Grad-CAM map representation of a prediction made from a ResNet18

with Word2Vec embedding of code snippet in Listing 1

Figure 117: Score-CAM map representation of a prediction made from a ResNet18

with Word2Vec embedding of code snippet in Listing 1
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Figure 118: FIMF score-CAM map representation of a prediction made from a

ResNet18 with Word2Vec embedding of code snippet in Listing 1
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