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ABSTRACT

Due to the ever-growing need to process vast amounts of data in real-time, more and more
tools which serve different needs in the real-time Big Data processing pipeline have sprung
out. However, holistic industry-accepted frameworks that address all real-time Big Data
processing requirements across the entire pipeline have not yet been developed. More so,
the area of dynamic spectrum access has more and more devices connecting to previously
unavailable radio frequency spectrum. This vastly growing number of devices need real-
time orchestration on how they access this newly made available spectrum. The
development of a real-time Big Data system in the realm of dynamic spectrum access as
required by the Council for Scientific and Industrial Research served as a case study for this

research.

This research provides a step in reaching an industry-wide accepted software reference
architecture for real-time big data systems which will be followed in the development of a
real-time Big Data system. This is done by uncovering the most important
quality/architectural requirements of real-time Big Data systems which such a reference
architecture is to address. It is shown that all major software reference architectures (Java
Enterprise Edition, AutoSar, Microsoft.Net, and others) were developed with emphasis
placed on addressing a set of specific prioritised requirements. Hence this research uses
this principle to propose a method to help in the development of software architectures and

software reference architectures of real-time Big Data systems.

In this research, a case study is used to make inference on the general population of real-
time Big Data systems about the method proposed in this research. A mathematical ranking
method is employed to prioritise software architecture requirements of a case study system
and the results are compared with literature to increase the accuracy of the inference. Then
architecture design and experiments were carried-out and presented to the Council for
Scientific and Industrial Research as the client for acceptance, which would serve as
validation. This was further validated by comparing the results of the case study to work

done by other researchers. Having uncovered the most important quality attributes for




real-time Big Data systems, the software architecture design process for such systems is
simplified and fertile ground has been laid for the development of software reference

architectures for real-time Big Data systems.
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1.INTRODUCTION

The term “Big Data software architecture” refers in this context to the infrastructure put in
place to handle huge volumes of data with varying formats and sources that might be
arriving at a system with very high speeds. Before delving into Big-Data, it is worthwhile

explaining what software architecture is, as it is the central focal point of this research.

The concept of “software architecture” places emphasis on satisfying quality requirements
and serving as a basis of design through the selection of architectural elements, their
interaction and the constraints on those requirements (Perry and Wolf, 1992). Solms
(2013) went a step further and described software architecture as the infrastructure
within which application components are deployed and executed. What this implies in
relation to modern software development is that software applications are no longer
created from scratch, but instead are developed from application components that are
deployed within an already existing infrastructure called the software architecture. Solms
(2013) corroborated this notion in much more detail and based his discussion on the
definition of software reference architectures provided by Lloyd and Galambos (1999)
which stated that software reference architectures are domain specific architectural

templates which aim to address architectural concerns of a particular class of problems.

From the definitions above, one can develop a conceptual model of a typical software
architecture development lifecycle. Figure 1 below illustrates the conceptual model of a

software architecture development life cycle.




Architectural
requirements

A

Reference
architecture

v

Architecture
Implementation

A

Application/
System
Components

Figure 1: Conceptual model of a software architecture development life cycle

These definitions are central to this research, so it is worth looking at an example of what

they illustrate. To clarify these definitions, an online banking system and online services

system are used. Table 1 shows the software architecture process of an online banking

system and online services system from requirements to implementation.

Table 1: Software architecture development lifecycle examples

Architectural

requirements

Software reference

architecture

Implementing
framework/Architecture

Implementation

System

Scalability, security,

performance

Java Enterprise Edition

JBoss application server

Implemented banking

system

Integrability

Services Oriented

Architecture (SOA)

Service Oriented
Architecture
Implementation Framework

(SOAIF)

Implemented online

services system

Scalability, security, and performance are the architectural requirements of enterprise

systems such as online banking system. The Java Enterprise Edition (Java EE) reference

architecture was developed to address architectural requirements with emphasis on

scalability, security, and performance (Solms 2013). JBoss application server is an example

of an implementation framework of java EE. Enterprise systems whose main architectural

——




requirement was integrability are implemented following the Service Oriented
Architecture (SOA) reference architecture (Solms 2013). The implementing framework for
SOA is the Services Oriented Architecture Implementing Framework (SOAIF) (Fiorano

2017).

The following subsections give more details to the concepts just introduced. They also
provide more justification to the software architecture development life cycle model
derived from the definitions above. This research follows the software architecture
development life cycle model derived from the definitions of what software architecture is

hence emphasis is placed on explaining it.

1.1. BACKGROUND

1.1.1. Introduction

In this section, quality attributes such as latency, security and many more, which are the
main drivers behind any software architecture development as well as the development of
a software reference architecture, will be explored. It will also be shown through literature
that across different areas of Information Communication Technology (ICT), there are
different reference architectures that address certain quality attributes that are shared
between different problems (systems) within a class of problems. This is important in that,
it justifies the generalisation which is made from a case study, of quality attributes being
the same for real-time Big Data systems. Software reference architectures being templates
for developing solutions are also studied by examining different areas of ICT and the
reference architectures they use. It will be shown that for Big Data, there are no reference

architectures.

1.1.2. Software Quality Requirements

1.1.2.1.  Introduction
Quality attributes are the general groupings of non-functional requirements of a software
system that describe its behavioural characteristics (Wiegers 2003). Non-functional
requirements can be categorized into the following quality attributes: performance,

integrity, security, interoperability, safety, testability, and usability (Wiegers 2003). Blaine




and Cleland-Huang (2008) however, pointed out that this list can be longer. In building an
ontology for software product quality attributes, Kayedet. Al. (2009) described software
quality attributes and gave a list like Wiegers (2003) but with several additions.

1.1.2.2.  Challenges of quality attributes
Blaine and Cleland-Huang (2008) stated that quality attributes, as opposed to functional
requirements, have serious problems in implementation. One of the most important
challenges is that, quality attributes exhibit trade-offs that one must take careful
consideration of when making a choice between competing quality attributes. The authors
made an example of stakeholders wanting a secure system which is, at the same time,
easily accessible to users. This is clearly going to result in one of the quality attributes

being an opportunity cost for the other.

Another challenge which Blaine and Cleland-Huang (2008) stated was that quality
attributes are harder to measure as opposed to functional requirements. Functional
requirements tend to be binary in nature. That is, a system either has the desired
functionality or it does not. Quality attributes, on the other hand, are achieved at a certain
magnitude along a continuous scale of measurement. For example, one cannot simply say a
system has been secured. They must express to what magnitude has this been
accomplished. This poses a challenge in the specification, tracking and implementation of

these quality attributes.

1.1.3. Software Reference Architectures Across ICT

The automotive industry is the first area of focus in ICT whose reference architecture,
called AUTomotive Open System Architecture (AUTOSAR), is presented. Automobile
manufacturers, suppliers and tool developers formed the AUTOSAR consortium to help
manage electronic complexity, costs, quality, and re-usability issues in the automobile
industry (D Kum et. al 2008). It is therefore evident that the quality attributes which
AUTOSA addresses are re-usability, performance, accuracy and availability under quality.

Reduced cost and ease of development also fit in this category.




Another domain where reference architectures are employed is computer networks. At the
highest-level granularity, the International Standardization Organization (ISO) defined a
reference architecture called the Open Systems Interconnection (0OSI) Model (Buschmann

et al. 1996). The OSI model describes seven layers of the network being:

application
e presentation
e session
e transport
e network
e datalink
e physical layers
The architectural pattern used by the OSI model is the layered architectural pattern.

Enterprise applications have a few reference architectures depending on which non-
functional requirements they were designed to meet. If an enterprise wants their systems
to meet requirements of high performance, integrability, with special emphasis on
reliability, scalability and security, then the Java Enterprise Edition (Java-EE) is the
reference architecture of choice (Solms 2012). Java-EE uses a layered architectural pattern.
The layers in the context of java-EE are the access layer, which is the web container, the
process execution layer which is the Enterprise Java Beans (E]JB) container, and the

integration layer which is the persistence context.

If one is concerned with providing an integration infrastructure which also makes
modifiability easy, then Service Oriented Architecture (SOA) is the desired reference
architecture (Solms, 2012). SOA is based on the microkernel software architectural pattern.
Solms (2012) pointed out that, this pattern has to have a service bus that routes services
and requests to providers and consumers respectively. Such a component in SOA is the

Enterprise Service Bus (ESB). A catalogue of service providers is kept in the service




registry. Service providers and consumers tap into the ESB through adapters and services

are executed in the process execution engine.

1.1.4. Software Architectures in Big data

Big Data is, for the most part, an enterprise-based phenomenon. At the time of writing,
there is no industry-wide accepted software reference architecture for Big Data. Most
companies that were consulted through a preliminary study stated that they only make
tailored solutions to the problems of the customer. Industry expert Nigel Freddy asserted
that a generic solution is not possible (personal communication, October 28 2014). To the
best of the author’s knowledge, only two organisations, namely, International Business
Machines (IBM) and Oracle have their own software reference architectures for Big Data.
However, these are proprietary reference architectures tailored for solutions that are only
provided by the two companies. Additionally, there was no mention of which patterns
these were based on and which quality attributes were identified as most common in the

problem class.

Although there is no industry wide accepted reference architecture, there has been work
done around this area of Big Data. Doshi et al (2013) described an approach of blending SQL
and NoSQL Database Management technologies to address different classes of Big Data
problems encountered by enterprises. The authors coined this approach as “reference
architectures for Big Data challenges”. However, it does not conform to the definition of
what a reference architecture is and is merely an approach. This means it does not provide
a holistic architectural template on how to solve Big Data problems but focuses only on

data management and suggests which technologies to use.

A reference architecture for Big Data solutions has also been presented (Geerdink, 2013).
The suggested architecture outlined a template of how to solve Big Data problems using
three layers. These three layers were business layer, application layer and technology layer.
Geerdink discussed that there is reference architecture and solutions reference
architecture. He stated that solutions architectures are templates that addressed how a

solution would be constructed from a process point of view and a technology point of view.




Geerdink (2013) presented a Big Data process flow from data collection to analytics and
presented the corresponding technology for each stage of the process flow in the
technology layer. This differs from the research presented in this dissertation in that; the
research will focus more on the generic architectural requirements of real time Big Data
systems and how they are addressed by the software architecture and focus on lower levels

of granularity in the technology layer.

In an online white paper, Oracle presented a reference architecture for Big Data and
analytics. Oracle Information Architecture (2012) used a layered architectural pattern in
presenting this work. The Oracle reference architecture seemed to address generic Big
Data architectural requirements but was very brief and only showed the logical view of the
reference architecture. More focus was put into mapping Oracle technologies into this
proposed architecture. Industry Standardisation bodies have begun carrying out work
similar to the one proposed in this dissertation. The closest work to this research is the
draft by National Institute of Standards and Technology (NIST) released in 2014 (NIST
2014). In this draft, NIST (2014) pointed out that, although there are differing opinions on
important issues with regards to Big Data, there are some fundamental common questions
that need to be addressed by the prospective Big Data architecture which is a superset of

real time Big Data architecture.

1.1.5. Software architecture for Real-time Big Data Systems

There are three characteristics of Big Data. These are velocity, volume and variety, the so-
called three Vs (Hurwitz et al. 2013). This dissertation describes research on Big Data
systems with specific focus on the aspect of velocity. This is where the real-time processing
of data that is confronting a software system at high speeds is a critical requirement. The
data may be the stimulus for an action which may also need to be carried out in real-time.
This is especially problematic in the realm of sensor networks, where the monitoring and
actuation of large sensor networks becomes increasingly hard due to the vast number of

sensors sending requests to the system at a high frequency.

From previous sections, it has been pointed out that reference architectures for Big Data

are still under development. This is also the case with the subset of big data being real-time




Big Data systems. Since there is no software reference architecture for real-time Big Data
systems, there is no standard approach or template for developing software architectures

for real-time Big Data systems.

1.2. PROBLEM STATEMENT
Discussions in the previous sections have shown that there is no reference architecture of
Big Data systems and real-time Big Data systems. This makes it inherently difficult to
develop software systems that aim to solve real-time Big Data problems. Furthermore, it
has been shown that prioritising which quality attributes to address is the first step
towards developing a software architecture or a reference architecture. This has also been
shown to be a non-trivial exercise. The research problem this thesis aims to solve is that of
reducing the complexity of architecting systems whose requirements are that, they should
assimilate and process Big Data in real time. By uncovering the most important quality
attributes in real-time Big Data systems, the research would have laid the foundation
towards the development of a reference architecture as well as providing guidance to

architects in developing software architectures for Big Data systems.

1.3. RESEARCH QUESTION

e What are the most important quality attributes for real-time Big Data systems?

1.3.1. Sub-questions
o What are quality-attributes of a typical real-time Big Data system?

e How can ranked quality requirements be used to develop a software architecture

for real-time Big Data systems?

1.4. OBJECTIVES
e Study and investigate existing and emerging ranking methods for software
architecture quality attributes.

e Design a software architecture for a real-time Big Data system.

——



¢ Implement and evaluate a real-time Big Data system test bed.
e Propose an approach for selecting the most important quality attributes for real-

time Big Data systems.

1.5. ORGANISATION OF THE THESIS
In Chapter 2 (LITERATURE REVIEW) ranking methodologies are reviewed. In answering
the research question of what the most important quality attributes of real-time Big Data
systems are, a ranking methodology must be employed. In this chapter, various ranking
methodologies are examined to put the process of ranking into perspective and to justify
the choice of the ranking methodology used in the research. To fully answer the research
question, the case study needed context of other real-time Big Data systems. Part two of the
literature review is an examination of other real-time Big Data system architectures

reported in literature.

In Chapter 3 (METHODOLOGY AND RESEARCH QUESTIONS), the research question is
stated, and details are provided on how it is to be answered. The ranking methodology is
described in great detail. The software architecture design and how it will be presented is
also detailed in this chapter. How the research case study relates to other real-time Big
Data systems and steps towards answering the research question are explained in this

chapter.

In Chapter 4 (RESULTS), the ranking methodology is applied to the requirements of the
case study and the result is a ranked list of quality attributes which answers the research
question within the context of the case study. The ranked quality attributes are then used
to design a software architecture. The resultant architecture is implemented and tested

against the quality attributes with the highest priority.

In Chapter 5 (DISCUSSION), the most important quality attributes of real-time Big Data
systems are discussed from the results given in the case study and from the one specified in
literature to fully answer the research question. How these ranked requirements helped in

the design of the software architecture is also discussed. The implemented simulation and




the results of whether the most important real-time Big Data attributes were easily

achieved through ranking are then discussed.

In Chapter 6 (CONCLUSION), a summary of the research study is presented. This is done by
examining the research questions and determining from the findings, whether or not they
were addressed. Objectives are also discussed in this chapter, and it is determined whether

or not they were achieved. Future work is then suggested.

——
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2. LITERATURE REVIEW

INTRODUCTION

The literature review covers three main topics which this research hinges on. The first
topic covers scientific methods used to choose between competing attributes. When
answering the question of which quality attributes are most important in real-time Big
Data systems, the method for ranking these and comparison with what was found to be
important by other researchers, are critical points to be addressed. The second topic is the
work already done in developing real-time Big Data systems. Under this topic, real-time Big
Data software architectures and the architectural attributes they address will be discussed.

The last topic introduces the case study.

The first part of the literature review, which is a review of scientific ranking methods,
presents a review of some of the most common ranking techniques. The chosen ranking
technique is briefly discussed first, then others follow. A ranking technique is presented, its
features discussed, and its advantages and disadvantages as compared to the ranking
method which was ultimately chosen for this research. Common deficiencies between the

methods are then discussed in comparison to the method chosen for the study.

In reviewing related work within the realm of real-time Big Data systems, the work done
on this research is fitted into a larger perspective and a complete picture of the research is
drawn. Quality attributes which other research reveals as important are uncovered. For
this part of the literature review, only peer-reviewed published work not older than three
years at the time of writing is considered. This is because Big Data and especially real-time
Big Data has evolved and so has the technology. Only the current trends and design

principles are more impactful.

Presentation of work done by other people in designing real-time Big Data systems is
presented on a system basis. Published results/designs of real-time Big Data systems are
reviewed one at a time in a total sample of seven. These are ones which the authors felt
were most relevant and also kept the sample more diverse. Each system will be presented

in four parts. These parts are:

]
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1. Rationale

2. System description
3. System architecture
4. Quality attributes

The rationale describes the motive behind the creation of that particular, real-time Big Data
system as expressed by the authors in that particular published material. The system
description and architecture will be presented as originally presented by the authors. The
quality attributes addressed by a particular system will be taken as explicitly stated on the

literature, or extracted, if they were implicitly presented in the published material.

2.1. RANKING METHODOLOGIES
Multi-Criteria Decision Aid (MCDA) methodologies are widely used in the field of
Operations Research (OR). These MCDA methodologies are classified into two groups,
namely, multi-criteria utility function and outranking methods (Zhaoxu& Min 2010). Chen
(2006) showed several ways of classifying MCDA methods; one example of this was
classification using approaches in obtaining decision values. Chen (2006) and
Triantaphyllou & Mann (1995) discuss the structure of a MCDA problem as a matrix
consisting of N alternatives and Z criteria, where N is the total number of alternative

decisions and Z is the total number of criteria.

2.1.1. Multi-Criteria Decision Making Based on PROMETHEE Method
Preference Ranking Organisation Method for Enrichment Evaluation (PROMETHEE) is a
MCDA method which falls within the outranking methodologies (Zhaoxu and Min 2010). For
one to use this method there should be decisions which have to be taken and several
options per decision. There are also a number of criteria involved in making a decision to
choose an alternative over other alternatives. This method came about as a result of a huge

effort required on the decision maker to elicit preferential parameters in the construction
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of a preference model from the original PROMETHEE. This method, however, tries to infer

preferential parameters from the information given (Zhaoxu & Min 2010).

Alternative decision options are listed, and a pair-wise comparison is made. In each pair,
outranking must be performed, where the decision maker has to provide the preference
threshold and the indifference threshold. The preference threshold and indifference
threshold will be used by a preference function. The preference function tries to model the
difference in preference of each pair of alternatives from the decision makers’ point of
view. This is done per pair for each available criterion listed. After the preference function
is done per pair in each criterion, weights of each criterion are inferred using linear

programming.

This method aids decision making from multiple alternatives in multi-criteria situations as
stated. Although it infers the weights of the criteria, it still relies heavily on the decision
maker’s opinion (Zhaoxu & Min 2010). This might be a problem in most software
architecture design processes where either the decision maker has limited technical
knowledge to make sound architectural decisions or the impact a decision has on the

overall architecture cannot be estimated.

2.1.2. The Analytic Hierarchy Process (AHP)
The Analytic Hierarchy Process (AHP) is a MCDA method that uses a hierarchy structure
that spans multiple levels in aiding decision making (Triantaphyllou & Mann 1995). These
levels are objectives, criteria, sub-criteria and the alternative choices that must be ranked.
Under each individual decision criterion, there is a pairwise comparison of each alternative
in order to deduce the relative importance of each design decision. This results in a
decision matrix where N alternatives are paired together with Z criteria resulting in an N

by Z matrix of performance values (Triantaphyllou & Mann 1995).

The alternative weight values which result from the pairwise comparison which resulted in
the creation of the N by Z matrix have a value range from one to nine. One represents equal
importance to two activities, in this case, requirements. Nine represents absolute

importance, where one requirement has the highest overall importance over another. The




pairwise comparison is done for each sub-criterion. Then each sub-criterion has a value or
weight, which adds up to the value or weight of each criterion. This now forms a hierarchy-

like structure, and all values are evaluated along the hierarchy.

Assigning each criterion and sub-criterion weights is still the role of the decision maker,
hence even in this method, the decision makers’ opinion is still relied on. Heavy reliance on
the decision makers’ opinion has been described as a problem even in the PROMETHEE
method as some decision makers may have limited knowledge on the software architecture
process to make sound architectural decisions. The impact of choosing each alternative

over another on the software architecture processes is also not taken into consideration.

2.1.3. Common deficiency
MCDA methods rely heavily on decision makers’ point of view or preference to influence
the ranking outcome. This has several disadvantages in software architecture design and
implementation. Stakeholders or decision makers may have limited knowledge on software
architecture and software development in general, which may result in an imperfect
architecture design and implementation of the system. Even if these methods are used by
the experts themselves, besides requiring a high cognitive effort, they are results oriented,
not process-oriented. This, therefore, makes them blind to the impact of implementing

certain requirements before others in the software architecture development process.

Most MCDA methods use pairwise comparisons to obtain relative importance of
alternatives; Triantaphyllou & Mann (1995) did point out that the challenge with this is

quantifying the verbally articulated choices selected by the decision maker.

Another important common deficiency amongst the reviewed methods is the consideration
of relative performance during the computation of the values of importance that will
influence the ranking process. This is a problem in that, for systems that do not have all the
requirements already listed, the entire process of ranking would have to be done each time
additional requirements are elicited, whereas for the method of ranking requirements
based on the impact they have on the architectural process, additional requirements would
have their importance or weight computed independently from other methods and then

added to the sorted list of requirements.




2.1.4. Facilitating Software Architecting by Ranking Requirements based on their

Impact on the Architecture Process
Facilitating Software Architecting by Ranking Requirements based on their Impact on the
Architecture Process’ by Galster & Eberlein (2011) ranks requirements on the impact they
would have on the architecture process. This method requires that each requirement be
listed in an atomic form. Each requirement is given quality attributes that measure the
degree to which that requirement would affect the architecture design process. These

attributes are:
1. Effort
2. Risk
3. Complexity
4. Early design
5. Dependencies
6. Volatility
7. Hardware constraints
8. Aspects addressed
9. Importance
10. Familiarity

Values are assigned to these attributes for each requirement. Then the impact each
requirement would have on the architecture process based on the value of these attributes

is calculated (Galster & Eberlein 2011).

The advantage of this method is that it considers several qualities that have an important
bearing on how a requirement affects the entire architecture design process. This therefore
makes this method less prone to human error that may come from methods that just
depend largely on stakeholder’s perception of what architectural requirements are most

important. This method focuses on both getting a quality system developed by addressing
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the most important requirements of stakeholders and easing the process of architecting
software by concentrating on the impact which implementing requirements in a certain
order would have on the architecture process. Hence, this method was picked over the
others presented. A more detailed description of this method is presented in the

methodology section.

2.2. REAL-TIME BIG DATA SYSTEMS

In this part of the dissertation, the work done by other researchers when it comes to
ranking requirements and developing real-time Big Data systems is reviewed. A
comparison between these systems and the case study will be made in the discussion
chapter of the dissertation. In the choosing the literature, the Institute of Electrical and
Electronics Engineers (IEEE) and Association for Computing Machinery (ACM) libraries
were selected. Only four of the most relevant papers were chosen to try and balance time
spent on literature review and time spent to carry out the actual case study. Before arriving
the final four papers, the initial sample size was seven, but all these papers could not meet

the selection criterial explained in the following paragraph.

In general, a lot of papers were examined and based on the tittle and abstract, only seven
paper were shortlisted or examined in detail. Of the seven shortlisted papers, three were
further rejected or disqualified. That is, as mentioned in the introduction of this chapter, an
actual real-time big data system must be presented in the paper and architectural
requirements which the system addressed must be derivable from the paper. The three
real-time big data systems that did not meet this selection criteria are presented first
(section 2.2.1) and then the selected four real-time big data systems follow in the

subsequent sections (2.2.2 to 2.2.5).




2.2.1. Disqualified real-time big data systems work

Surekha, Swamy & Venkatramaphanikumar (2016) presented work on Real-time
Streaming, Data Storage and processing using storm and Analytics with Hive. What this
work focuses on is how these technologies can be implemented to achieve the streaming,
storage and processing or real-time big data. It does not provide context into the actual
implementation of a real-world real-time big data system with real architectural
requirements to address. Hence it is this precise fact that disqualifies it from being
considered as part of the systems to be reviewed in this dissertation, as no architectural

requirements can be explicit or implicitly derived.

Trinks & Felden (2017) presented work on real-time analytics as a state of the art. That is,
the authors presented real-time analytics as a study field by first presenting analytics and
all its different facets. Analytics was broken down and explained, classified and all its
different associated terminologies defined. This work was an educational presentation and
gave context into what real time analytics is, but it did not suit the purpose of this
dissertation, which was deriving architectural attributes from real-time big data systems
implementations. Because of this reason, the work presented by Trinks & Felden (2017)

was also disqualified.

Patil & Seshadri (2014) presented work on big data security and privacy issues in health
care. This work highlighted the state-of-the-art privacy issues in big data as applied to the
health care industry. Real time big data systems in the health industry are introduced and
privacy and security concerns like patient data theft are highlighted. This work already has
a specific architectural requirement, being security which it focuses on. An actual real-time
big data system that serves this purpose and its design process is never actually presented.
No architectural requirements can be derived to be ranked from this work as no actual

system is presented.

2.2.2. Real-time Smart transportation system
Paul et al. (2016) discussed a real-time system to enable smart transportation. The
motivation which the authors had in developing such a system was the increasing demand

of real-time traffic information in urban areas which continues to grow because of




urbanization. The authors argued that, the increased population density in urban areas
caused by urbanization also causes traffic density which in-turn increases the likelihood of
accidents and traffic jams as people try to get to their destinations. There was, therefore, a
need for the authorities and commuters to have real-time access to traffic information. This
would enable the authorities to better manage traffic and commuters to better navigate to

their destinations (Paul et. al. 2016).

The smart transportation systems would require the use of millions of devices using the
Internet of Things (IoT)technology (Paul et. al. 2016). The large number of devices would
be vehicular sensors and road sensors. Besides having large volumes of devices, another
important aspect of the smart transportation system was the transportation infrastructure
which was represented by a graph data structure. Big cities with thousands of roads
populate this Big Data structure to form what the authors called a big graph (Paul et. al.
2016). The vast number of devices feeding data into the system also generated big graphs
which in-turn posed a processing problem as the result from the system was expected in

near real-time conditions.

The intelligent transport system uses a layered architectural pattern. The system has
mainly two blocks connected together through the Internet. Figure 2 shows the system
architecture of the intelligent transportation system. These two main blocks are the Smart
Transportation Building (STB) which house the main system where all the collection,
processing and storage of the data happens, and the sensor network that lies on top of the

[oT infrastructure.




Vehicular

Network Road Sensors

loT Infrastructure

Relays/coordination
node/gateway

v
Collection Unit
Filtration, Classification,

Preliminary Decision
Graph generation &

updating
Graph division &
uploading

(Giraph) Graph processing
Result aggregation &

analysis
R d N . Respond/current status
espond____________ Interpretation + Decision |
Traffic Travelers New bus/ Crowded road
Management Guidance Subway route finding
Accident Urban Over-Speed Road
Management Planning Analysis Extension

Smart Transportation Building (STB)

Figure 2: Architecture of the real-time smart transportation system (Paul et. al. 2016)

The sensor network is comprised mainly of vehicular network sensors and road sensors.
These are the vast number of data generating agents of the system. Relays, coordinator
nodes or gateways are used to collect data from various sensors of the system and
transport it through the internet to the main nerve centre housed in STB. Once the data is
at the STB, it passes through several stages as depicted in figure 2, at several layers of the
system, where a graph is created or updated with new information, stored, processed,
analysed and results are interpolated and decision making happens. The two main users of

the system are citizens and authorities.




The system had to capture fast coming data from its vast sensor networks and gateways
were used to collect and transport data to the STB. At the STB, the collection unit also used
fast capturing hardware to capture the fast, incoming, relayed data from the sensor
networks. The graph was stored using the Hadoop Distributed File System (HDFS) (Paul et.
al. 2016). The HDFS had a special tool called Giraph which would be used for fast
processing of the graph. Huge graphs would be broken down into sub-graphs and
processed in parallel using the tools mentioned above and other Hadoop eco-system tools

such as Map-Reduce (Paul et. al. 2016).

Table 2: Quality attributes of the real-time smart transportation system

Architectural Quality Attribute Architectural Strategy Instance of strategy
requirement
Efficiently process large Performance Scaling-out Parallel processing

graphs quickly

Fast capture of data Performance Scaling-up Specialized high-
(response performance
time/throughput) hardware

As can be seen by table 2 above, the only quality attribute reported by the authors in the
smart transportation system is performance. This is not surprising as the smart
transportation system is a real-time Big Data system. Performance being the only reported
quality attribute does not mean there were no other quality attributes which were dealt
with, but the most important one to the authors in their system seems to be performance.
The architectural requirements which would be addressed by ensuring system
performance were fast processing of large graphs and the fast capture of data. The overall
architectural requirement of the system seems to have been satisfied by making the system

have high performance.

2.2.3. Real-time processing of streaming data system
Batyuk and Voityshyn (2016) explain the need to handle large amounts of data in real time
to take advantage of the insights that could be derived from such data. The data in question

was generated by social media, had to be accumulated and then analytical models built




from it. The authors furthermore pointed out that the challenge to handle Big Data in real
time meant that the software architecture design approaches needed to be revised. The
authors designed a process to stream real-time data from social networks using Apache

storm based on an approached called “Lambda Architecture” (Marz & Hening 2014).

There are generally two main components involved when streaming real-time Big Data; the
algorithms that achieve the functional goal and the software infrastructure that the entire
system runs on. The authors concentrated on the software infrastructure. There were
already architectural requirements which were explicitly stated by the authors (see table 3

on page 20) and an Apache storm-based architecture was developed to address these.

At the highest level of granularity, the system followed a Lambda architecture which is
based on a layered architectural pattern. The layers of the Lambda architecture are usually
the stream layer and the batch layer. Figure 3 depicts an architectural concept of the

system.

Real-Time Data
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A A

Batch Data
Processor

Data Stream #2

Figure 3: architectural concept of the real-time processing of streaming data system (Batyuk and Voityshyn 2016)

The real-time data processor was the main focus of the authors. This was implemented
using Apache storm. The real-time data processor also followed a layered architectural
pattern. The layers are the formatting, aggregation, analytics and storing layers. How these

layers are structured, and their connections are depicted below in figure 4.
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Figure 4: Architectural layers of real-time processing of streaming data system (Batyuk and Voityshyn 2016)

There were several architectural strategies and tactics employed to ensure the
architectural requirements listed in table 3. Some of the associated quality attributes of the
architectural requirements were addressed as follows; choosing the Apache storm
framework as a real-time processing platform ensured high performance quality attribute
was achieved. Furthermore, scaling out in the form of clustering and employing Apache
Trident which was configured to have in-memory data streams for processing also ensured
the most important quality attribute of performance being realized. Having the spouts from
Apache Storm adapt data from different sources, and then converting it into a unified
format ensured interoperability, which was the second most important quality attribute. A
database and an internal queuing mechanism with store and forward capability ensured

reliability (Batyuk and Voityshyn 2016).

The architectural requirements together with their associated quality attributes which
were ranked were explicitly stated by Batyuk and Voityshyn (2016). The quality attributes
of a real-time processing of stream data from social media based on Apache Storm topology

are depicted in table 3.




Table 3: Quality attribute of real-time processing of streaming data system

Architectural Quality Attribute Architectural Strategy Instance of strategy
requirement

High throughput Performance (rank 1) Scaling-out Parallel processing
Low latency Performance (rank 1)

Support for Interoperability (rank 2) Data conversion

heterogeneous data

sources

Support for Interoperability (rank 2) Adapters Spouts
heterogeneous protocols

and data formats

Fault tolerance (tuple Reliability (rank 3) Queueing Internal messaging
processing) system

Fault tolerance (model Reliability (rank 3) Persisting data Using internal

temporarily unavailable

Storage

Architecture evolution

Maintainability (rank 4)

Provide information about

failures

Maintainability (rank 4)

Logging (For repair)

Protect communication

points

Security (rank 5)

From table 3 above, it is evident that performance as the most important quality attribute

for the system, was in the form of real-time processing. The data which the system was

processing was from numerous different social networks; hence interoperability was the

second most important quality attribute. Lastly, because the intent of making this system,

which was to gather, process and analyse data from social networks in a timely manner,

reliability, maintainability and security followed respectively as the least important quality

attributes.
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2.2.4. Processing and analytics of big data streams with Yahoo!S4
Xhafaet et al(2015) describes a system of processing big data streams using yahoo!S4. The
need for such a system arose from the realisation that batch processing of Big Data, using
the Hadoop ecosystem, does not work for real-time systems. The real-time systems which

need real-time processing as mentioned by Xhafa et al (2015) were:
e [oT -based system
e Monitoring online workspaces and Massive online open courses
e (Global flight monitoring systems
e transaction/credit card fraud detection

e security thread detection prediction

network fault prediction from sensor data

This therefore led to the authors building a system on an experimental basis using
Yahoo!S4 to showcase online stream processing as opposed to the batch processing of

traditional Big Data systems (Xhafa et al. 2015).

The system built by Xhafa et al (2015) came from the realm of global flight monitoring
systems. Information about aircraft movement around the world from flight-tracking
services would be collected and fed to the system in real-time for processing. This would
make quick decision-making possible through real-time or near real-time processing of Big

Data streams.

The tracking services that would be used here are the radar system and the transponders
on-board most aircraft. The transponders would feed information to a worldwide network
of radio receivers that use Automatic Dependent Surveillance-Board (ADS-B) technology

(Xhafa et al. 2015). This flight dataset is periodically published online.

The typical flight dataset contains between four thousand to six thousand records. Each
record contained flight specific information like flight name, longitude, latitude and many
others. The result for each record computed in real-time, would be departure airport,

destination airport, flight status, landing track optimum and many more (Xhafa et al. 2015).
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At the highest level of granularity, the architecture presented by Xhafaet. Al (2015) follows
a layering architectural pattern where the server cluster presented in figure 5 is separated
by layers as each layer has different concerns. From figure 5, a Laboratory Research and
Development (RDLab) cluster as developed by the authors can be seen where on the first
layer, login and cluster control servers were set up, then on the second layer, compute

nodes were set up and finally, the third final layer show the disk arrays for storage.

Computing nodes

Cluster control Server

Server

Login

Cluster Servers

Disk Arrays

Figure 5: System Architecture of Processing and analytics of big data streams with Yahoo!S4 (Xhafa et al. 2015)

While developing this architecture, certain architectural strategies and tactics were
followed in ensuring high performance is achieved. One of these were scaling out, where
over 160 servers comprised system through clustering. Scaling up was achieved through
increasing the power of resources. The memory was increased to 3 Terabytes, disk space to
130 Terabytes and the network throughput to 10 Gigabit (Gbit) speeds. Other quality
attributes like fault tolerance, scalability and extensibility were ensured through picking

Yahoo!S4as the execution environment.




Table 4: Quality attributes of Processing and analytics of big data streams with Yahoo!S4 system

Architectural Quality Attribute Architectural Strategy Instance of strategy

requirement

Quick response/low Performance Scaling-out and scaling up | Parallel processing,

latency clustering, increasing
resources

High throughput Performance Scaling-out and scaling up | Parallel processing,

clustering, increasing

resources
System should grow to Scalability Scaling out Clustering
handle large volumes of

data

When a server in a cluster | Fault tolerance Passive redundancy Clustering

fails, it should be replaced

by one on standby

Hide complexity Extensibility Modular development Use of simple API

Table 4 above shows the quality attributes of a system to process and analyse big data
streams using Yahoo!S4 as extracted from a paper written by Xhafa et. Al (2015).
Throughout the paper, the quality attribute which was emphasized was High Performance.
Other quality attributes as shown in table 4 were also reported but not with as much

emphasis as performance.

2.2.5. Real-time Big Data Analytical Architecture for Remote Sensing Application
In the current digital world, remote sensing results in massive amounts of data being
generated (Rathore et al. 2015). Insights from this data need to be extracted, which means
the effective collection and aggregation of this data is of paramount importance. There is
however, a challenge when using conventional computing platforms in collecting, storing,
extracting and processing these massive amounts of data. There is therefore a need for a
software architecture that would handle the processing of both real-time and batch type

data.




Rathore et al. (2015) proposed a real-time analytical Big Data architecture that would
handle the collection, storing, processing and analysis of remote sensing satellite data.
Satellites in orbit, taking images of the earth using sensors or specialized cameras would
act as data collectors. Special techniques would then be applied to the satellite imagery
collected by the remote satellites in order to produce maps, resource surveys and other

related information.

The system architecture was designed using a layered architectural pattern. It was divided

into three layers which were namely:
e remote sensing data acquisition unit (RSDU)
e data processing unit (DPU)
e data analysis and decision unit (DADU)

The remote sensing Big Data architecture is shown in figure 6 below.

Data Analysis and Decision Unit (DADU)

Analytical Results

interpretation

Results of storage and compilation

Data Processing Unit (DPU)

Big data processing

Big data service / application
management

Remote Sensing big data acquisition unit

Big data collection

Big data acquisition and processing

Figure 6: Remote sensing Big Data architecture (Rathore et al. 2015)

The RSDU unit is mainly used for acquiring data from various satellites orbiting the earth.

The satellites pre-process the data and send it to ground stations. At ground stations, at the
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DPU, the data is processed in two ways which are real-time and offline processing, also
known as batch processing. The real-time data is filtered and sent to the load-balancing
server which then divides the data among computing nodes. The offline data is sent to a
data warehouse for the traditional approach of processing. The DADU is then responsible
for storing, interpretation and analysis of results. Figure 7 depicts a flowchart of the remote
sensing big data architecture. The architecture flowchart shown in figure 7 shows the steps

of the operation of the system, with respect to its architectural responsibilities.
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Results
v

Discard

Applications

Figure 7: Architecture flowchart of remote sensing Big Data architecture (Rathore et al. 2015)

Table 5 shows the architectural requirements of the remote sensing big data software

architecture.




Table 5: Quality attribute of remote sensing Big Data software architecture

Architectural Quality Attribute Architectural strategy Instance of strategy
requirement
Process high volumes of | Scalability Scaling out Parallel processing
data
Correct data and remove | Accuracy Scaling out by time Pre-processing
distortions (Filtering)
Real-time processing Performance Load balancing/ Clustering
performance clustering

2.3. CASE STUDY OF THE SPECTRUM SENSING ENABLED WHITESPACE

DATABASE (SSEWDB)

The problem domain covered in the research presented in this dissertation is that of
telecommunications and in particular, dynamic spectrum access. National Communications
regulators all over the world are opening licensed but underutilised radio frequency
spectrum in the terrestrial broadcast television (TV) bands. The Very High Frequency (-
VHF) and Ultra High Frequency (-UHF) bands are designated for sharing usage basis
between the incumbent user (licensed) and secondary user (unlicensed). These secondary
users will be using this spectrum for provision of broadband internet connectivity to un-
served and underserved communities particularly in rural areas. However, the secondary
users are required by the regulators, to not cause any harmful interference to the licensed
users. The techniques used to prevent interference are spectrum sensing, beacons and

applications called Geo-Location Spectrum Databases (TV white space Databases).

The term, TV White Spaces (TVWS) refers to frequencies in the TV band spectrum which
are not locally used by the licensed users (e.g. TV broadcasting services like South African

Broadcasting Corporation(SABC)) (Baykaset et al. 2010).In describing what a TVWS




Database (WSDB) is, Murty et al (2012) said, it's a service that contains an updated
database of base stations and white space devices (WSDs) [users] in active operation at a
particular location and based on that predict the available white spaces (free frequencies or
channels) using propagation modelling and by including digital terrain data (as the terrain
influence the signal propagation) as well as TV-Tower specific parameters, such as antenna
height, etc. Examples of TVWS Databases are, the one whose developments the author has
been part of, the CSIR (2013) TVWS database in South Africa, Google US (2016), Microsoft

(2015) and several other companies that also possess such Databases.

In Spectrum Sensing, sensors to scan the frequency band for frequencies that are being
used are deployed (Weiss et al. 2010). Enabling a whitespace database with spectrum
sensing is simply establishing a connection between the sensors that scan for free radio
spectrum with the prediction engine or capability of the whitespace database (Harrison
and Sahai 2014). There would be many sensors deployed and they would have to all
connect to the system which would have to serve users querying for free spectrum in real
time. The summarized and oversimplified picture that depicts a Spectrum Sensing Enabled

Whitespace Database is depicted in Figure 8.
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Spectrum Sensor Spectrum Sensor | Spectrum Sensor
A B C

Sensor Data

Sensor Data

Whitespace Database

Sensor Data

A

Prediction model O
Response J

Spectrum Sensor
Quer D

Response

Query

Sensor Data

Figure 8: Spectrum Sensing Enabled Whitespace Database (SSEWDB)

When a user close to Sensor A queries the systems, his query triggers the prediction model
as well as getting data from Spectrum Sensor A. The data from Spectrum Sensor A is then
compared with the results from the prediction model and then a result is issued to the user.
The same process applies for the user standing close to Spectrum Sensor D. The WSDB
system must be able to deal with requests of users in real time and deal with numerous
users doing requests and numerous sensors feeding it information to continuously enhance
the performance of the WSDB system. This qualifies the spectrum enabled whitespace
database as a real time Big Data system. Mfupe et al (2013), Lysko et al (2014), Masonta et
al (2015), and Mfupe et al (2015) are some of the authors that further explain the concepts

of TV whitespaces and TV whitespace databases.

2.4. CONCLUSION
In this chapter different ranking methods were reviewed. The advantages and
disadvantages of these methods were discussed. It was shown that with regards to the

process of architecting software systems, the method Facilitating Software Architecting by




Ranking Requirements based on their Impact on the Architecture Process’ by Galster &
Eberlein (2011) is most suitable. Real-time Big Data systems developed by other
researchers in peer-reviewed published material were also reviewed. A list of quality
attributes which the software architecture of each system was addressing was reported in

each system review.
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3. RESEARCH METHODOLOGY

3.1. INTRODUCTION
This chapter outlines the steps that were taken in answering the research question
explained in chapter one. Each decision that was made in each step of answering the
research question is also justified in this chapter. The general research paradigm that was
chosen for this research is design science. The design paradigm and steps taken in

answering the research question are discussed and justified in the following sections.

3.2. DESIGN SCIENCE RESEARCH PARADIGM

3.2.1. Paradigm Description
In the field of Information System and Software Engineering, there are common research
paradigms which include, but are not limited to, empirical research, exploratory research
and constructive research (Wang 2011). Design Science research and constructive research
are deemed the same and both can be classified as design-oriented frameworks (Piirainen
& Gonzalez 2013). In empirical research, a phenomenon is experimented upon or observed
with the aim of establishing a pattern that may lead to the realization of a certain nature of
the phenomenon. Exploratory research employs investigative means to gain insight into a
problem that has not been clearly defined (Wang 2011). Design Science on the other hand,
is a pragmatic research paradigm that solves real world problems through the

development of innovative artefacts.

3.2.2. ]Justification of design science research paradigm
Hevner et al. (2004) outlined some of the characteristics of problems that design science
research addresses. It is these characteristics that were used in determining the suitability
of employing design science in the study.
Design science research addresses problems with unstable requirements (De Silva et al.

2014). Generally, in the field of Big Data, requirements are not clear, especially in real-time
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Big Data systems like the SSEWDB where this type of system is not common. The
interactions among SSEWDB - system, the sensors, white spaces devices and users, in real-
time is complex. One other characteristic that Hevner et al. (2004) outlined is that
problems addressed by design science research have complex interactions among sub-
components. The most important justification is that, unlike the scientific method, where
the experiment validates the premise, in design science, theories are developed after
development of the artefact. In which case developing any knowledge on the research
question only came after the design took place. Problems that require creativity to be
exercised in problem solving also fall under the umbrella of problems addressed by design
science (De Silva et al. 2014). Even though ranking requirement is a straight forward
mathematical procedure, the design of the software architecture for the SSEWDB which, to
the best of the researcher’s knowledge, has not been done at the time of writing this report,

will require a great level of innovation and creativity.

3.2.3. Outline of design science research
It has been mentioned earlier that in design science, deeper understanding of the problem
will come as an effect of whatever artefact is made. Hevner et al. (2004) argued that by
building and evaluating artefacts which are addressing identified business need, it is then
that research will be made. The guidelines for carrying out design science research were
also outlined by Hevner et al. (2004) as follows:
Design the artefact, which means that the goal of design science is to have a viable artefact
as a product. This could be in a form of a method, construct or instantiation. In terms of this
study, this was the ranked list, software architecture and system simulation
implementation. When dealing with problem relevance, Hevner et al. (2004) stated that,
the developed artefact must be addressing a particular problem. In this instance, the
ranked list is answering the main research question; the software architecture is answering
one of the research sub-questions in showing how ranked attributes can be used to develop

an architecture, while the system itself is just further means of validating the work.
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3.3. SOLUTION STEPS
This section details the steps taken in answering the research question. These steps also
describe the flow of the entire research. These steps show the role of the case study,
literature review and how they all fit together in answering the research question. Figure 9

summarises the steps taken to fulfil the research.
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1. Gather
Requirements

l

2. Rank
Requirements

|
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into quality
Attributes
l L 4
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Work Done in
Literature
T
————————v
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6. Verify Com.pare LTS Authors
with Frequency N
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Architecture REnlier o} Attributes
Attributes Attributes |
v
7. Draw

Conclusion

4

End

Figure 9: Research solution steps flowchart

3.3.1. Requirements Gathering
In figure 9 above, Step 1 titled gather requirements is the initial stage of the research. The
CSIR provided a list of architectural requirements as input for the SSEWDB. These
requirements are non-functional in nature and describe how the system is expected to

behave rather than what it is expected to do. The list of architectural requirements is
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expected to be atomic in nature, meaning that one requirement should specify one desired

behaviour of the system, not multiple characteristics wrapped as one.

3.3.2. Ranking Requirements
The process of designing software architecture is not as straight forward as application
design. For example, if an architect was told to design a system that is secure and easy to
access at the same time. This in nature is a paradox. It therefore comes in handy to know
the priority of architectural requirements. To achieve this, ranking requirements is key,
and there are several scientific methods to choose from as shown in the literature, but the
method chosen to achieve this task is, ‘Facilitating Software Architecting by Ranking
Requirements based on their Impact on the Architecture Process’ by Galster & Eberlein

(2011).

This method addressed the problem that requirements techniques only focused on
resource constraints and stakeholder priorities and did not take into consideration the
effect which requirements have on the software engineering process. Galster & Eberlein
(2011) pointed out that the order in which requirements are implemented affects the

architecture process.

The method comprises of three steps, which are namely:
e Preparation
e Execution
e Presentation

These stages are directly mapped to the task that is being done on each stage respectively.
That is, in preparation stage, the requirements are being prepared for processing by the
method. The second stageis called execution. In this stage, the actual ranking of quality
attributes is being performed using all the information supplied in the preparation stage. In

the last stage, which is the presentation stage, the ranking index is calculated which will




then be used to present the outcome of the method to the stake holders (Galster & Eberlein
2011).

3.3.2.1.  Preparation
In presentation stage, the data that is given as input to the method is made ready for the
processes that it is about to undergo. That means the requirements are listed in an atomic
form. Atomic requirements are those that address one aspect of the system. What the
authors mean by that is that the quality attribute which a requirement is classified as must
not be more than one. This process may occur right after the process of requirements

engineering.

3.3.2.2.  Execution
At this stage, each requirement is given attributes which would help foretell or deduce the
impact of implementing that requirement on the entire architecture design process. These
attributes were to be seen from an architect’s point of view. Ten attributes were chosen to
be applied and measured for each requirement. These were chosen using a goal question
like metric, where the goal was describing the impact of implementing individual
requirements on the architecture process. Questions which one would ask about the impact
of implementing each requirement were summarised by the ten attributes which were

uncovered, where each attribute emanated from a question which one would ask.

The requirements attributes are to be listed, and then given a short description and a value
score. The ten attributes which are derived for this method and were to be applied in each

requirement were namely:
1. Effort
2. Risk
3. Complexity

4. Early design




5. Dependencies

6. Volatility

7. Hardware constraints
8. Aspects addressed
9. Importance

10. Familiarity

To help rank requirements, each of these attributes was given a value score which ranged
from one to five, in some cases, no or yes. For example, taking the familiarity quality
attribute, it may be a requirement to implement a security feature using a specific
encryption scheme, so a developer’s familiarity with the encryption scheme in question
may be one of the attributes of the requirement. Familiarity and all other requirement
attributes had to be measured and given scores, so one being low and five being high was
the score given. Table 6 below shows the requirements attributes (rn) and their associated

possible values with short descriptions.

Table 6: Requirements attributes (Galster & Eberlein 2011)

Quality Attribute of Explanation Value
Requirement
effort Estimated cost of 1 =low
implementing rn 2 =low-medium
3 = medium
4 = medium-high
5 =high
Risk Expected risk of failing 1=1low
to implement rn and 2 =low-medium
potential to introduce 3 = medium
errors into the software 4 = medium-high
5 =high

——
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complexity

Estimated difficulty of

implementing rn

1=Ilow
2 =low-medium
3 = medium

4 = medium-high

5 =high
early design Existence of design yes
information implied by rn no
dependencies Dependencies of rn with Any combination of
other requirements requirements in
requirements set R
volatility Likelihood of rn to change 1=1low
(this includes anticipated 2 =low-medium
change, i.e., “changeability”, 3 = medium
or un-anticipated 4 = medium-high
change, i.e., “flexibility”) 5 = high
hardware Existence of hardware yes
constraints constraints imposed by rn no
aspects System aspects addressed internal communication
addressed by rn external communication
user interface
business logic
importance Importance of rnas 1=1low
perceived by stakeholders 2 =low-medium
3 = medium
4 = medium-high
5 =high
familiarity Developers’ knowledge 1 =low

and experience related to

rn

2 =low-medium
3 = medium

4 = medium-high
5 =high
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3.3.2.3.  Presentation
The third and final stage of the process is called presentation. In this stage, a ranking index
for each requirement is computed using all the attribute values derived from the execution
stage. The higher the computed ranking index for each requirement, the more important
that requirement will be. Calculating ranking index is a four-stage process. The four stages

of calculating ranking index are:
e Defining impeding forces for each requirement.
¢ Defining enabling factors for each requirement.

e C(alculating the impact of both the impeding and the enabling forces for each

requirement on its ranking index.
e C(Calculating the ranking index for each requirement.

For both impeding and enabling forces, only attributes with ordinal values are used. Out of
the ten attributes, attributes with ordinal values are: effort, risk, familiarity, importance,
volatility, and complexity. The remaining four attributes for a given requirement will be

used in a later stage of post- processing.

3.3.2.4. Impeding Forces and Enabling Factors
The impeding forces were defined as attributes of a requirement which make it difficult to
implement that requirement. Table 7 below shows potential impeding forces that any

requirement might have.

Table 7: Potential Impeding forces (Galster & Eberlein 2011)

Attribute Criterion

effort Impeding force if attribute value has the highest

value among (effort, risk, complexity, volatility,

risk Importance). If more than one attribute shares the

highest value, more than one impeding force exists.




complexity

volatility

importance

familiarity Impeding force if value of familiarity is “low”.

Enabling forces on the other hand, are attributes which support the implementation of a
given requirement. Table 8below now shows in contrast, the potential values of the

attributes which would make them enabling factors.

Table 8: Potential enabling forces (Galster & Eberlein 2011)

Attribute Criterion

effort Enabling factor if attribute value has a value of
“low”. If more than one attribute has a value of

risk “low”, more than one enabling factor exists.

complexity

volatility

importance

familiarity Enabling force if value of familiarity is “high”.

3.3.2.5. Impact of Impeding Forces and Enabling Factors on Ranking Index
Impact is defined as the direct and inverse proportionality between both impeding forces
and enabling forces with ranking index of a requirement respectively. Let </n> denote
impeding forces and <En> denote enabling factors. The impact that < In> has on the ranking
index <pn> is denoted as <IInh>. The impact that <Ex> has on <pn> is also denoted as <EIn>.

Then equation 1 below denotes the impact of </In> on <pn>.




IIn=isIF(risk) x (-1) x valueOf{(risk) +
isIF(volatility) x (-1) x valueOf{volatility) +
isIF(importance) x valueOf{importance) + (D

isIF(familiarity) x (-5) x valueOf{familiarity)

Equation 1 means that if all attributes are impeding forces, then they are all summed up to
obtain the impact on the ranking index for that particular requirement n. If volatility and
risk are impeding forces, the values of those particular attributes are negated. This is
mainly because both risk and volatility have a negative impact on pn. Effort and complexity
are not considered when calculating IIn as they require additional information to have
influence on the order in which requirements are implemented. In the Equation 1 above, if
an attribute is an impeding force, then the value thereof, is one, else zero. That is,

is[F(<attribute>) = 1 if <attribute> is an impeding force, else 0 (Galster & Eberlein 2011).

When calculating EI» on pn, attributes with the value of “low” are the only ones considered
with the only exception being familiarity with the value of “high”. The values of attributes
when calculating EI, are the same, unlike the values of attributes when calculating IIn. This
therefore implies that EI, by multiplying the number of En by the highest value of which an
attribute can attain is five. A high EI,, is always preferred for a requirement to have a good

positive impact on pn. Equation 2Zbelow denotes the calculation of EIx.

EIn=5X| Enl (2)

After the calculation of both the /In and EI», the ranking index pn must be calculated. Ranking
index, pnis calculate by weighing IIn and EI. against each other, that is weighing impeding
forces against enabling factors (I/In + EI:). The value of the requirement attribute importance
is now used at this stage of calculation of pn. Importance is applied to (I/In + EI») by means of
multiplication in different ways depending on the value of (IIn + EI). Equation 3 below

shows the complete calculation of pn.
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importance, X (IIn + EL) iff (IIn + El) >0
Pn = importance, if f (IIn + EI.) =0 3)
(1/importance,) X (IIn + EL) iff (IIn + EI) <0

From the above equation, pn can be calculated for every requirement n. After the
calculation, a priority list can be obtained, showing the most important requirements.
Hence, the implementation order when architecting a software system. There are other
requirements attributes which were not used in the calculation of pn, these are early
design, hardware constraints, dependencies, and addressed aspects. The use of these
requirements is to further create sub-groups out of the priority list of ranked software

architecture requirements (Galster & Eberlein 2011).

After the list of ranked software architecture requirements is produced, then each
requirement shall have a corresponding quality attribute which it falls under. This, in

effect, is step 3 of the research approach shown in figure 9.

3.3.3. Comparison of ranked quality attributes with literature
Subsequently, a list of ranked quality attributes is produced; it is not enough to answer the
research question. In answering the research question, of what the most important quality
attributes to real-time big data systems are, one must compare the ranked list of quality
attributes with what has been reported by other architects in literature. This will
corroborate or dispute the findings made in the dissertation. In other words, revealing
whether or not the resultant list of ranked quality attributes from the research is consistent

with other work reported in literature gives validation of the dissertation.
Comparison is achieved in three ways:

e The first comparison is when the literature reports have already explicitly ranked
quality attributes. This is straight forward comparison of the two ranked quality

attribute lists.




e The second one is that of comparing the ranked quality attribute list from the study
with the frequency of the occurrence of the quality attribute. That is quality in an
ideal situation, quality attributes higher up the resultant ranked list would be
expected to have a higher frequency in occurrence throughout the reported work in

the literature.

e The third comparison is using the perceived emphasis which the author of this
research had when reviewing the literature material. That is, the author’s
perception on which quality attribute was emphasis being place on by the authors of
the reported literature material and comparing that with the ranked list in this

research.

3.3.4. Software Architecture Design
When the architecture requirements have been ranked and mapped to their quality
attributes, a software architecture is designed as denoted in step 5 of the research
approach framework. This is done to further validate the work and answer the research
sub-question of how a software architecture could be specified using ranked quality
attributes. Such that, using the ranked quality attributes, a software architecture for the
SSEWB is designed and the users, being the CSIR, had to approve. This would mean the
users deem it to address the requirements they had. Some quality attributes, like accuracy,
denote some elements on functional requirements presented. So, Architecture description
languages which focus exclusively on non-functional (quality) attributes would not fully
present the architecture of the system. It is for this reason that the Krunchten4+1
architectural methodology was used. This is mainly because most architectural description
languages do not encompass application design whereas the Krunchten 4+1 methodology

does.

The scope of the software architecture design would be as presented by Solms (2012),

consisting of four parts, namely:

e Basic concepts and constraints
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e Architectural Components
e Access and integration channels
e Architectural Strategies

Basic concepts and constraints are software architecture specific concepts. An example of a
basic concept and constraint is that in SOA, a service must be stateless (Solms 2012).
Architectural components refer to a set of software components addressing technical
concerns. Access and Integration channels refer to how software services are accessed and
how software components communicate. Architectural strategies are mechanisms and

tactics through which quality attributes are addressed.

3.3.5. Software Architecture Verification
Software architecture verification is performed in accordance with the requirements stated
by IEEE 1012-2004(2004) standard. For the research to achieve this, an experiment of the
system that was intended for the architecture had to be build. The most important quality
attributes to the client are tested and they reveal the conformity of the architecture to the
given quality requirements. That is, the most important quality attributes to the client were
tested in an experiment, demoed to the client and a sign off document where the client

verified the system conforming to their requirements was used as a means of verification.

3.4. CONCLUSION

In this chapter, the research paradigm and the steps in answering the research questions
detailed in chapter one, were presented. The research paradigm and solution steps were
also justified and explained in context of other alternatives. The solution steps followed in
this dissertation were detailed in this chapter. Evidence from all the solution steps is
collected and analysed. A conclusion is drawn reflecting on the research questions and
answers uncovered during the research. Light is shed on new problems discovered during

this research in the future work section.
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4. RESULTS

4.1. INTRODUCTION
This chapter shows the results of the research. The results shall be presented in three
parts. The first part is the ranking of the requirements of the SSEWDB. The second part is
the software architecture design. The final part will be an experiment where the SSEWDB
was deployed and tested. The main output of the research is the first part of the results,
which is the ranking of the requirements of the SSEWDB. The architecture design and
experiment answer research sub-questions as specified in section 1.2.2 and serve to
corroborate the findings in the first section of the results, which is the ranked list. The
validity of the ranked list is corroborated by the software architecture design and
experiment through showing that the ranked list eases the software architecture design

process, which is one of the main aims of this research.

4.2. RANKING REQUIREMENTS OF THE SSEWDB
In this section, requirements of the SSEWDB are ranked using a method called, ‘Facilitating
Software Architecting by Ranking Requirements based on their Impact on the Architecture
Process’ by Galster & Eberlein (2011). By ranking requirements of the SSEWDB, the most
important quality attributes of the SSEWDB, being a real-time big data system, are

uncovered and so will the implementation sequence in the architecture design.

4.2.1. Presentation
In this phase of the ranking method, the requirements that need to be ranked are listed by
the stakeholders which are the CSIR. Researchers at the CSIR had already prepared a
requirements document listing the functional and non-functional requirements of the
SSEWDB. Table 9 shows the architectural requirements of the SSEWDB as provided by the
CSIR. The least important requirement will have a rank of 1 while the most important

requirement will have rank 5.
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Table 9: Architectural requirements of the SSEWDB

Requirement | Requirement Stakeholder

Index rank

R1 Handle x (10 000) concurrent users. 4

Rz System must be up 99.5% of the time. 4

Rs Allow not more that 3% failure rate of request due to architectural 4
faults.

R4 Maximum delay in fulfilling a request should not be more than 4 5
seconds.

Rs Support low powered sensors 5

Rs Accuracy at 5 decimal points 4

Rz Provide security at all levels 3

Rs Use only open source software 5

Ro Use open standards to avoid vendor locking where tv-whitespace 4
protocols are not specified.

R1o Use 100% accuracy on sensed spectrum 5

4.2.2. Execution

The requirements listed above will now serve as input to the ranking method. Table 10
shows the requirements of the SSEWDB with their attributes and values. These attributes
and values were decided upon by the software development team and the researcher
during regular Joint Application Development (JAD) sessions. Although the researcher is
the main architect, the team was brought in to remove subjectivity and more accurately
capture how fulfilling each requirement affects the software development process based on

the teams™ previous experience. The details of the regular JAD sessions are beyond the

scope of this research.




Table 10: The requirements of the SSEWDB with their attributes with values

Requirement index

Requirement qualities

R1

Effort = “medium”

Risk = “medium-high”

Complexity = “medium”

Early design = “No”

Dependency = {}

Volatility = “medium”

Hardware constraints = “yes”

Aspects addressed = {process execution engine, access and integration channels,
persistence}

Importance = “medium-high”

Familiarity = “medium-high”

Rz

Effort = “medium”

Risk = “high”

Complexity = “low”

Early design = “No”

Dependency = “None”

Volatility = “low”

Hardware constraints = “yes”
Aspects addressed = {deployments}
Importance = “medium-high”

Familiarity = “high”

R3

Effort = “medium”

Risk = “High”

Complexity = “medium-high”
Early design = “No”

Dependency = {R1,R2 ,R4}
Volatility = “low”

Hardware constraints = “yes”
Aspects addressed = {deployment}
Importance = “medium-high”

Familiarity = “medium”
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R4

Effort = “medium-high”

Risk = “High”

Complexity = “low-medium”

Early design = “no”

Dependency = {}

Volatility = “low”

Hardware constraints = “yes”

Aspects addressed = {processing, persistence, deployment}
Importance = “high”

Familiarity = “medium”

Rs

Effort = “low”

Risk = “medium”

Complexity = “low”

Early design = “yes”

Dependency = {}

Volatility = “no”

Hardware constraints = “yes”
Aspects addressed = {deployment}
Importance = “medium-high”

Familiarity = “high”

Re

Effort = “low”

Risk = “high”

Complexity = “low”

Early design = “no”

Dependency = {}

Volatility = “medium-low”

Hardware constraints = “no”

Aspects addressed = {software implementation}
Importance = “medium-high”

Familiarity = “high”

R7

Effort = “medium”
Risk = “medium-low”

Complexity = “medium-low”
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Early design = “no”

Dependency = {}

Volatility = “high”

Hardware constraints = “no”

Aspects addressed = {Software, hardware}
Importance = “medium”

Familiarity = “high”

Rs Effort = “low”

Risk = “low”

Complexity = “low”

Early design = “yes”
Dependency = {}

Volatility = “low”

Hardware constraints = “no”
Aspects addressed = {software}
Importance = “high”

Familiarity = “high”

Ro Effort = “low”

Risk = “high”

Complexity = “medium-low”
Early design = “yes”
Dependency = {}

Volatility = “low”

Hardware constraints = “no”
Aspects addressed = {software}
Importance = “high”

Familiarity = “medium-high”

R1o Effort = “medium”

Risk = “high”

Complexity = “medium-high”
Early design = “yes”
Dependency = {}

Volatility = “medium”
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Hardware constraints = “no”
Aspects addressed = {deployment, software}
Importance = “high”

Familiarity = “medium-low”

4.2.3. Presentation
The presentation phase is where the outcome of the method is organised and presented to
the stakeholders. The ranking index, p,, will be calculated for each requirement, Rn. In
calculating p,,, the impact of impeding forces, IIn, for Rn and the impact of Enabling factors,
El,, for Rn will first have to be calculated. The result of sum of IIn and EI» as shown in

equation 3 will then be used to calculatep,,.

Calculating the impact of impeding forces, IIn on ranking index, p,, for each requirement, Rn

of the SSEWDB as explained in Equation 1.

Where isIF(<attribute>) is equal to 1 if the attribute value is the highest among all attribute
values except familiarity which must be “low”. There can be more than one highest

attribute value.

For Ry, Il = [((-1) x (4)) + (0) + (4)]
= -4+4
=0

For Rz, II2=[((-1) x(5)) + 0 + 0 + 0]

For Rs, Il3=[((-1) x (5)) + 0 + 0 + 0]
=-5

For Re, Ils= [((-1) x (5)) + 0 + 5 + 0]
=0

For Rs, IIs=[0+ 0 + 4 + 0]
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=4

For Re, Il6=[((-1) x (5)) + 0 + 0 + O]
=-5

For Rz, II7=[0 + ((-1) x (5)) + 0 + 0]
=-5

For Rs, IIs=[0+ 0 + 5+ 0]

=5

For Ro, IIo= [((-1) x (5)) + 0 + 5 + 0]

I
lo

For Rio, IT10= [((-1) x (5)) + 0 + 5+ 0]
=0

Calculating the impact of enabling factors, EI. on ranking index, p,, for each requirement, Rn

of the SSEWDB is done with Equation 2, where the parameters are such that;

For Rn, Eln= [(isIF(effort) + isIF(risk)+isIF(volatility) +isIF(importance) +islIF(familiarity)
+isIF(complexity))x 5]

Where islF(<attribute>) is equal to 1 if all attribute values are “low” except familiarity

which has to be “high”.

ForRy, Eh=[(0+0+0+0+0+0)x5]
=0x5
=0

ForRz, EL=[(0+0+1+0+1+0)x5]

=2x5

]
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=10

ForR3, E=[(0+0+1+0+0+0)x5]
=1x5
=5

ForR4, El+=[(0+0+1+0+0+0)x5]
=1x5
=5

ForRs, Els=[(1+0+1+1+0+1)x5]

ForRe, Ele=[(1+0+1+0+0+1)x5]
=3x5
=15

ForR7, El7=[(0+0+0+0+0+1)x5]
=1x5
=5

ForRg, Els=[(1+1+1+1+0+1)x5]
=5x5
=25

ForRo, Elo=[(1+0+1+0+0+0)x5]

=2x5
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=10
For Rio, El1o=[(0+0+0+0+ 0+ 0) x 5]
=0x5

=0

Calculating ranking in index, p,, for each requirement Rn of the SSEWDB is done using

Equation 3 is done below.

For Ry, p1=(0+0)
=0

For Rz, p,=[(-5 + 10) x 4]
=5x4
=20

For R3, p3= (-5 +5)
=0

For R4, p4=[(0 + 5) x 5]
=5x5
=25

For Rs, ps=[(4 + 20) x 4]
=24x4
=96

For Re, pg=[(-5 + 15) x 4]

=10x4

]
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=40

For R7, p;=[(-5 + 5)]
=0

For Rs, pg=[(5 + 25) x 4]
=30x4
=120

For R, po=[(0 + 10) x 4]
=10x4
=40

For Rio, p1o=[(0 + 0)]

=0

From the above calculations, one can derive the ranked list of requirements. The ranked list
of requirements of the SSEWDB based on ranking index, p,, for each requirement, Rn of the

SSEWDB is given in table 11.

Table 11: The ranked list of requirements of the SSEWDB based on ranking index, pn

Requirement | Requirement Rank Index

Index Pn

Rs Use only open source software 120

Rs Support low powered sensors 96

Rs Accuracy at 5 decimal points 40

Rog Use open standards to avoid vendor locking where tv-whitespace 40
protocols are not specified.

R4 Maximum delay in fulfilling a request should not be more than 4 25
seconds.




Rz System must be up 99.5% of the time. 20

R1 Handle x (10 000) concurrent users. 0

Rs Allow not more that 3% failure rate of request due to architectural 0
faults.

R7 Provide security at all levels 0

R1o Use 100% accuracy on sensed spectrum 0

The list in table 11 is subject to four constraints listed by Galster & Eberlein (2011). These

constraints are namely:

Early design

Dependencies

Hardware constraints

Addressed aspects

Requirement Riohas a constraint of being a requisite requirement that is imposed on the

software architecture design. Thus even-though it has a calculated rank index lower than

most requirements on the list, it inherits a greater significance because of this constraint.

After considering all these constraints, the ranked list of requirements of the SSEWDB

changes and yields final results of ranked requirements of the SSEWDB shown in table 12.

Table 12: final results of ranked requirements with quality attributes of the SSEWDB

Rank Requirement | Requirement Quality Attributes Rank
Index Index p,,

1 R1o Use 100% accuracy on sensed spectrum | Accuracy 0

2 Rs Use only open source software Cost 120

3 Rs Support low powered sensors Interoperability 96

4 Rs Accuracy at 5 decimal points Accuracy 40




5 Ry Use open standards to avoid vendor Interoperability 40
locking where tv-whitespace protocols
are not specified.

6 R4 Maximum delay in fulfilling a request Performance 25
should not be more than 4 seconds.

7 Rz System must be up 99.5% of the time. Availability 20

8 R1 Handle x (10 000) concurrent users. Scalability 0

9 Rs Allow not more that 3% failure rate of Reliability 0
request due to architectural faults.

10 Rz Provide security at all levels Security 0
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4.3. SOFTWARE ARCHITECTURE DESIGN

4.3.1. Introduction
The software architecture section describes the process involved in designing a software
architecture of the SSEWDB using the ranked requirements list. The Software Architecture

design will be conveyed in two phases, namely:

e Early design decisions

e Architecture presentation
The early design decisions phase or section shows all software architecture design
decisions that were taken through the scope of all architectural responsibilities as laid out
by Solms (2012). This section illustrates how the ranked list requirements/quality
attributes were addressed and the rationale behind every design decision. Architecture
Presentation describes the architecture of the SSEWDB using an architecture Description

language known as the Krunchten 4+1 Architectural views.

Before the software architecture design process is presented, it is important to have a high-
level overview of the description of the SSEWDB. The SSEWDB is introduced together with
its main purpose in section 2.4. Figure 10 shows the basic process description of the

SSEWDB, in terms of its inputs, processing and output components.

Inputs
Outputs
Primary data Spectrum
(e.g. '!'V L management
transmitter Processing facilities
properties) —
Free Spectrum /
User properties determining Sensed /
(Location > algorithm »  spectrum > | Free Spectrum
'’ . \
N H (Channel augmentation \
antenna height, N
allocation)
antenna power)
Spectrum
Usage
Sensed L statistics
Spectrum

Figure 10:Basic process description of the SSEWDB




4.3.2. Early design decisions
In this section, design decisions are made and justified with respect to the ranked list in
table 12. The requirements for the SSEWDB are addressed in descending order, from the
most important to the least important, using the rank in table 12. The scope of architecture
will be as stated by Solms (2012). The scope of architecture as stated in 2.3.4 covers

mainly:

e Basic concepts and constraints

e Architectural Components

e Access and integration channels

e Architectural Strategies
It is important to note that while showcasing the design decisions that, how many decisions
were there and exploring all other possibilities of design decision are beyond the scope of

this research. The main point is to show that a ranked list enables making trade-offs easier.

Basic Concepts and Constraints

Ensure that architecture has low device compatibility.

Architectural Components

Table 13 shows the hosting platform choice matrix. Table 13 and all other tables in this
section will show competing design options, the choice that was selected and the rationale

behind picking one option over the other.

Table 13: Hosting platform choice matrix

Options Choice Reason
Centre for High Performance | Yes Ri, Rz, Rz and Ras.
Computing (CHPC) e Ensure Maximum

Performance  through

High Performance



https://www.chpc.ac.za/
https://www.chpc.ac.za/

Computing.

e Ensure high scalability
and maximum
availability through the
use of a cloud Platform

as a Service.

Local Hosting (Normal Servers at | No Will not satisfy maximum
CSIR premises) performance.
Will not ensure maxim

availability and will not scale as

cloud hosting at CHPC.
Adding message queue to hosting | No Message queues will cause delays
environment to ensure R: and Rs which would compromise R4
are achieved. (to ensure which is higher in the ranked list.
reliability) Scaling up wusing the CHPC

platform is the preferred option.

Table 14 shows the deployment from sensors to SSEWDB choice matrix. Table 14 shows
the technology type, or the integration pattern chosen between the SSEWDB and the

Spectrum sensors.

Table 14: Deployment from sensors to SSEWDB choice matrix

Options Choice Reason

Point-point No Will not support low powered
Sensors.

Gateway deployment yes Rs, ensuring interoperability

with low powered sensors

through using a gateway as a

proxy.
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Table 15 shows the SSEWDB execution environment choice matrix. This shows the options
available for selecting the execution environment. The reason behind the execution

environment ultimately chosen is given.

Table 15: SSEWDB execution environment choice matrix

Options Choice Reason

Apache Storm No There will be no unbounded data
streams as spectrum is sensed

and aggregated over time.

Java EE Yes Rio and Rs, spectrum is sensed
over-time and aggregated to
ensure  maximum  accuracy.

Transactional Environment.

Table 16 shows the SSEWDB persistence technology choice matrix. Table 16 shows the
type of technology used for storage of data of the SSEWDB. These were relational or the
new NoSQL DBMS. The type of DBMS chosen, and the reason are also given.

Table 16: SSEWDB persistence technology choice matrix

Options Choice Reason

Relational Yes Data is structured and has
relationships. Environment is

transactional.

NoSQL No Data is semi-structured or

Unstructured.

Access and Integration channels

Requirements Roand Rsare considered when deciding on access and integration channels.

Table 17 shows application level protocols between sensors and SSEWDB:




Table 17: Application level protocols between sensors and SSEWDB

Options Choice Reason

Message Queuing Telemetry | Yes Rs, ensuring interoperability with

Transport (MQTT) (ISO/IEC JTC1 low powered sensors as MQTT is;

Information technology. 2016) Light weight protocol, optimised
for high latency so will perform
better in rural parts of Africa
with slow network connections,

Hypertext transfer  protocol | no Heavier than MQTT and in rural

(HTTP) (Fielding et al 1999)

parts of Africa with bad
connections, will not perform as

good as MQTT

Table 18 shows messaging protocols between whitespace devices and SSEWDB. The
message protocols entail the type of message schema and type of message exchange

protocol the SSEWDB will use. Below, this was mainly influenced by already existing

standards.

Table 18: Messaging protocols between whitespace devices and SSEWDB

Options Choice Reason

Protocol to Access White-Space | Yes Ro

(PAWS) (IETF 2015) (over Ensure interoperability as PAWS

HTTP) is an accepted white space
standard that is open.

XML and other forms of | No Will not support interoperability

messaging (over HTTP)

as they are not defined standards

in the white space community.

Table 19 shows messaging protocols between sensors and SSEWDB. As in above, the
message protocols entail the type of message schema and type of message exchange

protocol the SSEWDB will use. Below, this was mainly influenced by already existing

standards.
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Table 19: Messaging protocols between sensors and SSEWDB

Options Choice Reason

IEEE 802.22.3 (IEEE- | Yes Ro

STANDARDS ASSOCIATION Ensure interoperability as this is

2017). a draft standard that will be
accepted white space standard
that is open.

IEEE 1900.6 (IEEE Standards | yes R

Association 2016)

Ensure interoperability as this is
a draft standard that will be
accepted white space standard

that is open.

Architectural Strategies

Table 20 shows the Architectural Strategies employed on SSEWDB to ensure that it satisfies quality
attributes specified in table 12.

Table 20: Architectural Strategies employed on SSEWDB

Problem Quality attribute to | Strategy Implementation
address
To compute the | Performance (R4) Scale across time Pre-process the data and

parameters for primary store results

data is processor

intensive and causes

delay

Ensure quick response | Performance (R4) Scale resource up Centre for High

time. Performance Computing
(CHPC)

Thread, connection and

Object pooling at
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o)}
w

| —


https://www.chpc.ac.za/
https://www.chpc.ac.za/
https://www.chpc.ac.za/

execution environment.

Indexing the database

layer.
Ensuring security at all | Security (R7) Authentication, Authentication when
levels encryption SSEWDB  services are

requested. Encryption at
the device and sensor

levels to the SSEWDB.

4.3.3. Architecture Presentation
This subsection depicts the architecture of the SSEWDB. The Architectural Description
Language (ADL) used here is the Krunchten 4+1 architectural views. This ADL expresses
software architecture in five views, which are the logical view, process view, physical view,
development view and use case/scenario view. What each view represents or depicts will

be explained in the brief introduction of the respective view, then diagrams will follow.

4.3.3.1.  Logicview
This view is used to show application functionality. In this view the functionality of the
SSEWDB will be shown and how the SSEWDB fulfils that functionality will be the main
concern of the view. Figure 11 below shows the UML state diagram SSEWDB and shows
how the SSEWDB fulfils its main functionality, which is to calculate and provide users with

free spectrum, considering spectrum sensing in the calculation.
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Figure 11: UML state diagram of the SSEWDB

Figure 11 above shows how the SSEWDB fulfils its main function of calculating and then

providing free un-used spectrum to secondary users. Figure 11 shows how the SSEWDB
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fulfils its main function by showing the transition in state of a request, up until it becomes a

response to the end user. The end-user in this case can be a human user or a WSD.

The starting state is a request being made to the SSEWDB. An action of sending this
request, which is made by the end user over the internet, prompts a change in state of the
requested once it starts being processed by the SSEWDB. In this state, parameters are
extracted, and these parameters will serve as input to the system. The extracted
parameters are then transformed into calculated available spectrum by an action of
calculating spectrum. Additional input to calculating spectrum is processed spectrum data.
The processed spectrum data which is kept in a data store can be television station

properties and terrain files.

An action of aggregate calculated spectrum changes the state of the calculated available
spectrum to now being, spectrum aggregated. The most recently sensed spectrum data
from the user’s location is an additional input to aggregating calculated spectrum data.
What the aggregated spectrum state means is that the calculated spectrum was cross-
referenced with sensed data using some technique to increase accuracy of the SSEWDB.
The techniques used to aggregate spectrum are however beyond the scope of this research.
An action to produce spectrum response transforms the aggregated spectrum into

available spectrum which is now useful to the querying user.

4.3.3.2.  Physical view
This view shows the mapping of software into hardware and it also shows how the system
is deployed in its environment. To achieve this, a UML deployment diagram is usually used.
The separate system hardware entities are shown as blocks and these blocks serve as
platforms to run different software that the system needs. There is also communication
between these blocks and sometimes relationships. Figure 12 below shows the UML
deployment diagram of the SSEWDB. The main blocks are the SSEWDB, which is where the
system resides (CHPC server at the moment), Remote Map Server, Remote server, gateway

platform, Prediction Environment, Low-powered sensor, Browser client and Device Client.




Low Powered
Sensor

Remote Map Server

Publish | Gateway verlays Remote Server
. 3rd Party Map service Software | | KML and Image contour
A D'
d broker(Mqtt 0. Files

Server)
T ~-Viap APt

Subscribe

N -HTTP-Client
Browser Client
GLSD-CHPC Instance
0.*
1 »l\hap Implementation
-HTTP- Serv »
JBoss Application Server | MySQL DBMS
T "N
-WSD-PAWS
Device Client |

o -GLSD-PAWS 1

Figure 12: UML deployment diagram of the SSEWDB

The Deployment diagram in figure 12 shows the SSEWDB in a physical view as pointed out
earlier. The SSEWDB has MySQL as the relational database management system. In this, all
data relating to the transmitters, white space devices (WSDs) and all other related
information is stored here. The database store (MySQL) is used by the Application housed
in the Glass Fish Application Server. All software implementation is housed here, from the
channel allocation algorithm, Map API implementation, PAWS protocol implementation to

the general functionality of the SSEWDB, it is all here.

The SSEWDB communicates with the WSDs through PAWS, which is a protocol that uses
JSON schemas over HTTP to establish communication. There is also the human client who
communicates with the system through a browser. The system also communicates with a

3rd party Map service provider; this may be Google Maps, Microsoft Bing, open street maps




or any other. To establish communication with the maps service, map APIs are used. These
APIs also communicate with Keyhole Mark-up Language (KML) files and image contour

files on a remote server, to help 3rd party maps overlay that information on a map.

The prediction tools from the prediction environment generate all needed data that will be
stored in MySQL, so there is a feed relationship between the two. The Image contours and
the KML files also come as a result of the prediction process. And so, the KMLs and image
file are then stored on a remote server where they can be accessed and processed both by

the map API and 3rd Party Map service provider.

4.3.3.3.  Process view
Figure 13 shows a sequence diagram of the SSEWDB. It describes how events will unfold as
a spectrum is being queried from the system. Data is being read from the sensors to the
server sensing interface. From the sensing interface, it is then stored in a database after
being sensed over a period of time and being aggregated to ensure accuracy. In the
database, it awaits being read and used by a device (WSD) through the PAWS protocol or a
human user through a browser, when spectrum is queried. Queries for spectrum through a
browser are almost the same as queries for spectrum through the PAWS protocol, the only
difference being, device queries need more connections to the SSEWDB as they initialize
and validate a device before it is served. This is to ensure security and it is also a PAWS

protocol feature (IETF 2015). This is illustrated in figure 13 below.
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Figure 13: UML Sequence diagram of the SSEWDB

The WSD will start off by the initialization request, init Request. Then the PAWS-SI will
pose an initialization query to the DBMS storing all device and user information. The DBMS
will then provide a response to the PAWS-SI which will then respond to the user with init
response. A registration query will be posed by the WSD and a similar set of events will

occur with the init being replaced by registration.

After a registration response, the WSD will pose a spectra request. The PAWS-SI will still
check the credentials of the device and verify that the WSD is indeed authorised to ask for
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spectra. One may ask why even at this stage, verification is important. This is so because an
attacker may jump some of these steps and try to use the system, so the security principle
of mutual suspicion is applied here (no one process, or step can trust that the WSD is

verified because it completed the previous processes).

The PAWS-SI will then request white space channels (WS CH Request) from the channel
allocation algorithm (CH-ALG). The algorithm will query data needed to carry out its
computation from the DBMS and then make a response to the PAWS-SI. The PAWS-SI will
then make a spectra response to the WSD, which will then make a request for specific
White space channels (WSCH). The PAWS-SI will then forward this request to the channel

allocation algorithm which will then respond with specific channels.

The PAWS-SI will then make a specific channels allocation to the WSD. The WSD will notify
the Geo-location spectrum database that it will use the spectra, and then through the
PAWS-SI, the Geo-location spectrum database sends an acknowledgement. Thus,

concluding the WSD communication with the Geo-location spectrum database.

4.3.3.4.  Development View
This view depicts the SSEWDB software with its main modules. The internal working of the
SSEWDB is represented in modular form and how those modules relate is also shown. The
external systems interacting with the SSEWDB will also be shown as modules. Figure 14
below shows a UML component diagram of the SSEWDB. The components named using
bolded font are the ones which will be explained in the following sections as they form the

main components of the system.
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Figure 14: UML component diagram of the SSEWDB

The spectrum sensor is the first module that needs to have an interface to the system. The
spectrum sensor interfaces with the system through a publish-subscribe integration
pattern. The publish-subscribe integration module is housed in a gateway. There may be a
number of gateways as the sensed space increases. Spectrum sensors will be publishing to
a topic that the SSEWDB end-point module will be subscribing to. The end-point module

will be pushing sensed data to a data-source for persistence.

The data-source also has data from the pre-processor module. The pre-processor module
has data mainly in two forms. Primary user data and protection rules from regulatory
authorities like Independent Communications Authority of South Africa (ICASA) and The
Office of Communications (OFCOM) are the first form. The second type of data is third party
digital terrain models that help determine the surface area where spectrum prediction is
performed. This data is pre-processed, and the results stored in the data-source, and is

used for spectrum calculation once a request is made.




A request can either be from a WSD and a human user through a browser. These two
request channels have two distinct interfaces to the SSEWDB. The WSD queries the system
using Protocol to Access whitespace IETF (2015). This interface follows a request-response
integration pattern and interfaces with the SSEWDB through the Paws Implementation
module. The browser, on the other hand, interfaces with the SSEWDB through the web-
front end. An example of what this looks like can be seen at CSIR (2013).

Both front-end modules have an interface to the channel aggregator module. This module
has an interface to the channel calculation module. The channel calculation module, using
patented channel allocation algorithm (International Patent Office 2012) together with
other calculation algorithms which are beyond the scope of the research, calculate free
spectrum. This uses the request and the stored data from the data-source as input. The
channel calculation module then forwards the results to the channel aggregator which then
also uses the stored sensed data to cross reference the results of the calculation using some
predefined scheme. The schemes used to cross reference calculated spectra with stored
sensed data are beyond the scope of this research. The aggregator then forwards its results
to either the web front-end or Paws Implementation depending on where the original

request came from. The result is then given out.

4.3.3.5.  Scenario
This view validates the architecture by showing all available scenarios of the system. This
is done through depicting scenarios which are consistent with the other four views of the
methodology. The way in which the architecture will be shown is through depicting the
details of major scenarios through the use-case diagram. Figure 15 shows a scenario of a

white space device successfully requesting spectra from the SSEWDB.

Figure 15 shows the UML use case diagram of the SSEWDB. This is done through a use case
diagram other than a detailed scenario diagram for each use case. The several actors on the
SSEWDB are depicted by stickmen which are a UML standard. The individual use cases are

in the circles inside the SSEWDB system. There is a “uses” relation between the actors and
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the respective use cases. The use cases may also use other independent use cases in the

system, thus there is also a “uses” relationship among the use cases inside the system.

SSEWDB

«uses»

System Administrator

egulator

«uses»

«uses»

«uses»
WISP (Net Admin)

«uses»

«uses»

«uses»

Simulation

Environment Researcher

Figure 15: UML use case diagram of the SSEWDB
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From the above use case diagram in figure 15, the system administrator uses the system for
general system administration tasks. This also encompasses creating and deleting instance
administration for WISPs. These instance-administrations for WISPs allow the WISPs to
register and delete devices within a certain section or partition of usage they are provided.
This means that WISPs cannot register and delete devices outside their instance, that is,

other WISPs devices.

The WISP, together with the WSD, can also use the system by requesting spectra. This use
case is also used by the simulation environment. The simulation environment is used by

the research community when research on white spaces or generally on spectrum is made.

4.4 EXPERIMENT

4.4.1. Introduction
In this section, the system implementation of the software architecture design presented in
section 4.3 is tested. The first part of this section explains the experiment set up and
substantiates the rationale behind choosing the components chosen for the experiment.
The second part describes the experiment. The last part concludes the experiment

subsection.

4.4.2. Goal of Experiment
The overall goal of this experiment is to test whether the system met client requirements
after being developed following the approach proposed in this research. In section 4.2 and
section 4.3, it has already been shown how the system met client requirements, however,
the most important requirements to the client require additional practical testing of the

system.

The aim of the experiment was to test the system against the most important requirements

of the client. Table 21 shows the client requirements tested during the experiment. These




requirements were extracted from the initial requirements of the SSEWDB provided by the

client with their corresponding rankings from the client.

Table 21: Tested Client Requirements

Requirement | Requirement Quality Attributes Stakeholder Rank
Index
R4 Maximum delay in fulfilling a Performance 5

request should not be more than

4 seconds.

Rs Use only open source software Cost 5

Ri1o Use 100% accuracy on sensed Accuracy 5
spectrum

Ri1 Handle x (10 000) concurrent Performance 4
users.

R3 Allow not more that 3% failure Reliability 4

rate of request due to

architectural faults.

Only requirements that are practical and are most important to the client were chosen for
testing. These are requirements given a score of 5 by the client. Requirement R1, however
had a rank of 4 but was chosen as it relates to R4 because of performance. That is, it would
be desirable to test if maximum delay is still less than 4 seconds per user when x10 000
concurrent requests are made. Requirement Rs is practical and has a relation to
performance of the system in that it would be desirable to test the reliability of the system

having meet its performance requirements.

The other remaining requirements are not as practical and those are achieved in the design
phases (sections 4.2 and 4.3). The remaining practical requirement is that of 99.5%
availability, and this is covered by the Service Level Agreement (SLA) which the CHPC has
with the CSIR on hosting the SSEWDB. This document is confidential, but during the course

of the experiment, no downtime was experienced.




4.4.3. Significance
The significance of this experiment was to achieve the goal stated in 4.4.2 with
consideration of early design decisions in 4.3.2 in table 12 where it was stated that scaling
up is the preferred method for meeting R4. That is, when the system is overwhelmed with
requests at high speeds, it will drop requests that it is unable to process, this is the

significance of message queues. Keeping requests waiting to be processed in a queue.

In order to handle large volumes of data (R1) and ensure minimum requests are discarded
R3, Enterprise systems use message queues (Kim et al. 2016). Message queues, however,
compromise performance (R4) (Sadooghi 2015). Following the ranked software quality
attributes in table 21, R4 has a higher rank that R1. So, to fulfil both software quality
attributes, scaling up in order not to drop any unprocessed resources was chosen in the

early design decision section.

4.4.4. Inputs to the Experiment
The experiment will have a spectrum request and hosting platform resources as inputs.
The spectrum request will remain fixed as this follows a standard (IETF 2015). The hosting
platform resources will be the control variables that will help us determine the optimum
performance of the system following the priority of quality attributes imposed by the

ranked list.

Table 22 below shows the input break-down of the spectrum request of the SSEWDB. The
input break-down shows the details of the request made by which WSD to the SSEWDB.

Table 22: Input Break-down of Spectrum Request of the SSEWDB

Parameter Parameter value

name

Request Spectrum Request

name

Request Size | 536 Bytes
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Request type | HTTP - Request

Messaging PAWS (IETF 2015)

Protocol
Message {"method":"spectrum.paws.getSpectrumSs","id":
Body "req-id-01","params":{"antenna":{"heightType":"AGL","height":10.2},

"location":{"point":{"center":{"latitude":-24.0,"longitude":29.0}}},
"type":"AVAIL_SPECTRUM_REQ","version":"1.0",
"deviceDesc":{"serialNumber":"SN504","modelld":"MN110","fccld":"FCC110"}},

"jsonrpc":"2.0"}

The message body from table 22 above shows all the parameters the SSEWDB needs in
order to calculate the available spectrum the WSD making the request. How this happens
from a software architecture perspective has been described in section 4.3 but how it
happens from an application functionality perspective is beyond the scope of this research.
It is important to note that this is the main functionality of the SSEWDB and most

computationally intensive.

Table 23 shows the SSEWDB resources break down from the CHPC hosing platform. These
are the control variables, as they will be increased to meet the requirements of the system.
As they are increased, the performance of the system will be monitored, and the results of
the request serviced without being dropped and average time per request will be

monitored.

Table 23: SSEWDB Resources Break-Down from the CHPC Hosing Platform

Parameter Name Parameter value
Resource Bundle M1.Large

Virtual CPU 4 Virtual CPUs
CPU speed

RAM 8 Gigabytes

Hard Disk space 40 Gigabytes
Resource Bundle M1.XXLarge
Virtual CPUs 16 Virtual CPUs
CPU speed




RAM 32 Gigabytes

Hard Disk space 40 Gigabytes

As stated in section 4.2, scaling up resources is the chosen method of meeting the client
requirements. This is achieved through changing the resource bundles that are provided by
the CHPC platform. Table 23, above shows two bundles of resources that were used in the
experiment. Changing these resources and recording results when the experiment is
running is the procedure of the experiment. That is, the above bundles are the control

variables of the experiment.

4.4.5. Experiment Setup
Requirement Rs, which corresponds to reduction of cost by using only open source
software for the development of the SSEWDB is addressed in section 4.2 and section 4.3. In
this section, it was shown that all components chosen in the development of the SSEWDB
were open source. To test the remaining quality attributes which were performance and
accuracy, open source tools were also chosen. The open source tools chosen were; JUnit for
testing accuracy and JMeter for performance testing. These are all open source java-based

tools.

Figure 16 shows the SSEWDB test bed setup of four lap-tops each spawning 2500 threads.
Each laptop was running the JMeter. ]Meter was configured to query a public Internet-
Protocol address (ip-address) of the CHPC platform where the SSEWDB is hosted. The
queries went from the four laptops through the internet to the CHPC. The 2500 concurrent
threads from each of the four laptops made the total concurrent threads to add up to

10 000. These threads represent WSDs in the real world.
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CHPC - SSWEDB Instance at ipjaddress http://196.24.241.106

x10 000 requests
(WSDs)

Internet

x2500 threads
(WSDs) /
Laptop

- |

Laptop

Laptop Laptop

Figure 16: SSEWDB test bed setup

The laptops in figure 16 above spawned 2500 threads each, which would generate requests
the desired amount of times. All these requests would travel to the CHPC where it was
expected that the system would be able to handle the load of x10 000 whilst still

performing at response rates of under 4 seconds each, as specified by Rs4and Ri.

To achieve the 2500 requests coming from each laptop, JMeter was installed on each
laptop. Figure 17: JMeter thread group configuration shows how each laptop is configured
to spawn 2500 threads which would each create a request. The total number of requests
needed from all the threads is 2500 per laptop. Each thread represents a White Space

Device in real life.

]
|

——



4 Thread Group - WSD Deviced jmx (C:\Users\L Montsi\Documents\coding\test\Thread Group - WSD Deviced jmx) - Apache IMeter (3.2 r1790748) ==
ile Edit Search Run Options Help

| £ L™ T —e o
ead i &S0+ =% rke % d ¥ 6% s posoon 1 A o0 &)
7 @ TestPlan

o O Thread Group - WSD Devices Thread Group
T workBencn MName: Thread Group - WSD Devices

Comments:
Action to be taken after a Sampler error

® Continue ) Start Next Thread Loop ©) Stop Thread () StopTest (' Stop Test Now
Thread Properties
Number of Threads (users}: [2500
Ramp-Up Period (in seconds}: |1
Loop Count: []Forever |1
[] Delay Thread creation until needed
[] Scheduler I

Scheduler Configuration
Duration {seconds)
Startup delay (seconds)
Start Time

End Time

Figure 17: JMeter thread group configuration

Each of the 2500 threads will generate a single request. The request to the SSEWDB needs

to also be configured. The variables to configure on JMeter for each request are:

e Protocol
e [P - address of destination server
¢ message end-point listener on the server

e and the message payload

Figure 18: The JMeter request configuration shows the configuration of each request a
single thread was sending to the SSEWDB. The WSDs will be communicating with the
SSEWDB using PAWS as specified in the design in section 4.3.2 in table 18 as this addresses
Ro. The protocol which the devices use to communicate with the SSEWDB is HTTP as
specified in the same table as PAWS.
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Figure 18: JMeter request configuration

The message body in figure 18 above is the spectrum request as specified by IETF (2015).
The only enhancement done is on the method name “spectrum.paws.getSpectrumSs” as IETF
(2015) has not yet catered for spectrum sensing enhanced queries. The IP-address to the
SSEWDB is 196.24.241.106. The SSEWDB is listening on port 8080 with the path named
“GLSDWebFrontEnd/CSIRCE”. The full Uniform Resource Locator (URL) to the SSEWDB is:
http://196.24.241.106:8080/GLSDWebFrontEnd /CSIRCE.

4.4.6. Experiment Results
Running the Experiment with the control variable of resource bundle m1.Large as specified
in the table 23, the first batch of results were obtained. Figure 19: JMeter table results for

2500 requests of the experiment running with resource bundle m1.large.
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Figure 19: JMeter Table Results for 2500 requests

In figure 19 above, one of four laptops showing results of 2500 requests made to the
SSEWDB. The red icons on the status column show failed requests made to the SSEWDB.
Out of a total of 10 000 request, 7281 were successful. The total success percentage of 73%
means that the system failed to fulfil requests and the failure percentage was 27% which is
more than the 3% maximum required by requirement Rs3. By the result in figure 19, the
system then failed requirement R3andR1. Results in figure 19 showed an average response
rate of 2539 milliseconds (2.539 seconds), which is faster than the required 4 seconds,

which means that R4 passed.

The results in figure 19 above warranted a change in the control variables. The resource
bundle was changed from m1.large with specification shown from table 23, to m1.XXLarge.
Figure 20: CHPC cloud resource configurations show the change variables being modified.
This is to increase the processing power and memory so that all requests are served as the

system is no longer overwhelmed.

]
82 |

——



Resize Instance

Flavor Choice *

Old Flavor Flavor Details
m1.large Name m1.xxlarge
New Flavor * VCPUs 18
m1.xxlarge ¥ Root Disk 40 GB
Ephemeral Disk 0GB
Total Disk 40 GB
RAM 32,768 MB

Project Limits

Number of Instances 6 of 8 Used
I

Number of VCPUs 42 of 62 Used
.

Total RAM 86,016 of 131,072 MB Used
]

Figure 20: CHPC cloud resource configuration

The CHPC instance of the SSEWDB was now reconfigured to scale up in terms of increased
resources as shown in figure 20 above and table 23, under m1xxlarge. The same test was
run again. Figure 21: JMeter Table Results for 2500 requests after Resource Increase,
shows the results of 2500 request coming from one out of four laptops which made a total

of 10 000 requests to the SSEWDB.
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Figure 21: JMeter Table Results for 2500 requests after Resource Increase

Figure 21 shows the results of 2500 requests per laptop being sent to SSEWDB. Out of a
total of 10 000 requests, none of the requests were dropped. This therefore implies a 100%
success rate of requests which is an indication of Rs andRi having passed. However,
because all the requests were being served, this decreased the response time for all the
requests. An average of 6650 (6.65 seconds) across all for nodes was recorded as the
response time. This experiment was repeated 5 more times and the response time

averaged 6672 milliseconds (6.67 seconds). This is higher than the time specified in Ra.

Figure 22: JMeter Graph results of 2500 requests after Resource Increase show how
performance over time of the SSEWDB decreased in serving requests. The decrease in
performance is attributed to the fact that now, all requests are getting served as opposed to
previously, when the SSEWDB was being overwhelmed. So, response time for processing
the request as opposed to just dropping them is a bit higher by an average of 6.67-2.539 =
4.131 seconds.
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Figure 22: JMeter Graph results of 2500 requests after Resource Increase

From figure 22 above, it is evident that as the response time increases the number of
requests the SSEWDB processes increases. This means that the SSEWDB starts off
satisfying R4 but as the limit of number of requests approaches 10 000, and possibly

beyond, performance decreases.

4.5. CONCLUSION

In this section, the results of the dissertation have been presented. The processes of
architecting a real-time big data system is presented in detail in this chapter. From ranking
requirements using the chosen mathematical method. Afterwards, drawing early design
decisions from those ranked requirements and then designing an architecture using a
standard architecture description language. Subsequently, testing the implementation of
that architecture using appropriate tools like JMeter for performance and reliability testing
and Htop Linux tool for resource monitoring. The research sub question which this chapter
mainly addresses is that which reads “How can ranked quality requirements be used to

develop a software architecture for real-time Big Data systems?”
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5. DISCUSSION

5.1. INTRODUCTION

In this chapter, the results presented in section 4, will be analysed and interpreted. A
method to be used when developing software architectures for real-time Big Data systems
is proposed based on the findings after discussing the results. The topics under discussion
are outlined as they are in section 4. The ranked quality attribute results of the SSEWDB
and other systems in literature are discussed first. The architecture design and experiment
then follow suit. A method of architecting real-time Big Data systems which was used in
this research is then formally proposed as a method that can be used for any other real-

time Big Data system. Limitations of the study and a conclusion for this chapter follow last.

Quality attributes of real time Big Data systems from literature that were presented in
section 2.3 are going to be discussed. Quality attributes from the case study are also going
to be discussed. To validate the quality attributes in the case study, the architecture and
how the client received the architecture will be presented and discussed. Furthermore,
results from the experiment will also be discussed. Then, quality attributes from both the
case study and literature will be compared and aggregated to come up with universal
quality attributes for all real-time Big Data systems. A more detailed explanation is given in

each subsection.

5.2. RANKED ATTRIBUTES RESULTS

In this section, quality attributes from literature are going to be discussed in three ways.
The first approach is to present and discuss those that were presented in a ranked list from
literature. The second way is to present the frequency (number of mentions) of each
quality attribute in literature and derive a ranked list from that using the frequency of each
quality attribute. The third way is to use the author’s impression on the emphasis placed

on a particular quality attribute in literature to rank these quality attributes.
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5.2.1. Ranked Attributes from Literature
From the literature in section 2.3.2, the real-time processing of Big Data streams system
was the only one presented with its quality attributes ranked explicitly. The quality
attributes of this system are the only ones considered for explicit ranking. Table 24 shows

the ranked quality attributes of the real-time Big Data systems from literature.

Table 24: Ranked Quality attributes of real-time Big Data systems from literature

Quality Attribute Rank

Performance

Interoperability

Reliability

Maintainability

Gl B W N -

Security

From table 24 above, we can see that the most important quality attributes in terms ofa

ranked list of requirements from literature are:

e performance

e interoperability
e Reliability

¢ Maintainability

e Security

Respectively in the order in which they are presented.

5.2.2 Frequency of Quality attributes in Literature
In this section of the discussion chapter, we look at the quality attributes of real-time Big
Data systems based on frequency (number of mentions) of attributes in literature. The
frequency is based on the architectural requirements mentioned in literature that fall
under a particular quality attribute. Then these architectural requirements falling under a

particular quality attribute are cumulatively summed to form the frequency of that




particular quality attribute. The cumulative sum of the frequencies is computed from the
quality attributes reported in section 2.3 of the literature review. Table 25: quality attribute
frequencies below show the quality attributes of real-time Big Data systems in literature

ranked by the frequency of quality attributes.

Table 25: Quality Attributes frequencies from literature

Quality Attribute Frequency

Performance

Interoperability

Reliability

Maintainability

Security

Extensibility

R R R N W NN

Accuracy

The frequencies of quality attributes in literature can further be presented on a more
visually descriptive manner by means of a bar chart. Figure 23shows the literature quality

attribute frequency bar chart.
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Figure 23: Quality Attribute Frequency Bar Chart

From the figure 23 above, it then follows that the ranked list of quality attributes most
important to real time Big Data systems based on frequency of quality attribute in
literature are as presented by table 26 below. In this section, the most important quality
attribute is determined by the frequency. That is, increase in frequency and rank are

directly proportional.

Table 26: Ranked Quality Attributes with Frequencies

Quality Attribute Frequency Rank
Performance 7 1
Reliability 3 2
Interoperability 2 3
Maintainability 2 3
Security 1 4
Extensibility 1 4
Accuracy 1 4
Y



5.2.3. Authors Implied Rank of Quality Attributes
In this section, the author will give his implied rank of quality attributes in the literature.
This means that even though the ranking was not explicit, the author provides his implicit
ranking of quality attributes based on the emphasis which was placed on each quality
attribute throughout the papers reviewed in the literature. That is, many quality attributes
may have been reported but the central theme of quality attributes addressed was skewed

unevenly across different quality attributes.

Table 27: Authors Implied Rank of Quality Attributes

Quality Attribute Rank

Performance

Reliability

Interoperability

Accuracy

Security

Maintainability

N O U1 B W N

Extensibility

5.2.4. Analysis of Ranked Software Quality Attribute Results
In this section, an analysis of ranked quality attribute results is performed. The ranked
quality attributes from the case study are compared to the ranked attributes in literature.
Figure 24 shows the comparison of ranked software quality attributes from literature and
the case study. Software quality attributes in literature have been ranked using three

methods in section 5.2.1 to 5.2.3.
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Figure 24: Software Quality Attribute Rank Comparison

From figure 24 above, software quality attributes with shorter bars indicate higher rank
while longer bars indicate lower rank. Higher ranks imply higher priority. A higher priority
means a quality attribute takes precedence over others in terms of implementation order
or importance. From figure 24 above, it can be deduced that from literature, the most

important quality attributes of real-time Big Data systems given in order of importance are:

e Performance

e Reliability/Availability
e Interoperability

e Accuracy

e Security

e Extensibility




There is a clear difference between this list and the results obtained from the case study. In
the study, as shown by figure 24, accuracy is the highest, followed by cost and other
software quality attributes respectively. This is mainly due to the ranking method used.
The method, by definition, ranks quality attributes or software requirements based on
their impact on the architecture process Galster & Eberlein (2011). This therefore means
that the requirement that took higher priority over the ones presented as highest in
literature would make the architecture process much smoother without compromising the
overall architecture as the method entails. The second difference is caused by some
requirements not being presented in the literature whilst being present in the case study
and vice versa. Cost and scalability are such requirements that were present in the case

study but not in literature.

5.2.5. Proposition of Ranked Software Quality Attributes Using Average Rank

and Comparison
In section 5.2.4 it was shown that the method of ranking takes into consideration the
impact a quality attribute will have on the process of ranking. This implies that there might
be differences in the rank of what is in literature and what is in the case study. To
harmonize these two approaches as a list or ranked attributes is still required for real time
Big Data systems, this section proposes using two important traits of quality attributes to
determine a list from which an inference can be drawn. In determination of the most
important quality attributes to real-time Big Data systems, there are two factors to

consider:

e Rank

e Commonality

The rank implies that the software quality attribute is considered most important and
therefore more important than others. The average rank will be computed per quality
attribute from all data sources. Commonality indicates that the quality attribute is common
throughout all sampled real-time Big Data systems and methods of acquiring rank.

Commonality counts the frequency a quality attribute appears in the three methods of
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ranking from literature and in the case study. The total expected frequency is four as
shown in figure 24. The frequency of appearance in results of ranking methods is
influenced by whether the quality attribute was a requirement to the systems in question.
Hence considering this when making an inference to the general population of real-time
Big Data systems in important. Table 28: Software Quality Attribute Average Rank and
Commonality Comparison, shows the proposed list of quality attributes that are most

important to real-time Big Data systems.

Table 28: Software Quality Attribute Average Rank and Commonality Comparison

Rank Software Quality Attribute Average Rank Commonality
(Frequency of
appearance in
results of ranking
methods)

1 Performance 2.25 4

2 Interoperability 2.75 4

3 Availability/Reliability 3.50 4

4 Security 6 4

5 Maintainability 433 3

6 Accuracy 3 2

7 Extensibility 5 2

8 Cost 2 1

9 Scalability 8 1

From table 28 above, taking commonality as the first filter and rank as the sub-filter, we
now have the ranked quality attributes of real-time Big Data systems. From this list, an
inference into the general population can be made. This list comes as a result of considering

average rank and commonality of software quality attributes.




5.3. SOFTWARE ARCHITECTURE DESIGN

5.3.1. Early Design Decisions
The software architecture design process had two main phases. The first phase was early
design decisions and the second phase was architecture presentation. Competing design
decisions were listed at each point of the software architecture design. It is shown how
software quality attributes with higher rank are chosen as opportunity cost over software
quality attributes with lower rank. This process shows how the architecture process has
been simplified from a previously complicated process where the criterion for choosing

between competing software quality attributes was unclear.

5.3.2. Software Architecture Presentation
Software architecture presentation is derived from the early design decisions and
presented in a formal software architecture description language. The software
architecture description language chosen for this research was the Krunchten 4+1
architectural views. This helped depict the software architecture of the SSEWDB from
different perspectives. This was especially useful because it carried elements of application
functionality such as use cases as shown in section 4.3.3 under the scenario view. This
software architecture description language and others can easily be used to present

software architecture of any system as a form of expansion from the early design decisions.

5.4. EXPERIMENT
The experiment in section 4.4.5 revealed that the SSEWDB, which is a real-time Big Data
system developed using a method of ranking quality requirements, conformed to user
requirements. This was achieved through practically testing the client’'s most important
quality requirements of the SSEWDB. The most important quality attributes of the SSEWDB

from the client’s perspective were:

e Scalability (R1)




e Performance (R4)
e Cost (Rs)
e Accuracy (Rio)
e Reliability (R3)
Table 29 below shows the outcome of the experiment in terms of the software architecture

requirements that were met by the SSEWDB.

Table 29: Experiment Outcomes of the SSEWDB

Requirement | Requirement Quality Attributes Outcome from
Index experiment
R4 Maximum delay in fulfilling a Performance Not met but within error
request should not be more than margins of client
4 seconds.
Rs Use only open source software Cost met
R1o Use 100% accuracy on sensed Accuracy met
spectrum
Ri1 Handle x (10 000) concurrent Performance met
users.
R3 Allow not more that 3% failure Reliability met
rate of request due to
architectural faults.

From table 29 above, all software architectural requirements were met except for
performance. This was off by 2 seconds. When the client was shown this, they were happy
and stated that this fell within acceptable error margins. As evidence of the client’s
satisfaction and of the SSEWDB having conformed to user requirements, the sign off
document in appendix C was signed by the Chief Scientist of the CSIR, Dr. Fisseha Mekuria.
Dr. Mekuria is the project leader of the SSEWDB and the main client of this study.




5.5. PROPOSITION OF A REAL-TIME B1G DATA SYSTEM ARCHITECTING

METHOD
In section 4, a process was followed when developing the architecture from the
requirements and testing the SSEWDB which is a system developed from these
requirements. The results chapter in section 4 describe a software architecture

development life cycle method from

e Requirements elicitation,
e Software architecture design

e And testing.

This method made the process of developing a software architecture easier through using
known ranking methods to make the process of choosing competing quality attributes

trivial.

Figure 25: Proposed method for software architecture development of real-time Big Data

systems describes the steps to be taken when developing a real-time Big Data system.

1. List Architectural
Requirements

!

2. Rank architectural
Requirements according
to their quality
attributes

v

3. Make early
design decisions

v

4. Design Software
architecture using
any architecture
description language

5. Implement and
test software system
against requirements

Figure 25: Proposed method for software architecture development of real-time Big Data systems

In step 1, Software architecture requirements are gathered from the client and listed. In

step 2, architectural requirements are ranked according to the quality attributes they




address, using a known scientific ranking method. In this research, ‘Facilitating Software
Architecting by Ranking Requirements based on their Impact on the Architecture Process’ by
Galster & Eberlein (2011) was chosen. Step 2 was done in section 4.2. In step 3, based on
the ranked list of quality attributes in step 2, early design decisions are made. In step 4,
after early design decisions, a software architecture is drafted using an architectural
description language. Both step 3 and step 4 were done in section 4.3. In step 5, the
developed software architecture is implemented and tested against the initial client

requirements. Step 5 was done in section 4.4.

5.6. LIMITATIONS

The research had a small sample size of real-time Big Data systems reviewed in literature.
This was mainly because the research was multifaceted in that, it was not just a literature
survey, but it encompassed practical work and a case study and time was limited. Instead
of just reviewing work done by other researchers, an instance of the same class of
problems had to be solved and compared to other problems in that particular class through

a case study and a literature review.

The employed ranking method was chosen because it was the least subjective among
others examined in the research. However, there is still some element of subjectivity in that
the software development team's opinion on the impact each non-functional requirement
will have on the software development process is still taken as one of the inputs. This
cannot be avoided as human experience on how the implementation of certain
requirements affect the software development process is key to ranking. There is no way of
completely eliminating subjectivity, but the ranking methodology minimizes this by its
design as presented in section 3.5.2. Comparing the results with other researchers’ work

also minimizes subjectivity.




5.7. CONCLUSION
In this chapter, the results from section 4 were discussed. Ranked quality attributes from
the case study were compared with ranked quality attributes from literature and these
were found to be consistent. The software architecture design and how it was derived from
early design decisions and presented using the krunchten 4+1 architectural views was
discussed. An experiment to test the implemented architecture was also discussed to
examine whether the architecture requirements specified were met in practical terms.
Because of the design science paradigm followed in this dissertation where deeper
knowledge about the process of architecting real-time big data systems was uncovered as
the dissertation work continued, in section 5.5, a real-time big data system architecting

method is proposed. In section 5.6, the limitations were discussed.




6. CONCLUSION

6.1. INTRODUCTION
In this chapter, we conclude the work presented in this dissertation. This is done through
four subsections. Firstly, the research questions are addressed. Secondly, objectives to the
study are revisited. Next, the contributions of the research are stated. Lastly, future work of

the study is presented.

6.2. REVISITING RESEARCH QUESTIONS
In this section of the conclusion, the research questions are addressed. Firstly, the research
question at hand is stated and the corresponding findings in the research which address
that question are provided. The research has one main research question and two sub-

questions. These are:

Research question: What are the most important quality attributes for real-time Big Data
systems?
This question was addressed from section 5.2.5 of the research, it was deduced that the

general quality attributes that are most important to real-time Big Data systems are:

Quality Attribute Rank

Performance

Interoperability

Reliability/Availability

Security

L | W N| =

Maintainability

Sub-question 1: What are quality-attributes of a typical real-time Big Data system?

All the quality attributes of real-time Big Data systems that were uncovered in the review of
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literature and case study are typical quality attributes of a real-time Big Data system. These

quality attributes include but are not limited to.

e Performance

e Interoperability
e Reliability

e Maintainability
e Security

e Accuracy

e [Extensibility

These are typical quality attributes of any software system. What makes them unique to
real-time Big Data systems is the order uncovered when answering the first research

question.

Sub-question 2: How can ranked quality requirements/attributes be used to develop a

software architecture for real time Big Data systems?

Ranked quality requirements influence early design decisions of developing a software
architecture of real-time Big Data systems. The influence which these ranked quality
requirements show is making obvious the opportunity cost between competing design
decisions by using rank. The requirement with the higher rank becomes the obvious
choice in software architecture development of real-time Big Data system. This was

shown in section 4.3.2 of the research.

6.3. REVISITING OBJECTIVES

In this section, objectives of the study are stated. Then all objectives are enumerated, and it

is discussed whether they were achieved or not achieved. The objectives were:

1. Study and investigate existing and emerging ranking methods for software

architecture quality attributes.

]
100 |

——



2. Design a software architecture for a real-time Big Data system.
3. Implement and evaluate a real-time Big Data system test bed.
4. Propose an approach for selecting the most important quality attributes for real-

time Big Data systems

Objective 1 was achieved in Section 2.2 Ranking Methodologies. A number of ranking
methods were discussed and compared to the ranking method that was ultimately chosen

for this research.

Objective 2 was achieved in section “4.3 Architecture Design”. This section details the
software architecture design of a real-time Big Data system. The design starts from early
design decisions which were influenced by the ranked quality attributes of the SSEWDB
from section “4.2 Ranked requirements of the SSEWDB”. The early design decisions are
then carried forth into section “4.3.3 Architecture presentation”. In this section, the
software architecture of the SSEWDB is presented by an architectural description

language known as the Krunchten 4+1 architectural views.

Objective 3 was achieved throughout section 4 Results. The presentation of the test bed

and evaluation is especially documented in the section 4.4 experiment.

Objective 4 is achieved in section “5.5. Proposition of Real-time Big Data System
Architecting Method”. It is shown that by ranking quality attributes, it eases the processes
of having to pick between competing requirements or quality attributes in early design
decisions. After early design decisions are made, they are then easily implemented and
presented using an architecture description language of ones choosing. A depicted
summary of this approach and all its steps is shown in “Figure 25: Proposed method for

software architecture development of real-time Big Data systems”.

6.4. CONTRIBUTIONS
Contribution 1: An approach to the process of architecting real-time Big Data systems -
The study made a significant contribution to the process of architecting real-time Big Data

systems. This was done by providing a process model or an approach to help architect real
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time Big Data systems. That is, the process used in architecting the SSEWDB (case study)
can also be used in other real-time Big Data systems. This process helped to clearly
prioritise quality attributes. Then it helped in showing how the prioritised list of quality
attributes can be used in architecting a real-time Big Data system as shown in chapter 4.
How to present software architecture once early decisions have been made is also shown. A
summary of this approach is detailed in section “5.5. Proposition of Real-time Big Data

System Architecting Method”.

Contribution 2: Most important Quality attributes of real-time Big Data systems- this
study has helped in uncovering the most important quality attributes of real-time Big Data
systems. This helps architects to know what quality attributes to typically address when
architecting real-time Big Data systems. This also lays the foundation to develop a software
reference architecture for real-time Big Data systems. That is, as it shown in section 1.1.3,
all sectors in ICT have a reference architecture to ease design and solution development. It
is also shown that the reference architecture in all sectors across ICT were addressing
typical quality requirements in those sectors. Furthermore, even in the case of real-time

Big Data systems, such quality attributes have been uncovered because of this dissertation.

6.5. RESEARCH OUTPUTS
A paper titled, "A REAL-TIME BIG-DATA SYSTEM FOR SMART SPECTRUM SHARING:
ENABLING AFFORDABLE BROADBAND IN 5G FOR UNDER-SERVED COMMUNITIES"
accepted and presented to the IEEE Global Wireless Summit (GWS) 2017.

6.6. FUTURE WORK
A more extensive literature-oriented study into the quality attributes of real-time Big Data
systems could be made to draw more insights into the quality attributes addressed by
other researchers when designing software architectures for real-time Big Data systems.
Such a study would not have any emphasis on a case study but be purely a literature review

of work done by other researchers. A considerably large sample size would increase the
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accuracy of the inference of quality attributes of the sample size would make to the general

population of real-time Big Data systems.

A real-time Big Data software reference architecture development - Having uncovered the
quality attributes of real-time Big Data systems, it lays the foundation of developing a
software reference architecture to address these quality attributes. This would serve the
intent of this dissertation, of having built the foundation for a real-time Big Data system

software reference architecture to be developed.
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]
112 |

——



B.3. APPENDIX C:USER ACCEPTANCE SIGN-OFF DOCUMENT

CSIR

User Acceptance Sign Off Document

Software architecture design of a spectrum sensing enabled real-time
whitespace database system

Executive summary

The software architecture design of the spectrum sensing enabled real-time whitespace database
system aims to provide the architecture specification which will then be used by the CSIR to
implement the aforementioned system. Whitespace databases are used worldwide as broadband
enablers through making dynamic spectrum access possible. The CSIR aimed to augment the
predictive models used by such systems by sensing in real-time, spectrum data and giving refined
output. These posed an architectural challenge of potentially having to service a large number
customers, taking information from potentially, large number of sensing devices then computing
large amounts of data and giving results in real-time. Hence the need of a software Architecture
design that addressed such a problem.

The Software Architecture design covers all the architectural responsibilities being, access and
integration strategies, execution environment and persistence. The design addresses the real-time
nature of sensed spectrum data together with the need to service potentially large number of
customers, giving real-time responses to requests.

Project team Members
Senior Engineer/MSc Student: Litsietsi Montsi Competency Area: Networks and Media

Submitted on: Reviewed on:

Sign off Section
This Software Architecture design addresses all requirements and conforms to agreed specifications.

Signature of Executive Sponsors
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B.4. APPENDIX D: CPU CORES USAGE BEFORE EXPERIMENT
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B.5. APPENDIX E: CPU CORES USAGE DURING EXPERIMENT
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B.6.

APPENDIX F: CHPC DASHBOARD

o @ ‘ # Secure | https.//cloud chpe.ac.za/dashboard/project/

b4

Project

Compute

I Overview
Instances
Volumes
Images
Access & Security

Network

Orchestration

Overview

Limit Summary

Instances
Used 6 of 8

Volumes
Used 3 of 10

Usage Summary

Select a period of time to query its usage:

From: | 2017-06-01  To:| 2017-06-09

b

VCPUs RAM Floating IPs Security Groups
Used 54 of 62 Used 108.0GB of 128.0GB Used 6 of 8 Used 2 of 10

Volume Storage
Used 1.9TB of 3.0TB

‘The date shoukd be in VY Y-mm-ad format,

Active Instances: 6 Active RAM: 108GB This Period's VCPU-Hours: 63.12 This Period's GB-Hours: 5879 18

Usage
Instance Name
N-GLSD-AFRICA
CSIRUKWSDB
AuthServer
GLSDCE

CSAP
GLSDSENSE

Displaying 6 ftems

& Download CSV Su

VCPUs Disk RAM Uptime:

8 256 16GB 1 year, 12 months
16 40 32GB 1 year, 9 months.
2 40 4GB 1 year, 8 months
4 4 8GB 8 months, 2 weeks
8 40 16GB 51 minutes

16 4 3268 8 minutes




B.7. APPENDIX G: WILDFLY APPLICATION SERVER 1O THREADS

CONFIGURATION

WildFly 9.0.2Final

«Back Configuration: Subsystems > Subsystem: 10

WORKER

Workers

Please choose a worker from below for specific settings.

default

Attributes

(# Edit

lo threads:

Stack size:

Task core threads:
Task keepalive:

Task max threads:

100

60

100

BUFFER POOL

——

Name

117

Add

Remove

11 of 1




B.8. APPENDIX H: WILDFLY EJB POOL CONFIGURATION

WildFly 9.0.2.Final

Messages: 0| & root v
«Back Configuration: Subsystems > Subsystem: EJB 3

CONTAINER BEAN POOLS STATE MANAGEMENT SERVICES

Bean Pools

A bean instance pool with a strict upper limit

Add | Remove
Name Pool Size
slsb-strict-max-pool 15
mdb-strict-max-pool 10
1-20f2
Attributes
¢ Edit
Max pool size: 15
Timeout: 1
Timeout unit: MINUTES

]
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B.9. APPENDIX I: WILDFLY JDBC CONNECTION POOL CONFIGURATION

WildFly 9.0.2.Final

«Back Configuration: Subsystems > Subsystem: Datasources > Type: Non-XA > Datasource: MySqlDS

DATASOURCES

JDBC datasource 'MySqlIDS' (enabled)

JDBC datasource configurations.

Disable
Attributes  Connection Pool Security ~ Properties Validation Timeouts  Statements
Flush Gracefully | ~
eed ne
(& Edit

Min Pool Size:

Initial Pool Size: 200
Max Pool Size: 230
Prefill: false
Flush Strategy:

Strict Minimum: false
Use Fast Fail: false

Decrementer Class:

]
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