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NOMENCLATURE

Expressions containing both Boolean and algebraic terms are used together in this work. 
The convention adopted is that uppercase symbols refer to node names or Boolean 
variables for nodes, and the corresponding lowercase symbols refer to the probability of 
nodes being logically true, ie .

a  « Pr{node A is true}

The shorthand notation a' = (/ a) is used for probabilities.

The + and - operators are reserved for algebraic expressions, and the Boolean operators 
used are:

AND : implied





However the technology is changing so rapidly that it is not uncommon to design for a 
particular technology and finally implement in another. By analysing circuits at the 
logical level a  balance is achieved between too much technology-dependent detail, and 
loss of structural detail present at the behavioural level. Therefore the logical level is 
used throughout this work, and specific technological issues such as parametric testing 
will not be discussed.

The decision was also made not to include asynchronous sequential circuits explicitly in 
the analysis. The reason is that asynchronous circuits are essentially untestable, and 
therefore are used much more rarely than synchronous circuits in VLSI designs.

An investigation into a  testability analysis such as this one is by its very nature multi­
faceted where instead of a single idea being explored, many interrelated concepts must 
be developed and evaluated. Probabilistic testing is therefore evaluated by comparing it 
to deterministic testing from different perspectives.

1.3 Outline of W ork

This work is logically and physically divided into three almost self-contained parts, 
which discuss probabilistic testing at different levels of abstraction. The reason that the 
three parts are separated is that different techniques are used to investigate each part As 
a result Chapter 2 covers fairly broad issues in testing and is written for a general 
audience, whereas Chapter 3 includes theoretical issues in testing, and Chapter 4 
discusses the development o f algorithms. The progression of the work is firstly to show 
thatprobabUieic testing is desirable, then feasible, and finally practical.

Chapter 2 sn .'  ■ with a literature survey of the state of the art in the digital integrated 
circuit design cycle covering test pattern generation, evaluation and application. Based 
on the review, a probabilistic method is proposed for dealing with VLSI testing 
problems. The choice of structured design for testability techniques to scan design 
sequential circuits is motivated, and the tradeoffs are noted. Thereafter, thf work 
focuses on probabilistic testing of combinational circuits.

Chapter 3 addresses the testing problem at a lower level of abstraction. Here design for 
testability techniques are assumed to have been adopted to scan design sequential circuits 
so that only combinational testing needs to be considered. The feasibility of probabilistic 
testing is shown by developing the necessary theory relating test lengths, fault detection
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CHAPTER 2

DESIRABILITY OF PROBABILISTIC TESTING

2.1 Introduction

The fiist aim of this diapter is to review the state-of-the-art in the digital integrated circuit 
design-manufacture-test cycle. Although the problems of importance depend on current 
technology, advances occur so rapidly that for a review to not be outdated before it is 
finished, fundamental theoretical constraints must not be overlooked. The second, and 
more important aim is to use the literature review in the light o f modem trends towards 
design automation, to develop a proposed testing methodology for dealing with the 
problems in VLSI testing,

The background below covers the design cycle, design verification, and testing. Testers 
are mentioned and the central testing problem is introduced. Design for testability 
techniques which attempt to reduce the testing problem are reviewed. Application 
specific ICs (ASIC) are considered, and finally the limits o f VLSI complexity are 

. discussed.

As in most engineering design, the testing methodology proposed makes certain 
tradeoffs. I t is believed that the compromises made arc analogous to those made by the 
users of high level software programming languages. It is now standard practice to 
write software systems in structured high level languages, and only use assembler when 
absolutely necessary. Similarly the proposed testing methodology advocates the use of 
structured scan techniques which should be used whenever possible to simplify testing 
sequential dicyitii.

2.2 Design Cycle

The complexity of VLSI has changed the integrated circuit design cycle. Classical 
design objectives such as minimizing logic gates or flip-flops have been replaced by 
factors like pin-count, testability, and easily modifiable modular designs.







2.3 Design Verification

Design verification and testing are two distinct activities. Design verification is aimed at 
proving that the logical design actually performs its expected function, whereas testing is 
aimed at showing that a physical device is an error-free implementation of a logic circuit. 
Therefore bugs in a design should be discovered during design validation and not during 
simulated test runs.

ft is clear that some form of automated design verification is becoming necessary as 
VLSI complexity increases and synthesis tools are used to aid circuit design. There are 
many ways to validate a logical design. A simple approach is to simulate all possible 
inputs to a device in all possible conditions, and exhaustively prove that the device is 
performing the correct function (perfect induction). For large circuits, however, this 
method becomes prohibitively time-consuming.

Two extreme approaches to showing that a device "works" are to run the part in its 
intended application environment, or to formally prove the correctness of the design 
from its specifications (Sequin, 1983). The drawback with the former method is that it 
can generally reveal the presence of bugs, but not their absence. When a device is run or 
simulated in its application environment it is usually difficult to determine which parts of 
the device have not been tested yet

Design verification by formally verifying the correctness of a design from its 
specifications is conceptually sound. However there are many unresolved problems and 
this method is not practical for arbitrary circuits at present (Sequin, 1983). A formal 
method of software verification using assertions in predicate calculus has been devised 
and found useful for small, critical sections of programs. For example, it can be used to 
prove that a particular loop will terminate, and that upon termination the required results 
have been achieved,

A simpler kind of verification also needs to be performed. This is often implemented as 
a rule-based system which check technology-dependent constraints such as fan-in, fan­
out, delays etc. It is conceivable that in the long run "silicon compilers" will generate 
and formally prove designs, but according to Sequin (1983), formal proofs of circuit 
correctness should not be expected in this century.

Another aspect of formal design verification is that a  description of the circuit's function 
must be expressed in an unambiguous formal notation, Since complex circuits perform



complex functions, formally specifying the circuit's behaviour is in itself a major task. 
For example the design specifications for the Motorola MC68020 microprocessor are 
700 pages long (Daniels and Bruce, 1985).

The conclusion can be drawn that although formal design verification is not possible for 
general circuits at present, its usefulness especially in automated systems implies that it 
is a consideration in any design automation or analysis system. The link with the 
testability analysis is that the proposed testability analysis operates the circuit's Boolean 
equations, which can form the basis for a formal design verification system.

2.4 Testers

The final element in the design-manufacture-test cycle is the tester, Two categories of 
tests are performed for logic circuits. The first is logic testing, and the second is 
parametric testing of circuit speed, voltage and current tolerances, and power 
consumption. Tests are done both on wafers and packaged ICs after bum-in. Only 
logic testing will be considered here.

A major testing problem is the high cost of VLSI tester equipment (McGuskey, 1984). 
Furthermore, according to Barber and Satre (1987) the simple, yet devastating truth 
about modem automatic test equipment, is that it has not been able to keep up with the 
advancing technology of the VLSI circuits it must test

In the near future, three major challenges face automatic tester equipment (ATE) 
manufacturers. The first challenge is the problem of testing Very High Speed bipolar 
and GaUium-Arsenide integrated circuits (VHSIC). It is estimated that 500 MHz testers 
are needed for GaAs integrated circuits, although the fastest testers available at present 
operate at about lOOMHi. Wafer Scale Integration is posing many problems, including 
the testing and connecting of redundant modules.

The third problem is the transmission line effects thnt exist between the IC under test and 
the detection circuits. Coaxial cables leading to the detection circuits load the test ICs 
outputs, and cause reflections due to impedance mismatches. Transmission line effects 
can be reduced by lowering the output impedance of the IC s output drivers or 
shortening the coaxial cables. However the former causes excess power dissipation in 
CMOS circuits, and the latter is difficult due to the large number of test probes necessary 
for VLSI circuits,



It can be seen that not only is high operating speed a requirement for high speed testers, 
but resolution, timing flexibility and driver integrity are also required. Furthetntore there 
is always the problem that by definition testers will never be fast enough to test the 
highest speed ICs at their operating speed. In developing a testing methodology for 
VLSI circuits, the above discussion h,:.n shown that there are significant advantages to 
being able to eliminate the need for expensive testers.

2.5 The Central Problem in Digital Testing

In an area growing as rapidly as VLSI circuits, the theoretical computational complexity 
of testing must be considered since it imposes a  bound on the efficiency of any testing 
methodology. Simply stated, testing digital circuits is hard.

In order to qualify the previous statement, some results of complexity theory of 
algorithms are needed. In combinatorial computing, a problem is said to be easy if a 
poiynomially-bounded algorithm has been found for its solution (Cane, 1979), 
Conversely a problem is said to be hard if the existence of a fast algorithm for its 
solution implies that the NP-complete problems are easy. A good account of the theory 
of NP-completeneas can be found in Garey and Johnson (1979).

The theory of NP-completeness is perhaps the most important theoretical development in 
recent algorithmic research (Abadir and Reghbad, 1983). Experience shows that many 
problems have best algorithms for their solution which fall into two groups. The first 
class (denoted P) consists of problems whose solution is bounded by a  polynomial of 
small degree (e.g. searching, sorting). The second class (denoted NF) consists of 
problems which can be solved in polynomial time with a non-deterministic algorithm.

A non-deterministic algorithm is one for which a state may determine many next states, 
and all the next states are explored simultaneously (Golumbic, 1980). NP-problems 
have the property that if a solution is given, it can be checked deiciministically in 
polynomial time (Beineke and Wilson, 1983).

The class P is contained in the class NP (i.e. P c  NP), but an important open question 
in the theory of computation is whether the two classes are equal (i.e. is P  = NP?) 
(Golumbic, 1980). It is generally believed that P  NP (Beineke and Wilson, 1983) due 
to the existence of a subset of difficult NP-problems called NP-complete problems. A



problem is NP-complete if  it is both a member of NP and it is NP-hard, A problem is 
NP-hard if the existence of a deterministic polynomial-time algorithm for it, would imply 
the existence of a potynomial-time algorithm for every problem in NP (Golumbic,

Many results are known for NP-complete problems. A property of NP-complete 
problems is that any problem in the class is polynomially transformable into any other 
problem in the class. Therefore if  any NP-complete problem can be solved in 
polynomial time, all other NP-complete problems can also be solved in polynomial time 
(Belneke and "Wilson, 1983),

As yet only exponential time algorithms are known for the solution of NP-complete 
problems (Golumbic, 1980). However many NP-complete problems have been studied 
intensively for decades, and no fast algorithms have been found. Therefore it seems 
likely that no such algorithms exist (Carre, 1979; Beineke and Wilson, 1983).

Returning to digital circuits, Ibarra and Sahni (1975) have shown that the problem of 
generating tests to detect single stuck-at faults in a combinational circuit is an NP- 
complete problem. Since there are no known polynomial-time algorithms for solving 
NP-complete problems, any algorithm generating test patterns for faults in general 
combinational circuits has a limiting exponential complexity. Therefore using the 
terminology above, the problem of detecting single stuck-at faults in combinational 
circuits is hard.
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2.6 Testing

The reliability levels expected of modem electronic systems has made thorough testing 
of integrated circuits imperative. The current state of affairs In VLSI testing is 
summarized below.

Since tests can be generated and applied for any non-redundant fault in a circuit, all 
testing problems relate to cost. The time required for exhaustive testing increases 
exponentially with circuit size, as does the complexity of algorithms generating test sets. 
Automatic test pattern generation (ATPG) and testing are now recognized as major cost 
factors in the manufacture of integrated circuits (Wunderlich, 1985; McCluskey, 1984).



Circuits are expanding faster than testing ability (Bending, 1984), and ATPG Is 
becoming harder with increasing circuit size (Williams and iarker, 1982). Techniques 
that worked well for MSI such as the D-algorithm do not cope well with VLSI (Abadir 
and Reghbati, 1983). Developers of ATPG algorithms are cautious, for example 
Gen rad (1985) state that their HILO-3 test generator operates most effectively with 
structural-level models of simple logic circuits.

Test pattern generation and testing rely heavily on models of possible failures in a 
circuit For the tests to be effective the fault model used must be an accurate 
representation o f physical failures. By far the most common fault model used is the 
single stuck-at (SA) model (Muehldorf and Savkar, 1981). The assumption is made that 
most failures result in nodes being permanently tied to either logic level. Although there 
are other fault models such as multiple stuck-at and bridging faults, the single stuck-at 
model has proved useful in practice, and covers most cases of multiple faults (Muehldorf 
and Savkar, 1981).

Testing can be either functional or structural, the former based on a behavioural 
description of the circuit, and the latter on a gate level description, Exhaustive functional 
tests ate impractical. A MC6800 microprocessor, for example, would take 2 million 
years to test at its operating frequency (Daniels and Bruce, 1985). Exhaustive tests are 
not feasible for combinational circuits either. To exhaustively test a VLSI combinational 
circuit with 50 inputs would take over 3 years at 10MHz and 60 inputs would take about 
3600 years.

Functional tests which exercise the circuit's major functions generally yield low gate- 
level fault detection probabilities (Thomas, 1977), and the efficiency of the test is 
difficult to estimate without much fault simulation. Structural testing usually provides 
better fault cover with less computation.

Built-In Self-Test

An important area in digital testing is built-in self-test (BIST). BIST schemes use some 
extra hardware on chip to allow the chip to test itself (see Section 2.7.3). Built in testing 
can be exhaustive, pseudoexhaustive or random, but each method can suffer from 
complexity problems,

Exhaustive testing consists of applying all possible inputs to a circuit in all possible 
states. For combinational circuits the test time grows exponentially with number of



inputs, and for sequential circuits test time also grows at least exponentially with internal 
latches- As noted above, test times are impractical for VLSI circuits.

Pseudoexhaustive testing involves partitioning a logic circuit by the use of path 
sensitization, and then exhaustive testing of each partition (McCluskey and Bozorgui- 
Nesbat, 1981). The weakness with this test methodology in general is that the algorithm 
to perform tie  partitioning is computationally complex, since the problem is NP- 
complete (Illman, 1985).

The third kind of testing is random pattern testing. The test lengths are much shorter 
than for exhaustive testing (Illman, 1985), but it is difficult to predict the fault cover. 
The problem of computing the signal probabilities at a  node has been shown to be NP- 
hard by Wunderlich (1985).

To conclude, TPG and testing of VLSI chips is an increasing problem, and ways to 
' simplify testing are needed. An effective approach is to attempt to anticipate testing 
problems in the design phase in order to design logic in a manner that is testable, as 

' discussed in the next section.

2.7 Design for Testability

The ease with which practically untestable VLSI chips can be designed has moved 
testing from an afterthought to an integral part of the design cycle (Williams and Parker, 
1982). It is now agreed that it is largely the designers' responsibility to design logic in a 
manner that is testable (Muehldorf and Savkar, 1981). Design for testability techniques 
are used to "link design and test".

Testability is that property of a circuit which gives an indication of the ease or cost of 
testing the circuit Although various definitions of testability exist, Bennetts' (1934) 
definition below is popular:

"A circuit is "testable" if a set o f test patterns can be generated, evaluated and 
applied in such a way as to satisfy pre-defined levels of performance, defined 
in terms of fault-detection, fault-location and test application criteria, within a 
pre-defined cost budget and timescaie."



The three major approaches used to design for testability are testability analysis, ad-hoc 
techniques, and structured techniques. These methods are described below.

2.7.1 Ad-hoc Techniques

The ad-hoc techniques solve problems for particular designs, but do not generally solve 
the testing problem for all designs. In some cases general guidelines are given, for 
example avoiding redundancy and asynchrotxns logic (Bennetts, 1984), while in other 
cases rules for partitioning circuits are used.

Common ad-hoc techniques are to partition circuits by breaking connections between 
modules or feedback paths; introducing extra test points to aid controllability or 
observability; using bus structures; and compressing test responses with signature 
analyzers (Williams and Parker, 1982). Signature analysis bridges the gap between the 
ad-hoc and structured techniques, and is discussed below.

2.7.2 Testability Analysis

Testability analysis consists of applying an algorithm to a circuit to obtain numerical 
values for its testability, based on the controllabilities and observabilities of the circuit's

The two most important testability measures are SCOAP and CAMELOT (lllman, 
1985). Others, including TMEAS, TEST/80 and TESTSCREEN are briefly reviewed in 
Bennetts (1984). SCOAP (Goldstein, 1979) characterizes testability in terms of six cost 
functions, separated into combinational and sequential components. The controllabilities 
and observabilities are calculated using an iterative algorithm. CAMELOT (Bennetts, 
1984) uses two cost functions, the controllability and observability, and a "Transfer 
Factor" approach to relate changes in values across components.

A weakness of algorithmic testability measures is that they are not a  true reflection of the 
ease of testing a circuit (Savir, 1983). The problem is that in general no conclusion 
about the testability of a circuit can be reached by using a function of the controllability 
and observability values. (Common definitions use the product, square root of sum of 
squares, or geometric mean of the controllability and observability.)







Control Inputs: 0 = 1  C 2 -1 : Normal Mode 
C M  C2=0: LFSR Mode 
0 = 0  C 2 = l: Reset Mode 
0 = 0  C2=0: Shift Register Mode

Figure 2 J  ■' Structure o f a BILBO element (Source Bennetts, 1984)

Combinational Circuit 1 in Figure 2.4 can be tested in two ways. The first method is 
similar to Level Sensitive Scan Design. A test vector is shifted serially into BILBO 1, 
then clocked through the combinational circuit into BILBO 2, and then shifted serially 
out of BILBO 2. The second method is to configure BILBO 1 as a pseudo-random 
number generator and BILBO 2 as a signature analyzer. A number of random vectors 
are clocked through Combinational Circuit 1, and then the contents of BILBO 2 are 
compared with the expected fault-free "signature’. Combinational Circuit 2 is tested by 
reversing the roles of registers BILBO 1 and BILBO 2.

Scan design techniques have been discussed in detail because it is felt that they are art 
effective means of addressing the sequential circuit testing problem. Therefore the 
testability analysis developed and implemented in Chapters 3 and 4  deals exclusively 
with combinational circuits.

A tradeoff In using the structured design for testability techniques is that the increased 
controllability and observability has a hardware overhead. However scan design 
techniques have been used in mainframe computers, and are viable for VLSI circuits. A 
limitation of the structured techniques is that although sequential circuits are reduced to



2.8 Application Specific Integrated Circuits

The present importance of design for testability measures in digital systems is a result of 
many factors. Two factors in particular are the growth in usage of Application Specific 
Integrated Circuits (ASIC) and the complexity attainable with VLSI. ASICs are 
considered in this secdor, and the physical limits of miniaturization are covered in the 
next section.

Historically digital designs were implemented in standard logic families using LSI or 
MSI components. As a result o f the microprocessor revolution of the 1970s, many 
designs were implemented with a microprocessor and a few peripherals. However 
experience has shown that the microprocessor is not the "solve-all" of digital systems, 
and other forms of logic implementation have emerged (see Figure 2.6). The term 
application specific integrated circuit normally refers only to gate arrays and standard- 
cells, but the original distinctions have become blurred, so the definition is sometimes 
extended to include programmable logic devices (PLD), thereby covering the whole 
semi-custom range.

Semi-Custom

Implementation

Microprocessors

Figure 2.5.' Implementationof Logic Circuits



concurrent action as possible (Sequin, 1983), In custom ICs, concurrent tasks arc 
performed naturally in parallel, at much higher speeds than is possible with essentially 
serial microprocessors. Large circuits implemented in standard logic families tend to be 
bulky and unreliable due to many board interconnections between components.

The number of logic designs implemented in custom circuits (especially ASICs) is 
increasing rapidly. The number of new orldwide ASIC designs is expected to increase 
from 6000 in 1985 to 90 000 in 199C .nyon, 1987). Estimates o f the total market
share taken by ASICs in the early 1990s range from 20% (Moore, 1984) to 50%, with 
some consensus at 30% (Waller, 1987). The large ASIC market share has resulted in all 
major semiconductor houses making large investments in ASICs, particularly in 
proprietary cell-based ICs including 32-bit microprocessors.

has been revealed by a formal Intel survey (Waller, 
irtant considerations 
iund times and early 
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for working prototypes, and are

Application specific ICs have highlighted the use of design for testability techniques in 
two ways. Firstly there is now a greater need for testability measures, and secondly

Designers of microprocessor/standard logic circuits were not greatly concerned with 
testability since the microprocessors were pre-tested by the suppliers and standard logic 
circuits have many observability points. Testability was left to a handful of circuit 
designers involved in full-custom logic design. The advent of semi-custom ICs, 
however, has brought VLSI design within the reach of many digital systems designers 
as a cost effective and quick alternative to other logic implementations. Therefore the 
need for design for testability techniques is now more widespread.
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Table 2.2 was derived from Keyes (1975), and shows the energy required per logical 
operation for different processes. Superconductors require five orders of magnitude less 
energy than conventional semiconductor, but are still far above the quantum mechanical 
limit. Major advances in ceramic superconductor materials have been made recently, and 
high temperature superconducting ICs are becoming possible.

At present the smallest feature size on commercially available VLSI is about l|im . For 
example, the Intel and Motorola state-of-the-art 32-bit microprocessors use l,5gm and 
2^m  lithography respectively (Gels'.nger, 1987; ’Daniels and Biuce, 1985). The 
fundamental physical limits noted above become important at about 0,25nm.

From a designer's perspective, the net result is that the number of components per chip 
is expected to continue growing exponentially for another decade (Moore, 1984), due to 
a combination of increased miniaturization, wafer scale integration, and new physical 
implementations of logic functions.

Another aspect of complexity is the usefulness of the devices produced. There is a 
growing concern that the potential of VLSI cannot be exploited fully unless new ways of 
managing the vast amount o f information needed are developed. For example Gordon 
Moore (1984), chairman of Intel, is of the opinion that if a million component 
commercial technology existed, we probably would not know what to do with it.

Therefore complexity o f VLSI will eventually be limited both by the a1" 'lity to design 
useful circuits, and by physical constraints. However current testing problems can still 
be expected to worsen for another decade, making investments in structured testing 
methodologies which are useful now, virtually essential in the future.

2.10 Conclusion and Recommendations

Sections 2,2 to 2.9 have reviewed some of the stepping stones between a specification 
for a  logic circuit and a finished working product. The review shows that testing has 
become a  mqjor factor in integrated circuit design due to VLSI complexity, and automatic 
test pattern generation is increasingly difficult. Although various design for testability 
techniques exist to help linking design and test o f digital circuits, the structured 
techniques have the greatest hardware overhead, but are the most general and lend 
themselves to automation, Moreover, structured scan design techniques can be used for 
built-in self-test, and therefore solve many tester problems.



Based on the conclusions drawn in this chapter, the following general methodology for 
testing digital circuits is proposed:

1. The single stuck-at fault model can be used nince it is sufficient in most cases. 
Extensions to other fault models should be possible if necessary.

2. Ideally design verification should be performed especially in an automated design 
cycle. An exact formal description of the circuit is needed for design validation. It is 
reasonable to store a description of the circuit's behaviour and structure in Boolean 
expressions, since they are familiar to the designer.

3. Structured design for testability techniques should be used wherever possible to 
convert sequential circuits into combinational circuits, and the testability of the 
combinational circuits should then be analysed with an algorithmic measure.

4. Circuits should be designed with built-in self-test features where the extra hardware 
overhead is available, so that the chips can partially test themselves both on the wafer 
before dicing, and during bum-in, eliminating the need for expensive logic testers.

5. BIST circuits should be tested with pseudo-random patterns since exhaustive testing 
takes too long.

'j. By calculating fault detection probabilities accurately, there is no need to do fault 
simulation for random testing,

Even though the testing problem is complex in general, it is essential that VLSI chips are 
tested. The approach to testing proposed above is to use random pattern testing, with 
accurate calculation of fault detection probabilities to find the fault cover. Calculating 
fault detection probabilities is as difficult as generating tests for faults, but it is more 
useful for built-in self-test, The reason is that in most cases only random patterns can be 
generated on chip, so even if  deterministic test sets are found they would be difficult to 
apply. Given the characteristics of the pseudo-random number generator on chip, fault 
detection probabilities can be used to determine the length of the test necessary to have a 
certain confidence of detecting faults in the circuit.

Furthermore an aimlvtical method using Boolean expressions is proposed for finding the 
fault detection probabilities. A disadvantage is the symbolic manipulation of expressions





.  '  -

needed, but the ability to

investigates the theory of probabilistic testability analysis, 
implementation of the algorithm for calculating faul

Finally one cannot resist 
and modem physics, in;

i uncertainty principles. 
; circuits, a probabilistici test increasingly i 

t also the only pra
Is it not possible then, i 
approach might noton





For an arbitrarily chosen Boolean function, the probability that the function is i 
with equiprobable input probabilities increases with the size of the function.

5. If  optimised input probabilities j, the test length grows linearly with gate siz
: circuits such as large AND gates.
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the circuit is tested with a confidence interval c, therefore the probability of failing a node
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that does not work is c. If  the process is repeated for all faults, and the length of the 
random test set is chosen such that all faults in the circuit are tested with at least 
confidence c, then c may be defined as die fault cover.

For testing it is more important to know the probability of failing a circuit that does not 
work than the fault cover. Therefore the deterministic and probabilistic definitions of 
fault cover must be compared with respect to the corresponding probability of failing a 
circuit that does not work.

Fora  cireuit containing n smck-nt faults with a  probability w that the node at each fault 
site works, the equations for the probability of failing a circuit that does not work are 
derived in Appendix A and repeated below.

, P r (circuit failing/circuit faulty}<jWetm =•

P i {circuit failing/circuit f a u l ty } ^  —

where c is the fault cover defined above.

i

■r,/
A ."

N )

Although equations (3,1) and (3.2) have different forms, it is shown in Appendix A that 
for all practical circuits (i.e. w very close to 1), the equations are essentially equivalent. 
Therefore the same probability of failing a circuit that does not work is obtained whether 
a fraction c o f the nodes in the circuit are tested deterministicaUy, or all the nodes are 
tested with confidence c probabilistically. Therefore within the fran<ework of the single 
stuck-at fault model, the deterministic and probabilistic definitior • of fault cover art 
practically identic.'’.

3,4 Relation between Test Length and Fault Detection Probabilities

A mathematical relationship is derived in this section between the fault detection 
probability of a node, and the length of the random test set necessary to detect the fault 
with a specified confidence interval. The relationship depends both on assumptions 
about the test setup, as well as the type of testing strategy adopted.



There are many possible testing strategies.

The approach used in a Snal year design (Franco, 1986) v:as to find the probability of 
the output of the circuit being true under both normal conditions, and with a specific 
fault at a node. The difference in probabilities was related to the number of test vectors 
necessary to distinguish between the two modes of circuit operation with a given 
confidence. The fundamental assumption made in this testing strategy, is that for given 
input probabilities to a circuit, an internal fault will cause the output's probability to 
change.

This testing approach is very simple to apply in practice, but it is shown below to not be 
a very efficient form of random pattern testing, However it was investigated because it is 
worth consideration, both as a comparison with other random pattern testing strategies, 
and for its connection with the deterministic concepts of testing by transition counting 
and syndrome testing. From now on this type of testing will be referred to as 
"probabilistic syndrome" testing. The details of probabilistic syndrome testing are 
included in Appendix B, which contains both a  brief derivation for the test length 
required to detect a  fault with a specified confidence, as well as a parallel of the AND 
gate example considered in Section 3.6.

Probabilistic syndrome testing suffers from two drawbacks. The first is that the test is 
not very effective since only long-term probabilities are measured, and not short-term 
changes resulting from particular random patterns, The second drawback is that some 
faults cannot be detected by considering only long-term probabilities. Functions with 
tiiis property are referred to as syndrome untestable in deterministic syndrome testing.

I t is easy to find circuits with faults that cannot be detected by probabilistic syndrome 
testing. For instance consider a circuit where the output is the XOR of two internal 
nodes X and Y. Assuming that the probabilities o f  nodes X and Y are 1/2 and 
independent, the output probability under normal operation will also be 1/2. It can be 
shown that for faults X or Y stuck-atO or 1, the output probability remains 1/2, thereby 
making these faults undetectable by the analysis above.

However the output does change, because different faults make it true for different 
inputs, even though the long-term probability remains the same. To cater for this type or 
problem, a more effective testing strategy is needed. To improve the situation, the "test 
output" should be a function of the inputs and outputs of the circuit, and not the outputs 
of the circuit alone. The conceptual test layout is depicted in Figure 3,2.



Figure 32  Circuit testing using a testingfitncdon

By a suitable choice of the testing function in Figure 3,2, all non-redundant faults will 
change the signal probability of the test output In general, the greater the number of 
circuit inputs used in the testing function, the more useful it is. The trade-off is that the 
complexity of the circuit to be analysed increases.

The best testing function Is an identical working replica of the circuit under test 
(commonly called the gold unit), with the corresponding outputs of the two circuits 
XORed together. All the outputs of the XOR gates can then be ORed to give a single 
test output The advantage of this testing function is that if a single circuit output differs 
from its expected value once, it can be detected, v 1 .h is  clearly the most efficient form 
o f testing. Therefore testing no longer relies on the long-term probabilities of the 
outputs changing under fault conditions, but only the effect of a fault altering an output 
once, The corresponding test setup shown in Figure 3,3 is frequently used in practice 
for both deterministic and random pattern testing, and will therefore be the model used in 
the derivations below. (The working replica o f  the circuit under test is sometimes 
eliminated for practical reasons, and the circuit's outputs are compared to stored fault- 
free responses, but the setups are identical in terms of logic testing.)

Working

Figure 3 3 :  Testing function using an identical working replica o f the circuit under test



For random inputs to the circuit in Figure 3,3, any non-redundant fault in the circuit 
ur.der test will cause tiie lest output to have a finite probability of being true, Thus the 
testability of the node with the fault will be defined as

"the number of test vectors necessary to have a predefined confidence that 
the fault will cause the test output to be n-ue at least once".

The relationship denning the nodal testability or fault detection probability value will 
now be derived.

3.4.1 Derivation of the Test Length Equation

For a particular fault F  in a circuit, let the probability that the test output is true be f, 
Therefore f will be called the fault detection probability for the fault F. (The term fault 
detectability is sometimes used to denote the number of inputs which detect the fault -  
f'2*.) Statistically, if  the event is an input vector to the circuit, the probability of a 
favourable outcome (i,e, fault detected) is f. The number of times N the event has to be 
repeated in order to have a confidence c that at least one favourable outcome has 
occurred, needs to be found. The derivation only uses elementary probability theory and 
appears often in the literature.

If  the probability of a favourable outcome of the event & f, then (1-$) is the probability of 
an unfavorable outcome, Since for random tests the events are independent, for N 
events

Pr{no favourable event has occurred} = (l-f)^  

therefore

Pr{at least one favourable outcome has occurred} « c
= l - ( l . f ) N ...(3.3)

Equation (3.3) defines the relationship between the length N of the random test set and 
the fault detection probability f  for the test setup in Figure 3,3.

For comparison, the corresponding equations for probabilistic syndrome testing derived 
in Appendix B are repealed. For mode of cfcuft operation A with output probability a,



and mode B with output probability b, the number of test vectors required N is given by 
equation (3.4),

fz(a-VH) + b V T a ) ^r„  ̂ g - j

with b > a, and for a confidence interval c, Z is fo

' 3.4.2 Assumptions Implicit in Deriving tl

Equation (3.3) is accurate if the input vectors to 
1 in the test output is detected. This model was used because it is the most general. 
However for many of the BIST techniques described in Section 2.7.3, linear feedback 
shift registers (LPSR) are used both to generate pseudorandom test vectors, and to 
compress the successive outputs of the circuit under test for signature analysis. The

Pseudorandom  Tests

The difference between random tests and pseudorandom tests generated with a LFSR is 
that in the lauer the patterns do not repeat until all patterns have occurred. In statistical 
terminology random patterns correspond to Bernoulli trials or "sampling with 
replacement” , while pseudorandom testing corresponds to "sampling without 
replacement" (McCluskey etal., 1988). The effect is that the test lengths predicted by 
the random model are slightly longer than necessary for given confidence intervals if 
LFSR generated pseudorandom patterns are used for testing, (Models for 
pseudorandom testing are discussed in (McCluskey e ta l, 1988).)

Aliasing in  LFSRs

Whereas the previous error resulted in a pessimistic estimate of the test length, aliasing 
in LFSRs results in an optimistic estimate. Signature analysis is based on the 
assumption that after the test is completed, the contents of the LFSR signature analyzer



will differ for working and faulty circuits. However, since the LFSR can only be in one 
o f a finite number of states, there is a rrn-zero probability that the faulty circuit will have 
the same signature as the fault-free circuit. This condition is referred to as aliasing. 
Bounds on aliasing errors are found in (Williams et.ai., 1988), and by suitable choice of 
LFSR length and feedback polynomial, aliasing errors can be reduced.

3.5 Testability Distribution of Boolean Functions

The aim of this section is to calculate the testability of all logic circuits with a certain 
number o f inputs, in order to obtain a distribution of the difficulty of testing logic 

rcuits. From the testability distributions (profiles) general conclusions can be drawn 
about whether circuits are random pattern testable on average.

The exact testability distribution of logic circuits cannot be calculated, therefore it was 
estimated from the testability distribution of the inputs of Boolean functions using certain 
assumptions.

3.5.1 Defining the Testability D istribution of Boolean Functions

To determine the testability of a circuit, the fault detection probabilities of all possible 
faults in the circuit must be found. The testability of the circuit is defined as the lowest 
fault detection probability, since if the random test set is long enough to detect the most 
difficult fault with a certain confidence, the other faults will also be detected with at least 
the same confidence. The single stuck-at fault model is used in this section.

When determining the testability of a circuit using the single stuck-at fault model, only 
failures in the circuit representable by stuck-at 0  and 1 faults for every node in the circuit 
are considered. Furthermore it can be shown that only faults at the circuit's inputs and 
internal fanout nodes need to be tested, since the other nodes are taken into account by 
fault collapsing.

The fault detection probability of internal fanout nodes depends on the gate level 
realization of the circuit, but the fault detection probability of faults at the circuit's inputs 
depends only on the Boolean function of the circuit, However, since there are infinitely 
many realizations of the same ftmctlon, it is impossible to find the testability of evety 
logic circuit. Therefore it is proposed to estimate the testability distribution of i-input



circuits (see Figure 3.4) by finding the testability distribution of faults at the input nodes 
of i-input Boolean functions. (It is only an estimate since internal faults at the fanout 
nodes in Die circuit are not considered.) The number of possible i-input Boolean 
functions is finite, therefore the testability of every function can theoretically be found.

Note that the testability distribution of the inputs of Boolean functions is essentially a 
realization-independent distribution of the testability of logic circuits. Therefore the 
approximation used corresponds to the well known functional testing approach.

[REQUIRED]

This approximation j$ realistic since every possible 
circuit is an implementation of a Boolean function.

This approximation uses only faults which depend 
on the Boolean function, but not faults at internal 
fanout nodes which depend on how the function 
is realised.

[CALCULATED]

Figure 3.4; Model f i r  Testability Estimate

As an illustrative example, the testability of all 2 input Boolean functions based on 
equiprobable 0/1 random test patterns has been found exhaustively, and the results are 
shown in Table 3.1. The fault detection probability and testability distributions are 
plotted in Figure 3.5,

However the 6 entries marked with an asterisk in Table 3.1 have at least one input with a 
fault detection probability o f 0, which means that they are not strictly 2-input functions. 
Therefore the distributions shown in Figure 3.5 depend on whether all 2-input functions 
or only strictly 2-input functions are used in the definition of the testability distribution. 
This discrepancy is shown below to decrease quickly for larger functions by considering 
the fraction of 1-input functions depending strictly on i inputs.

Testability Distribution 
of Input Nodes

Testability Distribution

Testability Distribution



TabU3.1: Testability o f 2 in ibable input signal probabilities

Function F(A)S|F(AI)

Fault Detection Probability

Figure 3 3  : Fault Detection Probability and Testability Distributions o f all 2 input 
Booleanfunctions



Let a(i) be the number of functions depending on strictly i inputs.

Therefore a(i) is the total number of i-input functions minus all possible combinations of 
strictly i- i input functions, minus all possible combinations of strictly i-2 input 
functions, etc.

The number of strictly j  input functions is a(j), and the number of combinations of j- 
input functions in a function of i inputs is ( j )  (binomial coefficient).

Therefore since the total possible number of functions is 22 i, we \.;va a recursi'v- 
definition for a(i) given by equation (3.6).

•< i) . 22‘ - ...(3.6)

The ratio of a(i) to 221 is tabulated in Table 3.2 below.

Table 3.2 shows that from 5-input functions onwatds, it  maker, virtually v.o difference 
whether the definition of the testability distribution is based on all i-input or only strictly 
i-input fiinctions.

Table 3.2: Fraction o f functions depending on all inputs

a(i) 22'

2 0.50000000000
0.62500000000
0.85156250060
0.98562622070

4294642034 4294967296 0.99992426904
184467440479*3725976 18446744073709551616 0.99999999860

3.5.2 Calculating the Testability Dtotrlhatlovi of Boolean Functions

The distributions of fault detection pmuability and testability of i-input Boolean 
functions defined above are found in this section for larger circuits.



The distributions were found for 2-input functions in Table 3.1 by exhaustively 
considering every possible case. However since die total number of functions increases 
super-exponendally this method is only practical up to 4-input functions. (For example, 
there are more 8-input functions than electrons in the universe!)

The distributions of larger functions were estimated by two different methods and the 
results are compared with a chi-square goodness-of-fit test in Appendix C. In the first 
method a  Monte Carlo simulation was done, and in the second method various 
asymptotic theoretical approximations were derived.

M onte Carlo Simulation

For large functions where exhaustive calculation of the testability distribution is 
impractical, the algorithm below was used to randomly select a number of functions 
from the set of possible functions, and calculate their fault detection probabilities and 
testabilities.

Arbitrarily choose a Boolean function 
Find the fault detection probabilities of all input nodes 
Find the testability of the function 
Update the distribution estimates 

Until enough trials for required confidence interval.

According to the Monte Carlo Method, the results obtained were used to estimate the 
actual testability distribution within certain confidence intervals. Unfo.lmately the 
uncertainty in the Monte Carlo Method decreases as the reciprocal o f the square root of 
the number of trials, and therefore long simulations were necessary for good confidence 
intervals. (Since the simulation time increases exponentially with die number of inputs 
one million trials were' -ly  done up to 14-input functions.)

Theoretical Fault Detection Probability Distribution

The fault detection probability and asymptotic approximations for the testability 
distributions of the inputs of Boolean functions are found in this section. The theoretical 
distributions were derived in order to have a mathematical description of the testability



distributions which could be used for functions with too many inputs for accurate Monte
Carlo simulations.

The fault detection probability distribution was found by considering the number of 
times the output of a function differs from its expected value when there is a fauit at mi 
input node. The distributioii is shown in Appendix C to be a purely combinatorial 
problem, and has a binomial distribution.

The approximation to the testability distribution is more complicated, since the fauit 
detection probabilities of the different inputs to the function are interrelated. The 
testability distribution of an i-input function is shown in Appendix C to be basically the 
first order statistic of i fault detection probabilities, with the dependencies between inputs 
having to be taken into account. (A brief summary of order statistics is given in 
Appendix D.) The four approximations used to estimate the testability distribution are 

' shown in Figure 3.6.

Continuous Distribution 
Independent PDFs

Continuous Distribution 
Partially Dependent FDPs

Discrete Distribution 
Independent FDPs

Discrete Distribution 
Partially Dependent FDPs

Increasing
Accuracy

Figure 3.6 : Four asymptotic approximations to the testability distribution qf Boolean 
Junctions

Although all four approximations to the testability distribution were shown to be 
asymptotically correct in Appendix C by a chi-square comparison with the Monte Carlo 
simulation, for small functions the fit is worse for the approximations that assume that 
the fault detection probabilities are continuous and independent

None of the approximations are exact because only pairwise correlations between 
different inputs are considered in approximations 2 and 4 in Figure 3.6. Correlations 
between groups of 2 ,3 ,4 ,... inputs need to be taken into account to improve the fit for 
small functions. This slight increase in accuracy at much higher complexity did not 
seem necessary, since it must be remembered that the testability distributions of the 
inputs of Boolean functions is only an estimate of the testability distributions of logic 
circuits.



distributions which could be used for functions with too many inputs for accurate Monte
Carlo simulations.

The fault detection probability distribution was found by considering the number of 
times the output of a function differs from its expected value when there is a fault at an 
input node. The distribution is shown in Appendix C to be a purely combinatorial 
problem, and has a binomial distribution.
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Although all four approximations to the testability distribution were shown to be 
asymptotically correct in Appendix C by a chi-square comparison with the Monte Carlo 
simulation, for small functions the fit is worse for the approximations that assume that 
the fault detection probabilities are continuous and independent

None of the approximations are exact because only pairwise correlations between 
different inputs are considered in approximations 2 and 4 in Figure 3,6, Correlations 
between groups of 2 ,3 ,4 , inputs need to be taken into account to improve the fit for 
small functions. This slight increase to accuracy at much higher complexity did not 
seem necessary, since it must be remembered that the testability distributions of the 
inputs of Boolean functions is only an estimate of the testability distributions of logic 
circuits.
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The testability distribution in Figure 3.8 summarizes this section succinctly, As the 
number of inputs to a function increases, a larger fr,lotion of the functions hftve 
testabilities grouped in the vicinity of 1/4, Since functions 'vith testabilities of about 1/4 
require very few random tests to achieve testing with high confidence intervals, it can be 
concluded that for arbitrarily chosen functions, the probability of a function being 
testable increases with the size of the function, This point is elaborated in die conclusion 
to this chapter in Section 3,7,

Although on average faults at the inputs o f large functions aze testable with short random 
pattern test m b , theie are still many functions with testabilities close to zero. These 
functions would require veiy long equiprobable 0/1 random tests for reasonable fsuU 
covers. The effect of optimising input probabilities for so-called random resistant faults 
is investigated in the next section by analysing a worst-case circuit

3.6 E xam ple  : Analysis of an i-inpu t AND G - _ Jm ised
Probabilities

A detailed testability analysis for an i-input AND gate with variable input probabilities is 
done L  this section. This example pre-empts the discussion in Section 4."/ on 
Optimising probabilities for arbitrary combinational circuits. It is assumed that the 
probabilities of the inputs to the AND gate are regulable and independent. The testability 
measure defined by equation (3.3) is used below, and the analysis is repeated in 
Apptndix B for probabilistic syndrome testing. (An example similar to the first part of 
this section can be found in (Breuer and Friedman, 1976) for NAND gale networks,)

An AND gate was chosen for the example because large AND gates are worst case 
circuits with regard to random pattern testing, and are notoriously difficult to test

The analysis also applies to NAND, OR and NOR gates by replacing the probabilities of 
inputs being true by false where necessary.

The test circuit shown in Figure 3.9 consists of the AND gate being tested and a gold 
unit, with the outputs XORed together to give the test output.
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is also pi. The.
(3.3).

(3.7)

For a single inpat staek-at 1 in the AND gate under test, the s 
in Figure 3.9 is The signal probability at node B is as 
of the test output can be shown to be (l-p)p*"*.

'gate is(Intuitively, the condition necessary to detect an input si 
have that input false and all other inputs true. The proba 
(1-p) and the probability of l-t inputs being true is p*"*.)

The number of test vectors Ni necessary to deteet i

NlBto(f!-(ip^) (3.8)



(3.7) and(3.8)

i(3.8);

(3.9)



Figure 3,11 : Test vectors versus Input probabilities for AND gate stuck-at 1 fault

Comparing equations (3.7) and (3.8), we have that Ni 2  No for p 2  1/2, and from 
equation (3,9) p  2 1/2 for i 2  2. Therefore for all AND gates Ni 2  No and equation 
(3.8) corresponds to the minimum sought.

The number of test vectors needed to test mi AND gate is plotted in Figure 3.12 for both 
the analysis above and probabilistic syndrome testing (from Appendix B) at 99% 
confidence, as well as exhaustive testing.

The number of test vectors in exhaustive testing grows exponentially with AND gate 
size, probabilistic syndrome testing grows quadratically, and the analysis above grows 
roughly linearly. This confirms the result that probabilistic syndrome testing is not a 
very efficient form of random pattern testing.

The asymptotic growth in the test lengths using optimised probabilities is shown to be 
linear in Appendix E by substituting the optimal value for the input probabilities into the



expression for N ; and using various limiting relations. For large ANT' gates tested with 
99% confidence, the test length is about 12,5 random vectors per input.
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Figure 3.12 : Test vectors versus number o f AND gate inputs fo r  optimal pivbabiiistic 
testing, probabilistic syndrome testing, and exhaustive testing

Note that equations (3.7) and (3.8) can be written in the form

( l - X ) N - ( l . c )  ...(3.11)

where X is a  function of the gate size and input probabilities.

If  c is the confidence interval, then (1-e) is a measure of uncertainty. From equation
(3.11) it is seen that there is an exponential decrease in uncertainty with linear increase in 
cost (i.e. test vectors), Figure 3.13 shows this relationship, between test vectors and 
uncertainty for an 8-input AND gate.

(An alternative way of looking at the minimization of test vectors done above, is to find 
the factor (1-X) in equation (3,11) such that the uncertainty decays as quickly as 
possible with N.)



(3.12)

i (3.12) has I
1981).



Firstly it was shown that in practice all testing is essentially probabilistic, since no fault 
model can take into account all possible failures which can occur in a circuit The 
necessary theory for determining probabilistic fault covers and test lengths was derived, 
and applied in two cases at the end of the chapter.

In a section comparing deterministic and probabilistic fault cover for the single stuck-at 
fault model, it was shown that both definitions yield virtually identical probabilities of 
failing a circuit that does not work. It was also shown in Appendix A that the 
probability of failing a circuit that does not work is always at least as great as the fault

An expression for the length of a random test set required to test a  node with a specified 
confidence, given the fault detection probability, was derived in Section 3.4. The 
limitations of probabilistic syndrome testing were shown to be avoided by using a more 
efficient test setup. An exponential decrease " 'esting uncertainty for linear increase in 
test length was shown, which means that 1. necessary, fault covers can be increased 
significantly for relatively small increases in test lengths.

Probabilistic testing was applied both to the whole spectrum of Boolean functions with 
equiprobable 0/1 probabilities, and to a specific circuit with optimised input 
probabilities.

In section 3.5 the testability distribution of Boolean functions was defined and 
estimated. The distributions for different size circuits plotted in Figure 3.8 were found 
to group near 1/4 for an increasing fraction o f larger circuits. Using equation (3.3) 
relating the test length to the fault detection probability, functions with testabilities 
greater than 0,1 can be tested with 99,9% confidence in less than 100 vectors. This 
leads to the startling conclusion that faults at the inputs of virtually every logic circuit 
with more than 8 or 9 inputs, can be tested with more than 99,9% confidence with 100 
equiprobable 0/1 random test vectors. Of course this is only a statistical observation 
assuming that all functions are equally distributed, and there are still many functions 
with very low testabilities, but it is nonetheless a noteworthy result

Finally a complete testability analysis of an i-input AND gate was done as an example. 
The results obtained confirmed that if optimised input probabilities can be used, then 
even worst-case circuits such as AND gates can be efficiently tested probabilistically. 
For large gates the growth in test length was shown to be a linear function of gate size, 
thereby yielding test lengths of the same order as deterministic testing.
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CHAPTER 4

CALCULATION OF FAULT DETECTION PROBABILITIES

4.1 Introduction

The benefits of random pattern testing were discussed in Chapter and ic was shown in 
Chapter 3 that random testing is feasible. The relationship between the fault detection 
probability of a fault and the random test length was derived, and test lengths were 
found to bs much shorter than exhaustive. Hiis chapter deals with the final element in 
the testability analysis: die calculation of accurate values for the fault detection 
probabilities.

Unfortunately there are no simple algorithms for calculating signal probabilities for 
Boolean expressions, since the problem is NP-hard (Section 2.5). This means that any 
s’.’frorithm to calculate signal probabilities will have limiting exponential complexity for 
S^me circuits, but it is exactly those circuits for which any test pattern generation 
algorithm (e.g D-algorithm) will have exponential complexity. However die growth in 
computation time for practical circuits has been observed to be roughly quadratic (Savir 
etal., 1982), which seems to indicate that for most useful circuits test generation will 
not attain its limiting exponential complexity.

In accordance with the testing philosophy described in Chapter 2, only combinational 
circuits are considered here. It is assumed that sequential circuits have been designed 
using the structured design for testability techniques, and therefore appear to be 
combinational circuits when operating in test mode.

In principle finding fault detection probabilities is equivalent to calculating the signal 
probabilities for the test output of the combined circuit under test and the gold unit as 
shown in Figure 3.3 in the previous chapter.

A standard Boolean method of finding signal probabilities is presented in the first part of 
this chapter, followed by a discussion of Boolean Differences. An algorithm is 
.proposed for calculating fault detection probabilities, and possible modes of operation of 
the algorithm are discussed. A prototype fault detection probability algorithm



implemented in Lisp is described, with program listings included in Appendix H. The 
problem of finding optimum input signal probabilities for testing arbitrary combinational 
circuits is addressed, and finally a complete example is presented.

4.2 Standard Boolean Method

This is a straightforward algorithm for finding tiie signal probability of a Boolean 
expression. The first step is to write the expression in sum-of-products form. The 
expression is then expanded as a canonical sum of fundamental products (i.e. disjunctive 
normal form, where each term corresponds to a 1 entry in the Karnaugh map). A 
property of expressions written in this form is that each term is mutually exclusive of the 
others, since only one of the terms can be true for a particular ir.put combination. 
Therefore the signal probability of the expression b  simply the arithmetic sum of die 
probabilities of each term in the expansion.

The disadvantage with the standard Boolean method is that although the algorithm is 
conceptually simple, the expansion easily reaches exponential complexity. The reason is 
that for a function of i  variables, there are 2i possible minterms in the canonical sum of 
fundamental products expression. There are many simple functions that have 
exponential complexity when expanded (e.g. & parity generator), which make this 
•algorithm unusable in practice.

The signal probability of the output of the circuit in Figure 4.1 is found as an illustrative 
example.

Figure 4.1: Combinational circuit example
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Pr{ F(A) } = Pr{ A F(l) } + Pr{ A' F(0)}



Different heuristics can be used to estim'-'e the best choice of variable. An intuitive 
approach to making F(l) and F(0) as simple as possible is to choose the variable which 
appears the most times in the expression. However this simple heuristic was not found 
veiy useful in practice since the depth of the variables in the expression must be taken 
into account.

A more rigorous approach is to decompose the function with respect to another variable 
if  the first variable chosen does not simplify F (l) and F(0) adequately. Another 
alternative is decomposing the function with respect to all variables in Step 3 of the 
algorithm and choosing the simplest result for further decomposition. This amounts to a 
breadth-first search of the tree o f all decomposition paths. The heuristic which was 
finally implemented, was to use a weighted sam of the occurrences of each variable 
depending on the variable's depth in the expression. Top level variables were assigned a 
weight of 1, and for each lower levd, me weight was halved.

4.4.1 Two versions of Ihe algorithm

The algorithm for calculating signal probabilities can be used in two ways, depending on 
whether values are substituted for single variables in Step 2 or no t The algorithm is 
simpler if numerical values are substituted for variables because the outcome is just a 
numerical value for the signal probability of the function. In the more complicated 
version of the algorithm, values are not substituted for variables, and the outcome is an 
algebraic expression for the output signal probability in terms of the input signal 
probabilities. The two uses for the complicated version of the algorithm are described

When numerical values are substituted for vanables, it is assumed that the variables are 
independent of each other and their signal probabilities are known. In hierarchical 
design it is common to construct modules which are then used as building blocks at 
higher levels. To avoid having to derive the probability expression each time the module 
is used, a symbolic probability expression can be found once using the complicated 
version of the algorithm, and associated with the module. The symbolic equations ci.n 
then be incorporated into the rest of the circuit when the module is used.

The complicated version of tits algorithm is also useful for calculating optimum vs. i:» 
for :he input signal probabilities, which requires an analytical expression for the funew



in terms of its input signal probabilities- Optimising input signal probabilities is 
considered in Section 4,7.

4.4.2 Application of Algorithm to  Logic Minimization

Although logic minimization was not the primary purpose of the signal probability 
algorithm, its ability to manipulate Boolean expressions is a  useful tool for logic 
minimization and some verification, In fact, there are examples in the literature of graph 
based minimization algorithms using exclusively Shannon's expansion theorem.

Traditionally logic minimization algorithms have concentrated on minimal two-level logic 
implementations. The first step is to find the prime implicants of the function, and the 
second is to find a minimal or near minimal cover subject to certain cost criteria. These 
algorithms are either exact (based on Quine-McCluskey simplification), or use heuristics 
in determining the essential prime implicants.

Two level logic implementations, however, are not normally as efficient in terms of gate 
count as multilevel implementations. But synthesis of multilevel minimum cost circuits 
is an exceedingly difficult problem (Breuer, 1972, p59). An important area of research 
is to synthesize canonical multilevel logic circuits with identical components which are 
usually more complicated than single gates. These implementations are called iterative 
cell arrays or cellular arrays. The fault detection probability algorithm presented above 
can be used to factor functions into a canonical implementation using multiplexer 
building blocks. Bach decomposition of the function adds a multiplexer. Once again the 
circuit in Figure 4.1 will serve as an example. Figure 4.3 shows one of the possible 
multiplexer decompositions for the circuit

4.5 Modes of Operation of the Algorithm

The two envisaged modes of operation of the testability analysis algorithm are now 
discussed with examples.
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Figure 4 3 :  Possible Canonical Implementation o f Circuit in Figure 4,1 
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4.5.2 Batch Fault Detection Probability Mode

The second mode of operation of the testability analysis algorithm is used once the 
circuit is completed, to determine the fault detection probabilities of single Stuck-at faults 
in the circuit

There is a  well-known result in deterministic testing which reduces the number of nodes 
which have to be tested in a circuit. Only the fault set consisting of faults at the primary 
inputs and fanout branches need to be considered, since a test set that covers all 
members o f this set is a complete set for all detectable faults in the circuit (Muehldcrf and 
Savkar, 1985). The above result for fault collapsing is also true for random testing 
(Savir eU i„ 1984).

The proposed algorithm calculates the fault detectica probabilities for the required fault 
set. The method used is to find the signal probabilities of the set of tests that detect the 
fault as defined in Section 3.3 on Boolean Differences.

The circuit in Figure 4.1 will again serve as an example. The simple version of the 
algorithm is used below to find the fault detection probability for the fault A stuck-at 0. 
AH input probabilities are assumed to be 1/2 and independent.

Using equation (4.3), the tests which detect the fault A stuck at 0 are T = A [F(0) @ 
F(l)], and the probability t  is required. Substituting for the function F from equation 
(4.1) gives

T -  A [ {  (E 5 0 '@ (B@D)'} ® {[B'vB®C)’ v D ]@ (BSD)'} ]

Decomposing with respect to B using the probabilistic expansion theorem, and writing 
in terms of signal probabilities gives

t/a = b Pr{ [CeD] @ [(C v D")@D] } + b' Pr{ [CSD'] © [D’&DI }

Substituting numerical values for a and b, and simplifying, yields 

4t = Pr{ C e  (C v D') } + Fr{ C  ® D '}

Repeating the above process by expanding with respect to variable C,



and substituting for variables e  and d gives the final result for the fault detection 
probability of the fault A stack-at 0,

which corresponds to a test set of 22 equiprobable 0/1 random vectors to detect the fault 
with 99% confidence.

4.6 Description of Prototype Implemented

The implementation of a testability analysis system can be considered at different 
conceptual levels. From a systems point of view, the main requirement is compatibility 
with other computer aided design systems in order for the results o f the testability 
analysis to be useful. Especially in the signal probability mode of the algorithm (Section 
4.5.X), an interactive user interface with the schematic capture system is needed. The 
database of the schematic capture package must be accessed and modified so that 
problems can be reported to the designer immediately. Writing a complete testability 
analysis system requires a large software investment, and is beyond the scope of this

The approach to the problem adopted was to write a simple interface between a  standard 
circuit netiist format and the testability analysis program. In this way existing software 
could be used to move circuit schematic data to the testability analysis program. Figure 
4.4 shows a block diagram of the data path to the testability analysis program. This 
certainly does not meet the requirements for an interactive system, and therefore should 
be seen as a  simulation rather than an implementation of the complete testability analysis 
system. The connection between the schematic capture, logic simulator and testability 
analysis program was the HILO-3 netiist format.

The second level at which the implementation of the testability analysis program can be 
considered is the development of algorithms to perform the testability analysis itself. 
This is the level mainly implemented here.
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4.7 Calculating optimum Input signal probabilities

An aspect related to the calculation of fault detection probabilities which still needs to be 
considered, is the optimisation of input signal probabilities for minimizing test lengths 
for arbitrary combinational circuits. This section is intended as an analysis of the 
problem and a comparison of several techniques implemented for its solution.

The analysis o f the AND gate example in Section 3.6 confirmed the expected result that 
there are circuits which are poorty tested with equiprobabie 0/1 input signal probabilities, 
The same example also showed that dramatic reductions in random test lengths can be 
achieved by testing with optimised signal probabilities.

In some classes of BIST circuits optimised signal probabilities are difficult to generate, 
and these circuits would have to be designed to be equally weighted random pattern 
testable. However, if the test vectors are generated externally or nonlinear feedback shift 
registers are used (Wunderlich, 1985), arbitrary signal probabilities at the test circuit's 
inputs can be achieved. Tlte calculation of optimum signal probabilities is discussed 
below, possible algorithms are surveyed, and finally three promising methods are 
implemented and tested.

4.7.1 N onlinear Programming Problem

A general statement of the problem of optimising input probabilities is presented below. 
Consider testing for n faults in a  circuit with i inputs (Note that in VLSI circuits n may 
be very large). The fault detection probability of the ktli fault is calculated by the fault 
detection probability algorithm described in Section 4.4, and is a function of the input
signal probabilities given by  %|). For input vectors with signal probabilities
x=[x, %2 ... x jT  , the length of the random test set is determined by the lowest fault 
detection probability of all n fauia,

Therefore in order to achieve the minimum test length, the input probabilities x  must be 
chosen such that the lowest of ft, f j , ..., fn is maximized, i.e.

Need max* { F }
}  ..(4.11)

where F  = mink { ffeOO } k - 1 ,2 .......n





Appendix F). "Hie performance of these methods is compared for test eases below, after 
discussing an alternative method of solving the optimisation problem.

4.7.2 Sim ulated Annealing

One of the difficulties in optimising a function with many local minima is that most 
nonlinear programming algorithms (including those discussed in Appendix F) tend to be 
"greedy" and only move "downhill" in directions that minimize the objective function. 
The effect is that the methods tend to work efficiently when they work at all - but they 
can easily be trapped at points which are not optimal or only locally optimal.

Two ways of trying to alleviate this problem are to do multiple optimisations from 
different starting points, or to use random methods such as arbitrarily evaluating the 
function at different points,

Simulated annealing is a probabilistic technique that has been successfully applied to 
multivariate optimisation (Kirkpatrick et-aL, 1983), including integrated circuit design 
problems such as partitioning, placement and routing, The principle of simulated 
annealing i$ based on the connection between statistical mechanics and combinatorial 
optimisation (see Kirkpatrick et.al. (1983) for a discussion), and draws an analogy 
between the search for a minimum in an objective function and changes of state in 
materials.

To solidify a liquid into a regular crystal, the material must be cooled slowly so that it is 
In equilibrium at all temperatures. If tiie material is cooled too quickly, it does not have 
time to reach equilibrium and defects become frozen into the oystal. Greedy algorithms 
that only move to lower function values are like rapidly quenching a physical system to 
zero temperature, resulting in metastable states analogous to local minima of functions 
(Greene and Supowit, 1986).

Therefore when using simulated annealing techniques in optimisation, moves which 
increase the objective function are accepted with a probability dependent on a 
temperature parameter. The Metropolis method is a commonly used procedure for 
deciding the acceptance of the "uphill" move (Greene and Supowit, 1986), If the 
present position is x with objective function value F(x) and the move is to y  with 
objective function F(y), then the move is accepted with a probability given by equation
(4.12).
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/  e-(F(y)-F(x))/kT fo rF (y ) i , ,

Pr {move x to y> -  I ... (4.12)
v ' 1 forF(y) <F(x)

The parameter T corresponds to temperature in physical annealing, and decreases from a 
large value exponentially. In the simulated annealing algorithm implemented, the 
direction of the move was chosen randomly, and the distance moved in n-dimensional 
space was set by the steplength. If  at a  particular temperature, a predefined number of 
moves fail, the steplength was reduced. The function value after several successive 
reductions in steplength is assumed to be the minimum.

4.7.3 Test Function and Results

As mentioned in Appendix F  test functions exist (e.g. Himmelblau, 1972, pl95) for the 
evaluation of unconstrained nonlinear programming algorithms, but they are not 
generally representative of the problems encountered in optimising signal probabilities. 
These test functions are difficult to optimise due to the nature of their gradients, but 
typically'they are functions of few variables, and only have a few minima, which need to 
be found very accurately.

The characteristics of the type of function that is to be optimised are that there can be 
many variables, and the fault detection probabilities are in an algebraic sum-of-products 
form with many crossterms. Evaluation of the optimisation algorithms for particular 
drouits is too specific and not desirable. Therefore a  new test function is w ed here with 
the expected characteristics of typical problems, wihere the number of minima and their 
relative differences can be controlled by parameters. The test function is defined by 
equation (4.13) for 1 dimension.

T(x) *  (I - a)x2 + a/2[l • cos(2itbx)) ...(4.13)

with 0 £  a £  1, b 5  0

The behaviour of the test function is shown below for the 1 dimensional case and 
various values of the parameters a and b. Tho effect of increasing a is to decrease the 
difference between function values at successive minima. The number of minima in the 
interval [0,1] Is directly controlled by the second pariimeter b.



In the n dimensional ease, the test function is (he product of test functions in each 
dimension. The product was used instead of the sum so that crossterms would be 
present A scaling factor must be added to the function in n dimensions, otherwise T  = 
0  for any X|= 0.

Figure 4.8 : Behaviour o f tesifunction for different values o f  a  and b

Powell's method, Hooke and Jeeves' method and simulated annealing were tried on the 
test function varying the initial point, steplength, number of variables, and the 
parameters a and b. It must be remembered that the test function is itself only a  single 
case, therefore the results must be interpreted qualitatively rather than quantitlvely,

The main advantages of the conventional nonlinear programming algorithms is their 
speed relative to random methods like simulated annealing (for most tests speedups of an 
order of magnitude were observed), but unless the algorithms are modified, simply 
searching for a minimum is not sufficient For example even with a  = 0,05 in the test 
function, the global minimum was rarely found. Even when searching for a single 
minimum, both Powell's method and Hooke and Jeeves' methods are not as efficient as 
they might be. The reason is that Powell's method assumes that the function will be 
approximated by a quadratic near its minimum, but this assumption does not hold



because the function is not differentiable. Hooke and Jeeves' method searches each 
variable separately, and therefore has difficulties with functions with many crossterms.

Simulated annealing on the other hand, converges at a  rate determined by the 
temperature. Since the cooling schedule can be externally controlled, the tradeoff 
between the certainty of the solution and nm times can be adjusted dynamically. The 
disadvantages of simulated annealing are that global solutions are not guaranteed, and 
run times and function evaluations are high. A further problem with simulated annealing 
is that there are many parameters which have to be selected, and there is no general way 
of determining the values of the parameter in advance. A positive feature of simulated 
annealing is that for the tests performed, the number o f function evaluations is not a 
strong function of the dimension of the problem, which could be advantageous for large 
nonlinear optimisations.

4.7.4 Observations and Further Suggestions for Optimising Probabilities

Nonlinear optimisation is a difficult problem especially in cases where there are many 
local minima and a point close to the global minimum is required. Some observations 
and suggestions for further woik are noted below.

Most algorithms are very sensitive to the steplength and choice of starting point for 
multimodal function's. Methods to alleviate this problem such as repeated runs with 
different initial conditions or random methods such as simulated annealing increase the 
execution time significantly, and while better results are often produced, it is still 
difficult to determine how close to the global optimum point they have reached.

All the techniques implemented to find optimal input probabilities indicate that it would 
be very useful to have a good sailing point for the optimisation. Approximate testability 
analysis algorithms which run fast by neglecting reconvergent fanout nodes, might be 
useful in estimating the starting point for the optimisation.

An extension to the above discussion on optimisation is to test the circuit with two sets 
o f random patterns with different signal probabilities, There are circuits for which tli* 
sum of the lengths of the two tests is less dian the optimum length for one se t An 
example is testing a circuit with both a large AND and OR gate. It is known that the 
input probabilities should be close to I to test the AND gate, and close to 0  to test the OR



By developing the above concept further to more random tests, one eventually gets to 
many tests of unity length, wh.ch corresponds to deterministic testing. This means that 
in principle there is a spectrum of testing possibilities from a single random test set to 
deterministic testing.

In the optimisation discussed above, the signal probability at each input node in the 
circuit was allowed to have an arbitrary value. A simplified problem of practical 
importance results if  all input probabilities are restricted to the same value. For example 
if  a  single nonlinear feedback shift register is used, the signal probability can be changed 
from 1/2, but all flip-flops will have the same probability. The AND gate example in 
Section 3.6 is a  special case of this, where all optimal input probabilities are equal.

Below are suggestions for further work which might be beneficial in the optimisation of 
signal probabilities but lie outside the scope of this work.

1. Specifically tailored parameters in simulated annealing (possibly different decay 
curves for the cooling schedule) might reduce ran times significantly.

2. Use might be made of the knowledge that the objective function is piecewise 
differentiable, but it is probably difficult since in many cases the optimum point will 
be at the intersection of two fault detection probability functions so the derivative will 
not vanish.

3. Geometric programming is a special case of nonlinear programming, in which the 
objective function and constraint equations are all polynomials in non -negative 
variables with positive coefficients (posynomials). Special optimisations exist for 
these problems (Masanao, 1971). It is possible to convert each fault detection 
probability expression into a posynomial by replacing each xk' with yk, and 
introducing the extra constraints xk + yk = 1. Problems witii this approach are that 

the numb# of variables is increased, extra constraints are added, and care must still 
be taken to find the minimum of a number o f posynomials.

4.8 Conclusion

Whereas the previous chapters have considered probabilistic testing from general' and 
theoretical viewpoints, specific practical aspects of probabilistic testing have been





CHAPTER 5

GENERAL CONCLUSIONS

The purpose of this work has been to evaluate a probabilistic definition of testability as a 
viable approach for dealing with the problems of testing VLSI digital integrated circuits. 
More specifically, i( was found that although the investigation covered many interrelated 
ideas, the work can ve grouped in three main parts, analysing probabilistic testing at 
different levels of abstraction. Since each part is largely self-contained, detailed 
conclusions are included at the end of Chapters 2, 3 and 4. To summarize, it was 
shown that probabilistic testing is desirable, feasible, and finally practical.

The outcome of Chapter 2 was a proposed testing methodology based on the 
requirements of testing, and the literature review. Structured design techniques were 
adopted as they have become widely used for dealing with the sequential circuit testing 
problem, in many cases together with built-in self-test. Therefore the main thrust of 
Chapter 3 was aimed at showing that probabilistic testing of combinational circuits is 
theoretically feasible, and the equations relating the test lengths to the fault detection 
probabilities were derived for two types of random pattern testing. The first type is the 
most efficient form of random pattern testing, while the second is related to syndrome 
testing. The discussion in Chapter 3 was augmented with two examples. The first 
analyses the whole specmim of Boolean functions, whereas the second considers a 
specific wotst-case sxasipJe, and shows that test lengths arc reasonable if optimised 
input probabilities ate used.

The example on the calculation o f  the testability distribution of Boolean functions 
produced some interesting results. The first was that the input fault detection 
probabilities o f a function are either all "even" or all "odd", forming a binary 
classification of circuits. The second result was that the testability o f virtually all faults 
a‘ the inputs o f arbitrarily chosen circuits actually increases with the size of the circuit 
Aiu'ioufeh this example was mainly of theoretical interest since faults at internal fanout 
nodes were not considered, it does have application in cases such as board testing, 
where pin connections often contribute to a large percentage of malfunctions.



Jn essence the central idea in Chapter 4  to showing that probabilistic testing is practical, 
is that instead of only using the testability measure to estimate the cost of test pattern 
generation, the testability analysis is made accurate enough so that it can be used with 
random testing to completely eliminate test pattern generation. It might be said that 
nothing is gained since in order to be exact, the testability measure attains the complexity 
of test pattern generation. However replacing test pattern generation by an accurate 
testability analysis has many beneficial sideffects. In terms of testing, the most 
important benefit is that although test generation costs are not necessarily reduced, test 
application costs can decrease dramatically due to the simplicity of random pattern 
testing. This is particularly attractive in high volume production, and when used with 
built-in self-test for on-line testing,

The benefits are not limited to testing, however. The fact that the testability analysis 
algorithm manipulates the Boolean equations of the circuit cart be used to help with other 
aspects of the design cycle such as design verification and detecting logical redundancy. 
This work has only considered the logical level, but the testability anal) • Is can also be 
used in physical verification, for example races ana hazards. The procedure for 
detecting possible static and dynamic hazards involves operating on the Boolean 
equations without allowing certain simplifications, which could be performed by the 
testability analysis algorithm with minor modifications.

■Chapter 4  also included the implementation of a prototype fault detection probability 
algorithm written in Lisp, and a discussion on optimising input signal probabilities. 
Several operating modes of the fault detection probability algorithm were proposed with 
examples done manually to describe the algorithms. Expressions containing a few 
thousand gates were analysed with the Lisp program, and it was clear that although a 
significant amount o f time was spent on the algorithms, more work is needed to 
approach the speed of commercial programs like HILO-3. One of the problems is that 
although Lisp was found useful for prototyping, it did not run as efficiently as 
conventional procedural languages.

However, even a more efficient testability analysis would have the same disadvantage as 
automatic test pattern generation algorithms, viz. complexity. Since the problem is that 
the algorithms are NP-complete, it cannot be solved in general. It is felt that as circuits 
get larger, structured techniques will have to be adopted to simplify combinational circuit 
testing, It is also fell that the most promising method is to extend hierarchical design 
methodologies to hierarchical test application, The idea behind hierarchical test 
application H that very large circuits are always designed hierarchically, so instead of
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icde passes/node works} Pr{node works} ... (A,6)

ig a node that woiks is unity, and from equation (A.5)

Therefore equation (A.6) reduces to

Pr{node passes} = (1 - c)(l - w) + w
= 1 - c (l - w) ... (A.7)

The probability of a circuit with n nodes passing, is equal to the probability of all nodes

Pr{ circuit fails} = 1 - [I  - c ( l  • w)]n (A.8)

The probability that a  circuit does not w o 't is as in the deterministic case, therefore 
substituting equation (A.8) into (A,l) gives .he probability of failing a faulty circuit for

Pr{circuit fails/circuit faulty} =

Equations (A.4) and (A.9) are the required equations in Section 3.3, defining the 
probability of failing a circuit that does not work for the deterministic and probabilistic

typical values for c at



The fault co verc is close to unity for practical testing, end is usuaJly a! least 95%, The 
probability o f a node working w is very close to unity for large circuits in order to have 
a reasonable circuit yield. For oxample a circuit containing 10000 nodes with a 
probability 0,9995 of each node working, has a yield wn of less than 1%. The fact that 
w is very close to unity can be used together with the binomial approximation (A.10) to 
show that equations (A,4) and (A.5) are essentially equivalent.

(1 + x)m  s  1 + mx, for very small x

Tn the probabilistic expression in equation (A.9) above, the factor (1-w) is very small, 
therefore applying the binomial approximation in reverse gives

[1 - c(I - w)!n = [(I ■ (1 - w))c]n = ... (A .ll)

Comparing equations (A.4) and (A.9) using equation (A .ll) shows that there is very 
little difference between the deterministic and probabilistic definitions of fault cover for 
practical circuits. Therefore by either testing 99% of nodes in a circuit determlnisticaUy, 
or by probabilistically testing all nodes with 99% confidence, gives the same probability 
of failing a circuit that does not work.

The probability of failing a faulty circuit is plotted in Figures A. 1 and A.2 to show the 
. general characteristics for typical conditions. In Figure A, I the probability of a node 

working is kept constant at 0,999, and in Figure A.2 the fault cover is 0,99.

It is important to note from the figures that the pwhability of failing a faulty circuit is 
never less than the fault cc

Figure A. J : Probability o f Failing a Faulty Circuit versus Number o f Modes and Faith



Figure A,2 Probability o f Palling a Faulty Circuit versus Probability o f Nodes 
Working and Number o f Nodes



TESTABILITY ANALYSIS USING "PROBABILISTIC SYNDROME’ 
TESTING

end involves a
In Section 3.4 ii was noted that there are many p os sib 
strategies. The optimal testing strategy is shown in Fi 
comparison of the output of the circuit under test with a to 
relation between test lengths and fault detection probabilities for this type of testing is 
derived in Section 3.4.1, and given by equation (3.3). The first part of this appendix 
contains a description of the test setup and the derivation of the test lengths for an 
alternative testing strategy, where only the long-term output probabilities of circuit are
measured. Hie AND gate example done in Section 3.6 is re 
procedure at the end of the appendix.

d  for this testin

B .l Description of Test Setup

As mentioned in Section 3.4, ihe testing strategy described in this appendix is based on 
previous work (Franco, 1986), but it has been extended and included here both as a 

for its connection with syndrome testing.

The syndrome of a Boolean function is defined as the number of minterms realized by 
the ftmction (Savir, 1980). The principle of syndrome testing is that functions can be 
implemented in such a way that fault-free and faulty circuits have different syndromes. 
The test procedure then simply consists of applying every input combination to the 
function and measming its syndrome.

The concept o f syndrome testing is 
use o f the term "probabilistic syndrome" testing. The advantage of 
syndrome testing over its deterministic counterpart is that exhaustive
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perfomied by applying random paw 
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:). The test length is sufficiently long to



APPENDIX B

TESTA BILITY  ANALYSIS USING "PROBABILISTIC SYNDROME" 
TESTIN G

Id Section 3.4 it  was noted that there are many possible random pattern testing 
strategies. The optimal testing strategy is shown in Figure 3.3, and involves a 
comparison of the output of the circuit under test with a known good response. The 
relation between tost lengths and. fault detection probabilities for this type of testing is 
derived in Section 3.4.1, and given by equation (3.3). The first part of this appendix 
contains a description of the test setup and the derivation of the test lengths for an 
alternative testing strategy, where only the long-term output probabilities of circuit are 
measured. The AND gate example done in Section 3.6 is repeated for this testing 
procedure at the end of die appendix.

B .l Description of Test Setup

As mentioned in Section 3.4, the testing strategy described m this appendix is based on 
previous work (Franco, 1986), but it has been extended and included here both as a 
comparison with other techniques, and for its connection with syndrome testing.

The syndrome of a Boolean function is defined as the. number of minterms realized by 
the function (Savir, 1980). The principle of syndrome testing is that functions can be 
implemented in such a way that fault-free and faulty circuits have different syndromes. 
The test procedure then simply consists of applying every input combination to the 
function and measuring Its syndrome.

The concept of syndrome testing is analysed probabilistically in this appendix, hence the 
use o f the term "probabilistic syndrome" testing. The advantage of probabilistic 
syndrome testing over its deterministic counterpart is that exhaustive tests are not 
necessarily required to detect faulty circuits with high confidence interr',s. Testing is 
petfomied by applying random patterns to the circuit under test and observing the signal 
probability of the output (e.g. by counting ones). The test length is sufficiently long to
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(B.3) and (B.4) by substituting

a = Pr{SA.O} = 0, and b -  Pr{Nonnal} -  p i  giving

a = Pr{Normal} = pi, and b = Pr{SA-l} -  pi"1, giving 

„ N l = (pV l-p1' 1 + V l-pi) (V l-p 1"1 + V i- ? )  ... (B.6)

N i in equations (B.5) a, is of No and N t versus input 
.Oand3.11 in Section 3.6.

The equation for N0 d< it Ni has a 
ly for AND gates with 2 to 70 inputs

N m in-33.44i2 -33,441* 11,4 ... (B.7)
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APPENDIX C

TH E O R E TIC A L  TESTA BILITY  DISTRIBU TIO N  OF BOOLEAN 
FU N CTIO NS

estimates of the testability distribution could be found from the testability distribution of 
Boolean functions. The testability distribution of Boolean functions was approximated 
by a Monte Carlo simulation and several asymptotic theoretical distributions. The 
theoretical asymptotic fault detection probability and testability distributions are found in 
this appendix. The distributions are compared to the Monte Carlo simulation with a %2 
Soodness-of-fit test at the end 01 the appendix.

C l  Theoretical Fault Detection Probability Distribution

The fault detection probability can be found from the number of times that the output is 
different to its expected value. Consider finding the fault detection probability of a fault 
at the first input of an i-mput function with equiprobable 0/1 probabilities at the 
function's inputs. The truth table is shown in Table C.l below.

For every pair of consecutive entries in Table C .l only the first input changes, and the 
probability o f F(0,...) and F(l,...) differing is 1/2. There are 2*'l pairs of terms 
therefore the number of times the output differs from its expected value ranges from 0 to 
2*"'. Therefore using equiprobable input probabilities the fault de ection probability 
ranges from 0 to (2̂ * 1/2*) = 1/2 as expected. The distribution of th number of times 
the output differ, from its expected value is a  purely combinatorial problem. The 
probability that the output differs k  times is just the probability of k  favourable 
outcomes out of 2*‘ l independent events. Therefore the distribution of the fault 
detection probability is the binomial distribution given in equation (C.l).

i of logic circuits was defined in Section 3.5. It was noted that

... (C.l)

where ( " )  = is the binomial coefficient.
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The first approximation to the testability distribution is that the fault detection 
probabilities o f the different inputs to the function are statistically independent. (Used 
in distributions 1 and 3 above.)

For an i-lnput Boolean function the testability distribution is the distribution of the 
lowest of i fault detection probabilities each with a pdf given by equation (C.l). 
Therefore if the fault detection probabilities are assumed independent, the testability 
distribution is given by the first order statistic o f i fault detection probabilities. If the 
fault detection probability is assumed continuous (i.e. the binomial distribution is 
approximated by a gaussian even for small functions) then the firs! order statistic is 
given by equation (D.3), and the first order statistic is given by equation (D.4) for 
discrete distributions. (A brief summary of order statistics is given in Appendix D.)

Although the approximations 1 and 3 to the testability distribution are shown to be 
asymptotically correct btiow by a %2 comparison with the Monte Carlo simulation, the 
fit is bad for small functions. The error is due to the assumption of statistical 
independence.

In reality the fault detection probabilities of the inputs to a Boolean function are not 
independent and there are correlations between -roups of 2, 3, 4 ,... fault detection 
probabilities.

An Improved approximation to the testability distribution (used in approximate 
distributions 2 and 4) is to take into account the major correlation between the different 
inputs (Le. pairwise correlation), and neglect all higher correlations. Consider a portion 
of the truth table for finding the fault detection probabilities shown in Table C.2.

As in Table C .l, the fault detection probability o f the first input is found by 
comparisons A and B differing in Table C.2. Similarly the fault detection probability of 
the second input is found by comparisons C and D differing,

By considering all possible values of the function B in Table C.2 it is seen that either 
both fau)t detection probabilities differ by an even number or both by an odd number, 
Since the complete truth table consists of a  number of sections as in Table C.2, either all 
the Inputs have an "even" or all the inpuls have an "odd" fault detection probability. (A 
fault detection probability is "even" if  the output differs from its expected value an even 
number of times.)



Table C2 : Correlation between ftw fault detection prohatiititiss

S « Same D = Different

S D D S /S  D

D  8 3 D /D  S

D D D D /S  S

FDP-! FDP-2

^ ___ C

\ A*1
. . 1 0 -4-1

Therefore approximate distributions 2 and 4 were calculated by splitting "even" and 
"odd" functions, and finding the testability distribution of each group as above' (i.e. 
assuming statistical independence within the group) before combining distributions,

C.3 Comparison of Results with Monte Carlo Simulation

The four theoretical estimates of the testability distribution are compared to the results of 
the Monte Carlo simulations in Table C.3 by using a %2 goodness-of-fit test. The 
approximations are compared to the exact testability distribution for 2 to 4 input 
functions, and one million trials of the Monte Carlo simulation for the rest.

As a first estimate x2 values of the order of the degrees of freedom indicate a good fit 
between the two distributions. From Table C.3 it .can be seen that ail four 
approximations are asymptotically comct, with the fourth approximation moat accurate 
for small functions. (Note that approximation 4 is exact for 2-input functions since there 
is only a pairwise cmrelation between inputs.)

is the correlations between the different 
s important, and the theoretical 

approximations are accurate estimates of the testability distribution of faults at the inputs 
o f Boolean functions,
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gkOO = lF(x)(k,n-k>l) - IF(x.l)(k,n-k+l) (D-4)

gl(x) = [l-F(x-l)1n - [I -F(x)3n



APPENDIX E

ASYMPTOTIC TEST L  N-'THS FOR OPTIMAL AND-GATE TESTING

A testability analysis of an i-input input AND gate using optimised input probabilities 
was done in Section 3.6, The irl ; . setup was used, where a  single error could be 
detected. It can be seen from 1 : .  ,12 that test lengths grow slower than for both 
exhaustive testing and probabilistic syndrome testing with optimised input probabilities. 
The asymptotic growth in test lengths is shown to be a linear function of AND gate size 
in this appendix.

The expression for the number of random test patterns needed to detect an input stuck-at 
1 fault is given by equation (3.8), which can be written in the form below,

where 1 is the number of inputs to the AND pate, p is the input probabilities, c is the 
confidence interval, and N  is the test length.

It was shown in Section 3,6 that the optimum inpur signal probabilities are given by p = 
1 - 1/i. The asymptotic growth in the lest length can be found by subsi.' jttog the optimal 
value for the input probabilities into equation @.1), giving

(1 -c )  = ( l  • (l-p)pi-1) N

As 1 gets large, the approximation for the exponential can be used, i.e.

(1 + x/m)m s  e*, for large m

Substituting the approximation into equation (E.2) gives

... <B.3>



Further applying the approximation 

ln(l + x) s  x, for small x

N i = i-e ( i- l) ln ( l-c ) , for large i ... (E.4)

Equation (E.4) shows that the number of vectors required to test an ANDgate g f  v/s 
linearly with gate size for large gates, if optimised input probabilitie: ars used.
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Himmelblau (1972) has a chapter of extensive comparisons of the above aJgorithms for 
10 specially designed test problems. The methods are evaluated in terms of robustness, 
number of function evaluations, and execution time. His results indicate as expected that 
the methods that use derivatives are generally faster, with the exception of Powell's 
method which has a high ranking- In a test to determine the effect of the number of 
variables on the algorithm, the Davidon Fletcher Powell and Powell's method without 
derivatives were superior to the others.

Others confirm that Powell's method without derivatives is generally considered 
superior to the empirical (search) methods (Mordecai, 1976). O f the search methods, 
Neldcr and Mead is only good for a small number of variables, Hooke and Jeeves is 
usually better than the orthogonal searches (Masanao, 1971), and random searches are 
discussed in Section 4.7.2.

There are, however, possible advantages of the search methods over the more 
sophisticated methods, for example: no explicit knowledge of the objective function is 
needed; regularity and continuity of the objective function and the existence of 
derivatives are not required (Himmelblau, 1972); and it is easy to deal with constraints 
on the individual variables (Masanao, 1971).

The most promising methods are Powell's method and Hooke and Jeeves' method, 
which were implemented and are described in more detail below.

F . l  Powell’s  Method

Powell's method without derivatives is a sophisticated algorithm which operates by 
successive unidimensional searches which locate minima in each direction. The 
fundamental idea is that for a quadratic function in n dimensions the minimum can be 
found by n searches in mutually conjugate directions (Masanao, 1971).

Since for many functions only terms up to the quadratic in the Taylor series expansion 
are. significant in the vicinity of minima, and have continuous second derivatives 
(Mordecai, 1976), Powell’s method converges quickly for these functions.

The algorithm implemented for Powell’s method is a direct translation into Pascal of the 
FORTRAN code in (Himmelblau, pp.444-451) using the Golden section unidimensional



F.2 Hooke and  Jeeves' Method

is regarded as a reliable melhod (Mordecai, 1976) and is simple to program (Masanao,

Initially the ood of a chosen point. If  a pi 
in that direction (a pattern of

of the input vector was implen 
ay, 1984, pp.93-94).

on a BASIC program in

The performance of Powell's method and Hooke and Jeeves'; 
probabilistic optimisation method in Section 4.7.3.



APPENDIX G

C O M P A R IS O N  O F  PR O G R A M M IN G  LA N G U A G ES FO R  
IMPLEMENTING TESTABILITY ANALYSIS ALGORITHM

The algorithm described in Chapter 3 for calculating fault detection probabilities for 
combinational circuits is complex. Manual application to even moderately sized circuits 
is laborious and error-prone, thus making it impractical. As a result a  computational aid 
was need d  during the development of the testability analysis algorithm, even though the 
algorithm was not yet finalized.

This appendix provides a brief comparison of the available programming languages (on 
Apollo DN3000 or IBM AT compatible), and the motivation for the choice of Lisp as the 
prototyping tool. The discussion is limited to the features necessary for programming 
the algorithm.

The two overriding considerations in the choice of implementation language were the 
changing specifications and specific nature of the testability analysis algorithm.

Firstly the language should be considered as a software development tool - titetefore not 
only is the compiler important, but also the total environment. Simply comparing 
execution efficiency of the final program is not sufficient in this case. What is needed is 
a language implementation which supports an integrated system for effectively 
modifying and debugging programs. Ir. essence the philosophy adopted was to get a 
working prototype as quickly as possible, and once the program was demonstrably 
correct, to improve efficie toy if necessary. The second consideration is that the 
algorithm mainly manipulates symbolic expressions, with little numerical computation in 
comparison. A language is required which provides u convenient data structure for 
storing and modifying symbolic expressions, and powerful tools for applying 
transformations to these expressions.

Ghezzi and Jazayeri (1982) in s text on Programming Language Concepts, classify 
languages in two broad categories: imperative and applicative. Imperative languages are 
statement-oriented (Algol or Pascal-like languages), while applicative languages are 
based on mathematical functions (therefore referred to as functional programming).



The argument for imperative programming has traditionally centred on its higher 
execution speed. This is due to the direct correspondence between conventional 
computer architecture and the high-level concepts of variables, assignments and 
repetition (Ghezzi and Jazayeri, 1982). On the other hand the fact that imperative 
languages are merely abstractions built upon the Von Neumann computer architecture 
has been criticized. The claim is that the language should be based on real programming 
needs, dictating the machine architecture, and not the reverse. (Recently computers have 
been designed specifically for applicative programming, for example oedicated Lisp 
machines which improve execution speed (Pieszkun and ThazhuthaveetU, 1987), but as 
yet there are no inexpensive versions.)

John Backus now attacks the concepts of assignment statements and variables as the 
roots of much evil and a curse passed on by the Von Neumann architecture (Ghezzi and 
Jazayeri, 1982), He advocates the use of a functional style because o f its simple 
sounder) mathematical foundations and higher expressive power. Backv 
originator of FOXTRAN, the fast high level imperative language.

The available imperative languages are Pascal, C and Modula-2. Superficially C 
resembles Pascal (KocNn, 1983), but since it was developed for writing systems 
programs, it is richer than Pascal in lower-level instructions such as bit operations. 
Since the data structures in C are not better than those of Pascal, and the low level 

, instructions are not necessary, the discussion on Pascal below applies to C as well,

Modula-2 is basically a superset o f Pascal, and incorporates a few major and some 
minor improvements (Wirth, 1984). Two fundamental differences ar- the concept of the 
module and the addition of concurrency primitives (Paul, 1984). However the data 
structures and statement constructs are almost identical to those of Pascal, and thus it 
wiU be considered together .with Pascal

The applicative languages available are Lisp and Prolog. Lisp originated in the late 
1950's as a list-processing language, and is the most used language for artificial 
intelligeiica research (Winston and Horn, 1984). Prolog is based on programming in 
logic, originating from the Marseille Interpreter in 1973 (Campbell, 1984), and has 
gained popularity since the announcement of the Japanese "Fifth Generation" project in

In comparing Pascal, Lisp and Prolog with respect to the two considerations noted 
above, the first difference is the manner of program execution. A Pascal program is

98



typically compiled and then executed, producing output data from input data, However, 
Lisp and Prolog are interactive languages, providing a  question-answer type dialogue 
with the user (Lisp evaluates expressions and Prolog aitempts to satisfy goals). This is a 
useful tool in software development since different parts o f a  program can be 
interactively tested independently, without having to modify or recompile the program. 
The interactive environment is also suitable for incremental program development 
(Fleszkun and Thazhuthaveedl, 1987), which is helpful in the prototyping stage.

A feature of Lisp and Prole* which simplifies debugging is that programs can be 
compiled or integrated. An interpreter is less efficient than a compiler, but usually 
produces better error diagnostics (Ghezzi and Jazayeri, 1982). The Lisp system 
available also supported a threaded interpreter, where debugged functions could be 
compiled and run together with interpreted functions.

The second major consideration noted above is that the main requirement of the program 
is the manipulation of symbolic expressions, Due to their flexibility, lists are 
convenient data structures for storing expressions of unknown size and complexity. 
Lisp and Prolog are list based whereas Pascal is record based. To create linked lists in 
Pascal, lower level concepts such as pointers must be explicitly used, which can be a 
distraction and cause unwanted problems in program development.

There are no type declarations in Lisp or Prolog, and binding between variables and 
types is done dynamically. This provides great flexibility in creating and manipulating 
data structures, but has disadvantages in terms of programming discipline, program 
contetness and efficiency (Gtezzi and Jazayeri, 1982). In an experimental program the 
increased flexibility and extensibility probably outweigh the disadvantages of dynamic 
type binding.

From the preceding paragraphs it can be seen that Lisp and Prolog are superior to Pascal 
for writing a prototype symbol manipulation program. The main advantages are: the 
interactive environment; interpretation or compilation; simple list data structures; and 
dynamic type binding.

Both Lisp and Prolog have powerful dynamic data structures and are well-suited for 
prototyping (Ohezzi and Jazayeri, 1982; Borland, 1986), but there is a  fundamental 
conceptual difference. Lisp is a functional language while Prolog is a declarative 
language. Instead of specifying how to solve a problem, a Prolog program consists of



; a  logic;

Prolog is Lisp

Lisp



APPENDIX H

PROGRAM LISTINGS FOR TESTABILITY ANALYSIS ALGORITHM

Listings for the testability analysis programs developed in Chapter 4 are included in this 
appendix. As described in Section 4.6, the program OP.LSP operates on Boolean 
expressions, and performs as much simplification as possible without running in 
exponential time. SHANNON.LSP does function decompositions using Shannon's 
expansion theorem, and CALC.LSP is used to find signal probabilities for Boolean 
expressions.

The programs below are written in the COMMON LISP dialect o f Lisp, and assume a 
full implementation. All the standard functions and features used (e.g. reduce, 
backquote macro, and optional parameters) might not be available in subsets of 
COMMON LISP.

Note: In the programs the XOR symbol © is written as 

11.1 OP.LSP

;;; op.lsp Boolean Symbolic Manipulation Program tor Testability Analysis ;;

Syntax ef expr In BNF 

<expr> :i= ( („|-) {<atom>|<and-expr>} }

<and-6xpr> :> ( <expr>*)

<exp» :>  ( {.|~) {<atom>|( <expr>‘ )} )

!    ........
|OP normalises ami simplifies the expression.
;(op '<expi>} can be called by Itself, or used with the simple menu system 
lln MENU.LSP

(defun op (expr) (decode-expr irewrlles expression In more rer.Jable form
(slmp-expr slmpllllea expression

(norm-expr expr) ;normal!ses Into standard synlax



(defun norm-sxpr (expr)

{ (null expr) '(= bad_nll))
{ (atom expr) ( I t e ! expr)) fiyrtax errors !n Input
( (null (cdr expr))
(case (oar expr)

i w y ,

 ̂ ( olhenviae (norm-expr (car expr)))

( T (case (car expr)

(If (-  (length expr) 2)
(If (atom (cadr expr))

(If (numbefp (cadr expr))
( l i s t (• 1 (cadr expr))) ;(- const) - 1  - com

(not-expr (norm-expr (cdr expf)))

 ̂ ’(■ bad_-) jsynlax error In Input

('& ;AND
{If {null (cddr expr))

(norm-expr (cadr exp))
(list '= (mapcar 'norm-expr (cdr expr)))

(If (null (cddr expr))
(not-expr (norm-expr (cadr ejer)))
(list(mapcar ’norm-expr (car expr)))

(If (null (cddr expi))
(wrm-Mpr (cadr expr))

(list •- (mapcar 'not-expr (mapcar 'norm-expr (cdr expr))))

(If (null (cddr expr))
(not-expr (norm-expr (cadr expr)))



(list (mapcar 'not-expf (mapear ‘norm-expr (cdr expr))))

( [ XOR 
Of (null (oddr expr))

(norm-expr (cadr expr))
(reduce 'XOR (mapcar 'norm-expr (cdr expr)))

V '@  ;XNOR
(if (null (cd* exp))

(not-expr (norm-exp (cadr expr)))
 ̂ (not-expr (reduce 'XOR (mepcer 'norm-expr (cdr expr))))

 ̂ ( otherwise '( - bacLexpr)) syntax error In Input

;XOR Is used by the standard function REDUCE to return the XOR of
»ny number of arguments
(defun XOR (Aopllonal flret-expr second-expr)

 ̂j  (nulUlrel-expr) '(- 0) )

(list'-  (list (not-expr flrst-expr) (not-expr seoond-expr))) 
(list'-  (list flrst-expr second-expr))

INOT-EXPR returns the complement of the <expr> 
(defun not-expr (expr)

( (eq (car expr)'-) (eons '-  (cdr expr))) 
( (eq (oar expr) '=) (cons (cdr expr)) ) 
( T (Hat'-  expr))

iDECODE rewrites the expression In a more readable form. 
tOniy ptetty-printe expressions.

(defun docode-expr (expr)

( (eq (car expr)'-)

( (atom (cadr expr)) expr)
( (null (cadr expr)) '0 )
{ T (cons (mapcar 'decode-expr (oedr expr))))





(defun reduce-and (and-slmp-expr)
(let ((ordered-and-expr (order and-slmp-expr '1 '() ’())))

(caddr ordered-and-expr) ;not'done-lisi 
(oar ordered-and-sxpr) ;numeral 
(cadr ordered-and-expr) ;atom-llsl 

 ̂ '() ;done-llst

SoRDER rearranges the <and-expr> into 
; a numeral 
; Itel of atoms
; Hal of complex expressions

;OADER also removes duplicates and subsltlutes for atoms In the atom-llst

;NB: DOES NOT RETURN A VAUD <anck.xpi> FOR EFFIOENCY REASONS 
:!t returns (<numeral> (<atoms>*) <complex-expresslons>-)

(defun order (unordered-llst numeral atom-llst complex-llst)
(IF (-  numeral 0)

(If (null unordered-llst)
(list numeral atom-llst complex-llst)

( (numberp (cadar unordered-llst))
(order (odr unordered-!!si)

(• numeral (Ident (ca* urordered-flst)))
' atom-llst

complex-llst

( (atom (cadar unordered-fist))

(repl-and-0/1 (car unordered-llst) '(} (cdr unordered-llst)) 
numeral

(rev-cons (car unordered-llst) atom-llst)
(repl-and-0/1 (car unordered-lls!) '0  complex-llst)

( T (If (eq (caar unordered-llst) '=)

(append (cadar unordered-llst) (cdr unordered-llst)) 
numeral 
atom-llst 
complex-llst

(cdr unordered-llst) 
numeral 
aiom-llst

(rev-cons (car unordered-llst) complex-llst)





(rev-cons done-expr atom-llst)

( T (If feq (oar done-expr)'-) ;l.e. can be flattened
(redun ;can also try with SIMP-REDUN

;;; not-done-llst ;(use with slmp-redun)
(append (cadr done-expr) not-done-llst) 

numeral 
atom-llst 
done-llst

not-done-llst 
numeral 
atom-ilsl 

(rev-cons done-expr done-Usl)

SIMP-REDUN simplifies (he ordered expression 
land returns the <and-expr>

;NB; It does not simplify each element of the AND since the elements were 
I simplified before flattening.

;Uslng SIMP-REDUN In place of REDUN where noted In SINGLE-REDUN generally 
;speeds up the simplification.

(defun slmp-redun (not-done-llst slmp-llst numeral atom-llst done-llst)
(If (» numeral 0)

'(( . 0))
(If (null slmp-llst)

not-done^lst
numeral
atom-llst
done-llst

(simp-singfe-redun 
not-done-llst 
(cdr slmp-llst)
(car slmp-llst) 

numeral 
atom-llst 
done-llst

(defun almp-slngle-redun (not-done-ifst slmp-ffs( done-expr numeral atom-llst 
done-hsi)



( (numberp (cadr done-expr)) 
(simp-redun 

not-done-ltsi 
slmp-llsl 

(• numeral (idem done-expr)} 
atom-flsl 
done-llst

( (atom (cadr done-expr)}

(repl-and-0/1 done-expr

(append done-llst slmp-llsl nol-done-llst}

numeral
(rev-cons done-expr alom-lisl)

( T (if (eq (car done-expr)'«) ;l.e. can be flattened
(slmp-radun 

nol-done-llst 
(append (cadr done-expr) slmp-llsl) 

numeral 
atom-Ust 
done-llst

(slmp-redun 
not-done-llst 
slmp-llsl 

numeral 
atom-llst 

(rev-cons done-expr done-llst)

;REPL-AND-0/1 and REPL-EXPR-0/1 traverse the tree of the expression, 
replacing for terms and simplifying at the same time.
;REPL-AND-0/1 replaces In an <and-expr>
;REPU-EXPR-0/1 replaces In an <expr>

(defun repl-and-0/1 (old-expr done-and not-done-and)
(If (null not-done-and) 
done-and

(let ( (flrst-expr (repl-expr-0/1 old-expr (car not-done-and))) )

( (equal flrst-expr'(- 0)) '{(= 0)) )
( (equal flrst-expr ’(- 1})

(repl-and-0/1 old-expr done-and (odr not-done-and))

( T (repl-and-0/1 
old-expr 

(cons flrst-expr done-and)



(cdr not-c

(delun repl-expf-0/1 

( (equal t 

( (atom (c

«pr) '(- 1) )
sxprj (eadr expr)) '{= 0) )

^(slmp-expr ^repl-expr-0/1 (not-expr alom-expr) expr))

(novexpr atom-expr) '() and-expr)) 
atom-expr '() and-expr))

simplifying except for repl-expr-0/1
lop-shannon

fun ehann (atom-expr expr)



(defun top-shannon (alom-expr fo 11) 
(If (equul fO •(- 0))|( ^

'-) (llstp (cad; (1))) 
"ipr (cadr H)))

Hi)

(If (equal fO '(- 
(lf{6<

 ̂ ,)f (not-expr (1)))

(If (ear ro) ,=) (!|g|p {cadr (0)))
(list '■ (cons (not-expr atom-expr) (cadr fO))) 

■ (list (not-expr atom-expr) to))
)

(If (equal fl '(= 1))
(If (and (eq (car 10)'-) (llstp (cadr 10))) ;X1

( lis t(c o n s  (not-eipr atom-expr) (cadr to)))
(lis t(H a t (not-expr atom-expr) (not-expr fO)»

/

(ff (and (eq (car to)'-) (llstp (cadr to)))
( lis t(c o n s  (not-expr atom-expr) (cadr to))) 
(list (list (not-expr atom-expr) to))

(Stst(list atom-expr Mj)



(defun top-ftnd-shaiwon-vara (expi) 
(llnd-ehannon-vars 

(eadr expr)
(case (car exp1)

(defun flnd-shannon-vars (aiom-or-and-expr Scytlonal (negations 0) (depth 0) 
(vars-list '()))

{ {null aiom-or-and-expr) vars-IIsl }
( (numberp a\6m-oi-and-6xpr) vara-llsl)

( (atom aiom-or-and-expr)
(add-lo-ltel negallons depth vars-IIsl atom-or-and-expr)

(T
(find-shannon-vare

(edr atom-or-and-expr) 
negations

(flnd-shannon-vars 
(cadar atom-or-and-expr)
(ease (caar atom-or-and-expr)

( ’-  (+ negallons 1))
( ’= negations)

(♦depth 1) 
vars-IIsl

/
^DD-TO-LIST adds Ihe ourrenl oucurence of the variable to the list of Its 
previous occurences In the <expr>
(detun add-to-llst (negallons depth vars-IIsl element)

* ( (null vars-list)
{list (oons element (Hsl (list depth negations))))

 ̂( (eq element (caar vars-list)) 

element
(cons (list deplh negations) (cdar vars-IIsl))

 ̂ (odr vars-IIsl)

‘L n s
(car vars-IIsl)
(add-to-Ust negetore dapth (cdr vars-list) element)



(defun top-tit\d-8hannon-vars (expr) 
(find-shannon-vars 

(eadr expr)
(ease (car expr)

(defun llnd-shannon-vars {alom-or-snd-expr Sopltonal (negations 0) (depth % 
(vars-llst '(»)

( (mull atom-or-and-expr) vars-list )
( (numberp alom-or-and-expr) vars-liat)

( (atom atom-or-and-expr)
(add-lo-ltil negations depth vars-llst atom-or-and-expr)

(T
(find-ahannon-vare

(edr atom-or-and-expr) 
negations

(flnd-shannon-vars
(cadar atom-ar-and-eKpr)
(case (eaar atom-or-and-expr)

( '-  (+negations 1))
( negations)

(+ depth 1) 
vars-llst

/
;AOD-TO-LIST adda the current oocurenoe of ihe variable to the list of Its 
previous occurences In the <expr>
(defun add-te-llsi (negations depth vars-llst element)

( (null vars-llst)
(tot (cons element (Rst (list depth negations))))

 ̂( (eq element (caar vara-llst))

* element
(cons (list depth negations) (cdar vars-llst))

(edr vars-llst)

 ̂"(cons
(car vars-llst)
(add-to-ilst negallons depth (edr vara-llst) element)



;TRY-SHANNON tries Shannon's theorem with every variable In the expression. 
lUseful when experimenting with dlfferen! heuristics.
(defun try-shannon (expr)

(apply-shannon (lop-flnd-shannon-vars expr) expr)

(defun apply-shannon (vars-lnfo expr)
(If (null vars-lnfo)

(ff (< (length (car vars-lnfo)) 3)
(apply-shannon (cdr vars-lnfo) expr)

(print (car vars-lnfo))
(print (shannon ( l is t ( c a a r  vars-lnfo), expr))

(apply-shannon (ortc vats-Into) expt)

;At present HEURISTIC returns for each variable:
; The number of occurrences.
i A scalad factor depending on the depth of the occurrences,

(each level down Is assumed to hake the contribution of the occurrence)
; The difference between even and ocJd occurrences of the variable.
I A scaled even/odd difference depending on the depth of the occurrences.

(defun heuristic (vars-lnfo)
(If (null vaxs-lnto)

0

(cons (caar vars-lnfo) (heurlsiic-for-var '0 '0 '0 '0 (cdar vars-lnfo))) 
(heuristic (cdr vars-lnfo))

^"iURISTIC-FOR-VAR calculates the heuristics for a  single variable in the
f-jyresston ,
(dafan heurlstlc-for-var (Inst s-toi diff-neg s-neg var-lnfo)

{ (null var-lnfo) (list Insl s-iol diff-neg s-neg) )
( T (let ( (weight (/ 1.0 (expt2 (caar var-lnfo)))) ) 

(heurietic-fcx-var 
(+ Inst 1)
(+ s-tot weight)
(If (oddp (cader var-lnfo))

(* diff-neg 1)
(- diti-neg 1)



(If (oddp (cadar var-lnlo)) 
(+ a-neg weight)
(- s-neg weight}

. D d  2)
(2 4) (3 8)
(4 16) (5 32)
(6 64) (7 128)
(8 256) (9 512)
(10 1024) (11 2048)

(atfterwlse (exp! 2 exp)) ;csi/ exponanl lundlon

i;;Boolean Difference operations.

;;; This does (f(1) XOH f(0)]
(defun bool-dlif (atom-expr expr)

(let ( (fl (repl-expr-a/1 alom-expr expr))
(fO (repl-expr-0/1 (not-expr atom-ei^r) expr))

(slmp-expr ■(- (

H.3 CALC.LSP

;;i oaic.lsp Program for Calculating Probabilities in Testability Analysis

• i  .
CALC takes a  normalised boolean expression and an aasooiatlon-llst of the 
signal probabilities In the expression and returns the signal probability 
for Ihe expression.

II Is assumed that all the variables are Independent.

The algorithm adopted Is outlined below:



White variables remain Do {shannon-calo)

Repeal (slngle-ctic)

Replace Wl single varlablas by their signal probabilities 
simplify the expression

Until no single variables remain

le with respect to the chosen variable

SHWNOI^CALC

(defun shannon-cato (in/l-expr prob-al/st)
(let ( (expr (slngle-calo Inlt-expr prob-allat)) ) ;!akes care of single vars 

(let* ( (var-heurtstlcs (heuristic (top-find-ahannen-vars Inlt-expr))) ) 
(If var-heuristlcs 
(shannon-substltute

(choose-varlable var-heurlsllcs) 
prob-allst

)
(number (slmp-expr Inlt-expr))

)

;SHANNON-SUBSTlTUTE la a probabilistic expansion theorem 
(defun shannon-substltute (cnosen-var prob-allst expr)

(let* ( (var-probablllty (cdr (assoc ohosen-var prob-allst))) 
(FI (slmp-expr (repl-expr-0/1 ,ohosen-var) expr))) 
(FO (slmp-expr (repl-expr-0/1 '{« ,ohosen-var) expr)))

)

;CHOOSE-VARIABLE returns the anticipated best variable tor performing Shannon's 
expansion theorem,
;The lunctbn below reads In the chosen variable, bul It can be easily changed 
30 be a function of the heuristics contained In var-lnlo.
;The best heuristic found was to choose the variable with the maximum weighted 
sum of occurences.



(defun choose-variable (var-lnfo)
(print var-lnfo)

(defun number (expr)

( (eq (car expr) (cadr expr))
( (eq (car expr) '-) <- (cadr expr) 1) )

( T (print "Number error) 0 ) called Incorrectly

;SINGLE-CAIC substituted directly for all single variables by their signal 
Iprobabilltlea.

(defun single-calc (Init-expr prob-aiist)
(do* ( (expr (simp-expr init-expr) (simp-expr (mult-substltule sing-var-lis! 

prob-alisl expr)))
(sing-var-lisl (single-vars Inll-expr) (single-vars (print expr))) )

( (null sing-var-lisl) expr)
 ̂ (print expr)

(defun mult-substitute (sing-var-list prob-aiist expr)

( (null expr) {) )
( (atom expr) (If (member expr sing-var-llst)

(cdr (assoc expr prob-aiist))

( T (cons (mull-subslftuie sing-var-llst prob-aiist (car expr)) 
(mult-substilute sing-var-list prob-aiist (cdr expr))

•pUHWes

SINGLE-VARS relums a list of all lh« variables used only once, 
(defun single-vars (expr)

(kill-dup-vars (ail-vars expr))

;LIST-VARS returns a SET of all the variables used In the expression, 
(defun list-vars (expr)

(remove-dup-vars (ail-vars expr))

;ALL-VARS returns a list of alt the variables In the expression, 
(defun ail-vars (exp)

( (null exp) ())



( (atom exp) {if (or (eq q exp '-) (numberp exp)) 

s (car exp)) (all-vars (odr axp))) )

( T (cons (car exp) (kill-dup-vi

laliemallve lm|NemeniaUoi 
(defun Mll-dup-vars2 (it

( (atom not done-flslj (cons not-done-l/si done fef) } 

(klll-dup-varsa (remove (car nol-done-llst) (cdr not
)

)
( T {klll-dup-vars2 (i e-llst) (cons (car n

;HEMOVE-DUP-VARS replaces all di 
(defun remove-dup-vare (exp)

( T (cons (car exp) (remcve-dup

>ve (car exp) (cdr exp)))) 

ir exp))) )

ahm ̂ assign (expr)

(car expr)) (assign (cdr expr))) )
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