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ABSTRACT

Testing has become a major factor in the design of VLSI circuits, and witys to reduce
testing costs are needed. This work is an evaluation of a probabilistic definition of
testability for scan-designed digital circuits, as an alternative to deterministic test pattern
generation, It is shown that prohabilistic testing is desirable s it eliminates the need for
circuit-specific test pattern generation, and circuits can casily be made self-testable.
Probabilistic testing is shown to be feasible since random fest Iengths are realistic due to
thie exponential decrease in testing uncertainty with linear increase in cosy, and there are
usable probabilistic definitions of fault cover. The probability that an arbiirarily chosen

. Boolean function is testable with equiprobable input probabilities is shovn to increase
with the size of the function, and for worst-case circuits the test length grows Linearly
with gate size if optimised input probabilities are used. An exact algorithm is proposed
for calculating fault detection probabilities using Shannon's expansion theorem, and &
prototype is implemented i Lisp. Although the slgorithm is of the same order of
complexity as test pattern gencration, it replaces test pattern generation, eliminates fault
simulation, and since it operates on Boolean expressions, can help formal design
verifical .
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NOMENCLATURE

‘Expressions containing both Boolean and algebraic terms are used together in thls work,
The conventlon adopted is that uppercase symbols refer to node names or Boolean
variables for nodes, and the corresponding lowercase symbols refer to the probability of
nodes being logically true, .

&~ Prinode A s truc}

‘The shorband notation o' = (i - ) is used for probabilities.
" The + and - operators are reserved for algebralc expressions, and the Boolean operators
used are;

AND : implied
OR :v
NQT : *
XOR : @




CHAPTER 1

OVERVIEW

1.1 Background

‘The microelectronios sevolution hes had a major impact on society and shows 1o signs
of stopping. At the heart s the infamous silicon chip, and the design and manufacture of
better and faster VLSI circus is a major industry.

Ideally digital systems design consists of a specification and & working finished product.
Everything covering this vast conceptual gap is just 2 means to an end, and therefore
O avtomation of the design cycle Is the subject of much research. The final goal is
: behavioural synthesis, but the original promise of silicon compilers that produce
physical layouts from behavioural descriptions is at present only realized for specific
classes of circuis using restricted layouts.

Design verification and testing are two areas in particular where work needs to be done,
since the time and cost of testing are now recognized as bottlenecks in VLSL. Due to
VLSI complexty, it is becoming increasingly difficult to determine in a cost-effective
way whother @ logic design performs the required function, and whether 2 physical
device is an error-free implementation of a logic circeit. Moreover, due to the

application of mi Ctronics in critical applications, consumers are now
expecting levels of reliability unheard of in other systems of similar complexity,
magnifying the importance of thorough testing. Shortcomings of conventional test
‘pattem generation have led to the expleration of alternati ign phil es to reduce
test generation and application costs. This work is an investigation into the feasibillty of
 probabilistic approach to testability analysis, with emphasis on design verification and
testing.

12 Seope of Work

Testing the whole spectrum of digital circuits is & vast field, and +l} aspects cennot be
covered here. The problems of relevance in testing are dictated by technology.
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However the technology is changing so rapidly that it s not uncommon 1o design for
particular technology and finally implement in another. By analysing circuits at the
Jogical level a balance i achieved between too much technology-dependent detait, and.
loss of structural detail present at the behavioural level. Therefore the logical level s
used throughout this work, and specific technological issues Such as parametric testing
will not be discussed.

The deciston was also made not to include asynchronous sequerital cirouits explicitly in
the analysis. The reason Is that asynchronous circuits are essentially nntestable, and.
therefore are used much more rarely than synchronous circuits in VLSI designs.

An investigation into a testability analysis such as this one is by its very nature multi-

faceted where instead of a single idea being expiored, many interrelated concepts must

be developed and evall itistic testing is th uated by compring it
istic testing from di i

1.3 Outline of Work

This work is logically and physically divided into thres almost self-contained parts,
which discuss probabilistic festing at different levels of abstraction. The reason tha the
three parts are separated is that different techniques are used to investigate each part. As
a sesult Chapter 2 covers fairly broad issues i testing and is written fos a general
audience, whereas Chapter 3 includes theoreticat issues in testing, and Chapter 4
discusses th of algorithms. jon of the work is firstly to show
that probabilis<c testing is desisable, then feasible, and finally practical.

Chapter 2 sia*+ with a literature survey of the state of the art in the digital integrated
circuit design cycle covering test pattern generation, evaluation and application. Based
on the review, a prohabilistic method is proposed for dealing with VLSI testing
problems. The choice of structured design for testability techniques to scan design
sequential circuits is motivated, and the tradeoffs are noted. Thereafter, the work
focuses on probabilistic testing of combinational circuits.

Chapter 3 addresses the testing problem as a lower lovel of abstraction, Flere design for
testability techniques are assumed to have been adopted to scan design sequential circuits
so that only combinational testing necds to be considered. The feasibility of probabilistic
testing is shown by developing the necessary theory relating test lengths, fault detection
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probabilities and fault cover, and theoretically analysing two cxamples. The first
example finds the testability distribution of all Boolean functions to estimate the
testability of an arbitraxily chosen circuit. The second example is a variation on
probabilistic testing where a worst-case AND gate is tested with optimised input
probabitities.

Chapter 4 is once again at a lower level of abstraction and therefore more detailed than
the previous parts, Although probabilistic testing Was show 1o be feasible by general
theoretical considerations, here it is also shown to be practical. Algorithms are
developed for calculating fault detection probabilities, and optimising fnput signal
probabilities. Various modes of operation of the testability analysis algorithm are
described with examples, and the implementation of a prototype written in Lisp is
discussed. The programs shown in Appendix H are the result of several irciztions to
improve efficiency, and constifute a significant fraction of the duration of the work.

Since the calculation of exact fault detection probabilities is known to be a complex
problem in general, imations can have , the idea explored
in this work s to use the testability analysis to replace other intractable problerms in the
design cycle. Although the resulting algorithms are of the same order of complexity as
dewrministic test pattern generation, it will be shown that probabilistic testing also has
other benefits in terms of design verification and automation,




CHAFTER 2

DESIRABILITY OF PROBABILISTIC TESTING

2.1 Introduction

The first airn of this chapler is to review the state-of-the-art in the Zigital integrated circuit
design-manufacture-test cycle, Althcugh the problems of importance depend on curent
technology, advances accur so rapidly that for a review to not be outdated before it is
finished, fundamental theorstical constraints must not be overlocked. The second, and
‘more important aim is to use the literature review in the light of modern trends towards

" design automation, to develop a proposed testing methodology for dealing with the

probloms in VLS testing,

The background below covers the design cycle, design verification, and tosting, Testers
are mentioned and the central testing problem it introduced. Design for testability
techniques which attempt to reduce the testing problem arc reviewed. Apphication
specific ICs (ASIC) are considered, and finally the limits of VLSY complexity are

. discussed.

As in most engineering design, the testing methodology proposed makes certain
tradeoffs. It is believed that the compromises mads are analogous to those made by the
users of high level software programming languages. It is now standard practice to
write software systerns in structured high level languages, and only use assembler when
absolutely necessary. Similarly the proposed testing methodclogy advocates the use of
structured scan techniques which should be used whenever possible to simplify testing
sequential cireyits.

2.2 Design Cycle
The complexity of VLSI has changed the integrated circuit design cycle. Classical

design objectives such as minimizing logic gates or flip-flops have been replaced by
factors like pin-count, testabilty, and easily modifiable moduler designs.,




VLI design has parallels with writing large software systems, but the problems are
generally worse (Sequin, 1983), High level prograniming languages impose structured.
design techniques to facilitate software development, but a piece of silicon is essentially
an unsteectured domain which forces no partitioning or modularigation. Another
consideration is that ICs are two-dimensional, and require physical interconnections
between parts (i.e. no software "jump to subroutine”),

Figures 2.1 and 2.2 show the conventional integeated circuit design and testing cycles.
The design engineer is responsible for the verified logical design, while the test engineer
generates test patterns and caloulates the se'imated fauft cover. Test patters can be
generated by the designer, but thewe are which jnsist that a cis

be properly tested by its designer.
Formal Logical Dest Verified
Coneept Spec. Design csign Logical
[ (What) ®ow) Validation Design

Figure 2.1 : Integrated Circuit Design

Figure 2.2 ; Iniegrated Circuit Mansfactire and Testing

In practice design verification and test patiern generation are iterative processes, and
there are two different types of testing. Prototype testing is used fo diagnose and locate
faults so that errors in the manufacturing process (e.g. lithographic masks) can be
corrected, In production testing, however, pass/fail testing is normatly adequate and
fault lovation is not required. The testing cost per IC is & major factor in production
testing,




It has been found that it is possible to design VLSI circuits that are virtually untestable,
thereby making test genration in Figute 2.2 impractical, The only way to solve this
problem is to modify the logical design taking testing constraints into account, thereby
linking design and fest. It is now generally agreed that it is the designer's responsibility
to design logic in a manner that is testeble. Figure 2.3 shows the integration of design
and test in the VLSI design cycle. Design for testability techniques arc used to try to
anticipate testing problems in the design phase, in order to minimize the need to redesign
w circuit due to its poor testability.

Formal Spec:fication

Loy

l'_

[ PtysioalLayou | IEPnltemenﬁon’

) i
Fabrication | [ Faut CoverBstimation }—

Prototype Testing | | ‘Production Testing ]

Design verification, testing and design for testability are reviewed in more detail below.

Figure 2.3 : Integrated Design-Test Cycle




2.3 Design Verification

Design verification and testing are two distinct activities. Design verification is aimed at
proving that the logical design actually performs its expected function, wheres testing is
aimed at showing that a physical device is an exror-free implementation of a logic cireuit,
: Therefore bugs in a design should be discovered during design validation and not during
simulated test runs.

e 1t is olear that some form of avtomated design verification is becoming necessary as
VLSI conplexity increascs and synthesis toofs arc used to aid circult design. There arc
miany ways to validate a logical design. A simple approach is to simulate all possible
inputs to a devics in alf possible conditions, and exhanstively prove that the device is
performing the cemect function (perfect induction), For large cirouits, however, this
S ‘methiod becomes prohibitively time-consuming,

Twy extreme approaches to showing that 2 device "works" are to run the part in ifs
intended application environment, o to formally prove the comrectness of the design
Rt from ts specifications (Sequin, 1983). The drawback with the former method is that it

- can generally reveal the presence of bugs, but not their absence. When a devics is run or
simulated in its application it is usually difficult to detormine which parts of
the devios have tot heen tested yet

Design verification by formally verifying the comectness of a design from its . . .
specifications is conoeptuatly sound, However there are many unresolved problems and - .
this method is not practical for arbitrary circuits at present (Sequin, 1983). A formal
method of software verification using assertions in predicate calculus has been devised .
nat found wsefl for smal), crical sections of programs. For example, it can be used to e !
prove that a particular loop will terminate, and that upon termination the required results
have bees achieved,

A simples kind of verification slso needs to be performed. This is often implemented as
a rule-based system wlich check techaology-dependent constraints such as fancin, fan-
out, delays etc. It Is concelvable that in the long run “silicon compilers" will generate A
and formally prove designs, but according to Sequin (1983), formal proofs of cirouit g
comectness should not be expected in this century, !

Another aspect of formal design verification s that a description of the cirouit's function
must be exprossed in &n unambiguous formal hotation, Since complex oirctits perform




complex functions, formally specifying the circuit's behaviour is in itsclf 2 major task.
For example the design specifications for the Motorola MC680.40 microprocessor are
700 pazes fong (Daniels and Brace, 1985).

‘The conclusion can be drawn that although format design verification is not possible for
general circuits at present, its usefulness especiaily in automated systems implies that it
is a consideration in any design automation or analysis system. The link with the
testability analysis is that the proposed testability analysis operates the circuit’s Boolean
equations, which oan form the basis for 4 formal design verification system.

2.4 Testers

The final element in the desig: t cycle is the tester, T gories of
tests are performed for logic cireuits. The fisst is logle testing, and the seoond is
parametric testing of circuit speed, voltage and current tolerances, and power
consumption. Tests are dono both on wafers and packaged ICs after burn-in, Only
logic testing wilt be considered here.

A major testing problem is the high cost of VLSI tester equipment (McCtuskey, 1984},
Fusthermore, according to Barber and Satrs (1987) the simple, yet devastating truth
about modern automatic test equipment, is that it has not been able to keep up with the
advancing technology of the VLSI circuits it must test,

Tn the near future, three major challenges face automatic tester equipment (ATE)
‘manufacturers, The first challenge s the problem of testing Very High Spesd bipolar
and Gallium-Arsenide integrated circuits (VHSIC). Itis estimated that 500 MHz testers
are needed for GaAs integrated circuits, aithough the fastest testers available at present
operate at about 100MERz. Wafer Scle Integration is posing mamy problems, including
the testing and conneeting of redundant modules,

‘The third problem is the transmission line effects that exist between the IC under test and
the detection cizoutis. Coaxial cables leading to the detection circuits load the test IC's
outputs, and cause reflections due to impedance mismatches, Transmission line effects
can be reduced by lowerlng the cutput impedance of the IC's output drivers or
shortening the coaxial cables. However the former causes excess power dissigation in
GMOS circuits, and the latter is difficult dus to the large number of test probes necessary
for VLSI circuits.




It can be seen that not onty is high operating speed a requirement for high speed testers,
‘ut resolution, iming flexibility and driver integrity are also required, Furthermore there
is always the problem that by definition testers will never be fast enough to test the
highest speed ICs at their operating speed. In developing a testing methodology for
VLSI cixcuits, the above discussion b shown that there are significant advantages to
being able to eliminate the need for expensive testers,

2.3 The Central Problem in Digital Tosting

In #n arsa growing as rapidly as VLSI circuits, the theoretical computationa] complexity
of testing must be considered since it impascs a bound on the sfficiency of any testing
methodology. Simply stated, testing digltal circuits {5 hard.

In order to qualify the previous statement, some results of complexity theory of
algorithms are needed. In combinatoriai computing, a problem is said to be easy if a
polynomiaity-bounded aigorithm has been found for its solution (Carre, 1979),
Conversely  problem is said to be hard if the existence of a fast slgorithm for its
solution implies thet the NP-complete problems are easy. A good account of the theory
of NP-completeness con be found in Garey and Jobnson {1979).

The theary of NP- s perhaps the most i i

recent algorithmic research (Abadir and Reghbatl, [983). Experience shows that many
problems have best atgorithms for their solution which fall into two groups, The first
class (denoted P) consists of problems whose solution is bounded by & polynomial of
smail degree (e.g. searching, sorting). The second class (denoted NF) consists of
‘problems which can be solved i polynomial time with 2 non-deterministic algarithm,

A non-deterministic algorithm is one for which a state may determine many next states,
and alt the next states are explored simaltaneossly (Golumbic, 1980). NP-problems
have the property that if a solution is given, it can be checked dewiministically in
polynomisl time (Belneke and Wilson, 1983).

The class P is conlained in the class NP (i.e. P < MP), but an important open question
in the theory of computation is whether the two classes are equal (ie. is P = NP?)
{Giolumbic, 1980). It is generally believed that P » NP (Beineke and Wilson, 1983) due
to the existence of a subset of difficult NP-problems called NP-complete problems. A




problem is NP-complete if it is both a member of NP and it is NP-hard, A probler is
NP-hard if the exi a deterministic polynomial-time algorithm for it, would imply
ihe existence of a polynomial-tine algotithm for every problem in NP (Golumbic,
1980y,

Many results arc known for NP-complete problems. A property of NP-complete
‘problems s that any problem in the class is polynomially transformable iata any ather
problem in the class, Therefore if any NP-complete problem can be solved in
‘polynomial time, all other NP-complete problems can also be solved in polyromial time
(Beincke and Wilson, 1983),

As yet only exponential time algorithms are known for e solution of NP-complete
problems (Golumbic, 1980), However many NP-complete problems have been studied
intensively for deades, and no fast algorithms have been found. Therefore it seems
lkcely that no such algorithms exist (Carre, 1979; Beineke and Wilson, 1983).

Retuming to digital circuits, Toarra and Sahni (1975) have shown that the problem of
generating tests to detect single stuck-at faults in a combirational circuit is an NP-
complete problem, Since there are no known palynomial-tire algorithms for solving
NP-complete problems, any algorithm generating test patterns for faults in general
combinational clreuits has a imiting exponentlel complexity. Therefore using the
terminology bove, the problem of detecting single stuck-at faults in combinational
clrenits is hard.

26 Testing

‘The reliability levels expected of modem electronic systems has made thorough testing
of integrated circuits imperative. The current state of affeirs in VLSI testing is
summarized below.

Since tests can be generated and applied for any non-redundant fault in a circuit, all
testing problems relate to cost. The time required for exhanstive testing increases
exponentially with cireuit size, a8 does the complexity of algorithms generating test sets.
‘Automatic test pattem generation (ATPG) and testing are now resognized as major oost
factors in the f integrated cireuits { y 1985; McCluskey, 1984).




proble~= is NP-complete if it is both a member of NP and it is NP-hard, A problem is
NP-hard if the exi 4 inistic polynomial-time 7' ~orithum for it, would imply
the existence of a pelynomial-time algorithm for ever,  lem in NP (Golumbic,
1980).

Many results are kaown for NP-complete problems. A property of NP-complets
probloms is that any problem in the class is polynomsally transformsble inta any ather
problem in the class, Therefore if any NP-complete problem can be solved in
‘polynomial time, all other NP-complete problems can also be solved in polynomial time
(Beineke ana Wilson, 1983).

As yet only exponential time algorithms are knows for the solution of NP-complete
problems (Golumbic, 1980). However many NP-complets problems have been studied
intensively for decades, and no fast algorithms have been found. Therefore it seems
likely that no such algosithms exist (Carre, 1979; Beineke and Wilsan, 1983).

Retuming to dighal cirouits, Toarra ang Sahni (1975) have shown that the problemt of
generating tests to detect single stuck-at faults in a combinational circuit is an NP-
complete problem. Since there are no known polynomdal-time algorithms for solving
P.complote problems, any algorithm generating test patterns for faults in general
combinational circuits has & limiting exponential complexity, Therefore using the
terminology above, the problem of detecting single stuck-at faults {n combinational
clrcuits is hard.

2.6 Testing

The reliability levels expected of modem electronic systems has made thorough testing
of integrated circuits imperative. The current State of affairs in VLSI testing is
summarized below.

Since tests can be genevated and applied for any non-redundant fault in a circuit, all
testing problems relate to cost. The time required for exhaustive testing increnses
with circuit size, as does tht nplexity of slgorithms gencrating test sets,
Automatic test pattern generation (ATPG) and testing are now recognized 55 major cost
faofors in the manufacture of integrated circuits (Wunderlich, 1985; McCluskey, 1984).




Cirouits are expanding faster than testing ability (Bending, 1984), and ATPG Is
becoming harder with increasing circuit size (Williams and Farker, 1982). Techniques
that worked wel for MS such s the D-algorithm do ot cope well with VLSI (Abadir
and Reghbati, 1983). Developers of ATPG algorithms are cautious, for example
Genrad (1985) state that their HILO-3 test generator aperates most effectively with
structural-level models of simpie logic circuits.

Test pastern generation and tosting rely heavily on models of possible failures in &
circuit. For the tests to bo offective the fault model used must be an accurate
representation of physical failurcs, By far the most common fault model used is the
single stuck-at (SA) model (Muchldorf and Savkar, 1981). The assumption is mado that
most failures Tesult in nodes being permanently tied to elther logic level. Altiough there
are other fault models such as multiple stuck-at and bridging faults, the single stuck-at
mode] has proved useful in practice, and covers most cases of mulfiple faults (Muekidorf
and Saviar, 1981).

Testing can bo either functional or structural, the former based on & behavioural

description of the circuit, and the latter on a gate level description, Exhaustive functionat
tests are impractical, A MC6800 microprocessor, for example, would take 2 miltion
years to tast at its operating froquency (Daniels and Bruce, 1985). Exhaustive tests aro

for inati ircuits either. Tc ively test a VLSI inati
cirenit with 50 inputs would take over 3 years at 10MHz and 60 inputs would take sbout
3600 years.

Functional tests which exercise the circuit's major functions generally yleld low gate-
level fault detection probabilities (Thomas, 1977), and the efficiency of the test is
difficult to estimate without much fault simulation. Structuzal testing usually provides
better fault cover with less computation,

Built-In Self-Test

An important area in digital testing is bullt-in self-test (BYST), BIST schemes use some
extra hardware on chip to atlow the chip to test itself (see Section 2.7.3). Built in testing
can be exhsustive, pseudoexhaustive or random, but each mathod can suffer from
compiexity prablems,

Exhaustive testing consists of applying all possible inputs to & circuit in all possible
states. For combinational circults the test time grows exponentlally with number of
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inputs, and for sequential circuits test fime also grows at loast cxponeatially with intemal
latches. Asoted above, st times are impractical for VESI circuis.

a logie cirenit by the use of path
sensitization, and then exhaustive testing of each partition (McCluskey and Bozorgui-
Nesbat, 1981). The weakness with this test methodology in general is that the algorithm
1o perform the partitioning is computationally complex, since the problem is NP-
complete (Iliman, 1985).

L ive testing involves

‘The third kind of testing is random pattern testing. The test lengths are ruch shorter
than for exbaustive testing (liman, 1985), but it is difficult to predict the fault cover.
The problem of computing the signal probabilities at a node has been shown to be NP~
hard by Wunderlich (1985).

To conclude, TPG and testing of VLSI chips is an increasing problem, and ways to
“simplify testing are needed. An effective approach is to attempt to anticipate testing

prodlems in the design phase in order to design logic in a manner that is testable, as
" discussed in the next section.

27 Design for Testability

The ease with which practically untestable VLSI chips can be designed has moved
testing from an afierthought to an integral part of the design cycle (Williams and Parker,
1982). It i now agreed that it is lasgely the designers'vesponsibility to design logic in a
manner that s testable (Muehldocf and Savkar, 1981). Design for testability techniqués
are used to “link design and test",

‘Testability is that property of a circuit which gives an indication of the ¢ase or cost of
testing the circuit. Although various definitions of testability exist, Bennetts' (1984)

definition below is popular: :
"A circuit s "testable” if a set of test pattemns can be generated, evaluated and |
applied in such a way & to satisfy pre-defined levels of performance, defined [T L

it terms of fault-detection, fault-location and test application criteria, within a
pre-defined cost budget and timescale."




‘The theee major approaches used to design for testability are testability analysis, ad-hec
techniques, and structured techniques. These methods are described below.

2,70 Ad-hoc Techniques

The ad-hoe techniques solve problems for pasticular desigas, but do not generally solve
ti tosting problem fos all designs. In some cases general guidslines are given, for
example avoiding redsndancy and asynchronoss logic (Bennerts, 1934), while in other
cases sules for partitioning circuits are used.

Common ad-hoc techniques are to partition circuits by breaking connections betweea
modules or feedback paths; introducing extra test points to aid controltability or
observability; using bus structures; and compressing test responses with signature
analyzers (Williams and Parker, 1982). Signature enalysis bridges the gap between the
ad-hoc and structured techniques, and is discussed below.

2.7.2  Testability Analysis

Testability analysis consists of applying an algorithm: to a circuit to obtain numerical
values for its testability, based on the controllabilities and observabilities of the circuit's
nodes,

The two most important testability measures are SCOAP and CAMELOT (fllman,
1985). Others, including TMEAS, TEST/80 and TESTSCREEN are briefly reviewed in
Bennetts (1984), SCOAP (Goldstein, 1979) charactatizes testability in terms of six cost
functions, separated i inational and sequential it
and observabilities are calculated using an fterative algorithm. CAMELOT (Bennets,
1984) uses two cost functions, the controllzbility and observability, and a “Transfer
Factor” approach to refats changes in values across components.

A weakness of aigorithmic testability measures is that they are not a true reflection of the.
ease of testing a cirouit (Savir, 1983). The problem is that in generai no conclusion
about the testability of a circuit can be reached by using a function of the controtlability
and observability values. (Common definitions use the product, square root of sum of
squares, or geometric mean of the controllability and observability.)




For example, consides tsti 1g an intemal node in a combinational cireuit for 2 stuck-at 0
fault. Firstly the node must be forcod to the opposits value of the fault. Therefors the
contrallability of the node is the fraction of the possible input vectors that set the ode (o
1. Secondly a path from thie test nods to an output must be sensitized so that the vatue of
the node can be observed, ‘The observability of the riode is the fraction of input vestors
that sensitize 2 path in the circuit.

Similarly the testability of the rode is the fraction of possible input vectors that detect the
fault at the node, Skace testability depends on both forcing the node to a logic value and
sensitizing a path, itis the & ion of the ility and ility sets. Even
if the controllability and observability sets are lazge, if the two sets are almost disjoins,
the testability s very low (Savir, 1983).

In goneral if the sum of the controllability and observability is Jess than or equal 10 unity,
the testability can be 0. "The testability ranges are summarized in Table 2.1.

Table 2.1 : Testability ranges given Controliability and Observability

Controllability snd Observability Testability
CY+0Y <1 0 5 TY < min(CY,0%)
CY+O¥ > 1 CY+0Y-1 5 TY £ min(CY,0¥)
Althovgh the elgoritimi testability discasted in this section they

can provide useful information if inferpreted with care and good engineering judgement
(Agrawal and Mercer, 1982). However, in the trend towards automated design
systems, it makes more sense to use an intrinsic measure of testability that is more
accurate. -

27,3 Structured Techniques

In contrast to the ad-hoe approach, the structured techniques are directed at solving the
‘geneal sequential circuit testing problem (Williams and Parker, $982). These methods
have wider application, but higher cost t"an the ad-hoc techniques, The objective is to
reduce the sequential complexity of  circuit to aid test generation. The method adopted
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i that if the circuifs fatohes can bo controlled and observed, the testing problem reduces
to one for combinational cizcuis.

Conventionally, eireuits designed with structured design for testability techniques have
extra controt lins to conneat the intemal latehes together into a shift register. In fest
mode a vector is shifted Into the latches serially, then clocked through the combinational
part of the circuit, and finally shifted out of the cirouit serially to be observed. Variations
in the implementaiion of the shift register latches include Level Sensitive Scan Design,
Scan Path, Scan/Set Logie and Random Access Scan (Williams and Parker, 1982).

A disssvantage of the structused techniques mentioned above i that testing is serialized,
For L internal latches, L+1 clock cycles are required for each vector in a test set. This
problem cag be solved by gencrating the test vectors and compressing the results on
chip. Lineas fecdback shift registers (LESR) are commonty used ix BIST circuils bath
as number generators and si as seen below.

A representative oxample of a BIST technique is Built in Logic Block Observation
(BILBO) (Bennetts, 1984). The circuit s divided into two BILBO registers and two
combinational ciruits as shown in Figure 2.4 A typloal four bit BILBO segister is
shown in Figure 2.5.

Pigure 24 ; Generel BILBO Structure

The BILBO element has four modes of operation selected with controt inputs. In normal
mads the latches are independent and function as an ordinary register, and in shift
repister mode the latches form a register as in Level Seraitive Scan Design. In LFSR
mode the BILEO element is configured o act 45 2 signaturc analyzer or 4 pséudo-
ra dom number generator.
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Control Inputs: Cl=1 C2} : Normal Mode
Cl=1 C2-~0:LFSR Mcde
C1=0 C2=1: Reset Mode
C1=0 C2=0: Shift Register Mode

Pigure 2.5 : Structire of a BILBO element (Source Bennetts, 1984)

Combinational Circuit 1 in Figure 2.4 can be tested in two ways, The fitst method is
similar to Level Sensitive Scan Design. A test vector is shifted serially into BILRO 1,
then clocked through the combinational circuit into BILBO 2, and then shifted seriaily
out of BILBO 2. The second method is to configure BILBO 1 as a pseudo-random
number generator and BILBO 2 a5 a signature analyzer. A number of random vectors
are clocked through Combinational Circuit 1, and then the contents of BILBO 2 are
compared with th d fault-free “signature®, Combi Circuit 2 Is tested by
feversing the roles of registers BILBO 1 and BILBO 2.

Soan design techniques have been discussed in detail because it is felt that they are an
effective means of addressing the sequential circuit testing problem. Therefere the
testability analysis devoloped and implemented in Chapters 3 and 4 deals exclisively
with combination circuits.

A tradeoff in using the stractured design for testabilty techusiques is that the increased
controllability and observability has a hardware overhead. However scan design
techniques have been used in mainframe computers, and are viable for VLS cireuits. A
limitation of the structured techniques is that although sequential circuits are reduced to




combinational circuits, the problem of testing the [atge combinational cicuts possitle
with VLST is not addressed.

2.8 Application Specific Integrated Circuits

‘The present importance of design for testability measures in digital systems is a result of
many factors. Two factors in particular are the growth in usage of Application Specific
Integrated Circuits (ASIC) and the complexity attainable with VLSL ASICs are
considered in this sesdor, and the physical limits of miniaturization are covered in the
next section.

Historically digitat designs were implemented in standard logic famities using LST or
Ms1 As & regult of the mi revolution of the 1970s, many
designs were i with a and a few peri ‘However
experience has shown that the microprocessor is not the "solve-all’ of digitat systems,
and other forms of logic implementation have emerged (see Figure 2.6). The term
application specific integrated circuit normally refers only to gate arrays and standard-
cells, but the original distinctions have become biurred, 5o the definition is sometimes
extended to include programmable logic devices (PLD), thereby covering the whole
semi-custorn range,

on{raganix‘r:mb\e Gate S‘E“ei‘xm
Devices Arrays Libraries

Figure 2.6 : Implementation of Logic Circuits




Two of the main reasons that semi-custom or full-custom ICs have replaced
‘microptocessors and standard logic families in many applications are probably speed and.
integrity. To realize their true potentiat, YLST systems should be designed for as much
concurrent action as possible (Sequin, 1983), In custom ICs, concurrent tasks Arc
performed naturally in parallel, at much higher specds then is possible with essentially
erial mi Lacge circuits § in standard logic familics tend to be
bulky and unreliable due to many board ions between

The number of logic designs implemented in custom circuits (especially ASICs) is
increasing rapidly. The number of new  arldwide ASIC designs is expected to increase
from 6000 in 1985 1090 090 in 19 .ayon, 1987), Estimates of the total market
share taken by ASICs in the cacty 1990s range from 20% (Moore, 1984) to 50%, with
some consensus at 3% (Wallex, 1987). The large ASIC market share has resulted in alt

. major semiconductor houses meking lacge investments in ASICs, particularly in

‘proprietary cell-based ICs including 32-bit microprocessars.

An important trend in ASIC users hias been revealed by a formal Intel survey (Waller,
1987), The latest technology and high density are not the most important considesations
for prospective ASIC buyers. At the top of the list are quick tamaround times and early
working prototypes. In order to be competitive in the cut-throat digital systems
business, ASIC nsers need & short development time for working prototypes, and are
prepared to pay for it.

‘Application specific ICs have highlighted the use of design for testability tochniques in
two ways, Firstly there is now & greater need for testability measures, and secondly
good testability measures are essential to design large testable ASICs.

Designers of microprocessot/standard logic cireuits were not greatly concermed with
testability since the were pre-tested by the ers and standard logic
circuits have many observability points. Testability was left to a handful of citcult
designers involved in full-custom logic design. The advent of semi-custom ICs,
however, has brought VLSI deslgn within the reach of many digital systems designers
as a cost effective and quick alternative to other logic implementations. Therefore.the
need for design for testability techaiques is now more widespread.

‘The structured design for testability techniques bave been used for standard cells and ace
particutarly useful in gate array designs. The reason is that the size of the gate array ona
chip is fixed regardless of how many transistors are actually used in the logic design.
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Since esttra transistors are manufactured anyway, it makes sense o use them to improve
testability,

2.9 Complexity

The fundamental physical limitations of integrated circuits were once only theoretical
considerations, but with the ongoing exponential growth in circuit complexity, many of
the issues will soon be of practical importance. The most important limitations are
discussed below to determine ibeir effects on the longer terta prospecis for VLSI circuit
testing.

The maximur size of a VLS chip is limited by the probability of a manufacturing fault
becoming probibitively high. However thece are techniques for increasing the effective.
chip area, for example Wafer Scale Integration (WS) consists of duplicated modules on.
a wafer which are interconnected afiter testing, On the other hand, the miniaturization of
components on the chip is also imited. There are economic constraints and problems
with ing processes, bt more i e and
quantum mechanical limits are being approached (Keyes, 1975),

Two of the most i dieloctsic breakdown and

- Dielectrlc breskdown by tunneiing or avalanche mechanisms limits the minimum
thickness of depletion layers that support potential differences, and electromigration
dame ductors timits the maxd density that can be carried.

‘The third consideration is the removal of heat generated by each device on 1 chip. In
terms of the energy required to store one bit, conventional semiconductors use about
416°1% Joules. This is 1010 KT in thermodynarmis terms, where k is the Boltzmann
constant and T it the absolute temperature.

Table 2.2 : Energy used to siore one bit

Energy to store one bit
Conventional semicondustors 1019 &1
Practical limits on conventional semiconductors 108 kT
Josephson junction supesconductors 5x10¢ kT
Quantum meohanical Hmit ~ kT




Table 2.2 was derived from Keyes (1975) , and shows the energy required per logical
ojperation for different processes. Supercanductors require five orders of magnitude less
energy than conventional semiconductors, but are still far above the quantum mechinical
limit. Mejor advances in ceramic superconductor materials have been made recently, and
high temperature superconducting ICs are becoming possible.

At present the smallest feature size on commercially available VLS is about 1pm. For
example, the Intel and Motorola state-of-the-ast 32-bit microprocessors use 1,5um and
24 lithography respectively (Gelsinger, 1987; Danicks and Bruve, 1985). The
fundamental physical Limits noted above become importarit at about 0,25um,

From  designer's perspective, the net xesult is that the number of componeuts per chip
is expected to continue growing exponentially for another decade (Moore, 1984), due to
a combination of increased miniaturization, wafer scale integration, and new physical
implementations of loglc functions,

Another aspect of complexity is the usefulness of the devices produced. There is a
growing concem that the potential of VLSI cannot be exploited fully unfess new ways of
managing the vast amount of information needed arc developed. For exaraple Gordon
Moore (1984), chairman of Intel, is of the opinion that if a million component
commercial technology existed, we probably would not know what to do with it.

Therefore complexity of VLSI will eventually be limited both by the a* lity to design
useful circuits, and by physical constraints, However current testing problems can still
be expected o worsen for another decade, making investments in structured testing
methodologies which ate useful now, virually essential in the futuze.

210 Conclusion and Recommendations

Sections 2.2 to 2.9 have reviewed some of the stepping stones between a specification
for a logic circuit and a finished working product, The review shows that testing has
become & major factor in integrated circuit design due to VLSI complexity, and automatic
test pattern generation is increasingly difficult. Although varous design for testubllity
techniques exist to help linking design and test of digital circuits, the strastured
techniques have the greatest hardware overhead, but gre the most general and iend
themselves to sutomation. Moreover, structured scan design techniques can be used for
‘built-in self-test, and therefore solve many tester problems.




Based on the conclusions drawn in this chapter, the following general methodology for
testing digital elreuits is proposed:

1. The single stuck-at fault model can b used tince it s suffictent in most cases.
Extensions to other Fault models should be. possible if necessary.

2. Hdeally design verification should be pecformed especilly inan automated dosign
cyele. An exact formal description of the circuit is needed for design validation. Itis
reasanable to store 4 deseription of the cirouit's hehaviour and structure in Boolean
expressions, since they are familiar to the desigaer.

3. Structured design for testability techniques should be used wherever possible to
convert sequential cirevits into combinational circuits, and the testability of the
combinationaf creuils sliould then be analysed with an algorithmic measure,

4. Circuits should be designicd with bullt-in selftest features whore tho extra hardware
overhead is availsble, so that the chips can partially test themselves both on the wafer
before dicing, nd during bum-in, eliminating the need for sxpensive logic testors.

5. BIST circuits should be tested with pseudo-random patterns since exhaustive testing
takes too long.

. By calculating fault detection probabitities accusately, there is no need to do fault
simulation for random testing,

Even though the testing problem is complex in general, it is essential that VLSI chips are
tested. The approach to testing proposed above is to use random pattem testing, with
accurate calculation of fanlt detection probabilities to find the fault cover, Calculating
fault detection probabilities is as difficult as generating tests for faults, but it is more
useful for built-in seif-test, The reason is that in most cases only random patterns can be
generated on chip, so even if deterministic test sets are found they would be difflcult to
apply. ‘Given the characteristics of the psendo-random number generator on chip, fault
detection probabilities can be used to determine the length of the test necessary fo have &
certaln confidence of detecting faults in the circuit.

Furthermore an analvtical method using Boolean expressions is proposed for finding the

fault detectl A is the symboli of
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needed, but the ability to manipulate expressions combined with a Boolean slgebra
reprosentation of the circuit are surely prerequisites for formal design verification.

The next chapter investigates the theory of ilistc testability analysis, and Chipter
4 discusses the implementation of the algorithm for calculating fault detection
£ probabillies,

: Finally one cannot resist the temptation to draw analogies between digital circuit testing
and modemm physics. In a quest to successively refine a deterministic theory of matier, it
was found necessary fo revert o a probabilistic mode! based on uncertainty principles.
L Ts it not possible then, that in trying to test increasingly complex circuits, a probabilistic
. approach might not only be useful, but also the only practical solution?




needed, but the ability to manipulate expressions combined withs a Boolean algebra
Isites for formal desiga

on of the circuit are surely

‘The next chapter i it the theory of ifistic testability analysis, and Chapter
4 discusses the implementation of the algorithm for calculating fault detection

probabifities.

Finally one cannot reslst the ternptation to draw nualogies between digital cirouit testing
and modera physics. In a quest to successively refine a deterministic theory of matter, it
was found necessary to tevert to a probabilistic model based on uncertainty principles.
Is it not possible then, that in trying to test increasingly complex cirsuits, a probabilistic
approach might ot only be useful, but also the only practicat solution?
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CHAPTER 3

FEASIBILITY OF PROBABILISTIC TESTING

3.1 Introduction

Tn Chapter 2 it was concluded that probabilistic testing is desirable by considering the
advantages over detesmministic testing, The most impoctant benefits include:

~ No circuit-specific test pattem generation is required.
* To fault simulation is needed to determine the fault cover.

 Simpler tsters can be used since the test vectors can be generated during testing, and
do not need to be stored.

© Built-in self-test (BIST) schemes can be used since tandom patterns are easily
generated on chip.

The main disadvantage of random pattem testing is the difficulty in determining the
lenigth of the test needed to obtain a specified fuult cover. X will now be shown that
‘probabilistic testing is theoretcally feasible, and a prasticat algorithun for calculasing fault
detection probabilities and test lengths is presented in Chapter 4.

Tne for tha feasibility of probabilistic testing is based on fi
1, In practics all testing methodologies are probabilistic.

2. Tt can be shown that for &il practical circuts, there are essentially equivalent
deterministic and probabilistic definitions of fault cover,

3. For random testing, there is an exponential decroase in testing uncertainty for a linear
inereaso in st engh, therefore testing with high confidence inecvals :  be achieved
. with reasonable test lengths.




. For an arbitrarily chosen Boolean fnction, the probability that the function is testable
with equiprobabls input probalilities increases with the size of the function.

5. It optimised input probabilifies are used, the fest length grows linearly with gate size
«even for worst case circuits such s large AND gates.

These five points ae considered in turn in this chapter. Most of the mathematial
derivations have been included in Appendices A toE,

3.2 Deterministic versus Probabilistic Testing

F— Both the deterministic and the probabilistic testing disciplines have their adherent
+ followers, and it hasbesa my oxpeience that many heam discussions arie in asssing
oy the relative merits of the two testing phil ic and
Fa random pattern testing, it is necessery to dispel the mxsmnoepdon that deterministic
testing can be used to determine with complete certainty whether a logic circuit is
operating correctly.

Consider the following absurd situation of an attempt to test an arbitrary combinational
circuit with absolute certainty.

Testing strategies based on stuck-at fault models are inadequate since some
failures in the circuit cannot be modeled as stuck-at faults,

Therefore the obvious testing strategy to determine if the cireuit is operating
correctly, is 10 test it for every possible input combination. Test times grow
exponentially (about:1 year for 50 inputs and over L0 years for 60 inputs
at 30MHz), but at least all cases are considered.

However in this festing procedure (and all ofhers) the assumption is mado
that faults were present When lesting Started, sinice faults which occurred
hrin thetest uight not be deecte b the emainde o the est.

A simple attempt td rectify the problem might be to cepeat the exhavstive mt
seve.. times,

24




Tis test uses a lot of tester time, but stll does not test the circuit with
absolute certainty. The reason is that Hiere are some bridging faults which
convert the combinational circuit into a sequential circuit. T!wn:fom to test
for these faults it is i all possible § i but
also all combinations in different sequences. Since the circuit can have an
asbitrary sequential depth and the internal state is not known, it is not
possible to find a test set which will detect these fuults.

To make matters even worse, only permanent faults have been considered
so far. Intermittent faults can occur at arbitrary imes, or can ocour in
specific transient states of the cireuit (¢.g. CMOS open circuits which act as
antennas and behave as pattera sensitive faulis), and cannot be modeled in
general. Some technologies zre also prone to timing (aelay) faults, and
“soft faults" due to electromagnetic interference (¢.g. gamma rays),

The scenario just described shows that phrases like "these test vectoss achieve 100%
stuck-at fault cover” should rot be interpreted as mose than 3 probabilistic statement
about the test. In this work the term probabilistic testing is conventionally used to
denote random pattern testing uniess otherwise specified.

Neither deterministic testing nor vandom patterm testing can give the assurance of
abisolate testing, therefors in peactice all testing is probabilistic. {This raises the etiical
question about the reliability and safety of electronic equipment in criioa tasks, but this
issue cannot be discussed here. Note ility techniques stich as only
reduce the uncertainty, but do not solve the problem. In general there is no such thing as
a "fail-frec” or even a "fail-safe” circuit, since 10 remedial action can be taken for
undetecied favlts,)

The set of all possible faults in a circuit can be represented by a pie chart as in Figure
3.1

There are three arcas in the pie chiart in Fig-re 3.1, Sector A represeats the fraction of
faulis in a circuit which arc detectable by the single stuck-at model. Sector B i the
fraction of faults in the circuit which are not detectable by the single stuck-21 fauit model,
bt Sle using fex models lke the sultiple stuck-at model, Thirdly,
Sector € is the fraction of faults in the cirouit which are not detectable by any fault
model.
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Undetected Faults

Faults Detected
by other Models

Prinﬁ;r& %f anultf
Detected by Single
-~ Stack-at Mode)

Figure 3.1 : Pie Chart of all possible faults in a logic circuis

Although the exact sizes of the sectors are not known, the theory and practice of digital
circuit testing is based on the assumption that Sector C is small, and festing using single
stuck-at fault models also assumes that Sector B is small.

Since the single stucl-at fault model has proved useful in practice and is used much
more commionty then any other model (McCluskey etl,, 1988), in most cases Sectors
B and C are small. There ke, bowever, examples in the litorature which show that the
single stuck-at model s not always valid.

For the remainder of this work, the single stuck-at fault nodel will be used. The
analysis can be extended to the multipls stuck-at fault model ot the cost of increased
compiexity,

3.3 Deterministic and Probabilistic Fauit Cover

Possible probabilistic and deterministic definitions of fault cover are given below. The
two definitions are compared with respect to the probablity of failing a cirenit that does
not work. The single stuck-at fault model is used, and it is assumed that all fanits ate
equally likely in the derivations in Appendix A.

For deterministic testing it is common to define the fault cover (¢} as the fraction of
stuck-at faults in a clrcuit which are tested by a specific test set, The probabilistic
definition of fault cover used here, however, is slightly different, Each stuck-at fault in
the circuit is tested with & confidence interval ¢, therefote the probability of failing a node
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that does not work is . If the process is repeated for all faults, and the length of the
random test set is chosen such that ali faults in the circuit are tested with at least
confidence ¢, then ¢ may be defined as the fault cover.

For testing it is more important to know the probabitity of failing & circuit that does ot
work than the faslt cover, Therefore the deterministic and probabilistic definitians of
fault cover must be compared with respect to th probability of fuiling &
cirout that does not work.

For & circuit containing n stuck-at fanlis with a probability w that the node at each fault
site works, the equations for the probability of failing a circuit that does not work are
derived in Appendix A and repeated below.

tn
. Pr(cimmfaﬁing/chcuixfauuy}m,mﬁ; G
and
R
Pr {otreuit failing/cizcuit faulty}prgp ‘% :}", w ) .2

whese ¢ is the fault cover defined above.

Although equations (3.1) and (3.2) have different forms, it it shown in Appendix A that
for ll practical eirouits i, w very close to 1), the equations are essentially equivalent,
Thersfore the ssme probability of failing a cireuit that docs not work is obained whether
a fraction ¢ of the nodes in the cisouit are testod deterministically, or all the nodes are
tested with confidence ¢ probabilistically. Therefore within the franiework of the single
stuck-at fanlt modsl, the deterministic and probabilistic definitiur - of fault cover are
practically identier".

3.4 Relation between Test Length and Fault Detection Probabilities

A mathematical relationship is derived in this section between the fault detection
probability of a node, and the length of the random test set necessary to detect the fault
with & specified confidence interval. The relationship depends both on assumptions
about the test setup, as well as the type of testing strategy adopted.
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There are many possible testing stratogles,

“Ihe approach used in & final year design (Franco, 1986) 15 {o find the probability of
the output of the circuit being true under boih normal conditioss, and with 2 specific
faultata node. The difference in probabilities was related to the number of test vectors
necessary to distinguish between the two modes of circuit operation with 4 given
confidence, The fundamentat assumption made in this testing strategy, is that for given.
input probabilities to a cizcuit, an internal fauit will cause the output's probability to
change.

This testing approach is very simple to apply in practice, but it is shown below to not be.
a very efficient form of rendom: pattem testng, However it was investigated because it is
worth consideration, both as a comparison with other random pattern testing strategies,
and for its connection with the deterministic concepts of testing by transition counting

" and syndrome testing. From now on this type of testing will bc referred to as

“probabilistic syndrome" tasting, The details of probubilistic syndrome testing are
included in Appendix B, which contains both a brief derivation for the test length
required to detect & fault with & specified confidence, as well as a parallel of the AND
gate example considered in Section 3.6.

Probabilistic synidrome testing suffers from two drawbacks, The first is that the test is
not very effective since only long-term probabilities are measured, and not short-term
changes resulting from particular random patierns. The second drawback is that some
faults cannot be detected by considering only long-term probabilities. Functions with
this property are refesred o as syndeome untestable in deterministic syndrome testing,

T is easy to find circuits with faults that cannot be detected by probabilistic syndrome
tes:dng, For instance consider a circuit where the output is the XOR of two internal
nodes X and Y, Assuming ¢hat the probabilities of nodes X and Y are 1/2 and
independent, the output probability under normal operation will also be 1/2, It can be
shown that for faults X or Y stuck-at O or 1, the output probability remains 1/2, thereby
making these faults undetectable by the analysis above,

However the output does change, because different faults make it true for different
inputs, even though the long-term probability remains the same. To cater for this type or
problem, & more effective testing strategy is needed. To improve the situation, the “test
output” should be a function of the inputs and outputs of the circuit, and ot the outputs
of the circuit alone. The conceptual test layout is depicted in Figure 3.2,

28

P




Figure 32 ; Circuit festing using a testing furtion

By & nuitable choice of the testing function in Figure 3.2, all non-redundant faults will
change the signal probability of the test ontpat. In general, the greater the aumbor of
ciroult inputs used in the testing fancrion, the more useful itis. The trade-off s that the
complexity of the circuit fo bo analysed inoroases.

‘The best testing function is an identlcal working reptica of the circult under test
(commonly called the gold unit), with the corresponding outputs of the two clrcuits
XORed together. Al the outputs of the XOR gates can then be ORed to give a single
test output. 'The advantage of this testing function is that if a single circuit output differs
frot ts expected value once, it can be detected, v' .h is ¢learly the most efficient form
of testing, Therefore testing no longer relies on the long-term probabilities of the
autputs changing under fault conditions, but only the effect of a fault altering an output
‘once. The corresponding test setup shown in Figure 3.3 is frequently used in practice
for both deterministic and random pattem testing, and will therefore be the model used in
the derivations below. (The warking replica of the circuit under test is sometimes
eliminated for practical reasons, and the circuit's outputs exe compared to stored fault-
free sesponses, but the setups are identical in terms of logic testing.)

Inputs

11

1l

Figure 3,3 ; Testing function using an identical working replica of the circuit under test




For random inputs to the cirovit n Figure 3.3, any rnon-redundant fault {u the circuit
under fest wilk canse the test output to have a finite probability of being true, Thus the
testabilty of the node with the fault will be defined as

“4he tumber of tast veotors necessary to have a predefined confidence that
the fault will cause the test ourput to be true at least once”.

The refationship defixing the nodal testability or fault detection probability vatue will
now be derived.

3.4 Derivation of the Test Length Equation

For a particular favit F jn a circuit, let the probability that the test output is true be f,
‘Therefore | will be called the fault detection probability for the fault F. (The term fault

" detectability is sometimes used to dencte the number of inputs wiich detect the fault =

£2L) Statistically, i the event is an input vector to the cireuit, the probability of a
favourable outcome {i.e. fault detected) is f. The number of times N the event has to be
repaated in order to have a confidence © that at Jeast one favourable outcome kas
oceurred, needs to be found, The derivation only uses elementary probability theory snd.
appears often in the literature.

1f she probability of a favouruble outcome of the eveut is £, then (L-£) is the probability of
an enfavorable outcome, Since for random tests the events are independent, for N
events

Pr{no favourable event has occurred} = (1-HN

therefore

Pr{at least one favourable outcome has occurred} = ¢
=1-(1-pN w(3.3)

Equation (3.3) defines the relationship hetween the length N of the random test set and
the fauls detection probability f for the test setup in Figure 3.3,

For ison, the equations for istic syndrome testing derived
in Appendix B are repeaicd, For mode of cirult operation A with output probbility &,




and mode B with output probability b, the number of test vectors required N is given by
equation (3.4).

e+ 2T | x- ZyT)
N= —Bﬁ—_ = o - (34)
where

2(aTb + by T2))2
il = - B3

with b > a, and for a confidence interval ¢, Z is found from the esor function ¢ = Brf(Z).

- 342 Assumptions Implicit in Dectving the Test Length

Equation (3.3) is accurate if the input vectors to the cirewit are truly random, and & single
1 in the test output is detected. This model was used because it is the most general,
However for many of the BIST techniques described in Section 2.7.3, linear feedback
shift registers (LFSR) are used both to generate pseudorandom test vectors, and to
compress the successive outputs of the circuit under test for signature analysis. The
errors introduced into the equation for the test length by both LESRs are noted below,

Pseudorandom Tests

‘The difference between random tests and pseudorandom tests generated with a LFSR is
that in the latter the patterns do not repeat until all patterns have occurred. In statisticat
terminology random patterns correspond to Bernoulli trials or “sampling with

, while testing to "sampling without
eplacement” (McCluskey etal, 1988). The effect is that the test lengths predicted by
the random modet are stightly longer than necessary for given confidence intervals if
LFSR generated pseudorandom patterns are used for testing, (Models for
pseudorandom testing are discussed in (McCluskey et.al,, 1988).)

Aliaging in LFSRs

‘Whereas the previous error resulted in a pessimistic sstimate of the test length, aliasing
in LFSRs results in an optimistic estimate, Signature analysis is based on the
assumption that after the test is completed, the contents of the LFSR signature analyzer
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will differ for working and faulty circuits. Howevez, since the LFSR can only be in one.
of & finite number of states, there is a p~a-zero probability that the faulty circuit will have
the same siguature as the fauli-frec cirouit. This condition is referred to as aliasing,
Bounds on aliasing exrors are found in (Wiltiams et.al,, 1988), and by suitable choice of
LFSR length and feedback polynomial, aliasing errors can be reduced.

3.5 Testability Distribution of Boolean Functions

‘The sim of this section is to calculate the testability of all loglc cixcuits with 2 certain
number of inputs, in order to obtain & distribution of the difficulty of testing logic

teuits. From the testability distributions (profiles) general conclusions can be drawn
about whether circuits are random pattem testable on average.

" The exact testability distribution of logic cirouits cannot be calculated, therefore it was
estimated from the testability distribution of the inputs of Boolean functions using certain
assumptions.

3.5.1 Defining the Testability Distribution of Boolean Functions

To determine the testability of a circuit, the fault detection probabilities of ail possible
faults in the circuit must be found. 'The testability of the circuit is defined as the lowest
£ault detection probability, since if the random test set is jong enough to detect the most
difficult fault with a certain confidence, the other faults will also be detected with at least
the fidence. The singls k is used in this section.

‘When determining the testabitity of a clrcuit using the single stuck-at fauit model, only
fatlures in the clrcult reptesentable by stuck-at 0 and 1 faults for every node in the cireuit
are considered, Furthermore it can be shown that only faults at the circuit's inputs and
internat fanout nodes need to be tested, since the other nodes ave taken into account by
fault collapsing,

The fault detection probability of internal fanout nodes depends on the gate level
realization of the ciroult, but the fault detection probability of faults at the circuit's inputs
depends only on the Boolean function of the circuit, However, since there sre infinitely
‘many realizations of the same function, it is impossible to find the testability of every
logic citcuit. Therefore it is proposed to estimate the testabitity distribution of i-input




cireuits (ses Figure 3.4) by finding the testability disiribution of fauls at the input nodes
of i-input Boolean functions. (it is ouly an estimate since intermal falts at the fznour
nodes in he cireuit arc not considered) The number of postible i-input Boolean
functions is finite, thercfore the testability of overy function can theoretically be found,

Note that the testability distribution of the inputs of Boolean functions ls essentially a
realization-independent distribution of the testability of logic cireuils. Therefore the
approximation used comesponds % the well known funciional festing approach.

‘Testability Distribution

of Booléan Clrcuits [REQUIRED]

‘This approximation i realistic since every possible
circuit is an impiementation of a Beolean function,

Testability Distribution

of Boolean Functions

This a%mxmmon uses only faults which depend
on the Boolean function, but not faults at internal
{am;ll; n%des which depend on how the function

s realised,

[CALCULATED]

‘Testability Disteibution
of Input Nodes
of Boolean Functions

Figure 3.4 : Model for Testabiliy Estivate

As an illustrative example, the testability of all 2 input Booleast functions based on
equiprobable 9/1 random test patterns has been found exhaustively, and the results are
shown fn Table 3,1 The fault detection probability and testability distributions are
plotted in Figure 3.5,

However the § entries marked with an astetisk in Teble 3,1 have at least one input with a
fault detection probability of 0, which means that they are not strictly 2-input functions.
Therefore the distributions shown in Figure 3.5 depend on whether all 2-lnput functions
or only strietly 2-input functions are used in the definition of the testability diswibution.
This is shown below to decrease quickly for Jarger furictions by considering
the fraction of -input funetions depending strictly on i inputs.




Table 3.1 : Testability of 2 input gaies with equiprobable input signal probabilives

Function F(A)EF(A") F(B)SF®B) FDP-A FDP-B {Testability
o 0 ¢ o ¢ 0 g *
1 AB B A 4 ua 4
2 AB' B A 14 14 14
3 A 1 Q 72 [ [
4 AB B A 174 4 144
5 B o o n o
6 A@B 1 1 pr3 in 1
7 AvB B A 14 14 14
8 AB' B A 14 14 v
8 (aeB) 1 1 172 " 12
10 B 1 0 vz o *
11 AvB B A 14 14 4
12 A 1 0 i 0 0 ¥
13 AvB B A V4 14 4
14 (ABy B A BRI 14 174
15 1 0 o 0 0 (U
)
Fault Detection Probability ‘Testabulity
1 1w
H
% H
g o H )
0
» )
)
0 FROS, o s
Figure 3.5 ; Fault Detection Probability and Testability Distributions of all 2 inpus
‘Boolean functions
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Let ai) be the number of functions deperding on stictly i inputs.

‘Therefore a(i) is the total sumber of i-input functions minus al] possible combinations of
strictly i-1 input functions, minus all possible combinations of strictly i-2 input
functions, ete.

‘The number of strictly j input functions i
input fanctions ix 2 function of 1 inputs is

(), and the number of combinations of j-
(binomial coefficient).

Therefore since the fotal possible number of functions is 22, we “.ave a recussive
definition for a(i) given by equation (3.6},

i-1
a2 jzo‘,(,?) a) 08

The ratio of a to 22 i tabulated in Teite 3.2 beior:

Table 3.2 shows that from S-input functions omwazts, & makes, virially so difference
whether the detinition of the testability disribittion is based on aili-inpst or only stsictly
i-input functions.

Table 3.2 : Praction of functions depending on all insuis

i 2@ 22 Ratio

1 2 4 050000000000
2 10 16 0.62500000000
3 218 256 085156250000
4 64594 65536 0.98562622070
5 0.99092

S 18446744047040725978  18446744073709551616  0.99969930860

3.5.2 Calculating the Testability Distrihatior of Boolean Functicas

The distributions of fault detection provability 2 testability of i-input Boolean
functions defined above ace found in this seetion for Luer circuits.




The distributions were found for 2-input functions in Table 3.1 by exhaustively
considering every possible case. However since the total number of functions increases
super-exponentially this method is only practical up to d-input functions. (For example,
there are more 8-input functions than electrons in the universe!)

‘The distributions of larger functions were estimated by two different methods and the
results are compased with a chi-square goodness-of-fit test in Appendix C. Tn the first
method & Monte Carlo simulation was done, and in the second method various
asymplofic theoretical approximations wert derived.

Monte Carle Simulation

For large functions where cxhaustive calculation of the testability distribution is

" impratical, the aigorithm below was used to randomly select a number of functions

from the set of possible functions, and calcuiate their fault detection probabilities and
testabilities.

Repeat
Arbitearily choose a Boolean function
Find the fault detection probabilities of il input nodes
Find the testability of the function
Updse the distribution estimates
Until enough trials for required confidence interval.

According to the Monte Carlo Method, the results obtained were used to estimate the
actual testability distribution within certain confidence intervals. Unfo.iunately the
uncertainty in the Monte Carlo Method decreases as the reciprocal of the square root of
the number of trials, and therefore long simulations were necessary for good confidence
intervals, (Since the simulation time increases expanentially with the aumber of inpute,
one million trials were +~ly done up to 14-input functions.)

Theoretical Fanlt Detection Probability Distribution
The faclt detection probability snd asymptotic approximations for the testability

distributions of the inputs of Boolean functions are found in this section. The theoretical
distributions were derived in order to have n mathematical description of the testability




aistributions which could be used for functions with ton many inputs for accucate Montc
Carlo simalations.

The fault detection probability distribution was found by considering the number of
times the output of 2 function differs from its expected value when there is a fault at an
input node, The distribution is shown in Appendix C to be a purely combinatorial
problem, and has a binosial distribution.

The imation to the testability distribution is more since the fault
detection probabilities of the different inputs to the function are interrelated. The
testability distribution of an k-input function is shown in Appendix C to be basically the
first order statistic of i fault detection probabilities, with the dependencies between inputs
having 10 be taken into account. (A brief ssmmary of order statistics is given in

. Appendix D.) The four approximations used to estimate the testability distribution are

shown in Figure 3.6,

1 2
Continuous Distibution | Continuons Distibution
Independent FDPs ‘Patially Dependent FDPs
3 4 Ineresst
Discrete Distribution Discrete Distibution gy
Tndependent FDI Partially Dependent FDPs oouracy

Figure 3.6 : Four asympiotic mations to the testability distribution of Boolean
functions

Although ail four inati to the testability distribution were shown to be
asymptotically correct in Appendix C by a chi-square comparison with the Monte Carlo
simulation, for small functions the fit is worse for the approximations that assume that
the fault detection probabilities are continuous and independent.

None of the approximations are exact because only paiswist correlations between
different inputs are considered in approximations 2 and 4 in Figure 3.6, Correlations
between groups of 2, 3, 4, ... inputs need to be taken into account to improve the fit for
small functions, This slight increase in accuracy at much higher complexity did niot
seem necessary, sinoe it must be that the testability distributions of the
inputs of Boolean functions is only an estimate of the testability distributions of logic
eircuits.




distributions which coutd be used for functions with too many inputs for accurate Monte:
Carlo simulations.

The fault dotection probability distribution was found by considering the number of
times the output of a function differs from its expected value When there is a fault at an
input node. The distribution is shown in Appendix C to be a purely combinatorial
problem, and has & binomial distribution.

The imation to the testability ibution is more i since the fault
detestion probabilities of the different inputs to the function aw interrelated. The
testability distribution of an i-input function is shown in Appendix C to be basically the
first orcer statitic of i fault deteotion probabilities, with the dependencies between inputs
having to be taken into acconnt. (A brief summary of order statistics is given in

Appendix I0.) The four approximations used to estimate the testability disteibution are

shown in Figure 3.6.

1 2
Continuous Distribution | Continuous Distribution
Independent FDPs Partially Dependent FDPs

3 4
Discrets Distribution Discrete Distribution Tncreasing
Independent FDPs ‘Partially Dependent FDPs ouracy

Figure 3.6 : Four asymptotic approximations to the testability distribution of Boolean
funcrions )

Although all four imations to the testability were shown to be
asymptotically correct in Appendix C by a chi-square comparison with the Monte Carlo
simulation, for small functions the fit is worse for the approximations that assume that
the detecti it fi and i

None of the approximations are exact because only pairwise correlations between
different inputs are considered in approximations 2 and 4 in Figure 3.6, Correlations
between groups of 2, 3, 4, ... inputs need to be taken into account to imprave the fit for
small functions. This stight increase in accuracy at much higher complexity did not
seem necessary, since it must be remembered that the testability distributions of the
inputs of Bootean functions is only an estimate of the testabitity distributions of logic
cirouits,
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Graphs of the fault detection probability and testability distibutions for 2 to 12 input
functions are shown in Figures 3.7 and 3.8 respectively. The vertical axes are scaled so
that the "area" under each of the graphs is the same.




Figure 3,8 : Testabiliy Distribution of Boolean funations




‘The testabitity distribution in Figure 3.8 summarizes this section succinetly, As the
number of inputs to a function increases, & farger fraction of the functions have
testabilities grouped in the vicinity of 1/4, Since functions with testabilities of about 1/4
require very few random tests o achieve testing with high confidence intervals, it can be
concluded that for acbitrarity chosen functions, the probability of @ function being
tegtable increases with the size of the function, This point is elaborated in (¢ conclusion
to this chapter in Section 3.7,

Although on average faults st the inputs of farge functions are testable with short random
patiern test sets, there ave still many functions with testabilities close to zero. These
funetions would require very long equiptobable (/1 random tests for reasoneble fuuit
covers, The effect of optimising input probabilites for so-called sandom resistant fanits
s fnthe by anatysing & i

3.6  TExanmple : Analysis of an i-input ANE G . iimised
Probabitities

A detailed testability analysis for an l-input AND gate with variable input probabilities is
dote iz, this seotion, This example pre-erpts the discwssion tu Section 4.7 on
optimising probabilitiss for arbitrary combinational cizcuits, It is assumed that the
probabitities of the inputs to the AND gate are regulable and independent, The testzbility
measure defined by equation (3.3) it used below, and the unalysis Is repeated in
Appendix B for itistic syndrome testing. (An lo simir to the Girst pact of
1l section can be found in (Breuer and Fifedman, 1976) for NAND gate networks,)

An AND gate was chosen for the example because large AND gites are worst oase
circuits with regard to random pattern testing, and are notoriously difficult to test
probabilistically due to their high fan-in,

"The analysis also applies to NAND, OR and NOR gates by replacing the probabilities of
inputs being true by False whers necessary.

The test circnit shown in Figure 3.9 consists of the AND gate being tested and a gold
unit, with te outputs XORed togethicr to give the test output,




H Gate
Toputs Under

Test
Test Ot
1 Working
1 “And
Gate | NodeB

Figure 3.9 ; Circultfor measiring the testabiliry of an i-input AND gate

Due to symmetry, all the inputs to the AND gata have the same probability of being true,
say p. For an input stuck-at O in the AND gate under test, the signal probability of node
A ln Figure 3.9 i8 zero. The signal probability st node B is p, Under these conditions

* the XOR gate acts as a buffer, so the signal probability of the test output (i.e. the fault
detection probability) is atso pi. ‘The number of test vectors Ng necessary to datect an
input stuck-at & is fouod from equation (3.3),

c.1_(1_pi)No
or

No=.l20-¢) ey
o w0 p) @7

where s the confidence interval,

For a single input stack-at 1 in the AND gate under test, the signal probability at noc» A
in Figuro 3.9 is pi*1, The signal probability at node B s as before, and the probability
of the fest output can be shown o be (1-pptl,

(Intuitivaly, the condition necessary to detect an input stuck-at £ for un AND gate is o
have that input false and all other inputs true, Tha probability of an input being false is
(1-p) and the probabitity of i-t inputs belng trus fs pi*L)

The number of test vectors Nt necessary to detect an input stuck-at & is

L medBloC) " (38)
=}
in(1 - (1-p)pt1)




Equations (3.7) and (3.8) are plotied in Figures 3.10 and 3,11 for varions sizes of AND
gates and & confldence interval of 99%.

The graph for the SAQ fault decreases monotonically with increasing input probabilities,
‘This is expeoted since in the limiting case of the inputs always true, only ane vector is
needed 10 detect an input node stuck~-at 0. The graph for the SA1 fault has a mintmum
and increases fo infinity for input probabilitles tending to either G or 1.

To optimise tho input probabilities for the shortest est possible to test the AND gate, the
misimsen of the greter of No and Ny must be found. Since No kes no minimurn, Ny s
differentiated to find its minimam, snd then checked to seo if it s groater than No.

Differentiating equation (3,8) and setting the derivative to zero with the canstraints 0 <c

<1md0<p<1gives

pei-14 w(39)
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Figura 3.10  Test vactors versus nput probabiliies for AND gare stuck-at 0 foul:
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Figure 311 : Test vectars versus input probabilities for AND gate suick-at 1 fault

Comparing equations (3.7) and (3.8), we have that Ny 2 N for p 2 1/2, and from
equatlon (3,9) p2 1/2 for { 2 2, Therefore for all AND gates N  No and equation
(3.8) comesponds to the mirimum sought.

‘The number of test vectors needed 10 test aut AND gate is plotted in Figure 3,12 for both
the analysis above and probabilistic syndrome testing (from Appondix B) at 99%
confidence, es well as exhaustive testing.

The number of test vectors in exhaustive testing grows exponentially with AND gate
size, probabilistic syndrome testing grows quadsatically, and the anslysis above grows
roughly linearly. This confirms tho result that probabilistic syndrome testing is not a
very efficient form of random pattern testing.

The asymplotic growth i the test lengths vsing optimised probabilities Is shown to be
linear in Appendix E by substitating the optimal value for the input probabilities into the
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exprossion for N and using various limiting relations, For large AN gates tested with
99% confidence, the test length is about 12,5 random vetors per input.
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Figure 3.12 : Test vectors versus number of AND gate inputs for optimal probabili
testing, ilistic testing, and exhaustive testing

Nots that equations (3.7) and (3.8) can be writton in the form

XN (10 WD . fe K
where X is & function of the gate size and input probabilities, T s o

PR A
It ¢ is the confidence interval, then (i-c) is & measuso of uncertainty. From cquation \ : o

(3.11) it is seen that there is an exponential decrease In uncertainty with linear increase in v
o8t (i.e, test vectors), Figure 3.13 shows this relationship, botween tost vestors and
uncextality for an 8-input AND gate.

{An alternatlve way of looking at the minimization of test vectors done above, is to find
the factor (1-X) in equation (3,11) such that the unceriainty decays as quickly as
possible with N.)
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Figtre 3.13 ; Test vectors and uncertalnty versus input probabilities for an §-input AND
. 8

A final polnt warth noting in the AND gate cxample is tho limiting probability of the
autput of a warking AND gate being true when tested with optimised input probabilities,

we have
Prioutput} = ¢4 - Uil
usiag equation (3.9) for optimal tesiing, and

Jim Pr{output} = lfe - (312)
1o3e
Equation (3,12) has been derived rigorously, and differs from the result of 1/2 based on
information theory {Agrawal, 1981), This shows that the assvmption of maximum
information throughput is not entirely justified. (For example Agrawal (1981) states that
8 10-input AND gate is expected to be tested most efficiently with input probabilities of
0,933, whereas based on equation (3.9) the optimum input probabilities showld be.0,9
37 Conclugion

In this chapter probabilistic testing has been shown to be feasible by considering varlous
important ¢meepts.
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Firstly it was shown that in practice ali festing is essentially probabilistic, since o fault
model can take into account all possible failures which can occur in & cirenit, The
necessary theory for defermining probabilistic fauli covers and test lengths was derived,
and applied in two cases at the end of the chaptor.

In a section comparing deterministic and probabilistic fault cover for the single stuck-2t
fault model, it was shown that both definitions yield virtually identical probabilities of
failing 2 circuit that does not work. It was also shown in Appendix A that the
probebility of failing a circuit that does not work is always at least as great as the fault

cover,

Ain expression for the length of & random test set required to test 2 node with a specified
confidence, given the fault deteotion probability, was derived in Section 3.4. The
limitations of probabilistic syndrome testing wers shown: to be avoided by using a more

" efficient test setup. An exponential decrezse* ‘esting uncerttinty for linear incresse in
test length was shown, which means that .. secessary, fault covers can be increased
significantly for relatively small increases in test lengths.

Probabilistic testing was applied both to the whole spectrum of Boolean functions with
equiprobable 01 probabilities, and to a specific circuit with optimised input
‘probabilities.

In section 3.5 the testability distibution of Boolean functions was defined and
estimated. The distributions for different size circuits plotted in Figure 3.8 were found
to group near 1/4 for an increasing fraction of larger circuits. Using equation (3.3)
relating the test fength to the fault detection probability, functions with testabilities
greater than 0,1 can be tested with 99,9% confidence in less than 100 vectors. ‘This
Jeads to the startling conclusion that faults at the inputs of virtually every logic circuit
with more than 8 or 9 inputs, can be tested with more than 99,9% confidence with 100
equiprobable 0/1 random test vectors. Of course this is only a stadistical observation
assuming that all fanctions are equally distributed, and there are still many functions
with very low testabilities, but itis nonetheless a noteworthy result.

Finally a complete testability analysis of an i-input AND gate was done as an example.
The results obtained confirmed that if optimised input probabilities can be used, then
even worst-case circuits such as AND gates can be efficiently tested probabilistically.
For large gates the growth in test length was shown to be a linear function of gate size,
thereby yielding test lengths of the same order as deterministic testing.




Tt must be noted that the AND gate exarmple is @ special case, since the fault detection
probabilities and optimised input probabilities were easily obtained. & goneral the
problem of calculating the fault detection probabilitics is NP-har! and the subject of the
next chapter,

Optimising she input probabilities for general combinational networks is also difficult,
and not always practival since in some ¢ases aibilrary signal probabilitis might be
difficult to generate, These are instanices, however, when optimised inpus probabilities
are useful, 5o the problent is addressed in the pext chapter.




CHAPTER 4

CALCULATION OF FAULT DETECTION PROBABILITIES

4.1 Introduction

The benefits of random pattern testing were discussed in Chapter &, and i¢ was shown in
Chapter 3 that random testing is feasible. The elationship between the fault detection
‘probability of a fault and the random test length was derived, and test lengths were
found to b much shorter than exhianstive. This chapter deals with. the final element in
the testability analysis: the calculation of accurate values for the fault detection
‘probabilities.

Unfortunately there are no simple algorithms for calculating signal probabilities for
Boolean expressions, since the problem is NP-hard (Section 2.5). This means that any
#hyorithin to caloulate signal probabilities will have limiting exponential complexity for
somne oircuits, but it is exactly those circuits for which any test pattern generation
algorithm {e,g D-algorithm) will f i fexity. However the growth in
computation time for practical circuits has been observed to be roughly quadratic (Savie
etal,, 1982), which secms to indicate that for most useful circuits test gencration will
ot attain its fimiting exponential complexity.

In accordance with the testing philosophy described in Chapter 2, only combinational
cironits are considered here. It is assumed that sequential circuits have bsen designed
using the structured desipn for testability technigues, and therefore appear to be
combinational circuits when operating in test mode.

In principle finding fault detection probabilities is equivalent to calculating the sigial
probabilities for the test output of the combined circuit under test and the gold unit as
shown in Figure 3.3 in the previous chapter.

A standard Boolean method of finding signal probabilities is presented in the first part of
this chapter, followed by a discussion of Boolean Differences. An algorithm is
propossd for calculating fault detection probabilities, and possible modes of operation of
the algorithm are discussed. A prototype fault detection probability algorithm
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implemented in Lisp s desceibed, with program listings included in Appendix H, The
problem of finding optimum ilities for testing arbiteary
circuits is addressed, and finally 2 complete exarnple is presented.

4.2 Standard Boolean Method

This is a straightforward algorithm for finding the signal probability of a Boolean
expression. The first step i to write the expression in sum-of-products form. The
expression is then expanded as a canonical sum of fundamental products Gie. disfunctive
normal form, where each term corresponds {6 1 entry in the Kernaugh map). A
property of expressions written in this form is that each term is mutually exclusive of the
athers, since only one of the terms can be frue for a particular input combination.
Therefore the signal probability of the expression is simply the arithmetic sum of the

" probabilities of each term in the expansion.

The disadvantage with the standard Bmkan method is lhat although the algorithm is

simple, the i y reaches lexity. The reason is
that for a function of i variables, there are 21 possible minterrs in the canonical sum of
fundamental products expression. There are many simple fenctions that have
exponcatial complexity when expanded {e.g. & parity generatar), which make this

-algorithm unusablc in practice.

‘The signal probabiliy of the output of the circuit in Figure 4.1 is found s an illustrative
example.

Figure 4.1 : Combinational circuit example




The Boolear expression for the autput F of the circuitis
F={[ABv(BOC)]'[AvD]}@®®D) o (41)
and writing ¥ as a canonioal sum of furdamental products we get

F=ABCD vABCD v ABCD v ABD v AB'(DY v ABCD v ABCD v ABCD

Using the convention that uppercase leiters denote Boolean variables, and lowercase
letters denote probabilities, since all terms are mutually exclusive, if-the inputs are
aseumed o be statistically independent, the probability of the output is

f = abc'd + a'bled' + a'bed’ + a'bod + ab'ed’ + abe'd' + abe'd + abed

The numerical value of £ can be found by an algebraic substitution for the signal
‘probabilities a,b,c and d.

4.3 Boolean Difference

Boolean Difference is a direct analytical method for finding tests for stuck-at faults in
combinational circuits. It is considered here becase the probabilistic algorithm derived
‘below uses the same concepts. Boolean Difference is characterized as an algebraic or
functional procedure in thet circuit equations are utilized to generate tests, as opposed 1o
atopological gate leve) description (¢.g. D-sigoithm, path sensitization),

LetF be a function of i variables including A, written F(A) for sh tt,

F(A, K1, K2y 0 Xi) = FA)

Conslder testing for the fault A stuck-at 0 in F(A), As described in Chapter 3 the tests
T that detect the fault are

To = F(A) © F(D) 42
With some manipulation (Brever and Friedman, 1986) equation (4.2) can be written in
the following form
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To= A[FO) ®F(1)}
and similurly to detect the fault A stuck-at 1, the ests are
T1=A'[FO) @ F1)] w {44

The factor F(0)®F(1) is referred to as the Boolean Piffirence of F with respest to A,
and is denoted by dF/dA:

dFIdA = F(0) © F(1) . (45)

dF/dA represents all conditions for which F(A) and F(A'} are different, ie. the
conditions for which F is sensitive to the value of A alone.

" Identitier have been developed to tid in the calculation of dF/JA (Breuer and Friedman,
1986), four of which are 1 epeated in equations (4.6).

WxO) . o offo £ ®
) . 46
4
ERO, & o8 ©
R-F& : ®

‘Exuation {4.6 d) is a simple chain rule for Boolean Differences with reference to Figure
4.2, The combinational circuit in Figure 4.2 is composed of two sub-circuits F and G,
i L nssumed that variables Xy, X,..Xj.1 and Y1,¥2,..Yj are independent of each
other,

The name primety node is used hete to describe siode P in Figure 4.2 due to its similarity
with the circuit's primary inputs from a computational viewpoint. A primary node in 2
circuit is one which can be treated as an input node in subsequent symbolic
‘menipulations of the circuit equations (i, the varlable assigned to 8 primary node can be
used as itself rather than as its value in terms of previous nodes ia the circuit). !




Combinational
Sub-circuit
F

Combinational
Sub-circuit " G(A)

Figure 42 : Chain rule for Boolean Difference and Primary node P

‘The usefulness of primary nodes is evident since G(A) is reduced from a function of i4]

. variablen fo a function of j+1 variables. The reduction could be zepeated for the second
sub-circuit in Figure 4,2 if other primary nodes existed, thereby simplifying the
calcwlation oven further.

Primary nodes are nesessary in efficient i of algorithms i
both Boolean Differenices and detecti

4.4 Fault Detection Probability Algorithm

"The eigorithm developed for the calculation of signal probabitities is exact and therefore.
based on the same equations as Boolean Differences. The difference, however, is that
instead of finding detorministic tests, probabilities of detecting faults are found. The
caleulation of signal probabilities consists of successive function decompositions until all
the variables are processed, and is based on Shanrton's well known expansion theorem
below.

F(A)= AF(1) v A'RO) 4T
‘Stannon's expansion is a nondisjunctive decomposition and is referred to s rivial
function decomposition, since every Boolean fanction can be partitioned in this way.
Equations (4.8) and (4.9) are spesial cases of equation (4.7) which were found seful in
simplifying Boolesn expressions.

AFA)= A1) - (48)
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AvFA)=AvF(O) w {49)

The connection between Shannon's theorem and signsl probabilities is found by noting
that the two tevms on the right hand side of equation (4.7) are mutsally exclusive.

Therefore in probabiities .

Pr{F(A) }=Pr{ AF(1) } + Pr{ A'F(0} }

and since F(1) and F(O) are independent of the variable A, the final expression becomes
Pr{ F(A) } = 8 Pe{ F(1) }+ &' Pr{ B(O) } . (4.10)
where a'= 1-a s the probability of node A being false,

‘Hquacion (4.10) can be thought of as & “probabilistic expansion theorem”, and defines a
recursive means of finding the signal probability of a function F by successive
decompositions.

‘The algoritha for finding the signsl probability of a Boolean function is summarized
elow:

Step 1+ Use simplification theorems (4.8) and (4.9) wherever possible for obviass
simplifications.

Stop 2 : Depending on which version of the algosithim is being used (Section 44.1).
either seplace all variables represented onfy once by their signal probabilites, or
feave them in the exgression.

Step : When no more obvious simplificarions remain, choose & variable in the
expression for expansion. The fanction is then decomposed with respect to this
aciable by appiying the probabilistic expassion theorom.

Step 4 : Repeat from §tep 1 until no mors uapracessed veviables femain.

An exponentlal upper bound is noted in the growth of the probability expression by

using the probabilistic expansion theorem. In many cascs the growth in the probability

expression depends on the choice of varlable in each successive decomposition.
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AvF(A)=AvF©) . (48)

The connection betwsen Shannon's theorem and signat probabilitics is found by noting
that the two terms o the right hand sido of equation (4.7) arc mutuatly exclusive.

Therefore in probabilities

Pe{FA) } =P AF(1) } + Pr{ A'F(0} }

and since F(1) and F(0) are independent of the variable A, the finel expression becomes

Pr{ F(A) } ~a Pe{ (1)} } + 2 Pr{ F(O) } - (410)
where a'= 1-a is the probability of node A being false.

‘Equation (4.10) can be tHought of as a "probabilistic expansion thearem", and defines 2

tecursive means of finding the signal probability of & function F by suceessive

decompositions.

The atgorithm for finding the signal probsbility of a Boolean function is summarized
below:

Step 1+ Use simplification theorems (48) and (49) wherever possible for obyious
stmplifications,

Step 2 : Depending on which version of the algorithm is being used (Section 4.4.1),
either replace all variables reprosented only once by their signal probabi
leave them in the expression,

Step 3 When o more obvious simplifications remain, choose & variable in the
exprossion for expansion, ‘The fanction i then decomposed with respect to this
variable by applying the probabilistic expansion theorem,

Step 4: Repeat from Step 1 until no more unprocessed variables remain,
An exponential pper bound is noted in the growth of the probability expression by
using the probabilistic expansion theorem. In many cases the growth in the probabikity

expression depends on the choice of variable in each succassive decomposition.

53




Different heuristics can be used to estime-'e the best choice of variable. An intuitive
approach to making F(1) and F(D) as simple as possible is to choose the variable which
appears the most times in the expression. However this simple heuristic was ot found
very useful in practice since the depth of the variables in the expression must be taken
into accouit.

A more rigorous apprasch is to decompose the function with respect o another variable
{ the first varisble chosen does not simplify F(1) and F(0) adequately. Another
altermative i decomposing the fanction with respect to all variabics in Step 3 of the
algorithm and choosing the simplost result for further decomposition. This smounts toa
breadih-first search of e trec of all decomposition paths. Tie heuristic which was
finally implemented, was to use a weighted sum of the occumences of each variable
depending on the vasiable's depth in the expression. Top level variables were assigned a
weight of 1, and for each lower level, \ne weight was haived.

4.4.1 Two versions of the algorithm

‘The algorithm for calculating signal probabiliies can be used in two ways, depending on
whether values are substituted for single variables in Step 2 or not. The algorithm is
simpler if numerical values aro substituted for variables becaus the outcome is just a
‘numerical value for the signal probability of the function. In the mors complicated
version of the algorithm, values are ot substituted for variables, and the outcom is an
algebraic expression for the output signal probability in terms of the input signal
probabilities. The two uses for the complicated version of the algorithm are described
below,

‘When numerical values are substituted for vauables, it is assumed that the variables are
independent of each other and their signal probabilities are known. In hierarchical
design it is common to construct moddles which are then used as building blocks at
higher levels. 'Fo aoid having to derive the probability cxpression each time the moduie.
is used, a symbolic probability expression can be found once using the complicatsd
version of the algorithm, and associated with the module. The symbolic equations ¢iw
then be incorporated into the rest of the circuit when the module is used,

The complicated version of thz algorithm is also usafal for caleulating optimum ve.
for he input signal probabititics, which requircs an analytical expression for the funizve




in terms of is input signal probabilities, Optimising input signal probabilities is
considered in Section 4.7,

442 Application of Algorithm to Logic Minimization

Although logic minimization was not the primary »urpose of the signal probability
algorithm, its ability to manipulate Boolean expressions is & seful tool for logic

ization and some verifi In fut, there ples i the lieratire of graph
bssed minimization algorithras using exctusively Shannons expansion theosem.

Traditionally logic mintmization elgorithms have concentrated on minimal two-level logic
implementations, The first step i to find the prime implicants of the function, and the
second is to find & minimal or near minimal cover subject to certain cost criteria, Thete
algorithms are elther exact (based on Quine-McCluskey simptification), or use heuristics
in determining the essential prime impHcants,

‘Two level logic impiemeniations, however, are not normally as efficient in terms of gate

count as muftlovel i But synthesis of multilevel raini
s an exceedingly difficult problem (Breuer, 1972, p59). An important arca of rescarch
is to synth ical muleilevel togic circuits switk identioal Which are

usually more complicated than single gates, These implementations are called iterative
colt arrays o eetlular arrays. The falt detection probability aigorithan prescated above
can be used to factor functions into a canonicel implementation using multiplexer
building blocks. Bach decomposition of the function adds a multipioxer. Onos again the
circutt in Figure 4.1 will sexve a5 an example, Figuce 4.3 shows one of the possible
multiplexer decompositions for the clrcrlt

45 Modes of Operation of the Algorithm

The two envisaged modes of operation of the testability enalysis algorithm are now
discussed with examples.




Figure 4.3 : Possible Canonical Implementarion of Circuit in Figure 4.1

451 Interactive Signal Frobability Mode

The fisst mode of operation of the testability analysis algorltiim executes conctrtently
with the designier entering the circuit schematic, ‘At this stage it is not possible todoa
complete testability analysis since the circuit is incomplete. However, If the cireult is
entered from its inputs o is outputs, (he signal probebilities at existing nodes in the
cireuit can dou ‘The input ilities to the circuit be set to desived values
or default to 1/2.

In this mode of operation the testability analysis algorithm is cssentially calculating the
controllabilities of nedes. Since the algorithm is exact, it can be used b5 aid circuit

ificat ples of crouit fon are given:

2. Signal probabilities of 0 or | at nodes indiate a logical ervos {or a ghiteh generator) in
the clreuit, which can be reported to the designer immediately.

M

. For some circuits the designer knows the expected probabitities, which can be
compared to the actual signat probabilities of the designed circuit. For instance the
signad probability of the feap year enable in & clock must equal the known frequency
of leap years.




As an exumple, the complicated version of the fault detection probability algorithm is
used below to find the signal probabitity of the output of the circuit in Figurs 4.1, ¥rom
equation (4.1) we have

F={[AR'V(BOC)T[AvD]}® @& Dy
‘Variabie C is used only once, but as described in Section 4.4.1 it is not substitated by its

‘numerical value in the complicated version of the algorithm . Variable B is chosen for
h ition, and using ilistic expansion theoremt we get

f= bP{[CAVD)SDI+bV'P{[(AVC)A VD) @D}

‘Further decosmposing both terms on the right hand side of the expression with respect to

D gives

Pr{{C(AvD) @D} =dPr{(ACY } + & Pr{C}
=dac’ +a) +ed

and similarly

Pr{[(AvC)(AvD) ] ®D }=dP{ AAvC) }+d Pr{ AvC}
= diarat)

and substituting back into f we have
f= bld(ac' + &) +cd’) + bd{ara'c)

‘The last equation is the final expression for the signal probability of the ontput of the
circuit in terms of its input probabilities. Note that numetical values can simply be
substituted for all variables, even though some variables occur more than once in the
expression. This is possible since the different parts of the expression are now mutsally
exclusive as 4 result of applying the probabilistic expansion theorem.




4.5.2 Batch Fault Detection Probability Mode

The sccond mode of operation of the testability analysis algorithm s used once the
cirenit is completed, to determine the fault detootion probabilities of single stuck-at faults
n the circuit.

There is a well-known result in deterministic testing which reduces the number of nodes
swhich have 1o be tested in a circuit. Only the fault set consisting of faults at the primary
inputs and fanout branches need 1o be considered, since a test set that covers all
membess of this set is a complete set for all detectable fauits in the circuit (Muehldorf and
Savkar, 1981). The above result for fault collapsing is also true for tandom testing
(Savir etat,, 1984).

The proposed algorithm calculates the fault detection for the required fault
set. The method used is to find the signal probabilities of the sat of tests that detect the
fault as defined in Section 3.3 on Boolean Differences.

‘The circuit in Figure 4.1 will again serve as an example. The simple version of the
algorithm is used below $o find the fanlt detection probability for the fault A stuck-at 0.
All i ilities are assumed to be 172

 Using equation (4.3), the tests which detect the fault A stuck at 0 are T = A [F(0) @

R(1)], and the probability ¢ is tequired. Substituting for the function F from equation
(@.1) gives

T=AL{E 25 S @BOD)} © {(B'v B&CY v DY @ (86D} 1

Decomposing with tespect to B using the probabilistic expansion theorem, and writing
in terms of signal probabilities gives

tia = b Pr{ {C@D] & [(C vDY&D] } + b' Pr{ [CED) @ [P‘&D'} }
Substituting numerical values for 8 and b, and simplifying, yields
=B COECYD)}+P{C BT}

Repeating the sbove process by expanding with respect to variable C,




4=cP 0} +cPID )} scPD }+¢'P{D}

and substituting for variables ¢ and d gives the final sesult for the fault detection
probability of the fault A stuck-at0,

t=3M16
which to a test set of 22 1 random vectors to detect the fault

with 99% confidence.

4.6 Description of Prototype Implemented

The implementation of a testability analysis system can be considered at different
conceptual levels, From a systems point of view, fse main requirement is compatibility
with offhier computer aided design systems in order for the results of the testability
analysis to be useful. Especially in the signal probability mode of the algorithm: (Section
4.5.1), an interactive user interface with the schematic capture system is needed. The
database of the schematic capture package must be accessed and modified so that
problems can be reported to the designer immediately. Writing & complete testability
analysis system requires a large software investment, and is beyand the scope of this
work,

The approach to the problem adopted was to write a simple interface between a standard
circuit neflist format and the testability analysis program. In this way existing software
could be used to move circuit schematic data to the testability analysis program. Figure
4.4 shows a block diagram of the data path to the testability analysis program. This
certainly does not meet the requirements for an interactive system, and therefore should
be seen as a simulation rather than an implementation of the complets testability analysis
system. The connection between the schematic capture, logic simulator and testability
analysis program was the HILO-3 netlist format.

The second level at which the implementation of the testability analysis program can be
considered is the development of algorithms to perform the testability analysis itself.
“This s the lovel mainly implomented here.




HLO3
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Program

Figure 4.4 : Neslist conversions from Schematic Capure 1o Testability Analysis
HILO-3 is a irademark of Genrad, Inc,
PCCAPS, PCNODES and NXHILO are trademarks of Personal CAD Systems, Inc.

“The main consideration when automating the signal probability algorithm described in
this chepter is the large amount of symbolic manipulation that is needed. Available
programming languages are compared in Appendix G, and Lisp was chosen fo
implement an experimental prototype of the proposed algorithm. The main advantages
of Lisp aver other languages in this application are that Lisp was especially designed for
symbolic compntation, hias Rexible list data structures, and an interactive programming
environment.

‘The testability analysis progeams are shown in Figure 4.5, HILO netlists are sonverted
into dynamic data structures by the program NET.LSP, and the cireuit description is
maintained and modified by the program MAIN.LSP. Of significance are the three
programs OP.LSP, SHANNON.LSP, and CALC.LSP which perform the required
symbolic computations and caloulate signal probabilities. The laiter three programs axe
describe briefly below, and program listings are included in Appendix H. A substantial
portion of the work in this project was devoted to deriving the final data structures and
programs mentioned.

Figure4.5 ; Testabllity Analysis Programs




4.6.1 BNF for Boolean Expressions in Testability Analysis

Since Lisp has powerful functions for accessing the first and rest elements of dynamic
lists, it was advantageous to express intermediate Booloan functions in & prefix notation
where the fisst efement of the list is the operator, and the othor elements are the
operands, More formally, the syntax accepted by the testability analysis program is
given in Backus-Naur form below:

<eXpr> li= <atom> ;Variable
(~ <expr>) WOT
(& <expri> <expr2> ..} AND
(+ <exprl> <expiZ>..)  OR
(@ <expri> <exp>..)  XOR
(~& <exprl> <eapr2>..) NAND
{~+ <exprl> <expe2>..) NOR
(~® <expri> <exp2>..) XNOR

One of the factors affecting the efficiency of the program is the number of altematives
that have to be tested when a function is calied. The above syntax has many operators
and a simpter syntax 18 needed. The syntax finally fmplemented has the following BNF
description:

<expr> 2= ({=/~} {<atom> /! <and-expr>})
<and-eapr> = ( <eXpr>*) PRI

In the internal syntax, lists of expressions are implicd ANDs, and at the top level, an 3
expression i either an AND or 8 NAND, The propramming of the algorithm was
simplified by iutroducing.the syntatically symmetric opetators = and ~, denoting the
identity and the complement operations respectively,

The syniax above was chosen because it is compatible with both the Boolean and
algebrad probabitity expresstons encountered in the algorithm. The program OP.LSP )
performs easy simplifications, SHANNON.LSP contains heuristics to choose a variable .
for Shannon's expansion theorem, and CALC.LSP calenlates numerical values for the -
siguef probabilities of nodes in the circuit. The heuristic used in SHANNON.LSP is to :
choose he variable with the highest overall weight, with weights of | assigned to
variables at the top fovel, and the weight haiving at every lower level in the expression. ! Lk i
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The rcason that OF.LSP and SHANNON.LSP are two separate prograrus, js that the
cause of the limiting exponential complexity of the algorithm - NF-completeness, has
been sepurated from the “epsy” simplifications. Therefore itis beneficial to do as much
simplification as possible before using Shannon's theorem in order to reduce is use as
much as possible. The programs OP.LSP, SHANNON.LSP and CALC.LSP are now
described in more detail.

462 Program OP.LSP

OP.LSP is the heart of the testability aalysis algorithm, sinco the efficiency of the
algorithm depends on the number of times the expensive SHANNOM.LSP is used,
(Blindly using Shannon's expansion thesrem often results in no savings over the
‘canonical Boolean methed of Section 4.2)

OP.LSP converts expressions into the Jnteraal format, and does some simplification.
The maia function ia the Lisp program is the simplification of implied AND lists, the
resuit of which is then modified for cither ANID o NAND exprossions. AND fists are
simplified by recussively calling OP.LSP to simplify cach expression in the AND listat a
time. Processed expressions simplify sithor to & numesal, an atom, or 8 complex
expression. Thereforc  mumeral, a st of atoms, & processed list of expressions, and an
unptocessed list of expressions exist during the operation of the algorithm, A step of the
simplification consists of simplifying the first exprossion in the unprocessed Jist. The
nextstep depends on the simplified expression.

1. I the simplified expression s & wumeral, it is tuldplied with the numersl in the
processed list. IF the numeral s zero, then the result of the whole AND listis zero.

2. If the gimpfified evpression is an atom, it is added to the atom list. Fusthermore
equation (4.8) is applied to all complex expressions in both the processed and
unprocessed lists, to remove duplicates of the atom. All complex expressions are put
in the unprocessed Yist since they are not necessarily simplified any more,

3, If the simplified expression is a complex fist, it is simply added to the processed ligt,

The AND listi¢ simplified ancs the st is empty. The slmpi of s
AND expresslon is shown graphically in Figure 4.6.




List of Single
Vartables (Atorns)

‘When a Variable is found in the Unprocessed List, expressions
in the Processed List are not necessarily simplified anymere,
50 they are retumed to the Unprocessed List.

Simplify
Recursively
with OP.LSP

List of Processed
Expressions

Figure 4.6 : Simplifying an AND expression witk OP LSP

4.6.3 \Program SHANNON.LSP

The progeam SHANNON.LSP i divided into two parts. The first part accepts an
expression and a variable name, and applics Shannon's expansion theorem to the
expression with respect to the variable. The second part of the program heutistically
finds the best vasiable to use for the decomposition, since the complexity of the resulting

+ expression can depend strongly on the choice of variable.

One of the functions in SHANNON.LSP traverses the expression and compiles data on
the number and depth of occurrence of each variable, which is used by another function
to heuristically find the best variable. The different heuristies tried are described in
Section 4.4,

4.64 Program CALC.LSP

The progeam CALC.LSP calculates numerical values for the nodal signal probabitities
sy substituting values for variables occurring only once in the expression (i.. the simple
verslon of the alorithm in Sectlon 4,4,1.) ‘The method used for caloulating the signal
probabillties is a direct implementation of the algorithm described in Seotion 4.4 above,
and consists mainly of repeated calls to OP.LSP and SHANNON.LSP,




47 Caleutating optimum input signal probabilities
An aspect related to the caloulation of fault detcotian probabilities which sl needs to be
considered, is the optimisation of fnput signal ilities for minimizing test lengths
for asbitrary combinational circuits, This section is intended as an analysis of the
problemt and 2 comperison of several tochniques implemented for its sofution.

The snalysis of the AND ple in Section 3.6 confirmed th d result that
there are ciréoits which are poorty tested with equiprobilbie /1 input signal probabilities,
‘The same example also showed that dramatic 1eductions ir random test lengths can be
achleved by testing with optimised sigual probabilitics.

In some clesses of BIST circuits optimised signal probabilities are difficult to generate,
and these circuits would have to be designed to be equaily weighted random pattern
festable. However, if the test vectors are generated externally or nonlinear feedback shift
ragisters are used (Wunderlich, 1985), arbitrary signal probabilities at the test clrowit's
inputs can be achieved, The calculation of optimum signal probabilities is discussed
below, possible algorithms are surveyed, and finally three promising methods are
implernented and tosted.

4.7.1 Nonlinear Programming Problem

A general stateinent of the problem of optirnising input probabilities is presented below.
Consider testing for n faults in & circuit with | inputs (Note that in VLST circnits n may
be very large). The fault datection probability of the kth fault is caleuated by the fault
detection prubability slgorithm described in Section 4.4, and is a function of the input
signal probabilities given by fie(xy,Xg,...x). For input vectors with signal probabitities
x=[xg Xz . X;]T , the length of the random test set is determined by the Jowest fault
detection probabitity of all n faults,

Therefore in order to achicve the minimum tost length, the input probabitities x must be
chosen such that the lowest of i, fy, . fa is maximized, Le.

Need  maxy{F}

} e
where  F= mink{fe()} k=12.,0




Exquation (4.11) i a nonlincar programuming problem, where the objesive function to be
maximized F, is the lowest of 8 number of nonlinear functions. Figure 4.7 {iustrates the
‘raximization problom for 5 fault detestion probabilitizs in 1 dimension.

o
Z
&

1
Input Prob,

PRigure 4.7 : Moximization of the minimum of 5 fault detection probabilities showing
local maxima

‘The objective function could also be defined as the number of test vectors (inversely
velated to the fault detection probubility) whish needs to be minimized, but then
confidence intervals have to be introduced. For the rest of this section the convention
used in the fiterature on finding the minimum of 2 fanction will be adopted, but simply
changing the sign of the objective function will convert it into & maximization problem.

A ion is that the optimisation of signal i is a
problem, singe the el of the input vector represent ilities and
can only take on a limited range of vaiues,

Algorithms for both ined and linear optin,"sation are dis d
in Appendix F. The use of penalty functions reduces the problem to an unconstrained
imi Appendix F al ins o of i

nonlinesr programming algorithms, and a discussion of the two most promising -
Powell's method without derivatives und the Hooke and Jeeves method. The most
important considetation in the choice of algorithm is that derivatives cannot be used,
since the objective function is not differentiable, Both methods were implemented in
Pascal from non-commercial FORTRAN and BASIC programs in the literature (see




Apypendix F), The performance of these methods is compared for test cases below, after
discussing an altemative method of solving the optimisation problem.

4.7.2 Simulated Annealing

One of the difficultics in optimising a function with many local minima is that mast
nonlinear programming algorithms (including those disoussed in Appendix F) tend to be
“groedy" and only move "downbill" i directions that minimize the objective function.
The effect Is that the methods tend 10 work efficiently when they work at all - but they
can easily be trapped at points which ar not optimal o anly locally optimal.

Two ways of trying to alieviate this problem are to do multiple optimisations from
differont stasting points, or to uso random methods such #s arbitrarlly evaluating the
function at different points.

Simulated annealing is  probabilistic technique that has been successfully applied to
multivariate optimisation (Kirkpatrick et.l, 1983), including integrated circuit design
problems such as partitioning, placement and routing, The principle of simulated
annealing i¢ based on the conpection between statistlcal mechanics and combinatorial
optimisation (see Kirkpatrick et.al. (1983) for a discussion), aod draws an analogy
between the search for & minimum in an objective function and changes of state &1
matesials.

To solidify a tiquid into & regvlar crystal, the material must be cooled slowly 50 that it is
In equilibrium at ail temperatures. If the material is cooled too quickly, it does not have
time to reach equilibrium and defects becoms frozen into the crystal, Greedy algorithms
that only move io lower function values are like rapidiy quenching a physical system to
2€10 temperature, resulting in metastable states analogons to local minima of functions
(Greene and Supowit, 1986).

Therefore when using simulated annealing techniques in optimisation, moves which
increase the objective function are accepted with a probability dependent on a
temperature pacameter. ‘The Metropolis method is & commonly used procedure for
deeiding the acceptance of the "uphill" move (Greene and Supowit, 1986), If the
present position is x with objective function value F(x) and the move is to y with
objective function F(y), then the move is accepted with & probability given by equation
(@.12),




. cEW-FOWKL  gorFy - oy
Pr {move xto ¥} = w412y
U1 for F(y) < F(x)

The parameter T corresponds {o temperature in physical annealing, and decreases from a
large value exponentially, In the simulated annealing algorithm implemented, the
direction of the move was chosen randomly, and the distance moved in n-dimensional
space was set by the steplength, If at a partioular temperatuse, a predefined number of
moves fail, the steplength was reduced. The function value after several successive
reductions in steplength is assumed to be the minimum.

4.7.3 Test Function and Resuits

As mentioned in Appendix F test functions exist (e.g. Himmetblau, 1972, pi95) for the
evaluation of unconstrained nonlincar programming algorithms, but they are not
penerally ive of the problems in optimising signal probabilities,
These test functions are difficult to optimise due to the nature of their gradients, but
typically'they are funetions of fow variables, and only have a few minima which nesd to
be found very accurately,

The characteristics of the type of function that is to be optimised are that there ¢an be
‘many variables, and the fault detection are in an algebraic f-prod
form with many crossterms. Evaluation of the optimisation algerithms for pacticular
clreuits i5 too specific and not desisable. Therefore a new test function is used here with.
she expected characteristics of typical problems, where the number of minima and their
telative differences can be controlled by parameters. The test function is defined by
equation {4.13) for 1 dimension.

T() = (- a)x2 + a2(l - cos(2mbx)) w (A13)
with 0$ust b20

The behaviour of the test function is shown below for the 1 dimensional case and
various values of the parameters a and b, The effest of Increasing a is to decrense the
difference between function values at successive minira. The number of minima in the
interval [0,1] Is directly controlled by the second parsmetes b,




In the n dimensional case, the test function is the produt of test functions in each
dimension. The product was used instead of the sum so that crossterms would be
present. A scaling factor must be added to the function in n dimensions, otherwise T =
0 for any xj= 0.
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Figure 4.8 : Bebaviour of testfunction for different values of a and b

Powell's method, Hooke and Jeeves' method and simulated annealing were tried on the
tost function varying the initial point, steplength, number of variables, and the
parameters & and b. It must be remembered that the test function is itself only a single
case, therefore the results must be interpreted quali rather than

The main advantages of the conventional nonfinear programming algorithms is their
speed relative to random methods like simulated annealing (for most ests speedups of an
order of magnitude wete observed), but unless the algorithms are modified, simply
searching for a rainimunm is not sufficient. For example even with 4= 0,05 in the test
function, the global minimum was rarely found. Even when seasching for a single
minimum, both Powell's method and Hooke and Jeoves' methods are not as efficient as
they might be. The reason is that Powel's method assumes that the function will be
approximated by a quadratic near its minimum, but this assymption does not hold




because the function is not differentiable. FHooke and Jeeves’ method searches each
variable separately, and therefore has difficulties with functions with many crossterms.

Simulated annealing on the other hand, converges at a rate determined by the
temperatuse. Since the cooling schedule can be extemally controlled, the tradeoff
between the ceztainty of the solution and run times can be adjusted dynzmically. The
disadvantages of simulated annealing are that global solutions are not guaranteed, and
run times and function evaluations are high. A further problem with simulated annealing
s that ther are many parameters which have o be selected, and there is no general way
of determining the values of the parameters in advance. A positive feature of simulated
anncaling is that for the tests performed, tho number of function evalvations s not a
strong function of the dimensian of the problem, hich covld be advantageous for large
nontingar optimisations.

4.7.4 Qbservationis and Further i for O

Nonlincar aptimisation is a difficult problem especially in cases where there are many
local minima and a point close o the global minimum is required. Some observations
and suggestions for further work are nioted below.

Most algorithms are very sensicive to the steplength and choice of starting point for
multimodal functions. Methods to alleviate this problem such as repeated runs with
different initial conditions or tandom methods such as simulated annealing inorease the
execution time significantly, 2nd while better results are often produced, it is stll
difficult to determine how close to the global optimum point they bave reached,

All the techniques implemented to find bptimal input probabilities indicate that it would
be vety useful to have 2 good sarting point for the optimisation, Approximats testability
analysis algorithms which run fest by neglecting reconvergent fanout fiodes, might be
useful in cstimating the starting point for the optimisation.

An extension to the 2bove discussion on optimisation is to test the circuit with two sets
of random patterns with different signal probabilities. There are circuits for which fi:
sum of the lengths of the two tests is less than the optimum length for one set. An
example is testing a cirouit with both a large AND and OR gate. Itis kuown that the
input probabilities should b closs o | o test the AND gate, andt clase to 0 to test the OR
gate.
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By developing the above concept further o more random tests, one eventually gets to
many tests of unity length, wh.ch corresponds to deterministic testing. This means that
in principle there is a spectrum of testing possibilities from a single random test set to
deterministic testing,

In the optimisation discussed above, the signal probabitity at each input node in the
circuit was allowed to have an arbitrary value. A simplified problem of practical
i if alf input are restricted to dh value, Forexample
if a single nontinear feedback shift register is used, the signal probability can be changed
from 172, but all flip-flops will have the same probability. The AND) gate example in
Section 3.6 is a special case of this, where all optimal input probabilities are equel.

Below are suggestions for further work which might be beneficial in the optimisation of
signal probabilities but lie outside the scope of this work.

1. Specifically tailured parameters tn simulated anneating ‘(possibly different decay
curves for the cooling schedule) might reduce run times siguificantly.

»

. Ute might be made of the knowledge that the objective function is piecowise
differentiable, but it is probably difficult since in many cases the optimuon point will
be at the intersection of two fault detsction probability functions so the derivative will
ot vanish.

w

Geotetric programming is a special case of nonlinear programming, in which the
objestive functionand constraint equations are all polynomials in non -negative
variables with positive cosfficients (posynomials). Special optimisations exist for
these problems (Masanso, 1971). It is pessible to convert cach fault detection
probability exprossion into a posynomial by icplacing each x' with yi, and
introducing the cxtra constraints g +yig= 1. Problems with this approach are that
the atumber of variables is incresed, extra constraints are added, and care must still
e taben o find the minimunt of & number of posyromials.

4.8 Conclusion

Whereas the previous chapters have. considered prababilistic testing from general and
theoretical viewpoints, specific practical aspects of probabilistic testing have been
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disoussed in this chapter. ‘The two main considerations were the development and
implementation of &n algorithm for caleulating fault detection probabllitics, and the
problem of aptimising input probabilities to roduce test lengths.

Firstly a standard Boolean method of caleulating fault detection probabilities was
‘mentioncd, and shown to be impractical since the limiting exponential can easily be
reached in 2-level expressions for Boolean functions. Boolean Difference was
discussed because it is an exact analytical method for determining test sets. The
algorithm developed for calculating fault detection probabifities is based in Boolean
Differences because it is argued in this work that in order to replace test pattern
generation and help design verification, an exact tastability measure is required,

A prototype fault detection algorithm was implemented in Lisp and various operating
modes were discusted, The algorithm can be used as an 2id to design verification
intesactively wih the designer entoring the schematic, or to caloulate random patter est
Iengths on compleied cirouits.

‘The use of optimsi values for input signal probabilities was shown in Chapter 3 to
signifionty decrease test lengths in certain cases, The optimisation of input signal
probabilities was shown 1o be 8 constrained nonlincar programming problem in general.
Both classical algorithms and the more modern random methods (simulated annealing)
were attempted to solve the problem, The opti f 2 test function is discussed in
Section 4.7.3 and it is aoted that it s very difficuit to find the optimal solution in the
‘presence of maay local minima. Suggestions for simplifying the problem are montioned
in Section 4.7.4 since for large cirouits 4 general solutian to the problem doss not appear
to be practical.




CHAPTER §

GENERAL CONCLUSIONS

The purpose of this work has been to evaluate a probabilistic definition of tastability as &
viable approach for dealing with the problems of testing VLSI digital integrated circuits.
More specifically, i was found that although the investigation covered many interrelated
ideas, the work can v grouped in three main parts, analysing probabilistic testing at
different levels of abstraction. Since sach part fs largely self-contaitied, detailed
conolusions are included at the end of Chapters 2, 3 and 4. To summarize, it was
shown that probabilistic testing is desirable, feasible, and finally practical.

The outcome of Chapter 2 was a proposed testing methodology based on the
requirements of lesting, and the literature review. Structared design techniques were
adopted ay they have become widely used for dealing with the sequential cirouit tosting
problem, in many cases together with built-in self-test. Therefore the main thrust of
Chapter 3 was aimed at showing that probabilistic testing of combinational circuits is
theoretically feasible, and the equations relating the test fengths to the fault detection
probabilities were derived for two types of random pattern testing. The fisst type is the
most efficient form of random pattern testing, while the second is related to syndrome
testing. The discussion in Chapter 3 was augmented with two examples, The first
analyses the whole spectrum of Boolean functions, whereas the second considers a
specific worst-case example, and shows that test Jengths are reasonable if optimised
input probabilities ars used,

The example on the calculation of the testability distribution of Boolean functions
produced some interesting results. The first was that the input fault detection
probabilitics of a function are either all "even” or all "odd", forming a binary
classification of circuits, The second result was that the wstability of virtually all faults
a¢ the inputs of arbitrarily chosen circuits actually increases with the size of the circuit,
Asihough this example was mainly of theoretical interest since faults at internal fanout
nodes were not considered, it does have application in cases such as board testing,
where pin connections often contribute to & lange percentage of malfunctions.




In essence the central iden in Chapter 4 to showing that probabilistic testing is practical,
is that justead of only using the testability measure to estimate the cost of test pattern
generation, the teatability analysis is made accurate enough so that it can be used with
random testing to compietely eliminate test pattern generation. It might be said that
‘nothing is gained since in ordet to be exact, the testability measure atteins the complexity
of test patiern generation, However replacing test pattern generation by an accurate
testability analysis has many beneficial sideffects. In terms of testing, the most
important benefit is that although test generation costs are not necessarily reduced, test
application costs can decrease dramatically due to the simplicity of random pattern
testing. ‘This is particularly attractive in bigh volume produtlon, and when used with
built-in self-test for on-line testing,

‘The benefits are not limited to testing, however. The fact that the testability analysis
slgorithm manipulates the Boolean equations of the ciscuit can be used to help with other
aspects of the design cycle such as design and detecting logical

This work has only considered the logical level, but the testability analy Is can slso be
used in physical verification, for example races anu hezards. The procedure for
detecting possible static and dynamic hazards involves operating on the Boolean
equations without allowing certain simplifications, which could e performed by the
testability analysis lgoritim with minor modifications.

«Chapter 4 also included the implementation of a prototype fault detection probability
algorithm written in Lisp, and a discussion on optimising input signal probabilities.
Several operating modes of the fault detection probability algorithm were proposed with
examples done manually to describe the algorithms, Expressions containing & few
thousand gates were analysed with the Lisp program, and it was clear thas although &
significant amount of tme was spent on the algorithms, more wark is needsd to
approach the speed of commercial programs like HILO-3. One of the problems s that
although Lisp was found usefut for prototyping, it did not run as efficiently as
conventional procedural languages.

‘However, even & more efficient testability analysis would have the same disadvantage as
automatic test pattern generation algorithms, viz, complexity. Since the problem is that
the a)gorithms are NP-complete, it cannot be solved in general. Tt is felt that as circuits
get larger, structured techniques will have to be adopted to simplify combinationat circuit
testing, It s also felt that the most promising method is to extend hierarchical design

ies to ical test application, The idea behind hi jeal test
application s that very largs oizcuits are always designed hlerarchically, so iostead of




designing a 200 input cirouit with 1000 latches with 2 single LFSR paeudorandom
. ‘number generator and one signature analyzer, each module wonid have its own buili-in
N self-test. A relatively small hardware overhrad is required to manage the testing at the
highest level in the chip. Therefore in the hierarchical test application scenario proposed,
the designer's knowledge about the topology of the circuit is used, but at the cireuit
segmentation level and not for generating tests for individuat faults.

In conclusion, through th, progress of this work various aspects of the digital integrated

: circuit design cycle havs been analys.d and solutions proposed in terms of random

PR ‘pattern testing, ¥t cannot be claimed that the general testing problem has been solved, nor.
even that all the related issues bave been discussed. What has been done, however, is
that a generalized methodology for testing circuits probabilistically hss been developed
which is easily automated and is useful for design verification, as well as greatly
reducing test application costs.




) APPENPIX A

(B COMPARISON OF DETERMINISTIC AND PROBABILISTIC
: DEFINITIONS OF FAULT COVER

For deterministic testing, the fault cover - normally defined as the fraction of stuck-at
: faults in a circuit which are tested with «cific test set. However in random pattern
testing, each node is tested with a certain confidence, and the fault cover is defined in
Section 3.3 as the confidence interval with which all stuck-at faults are tested with a
sardom (ot of & given ength. Bquations ave desived in this appendix relting the fault
cover to the probability of failing a circuit ty not work, for both iistic and
random pattern testing.

Briefly stated, the problem is 1o find the difference between tssting 99% of the nodes in
& ciscuit deterministically, and testing all the nodes with 99% confidence, for cxample.
For manufacturing tcsting it is important to find the probability of failing a circuit that
doeg niot work, given the faslt cover and the probability of individual nodes working.
"The probabilty of faling a sicuit that doss not work i found bilow for both the

fc and itistic cuses. 1t is assumed in the derivations that al nodes have
the same probability of worldng,

Al Deterministic Fault Cover

Consider testing a cirouit containing n modes with possible stock-at faults, with a
‘probabisity w that each niode works, Le,

Pr{node works} = w

Let the fraction of the nodes tested with the deterministic test set be ¢, Therefore ¢ is
defined ns the fault cover.

The required quantity i Pr{circuit fajls/cireuit fauity}, whero Pr{A/B} denotes the R
conditional probability of A given B. Using the equation for total probabllity gives S B




Fr{stroul, fails} = Pr{circuit failsicircuit works} Pr{cirouit works}
+ Pr{cirouit faifsetreuit faulty} Pricircuit faulty}

But since the probability of failing  circuit that works is ideaily zero, we get

Prcirouit failsfcirenit faulty} -%‘{E‘.;“ﬁ‘;‘t—'%}%

‘The probability of a non-redundant circuit with n noviss warking is w, therefore

(A

Pr{oircuit faulty} = 1 - Pr{circuit works}

) =1-wh w(A2)
Similacly if & fraction c of the nodss are tested, the probability of  circuit passing the
test is equal to the probability that (on) nodes of the eircuit work, Le.

Pr{citcuit passing} = Pr{(cn) nodes work} = wCT
and

Pr{ctrout fails} = 1- wT (A3

‘Substituting equations (A.2§ and (A.3) in (A.1) gives the probability of failing a faulty
circuit for deterministic testing,
Lyt

Pr{circuit falls/cirouit fauity} =———0r-

T (A

A2 Probabilistic Fault Cover

Consider testing the same circuit as above containing n nodes with & probability w that
each node works,

Let the mirimem confidence interval with which each node is tested be ¢, Once againc
is defined to be the fault cover, and .

Prinode failstode faulty} ¢ - (A5)
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‘For worst case analysis, the cquality in equation (4.5) will be sed,

Using total probabilitie to find Prinode passes) gives

Pr{node passes} = Pr{rode passes/code faulty} Pr{node faulty}
+ Pr{node passes/node works} Pr{node works}

w (A6)

The probability of passing a nods that works is unity, and from equatior: (.5)

Pr{node passesiode fanity} = 1- ¢
‘Therefore equation (4.6) reduces to

Pr{node passes} = (1« c)(L - W)+ W
=1-g(l-w)

(AT

‘The probubility of & circuit with n nodes passing, is equal to the probability of all nodes

passing, therefore
Pr{virouit passes} = {Pe{node passes} N = [1 - o(L -w)I
and.

Prfcironit fils} = 1 - [1 - of1 - wiI®

w(AB)

‘The probability that & cireuit does not work is as in the deterministic case, therefore
substituting equation (A.8) into (A1) gives the probability of failing.a frulty circuit for

random pattern testing. -
Pricircult fails/circuit faulty} :—1%},—“”13

w(A9)

Equations (A4) and (A.9) are the required equations in Section 3.3, defining the
‘probability of failing a cireuit that doss not work for the deterministic and probabilistic

cases respectively.

The two equations have different numerators, but in order to make & comparisor,
typical values for ¢ and w in prectical circuits must be noted.




The fault cover ¢ is close to urity for practical testiag, and is usually at least 95%. The
‘probability of a node working w s very close to unity for large cirouits in order o bave
o a reasonable oircuit yleld, For nxample & cirouit containing 10000 nodes with a
probabilit 0,995 of each node working, has 2 yield wE of less than 1%, Th fact that
¢ wis very close to unity can be used together with the binomial approximation (A.10) to
B shiow that cquations (A.4) and (A.5) are essentially equivalent,

(L+%)™ 2 14mx, Corvery small x w (AL0)

Tn the probabllistic expression in cquation (A9) above, the factor (1-w) is very small,
therefore applying the binomial spproximation in reverse gives

[1- 6t - W) = {(1 - {1 - w))FI0 = weR AL

Comparing equations (AA) and (A 9) using equation (A.11) shows that there s very
Hittle diff betwesn ] istic definitions of fault cover for
practical circuits: Therefore by either testing 99% of nodes in a cireuit deterministically,
or by probabilistically testing all nodes with 99% confidence, gives the same probability
of friling a circuit that does not work.

The probability of falling & faulty circuitis plotted in Figures A.1 and A2 to show the
. genceal chasacteristies for typical conditions. In Figure A1 the probability of a node
working is kept constant at 0,999, and in Figure A.2 the fault cover is 0,99,

It is important to note from the figures that the prohability of failing a faulty clrouit is
never less than the fault cover.

I
CNesom

—

|

covmmence ¢

Rowon
A THPOTS 1000
Cwsoner]
Figure Al : Probability of Failing a Faulty Circuit versus Number of Nodes and Fauls

Cover




Figure A2 : Probability of Failing a Faulty Cirouit versus Probability of Nodes

Working and Number of Nodes

)
fexmat]

1




APPENDIX B

TESTABILITY ANALYSIS USING "PROBABILISTIC SYNDROME"
TESTING

In Section 3.4 it was noted that there are many possible random pattern testing
strategies, The optimal testing strategy is shown in Figure 3.3, and involves a
comparison of the output of the circuit under tast with a known good responso. The
relation between test lengths and fault detection probabilities for this type of testing is
derived in Section 3.4,1, and given by equation (3.3), The first past of this appendix
contains a description of the test setup and the derivation of the test lengths for an
alternative testing strategy, where only the long-tetm oulput probabilities of circuit are
measured. The AND gate example done in Section 3.6 is repeated for this testing
procedure at the end of the appendix.

B.l Description of Test Setup

As mentioned in Section 3.4, the testing strategy described in this appendix is based on
previous work (Franco, 1986}, but it has been extended and included here both as a
comperison with other techniques, and for its connection with syndrome testing,

The syndrome of 8 Boalean function is defined 25 the number of minterms realized by o o «
the function (Savir, 1980), The principle of syndrome testing is that functions can be ‘

implemented in such a way that fault-free and faulty circuits have different syndromes. :
The test procedure then simply consists of applying every input combination to the 3
funetion and measwiing its syndrorme. .

pt of 5. ing is analysed in s appendix, hence the

uge of the term "probabilistic syndrome" testing, The advantage of probabilistic . {
syndrome testing over its dsterministic counterpart is that exheustive tests are not [
necessarily required to detest faulty cireuits with high corifidence intervals. Testing is
performed by applying random patterns to the cirevit under test and observing the signal b
probability of the output {e.g. by counting ones). The test length is sufficiently long to
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TESTABILITY ANALYSIS USING "PROBABILISTIC SYNPROME"
TESTING

In Section 3.4 it was noted that there are many possible random pattern testing
strategies. The optimal testing strategy is shown in Figure 3.3, and involves a
comparison of the outpat of the circuit under test with a known good response. ‘The
relation between test lengths and. fault Getection probabilities for this type of testing is
derived in Section 3.4.1, and given by equation (3.3). The first part of this appendix
contains a descripdon of the test sceup and the derivation of the test lengths for an
alternative testing stralegy, where only the long-term output probabilities of circuit are
measured. The AND gate example done in Section 3.6 is repeated for this testing.
‘procedure at the end of the appendix,

B.l Description of Test Setup

‘s mentioned in Section 3.4, the tosting strategy described in this appendix is based on
previous work (Eranco, 1986), but it has been extended and included hers both as a
comparison with ofher techniques, and for its connection with syndrome testing.

The syndrome of a Boolean function s defined a8 the rumber of minterms realized by
the function (Savic, 1980). The principle of syndrome testing is that functions can be
implewnented in such & way that faul:free and faulty circuits have different syndromes.
The test procedure then simply consists of applyiug every input combination to the
function and measuring its syndrome.

The concept of testing is analysed ilistically in this dlix, hence the
use of the term "probabilistic syndrome" testing. The advantage of probabilistic
syndrome testing over its deterministic counterpast is that exhaustive tests are not
necessarily required to detect faulty circuits with high confidence interv's. Testing is
performed by applying sandom patterns to the circuit under test and observing the signal
probabitity of the output (e.g, by counting ones). The test length is sufficiently iong to

80




determing with 2 predefined confidence whether the circuit's output probability is the
expected fault-free probability (i.e. syndrome) or not,

B.2 Relation between Test Lengths and Syndromes

Consider using probabilistic syndrome testing to distinguish between two modes of
circuit operation. The first mode A has an output sigoel probability a, and the second B
has output signa) probability b. It is assumed that & = b, otherwise the circuit is
“syndrome untestable” (Saviz, 1980). Modes A and B could be the normal and a faulty
operation of the circuit, or two distinguishable fault conditions if fault location is
required,

The problerm is to choose the test length N and number of ones 1, such thatif after N
tests more than r ones occurred, the circuit is in one mode of operation, otherwise it is
in the other mode of operation. It must be noted that if r anes have occurred before N
tests it is pofntless to continue the test, thesefore test lengthy shorter than N are possible.
Tn statistical tesminology this situation is knows s seri-custailed sampling (Guenther,
1977). The expressions for N and r are now derived.

Let Y be the number of tests required untii the rth one appears at the circuit's octput. It
can be shown that the variable. Y has a negative binomial distibution (Guenther, 1977,
P14) given by

B Yy ds (COFaorT  geron, ) @1
with mean and variance t/p and x(1-p)/p? respetively,

We have p = a for mode A and p = b for mode B of circiit operation.

In order to identify the actual mode of circuit operation with a confidence intzrval ¢, we
nced to establish the mutually exclusive events {YSN} and { Y>N} such that

Pr{ YN/p=b} = Pr{ Y>Nip=a} @ ¢ . (B2)

assuming & < b, else reverse the inequalities.




For reasonably large  (Franco, 1986) equation (B.1) has an approximately normal
distribution, and applying the approximatiun to equation (B.2) gives

bN-r aNry
0(“”)) “l- ‘”(RTi-a )—c
‘where 9(z) is the Standard Normal Distribution function
z
2
@) =#‘ Ia‘* 12 ax

By choosing Z such that &(Z) = ¢ and simplifying (Franco, 1986), we get

r

_ [Z(aﬂTb : b*/ﬁ))l’ (B3

and

N = L2 EIE) EE 1o 20 . (B4

Equations (B.3) and (B.4) comespond to equation (3.3) for probabilistic cyndrome
testing,

B.3 Example: Analysis of = i-input AND Gate with optimised input
probabilities

The testability analysis of an i-input AND gate done in Section 3.6 is repeated here
i o syndrome st i

using for

Consider testing an AND gaie with i inputs. Due to symmetry, let 2ll inputs to the AND
gate have the same signal probability, say .

Since the inputs are assumed to bo indspendent, the probability of the output being true
in a fault-fre AND gateis

Pr{Nomat} = p‘




For a single input stuck-at 0, the output probability is
Pr{SA-0} = 0, and similasly Pr{SA-1} = pi1

The length of the test required to defect an input stuck-at 0 is found from equations
(B.3) and (B.4) by substituting

a=Pr{SA-0} = 0, and b = Pr{Normal} = pl, giving

where Z is determined from the confidenca interval as described above,
Stmilesty for a single input stuck-at 1 we have

4= Pr{Notmal} = pl, and b = Pr{SA-1} = plL, giving

Ny = (I_P‘Zipl_, W1pt T+ V1) (VIpFT + V1) - (B6)

 “The input probabilities need to be optimised in order to minimize the greater of No &nd L

Nj in equations (B.5) and (B.6) raspectively. The graphs of No and Ny versus input CRe
prebabilities follow the same general trends as Figures 3.10 and 3,11 in Section 3.6.

The equation for N decreases monotonically with input probability, but Ny has 2

minimum valve, Ny was differentiated numerically for AND gates with 2 to 70 inpués

using a 99% confidence interval. A least squares noninear regression analysis was Y

preformed on the data obtained, and showed that the minimom number of vectors '

necessary to test an i-input AND gate grows quadratically with gate size. The
tents of the quadratic are i .

Nipin » 33,44i2 - 33,441 + 11,4 (BT |
The comesponding asymplotic growth for the testability analysis in Section 3.4 is
shown to be linear in Appendix E, with Nysin = 12,51 for 9% confidence, which
shows that probabilistic syndrome testing is ot the most efficient form of random
pattern testing,




APPENDIX. C

THEORETICAL TESTABILITY DISTRIBUTION OF BOOLEAN
FUNCTIONS

The testability distribution of logic circuits was defined in Section 3.5, Tt was noted that
estimates of the testability distribution could be found from the testability distribution of
Boolean functions, The testability distribution of Boolean functions was approximated
by a Monte Carlo simulation and several asymptotic theoretical distributions. The
theoretical asymptotic fault detection probability and testability distributions are found in
this appendix. The distributions are compared to the Monte Carlo simulation with a x?
goodness-of-fit test at the end o1 the appendix.

C.1 Theoretical Fault Detection Probability Distribution

The fault dstection probability oan be found from the number of times that the output is
different to s expected valne, Consider finding the fautt detection probability of & fault
at the first input of an i-input function with equiptobable 0/1 probabilities at the
function's inputs. The truth table is shown in Table C.1 below.

For every pair of consecutive entries in Tablz C.1 only the first & input changes, and the . N L
probability of F(0,...) and F(},..) differing is 1/2. There are 211 pairs of terms S ERTERN
therefore the number of times the output differs from ity expected valus ranges from O to "
21, Therefore using equiprobable input probabilities the fault de ection probability
ranges from 0 to (21/21) = 112 es expected. The disimbution of ¢ - number of times
the output differs irom its expected value is  purely combinacorial problem, The :
probability that the output differs k times is just the probability of k favourable
outoomes out of 21" independent events. Therefore the distribution of the fault
detection probability is the binomial distribution given in equation (C.1).

fmp(k)“fi(2 :l) (T o e _.

where () = sy isthe binomial coofficient. T .




Table C.1 : Finding the Fault Detection Probabilities from the iriuth tuble

Boolean |  Probability

Inputs function | of two consecutive
ikl 321 outputs differing
00..900] F0.)
09 . 001 F1.) 1z
00. 010 FO.)
00 .. 0t1] Flo w
00 100] F@.)
00 . 101 2

P}

(O,
Fll,..

(For large values of m = 211 the binomial distribution tends to gaussian with mean p =
/2 and standard deviation & = ¥@/2, This approximation was used in the calculations

fori2 123

C.2 Theoretical Testabllity Distribution Approximation

The

is more

to thetestability

than the fauit

detection probabitity (FDP) dus to the relationship between the difercnt inputs to the

funetion.

‘The four ssymptotic testability distributions derived are shown in Figure 3.6, and noted

below:

1, The FDPs are Independont and continuous.,
2, The FIDPs aro partially dependent and continucvs,
3, The FDPs arc independont and.discrete.

4. ‘The FDPs ave partially dependent and diserete.




The first approximation to the testability distribution is that the fault detection
probabilities of the different inputs to the function are statistically independent, (Used
in distributions 1 and 3 above.)

For an i-input Boolean finction the testability distribution is the distribution of the
lowest of i fault detection probabilities each with a pdf given by equation (C.1).
Therefore if the fault detection probabilities are assumed independent, the testability
distribution is given by the first order statistic of i fanlt detection probabilities, If the
fault detection probability is assumed continuous (i.e. the binomial distribution s
approximated by & gaussian even for smiall functions) then the first order statistic is
given by equation (D.3), and the first order statistic s given by equation (D.d) for
discrete distributions, (A brief summary of order statistics is given in Appendix D.)

Although the approximations § and 3 to the testability distribution ave shown to be
asymiptotically correat below by 2 %2 comparison with the Monte Carlo simulation, the
fit i3 bad for smali functions, The error is due to the assumption of statistical
independence.

In reality the fault detection probabilides of the inputs to a Boolean function are not
independent and there are contelations between ~roups of 2, 3, 4, .. fault detection
probabiliies.

An improved approximation o the testability distribution (used in approximate
distributions 2 and 4) i to take into account the major correlation between the different
Inputs (i.e. ion), and neglect all higher i Consider a portion
of the truth table for finding the fault detection probabilities shown in Table C.2.

As in Table C.f, the fault detoction probabllity of the first input is found by
comparisons A and B differing in Table C.2, Similasty the fault detection probability of
the second input is found by comparisons G and D differing.

By considering all possible values of the function F in Table C.2 1t is seen that either
both fault detection probabilities differ by an even number ot both by an odd number,
Since the complete truth table consists of & number of sections as in Table C.2, either all
the inputs have an “even® or alt the inputs have an 'odd" fauit detection probabillty. (A
fault detection probability is "even" if the output differs from its expected value an even
‘number of times.)




Table C.2 : Correlation betwean two foult detection probahilities

S~Same D =Different
e ¥ FDP1 EDP2
. Aarl cpo
. .00]x ss | ss/ss
AlD
. w01} :] 5D DS/SD
Lilx :,n Ds | $D/DS
w10} x DD DD/SS

Therefore. approximate distributions 2 end 4 were caleulated by splitting "even” and
“odd" functions, and finding the testability distribution of cach group as above (ie.
‘assuming statistical within the group) bef biving distributi

C.3 Comparison of Results with Monte Carlo Simulation

The four theoretical estimates of the testability distribution are compared to the resulis of
the Monte Carlo simulations in Table .3 by using a x2 goodness-of-fit test. The
approximations are comipared to the exact testability dlstribution for 2 to 4 input
functions, and one million trials of the Monte Carlo simulation for the rest,

As a first estimate 2 values of the oxder of the degrees of freedom indicate a good fit
between the two distributions, From Table C,3 it.can be scen that ail four

imati comret, witls the fourth most accurate
for small funictions. (Noto that approximation 4 is exact for 2-input functions since thero
is only a pairwise correlation between inputs.)

‘Therefore it is concluded that for farge functions the cm\m‘.\onx ‘oerween the different
input faule detection probabilities becomes less important, and the theoretical
tes of the testabiltity distribution of faults at the inputs

of Boolean functions,
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Table C.3 : 32 ‘testability diy

I

(forms 2degroes of fresdom)

Inputs Approx 1 Approx 2

Approx3 __ Approx4
2 00211 - 0251 0,00/1
3 10,2872 10,8372 184573 0,693
4 8373,96/6 3044,95/6  3908,70/6 521,83/6
5 37SB334/11 205479911 20678,94/11 21206711
6 7462,81/17 605545117 454177116  308,17/16
7 20740823 2085,03/23  1384,96/23  172,83/23
8 7262732 787,92/33 490,26/32 45,03/32
9 217,93/44 256,434 168,11/43 65,38/43
10 3297160 - 33531/60  3I887/60  235,54/60
11 227,14/83  221,39/83  23301/83  230,48/83
12 1678113 1190113 11567/113  114,06/113
13 134,20/158  134,99/158  133,54/158  132,23/158




APPENDIX D
BISTRIBUTEONS OF ORDER STATISTICS
A brief overview of order statistics is given below, including the formulae required in

Appendin C for the calontation of the testehitisy distsibution of Boolean functions. (The
forraulse are taken from (David, 1970).

<t X1, X, X3, ... X denote & random sample from 2 distribution with 2 probability
density function (pdf) f(x) and cumalative distribution function (cdf) F(x).

Lot Y} be the smallest X, Y2 the next X, ... , and Yy tie largest X. Therefore, Y1 < Yp,
S, £ Yy represent X, X2, X3, ... Xq in order of magnitude.

Then Yig, k= 1,2, . , 7, is called the kth order statistic of the random sample X1, Xp,
X3, v %o

‘The pdf of the kth order statistic gi(x) can be found from the cdf given by equation
(D.1) which applies for both continuous and discrete cases.

() = Tpgaylen-ka 1) (D)

where Ip(a,b) is the incomplete beta function defined below.

P
@b (Lyb-Fag
Ipab) m S

1
Jz“'l (Lty0-l gy

Tn the continuous case the required pdf gr(x) = G'k(x) is given by (D.2), which
reduces to (D.3) for the first order statistic,

: ) = i - F™ 00 - (®32)




and

8100 = n[1- BP0 -3

In the discrete cass the pdf is the difference batween consecutive cdf values (Di4), and
since Ip(1,b) is easily integrable the pdf of the first order statistic simplifics to (D5),

#10) = IRkl - Tegryknkel) @4
and
8100 = [1-F@DI - [1-Foi® D)

Equations (D.3) aad (D.5) asc the first order statistics for the continuous and discrote
cascs, used in tho cstimation of the testability distribution in Appendix C,




APPENDIX E

ASYMPYOTIC TEST L. %THS FOR OPTIMAL AND-GATE TESTING

A testability analysls of an i-input input AND gate using optimised input probabilities
was done in Section 3.6, The it i ;¢ setup was used, where a single error could be
detected. It can be seen from L.y . .12 that test lengths grow slower than for both
exhaustive testing and probabilistic syndrome testing with optimised input probabilitics.
The asymptotic growth in test lengths is shown to be a linear fuction of AND gate size

e in this agpendix,
[ <
"::’ 5 ' The expression for the aumber of random test pattems needed to detect an input stuck-at
s £ faultis given by equation (3.8), which can be written in the form befow.
“ ™
(oo = (1 - L-ppt TN RS
where 1 is the number of inputs 1o the AND rate, p is the input probabilities, o is the
“ confidence interval, and N is the test length. X
LT . ! s
Du Tt was shown in Section 3.6 that the optimum input signal probabilities ate given by p = S
K 1~ 14, The asymptotic growth in the test length can be found by subsi’ 1ting the optimal T N

value for the input probabilses into equation (B.1), giving
(1-c)-(x-(‘—rlr’i!-)N ED . -

As i gets large, the approximation for the exponentiat can be used, i.e.

(s xm)® = X, forlargem @

Substituting the approximation into equation (E.2) gives U,

In(i

N=

=




Further applying the approximation
l(l+x) =x,  forsmallx

gives

Np=-eGin(l-c), forlagei )

Equation (E.4) shows that the number of vectors required to wst an AND gate gs-ws
linearly with gate size for large gates, if optimised input probabilitie: ave vsed,




APPENDIX F

NONLINEAR PROGRAMMING ALGORITHMS

The calculation of optimum signal probahilities is discussed in Section 4.7, where it is
shown that the optimisation s a nonlinesr programming problem, This appendix
contains both a techniqus for transforming a constrained optimisation problem into &
unconstrained optimisation problem, and  classification of unconsirained nonlincar
programming algorithms, The two most promising algorithms for optimising signal
probabilities are discussed separately.

A large number of algorithms have been proposed to solve the general nonlinear
programmiing problem, tince classical methods like Cauchy's steepest descent (1847)
are unsatisfactory for arbitrary functions of many variables (Mordecai, 1976). Unlike
the simplex method of linear programming, 10 Mmethod appears to be supetior to ail the
others (Himmelblau, 1972).

Constrsined optimisation is much harder than unconstrained optimisation (Himmelblay,

. 1972), but the constraints on input probabilities are a special case, since theze are only

explicit constraints in the forzz.d S xj & 17or jul2,.., but no implicit constraints in
the form g(x) 2 0, where x = [x".

A simple approach for dealing with explicit constraints is to limit the ip sizo when the
function is searched outside the permitted rznges. More generally penalty functions
transforra tho problem into,an unconstrained optimisation (Mordesai, 1976), and are one
of the most successful approaches to solving constrained optimisations. A weighting
function is added to the objestive function outside the allowed range of the x vector to
disnourage the algorithm from findiny, a solution in an unacoeptable region. Thersfore
unconstrained optimisetion algorithuns are an important area of research in their own
right. The classification of some i ithms for i
optimisation in Figure F.1 has becn derived from (Masanao, 1971; Himmelblau, 1972;
and Mordecai, 1976).
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Unconstrained Optiisation
st Derivatives | l 20 Derivatives
L Search Msthods A, Cauchy's stecpest Generalized
descent Newton's methods

A Hooke & Jooves Igradient) and related methods

[patism search] [nced Hessian]
B, Fletcher Rocves

B. Rosenbrock [conjugete gradient]

[orthogonal searct]
€. Davidon Fletcher

C. Davies Swin Powell (DFP)
Campey (DSC) [varfable metric]
[orthogonal search)

D. Pearson's Algorithms

D Nelder &Msad [variabie metric]

{flexible polyhedron]
E. Fletcher
E. Random s, ua [variable metric)
1. Conjugate Direction

F. Powell

{eonjugate search]
FigureP.1:C o Non Algorithms

Unconstrained nontinear programming algorithms can be classified according to the
amount of derivative information they use. When gradients or Hessian matrices of
second partial derivatives are easily calculated, the methods without derivatives are
generaily the Jeast efficient (Masanao, 1971). However since in optimising input
probabilities the objective function consists of different functions for different input
vectors, it derivative does not exist at al) points and therefore a method that does rot use
derivatives must be used.




Himmelblau (1972) has a chapter of extensive comparisons of the above algorithms for
10 specially designed test problems. The methods are evaluated in terms of robustness,
number of function evatuations, and execution time. His results indicate as expected that
the methods that use derivatives are generaily faster, with the exception of Powell's
method which has 2 high ranking. In a test to determine the effect of the number of
variables on the algorithm, the Davidon Fletcher Powelt and Powell's method without
derivatives were superior to the others,

Others confirm that Powell's method without derivatives is generaily considered
superlor to the empirical (search) methods (Mordecai, 1976). Of the search methods,
Nelder and Mead is only good for a smalt number of variables, Hooke and Jeeves is
usually better than the orthogonal searches (Masanao, 1971), and random searches are
discussed in Section 4.7.2,

" There are, however, possible advantages of the search methods over the more
sophisticated methods, for example: no explicit knowledge of the objective function is
needed; regularity and continuity of the objective function and the existence of
derivatives are not required (Himmelblau, 1972); and it is easy to deat with consizaints
on the individusl varisbles (Masamzo, 1971).

The most promising methods are Powell's method and Hooke and Jeeves' method,
which were implemented and are described in more detail below.

F.1 Powell's Method

Powell's method without derivatives is a sophisticated algorlthm which operates by
suceessive unidimensional searches which locate minima in each dircction. The
fundamental idea is that for a quadratic function in n dimensions the minimum can be
found by n searches in mutually conjugate directions (Masanao, 1971).

Since for many functions only terms up to the quadratic in the Taylor series expansion
are. significant in the viciuity of minima, and have continuous second derivatives
(Mordecai, 1976), Powell's method converges quickly for these functions,

The algotithm implemented for Powell's method is a direct translation into Pascal of the
FORTRAN code in (Himmelblas, pp.444-451) using the Golden section unidimensional
search.




F.2 Hooke and Jeeves' Method

‘Hooke and Jeeves' method fs & heuristic method for s n-dimensionsl direct search which
is regarded as a relisble method (Mordecai, 1976) and is simple to program (Masana,
1971).

Initially the method explores the neighbourhood of & chosen point. If a promising
dizection is found, successive steps are taken in that divection (a pattern of search is
established) until the function stops decreasing. If the pattern search fails the step size is
decreased. After several consecutive step size decresses, the pattern is destroyed and a.
new exploratory search i initiated (Masanao, 1971).

In essence the pattern moves can take long steys in the assumed direetion of “valleys”,
and exploratory moves find the way back fo thes valleys if a pattery move has climbed
out (Mordecsi, 1976).

The modified Hooke and Jeoves method with & penalty function outside the aliowed
ranges of the ingut vecsss wes implemented in Pascal based on a BASIC program in
(Bunday, 1984, pp.93-04).

The performance of Powell’s method and Hooke and Jeeves' method are compared 1o
‘probabilistic optimisation method in Section 473,




APPENDIX G

COMPARISON OF PROGRAMMING LANGUAGES FOR
IMPLEMENTING TESTABILITY ANALYSIS ALGORITHM

The algorithm deseribed in Chaptex 3 for caleulating fault detection probabilities for
combinational circuits is compiex. Manual application to even maderately sized eironits
s laborions and erxor-prone, fhus making 1t impractical, As a resuit a computational sid
was need- during the development of the testability analysis algorithim, even though the
algorithm was not yet finalized.

* “This appendix provides a brief comparison of the available prog-amming langusges (on
Apallo DN3GOG or IBM AT compatible), and the motivation for the choice of Lisp as the
prototyping tool. The discussion is limited to the features necessary for programuming
the algorithm,

in the choice of i language were the

“The two ovarriding
i ifications and specific nasure of the testability analysis afgorithm,

. Firstly the Ianguage should be considered as a software development took - therefore not
only is the compiler important, but also the total environment, Simply enmparing
execution efficlency of the final progtam is not sufficient in this case. Whatis needed is
a lunguage implementation whith supports an integrated system for effectively
modifying and debugging prograuns, Ir. essence the philosophy adopted was to get e
warking prototype a5 quickly as possible, and once the program was demonstrably
correct, 1o improve efficie:cy if necessary, The second consideration is thac the
aigorithm mainly rani; boli ions, svith li i ion kn
comprison. A language is required which provides 4 convenient data structure for
storing and modifying symbolic exprossions, and vuwerful tols for applying
teansformations to those expressions.

Ghezzt and Tazayeri (1982) in & text on Programming Language Concepts, classify
languages in two broad categories: imperative and applicative, Imperative languages are
Statement-otiented (Algol or Pascal-like languages), while applicative languages are
based on fimetlans to as functional i
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The argument for imperative programming has traditionally centred ou its higher
execution speed, This is due to the direct correspondence hetween conventional
computer architecture and the high-level concepts of varlables, assignmients and
repetition (Ghezzi and Jazayeri, 1982). On the other hand the fact that imperative
languages are mierely abstractions built upon the Von Neumann computer architecture
has been oriticized. The claim is that the language should be based on real programming
needs, dictating the machine architecture, and not the reverse. (Recently computers have
been designed specifically for applicative programming, for example uedicated Lisp
‘machines which improve execution speed (Pieszkun and Thazhuthaveetil, 1987), but as.
yet there are no inexpensive versions.)

John Backus now attacks the concepts of assignment statements and vaviables as the
zo0ts of much evil and a curse passed on by the Von Neomann arohitecture (Ghezzi gnd
Jazayeri, 1982), He advocates the use of a functional style because of its simple
sounder) mathematical foundations and higher expressive power, Backy
originator of FOXTRAN, the fizst high level imperative language.

"The aveilable imperative langusges are Pascal, C and Modula-2. Superficially C

resembles Pascal (Kockn, 1983), but since it was developed for writing systems
programs, it is richer than Pascal in lower-level instructions such as bit operations.
Since the data structures in C ave ot better than those of Pascal, and the Tow level
. Instructions are not necessary, the discussion on Pascal below applies to C as well,

Modula-? 15 basically a superset of Pascal, and incarporatos a few major and some
minor impr (With, 1984). Two differences ar~ the concept of the
module tnd the addition of concurrensy primitives (Paut, 1984). However the data
Structures 2nd stetement construcls axe slmost identical to fhos of Pascal, and thus it
wit: bo considered together with Paseal.

‘The applicative languages available are Lisp snd Prolog. Lisp originated in the late
1950's as & list-processing language, and is the most used language for artificlal
intelligenca resenrch (Winston and Hor, 1984), Prolog is based on programming in
logic, originating from the Marseille Interpreter fn 1973 (Campbeli, 1984), and has
gained populsity since the announceent of the Japaness "Fifth Generation” project in
1982,

In comparing Pasca, Lisp and Prolog with respect to the two considerations noted
above, the first difference fs tho masner of program excoution, A Pascal program i
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typically compiled and then executed, producing output data from input data, However,
Lisp and Prolog are interactive languages, providing a question-answer type dialogue
with the user {Lisp evaluates expressions and Profog attempts to satisfy goals), Thisisa
useful tool In software development since diffrent parts of & program can be
interactively tested independently, without having to modify or recompile the program,
The interactive environment is also suitable for incremental program development
(Pleszkun and Thazhuthaveetil, 1987), which is helpful in the prototyping stage.

A feature of Lisp and Proloe which simpiifies debugging is that programs can be
compiled or intorpreted. An interpreter i less officient than & compiler, but vsually
produses better eror disgnostics (Ghezzi and Jazayeri, 1982). The Lisp systom
available also supporied & threaded Interpreter, whete debugged funciions could be
compiled and run together with intorpteted functions.

The second major consideration noted sbove is that the main requirement of the progrem
is the manipulation of symbolic expressions, Due to their flexibility, lists are
convenient data structures. far storing Sxpressions of tnknown size and complexity,
Lisp and Prolog azs list based whereas Pascal is record based, To create linked lists in
Pascal, lower leve] concepts such as polaters must be explicitly ysed, which can be a
distraction and cause unwented problems in program development.

There are no type declarations in Lisp or Frolog, and binding between variables and
types is done dynamically, This provides great flexibility i, ereating and manipulating
data structures, but hag disadvantages in terms of progrumming discipline, program
correctness and efficiency (Ghezzi and Sazayeri, 1982), In an experimental program the
increased flexibility and extensibility probably outweigh the disadvantages of dynamic
type binding,

‘From the preceding paragraphs it oan bo seen that Lisp and Prolog are superior to Pascal
for writing a prototype symbol manipulagion program. The main advantages are: the
interactive environment; interpretation or compilation; simple st data atructures; and
dynamic type binding.

Both Lisp and Proog have powerful dynatmic data structures and are well-svited for
prototyping {Qhezai and Jazayeri, 1982; Boriand, 1986}, but there is a fundamental
conceptual difference. Lisp is a functional language while Prolog is & declarative
language. Instead of specifying how to solve a problem, a Prolog program consists of
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A more formal definition due to Kehn and Carlsson

elauses describing the problem.
(Camphell, 1984) s as follows:

“Prolog is a ogic programming language based upon the fact that 4 theorem
prover for the subset of first-order ogic restricted to Hoen clauses can be
very efficiently implemented.”

Declarative programming has the tempting appearance of giving something for nothing,
slnce the method of solution for the problem is not specified. As the size of the program.
grows, however, much time is spent searching for solutions consistent with the given
facts and rules (Campbell, 1984), Minimizing the size of the search space requires
additional procedural programuming.

Prolog is more suitable than Lisp for prototyping systems which can be cusily
represented as clauses, and make use of the built-in inference englne of theorem prover.
However since Lisp was specifically dosigned for symbol manipulation (Winston and
Horn, 1984; Ghezzl and Jazayer, 1982), it is superior to Prolog in this xespect and
therefore chosen for the development of the protatypo testability analysis program.




APPENDIX H

PROGRAM LISTINGS FOR TESTABILITY ANALYSIS ALGORITHM

Listings for the testability analysis programs developed in Chapter 4 are included in this
appendix, As described in Section 4.6, the program OP.LSP operates on Boolean
expressions, and performs as much simplification as possible without running in
exponential time. SHANNON.LSP does function decompositions using Shannon's
expansion theorem, and CALC.LSP is used o find signal probabilities for oclean
expressions,

The programs below are written in the COMMON LISP dialect of Lisp, and assume &
full implementation. All the standard functions and features used (e.g. reduce,
backquote macro, and optional parameters) might not be available in subsets of
COMMON LISP,

Note: In the programs the XOR symbol & is written a5 @.

H1 or.LSP

i opisp  Boolean Symbolic Manipulatlon Program for Testablllty Analysis i

#1
Syntax of expr In BNF

<eXpr> tim { {n]~} (<atoms{<and-expr>} }
<and-axpr> 1= { <oxpi>* )
@®
<expr> um { (=]~} {<atom>|{ <expr>* )} )
] »
'OF normalises and simplifies the exprassion.
J(“pM'atJr:b) can be called by Hself, or used with the slmple menu system
(defun op (uxpr) (dewds -exXpr
(slmp-o

srewrlies exprassion in more rer. Jable form
ssimplifles expression
(rorm-s axr exp) smormalises into standard synlax
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NORM-EXPR )emcvo& extre braskals.

; ehacks
hs ons and xons In standard format,
,(Slandard format I doseried by the ENF above)

(defun norm-expr {expr)
((nul( o) e bad i

),
anpr) (nsn ' axp) )

Jsyntax esors in Input
v (odr exprl)

(@ =
( otherwise {narm-expr (car expr)} }

)( v .(cass {car expr)

Nor
= forgt oxp) 2
i {atom (cadr expr))
i (numberp {Gat evpr)
st ' (- 1 {oadr expr)) i~ cone) = 1 - const

expr
(notexpr {norm-expe (odr exp))}
= bad_~} isyniex arror in input
)
(& JAND
S {ralt {cddr exprl)

expr (cadr e
(nerm ‘a (':rna(pcar norr)r? -expr {edr expr)))

3 INAND
1 (roll (edar o)

ot vexpr {cadr exen))
paiR i L
I oR
(i (nu)l (cdd: sxpf))
o expn))
, ot apa ‘pokexp {mapoar norm-axpt (ock expril)
b MOR
o ool (e g
(not-expr (norm-sxpr {sadr exprl}
JOn. “

102




(st "= (mapear ‘not-expr (mapear ‘norm-expr (odr exp)}

{'e XOR
{¢ (nuli (eddr expr))
{norm-axpr {cadr axpr))
(reduce 'XOR (mapcar ‘norm-expr {cdv expr)})

)
{~@ XNOR
{if {nul! {cddr expr))
(not-expr {norm-axpr (cadr axpr}
{nataxpr {teduce "XQR {mapcar 'norm-expr {odf expri)

)
{ otherwise '{= bad_expr) } syntax eor In Input

)
i
)

{XOR Is used by the standard function REDUCE to return the XOR of
fany numhar of arquments
{dsfun XOR (&optional firat-oxpr second-axpr)

{ (null first-expr) (= 0} }
{T (llat'=

fist ' {lst (not-oxpr first-expr) {not-axpr segond-axpr)))
(it '~ (et first-expr second-xpH)

, )
)
)

NOT-EXPR retumg the complement of the <expr>
{defun not-axpr (oser)

( (eq {car oxpr} ') {cons '= {cdr expr)) }
{ {oq (car oxpr) 'a) {cons '~ (cdr expr}} )
{7 (et~ expn) ¥

DECOI E rewrites the axpression In a more readebie form.
Wy pratly-printe expressions.

(defun docode-expr {expr)
on
g w(:: (car expr) '}
tom (cadr axpr}} expr }

il (D 0
(( (n;:cnim :&B)((m)pcar)mcada -oxpr {cadr oxpr))) )
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(( (eq toar axpr) '=)
(con
( (atomn (cadr expn)) {cadr axpr) )

((nuli (cade oxprl) 1 )
(cons ‘& {mapear ‘decode-expr (cadr expt)) }

)
(T '(bad_expr_to_decode)} syntax ervar in input to dacode

‘simplifios tho Bxprassion.
ecks for tivial cases, and calls redice 1o simplify the expression.

(dofun simp-axpr {expr)
(o foar oxpr) =} (it {stom {ose oxp0)
(wﬂl\d (reduce-and (cadr expr)))
( (eq (oar expr) =} (it (sxnm Lo expr))
{f (numberp
st - 4 (cadr expr)))
expr
{fop-nand (reduce-and (cadr expr)}

{~ const) = 1 - const

)
(T "bad_to_simp ) ssyntas “no7 In Input exprasssion

)

STOP-AND accepls an <and-expr> and returns an <expr>
(dafun top-and (simp-and-axpt)

{ (null simp-and-expr}

{ (null (cdr simp- o eK;r))
(T (lst "= simp-anc-expe) }

{car simp-and-expr} )

)

STOP-NAND accepts an <and-expr> and retums an <expr>
{defun top-nand {simp-and-oxpr}

{ (nul simp-and-expr) (= O
¢ tnull {odr simp-and- expr))
{ t (st '~ simp-and-expr) )

{not-expr {car simp-and-axpr)) )

)

;REDUCE-AND works In two steps:
; 1) ORDERS the expreasion
; 2) Calls REDUN

# ; It is not essential to ORDER before REDUN
s However it Is often faster




(dun, reduce-and (and-simprexpi)
(ot Kordereg-ancexpr (orcr and-simp-oxpr 1 () 0N}

Gacee orderadiand-oxpr)  motdonedist
{car ordered-and-axpr)  jumeral
{cadr ordered-and-expr) jatom-list

0 idone-list

{ORDER rearranges the <and-exprs it
;@ numeral

3 list of atoms

+ llst of complex expressions

;OF!DER also removes dupticales and subsitiutes for atems In the atom-list

NE: DOESNOT HETURNAVALID <a\d'€xpf> FOR EFFICIENCY REASONS
taturns. {<atoms>*) ")

(datun order (unor;iered list nuraeral stom-ist complex-list)
(l’(

(l' {null unordered-fist)
(Ilsl numeral atom-lisi complex-llst}

{ oumberp (oadar uracderec-1at)
(order (odr uno
auft

‘ atorr-{lst
complex-list

ral (!dsnl (w unordered-list))}

)
{ (atom (sadar unorderad-Hat)}
{orcse

p-and-0/1 {car unordereclit) ) (edr unorderadl
numeral
(rev-cons (car unorderec-list) atom-listy
{rapl-and-0/1 (car unordarad-ist) ") complax-list)

(T (i (eq (casr unordered-list) ‘=)
{order .
{eppend (cadat unordered-list) (odr unordered-list))
aumera)
atorm-{ist
complex-iist

{order
{cdr unordered-list}
numeral

atormlist
{rev-cons (car unordered-lst) complex-lisf
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(dafun Ident (numerical-oxpr)

it (eq oar numerlcal-axpr} ‘e)
(cadr numerlcakexpr)

(- 1 {cadr numericat-expt))

)
)

(defun rev-cons (car-slem cdr-alem)
(reverse {cons car-slem (severse cdr-elem)))

HEDUN simplifis the orderad expression trom ORDER
fand returns the <and-expr>

(dofun redun (notdone-lat numaral ot done-lst
(H i 0)

(w énuu not- dona -list)
Bt (= aum
(avpend awm~tls( done-listy
{cona {ist '~ numeral) (ap[wnd atom-list done-Hist)

)
{single-redun
{cdr not-done-list)
(simp-expr (car aotdone-lst)}

INGLE-HEDUN works on a single element of <axpr>
{defun single-redun {not-done-llst done-expr mumeral stom-list done-list)

{ {numberp {cadr dons-expr))
tredun
not-done-list
(* numeral (ident done-expr))
atam-ist
done-list
))
( (atom (cadr done-expr))
(mdun
(rophand-0/1 dons-expr
{append done-list nat-done-lst)

numeral

N R,
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0 {rev-cons done-expr atom-lst)
)

)
LT (1 (o {oar dona-expr) =) e, can be fattened
e 108 also try with SIMP-REDUN
% not-doneist {use with simp-redun)

{append {cadr done-expr} not-done-fist)
numersl

atom-list
done-list

radun
‘not-done-fist
nuimeral
atomlist
{rov-cons done-expr donelist)

SIMP.AEDUN aimplifies the ordered expression
sand returns the <and-exprs.

NB; It does not simplify each slement of the AND since the slements were
i simpiified befors flattening.

Using SIMP-REDUN In place of REDUN where noted in SINGLE-REDUN generally
ispeods up the simpification.

(defun_ simp-radun (not-done-lst simp-list numerai atom-fist done-tist)
(i (= numeral 0}

U= 0)
(f (ol simp-list)
{redun
not-done-fist
al

atom-llst
done-ligt -

(simp-sirigle-
ot-dong-lst
{odr simp-list
{car simp-list)
numeral
atom-list
done-list

)
)
)

"{defun_simp-single-redun (not-dona-ist simp-fist done-expr numeral alom-list
dane-list)
(oond

PR Sy




{ (numberp (cadr done-expr))
{simp-redun

fot-done-list
simp-lst

(* numeral (ident done-expr))
atom-lst

dane-ist
)

)
{ (atom {cadr done-axpr)}
n
{repl-and-0/1 done-expr
{append done-fst simp-ist not-donetist)

aumeral
(rov-cons done-expr atom-lat)
0

)

(1' # { (car dona-expr) ) ike. can be fiatened
{simp-rad
not- dnne«ll
{appand {cadr done-expr) simp-list)

{slmp-redun
not-done-ist
simp-list
numeral
atom-list
{rev-cons done-expr done-llst)

RBUANOLO v R BB eomiriiahy frsa of e exprsseion,
ireplacing for terms and simpllfylng at the same tim
SREPL-AND-0/{ repiaces In an <and-exprs
IREPL-EXPR-0/ replaces In an <expr> -
(defun repl-and-0/t (old-expr done-and not-done-and)
(if (null not-done-and}
dona-and

} (Iat { (first-oxpr (repl-expr-0/1 oid-expr (car not-done-and))) )
nd
= (ocqual llrsl expr Yo ()))) = 0)) )

{ ((a(qual flrs
(rep-and- s old»sxpr done-and (cdr Rot-done-and))

(T (rophand-0/t
ald-exor
{cons first-expr done-and)




{cdr not-done-and)

{defun repl-expr-0/t {old-expr expr) returns a replaced <aXprs

( {equat ol-expr oxpr) ‘= 1) )
{ {equal foadr oid- axpr) (('adr aprl) (= 0))
((ntom (eadr axpt)
t{ (repl and»expr {repl-and-0/t old-expr () {zadr exprl} }
m aqua) (car axpr) =)
top-and reph-and-expr)
{top-nand repl-and-expr)

H.2 SHANNON.LSP

shannon.lsp Program far Shannon's Expansion |n Testablily Analysis i

Hfinds an atom and epplies Shannon's Expansion Theoren
.l.e the ldentity - HA.) = AL} + ~AKG,.

{defun shannon (atom-expr expt)
(top-sharinon
alom-expr win
(elmp-8xpr {rophaxpr0/1  (not-sxpr atom-expr} expr)) E
{simp-axpr (repl-expr-0/1  atom-expr expr))

)
w(un and nharmon {attom-sxpr and-axpr) . -
t b
ator C
(slmp-exm {rophandOft  {rot-expr atom-axpr) ‘n and-expr)
{simp-expr {rept-and-0/1 atom-expr *{} and-expr)) :
) | :

;8HANN s a simpllified shannor which does no simplifylng except for reph-expr-0/1 ot

and top-gharinon

{defun shann {atom-expr axpr}
{top-shannon

om-oxpr
{repi-axpr-0/1 (not-uxpr atom-expr) expr}
(rapl-expr-0/  atom-axpr axpr)




)
)

(dofun top-shannon (stom-expr {0 f1}
] (5qu|.l 10'(=0)) ™~
(aqual Y= 0}

(\1 (ot 4=
o1
(u (and (eq((car 1) =) (st {cack £y X
(o

s atom-xpr (cadr 1))
(IIM ‘= {lst atom-expr 1))

)

)
(i (equal 10 (= 1) hid
o (aeual ] o»

m (oqual i

1
o {ond fog (cr 1) It cack 1)) iax
' {cons alom-oxpr {oadt H)})

(\m w um slom-expr {not-expr 1))

}

{IF (eual H (O X0
it (and lea foar 10) '=) {istp {eadr 10)))
'= {cons (not-expr atom- expr) (cadr o)
((Isl - (lle& {notaxpr atom-expr) 10}

( (bqua! 11 Y 1))
i (and (eq (car m) -) (lstp (oad 10))) d
~ (ons (not-expr atom-sxpr) (cadr fO))
(|(s\ = {iist (nm -BXPT atom-expr) (na\-oxpr o

st '~
o zllsl

o fg fea 0) =) U (o 03)
~ {ooiig (not-expr atom-sxpr) (cadr 0))
(||s|  (lst (not-expr atom-expe) f0)}
(¥ (and (e (oar 1) = (st (o #)
(1t '~ {cans atom-expr feadr 13))
{Hat *~ it atom-expr H))

HANNO! VARS ll.kee an <sxpr> and retuns g list of the variables
iand thalr sccurances In tha axpr
The form 1 {var (depihi negationt) (depthe nagation?) . )




(dafun top-lind-shannonvars {expr}
{find-sharnon-vars
{cadr axpr)
(cas(e (c.:l)exp()

('= 0)

)
)

(dafun find-shannon-vars {atem-or-anc-expr &cytlonal {negations 0) (dspth 0}
tvass-list ()
(cond

( (null atom-or-and-expr) varslist )
afom-or-and-expr) vars-list )
( (amm atom-or-and-exp)
{add-to-Iist negalions dapth vars-list atom-or-and-expr)

T
{find-shannon-vars
(cdr atom-or-and-axpr}
naga':bm
(llndmhunnan-vurs
lay atom-or-and-axpt
(case (caar atomar- and expr}
(" {+ nagations 1))
{*= negatiors )
(+ depttr 1)
vars-ist
}
)

)
i

,ADD TO-LIST adds the umont osurance of the variable to the list of fis
lous occurencas i th
(asmn addtolet (nagallcns Sapth vars-tst alemni)

(o vars s
{iist {oons. ehmem {iist (st depth negations))

{ {eq element {caar vars-list))
{cons.
foons
glement
{eons (llst depth negations) {cdar vars-list))
{odr vars-list)

(cons
{car vars-list)
{adcto-list negations depih {cdr vars-tist) element)
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{defun top-find-shannon-vars {expr)
{find-shannon-vars

{oadr oxpr]
{ease (car oxpr)
{~1)
{=0)

)
)

(defun find-shannon-vars {gtom-or-and-expr &opllonal (negations 0} {depth O}
{vars-list (1))

{ {null atom-or-and-expr) vars-list )
{ {numbarp atom-t or-and -axpr) vars-fist }
{ {atom atom-or-an:
{add-to-list nsqallnns dopth vars-list atom-or-and-expr)

{finc-shannon-vars
{edr ammur-and-expr)
negal

del
{find-shannon-vars
{cadar atom-or-and-axpt)
icase (caar alam -or-and-expr}
(" (+ negations 1) )
'm negations )

(+ depth 1)
vars-list

}
)
)
)
JADD-TO-LIST acda the current oocurence of the varlable 1o the list of lts
iprevious ocourences in the <expr
(dezun gdd to-lst (negations St vars st element)
{cor
( (null vars-ist)
{lat {cons element (st {list dapth negations))))

{ (eq slement {caar vara-list)
{cons.

lemant
{oons (lst depth negations) fedar vars-lst)

{cdr vars-list)

)
{

g -

(con
" car vars st
{addeto-ist negations depth (o vare-ls) element)
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)
)
i
}

{TRY-SHANNON trles Shanrion's theorem with every variable in the expression.
iUseful when experimenting with dfferent heuristics.
{dafun iry-shannon (¢

{apply-shannon {lop-find-shannon.vars expr) expi)

(defun apply-shannon (vars-info expr)
@ (null vars-info)

{f (< (length (ear vars-info)) 3)
(apply-shannion (cdr vars-info) expr)
{eons
an
(WP' U
{print {car vars-nfo))
{print (shannon (us| = {caar vars-infol expr)

(aoply-channon (cd varsindo) expr)

1At present HEURISTIC rsturns for each varlable:

7 The nuzmiber of gccurrencas.

;i Ascaiad factor depending on the depih of the occurrences.

H (each laval down le essur%d 1o halve the conwribution of the ovcurrence)
i The differsnce between evs odd occurrences of the varlable.

; A scaled even/odd dmorellcs ﬂepsﬂdlng on the depth of the occurrences.

(demn beuristic {vars-infg}
4 laull vars-into}

{cone

s (oaar vars- Info) {heuristic-for-var ‘0 0 '0 ‘0 {cdar vars-Infoj))
e gy vara it o)

URISTIC-FOR-VAR calculates the heuristics for a single varlable in the

acpression .
{dafun heuristic-forvar (inst s-tot diff-neg s-neg var-info)

< {nul vors \nfo) (it Inst s-ot dlifi-neg s-neg) )
T flet { fwaight 10 (o2 {aaar varino)) )

gt}
{4 slot we
1 v { (cadar varinfo))
(+ diffneg 1)
 ditnog )

12




! a (addu {eadar vacint)
( s-neg welght)
ot wolghl)

{edr var-nfo)
i
i
)
)
{dafun expt2 {exp) :Convenience for caloulating common powers of 2 fast,
{case oxp
[ ]
2 4 (@ 8
4 16 (s 82)
(a 64) (7 125))
(10 1024) (11 2048)
( therwise (axpt Zexp}) jeall exponsnt functlon
)

aloan Difierance opetations.

31 This does (f(1) XOR (o))
{defun hool-dltf (atom-axpr expr)
{let { (f1 (repl-expr-0/f atom-expt expri}
(t0 {repl-expr-0/1 (not-expr atom-expr} expr)}

{sitpexpr ‘(= (
(= L) (= Lo
GH o))

H3 CALCLSP

W caledsp . Program for Galciating Probabiities n Testablily Anlysis

#]

CALG takes a normailsed boolean expresalon and an association-list of the
slgnal probabliltles (n the expresslon and returns the signa) probahility
for the e.presslon.

#tIs asgumed that afl the varlables are independent.

The algorithm adopted is autlined below:

13




Start
While variables retnaln Do  {shannon-caic}
opent {slngle-caic)

Replace all single varlables by their signal probahilitios
slmplity the expresslon

Untit no single variables mmain

Find a sultable variable to apply Shannon's Expansion thecrem
{find-xp-var}

Apply Shannor's Theorem once with respect to the chosen varlable
{shannon}

s

SHANNONOALG

(defun shannon-oalo (inlt-axpr prob-atist)
ot (gt (singloolo niexpr potealit) ) sakes caro of sigls vars
ot hausistics (heurlstio {top-find-sh axprl)) )

{1t var-hauristics
{shannon-substliute
{choose-varlable var-halristics)
prob-alist
Inlt-gxpr

(number (simp-expr (nit-axpr)) 1 Le. no variables laft

i
)
)

;SHANNON-SUBSTITUTE Is & Erﬁbﬂhﬂlsﬂc expansion theorem
(ds(un shlnnon-subsll!u(e {chosen-var prob-alist expr)
{ (var-probabillly (cdr {assac chosen-var prob-alist)
(simp-expr (repl-o70r-0/1 ‘(= ,chosan-var) expr)
{FO {simp-expr {rapl-expr-01 “{~ 1ohosen-var) expr)))

(' Var-preha!ﬂl)ty {shannon-cale F1 prob-alist)}
{1 varprobablliy) (shannon-calo FO prob-allsy}

)
)

',CHODSE-VAFUABLE retums the antiolpated best variable for performing Shannen’s
ioxpansion thaore!

iThe function beluw ‘reads in the chosan varlab{e, but [I can be easlly changad

o bs a function of the heurlstics contained In

iThe best heurlstic found was o choose the vnrlable wllh the maximum welghted
i8um of aoCurenCes.

ns




(defun_choose-variable (var-Info)
forot varinfo)
(read)

(defn, rumoer (expr)
{, {ea, (car expr) "=} (cadr exor)

{_(eq {car expr) *~) {- (cadr sxpr) )
{7 (print "Number error?) 0 ) walled incorrectly

BREEGES substitules directly for all single variables by thelr signal
,prohnblllllss

(defun_single-calc (inlt-expr prob-alist)
{ (expr (slmp axpr init-expr) (simp-expr (mult-substitute sing-var-list
prob-aitst sxp
Ingh init-expr) (singl {erint expr))) )
{ {nul) slny-vib'lsl) expr)
{print expr}

)
(defun, mult-substituta.(sing-var-lst prob-alist sxpr)
{cond

{ (null exm)
xpl) (u (member expr slng var-list)
{cdr {assoc expr prob-alist
axpr

(T {cons (mult-substitute sing-var-list prob-alist (car expry)
(mult-substitute sing-var-list prob-alist {edr expr))

Hiffies
JSINGLE-VARS relurss 3 s of all s varabies used oy once.

(defun single-vars (expr
{Klit-dup-vars (all- vars expr}}

LIST-VAR returns & SET o afthe valabes used in the exprassion.
(defun list-vars (ex;
{ramove- duwars (all-vars expr))

ALL-VARS retums a llst of alt the variables in the expression.
{defur allvars {exp)

(cond
(ol oxp) )

oy '
4 A




( {atom exp) {if (or (eq exp '=) {eq exp =) (numberp exp))
{ifst exp}

! { T (append (allvars (car exp)) {allvars {odr exp))} )
)

AKILL-DUP-VARS removes all duplicate varlablas.
{defun Kili-dup-vars (exp)
nd

( (null exp) () }
{ {atom oxp} exp)
( (member (car exp) (cdr &
{kill-dup-vars {remove (car sxp) {edr exp)))

(T {eons {car exp) (Kill-dup-vars (edr exp)) )
)

salternative Implementation of KILL-DUP-VARS
{defun 'dll-dup-vare2 (not-done-list Soptional (done-list *(})}
d

(con
{ {nult not-done-listy done-list )
( (atom not-dane-listf {cans nat-dane-lst dons Hst) }
{ (member (car not-done-lst) (cdr not-done-ist))
(kill-dup-vars2 {remove (car not-dana-list) (odr not-done-lis)) done-ist)

(T (Kil-dup-vars2 {cde not-done-list) (cons {ear not-done-list) done-list)

)
)
)

{AEMOVE-DUP-VARS replaces all duplicate variables by a single ooturance.
(dafun remove-dup-vars (exp)

cond
((null oxp} ())
{aiom exp) exp
( (mermber car .xp) (edr ox0))
(cons {ca* exp) {remove-diip-vars {remove (car exp) (cdr exp))))

(T {cons (ear exp) (remove-dup-vars {odr expl) )

el ¥ fanctions for emering fhe probablliies of the variables in the <axprs

(defun assign-probs (oxpr)
(assign {list-vars expr])

(detum assign (s5pr

( (nu“ expn ) }
(T (cons (raad prob {car expr)) (assign (cdr expr))} )




)
)

(defun read-prob {var}
{format T "Enter probabilily for varlable ~A :* var)
{cons var (read)}
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