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Abstract

Sharing resources on a computer network, especially in heterogeneous
environments, has many benefits: new applications become possible, and
use of technology clieaper. This dissertation investigates how resources—
in particular printing resources—mnay be shared.

While still incomplete, an existing theoretical framework for data
communication and resource sharing, the ISO-OSI Reference Model,
provides useful background irdormation and tools for analysis.

A di ion of this £ k k a survey of the principles
and current state of file and printer servers, and distributed systems. An
analysis of the design and implementation of a printer server acting as a
bridge betweeri two networks illustrates problems and results found in
distributed systems generally.

The dissertation concludes by analyzmg the strengths and shortcomings of
the Ref¢ Model and di d systems. This and developmems in
technology lead to a proposal of an extended model for printer services,
and clarification of printer servers’ needs and requirements.
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Let us speak of the light that comes with learning...
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1. Introduction

1.1 Justification

The 1970s saw the growth of individual computing applications. The
develop and cheap availability of personal corap allowed, for the
first time, these i ! puting applications to be cost effective,
More and more applications which previously required large mainframes
became easily accessible to microcomputers,

A second trend was the development from the mid-sixties of the
networking of computers {usually minis or mainframes), By the time
microcomputers were widely used, networking was a fairly matura branch
of computer science.

An advantage that mai continued to have over mictocomputers
was that mai allowed sophisticated c ication between-users,
and the sharing of peripherals. The latter reason is significant:
microcomputers have brought down the cost of processing, and the cost of
all computer hardware has dropped. However, reserving the use of an
expensive printer for only one personal computer usua.Jy cannot be
justified. A solution is the use of networking to allow cor. njcation
between different computers and the sharing of expensive equipment or
‘resources’,

WNetworks of small computers have become common, with sorhisticated
sharing of resources and communication between them. In many wotking
environments, the wide variety of equipment in use complicates this
communication. It is feasible that an organization could have two (or
more)} networks running in the same environment, Particularly in smaller
organizations, the need and deslrability of communication across different
networks exists. This discertation examines issues of resource sharing
across heterogeneous networks,
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1.2 Local-area networks

A network is an interconnected collection of autoromots computers
[Tanenbaum 1981). The network allows thiese computers to communicate
with each other. There are many different types of networks, using
different physical media to connect the computers, stretching over
different geographical areas, used for different apphcahons, with many
different types of computers connected to them.

The distinctive features of local-area ;. dtworks (LANs) are (i) they cgver a
small geographical area, a few square kilometres at the most, (if) the high
data transfer rate, 0.1-100 Mbps or more and (iii) a low error rate. These
features allow simplified, fairly ~heap designs and greater ﬂexlbxhty ‘and
possibility of services {Stallings 1984]. The typical physical conneckon
between nodes on a LAN is provided by twisted pair, coaxxal cable, or
optical fibre. j

1.3 Applications

Perhaps the greatest application of networking is making computing far
more accessible and flexible. There are a number of applications which
while theoretically possible, only become practical with the use of
networking, Local-area networks are important because they are cheap
and allov: easy communication br ~en local resources. They are also
importani because they can by “We gateway to longer distance
communijcation: either with other local area-networks, mainframe
computers, or computers on the other side of the world.

Desktop pubhshmg is a well known example of a use of networkin which
makes comp ibl 15 or ines may be pr+ siced
by fairly cheap lechnr)logy, lhe equlvalent of which a few years ao would
have cost millions of rands, This case is put forward in [Manein’ 1+56]. A
personal observation is that not only the cost of the techrnology “lad,
but because the users of the technology will have experience with {7
user-friendly envir of personal computers, the type «' -
offered by the technology (hardware and software) will be changed. The
social effects of this can be positive.

In any society, knowledge and the ability &) communicate ideas is power.




Desktop publishing allows those who previously could not compete with
the ished media the possibility of being able to start competing. In
South Africa this is particularly true, and there Is evidents of the
AppleTalk network with Macintoshes and the LaserWriter being popular
with people who have this need [Leah 1987}

Office jon is another application of networking. There are various
claims that office automation will lead to improved productivity, the
removal of rontine work, and greater control of work. However, the issues
are not elear eut, Hirscheim reviews this area in detail [Hirscheim 1986].

Other applications are electronic mail, banking and financial applications,
distributed information systems, and computer conferencing. It has even
been suggested that once the use of networking is more prevalent, that
computers could be used to enable people to have greater control of their
own lives by having a direct say in government (participatory democracy)
[Mayne 19861

Unfortunately, like most technology, networking can have detrimental
effects. Privacy is a topic for much concern; the United States which seems
to have the most safeguards in this area still has alarming practices
[Rosenberg 1987). Thete are other examples of negative impact of
networking, and more areas of concern [BSSRS 1985; Mayne 1986 This
issue is not addressed again, not because it is unimportant—all scientists
have the respo sibility for the work they do and its political implications—
but because the purpose of this dissertation is to examine the technical
1ssues.

i.4 Resources

A resource is a service which is provided by one part of a computer system
for another. A resource can be hardware (a printer or a modem), or
software (compiler), Section 1.6 will examine a mechanism for making
resources available to users on the network.

In a computer network, there are a number of possible resources.
Secondary memory and I/O devices are common examples of relatively
expensive hardware which should be shared by a number of users to make
their use affordable, For example, a laser printer might cost about R20 600,
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Such a high cost could be shared if a large number ¢f personal computers
and their users coulfd have direct access to the printer [Janson et al. 1983},

The use of some resources can be economically justified in many ecircum-
stances only if they are shared by a number of users. This is not a technical
limitation, but a practical one ~ there is no technical reason why each user
on a network should not have a hard disk and a laser printer. However,
there are some important applications which need to have shared
resources {Mitchell aad Dion 1982},

A distributed database is one type of applicatior: (e.g. for a bocking system
whick has users all over the country, or a hospital information system
[Jackson et al. 1986]). For this type of application to work, common data
must be shared. Each user on the network needs to see the same common
data, Even if each user has a personal copy of all the data, there must be
sophisticated communication between the users to keep the data
consistent, no matter how crudely this is done. The same problems which
any data base system faces in this regard must be faced by a distributed
system.

1.5 Aim of the research

This dissertation is an exploration of how resources can be shared, with
particular emphasis on printing resources. There are three phases to the
dissertation:

° The more sophisticated sharing of resources across different
networks i fairly new, and most advances have come through
¥ 1 research and i Nevertheless, there has
been substantial theoretical work in some areas. This work will be
discussed because it provides useful background material, and
tools for analysis.

. The present state of particular types of resource-sharing systems
will then be surveyed. In the lght of this discussion, the design and
implementation of a system will be presented, highlighting
important principles and issues from previous discussion,

. The final phase concludes the dissertation by analyzing overall
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trends, and examining which issues — both theoretical and
practical — need further work. Previous discussion allows the
clarification of some problems.

The rest of this chapter presents background material for the rest of the
dissertation.

1.6 Servers
Servers are processes which provide some service to other parts of a
system; they are the collection of software and hardware which gives users
of the system access to particular resources (“a hardware and/or software
d and d d to provide a specific service to a user
community” [Abrams 1985]). Although it is one logical process, it can take
many forms. The software which implements it can be distributed on
many machines [Janson et al. 1983]. It may be implemented on one
machine, which may or may not be dedicated to that task. A number of
copies of the server may be present on several machines, with orly one
active at any one time — the others ready to take over if the active one
fails.

The server’s implementation affects its reliability, efficiency and security,
rather than the way in which a server should be conceptualized. Details of
reliability and efficiency will be exarnined more later.

The framework in which servers are designed is the client—server model. A
‘client’ — some user or process on the system — requests a service from
the server which provides the service. The motivation for servers are that
they promote fairness, efficiency, sharing and transparency of service
[Berglund 1986).

Fairress

By centralizing the access to a service it is possible to ensure that all users
have fair access to the resource. In this context, the server acts as the
operating system of the network, and the strategies which an operating
system uses can be adapted by a server.

Efficiency
While it is true that any system which administers resources uses some of
the resources in tiie process of administering them, there are some aspects
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of servers which promote efficiency. In a large system, with many
processors, particular jobs may run more efficiently on some processors
than others. A server which can allocate processors to jobs according to
thelr needs can provnde a more efficient service than a human user

ly all g jobs to p may do. This planned use of
resources leads to more effiment utilization of resources. Using a server
also allows analysis of a system’s bel\avnuu: Overa penod of time, tuning
a system on the basis of i i d is b i

Sharing and transparency

A server makes a resource easily accessible. The operations which
manipulate the resource may be intrinsically quite complicated. The detail
of this manipulation is hidden by the serve.. Sharing also can be promoted
by the fact that the server will g lly define a of
the resource. All users of the resource will have to u.nderstand how this
representation works and what it means. This standardization increases
the availability of the resource,

Transparency means that users of a resource access the resource in the
same way as they would access a local resource. This has important
implications for the design of metworks, their implementation and
extensibility.

A final point worth considering is tilat by only allowing one way for a
resource to be accessed, some confrol of the use of resources can be
enforced.

These and other considerations {including user needs and hardware
availability} determine many design decisions which affect relative
efficiency and reliability etc. One of the most important decisiors to be
made is whether the communication between the client and sexver should
by synchronous or asynchronous [Tanenbaum and van Renesse 1985].

With the former paradigm, the communicalion can be described as a
remote procedure call. The one c icator issues a | dure cail (in
the same way as any other procedure cail} which is executed by the site at
which the other communicator is resident. Execution at the caller is
suspended until the callee finishes executing the called procedure,
Typically, the procedure call would have the effect of providing the
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requested services. Any relevant mformahon would usually be sent or
d as p ers. The imp ion of this can be found in
[Notkin et al. 1987,

The second option — hronous ¢ ication -~ can be explained
by message paseing. One communicator sends a message to the other. The
caller then can continue processing, The callee receives the message and
processes it in some way. This processing may require that some ° message
be passed back to the caller, ization of thi$ is

implementation dependent, and requires careful design.

The explanations in “he above two paragraphs are to some extent
simplistic. How message passing and remote procedure calls are
implemented in a network can be hidden from a user. Aspects of this will
be discussed in detail at a later stage. The two methods are {llustrated in
figure 1.1,

Example
A network may have a real-time clock. A user wanting to obtain the time has to request the tima from
the time-ssrver.

Kemote procsdure cail
chant servor
issisys request:
time requestitime); processes the request
‘oxetiution halts unil the server responds transtars control back to the client
M.ssng. passing
server

ssnds massaga asking for time gets request
ask_for_ {inds tima
commues proce sing sends message to the client
at a later siage gels time )
raceiva time N

Figure 1.1 — Synch and Iy dcation




1.7 Hardware/Technological considerations
This section is a list of a few of the technological considerations which
must be borne in mind.

. The cost of storage on floppy disks is still far more expensive
than that on a hard disk. Disk access time is much faster, and
hard disks are much more reliable than floppy disks.

. Other peripherals -— e.g. printers - are still relatively expensive
and need to be shared,

. Bandwidth is getting cheaper. Optical fibre local-area networks
are becoming available,

. While secondary memory is becoming far cheaper, there are still
applications where the amount of secondary memory is limited
because of cost. There is increasing usage of applications which
need to share data,

. Balancing the benefits of sharing the costs of some resources is
the cost of the network equipment itself. In some makes of
networks, this may be substantial. In the rest of this dissertation,
however, it is taken as given that the use of networks does
reduce the cost of computing, besides allowing the use of
distributed applications.

1.8 Outline of dissertation

The purpose of this chapter is to set the context for examining how
resources can be shared across networks, first of all explaining why it is
necessary or useful, then what resources are and general principles
involved, and finally (o explain technological considerations. The rest
of the dissertation is as follows,

Chapter 2 presents existing theoretical aspects of the area. Protocols —
the rules by which communication takes place — are discussed in the
context of the International Organization for Standardization
Reference Model on Open Systems ion (I5C-O81

Model), and the impact of ing di networks is ined.
This context provides the necessary background material for the rest of
the dissertation. Some of the concepts which are introduced here are
useful in analysis and design. Where this theoretical
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work is incomplete or inadequate will be pointed out here and in
subseqisent chapters.

©On a single computer, the operating system p: ovides the i between
a user and the resources of the computer. On a network, where resources
are distributéd, some sort of distributed system software is necessary to
provide this function. Chapter 3 surveys the current state of distributed
systems and servers. Links to the t! ical work di d previously are
made. This investigation darifies what issues and principles are imp ... lant
in 1:e design and implementation of resource-sharing systems. This field is
characterized by the use of experimentation to develop principles and
ideas; it is through the design, implementation and analysis of real systems
that the area grows.

Chapters 4 and 5 present nd assess a case study: a printer server which
provides printing resources on two different networks. This printer server
— which is an ple of a fairly phisticated reso haring system
— i designed to illustrate some of the points iade in previous chapters,
Some of the important principles, problems and results of distributed
systems are clearly shown by this work.

The conclusions presented in chapter 6 assess

. the strength, weakness and applicability of the existing theoretical
models,

. the needs and requirements of distributed systems in general, and
printing services in particular,

. the success of general methods for coping with heterogeneity, and

s what future work needs to be done.




2. Protocols and
internetworking

‘While the thrust of much research in resource sharing has been of an
experimental nature, there has also been theoretical work. The models
which at present form the basis for communication and resource sharing
are not complete and are still d ping. Nevertheless, there are certain
areas where more theoretical research has beer extensive and influential

This chapter examines the theoretical models for two reasens. The theory is
useful background for further discussion and debate. This also makes
analysis and assessment easier. A second reason why it is included here is
that later chaptets in the dissertation show where the model is incomplete
and needs extension, and where such work would be beneficial in the
design of real systems.

Protocols are the sets of rules which regulate how communication should
take place between communicating entities, Just as humans have different
elaborate sets of rules for communicating in different circumstances,
computers do too. The chapter di puter network f ls and
their implications. The search for network protocol standards is an
important area of research. The greater the variety of equipment and
applications on a network, the greater the potential for problems in
communicating.

er network protocots are the operating rules and pracedures for

between di network users and devices.
‘Communication’ is not one concept: at one level it may mean the
transmission of bits across a cextain type of line, at another level it may be
the transfer of a high-level construct or concept. As with all computer pro-
grams, dealing with different levels of abstraction caf be difficult. It is for
this reason that a layered model of protocols is suggested for computer
network communication, with different layers being responsible for
different levels of abstraction




This ckapter is divided into three sections. The first describes the I50-OSI
Reference Model. The second examines high-level protocols, and the third
the infl of i orking on p ls generally.

2.1 ISO-0SI model

For any hierarchy of protocals, there should be a number of common
principles. The purpose of the hierarchy is to reduce complexity at each
level. Each layer takes some of the services offered by the layer below,
adds some services to themn, and offers these ‘value added’ services to the
layer above [Linington 1983]. A process at each layer communicates with a
process at its corresponding level. This peer communication is virtual
communication for all layers except the bottom layer. A process at level n
wanting to communicate with another process at level n gives its data to
the next layer down, which performs some transformation on the data, and
sends it to the next layer down. It is only at the bottom layer that the
physical communication takes place. At the other computer, the reverse
process takes place. The data is received at the bottom layer which
performs the reverse transformation, and passes the data up to the layer
above. This process is repeated until layer i js reached. A formal definition
of this can be found in {Lam 1986},

The most common and widely-referenced model for computer network
protocols is the International Organization for Standardization Reference
Model for Open Systems Interconnection (ISO-OSI model) [Zimmerman
1982; Day and Zimmerman 1983), A subcommittee of the ISO started
working on this model in the late seventies, and by the early eighties had
published the model. Work is continuing on defining protocols for each of
the layers of the model, particularly the Mgher levels, -

The ISO-OSI R model is ined here as ple of a protocol
hierarchy because it is the best known model. There are a number of other
models [Mayne 1986]. The dissertation presents a eritique of the ISO-OSI
Reference Model as an example of a standird layered model rather than a
comparative analysis of different models and standards.

‘The ISC-OSI model had a number of specific design principles {ibid.):
*  there must be another layer wherever a different level of abstraction

!
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is needed

*  each layer should perform well defined functions

¢ the function of each layer must facilitate the definition of interna-
tionally standardized protocols

*  layer boundaries should be chosen to minimize information flow
across interfaces

»  the number of layers should be large enough so that distinct func-
tions are in distinct layers, but not so large that they become
unmanaggeable

‘The aim of the ISO-OSI model is to facilitate open systems interconnection:
this would allow di systems {0 ¢ i with each other
effectively, as long as they were designed within the parameters of the
reference model. In the rest of this dissertation OSI means open systems
interconnection. There are seven layers in the ISO-OSI model which are
briefly outlined here.

Physical layer

The physical layer is concerned with transmitting raw bits over the
communication line. Protocols at this level are respénsible for ensuring
that if a transmitter sends a “I’, the receiver receives a ‘1. Decisions like
what particular voltages represent, and whether the communication is
broadband or baseband are determined here,

Ther is also a choice to be made how the network will be switched — how
the communicating parties will be connected physically. The two main
categories are circuit and packet switching, although variations and
alternatives do exist [Tanenbaum 1981},

Data-link layer
The data-link layer takes the services provided by the physical layer (the
raw ission facility), and provides the network layer with an érror-

free line, It breaks the dala up into data frames and then transmits them on
the physical channel. One of its main tasks is to provide a medium access
protocol [Carlson 1982; Conrad 1982; Kurose et al, 1984].




Network layer

The network layer controls the »rerations of the subnet. It takes packets of
data given to it by the transpart‘layer, and forwards them to the appro-
priate node. On a general network, the network layer would be responsible
for ro'ting.

There are three sublayers here [Mayne 1986].

(1) The subnetwork access layer uses the existing data link layer directly
to provide an abstract net.

(2) The sub k enh layer enh the particular subnet to
allow data transfer across it to meet required quality of service.

(3) The internetting sublayer is responsible for concatenation of subnets,
together with global addressing and congestion control,

These latter two sublayers are mainly useful for dealing with internets, and
will be dealt with in more detail later on in this chapter.

Transport layer
The transport layer is resp for the end-to-end of data,
1t Is responsible for blishing and deleting i across the

network. It takes data from the session layer, splits it inte smaller units or
packets and then passes these to the network layer. The netwark layer is
responsible for ensuring that the packets get to their destination — they
might pass through a number of other computers, The transport layer is
responsible for ensuring that all the packets arrive correctly at the other
end. The transport layer car: provide a datagram or virtual circuit service
to the session layer.

Session layer
The session layer [Emmons and Chandler 1983] is the mechanism for
organizing and structuring i ion between application | Itis

the way that the user or application program sees the network. These
services can be provided to the presentation layer as either a virtual circuit,
or a datagram service.

For convenience, in the rest of the dissertation, ‘transport functions’ refer to
the functions of the network, transport and session layers (in some local-
area networks, a protocol may be implemented at only one of these layers).

13
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As will be seen in later chapters, the design and implementation of the
transport functions make a significant impact on the performance of
network systems [Watson and Mamrak 1987}, While the 180-OSI model is a
useful one to use in the design of a system, the implementation should
take into account that layering in implementation can cause degradation in
P The hani of error d ion and recovery, connection
management, packet length and acknowledgment are important factors in
the performance of the transport functions. Watson and Mamrak examine
these issues in more detx’l. As computers’ architectures and operating
systems evolve and adapt for networking applications, the significance of
the transport functions to overall system performance will increase.

Presentation layer

The genera} purpose of the presentation layer is to make the application
processes independent of di in data repr ion by performing
functions that require a general solution. It provides any necessary
transformations on the data.

Application layer
Users’ apphi reside at the appl layer,
High level p ls (p ion and appli layer protocols) will be

examined in detail in the next section.

2.2 High-level protocols

Protocols in the layers belween the physical and session layers provide the
logical link between the communicating parties. The high level protocols
— which are defined for the purposes of this dissertation to be those
be in the p ion and application layers — are concerned with
the sharing of the logical resources across the network and the managing of
the computing process rather than with data communication jtself [Sproull
and Cohen 1978}, For the entities at this level, the fact that communication
is taking place across a network or internetwork is irrelevant.




Some of the services which h-level protocols (HLPs) provide are remote
job entry, file services, mail services, resource sharing, security, text
compression and terminal handling [Tanenbaum 1981}, Witk the
develor of comp #ko, the occurrence of heterogeneous
networks and internetworks will become more common. It cannot be
assumed that the computers on the network will have many features in
common. Thus discussion of HLPs must take place in this context;
meaningful communication tuist take place even though the underlying
ton is s atole di

P

Three components of an HLP are:

*  The language which describes the functional intent of the protocol,
including the commands and other control information hat the user
would need to issue o1 know

¢ The coding which imposes structure on the stream of bits or bytes
which the session layer provides.

® The transport which provides the communication protocol, The
transport is implemented by the session and lower layers. Its fur >
tions will be used by the HL."to meet the requirements of the ap-
plication {Sproull and Cohen 1978].

The I50-GSI model describes the presentation layer as dealing with the

of user inf ion while between OSI systems, Together
with the application layer, this layer describes shared information. The
presentation layer describes the syntax, while the application layer
describes the semantics [Hollis 1983]. For example, which character set the
bytes represent is a presentation layer decision, while what they mean to
the user is an application layer decision. The presentation layer facilities
deal with connection establishment and termination, dialogue
ma and synchronization, information transfer and context
definition, In Sproull’s and Cohen’s terms, all the facilities except the last
one are transport ones — they are facilities of the session layer which are
provided by the p ion layer to the ion layer.

The context of the presentation layer includes what character set is being
used or applicable at a particular time, or what particular bit patterns
represent. Text compression, if necessary, would be performed at the
presentation layer, and the context would define how it was done. Another
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important element is encryption. As the ease of accessing data increases,
the importance of safeguarding ¢ rtain information also increases, This is
an important area for work [Tanenbaum 1981; Voydock and Kent 1985].
These are examples of the coding element.

The presentation layer offers its services to the application layer whicn
must assign meaning to the data presented to it. The application layer is
divided into three el ts, the user element, the applicati
service element, and the specific application service element [Bartoli 1983;
Linington 1983, The application layer protocols define the agreement of
apphi entity s on the ics of information
exchange [Bartoli 1983} The relation between these elements and the
presentation layer is usefully shown in figure 2.1 {ibid.}.

The pplication service el deal, in the main, with the
transport functi the lishi and sy’ g of
connections, One of these service elements allows the definition and

2! of specific appl A service provided at the higher
levels, therefore, would be a set of service elements: a particular user
element, together with selected specific application service elements and
the pplication service el C icating applicati
entities would then use the protocol. For ple, a file server
and its client would both be application layer entities. The server would
use the protocol to communicate with its client and thereby provide the file
Sservics,
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specific apptication layer service elements

layer user

common application layer service eleinenis

Irayer ol tayer setvice elements

Figure 2.1 — Application and Presentation Layer

These specific application elements describe the functional intent (the
language) of the protocol. There are a number of guide-lines for designing
HLPs. Wherever possible, the protocols should be device independent (not
rely on the characteristics of any particular hardware), and be mdependent
of intervening networks [Lantz and ickd 1984). Simplici

and robustness-are also important. When resolving the tension between
generality and simplicity, the dictum “a design that provides a special
feature in a device independent way is worthless if it is never used” should
be kept in mind [Sproull and Cohen 1978].

As there will be a wide variety of equipment and system software on most
networks, providing for device independence needs careful thought. There
are two basic approaches to this problem. The first approach is to define a
virtual! device or representation. There then must be a mapping
mecharnism between all real devices and this virtual device. The alternative
is the parametric approach. The device is controlied by setting various
parameters. The latter approach has proved to be quite acceptable with
terminals. However, with the development of OS], it seems tha{ the virtual
device approach is more suitabie [Day 1980}. Others have qualified this
{Notkin et al. 1987}, pointing out that adopting a single standara mazy lead
to unnecessary inefficiency, and have advocated some potential for
negotiation at bind time.




The rest of this section will illustrate the concept with discussion on fhe
transfer p ls. File transfer p 1s will also lay a useful basis for
discussion in future chapters as file servers use file transfer protocols
extensively.

Virtual Terminal Protocols (VIPs) are another important class of HLPs.
They are related to printer servers because many of the issues which VIPs
deal with in reproducing graphics or text must be dealt with by printer
servers. Discussion on these may be found in other work [Day 1980; Lantz.
and Nowicki 1984; Lowe 1983; Mayne 1986; Tanenbaum 1981]. The
analysis of a printer protocol in later chapters will use some of this work,

File Transfer, Access and Management Protocols
Conceptually a file is an entity with the following [Linington 1984]:
. naming attributes

. other descriptive atiributes

. attributes describing logical structure and dimension

. associated data

All of these need to be represented by the file transfer, access and
management protocol (FTAM), with mech for
of files. The next chapter will discuss the design decisions w}uc_h have to be
made in greater detail, and in a more concrete way. The point of this
section is to describe an abstract model in which this may be done using
the ISO-OST model.

The OS] File Service can be descnbed as defining a standard for trans-
ferring, ing and ing ion stored in or moved between

open systems as files [Lev 1 19831, It is the aim of the OS! file
service to allow otherwise incompatible filing systems to work together,
These protocols could be used by humans or by applications.

and

‘The OSI defines a virtual filestore which mlows differences between local
representations to be absorbed into local mapping functions, provides
different services for different users, and allows a variety of different
systems to be implemented [Linington 1984]. File transformation deals
with the way in which files are represented, As stated earlier, the session
layer just recognizes a stream of bytes or bits -— it is the HLPs which are
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responsible for assigning structure and meaning to these bytes. By
d a virtual fil a ical rep: ion of the file is
developed, i.¢. a representation of the file which is meaningful to all users
of the file is defined,

At the syntactic level this will be dealt with at the presentation layer —-
which character sets are used, what control characters mean, and what
conventions are used o represent digitized images. The protocols which
do this will be invoked from the application layer.

How the files are stored at a macro level, and what they mean is the task of
the application layer protocols.

Consider an application — the user — which wishes to access a file at a
(remote) site. This file will be stored by a local file system in its own
format. A Jocal mapping function wilt be able to map between this and the
virtual filestore's representation. An application entity at this site will
communicate with the user's site using the relevant file transfer protocol.
Users see this communication as the file transfer services, which is
diagramatically represented in figure 2.2 [Aggarwal ef al. 1985]:

The naming and other atiributes are used to identify the file, and proviqé
descriptive information {(date of creation, modification, name of initiator
etc.). They would alto describe the file’s access structure, and possibly givé
information like who can have access to the file and the mode of
encryption. Work on the standardization of directory systems by 1SO is in
progress [Goodwin and McDonnel 1986].
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FTAM services
FTAM Protocol
b bl

PM t PM

LES connection LFS

VFS - virtual filestore
AP — user appiication
PM — protocol machine
LES - local file systems

Figure 2.2 — OSI File Service

The virtual filestore also provides for the structuring of the subunits of the
file. Absiract operations are defined for manipulating the entire file, and its
contents.

A session between a user of the file service and the file service goes
through several distinct phases [Lewan and Leng 1983: the file service
ini phase, file sel phase, file phase, file access
initiation phase, data transfer, file access termination phase, fila

phase, and file service termination phase. The actual services provided
could be agreed on between two communicators {Aggarwal et al. 1985].

As will be seen later, few real systems delineate the phases described
above as rigorously as this. There are reasons though why it is useful to
use a model like this, Firstly, a model is useful when designing and
conceptualizintg a system to help reduce complexity and generally make
good design choices. This does not mean, however, that the
implementation of a system needs to correspond exactly to this model.
Another factor is that each of these phases is responsible for some tasks —
tasks which are likely to have to be carried out. In analyzing the system,
the model can be used as a tool to understand and improve what the
system is doing. Device independence may also be promoted by adhering
to the model closely.

This OSI file service descxiption provides no more than a framework for
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building a real system. Many of the real problems do not appear at first
sight. The presentation layer services are not necessarily straightforward. If
a file is being stored at a remote site merely for storage purposes, then it is
quite acceptable for the file to be transferred bit by bit to that site, and
recovered in the same way. However, consider the problem of a data file
which could be run by different computers. The data could include floating
point numbers or abstract data types — stored on different computers quite
differently. Two bytes with the same bit pattern might mean completely
different things.

Furthermore, there are decisions about the file service which fall outside
the scope of the OSI model of file service. In the next chapter, some of these
d will be di The ¢ which impl these d

are application layer protocols. However, work has not progressed very far
on standardizing these protocols.

2.3 Internetworking

A natural progression from i p together is
networks together. The same motivations for networking apply to
internetworking. Research Into internetworking aims at providir; a
uniform fi k for heter puting where hi and
networks differ in physical characteristics and geographical location [Boggs
et al. 1980]. With a well defined model, models for internetworking can

develop naturally from those for networking, as can be seen in [Lam 1986].

The level of the I50-OSI modet at which interconnection takes place
depends primarily on the networks involved, and their physical interfaces.
If interconnection takes place at level n, then the networks involved must
share common protocols for all levels above level n. Interconnection at
the physical and data-link layers is straightforward because at that level the
mapping between two approaches is fairly simple. Interconnection. at the
presentation and application layers with different protocols is difficult, if
not impossible, This is not because of any of the physical characteristics of
the networks involved, but because there is increased state information
about the different protocols, and there being much less probability of a




one-to-ore relationship betv these p s — “success in protocol

translation seems inversely correlated with the protocol level” [Postel
19801

Gateways, which connect different networks, can either be computers

dedicated to the task of bridging the networks, or simply hosts oh more

than one network which are prepared to pass packets between networks.

There are two approaches o the tasks of gateways [ibid.}:

¢ Some gateways take messages from one network, unwrap any
“mackaging’ in that network’s format, wrap the packet in the desti-
nation network’s packaging, and then pass the packets to the des-
tination network.

*  Others translate the protocol by replacing packets from the source
network with different packets with the same protocol semantie:.

Internetworking does not introduce fundamentally new problems to
networking. It certainlyy complicates matters, and requires careful thought.
Most of the work on internetworking has been done at the network and
transport layers of the ISO-OSI model. Corresponding to the two
approaches mentioned in the previous paragraph are CCITT's [Gien and
Zimmerman 1979] and ARPA’s models [Cerf and Cain 1983])

CCITT's X.75 recommendations which is based on the X.25 protoral es-
tablishes a cascaded virtual circuit between the two communicating en-
tities. Each network on the internet provides a virtual cireuit for its part of
the journey. As not ail networks provide a virtual circuit service, some
networks may have to be enhanced — the internetting and subnetwork
enhancement sublayers of the network layer mentioned earlier would be
responsible for this.

ARPA's research networks have adopted the approach of providing a
datagram service as the Internetwork Protocol (IP) at the network layer.
The Transmission Control Protocol at the transport layer provides end-to~
end service.

The problems which the above two approaches try to solve are compli-
cations of problems of networking, Addressing and routing within the
internetwork are problems which have not yet been satisfactorily resolved.
Having fixed routing through an internet is more reliable, but ties down
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resources needs:t while the virtual circuit is up. On the other hand,
variable routing leads to sequencing problems whilst perhaps making
better use of resources. Related to this is the problem of fragmentation. A
packet going through different networks may have to be fragmented, and

those fragmented. The bly of these packets is not
igh ward [Gien and Zi 1979; T: 19811
In assessing the impact of internetworking on resource sharing it is et

worthwhile noting that problems caused by i i
networks are the domain of the lower layers (session layer and below).

Among others, e problems are dealing with different physical media E
for jcation, and dift P ls for routing, fragmentation etc. ==

, at the p ion and application layers the p of .
networking h 8 networks is reducible to the problem of a

network with heterogeneous application entities, as these layers are
responsible for resource sharing rather than data communication: the
added problems of internetworking will be sclved by the lower layers.

2.4 Summary

This chapter introduced a model for networking and resource sharing. The
150-0OSI Refe Model was di d, paying particular attention to !
high-level protocols and file transfer protocols. This was related to :
internetworking and its problems, Some of the possible weaknesses of the
model were noted, including the problem of excessive layering, the
inefficiency of a single standard, the incomplete nature of the model, the
difficulty of protocol conversion at the higher layers and the problem of
addressing, routing and fragmentation in internetworks.

The next three chapters examine network systems more concretely, and in
detail, including a case study. This leads to an assessment in chapter 6 of
the usefulness of the theoretical work for real systems.




3. Servers and Distributed
Systems

3.1 Introduction

This dissertation has so far explained, in a general way, what resources are,
why sharing of resources is important, and has als» described a general
framework for communication, The purpose of this chapter is to explore
existing systems, and the design and other decisions which need to be -
made, bearing in mind the experimental nature of the field.. o

There are different philosophies and ways of implementing distributed 8
systems. This chapter looks first at the specifics of file and printing services
hefore examining distributed systems — networks of computers in which
resources are shared — more generally. File and printing services can H
stand on their own, as will be seen in the case study analyzed in the next
two chapters. For those just interested in these aspects of this dissertation, ;>
it is unnecessary to look at more general cases Mors importantly, file and
printing services are an integral part of distributed services, and
are therefore a good way ¢f introducing the topic,

Before describing servers and distributed systems, it is useful to place these
things in the context of the ISO-OSI model examined in chapter 2. Some of .
the decisions which have to be made are related to what transport . ,
funetions should be provided (i.e. what services should be provided by :
session layer and lower protocols). The majority of the decisions and and
protocols discussed are related to the presentation and application layer
protocols. The standardization of distributed systems as a whole is not
complete, an aspect which will be covered in more detal in chapter 6.
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3.2 Design principles for file and printer
servers

Broadly, file servers have two purposes: to provide users of a system re-
liable, long-term storage of files (done for cost and efficiency), and to allow
files to be shared. ‘Sharing’ can mean different things. For example, a
compiler may be shared by all the users of the system. Conceptually
though, each user could have their own copy of the compiler —~ it is shared
because it would be too expensive to provide each user with their own
copy. Sharing can also be dictated by the needs of a particular application
rather than for the sake of reducing costs. If all the users of a file need to
see the file in the same way as all the others do (if they reed to see others’
modifications of the flle, and have others see their modifications), then a
file has to be shared. Directories ar. good examples of files which need to
be shared in this way.

The previous chapter’s discussion of file transfer, access and management
protocols covered the design considerations for file representation, and

pping 3 file reg i This section covers, in a
concrete way, how file servers provide file service. The file service is
provided for within the framework of the OSI model; however, how it is

accomplished is decided by each system.

Exactly what design decisions get made depends on what a file server’s
purpose is, and what it "' be used for. File servers can be classified into
three types: simple, uni ! and datab: support (Janson
«t al. 1983], depending on their level of service.

A simple file server provides nothing more than remote storage, while a
file server providing database support will have all the facilities of a filing
system. A universal file server falls somewhere in the middle: it gives a
client process some powerful tools, but does not dictate all the decisions —
for example, the type of filing system — which the client must make.

The first decision which must be made is what service is needed, with
what reliability and performance. With this in mind, some of the other
issues are:

° access control

. unit of data access
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. atomic update
o concurrent access
For ple, a sophisticated database in a large office should provide

access at the record (an arbitrary number of bytes) level while guarding
data from unauthorized access, and would probably need to have a high
degree of concurrency, while being highly reliable. However, a file server
for a small school environment is likely to have lesser requirements, Access
control may not be needed, while whole files would be uploaded or
downloaded at a time, and there would be no need for concurrent access.
A low degree of reliability would probably be acceptabl

Access control

All file servers collectively play the role in a distributed system which a
filing system does in a centralized operating system. Operating Systems
are responsible for ensuring that users of the system do not have access to
files for which they have no authorization. Thera are two main approaches:
capability and identity based control. Under capability based control, a
client of the file server will be allowed access to a file if it can show
permission (a capability} for the file, In this case, the server takes no
account of the identity of the client; as long as the client presents a valid
capability it will get access to the file,

An alternative is for the server to have a list of which clients have what
access to which files. Thus, the server plays an active role in keeping
control of access to resources — in the capability-based approach it is the
clients which are responsible for ensuring that capabilities are correctly
distributed.

Another way of protecting files is to provide no access control at all. Any
client wanting to store a file on the server encrypts the file. Only clients
knowing how to decode a file can make sense of it. While this cannot
prevent malicious destruction of valuable files it can prevent unauthorized
inspection of the file, and ions (as any modi:
will be easily detectable).

ized modifi

Capabxhty -based and identity-based methods have been successfully
d ds of imposing access control

i th

i, and seem
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[Mitchell and Dion 1982], but there are probl with both [T: b
and van Renesse 1985]. While the cay ab:hty -based approach seems easier
to i pecially with ple file servers on a network, the

xdenmy -based approach does allow more flexibility in providing finer
granularity of access control. It also seems that there may be problems in
ensuring that capabilities do not fall into the wrong hands, especially when
a file server is serving a number of connected networks. The
encryption/decryption method may not be viable in terms of performance
where parts of files rather than whole files are units of data access.

Unit of data access

The unit of data access varies between file servers. For those servers —
perhaps better called disk or storage servers — which play no more a réle
than storing files remotely, accessing files as units is acceptable from the
point of view of the client, and preferable as far as the overall design,
efficiency and simplicity go. If a typical transaction is for the client to
download an entire file, make any changes locally, and then send the
modified file back to the 5 server, then this unit of data access is preferable,
as to provide a more sophxsncaled service would be an unnecessary
complication.

A file server which provides a paged virtual memory system to its clients
will need a page rather than the entire file as a unit of data access. This
method has the advantage that if only a few changes are being made to a
file, then only the relevant pages need be communicated over the network.
More than providing a flexible service, page access raises the possibility of
having intelligent workstations with no local secondary memory
{Lazowski et al. 1986]. Even though the cost of secondary memory is
decreasing rapidly, this is stll important for two reasons. Even if each
workstation on a network does have a large hard disk attached to it, it
would be a major constraint if this disk were not accessible from other
workstations (a user may then be tied to one machine), Further, there are
still applications where the cost of secondary mesmory will continue to be
significant in relation the nverall cost of the system, An example of this will
be discussed later.

Networks which connect more than one type of computer may have to

27

B o % led Lurr .




deal with mmore than onhe size of page.

A more generalized version of page access is to allow clients access to any
sequence of bytes, and this allows the greatest flexibility [Svobodova 1984].

Atomic update

The issués of atomic update and concurrent access affect the complexity of
design. They are related to the unit of data access, as the smaller the unit of
data access, the greater the flexibility that can be offered. To examine these
issues, the concept of a transaction has been developed. A transaction is a
set of events which is atomic, i.e. the events as a whole are indivisible;
either all of them happen, or none of them happen, and the data which it
accesses will not be accessed by any other process while the transaction is
being processed. These concepts are called atomic update and
serializability respectively [Tanenbaum and van Renesse 1985], In this
section, atomic update is examined, in the next serializability.

The first question is mainly one of reliability: how safe should the system
be against hardware and/or software faifures? What is being assessed here
is how the system should react if there is a failure of some sort while a
client is accessing data. The rule is that files must always be in a consistent
state. So, if a client updates a file and the operation completes then the
new, updated version of the file must be stored by the server, If there is a
fallure, the server must still try save the new version. If this is not possible
though, the old version of the file must ve stored. Another factor to
consider is thata hic event might p destroy a version
of the file,

One way to implernent reliability in this context is to use stable storage
[Mitchell and Dion 1982). Two copies of all data are kept. When data are
moalfied, two physical modifications have to be made; the update to the
second copy is only made once the update to the first copy has been made
successfully. If there is a crash, the server can restore itself to a consistent
state by examining both copies of the file it was accessing.

An alternative is to keep only a second copy of the data being modified
{Dion 1984]. When a page is being updated, the server writes to a shadow
page, and keeps track of its intentions. If the server crashes, it is abl to
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recover to a consistent state by using the shadow pages and lists of
intentions. A full description of this mechanism can be found in [Dion
1984; Walker and Popek, undated], and a comparison between the two in
{Mitchelt and Dion 1982). There are a number of other mechanisms. For
example, the server can write changes to a log. Once the user is satisfied
with the changes, the server can update the file from the log. Even if the
server crashes a number of times, a consistent state can be reached. A
description of this and other techniques can be found in [Svobodova 1984}

Concurrent access

Concurrent access by several clients to the same file can also affect the
consistency of a file. If client A is modifying a file while client B is reading
it, it is quite possible for B to see an inconsistent version of the file. For this
reason, the server has the task of ensuring that no concurrent access of a
file leads to inconsistency.

The easiest way to prevent these: unwelcome effects is to prevent any
concurrent access of files. In many cases this is practica’, and does not lead
to degradation of service. A ing this makes impl

ion of

concurrent access comparatively simple.

Making such a simplification is not possible, however, in many cases. A
distributed database might be unworkable if most data aciesses were to
one very large file. There is no need for whole files'to be protected from
other users if the changes being made are restricted to a small region.of the
file and the other users want access to unrelated parts of the file.
Furthermore, there is no reason not to allow concurrent access to any
number of clients who are only reading from a file. The urnit of
concurrency control (the portion of the file for which there must be
concurrency control) is determined by the urit of data access otily to the
extent that the unit of concurrency control must be larger than the unit of
data access.

The most common unit of concurrency control is the file [ibid.], but file
servers which have page or dynamically variable size units also exist.
Within the unit of concurrency control, there are severa! approaches: the
single client (either writer or reader) within the unit of concurrency
control; single writer or multiple readers within the unit of concurrency
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control; and single writer and multipie readers within the unit of
concurrency control. The last type is the most interesting. The writer
updates a separate copy of the file, while the readers have access to the
original. When the changes to the file are committed, the readers have the
options of using the new or eld version of the file.

Another approach is needed in the case of systems like the Locus dis-
tributed file system where several, replicated copies of the file maybe
present in a system on different servers {Walker and Popek, undated].
‘When a client wants to use a file it gets access to the one which it is most
efficient for it to have. One of the servers which has a copy of the file acts
as a synchronization site, and is responsible for ensuring that the
appropriate restrictions on concurrent access are kept. The server which
has the copy of file being used is responsible for ensuring that the file
remains in a consistent state. If any changes are made to the file, this server
must inform the other servers which have copies of this file that changes
have been made. These servers in turn are responsible for ensuring that ¢
they update their versions of the files. A high level of transparency was
found to help in img ) ions [Weinstein et al. 1985).

Not only does the scope of an atomic transaction in a file have to be de-
fined, but how many files can be involved in a transaction, and if more
than one file can be involved in a transaction whether they can be on more
than one server. By allowing more than one file on multiple servers to be

included in a transaction, the efficiency of the filing system can be i
improved at the cost of increased complexity and the introduction of *
problems like deadiock. - ®
As networks get more sophisti bigger and & d with other Loge
networks, the importance of distributed file systems (i.e. where a number &

- = of file servers together are responsible for the system) will grow. This ig
espedially so for distributed file systems which are transparent — where
the clients cannot tell where files are phyuically stored.
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Reliability and Robustness

A discussion of how reliable storage can be implemented by a file server
has already taken place. This is one aspect of reliability. Errors on the
netwerk and physical faults are other aspects. File transfer protocols must
be correct. The discussion of how reliable a system: should be will take
place in a subsequent section in the context of distributed systems in
general.

o Of course, file servers also need to cape with possible crashes of the dient
L& hi; or faulty ¢ ication on the network. Being robust—able to
tolerate errors—is another important property.

This has been a very brief overview of file servers. The design areas
outlined have been concurrency control (unit of concurrency control, scope
of concurrent ransaction), unit of data access, reliability and access
control). Figure 3.1 is a summary of the decisions and choices which can be

made.
. decislon choices
085S capabifity/identity based, encryption
unit of data access tite/page/arbitrary range of b{tes
¥ alomic update stable storagefintentions list/logging
. concursent access unit for locking: number of readers and writers allowed
B Figure 3.1
i
v P
! Printer servers
%J The printer service defines a virtual printer which its clients see. The -
) actual service is divided into two parts: spooling, and the control of the
i printing device {Janson et al. 1983]. These parts of the service may be
impl d on one hine or on two hi and can be considered

P
separately for conceptual purposes, The spooler part is a simple extension
of a file server. A file to be printed is sent to the spooler which then saves
the {le and does any queuing necessary.
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An alternative approach would be for the client to send the spooler the
name of the file to be printed. The spooler would then not save a copy of
the file, but transfer it to 'the printing device when appropriate
[Tanenbaum and van Renesse 1985]. This approach, however, demands
some level of sophistication and multitasking from the client.

Usually, a client is relieved of any further tasks associated with printing as
the server takes tesponsibility. The print device controller transfers the files
from the spooler to the printing device,

During the operation of this service, protocol translation on the file can
take place at three places.

. The client can do protocol conversion before sending it,

. the spooler can do protocol conversion before saving it, and

. the device controller can do protocol conversion before printing it.

The ad ges and disad ges of these di: pp hes will be
seen in the particular ease of the printer server described in chapters 4 and
5. In general, which is the best approach depends on the nature of the
system and the typical print jobs which are run. For example, the spooler
doing all the protocol conversion would relieve the clients from doing it.
However, if there was much protocol conversion to be done, the printer
server would become a bottle-neck in the system,

In general, the protocol conversion takes place twice. The client translates
the file into the standard device-independent protocol, and the server
translates from the standard protocol into the device dependent protocol
for the specific printer.

It is also important for a printer server to report back to a user on the status
of a print job. This could take place once the job had been spooled safely,
when the job has pleted, and when probl occur. The level of
sophistication of the service, and the reliability of the system would
determine where this happened.

In the next chaplers, the design and implementation of a printer server is
presented. In chapter 6, a set of requirements for printer servers will be
proposed, payirg attention to the question of where protocol conversion
should be done, and the réle of the spooler — this will include a proposed
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extension to the model of Janson et al.

3.3 Survey of existing servers

This section will briefly examine some of the file sexvers, describing the
design decisions which were made in their implementation.

Simple file servers

‘The Acorn File Server [Dellar 1983] is a file server designed to provide file
storage on cheap networks, typically in a school envi , where the
cost of disk drives for all the machines on the network cannot be justified.

The services which it provides are unsophisticated and simple. Although
files can be accessed at the file or byte level, the file manipulation
operations are only provided at a Jow level. No provision for concurrent
access is made; users wanting to have concurrent access have to provide it
themselves. The file server uses a version of stable storage to provide o
reliable storage of directory maps. No provision seems to be made for the "
reliable storage of any other data, and if the server crashes, all active data s
about its clients are lost. Access control is performed by the file server i
using a simple password system and capability-like handles.

A major constraint on the design of the system was the lack of features of ,
the client machines — no secondary memory, and not much memory at all, i
emphasizing, in the context of a low-cost environment, the need for all ‘
protocols to be simple. This was lished by using a {on-less
protocol, and relying on the idempotent nature of most of the operations.
The system shows that reasonable performance can be achieved with litfle
cost,

A similar approach was adopted in the construction of a Simple File Server
(SFS) at the National University of Singapore [Srinivasan and Ananda .
1986). Like the Acorn File Server, concurrent access must be implemented P
by clients. Files are the units of data access. A checkpoint/recovery :
protocol (similar to the logging system) is used to provide reliable storage.




i

4
!
{

Universal file servers

One of the best known file servers is the Cambridge File Server [Dion 1984;
Mitchell and Dion 1982; Svobodova 1984], which falls into the category of
universal file servers.l Access to the file server is controlled using a
capability based approach Clients can access arbitrary subranges of bytes,
and concurrent access is supported to the extent that each file can have a
single writer or multiple readers within it. Reliability of data is guaranteed
by using a combination of shadow pages and an intentions log: ail chariges

are written to shadow pages, and 2 record of which blocks should be

allocated or deallocated is also made. Using this record, the file server can

reach a consistent state after a crash. The state of the disk is recorded by

redundantly storing an object map (where objects are stored), and a

cylinder map (what objects are stored on each cylinder), If either of these

maps gets corrupted, it can be reconstructed from the other.

One of the reasons the Cambridge File Server is a good example of a
universal file server is that two different file systems have been im-
plemented on it, including the Tripos Filing System [Richardson and
Needham 1983}, which provides 2 filing system for diskless machines
connected ot a Cambridge ring. The secondary storage is provided by a
Cambridge File Server, with 2 dedicated machine known as the Tripos
Filing Machine giving clients of the Tripos filing system access to the file
server. The ad ge of dedicating a P for this task is that it
relieves the load on client machines, as well as allowing efficient use of
caching, and the implementation of a better security mechanism than the
Cambridge File Sesver itself has. While theoretically the Tripos Filing
Machine could be impl d on the same hine as the file server,
with the type of hardware available to the implementors of the system, it
was necessary o usé a different computer. By fine tuning the various
protocols for the type of service the file systera was giving, significent
gains in service could be made by using caching and by reducing . zost

of synchronization,

The Arca File Server [Muir et al. 1985} and the Amoeba File Server

IRecall that universal file servers are designed so that more than one flling system can be
built on top of them, and coexist in the same distributed system at E{'ne same time.
However, they also provide a greater sophistication of services to their dlients than simple
file servers do.
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{Mullender and Tanenbaun 1985] are other examples of file servers which
support different filing systems.

Filing system/database management

The Xerox Distributed File System was intended as the basis for database
research [Mitchell and Dion 1982]. Access control is impased using an =
identity-based approach. Data and directories are stored reliably using | '
stable storage. A high degree of concurrency (single writer and multiple
readers within a transaction) with byte level locking on multiple files
within the same transaction is supported. As with more sophisticated
systems, it is the server which is responsible for managing the
concurrency, relieving clients of this task.

Printer servers -,
The printer server in the Cambridge Distributed System only accepts one e
: file at a time (Needham and. Y Terbert 1982}. Spooling has to be provided by
. a client. So, in the same way the Tripos Filing Machine was built on top of
:7‘\ # the Cambridge File Server, i printing service can be placed on top of the
. B printer server, This concept will be expanded in chapter 6.

i The MacServe printer . srver for the AppleTalk system [Infosphere 1986], B

allows all nodes on the network to send it files for printing on Apple’s §
] I Spooling is allowed d ding on how much disk space has
) been allocated ior the spooling funcuon of MacServe

e
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3.4 Distributed systems principles

File servers are a useful introduction to distributed systems because the
principles used in their implem jon are also applicable to other areas.
Access control, concurrency contrel and reliability are equaily important
for many shared resources, and distributed systems in general [Notkin et
al. 1987,

The coherence of a distributed system depends on what extent the dis-
tributed system was planned or grafted on afterwards, and on the level of
uniformity in the system. Clearly, heterogeneity is unavoidable, but the
level of heterogeneity in the system is important in its design. It must be

d that at the level, geneity must be cafered for. A
more open question Is whether higher-level functi like op
systems should be homogeneous or not.

]

‘There are two basic divisions of distributed systems, distributed operating
sysiems, and network operating systems [Fortier 1986; Tanenbaum and
van Renesse 1985; Tripathi el al. 1987). A network operating system is a
distributed system where each of the computers on the system uses its
own operating system. In addition to the local operating system, there is

dditional hard ~nd/or sof which allows to be shared.

A distributed operating system, on the other hand, is not built on to ex-
isting software or operating system, It is a system-wide operating system.
Each cpmputer on the network has the same operating system (the
hard can be dife but the operating system must be the same). To
sum up the difference; in a network operating system, resources are locally
owned and managed, and are available on request to other users; in a p
distributed operating system, all resources are globally owned, managed I, "
:

and shared.

The design principles of distributed systems are not much different from
those used when designing an operating system. Besides those principles
mentioned above, performance, flexibility and extensibilty should also be
considered. The sharing of resources is complicated by the fact there is no
shared memory between all the parts of the system, and no global system
state available as there is in a centralized operating system.
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Transparency

Transparency - the ability of a network or internetwork to hide machine
boundaries from users — is one of the most important principles. A
completely transparent system would allow a user to access the same
application from a variety of machines. Not only would this mean that
resources could be effectively shared, but this could lead to optimal use of
resources; files could be stored on the best (however that is measured)
place for them to be stored, the actual processing couid be done on
whichever processor(s) in the system would provide the best service. All of
this could be hidden from the vsar,

b

Full transparency means common or compatible high-level protocols
{HLPs). This is not an inherent problem with internetworks, as HLPs do
o D not have to deal with } derations. As a practical problem
though, HLPs on different networks are incompatible, making
transformation between the two almost impossible, This means that a b
common HLP must be available on all the networks connected to the :
internet. (Of course, these protocols couid be available in addition to e
R others.) The difficulty of protocol translaton at the high-levels was pointed :

> out in chapter 2.

1t is worth mentioning here that the transparency of a system is an in-
dicator of whether it is a distributed or network operating system. A com-
pletely transparent system is a distribnted operating system, while a non-
transparent system is a network operating system. It is also true that this i
distinction can become blurred [Tanenbaum and van Renesse 1985], A

filing system may be completely transparent while the process o
management is not transparent at all. e

One problem of a practical nature is thak different networks have different
performances. If an internatwork is completely transparent, this would not
be immediately obvious to a user. Anomalies in service, or degradation of
service are possible. So, for example, a user might see that a laser printer is
available on the system, and decide to print a long file n it If the laser
printer is on another network which is only accessible through a 1200 bps
line, the performance the user experiences may not be acceptable, and this
may also tie down other resources of the network. Although this is a
problem, it need not be insurmountable, and the advantages of

P A AN
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trahsparency far outweigh this disadvantage.

Naming

Naming is one of the more important factors in transparency. The name of
a resource that a user sees should not imply its addrss. The system should
resolve an entity’s address given its name. Other issues are how names are
acquired, and whether there should be a global name space [Notkin et al.
1987). Work on the standardization of naming is in progress [Goodwin and
McDonnet 1986},

Reliability

Users of a distributed system must be able to rely on it. Experience
{Lampson 1983} shows that reliability is difficult to put onto a system after
it has been implemented. This means that reliability must be an essential
part of the design of a successful system. However, reliability must be kept
in context, as there is often 2 tension between reliability on the one hand,
and speed and simplicity on the other. And if a system crash is not
disastrous, then the maxim “one crash a week is a small price to pay for
20% better performance” [ibid.] may well be true. This point will be well
illustrated in the imiplementation of a printer server which is discussed in
subsequent chapters.

One way of handling errors is to have an exception server to deal with
problems. Tanenbaum and van Renesse point out that many systems tend

Y

to favour perf over IT: and van Renesse 1985].

General

As distributed operating systems develop, global network man ygement of
all the processors in the system will become more imporiant. Scheduling
and protection against dea mere difficult in a distributed
operating system than a centralized operating system because there Is little
global information. Distributed deadlock detection and prevention
algorithms can be used {Peterson and Silberschatz 1985],

Remote procedure calls are a falrly common way .of doing interprocess
ion; asynct can make prog!

messy [Tanenbaumn and van Renesse 1985}. Language and system support

for the automatic generation of stubs for remote procedure ealls is useful

[Notkin et al. 1987].
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‘Whether transport functions should bz assumed reliable of not is an open
question. It has been argued [Watson and Mamrak 1987] that as higher
level functions need to cater for errors whether or ne: the transport
functions are reliable, making transport protocols reliable ie unnecessary
and expensive. Related to this is whether the ISO-OSI mode! is useful in
distributed systems, Transport functions will be treated in more depth
later.

3.5 Survey of existing distributed systems
Dlustrative examples of some of the distributed systems principles are the
the Locus system, the V-system, and the Grapevine system.

The Locus system [Walker and Popek, undated; Walker et al. 1983] initialty
linked VAX 11/750s over an ethernet, but has also been implemented on a
variety of p d by diff networks, and an Internet
Locus [Sheltzer and Popek 1986] also exists. The primary aims of Locus
were to provide a fully transparent system with high reliability, flexible
replication of storage, and high performance. The file system is a superset
of the Unix systern. Both the file system and processes are fully
transparent: a user does not know where a file which is being used iy
stored, nor where processes are being run, This allows a great deal of
flexibility, and can greatly improve system performance as process
migration can drastically reduce data transfer across the network.

A lot of effort went into providing exror recovery, reliability and avail-
ability, Highly replicated data structures, particularly file directories, are
one of the chief factors promoting reliability, availability and efficiency.
(The Eden system [Black 1985] also found that replicating structures like
directories improved performance.)

Much thought had to go into synchronization and reconciliation
mechanisms to keep different copies of the same data consistent. For
example, if there is a physical break in the network, different replicas of a
file may be on different partitions of the network. The question which a
system has to address is whether users should have access to these replicas
while the network is divided. Locus does allow access. Its rationalr is that
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most shared files are shared in read-only mode, and that other shared files
are system files like di ies for which ic reconciliation
algorithms exist.

Dynamic reconfiguration of the system is allowed, so high is the dégree of
transparency. Transparency was also important for the implementations of
transactions on the Locus system [Weinstein et al. 19851

‘The Locus system has fully provided 4 P system, even in
the internet case. Sensitivity to the gslow speed of internetwork links was
diminished by using three design principles, The use of a semantics based
protocol to raise the level ~ ssages sent across the network substantially
reduced network traffic, w..lie exploiting locahty (as in any operating
system), and doing appropriate job migration to minimize data :
> were also helphul. ) G

Stanford’s V-system [Berglund 1986; Lantz and Nowicki 1984] is also a !
. distributed system which allows transparent access to files, and trans-
N parenit execution of programs. One of the underlying design prin ples of
: the V-system is that ication between di processes can be
done using synchronous message nassing, the calling process being !

B suspended until it receives a response from tise callee, This communication

between processes is transparent fo a user, The V-system is implemented

on the Stan¢urd University Network which is connected with a number of

networks, including 10 Mbps ethernets, and has a number of different

hosts including diskless workstation: and & p . There
are a number of dedicated servers on the network.
i Like the Locus system, the V-system provides network-transparent exe-

cntion of processes. V also allows processes to migrate while executing
[‘I‘heimer et al. 1985], This gives the advantage that a user can use spare .

g power (the p of work ‘which are not being used
heavily), but allow these spare processors to be reclaimed by their local
applications or users, Migrating a process in mid-job may mean that a few
megabytes of data must be transferred from one computer to another. To
suspend a job for the time that this will take may be prohibitive. The
solution used in the V-system is explained in figure 3.2. By adopting this i
approach, process migration becomes possible. :
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By allowing communication with, and control over groups of processes,
the Vkernel supports distributed server groups, distributed job control,
and distributed parallei programs [Cheriton and Zwaenepoel 1985}
Processes may be groupied togther, and operations such as sending
messages to the group or suspending the group may be perférmed easily
and efficlently.

Some of the interesting results obtained from observing the hehaviour of
the V-system [Lanrs et al. 1984]) have heer found in other systems,
indluding Locus. for 1 Teternat Lovus found itdmportant to raise
the level of the safm the s stonn With,"? the Visystem,
improving the hizl ?:¢ s protocols has far mste ef;‘eg:k on improving |
performancs thar timing e underiying cintiunication mechanism,
Related to this, the sgj,;xiv of 'e‘a tve slgmﬁcancﬂ of dlff"rem fackets on
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Figure 3.2

1. A user at computer A decides to migrate
a job to machine B. The data representing
this process (including code) is fransferred
8.

2. After awhije sotneone eise decides to use
B. As 2 local process has prionity, A's

process is preempted, and the system
decides to move it to C. First the data is
moved to C.

3. Once the daia has been moved, the
system checks to see whether many of the
nages transferred have been changed. 1t
so, they are updated. This process is
repea(ed urtitthe number of pages that
have been ¢i!anged since the last copy is
small,

4. 1f the number of pages changed is small,
or the number of changes is

dacreasing on each iteration o( step 3.the
job Is suspended on B, and all the
remalning data transferred to C. The job
now starls running on C.

Migration in the V-system.




Grapevine [Birrell et al, 1982] is a distributed syster with the prinary
function of providing a message service in a large wernet. Besides de-
livering messages, it also has facilities for naming. access control and
authentication, and resource location. These are very general functions
which are needed by most services in any sort of operating system. Users
of Grayevy,t\e do use these other {acilities for services other tham an
electronic maxl system. The design goals of the system were to have a
replicated, distributed and reliable system with decentralized admin-
istration and reasonable performance. The physical system comprises
ethernets {linked to each other directly by a gateway, or via telephone
hnes) which network personal computers and other dedmated servers.
Thisisa large system supporting thousands of users.

One of the simplifications which Grapevine makes means that the system
adopts a looser definition of consistency than does Locus, for example, In
the Locus system, two users cannot modify different replicas of the same
data except under unusual conditions (a physical partition in the retwork).
However, for Grapevine’s applications, it is acceptable for different users
to access different versions of the same data. For example, if a user changes
the location of its mailbox sites, not all Grapevine servers may be aware of
the change immediately. If a server knowing the user’s old address sends a
message to it, then the message wi}l be forwarded to the uger at its new
location, and the server's information will be updated. Thus, Grapevine
takes the attitude that i i ies between replicated copies of the
same data are acceptable because the copies will converge quite quickly,
and that inconsistencies can be recovered from quite cheaply, and without
any long-term ill-effect.

3.6 Anaiysis

Although a relatively new field, there are a number of sophisticated
systems available. Reliable and eﬂ\ment file servers with a wide vartation
of sophistication of service exist. Auhough their design can be complex,
many of the lessons and principles of’ operahng systems can be apphed in
the design of file servers — as with any distributed systems. Impl
reliability and concurrency prys iy aré the areas which cause the most
problems.

¥




A

‘The range of sophistication shows the diff in philosophy of designers
and the needs of users. Systems like the Simple File Server are examples of
systems which allow sharing of resources through loose coupling. One
particular service is shared; for the other services, the individual computers
are responsible. The emphasis is on cheap sharing of resources.

On the other extreme, systems like the V-system and the Locus system are
comparable in sophistication to an op g system on a large computer. It
is important to note the advance of these systems over earlier systems,
particularly as far as t P is d. The le C
[Brownbridge et al. 1982] is also a distributed UNIX-like system. However, the
machine boundaries are not hidden. The name space is hierarchically
organized, with the each component's file system appearing to the users as a
directory of the global system. Furthermore, a user must negotiate rights
with the administrator of each sub-system. Contrast this to the Locus $ystem
where the name space and access control are globally-managed. Directories
are logically-organized ~ each directory can contain files which are on
different machines.

Another interesting result has been the successful use of remote procedure
calls or synchronous message passing in Locus and the V-system. With the
appropnate system environment, remote procedure calls make

P eagier, The developers of the Eden system found in earlier
versions of their system, that without proper support remote procedure calls
were not appropriate [Black 1985]. The implementation discussed in the next
two chapters shows the need for language and system support.

One of the more promising findings 50 far is that the performance of dis-
tributed systems ¢an easily be improved by better hardware — doubling of
the speed of the processor may double the performance. The apparent pet-

of a work is d on other things. Larger primary and
secondary memory will allow more effective use of strategies like caching
and buffering and thereby also improve the performance of the workstation
[Lampson 1983].

As the cost/performance ratio of processors drops, and disk space becomes
cheaper, many of the constraints which applied to some of the early




systems will no longer apply. Replication of data improves both
availability, performance and reliability although significant effort is
required to ensure that the different copies of the data stay within certain
limits of consistency.

Expansion and proliferation of network services will emphasize the need
for p y. Dynamic guration of networks and services on
them is needed both to cope with growth and moving, and to allow greater
availability (if one file server crashes, users should be able to access their

data from other file servers),

Printer services have not received that much attention [Tanenbaumand
van Renesse 1985} In the implementation discussed in the following
chapters, the importance of printer protocols will be seen. The

spooler/device ¢ ller model will be di d in chapter 6, using the
experience gained in the impl ion, and an ion to the model
will be proposed.

The next two chapters examine a case study of a small distributed system.
This is a printer server which acts as a bridge between two different
computers. After that, distributed systems will be examined in the context
of resource sharing and communication generally,




4. A case study—MAT

This dissertation has surveyed both the theoretical and practical aspects of
resource sharing and distributed systems. In this chapter, the design and
implementation of a printer server are presented and discussed. This is an
experimental system which highlights issues and shortcomings of
di~*ributed systems. In the next chapter, an assessment of the server is
made both as a system and as an example of a distributed system. Some of
the aspects of distributed systems which these two chapters examine are
performance, concurrency, the need for language and system support,
design of printer protocols and requirements for printer servers.

4.1 Problem description

In an environment with relatively varied equipment, and a fairly small

number of instances of each type of equipment, expensive resotirces such

as a printer can be underutilized. Where there are several networks in an

organization, an expensive printer on one network should be available

from the others to make full use of the machine, A good example of this

situation is shown in the Department of Computer Science at the

University of {he Witwatersrand, which has:

» An AppleTalk network, with Apple Macintoshes and an Apple
LaserWriter attached to it

® AnIBM PC-network, with four IBM ATs and one IBM XT attached to
it, An IBM Proprinter is attached to one of the IBM machines

® A Macbridge—a card inserted into a siot on an IBM XT or AT. This
makes one of the machines on the IBM PC-net a node on the Ap-
pleTalk network. Using appropriate software, this machine can print
files directly to the Apple LaserWriter, and files can be transferred
between this IBM machine, and any of the Apple Macintoshes. Note
that none of the other machines on the IBM PC-net can use any of the
facilities of Macbridge.

Two possibili* - -, ,zar almost immediately. Ideally, a printer on either
network should be available from anywhere on the combined networks,
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Secondly, a printer spooler would be vseful, Before discussing a proposed
solution, a technical i duction to the equip is given to set the
context.

PCenetwork

The IBM PC-network [IBM 1984] is a broadband bus local-area network
running at 2 Mbps. Although the network is logically.a bus, its physical
configuration is that of a star network: A net.sork adapte{ c.‘ard‘ it ingtalled
in each machine connected to the network, This adapter card implements
protoesls up to the session layer. Session layer facilities are offered to the
user application by NETBIOS. NETBIOS is the interface between the
vomputer and the network card. More detail on NETBIOS can be found i
appendix 4; the basic facilities it offers are sessiox = v mame support,
datagram support and monitoring functions. 3

Briefly, ap tes a NETBIOS d BY w.. azing a black in

memory — called a network control block — with appropriate data,

depending on the function to be invoked. The program then raises an

interrupt whici has the effect of passnig the address of this block to the

network card, and transferring control to the card. The card then performs

the appropriate function. There are three modes,of operation:

e the NETBIOS card can block the calling progtam ux\m the function is
completed,

¢ the NETBIOS card can perform some initial checks before returning
control back to the calling program, after whick it processes the
command asynchronously, The salling program must then check an
appropriate variable to find out when the ope:rahon has been

performed, and #
¢ the NRTBIOS card tan perform some initial chi ore returning
control back to the calling program, after which it processes the e,

command asynchronously. When the NETBIOS command completes,
the NETBIOS card raises an interrupt which {ransfers control to a
routine specified in the network ontrol block by the calling program.

The advantage of using PC-network is thar NETBIOS removes many of the
detail problems which would otherwise have to be solved, as all protocols
up to the session Jayer have already been implemented. Even though the
IBM PC-network has not been very successful [Data Communications
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1986], IBM are using the same NETBIOS for its token ring network, The
University of Pretoria are implementing a NETBIOS interface for their
Novell network. Therefore, the work described here does not rely on the
physical characteristics of the network.

AppleTalk network
The AppleTalk network [Apple undated] is a baseband local-area network,
R / running at approxi ly 230Kbps. A, hi of protocols has been
[ implemented Wy Apple, broadly implemented within the ISO-OSI
e framework. The protocols of interest are the Link Access Protocol (ALAP)
i which is implemented at the Data-link layer, the Datagram Delivery f
) protocol {DDP) at the network layer, the AppleTalk Transaction Protocol W
Y (ATP) at the transport layer, the Name Binding Protocol (NBF) at the §
. ;f 3 session layer, and the Printer Access Protc 2ol (PAP) at the presentation i
4 layer. Appendix B gives a more detailed account of AppleTalk protocols.
PR Network commands are issued on the Macintoshes using standard -
operating system calls.

Apple LaserWriter
The Apple LaserWriter [Apple 1984] is an intelligent printer which js an g F
b

independent node on the AppleTalk natwork, The LaserWriter used in this
implementation has a Motorola 68000 chip, and is controlled using the EIRA
Printer Access Protocol [Sidhu and Qppenheimer 1985]. The LaserWriter is B ]
a powerful computer in its own right: it kas 0.5Mbytes of ROM and i ‘
1.5Mbytes of RAM; several fonts are built in to the ROM a5 well as an d
il interpreter for the PostScript language. The Printer Access Protocols make ;
the LaserWriter a server on the network. PostScript files [Adobe 1985a, k
Adobe 1985b] are accepted from clients and then executed. The PostSeript
1 is a high-level device-independent language [r page description,
1t is one of the purposes of the implementation to evaluate Postscript as an il
application layer protocol. Appendix € gives an introduction to PostSeript.
h "The LaserWriter itself is 2 monochrome printer giving a resolution of 30
dots per inch.

G

Macbridge
Macbridge [Tangent 1987) has been developed by Tangent Technologles,
and consists of a card which is placed into an IBM compatible machine,




and software. This card is connected to the AppleTalk network. Its manner
of operation is very similar to that of the NETBIOS: a program using the
Macbridge sets up a block in memory with appropriate data, and then
raises an interrupt which passes the address of the block to the AppleTalk
card. The card then executes the appropriate command. There are two
modet of operation: the card can block the calling program, or can allow
the calling program to continue - a part of the block can be examined to
check when the d comp In addition, the program can pass
the card the address of a routine to be executed once the card has finished
PRI processing the command. This is done by the card raising an interrupt
: when it completes, An interrupt handler of the card then calls the program it
defined procedure, A more detailed account of Macbridge can be found in i
3, Appendix B. , i e

Throughout the next two chapters, card or adapter card is used as a
> generic description for the NETBIOS and Macbridge cards.

4.2 The MAT — Requirements i
The possibilities can be fulfilled by a printer server which acts as a bridge
between the two networks, The printer server is called the MAT. (This Bl
stands for Main AT, or MAin XT.) This is an AT or XT which is a node on
the PC-net, and contains the link (Macbridge card) to the AppleTalk
network. The server consists of two parts, a simple file server which
accepts files from clients of ejther network, and saves them, and a printer {

controller which is respensible for any protocol translation and control of !

the actual printing device, Figure 4.1 shows the configuration of the [
system, F

iy

The service offered to the clients allows them to print files to any printer on
. the network; in the actual configuration, there are only two printers on the i
. network, the IBM Proprinter and the LaserWriter. The Proprinter is i
attached directly 1o the MAT?,

IThis does not limit the generality of the work, The devic. contraller part af the privter
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Figure 4.1 ~ Configuration of the MAT

While reliability is a desirable feature for the MAT, bearing in mind the
advice on reliability stated in the previous chapter [Lampson 1983], the
system will not have to be completely reliable. Fo: the server to be reliable,
it would have the following propertiest

server must be intelligent, In the ense of the LaserWritar, the printer can control itself, In
the case of the Proprinter, the MAT itself acts as the device controller — another node on
the PC-network could have been sel up to do this,
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(@)  ifafileis sent to it, the file must be safely stored on disk,

(b)  once a file is saved on disk, it must be printed (v, !if the MAT
crashes, particuiarly if it crashes due to some external factor),

(©)  if a file is printed, it should be deleted from the disk, or if the file
cannot be printed the user should be informed and the file deleted
from the disk and.

(d)  a file should only be printed once. (This restriction does not reduce
the generality of the MAT as will be seen.)

The extent of reliability is determined by what is possible in the
environment, and a trade-off between reliability on the one hand, and
simplicity of design and performance on the other. Of course, if a system is
very liable then its per ipso facto degrades. It is unlikely that
a server which fails to perform its function regularly will satisfy the
requirements of a user.

It is accep nof to make a requi that the server be completely :
reliable becayse printers, at least in the enwvironment described, do not deal i
with irreplaceable data: users can just reprint fles if thdy do not appear. 4
Note that if confidential documents were being pririted it would be
undesirable for files to b¢ Jost’ and then reappear a few hours later. There
are also practical advantages of not having a completely reliable system
which make this decision expedient. These will be seen later;)

1t is a requirement that the MAT be robust, The MAT should be safe
against dlient crashes or haviour, The MAT's craghing {for pl .

if the power fails) should not cause incorrect behaviour when it is
restarted. !

A final requirement is that the MAY should be useful and efficient. Client s
code’s size and data requirement must be relatively small. To define q
‘usefulness’ in 2bjective terms is difficult. At the very least, congidering the
MAT acts as a spooler, using the MAT to print a file on any printer should ki
require significantly less processing time on the client than printing a file to : "
a local printer. The MAT should be designed so that whert: it is not
performing useful work the processor should be available for any other
tasks running on the machine, ' 4
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The MAT is not an end in itself. It is also designed to explore more genersdl
issues of distributed systems, The requirements stated here will allow the
discussion of the design and implementation to highlight issues of perfor-
mance, concurrency, the need for language and system support, and design
of printer protocols. It will also be possible to staté requirements for printer
servers with greater clarity and precision after the design and
implementation of this server have been discussed and assossed.

4.3 G al desig ideration

Hexibility

‘The intention that the research described here could be generalized, rather
than an actual need to make extensions later, gulded the decision to make
the MAT flexible and extendible. The extent to which this intention was
achieved will be examined in the next chapter,

Multitasking

Allowing multitasking is important for a number of different reasons. A
system like the MAT has different tasis to deal with concurrently — there
are multiple ‘»reads of control within the program. Recognizing and
supportins s uijtasking simplifies design and implementation of
distributed sy, tems [Black 1985},

From a performance point of view, multitasking is vital: if it is not done, a
situation could arise where a processor is idle while servicing one task, and
another task which needs service is not getting service. Such a situation
would also be undesirable from a client’s perspective, It is undesi fora
client which needs a few seconds of service to wait two minutes for the
MAT to perform some other tagk.

The above reasons guided the decision to exploit concurrency
wherever possible (by using interrupts), even though the environment
of the MAT does not support multitasking,

File server decisions

The previous chapter discussed file sexvers in detail, and pointed out some
of the sophisticated facilities that servers can provide, and the
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correspondingly difficult design decision which have to be made (also see
[Svobodova 1984]). For the MAT, the decisions are quite easy, as the file
server part of the MAT has relatively few and ursopldsticated tasks.

Conceptually, to the MAT and its clients, a file consists of a request block
(see Figure 4.2) and a packed array of ASCIE characters. Clients are
responsible for ensuring that the request block is presented to the MAT in
the correct format. How and where the MAT stores the file is irrelevant to
the clients, and vice-versa. This conforms to the OSI File Secvice discussed
in chapter 2: the differences between local representatﬁiaﬁs is absorbed into
2 local mapping function. )

fmtblk = packed array{l..8] of byte;
tofiles = “print_file;

print_file = packed record
frame : string[28]; {rame of f£ile)
from fmt, to_fmt : byte; {source, dest file formsts]
next : tofiles;
ingth : intege:
ptr  : integer; {pointer to the data}
frme  : fmtblk: {format iaformation}
prtn  : AddrBlk; {name of printer}
filler: byte;
case net : net_type of
AT _met: { {variant for AppleTalk}
addr : AddrBlk;
sparea: packed array{l..12] of byte;);
PC_net: {origin : names;
i {variant for PC-net)

{length of filej

end;

Figure 42 — Definition of request block

There is limited concurrent access by different dients to the same data
structures. The limited present needs do not require the support of
concurrent access. Possible concurrent access in the future would be to
allow a client to cancel a job before it finishes printing,

Remote storage of entire files is the file server’s only real task, Thus, it is
reasonable that the unit of data access is the file,

How reliability and robustness are implemented will be discussed in the
next section.




4.4 Design and impl=mentation

‘The MAT is wrilten in Turbo Pascal under DOS 3.10. There is no provision
for multitasking with DOS, so the machine will run as a dedicated server.
However, the limitations of DOS (something which other have found
[Morris et al. 1986)), forced this, and not the inherent needs of the MAT or
printer servers in general. One of the purposes of the implementation will
be to examine whether it is necessary for the MAT to be a dedicated
machine. Personal experience with other ron-dedicated servers (viz. an
Apple Macintosh running as a MacServe [Infosphere 1986} server) has
shown that there can be noticeable degradation in service experienced by a
user of a sérver machine, and by users of dients of the server mackine
when the server machine is not dedicated. There are a number of factors
‘which could lead to this, and these faciors together with the experiences of
the MAT will be presented in the next chapter.

The advantage of using Turbo Pascal is that most (99%) of the program is
written in a high level language. Turbo Pascal allows machine code to be
embedded within the program, or for assembler routines to be called as
subroutines. There are restrictions on the size of the Turbo program;
however, this is not a problem in the case of the MAT. A greater
disadvantage is that there are no mutual exdlusion routines (e.g. wait) to
allow separate threads of control to be present, and that modularity is
limited (no facilities for separate compilation).

Logically, the code in figure 4.3 Tepresents the design of the MAT code.
Implementation limitations necessitated changes to this outline.

The MAT's code can be divided into three sections: initialization code, the

main body, and clean-up code. —

The initialization code is responsible for initializing the NE+..:08 and
AppleTalk cards, and registering the name of the MAT on both neiworks,
The Jlean-up code is responsible for undoing this, and ensuring that any
pending network commands are canceled.
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coroutine AppleTalk;
begin

repeat forever
walt for request;
if can service request then
transfer file into memory
place file on linked list in memory fox saving

se
refuse request
end

coroutine PC-net
begin
repeat forewex
wait for request;
if can service regiest then
transfer £ile inuo memory
place file on linked list in memory for saving
else
refuse request

coreutine main_loop
begin
repeat forever
if files in linked 1ist in memory then
for all files in list
perform protocol conssrsion
save file on disk
update list of saved files on disk
print first file in Linked list on disk
delete file printed

Figure 4.3 — Outline of MAT Code

The rest of the code is designed to be interrupt-driven wherever possible.
By this means, the MAT need only be doing work when requested to by
the network cards, and thereby partial concurrency is implemented.

‘The main event loop of the program has two main tasks. It checks to see
whether the MAT has had any files sent to it, and if it has, saves these files
to disk, if necessary doing protocol conversion. Its second task is to print
any files which have been saved. While it is doing this, it may be
interrupted, and the MAT’s interrupt handlers? will perform service for a

2 In fact, when one of the network cards completes a command, and issues an inferript, an
interrupt handler defined by the network card gets called. This routine then calls the
MAT’s routine. There are minor differences in the way the two network cards manage

55




client on one of the networks.

When a request from a client arrives, an interrupt is generated — this may
oceur while the computer is printing arother file, or performing protocol
conversion. The interrupt is serviced to examine the request. If the file is
smaller than the buffer available on the MAT, it is received from fhe client
immedijately. The contents of the file is kept in memory, and the MAT
returns o its previous task. Once that job is finished, the file is transferred
from memory to disk,

If the file is bigger than the buffer available for it on the MAT, the client is
told that the MAT is busy. It must then retransmit its request.

Performing service for a PC-net client

Communication with MAT clients on the PC-net is done using the #C-
network card via NETBIOS. The MAT establishes its name on the card.
Two interrupt handlers are then used to handle requests from PC-clients.
Before they can send requests to the MAT, clients must find its identity and
address. To do this, a packet is broadcast on the network, asking for the
MAT's address. The MAT has issued an asynchronous commarnd which
can receive this type of broadcast datagram. When the card receives the
d the d compl and control is transferred to the MAT-
defined interrupt handler which sends back a response packet to the client.
Control is then returned to the place the MAT was executing when it was
interrupted. There need be no further communication between the MAT
and the client: the client could have been a utility searching for devices on
the network.

Once a client has the server's address, if it wishes to print a file, it sends a
datagram to the MAT with details of the service wanted (e.g. file name,
length, printer wanted) — this is the request block shown in Figure 4.2.
Again, the MAT has a pending command ready to receive this datagram. It
completes when the datagram arrives, invoking another interrupt handler.
This examines the request to see whether it can provide the service
requested. If it cannot, the client is 5o inf d, and the ication is
broken off. A typical reason for this happening is that the MAT's buffer is

this.
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client on one of the networks,

When a request from a client artives, an interrupt is generated — this may
oceur while the computer is printing another file, or performing protocol
conversion. The interrupt is serviced to examine the request. If the file is
smaller than the buffer available on the MAT, it is received from the client
immediately. The contents of the file is kept in memory, and the MAT
returns to its previous task. Ornce that job is finished, the filc is transferred
from memory to disk.

If the file is bigger than the buffer available for it on the MAT, the client is
told that the MAT is busy. It must then retransmit its request.

Performing service for a PC-net client

Communication with MAT clients on the PC-net is dore using the PC-
network card via NETBIUS. The MAT establishes its name on the card.
Two interrupt handlers are then used to handle requests from PC-clients.
Before they can send requests to the MAT, clients must f¥nd its identity and
address. To do this, a packet is broadceast on the network, asking for the
MAT's address. The MAT has issued an asynchronous command which
can receive this type of broadcast datagram. When the card receives the
d the d compl and control is transferred {o the MAT-
defired interrupt handler which sends back a response packet to the client,
Control is then returned to the place the MAT was executing when it was
interrupted. There need be no further communication between the MAT
and the client: the client could have been a utility searching for devices on
the network.

Once a client has the server's adduress, if it wishes to print a file, it sends a
datagram to the MAT with details of the service wanted (2.g. file name,
length, printer wanted) — this is the request block shown in Figure 4.2.
Again, the MAT has a pending command ready to receive this datagram. It

ipletes when the datagram arrives, invoking another interrupt handler.
This examines the request to see whethar it can provide the service
requested. If it cannot, the client is so | d, and the

broken off. A typical reason for this happening is that the MAT’s buffer is
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full.

There are two approaches to fulfilling a clie; ¥s requests in these cir-
cuinstances. The one is to keep a record of the request, and when the
MAT's resources are available, meet the request. The MAT — for reasons
of simplicity — just informs the client why the request cannot be met, The
client could then decide for itself whether transmitting the request again in
a few seconds might be fruitful. Note that this could happen at the client
code layer, and the user rited only notice 2 few seconds of delay before the
service requested is provided.

On the other hand,’if the MAT can honour tite request, a session is
immediately opened, and the file is transferred across the network direcly
into memory, The request is placed in a linked list of files which have been
received. This linked list is ordered on a first come-first serve basis, but a
priotity scheme could easily be implemented here, The file cannot be saved
irimediately because all of this is done within an interrupt handler, and so
no 1/0 is allowad3, The interrupt handler then completes by closing the
session, and issuing another asynchronons command to receive future
request datagrams.

Performing service on the AppleTalk

The major difference between the rouvtines to handle the clients on the
AppleTalk, and the routines already discussed is that interrupt handlers
can only be used in a limited way. As already noted, the MAT's “interrupt
ke Jler’ is not called directly when the AppleTalk card issues an interrupt,
but is called from an interrupt handler defined by the AppleTalk card. This
interrupt handler uses its own stack which it places adjacent to the heap.
Thus, the MAT's ‘interrupt handler’ routing cannot call any proce
because then the stack would run into the heap. With the limits of the
development environment, this meant that interrupt driven mechanism
could not be used to the same extent as with the NETBIOS card. This and
other problems of the develop envi are di; d in greater
detail In chapter 5.

The use of interrupts is simulated in the following way. A state variable

34 limitation of DOS,
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keeps track of what state the MAT is in in relation to receiving a file on the
AppleTalk network. On each iteration of the main event loop, the
condition of the state variable is tested, and appropriate actions taken.
Figure 4.4 illustrates how it is used. States inside the main event loop are
checked there explicitly because interrupts cannot be used to test the state
implicitly. (One of the implications of this strategy is that the MAT cannot

service an AppleTalk request while it is performing another service such as
prinuing another file,)

starting

Tequest

&an henour
raques)

[ performed inthe main avent loop .

porformed outside the main -
avant kop .

Notas.

starllng: prepares Macbridge card te raceive request

Ilstening: MAT polls for requast,

responding: MAT chocks to see whethar it can maat requast,

getting: the flle ia transterrad [n packets to the MAT. When the
command 1o racelve the last packet is issued, the MAT goes ta
tha 'looping’ state.

looping: MAT walts for the last packet to be iranslarred

Figure 4.4 — Servicing the AppleTalk clients
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Raticnale for decisions for both networks
The

ptions behind these decisions are:

(1) The usual cycle of operation is idle-receive-print-idle-receive-print...

{9 The server is able to deal with most requests that it receives while
printing a file. Tt does not-seem unreasonable ¢ reserve up to. 128K of
memory on & 1M machine for this purpose. Most files will be smaller than
this, and the MAT should be able t hold a couple of files while printing.
In this implementation, the MAT reserves a 32K buffer for this purpose.
Extending this to a larger size, within the limi* of 64K which Turbo Pascal
places on the data segmeny, is straightforward.

(3)  To provide the best service on average, a client should not be made
to wait for a long time. On average, most files will be small, and therefore
can be placed in memory immediately.

(4)  Interrupt service providers cannot do any I/O. This is a limitation of
the BIOS (Basic Input Qutput System). Thus, interrupts must either defer
performing service to a routine not within the scope of the interrupt
handier, or not perform any 1/O, keeping data in memory. There seems to
be no easy way to get around this.

) " All files will be handled on a FIFO basis. However, it should not be
difficult to extend this to print files on a priority basis — priorities could
either be explicit or implicit

(6)  To simulate multitasking by providing a quantum of tim.: for gach
task wmch Tust be performed is not desirable. In effect, this would be

g functi (scheduling and di hing) which should be
provxded by the operating system Unless it is done properly (including
programming at a very low level), there is little to suggest that this would
lead to good performance, It would lead to messy programming. This
consideration outweighs the fact that in the present solution, the CPW ki may
be idle some of the time when work needs to be done.

{7} To reduce network contention, and make bstter use o. -4
data transfers should be done as quickly as possible. This mean. .40




Rationale for decisions for both networks

The assumptions behind these decisions are:
(1) The usual cycle of operation is idle-reccive-print-idle-receive-print...

(2)  The server is able to deal with most requests that it receives while
printing a file. It does not seem unreasonable to reserve up to 128K of
memory on a 1M machine for this plirpose, Most files will be smaller than
this, and the MAT should be able to hold a couple of files while printing.
In this implementation, the MAT reserves a 32K buffer for this purpose.
Extending this to a larger size, within the limit of 64K which Turbo Pascal
places on the data segment, is straightforward.

{3)  To provide the best service on average, a client should not be made
to wait for a long time. On average, most files will be small, and therefore
can be placed in memory immediately.

{4} Interrupt service providers cannot do any I/Q. This is a limitation of
the BIOS (Basic Input Output System). Thus, interrupts must either defer
performing service to a routine not within the scope of the iaterrupt
handler, or not perform any 1/0, keeping data in memory. There seems to
be no easy way to get around this.

1] " Al files will be handled on a FIFO basis. However, it should not be
difficult to extend this to print files on a priority bag s «— priorities could
either be explicit or implicit

{6) To simul Hitasking by providing a quantum of time for each
task which must be performed is not desirable. In effeck this would be
performing functions (scheduling and dispatching) whech should be
provided by the operating system. Unless it is done propésly {including
programming at a very low level), there is little to suggest that this would
lead to good performance. It would lead to messy programming. This
consideration outweighs the fact that in the present solution, the CPU may
be idle some of the ime when work needs to be done.

(") To reduce network contention, and make better use of CPU time,
data transfers should be done as quickly as possible. This means that no
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protocol conversion should be done on the fly. The procedure must be; do
any necessary conversion on the whole file in the client and then do data
transfer, or do the data transfer and then perfdrm protocol conversion on
whole file on the server,

(8)  The system should be flexible so that eithed,of the above approaches
can be done. The file must be mpanied by state i ion like the
format the file is in, and what printer it is going into. ‘This means that files
can either be stored in the universal format (Pggtscript), or thé format of
the printer it is going to. This will mean that ne umecessary tranglation
needs be done. )\

To summarize, figure 4.5 shows a typival transaction betwee*.? a client on
the PC-network and the MAT. .

Protocel conversion sy

The MAT is designed to stor files in the form xf\ey will be printed,
or in PostScript format. A file undergoes . wuc6] conversion if it is
received in the format in which it will be printed.

An important decision to be made is whether proto&.vl conversion should
take place or the MAT or on the client. The advantage of it happening on
the MAT is that the client is relieved of this, reducing the complexity of the
client and the resources ne¢ i~} to use the MAT, and increasing flexibility.
1t does mean that the MAT .4 become more camplex, but this is a small
price to pay as the resources and complexity only need to be dealt with
once — on the MAT -— instead of every possible client. 4 more serious
disadvantage is that the protocol conversion requires vaely more
processing than other parts of the MAT's operationt. Althtiagh, with the
use of interrupts, other types of processing can be overlppud with the
protocol conversion, the MAT's throughput will degradz it heavy — or
even modest —- loads; the MAT’s ability to operate &g : xian-ledicated
machine will also be impacted.

45ee chapter 5, figure 5.1
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clients widch can afford to have the appropriate protocol converters
should be encouraged to do so; if they do not wish to use them (either
Dbecause of their need to improve performance or because of shortage of
disk space), the MAT can provide the facility, which if not used often will
not degrade performance.

The current version of the MAT only does protocol conversion from an
ASCII file with carriage return and line feed characters to PostScript.
Integrating new protocol converters is easy. Stubs have been written, and
the extensions are easily intograted.

The ASCII to PostSeript converier produces a PostScript program. The
converter keeps the text lines as the user enters them. No justification is
done. The algarithm is:

Move to the top of the page
while not end of flle
print the next line
move to the next line

if end of page, print page & go to top of new page

end;

Chapter 5 presents alternative strategies for protocol conversion. These
decisions Influence where processing takes place (on the LaserWrit:r or on
the MAT), and flexibility available to a client,

The above di ion refers to appli layer p conversion.
However, there was also a p ion layer protocol ion problem
encountered. The different byte-ordering app used by tha diffe
Frocessors causes the problem. The MC68000 stores integeis (two bytes) in
the high byte-low byte format. The Intel 8086 family stores integers (two
bytes) in the low byte-high byte format. The request block which is sent to
the MAT from both the AppleTalk clients and the PC-net clients includes
an integer field stating the length of the file to be printed.

The solution adopted uses the MAT's definition of the request block as the
definitive one: the virtual file description, Thus, clients must send the MAT
the request block in the byte order which the MAT expects. This was fairly
straightforward to implement in the case of the MAT. Any byte swapping
is done on the clients, and the MAT is not even aware of the problem. The
solution seems satisfactory and could be applied to new clients-for this




reason, the issue is not discussed again.

Reliability and Robustness
There are four factors for the MAT to be reliable, (These were first
mentioned in section 4.2).

@  If a file is sent to it, the file must be safely stored on disk: A client
cannot be guaranteed that once a file has been transferred to the MAT that
either the file will b# prisited, or the client informed that it could not print
the file. No provision is made for reliability before the file is saved. If the
MAT crashes before the file is saved, all record of the file is lost. The main
reason for this is that I/O cannot be performed in an interrupt handler. No
provision is made for problems like the disk being damaged, or a file being
corrupted.

(®)  Once a file is saved on disk, it must be printed: Once the file has
been saved, the MAT will print it, even if the MAT crashes, A list of files to
be printed is kept on disk. When starting (or restarting), the MAT checks
this file to see if there are any files to be printed.

In due course, the file will be printed if the prinﬁ:'\g protocols work
and the printers are on-line. Clients are not informed if the file fails to
print.

©  If a file is printed, it should be deleted from the disk: A file is
deleted when it has completed printing. If, for some reason, the MAT
always crashes once the file has printed, but before it is deleted from the
disk, on restarting the MAT will start printing the file again.

(d) A file shonld only be printed once: If the event described in (c)
occurs, then the file will be printed more than once. This is what was
meant by the requirements of (b), (¢) and (d) being in condlict: a file may be
printed more than once — violating (c) and (d) — to ensure that it has
printed.

There is only limited feedback to the dient. When the client first requests
service, it is informed whether the service can be met or not. If it can be, it
transfers the file across to the MAT. If this transfer is successful, this is the
last communication between the client and the MAT. The main




justification of this is ease of implementation. In addition, the MAT cannot
be sure that the user who sent the file will still be there after this time.

Rebustness is accomplished by using time-out values, and instead of using
sy! ds, using h [: ds with a loop
i diately after the d waiting for it to complete. This allows
increased flexibility.

Another ssue is ensuritig that the MAT and its clients are synchronized.
For example, a client sending the MAT a datagram when the MAT had not
issued a command to receive a datagram could lead to problems — the
client could mistake this for the situation where the MAT was dead. A
typical situation where this happens is where one side of the
communicating parties first requests some service from a user, and then
must issue another command to receive the recuest, as in.

MAT

issue send datagram asking for data

issue receive datagram command for data

Client

issue receive datagram to wait for request
while request is pending do {nothing);
send datagram with data

The correctness of the above depends on the implementation of the receive
and send datagram commands. For example, a send datagram command.
may fall if 2 receive datagram command has not been issued by the other
communicating party, or the send datagram may be queued at the
receiving end until a receive command is issued.

The approach the MAT takes is to issue a receive datagram command for
the data requested before sending the datagram requesting the data, as in:~




justification of this is ease of implementation, In addition, the MAT cannot
be sure that the user who sent the file will still be there after this time.

Robustness is accomplished by using time-out values, and instead of using
h using asy: ds with a loop X
diately after the d waiting for it to complete. This allows ™
increased flexibili v

Another issue is ensuring that the MAT and its clients are synchronized.
For example, a client sending the MAT'a datagram wher! the MAT had not
issued a command to receive a datagram could lead to problems —- the
client could mistake this for the situation where the MAT was dead. A
typical situation where this happens is. where one side of the
communicating parties first requests some service from a user, and then
must issue another command to receive the request, as in

MAT

issue send datagram asking for data

isswe receive datagram command for data

Client

issue receive datagram to wait for request
while request is pending do {nothing}; 4
send datagram with data

The correctness of the abov: . «'pends on the implementation of the receive
and send d ds. For ple, a send datagram command
may fail if a receive dategram command has not beenissued by the otler
communicating party, or the setied dalagram may be queued at the

recetving end until a receive command is issued.

The approach the MAT takes is to issue a receive datagram hommand for
the data requested before sending the datagram requesting the data, as in:-




MAT

issue receive datagram command for data
issue send datagram asking for the data

Another mechanism used to avoid timing problems is to prepare all
[: ication d wh possible. The clients of the MAT, for
example, read the file that they want t send to the MAT from disk into
memory before asking for service. This also has the advantage that the
total time spent by the MAT communicating with a client js shortened.
This is even more important if the client is doing protocol conversion.

4.5 Summary

To summarize, the MAT is a node on two networks, the AppleTalk
network and the IBM PC-net. It has the capability to print files sent to it to
two printers, a dot-matrix printer which is attached directly to it (a printer
on the PC-network), and to an Apple LaserWriter which it communjcates
with via the AppleTalk network.

This chapter describes the hardware components of the system, and its
requirements. It then looks at issues which arose in the design and
implementation phase. The main focus of the chapter is on the discussion
of the MAT as a printer server. However a number of problems arose in
the design and implementation. Several of these problems reflect problems
or issues in distributed systems or printer servers more generally,
including

. problems with the language and system

. attempts to improve performance: protocol conversion and
exploiting concurrency

. what level of reliability and robustness to aim for and how to
achieve it

. the role of {he printer server

Ll




5. Assessment

This chapter assesses the MAT in three ways. It assesses the MAT as a
printer server fan end in itself), as an example of a distributed system (as a
tool to explore distributed systems), and thirdly in the light of the above, it
examines what changes and extensions can be made to the MAT both as a
printer server and as a tool for examining distributed systems,

5.1 A t of desi derici

Development Environment

The choice of hard perating system and language must be azsessed
As far as the hardware is concerned, the AT or XT with the Macbridge card
had to play a'central role. 1..¢ MAT could have been an Apple Macintosh,
with the XT or AT acting as a bridge, merely transferring files between the
two networks, but the more Jogical choice was for the AT or XT which was

the bridge to play this role.

The choice of operating system and language for the MAT was an
important one. It was a decision which had major ramifications for the
design, implementation, reliability and performance of the system. Other
research in distributed systems has also found the system environment to
be important in this regard (Brown 1985; Fry 1987; Morris et al, 1986].

There was not much freedom when choosing DOS as the operating system
with which to implement the system — it was the only operating system

ilable in the dep at the time, I di obvious was DOS's
fagk of multiprocessing facilities. This means that without considerable
efifort, including writing low level routines to interact with DOS and over-
come some of its problems, the MAT would have to be a dedicated server.
‘This makes direct measurement of the effect of the operation of the MAT
on other tasks impossible, Not being able to do I/O within an interrupt
handler was also a major limitation,

After initiz] experd ion within Turbo Pascal was chosen
for the reasons explained in chapter 4. There were serious drawbacks to
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using Turbo Pascal besides the ones mentioned earlier. The use of inline
machine code is limited when Turbo Pascal runs under DOS.

Individually, all these problems may not seem so serious. Together with
some of the quirks of the network card, they make a formidable obstacle to
clean programming, simple design and, in some cases, implementation of
desired features,

One aspect of this is mentioned in detail as an example to show that some
of the limitations of the MAT are caused by a poor environment, and not
by the design. Nor are the limitations inherent limitations of printer
servers.

‘When it program defined interrupt occurs, and conirol gets transferred to a
program-defined interrupt handler, the DS register no longer necessarily
points to the global variables, This can be overcome, if slightly messily. The
interrupt handler can then call other routines. Unfortunately, this does not
work with interrupts caused by the AppleTalk card, because of the way
the AppleTalk card manages its stack!, Given the other limitations, this
makes a design decision to use interrupts as much as possible difficult to
implement.

In the light of this, if the MAT were to be reimplemented, languages which
support synchronization or concurrency and have better support for low-
level access such as Modula-2, Ada or C should be considered. The use of
another operating system (like UNIX) would also be an improvement.

Limitation of file size

The MAT limited the size of files to be printed to 16K. This is an
unsatisfactory limit as many documents exceed this size. The timit was
placed at an early stage of the program development for a technical reason
for simplicity. However, allowing files to be longer would be a straight-
forward development, For this reason, the restriction on the size of the file
does not impinge on the generality of the MAT.

15ee chapter 4 for a detailed explanation
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5.2 Synchronization and interprocess
communication

There are two issues of concern here: the implementation of concurrency

within a program, and communication between the MAT program and its

clients, The mutual exclusion and synchronization probl are related,

and 5o are discussed together.

The approach of using interrupt handlers to do much of the work of the
MAT means that there is partial concurrency within the program. For
example, if the MAT is saving a file from memory to disk while doing
some protocol ¢ ion, and a client req! service, an interrupt
handler could bring the file into memory at a critical time when both the
interrupt handler and the routine being interrupted are accessing the same
data structures, Without proper synchronization primitives (iil.e wait and
signal), supporting mutual exclusion, either the solution adopted will be
incorrect, or a client may be refused service when the MAT s, in fact, able
to provide service.

In ing whether allowing this partial ¢ is worthwhile, it is
necessary to remember that the greatest motivation for the use of the
interrupt handlers was efficiency both in terms of throughput, and ap-
parent execution time for users. The breakdown of execution time is
presented in figures 5.1 and 5.2.

The time which the client experiences is the time for the file transfer— less
than one second in the case of PC-net clients, and about 20s in the case of
AppleTalk clients. From the user point of view, the decision to use
interrupts to provide partial concurrency is well-justified. For clients on the
PC-net, it would be extremely undesirable to have to wait for other jobs to
complete before getting service, as the MAT spends at most 2.5% of the
time taken to process a job on the file transfer. Even in the case of
AppleTalk clients, the proportion of time spent (£20%) on the file transfer
phase would well justify the interrupt-driven approach if this were
possible. At present, a client might have to wali for a printing job to
complete (which for an 11K file takes about 86s to do).
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Printing to the LaserWriter?

Activity PC-netclient ' AppleTaik client
File transfer to MAT <08* (LN
Saving to disk 164 184
Protocol translation 56 56
MAT transfer to LaserWriter 85" 85 *
Wait for acknowledgement N 9*

al 017 175 +

LaserWriter busy for 958* 958%
Note: These figures represent average times printing of an 11K file to the Apple
LaserWriter in Times-Roman 12pt. All figures in seconds.

Figute 5.1

Printing to the Proprinter

Activity PC-net client AppleTalk client
File transfer to MAT <08° 19 °
Saving to disk. 1.64 1.64
MAT transfer to Proprinter i 78"
Total 80 * 9 *
Proprinter busy for 0s * 1408 *

Note: These figures represent average times printing of an 11K file to the IBM Proprinter.
All figures in seconds.

Figure 5.2

Performance is likely to be improved in other ways by the approach. By
servicing jobs immediately a request for service is made, the MAT is likely
to reduce the average tinie spent servicing each request. For example, in
the case of AppleTalk clients which request service from the MAT while it
is busy with some other task like printing, the client keeps polling the
MAT until the MAT is free. This increases the load on the network and
may also reduce throughput in that there may be a gap between the MAT
becoming free and the client discovering the MAT is free.

TFrom the point of view of simplicity of design, the use of the interrupt
mechanism is much better than using a polling mechanism. The technical
limitations of DOS and Turbo do make the implementation of interrupts

2In this and all other results shown, the following applies, The times marked * were imed
with a stop-watch, all other times were timed by the internal clock uf the MAT, The same
file is uped in all measurements unless otherwise stated, All files contain only printable

d the carri; hi All were

an 't an T
taken when the MAT and its cliznt were the only entities on the networks,
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slightly tricky, Howev:-~ the use of the stafe variable for the
communication on the Appls™ "% showed that interrupts are better to use
because once they are working, it Is far easier to understand the logic of the
program. Programining and malhtaining are easier. The MICROLAN
System [Fry 1987), operating with similar system limitations ({CP/M) as the
MAT, also used an interrupt driven approach,

The general problem of sy izing distributed is known as a
difficult one. The communication betweert the MAT and its clients does not
need a high degree of synchronization. The method outlined in the
previous chapter seems generally satisfactory, However, the protocol has
not been rigorously tested. With proper language support, this would be

easier,

5.3 PostScript )

The type of Postscript file generated by the protocol converter is
significant. In sending a text-only file to the printer, there are different
strategies which can be adopted for protocol conversion. Different
strategies give PostScript files of different sizes which take different times
to run. Appendix D considers three strategies — called B, C and P — in
detail.

The main difference between these strategies is the division of work
between the MAT and the LaserWriter. For example, in strategy B, the
MAT would produce PostSeript code which consists of a line of code
printing a line of text, followed by a line of code instructing the printer
where the next line is to be printed. This is repeated for each line of text.

Under strategy C — the strategy adopted by the MAT — the code pro-
duced consists of: the definition of a dure which when d
calculates where the next line of text should be printed; and for each line of
text a line of code which prints the line of text and lnvokes the procedure
to calculate where the next line should go.

Strategy P produces a PostScript program which has the text imbedded in

itas data.
For any file which has more than 250 characters, method C will be more
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efficient in terms of disk space used, and amount of network traffic than “ i
method B. For files larger than 3K, the saving will be between 18 and 20%. L
These figures are also conservative figures; they relate to pages which are 1

full of text. Where there is more white space, the savings will be greater, as

the ratio of overhead to text will increase. ! ¥

As far as space is concerned, strategy P only betters the efficiency of B for
files which are larger than 12K, although the Jarger the file gets, the greater
the saving over B and C.

‘The advantage of off-loadi1:g work to the LaserWriter is that for large files
there is saving in space; Unless a proper PostScript implementation is done ‘f
on the MAT, the MAT is not going to be able to offer the full range of
facilities which users will need. For example, justification and kerning? can. 5
only be done properly using PostSeript features. On the other hand there is
a price to be paid in performance. Section 5.5 examines the effect of
different strategies on performance.

For the task of the MAT, PostScript proved powerful and versatile. Tts use 2 o
of escape sequences is annoying (some characters can not be referenced
directly, but have to be referenced using their octal code), but this is not a
serious flaw. Comparing the time taken by the LaserWriter {a PostScript
implementation) and the Proprinter (a dot-matrix printer) presented in
figures 5.1 and 5.2 shows that PostScript implementations can be slow. In
this case, the Px ipt imp ion is approximately as fast as the dot-
matrix printer {in fact, the Proprinter needs 78s before the MAT can
continue processing, and the LaserWriter 85s).

The experience of the MAT is not sufficient to make a ji
PostSeript's uge as 2 general page description languag:
general and powerful: what needs to be assessed are questions of
performance, and ease of use (by humans and applications), and
translation between PostScript and other printer protocols,

on

PostScript is g

3In many fonts, the space batween characters is not constant, but depends on the char-
acters concerned. Kerning is the process by which the cori.  inter-character space is left
between letters.

.
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5.4 Reliabilii and Robustness

There are several aspec’s to reliability and robustness in the MAT which
will be assessed separately. The MAT is not completely reliable, some of the
problems being inherent in the (asign of the MAT, and others in the im-
plementation.

Errors in the network

All communication between the MAT and its clients is highly reliable, that
is, if the data reaches its destination, it has not been corrupted. Some of the
communication is done using even more reliable protocols. The inherent
reliability of local-area networks makes transient errors in the network ex-
tremely unlikely. Should packets of data be lost, the MAT would interpret
this as a client erashing. ,

Failure of a client

If a client fails, then for the MAT to operate reliably and robustly, it must
ensure that the failure of the client will not cause the effective loss of some
resource (like memory or disk space). The current implementation of the
MAT is robust and reliable in this case. Depending on the circumstancy, the
MAT will either deal cleanly with che problem, or print a junk file: space is
reserved for the data from the client, even if the client fails, the printing
pracedure still prints out the contents of this reserved buffer.

The problem of printing a junk file is to some extent caused by the short-
coming of the Macbridge card (having to simulate interrupts). Neverthe-
less, an algorithm to ensure that it does not happen could be implemented
with some cost to the und dability of the prog Far more
important is whether the MAT is robust: the MAT should not fail because
a client fails, Experience with the MAT shows (hat it is robust. Figure 4.4
shows a state diagram for the MAT’s interaction with its AppleTalk clients,
and figure 5.3 shows a similar diagram for the interactions between the
MAT and its clients on the PC-net. These charts illustrate how the MAT is
safe ageinst its clients crashing, A more rigorous analysis would be
necessary to prove that the MAT is robust. Furthermore, the experience of
using the MAT has been gained in an experimental environment where it
is difficult to duplicate ‘typical’ user use of the MAT,




Transition diagram for servicing request on
twork

main event locp
request
efused

raquast
from clleat

.

sesslon
open falis

start session

sesglor
complete

Session
opened

data
transfer

Figure 5.3 — state diagram for MAT

An inherent lack of reliability is caused by the design decision to use an
interrupt handler as the process whici, transfers a file from the netwaork
into memory. If the machine should crash (say the power was switched
off) before the file is saved to disk, the file would be lost, and there would
also be no way of informing a client that this had happened. Given the
ints of the envi this is acceptable. More importantly, the
time in whick the MAT is vulnerable to this sort of failure is relatively
small, The type of use that the MAT is subject to would not warrant the
complete change in design which would be necessary to obviate this risk.

Once the MAT has saved a file to disk, then the file will be printed, even if
the MAT crashes. A list of files still to be printed is saved on disk. On
starting, the MAT checks this list to see whether any files are still to be
priated. This feature also allows the MAT to be brought down cleanly —a
user on the MAT machine could stop the MAT program, and then use the
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MAT machine for some other purpose. When the MAT program is
resterted, files previously enqueued for printing will be printed. A
corollary of this is that all files enqueued will be erased eventually,
meeting another requirement for relfability.

Failure of a printer

A printer not working also causes unreliabiiity, as printers often do not
inform their users if something goes wrong. The MAT does not introduce
this problem; it is there already (an IBM PC will report that it has printed a
file, even if no printer is attached to it). Therefore, this does not affect the
MAT’s measure as a reliable system. One aspect where the MAT is
occasionall liable is that it imes fails to print a file destined for
the LaserWriter. The probable cause of this is that the Printer Access
Protocols are not being used properly by the MAT. As there is no
documentation for the use of these protocols with the Apple LaserWriter,
this is to be expected. The MAT is however robust in these circumstances,
and ti1i6s out after a suitable interval.

5.5 Performance

Some of the discussion in this chapter has already had a relationship to the
question of performance. A highly reliable system may lose some petfor-
mance to attain a high level of reliability. In this section these factors will
be examined again. There are a number of criteria for assessing a
distributed system’s performance. The ones which are discussed here are:

. network performance
. Tesponse ime

. throughput

. use of resources

In chapter 3, the factors which network performance is most sensitive to
were stated as: speed of the host and remote machine, level of high-level
protocols, choice of transport layer protocols, and fina’ly speed of the
network [Lantz et al. 1985].

The load on the network is important for several reasons. Under heavy
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loads, the use of the network will become a bottleneck (colliaivi-sense
multiple access protocols on buses are known not to be the most suitable
ones at high-load [Stallings 1984}). For the type of network traffic which
MAT-transactions generate, the number of bytes transferred is only
affected significantly by the format of the file — other protocol information
is a smail proportion of total data sent (tess than 106 bytes). The previous
discussion of PostScript has shown how sensitive the length of a file to its
format can be. (Note that even before this stage an important decision has
been made — the d\exacters are transferred to the printer rather than their
bit-map rep How i ion Jike this is itted is very
important [Lantz and Nowicki 1984].)

‘What are the trade-offs as far as performance is concerned? To a large
extent, this will depend on what a typical MAT transaction is.

If the LaserWriter becomes a bottleneck, then increasing the load on the
LaserWriter by offloading processing to it may become counterproductive.
The time saved on protocol conversion on the MAT, and any savings in
network traffic will be lost by the MAT's throughput dropping, and
increased network traffic caused by other clients having to retransmit
requests. On the other hand, if there are a few, big files being sent to the
LaserWriter, then the MAT may do well to offload all processing to the
LaserWriter.

‘The MAT's strategy is a compromise one — network traffic and disk space
is saved at the cost of the LaserWriter being forced to do more processing.

There are two times relevant to users. The time that the client program
takes to send the file to the MAT, and the time that a job takes to print.
ng a file across th k takes a few seconds. The ime that a user
could be sig ly i d if the rlient instead of the
MAT was to perform protocol conversion.

One of the important § 1al bottlenecks affecting the p ofa

computer is the I/0 speed. The MAT performs 1/0 when it saves files to

disk after performing protocol conversiot;, and when it retrieves files for

printing, I/O speed is very sensitivc io the size of the I/O buffer. Figure 5.4

shows the effect of changing the size of the I/O buffer on time taken for

1/0. Reserving 4K for this buffer to improve performznce by almost an
75

ISl 7. ol




order of magnitude is clearly worthwhile.

Figure 5.4 — Saving 11K to disk on an IBM AT.

Buffer size lbyte 255byte 4K
Saving file(s) 13" 2.25% 1.64

Performance does not just depend on raw processor speed, but other
factors such as memory avail and i use of ies like
caching and buffering [Lampson 1983]. One exampie of this can be seen in
the effect of caching on the LaserWriter. Some of. the font faces on the
LaserWriter are permanently stored in ROM (for example Times-Roman
12pt). Other fonts are only defined in one point size, and the LaserWriter
has to calculate the other sizes. A further factor in the operation of the
LaserWriter is that the LaserWriter caches the description of letters as it
prints them,

‘When the LaserWriter, after having been switched on, first prints an 11K
file in Times-Roman 12pt it takes about 112s to print, dropping to 95s the
second and subsequent times the same file geis printed, The corresponding
figures for Times-Roman 11pt are 138s and 10is% As an 11pt document
requires less work to print as it is smaller than a 12pt document, the use
here of caching shows that significant improvements can be made with this
strategy.

1 1 .

The choice of transport p is Different p are
used for icating across the di networks. While this means
that a different design has to be used for the routines responsible for the
file transfer in the MAT, it does have the advantage of increased flexibility,
allowing each network to use the most appropriate protocols, and allowing
changes to occur where necessary. The use of different protocols also
shows how important the performance of transport protocols can be (see
also [Waison and Mamrak 1987)).

I'wo transport protocols are used on the PC-net. Datagrams are used to
find the identity of the MAT, and to request service from the MAT. When
the MAT accepts a request, a session is set up between the MAT and the

#These fiFures tepresent the time it takes for the file to print, rather than the time that the
MAT waits for the LaserWriter to inform it that it can start with another job. -
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client, This session allows any number of send and receive commands to
be issued between the MAT and client. Each send and recefve command
can transfer up to 64K of data. The experience of the MAT has shown that
these are the appropriate protocols to use.

The AppleTalk Name Binding Protocol is used to find the identity of the
MAT. 1t is much slower than using the broadcast mechanism that is used
on the PC-net. For the request and the data transfer, the AppleTalk
Transaction Protocol is used. Back ion is capable of

about 4K of data: There seems to be a fixed overhead of approximately 65
for each transaction, with a slight variation depending on the lengt.i of the
file, For the type of traffic which the MAT is used, these protocols are
inefficient because of the length of time it takes to set up a transaction. A
future implementation of the MAT should investigate defining an
‘AppleMat’ protocol built on lower-level AppleTalk protocols.

While the file transfer phase of the MAT takes much longer for clients on
the AppleTalk than clients on the PC-net, the networks’ bandwidths do not
seem signifi in this. The App is a sfow network for a localzarea
network, running at approximately 230Kbits.s"1. But even this means that a
file of 11K could be transferred in under a half a second using maxdmum
network bandwidth. In practice a file transfer of a 4K file takes longer than
6s.

Figure 5.1 shows that for the PC-net clients, file iransfer and saving to disk
takes about 2.2s. The file transfer program supplied with the Macbridge
performs the iransfer of an 11K file between an IBM AT and the Apple
Macintosh in approxi ly 3.55 (including the time for disk access). This
compares well with the 225 needed for the MAT's PC-clients. Using
exactly the sarw: hardware, about 20s is needed to transfer an 11X file from
one of the MAT's AppleTalk clients, This substantiates other research that
bandwidth, although a factor, is not as important as other factors like level
of communication and choice of transport protocols.

The results quoted in figures 5.1 and 5.2 underlie the small proportion of
time spend on the data transfer phase. Of the time spent in the data
transfer phase, only a small proportion of this time is spent transferring the
data across the network. Improving the level of communication — for
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example, the transport protocol — will be more valuable than improving
the bandwidth of the network, Improving the speed of the processors (the
MAT, the computer which does protocol conversion, and the LaserWriter)
is also more important than improving network speed.

One of the goals of the MAT was to investigate whether such a printer
server needs to be dedicated. The size of the MAT code is about 31K, and
approximately 40K is reserved for data. From this point of view, the MAT
does not have to be running on a dedicated machine. The processing
requirements are more difficult to estimate. The only really processor
intensive part of the MAT operation is the protocol conversion. Most of the
rest of the time, the MAT is waiting for the printer to complete. In a true
multitasking system, this time wordd be available to other tasks, Whether
enough processing time is available for other tasks needs further research,

5.6 The layer.ag of protocois

One of the aims of the ISO-OSI Reference Model is to hide lower level
problems from users of higher-1evel protocols. It has been pointed out that
implementing the full 1ISO-OSI Reference Model can cause performance to
degrade [Tanenbaum and van Renesse 1985). The experience of te MAT
with the different transport protocols shows the positive value of
absiraction and layering.

The NETBIOS session protocols, which were used to transfer files for PC-
clients, allow data of up to 64K in size to be transferred with one send or
receive command. The user designates the buffer where the data is or is to
be placed by passing a pointer to this buffer in the network conirol block.

The AppleTalk Transaction Protocol place a limit of 4K on the amount of
data which may be sent in one transaction. This in itself is a substantial
limitation of the use of the protocol: it is reasonable to assume in the MAT
environment that files will be smaller than 64K; it is unreasonable to
assume that files will be smaller than 4K. Watson and Mamrak [1987]
advocate that an arbitrary limitation on the size of transport packets
should not be made: the transport protocols should take full responsibility
for breaking the packet down into smaller packets for the network layer
protocols.
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However, what is woise is that the AppleTalk Transaction Protocol does
not hide the underlying Datagram Delivery Protocol from users of the
AppleTalk Transaction Protocol. & #11 AppleTalk Transaction Protocol g
packet comprises eight Datagram Delivery Protocol packets. To use the
AppleTalk Transaction Protocol, a user must set up each sub-packet
explicitly, and pass a pointer to each with the network control block. The i
data structures for this is shown in figure Bl in appendix B.

The AppleTalk Transaction Protocol, besides being slow, is unsuitable
therefore because the service it offers is not adequate (the limitation on
packet size), and is difficult to use as it violates the layering principles.
However, it is unfair to write off the AppleTalk Transaction Protocol

; pletely without knowing what its desi and impl thought
L it would be used for.

Ry o ke s

i 5.7 Extensions, Criticisms and Changes 5o
IR Obviously, the MAT has many flaws — some caused by the design, others
o . by its implementation. Som¢ are unavoidable because of hardware and /or
: software limits. These have been discussed already. In this section, what
changes should and could be made to the MAT, and how they could be
made will be discussed, This is useful for examining how flexible a system
the MAT is.

The fundamental limitations of the MAT as a tool to assess distributed
systems and printer servers generally are:
. the MAT is not typical of general distributed systems because it
, does work of a very specific type,

\‘1 . PostSeript was used for a ordy limited range of documents.

On the positive side, the heterogeneity of the environment and the
flexibility of the MAT (to change the way protocol conversion is done, to
use di transport p Is, to use di caching and buffering
strategies) contribute to the MAT's utility as a tool to explore distributed )
systems. :

An important past of any system is the user interface. However, this is not
discussed in depth as it 5 largely a separate issue. For clients, the MAT
should operate transparently: the usual print facility should be used,
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whick cuudd be
the user iz

intgrcepted by MAT softwa . Work needs to be done on
zc¢, particularly on the Macintosh where the prompt driven
approach is very clumsy. However, this is a user interface question: the
MAT provides the basic underlying facilities. Figure 5.5 shows the
dialogue between a user and the PC-net client code.

Entered the printing facility (MAT2.0)
Enter file name: client.pas

Enter filg type:
ASCH, Screen, Pro: L

Enter font:

Times, Helvetica, Symbol, Courier: T
Enter font size: 12

The text in Roman (plain) font is produced by the client program, the text
in italics is typed in by the user

Figure 5.5 — Dialogue between user and client code

One of the requirements catered for in the design, but not implemented,
was informing the user if a file could not be printed. Problems could ocour
at three phases:

. when the file is transferred into memory

. when the file is saved to disk

. when the file is printed or an attempt is made to print it.

At present, the client gets a reply (printed or can’t print) at the first stage.
Are the alternatives better?

In order to receive any message from the MAT, software has to be active
within the client to receive the message. In the present environment, this
would mean that the client would not be able to do anything else until the
file had been printed. For this reason, a reasonable compromise would be
to inform the client if anything goes wrong in the file transfer phase (as is
done now), and also allow the client the option of waiting for 2 confirming
message once the file had been printed, or failed to print. As the identity of
the client is kept with the file’s request block, this could be done without
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major change to the design of the program. Care must be taken that
suitable time-out values are chosen so that the client does not time-out
before the MAT responds, yet does not wait excessively if the MAT dies.

Other work to improve reliability should be done, with a rigorous ex-
amination of the protocols involved.

The functionality of the MAT could be improved. Useful features would be
to aliow a uset to query the print queue, and cancel print jobs. These
features could be integrated into the present system easily. The print
request block has a number of fields which are not used in the present
implementation. At present, the MAT assumes that all requests are for
Pprint jobs. This could be changed by the MAT examining a field in the
print request block. If the request was to cancel a job this could be done
reasonably easily if that particular file was not printiag, By using a global
variable to indicate that a print job should be canceled, fhe print routines
could all be changed so that they poll this variable to see whether the
present print job should be canceled. For a request to examine the print
queue, the names of the files or other information could be sent back to the
client. This feature is available in other systems, for example the printer
spooler on MacServe [Infosphere 1986].

Other issues are are:

. Protocol conversion routines should be writter, and replace the
stubs already there. With more protocols being supported, some files
would undergo more that one protocol conversion: a file in format X to be
printed in format Y, would be translated into PostScript before being saved
on disk. In this case, thought would have to be given to where protocol
conversion should take place. Doing the second protocol conversion on the
fly when printing the file might be an efficient way to overlap processing
and 1/0 time, especially as the printer is the bottleneck, not the MAT or
the network,

. A limitation of printing one copy of a file was made. This is an
unnecessary restriction, The print request block could easily carty the extra
information required, and changing the print routines to print more than
one copy would alse be straightforward,

There are also major changes in design which could be considered. The
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AppleTalk network allows the definition of a user-defined protocol. Nodes
on the network {Macintoshes, and the Macbridge AppleTalk card) support
this with the use of socket listeners, Socket listeners are low-level routines
(written in assembler) which examine packets received on the network to
see whether any packets need to be serviced by any process on that
machine, If service is required, they are examined further, and the
necessary routine is called to do this, All of this is done transparently to
any process or program active on the machine at the time. While this still
does not allow complete concurrency, such an approach would remedy the
problems encountered with the Machridge card.

PRNE G oY g
f

If the MAT program were written in a language which properly supported
concurrency, redesigning the MAT might lead to a cleaner design which
was more maintainable and flexible.

Despite the problems experienced with the Macbridge card, the feasability
of linking different networks to the MAT was shown. Although the
. routines which serve the different networks do manipulate common data
L R structures, with sufficient forethought, this does not create problems. The i
design of the MAT allows integration of cther networks into the system. "

5.8 Summary

This chapter has examined the MAT as a printer server, and as a tool to
examine resource sharing systems. Changes and extensions to the MAT
were also proposec’

Particular problems encountered with the MAT were the limitations
caused by the implementation environment, and the lack of proper

. ynck and mumal ion primitives. Nevertheless, the use of
interrupts has allowed a certain concurrency,
3 o At present, the protocol conversion routines are limited, and more need to N

be written. They can be integrated into the present implementation easily.
Although PostScript has not been tested in depth by the MAT, it is an
acceptable method of page description, as far as its has been used,

The MAT is bly robust, alt} it is not completely reliable. For . ;

8

the type of work that the MAT is doing, the level of reliability is acceptable.

L
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The performance of the MAT is good, and it meets its requirements in this
respect. The memory requirements are small, Printing a file using the MAT
takes less time than printing directly to a printer. This is true both for the
time which the client machine is busy, and the actual time the document
takes to print®. There it no other system which the MAT can be compared
to directly. On the Macintosh, printing a file to a dot-matrix printer is faster
using the MAT then MacServe because MacServe expects the client
machine to do protocol generation, The Macintosh spoolers for the
LaserWriter are relatively unreliable — a factor which militates against
their use, The PC-net's printer spooling program {the software supplied
with the NETBIOS card) has a performance similar to that of the MAT
program. However, the server program has code about 60K in size, and
has memory requirements of about 250K while running,

The impact of PostScript and other protocol conversion needs fuller
assessment. Transport protocols on the AppleTalk are not suitable for the
type of work the MAT is doing, and performance should improve with the
use of appropriate protocols. The results of the MAT have stbstantiated
other work in relation to factors influencing performancs.

Overall, the MAT’s design has proven good. The current implementation
has some flaws, but these could be remedied without major change to the
design. Performance is good, and the MAT — even in its present
implementation - can perform a useful task. The MAT meetls its
requirements of usefulness. The versatility of the design would allow
greater functionality, but, for major changes, a change in development
environment is recommended,

Sprinting the 11K file directly to the LaserWriter from an Apple Macintosh using

MacWrite takes 1555 for the Macintosh to complete and 200s for the LaserWriter to finish
printing the document.
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6. Conclusion

Resource sharing across netwotks and internetworks is feasible, and has
many benefits. This dissertation has been an investigation of how
resources can be shared and an examination of important factors affecting
distributed systems’ design and implementation.

This chapter concludes the dissertation by analysing:

. The implications of the ISO-OSI Reference Model on data
communication and resource sharing,

. Factors affecting the performance and design of distributed systems

. The management of printer resources, and a model for printing
Services

. The needs and requirements of a printing service.

This contributes to an understanding of important issues in distributed
systems and mechanisms for the provision of printing resources.

6.1, The 1SO-OSI Reference Model

The IS0-OSI Reference Model has had a profound effect on the design of
P s for data ication. The principles of layering and abstrac-
tion are very useful in the design and implementation of protocols, while
standardization increases the possibility of achieving communication.
Implementing the full model may be costly as each of the different layers
may require processing [Tanenbaum and van Renesse 1985], while
enforcing one standard may 2lso Jead to ineffick in some ef

[Notkin et al. 1987].

Nevertheless, it is important to recognize the benefits of layering and
standardization [Popescu-Zeletin 1984]. The experience of transport pro-
tocols with the MAT presented in chapter & shows this. Also, the model
may be used for design, and not necessarily implementation [Watson and
Mamrak 1987). Another factor in this is the performance of operating
systems and the support given by the system.
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For internetworking (where the underlying physical media of the networks
zre different), techniques defined by the ISO—OSI Model can be used to
promote the i of di gs There have been a

number of successful internetworks [Quaterman and Hoskins 1986}

Hotever, at the higher levels of the model — where higher-level
information is interchanged — it is not the physical difference between the
underlying communication media which is the cause of the differences in
the system. The focus moves from internetworking to heterogeneity [Cole
1987). There are 2 number of different styles of heterogeneity [Notkin et al
1987]. There is a loose coupling typified by network operating systems
and systems like the MAT. Here, a few services are shared by servers. The
resources shared are still owned and managed by local systems. New
systems can be integrated fairly cheaply.

On the other hand, there are systems like Locus and the V-system which
are tightly coupled A high degree of transparency imposes a
between applications and the system.,

1t is at this level that the ISO-OSI Referénce Model is not complete.
Standards for network and resource management and distributed systemis
generally are now under development [Aschenberger 1986; Hutton 1987;
Roos 1987]. Individual protocols such as file transfer and virtual terminal
vrotocols have been developed, and progress has been made with
directory systems’ standardization {Goodwin and McDonnel 19851
However, it is the standardization of distributed systems as a whole which
is necessary, As will be seen in the discussion on printing services, the
definition of specific p 1

isnot jent for resource sharing,

Standardization of distributed systems is Imyportant for integrating existing
systems. Successful systems like the V-system and Locus cannot be
integrated easily.

‘The present state of the ISO-OS1 Reference Model does not seem to provide
a useful guide for designers of distributed systems. The substructure of the
application layer [Bartoli 1983] viz. user element, specific application
service clement and common application service element, is not used by
designers of distributed systems. A recent text book on the subject [Fortier
1986] only meutions the 1SO-OSI model once. Work repotted in the
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literature only mentions the ISO-OSI model in connection with transport
and lower functions.

6.2, Distributed Systems

In chapter 3, a general assessment of distributed systems was made. This
section examines some of the issues in the light of the experience of the
MAT.

Distributed systems have proved that adequate performance can be
obtained, even in a network and internetwork environment. Experience of
distributed systems — experience which the MAT confirms — is that the
most important factors in the performance of distributed systerns are:

. performance of local and remote computers

© high-level protocols

° transport protocols

M bandwidth

The performance of computers does not just depend on raw processor
speed, but also an I/O speed, availability of memory and secondary
memory, and the intelligent application of strate_:.s such as buffering and
caching. Performance of the operating system and device drivers has a
great impact on other factors. For example, up to 80% of the time spent on
inter-process communication can be taken up by the operating system and
other system work [Watson and Mamrak 1987]. For this reason alone,
operating systems need to be developed to adapt to a networking and
internetworking environment.

Transport protocols affect the performance of systems. It is not just the
performance of transport protocols which is important but their
functionality. The problem which the MAT experienced with the
AppleTalk Transaction Protocol is a more general problem. It has been
argued that transaction protocols should hide implementstion details of
lower-level protocols from session and higher-layer clients. In particular,
the size of network layer packets should be hidden; arbitrary limits on the
size of transport-layer packets should not be made (ibid.]. Full error control
and recovery may not be necessary as higher-level protocols will still have
to cater for errors.
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‘The functionality of transport protocols is also determined by what the
operating system can provide. When a particular system attempts to have
different transport connections at the same time, some sort of concurrency
is necessary: “A transport protocol can provide no more service than the
level of process management allovs” [Cole 1987]. This was seen with the
MAT, On the one hand, the network cards allowed different transaction
connections to be open, on the other the system did niot support the use of
this properly. This could be particularly seen by the limitations which were
imposed on the MAT when it serviced AppleTalk clients.

It is not the intention of this dissertation to say that lower-level protocols
and bandwidth are unimportant. Clearly, they are important. Especially
under high loads, p 15 such as i access p Is and
bandwidth are important. As applications which need high bandwidth
{including those using video signals) grow so will the need for high
‘bandwidth. What this research has shown is that high bandwidth is only
one part of the performance of a distributed system. If the other factors
have poor performance, then increasing the bandwidth is not going to be a
solution.

Another factor in the design and inplementation of distributed systems is
that system and language support are necessary. This was seen in the MAT
and the results of others [Black 1985; Fry 1987; Morris et al. 1986).
Supporting concurrency within a system is especially important, The
importance of this from a performance point of view has already been
pointed out. The experierice of the MAT and others also shows that the
need exists for language support to promote simplicity and correctness in
program design and implementation. One aspect which this dissertation
has not ined at all is lang: for specification of distributed
systems. Examples of such languages are Estelle, Lotos and SDL [Saracco
and Tilanus 1987; Specs Consortium and Bruijning 1987].
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6.3. Printing Services

For the purposes of the MAT, PostScript proved a general and powerful
printer protocol, although more assessment would be needed in a more
general environment. However, even with the specific types of print jobs
with which the MAT was dealing, a number of strategies for protool
translation exist.

In a more general system where there are a number of servers, and a
greater number of printers on the network, greater printing management
needs to take place. PostScript is good at describing in a device
independent way what a document looks like, However, by itself, it does
not provide information which manages the printing resources generally.
The Adobe structuring convention [Adobel985aAdobe 19871
supplements PostScript by structuring a PostScript file in such a way that
the resotirces which a print job needs are explicitly available to other
programs such as printer spoolersl. A description of the Adobe structuring
convention can be found in appendix C. Certain ‘higner-level’ information
such as which fonts a document needs, what resolution the author of the
document expects, what colour paper etc. either need to be known or
assumed by the server which takes responsibility fo~ the job.

The MAT accomplishes this by including some information in the request
block. However for sophisticated documents, this type of strategy will not
by itself be adequate, as in the general case, the meta-information may be
quite substantial. The server executing a job should be able to extract the

eta-inf fon from the d quickly and flexibly ~ something
which use of the structuring convention allows.

Once the server has this information, it should decide which printer the job
should be assigned to: this may be explicitly stated by the user, or decided
by the s~rver on the basis of the resources needed by the job, and the
resources available to the system. For example, a particular network may
have two laser printers, one of which has fonts permanently defined that
the other does not. A server would be able to send jobs which only need

na Posﬁcﬂs)( program some of the requirements of the resources which a print job
needs wre implicitly stated in the code (for example which fonts are needed). However,
this information is not readily available. Furthermore, there are some requirements which
the server needs to know which are not stat2d In the code.
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the common fonts to either printer. Jobs which needed the fonts only
available on the one printer would have to be sent to that printer. (O, in
the case of PostScript printers, if that printer happened to be very busy, it
might be possible to embed the definition of the needed font in the print
job, and send the job to the other printer).

This leads on to the question of the division of responsibility for the work
that a print job needs. This discussion ties together some of the discussion
of previous chapters.

. st the end of section 3.2, the trade-off between a client and the
server performing protocol translation was stated. The printer server
performing this improves the performance of the client, reduces client
complexity and allows greater flexibility. However, under heavy loads the
server may became a bottle-neck.

. In section 5.5, the trade-off between the MAT performing protocol
translation and the LaserWriter performing protocol translation was
stated. Urdess a full implementation of PostScript is available on the MAT,
the LaserWriter will always provide a more flexible service. Generally, the
approach of the LaserWriter performing the protocol translation would
also save disk space and network traffic. However, at present, PostScript
engines are relatively slow. The performance of the LaserWriter is poor
relative to that of the MAT. The optimal solution would depend on the mix
cfjobs in the system.

The experience of the MAT leads one to believe that the spooler-device
controller model {Janson et al. 1983] is not always appropriate. In the
MAT’s system, the MAT acted as spooler and device controller in the case
of the dot-matrix printer, and in the case of the LaserWriter as a spooler
only. The LaserWriter acted as device controiler. However, it should be
recognized that the LaserWriter is itself a server. The LaserWriter in the
systemt was somewhat limited in memory and processor speed, but the
Printer Access Protocols which it tses make the LaserWriter a server: it
takes one job at a time and prints it.

As PostSeript becomes more popular and memory and processor
performance/cost ratios increase device controllers are likely to become
more intelligent. Each device controller may, as in the case of the
LaserWriter, become a printer server with which clierts could
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directly. This the heterogeneity of the system.

A proposed solution is the printing machine model. This printing machine
would act as a client of all the printer servers on the network and act as
device coniroller for ail non-intelligent printers. Clients would interact
directly with the printing machine which would coordinate juds among
servers and printers, The relationship between clients of a printing service,
the printing service and the printer servers is shown in Figure 6,1

‘dumb’
Printlng e
machine 1

Clients

Printing
machine 2

Clients zan access the printers through the printing
machine. In this exanple, thera are two printing machines
{L.e. two different printer services). Printing machine 1 can
glve its clients service from sesver 1, and can also directly
pHint a fite to & printer attached lo it (the MAT looks like
printing machine 1). Printing machine 2 implements an
independent printing servics, and uses servers 1-3 io do
this. In bolh cases the printing machine could he
distributed,

Figure 6.1 — The Printing Machine

System wide 1 of printing would be performed by
the printing machine. The burden of complexity would fall on the printing

1 Ithough for perf or other reasons, either dlients or the
various servers may be encouraged to perform some of the protocol
translation.
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The advantage of the printing machine approach is that inereased
flexibility and performance can be provided to clients, while at the same
time providing the clients a common interface to the printing service. One
of the reasons for this would be improved utilization of printing
equipment system-wide. Another is the use of buffering and caching. By
taking cognizance of the tuct that printers ate becoming more intelligent,
the printing hine would p flexibility. Reliability would be
promoted by the printing machine being able to switch jubs to spare
printers should some printer fail. Printing services could grow
dynamically. The printing hine could be a disti —
operating on a number of computers at the same time.

The printing machine/printer server concept is analogous to the filing
machine/file server concept of the Tripos filing machine [Richardson and
Needham 1983], Another system where different filing systems cani be
implemented on top of the file servers on the network is the Amoeba Fiie
System [Mullender and Tanenbaumri 1985].

Requements for printing services

This di: \pts to specify the requi and needs for printer
services. The printing machine concept is not assumed for any of these
req but it is submitted that because the printing machine

concept takes into account the distributed nature of the printing service, it
suits these requirements and needs better than the spooler-device
controller concept.

- Printing systems need much of the same system and language
support that distributed systems generally need. In particular,
buffering and caching needs to be supported, as well as fast /0.

. Printer protocols must be general, powerful and efficient. Device-
independence in these protocols is extremely important,

. For system-wide management of printing resources, information
about printing jobs needs to be readily available, Preferably, a
higher-level protocol like the Adobe structuring convention should
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be used,

. The semantics of error reporting and the limits of reliability in a
system need to be clearly defined and understood by the users of
the system. An example of the complexity of the problem is as
follows. A user sends a job to the printing machinz, and the printing
machine sends the job to a printer server, Even once the server has
accepted a job, something can go wrong. For reliability, the printing
machine should keep a record of the job until it is informed by the
server that it has completed?, before informing a user that a job has
printed,

. Reporting back to a user is also difficult as when a print job
completes, the service provider cannot be sure that the same human
user is stll at the client machine. In a reliable environment,
reporting back may he an unnecessary complication. Far better
would be to allow a user to query the service provider to find the
status of their job.

° In the case where ultra-high reliability is demanded, there may be
no alternative br cor a printer to be attached directly to a computer.

. Where security is demanded, the operation of the printer service
must be strongly idempotent: an eavesdropper should not be able to
copy the data being transferred across the network, and at a later
stage be able to produce copy by sending this data to the printer. It
is likely in such an environment that cost will not be a factor. But,
providing security is still a general problem3, Users should be
allowed privacy.

2Note that this complication is not introduced by the printing machine concept. A similar
roblem can be observed by printing to a dot-matrix printer with a buffer, At some stage
fore the job completes, the printer fnforms the computer that the job has safely printed,
If the power were to fail immediately after this, the F}b would not finish printing, Some
printer drivers quite happily ‘print’ a'file and Inform a user that the file has ‘printed’ even
if there is no printer attached!
3Consider the MAT's environment, The LaserWriter is used to print exam papers. How
long will it be before students use network monitors to get exam questions? This is
technically possible,
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6.4. Summary

This digsertation has examined how resources may be shared across
heterogeneous networks. The first chapter introduced preliminary
concepts, and justified the area of research, In the second chapter, a
ki 'k for data. ication and resource sharing was described,
as well as the impact of internetworking on protocols. The survey of file
servers, printer servers and distributed systems in chapter 3 showed that
the area of research is a fruitfut one, but that there are many problems and
areas which need to be explored further.

The design and implementation of the MAT — a printer server connecting
two different networks — were described and assessed in chapters 4 and 5.
Many of the general results of distributed systems applied to the MAT.

This chapter has discussed some of the concepts raised in the dissertation
in the context of the MAT, other work and the theoretical framework. It
has clariffed important issties for distributed systems, and has proposed an
extension to the model for printing services.
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Appendix A. NETBIOS

The IBM Network Basic Input-Output System (NETBIOS) {IBM, 1984} is
the interface between an IBM computer (PC, XT or AT), and a network
adapter which is inserted into one of the computer’s slots. The network
adapter is the connection to a network—either a PC-net, or IBM token ring
network,

In the case of the PC-network adapter, the adapter is a card which coniaing
an Intel 80188 microprocessor, a communications controller,
approximately 300K of ROM, 128K of RAM, and other controllers. The
card is capable of direct memory access to the host computer’s memory.
The card’s ROM performs the functions of protocols of the first five layers
of the ISO-OSI Reference Model.

‘The NETBIOS commands are session layer protocol commands. A host

P NETBIOS ds using network control blocks
(NCBs) An NCB is a block (logically, a record) in wemory. An NCB can be
described ag

nch_block = record

command  : byte;

retcode  : byte; [return code}

len : byte; (session numbex}

num ¢+ byte; [numbex of name}

buffer : double word; {pointer to memory}

length ¢ wozd: {length of buffer}

callname : packed arzay[l..16) of byte; (address on network)
name : packed array {1..16) of byte;

=£o,8t0 1 byte; {receive and send time-outa)

post 1 daouble word; {pointex to a procedure)

lana pum : byte; (number of adapter)
omd_dplt  : byter

reserved : packed array[l..14] of byte:
and;
The d field ing 4 number indicating the d which

g
should be executed. The retcode field returns a number inducating whether
the command succeeded, and if not, an error code. The lsn field is used
when a session, or a virtual circuit, is set up between two commumnicating
parties; it contains the local sesslon number, a unique number given to
each open session to identify the session,
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A particular application or user can register a name on the card to identify
itself. When this is done, its name is given a number. In any command
where the application’s name is needed, the num fie'd is given the relevant i
name number, .

The buffer field contains the address of the place in memory where the
data to be transferred are placed, or the area in memory where data are to
e transferred from. fength contains the length of the buffer,

AL

The name of the application o« user being addressed on the network
{usually one on another machine, although the network commands could
theoretically be used by two users on the same machine to comumunicate
with each other) is placed in the callngme field. The name of the
application issuing the command is placed in the name field. The rto and
sto fields indicate the time-out values {in £00 ms intervals) for receive and A
send commands respectively. The post field is a pointer to a procedure. Its
use will be explained later

o

More than one adapter can be placed in a machine: the lana_num field f
specifies which adapter card should be used. 3

The cmd_cplt field indis the status of a d being d. This
allows the monitoring of the status of commands executed !
asynchronously. The reserve field is not used by a user application. i

A.l. Commands

A command is executed by setting up an NCB in memory with
appropriate values, and placing the necessary data in a buffer, The address
of the NCB is placed in the BS:BX register paly, and the the interrupt 5Cig 3
is generated. Control is thereby passed to the adapter card.

Commands may be issued synch ly or asynct ly. If they are
issued synchronously, the calling procedure is blocked until the command :
completes. The completion code s placed in retcorde. ¥

If the d is issued asynct ly, the computer may continue i
processing, A code is placed by the adapter card in the retcode field which I
gives the immediate return code. If this is good, it means that the
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d is being p d. Once the d completes, the final
return code i5 placed in the retcode field. The cmd_cplt fleld may be
monitored to see whether the command has corpleted. If it vontains FFis,
the command has not yet completed, if it contains any other value then it
has completed, If the post field is given the address of some procedure,
then when the d compl the host computer is interrupted, and
control is passed to this completion procedure. The precedure must
perform a return from interrupt instruction when it firushes,

There are four categories of commands.

General
The general commands are reset, cancel, adapter status, and unlink,

The cancel command allows a previously issued command to be

tled. The reset d resets a specified adapter card. This clears
all name and other tables from the card, and allows the setting of certain
parameters-for example there is a trace-off between the number of names
and sessions which a card can support.

The adapter status 1 g a specified adapter card for jts
status. Inciuded in the information received is the identification of fhe
card!, results of its last self-check, traffic and error statistics, resoufces
available on the card, the number of names registered in the local name
table, and the local name table.

The unlink command is a specialized one used when a computer is linked
via adapter cards to another computer at boot up time,

Name support

The name support commands allow the computer to be known by ay. ae
on the network, Names can be group names (this allows a group of
computers to receive the same messages), or individual names. Besides the
permanert name on the card, each card can have another 15 names.

The add name command allows a name to be added to one of the local

1E2¢h card is given a unique name—the 16 byte name which can be used in the name or
callname ticids,
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adapters. The add group name command allows a group name to be
added to one of the locel adapters. The same group name can be used on
different adapters, other names must be unique. The delete nnie and
delete group name commands delete names from a card.

Session support
The session support coramands aliow a logical connection or session to be

set up between two icating entities, identified by names. Starting a
session also allows the co+-“unicating parties to set certain parameters for
the session. Once a sess.. .. . - started, the parties can transmit and receive
data. This data transfey is reliabl tly-once ission is supported.

A session is started by one entity issuing a listen command. It can specify
whao it wants to start a session with, or that it is prepared to start a session
with anyone. The other entity must then issue a eall command, specifying
the first entity in the callnante field. The various time out values are stated
in the listen and call commands. If the session is started, eack entity is
given its session number in the Isn field?.

Once the session is started, the receive, send, and chain send commands
can be usud to send and receive data. Bach send and receive command can
transfer up to 64K of data, The receive any command can be used by a
computer to receive data from any other entity which it has a session open
with.

The hang up command is used by both sides to close the session. The
session status command can be used to find the status of all sessions active
on an adapter.

Datagram support

Datag allow knowledged to be sent between two
names. Messages are limited in size to 512 bytes, and this together with
their unreliability makes the use of datagrams more tricky than sessions.

The send datagram and receive datag ds are used to send and
recelve d ‘Broadcast d —d which can be read
by all nodes on the netwotk—can be sent and received by the

2The two numbers need not be the same, as they are only used loczlly.
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send brordcast datagram and receive broadcast datagram commands.

A2,

The PC-network allows a ¢
up time, To uge this, som

Remote program Load

adapter cards must be set.
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Appendix B.
AppleTalk protocols &
MacBridge.

The purpose of this appendix is to give an o-xthﬂe o the technical details of
some of the AppleTalk protocols, and the use of the Macbridge card. Moze -
detailed information can be found in {Apple undated; Appie 1985; Sidhu P
and Oppenheimer 1985; Tangent Technologies 1987].

R

B.1. AppleTalk protocols

The protocols implernented for the AppleTalk fall roughly within the I50-

081 Reference model. On the Macintosh, various protocols can be used by
directly. P may also define their own

protocols whxch use some of the lower level protocols. The description of

the use of the AppleTalk p Is here uses Lightspeed Pascal b

which can be used by Macintosh All languages for the

Apple Macintosh should support equivalent functions.

Link Access Protocol

The link access protocol (ALAP) is implemented at the physical and data-
link layers. Its purposes include to provide «ccess control, provide a node z
addressing mechanism and ensure packet integrity. ALAP uses collision- 4
sense-multiple-access with coflision id as a med: i
prot.: ol. Each device on the network is given a node nuraber. Each ALAP L
packet contains 600 bytes of data, together with bytes which contain

header and trailer information

; The ALAP protocol car: be manipulated with the LAPWrite and LAPRead ;

i procedures, There are also calls which allow the use of user-defined :

g i p the ALAP proced| amine APLAP packets received to see i
which higher ievel protocols should hasidie the vuvtents of the packet. i
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Datagram Delivery Protocol ~
The Datagram Delivery Protocol (DDP) is a network _sél-protocol. DDP
sends packets between sackets—sockets are logical entities defined on
nodes, AppleTalk add are d d by a node, socket
pair. With each socket, a socket hstener is defined. This is code which
examines incoming DDPS, and performs necessary operations on packets
destined Fdr that socket. This is the way that higher-level protocols are
implementéd. .The AppleTalk Transaction Protecol, for example, is a
higher-level protocol which is defined by means of a socket listener.

Procedures to implement DDP include DDPOpenSocket, and
DDPCIoseaocket which allow dlients of the DDP to open and close sockets.
DDPRead and DDPWrite allow clients to read from and Wme to the
network DDP packefs.

AppleTalk Transaction Protocol
The AppleTalk Transaction Protocol (ATP) provides a reliable (at least
once), loss free transport service. Optionally, ATP messages can be of the

"exactly-once variety. The DDP protocol is used by the ATP to do-

acknowledgements—the way this is done is not ilie concern of the ATP
clients. Each transaction is given a unique trans . Aot identifier,

ATP uses the request-response paradigm. One nefwork entity sends a
request to another which responds to the request. The responding end
opens.an AppleTalk socket using the AtpOpenSocket call, and then issues
an ATPGetRequest call to wait for a request from some other node. The
requesting node issues an ATPSndRequest specifying the address of the
responding node. This request sends a data packet to the responder which
can be interpreted by the responder. ¥hen this packet arrives at the
responding end, the ATPGetRequest completes!, and the responder
examines the request. The ATPSndRsp command can be used to send a

D to the requesting end, The amournt of data which can
be transferred by one transaction is about 4K.

]

1As with other calls, this call may isenen synchrenously or asynchronously. If it is issued
t&\chmlwusly, the cafler is blocked wnil i call completes, If it is issued agynchronously,
program must monilor the comm * 1 * *%atus b see when it completes
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One of the parameters for the ATPSndRsp call is a pointer to an array of up
to eight buffers. Each of these correspondy to a buffer used by the
underlying DDP calls which are used to implement the ATP. See Figure
BL

There are other calls which allow the managing of transactions, and calls
‘which are functionally identical to those described above, but use different
memory management technigues.

Name Binding Protocol

The Name Binding Prowcol (NBP) allows users of the AppleTalk protocols
to associate a name with a node, socket pair. A name consists of three
fields, an object field, a type field and a zone field. Users of the NBP are
free to associate any sirings with less than 32 characters in the object and
type field. The object field is used to give a name to some object on the
network, while the type field indicates what type of device the object is.
For example, a LaserWriter would have type ‘LaserWriter’, and a user of
MacServe would have type ‘MacUser’. The zone field is used when
multiple AppleTalks are connected to each other, A zone is an arbitrary
subset of the AppleTalks. The symbol ** means this network, and in the
case where there is only one AppleTalk network, this can be used
exclustvely.

The NBPRegister procedure allows an NBP client to register an name on a
socket, while the NBPRemove call deletes a name. The NBPLookUp

command examines all the names on the network, and places all the names
which match in some way a specified name into a buffer. The NBPExtract

command, which is not strictly a network command, can extract useful
information from this buffer.

Printer Access Protocol?

The Printer Access Protocol (PAP) is a protocol which is designed to allow
users on the network to communicate with an intelligent printer such as
the Apple LaserWriter. This printer acts as a printer server in the sense that
it takes one job at a time from clients on the network, and prints them.

2The PAP protocol cals are not documented for the Apple Macintosh. They are defined in
Sidht and Oppenhstmer 1985, and can be called f-om the Macbridge card,
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There are PAP protocol calls for both the the server (the printer) and the
clients. The PAPRegName, PAPRemName, SLInit, GetNextjob calls attow
the server to register and remove its name, to perform initialization
routines, and to get the next job.

The PAPOpen and PAPClose calls allows sessions to be opened between a
server and its client, while the PAPRead and PAPWrite calls allows PAP
packets to be read from and written to the network.

The documentation for the way in which the PAP protocols are used by
the LaserWriter are poor. The PSDump program [Oppenheimer 1985] can
be examined to see how it is used.

B.2. Macbridge

‘Whilst on the Macintosh the protocols can be manipulated using pre-
defined procedures, users of the Macbridge adapter card which connects
an IBM computer to the AppleTalk network must use a lower-level
approach? B

The approach is much the same as using NETBIOS, An area of memory is
set up with certain parameters. The DS:BX register pair is given the
address of this area, and an interrupt (601¢) is issued, and the command is
executed. The data structure is much more complicated than that for the
NETBIOS commands because several protocols are supported. Bach
protocol uses a variant of a general record for the data that it needs. The
data structure for ATP calls is as follows:

3A similar approach is also used on the Macintoshes when assembly language programs
are used to manipulate the AppleTalk protocols.
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ATPParams = record

atd_command  : integer;
atd_status i integex; .
atd_compfun  : memory addresa;
atp_addx : ' AddrBlk; {AppleTalk Network address}
atp_socket 1 bytes {local socket}
atp_gill : bytes {£iller}
atp buffptr  : memory address; {xequest buffer ptx)
atp_buffsize : integer; {size of this buffer}
atp_interval : byte; {retry intexval}
atp_retzy :  byte; {number of retrys}
atp_flags : byte: {control info}
atp seqbit T byte; {sequence number}
atp_tranid 1 byter {transaction id}
atp userbytes : packed arxay([l..4] ok chaw;
atp_bdsbuffs : byter {number ¢f buffers for response}
atp bdsresps :  byte; {number of buffers f£illed)
atp_bdsptr : memory address {pointer to buffers}

end;

Here, the use of the fields toallp is arized

The atd_command field is a word long. A code representing a command is
placed in it. The status of the command can be found in a#d, status.

As with NETBIOS, cominands can be issued synchronously or-asyn-
h 1y. If the d is issued t ly, the calling §
is blocked, If the asynchronous option is used, the atd_status field can be
checked to see when the command completes—it contains ‘1’ unti} it does
complete. For both the synchronous and asynchronous modes, the address
of a procedure can be placed in atd_compfun. This procedure will be
d when the d P In this case the currently
executing program will be interruptad, and control passed to an interrupt
handler on the Macbridge. This handler will then set up a small stack next
to the heap, and call the procedure referenced to by atd_compfun.
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ATPParams = record

atd_command  : integer;

atd_status : integex:

atd_compfun  : wemory address;

atp_addr 1 AddrBlk; (AppleTalk Network address}
atp_socket :  byte; (local socket¥}

atp £411 : byte; {£iller}

ae;&ausfpu :  memory address; [request buffer ptr}
atp puffsize i integer; (size of this buffer}
atp_interval : byte; {retry intervall

atp_retry 1 byte; (numberx of retrys)
atp_flags ¢ byte: {control info)

atp_seqbit 1 byte; {seque~ se nunbex}
atp_kranid i byte; {transaction id)

atp sserbytes : packed arrayli..d] of char:
atp_bdsbuffs : byte; {number of buffers for response}
atp_bdszesps @ bytes {number of buffers filled}
atp_bdsptz : memory address: [pointer to buffecs}

end;

Here, the use of the fields common fo all protocs

The #td_command field is a word long, A code reprer.. & command is
placed in it. The status of the command can be found in atd_status.

As with NETRIO§, commands car be issued synchronoisly or asyn-
chronously. If the d is issued synch ly, the calling prog:

is blocked. If the asynchronous option is used, the atd_status field can be
checked to see when the command completes—it contains ‘1’ until it does

plete. For both the h and 1synct e mor'gs, the address
of a procedure caa be placed in atd_compfun, This procedure will be
d when the d pl In this case the currently

executing program will be interrupted, and control passed to an interrupt
handler on the Machridge. This handler will thea set up 4 small stack nexit
to the heap, and call the procedure referenced to by nld..’cmnpﬁm‘
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Figuze B1

. For the ATP calls, the other fields are used in the following way.
atp_addrbik is the network address of the entity being communicated .
with. atp_socket is the Incal socket number being used for the
communication. The atp_buffptr and etp_buffsize fields describe the butfer {9
with the request information in it, The atp_bdsptr points to the response
T BDSElernent array. (This is an array of up to eight records each of which
i has a pointer to a buffer for the data which will be received, and a field
showing the size of the buffer). This is shown in figure B1 which describes
g the data structure for the ATPSndRequestCall. The atp_flags contains
’ 4‘ control information, including whether the t:ansaction is at least once or

exactly once, and whether the final packet of the transaction is being
i transmitted,
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Appendix C. PosiScript

This appendix introd: PostScript pr ing, and describes the
Adobe convention for the structuring of PostSeript files.

C.1, PostScript
Full details of PostScript can be found in Adobe 1985a and 1985b.
Machanick presents a useful tutorial series [Machanick 1987a-h].

PostScript is a page description language. It has facilities for drawing text,
images (for le, scanned photographs), and g ic figures (lines,
arcs etc.) on a page (collectively called objects). In ordet to place ant object
on the page, the object must be defined, and then placed at an appropriate
point.

A PostScript ‘virtual’ page is of infinite size, with a Cartesian coordinate
system used to refer to particular points on the page. The origin of the page
is typically at the bottom left hand point of the physical page which will be
produced from the virtual page. The origin may be translated on the page,
and the coordinate system may also be otherwise transformed and rotated.
The units of the coordinate system are of point size (approximately 1/72 of
an inch) when a program starts to run. Each pixel on the page can be of
any colour and any i ity, Obviously, most P pt supporting
printers do not support all of these features. An Apple LaserWriter for
example is a monochrome printer with a two-level intensity for each dot—
on or off. A high resolution (300 dots per inch) allows a simulation of a
grey acal¢, as PostScript's virtual resolution is 722 pixels per square inch,

The PostScript language itsell is a stack based one, with post-fix notation
being used. Here follows a brief introduction to some of the PostSeript
operators.

General
The following series of programs give an idea of how PostScript works The
line nuimbers are placed here for notational convenience. They do not exist
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in a PostScript program,

235 add sub
3 mul

3456
52roll

pop

GA W N

In line 1, the numbers 2, 3 and 5 are placed on top of the stack. The
aperator add takes two elements from the top of the stack (in this case,
they would be 3 and 5). It then adds the numbers together, and places the
result on top of the stack. After executing line 2, there would be two items
on the stack—2 and 8, with 8 being on top. Line 2 pushes the number 3 on
the stack (so, 3 is on top of the stack, with 2 and 8 underneath). The mul
operator takes the top two elements, multiplies them together and pushes
the result on the stack. After line 2, the stack (from bottom to top) has the
following two elements: 2, 24, In line 3, the numbers 3, 4, 5 and 6 are
pushed on top of the stack—the stack now has the following (from bottom
to top): 2, 24, 3, 4,5, 6.

The roll operator in line 4 takes two elements off the top of the stack, and
performs a circular shift on the elements on the stack underneath. The
second element it takes off the stack tells it how many elements must be
moved, and the first element it takes off indicates how many positions they
must be moved. So in line 4, 5 elements on the stack will be moved two
positions up (a positive number indicates up, a negative one down). The
stack would then look like (from bottom to top): 2, 5,6, 24,3, 4 (the
un ‘erlined numbers are the ones which were moved).

Tn tine §, pop takes the top slement (4) off the stack,

In the rest of this discussion, the operator's arguments refer to the clements
that an operator takes off the stack. The firs: argument will be the
argument which is lowest on the stack, the last argument will be the
argument which is highest on the stack. The way in which operators work
is as follows. All the arguments are popped off the stack. The operator then
performs its functions, which may include pushing or popping elements
onto or off the stack, and then pushes any results on the stack (there may
be no results). The currentpoint refers to the place on the page where the
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next object will be drawn.

PostScript allows the definition of procedures (which may mal + ‘ecursive
calls), and has a number of powerful iteratioh and compatison operators.
PostScript has a general set of arithmetical, trigonometric, and string
handling functions,

Drawing figures

To start drawing on a page, the newpath operator is executed. This causes
the current point to bgcome undefined. The setlinewidih opetator can be
used to set the thickness of the lines to be drawn, while the sefgrayoperator
sets the greyness of the lines. The following PostScript program draws a
black line from the point (50,50) to (70,70).

newpath

50 50 moveto

7070 lineto

2 setlinewidth

1 setgray

stroke

showpage

NompwNe

Line 1 initiaiizes the page. In line 2 the moveto operator takes two
arguments off the top of the stack (the 50s), and moves the current point to
the the position indicated by these two numbers. In line 3, thy + the lineto
operator takes two arguments off the stop of the stack, and draws 2 line to
that position indicated. The stroke operator in line 6, draws all lines etc.
which have been defined since the last stroke operator. The thickness and
darkness of the lines drawn depend on values set within the program. In
this program, in line 4, the line width was set to two points, and in Jine 5,
the darkness was set to most dark, If line 3 was replaced with

3. | 2020 rlineto

the same effect would be achieved, The rlineto proceduse does a relative
lineto, that is , it uses the two elements it takes ofi the top of the stack as an
offset from the current position. rmoveto has the same relation to noveto
that rlineto has to lineto,




PostScript also allows the drawing of curves. The curveto procedure takes
6 arguments—three pairs of points {x1, y1), (x2, y2), {(x3, y3)

PostScript then adds a Bézier cube between the current point and the point
(xa,y3), using the poiris (xy, y1) and (xy, y2) as the control points.

‘When an enclosed object is drawn, its inside can be filied with a colour (or
on a monochrome printer, a shade) using the fill operator.

Text

PostSeript does not have just one stack, it has four. The stack referred to so
far is called the operand stack—it is the stack which most operators use for
operands, and results of operations. The dictionary stack is used by the
PostSeript to keep track of the definition of objects, including p

Font definiions are kept in the dictionary stack. To print a string in 12
point Times Roman at position (100, 100) on the page, the following
program fragment can be used:

/Times-Roman findfont
12 scalefont

setfont

100 100 +:wweto

(This - . .. %ing) show

UGN

In line 1, the dictionary stack is searched using the findfont operator for the
definition of the Times-Roman font. In the next line, the 12 point size is
chosen, and in line 3, it is set as the current font. Line 4 moves the current
point to the point (100, 100), and in line 5, the string “This is the string” is
placed on the page by the show operator,

PostSeript allows the definition of fonts within programs—so a document
need not use only the fonts directly supported by the particular printer.

There are a number of other operators which allow the manipulation of
text, including kshow (which supports, among other things, kerning),
widthshow (which can be used to perform calculations on text). Text and
other graphics can be intermixed on the page.
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Summary

This very brief outline of PostScript shows some its features. How the
other stacks can be manipulated and used is beyond the scope of this
appendix, as is how bit images can be used and manipulated. How the
coordinate system can be used has also been neglected.

Together with PostScript’s general purpose operators, the graphics
operators provide a powerful framework for page description,

For completeness, a list of most PostScript operators follows.

Operand stack mantpulation
exch dup copy index
roll clear count mark cleartomark
counttomark
Arithmetic operators
add div idiv. mod mul
sub abs neg ceiling floor
rousd truncate sqrt atan o
sin exp In log Tand
srand rrand
Array operators
array 1 lengils get
put getinterval putinterval aload astere
copy forall
Dictionary operators
diet ten maxlength Beygin end
def foad store got pat
known ‘where opy forall errordict
systemdict userdict currentdict countdictstack dictstack
String operators
string length get put getinterval
putinterval opy forall anchorsearch  search
token
Relational, boolean and bitwise operators
eq ne e g e
It and not or xor
true false bitshife
Control operators
exec it ifalse for repeat
loop exit siop stopped cottntexecstack
quit start .
Graphics operators
save grestore grestorealt initgraphics setlinewidth
currentlinewidth  setlinecap currentlinecap  setlinejoin currentlinejoin
i i setflat
currentflat seigray P
setrbgeolour *currentrgbeolour  setscresn settransfer currenttransfer
109




Coordinate system ar.d matrix operators

‘matrix initmiatrix o
setmatrix translate scale rotate. :
concatmatrix transform diransform itransform Idtransform
invertmatrix
Path construction operators g
newpath currentpoint tmoveto rmovgte lineto
it arc aren arcto’ curveto
Teurveto closepath flattenpath reverspath strokepath -
charpath clippath pathbox pathforall Initclip -
eqelip dip W4
Painting ‘
serage il cofill stiok image
imygemask [
X 1 Character and font operators i .
definefont findfont scalefont rakefont cetigin -
ki currentfont show ashow widthshow awidthshow
kshow stringwidth FontDirectory StandardEncoding 3 =

H Omitted from this list are type attribute and ion op file
operators, device setup and output operators, font cache operators, as wéil

as some miscellanecus operators.

c.2. Adobe structuring convention R

. PostScript was designed by Adobe Systems Inc, which implements all “
) i PostScript engines. Adobe has set up a convention [Adobe 1985a; Adobe

B 1987 for the structuring of PostScript files. Files which conform to this

EAR convention are called conforming.

The purpose of the convention is to allew . t2m-wide management of T
resources. By structuring the file in a certair. way, other programs—such as
document managers and printer servers—are able to meet user requests
flexibly and efficientl about the P ipt program and the t
resources it needs are easily accessible. For example, if the fonts which are

to be used are known before a job is printed, a printer server would be

better able to choose a printer, and if the choice of the printer was fixed the e
server would be able to prepare the resources needed, and so be able to use

the printer more efficiently. If each of the pages was independent of the ¢
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cthars, then the pages could be reordered by the server. Tn some cases “iser
requests (such as colour or quality of paper) may need human
intervention, and this type of information may also be needed.

The information in this appendix is intended to give an indication of how
the convention works, and is not a substitute for the convention
specification [Adobe 1987], The conventior works by organizing PostSeript
programs in a certain way, and using comments, which are easily
recognizable fo & dncument managert,

Ordinary documents are divided into two parts, a prologue which contains
only definitions, and a script which contains oly executable code.

The followi canbe embedded into P ipty
4

'PLp

The first line of each PostScript program should start with % | PS-Adobe~
X.X, where the X. X is the current version number of the convention.

Other comments are
%%Title: Thisis followed by ASCH text with the title of the document.
%%Creator: Followed by the name of the creator

%%CreationDate: Followed by text with the date the document was
created

#%For: Followed by text naming who the document is for.

#%Rout Lng: Followed by text explaining where the document should be
sent.

%%Pages: Followed by a number indicating how many pages there are in
the d and lly followed by a number indicating in which
order the pages should be printed. If no page order is specified, then pages
may be ordered in any order. This raises the possibility of pages being
printed in parallel—different pages of the same document being printed
on different printers at the same time.

This is post-processing of a file

et

- . " [0 % W a0 e A




~ .
=
e

t$Requirements: Followed by a list of requi which include
whether the document should be stapled or punched, and whethes it
should be printed on one side of the page or both.

%%DocumentFonts: Followed by a list of all the fonts which will be used
by the document. There are also comunents which state which fonts the
document defines for itself, and which fonts must be provided by the
system—these fonts must either be built into the printer, or defined by the
printer server when the file is downloaded to the vrinter.

%%DocumentNeededFiles: Followed by a list of files which must be
inserted into the document. This allows other PostScript documents to be
embedded within the document.

t%DocumentPaperSizes; Followed by a list of paper sizes or types
which the document needs.

3%EndProlog This comment ends the header comments in a file, and
marks the beginning of the script.

‘Within the body of the script, several comments can appear. One of the
important decisions which a PostScript generator must make is whether
the pages in the text will be independent of each other. If they are to be,

then within the processing for each page, no system parameters must be’

changed: each page can depend on the definitions in the prologue, but may
not depend on any processing done on other pages.

If pages are independent of each other; then each page should be preceded
by some comments. Some are:

%%¥Page: This is followed by a label which may be printed on the page,
and the logical page number which the page is,

t%PageFonts: Followed by a list of fonts which will be used on that
page. Using this allows the server to determine whether the page can be
printed on a certain printer. In a complex document this may also be
useful, as if many fonts are being used, this allows the server to determine
which fonts will not be used in the processing for the page.

There are many other comments and rules which can be used for
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and the logical page number which the page is.

$3PageFonts: Followed by a list of fonts which will be used on that
page. Using this allows the server to determine whether the page can
be printed on a certain printer, In a complex document this may also be
useful, as if many fonts are being used, this allows the server to
determine which fonts will not be used in the processing for the page.

There are many other comments and rules which can be used for
structuring files, Adobe recommend that a comment never be used if
the information may be wrong, and secondly that as many comments
as possible should be used.
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Appendix D. PostScript protocol
conversion

This appendix describes the three protocol conversion strategies
mentioned in section 5.3,

Notation and assumptions

Let: P be the prologue of the file!
D be the data to be printed
D; be the ith line of the data, where there are 1 lines in total

"
The length -of the file is A=length(D), or 3, length(Dp)
. =1

Drefine the space raiio of & protocol conversion strategy $ given its output
file Fs tobe
length(F,
ol = ""XLA(‘L)

Assume that there are, on avexage, 66 characters to a line, and 60 lines to a
page

Analysis

The fixst strategy—the brute force strategy, B—is after setting up the
prologue, to take each line, and enclose it in brackets, with the show
uperator after it 1o print the line. This is followed by a command . to move
to the next line. When a page becomes full, the showpage instruction is
issued to print the current page. An extract from an output file would
then look something like this:

IThe prologue of a file contains both and definition of
constants etc.
114
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(Di) show

30 900 moveto
(Di41) show
30" 888 moveto
{Di+2) show
30 866 moveto

Here, the Pascal program keeps track of where the current point being
drawn on the page is, This strategy implies that there is an overhead of 22
characters for every line. The length of the file would be
A+22nS+length(P)+9A div (60766},
and the spacé ratio of this strategy would be
14 221 + length(P)+9 A div (60"66).

Vo T
o Substituting 66n for A, gives us B
1 o(B) = 1.33 + length(P)/4 (rounding to two /acimal places) o)
i

The next strategy—call it C—offloads fo.ne of the work to the LaserWriter.
" One of the main problems with B was:that there is a big fixed overhead for
K each line, for the show and movely girocedures. C deflnes a Postscript
’ , pracedure to do this. It is given the name gl—short, cryptic names do have s
| their place somewhere. Now, the LaserWriter has the responsibility of :
o keeping track of the currentpoint, and calculate when to move to a new
line where necessary, An extract from the output file would look g
something like:-

[EF-
B4+1) gl
{Di+2) gl

8 . The overhead per line is now four characters, although the converter now
must imbed a p dure wilh 52 characters in the prologue The length of
the file is now equal to
A+length(P)+ dn § + 9A/(60+66), and the space ratio
A+length(P}+44/66+0.0025A
: ofC) = 2 2 .
H = 1.07 + length(P)/A

Comparing the space ratios for B and C, the following is obtained: l .
§ Overhead for printing a linc and moving to a new line i
% Overhead for going; ta new page

115

- s - e R, o bRt e,



o(B) - o(C} . 0.26-52/A o k
o(B) o(B)

This shows that for any file which has more than 250 characters, method C
will be more efficient in terms of disk space used, and amount of network
traffic, For files larger than 3K, the saving will be between 18 and 20%.
These figures are also conservative figures; they relate to pages which are Pta
full of text. Where there s more white space, the savings will be greater. il
A third strategy would be to offload all the work to the LaserWriter. The P
prologue would be a Fostseript program, which-would use the data file as S
input. The MAT's converter would not manipulaté thie data file at all; This p—
. would all be done by the LaserWriter. The space ratio depends on how
I sophisticated the algorithm is, There is a fixed overhead which is the same
for all files (the length of the program), and there is no other overhead
. depending on the length of line or page etc. An example program which
N take a file of characters and produces Postscript output for them can be
< b found in [Adobe 1985b, pp178-181]. This program is 770 characters jong,.
! Calting this strategy P gives a space ratio of )

L o A+T70 770
5 o(P) = N =l+—A—

As far as space is concerned, this only betters the efficiency of B for files
which are larger than 12K, although for files on infinite length, the space
ratio tends « 1 {no overhead at alll).
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