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Abstract

The susceptibility of unmanned aerial vehicles (UAVs) to faults and errors within critical
functions such as flight control and navigation systems, combined with their inability in
supporting mechanical redundancy due to their size and weight constraints, has led to the
research and development of intelligent and fault accommodating control systems known as
fault-tolerant control systems (FTCS). The main objective of this research is to design a fault-
tolerant control (FTC) system which makes use of only flight data measurements available
in most UAVs, to augment mission integrity against actuator faults. This thesis presents new
research into the field of UAV fault-tolerant control. The above-stated data-driven approach
in FTC design consisted of using radial basis functions neural networks (RBFNN), combined
with a technique of time difference of arrival (TDOA) to detect and identify a particular
type of actuator fault called an incipient fault. System identification of a propeller-motor
slippage condition enabled the model estimation of such an incipient behaviour. FTC inte-
gration issues such as: FTC reliability and implementation in a real-time operating system;
fault detection and diagnosis (FDD), and controller reconfiguration delays, were investigated
within a development framework which ensured online fault estimation. This was achieved
by adopting a modified RBFNN training algorithm with fast convergence and low-memory
capabilities. The framework also incorporated a controller reconfiguration mechanism using
the extremum seeking control law combined with an optimisation function constructed by
utilising a geometric representation for actuator allocation. The integrated FTC requirement
to improve the real-time performance of an unmanned quadcopter under various levels of
incipient fault was achieved by comparing with a nominal controller within real-time sim-
ulation environment. The major contributions of this research can be summarised as fol-
lows: (1) The development of a fault-emulation model based on the faulty behaviour of a
propeller-motor slippage (incipient) condition validated using a software-in-the-loop (SITL)
simulation environment; (2) The development of a TDOA framework and the real-time learn-
ing of RBFNN through a meta-heuristic hybrid line search algorithm for real-time FDD. (3)
The development and real-time testing of an extremum seeking reconfiguration control al-
gorithm to improve the probability of mission success implemented within an integrated

fault-tolerant framework.
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Chapter 1

Introduction

1.1 Research Background and Motivation

Recent industrial activities such as: disaster management, agricultural/terrain mapping,
mining exploration, law enforcement surveillance, film and photography, have made use
of unmanned aerial vehicles (Unmanned Aerial Vehicle (UAV)s), generally known as drones
or remotely piloted aircraft (RPA), as their main tool for sensory data acquisition and anal-
ysis. Miniature rotorcraft, a subclass of such vehicles, are of particular interest given their
compact size, ability to hover, forward/inverted flight, their suitability to operate in con-
fined /urban environments and above all, their low cost of operation. Unlike their full-scale
counterparts, miniature rotorcraft exhibit increased thrust-to-weight ratio enabling them to
perform aggressive and aerobatic manoeuvres in confined spaces. The application of un-
manned miniature aircraft, and in general, therefore demands an improvement in

their reliability and software robustness to mitigate potential accidents [5]].

Manned aircraft achieve airworthiness certification through hardware redundancy and pilot
handling qualities assessment, which are unavailable for UAVs due to their size, power-plant
and weight constraints. In 2019, a survey which was responded to by more than 150 com-
mercial UAV companies in the United Kingdom confirmed that a critical failure is likely to
occur within 100-500 hours of flight time [6]. This is equivalent to a possible fatal accident
every 1-5 month(s), given continuous (5hr/day) operations. It has been expressed through

numerous studies, that the current emphasis on the reliability and maintainability (compo-
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nent complexity, component cost, long-lead items) of unmanned systems is insufficient and

poses a major risk to the sustained success of UAVs [7].

Table(1.1]shows the likelihood of various types of failure, the impact on mission success and
the associated technologies to prevent critical incidents/accidents. Likelihood of failure refers
to the probability that a particualr failure is the primary cause of a critical accident. Impact
on mission success refers to the severity of a particular failure on the completion of UAV mis-
sion objectives. Combined weighting refers to a means to prioritise a mitigation for the risk
associated with a particular fault. It can be seen that the highest combined weighting for
mission success deals with preventing firmware (software) failures through the implemen-
tation of fault-tolerant stability and control algorithms. The surveyed companies also noted
that some mixture of on-board intelligent augmentation and operator training was required
in order to improve flight safety [6]. However, most hobby-grade to commercial-grade
flight controllers still adopt the Proportional Integral Derivative (PID) controller structure
due to its ease of implementation, quick parameter fine-tuning and pilot understanding and
training [8]]. But given the unstable nature of a rotorcraft such as the quadcopter, such simple
controllers quickly degrade in performance outside their area of design [9] and their robust-
ness is further impacted in the event of sensor or actuator faults [10]. Although there are
numerous faults that can cause critical accidents, as seen in Table this research involves
augmenting the default controller with fault-tolerant control algorithms with specific

focus on actuator faults.

1.2 Fault-Tolerant Control Systems (FTCS)

The lack of self-repairing and smart flight control systems, also known as fault-tolerant
control systems (Fault-Tolerant Control System (FICS)), poses a major roadblock to UAV
success in an urban environment. This problem is more pronounced for unmanned ro-
torcraft given that they are highly unstable, susceptible to environmental conditions and
lack aerodynamically-induced stability [6]. There are two types of namely: passive
(Passive Fault-Tolerant Control System (PFTCS)) and active (Active Fault-Tolerant Control
System (AFTCS)). Unlike make use of fixed and robust controllers without
the need for fault detection or control reconfiguration. Throughout this thesis, we will be

referring to[AFTCS as[FTCS
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Table 1.1: critical failure types vs mitigating technologies [6].

Failure Likelihood of Mitigating Impact on Combined
Type failure [1-6] technology mission success [1-6]  weighting
. Collision
Navigation 5.77 3.16 18.2
Avoidance

Fault-tolerant

Firmware 5.6 3.78 21.1
stability & control

Intelligent
Battery 5.6 meisen 3.36 18.8
power management
Intelli
Rotor blade 3.96 ntelligent 4.1 16.2
warning (mechanical)
Intelli
Brushless motor ~ 3.41 ntefligent 41 13.9

warning (electrical)

The indisputable necessity for[FTCS was driven partly by two commercial aircraft accidents
in the late 1970s. On the 12th of April 1977, the Delta Flight 1080 elevator became stuck
at 19 degrees without prior pilot warning indication. The experienced pilot was able to
reconfigure the remaining actuators and safely land the aircraft. The second case occurred
on the 25th of May 1979 when an American Airlines DC-10 pilot only had approximately 15
seconds before the plane crashed due to the left wing’s leading-edge slats locked in position.
Post-crash investigations demonstrated that an automatic rerouting of hydraulic fluid could

have prevented the 273 fatalities on that day [11]].

The application of [FTCS|on miniature helicopters (main rotor diameter less than 1m) or even
quadcopters in the same class, is a research area that has become more relevant in recent
years [12]. This is mainly due to the increasing use of such systems in civilian airspace by
hobbyists and commercial companies alike. Currently, systems such as DJI Phantom series
unmanned systems make use of redundant sensors in order to introduce fault-tolerance ca-
pabilities. Most platforms make use of a sensor voting mechanism whereby the faulty sensor
is detected and isolated, to ensure data from the faulty sensor is ignored, negating the need

for controller reconfiguration.
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1.2.1 architecture

A consists of a fault detection and diagnosis (FDD) module whose main function is the
detection, diagnosis and identification of sensor, actuator or system faults. Figure|l.1{shows
a typical schematic of a This process triggers the modification of a nominal controller
via a reconfiguration control (Reconfigurable Controller (RC)) mechanism, which typically
involves some form of control reallocation and sensor bypassing, such that the performance
and/or stability degradation caused by such faults is mitigated or altogether eliminated.
One of the primary goals of this research is the development of a architecture capable

of restoring an acceptable level of system robustness after a particular fault has occurred.

uqg €
Fault
Detection
Diagnosis
Upef u
+
9 plant 4 controller Y

Reconfiguration

mechanism

Figure 1.1: Generalised structure of an active

The requirement to implement[FTCSE exists based on two assumptions: (1) the nominal con-
troller designed based on classical or modern control techniques is incapable of maintaining
a satisfactory performance and robustness in the presence of actuator, sensor and system
faults, (2) the system architecture has an inherited redundancy that allows the effects of a
fault to be in some way circumvented or minimised [13]. These assumptions are found to
be correct in Unmanned Aerial Systems (UAS) which require a high level of software and

hardware reliability and fault-tolerance for the success of their critical missions.

Consequently, there exists the need to apply analytical redundancy, i.e., to exploit mathe-
matical relations between measured or estimated variables in order to detect possible mal-
functions [14]. Combining such methods in the Fault Detection and Diagnosis (FDD) and

a reconfigurable controller (RC) based on a black-box architecture such as neural networks,
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is the objective of this research. Moreover, it focuses on the real-time performance of such
a framework with the potential impact in converting the existing market of low-cost un-

manned aircraft into robust and fault-tolerant unmanned systems for commercial use.

1.2.2 Fault classification

Within the context of FTCS|for unmanned rotorcraft, three classes of faults are considered: (1)
sensot, (2) actuator and (3) structural/components damage. All the above mode of failures
are modelled as constant bias, drift or additive-type, multiplicative-type and outlier data
failure. Consideration on the time-based transient dynamics in the above models, is the
differentiation between abrupt and incipient faults. Most considerations during the synthesis
of unmanned quadcopter FDD methods, are based on abrupt faults given their rapid loss of

stability and /or performance caused by nonlinear/coupled dynamics [14].

The incipient fault type, often neglected, can cause complete system failure. On the 28th of
January 1986, a fatal incident involving the Space Shuttle Challenger resulted from a failure
in the O-rings sealing a joint on the right solid rocket booster, releasing pressurised hot gases.
This resulted in the solid rocket booster separating from its joint attachment, structural fail-
ure of the external tank and eventual mechanical overload due to abnormal aerodynamic
forces. In the famous words of theoretical physicist Richard Feynman: “Once a small hole

burns through generates a large hole very fast! Few seconds catastrophic failure.” [15].

Given the increased complexity and payload value of unmanned systems in recent years,
the detection and diagnosis of incipient faults have been investigated on such platforms [16].
Given that traditional FDD methods are better suited for systems with significant symptoms,
the diagnosis of incipient faults can be problematic given small magnitude in relation to the
measured /monitored signals [17]. Therefore, fundamental questions such as: (1) what are
the main factors that impact the detection performance of incipient faults? (2) how can you
integrate the detection of incipient faults within a closed-loop system? need to be answered.
This research is aimed at answering the above questions with specific focus on the devel-
opment and real-time implementation of an actuator-class incipient fault in Chapter 3 and

detection and diagnosis in Chapter 5.
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1.2.3 Integrated

The successful verification and validation of a can only be achieved by taking into
consideration the software and hardware environments in which its algorithms will be exe-
cuting. The requirements for system safety, reliability, maintainability, and survivability are
also imposed on one of its most critical sub-systems, the Additional requirements
must include the transient and steady-state performance for not only normal operations, but
also faulty conditions. An integrated approach to development of a is therefore crucial

to ensure utmost compliance.

In their bibliographical review, Zhang and Jiang stated that one aspect for future re-
search was to investigate the development of an integrated design methodology for the on-
line and real-time application of FDD and RC algorithms [18]. Challenges in this area in-
cluded: (1) how to deal with the collinearity in identification algorithms; (2) how to obtain
accurate parameter estimates on-line and real-time, in the presence of poor input excitation;
(3) how to deal with adverse interactions between the identification and the control schemes
in a closed-loop setting and (4) how to ensure that the fault detection and controller recon-

figuration time delays are minimised given the software and hardware constraints.

Recent research proves that the above concerns still require further investigations [19, 20].
Consequently, the above questions have been incorporated as research objectives in this the-
sis and act as guidelines throughout the development of a design methodology in order to

arrive at an integrated with real-time capability.

1.3 Plant Description

The FTC architecture developed in this research was implemented on H1 unmanned quad-
copter owned by the company Uav4frica (Pty) Ltd shown in Figure Due to the criti-
cal nature of the actuator-induced faults, initial flight tests were performed and thereafter
a pseudo real-time simulation model was developed using the same source code baseline

flown by the H1 quadcopter.
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1.3.1 Uav4africa H1 quadcopter

The H1 system, shown in Figure|1.2|is an unmanned quadrotor weighing 1.75 kg with four
10 inch (25.4 cm) APC propellers. The Pixhawk flight controller hardware integrates a 10-
channel Global Positioning System (GPS) with the ArduCopter software baseline developed
by ArduPilot. A shock-absorbing landing gear was designed in anticipation of the testing
phase of the The H1 actuator system which comprises of the propeller, the speed
controller and motor was used to estimate the incipient fault condition. This process and a
detailed description of the H1 system and its development is given in Chapter[8| Due to lack
of approved destructive test sites and capital for multiple prototypes, flight-test validation

process was not completed at the time of writing this thesis.

Figure 1.2: Uav4africa H1 drone with shock-absorbing landing gear.

1.4 Thesis Overview

The thesis is divided into six chapters. Each chapter begins with an introduction giving

context on the chapter followed by a brief outline where applicable.

Chapter[1]- Introduction

Chapter|I]introduces the[FTCSresearch field and discusses the factors that enable its success-

ful implementation in real-world applications, especially in [UAS. A brief introduction into
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the research aerial platform is given and a brief outline to the rest of the thesis is provided.

Chapter[2)- Advances in UAV Fault-Tolerant Control

The state-of-the-art information is discussed in detail in chapter 2| It provides a description
of the problem addressed in this thesis and aims to establish the research motivation. This
chapter takes an in-depth look at what has been achieved in the area of [FTCS| of thus

far and where the research gaps exist.

Chapter 3]- Development of an Unmanned Aerial Vehicle

Chapter (3| presents the development of an aerial quadrotor platform used for the system
identification of a common incipient fault-type among multi-rotors: propeller-motor slip-
page failure or known throughout this thesis as low-contact friction (Low Contact Fric-
tion (LCE)) failure. Fault models based on experimental data are developed and imple-
mented in a modified ArduCopter software suite for the development of a pseudo real-time
simulation environment. This is then used as a development and verification tool in the

subsequent chapters.

Chapter[d)- Nonlinear System Identification of Unmanned Rotorcraft Systems

Chapter {4] presents the concept of grey-box modelling, based on the results from the previ-
ous chapter, for the nonlinear system identification of an unmanned quadcopter faulty rotor
dynamics. A black-box nonlinear system identification method to estimate rotor dynamics,
while addressing the issue of data collinearity, is developed and implemented in real-time

simulation system for performance evaluation.

Chapter [5- Integrated Fault-Tolerant Controller Synthesis

Chapter |5 describes the development of and mechanisms through the considera-
tion of various integration factors. The integrated [FTCS| solution was implemented in real-

time simulation environment to evaluate the system closed-loop response during a waypoint
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tracking mission. Results based on the real-time desktop simulation has been discussed.

Chapter|6]- Conclusions and Recommendations for Further Work

Chapter [f|summarises the main findings and contributions of this research. The chapter also

states some recommendations for further work.

1.5 Delimitations of Scope and Key Assumptions

1.5.1 Delimitations
The following delimitations can be stated as part of this research scope:

e The neural network approach is only based on a Radial Basis Function Neural Net-
works (RBENN)-type architecture. Various learning algorithms are investigated with-
out considering their suitability in other types of neural network-based

¢ Only single events of actuator faults are to be considered. Double actuator failures are

considered unrecoverable.
e The modification of the baseline controller does not include its architecture.
e Validation of the [FICS with flight test data is not considered.

e No sensor faults are considered.

1.5.2 Assumptions
The following key assumptions are considered within this research:

e The post-fault dynamic model is observable and identifiable.

e The sensors faults that would impact [FICS| performance due to degraded post-fault

model controllability, were assumed negligible.
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e The magnitude of an incipient actuator fault is not time-varying from the moment the

FDDImodule detects a fault.

e The pre-fault dynamic model is closed-loop stable using a PID controller architecture.

e The post-fault dynamic model is closed-loop stable during the synthesis of the



Chapter 2

Advances in UAV Fault-Tolerant

Control

2.1 Introduction

Fault-Tolerant control systems (FTCS) can be defined as a type of control system with the
capability to tolerate faults and malfunctions and the capacity to maintain a desirable level
of system stability, robustness and performance. These types of control systems exist based
on the premise that classical and modern control system designs may not be able to maintain
a satisfactory performance in the presence of actuator, sensor and system faults [21]. This
premise is all the more relevant in UAVs which require a high level of software and hardware

reliability and fault-tolerance.

Initial research in Fault-Tolerant Control (better known then as self-repairing flight
control systems) focused on establishing techniques which can be used to either (1) tolerate
or (2) detect and compensate for component failures using linear models [11]. In the 1990s, a
clear distinction was made between fail-safe systems and fault-tolerant systems. The follow-
ing properties were proposed for FTCS: (1) prevent any simple fault from developing into
system level failure; (2) make use of information (analytical) redundancy to detect faults; (3)
make use of reconfiguration in programmable system components to accommodate faults;
(4) accept degraded performance due to fault but keep plant availability; (5) low-cost by

design given no new hardware is required. Subsequently, several other authors published

11
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papers discussing robustness/safety issues and learning approaches [22].

Since then, a significant amount of research on has been established. In the last few
years, application of [FTCS|for unmanned systems has also increased. Gain-scheduling tech-
niques on a quadrotor UAV simulator [23], application of Model Predictive Control (MPC)
methods on unmanned aircraft [24], construction of a multiple model scheme-based fault
detection and identification for an unmanned aircraft and development of neural network-
based fault identification method for unmanned helicopter [25] are some of the few publica-

tions that have surfaced.

can be classified in two categories: Passive and Active The main distinc-
tion in passive is the exclusion of a fault detection and identification mechanism and
reconfigurable /restructurable control system. On the other hand, passive have more
emphasis on hardware redundancies and establishing a robust control design process upon
which various combinations of faults can be tolerated. This is based on a certain pre-defined
number of component faults which formed part of the controller design process. The use of
actuator pre-compensator design technique combined with state feedback gain matrix was

proposed in [26]]. Simulated results were demonstrated based on aircraft linear dynamics.

2.2 Fault Detection and Diagnosis (FDD)

Fault detection and diagnosis (FDD) has been described as a crucial aspect to complex and
safety-critical systems such as nuclear powerplants, transport and more especially unmanned
systems. Important aspects of include: (1) high sensitivity to faults; (2) robustness to
model uncertainties; (3) computational complexity; (4) ability to provide quick detection
and (5) suitability to [FTC [27, [28]. methods can be categorised into model-based and
data-based methods which are shown in Figure It has been shown that state estimation
methods are most suited for fault detection, although they are inefficient in identification
of faults without a-priori information. Various survey papers on methods have been

published in the last 20 years. [29, 30].

Sensor and actuator faults in unmanned helicopters have been investigated in [31]. Actua-
tor fault detection has been implemented for a stuck actuator type failure. In particular, the

collective actuator was simulated to get stuck near the trim hover. An auto regressive exoge-



CHAPTER 2. ADVANCES IN UAV FAULT-TOLERANT CONTROL 13

Fault Detection and
Diagnosis Methods

e

Model-based Methods Data-based Methods
Quantitative methods Qual.il/ativmncll{:is Quantitative methods  Qualitative methods
State Parameter Simultaneous Parity Causal Abstraction Statistical Neural  Expert / \ Qualitative
Estimation Estimation State/Parameter Space Models Hierarchy Networks Systems, Trend
/ Estimation / | / \ J Fuzzy Analysis
/ }/ S . Logic Frequency &
Observers LSRLS | Extended Shite- Structural | Qualitative Structural PCA/PLS Statistical Pattern Time-
base: Kaliias i Graphs | physics classifiers Recognition frequency
Kalman P Functional Analysis
filters Regression filter based Fault
based 5”] i Two-stage Input-
se analysis Kalinan output trees
filter based

Note: LS/RLS: Least Squares/Recursive Least Squares; PCA: Principal Component Analysis; PLS; Partial Least Squares.

Figure 2.1: Categorisation of [FDDI methods [18].

nous (ARX) model was chosen to extract localised input-output observer models in a system
identification sense upon which the output error would constitute a fault in the system.
methods specific for manned and unmanned helicopters were also investigated in [32]. One
major drawback of such methods is the requirement of an accurate analytical model, which
is not always feasible for small unmanned helicopters. In the same year, an adaptive recur-
sive orthogonal least squares algorithm was presented in [33]. The regression problem was
set up through categorising regressor candidates such that parameter (in this case aerody-
namic) coupling effects are not lost after a control surface failure. It was demonstrated that
the recursive nature with the combination of the model restructure algorithm, could identify
the instant upon which the failure occurred even if the fault built up gradually and was only

detected afterwards.

Using an unknown input observer to track actuator fault parameters and decouple the ef-
fect of faults and unknown inputs was proposed in [34]. It was demonstrated that actuator
loss of effectiveness at unknown values and unknown time instants could be described as
an unknown vector of parameters belonging to a convex set of values. An observer equation
was deduced such that actuator faults and disturbance could be decoupled. The design of
the adaptive controller in an H,, sense incorporates the convex set of possible faults without
much fault information. In order to apply this scheme into real systems, the set of linear ma-
trix inequalities (LMI) were translated into solvable LMIs by using the symmetric properties
of semi-definite inequalities and the guaranteed Lyapunov stability. This strategy was ap-

plied to form an integrated solution of an H., output feedback controller gain. A switching
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scheme allowed the worst-case controller to be used based on the a-priori upper bound of
the faults to be accommodated. Observer type fault detection was also used in [35]. Using
sliding mode observers based on a linear parameter varying system for the development of

the fault detection and isolation scheme [36].

Issues on how to deal with model and fault uncertainties and their application to passive
and active FTCSs have been researched. It investigates the use of a probabilistic approach
in the development of the fault detection mechanism such that boundedness is maintained
for all possible faults and model uncertainties. Demonstration of concepts was done using
simplistic brushless DC motor. Attitude control of a quadrotor UAV was studied in [37].
Three altitude sensors were used to establish hardware redundancy. Standard deviation of
the residuals between the various sensors was used as a quantitative indication that a fault
had occurred. An adaptive neural network-based scheme for sensor failure diagnosis of an
unmanned rotorcraft was discussed in [29]. The concept was to use a set of online learning
neural networks to identify the type of sensors and another set of neural networks to classify
the specific sensor output. Output measurements from gyroscopes and accelerometers were
considered. Error norms from each NN output are used to detect and identify the sensor
faults. In addition, an adaptive threshold was conceived based on the standard deviation and
rate of change of the threshold values recorded after each flight. This required an extensive
flight test campaign and is applicable to that unmanned helicopter configuration, which in

this case is the SIA-Heli-90 aircraft.

An improvement on the multiple model adaptive estimation (MMAE) with extended Kalman
filter (EKF) has been proposed in [38] for the fault diagnosis of an unmanned aircraft. This
improvement comes with the use of the Euclidean norm to guarantee the filter stability and
improve its estimation accuracy. This was achieved through the introduction of multiple fad-
ing factors which affected the forward propagation of the state-error covariance matrix. The
simulation results were performed where each filter corresponded to a fault condition which
was comprised of the elevator and flap actuators. Given lack of the real-time data for val-
idation, the sensor measurements were corrupted by zero-mean white Gaussian noise and
injected into the aircraft model. This method is very attractive provided there is enough a-
priori knowledge of the post-fault dynamics for the effective design of the estimation filters.
A similar method was applied to an unmanned aircraft longitudinal dynamics modelled

as linear-parameter varying (LPV) multiple model [39]. The aerodynamic coefficients were
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augmented with fault models of ice forming on aircraft aerodynamic surfaces. A collection
of observers was used to estimate the icing state while considering the various aircraft icing

configurations.

The use of an adaptive two-stage extended Kalman filter (EKF) for fault detection and diag-
nosis (FDD) of an unmanned quadrotor helicopter was investigated in [40]. Given that most
commercially available systems make use of low-price and low-precision sensors that suf-
fer from signal bias and drift faults, this was the focus of this paper. A simplistic kinematic
model (ignoring actuator dynamics) of a quadcopter model, based on the Quanser Qball-X4,
was modified by adding Inertial Measurement Unit (IMU)) (Inertial Measurement Unit) fault
dynamics into the system state matrix. In order for the EKF to be sensitive to abrupt sen-
sor faults, a dynamic forgetting factor informed by the eigenvectors of the state covariance
matrix was introduced. This enables the EKF to estimate the system states and the faults si-
multaneously. Even though the EKF initialisation process is not defined, a simulation model
with normal and faulty conditions (sensor bias and drift) was evaluated, resulting in no false
alarm under both scenarios and with the fault estimation error close to zero-mean. This
model-based approach is strongly dependent on a-priori knowledge of the sensor fault

dynamics to prevent the incorrect estimation of faults.

The detection and diagnosis of incipient faults in unmanned quadrotor systems was studied
in [16] and method in detail in [17]. The occurrence of this incipient fault was assumed to be
of an abrupt nature but small in magnitude compared to the background noise and signal
trend. A four-stage approach was used to develop an algorithm for the detection of
the abnormal voltage sensor data. A fault-signal-ratio (FSR) was assumed to be a combi-
nation of the fault-noise ratio (FNR) and fault-trend ratio (FTR) with the assumption that
the measured signal is oscillatory in nature and its trend and the noise are statistically inde-
pendent. The limitations of a traditional Hotelling method, where the computation of the
Mahalanobis distance between the dataset and its past mean value requires a large number
of data points and it is susceptible to bad conditioning, was improved through a detrend-
ing and denoising algorithm. The monitored signal is assumed that it can be constructed
by a least-square-computed polynomial function, where its order is user-defined offline and
based on a-priori knowledge of the monitored signal. The fault detection algorithm was able
to improve the false-alarm rate and act as an early warning system for incipient faults with

recovery features.
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A relevant and recent concern of unmanned quadcopter propulsion reliability was investi-
gated by Iannace et al., [25]. An acoustics classification model based on experimental mea-
surements was developed to detect unbalanced blades in a UAV propeller. The faulty con-
dition was induced during ground testing (attached to a tripod), by sticking paper tape on
the upper surface of the designated faulty propeller blade. This results in a significant im-
pact on the aerodynamics of the propeller and consequently the noise characteristics of the
affected blade will be different from the normal conditions. Although the authors did not
explicitly state it, but this type of fault condition is of the incipient-type as its magnitude is
directly proportional to the rotational speed of the propeller. The resilient backpropagation
algorithm was implemented in the training of a feedforward neural network fault classifier.
This algorithm determines iteratively the weights of a neural network to minimise the error
function finding the local minimum. Integration of this method for real-time fault diagnosis
was not considered and as such the successful implementation of this neural network-based

fault detection approach is unclear.

The robustness of vertical take-off and landing (VTOL) unmanned systems was investigated
from an[FDDlperspective [41]. A two-stage algorithm based on time-domain and frequency-
domain analyses of IMU accelerometer data was developed. A moving window filter, based
on the bootstrap method, enabled the extraction and selection of features which were pro-
cessed by a regularised linear discriminant analysis (LDA) method for fault detection. Val-
idating such a method was achieved by analysing the effects of propeller damage (actuator
fault) during the take-off and landing phases of flight. Similarly, the fault detection and dy-
namics based on small Permanent Magnet Synchronous Motor (PMSM) was investigated in
[42]]. Given the large number of the mechanical and electrical parameters, experimental data
based on step inputs was used to develop transfer function blocks. A high friction and a
detached propeller failure were some of the faulty conditions simulated on an experimental
bed. Although the fault types are relevant to most available unmanned systems, the user-
defined threshold fault detection method was not described and its implementation for

is unclear.
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2.3 Restructurable/Reconfigurable Flight Control

Most of the reconfigurable controllers for have their design methods stemming from
well-established control theory concepts which have been applied in various industrial ap-
plications. However, new challenges appear when reconfiguration or control adaptation
must be performed in an active fault-tolerant system for UAVs namely: (1) nonlinear dy-
namics under real-time constraints; (2) automated reconfiguration controller synthesis with
little trial-and-error and human interventions; (3) all levels of reconfiguration to prevent
further degradation of the system stability while striving for pre-fault level of performance
[18]. Various control methods in a reconfigurable sense have been used across many appli-
cations, such as: adaptive control [34], feedback linearisation [43], linear quadratic [44)} 5],
gain-scheduling [23], model predictive control [45], H, robust control [46| 47], linear matrix
inequalities (LMI) [48], sliding mode control [49]], Youla parametrization [50] and quantita-
tive feedback theory (QFT) [51]. Figure illustrates the idea behind controller reconfigu-
ration [52]]. d and r are the inputs to the plant and controller respectively, y and y; are the
outputs before and after a fault has occurred respectively. u. and uy is the actuator input

before and after a fault has occurred respectively.

4o Nomnal S, 4, fedy
G v
“—>! contraller +—
Nominal Reconfigured
control loop (X,,Z,) control loop (Z,,Z,))

Figure 2.2: Illustration of reconfigurable control [52].

The on-line determination of a control law using neural networks to achieve reconfiguration
after control surface damage was investigated in [53]. A distinction between restructurable
and reconfigurable controllers was made with the underpinning difference being that the for-
mer involves the online restructuring of the control law rather than control gains reconfigu-

ration. The use of an extended back-propagation algorithm (EBPA) for the on-line training of
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NN-based controller has been studied. This resulted in the mapping of nonlinear dynamics
with method that can be easily implemented in a real-time system given low-memory re-
quirements. A few years later, Lee and Kim [54] investigated a similar approach of using an
adaptive neural network controller to compensate for the effect of aerodynamic modelling
errors. The control law was synthesised using a three-layer feedforward architecture with
sigmoid activation functions. The tracking accuracy of aerodynamic angles was used for
controller evaluation and it was found that it resulted in less overshoot and smaller steady-

state errors as compared to a traditional backstepping controller.

Flight testing of a reconfigurable control system with the estimated model based on recursive
least squares (RLS) algorithm with a forgetting factor was presented in [55]. The controller
was based on model reference adaptive control. Given the case of a fixed-wing platform, the
reference model mapping of the control variables to output variables were reduced to simple
gains with biases. This is deemed applicable to only stable airframe with slow dynamics.
The identification of gains was only achieved off-line in a batch process which limits its
application on a real-time low-cost microprocessor. The proportional nature of the control
law suggests that the elimination of the steady-state error in estimated control gains could be
problematic. Linear quadratic (LQ) technique was also chosen to be used for the design
with the reformulated algebraic Riccati equation in [44]. The loss of control effectiveness
for the rudder and one of the ailerons for an unmanned fixed-wing aircraft is compensated
through the controller synthesis taking into account the a-priori knowledge of the system

linear model which will not always be available in real-time conditions.

A neural network-based adaptive dynamic programming (NN-ADP) controller was investi-
gated for the purpose of reconfigurable control in [56]. The NN-ADP is a cascade of neural
networks that provides inner-loop body rate control, attitude control, and outer-loop ve-
locity control. In the case of helicopters, the relationship between the main rotor actuator
positions and the swashplate parameters is derived such that an actuator failure accommo-
dation scheme can be established through swashplate reconfiguration. Based on any of the
three main rotor actuators failing, the mechanism provides control for the aircraft attitude
(pitch and roll) while sacrificing the vertical control [14]. Compensation for loss of vertical
control is achieved through the fly-to-trim velocity (FTTV) and rotor speed control (RSC)
schemes. The FTTV works with the assumption that there is a longitudinal velocity that the

helicopter can reach that will negate the loss in vertical velocity. This is not always practical
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in confined spaces especially for unmanned helicopters [57].

The use of an optimal Kalman filter approach for the sensor and actuator fault accommoda-
tion of unmanned systems is presented in [58]. The state covariance matrix is reconfigured
through the removal of a detected faulty signal, although the authors admit that the compu-
tational load of such a technique will increase while improving the state estimation accuracy.
A traditional Proportional-Integral (PI) controller is updated by including a feedforward fil-
ter to improve reference tracking response while minimising high-frequency dynamics. This
method was tested on a time-invariant simulation model with a stuck actuator fault and
demonstrated an increase in system stability. The above approach does not explicitly ad-
dress the successful implementation of online parameter estimation for control reconfigura-
tion under low excitation or the switching mechanism for controller gain tuning. The survey
paper presented by Yu and Jiang [22] gives context to such issues as they play a part in the

use of flight control reconfiguration in the various aerospace platforms.

Nonlinear model predictive control (NMPC) has also been applied on unmanned fixed-wing
aircraft for controller reconfiguration [59, |24]. The NMPC requires the solution of an opti-
mal control problem which was achieved through a pseudo-spectral discretisation method.
Thrust and elevator upper and lower constraints were specified and used as inputs in the
controller design process with the engine loss as the induced fault. One major drawback
of NMPC is that it requires repeated computation to find the solution to the finite predic-
tion horizon optimisation problem in order to generate feedback inputs. This can become
computationally expensive and impractical for online implementation. The issue of high
computational cost incurred in the general NMPC problem is addressed for the real-time
implementation of a[MP( controller for the trajectory tracking of an unmanned quadrotor
[45]]. The full nonlinear dynamics were simplified by exploiting the natural high-gain of the
propeller dynamics and the passive characteristics of the attitude dynamics resulting in a
linear problem through feedback linearisation. The controller was implemented and
evaluated on a Pixhawk autopilot with commanded values transmitted from a ground sta-

tion using radio waves.

The mitigation of unfavourable switching transients during control reconfiguration and the
prevention of healthy actuators from saturation was investigated in [60]. This was achieved
through the adjustment of the control input by using the p-modification technique. The

latter implements a virtual safety bound around each remaining actuators by using a weight
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factor combined with a saturation duration parameter (which is inversely proportional to the
amplitude of the virtual bound). A finite-time control law was used to compensate the error
between the faulty aircraft dynamics and the reference model. The state-space matrices were
converted to filter states which were solved by computing an auxiliary integrated regressor
matrix combined with a forgetting factor. The stability analysis of the closed-loop dynamics
was performed and demonstrated that the error dynamics converge to zero while the system
states are conserved in a convex set. Although this approach provides an improvement in
controller performance while ensuring the safe operation of the remaining actuators, the

issue of a-priori knowledge for the post-fault reference model was not addressed.

Due to the persistent concern of the UAV safety and reliability for commercial operations,
the development of a reconfigurable control system for unmanned aircraft based on a neural
network direct adaptive controller was investigated in [61]. The methodology makes use of
the NN architecture to provide online adaptation for the dynamic inversion problem. This
is achieved through the neural network approximating the inversion error provided that
the system matrix can be made into a Hurwitz matrix through the proper choice of posi-
tive diagonal matrices by solving a Lyapunov function. The network structure made use of
a single-layer of hidden neurons with a sigmoid activation function. Reconfigurable con-
trol is achieved through the control allocation of the computed deflection commands. The
combination of the genetic algorithms with the neural network structure, has been shown
to optimise the gains of the quadcopter controller. This enabled the authors to address
the issue of implementing non-deterministic methods in the context of UAV flight control

certification by keeping the baseline controller architecture deterministic.

The gain-scheduling control approach within the framework of H,, synthesis was investi-
gated in [62]. The issue of compensating for post-fault controller errors has been addressed
by using a two-stage Kalman filter for simultaneous state and parameter estimation of a
quadrotor UAV affected by actuator loss of effectiveness. The common gain-scheduling
problem of storing numerous sets of lookup tables was mitigated by replacing them with
parametrised polynomial functions. The tuning of controller gains, for a reduced schedul-
ing scheme, was achieved through multi-objective offline H,, optimisation routine which
considered both time-domain and frequency-domain requirements. The reduction of tuning
space was achieved through parametrisation of the gain surfaces. This reconfigurable con-

trol method was tested against single and multiple abrupt actuator faults including single
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incipient actuator fault. This method relies on the assumption that the post-fault model can
be linearised given the nonlinear coupling effects are negligible and the real-time constraints

of hardware memory are not violated.

The combination of control allocation approach and weighted pseudo-inverse technique for
UAV control reconfiguration has been presented in [63]. A simulation model with linear dy-
namics for the blended wing UAV was developed which included various abrupt actuator
faults such as floating deflector, loss of effectiveness and lock-in-place. The pseudo-inverse
method makes use of the estimated control distribution matrix and a virtual control input
vector. A weight factor was added in the minimisation of the cost function to improve the
efficiency of the remaining control surfaces by preventing early saturation. The concept of
attainable moment subset (AMS), which represents all the moments (roll, pitch and yaw)
achievable using all the constrained controls, was used to evaluate the various control allo-
cation techniques. Although this technique has a direct impact on the post-fault model con-
trol effectiveness, it is unclear on the real-time performance of the reconfiguration scheme
once nonlinear coupling effects have been taken into consideration and multiple optimisa-

tion channels have to be considered.

Although a reconfiguration scheme was not activated due to the occurrence of a fault, the de-
velopment of a control allocation strategy for a tilt tri-rotor vertical take-off and landing UAV
is relevant due to the robustness requirements with changing dynamics [64]. The autopilot
architecture is developed through adopting a multi-loop structure. The faster inner-loop sta-
bilises and controls the attitude dynamics while the slower outer-loop controls the position
dynamics. A dynamic inversion-based control allocation is computed by synthesising the
virtual control input through a sliding mode approach. To alleviate the chattering problem
often found in sliding mode control, an exponential approach law with a saturation function
was defined for both inner and outer loops. Performance analysis was achieved by examin-
ing controller rejection to low-frequency disturbance which can be classified as a recoverable
time-based incipient fault. Robustness against model parameter variations was also evalu-
ated with the system remaining stable. Real-time constraints and the large number of tuning

parameters, are some of the issues that will have to be addressed with this approach.

Recently, an integral terminal sliding mode controller ITSMC) that guarantees finite-time
convergence for a quadrotor UAV suffering simultaneous actuator faults, exogenous distur-

bances and actuator saturation was investigated in [12]. The control law was constructed
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using parameters of the sliding surface such that the asymptotic stability could be proved
by Lyapunov stability criteria. Given that not all system states are measured in practice,
the ITSMC design makes use of a fuzzy state observer to estimate the unmeasured states.
The fuzzy logic system output consists of a singleton fuzzifier, product inference engine and
centre average defuzzifier which are used to compute an optimal parameter vector for non-
linear dynamics approximation. Closed-loop asymptotic tracking of the desired trajectory in
the presence of loss of effectiveness faults and saturation limits was proven by Lyapunov sta-
bility criteria by augmenting the ITSMC control law. This design method was implemented
in the inner-loop for attitude and altitude stabilisation while the outer-loop was based on a

design for position control.

2.4 Integrated Fault-Tolerant Control (FTC)

Over two decades ago, the issue of system safety and reliability was discussed in the con-
text of a single module which contained the design methodology for the fault detection and
robust control [65, [66]. It was concluded that the robustness of an process can only
be improved if the chosen method takes into consideration the complexity of the system
being monitored and the stability margin of the closed-loop system. Due to hardware con-
straints, the online controller reconfiguration mechanism required to define the approach
as an active was not considered which limited the application to industrial plants. A
two-stage Kalman filter was proposed as a solution for estimating simultaneously the model
faulty states and control effectiveness factors [67]. But this method still did not consider
highly-coupled nonlinear dynamics and the complexity of implementing in a real-time envi-

ronment.

Zhang and Jiang investigated an integrated and reconfigurable control system design
approach [68]. A two-stage adaptive Kalman filter was used to perform fault identification
and estimation of the state and control matrix for the reconfiguration of an eigenstructure as-
signment controller. Control effectiveness factors were used as a measure to quantify faults
entering control systems through actuators. It was found that the reconfiguration mecha-
nism was activated when the average control effectiveness errors were below a threshold
value. Reconfigurable proportional-integral (PI) controller is used to recover steady-state

performance and reject unknown disturbances. The above approach was evaluated using a
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linearised longitudinal vertical takeoff and landing (VTOL) aircraft model. A short transient
response and small steady-state error were used as performance evaluation criteria although

coupling effects present in a post-fault model were not considered.

The implementation of a RC as part of a has mainly been done in isolation from the
scheme. Moreover the reconfiguration scheme once a fault has been diagnosed, is mod-
ified with the assumption that the post-fault system is actually degraded hence the recon-
figuration process assumes a more conservative route over-penalising system performance.
An integrated design between the various subsystems is required for to operate in
harmony and to recover the pre-fault system performance as much as possible. A robust
integrated controller approach which makes use of the H,, optimisation technique is shown
in [69]. The four-parameter problem solution was achieved by specifying weight functions
for the feedback control and diagnosis residual signals for actuators and sensors. This was
applied to LTI models and validated through time simulations of a nonlinear model of the

aircraft. No consideration of the reconfigurable nature of this approach was discussed.

An H,, output feedback control combined with an improved unknown input observer is
proposed to address the issues concerning the integrated design of an active [34]. An
adaptive fault identification scheme is implemented through an adaptive law with projec-
tion mapping of the estimation parameter. The output control law in the H, sense does not
require the convergence of the fault parameters given the adaptive fault parameters are up-
dated based on the projection matrix. Simultaneous RC performance and accommodation of
actuator faults was achieved by solving nonlinear matrix inequalities in a linear sense. The
switching of controllers will only occur once the LMIs have been solved, which in the event
the fault parameters do not converge or change suddenly could be catastrophic. This con-
cept is tested in a simulation with a helicopter which suffers loss of actuator effectiveness at

random values and time events.

A neural network-based fault-tolerant scheme which made use of the implicit function the-
orem is proposed in [70]. This made use of RBFNNs for the design of an adaptive RC. An
integrated approach which combined a passive (robust) scheme and a threshold value
switching logic to activate a simple active[FTCscheme without an[FDDlcomponent. The con-
cept of a fault alarm threshold value was used to determine which controller should be used
based on whether a fault was detected or not. The time delay due to fault location and clas-

sification was not investigated and the system under test had a simple sinusoidal behaviour
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with minimal cross-coupling effects after fault had occurred. It was conceded by the authors
that such a method was applicable to a small subset low-order nonlinear systems. A few
years later, the authors investigated the impact of fault detection time delays by adopting a

controller switching mechanism once a fault is detected but not diagnosed [71].

Integration issues are identified and discussed in [22]. A problem that has been highlighted
is that the various subsystems, in a typical active are activated in a sequential manner
thereby extending the time between when a fault has occurred and the RC issuing a com-
mand to the actuators. One concept of an integrated design is to perform controller
reconfiguration even with an imprecise post-fault model provided by the scheme. But
this is based on the online synthesis of the robust controller which is traditionally very slow
and computationally expensive. It has been suggested that implementing an integrated de-
sign also requires a trade-off between fault diagnosis accuracy and reconfigurable control
performance. The use of a forgetting factor has been suggested to increase the speed of the
scheme with regards to a fault parameter estimation which in turn reduces the transient

behaviour during the reconfiguration process.

An integrated design fault detection and estimation and control system reconfiguration us-
ing a robust control problem approach based on H, optimisation is proposed in [72]. The
direct use of a fault estimation function without the need for a reconfiguration mechanism,
results in an inclusive design of an observer for fault estimation and a sliding mode con-
troller state/output feedback control. The authors suggested that there exists bi-directional
uncertainties generated by (1) the model mismatch between the observer and the control sys-
tem and (2) fault and state estimation errors, which substantiates the need for an integrated
design process. This was based on a subset of systems with additive and multiplica-
tive faults. Simulated results based on the stabilisation control of a DC motor was demon-
strated. Although the above observations were not validated on UASs, the management of

bi-directional uncertainties within an integrated [FTClis worth noting.

Adaptive sliding mode control (ASMC) is used in the design of a[FTCS which could tolerate
actuator failures by limiting the amplitudes and rates of the healthy actuators. This approach
made the assumption that the remaining actuators could perform the same function as the
failed ones which lends this method towards more passive [FTC] [60]. The use of H,, and
pu— synthesis controller without the need for reconfiguration or adaption was investigated.

An integrated approach was introduced by adding a control redistribution algorithm using
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fuzzy logic technique. This was heavily based on the assumption that a zero-delay fault
detection system was already implemented. A similar approach was taken in Almutairi’s
thesis where a fault compensation approach was added to the nominal LQR controller [73].
An H, /i synthesis approach combined with fuzzy logic was able to achieve reconfigurable

control without a-priori knowledge of the post-fault model dynamics.

The issue of bi-directional interactions between the fault estimator and the fault-tolerant
controller was investigated by taking into consideration implementation factors for a real-
time system [74]. The traditional separated approach in synthesis is presented and
compared with an integrated [FTCl design. The dynamic model of an uncertain nonlinear 3-
DOF helicopter system with both actuator faults and saturation was used to demonstrate the
degradation of closed-loop stability when an integrated design is ignored. Simulated
results show that a separated [FTC] design will exhibit slow transient response with large
overshoot and long settling time driven by poor estimation performance. This can result in
overall instability if the ignored system uncertainty caused saturation in the remaining
healthy actuators. Although the above observations motivate for the use of an integrated
approach, model-based fault observer will inherently increase the level of uncertainty given

the unknown dynamics of a post-fault nonlinear system.

Multiple identification model were developed to formulate an integrated framework for the
fault-tolerant of unmanned systems in a formation flight geometry [75]. The nominal con-
troller was designed using robust state feedback H, synthesis which incorporated aerody-
namic uncertainties induced by close formation flight vortex effects. A set of RCs were de-
signed for each type of actuator fault and a switching mechanism based on the minimisation
of each controller cost function was adopted. Adaptive element was added to the reconfigu-
ration mechanism such that inner (stabilisation) closed-loop system is asymptotically stable
provided well-bounded error signal. The above approach assumes linear aircraft dynamics
in the estimation of external disturbances and control inputs without making reference to
the mechanism and reconfiguration delays due to uncertain estimation errors below

defined trigger threshold.

In recent studies on more focus has been placed on actuator faults rather than sensor
faults given the latter will not modify the system’s dynamic response due to the latest flight
controllers carrying redundant sensors at negligible cost and weight. The use of an optimisa-

tion routine combined with the control allocation technique for an over-actuated aircraft with
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actuator faults have been proposed in [76]. An optimisation in quadratic form was imple-
mented to minimise the control effort of the remaining actuators and it is a flexible approach
in system with a large number of effectors. A nonlinear dynamic inversion-based control law
and a sliding mode observer were combined to compensate for the system nonlinearities and
effective fault reconstruction. It was obvious from the results that fault reconstruction pro-
cess introduced system noise which needed to be filtered in order for fault observer to trigger
the control allocation mechanism. This issue of detection delays combined with systems with

small time constants (such as under-actuated quadcopters), limits its application.

An insightful study into the effect of uncertainties on the robustness requirements for a
RC has been presented in [77]. Such uncertainties will appear in the form of (1) false alarms
(erroneous detection), (2) missed detection (positive fault occurrence) and (3) detection de-
lays (time between fault occurrence and detection). Another source of disturbance is the
reconfiguration mechanism (especially in switching techniques) inducing unrecoverable in-
stability. An H.,/u synthesis approach combined with an adapted DK-iteration is used to
design a bank of robust controllers with the ability to compensate a subset of bounded ac-
tuator faults which might be undetected. To minimise undesirable transient response of the
closed-loop system during reconfiguration, an objective function which is minimised for the
closed-loop is used to initialise system with an optimal initial state. Experimental validation
achieved good results although a-priori knowledge of the post-fault model does not incorpo-

rate coupling dynamics.

2.5 Identified Gaps in the Existing Literature

e Asstated by [28], the lack of a real-time application of knowledge-based [FDD/methods,
specifically using artificial neural networks in unmanned aerial rotorcraft, is clearly ev-
ident in the literature. Moreover, the function approximation capabilities of nonlinear
systems, which embodies the behavioural pattern of a system at fault, is at the centre
of neural networks’ capabilities. The main drawback in their application is the speed
of adaptation, convergence and computational throughput especially in low-cost elec-

tronics.

e The development and real-time implementation of a learning alogrithm and simpler

network architecture, such as the extended backpropagation algorithm and a RBFNN
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respectively for[FDDlof a miniature unmanned rotorcraft has not been investigated and

is a focal point in this research.

e The investigation of various actuation and sensor faults for unmanned rotorcraft have
been investigated in various forms [28]] for the purpose of reconfigurable control. How-
ever, an integrated approach which takes into account the use of fault accommodation
controllers and RCs has yet to be investigated for unmanned rotorcraft without a-priori

knowledge or assumption of the post-model dynamics.

e The use of a neural-network parameter estimation approach based on system identifi-
cation manoeuvres, which has been shown to be successful in the online estimation of
aerodynamic parameters [78], to detect actuator fault information necessary for online
controller reconfiguration, has not been investigated and is another focal point in this

research.

2.6 Research Problem and Research Question

The application of FTCSs on miniature unmanned rotorcraft has far reaching implications
on their safety and reliability given their increasing operation in populated areas and the
scalability of their technologies on manned rotorcraft. Currently, this area of research still
requires further exploration. Unlike fixed-wing aircraft and large-scale helicopters, minia-
ture rotorcraft exhibit higher thrust-to-inertia ratios making them more agile and requiring
high-bandwidth control effort [14]. And yet, successful control techniques can be easily ap-
plied to their manned counterparts. A combination of theoretical and experimental research

is deemed essential to demonstrate the potential of such systems.

2.6.1 Problem statement

Unmanned rotorcraft (specifically quadcopters) are inherently unstable and have a complex
electrical/electronic architecture. This makes their applicability in an urban environment
almost impossible without some form of intelligent control. There has been efforts to apply
fault-tolerant control methodologies to address this problem but the focus has been either on
controller reconfiguration or Investigation into an integrated fault-tolerant approach

has been limited in the literature. The task is to develop a neural network-based integrated
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that will improve the stability and mission success of an unmanned rotorcraft in the

presence of actuator faults.

2.6.2 Research questions

Does the development of an integrated neural network-based approach have the po-
tential to be easily implementable on different configurations without the need for excessive

fault controller redesign and for accurate mathematical models?

Can such a system prove to enhance robustness and minimise performance degradation
while being more forgiving in the identification of specific faults given its ability to approxi-

mate the faulty nonlinear behaviour of system in question?

Will the adoption of such a system be able to increase the capability and reliability of un-
manned rotorcraft systems in various tasks such as: border patrol, traffic monitoring, search
and rescue, power line inspection and broadcasting of mobile telecommunication within a

dynamic environment?

2.7 Research Objectives

The main objective of this research is to investigate the use of a neural network-based inte-
grated to improve the resilience of an unmanned miniature rotorcraft in the presence
of faults, with specific focus on incipient actuator faults. The following sub-objectives are

applicable:

e To develop the dynamics of a miniature unmanned quadrotor in the presence of incip-

ient actuator faults.

e To develop and test a quadrotor hardware and software system with the capability of

evaluating incipient actuator faults models and [FTCJ algorithms.

e To synthesise a neural network-based integrated [FTC] architecture for an unmanned

aerial rotorcraft.
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e To quantify the robustness and performance of such an integrated neural network-

based within real-time constraints.
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2.8 Research Methodology

The methodology followed in this thesis is derived as means to achieve the research objec-
tives described in Section[2.7] Given that the identification of incipient actuator fault models
is required for the simulation of a high-fidelity quadrotor model, the acquisition or devel-
opment of a quadcopter hardware platform with adaptable flight controller software is a

requisite.

Moreover, such a flight controller software should be able to evaluate the effectiveness and
suitability of the developed FTC algorithms both within a real-time environment and through
offline analysis. The software tools should also be flexible enough to assess the individual

parts of a FTCS and the integrated FTC architecture.

2.8.1 Research platform

In order to study the underlying dynamics of quadcopter post actuator fault, the physical
model will have to be studied including the impact of each part on the overall behaviour.
The acquisition of a flight test vehicle could ensure this is possible. Given the objective for a

demonstration flight test vehicle (FTV), the following requirements have been identified:

The generation of flight data from the FTV shall be largely automated as far as possible

with minimal human interaction (apart from take-off and landing).

e The FTV shall incorporate (analytical or hardware) redundancy systems on both critical

sensors and actuators to ensure the safety during the flight testing campaign.
e The FTV shall be in the case of a rotorcraft.

e The FTV shall have a take-off weight of 900 grams to 2 kg.

e The FTV shall have a maximum main rotor diameter of 1 metre (in the case of a rotor-

craft).
e The FTV shall make use of ground control station if necessary.
e The FTV shall have transmitter manual override capability.

e The complete FTV system shall cost not more than R10000.
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An unmanned rotorcraft with an off-the-shelf flight control software (such as ArduCopter)
shall be used as a risk-reducing platform for all new-algorithms after code verification and

validation in desktop simulation and hardware-in-the-loop simulation has been performed.

2.8.2 Flight test instrumentation

The collection of data to perform various data-driven development activities will enable a
better understanding of the underlying system dynamics. A flight instrumentation system
could be used to ensure the data collection is repetitive and free from measurement glitches.
The following design requirements specifications for a flight test instrumentation system is

recommended:

1. The instrumentation system shall be able to capture complete flight vehicle state infor-

mation as specified.

2. The instrumentation system shall be effective in the isolation of flight-induced vibra-

tions.

3. The instrumentation system shall accommodate both automatic and manual control of

the flight vehicle.

4. The vehicle shall be able to transport the full-suite of instrumentation and have enough

power capacity to perform aggressive manoeuvres such as circuits and pirouettes.

5. The instrumented vehicle shall be able to obtain uninterrupted data for minimum pe-

riod of 120 seconds.

6. The instrumented vehicle shall have a maximum Take-Off Weight (TOW) of 2kg in any

configuration.

7. The instrumented vehicle shall have minimum electronics noise and interference caused

by poor grounding and electromagnetic interference.

The Pixhawk PX4 2.4.8 32-Bit ARM Flight Controller is potentially the most suitable can-
didate to be integrated while meeting most of the requirements. The APM 2.6 Mega flight

controller could also be considered because of its smaller size, weight and cost.
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2.8.3 Flight test campaign design

The identification of the underlying dynamics of a highly-nonlinear system such as quadro-
tor requires exposing such a model to various conditions that will enable a better assessment
of the chosen fault-tolerant methods. Such conditions can be compiled into flight testing or
simulation plan that will be ensure adequate exposure of the underlying dynamics of phys-
ical model. The requirements to meet the objectives of a flight test/simulated FTCS concept

is given below:

e The following flight conditions shall be attained during the triggering of the FTCS:

- Hover 20m above ground.
— Forward speed (GPS measured) of 10 m/s

— Forward speed (GPS measured) of 20 m/s
e Pre-flight and post-flight checks shall be developed and implemented for each flight.

e The video recording shall be used either on-board the FTV or on the ground. If on-

board, it should be of minimal weight and size.

e The flight test campaign shall be done outdoors and within the confines of a 100m x

100m flight testing field. This is to illustrate confined urban spaces.
e Post data filtering shall be performed if necessary.
o All data analysis shall be done using an industry-standard software (MATLAB).

e A constrained environment which will minimise the number of crashes without com-

promising the flight test objectives should be investigated.

e Investigation into using flight data to perform online system identification for the pur-

pose of verifying the mathematical model, will be performed.

2.8.4 Development and implementation of an integrated fault-detection and di-

agnosis scheme

A critical component to a FTCS is its ability to detect, isolate and identify a set number

of faults. An integrated FTCS design can be achieved provided such a routine exist and
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operates within a real environment. The following requirements for such a routine can be

specified:

The fault detection algorithm shall be implemented into a microprocessor and executed

in real-time without data overload.

e The fault detection algorithm shall be able to detect, identify and time-stamp the fault

that occurred.

e The following faults shall be investigated: rotor speed failure, propeller slippage fail-

ure, broken propeller failure.

e The following sensor faults shall be investigated: sensor bias and multiplicative faults

(both accelerometer and gyroscope).

e The following types of fault detection schemes shall be tested: two-stage adaptive

Kalman filter, a novel RBFNN-based parameter estimation scheme.

e The following neural network architectures shall be investigated: RBFNN and MLPNN.

Note: The implementation of the FDD scheme will largely depend on the real-time perfor-

mance requirements of the developed algorithms.

Proposed integrated FTCS architecture

Figure2.3]shows a possible concept for a neural network-based integrated approach to fault-
tolerant control. The premise behind the design is that online learning happens simultane-
ously for the neural network-based controller and fault estimator. The outputs from the fault
estimator, in the form of weight and biases, are used in a reconfiguration mechanism to de-
termine the augmentation factors required for the controller to reconfigure for augmented

control inputs in the event a fault has occurred.



CHAPTER 2. ADVANCES IN UAV FAULT-TOLERANT CONTROL 34

disturbance Fault(s)

v

Ref Helicopter

input > UAV System ouicputs—}

|

NN learning
NN learnin
oY
Controller
inputs —— | NN < ] NN

Adaptive Control Fault estimation

T Weights

Augmented )
NN biases
factor ) ]
——— reconfiguration 4—'
mechanism
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2.9 Requirements for the Development and Implementation of the

Reconfigurable Mechanism and Controller

The successful reconfiguration of a controller is an important aspect of system stability and
performance. Given that it will form part of an integrated architecture, the following

requirements can be specified:

e The controller reconfiguration algorithm shall be implemented on a microprocessor

and executed in real-time without data overload.
e Actuator control signal reallocation shall be investigated.

e The reconfiguration and switching logic of the nominal controller shall be investigated

only based on the design outcome of the fault detection algorithm.

e The following types of controller reconfiguration schemes shall be tested: reconfig-

urable PID controller, a novel neural network-based adaptive controller.

e The following neural network architectures shall be investigated: RBFNN.
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2.10 FTCS Hardware-in-Loop System

Hardware-in-the-loop-simulation (HILS) is a well known process applied during the test
and evaluation of complex systems [79]]. The main reason for requiring a Hardware-in-Loop
System system is to test and evaluate the performance of the FTCS given that real-
time simulation introduces computational delays and signal discretisation which negatively
affect the robustness and performance of the controller. HILS can also act as a cost-effective
verification gate prior to commencing flight testing. The implementation requirements for a

HILS system are as follows:

1. A microprocessor card(s) with floating-point capability shall be used. This will host

the fault-tolerant control embedded algorithms and state logic.

2. A sampling time (for the controller and plant dynamics) from an Input/Output card

shall be at least 50 Hz.

3. A transmitter shall be incorporated into the HILS environment and its Pulse Width
Modulation (PWWM) signals captured with a sampling rate of 50 Hz. This is required
to evaluate the design of a flight plan procedure required to perform an autonomous

mission.

4. The emulation of and sensors shall be performed on a interface board.
It will be investigated at what level of complexity this emulation will need to be per-

formed.

5. The transmission data to the on-board computer shall be in the native format of the
respective microprocessor hardware. This is vital to ensure the embedded software in

the microprocessor is compatible with flight test data.

6. The communication protocol shall be synchronous serial communication, such as AR-
CNET/CAN, or asynchronous serial with a baud rate of at least 9600 bits/per second.

This is required to prevent additional delays.

7. A UART /serial link shall be used for the GPS transmission/emulation.
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2.11 Criteria of Verification and Validation

The following verification and validation (V & V) criteria will be used for the FTCS algo-
rithms developed:

e Demonstrate FTCS robustness and performance (in classical control theory terms: at
least 3dB gain margin and 35 deg phase margin throughout the reconfiguration transi-

tion period).
e Demonstrate overall FTCS stability.
¢ Demonstrate command tracking (trajectory or acceleration tracking).
e Demonstrate recovery of attitude control (regulation control).

o Assess the effectiveness of measurements to quantify the occurrence of actuator, sensor

or systems faults within the hardware-in-loop simulation environment.

e All the above metrics shall be implemented in a nonlinear 6DOF desktop and HILS

simulation model.

212 Envisaged Contributions to Knowledge
The following contributions are envisaged as a result of undertaking this research:

e A better understanding of the dynamic behaviour of a highly manoeuvrable and un-
stable nonlinear system, such as a miniature rotorcraft in the presence of faults during

an autonomous mission.

e The design and implementation of a learning algorithm, applied to both fault detection
and control reconfiguration, for a neural network-based integrated FTCS with specific

application to miniature unmanned rotorcraft.

e The development of an evaluation framework that would enable the verification and
validation of integrated FTCSs with specific application to miniature unmanned rotor-

craft.



Chapter 3

Development of an Unmanned Aerial

Vehicle with Faulty Dynamics

3.1 Introduction

The development of complex aerospace systems such as: [UAVk, commercial aircraft, lunar
landing modules, etc., often requires experimental testing using representative hardware
prior to operational use or product launch. The system design, build and integration based
on analytical or numerical methods is based on simplified assumptions which need to be
validated through observing the system under-test within its real environment. The process
of using perturbations as input signals into the system in order to study its behaviour in areas
which require better knowledge such as: cross-coupling effects, actuator failure dynamics
and more, has resulted in decades of research into the field of system identification [80, 18,

81, 82].

Unlike white-box modelling which makes use of only a-priori information (both for the type
of functions relating to various variables and the theoretical parameter values in those func-
tions), the system identification process (which forms part of data-driven modelling tech-
niques) can be used within a grey-box or black-box modelling framework. The main differ-
ence between these two approaches is that black-box modelling (such as neural networks)
completely disregards the availability of a-priori information and grey-box modelling (such

as polynomial regression) assumes a theoretical model structure and uses experimental or

37
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empirical data to completely describe the system dynamics. Chapter [d describes in detail the
application of nonlinear black-box modelling for the system identification of an unmanned

quadcopter system with actuator faults.

Moreover, the introduction of low-cost unmanned systems, specifically quadrotor drones, to
the mainstream consumer electronics market has redefined performing tasks such as: cap-
turing of a self-portrait, showcasing a home or hiking in remote areas. It has created new
possibilities which were previously not available to the average sport enthusiast such as:
video capture of high-speed trail biking, close-up videos while surfing or wide-angle shots
while rock-climbing [83]. Unfortunately, the mechanical architecture of most of these drones
are such that they are prone to failure where the main cause is due to a defective propeller
or motor. Such a fault is usually not accounted for or easily detected by the on-board flight
computer and its dynamic behaviour under such a faulty condition is poorly understood, re-
sulting in a catastrophic event [32]. The use of system identification to better understand the
behaviour of a system under fault, is an essential tool in the improvement of flight computers

for safe operational conditions.

3.1.1 System identification architecture

Adapted from the Quad-M flight vehicle system identification framework described in [84],
Figure 3.1| introduces the system identification framework used throughout this thesis. The
three major E’s, namely Experiment, Estimate and Evidence form part of the system identi-
fication of an [JAV] affected by incipient fault dynamics. The Experiment stage involves the
building of a test-bench platform representative of real-time conditions, for the generation of
repeatable data. In order to achieve satisfactory prediction of system behaviour under faulty
conditions, two representative test-bench platforms were developed: (1) An[UAVInonlinear
model, executing within a real-time simulation environment and representative of the com-
plete avionics setup described in Section (2) A rotor-propeller hardware configuration,
representative of an[JAV]under incipient actuator faults described in Section 3.4

The Estimation and Evidence stages, described in more detail in Chapter 4, are used to es-
timate and validate the predicted behaviour of the above-mentioned test-bench platforms
under incipient fault conditions. The rotor-propeller estimation model is used as a fault

emulator input in the system identification of UAS test-bench platform under normal and
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faulty conditions as described in Chapter[d] The rationale behind using a validated real-time
software-based system identification architecture versus a traditional hardware architecture
for generating identification data was to mitigate hardware failures due to unrecoverable in-
duced actuator faults and provide a deterministic process enabling the development of

algorithms and fault-tolerant controllers described in Chapter [5}
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Figure 3.1: System identification framework

3.1.2 OQOutline

This chapter is organised as follows. Section 3.2|discusses the avionics setup used in the de-
velopment of the aerial platform. Section 3.3|introduces the quadcopter dynamics and fault
emulation algorithm used for the software development of the real-time test-bench platform
representative of the avionics hardware. The system identification of the incipient fault con-

dition using the above avionic setup is discussed in Section 3.4,
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3.2 Platform Hardware Development

3.2.1 Airframe

The airframe is an H-frame design configuration developed by Uav4africa (Pty) Ltd [2] with
improved forward flight stability and larger electronics bay as compared to the more popular

X-frame design. This can be seen in Figure 3.2}

Figure 3.2: Uav4africa research platform: H-1 quadrotor - without high-impact landing gear

Two carbon-fibre plates sandwiching aluminium square tubing constitute the airframe body.
This created space for high voltage electrical wires. It is powered by four RCTimer 5010-
620KV motors and 10x4.7 inch propellers. A 4-cell 14.8V LiPo battery powers the flight
controller and the power train. A separate 3-cell 11.1V battery powers a 3-axis camera gim-
bal. The completed airframe was then used for measuring the mass moment of inertia on all

3 axes [2] to be incorporated in the nonlinear model.

Table 3.1: H-1 quadcopter mass properties

Parameter Min Mean Max
Mass (kg) - 1.75 kg -
L (kg.m?) 0.03259 0.03274 0.03298
L, (kg.m?) 0.04117 0.04202 0.04295
I, (kg.m?) 0.07270 0.07327 0.07467
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The mass properties, obtained using a bifilar pendulum method [85], are given in Table
The off-diagonal mass moment of inertia terms were ignored as they were found to be quite
small in comparison to the principal diagonal terms. The values formed part of the airframe
parameters used in the test-bench platform model which also included estimated drag coef-

ficients and centre of gravity offsets.

3.2.2 Flight controller

The validity of using a real-time simulation environment as a system identification test-bench
platform, required a flight control computer and its associated firmware/software to be flex-
ible enough to adopt extra functionality and have mature emulation software functions. The
Pixhawk 2.4.8 flight controller, shown in Figure was chosen as the primary flight con-
troller. A modified version of the ArduCopter 3.4 software enabled the integration of system

identification input manoeuvres. The modification architecture is described in Section[3.3.1}

The real-time emulation of the 32-bit ARM Cortex M4 core with floating point unit (FPU)
occurs through timing callback functionality which prioritises each function call based on
its interface to the I/O (input/output) devices.The IMU emulation was simply done with
superimposed signals errors. Virtual allocation of the Pixhawk 256 KB of RAM is also emu-
lated to ensure that the implemented system identification routines can run in real-time. The
emulation of General Purpose Input/Outputs (GPIOs), which are used to control actuators
(motors), servos, LEDs and relays were also implemented so that the state status transmis-

sion to the Mission Controller described in Section[3.2.5 was achieved.

3.2.3 Powertrain

The airframe was powered by a set of four brushless RCTimer 5010-620KV motors (shown
in Figure 3.4), APC 10x4.7 inch (25.4 by 11.43 cm) multirotor propellers and 30A electronic
speed controllers with BEC (Battery Eliminator Circuit) support. Contact friction between
the motor shaft and propeller using a torqued nut and washer was the attachment method.
A power module was also installed to ensure a stable power supply to the flight controller
and while monitoring the 4000mah battery (Lithium-Polymer-Ion) voltage and total current

draw from the motors.
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Figure 3.3: Pixhawk 2.4.8 flight controller

In order to include high-order dynamics of the propeller, wind tunnel data for a 10 by 4.5 inch
propeller was processed and modelled [86]. Although it does not match the propeller pitch
angle for the research platform used in this research, this difference was deemed negligible.
This is shown in Figure|3.5] The propeller thrust and torque characteristics are a function of
the forward flight and rotor speed. p is the advance ratio. This was utilised in the flapping
dynamics model used within the test-bench platform which is described in Section
The modelling of the incipient fault condition, as introduced in the Section made use
of the above powertrain configuration. The methodology and resulting models used in the

test-bench platform are described in Section 3.4}

3.24 GPS

The Readytosky Ublox NEO-M8N and compass module, shown in Figure was
mounted on the airframe such that the electromagnetic interference from the power elec-
tronics was minimised. This module was chosen due to its ability to process multiple GNSS
(Global Navigation Satellite System) signals such as: GPS, GLONASS, Galileo-ready, BeiDou
and QZSS. It also contains a compass which is a HMC5883L digital triple-axis magnetometer

module.

The emulation of the module within the test-bench platform was achieved by incorpo-

rating various functionalities such as: sample delay, transmission byte loss percentage, glitch
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Figure 3.4: RCTimer brushless DC motor.

offsets in latitude and longitude, number of visible satellites and amplitude on the altitude

error which is used in the trajectory tracking controller.

3.2.5 Ground station

A ground control station (GCS) software called Mission Planner, as seen in Figure was
used for the planning and monitoring of execution of a system identification manoeuvre
profile. This was installed on a Windows 7 computer. The MAVLINK (Micro Air Vehicle
Link) communication protocol is chosen combined with a 433 MHz telemetry receiver to

transfer data packets from the GCS and the [UAS

Given the simplicity of the MAVLINK protocol architecture, the emulation of the communi-
cation channel between the test-bench platform and the GCS was achieved by passing the
same data packets through a virtual TCP (Transmission Control Protocol) port with signal
latency emulation. The logging capability of the GCS was also used to analyse data recorded
by the test-bench platform prior to further post-processing.
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Figure 3.5: Propeller thrust/torque coefficients - wind tunnel data

3.3 Platform Software Development

3.3.1 Software architecture
The test-bench platform software architecture was developed such that it will be able to:

e Introduce faulty rotor dynamics (as described in Section 3.4) through an emulation
routine ensuring repeatable system behaviour to be used by model identification algo-

rithms.

e Support the generation of system identification data for the representative hardware of

a UAV.

e Interface with a nonlinear identification routine which will use the generated data in

real-time as discussed in Chapter 4]
e Integrate an FDD routine as discussed in Chapter 5]

e Accommodate a reconfiguration mechanism which will influence the performance of

the test-bench platform in the event of a faulty condition as discussed in Chapter 5]
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Figure 3.6: M8N GPS/Compass module with folding mount.

The various routines were incorporated into the test-bench platform framework for the pur-
pose of the activities described above without the need to manage separate software base-

lines. This is shown in Figure

The Codeblocks IDE (Integrated Development Environment) was used to implement the
above routines in the ArduCopter 3.4 baseline. The real-time memory requirements for the
nonlinear identification routine (described in Chapter ) required a separate microcontroller
to be used for its validation under real-time constraints. A I2C interface was then used to

transmit system data from the test-bench platform.

3.3.2 Quadrotor dynamics

The purpose of quantifying the flight dynamics for quadrotor system as described in the
previous sections is to capture the relations between the salient parameters describing its
behaviour. These functions can then be integrated in software to form part of the test-bench
platform mathematical engine as described in detail in this Chapter. Such a platform can
then be used as a source of system data required for the verification and validation of the
nonlinear identification methods as described in Chapter 4/ and fault-tolerant algorithms as

described in Chapter
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Figure 3.7: Ground control station running the mission planner software.

Assumptions

The assumptions used to develop the quadcopter dynamics model are [87]:

1. The non-diagonal mass moment of inertia terms are small and can be neglected. More-
over the principal axes, defining the principal mass moment of inertia, coincide with

body-fixed reference frame.

2. The induced moments created by aerodynamic forces from the fuselage are neglected

as the centre of pressure is assumed to coincide with the centre of gravity.

3. The tip-path-plane flapping dynamics are described as a reduced-order model with

two states.
4. The direction of the thrust generated by the rotor is orthogonal to the tip-path-plane.

5. The rotor blades mass moment of inertia is small enough that no cross-coupling effects

in the flapping dynamics are considered.

6. Aerodynamic moments generated by the quadcopter rotors are represented by a linear

model with a constant torsional stiffness value.

7. The dynamic response of the brushless motor to controller commands is considered

negligible.
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Figure 3.8: Software routines of the test-bench platform developed for this research.

Equations of motion

By considering a coordinate system located at the quadcopter centre of gravity and aligned

with the quadcopter body-axis, the following equations of motion can be described [88, 3]:

mv+m(@xv)=F 3.1)

Io+ (w x Iw) =M (3.2)

where the body-fixed linear and angular velocities are defined by v = [u v w]’ and @ =
[p q )T respectively. External forces such as: gravity, aerodynamics and propulsion, are
assumed to act at the quadcopter centre of gravity with a measured mass of m, are defined
asF=[X Y Z]T. Based on geometric level arms and the mass moment of inertia defined as

I=[I,s Iy I..], external moments are defined as M = [L M N 7.

For a given rotor speed 2 and ambient density p, the generated propulsive force of quad-

copter rotor system is given as [88]:

T, = Cr,p(QR;)*wR? (3.3)

where the number of rotors are represented by ¢ = [1 — 4]. The thrust coefficient of the ith

rotor defined as C'1;, can be expressed as:

2 )
Cr, = 277 (o0 (5 + 1) - ) 64

2 3 2 2
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where the definition of the ith rotor inflow velocity Ap; can be expressed as:

Cr,
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Wi — Wyind

“Zri = Q’L RT

2c,
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TR,

v Mg

Figure 3.9: Quadcopter rotor forces and moments
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(3.5)

(3.6)

(3.7)

(3.8)

where the propeller lift-curve slope is a,, ¢, is the propeller blade root chord (this is approx-

imated as a constant value), R, and 6 are the propeller blade length and the approximated

pitch angle respectively (blade twist is assumed to be negligible given the ratio of generated

thrust over the span of the blade). (.,, and p,; represent the inflow velocities to be solved

based on aerodynamic angles between the quadcopter body-axis and resulting velocity vec-

tor [87]. Velocity components based on a local reference frame at each ith rotor is given as
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u;, v;, w;. These components can be computed as:

u; = u+ Sy, Lyyrsinty, (3.9)
v; = v+ Sy, LyprcosOp, (3.10)

where Ly, and 60, are the linear and angular distances from the quadcopter centre of gravity
to the frame rotor hub, respectively. S, = [Sy,, ..., Su,] is the distance scale factor for each
ith rotor. R, and R, are level arms resulting from the quadcopter angular motion along the

body x-axis and y-axis respectively.

The computation of the ith rotor torque @, is defined as:
Qr; = Cop(QuR,)* 1R} (3.12)

where the torque coefficient is given by:

Cq = Cr(Aoi — pz) + CDSOUT <1 + ;Mi) (3.13)
where Cp, is the zero incidence angle drag coefficient. To avoid the computationally expen-
sive numerical method of solving for propeller aerodynamics, wind tunnel data was used
instead as shown in Figure By combining each ith rotor flapping dynamics into a simpli-
tied tip-path-plane (TPP) model (excluding the dynamics of a feathering hinge motion), the
following can be described [78]:

b, _ 0 1001 v = Vwind 3.14
1 p Te TeOpy SLR, 19
. ai;
ay; =—q—-
Te
1 [bar; ui — Uying | 601i Wi — Wwind (3.15)
Te 6# Q’LRT‘ 5ﬂz QZRT

the effective rotor time constant is defined as 7. is. The effect of TPP dihedral on the longitu-

dinal dynamics is given as:

(5a1i 460
3 Ky ( 5 — Ao ) (3.16)

K, is a constant coefficient that introduces a restoring moment. The dihedral coefficients are
defined as:

obi; _ day;
e B O

(3.17)
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dai;

5, and % are the dihedral derivatives in the longitudinal and lateral axes respectively. For

model simplification, they are of equal magnitude and have a destabilising effect.

The advancing blade produces more thrust during a heave movement resulting in a rotor

hub moment. This effect can be described as:

day; 1642,
=K r (3.18)
Opts g (1- /“1’72"1'/2)(8 lpri| + aror)

By considering the rotor flapping motion as a contributing factor in the generation of rotor
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Figure 3.10: Rotor flapping approximation [89]

moments, aerodynamic moments generated by the quadcopter rotors can be represented by
a linear model with a constant torsional stiffness value, kz. This is shown in Figure and

defined as:

Mk,lon = K,Bali (3.19)

Ly 10t = Kgby; (3.20)

where Mj, jon, and Ly, 14 are the restoring moments due to the rotor flapping motion in the
longitudinal and lateral axes respectively. Additional moments are generated through the
tilting of the ith rotor due to the rotor flapping motion. Assuming the rotor flapping angles
are small, a linear approximation of the total moments about the quadcopter centre of gravity

can be defined (N is the number of rotors):
Ly =YX, (Kg+Thy) by (3.21)
M, =N (Kz+Th,)ay (3.22)

N, =3, Qi (3.23)
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where the distance along z-axis between the quadcopter centre of gravity and the rotor head

is defined as h,. Similarly, the rotor forces can be described as:

X, = -~ Tsin(ax;) (3.24)
Y, =, Tisin(by;) (3.25)
Z, = —Y_iv) Ticos(a1;)cos(by;) (3.26)

Given the above equations of motion, the additional dynamics of the incipient fault con-
dition is defined through the model estimation of propeller angular speed €; for the ith
affected rotor as function of faulty motor angular speed. The system identification of the
propeller slippage faulty condition is described in Section[3.3.5| Such an integrated model is
also known as a grey-box model which is used for the development of a nonlinear system

identification to predict faulty rotor dynamics in Chapter [4]

3.3.3 Flight dynamic model verification

Using the MATLAB software, a 6-DOF flight dynamic model was developed based on the
quadcopter dynamics described in Section This was used as a verification step to min-

imise the integration effort with the ArduPilot software suite. This model is shown in Figure

B.I1

Unlike the typical use of Simulink block objects to create a simulation model, the simulation
code was directly written in the C++ language and compiled into a MATLAB executable
(MEX) file. The advantage of this approach is that debugging on the compiled code can still
be performed by introducing conditional breakpoints within an IDE and integration into the

Ardupilot codebase, also written in C++, is achieved.

The verification process included the assessment of the trim and linearisation outputs of
the simulation model for various flight conditions. Specific trim and linearisation routines
had to be developed to ensure linear models were generated around steady-state trim con-
ditions. The objective was to analyse the effect of the flapping dynamics on the behaviour
of the quadrotor at various flight conditions. This is shown in Figure As expected for
the impulse output, the flapping angle increases in magnitude as forward speed increases.
Moreover, the bandwidth of the response is independent of forward speed which enabled

the optimisation of the system identification manoeuvres described in Section 3.3.6}
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The development of the nonlinear identification algorithms described in Chapter [ was done
using the generated data from this simulation model. Given that the quadcopter dynamics
are unstable without closed-loop control, a PID controller was designed such that the quad-
copter could be simulated. Algorithm robustness to noise was also analysed prior to their

integration into a real-time environment. The results were presented in [3]].

3.3.4 Embedding simulation into ArduPilot

The ArduPilot software makes use of a software-in-the-loop (Software-in-the-Loop (SITL))
to verify new algorithms or updates software routines by executing a 6-DOF model that
emulates a particular platform such as: helicopter or airplane. This model assumes non-

physical properties in order to minimise the compiling time.

This model was subsequently replaced with the developed flight dynamic model as de-
scribed in Section[3.3.3|to ensure the system identification routine would capture the physical
behaviour of the system. A telemetry interface for post-processing was modified and execu-
tion of test-bench was monitored and analysed using the MavProxy Ground station, shown

in Figure[3.13]

CAProgram Files (xB5)\MAVE: xe o 0 Console =3 2

fay, Olost) 100%
peedd  ThiO Roll0  PitchD  Wind /-
ErorDOH  FightTime--  ETR 0

Map =48

Figure 3.13: MavProxy ground station console.
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3.3.5 Fault emulation implementation

The fault emulation routine as shown in Figure 3.8 consisted of integrating the fault filters,
as identified in Section [3.4]as part of the Ardupilot software suite. In order to minimise the
amount of computational overhead due to this functionality, the fault injector was modelled

as second-order transfer function with an initialisation flag based on user inputs.

Secondly, given that further validation will be performed using the avionics platform as de-
scribed in Section 3.2} the injection filters were applied on the motor output commands from
the attitude PID controllers, as shown in Figure This enabled the faulty emulation fil-
ters to execute at the same rate as the motor output routine ensuring the rest of the autopilot

structure remains unchanged.

Angle -> Rate Rate -> Motor Output

» F F P Fault Injection
+ l
Target output
Angle Target Error I . + Motors
>
P
limit I

Figure 3.14: Attitude PID controller with fault filter injection.

3.3.6 Automated manoeuvres design

The design of input manoeuvres to generate data for real-time system identification is a ma-
jor objective of optimising the information content during the dynamic motion of the test-
bench platform. Using the system linear response analysis described in Section [3.3.3/and the
nonlinear validation of the embedded simulation described in Section [3.3.4} the power spec-
tral function of both doublet and 3211 manoeuvres was used to develop software routines to

stimulate sequentially all four rotors. This is defined as [84, pp. 38]:

Ew) = 2Af [1‘;0;“2)] «
M M M
D VEH2) cos(j) Y ViVig, (3.27)
i=1 j=1 i=1

where M is the number of impulses with a time duration A¢ and amplitude V' and nor-

malised frequency Q = wAt. Figure shows a superposition of the doublet manoeuvre
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on the command for each rotor. Figure [3.16]shows the power spectral energy of an manoeu-

vre design step-size as a function of forward speed.
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Figure 3.15: Illustration of superimposed identification manoeuvres on commanded rotor

signals.

Once an optimal manoeuvre step-size was chosen (in this case 135 ms), the manoeuvres were
then superimposed on each motor output in sequential order or for user-defined motor. Sim-
ilar to the implementation of the fault emulation filters, the system identification manoeu-
vres were activated based on user-input and could be deactivated once the FDD process was

complete.

3.3.7 Software-in-the-loop simulation

The complete simulation procedure, known as software-in-the-loop (SITL), included the
compiling of the ArduPilot software suite such that it can execute on the kernel layer of
an operating system ensuring real-time constraints are honoured. In addition, this enabled
the testing of the full functionality of the ArduPilot software through logging the system
dynamic behaviour generated from the flight dynamic model as described in Section[3.3.3|

The typical mission profile consisted of various waypoints to ensure the designed trajectory
tested adequately the implemented algorithms. This is shown in Figure Mission-critical
data transmission between the [SITL|simulation and the Mission Planner was done using the

UDP (User Datagram Protocol) link. The identification manoeuvres were triggered at a pre-
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defined forward speed while the quadcopter performed waypoint navigation.

Verification of the simulation was done for both healthy and faulty conditions where
the slippage condition for rotor #1 resulted in a thrust loss of 85%. This faulty condition was
triggered when the quadcopter forward speed was higher than 3 m/s. This is shown in Fig-
ures[3.18and[3.19} As objective of online application of the system identification manoeuvres

was achieved through the complete execution of a programmed mission.

The performance of the PID flight controllers was also analysed through the tracking perfor-
mance of the system angular rate tracking. This is shown in Figures and respec-
tively. As expected, there is an increase in proportional (P) error after every manoeuvres
with faulty rotor case. Furthermore, integrator (I) windup can be noticed especially during

a turn around a waypoint resulting in an unstable behaviour.
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Figure 3.17: Programmed waypoints trajectory in mission planner.
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Figure 3.18: Mission flight path with no thrust loss. [SII1Isimulation
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3.4 Identification of Rotor-Slip Incipient Fault Dynamics

3.4.1 Incipient fault model

The most important part of a quadcopter is the power electronics. Besides the power dis-
tribution board, the high-amperage battery and the electronic speed controller (Electronic
Speed Controller (ESC)), the rotor system comprises of a propeller tightened to the shaft of
a three-phase brushless DC (BLDC) motor. This is shown in Figure Even though some
rotors have a self-locking system, the application of dust, grease, uneven mating surface and
wear-and-tear can decrease the friction joint effectiveness causing a faulty quadcopter be-
haviour. If such a fault has a dynamic component or its amplitude increases with time, this

is known as an incipient fault condition.

clamp force (nut) Fy

/ propeller w,,

dynamic friction pix

motor w,y,

Figure 3.22: Configuration of a quadcopter powertrain with an incipient fault condition.

Given a motor torque on the ith rotor defined as 7;,,,, a fault condition can become incipient

if both conditions are true:

(Wi, — wp,) >0 (3.28)

Tmi > Mk(gi)dh(FNi - Tpi) (329)

where w,,,, wp,, are the motor and propeller rotational speeds for the ith rotor respectively.
dy and Fl;, are the friction joint diameter and the friction joint clamping force respectively.
The propeller thrust is defined as T},,. 11(&;) and &; are the parameters defining the dynamic
friction model for a Stribeck friction coefficient. [90]. Without access to the motor electrical
parameters, such an incipient dynamic model can be identified through experimental meth-

ods as described in [1]].
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3.4.2 Experimental setup

To the author’s knowledge, the investigation of partial propeller failure through the mod-
elling of its change in rotational speed has not been explored. This is particularly relevant
given that numerous custom-made quadcopters have propellers assembled unto their mo-
tors through the tightening of a nut, relying solely on contact friction. Given the complex
nature of the dynamics involved and the unknown model parameters correlation the mo-
tor RPM (revolutions per minute) and the propeller RPM, this thesis investigates an experi-
mental approach in the modelling of propeller RPM dynamics by analysing the images of a

high-speed camera.

This approach has been used to capture the deformation of a flexible rotor blade [91], and
estimate the rotation angles of moving objects [92]. The processing of RPM dynamics is
achieved by analysing each still frame of the video and determining the rotational position of
the high-contrast blade of the propeller through computing the RGB (red-green-blue) index
values. Although common methods for measuring RPM dynamics are available such as
optical sensors [93]]; this method has an advantage of capturing the dynamics of the propeller

under various faulty conditions through a simple hardware implementation.

The main objective of the experiment was to capture the rotational speed of the propeller at
normal (high-contact friction) and faulty (low-contact friction) conditions within the band-
width of the dynamics in question. A GoPro (Qcamera was chosen because of its versatility
and ease of application. A GoPro camera is a fixed focus, 11 mega-pixel, still frame (or 1080p
high-definition video) camera measuring just 42 mm x 60 mm x 30 mm. The Hero 4 Silver
version has a viewfinder or LCD screen, which allows the framing of the image to be done
without post-processing the video data on a computer. This type of cameras can be used

with various accessories for both outdoor and indoor application.

To enhance the quality of the video and keep camera in focus, each propeller blade was
spray-painted with black and white colours respectively and a black background was chosen
to add contrast. This enabled the imaging processing algorithm (described in Section
to accurately track the position of the white-painted blade. Additionally, the GoPro camera
was set to capture the video at 240 fps (frames per second), at the sacrifice of the video
resolution which was set at WVGA (Wide Video Graphics Array) with an image size of 800
pixels (width) by 480 pixels (height). The high frame rate enabled the measuring of rotational
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speed up to approximately 18300 RPM (assuming a maximum capture of 45 deg increment

given possible blade blurring effects).

Figure 3.23: GoPro camera with WVGA setting and drone rotor setup

It was decided not to modify the Pixhawk autopilot code for this experiment but rather use
a separate method to test the motor. An Arduino Uno was chosen and was programmed
to provide (Pulse Width Modulation) commands to the ESC (Electronic Speed Con-
troller). This was done in order to maintain input repeatability between the various rotor
test conditions. The ESC was then connected to the motor to produce rotational speed. A
separate 4S Lithium-Polymer (Li-Po) battery was used to power the drone rotor while the
Arduino was powered while connected to the laptop computer. The experiment layout is

illustrated in Figure

Using an iterative approach, four various PWMl commands were generated which would
represent the RPM range during a typical flying mission (hover and slow forward speed).
The step changes between the commands were also considered in order to establish a de-
tailed analysis of the rotor dynamics in both negative and positive step changes. Each step
changes lasted two seconds to allow the transients of the dynamics to be captured by the
imaging algorithm. The following steps (in microseconds) were used: [1240 1340 1270 1400
0].

A delay of 2000 milliseconds was used to create a step command effect. The tests were
performed using an Arduino microcontroller. The difference in tests between a healthy rotor

and a faulty rotor was through the loosening of the nut on the propeller, enough for a slip
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Figure 3.24: Rotor RPM experimental setup

to occur under small amount of torque. The GoPro camera was mounted on a stand and
the recording was stored on a Micro-SD card and transferred to a laptop for further post-

processing.

3.4.3 Image processing algorithm

An image processing algorithm was developed using MATLAB software. Other measure-
ment methods were investigated such as: LED/laser pointer method, Laser tachometer,
Photo resistor. Such methods are great effective methods to determine the steady state fre-
quency. Given all the above alternative methods work with a fixed position of the sensor
and the propeller used in this research only has two blades, the dynamic response to a step
command will not be accurately tracked. So a method that captures the entire rotation of the

propeller blades was required.

The chosen image processing method has a obvious drawback given the inherent noise gen-
erated in the video processing which post-processing could introduce artificial delays. This
was deemed acceptable given the transient behaviour should be well captured given the

higher signal-to-noise ratio during the transient response to a step command.
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The VideoReader function was used as it allows the processing of video frames within a
specific time range. The centre of rotation was chosen using a cursor over the image. This
enabled the generation of a circular array of data points that would determine the location
of the blade by analysing the RGB values along the circumference of drawn circle. This circle

can be seen in Figures and at different times of a video stream.
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Figure 3.25: Image capture at 0.5s (stationary)

A flowchart of the logic on how the imaging algorithm processes the raw image data is
shown in Figure An adaptive RGB threshold has been implemented to prevent the
computation of the blade angular position from a discontinuous dataset, which is evidence
of RGB values from glares or reflected light on the paint. The RGB threshold is then adjusted
accordingly and the analysis of the RGB values along the circumference of the drawn circle
is repeated. An illustration of the RGB threshold controller eliminating glares is shown in
Figure There is also a check on whether some RGB values have crossed the zero angle
line and show false discontinuity due to angle wrapping (0 to 360 degrees). The angular
rates, and subsequently the RPM values, are computed based on time difference between

each frame (time interval between frames is 1/240th of a second).
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Figure 3.26: Image capture at 3.5s

3.4.4 Kalman filter application

A Kalman filter, also known as a linear quadratic estimator, was adopted for signal condi-
tioning prior to model estimation [94]. A high measurement noise covariance was chosen,
given the process noise (generation of the PIWMl commands through the Arduino) is known
to be pretty small in comparison. The measurement noise standard deviation o, was set
at 0.015 and the process noise standard deviation o,, was set at 0.15 such that the discrete

covariance matrices can be defined:

Q(k) = oy, (3.30)
R(k) = o2 (3.31)

where Q and R are the process and measurement covariances respectively. The discrete
Kalman filter can be easily defined as two-stage state estimator with time update and mea-
surement update. Given one state, the Kalman filter reduces to near-zero phase shift low-

pass filter.
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Time Update

Given the unity state transition F'(k) and observation H (k) matrices, the predicted state and

covariance can be computed as follows:
z(k)” = F(k)x(k—1)" (3.32)
P(k)” = F(k)P(k — )" F(k)T + Q(k) (3.33)

where the 2(k)™ and P(k)~ are the state and covariance matrices respectively prior to mea-

surement update.

Measurement Update

The computation of the Kalman gain and update of the state and covariance can then be
performed:

K(k) = P(k)"H(k)" (H(k)P(k)H(k)" + R(k)) " (3.34)

2(k)t = 2(k)™ + K(k)(2(k) — H(k)a(k)") (3.35)

P(k)" = (1 — K(k)H (k)P (k)™ (3.36)
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where z(k) is the raw input (in this problem the RPM values). z(k)* and P(k)™ are the state

and covariance matrices respectively corrected with a measurement update.

3.4.5 Model identification and estimation

Given that the RPM dynamics for both a healthy rotor and a faulty rotor can be measured
repeatedly and accurately through the use of the imaging processing algorithm, the objective
is to establish a fault emulation process that could be invoked in software. This requires the
identification and estimation of a RPM dynamic model through system identification. This
estimated model would then enable a relationship between the healthy and faulty rotor RPM
models to be determined. This result can then act as pre-filter of the PIWM| commands of a

healthy rotor to mimic a faulty rotor behaviour.

Identification of continuous time models

Given a sampled dataset (ux(t),yx(t)) which is assumed to be from a continuous function

[95] the problem of model estimation is to derive G(s) such that:

Y(s) = G(s)U(s) (3.37)

G(s) = ig (3.38)

B(s) = bos™ + b1s™ 1 + ...+ by, (3.39)
A(s) =s" +a1s" ... +ay (3.40)

where n, m are the number of poles and zeros and «, b are the estimated coefficients. If Y (s) is
the Laplace transform of y(t) and provided these derivatives were accessible, a linear regres-
sion method extended from a discrete time parameter estimation could apply [96]. Given the

time-derivative problem, a pre-filtering process is done and defined as:

2(t) = L7 [L(s)]yx(t) (341)
w(t) = L7HL(s)]ux(t) (3.42)

where £71[L(s)] is the inverse Laplace transform of the applied filter L(s). The choice of

filter depends on the inter-sample behaviour of the input. Common ideas are:
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e The SVF (State Variable Filter)

)\ n
L(s) = 4
©=(:23) (.49
o GPMF (Generalised Poisson Moment Function)
A n+1
L(s) = 44
©=(:23) (.44
e Refined choice of filter
L(s) = — (3.45)
s) =7 ) .

where the value of X reflects the dynamics of the system and n is the system order. The last
option is an iterative approach initialised with guessed estimates. Given the quantities of
2 (t) and wy(t) are defined at each sampling interval ¢ = t;, the parameters A(s) and B(s),

bundled here as 6, can be easily computed by a least-squares method:

-1
6= Z¢<tj>¢T(tj) Zd»(tj)zn(tj) (3.46)

where ¢ is a built-up notation from z; and wy, [95]. In the event of a white noise being present,
the removal of the bias is achieved through using the Instrumental Variable (IV) method. The
noise effected outputs are replaced by instruments zj, to form an instrument vector 7(t;) of

the same form as ¢(¢;) resulting in a new estimate [95]:

1
0= (Zn(tj)¢T(tj)) Zﬁ(tj)zn(tj) (3.47)

The MATLAB System Identification toolbox makes use of the theory above with specific
focus on the IV method. This is implemented through the function t fest. This function
applies a pre-filter that is the denominator of the current model, initialised with SVF. The pre-
filter is iterated using various Gauss-Newton least-squares methods up to default maximum

of 20 iterations or tolerance of le-3.

Estimation of a Fault Emulation Model

Fault emulation through software is an inexpensive method of testing system behaviour

within a safe and repeatable environment. However, the main issue has been to assure the
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modelling of the faults are representative of actual faults (mainly mechanical or hardware
related). Given that continuous time models of the RPM dynamics can be estimated, a faulty
model filter on input data (PWM]| commands) can be deduced. Given the estimated models
G(s) and H (s) defined as:

y(s) = G(s)u(s) (3.48)
yr(s) = H(s)u(s) (3.49)

where y(s) is the rotor faulty response to the same RPM commands u(s). A fault injection

filter G¢(s) can be formulated such as:

ys(s) = G(s)Gy(s)u(s) (3.50)
G(s) = G(s) ' H(s) (3.51)

The inversion of the G(s) implies that the estimation process cannot result in an ill-conditioned
matrix. A large condition number implies that the inversion of a matrix will lead to a sin-
gularity. For the objective of implementing G'f(s) for real-time execution, a model reduction
process was followed with the maximum number of poles being one (equivalent to a first-

order filter) using the balred function. This function decomposes G(s) into two parts:
G(s) = Gs(s) + Gu(s) (3.52)

where G4(s) and G, (s) are the stable and the unstable parts respectively. G(s) is then re-
duced by applying the balanced truncation method, which computes the Hankel singular
values o; and ensures the absolute error ||G(s) — Gy (s)||~ is within the bounds 237, 0.

G (s) is the reduced matrix, r is the model order and n is the number of states in G5(s).

3.4.6 Results

The recording of the healthy and faulty rotor tests was done in a well-lit room away from
windows to prevent glares on the rotor blades. The synchronisation of the video recording
and the start of the PWM| commands was done through trial-and-error given the GoPro

camera does not have a timer mechanism to start recording.

The results of the imaging algorithm, described in Section and the subsequent filtered
data is shown in Figures [3.29] (healthy rotor) and (faulty rotor). The Kalman filter was
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tuned, based on analysis of the raw data, with a process noise standard deviation o, of 0.015
and measurement noise standard deviation of o, of 0.15. The complete degradation of the
tracking performance is evident in the faulty rotor test which was accompanied during the
test by rattling noise of the propeller slipping against the motor shaft. For both faulty rotor
and healthy rotor tests, the step command to zero results in a large settling time. This is due
to the fact that the brushless motor magnetic field effectively collapsed effectively reduced
the braking system based on the back-emf, resulting in the propeller angular momentum
being reduced by only aerodynamic drag and mechanical friction of the rotor. Modern ESCs
are able to provide this functionality provided some voltage is still applied, but this was not

used in this research.

The response of the faulty rotor didn’t reach a steady-state condition. The missing data could
have introduced some estimation errors. Unfortunately, this short-coming could not have
been alleviated at the time of conducting this experiment. The given the modelling choice for
the fault injection filters Gf(s), the impact on framework is minimal. Table 3.3|shows
the resulting model estimates for both test cases. The validation of the model estimates fit
accuracy for both test cases is shown in Figures and Based on the results, it can be
seen that the zero location of the faulty rotor estimated model given an initial step change
of 1240 microseconds is positive resulting in non-minimum phase behaviour of the model,

which when implemented in software will be just a constant delay on the input signal.

This result ensure that the estimation models give an adequate representation of changing
rotor dynamics between a healthy and a faulty rotor. Figure[3.31|shows the bandwidth across
each step change between the test cases. The mapping of the step changes to the
command is shown in Table It is quite evident that the higher the PWM| command, the

Table 3.2: Mapping of the PWM commands to step changes
Step No. Step size [PWMlcommand [microseconds]

#1 1240 1240
#2 100 1340
#3 -70 1270
#4 130 1400
#5 1400 0

more the faulty rotor struggles to track the command. This is seen in step No. #4 where the
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increased noise on the propeller was due to the slippage caused by an increase in opposing
drag overcoming the low-contact friction. This results in the faulty model having a slow pole

(small bandwidth).

Table 3.3: Transfer function estimated models

command  Healthy Rotor Faulty Rotor

5.76s + 32.5 —1.79s + 6.25
1240
524+ 11.8s+35.7 s24+8.43s5+ 3.08
1340 83.9s 4+ 871 6.2
s2 +36.4s + 119 s+ 0.365
1970 2.06 0.998
s+ 1.45e¢ — 06 s+4.12e — 06
1400 58.1 1.35
s+12.5 s+ 1.96e — 09
0 0.58s +48.9 0.00676s + 3.71

s2+51.7s4+21.6 s%+4.38s+ 1.99

The above estimation method has revealed that rotor dynamics after a step change require a
certain amount of settling time to estimate the correct RPM value. Moreover, the magnitude
and direction of the step change plays a crucial role in establishing an accurate relationship
between the commanded input and the measured output. This applies for both healthy and
faulty rotors. This can be seen in the Figure whereby a step change smaller than 100
microseconds shows an estimation model with a large settling time. For the computation of

the fault injection filters, such data was discarded.

Table 3.4/ shows the result of computing the fault injection filters G ¢(s). The fault emulation
commands u(t) is compared with the original command and it is shown in Figure
It can be seen that as the rotor speed increases beyond 1340 RPM, the filter pole sharply
decreases to zero. This relationship can be modelled to study various levels of contact friction

for the purpose of analysing the rotor dynamic behaviour.

The above method has proven to have both advantages and disadvantages. Extracting time
series data from an imaging processing algorithm produces quite noisy data which needs to
be processed and in itself could introduce artificial dynamics. However, the above results
does show that dynamic behaviour of slippage condition has been captured through both

small and large step commands ensuring that the various nonlinear effects are captured.
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Comparing the above method with a light sensing approach (such as laser) could have re-
sulted in less noisy data (especially combined with an oscilloscope), but the same parameters

affecting the estimation of fault injection filters would have been identified.

Table 3.4: Fault injection filter estimated models

PWM]step Model pole
P T
1340 w -0.367
1270 Ofi‘s le'gél_eo; T 412006
1400 % -1.96e-09

. —0.10s + 7.46 46

s+ 7.46
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Chapter 4

Nonlinear Identification of Unmanned

Rotorcraft Systems

4.1 Introduction

In Chapter 3| the system identification problem was introduced through the description of
the system-under-test (defined as the test-bench platform) and the experimental approach
that would achieve repeatable results without compromising safety and system integrity.
With reference to Figure the part of nonlinear (system) identification discussed in this
chapter focuses on the Estimation and Evidence stages applicable to nonlinear systems. A
detailed description of model structures and their associated estimation algorithms are given
while taking into consideration the nonlinear dynamics of a faulty unmanned quadcopter

system.

Given the difficulty of achieving accurate and practical models which can be used in con-
troller synthesis applications, a direct approach in system identification has been used to
represent unknown system dynamics [97]. This makes use of a nonlinear model structure
which enables the mapping of observed data (input-output) to a cost function minimisation
regressor matrix to be achieved [98, 80]. Within closed-loop systems, such as rotorcraft in
general, the direct approach applies a prediction method by identifying the open-loop sys-
tem using the measurements of the inputs u and the outputs y. This method is well-suited

for closed-loop systems as it requires no knowledge of the state of the feedback signal and

77



CHAPTER 4. NONLINEAR IDENTIFICATION 78

prediction consistency and accuracy is obtained only through the choice of model structure

[99].

The development of a nonlinear system identification approach is based on the generation of
input-output data from a grey-box simulation model which incorporates estimation models
of a rotor with an incipient fault condition, described in into a quadcopter equations
of motion. Such an approach to modelling is a well established discipline, whereby the dy-
namic behaviour is described based on the physical model and the parameters in that model
structure are estimated (in part or in whole) with input-output measurements [100]. Grey-
box models use a-priori knowledge of the system dynamics and estimate the unknown free
parameters through system identification techniques. Such an approach has been used to es-
timate quadcopter motor dynamics and propeller aerodynamic coefficients [101], estimating
the longitudinal/lateral coefficients of small-scale fixed-wing UAV [102] and the estimation
of a quadcopter heave and rotational aerodynamic coefficients using closed-loop identifica-

tion techniques [103]].

The two primary objectives in nonlinear system identification is to choose a model structure
that is able to capture the underlying nonlinearity and predict the unseen data accurately
[104]. The second objective is particularly difficult in the case where the underlying dynam-
ics are time-varying based on the type of inputs used to excite the system. This is the case as
seen in Section 3.4 whereby incipient fault conditions, excited by the magnitude of the actu-
ation input, have a direct impact on the attitude dynamics of the quadcopter. This extra level
of complexity in the identification problem puts more emphasis on the generalisation per-
formance of the prediction model and the computational complexity of its training methods

[105].

4.1.1 Nonlinear system identification

A control-affine nonlinear system can be expressed as:

&= f(z)+g(z)u (4.1)

where © € R and = € R" are the input and state vector respectively. In real-world ap-
plications, functions f(z) and g(x) have unknown nonlinearities which can be parametrised

through their respective approximations flx,0 ¢)and g(x, 04) and based on adjustable weights
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0y € R", 0, € R". The complexity level of the parametrised model can be controlled

through the number of weight factors ny, n.
Expressing Equation.1|as an identification problem is as follows:
&= f(x,0%) + gz, 05)u + v(t) (4.2)

where 67 and 6] denote the optimal weights values in the approximations of f(z) and g(z)

respectively such that

0% = argg,min | f(z) — f(:c,Hf)} (4.3)

0; := argo,min [g(x) — §(x,0,)] (44)

and v(t) is the modelling error defined as:

v(t) = | fz(t) - f(ﬂ%@})} + [g(x(t) — 9(z, 05)] (4.5)

The identification problem using classical methods such as spectral analysis and prediction
error methods are well suited for open-loop systems resulting in good estimation models
which have captured the underlying model dynamics given the observed input-output data
[99]. However for unstable open-loop systems such as a quadcopter, the identification of
the rotor dynamics can only be achieved with the flight controller in the loop called closed-
loop identification. Such a method is well-suited provided (1) the observed data is rich in
information, (2) persistent excitation of the input signals contains the true system dynamics
within the chosen model structure [80, p. 435]. Both factors can be achieved through the

optimal design of identification manoeuvres as described in Section

4.1.2 Nonlinear black-box system identification

A nonlinear model structure can be applied either by using linear-in-the-parameters ap-
proach (polynomial structure) which can be solved analytically or nonlinear-in-the-parameters
approach (neural network structure) which involves the mapping from the observed data
(input-output) to a cost function minimisation regressor matrix [80]. Given that most indus-
trial system identification problems involves dynamical systems with unknown nonlinear-
ities, neural network-based model architectures are often used to describe complex input-

output mappings when no physical insight about the system dynamics is available or has
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been previously quantified [98} 106]. This is known as nonlinear black-box system identifi-
cation. Such an approach has been used to identify quadcopter dynamics using radial basis
function neural networks (RBFNN) which were trained with a minimal resource allocating

network (MRAN) algorithm [82].

A typical RBFNN is a model structure which consists of three layers: an input layer, a hidden
node layer and an output layer which are connected through a network of weighted param-
eters. Each node in the hidden layer computes the nonlinear transformation (defined by an
activation function) based on the Euclidean distance from all the weighted inputs to the node
neuron centre. The weighted summation of each node is used to compute the output layer.
The RBFNN mapping of a function f, : R” — R can be expressed as follows:
np,
fr0) =n+> mid(Ix—c¢jll,pj), 1<i<m (4.6)
j=1
where the input vector is denoted by x € R"”, ¢(-) is the activation function mapping from R"
to R, the Euclidean distance is represented by ||-||, the network weights from the input layer
are given as 7, 0 < 7 < ny, the RBF centre are denoted by ¢; € R", 0 < ¢ < ny, with nj, being
the number of nodes. p; denotes the RBF centre width. A Gaussian activation function can

be described as:

¢(z,p) = exp(—z*/p?) 4.7)

where p is a design parameter. To maximize network learning and ensure network conver-
gence time is minimised, various methods such as the orthogonal least squares (OLS) method
have been used [107]. The implementation of an RBF learning algorithm in a real-time ap-
plication needs to consider memory and computing time which will be discussed further in

later sections in this chapter.

41.3 OQutline

This chapter is organised as follows. Section introduces the concept of identification of
a nonlinear system using neural network framework. Section |4.2| discusses various learning
algorithms applicable for a RBFNN structure. The verification process of the continuous for-
ward algorithm (CFA) using a 6-DOF quadcopter model, is discussed in Section[4.3} Finally,
the validation process of CFA algorithm within a real-time environment of the test-bench

platform described in Chapter 3} is discussed in Section [4.4]
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4.2 Neural Network Modelling

4.2.1 Orthogonal least-squares algorithm

A regression model is based on establishing a relationship between model basis functions
and the dataset defining the parameter space. Although this model has been applied in
numerous applications, the algorithm computational cost is proportional to the number of
samples in the dataset. The orthogonal least-squares (Orthogonal Least Squares (OLS)) algo-
rithm has been developed to minimise computational complexity through adopting a selec-
tion process of the radial basis centres [107, 78]. This is linear regression model that aims at
computing the weights of the pre-chosen radial basis centres while minimising an objective

function. Considering a linear regression model defined as:

M
d(t) = pi(t)8; + e(t) (4.8)
=1

where M is the number of regressors. The desired output is defined by d(t), §; and p;(t) are
the estimated parameters and the regressors which are weighted functions of x(¢), respec-

tively. e(¢) is the assumed estimation error. Such regressors can be defined as:

pi(t) = pi(x(t)) 4.9)

The selection of the subset of regressors is based on achieving a low correlation factor with
the assumed model error e(t) which coincides with the selection problem of RBF centres ¢;

for a given nonlinearity ¢(-). A linear regression matrix system can be defined as:

d=PO+E (4.10)
where
P=[p,---pyl, p;=[i() - p(N), 1<i<M (4.11)
=10 0u" (4.12)
E=[e(t) - e(N)]" (4.13)

The projection of d on the basis vectors consisting of regressors p,, defined as P@, is a con-

dition to be satisfied by the computation of © through the least-squares (LS) method. The
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desired output energy produced by the chosen regressors is computed by the square of PO.
The transformation of the p, into orthogonal basis functions in order to compute the contri-
bution of an individual regressor to the desired output energy, is the basis of the orthogonal

least-squares method. Given a regression matrix P described as:
P=WA (4.14)

where A is a triangular matrix of size M x M consisting of:

1 a2 o3 --- Q1M

0 1 a3 - Qong
A=

o -~ 0 1 ay1m

o - 0 0 1

and W is a matrix with orthogonal columns w; of size N x M such that
W/'W =H (4.15)

where H is a matrix with diagonal elements h;:
N
t=1

Given that the regressors p, and the orthogonal vector w; spanned the same space, Eq

can be rewritten as:
d=Wg+E (4.17)
The orthogonal least-squares solution g is given as:
g=H'W'd (4.18)
and expanded as:
g, =w/d/(w/w;), 1<i<M (4.19)

The Gram-Schmidt algorithm has been used to obtain the orthogonal decomposition of P

[107]]. This is achieved by computing each column of matrix A as follows: at the kth stage
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make the kth column orthogonal to each of the k — 1 previously orthogonalised columns and

repeat the operation for k = 2,--- , M. By initialising a vector such that:
W1=P;

o = wZ-Tpk/(wZ-Twi), 1<i<k
k-1

Wik = Pr — Z QWi
i=1

Given that the orthogonal nature between w; and w; for i # j, the sum squares or energy of

d(t) is
M
d"d=> g'w/w; +E'E (4.20)
=1

The variance of d(t) can be computed once the mean has been removed from the desired

output vector d. Such variance is defined:

M
N'd"d=N"1>"g'w/w;+ N'E"E (4.21)
=1

The desired output variance consists of the explained desired output defined as g?w; w; /N
computed by w; and an unexplained variance of d(t). Dividing Eq. by N~'d"d, the

explained error can be computed:
E'E/d"d=1- dTlngzw;?Fwi (4.22)

Based on Eq. the maximum value of the ratio g?w’ w;/d” d will result the unexplained
error being minimised. The above approach enables the selection of a subset of salient re-
gressors w; such that the desired output energy unexplained error will be minimised. An

error function can be defined:
lerr]; = giw; wi/d"d (4.23)

The selection of regressors is such that:

M

1-— Z[err]j <p (4.24)

i=1

where M, denotes size of the significant regressors subset and 0 < p < 1 denotes a design

tolerance. The above can be formulated into a procedure: At the first step, for 1 <i < M

W1 =P;
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oi = i) ) ((w) T wi?)
lerrly” = (91" (wi”)Twi” /(a7 )

Find
[err] gil) = max|err] gi)
and make the selection
W1 = ngl) =P,
At the kth step, where k£ > 2
af) = wlp,/(wiwj)

- Z aﬁiﬁwj
j=1

g = W Td/ (W) Twi)

el = (6P wi)w /(a7 a)

find
[err],(jl) = max[err]](j) 1<i<M, i#i

and make the selection

k—1
(ix) (ix)
Wi = Wi =Dy, — E :ajk Wj
j=1

The procedure is completed at the M,-th step based on the following condition:

M,

1-— Z lerr]; < p
j=1
The prediction of the desired output is achieved by capturing the underlying system dynam-
(ik)

ics through a matrix of w;*’. The size of such a matrix is also representative of the number

of neuron centres ¢; within a neural network architecture.

4.2.2 Continuous forward algorithm

The continuous forward algorithm (Continuous Forward Algorithm (CFA)) was introduced
by Peng et al., [108], as a framework with analytical capability for both parameter optimi-
sation and neural network construction. The unlike feedforward selection algorithms,
has the ability to optimise over the parameter space, the nonlinear parameters as the network

architecture is adapted [3, |4]. The main advantage of such a method includes an improved
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method for neural network modelling while achieving a low memory footprint per each net-
work learning iteration. An input-output dataset for a nonlinear RBFNN] system is defined

as:
y= Z w;$i(X,04,¢;) (4.25)
i1

where m is the number of hidden nodes, § and x are the[RBENN] output and the input vector
respectively. ¢;(x,0;,c;) is the activation function of the ith node of the hidden layer. c;, o;
and w; denotes the node centre, width and linear output weight. The optimal parameter set

is obtained by minimising a sum squared error (Steady-State Error (SSE)) defined as:

Jw,o.¢)=(y-9)"(y—9) (4.26)

The output vector is denoted as y. A subset of k basis vectors exists from M candidates such

that the cost function can be minimised by computing network weights defined as:

w = ([ ®;) '@y (4.27)

where ®;, = [¢1, ....., ¢ is a regressor subset to ensure the minimisation of the cost function

defined in (4.26)) can be expressed as a function of regressor vector:

J(@) =y" [1- @, (@]2,) o] |y (4.28)

Further minimisation of the cost function can be achieved by specifying a basis vector V¢ &
(@k+1, -..-, ¢ar) as part of the regression matrix resulting in ®;.; = [®, ¢|. This cost function

net reduction based on the updated regression matrix is defined as:
AJpi1(9) =J(@k) = J([®k: ¢]) (4.29)
Based on the above cost function net reduction, a residual matrix exists such that [[109]:

1-8, (87®,) '@, 0<k<M
R; = (4.30)

such that:

oM ERp y M 2 Ryy (4.31)
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where ¢ and y are a column vector and output vector respectively such that: ¢(¥) = ¢ and

y® = y. A recursive update of such vectors can be achieved as follows:

40 = g _ (@)

(@ N T (g Y)

Without a detail analysis of the residual matrix properties defined in [109], the recursive

otk (4.32)

computation of the node regressors can be applied for the kth basis vector, defined as:

(k—1) _ (6T (y* D) oy

(k) —
yv =y — - Pk (4.33)
(of )T (oY)
Similarly, the cost function net contribution is defined as:
(T (k)12
AJji1(9) = o) o (4.34)

()T
The implementation of (4.32) and (4.33) can be simplified by introducing an upper triangular
matrix A of size k x M which consists of the cost function k basis vectors. Such a matrix is

defined as:

A 2 [ai]ixnr (4.35)

0, j<i
aij =1 oTRi16; = (6 )@ ), j=i (4.36)

STR;_16; = (6f " NT(@Y), i<j<M

shown here in matrix format:

a1 a2 a1 e ai,m
0 a2 a3 R a, M
A=
o - 0  ar—1, M-k Gr—1,Mm
o - 0 0 k., M
whereby:
a, 2 [aiylarxt,  aiy =y Ry = (y) TP (4.37)

ds [dilaixt, di = ¢ Rey; = (¢£k))T¢£k) (4.38)
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the parameter set of each hidden node (width and centre) can be expressed as:
d(x(t),0,¢) = D(x(t),w) (4.39)
where
w = [wo, w1, ...,wy] = [o, (] (4.40)

The cost function net contribution can be defined as:

AJjpr (@) = C*(w)/D(w) (4.41)
where
N
Cw) = (") M (w) =Y " y® P (x(t),w) (442)
t=1
N
D(w) = (6M(w))T6W(w) =D (¢ (x(t),w))’ (4.43)

t=1
where N denotes the number of training samples. The optimisation of each %k + 1-th added
hidden node parameter set added to the regression matrix ensures that the cost function net
contribution is maximised at each training iteration. This is achieved through a conjugate
gradient approach by computing the derivative of cost function net contribution defined as

[3:

Al _ 9ag, 1
_20) (o9 _ C@) o) 90 (4.44)
S (3 - So®w)) o)

1=0,1,...,n

where ¢£f? is the impact factor of the k-th hidden node regressor based on the computed

parameter set w; for a given i-th input vector, defined as:
-1
_ Oasp(w) o8

Ow; Qs s (4.45)
s=1,...k 1=0,1,...n

6 (w) = ¢ (w)

where

= (@ V(W) ¢!V (w) (4.46)
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The algorithm can be initialised at k£ = 0 such that:

qﬁfu%)( (t),w) = —2woz zi(t) — wi)?o(x(t),w)

PO (x(t),w) = 203 (x:(t) — wi)p(x(t),w) (4.47)

1=1,...,n

with node parameter set can be initialised as:

—-1/2

Z Z (it 2N (4.48)

i=1 t=1
This conjugate gradient method makes use of a line search iterative procedure such that
gradient of the contribution of VAJ, | (w,(ﬁl) results in a parameter set w,(szl that maximises
AJy H(w](szl) and is considered an optimal value. gb(w,(ﬁgl) is then computed along with the
triangular matrix A resulting in the k£ + 1th hidden node being updated with gﬁ(wk Jrl) as
defined in (4.32) and its output vector can be computed as defined in (#.33). This results in

the reduction in defined as:
SSEMD = 5SE® — A, (W) (4.49)

The above procedure is iterated until the net contribution of the cost function meets the
condition of being below a defined threshold 7 (0.1 has been used) or the SSE is below
le — 3.

4.2.3 Computational complexity

Both the and described above attempt at computing the location of the regres-
sor which maximises the projection of the sum squares error along the stated regressor
vector such that each RBENN| node configuration captures the underlying dynamics of the
input-output mapping. In order to achieve this recursive computation, the normalised input-
output space needs to be stored to memory prior to the learning process to commence. More-
over, the computation of the [OLSHrained [RBENN] output is based on the pseudo-inverse of
the hidden layer network node outputs summation which is prone to numerical errors and

results in higher CPU computation effort.

In contrast to the which provides an analytical framework for computing the RBENN]
parameters as part of the regressor location, the |OLS| training algorithm logic is simpler al-

though the user-defined values of spread o and centre output ¢ require that the
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entire cross-correlation regression matrix P be stored in memory. In addition, in order for
the network trained by the algorithm to predict an output using a validation dataset,
the Euclidean distance between the orthogonal vectors w and regressors p needs to be com-

puted. This is required to compute the weighted output of each network node.

4.2.4 Model prediction performance

As stated through the description of thel[OLSalgorithm in Section[4.2.T} parameter estimation
of the network weights and biases is based on user-defined network node centre and spread.
However, this poses some numerical difficulties in the algorithm prediction/validation
capabilities compared to the The validation step is satisfied through the condition that
the prediction model captures the true system dynamics. A common method is to simulate
the predicted output § from measured inputs and compare it with the measured output y(?).
The model fit is given as:

Ol

4.50
PO H (#.50)

Pr=i-

P Hl [y () —yIIH (451)

where ||| is the L2 norm and 7 is the mean value of y(¢). ||v(t)|| is the training[SSEl To ensure
valid model fit, the data used to validate must be different from the data used during the
estimation/training. This process is known as cross-validation [80, p. 501]. The Py value of
above 0.5 with the low number of neurons (less than a third of the sample size) ensures that
a good estimated model has been achieved. An inverse of this function given as P; which
results in number close to 0, can also be used to verify the estimated model is free from
overfitting. The fraction of these two numbers, falling in the range of 1.0 and 3.0, confirms
the cross-validation process has been successful. A comparison in training fit, prediction

accuracy and sensitivity to signal noise between the and the algorithm is shown in
Figures[4.T|to[£.4

The input-output mappings from the linear model described in Section[4.3.1]is used to evalu-
ate the network performance and robustness to noise. The input vector used for the training
was [¢, 0,1, u,v,w, ag, ay, a.,p,r] and the output vector used for training was ¢. For the no-
noise case both the OLS and CFA algorithms produced a network structure with 2 and 4
neurons respectively. This resulted in an SSE of 3.44 and 1.07 for the OLS and CFA outputs.
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This can be seen clearly given the poor representation of the training dataset by the OLS al-
gorithm. It is evident that the has greater robustness to noise than the algorithm
through its ability to prediction the output. This is because the OLS model structure increase
to 3 neurons with the SSE of 2.51. The CFA algorithm performed also better with a model

structure of 5 neurons and a SSE 1.97. This ensures that there is an adequate balance between

data over-fitting and not capturing the underlying system dynamics.
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output for 5m/s forward flight and no noise.

4.3 CFA Verification

In order to verify the computational effectiveness of the I[CFAl as described in Section
the algorithm was coded in the MATLAB environment and structured in a way for error

debugging to be possible. Moreover, the prediction performance of the for the purpose
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of the aerodynamic parameter estimation was adopted. This was an essential step towards
the real-time validation of the as part of the neural network identification of faulty

nonlinear rotor dynamics of a quadcopter.

4.3.1 Linear model structure

As described above, one of the objectives of nonlinear system identification was to predict
the underlying dynamics of the estimated system. Extracting linearised aerodynamic coeftfi-
cients has proven in the past research to be an efficient way of quantifying if that objective
was met [110, 111]. The chosen linear model is based on the analytical linearisation of the
nonlinear quadcopter dynamics described in Section with respect to forward speed.
Such simple linear models can be used for (1) the model-based design of a linear controller,
(2) the assessment of various training algorithms while ensuring the training and

validation data based on excitation around the trim condition.

The linear model of the quadcopter was obtained through trimming the model described in
Section (including the rigid-body dynamics) at five trim conditions: hover, 5m/s, 8m/s,

12m/s, 17m/s and 20m/s. This resulted in the reduced linearised model given as:

U= X0 + Xoq + Xuu + SN | Xoy,a1i + X5, Ston (4.52)
0= Yy + Ypp + +Yov SN Yo, b1i + Vs, 00 (4.53)
W= Zyl + Zyq + Zyw + Zs,, . Omot (4.54)
p=Lyp+ N Ly, bri + Lo, Otat + Ls, o y0rud (4.55)
= Myq+ 3114 May,ari + Ms,,, ion + Ms,,.,,0mot (4.56)
7 = Ny + Nj,. 010t + N5, .Orud (4.57)

ay = Aéiq + AL ay; + A%l"o" dlon (4.58)

bii = By'p + Byl bii + B} diar (4.59)

where N represents the number of rotors. The above equations form part of the model to
generate input-output mappings for neural network identification and algorithm verifica-
tion. Given that the longitudinal short-period mode of a quadcopter is dominated by the

rotor flapping dynamics (as the moments generated are not constant around a trim condi-
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tion but exhibit a dynamic behaviour as a function of flapping angle), its natural frequency

can be described as [112, pp. 302]:

wn = | = > Ma,, (4.60)

Unlike helicopters, quadcopters flapping motion dynamics is of a higher-frequency nature
which is a result of high flap stiffness (propeller blades have no hinge of rotation) and ro-
tational speed (large helicopter blades rotate slower than smaller quadcopters). A resonant
frequency that would maximise the spectral density of the system input-output mapping

(defined in Section [4.3.3), such that the natural frequency can be identified and can be de-

fined as: wr = wp\/1 — 2¢2.

This parameter estimation technique of the longitudinal rotor flapping short-period M,, is
used to verify that the|[CFAlhas been correctly implemented and its prediction capabilities of
the underlying system dynamics are being tested on linear model prior to the identification

of the nonlinear dynamics.

4.3.2 Model structure determination

To improve further parameter estimation inaccuracies and reduce the network structure,
collinearity between dependent and independent variables was used as the preferred ap-
proach. The correlations between independent variables z; and output variable y is com-

puted as [84, pp. 200]:

= b (k) —p)(ailh) — 22)
VEL ) - 52 S0 (k) — 21)?

(4.61)

A signal voting mechanism which uses the signal mean and its standard deviation applied
such that signals with both statistics below le-3 are removed from the dataset. Thereafter, the
input vector is reduced further by selecting the four input signals with the strongest correla-
tion to the output signal for training using the This approach was also useful
as quadcopter model dynamics change with velocity (such as the transition from hover to

forward flight).
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4.3.3 Optimal input design

In order to implement system identification framework with real-time constraints, the for-
mulation of the system excitation inputs needs to minimise time and peak response while
maximising information content. This can be achieved through the a-priori knowledge of
system dynamic response to various system identification manoeuvres [112, pp. 85]. Time
domain manoeuvres such as doublet, step and 3211 inputs can be analysed using the power

spectral function defined as [84, pp. 38]:

1 — cosf
N N N
STVE+2Y cosiQ> ViV 4.62)
i=1 j=1 i=1

where N is the number of impulses with a time duration At and amplitude V' and normalised
frequency Q2 = wAt. A typical 3211 manoeuvre resulting in an input-output mapping used
for the RBFNN] training and validation is shown in Figure Figure [4.6 shows the nor-
malised power spectral output as a function of step-size length. The optimal step size, based
on Figure was 135 milliseconds, was then used during the implementation of the iden-
tification manoeuvres as part of the framework as described in Chapter 5| It can be
observed that the power spectral energy is not affected by forward speed although the over-
all forces and moments increased with airspeed given that this measured is normalised. The
fact that the spectral energy decreases with smaller step sizes is due to the airframe inertial
effects which are overcome by sustained energy. The decrease of the spectral energy by too
large step size is due to the closed-loop response in regulating the measured variable (in this

case pitch rate) and reducing the overall energy over the same time period.

4.3.4 Results

Using the linearised simulation model as described in the Section the model structure
was determined using the computed correlations as described in Section Based on
studying the underlying dynamics of the quadrotor under nominal and faulty conditions,
the yaw rate ~ was chosen single-output variable for network training. The highest correla-
tion coefficients to the dependent input variable were chosen for the RBENN] training based
on the following set available from the IMU sensor: [¢, 8,9, p, ¢, u, v, w, a,]. Table shows

the independent variables chosen as a function of forward speed. The effect of noise was
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also investigated to evaluate its effect on the model structure determination. It shows that
the model structure is not sensitive to noise which can be introduced with the digitisation
of analog signals and the numerical computation errors. The limited input-output mapping
size at hover shows that the identification at low speeds yields poor model predic-
tion capability.

Table 4.1: RBENN] model structure selection

Noise  Hover 5m/s 12m/s 20m/s

No noise 5lon 5lon7 Qz 5lon7 Qg Gy 5lon; Qg Gy

Low Oion Olon> @z Olon, gz, Az Olon, Qg, A

ngh 5lon; w 5lon7 Qy 5lon7 Qg5 Gy 5lon; Qg Gz

The as described in Section was used for training the RBF model structure based
on simulated data. For each flight condition and noise level, the number of neurons and
the resultant [SSE| were computed once AJj 1 had reached zero. This is shown in Table
Unlike the algorithm which needs a user-defined goal value, is capable of stop-
ping training automatically ensuring minimal model overfitting. The [CFAl's good
robustness to noise through its ability to complete the training while keeping the number of

neurons in the prediction model consistently below 5.

Table 4.2: training results - no. of neurons (SSE)

Noise  Hover 5m/s 8m/s 12m/s 17m/s 20m/s

Nonoise 5(7.43) 3(0.59) 3(047) 3(0.56) 3(0.36) 3(0.55)
Low  3(741) 3(1.63) 4(1.21) 3(1.09) 3(0.98) 3(0.99)

High 2(7.89) 3(342) 3(2.78) 3(231) 3(2.63) 4(1.59)

The [CFAl's robustness to noise is further illustrated in Figure .7 which shows the predic-
tion accuracy of the RBFNN| model as a function of forward speed and noise levels. As

expected, poor prediction capability (given an input-output mapping with low system con-
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tent) in hover gets worse with increase in noise levels. However, as the information content

improves with high-flight speeds, the prediction error decreases.
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The final[CFAl verification step was to compute the longitudinal rotor flapping dynamic coef-
ficient M,, as described in Section[4.3.1] The predicted output from the[CFAHMrained RBFNN]
model was used to compute the resonant frequency wgr by computing the damping ratio ¢

defined as:

(o1 (4.63)

1+ ()
where § is the logarithmic parameter defined as:

T1

5 — (4.64)

T2
where 1,27 are the amplitudes of two consecutive peaks of a decaying oscillating signal
[113]]. The true value of the M,, parameter was extracted from the linear model. The pa-
rameter estimation of M,, as a function of the forward speed is shown in Figure It
shows poor estimation of the M,, at low speeds due to the increases network having not
captured the underlying dynamics. It has been shown above, that this is a function of net-

work over-fitting (with number of neurons) and limited iterations in optimising networks
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weights. The computational accuracy at higher speeds is largely dependent on signal noise,
proving the estimation accuracy of the CFA algorithm. This shows that the should be
used in conjunction with an input-output mapping that contains enough information con-
tent to be insensitive to noise. This approach is expected to produce similar results with an

input-output mapping obtained from a nonlinear system.
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Figure 4.8: Longitudinal rotor flapping dynamic coefficient with forward speed

4.4 CFA Real-Time Validation

The validation of the required that complete implementation and execution in the real-
time environment. Achieving this objective was part of the development of an process
capable of integrating with real-time controller. Moreover, the line search algorithm
needed to be compatible with real-time constraints, so Golden Section Search with multi-
modal optimisation capability was developed. This is described in Section [5.3.1} The Pix-
hawk controller as described in Section is a Cortex-M4 with Floating Point Unit, an
equivalent microcontroller with the same specifications, called the Teensy 3.6, was used to
develop the embedded version of the A hardware-in-the-loop (HILS) process was built

using a windows PC to send pre-simulated training data to the microcontroller via USB and
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monitor the algorithm performance through serial outputs. This is shown in Figure

Given that the microcontroller only has 256 Kbytes of memory, the needed to be split
into subroutines such that the CPU stack (local variables) and heap (global variables) mem-
ory allocations could be utilised. The MATLAB Coder workflow enabled the generation
of embedded C-language code suitable for the microcontroller environment while verify-
ing variable compatibility and possible memory leaks. Computing performance was further
improved by typecasting each variable to its minimum size resulting in the entire training
process not exceeding 2ms (approx 500Hz) with spikes of up to 4ms (250Hz) when using a
dataset of 352 samples per signal and an input vector of 15 signals. Monitoring of the
training process is shown in Figure The initial process of signal pre-conditioning and
model structure determination, as described in Section was achieved in 18 ms. This
is expected as all the data arrays are being pre-populated prior to network training. The
periodic spikes is due to some complex operation of storing of data from one parameter to
another. This achievement formed the basis for the nonlinear system identification of faulty

dynamics within an integrated environment.
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Figure 4.9: HILS framework for the real-time testing of [FDD]algorithms.
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Chapter 5

Integrated Fault-Tolerant Controller
Synthesis

5.1 Introduction

From a system engineering perspective, the process of system integration requires the im-
plementation of individual elements to be done in such a way that the overall system design
properties and characteristics are achieved within its operating environment. Given that
small unmanned rotorcraft are required to operate in increasingly condensed environments,
concerns regarding such systems’ reliability and operational safety in the event of both de-
tected and undetected faults, are the primary focus for aviation regulation authorities. In
addition, the level of effort in implementing fault-tolerant controllers within such unmanned
systems has shifted towards incorporating a concurrent design approach of the individual

elements and their interfaces [114]].

The interface management of a main elements consists of defining the requirements
to be imposed on the and the [RC] designs such that their verification will result in an
acceptable level of robustness to the list of possible faults associated with such a Even
though the behaviour of an unmanned rotorcraft system such as quadcopter can be poorly
predicted mathematically once a severe fault has occurred, the definition of such require-
ments should be based on the desired response described by a set of design parame-
ters. This will then ensure that the expected performance can be achieved through the

101
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monitoring of such design parameters within the operational environment [115].

The importance and difficulty of developing such design parameters within an integrated
FTC framework has been a discussion topic with associated research effort for the past few
years [72,21}/116]. Some researchers have focused more on providing a suitable[FDDimethod
compatible with adaptable with minimal consideration on real-time FTC performance
[20], while others have ensured a practical solution is adapted through considering a subset
of faults that an integrated [FTCS can accommodate [74]. Integration issues such as: controller
robustness of the poorly predicted post-fault model, quantification of system nonlinearities
such as actuator saturation and speed and accuracy of overall FTC response have been ad-

dressed through indirectly imposed design constraints of both [FDD|and [RC|developments.

5.1.1 FDD integration requirements

Real-time fault estimation capability

The main advantage of an active is its ability to maintain overall system stability and
performance by reacting to the occurrence of a fault once it has been detected and analysed.
In order to achieve this, some form of online and fault identification is required. This
imposes real-time constraints on the development and implementation of the mecha-
nism such that its capability is fully utilised by the However, the degree of accuracy that
such an framework can provide needs to be considered during the selection process
of potential methods such as observer-based, Kalman filter-based or neural networks-
based [114]. This is especially crucial for fault localisation errors which has a direct impact
on the adjustment of controller gains and overall system performance. The mecha-
nism needs to be adaptive to variations in system real-time behaviour in pre/post fault state,
while ensuring the fault information and its associated accuracy can be incorporated in the

controller reconfiguration.

Consideration of actuator limits

Most controllers’ software implementation have some form of control signal rate saturation

or saturation limits to prevent integration error windup and actuator electrical burn-out.
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Provided that the chosen mechanism requires some form of system excitation through
superimposed system identification manoeuvres, considerations on reaching actuation or
actuation rate limits must be taken into account. If ignored, such an event will not only
deteriorate the tracking performance of the controller (even before controller reconfiguration
is triggered), but will also cause the fault estimation error to diverge rendering the entire FTC
mechanism ineffective towards system faults. Moreover, if the system actuator constraints
are unknown to the mechanism, some form of adaptive excitation signals needs to be
incorporated, which might have a negative impact on the speed and accuracy of the fault
information to be supplied to the controller reconfiguration mechanism [117]]. The choice of
the[FDDImechanism will determine the level of system robustness to such control constraints

being violated.

5.1.2 Reconfigurable controller integration requirements

Incorporate fault estimation uncertainties

As stated above, the real-time capability of an mechanism will be accompanied with
a degree of accuracy on the fault information. Under classical linear controller design, this
can be incorporated in the gain and phase margin requirements. However, fault informa-
tion from an[FDDlis often accompanied by a nonlinear system behaviour which is not easily
mapped to the linear design thereby introducing reconfiguration errors in the mecha-
nism. However, a nonlinear controller approach could minimise such problems but with
an increase of computational requirements for a real-time implementation [114]. Moreover,
fault uncertainties are time-varying and correlated to the type of mechanism such that
the chosen [RCl mechanism must be able to incorporate fault estimation uncertainties with-
out negatively affecting the stability and performance of the baseline controller. This implies
that some form of time-scale separation between the incorporation of the fault estimation un-
certainties and the update controller gains must be established within real-time constraints

[771.
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Minimal reconfiguration time

Most[EDDI mechanisms are prone to estimation delays and false alarms. To ensure the accu-
racy of the fault information, some time is required between the fault occurring and the fault
information being available to the controller reconfiguration mechanism. The minimisation
of the controller reconfiguration time could imply three approaches: (1) the reconfiguration
mechanism has the ability to initialise with fault information that contains large uncertain-
ties without affecting the controller performance, (2) the controller reconfiguration time is
relatively quick compared to the detection time even under worse-case scenarios or (3)
a combination of the first two approaches. However, system transient behaviour post the
occurrence of fault needs to be taken into account which has an impact on both the de-
tection time and the[RC reconfiguration time [114]]. Assuming that a steady condition can be
attained once a fault has occurred (albeit slowly diverging from that condition), the choice of
reconfiguration mechanism should ensure the controller gains are updated and the system

divergent behaviour is arrested.

5.1.3 Outline

This chapter is organised as follows: Section |5.1| introduces the concept of the integration
within the context of [FTCSk. Section introduces an approach for quantifying the de-
gree of system degradation due to incipient faults, known as the time-difference-of-arrival
method. Section [5.3| describes the neural network approach for the development of an
framework with integrated requirements. The associated results of such a method is
given in Section[5.3.2] Section 5.4] describes the reconfigurable controller development using
the extremum seeking control technique and integrated requirements. The associated

results are presented in Section
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5.2 Time-Difference-of-Arrival Fault Detection

5.2.1 Application of the time-difference-of-arrival process

Given that the underlying describing factor for incipient faults are a function of time [118], an
framework compatible for such fault types, should be formulated based on the analysis
of time-series data. Time-difference-of-arrival (Time Difference of Arrival (TDOA)) measure-
ments, involve the comparison of two or more signal sources through the assumption that
their position and the transmission signal speed is known to the receiver. Alternatively, if
the signal has an associated timestamp, an analytical expression of their differences can be

described [119].

can be classified as a data-driven method which can be applied by using the emission
of signals from multiple satellites to perform geo-location. Moreover, is a frequently
used method in locating signal sources without a-priori knowledge of the state of the source
[120]. The effectiveness of has also been tested as part of investigating the indoor
navigation of unmanned systems without the reliance on GPS receivers [121]]. A stocktaking
warehouse was installed with transceivers which would communicate with the ones on-
board thereby enabling the precise navigation of the flight system while performing object

avoidance.

By injecting a pulse width modulated (PWM) signal Aw,,, in a sequential manner and with
an associated timestamp in each motor of a quadcopter configuration, as shown in Figure
a localisation scheme can be developed using the method. Each motor acts as
an emitter (where motor commanded is used) and the receiver of each emission is the
inertial measurement unit (IMU) (where angular rates, body-fixed velocities are used) such

that:

Si =[S0, 81, vy Sn) (5.1)

where n represents the number of samples collected during the excitation of the ith rotor
with aPWM|manoeuvre Aw,,. Ensuring that such a manoeuvre results in an optimal energy

content and the description of its implementation in the Ardupilot software is described in

(3.
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Figure 5.1: [TDOAI| concept for a quadcopter configuration.

The relies on the premise that two emitting sources have been recorded and their
respective timestamps (time of arrival or time of departure) are available and the time delay
is the difference between the two timestamps. A square full-rank matrix @ (given

m = n), can be defined as:

S11 Si12 ... Sin

B So1 Sao ... Sou

Q = (5.2)
Sml Sm2 s Smn

where S, is the time difference cross-correlation between two signals as a function of the

number of samples lagging or leading the reference signal defined as:

Z(Pn,E,) m=n
Srn = (5.3)

Z(Pn,P,) m#n

where Z(P,,, E,) represents the cross-correlation time delay output between the predicted

NN output of the m'™" motor P, and the estimated NN output of the n'™ motor E,. The
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diagonal of matrix @ represents the time delay cross-correlation when m = n. This is defined

as:
Z (P, E,) = arg max/ P, n(t+ 7)dt (5.4)
teR
For the condition where m # n can also be deduced:
Z (P, P,) = arg max/ P (t)P,(t + 7)dt (5.5)
teR
where the time sample delay factor 7 ranges between [—1; 7] based on the following con-
straint:
0 T <t
P,(t+T1) = (5.6)

P,(t+71) T >t

At each timestep 7 and for the m = n condition, the cross-correlation is defined as:

(5.7)

where P,,(t) and E,(t) are the mean values. The localisation of the fault can be achieved
through the index of Q column with the highest variance, defined as «, once the rank of Qis

at least n — 2. Such an index is written as:

o = arg maxo (i) (5.8)

S
1 m
= — g (5.9)

where the variance of the ith column for the Q matrix is denoted as 0%(i). The mean value
and variance of the ith column is defined as S; and 0%(i). To ensure the reconfiguration time
is maximised, initial FDD information can be provided through fault localisation without
the @ matrix being full rank. In addition, a level of uncertainty can be defined and associ-
ated with the estimated fault location. The impact of such information uncertainties will be

analysed in section[5.2.2]

5.2.2 Requirements from a RC

As introduced in Section the augmented control of the remaining healthy rotors of a

post-fault control system while the impact on system stability and performance is minimised,
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is the primary objective of the RCI[122]. Given the increased transient behaviour of a post-
fault model with multiple actuators, a control allocation-based reconfiguration scheme has

the following integration requirements:

e Maximise the reconfiguration time to ensure robustness against fault location and fault

magnitude uncertainties.

e Minimise the fault detection errors for optimal post-fault system performance.

To comply with the above requirements, the following mechanism has been developed.

Given a faulty nonlinear system:

x = H¢(x,u) (5.10)

y = Gy(x) (5.11)

where x € R" is the state vector, y € R" is the output vector, u € R" is the input vector and
G, and H are unknown nonlinear functions describing the system faulty dynamics. A fault
magnitude uncertainty factor F associated with the fault localisation index « can be defined

as:

0 rank Q <mn —2
F = (5.12)

Fo

1— eihﬁ) rank Q = n —2

where

F, =23, (5.13)

S, is the mean value of the ath column Q. Provided the minimum rank of Q matrix has
been achieved, a user-defined parameter 0 < 7 < 1 can be defined such that F is close to
zero when the ) matrix is close to full rank or the maximum variance column « is close to
zero (no fault has occurred). With the correct selection of a suitable controller reconfiguration

method, the above integration requirements can be achieved.
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5.3 Integrated Neural Network-Based Fault Detection and Diagno-

sis Technique

5.3.1 Modified continuous forward algorithm

The integration of the method described in Section with a [RC requires that the
cross-correlation time delay to be computed in real-time. This enforces a constraint on the
cross-correlated estimated signal (E,,) and cross-correlated predicted signal (P,,) to be com-
puted without a-priori knowledge of the pre-fault system behaviour. The effectiveness of the
combined with a RBFNN architecture has been shown in Section Given that real-
time actuator dynamics data can be generated through system identification manoeuvres as
described in Section the function approximation capability of the neural networks can
be used as a basis for real-time FDD using the approach.

However, the makes use of a conjugate gradient descent approach by computing the
gradient of the cost function net contribution VAJ, . ; (w) for each adjustable parameter at a
particular RBFNN node. Moreover, this is based on the maximum value of the cost func-
tion net contribution AJ, ,(w) which is obtained by a line search procedure. In order to
minimise memory storage and computational complexity within a real-time discrete signal
environment, the|CFA|was modified by incorporating a line search function suitable for real-

time computation.

Golden section search with multimodal capability

As described in the previous section, the maximisation of the cost function net contribution,
defined as AJ, , ;(w), will be achieved by finding the optimal value of w,(fil through a line
search procedure [4]. If a function f(z) is defined as unimodal, the maximum value of such
a function max f(x*) exists between a specified interval [a, b]. Such a maximisation problem
can be solved by the Golden section search (GSS) algorithm by finding a subset interval
[z1,22]. If f(x1) < f(x2) the bracketing of triplet points is (z1,z2,b) with the following
update step:

b=xy za=x1 z1=a+(1—7)(b—a) (5.14)
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if f(x1) > f(x2), then the new bracketing triplet is (a, x1, z2) [123] such that:
a=x1 r1=22 w2o=a+7(b—a) (5.15)

where 7 is the Golden ratio defined as:

—1
‘/52 = 618 (5.16)

However, nonlinearities are introduced during the[CFAlimplementation given the following

division protection:

0 D(w) <le—5
Al () = (5.17)

C?(w)/D(w) D(w)>1le—5

These results in a multimodal function with the Golden search algorithm alone will fail to
consistently find the global maximum. This issue is mitigated by combining the above with

a meta-heuristic search algorithm where w = f(\) such that:

Spe—1

Spu—SpL
+ 85p, € © k>0

\— (5.18)

AR SUEPL S, k< 1

where Spp, Spr, and Sp; are the search space upper limit, lower limit and number of allowed
iterations respectively. Sp, is the search counter, k is the hidden layer node. The update of

the GSS algorithm limits [a, b] can then be computed:

—731)55151)]“6% k>0
a(\) = (5.19)
kSpu—S
A= 3.4k SPEoSPL ) <
R . PY
b(\) = (5.20)
kSpr—S.
A3 4R SEeSen ) <

A peak finder algorithm is also implemented by monitoring the line gradient:

Af(z1)e = f(®1)e — f(71)e1 (5.21)

A peak is found once:

Af(a;l)c_l >0 Af(:cl)c <0 (522)
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once the equivalent Af(x2). is computed and more than one peak is found, the unimodal

GSS algorithm is executed on the highest peak to compute the maximum of the function

AJjyr(w).

Case study

The multimodal capability introduced in the [GSS algorithm ensures that adequate RBFNN|
model estimation and prediction accuracy is achieved to ensure the cross-correlation
matrix () has minimal estimation error. Given that the computation of the cost function
net contribution gradient VAJ, ; is not bound to a few iterations but requires the search
of unknown values of the interval [a,b]. Such computational overhead, can prevent
the above method from being implementable for real-time execution. A case study of the

modified is analysed to determine its suitability for the proposed [EDDltechnique.

Given the input-output mapping for training shown in Figure 5.2] the initial cost func-
tion net contribution AJ,,, for k¥ = 0 is 1.02. This is based on the parameter set wj1 =

[1.174,0,0]. At each iteration, the peak finder algorithm searches local maximum (peak) by
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Figure 5.2: ModifiedCFA| case study: Input (left) and output (right) mapping.

line gradient until a flat line is detected at both side of net contribution AJ;_ ; (). This shown
in Figure5.3|after 43 iterations. The A limits of [—0.71,1.79] and the highest peak of 64.56 can
then used to initialise the [GSS algorithm with a = 0.21,b = 0.46. The [GSS algorithm is
executed with initial conditions x; = 0.3038, o = 0.3628. After 19 iterations, the f(z1) con-

verges to 64.58 as expected. The updated regressor matrix ¢ results in the cost function
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Figure 5.3: ModifiedCFA] case study: Meta-heuristic search of maxima of AJ, () at k = 0.

net contribution AJ, () of 64.6. A second pass of the [GSS| algorithm is initialised with

a = —0.081,b = 0.081. After 28 iteration, the |GSS| verified outputs are used to update the
parameter set w1 = [0.989, —1.520, 1.464] and trigger a hidden layer update.

For node k = 1, the net contribution AJ,_ ;()) of 51.09 is found within 27 iterations after the
second pass of the|GSS algorithm and the meta-heuristic algorithm completing after only 7
iterations and 28 iterations for [GSS| outputs verification. This is shown in Figure This

resulted in parameter set wy; = [—0.634, 1.981, —1.768] For node k = 2, the net contribution

2

2 L L L L 0 L L L
5 10 15 20 25

0 5 10 15 20 25 0
No. Iterations [-] No. Iterations [-]

Figure 5.4: ModifiedCFA] case study: Meta-heuristic search of the maxima of AJ,,;(\) at
k=1.

AJ; 1 () of 0.22 is found within 31 iterations after the second pass of the[GSS|algorithm and
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the meta-heuristic algorithm completing after only 17 iterations and 29 iterations for [GSS
outputs verification. This is shown in Figure This resulted in parameter set wi11 =

[—0.091,1.930, —1.767]
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Figure 5.5: ModifiedCFA] case study: Meta-heuristic search of the maxima of AJ,;(\) at

k=2.

Based on the above case study;, it can be stated that although a large amount of iterations are
required, the accuracy of the model fit is increased through verification steps of the estimated
parameter set which ensures the training is complete without over-fitting from

the dataset and minimal residual net contribution AJ, ;.

5.3.2 Results

The meta-heuristic algorithm was tuned to maximise the speed of training in mind but also
the accuracy of the predicted RBFNN output. A dataset of 352 points was used to generalise

the identification manoeuvres. Spy = 20, Sp;r, = —20,Sp; = 120 were the chosen values

most suitable for this dataset. If the search counter Sp. reached the Sp;, then the search was

terminated irrespective of whether a maximum of the AJ,  ; (w) was found or not.

In order to validate the above architecture, amending the ArduPilot software struc-
ture was required in order to implement the algorithm. Given that was already
validated as described in Section an emulated version of was developed and im-
plemented in the ArduPilot code-base. This emulation function has two objectives: (1)
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it prevented the real-time desktop simulation from having memory overload preventing the
evaluation of the[TDOAlalgorithm; (2) it enabled the execution of the algorithm with

the same frequency as the reconfiguration mechanism and control system at 400 Hz.

The modelling of the incipient fault as described in Section was achieved within the
ArduPilot servo library with user-defined activation. The system identification manoeuvres
as described in Section were implemented as mission configuration parameters. These
were then superimposed on the servo [PWWM] signals and injected into the flight dynamic
model. For a typical mission, the fault detection manoeuvres started when the GPS speed
reached 3 m/s (around 73s). An incipient fault is activated at 5 m/s (around 75s). These
time events are illustrated on the signals shown in Figure In order to ensure the
quadcopter was able to follow a set trajectory, after each rotor was excited, a stabilisation/re-

covery period followed.

1560 | Rator 1
1540 Ro‘(or2
Rotor, Identification |
1520 Step manoeuvres
Rotor 4
= 1500 F
i) |
=3
8 1480 1
o
o
= 1460
: l |
L 1440
i !
& 1420 |
Incipient
1400 | FDD fault \
routine occurs System recovery
1380 starts after each
1360 | manoeuvre set
60 70 80 90 100 110
Time [s]

Figure 5.6: [EDDlalgorithm - motor identification manoeuvres.

The RBFNN input was formed through the model selection technique described in Section
The yaw rate r was chosen as the output set, given it showed the lowest correlation
with the other channels (this was analysed off-line). The predicted output of each rotor
RBFNN was analysed for computing their respective variance and bias for each subsequent

testing data introduced. This can be seen in Figure The increase in variance in all the
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signals is expected as the RBFNN prediction, based on current data deviates from RBFNN
training/estimation data. This is due to the fact that the quadcopter flight dynamics changes
with an increase in speed. This effect was verified in Section The robustness of the
to such RBFNN prediction uncertainties is based on analysing the time delay of pre-

dicted signals and not their magnitude.

Computation of the @ matrix and the associated column variance used for fault de-
tection is shown in Figure A variance of 600 for rotor 1 is reached at 90s of flight. This
is as a result of the 1st column getting populated with estimates as the RBFNN for
each rotor completes its training. Confirmation of the robustness of the method is shown
through rotor 2 to rotor 4 having a similar variance proving that no fault has occurred. The
associated uncertainty and its impact on controller reconfiguration is shown in Figure
It clearly shows that there is a balance between early detection occurring at 85s (with a low
rank of () and large uncertainty) and late detection at 50% less uncertainty but at the cost of

controller re-configuring only from 92s.
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5.4 Extremum Seeking Algorithm for Control Reconfiguration

5.4.1 Application of an extremum seeking controller

The integration of a data-based FDD architecture, as described in Section is well-suited
provided that the controller reconfiguration can be executed without a priori knowledge of
the post-fault model system stability and performance degradation. Popular control recon-
tiguration techniques such as: linear quadratic, gain scheduling, model reference adaptive
control, eigenstructure assignment or dynamic inversion rely on estimating the system dy-
namics as a preliminary step to computing the required control action. Such an approach is
sensitive to fault uncertainties and often requires high computational resources for real-time

implementation [[14].

Extremum seeking control is a type of adaptive control approach which drives both the in-
put and output to their respective extrema (minimum or maximum). Its implementation
and execution is model independent and relies on computing the gradient of an optimisa-
tion function based on the persistent excitation of the system dynamics [124]. The extremum
seeking controller has two attractive properties: (1) it can be implemented as a control allo-
cation which can accommodate real-time constraints and; (2) it has very low computational

requirements which make it well-suited for online system reconfiguration.

Over the past decade, the stability and performance of the extremum seeking control algo-
rithm have been investigated. The optimisation of a PID (Proportional-Integral-Derivative)
controller step response of closed-loop system with an unknown plant was achieved using a
discrete-time extremum seeking algorithm. It was found that through an iterative approach
the extremum seeking controller could achieve both robustness and performance goals as
compared to well-known methods such as Ziegler-Nichols or internal model control. It was
found that such method can accommodate actuator saturation which is common in incipient

faulty systems [125]].

More recently, the extremum seeking controller speed of convergence was studied [126]]. A
major drawback of extremum seeking controller is that the reconfiguration time is directly
linked to the integrator gain of the optimisation signal and the persistent signal amplitude.
This can lead to large vibrations and in the context of an[FDDImechanism, has a direct impact

on the fault estimation accuracy. Yin et al., therefore investigated the use of the Newton-
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based method instead of the gradient-based method to maximise the convergence speed
while keeping the control signal oscillations small [126]. The mechanism of the extremum

seeking algorithm is detailed in Section[5.4.2}

5.4.2 Extremum seeking algorithm

Given the state-space representation of a linear system:

% = Ax+ Bu (5.23)

y=Cx+ Du (5.24)

where x € R" is the state vector, y € R? is the output vector, u € R? is the input vector and
Apsins, Brxp, Cgxn and Dy, are state, input, output and feedthrough matrices respectively.

Assuming there exists a control law, parameterised by 6 = [0, ..., 6], given as:
u =—KH(0,F)x (5.25)

The above state-space equation can be re-written as:

X = Ax+ Buy (5.26)
yo = Cx + Duy (5.27)

such that the closed-loop system:
(A-BKH,F))x=0 < x=1L(0) (5.28)

where K is the compensator, H (¢, F) is a control allocation based on an scheme and
fault uncertainty gain F, which is unity when no fault has been detected. L(6) is the system
state equilibrium which is achieved through finding the extremum (in this case minimum)
value:

0* = argminJ(yy) (5.29)
0cRP

where J(yy) is the objective function comprising of the output vector yy, such that the steady-
state value of 6 is obtained without knowledge of either system functions A, B, C' and D.
This minimisation feedback mechanism is known as extremum seeking [127, (124]. The ex-
tremum seeking (Extremum Seeking (ES)) framework and its effect on a closed-loop system

is shown in Figure
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x = Ax + Buy (Vo)
O yo = Cx4Duy 2 I(yG)‘ \,/ -
u, = —KH(6,F)x * 0
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Figure 5.10: Extremum seeking control framework [127]

The [ES process is to modulate the estimate § with a periodic signal dy such that a periodic
response is created in J(6). This is passed through a high-pass filter s/(s + wg ) to remove the
mean value. Another periodic signal d;, demodulates the signal ¢ and get passed through
a low-pass filter with integrator Kaw; /(s(s + wr)) to update the estimate §. Given that the

search is for minimisation, K, < 0. It should be noted that the parameter gradient, can be
defined as [128]:
< d1d2> oJ
0 = K, — 5.30
() 5 630

the user-defined choice of the periodic signal vectors is as follows:

d; = [D;sin (wit),..., Dy sin (wyt)] (5.31)

dy = [Ejsin(wit + ¢1), ..., By sin (wnt + ¢p)] (5.32)

where w; and ¢; are the frequency and phase angle respectively. The magnitude for signal
vectors d; and dg is given as [Dy, ..., D] and [E, ..., E,] respectively. The adaptation gain
vector K, = [K,,, ..., K,,], the low-pass filter frequency vector wy, = [wr,, ...,wr, ] and the
high-pass filter frequency vector wy = [wH,,...,wH, ], determines the speed of convergence
of § — 6" and stability of the closed-loop system. Detailed analysis into the stability of the
algorithm has been done in [128]]. Incorporating the fault emulation filter G defined in
Equation 3.50} in the system of equations results in the stability criterion:

(A— BG;KH(0,F)x < & « x=L¢(0) (5.33)
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where ¢ is a design parameter representing the new equilibrium state described by L. Given
f € RP and a real-time implementation of the [ES algorithm is required for a quadcopter
system, a reduction of the optimisation parameter # search space p x p, is introduced in the

next section.

5.4.3 Extremum seeking simplification using geometric representation

Quadcopter control input vector u can be defined as:
Uy = [5mota 6lat; 5lon7 5rud] (534)

where [0mot, Olats Oions Orud) i the heave, lateral cyclic, longitudinal cyclic and yawing com-
mand inputs respectively. Given a quadcopter '+’ configuration as shown in Figure
and a weight factor based on the [ES optimisation vector P(#, F), the mixing to each rotor

command &, can be defined using the right-hand rule (short-handed as P):

5m0t Pl P2 P3 P4 601
St | 1 |-2P1 2P, 0 0 | |06,
!
Ston 0 0 —2P 2P| |d
5rud 2P 2P, —2P3 —2P, 564
uy = H(0,F)u, (5.35)

where P;(0, F) is a weight factor on a motor control command d., and based on an FDD fault

uncertainty factor F. The optimisation parameter vector ¢ can be defined as:

0 £[8,9] (5.36)

where (3 is the incircle radius of a geometric representation of quadrotor actuator configura-
tion and 1 is the offset of the incircle along a line of symmetry connecting the vertex location

of the faulty rotor wéCF as shown in Figure

Let us consider two pairs of adjacent sides of equal length (a,b). Under normal condition,
the geometry is a square [a = b] and once a fault is detected, the geometry is a right kite

l[af > by] (this is a convex quadrilateral and has two opposite right angles). Considering the
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Figure 5.11: Geometric representation of normal and faulty dynamics: (a) normal case, (b)

faulty case.
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properties of a right kite and its circumscribed circle [129], the incircle radius and incircle

offset can be described as:

ab
B = " (5.37)
2a2b? a?b?
7= \/ @+0? (@10 (5.38)

Each of the equal-length pairs can be described in terms of the incircle parameters:

B (282 =% + 1/287 - 7?)
2

0 = o (5.39)
B (282 = — 1/287 = 7?)
b= e (5.40)

The weight factor on motor control command can be defined as:

1 t < Tdetect

P(0,F)

af/ao t > Tdetect

bo/br t > Tyeteet and wp, = w]%CF

where by, ag are the initial values of the equal-length pairs based on 3y = 0 and vy = F, when
t = Tyeteet- F is the fault magnitude computed by an FDD module described in Sectionm

The modulation of the incircle parameters can be constructed as:
2mt
B = ag <sin (”)) + g (5.41)
Ts

ot
v = a, <sin (T”)) + 1, (5.42)
Y

which makes use of a square wave modulation with period T'. u is the demodulated, low-

pass filtered integral of the objective function J(#) described as:

2rt K, wr s
ug = A in | — R J(0 5.43
s =B+ B<SIH<T5>>Xs(s+wpﬁ)s+wHB (9) (543)
T =+ A <sin (27“)) o Bar s (5.44)
v = K T, s(s +wr,) s +wm, '
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where the amplitude of the modulation signals are defined as:

(

0 t < Tdetect
Ag = (5.45)

\/Kagﬂﬁ t 2> Thetect

0 t < Tdetect
A, = (5.46)

\ Kaa,ﬂ'y t 2 Tetect

Considering the rate of change of the equal-length pairs (excluding the proof):

lim 5—(1 = & =
VBT 0B
da /22

lim. oo —
R SR

5b /282

11m7_>0 _- = —

oy 6

It can be noticed that for small values of v and a constant value of 3, the effect on reducing

(5.47)

control allocation to a faulty rotor while increasing control allocation to healthy rotors, is
achieved through the tuning of the parameter . Consequently, this enables the [ES optimisa-

tion parameter space to be further reduced to:

0 = [Bo, ] (5.48)

where [ is a user-defined constant.

Formulation of J(yy)

Given the real-time computation requirement on the [ES|objective function J(yyg), considera-
tion of the nominal autopilot architecture is required. The ArduCopter software was mod-
ified by implementing the [ES controller and interfacing it to the main navigation routine.
The [ES| controller was allowed to override the trajectory commands T, with step functions

commands S, as inputs to the routine attitude controller. This is shown in Figure

Given the attitude controller updating the motor outputs through a motor mixing routine
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Figure 5.12: [ES|controller within the ArduCopter software.

every k time-steps, the objective function is defined as:

k—1 k
J(ye)* = /k , es(t)dt + /k 715T(t)dt (5.49)
J(y)s J(yo)r
where,
o(t) = 12 Y (S~ By (5.50)
r(t) = 12 YO (Te ~ By

where Vj and Vj, are the flight speeds at £ = 0 and £k steps respectively. S, is the vector of
attitude step commands in Euler angles. T, is the vector of trajectory commands in Euler
angles. E,, is the vector of Euler angles measurements. At every k step, the motor weight

factor matrix H(#) was updated.

5.4.4 First-pass variance computation

Given the real-time constraint on the reconfiguration of the [ES| controller, a first-pass vari-
ance and mean computation scheme, based on Welford online algorithm, was implemented.

Given n samples in a dataset, the sample mean 7, is given as:

_ _ Tp — Tp—1
Tp =Tp-1+

(5.51)
The sum square (also known as non-normalised variance) S(x) can also be computed:

S(@)n = S(@)n-1 + (X — Tn-1) (X, — Tp) (5.52)

where the variance is given as:

0% = (5.53)
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In the event a moving window variance of m > n samples is required, S(z) is computed as:

S(@)m = S@)m-1 + 1 (Tm —Tm) + (Tm-1 — Tn—1)) (5.54)

H= (xm - Tmfl) (555)

The variance o2 for the measured Euler roll, pitch and yaw angles, was used to stabilise the
quadcopter controller. Passing a stability condition was required prior to start computing
the step cost function J(yp)s (t = k — 2) and after the computation of the trajectory cost

function J(yg)r (t = k).

5.4.5 Requirements from an FDD framework

As explained in detail in Section an FDD framework has three main objectives: (1) to
detect that a fault has occurred, (2) to isolate the location of the occurred fault and (3) to
identify the type of fault (classification and/or magnitude) [130]. In order to reduce the time
between a fault been detected and the control action being reconfigured, the reconfiguration
controller needs to accommodate for fault uncertainties in the estimation of the post-fault
model and should adapt to such uncertainties without further degrading system stability

and performance.

Assuming the FDD mechanism is constructing a square matrix which has the

mXn,m=n/’

same size as the motor weight factor matrix H(¢). At every time-step it can be defined as:

511 512 oo Slm

B So1 S22 ... Som

Q = (5.56)
Snl Sn2 cee Snm

where Sy, = f(wp,,,wp, ) is the cross-correlated time difference response between two mo-
tors tracking a system identification d., input (e.g., a doublet). Relative to the objective func-
tion J(yp) computation, S, is populated at every p = N - k time-steps. S, is defined as

the number of samples lagging or leading the cross-correlated time difference. A fault can
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be isolated by indexing the maximum variance value « of the Q) matrix along its n columns,
once its rank is at least n — 2. This is defined as:

o = argmaxoz(i) (5.57)

1EN

where 0%(i) is the variance of the i’ column (representing the i’ faulty motor) of the @
matrix which is a square matrix containing motor fault estimations and its rank determines

the quality of information. The fault uncertainty control allocation can then be described as:

0 rank Q >n —2
F= (5.58)

1— e—(miﬁ) rank Q <n —2

where F, is the average value of the o' column of the absolute value of the Q matrix. n with
values between 0 and 1, is the user-defined parameter such that F is close to zero when the
(@ matrix is close to full rank or the maximum variance column « is close to zero (no fault has
occurred). Once the initial value of F is passed to the[ESalgorithm, the FDD is updated once
the stability of the closed-loop system is achieved, through optimisation parameter § — 6’
where ' is a local minimum results towards the global minimum 6* as described in Section

5.4.6 RFC results

The [ES| controller framework was implemented within the ArduPilot software-in-the-loop
framework as described in Section Two main functions FDD_exe and RFC_exe
were executed alternatively at 400 Hz. The MavProxy GUI was used for flight simulation
execution and data logging. The Mission Planner software was used to do flight trajectory

planning and data validation prior to MATLAB data processing and plotting.

The integration requirements imposed on the [RC| to incorporate fault uncertainties was val-
idated through activating the incipient fault dynamics and executing the emulation
algorithm as described in The requirement to execute in minimal time was achieved
by implementing the[ES|algorithm with the online computation of the geometric representa-
tion control allocation parameters along the attitude controller, which is executed at 400Hz.
The maximum sampling of 100 data points was used to compute the first-pass variance and

mean values which acted as gates enabling the next objective function manoeuvre to be ex-
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ecuted. In addition, in order to ensure the system waypoint navigation commands are not

corrupted, the commands were inhibited during each objective function manoeuvre.

Figure illustrates the angles tracking performance between the two phases. In order to
maximise stability during the controller reconfiguration, a low-pass filter was implemented
for control allocation commands of we,q = 0.2rad/s. This ensured that the update of the con-
trol allocation gains was slow enough between manoeuvres while ensuring the minimisation
of the objective function. The feedback-loop filters were designed as follows: high-pass fil-
ter bandwidth wy = 2rad/s and low-pass filter bandwidth wr = 4rad/s. This ratio was
chosen such that high-frequency noise contained in the modulated objective function was
attenuated while the steady-state value 0 for control allocation was achieved prior to the
next manoeuvre. The adaption gain K, = 0.01 was chosen. Given a control loop frequency
of 400 Hz and the chosen value for wg, this value ensures that the stabilisation period was
minimised prior to the subsequent manoeuvre. The demodulation and modulation signals
amplitude of 0.05 and 0.01 respectively were chosen with the same frequency. Combined
with the values for wr and wy, this ensured that the signal-to-noise ratio remained high
enough for the minimisation of the objective function. The performance of those feedback

filters is shown in Figure[5.14}

1 O T T T T T T T

Angles [deqg]
a1

10 F i
Fault detection  Control reconfiguration

Desired Roll

-15 1 |- - - Measured Roll .
Desired Pitch
Measured Pitch

_20 1 1 1 1 1 1 1

60 70 80 90 100 110 120 130 140

Time [s]

Figure 5.13: Angles tracking during fault-tolerant process.
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Figure 5.14: [EY controller filters output.

The objective function J(yy) and its tracking error components J(yg)s and J(yy)r are shown
in Figure[5.15] It can be seen that a minimum is reached with the controller remaining stable.
Given that the geometric incircle radius 3 set constant at 1.5, the geometric offset v and the
computed controller allocation reach an equilibrium state, which is shown in Figure 5.16(a)
and (b) respectively. The contribution from the integrated modulated signal reaches a stable
state which reflects robustness in the feedback loop. This stability is then proven through
the waypoint navigation of the 500m by 500m mission profile. The system without an active
shown in Figure becomes unstable after each sharp turn due to the incipient rotor
fault degrading the performance of the default controller. This degradation is completely

removed with an active [F1CS shown in Figure
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Figure 5.15: [ES| controller objective function.
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Chapter 6

Conclusions and Recommendations

for Future Work

6.1 Summary

In this thesis, we have developed and experimentally tested a set of methods and tools which
enabled the design and evaluation of an integrated [FTCS|for an unmanned rotorcraft without
a priori knowledge of its dynamics. In Chapter 3| the development and construction of a
quadcopter avionics system with the ability of performing system identification manoeuvres
was achieved by modifying the flight controller software. This formed the basis of a test-
bench platform capable of software-in-the-loop simulation and the incorporation of
a fault emulation framework. This framework was able to incorporate estimated models of
an incipient fault condition triggered by the low-contact friction between a propeller and its
motor. This approach proved invaluable in ensuring the investigation for system behaviour

subject to a critical fault within a safe and repeatable environment.

Given the complex nature of a highly-coupled system behaviour under fault, a nonlinear
system identification method using radial basis function neural networks (RBFENN) was in-
vestigated in Chapter[d] A comparison of learning algorithms between the orthogonal least-
squares (OLS) and the continuous forward algorithm (CFA) was investigated with specific
focus on their predicted robustness to signal noise and computational complexity for the im-

plementation in a real-time environment. Although the|CFAlwas a more elaborate method to

134
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implement, it is based on an analytical framework for computing the RBENN]| parameters as
part of the regressor location which ensures its generalisation for the system dynamics while
remaining robust to signal uncertainties. The verification and validation of the was
then achieved through the prediction of an aerodynamic parameter and successful learning
and prediction of an input-output dataset within a hardware-in-the-loop (HIL) simulation

environment respectively.

The development effort of any system is often underpinned by the level of emphasis on inte-
gration of its major sub-systems. Investigation of the requirements imposed on a fault detec-
tion and diagnosis (FDD) and reconfigurable controller (RC) methods is described in Chap-
ter 5 The requirement for real-time fault estimation capability was verified through
the modification of the line search algorithm by incorporating a Golden section search
(GSS) with meta-heuristic algorithm for multimodal function minimisation. The re-
quirement of considering actuation limits was achieved with the time difference of arrival
IDOA) method. This was based on signal correlation of the actuator stimulated inputs
which was the basis for developing a fault localisation scheme with associated uncertainty.
The requirement to incorporate fault uncertainties was achieved through the develop-
ment of extremum seeking (ES) algorithm with an objective function based on the geomet-
ric representation of the provided fault magnitude and fault uncertainty. Given the low-
memory requirement of such a method, the requirement to minimise reconfiguration
time was verified through simulation. This integrated framework provided a method

of improving system robustness through the re-allocation of the control input.

6.2 Conclusions

The development of a software-in-the-loop (SITL) dynamic model of an unmanned rotor-
craft with flapping dynamics and emulated faults, for pseudo real-time desktop simula-
tion using the ArduPilot baseline was achieved. This simulation platform was used to
study the dynamic behaviour of highly nonlinear system in the presence of faults unsta-
ble from the exact data format as flight test data, ensuring that inferences from this research
would be hardware-compatible. Moreover, the development of a fault-emulation framework
through the system identification of a dynamic model representing the faulty behaviour of a

propeller-motor slippage condition through video image processing was investigated. This
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method enabled the implementation of a grey-box simulation model, by integrating empir-
ical data obtained from an actuator subject to an incipient fault condition into a quadcopter

equations of motion for the purpose of closed-loop system identification.

A meta-heuristic hybrid line search algorithm to enable the real-time implementation of the
in a low-memory microcontroller, for online[FDDIwas developed. This formed part of a
nonlinear system identification framework including the combination of the multi-lateration
of actuator responses and the real-time learning of artificial neural networks, providing an
integrated framework for control augmentation. This approach was found to be well-suited
for systems with multiple actuators, enabling a control allocation scheme within the bound-

aries of an objective function.

The development and real-time testing of a PID reconfiguration framework based on the
extremum seeking (ES) algorithm improving the probability of system preservation under
the presence of unforeseen rotor faults and external disturbances was achieved. The execu-
tion and verification of such a method within a environment, validated the potential
of a neural network-based integrated FTCS that can function without a-priori knowledge
of either the nominal controller robustness margins or the system physical parameters. Fi-
nally, the development of an unmanned rotorcraft avionics system for the validation of an
integrated fault-tolerant control (FTC) framework comprising of a fault-emulation, real-time
and control reconfiguration in the presence of actuator faults, was achieved through

the manufacturing and testing of the Uav4africa H1 quadcopter.

The application of the above [FTC] framework for other types of faults such as: additive or
multiplicative faults within various types of the systems, as listed in[I.1|can be considered. It
should be noted that the method assumes a functioning sensor module which elim-
inates some sensor faults from being able to result in an appropriate controller reconfigura-
tion, thereby limiting the robustness recovery for a post-fault system. The user of the above

framework will have to ensure the type of fault:

e Both[FDDland RCmodules work in isolation from each other and can be verified within
a real-time environment. This means the type of fault needs to be observable by the
FDDImodule and system behaviour can be controllable by the RClmodule despite the

occurred fault.

e The method of feedback for both modules to complete their tasks should be iterative
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and ideally while the system is operating, thereby increasing the confidence that the

system can continue to operate until such a time it can either be fixed or replaced.

6.3 Recommendations for Future Work

Given the complexity and financial budget of this research, the above conclusions excluded
some investigations which have academic merit and could be part of future research activ-
ities. The list below also includes some recommendations that could enhance the impact of

this research in non-aerospace applications.

e Incorporate active actuator saturation monitoring and control in a neural network-
based This is to ensure that system identification estimation errors do not di-
verge in the event of actuator saturation. Although the actuator excitation signals are
optimised for maximum energy content while ensuring small amplitude of the super-
imposed excitation signals, no active monitoring of actuation limits is performed. In
the event the hover thrust of the actuators are close to their limits, the probability of
saturation during system identification is high leading to poor NN training and con-
sequently inactive or poor controller reconfiguration. A method of reconstructing the
excitation signals in relation of the actuation limits should mitigate the occurrence of

such inadvertent behaviour.

e Investigate the use of current NN-based for the simultaneous estimation of the
state signals used in the controller feedback and parameter values for the controller
reconfiguration. This could lead the framework to be able to accommodate both
sensor and actuator faults. This implies that the NN architecture predicted output will
also be used within a signal health monitoring system and switch signals source from
measured to predicted signals in the controller feedback. The effect of NN bias and NN
variance on the controller performance with and without reconfiguration will have
to be quantified. The real-time implementation of multiple NN for each monitored

measured signal should be investigated.

e Investigate the applicability of the framework under divergent system behaviour
once a fault has occurred. This will have an impact on the [FDD| detection time and

reconfiguration time. An analysis of the system recovery will be able to quantify
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some of the limitations of the proposed [FTClframework. The premise in this thesis was
that the closed-loop behaviour of the post-fault system is stable within certain bounds
of the control inputs. In the event such bounds become smaller than the amplitude
of the excitation signals, the system will enter an unstable state. The investigation
of the above [FTC behaviour in such a system state should provide valuable insight
in the prediction performance of the mechanism in terms of fault uncertainties
and the additional reconfiguration effort needed to recover the system within bounded

actuation inputs.

e Application of the above integrated [FTCl framework could have an impact on the struc-
tural assessment of bridges in relation to locating growing hairline cracks by analysing
the measured signal correlation based on the predicted system behaviour under cer-
tain load conditions. The signal emitters could be classified in terms of traffic patterns
and sensors could be placed in locations with the higher excitation content. A bridge
reconfiguration controller which is able to change the stiffness of the load-bearing units
based on the located fault could reduce traffic downtime due to maintenance. More-
over, a similar concept can be introduced for wind turbines whereby the excitation of
each turbine blade can be used in[FDDlfault localisation and a reduction of its angle of
attack through a reconfigurable controller could improve the overall operational life of

each wind turbine station.
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