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Abstract

The ever-increasing demand for spectrum resources, driven by the surge in high
data traffic poses a significant challenge to the efficiency of wireless communication
systems. In response, non-orthogonal multiple access (NOMA) has been proposed
as a pivotal technique designed to address the spectral challenges inherent to tra-
ditional multiple access schemes. NOMA, through its ability to allow multiple
users to share the same time-frequency resources non-orthogonally, represents a
promising avenue for improving spectral efficiency (SE).

To further improve connectivity and enhance efficiency, NOMA can seamlessly be
integrated with multiple-input-multiple-output (MIMO) systems. MIMO, a cor-
nerstone technology in modern wireless communication, utilizes multiple antennas
at both the transmitter and receiver to exploit spatial diversity, thereby achieving
substantial gains in terms of capacity and reliability. The integration of MIMO
with NOMA not only addresses the escalating demand for connectivity but also
unlocks the potential for massive connectivity and enhanced spectral efficiency in
wireless networks. However, the distribution of radio resources within the MIMO-
NOMA framework brings forth security challenges owing to the intrinsic charac-
teristics of wireless transmissions. In this regards, this thesis tackles the security
aspect of MIMO-NOMA systems from an information theoretic viewpoint. The
information theoretic security or physical layer security (PLS) effectively mitigates
vulnerabilities stemming from eavesdropping and interception, thereby fortifying
the overall security of wireless communication in the present case of MIMO-NOMA
systems. Another challenge that requires some attention is ensuring reliability over
long distances. Although the radio frequency (RF) spectrum band is recognized
for its reliability in diverse weather conditions, its inherent nature renders it sus-
ceptible to security concerns. To address the imperative for secure long-distance
communications, it is essential to explore innovative solutions that harness the
inherent reliability of the RF spectrum while concurrently mitigating its vulner-
abilities through enhanced security measures. Integrating technologies such as
free-space optical (FSO) communication, acknowledged for its secure transmission
capabilities, along with the implementation of advanced security protocols stands
as a promising solution to achieving reliability and security in long-distance com-
munications.

In this work, PLS of a MIMO-NOMA based system in a mixed RF-FSO com-

munications is investigated. Additionally, this thesis delves into the injection of



vi

artificial noise (AN) in an effort to explore other features of the proposed sys-
tem from a PLS perspective. The last part of the work investigates the secrecy
performance of the proposed system in the presence of multiple colluding and non-
colluding eavesdroppers. To this end, the statistical properties are examined by
deriving the statistical characteristics of the underlying system model, which will
subsequently be used to establish both the analytical and asymptotic frameworks
for evaluating secrecy performance measures. Finally, Monte Carlo simulations

are adopted to validate the accuracy of our proposed mathematical derivations.
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CHAPTER 1

Introduction

1.1 Thesis Motivation

The combination of mixed radio frequency (RF) and free-space optical (FSO) sys-
tems has emerged as a promising avenue. These mixed systems present an exciting
frontier for enhancing communication performance by leveraging the reliability of
RF transmissions and the high data rates of FSO communications [1,2]. Within
this realm, the introduction of the multiple-input-multiple-output (MIMO) tech-
nology has provided significant advantages over its single-antenna counterpart.
It brings forth the potential for enhanced system capacity and low error rates
by exploiting spatial diversity [3-5]. Simultaneously, a promising paradigm in the
non-orthogonal multiple access (NOMA) has shown an improved spectral efficiency
(SE) [6]. At its core, NOMA harnesses the power domain for multiplexing, en-
abling multiple users to access the same time-frequency slot using different power
levels. This innovative strategy effectively allocates multiple users with varying
quality-of-service (QoS) requirements in a more efficient manner compared to the
traditional orthogonal multiple access (OMA). Integrating NOMA with MIMO
systems has the potential to further enhance the SE, as MIMO technology lever-
ages a spatial diversity to improve overall system capacity and performance [7].
However, a notable concern pertains to the security challenges posed by the shared
utilization of channel resources in NOMA-based systems, compounded with the
inherent broadcast nature of RF transmissions [8]. One promising approach is to
integrate the F'SO link with the RF link. This integration introduces distinctive
interception vulnerabilities. For instance, while eavesdroppers can potentially at-
tack the RF link, targeting the FSO link poses greater challenges. This difficulty
arises from factors like the narrow beam divergence and high directivity inherent
in FSO communication, which significantly limit interception opportunities to the
mixed RF-FSO system. Traditional security measures rely on encryption-based

techniques, which may not be robust against security attacks given the increasing
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computational power available to attackers [9]. To address this issue, physical
layer security (PLS) has emerged as a novel and promising alternative security
mechanism to ensure a secure communication to authorized users by leveraging
the inherent characteristics of wireless communication channels [10]. Additionally,
it can also be employed to distribute secret keys instead of using an additional
layer in the upper layers of the open system interconnect (OSI) model [11-13].
The application of PLS more challenging for attackers to decipher transmitted in-
formation [14-16]. In the light of above, the exploration of PLS in mixed RF/FSO
systems across various architectures has recently garnered significant attention in
the literature |17-21|. However, a significant gap exists with the improvement
of SE is seldom considered, especially in the context of future wireless systems.
Driven by the prospective advantages of MIMO-NOMA technology, this research
focuses on the information theoretic security of a mixed RF-FSO systems. Specif-
ically, the presence of multiple passive and active eavesdroppers is considered with
and without the injection of artificial noise, and the obtained findings provide

useful insights to the current state-of-the-art.

1.2 Thesis Contributions

The main contributions of this thesis are summarized as follows.

e A two-user MIMO-NOMA with transmit antenna selection (TAS) in a mixed
RF-FSO system utilizing fixed gain relaying scheme is considered. The an-
tenna selection scheme is adopted at each user to further reduce the hardware
complexity at the transmitter. Next, the statistics of the underlying system
model are derived in terms of the probability density function (PDF) and
cumulative distribution function (CDF). The analytical expressions of the
secrecy outage probability (SOP), strictly positive secrecy capacity (SPSC),
average secrecy capacity (ASC) and the asymptotic ASC are obtained by

capitalizing on the derived statistics.

e Building upon the system model presented previously, the analysis extends
to a two-user MIMO-NOMA aided by the injection of artificial noise (AN) in
a mixed RF-FSO system with a variable gain relaying scheme. The incorpo-
ration of AN in the underlying system serves to confound the eavesdropper
while bolstering the transmission to the intended receiver. The analytical
and asymptotic expressions of secrecy performance metrics are obtained in

closed form after deriving the channel statistics.
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e The secrecy performance of the two-user MIMO-NOMA-aided AN for mixed
RF-FSO transmissions in the presence of multiple eavesdroppers is investi-
gated. To begin with, the statistical properties of the underlying system
model are studied. Using the derived expressions of the channel statistics,
we obtain the analytical expressions of the SOP, asymptotic SOP, probabil-
ity of the SPSC and the ASC in a closed form.

1.3 Thesis Outline

The subsequent chapters of the thesis are structured as follows.

Chapter 2 provides a comprehensive review of the existing works in the litera-
ture relevant to the PLS with a focus on mixed RF-FSO systems. These works
encompass different approaches proposed to enhance the security and reliability
of diverse system architectures. These approaches include MIMO, NOMA, TAS,
cooperative relaying and mixed/hybrid systems.

Chapter 3 investigates the PLS of a two-user MIMO NOMA with TAS in mixed
RF-FSO systems. Considering fixed gain relaying scheme, the channel statistics
for the underlying system model are presented and then used to derive the analyt-
ical expressions for the SOP, the probability of the SPSC, ASC, and asymptotic
ASC.

Chapter 4 builds upon the system model established in Chapter 3, this chapter
extends the investigation to incorporate an AN signal and assume a variable gain
at the relay node. The secrecy performance is analyzed under varying pointing
errors, detection techniques and turbulence conditions. Considering this system
model, the channel statistics are studied for the mixed RF-FSO links. Finally, the
analytical expressions for the SOP, the probability of SPSC, and ASC are derived
in a closed forms. Moreover, the asymptotic expression for SOP is derived in terms
of the expansion of Meijer’s G-function.

Chapter 5 extends the investigation of the two-user MIMO-NOMA system with
TAS in a mixed RF-FSO system in the presence of multiple colluding and non-
colluding eavesdroppers. Moreover, the secrecy performance of the underlying
system model is analyzed considering different RF and FSO link conditions. To
enhance the secrecy performance of the underlying system, the injection of AN
from both users is adopted to counteract the deleterious influence of multiple

eavesdroppers. Finally, the numerical analysis is presented for different RF and
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F'SO link conditions.

Chapter 6 provides a comprehensive summary of the work presented in this the-
sis, highlighting key findings and contributions. Following the summary, some
concluding remarks are offered to reflect on the significance of the research and its
implications. Finally, potential avenues for future research based on the completed
work are discussed, identifying areas where further investigation could expand

upon the current findings and address remaining challenges.



CHAPTER 2

Literature Survey

2.1 Introduction

In this chapter, we present a comprehensive review of the emerging wireless tech-
nologies explored in this thesis. To begin with, we introduce the principles of non-
orthogonal multiple access (NOMA) and multiple-input-multiple-output (MIMO)
technologies. Then, we present the benefits offered by integrating NOMA in MIMO
systems. Subsequently, we present challenges of MIMO-NOMA systems associated
with resource allocation, signaling, and security challenges. Next, the discussion
shifts to the physical layer security (PLS) recognized as a promising security solu-
tion within MIMO-NOMA systems. Furthermore, the discussion will be extended
to the PLS wherein the security aspect of standalone radio frequency (RF) and
free-space optical (FSO) systems are considered as well as mixed and hybrid RF-
FSO systems. In addition, a general review of the recent related works investigat-
ing PLS in a mixed /hybrid RF-FSO systems under different system architectures

and performance metrics is presented.

2.2 Non-Orthogonal Multiple Access

In the last decade, there has been a substantial surge in the demand for high-data
rates and continuous connectivity in wireless communication systems, essential for
supporting a wide array of applications ranging from video streaming, voice calls,
email to file transfers and internet browsing [22]. To accommodate this, upcoming
wireless applications face various challenges that require careful considerations.
One of these challenges is bandwidth scarcity, as the availability of this resource
to service providers is often constrained [23]. In order to address these challenges,
NOMA has recently been introduced as a promising solution to tackle the band-

width scarcity. It facilitates concurrent service of multiple users within the same

5
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time, code and frequency resource block (RB) through superposition coding (SC)
at the transmitter [24]. This inherent characteristic of NOMA provides connec-
tivity, enhances spectral efficiency (SE), and handles the high data traffic [25,26].
Many works have validated the superior performance of NOMA over orthogonal
multiple access (OMA) [27-29]. In [27], it is demonstrated that the NOMA scheme
for a simple two-user scenario outperforms OMA in terms of both sum rate and
ergodic sum rate. Moreover, It is indicated in [28] that NOMA enhances both the
capacity and throughput of cell-edge users in terms of the system-level evaluation.
Furthermore, the authors in [29] demonstrates that NOMA can achieve a better

performance in scenarios involving randomly deployed users.

2.2.1 Fundamental Principles of NOMA

There exists two main categories of NOMA: (1) power domain (PD)-NOMA;
and (2) code domain (CD)-NOMA. In PD-NOMA, users are permitted to
share the same resources but with different power levels. This power allocation
strategy enables simultaneous transmission to multiple users within the same RB,
thereby enhancing spectral efficiency [30]. On the other hand, CD-NOMA en-
ables the simultaneous transmission of multiple user signals over the same time-
frequency resource, leveraging unique codebooks assigned to each user [31]. Next,

we provide an overview of NOMA in both downlink and uplink transmissions.

2.2.2 Downlink NOMA Transmission

Figure 2.1 depicts a downlink NOMA transmission where the base station (BS)
transmits a composite signal consisting of the desired signals of both the near-user
(NU) and far-user (FU). The users are allocated different power levels with more
power to the FU due its bad channel conditions and less power to the NU due to
it good channel conditions. At the receiver side, the NU first decodes the signal

of the FU, and then removes the FU’s signal before decoding its own signal.

2.2.3 Uplink NOMA Transmission

In the uplink NOMA transmission illustrated in Figure 2.2, each user transmits its
signal to the BS. Then, the BS first decodes the FU’s signal while treating NU’s
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2.3 Multiple-Input Multiple Output

Multiple-input multiple-output (MIMO) is a pivotal technology in wireless com-
munication that enhances data transfer rates and system reliability. By employing
multiple antennas at both the transmitter and receiver ends, MIMO exploits spa-
tial diversity, allowing for the simultaneous transmissions of multiple data streams
to reduce the probability of errors. This technique provides robustness of signal
transmissions against multi-path fading leading to an improvement of the system

performance via high capacity, low error rate, and transmit/receive diversity. As a
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result, MIMO has become a fundamental component of modern wireless commu-
nication standards including wireless-fidelity (Wi-Fi), long-term evolution (LTE),
and fifth-generation (5G) [32,33]. For instance, in modern Wi-Fi standards such as
802.11ac and 802.11ax, MIMO has enabled significant improvements in data rates
and network coverage by allowing multiple data streams to be transmitted simul-
taneously. Recently, the advent of MIMO technology has revolutionized various
communication systems. In the realm of cellular networks, operators like Verizon
and American Telephone and Telegraph (ATT) have successfully deployed MIMO
in their LTE and 5G networks, resulting in enhanced spectral efficiency and better
user experience [34|. Furthermore, the synergy between MIMO and beamforming
techniques has proven invaluable in smart home ecosystems. MIMO facilitates
robust and reliable connectivity between a multitude of devices, ensuring seam-
less communication within a connected home environment. Beamforming further
optimizes signal transmission by directing it towards specific devices, mitigating in-
terference and improving overall network performance [35]. In addition, field trials
conducted by leading telecom equipment manufacturers have consistently demon-
strated the superior performance of MIMO systems in real-world environments,
solidifying its role as a cornerstone of modern communication technology [36]. De-
spite these advantages, MIMO suffers from some limitations such as an increase
of the computational complexity and hardware cost. This is due to the fact that
additional antenna elements not only increases hardware costs but also necessi-
tates additional computational power [37|. Therefore, it is crucial to employ some
techniques capable of overcoming the aforementioned limitations and leveraging
spatial diversity. Some common approaches provided in the existing literature are

discussed subsequently.

2.4 Antenna Selection

Antenna selection is an efficient technique in MIMO systems that enables com-
plexity and hardware cost reduction. This approach allows for a single or a subset
of antennas among several antennas to be selected to transmit or receive. In this
regards, there exist two categories of antenna selection techniques: transmit an-
tenna selection (TAS) and receive antenna selection (RAS) [38]. In what follows,

we provide some discussion on these techniques.
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2.4.1 Transmit Antenna Selection

Transmit antenna selection (TAS) is adopted at the transmitter side by select-
ing a single antenna or a set of antennas based on a given criterion. This leads
to a reduction in the number of RF chains, and therefore reduction in the hard-
ware cost and computational complexity for a more viable system [39]. In TAS, a
feedback of the channel state information (CSI) is required between the receiver
and transmitter to inform the latter about the selected antenna, enabling the
transmitter to choose the optimal antenna configuration for transmission. It is
well-established that TAS achieves maximum capacity when the transmitter has
complete CSI knowledge [40]. This capability is crucial in improving system per-
formance by optimizing antenna selection based on real-time channel conditions,

thereby enhancing throughput and reliability in MIMO communication systems.

2.4.2 Receive Antenna Selection

In receive antenna selection (RAS), the receiver perceives multiple replicas of the
transmitted signal, each subject to distinct fading coefficients. To capitalize on
this diversity, a subset of receive antennas is strategically selected to capture the
signal variations [41]. These antennas are then combined in order to improve the
signal-to-noise ratio (SNR) of the received signal, thereby enhancing the overall
performance of the communication system. Through this process, RAS effectively
mitigates the impact of fading and noise, resulting in more reliable and robust

signal reception [42].

2.5 Combining Schemes (CS)

The multiple replicas of the transmitted information need to be combined at the
receiver before the demodulation process. In what follows, we discuss the different

combining schemes that have been widely reported in the existing literature.

2.5.1 Selection Combining

The selection combining (SC) is a sub-optimal combining scheme and the simplest

of the combining schemes [43]. In this scheme, only one receive antenna with
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the maximum SNR is active to demodulate the original modulated signal sent by
the transmitter yielding reduction of the hardware complexity at the receiver [44].
Assuming N received antenna at the receiver, the instantaneous SNR denoted by

vsc for the selected antenna can be expressed as [45, Eqn. (3)]

Ysc = Imax 7%, (2.1)
where i € {1,..., N}. One of the key advantages of SC is its ability to accommo-
date both differentially coherent and noncoherent modulation techniques without
the need for co-phasing multiple receiver outputs, thus simplifying the receiver de-
sign [45]. This makes SC particularly attractive for applications where simplicity
and hardware efficiency are prioritized. However, despite its simplicity and hard-
ware efficiency, SC suffers from the performance degradation compared to other
combining schemes such as maximum ratio combining (MRC) and equal gain com-
bining (EGC). Since SC only uses the branch with the highest SNR, it does not
fully exploit the diversity gain available from multiple antennas. Consequently,
the system performance is sub-optimal particularly in environments with severe
fading and interference. In the context of a mixed RF-FSO systems, SC can of-
fer a balance between hardware simplicity and performance. While it may not
provide the highest possible secrecy performance, its ease of implementation and
reduced complexity make it a suitable option for scenarios where these factors are
critical [46].

2.5.2 Maximum Ratio Combining

Unlike the SC wherein a single branch is used at the receiver output, in MRC
scheme, the received signals are combined with the gain of their respective chan-
nels in order to maximize the output SNR at the receiver [42]|. This is achieved by
adjusting the weights assigned to each received signal in such a way that the am-
plitudes of the signals are combined coherently, taking into account the respective
channel gains and phases [47]. MRC works by assigning a weight to each received
signal proportional to its SNR, ensuring that stronger signals have a greater in-
fluence on the combined output. Mathematically, for L received branch, the total
combined instantaneous SNR denoted by 7vy;rc for equally transmitted signals at
the output of the MRC combiner is given as [48, Eqn. (9.1)]

L
YMRC = Z% (2:2)
I=1



Chapter 2. Literature Survey 11

where [ € {1,..., L}. This coherent combination effectively amplifies the desired
signal while minimizing the impact of noise and interference, leading to an op-
timal improvement in the overall system performance. Although MRC achieves
the best possible performance, it requires knowledge of the SNR on each receiving
antenna. This requirement is intricate to obtain in real-world scenarios due to
the dynamic nature of wireless channels and the complexity of achieving accurate
channel estimation. Furthermore, implementing MRC increases the computational
complexity and hardware requirements at the receiver. In the context of underly-
ing mixed RF-FSO systems, employing MRC could significantly enhance secrecy
performance by optimally combining the received signals. However, the complex-
ity and need for accurate CSI must be carefully managed to realize these benefits

in practical implementations.

2.5.3 Hybrid Selection

Hybrid selection combining, also termed as EGC strikes a balance between both
the SC and MRC schemes. To address the challenge of obtaining the time-varying
SNR on each branch, a simpler combining technique in the EGC can combine
signals from co-phased branches with equal gain [47]. In EGC, the received signals
from multiple antennas are co-phased and then summed with equal weighting.
This approach avoids the need for precise SNR measurements for each branch,
simplifying the implementation compared to MRC [49]. The EGC ensures that
the signals are added constructively, enhancing the overall SNR at the receiver [46].
Mathematically, the instantaneous SNR at the receiver’s EGC output, denoted by
YEGe can be expressed as [48, Eqn. (9.46)]

2
(ZIL:I al) E;
ZlL:l N,

where o; represents the channel gain between the transmitter and the [-th received

, (2.3)

YEGC =

branch, E; is the power per symbol and N; is the AWGN power spectral density

[ path. This scheme offers a trade-off between performance and hard-

on the
ware complexity. While it does not achieve the optimal performance of MRC, it
performs better than SC by utilizing signals from multiple branches. This makes
EGC suitable for practical scenarios where hardware complexity is a concern but
improved performance is desired [42]. In the context of the proposed system

model, EGC is particularly relevant as it provides a viable solution for enhancing
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the secrecy performance of mixed RF-FSO systems without incurring the high

complexity and stringent CSI requirements of MRC.

2.6 MIMO-NOMA Systems

To further optimize the performance gains of NOMA and leverage additional
spatial degrees of freedom alongside the power domain, MIMO can be incorpo-
rated into NOMA. This holds particular advantages in scenarios where multiple
users are positioned in the same spatial direction but at different propagation dis-
tances [50]. Moreover, MIMO-NOMA systems can serve multiple users utilizing
shared resources, thereby enhancing the overall system capacity [51]. Numer-
ous studies have consistently demonstrated the superior performance of MIMO-
NOMA over the single-antenna OMA. In this regards, early work such as [52]
focus on maximizing the ergodic sum capacity (ESC) of a rayleigh fading MIMO-
NOMA /MIMO-OMA systems with statistical CSI at the transmitter. This work
proposed both optimal and low complexity sub-optimal power allocation schemes
to maximize the ergodic capacity (EC) of both MIMO-NOMA /MIMO-OMA sys-
tems with total transmit power and minimum rate constraint. It is demonstrated
that MIMO-NOMA achieves a larger ergodic sum capacity compared to MIMO-
OMA. In addition, [53,54] have validated the superiority of MIMO-NOMA over
MIMO-OMA in terms of sum channel capacity and the number of the allocated
users. In [53], it is illustrated that MIMO-NOMA surpasses MIMO-OMA in terms
of sum channel capacity, except when communicating with only one user. Specif-
ically, for any rate pair achievable by MIMO-OMA, there exists a power split for
which MIMO-NOMA can achieve rate pairs that are strictly greater. This finding
extends to the sum EC, confirming that MIMO-NOMA can achieve a larger sum
EC compared to MIMO-OMA. Moreover, the performance of MIMO-NOMA is in-
vestigated in 54| when multiple users are grouped into a cluster. The superiority
of MIMO-NOMA over MIMO-OMA in terms of both sum channel capacity (SCC)
and ESC is proved analytically in this work. Additionally, it is demonstrated that
the more users are admitted to a cluster, the lower is the achieved sum rate, which
illustrates the trade-off between the sum rate and maximum number of admitted
users. Next, we present the main categories of MIMO-NOMA systems as outlined
in [26]:
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e The cluster-based MIMO-NOMA structure organizes users into clusters,
where multiple users within a cluster share the same resources simultane-
ously [55]. This approach aims to optimize resource allocation, enhance
spectral efficiency, and improve overall system capacity by exploiting diver-

sity in users’ channel conditions within each cluster.

e The beamformer-based MIMO-NOMA structure employs advanced beam-
forming techniques to optimize signal transmission through strategic beam-
former design [56|. These techniques manipulate antenna array weights to
direct the transmitted signal in specific directions, enhancing signal quality
at intended receivers while mitigating interference from other users. Lever-
aging the spatial domain, beamforming enables MIMO-NOMA systems to
achieve improved spectral efficiency and enhanced signal reliability, making

it indispensable in modern wireless communication networks.

The design of the MIMO-NOMA system encountered certain challenges summa-

rized in subsequent subsections

2.6.1 Resource Allocation Challenges

The adoption of multiple antennas at both the transmitter and receiver introduces
intricate interference challenges in MIMO-NOMA transmissions. This interference
is particularly notable in cluster-based MIMO-NOMA systems where both intra-
cluster and inter-cluster interference issues may arise [26]. To effectively address
these interference challenges and optimize system performance, various resource
allocation strategies are employed in MIMO-NOMA systems. These strategies
can effectively mitigate interference effects and enhance overall system efficiency,
with the goal of minimizing power consumption while improving SE. User clus-
tering/user pairing, power allocation (PA), and joint user pairing and power allo-
cation techniques are encompassed in these strategies. Different approaches have
been employed to address resource allocation challenges in the context of the afore-

mentioned issues [54,57,58|, and will be elaborated in the sequel.

2.6.1.1 User Pairing

In NOMA, users with varying channel gains are grouped within a single RB in

the power domain. This allocation involves assigning higher power to users with
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weaker channel gains and lower power to those with stronger channel gains, pro-
moting user fairness [59]. The weak users decode the superimposed signal by
treating signals from strong users as noise, while the strong user employs SIC in
down-link to decode its own signal. In the context of MIMO-NOMA where mul-
tiple antennas are employed, the spatial dimension is leveraged through spatial
multiplexing to simultaneously transmit multiple data streams. However, the al-
location of users and power in MIMO-NOMA requires more intricate strategies.
Specifically, user pairing in MIMO-NOMA involves the strategic of assigning users
to different spatial streams considering their channel conditions. This ensures that
each user’s signal is optimally transmitted using the available spatial resources. For
instance, weaker users may be paired with stronger users to achieve better overall
system performance. This strategic pairing optimizes the utilization of the spa-
tial dimension, resulting in enhanced system capacity through spatial multiplexing
gains. In [54], the optimal user admission scheme is proposed in terms of both the
sum rate and the number of admitted users when the signal-to-interference-plus-
noise ratio (SINR) thresholds of users are equal. Even in scenarios where these
thresholds vary, the proposed scheme maintains a commendable performance by

effectively balancing both criteria.

2.6.1.2 Power Allocation

Achieving optimal PA poses significant challenges in MIMO-NOMA systems. These
challenges stem from the complexity of multi-antenna users in NOMA where users
are separated by different power levels within a single RB [52,60]. One major chal-
lenge is the computational complexity associated with implementing PA strategies,
considering the numerous antennas, user pairs, and interference conditions. Ad-
ditionally, managing interference becomes crucial for maximizing system capacity
while minimizing interference levels among users [57|. Ensuring fairness in data
rate distribution among paired users presents another challenge, requiring careful
consideration of user channel conditions and PA strategies. Moreover, the ro-
bustness of PA techniques is essential to address performance degradation due to
imperfect channel estimation, user mobility, and varying interference levels. In
the light of above, the implementation of suitable PA strategies is essential to
optimize the overall performance of the communication system [61]. Overcoming
these challenges is crucial to optimize the overall performance of MIMO-NOMA
systems. For instance, artificial intelligence (AI) holds significant potential to PA
strategies in MIMO-NOMA systems [62]. Al algorithms can dynamically optimize

PA by analyzing real-time data and adapting to changing network conditions,
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thereby improving overall system performance and efficiency. One key advantage
of Al in PA is its capacity to handle the computational complexity associated
with MIMO-NOMA systems. By employing machine learning techniques, Al can
efficiently manage the numerous antennas and interference conditions, reducing

the computational demands and enabling more accurate PA decisions.

2.6.1.3 Joint User Pairing and Power Allocation

The combination of multi-antenna user pairing and power allocation in MIMO-
NOMA systems presents a strategic approach to efficiently manage resources and
optimize system performance. This consists of pairing users with varying channel
conditions and dynamically allocating power within shared RB [58|. However, this
integrated strategy introduces several challenges, including computational com-
plexity, interference management, and fairness in resource allocation [63]. The
computational complexity arises considering multiple factors such as user chan-
nel conditions, interference levels, and system constraints while optimizing user
pairing and power allocation. Moreover, managing interference becomes crucial
to maximize system capacity and ensure fair data rate distribution among paired
users. Additionally, ensuring robustness in power allocation techniques is essen-
tial to address performance degradation due to imperfect channel estimation and
varying interference conditions [64]. Despite these challenges, the integration of
multi-antenna user pairing and power allocation holds significant promise for en-
hancing spectral efficiency and overall system capacity in MIMO-NOMA-enabled
wireless communication systems [26]. In [65], the joint user clustering and power al-
location (JUCPA) strategy combined with robust beamforming design is proposed
to mitigate inter-user interference (IUI) and inter-cluster interference (ICRI) in
MIMO-NOMA systems. In this algorithm, the optimal user pair is selected as a
cluster in order to achieve a higher sum-rate. It is demonstrated that the proposed
robust beamforming design, in conjunction with the JUCPA algorithm, notably
enhances system performance in terms of sum-rate compared to existing MIMO-
NOMA schemes.

2.6.2 Signaling Challenges

The combination of MIMO and NOMA technologies introduces intricate signaling

challenges due to its design complexity. Addressing these signaling challenges in



Chapter 2. Literature Survey 16

MIMO-NOMA systems is crucial for enabling reliable and efficient communica-
tion. The utilization of SIC and efficient feedback systems are key components in

overcoming these challenges [66].

2.6.2.1 Successive Interference Cancellation

The implementation of SIC faces challenges related to receiver complexity, which
can lead to system performance degradation due to incorrect decoding of signals
from weaker users. In MIMO-NOMA, the main challenge faced by SIC arises
from the non-orthogonal transmission where multiple users utilize the same time-
frequency resource. Moreover, incorporating multiple antennas at both the trans-
mitter and receiver can increase the hardware complexity and the number of in-
terfering signals. Addressing these challenges requires advanced signal processing
techniques, adaptive algorithms, and efficient coordination of user pairing and
power allocation strategies [26]. While SIC is a powerful tool for interference miti-
gation, its effectiveness in the context of MIMO-NOMA depends on addressing the
complexities introduced by non-orthogonal transmission and multi-antenna con-
figuration. In [66, 67|, the issue related to the imperfect SIC has been solved by
adopting machine learning (ML) approach. Specifically, a deep learning-based ap-
proach is adopted in [66] while a deep neural network-based algorithm is proposed
in |67].

2.6.2.2 Channel State Information

Utilizing partial CSI that incorporates path loss information with employing con-
strained feedback mechanisms for precoding matrices represent potential strategies
to mitigate the challenges associated with overhead and signaling in the context
of CSI [68]. These strategies enable efficient utilization of available channel infor-
mation while minimizing the feedback overhead. Additionally, techniques such as
feedback compression and codebook-based feedback can further enhance the effi-
ciency of CSI utilization in MIMO-NOMA systems. These methods ensure that
the transmitted signals are adapted to the varying channel conditions, thereby
optimizing system performance and spectral efficiency. Considering the accuracy
of channel information at the transmitter, CSI can be categorized as either per-
fect or imperfect. Both perfect and imperfect CSI play crucial roles in context
of MIMO-NOMA systems performance [69]. In perfect CSI, accurate channel in-

formation is available at the transmitter enabling optimal power allocation and
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beamforming strategies. However, perfect CSI requires extensive feedback and sig-
naling overhead, which can be impractical in real-world scenarios due to limited
resources and channel estimation errors [70]. On the other hand, imperfect CSI
reflects the practical limitations and uncertainties associated with channel esti-
mation and feedback mechanisms. Imperfect CSI can result in suboptimal power
allocation, ineffective interference management, and overall degradation in system
performance. Consequently, a performance gap emerges between practical MIMO-
NOMA systems with imperfect CSI and ideal MIMO-NOMA systems with perfect
CSI. This performance gap can directly be proportional to the transmit power of
the information signal and inversely proportional to the accuracy of CSI. To ensure
consistent performance, the transmit energy of the pilot sequence for channel esti-
mation should increase alongside the transmit power of the information signal [71].
Additionally, Al-based learning algorithms can be utilized for channel estimation
to achieving better performance compared to conventional techniques [72]. These
Al-assisted channel estimation are highly relevant to 5G/6G communications, as
AT is considered a foundational element of future networks [73,74]. For instance,
5G/6G networks will operate in millimeter and terahertz frequencies to overcome
bandwidth limitations and increase throughput. However, this introduces greater
channel complexity due to higher attenuation and atmospheric absorption. Fur-
thermore, key technologies such as massive MIMO will add to the complexity of
transceiver architecture, creating new challenges for channel estimation. While
the multicarrier systems can mitigate some of early-mentioned effects, advanced
channel estimation techniques are still needed for diverse architectures and envi-
ronments. Therefore, the use of Al to enhance these techniques is essential, as
it can help create an intelligent physical layer and optimize system performance
through virtualized tools [75-78].

2.6.3 Security in MIMO-NOMA

The inherent design of MIMO-NOMA introduces vulnerability of wireless trans-
missions to potential eavesdropping threats |79]. Traditionally, secure communica-
tion relies on cryptography methods, introducing heightened computational com-
plexity to ensure security. One promising approach is the PLS which leverages
the intrinsic characteristics of wireless channels. By exploiting some features per-
taining to the MIMO-NOMA technology such as spatial multiplexing and power
domain multiplexing, PLS can be designed to mitigate eavesdropping attempts

and unauthorized access. This approach provides an additional layer of protection
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beyond traditional encryption methods [14], making it particularly relevant in the
context of MIMO-NOMA'’s security challenges.

2.7 Physical Layer Security

The key idea behind information theory-based PLS is to exploit the fading prop-
erties of the wireless channel for secure message transmission in the presence of
an eavesdropper which is an unauthorized user that tries to intercept or gather
the confidential information transmitted to an authorized user [14,80]. Unlike
traditional approaches, PLS operates autonomously irrespective of computational
complexity. In addition, the system can still ensure secure and dependable com-
munications even in the presence of sophisticated computational devices wielded
by potential eavesdroppers in 5G networks [81]. There exists two types of eaves-

dropping attacks which may differently impact the wireless communications:

e Passive eavesdropping: In this scenario, the eavesdropper(s) can adeptly
intercept communication without actively manipulating or tampering with
the signals. This type of attack enables the eavesdropper(s) to quietly listen
the wireless transmission and gather information without being detected.
Generally, the adoption of some techniques such as the multi-antenna at the
transmitter or the intended user(s) can help improve the potential presence

of passive eavesdropper in the system.

e Active eavesdropping: This type of attack is more intrusive and more detri-
mental to the security performance of wireless system as the eavesdropper(s)
are actively involved in the interception of the transmitted data with the aim
to modify them. To counter such attacks, an efficient method consists of in-
jecting artificial noise (AN) [82,83], where the noise is carefully designed
to enhance the signals intended for authorized users while confounding and

disrupting the eavesdroppers’ efforts.

As above mentioned, it is possible to combat the eavesdropping attacks (regard-
less of their nature) through efficient techniques that will make it challenging for
unauthorized users to listen or intercept the transmitted data, let alone decipher
the original information [11,84]. In what follows, we delve into the security aspect
of various systems such as RF, FSO, and mixed/hybrid RF-FSO.



Chapter 2. Literature Survey 19

2.7.1 Physical Layer Security in RF systems

The inherent characteristics of RF signals enabling them to effectively penetrate
obstacles and adapt to a variety of atmospheric conditions, contribute to their re-
silience against turbulence. This quality is advantageous, particularly in scenarios
where environmental factors, such as atmospheric turbulence might pose challenges
to the communication systems [85]. However, the problem with such transmissions
is that the RF spectrum has become congested due to the proliferation of wireless
applications and services. Moreover, these transmissions can be compromised by
the potential eavesdropping attacks due to the broadcast nature of the wireless
channels, and therefore pose a security threat to the overall system. Many stud-
ies have recently analyzed the security of MIMO-NOMA over the RF spectrum
band [86-90|. These studies have extensively investigated PLS by employing vari-
ous approaches to enhance the secrecy performance. One crucial approach involves
AN injection [32,90], introducing uncertainty into transmitted signals and thereby
complicating the decoding process for potential eavesdroppers. Moreover, the uti-
lization of accurate CSI enables adaptive strategies, dynamically adjusting trans-
mission parameters to counteract real-time eavesdropping attempts. Furthermore,
the MIMO technology can be exploited to improve the capacity, making it more
challenging for eavesdroppers to intercept the transmitted information [89,91]. In
NOMA systems, PA optimization aims to maximize the secrecy rate of legitimate
users and thereby enhance security, this power allocation strategy enhances secu-
rity and defends against external eavesdropping [92,93]. However, NOMA-based
networks face potential threats from both internal and external eavesdropping
where the former involves an unauthorized access by other users within the NOMA
system posing a significant security challenge, while external eavesdropping entails

interception attempts from users outside NOMA network [94-97].

2.7.2 Physical Layer Security in FSO Systems

The FSO technology has emerged as an attractive and promising technique for
optical wireless communications (OWC) since they can be used in the unlicensed
spectrum band and can also provide high-data rates and high security [79]. On
the latter, FSO systems are notably secure due to the nature of a high-directional
beam. Due to these characteristics, the FSO technology can be used as an al-
ternative to its RF counterpart where the latter is limited (spectrum scarcity,

hardware cost, power consumption, interference, etc..) as it is shown in Table
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2.1. Despite these advantages, FSO is very susceptible to atmospheric turbulence
which can lead to the degradation of the system performance. In addition, ther-
mal expansion and fluctuating wind forces contribute to the occurrence of building
sway, inducing vibrations in the transmitter beam. This phenomenon can result
in misalignment between the transmitter and receiver, commonly referred to as
a pointing error [98,99]. In urban environments particularly on high-rise build-
ings where FSO transmitter and receiver are generally placed, pointing errors are
prevalent and pose a significant challenge as they have the potential to cause sub-
stantial degradation in system performance. Another challenge with FSO systems
is the security concerns in scenarios wherein an eavesdropper is placed close to the
receiver [100]. In such a scenario, it is possible for the eavesdropper to intercept
the communication between the transmitter and the intended receiver due the
pointing errors. In response, PLS can be adopted in the context of FSO systems
to mitigate security threats using different approaches including beam direction
control and utilization of narrow beam-width to minimize signal exposure. Addi-
tionally, the mechanism for pointing error correction ensure the accurate alignment
of FSO transceivers and further reduces vulnerabilities [98,101-104].

TaBLE 2.1: A comparison of RF and FSO Spectrum Bands.

Characteristics RF FSO

Device size Small Large

Power consumption | Low Moderate
EM Interference High No
Spectrum Licensed | Unlicensed
Security Low High
Transmission NLOS LOS
Limitation Spectrum | Environment

2.7.3 Physical Layer Security in Mixed /Hybrid RF-FSO Sys-

tems

In the evolving landscape of wireless communication, RF and FSO systems have
emerged as pivotal technologies, each offering distinct advantages. RF systems,
renowned for their robustness and extensive range, are widely utilized in vari-
ous communication applications. In contrast, FSO systems are highly valued for
their high data rates and wide bandwidth, making them ideal for high-capacity
point-to-point communication [79]. However, both technologies face certain limi-

tations—RF systems can suffer from spectrum congestion, security vulnerabilities
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and interference, while FSO systems are highly susceptible to atmospheric con-
ditions such as fog, rain, and turbulence [105]. To tackle the inherent challenges
faced by the standalone RF and FSO systems (see Table 2.1), mixed and hy-
brid RF-FSO systems have emerged as a good candidate to provide robust link
availability, reliability and high level of security particularly in severe weather con-
ditions [85,106]. These mixed/hybrid networks find their applications in effective
long-distance communication scenarios such as in inter-satellite, satellite-to-earth
or earth-to-satellite, airplane-to-satellite, airplane-to-ground, airplane-to-airplane,
and ship-to-ship communications where a relay node can be adopted to extend the
network coverage. In the following subsections, the definitions and functionalities
of hybrid RF-FSO systems and mixed RF-FSO systems are presented, emphasizing

their roles in modern communication infrastructures.

2.7.3.1 Hybrid RF-FSO Systems

Hybrid RF-FSO systems combine the advantages of both RF and FSO communi-
cation technologies to improve the overall performance and reliability of wireless
communication networks [85]. In a hybrid RF-FSO system, both RF and FSO links
are used simultaneously or selectively to ensure a robust communication link. The
RF link is typically used as a backup to the FSO link, which can be affected by
atmospheric conditions such as fog, rain, and turbulence. This hybrid approach
leverages the high data rates and wide bandwidth of FSO communication while

maintaining the reliability and extended range provided by RF communication.

2.7.3.2 Mixed RF-FSO Systems

Mixed RF-FSO systems refer to communication networks where RF and FSO
links are used in a complementary manner within different parts of the network.
In such systems, the first and second link (transmitters to relay and relay to in-
tended receiver, respectively) can either be FSO or RF link depending on the
specific requirements and environmental conditions [107]. For example, FSO links
might be used for high-capacity point-to-point communication between buildings,
while RF links provide coverage and connectivity in areas with obstacles or in
adverse weather conditions. The mixed RF-FSO approach allows for optimized
network performance by using the most suitable technology for each segment of
the network. Driven by the potential of mixed RF-FSO systems, the investigation
of PLS has garnered significant attention in the existing literature [17,20,108,109].
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As concluded in [17], the secrecy performance under weak atmospheric turbulence
conditions is superior to that under strong turbulence conditions. Moreover, the
secrecy performance has shown less influence in the RF link with variable gain
relaying, and the pointing error deteriorates the secrecy performance of mixed
systems. In [108], the secrecy performance of a mixed RF-FSO dual-hop com-
munication system with both fixed-and variable-gain relaying schemes has been
investigated wherein eavesdropping is assumed to be closed to RF link due to the
high security of optical links.

The integration of NOMA in mixed /hybrid RF-FSO systems represents a promis-
ing step towards the optimization of SE in mixed /hybrid systems. In this regard,
the performance analysis of these mixed /hybrid systems with downlink NOMA has
recently been investigated in [110,111]. Particularly, the BS as an FSO source com-
municating with two RF NOMA users via an intermediate amplify-and-forward
(AF) relay in the presence of an eavesdropping attack are assumed in [110]. To
analyze the secrecy performance, the closed-form expression of the secrecy outage
probability (SOP) is derived for the NU. To this end, it is indicated that the se-
crecy performance improves as the PA ratio dedicated to the NU user increases.
To get more insights, closed forms of the SOP and strictly positive secrecy capacity
(SPSC) for the overall NOMA system "NU and FU users" are derived in [111].
Additionally, the asymptotic analysis of SOP is analyzed at high SNR. It is shown
that the SOP is approximately constant in the high-SNR regime, while the overall
secrecy performance is independent of the channel conditions of the weak user.
The incorporation of MIMO in hybrid RF-FSO systems can improve the con-
fidentiality and integrity of transmitted information, making the hybrid system
well-equipped to operate securely in different challenging environments [112|. The
performance of hybrid MIMO-RF/FSO systems is analyzed in [113] where four
TAS schemes are proposed. The closed-form expressions for SOP and asymp-
totic effective secrecy throughput (EST) are obtained considering imperfect CSI.
Additionally, the secrecy performance of mixed RF-hybrid RF-FSO and hybrid
RF-RF/RF-FSO systems is analyzed in |21] under the presence of multiple eaves-
droppers. It is shown that the hybrid RF-RF/RF-FSO scenario outperforms the
mixed FSO-RF and mixed RF-hybrid RF-FSO systems, highlighting the effective-

ness of the proposed system configurations.
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2.8 Conclusion

This chapter provides a comprehensive review of the key concepts discussed through-
out this thesis. Initially, the fundamental principles of NOMA and MIMO systems
are explored, emphasizing the substantial advantages of combined MIMO-NOMA
systems. Following this, potential challenges within MIMO-NOMA systems such
as resource allocation, signaling intricacies, and security concerns are examined
to highlight the complexities inherent in this advanced communication paradigm.
The chapter further explore PLS as a promising security solution within MIMO-
NOMA systems, underscoring its significance in ensuring the security of wireless
communications. Extending the discourse to encompass PLS in the mixed and hy-
brid RF-FSO spectrum bands provides a comprehensive understanding of the chal-
lenges associated with securing communication in diverse environments. Finally,
the inclusion of a broad review of recent works investigating PLS in mixed /hy-
brid RF-FSO systems, considering various system architectures and performance

metrics, is presented.



CHAPTER 3

Secrecy Performance of Uplink MIMO-NOMA
with Antenna Selection in a Mixed RF-FSO
System

3.1 Introduction

In recent years, the surge in data traffic has led to an unprecedented demand for
spectrum resources, creating an environment of spectrum congestion. This issue
has been further exacerbated by the continuous advancements in future wireless
technologies, indicating that the demand for spectrum resources is likely to per-
sist in the foreseeable future. The overcrowded spectrum band poses significant
challenges to accommodate the ever-growing communication needs. In response
to this pressing concern, non-orthogonal multiple access (NOMA) has emerged
as a promising technology. NOMA holds the potential to address the spectrum
scarcity issue efficiently and provide a pathway for achieving massive connectivity.
It allows multiple users to be served concurrently in the same time, code, and fre-
quency resource block (RB) through superposition coding (SC) at the transmitter
and successive interference cancellation (SIC) at the receiver [24]. This approach
effectively eliminates interference within the NOMA framework, enhances spec-
trum efficiency and supports large number of connected devices simultaneously.
The adoption of NOMA represents a strategic step towards optimizing spectrum
utilization and meeting the escalating demand for wireless connectivity in the

evolving landscape of modern communication systems [114,115].

To further bolster the system performance, the multiple-input-multiple-output
(MIMO) technology has been incorporated into NOMA [3|. This integration lies
in the recognition that the utilization of multiple antennas introduces additional
degrees of freedom to the system. MIMO technology exploits spatial diversity by

employing multiple antennas at both the transmitter and receiver ends, allowing

24
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for the simultaneous transmission of multiple data streams. This spatial multi-
plexing capability not only enhances the overall spectral efficiency of NOMA but
also contributes to improved reliability and increased data throughput [116].

The sharing of radio resources among users, as mentioned earlier, is anticipated to
introduce security concerns owing to the inherent nature of wireless transmissions.
Consequently, in the context of the aforementioned considerations, security has
become a notable concern in the development of upcoming wireless systems. Tra-
ditionally, users’ confidentiality has been addressed in the upper layer of the open
system interconnect (OST) model through the use of complex encryption-based
protocols that require a secret key [117]. With the development of sophisticated
mathematical algorithms, these secret key-based protocols are no longer reliable.
In light of the above, physical layer security (PLS) offers an alternative approach
and/or a complement to the secret key-based mechanisms [11-13]. This technique
is used to ensure secure communication with the intended receiver by taking ad-
vantage of the intrinsic characteristics of wireless channels. Some research studies
have recently investigated the secrecy performance of MIMO-NOMA systems in
the radio frequency (RF) spectrum band [4,5,60,118,119]. The problem with the
RF spectrum band is that it has now become overcrowded due to the exponential
growth of wireless devices and applications, and is vulnerable to security threats.
In contrast to the RF communications, free-space optical (FSO) transmissions op-
erate in the unlicensed band and are inherently more secure and can offer high
data rates making them suitable for future wireless applications. Numerous studies
have analyzed the secrecy performance in FSO systems, recognizing their poten-
tial for secure communication [100,102,120-123]. However, it is crucial to note
that F'SO systems come with inherent challenges, particularly sensitivity to atmo-
spheric turbulence conditions and pointing errors. These factors can significantly
impact the performance of FSO systems, introducing complexities that need to be
carefully addressed to ensure the reliability and security of wireless communication
links [99,100]. To take advantage of both RF and FSO spectrum bands, a few
works have studied the secrecy performance of mixed or hybrid RF-FSO systems
in various scenarios (see [19,20,124] and the references therein). Particularly, the
secrecy performance of mixed RF-FSO systems is investigated in [19] considering
both fixed and variable gain amplify-and-forward (AF) relaying schemes. Unlike
AF, decode-and-forward (DF) involves more sophisticated processing at the relay
by decoding the original signal for error correction. Therefore, the secrecy outage
performance of downlink mixed RF-FSO simultaneous wireless information and
power transfer (SWIPT) systems with DF relaying schemes is studied in [20]. This

study explores the impact of misalignment, different detection schemes, SWIPT,
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and multiple antenna techniques. Additionally, the secrecy outage performance of
a MIMO RF-FSO system is analyzed in [124], It is assumed that the channel state
information (CSI) of the RF links is outdated due to delay in feedback transmis-
sion, and the CSI of the FSO link is imprecise due to channel estimation errors.
However, none of the aforementioned studies have adopted the MIMO-NOMA
technology to further reap the benefits of the spectral efficiency (SE) improve-
ment. Motivated by the potential of the mixed RF-FSO system, the work in this
chapter investigates the information-theoretic security of an uplink MIMO-NOMA
mixed RF-FSO system. To the best of the knowledge, the performance of the un-
derlying system has not been reported in the literature from the PLS approach;
this is the gap the proposed work aims to partly fill. The main contributions in

this chapter are as follows:

(a) We propose an uplink two-user MIMO-NOMA system in mixed RF-FSO
transmission, where an antenna selection is adopted at the transmitter to
reduce the hardware complexity of the underlying system. Moreover, we
obtain the closed-form expressions of the corresponding statistical features
consisting of the probability density function (PDF) and cumulative distri-
bution function (CDF).

(b) Using the expressions of the derived PDF and CDF of the proposed sys-
tem, we subsequently obtain the analytical expressions of the secrecy outage
probability (SOP), the probability of the strictly positive secrecy capacity
(SPSC) and the average secrecy capacity (ASC).

(¢) Moreover, to approximate the ASC in the high signal-to-noise ratio (SNR)

regime, the corresponding asymptotic analysis is presented;

(d) We provide Monte Carlo simulations to validate the accuracy of the proposed

analytical framework.

The rest of the chapter is structured in the following manner. Section 3.2 describes
the proposed system model followed by the channel statistics in Section 3.3. In
Section 3.4, the secrecy performance metrics of the underlying system are derived
in terms of the SOP, probability of the SPSC, and the ASC while the corresponding
asymptotic analytical framework is studied in Section 3.5. The ensuing discussion
of the results are presented in 3.6. Finally, concluding remarks are drawn in Section
3.7.
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3.2 System Model

We study a two-user MIMO-NOMA dual-hop mixed RF-FSO system as depicted
in Figure 3.1. The uplink RF transmissions take place between two users U; with
i = {1,2} both equipped with Ny antennas!, and a legitimate receiver (relay node)
mounted with Ny antennas in the presence of an Ng-antenna eavesdropper. To
reduce the complexity associated with the number of RF chains at the transmitter,
transmit antenna selection (TAS) is applied at each user before the information is
sent to the destination via the AF relay node in a NOMA fashion. The selection

Wind

) Pointing
ddd Error
Turbulence
= = » RFLink
= FSO Link

----= Eavesdropper Link

Destination

“ Relay

Eavesdropper

Ficurk 3.1: Illustration of an uplink MIMO-NOMA Mixed RF-FSO System.

criterion of the best antenna at each user is given by [13]

Ngr
. _ 2
b; = arg mkaxz |hUi(k)Rj| ) (3.1)
j=1
where h ), is the fading coefficient of the Ui(k)—Rj link with & € {1,..., Ny} and

R; being the j-th antenna at the relay. Subsequently, the received signal at the

7-th antenna of the relay node is given by

2
ij = (ZinhU(b:)R- V azL’LPt) + nRj? (32)
i=1 K

!Subsequently, we assume that Ny, = Ny, i.e., the number of antennas at each user is equal
throughout this thesis. It is worth noting that this assumption does not change our proposed
analysis.
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where E [|xU1|2} = 1, the signal power transmitted by U; is a; P, and the signal
power transmitted by U, is as P;, P, denotes the average power transmitted by U,
a; is the power allocation coefficient with Zle a; = 1 and az > ay, ng, is the
additive white Gaussian noise (AWGN) at the j-th antenna of the relay node with
zero mean and variance 0%, and L; is the path-loss gain [125]. It is assumed that
the equal gain combining (EGC) is employed at the relay node to improve the
received signals from the various antennas?. Hence, the combined received signal

at the relay node can be expressed as [13,126]
Yr = V alLlpthth(bf)R -+ agLQPt.Z'UQhU(b;)R + ng, (33)
1 2

where yp = Zjvjl YR, hU;b;)R = Zjvjl hU;prj, where thprj are modeled ac-
cording to the Nakagami-m distribution, nyp = Zjvjl ng;, and ng; are assumed
to be ii.d. complex Gaussian random variables with zero mean and variance
a?%j, Le., ng, ~ CN(O,J]%LJ,). In the FSO link3, the composite signal at the relay
node is first converted to optical signal using either intensity—modulation direct
detection (IM/DD) or heterodyne detection (HD). Consequently, the transmitted
optical signal to the destination is given by Sg = G(1 + pygr), where u is the
electrical-to-optical conversion coefficient, G is the amplification factor [127]. At
the destination, the optical received signal given by hrpSg is filtered out to re-
move the direct current (DC) component in order to improve the signal quality

with the removal of unwanted signals. The resulting received signal is given by

yp = hrpGuyr + np, (3.4)

where hrp = hyhyh, is the composite channel gain coefficient with h;, h, and h,
denoting the deterministic path loss of the optical link, the fading induced by the
atmospheric turbulence, and the fading due to the pointing errors, respectively, and
np is the AWGN variable at the destination node with mean zero and variance 0%,
In what follows, we present the average electrical SNR at the relay node and the
signal-to-interference-plus-noise ratio (SINR) at the destination node. According
to the NOMA principle, the destination node* will first decode the strongest user’s
signal zy, while treating U;’s signal as noise, and subsequently apply the SIC to

decode xy,. After substituting (3.3) in (3.4) and performing some mathematical

2Tt is worth mentioning that EGC is employed throughout this thesis with the assumption
that phase correction has been applied.

3This link is characterized by a direct line of sight (LOS) between the relay node and the
destination node.

4In this approach, an AF protocol is adopted at the relay node where the demodulation that
takes place at the destination can also be illustrated.
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manipulations provided in Appendix A, the instantaneous SINR denoted by 7,

can be obtained as

)

o 2YDVR

Yo = 1) ’
aiypYg' +p + A

(3.5)

and the instantaneous SINRs for the composite
)

_ 1 _ |hrpP?
where A = e W0 =

received signal at the relay denoted by yg) and 71(,22 are expressed respectively as®

) Xu,R
=27 3.6
R 1 +XU1R ( )
1) Xuir
=% 3.7
R 1 +XU2R ( )
where Xy, g and Xy, are the instantaneous SNRs for each user given by
arLiPilh ) |
U VR
Xur = 5 ) (3.8)
R
asLoPilh a3 |
U, 2R
Xv,r = 5 ) (3.9)
R

Subsequently, the instantaneous SNR for the weak user denoted by 7, is given by

a 1)
1YDVYR

) 3.10
vp + A ( )

7=
Due to the nature of the RF transmissions, the communications between the users
and the relay node are subjected to security attacks through eavesdropping as
depicted in Figure 3.1. Thus, the received signal at the j-th antenna at the eaves-

dropper is given by

2
ij = (ZinhU(b:)E-\/ CLZ‘LZ'Pt> + TLEJ.. (311)
i=1 c

It is assumed that the eavesdropper is equipped with multiple antennas and ex-
ploits this configuration to improve its ability to extract useful information from
the intercepted signals through the EGC scheme. This assumption signifies the

inherent security vulnerabilities in the proposed system model. Similar to (3.3),

5Tt is important to note that the relay node does not perform SIC; instead, SIC is applied at
the destination node.
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the received signal at the eavesdropper is given by

Y = V alLlptl'Uthl(bf)E + a2L2Pt1’U2hU2(b§>E +ng, (312)
where ygp = ZjV:El YE; hU(b;)E = Z;Vfl hU(b;)E modeled according to the Nakagami-
i i J

m distribution, ngp = Z;V:El ng,, and ng, are assumed to be i.i.d. complex Gaus-
sian random variables with zero mean and variance o , i.e., ng, ~ CN(0,0%, ).
Although, the best antenna for both users is illustrated in (3.12), it is worth em-
phasizing that the eavesdropper has no knowledge of this selection, and therefore
treats this transmission as one emanating from a random antenna at any of the
two users. From (3.12), the instantaneous SINRs at the eavesdropper are given

respectively by

1) X,k
- 0B 3.13
TE 1+ Xoun ( )
o _ _Xve 3.14

where Xy, p and Xy, g are the instantaneous SNRs for each user given respectively

* LB o |2
AR S e L))
U, VE
Xuop = 5 : (3.15)
OE
agLoPy|h_ ) |
Xyyp = e (3.16)
g

3.3 Channel Statistics

In this section, we present the statistics of both the RF and FSO links to subse-
quently obtain the analytical expressions of the SOP, the probability of the SPSC,
ASC and asymptotic ASC for the mixed system.

3.3.1 RF Links

It is assumed that the RF system experiences the Nakagami- m fading, thus, the
CDF of the instantaneous SNR ~g at the relay node with TAS can be expressed
as [13]

NU-

i n(NR_l)
Ny,
FWRwR):Ej(—l)"( ) > CunArir)", (3.17)
k=0

n=0 n
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where A\p = % with m, and yp = z;vjl fyg) being the Nakagami fading parameter
and the average SNR, respectively. From (3.17), the PDF of the random variable
(RV) 7 can be obtained as

NUi NU ’I’L(NR—].)
va(fYR) _ Z < nz ) (—1) Z Ck,n(/\RfyR)k—le(n)\R“{R)(kfn()\R'YR))' (3.18)
n=0 k=1

Subsequently, the channels statistics associated with the eavesdropper are pre-
sented in terms of the PDF and CDF. It is worth recalling that the eavesdropper
does not see the antenna selection process at both users, but only a transmission
from a single antenna from each user. Hence, the PDF and CDF of the RV vy are

given, respectively by

)\gE Ng—1_—X
frs(yB) = F<NE)7EE‘ e, (3.19)
1
Eyp(ve) = F(NE)TUVE’)\E’YE), (3.20)

where A\ = T;—]f with m, and yp = Zjvjl ’yg) being the Nakagami fading parameter
and the average SNR, respectively. Moreover, ['(e) and T(e,e) are the Gamma
function [128, Eq. 8.339.1] and the lower incomplete gamma function [128, Eq.
8.350.1], respectively.

3.3.2 FSO Link

In the underlying system model, it is assumed that the link between the relay
and destination follows the gamma-gamma distribution. This choice is made be-
cause the Gamma-gamma distribution exhibits notable flexibility for modeling
FSO links, offering an accurate representation of atmospheric turbulence while
accommodating varying turbulence strengths. Hence, the PDF of the RV vp is
given by [109]

5 daf 1
f"YD (’YD) = TF(O&)F(ﬁ)’)/D G?:g(ﬂ?ﬁ 7D

i ) (3.21)

62 7a718

where the parameters o and 3 represent the severity of fading/scintillation due to

the atmospheric turbulence conditions, d = 1 denotes the average electrical

62
GEeE
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SNR of the FSO link under the HD or IM/DD detection®, and Gt | e * )
[ ]

denotes the Meijer G-function [128, Eq. 9.343]. From (3.21), the corresponding
CDF is given by

LA(rE%+1)
) . (3.22)
A(r,£2),A(r,a),A(r,5),0

In what follows, we utilize the fixed-gain relaying scheme to keep the difference

F'VD (ryD) =

YD

grroth=2 3,1 (daf)"
(QW)T_IF(OZ)F(B) r+1,3r+1 (

,LLTTQT

in power levels among distinct NOMA users, enabling SIC detection at the des-
tination. Using the equivalent end-to-end SNR associated with U; in (3.10), the

resulting CDF can be expressed as

P = [ Ea (P22 £, ol (3.23

17D

After substituting (3.21) and (3.17) in (3.23), making use of [129, eq.(21)] and

some mathematical manipulations provided in Appendix B, we obtain

_ Ny, n(Ng—1) ko \k—j
€2Ta+ﬂ 2 NU' >‘R J k

F o = K i Com :
7y () (2m) 1T (a)[(B) ; n (=1) P & j;o nJ j

B
) A C
U SR
My Q172" Cs

c,
where C}, ,, = Zl;:k_NRH W% (n—1)(Np—1)] (n) (Coo = Con = 1, Cr1 = kHCI n =

n, Cy = A(r,&2+1), and Cs = [A(r, &%), A(r, a), A(r, B), j]. We can further rewrite

(3.24) in a compact form as

k— 3r+1,0
Py = 10 3 2 G auie]

(nkj)

G ) (3.25)

I ()

@@ Vith

SFor HD detection, u1 = E [yp] = 7p, and for IM/DD detection, us =
E(e) denoting the expectation operator.
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) B g2patp—2 _ (daB)"nAgrA
where ¥ = @) @B’ and ¢, = T arair?

Using a similar approach, we can obtain an expression for the equivalent end-to-
end SINR associated to Us in (3.5) as

: —ainA C
Fo)=1+V Z " exp ll—Rx GIHY (an2x ! ), (3.26)
Tea . a2 ’ 03
(nkj)
where ¢,y, = %%m

3.4 Secrecy Performance Analysis

3.4.1 Secrecy Outage Probability

The SOP is a useful performance metric when considering passive eavesdropping.
It is defined as the probability that the instantaneous secrecy capacity falls below a
predetermined secrecy rate |3,109]. In our proposed model, two signals are received
by the destination from the NOMA users with the help of a relay. Therefore,
secrecy outage event happens when either Cy, or Cy, falls below a secrecy rate

R,. This can be expressed mathematically as

Pouwt =P (C(SU1 < R; or CsU2 < Rs)

(3.27)
—1-(1-P0) (1-P%).
where Oy, = logs(1+75)) — loga(1+75)), Cs, = loga(1+ 7)) — loga(1+ 7)),
P(e) is the probability operator and Po(fl)t is the SOP associated with user U; given
by

PO, = / Fo((1+7£)0 — 1), (ve)d e, (3.28)
0

Yeq

with © = exp(R;) > 1. However, deriving a closed-form expression for the exact
SOP in (3.28) is rather intricate due to the shift in Meijer’s G-function. To address

this issue, we propose to derive a lower bound expression which can be given by

,Po(fl)t,lb :/0 F,YQQ(GFYE)JC“/E(’YE)d'YE- (3.29)

In what follows, we derive the expressions of the lower bound on the SOP associ-

ated with U; and U,. To obtain the lower bound on the SOP expression associated
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with Uy, (3.25) and (3.19) can be substituted in (3.29), to yield

R (e
73(1) — 14 JE @k—]/ 7NE+1~c—]—1e
T 2297 |

out,lb —
’ (N
(Ns) (nkj)

3r4+1,0
X Gr73r+1 (anl

C
01 >d7E. (3.30)

3

To solve the integral in (3.30), we further utilize the antiderivative [128, eqn.
7.813], thus, the lower bound of the SOP associated with U; can be expressed as

NE L]'k
(1) Ap"V¥ ki [ MOAR
=1 erI A
Powan =1+ Ty & (Mo
nkj

. 1— Lik Cl
R E s (R L — ik . (331
T’+1,3T+1 (nif\R —l— AE) C’S ( )

To derive an analytical expression for the lower bound of the SOP associated with
Us,, we can adopt a similar approach to the one used to obtain (3.31). Hence, the

lower bound for the SOP associated with U, is given by

NE Lik
(2) /\E ) ki n@ARal
=1+ £ E E erJ A
’Pout,lb + T(Np) 2 2 { o + Ag

. 1-— Lik Cl
x QI q”#‘ ik . (3.32
r+1,3r+1 (n@)\Ral +>\E) 03 ( )

az

where ¢, = j— Ng—k. Plugging (3.31) and (3.32) into (3.27) yields the analytical

expression of the lower bound on the SOP.

3.4.2 Probability of the Strictly Positive Secrecy Capacity

The probability of the SPSC is another fundamental metric used to evaluate the
secrecy performance in passive eavesdropping scenarios. It is defined as the prob-
ability of the existence of the secrecy capacity namely the probability of positive

secrecy capacity. In our proposed model, SPSC can be formulated mathematically
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as
Pspsc = P (Cy,, > 0,C4,,, > 0)
=1- [1 - (1 - 7353@)) (1 - Péii(o)ﬂ (3.33)
Pégsc =1- /OOO Fvgy(@’YE)fw (ve)dve-
To solve the integral in (3.33), we can further use a similar analysis developed in

(3.29) by substituting Rg = 0, and the Pspsc expressions for U; and U, can be
directly given by.

Ng Lik
(1) _ Ap”V nAR A Gl Anu, L — o, Cy
PSPSC F(NE) Z ( a + A r+1,3r+1 (n(;\_lR +/\E) 03 )

(nkj)
(3.34)
\NE g NAra, Lak Gnu. 1 — ¢, Ch
pR _ 2E { Y ] G§r+1,71n nUs k> .
SPSC F(NE) (%;) as E +1,3r+1 (n/\a};al +)\E) 03
(3.35)

Substituting (3.34) and (3.35) into (3.33) results the analytical expression of the
SPSC.

3.4.3 Average Secrecy Capacity

In this section, an active eavesdropping scenario is assumed wherein the CSI of the
eavesdropper channel is known at either user. Hence, a fundamental performance
metric used to evaluate the secrecy performance is the ASC. It can be formulated

mathematically as

o [T ER0)
Cs = L1 — F o (y)]dy. 3.36
o= | R -ry o (3.30)

Considering the two-user NOMA, the ASC is given by

2
Cs = Csy, (3.37)
=1
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where Cs, = max[In(1 + Y = In(1 + ~g),0]. After plugging (3.20) and (3.25)
into (3.36), the ASC associated with U; is given by

= @R @) 2
nkj
o k—j _
1 _ 7" exp[—wi7] G3r+L0 AnA Gy d 3 39
61 /0 1+’}/ r,3r4+1 QnU1n R 7 03 77 ( : )

Nezl\p  poo pth—j ayp[— C
1 _ g / g exp[—(w1 + Ag)7] 3r+1,0 ‘ 1
€5 = —= G WU DARA d.
2 pXZ; p| 0 1+ v r,3r+1 dnU, RAY Cg 8

(3.40)
With the aid of ﬁ—ax = GH (z|2), exp(—bzx) = G(l)zcl) (bzx|,) [128,130], we can eval-

uate (3.39) in a closed-form expression given by

k=7
k=17

Ch
Cs

€1 :w_1 1,0:1,1:7,3r+1

AR

(1) 1 G101, 1:3r41,0 [ 1

1
_7an1A] y (341)

where w; = ’Z\—lR Similarly, the expression of €, can be obtained as

(101131410 Liptk—j|Cy 1 GuuynA
N Lo Lr3r41 | pk—j| Gy B e
e = L (3.42)
w1+ Ag

After substituting (3.41) and (3.42) into (3.38), a closed-form expression of the
ASC associated with U; can be obtained. Similarly, the ASC associated with U,

can be expressed by

A Erroth? L ao1asr10 | L[ E—J[Ci| 1
Cs, = E — G0 1y > G A
S, (27.‘,)7«711“(04)F(ﬁ) < W LO:Llwr3r41 | k— | Cs Ar qnU,
nkj
- 1 1ot3r10( L|p+E—7[Ch 1 Gnu,n A (3.43)
Wo + )\E 1,0:1,1:r,3r+1 | + k _] C3 w1 T )\E, W T )\E s .

where wy = THAg. Consequently, the ASC of the fixed-gain relaying scheme can
be obtained using (3.37).
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3.5 Asymptotic Analysis

Here, the asymptotic analysis of the ASC is provided to approximate the exact
performance in the high SNR regime. First, we approximate (3.26) as u, — o
which yields [131]

3r+1

—aini
(2) =14T Z Z BSU2 k J+C3s ag —, R 7 (344)
(nkj) s=

Cs,s [vh ,M#s (CB M—Cs, s)
Hm 1 (Cl m_CB s)
(5.5 being the s-th term within the sequence Cs. For u, — oo, the CDF in (3.25)

can be approximated in a simpler form as

where By, = (¢ur,) and is dominated by min{C5} with

3r+1

T@ =1 U 3T D Byt IO, (3.45)

(nkj) s=1

where By, = (qnur, ) H“i_[ﬁ ]”I?(Cgcsféscg ) After substituting (3.20) and (3.45)

into (3.36), and with the help of [130], the asymptotic ASC associated with U;

can given by

Ng

— (w1 + Ag) Z EG%§<W1+)\E

=0

3r+1

Cg = Z Z By,

nkj s=1

. (3.46)

F+n
F+n
where [ = p — g+ (5 + 1. Similarly, the asymptotic ASC of U, can be obtained
by plugging (3.20) and (3.44) into (3.36).

3.6 Numerical Results

In this section, we present the numerical results of the proposed system. The fol-
lowing parameters are used for the FSO link: (a) for weak turbulence conditions,
a=2.902 and f= 2.510; (b) for moderate turbulence conditions, «=2.296 and =
1.822; (c) for strong turbulence conditions, a«=2.064 and 5=1.342 [17]. Moreover,
we set mr = mg = 2, a; = 0.35, ap = 0.65, and A = 1 without loss of general-

ity. It is evident from all the results presented in this section that the analytical



Chapter 3. 38

results for the SOP, probability of the SPSC, and ASC are in good agreement
with the Monte Carlo simulations. This validates the correctness of our proposed
mathematical framework. Moreover, it is noteworthy that the derived asymptotic
results for the ASC are a good approximation of the exact ones for high SNR val-
ues. Figure 3.2 shows the lower bound of the SOP versus the average SNR at the

,_.
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F1GURE 3.2: SOP versus g for different values of £ and turbulence conditions,
g — 1 dB, g = 10dB, Ny = 2, Ngp = 4, Ng = 2, r =1, and R, = 0.01.

relay for different values of £ and turbulence conditions. As expected, the perfor-
mance under weak turbulence conditions outperforms the one under moderate and
strong turbulence conditions. This is because the weak turbulence typically results
in less severe atmospheric effects, leading to reduced signal attenuation compared
to moderate or strong turbulence conditions. As a result, the signal experiences
less fading and distortion, leading to better secrecy performance. Moreover, it
can be seen that the SOP performance varies with the various levels of the point-
ing error; for low-level pointing error (i.e., a large value of £), a better secrecy
performance can be achieved in comparison to a high-level pointing error. This
arises from the condition wherein low-level pointing errors occur, there is less un-

intended signal leakage outside the desired transmission direction. Therefore, the
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risk of interception by unintended receivers, such as eavesdroppers, is minimized,

leading to better secrecy performance. Figure 3.3 illustrates the lower bound of

=)
T T

Secrecy Outage Probability
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07 | — Anaysis :)
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10-3L |
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Tr(dB)

FicURrE 3.3: SOP versus 7g for different values of &, yg = 1 dB, u, = 10 dB,
Ny =2, Np =4, Ngp =2, r =1, and R; = 0.01.

the SOP versus the average SNR at the relay 7. It is shown that MIMO-NOMA
outperforms single-input-single-output (SISO)-NOMA in terms of the secrecy per-
formance. This is due to the fact that MIMO NOMA systems generally exhibit
superior performance due to their inherent spatial diversity, which allows them
to effectively mitigate fading and interference. Additionally, MIMO systems of-
fer higher channel capacities by exploiting multiple antennas to transmit multiple
data streams simultaneously. This advantage not only increases data throughput

but also enhances potential secrecy capacity.
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FicUrE 3.4: SOP versus 4g for different values of £, yg = -1 dB, Ny = 2, Np
=4, Ngp =2, r =1, and Ry = 0.01.

In Figure 3.4, the lower bound of the SOP versus 75 is illustrated for both a single-
user system (OMA) and the proposed AF-based NOMA scheme in this thesis.
The analysis considers two levels of pointing error to demonstrate their impact on
the secrecy performance. The AF-based NOMA scheme generally exhibits worse
secrecy performance compared to the single-user system. This difference arises
because in the single-user-based system, all power is allocated to a single link,
thereby maximizing its secure performance. In contrast, NOMA distributes power
among multiple users, which often results in reduced individual SNRs and di-
minished secure performance. Although this power-sharing strategy can enhance
overall system capacity, it highlights the necessity of careful planning and opti-
mization of power allocation in practical NOMA designs to achieve optimal secure

performance.
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Ficure 3.5: SOP versus p, with different Rg and turbulence conditions, vg =
-1dB,4r = 10dB, Ny = 2, Np = 2, Ng = 2 and r =2.

In Figure 3.5, the lower bound of the SOP against u, is presented under different
values of «,  and the target secrecy rate R,. It is evident that as R, increases, the
secrecy of the underlying system worsens implying worse SOP performance. This
degradation is attributed to the fact that higher R, rates necessitate tighter secrecy
constraints, thereby making it more challenging to maintain secure communication
in the presence of eavesdroppers. Also, this deterioration can result from the
trade-off between achieving higher data rates and ensuring secure communication.
Additionally, the saturation of the curves can be attributed to the increasing values
of the target secrecy rate; with increasing R, more resources are allocated to
achieve higher data rates which may potentially compromise the secrecy protection
mechanisms. Consequently, the system becomes more susceptible to eavesdropping
attacks. Moreover, as it is mentioned, the system performance in weak FSO

turbulence conditions is better than the ones under strong turbulence conditions.
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FiGURE 3.6: SOP versus 4 with different ¢ and turbulence conditions, yp =
10 dB, u, =10dB, Ny =2, Np = 4, Ng = 2 and r =1.

Figure 3.6 depicts the secrecy performance against the average SNR at the eaves-
dropper 7z. As the signal quality of the eavesdropper increases, the SOP also
increases under the various FSO turbulence conditions and different pointing er-
ror levels, until it reaches a saturation level (approximately one) in the high-SNR
regime (good signal quality of the eavesdropper link). This can be explained in-
tuitively by the fact that for a strong eavesdropper’s signal quality, the system

secrecy is guaranteed to be compromised.
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FiGURE 3.7: SOP versus p, for different turbulence conditions and detection
techniques, yp = 20 dB, g = 0 dB, Ny = 2, Np = 2, Ng = 2, and R; = 0.01.

In Figure 3.7, the impact of the detection technique on the system performance
in terms of secrecy is investigated. It can be seen that the system performs better
when HD (r = 1) is employed than its IM/DD (r = 2) counterpart over the entire
SNR regime, and for the various FSO turbulence conditions. This emphasizes the
fact that intrinsic benefits of HD detection facilitate more effective utilization of
the F'SO channel by enabling simultaneous transmission and reception of signals.
Consequently, this improves the SNR and thereby enhances the system secrecy

performance.
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Figure 3.8 shows the probability of the SPSC versus u, for various pointing error
levels. It can be observed that as pu, increases, the probability of the SPSC also
increases which is tantamount to an improvement of the secrecy performance.
Although the FSO is generally immune to security threats, it is noted that a
deviation in the alignment between the transmitter and receiver in the FSO link

will have a negative impact on the overall secrecy performance.
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In Figure 3.9, the probability of the SPSC versus u, is plotted for various system
parameters. It is noted that an increase in the number of antenna at the relay
node for a fixed number of antennas at NOMA users and the eavesdropper yields a
better system performance. This enhancement can be attributed to the increased
spatial diversity provided by additional antennas at the relay which enables better
signal reception and processing. Consequently, the system becomes more robust
against channel impairments and interference, resulting in a higher probability of

successful secure communication.
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£=6.7.

Fig. 3.10 depicts the influence of the detection technique on the secrecy perfor-

mance. It is observed that the secrecy performance with HD (r = 1) performs
better than its counterpart IM/DD (r = 2), which corroborates with the fact that
the SNR achieved with the HD technique surpasses that of the IM/DD technique.

Additionally, it is evident that atmospheric turbulence levels affect the secrecy per-

formance as attested by the performance difference between the weak and strong

FSO turbulence conditions.
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Figure 3.11 shows the ASC versus the average SNR 7 considering different values
of £ and the turbulence conditions. First, the secrecy performance improves under
weak turbulence conditions, exhibiting a direct correlation with the SNR at the
relay. Additionally, weak turbulence conditions are detrimental to the eavesdrop-
per and can therefore yield an improvement in the secrecy performance. Also, the
ASC performance is dependent of the pointing error levels, i.e., low pointing errors
(higher ¢ values) yield an improved secrecy performance compared to high values
of the pointing errors. This is due to the fact that low pointing errors reduce the

unintended signal leakage.
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Fig. 3.12 shows the ASC performance under weak turbulence conditions for various
power allocation values, a;, as and number of antennas at the relay node, Ng. It
can be shown that increasing Ni enhances the secrecy performance due to antenna
diversity at the relay. In addition, allocating more power a; to the weak user U,

through NOMA yields an improvement of the secrecy performance.
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3.7 Conclusions

In this chapter, we have analyzed the secrecy performance of a MIMO-NOMA
system using TAS in a mixed RF-FSO. The channel statistics for the underlying
system were obtained and further used to derive closed-form expressions for the
lower bound of the SOP, the probability of the SPSC and the ASC. Furthermore,
the corresponding asymptotic has been derived to approximate the exact ASC at
high SNR. The impact of the FSO link on the system performance has been in-
vestigated. Numerical results indicate that an increase in the number of antennas
at the relay can enhance the system’s secrecy performance in terms of the SOP
SPSC and ASC. For example, doubling the number of antennas can lead to a cor-
responding improvement in the secrecy capacity. Conversely, it is observed that
pointing errors in the FSO link negatively impact overall secrecy performance.
When the SNR is 20 dB in strong turbulence conditions, a higher pointing error
angle (i.e., & = 0.8) can reduce the achievable secrecy performance by up to ap-
proximately 50%. Furthermore, the corresponding asymptotic analysis has been
derived to approximate the exact ASC at high SNR. To validate our theoretical
results, Monte Carlo simulations were conducted across various system scenarios,
confirming the efficacy of our mathematical derivations and providing practical
insights into system design considerations. These specific examples illustrate how
system parameters directly influence secrecy performance, offering practical impli-
cations for the deployment and optimization of MIMO-NOMA systems in mixed
RF-FSO networks.



CHAPTER 4

Secrecy Performance Analysis of Uplink
MIMO-NOMA in a Mixed RF-FSO System

4.1 Introduction

In modern mobile communication systems, the integration of the radio frequency
(RF) spectrum with the free-space optical (FSO) spectrum stands out as a prospec-
tive security solution as highlighted in Chapter 3. For instance, the choice between
mixed RF-FSO and hybrid RF-FSO systems is crucial for achieving robust secu-
rity and reliable performance [132]. The mixed RF-FSO system enhances network
resilience and efficiency by strategically deploying RF and FSO technologies tai-
lored to turbulence conditions and security requirements, effectively balancing
cost-effectiveness with optimized performance. This approach ensures that the
system can adapt to varying turbulence conditions while maintaining high levels
of security. In contrast, the hybrid RF-FSO system integrates RF and FSO tech-
nologies to leverage FSO’s high data rates alongside RF’s reliability in challenging
conditions, ensuring uninterrupted and high-performance transmission despite po-
tentially higher initial costs. In addition, detection complexity at relays and desti-
nations involves managing signals from both RF and FSO channels, necessitating
advanced signal processing and interference management techniques [79,85]. How-
ever, with the recent advancements in communication systems and its applications,
there has been a concurrent enhancement in the methods employed to compro-
mise the confidentiality of communication. Several studies have indicated that
positive secrecy capacity is attainable when the legitimate receiver experiences
a superior channel condition compared to the eavesdropper (see |21, 79,85, 133]
and the references therein). In scenarios where the legitimate receiver encounters
a less favorable channel condition compared to the eavesdropper, physical layer
security (PLS) presents a novel approach to ensuring secure communication by
the utilization of interference, specifically artificial noise (AN) [101, 134]. This

approach represents a strategic advancement in wireless communication systems,

20
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introducing an unconventional method to ensure the security of the legitimate
nodes. Unlike traditional encryption methods operating at higher communication
layers, AN operates at the physical layer capitalizing on the inherent character-
istics of the communication channel to introduce intentional interference. The
main objective of this technique is to add a layer of uncertainty for unauthorized
nodes [10], rendering it challenging for eavesdroppers to accurately decipher the
original signal. This method can enhance the security performance by introduc-
ing controlled interference at the foundational level of communication. Recently,
several research endeavors have explored the security of mixed RF and FSO spec-
trum bands in diverse contexts, aiming to harness the advantages offered by both
technologies [3,19,20,124|. These investigations have encompassed a comprehen-
sive examination of various RF-FSO link conditions, considering factors such as
channel characteristics, atmospheric conditions, and system parameters. However,
It is observed that none of the aforementioned investigations has presupposed an
eavesdropper channel superior to the main channel. In such scenarios, the eaves-
dropper may possess favorable conditions that facilitate successful eavesdropping,
which could reflect more advanced and realistic scenario. Therefore, emphasizing
the necessity of adopting AN due to the absence of such assumptions. To this end,
this part of work aims to incorporate the AN with non-orthogonal multiple access
(NOMA)-aided multiple-input-multiple-output (MIMO) in a mixed RF-FSO sys-
tem. The incorporation of AN on such mixed systems remains unexplored in the
existing literature; and the present work aims to partially fill this knowledge gap.

The main contributions of this chapter are as follows:

(a) We propose a two-user multi-antenna NOMA capable of generating AN in a

mixed RF-FSO system with equal gain combining (EGC) scheme.

(b) Different from [3|, we consider variable gain scheme at the relay node and
further develop closed-form expressions of the associated statistical features,
encompassing the probability density function (PDF) and the cumulative
distribution function (CDF).

(c) Subsequently, we derive analytical expressions for the secrecy outage proba-
bility (SOP), the probability of the strictly positive secrecy capacity (SPSC)
and the average secrecy capacity (ASC).

(d) Using the asymptotic expansion of the Meijer’s G function at the high signal-
to-noise ratio (SNR) conditions, we derive the asymptotic results for the
SOP.
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(e) Finally, Monte Carlo simulations are provided to validate the accuracy of

the proposed analytical findings.

The remainder of the chapter is organized as follows. Section 4.2 delineates the
proposed system model, followed by an exposition on channel statistics in Section
4.3. In Section 4.4, the secrecy performance of the underlying system is evaluated
based on SOP, probability of the SPSC, and the ASC. Moreover, the corresponding
asymptotic analytical framework for SOP is presented in Section 4.5 followed by
the discussion of the results is detailed in 4.6. Finally, insights and observations

are articulated in Section 4.7.

4.2 System Model

As shown in Figure 4.1, we consider an uplink AN-aided MIMO-NOMA communi-
cation in a dual-hop mixed RF-FSO system. This scenario considers the presence
of an eavesdropper equipped with Ng antennas, aiming to attack the legitimate
RF links. The legitimate RF transmissions occur between two multi-antenna users
denoted as U; with i = {1,2}, and a legitimate receiver (relay) mounted with Ny

antennas. Particularly, each user employs transmit antenna selection (TAS) to
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FIGURE 4.1: Tllustration of an uplink two-user MIMO-NOMA configuration in
a Mixed RF-FSO system.

transmit the confidential information to the destination with the help of the in-

termediate amplify-and-forward (AF) relay in a NOMA fashion. The selection of
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the best antenna at each user is given as [3]

Ngr
2
by = arg m’?XZ \hUi(ij] : (4.1)
j=1
where hU(k) R corresponds the fading coefficient between the k' antenna at U; and
i J

j" at the relay with k € {1,..., Ny} follows the Nakagami-m distribution. To
ensure secure transmission, each user transmits the information signal zy, with
AN signal x4y, in the same time slot, intentionally causing interference with the

eavesdropper’s channel. Therefore, the transmitted signal from Uj; is given as [90]
XU?', = in + 'TAN“ (42)

where E UXUZ.|2] = 1 and w4y, is designed to lie in the null space of the main
channels. Subsequently, the received signal at the j-th antenna of the relay node

is given by
2
Yr;, = (Z vl e, V aiLiIDt) + ng;, (4.3)
i=1 v

with a; P, being the signal power transmitted by U; and ayP; being the signal
power transmitted by U, P, stands for the total transmitted power by U;, a;
is the power allocation coefficient with Zle(ai + aan,) = 1 encompasses the
power of the AN signal and Zle AN, = GAN, NR = Zjvjl ng;, ng; is a Gaussian
random variable at the j-th antenna of the relay with mean zero and variance 012%_
, i.e., ng, ~ CN(0, a%j), and L; is the attenuation due to propagation loss [125].
Consequently, the EGC is employed to improve the SNR at the relay. Thus, the

received signal at the relay node after the combiner is given by [135]
Yr = VarliBirgh o, +VasLle By, hoog) o + g, (4.4)
1 2

_ \Nr _ VR _ V" \Vr
where yr = > yr,, b o = 2050 hU(prj and np = 3% ng;.

In the FSO link, where a line of sight (L.OS) exists between the relay and des-
tination, the relay converts the composite signal in (4.4) to an optical signal'.
As a result, the optical signal transmitted to the destination is formulated as

Sr = G(1 + uyr), where u denotes the electrical-to-optical conversion coefficient

!The electrical signal is converted to an optical signal utilizing either intensity—modulation di-
rect detection (IM/DD) or heterodyne detection (HD). It is worth mentioning that the HD offers
better performance in terms of sensitivity and noise rejection compared to IM/DD. However, this
comes at the cost of increased complexity due to the additional components and synchronization
requirements. IM /DD, on the other hand, is a simpler and cheaper solution, but it might be less
suitable for applications demanding high sensitivity or operation in noisy environments.
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and G is the amplification factor [127|. Subsequently, the received optical signal
hrpSr at the destination undergoes a filtering process to eliminate the direct cur-
rent (DC) component, effectively enhancing signal quality by eliminating undesired

signals. Therefore, the received signal is given by

yp = hrpGuyr + np, (4.5)

where the composite channel gain coefficient hpp = hihgh, represents the com-
bined impact of atmospheric loss (h;), atmospheric turbulence (h,), pointing errors
caused by the misalignment (h,), and np represents zero mean Gaussian noise at

the destination with variance o%.

Following the principles of the power domain NOMA, we delve into the instanta-
neous SNR at the relay and the signal-to-interference-plus-noise ratio (SINR) at
the destination. Initially, the strongest user’s signal xy, is decoded at the destina-
tion, and U;’s signal will be treated as noise, and subsequently apply the successive
interference cancellation (SIC) to decode xy,. By substituting (4.4) in (4.5) and
conducting some algebraic operations provided in Appendix C, the instantaneous
SINR denoted by v, can be obtained as

4 2)

. 27YDVR

2= o, .0 )
a1YpYr' +vr t7p + 1

(4.6)

where vp = ‘hg—gD‘Q and the instantaneous SINRs for the composite received signal

at the relay denoted by ’yg) and vg) defined in (3.5) respectively as

_ 4.7
B 14 Xy (4.7)
X,
(1) UiR
— : 4.8
R 1+ Xu,r (4.8)

Xur = R , (4.9)

(4.10)
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The expression in (4.6) is mathematically intractable. To circumvent this, we focus

on the analysis at high SNR values and adopt the following upper bound

Yo = min(wD,yg)). (4.11)

Subsequently, the instantaneous SNR for the weak user denoted by 7, is given by

a @

1YDVR

N="a .
T+ 0+ A

= min(yp, *yg)). (4.12)

As aforementioned, the legitimate RF transmissions can be compromised by se-
curity attacks due to eavesdropping efforts. It is assumed that the eavesdropper
leverages its multiple antennas and adopts the EGC to improve the probability of
successful eavesdropping. Similar to (4.4), the received EGC signal at the eaves-

dropper is given by?

Yg = / alLlptlL’Ul hU(b{)E + a2L2-PtxU2hU(b§)E
1 2

—+ aANlLlf)tl‘Uthl(b’{)E —+ aANleptxUthl(’ff)E + ng, (413)

_ Ve _ Ve : :

where yp = > " ym;, hy o, = >ih hU_(b;f)Ej modeled according to the Nakagami-
3 7

m distribution, and ng = ijl ng;, ng, are assumed to be i.i.d. complex Gaussian

random variables with zero mean and variance a%j, e, ng, ~ CN(0, U%j). Hence,

the instantaneous SNRs obtained from (4.13) are given by?®

(1) (XU1E/0-124N1>

= , 4.14

T T T Xiae/ody,) 414
X 2

%(52) (Xvop/0an,) (4.15)

1+ (XUlE/O-IQANl)’
where Xy, g and Xy, g instantaneous SNRs for each user defined in (3.12) as

G1L1Pt|h Cp) |2
U VE
Xvp = , (4.16)

2Significant emphasis should be placed on the deliberate design of the AN signal to reside
within the null space of the legitimate channel, with the eavesdropper being the intentional
recipient of this AN signal.

3Here, we assume that the eavesdropper faces difficulty distinguishing between multiple user
signals due to interference resulting from NOMA technology.
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CLQLQPt|hU(b§)E|2
2

Xuv,p = (4.17)

2
O

It is assumed that the antenna selection relies on the U;— R link, presuming
the eavesdropper is unaware of this selection and perceives the transmission as

originating randomly from each user.

4.3 Channel Model

The channel statistics of both the RF and FSO links are presented in terms of
PDF and CDF in this section.

4.3.1 RF Links

Considering TAS at each user where the best antenna is selected, the CDF of the
instantaneous SNR of the random variable (RV) ~x at the relay can be expressed
as [13]

Ny, TL(NRfl)
2 Ny,
Fup(yr) = (=1)" ( v ) e N " Chn(Arve)”, (4.18)

n—0 n k=0

where Ap = T2, The PDF obtained from (4.18) is given by

Ny, N, n(Nr—1)
fon(vR) = Z ( nz ) (—1)" Z Ck’n()\R,-)/R)kfle(nAR"/R)(k—n()\R'YR))_ (4.19)
n=0 k=1

Next, we present the statistical analysis of the eavesdropper’s channel in terms of
the PDF and CDF as

Apaan)NE 1 —a
oo ) = et e, (420
1
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4.3.2 FSO Link

Similar to Chapter 3, we utilize a unified gamma-gamma distribution on the FSO
link due to its accurate representation of atmospheric turbulence with diverse
turbulence severity. To this end, the PDF of the gamma-gamma RV ~vp is given
as (3.21)

LA(rg2+1)

2 .a+F—2 . d r
F’YD (’YD) = (27T)§_ZF<O[)P(ﬁ) Gi#i,3r+l (%VD

T

) . (4.22)
A(r,€2),A(r,a),A(r,8),0

In this chapter, we assume the variable-gain relaying scheme since the use of vari-
able gain has several advantages over fixed-gain relaying schemes, such as improved
spectral efficiency, reduced power consumption, and enhanced reliability*. Making
use of the equivalent end-to-end SNR associated with U in (4.12), the resulting
CDF can be expressed as

FvW) (x) =Pr (min <fyg), ”yD) < x)

ot (4.23)
= F,YR(’VR) + FA,D (’YD) - FWR<7R)F’YD (’YD>>

where (V') indicates the variable gain relaying scheme utilized at the relay. After

substituting (4.18) and (4.22) in (4.23), and adopting some mathematical manip-

Ch
Cs

Using a similar methodology adopted in (4.24), we derive an expression for the

equivalent end-to-end SINR linked to Us in (4.6) as
C
! )] . (4.25)
Cs

4Tt is important to note that the variable-gain relaying requires a full knowledge of channel
state information (CSI) [127].

ulations, we obtain

—nA
W) =1+ afea” . (4.24)

F
Veql
(nk)

3r+1,0
1— \IJGT,BrJrl (anl'r

—ainA
F7<v>(:1:) =1+ Zxkexp [Mgg]

eqy
(nk)

3r4+1,0
1 - \IjGr,fir—‘rl (anzl'
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4.4 Secrecy Performance Analysis

4.4.1 Secrecy Outage Probability

In the underlying system model, the destination receives signals from two users
simultaneously. Thus, the occurrence of a secrecy outage event is defined by the
event where either C’SU1 or C’SU2 falls below a predefined secrecy rate R,. Mathe-
matically, this can be formulated as (3.27). Thus, the SOP corresponding to user
U; can be given by

Péi)t,lb:/o E ) (©78) fr5(ve)d75: (4.26)

Then, we substitute (4.24) and (4.20) in (4.26) to derive the expression for the
lower bound of the SOP associated with U; as

nAp®
Aan. A\ )VE Qk [ - (aANl Ap+—E )'YE
P(lll?ﬁ,lb = 1+—( 2, 2r) E - vpEt e 1 dvE

1701

dvm. (4.27
G0 | TE 42D

3r,1
Gr+1,3r+1 ®qn1 YE |

00 Notho1 _(GANlAE"Fn);If@)’YE
- ‘I// ypEtEle
0

To solve the integrals in (4.27), we leverage the antiderivative [128], (see Eqn. 7.813
and Eqn.3.326.2). Thus, the resulting lower bound of the SOP corresponding to

U; can be expressed as

(aan, Ap)"® (@)k B
F(Ne) & K (K = K), (4.28)

1
P(u?c,lb =1+

[}

a1 +aAN; A\E

—Np—k
nAr® 37,2 Oqn
where K1 = W (—R + CLANl)\E> Gr+2,3r+1 RO
ay C2,0

1,1-Ng—k,Cy
, and

Ky = I'(Np+k)

nAR®
al

)NE+I<:'

+aaN; A\E
To develop the lower bound of the SOP associated with U, in a closed-form, we

utilize a similar methodology to the one used to obtain (4.28). Hence, the lower
bound on the SOP linked to Us; is expressed as

@ o, (@anAp)"E o OF
Poutap = 1+ TT(Np) % 77 (s = Kd), (4.29)
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1,1-Ng—k,Cy
and

5,0

“Np—k
where K3 = U ("’\’;—26‘“ + aANQ)\E)

GST‘,Q G‘Inl
r+42,3r+1 nAROay
ey TaANAB

K, = I'(Ng+k)

nAROaq
(7(12 +aaN, AE)

Np+k-

Plugging (4.28) and (4.29) into (3.27) results in the closed-form expression of the
overall SOP associated with the proposed NOMA system.

4.4.2 Probability of the Strictly Positive Secrecy Capacity

In the underlying system model, SPSC is mathematically is formulated as

Pspsc =1 — [1 - (1 — 7)(()1111(0)> (1 - Pgi{(@))}

" o (4.30)
Pspsc = 1 — / Fvg};)(@VE)wa (ve)dve.

0 1
To solve the integral in (4.30), we can further use a similar analysis developed in
(4.26) by substituting Ry = 0, and the expressions for Pspsc related to U; can be
directly obtained as

1 aAN >\E f 1 ] 2
PS(P)SC = ; Z (4.31)
(nk)

—Ngp—k
. nAg 3r,2 qnq
where I, = U (T + aan, )\E) Gr+2,3r+1 [

niARp
?‘FQANl AE

1,1-Np—k,C1
s and _[2 =
0

027
I'(Ng+k)

nAR Ng+k-
(" +oan2)

Similarly, the lower bound on the SOP linked to U, is expressed as

N
@ _ (aan,Ap)™? 3 (I3 — I)
7DSPSC - I (NE) o k" ) (432>
\ ~Np—k _— 1,1-Ng—k,Cy
n a T, qn
where 13 = U <%1 + aANQ)\E> Gr+2,3r+1 n/\agal +;AN2>\E . ) and

I — L(Ng+k)
4 <n)\£a1 +aAN2AE>
Substituting (4.31) and (4.32) into (4.30) results the analytical expression of the
SPSC.

Nptk-
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4.4.3 Average Secrecy Capacity

Assuming active eavesdropping scenario, the ASC of the underlying system can

be mathematically formulated as

Yeq;

ASCH =) / h ?ET(Z) {1 —F (V)(y)} dy. (4.33)

After substituting (4.21) and (4.24) into (4.33) and adopting some mathematical

manipulations provided in Appendix D, we obtain

k 0,—(k+1)
(k) N 1 - —(k+1) NAR
L k|Lo ] @ guar| = Ne—1
w GLOLLBr41,0 ;1 L Ui E Y
LO:LLrsrl || Cy,0| nAg’ nAg jgo j (1)
(aANl)\E>j Gl ) n)\R \ 0,—(k+j+1) U
m 20 | = T aaN;AE BT
J: a k)| et aan A
1,0:1,1:3r+1,0 ) nU
X GlonTimarsl — T . (4.34)
— k+g CQ,O @ +aAN1AE @ ‘I‘GANIAE

Similarly, we can obtain the closed-form expression of the exact ASC for U; as

,—(k+1)
NARaAy 12 | ,MARGL 0 as ¥
ASCH = (= >k{ Gos | (= ) -
(k) 2 2 (k) R
1 k| 1,C a asq N N -1
> G1,0f1,1i37'+1,0 y V1 2 : 24nUy + E 1 j
LOLLrdr+1 || Cy. 0 —n/\RCh —n)\RCh jZO j (=1)
AAN g ) NARA 0.~ (ktg+1) U
x Lanate) 2 z) G35 | (=) + aan, e ~ Twaa
J: a2 — —(k+g+1) (T) + aan,Ap
s L1 1:3r 41,0 Llk+g|L,C 1 Gnt
1,0:1,1:r,3r+1 nApa ’ rnARa '
* — k—i—g CQ,O (%)‘I'GANQ)\E (%)‘I'GANQ)\E

(4.35)

Consequently, the ASC of the variable-gain relaying scheme can be obtained using
(4.33).
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4.5 Asymptotic SOP Analysis

In this section, we provide the asymptotic analysis of the SOP at high SNR values.

First, we obtain the CDF of the equivalent SNR to U;. As p, — oo, (4.24) can be
approximated as

A 3r
() =1+ Soahemw (1 =3 @ixC“) : (4.36)
=1

(nk)

where

_ (dafB) nAg ot Hl 1,04 I'(Cop — Coy)
v ( ay 3 ) Coi [T T (Crm — Cay)
The expression in (4.36) can be represented via the dominant term (min(¢, «, 5))
where ¢ stands for the 1-st term in Cy;, o represents the (r + 1)-th term and
represents (2r + 1)-th term, respectively. To obtain the CDF of the equivalent
SINR for Us,, we utilize the same approach used to obtain (4.36). To derive the
asymptotic SOP for U;, we substitute (4.36) and (4.20) into (4.26) as

)\E)NE /\R@ QOZ@C2 ZF Qz (w)
P 1= RS (M) ¥ ,
t,lb r (NE) % Z lil
(4.37)
where w = NgL + k and @); = Cy; + k + Ng. A similar approach can be used to

obtain the lower bound of the asymptotic SOP for U, given by

o aan, g ) Ve a1 AR® ng@C“F I'(w
PSR (00 P2 e ()
(4.38)
After plugging (4.37) and (4.38) into (3.27) yields the asymptotic SOP for the
mixed RF-FSO system.

4.6 Numerical Results

In this section, representative numerical results are plotted along with Monte
Carlo simulations to assess the accuracy of our proposed mathematical analysis.
Without loss of generality, we use various atmospheric turbulence associated with
the FSO link: weak turbulence— a=2.902 and = 2.510; moderate turbulence—
a=2.296 and = 1.822; strong turbulence—, a=2.064 and $=1.342 [3]. Moreover,

it is assumed that Rg = 0.01 and mgr = mpg = 2 throughout this section. It can be
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observed that all the derived analytical results pertaining to the SOP, probability
of the SPSC, ASC, and the asymptotic SOP are matching with the Monte Carlo
simulations. This validates the accuracy of the proposed mathematical framework.
Furthermore, it is noteworthy that the derived asymptotic SOP curves are a good

approximation of the exact ones for high SNR values. The lower bound on the

X 0=20648 §=1342
0 0=2298 =162
0 =29028 §=2510
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. —— Analysis
" — —  Asymptotic
1 a,=0208a,=0608a, =02
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F1GURE 4.2: SOP vs u, with different values of aan, o and 8, ¥ = 10 dB, g
=-10dB,r —=1,¢=1, Ny — 2, Np — 4, Ng — 2 and R, = 0.01.

SOP versus p, is shown in Figure 4.2 with different values of axx and turbulence
conditions. The system demonstrates superior performance under weak turbulence
conditions when contrasted with scenarios involving moderate and strong turbu-
lence. Additionally, it is evident that the SOP performance exhibits variability
across different levels of a,y; with the established fact that increasing AN power

degrades the quality of the eavesdropper channel.



Chapter 4. 63

10°g
-
+
o=
|
5
d10-1' = =
A
0
~
Q" X X X X X X
g)DE O O O O O O |
10 0 0 0 0 0 0 1t
: S A
A X a=20648 f=1342 e e—
0 0 0=22068 =182
0=29024 =2510
N 0
0 03k — halsis O O O O O if
0
.
Q
0
) £=67
00 o 0 0 0
10.4 | | | T T i hd
15 10 5 0 5 10 15 2

I (dB)

FicUure 4.3: SOP vs A with different ¢ and «, 5, g = -1 dB, u, = 10 dB, r
:2, ay — 0.20, as — 0.60, QAN — 0.20 and NU - NR - NE = 2.

Figure 4.3 illustrates the lower bound of the SOP vs Ar considering different
turbulence conditions and £. First, the SOP curves initially decrease slightly until
Ar = 10 dB. Then, the secrecy performance of the mixed RF-FSO system shows
minimal sensitivity to further increases in the average SNR at the relay. This is
because the equivalent end-to-end SNR with variable gain relaying remains equal
to the average SNR at the destination, even when the average SNR at the relay
node becomes significantly large. Second, it is clear that the SOP performance
displays variability with distinct levels of &. Specifically, the secrecy performance
of the mixed system deteriorates with strong pointing errors (§ = 1). This is due to
the misalignment between the transmitter and receiver aperture in the FSO link.
As a result, the eavesdropper may have an increased chance of eavesdropping
the transmitted signal and thereby deteriorating the secrecy performance of the
mixed system. Conversely, when the pointing error is negligible ({ = 6.7), the
secrecy performance is primarily influenced by atmospheric turbulence and RF

link conditions.
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Ficure 4.4: SOP vs 4g with different aan, o and 38, g = 10 dB, u, = 10 dB,
NU:2,NR:4,NE:2andr:1.

Figure 4.4 depicts the secrecy performance against the average SNR at the eaves-
dropper 7z. As the signal quality of the eavesdropper increases, the SOP also
increases under the various FSO turbulence conditions and different pointing er-
ror levels, until it reaches a saturation level (approximately one) in the high-SNR
regime (good signal quality of the eavesdropper link). This can be explained intu-
itively by the fact that for a strong eavesdropper’s signal quality, the system secrecy
is guaranteed to be compromised. This behavior lies in the inherent vulnerability
of the system’s security performance to strong eavesdropper channels. When the
eavesdropper’s channel experiences high signal quality, it becomes more adept at
intercepting and decoding the transmitted information, thereby compromising the

secrecy of the communication link.
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The impact of the detection technique on the secrecy performance in terms of
secrecy is investigated in Figure 4.5. It can be seen that HD with » = 1 results in
superior performance compared to IM/DD with r = 2 counterpart over the entire
SNR regime, and for the various FSO turbulence conditions. This superiority
can be attributed to the enhanced sensitivity and selectivity of HD techniques
which allow for more accurate and reliable detection of the received signal, thereby

mitigating the effects of turbulence and improving overall secrecy performance.
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F1GURE 4.6: Probability of the SPSC vs p, with different values of «, 5, and
r, g = —10dB, g =10dB, { =1, Ny =4, N =2 and r = 1.

Figure 4.6 illustrates the probability of the SPSC vs p,. considering different de-
tection techniques. It can be observed that as p, increases, the probability of
the SPSC also increases, indicative of an enhancement in secrecy performance.
As previously highlighted, the HD (r = 1) exhibits superior performance com-
pared to IM/DD (r = 2). This superiority is attributed to the HD’s better SNR

performance.
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Fi1GURE 4.7: Probability of the SPSC vs u, with different Ng, Np =4, 45 = —1
dB, 4 =10 dB, £ = 6.7.

In Figure 4.7, the probability of the SPSC vs p, is displayed with different antenna
configuration. It is noted that an augmentation in the number of antenna at
the eavesdropper remarkably deteriorates the system secrecy performance. This
degradation can be attributed to the increased eavesdropping capabilities resulting
from its multiple antennas. Specifically, the eavesdropper can leverage its antenna

diversity to maximize the likelihood of successful eavesdropping by utilizing EGC.
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FicUrE 4.8: ASC vs 4r with different £ = 6.7 and turbulence conditions Ng =
4, Np =4, yg = —-10dB, mgr = mg = 2.

In Figure 4.8, it can be observed that an increase in pointing error levels dete-
riorates the ASC performance. As previously stated, the misalignment between
the transmitter and receiver apertures results in unintended signal leakage and

consequently reducing the ASC of the proposed system model.
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Ficurke 4.9: ASC vs 4 with different r and turbulence conditions Ng = 4,
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The ASC vs the average SNR at the eavesdropper is illustrated in Fig.4.9 with
different detection techniques and turbulence conditions. First, the secrecy per-
formance deteriorates as the average SNR at the eavesdropper increases. This is
because the security is compromised when the eavesdropper’s channel condition
is favorable, resulting in a high probability of eavesdropping and consequently re-
ducing the ASC. Second, it can be seen that the performance with HD performs
better than its counterpart IM/DD, which corroborates with the fact that the
SNR achieved with the HD technique surpasses that of the IM/DD technique.
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4.7 Conclusion

In this chapter, we investigate the secrecy performance of a a two-user multi-
antenna NOMA in a mixed RF-FSO system by injecting artificial noise to counter
eavesdropping. The channel statistics for the underlying system were acquired and
subsequently employed to formulate closed-form expressions for the lower bound
of the SOP, the probability of the SPSC and the ASC. In addition, the asymptotic
analysis of the SOP derived earlier is obtained using the expansion of the Meijer’s
G function at the high SNR regime. Numerical results demonstrate that the
secrecy performance of the mixed RF-FSO system exhibits minimal sensitivity to
the increase in the average SNR at the relay. This is attributed to the fact that
the equivalent end-to-end SNR with variable gain relaying remains equal to the
average SNR at the destination, even when the average SNR at the relay node
becomes large. Moreover, the presence of AN significantly enhances the system’s
ability to mitigate eavesdropping, thereby improving secrecy rates across various
operational scenarios. For instance, when the AN power used to confuse the
eavesdropper link increases from 0.05 to 0.20 in moderated turbulence conditions,
the SOP decreases from (1 x 1072) to (3 % 107?), highlighting the effectiveness
of the AN in enhancing system security. Additionally, the secrecy performance
in weak atmospheric turbulence conditions outperforms that of strong conditions,
this is due to the fact that atmospheric turbulence primarily affects the SNR at the
destination. Furthermore, the corresponding asymptotic analysis has been derived
to approximate the exact SOP at high SNR. Finally, Monte Carlo simulations
for various system scenarios have been conducted to corroborate the proposed

analytical framework.



CHAPTER 5

On Secure Mixed RF-FSO MIMO-NOMA Systems
with Colluding and Non-Colluding Eavesdroppers

5.1 Introduction

In light of the recent advancements in wireless communication systems, mixed
radio frequency (RF)-free-space optical (FSO) systems stand as promising poten-
tials that address different communication challenges. The mixed nature of these
systems allows for improved reliability and performance, particularly in scenar-
ios where one technology may face limitations [2]. Despite these advantages, the
mixed RF-FSO systems are vulnerable to eavesdropping attacks due to the inher-
ent broadcast nature of the RF transmissions. To this end, several studies have
investigated the secrecy performance of mixed FSO-RF systems (3,109,136, 137].
For the sake of practicality, some recent studies have considered multiple eaves-
droppers wherein collaborative efforts (colluding eavesdropping) and independent
efforts (non-colluding eavesdropping) may render the system more susceptible to
security threats [88,138]. The performance of both non-colluding and colluding
eavesdroppers is investigated in [139], with a focus on evaluating the average se-
crecy throughput. In this scenario, the information signal is transmitted to a mul-
tiple legitimate receivers in the presence of multiple colluding and non-colluding
eavesdroppers. Their findings unveil that the influence of colluding eavesdrop-
pers on average secrecy throughput results in more degradation of the security
performance compared to a non-colluding scenario, particularly as the number of
eavesdroppers increases. To get more insights, the authors in [85] have derived the
exact and asymptotic closed-form expressions for the secrecy outage probability
(SOP), the probability of strictly positive secrecy capacity (SPSC), and average
secrecy capacity (ASC) considering both eavesdropper modes. Moreover, the im-
pact of the fading severity of the RF links, atmospheric turbulence, misalignment,
the quality of eavesdropping link, is evaluated. In addressing the aforementioned

security threats, one strategic approach is to incorporate artificial noise (AN) into
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the transmitted signal. This technique aims to enable the intended receiver to suc-
cessfully decode the information-bearing signal, while concurrently elevating the
interference level experienced by potential eavesdroppers. Although the physical
layer security (PLS) of mixed RF-FSO systems has recently garnered consider-
able interest (e.g., [3,19,20,124| and the references therein), the impact of AN on
such mixed systems in the presence of multiple colluding and non-colluding eaves-
droppers has not been addressed. As such, the present research work focuses on
data interception in mixed RF-FSO links where a multiple-input-multiple-output
(MIMO)-non-orthogonal multiple access (NOMA) technology is employed. Hence,
the proposed system aims to improve spectral efficiency and secrecy while provid-
ing large bandwidths and license-free spectrum through the FSO links. Motivated
by the above discussion, the proposed work contributes to the current state-of-

the-art in the following way.

(a) The analytical expressions of the statistical properties of the proposed sys-
tem which include the probability density function (PDF) and cumulative
distribution function (CDF') are obtained.

(b) Capitalizing on these statistical formulations, the analytical expressions of
the SOP, the probability of the SPSC and the ASC are derived in closed

form.

(¢) To approximate the SOP in the high signal-to-noise ratio (SNR) regime, the
corresponding asymptotic analysis is presented for both the colluding and

non-colluding scenarios.

(d) Monte Carlo simulations are provided to verify the correctness of the pro-

posed mathematical derivations.

The subsequent sections of this chapter are structured as follows. Section 5.2
presents the proposed system model, while the channel statistics are detailed in
Section 5.3. In Section 5.4, the secrecy performance of the underlying system is
evaluated based on SOP, probability of the SPSC, and the ASC for both colluding
and non-colluding scenarios followed by the corresponding asymptotic analytical
framework for SOP in Section 5.5. The discussion of the obtained results is pro-

vided in 5.6. Finally, insights and observations are encapsulated in Section 5.7.
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5.2 System Model

We consider a two-user MIMO-NOMA in a mixed RF-FSO system in the presence

of multiple eavesdroppers as shown in Figure 5.1. On one hand, the RF links
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F1GURE 5.1: Uplink MIMO-NOMA in a Mixed RF-FSO system with multiple
eavesdroppers.

consist of two users U; and U, each mounted with Ny antennas, an Ng-antenna
amplify-and-forward (AF) relay node, and L single-antenna eavesdroppers strate-
gically positioned to overhear the RF transmissions. In this context, a single
antenna is selected at each user to transmit confidential messages in a NOMA
fashion to the destination (via the relay node) with an AN signal injected to in-
crease the interference level at the eavesdropper!. To this end, the transmitted

signal from U; is given as [90]
XUi = Zy; T TAN;, (51)

where E [|XUZ.|2] = 1 with 2y, and xay, being the information-bearing and AN
signals, respectively, with ¢ € {1,2}. In what follows, the received signal at the

output of the combiner (equal gain combining (EGC) scheme) at the relay node

Tt is noteworthy that the channel estimation of the legitimate link is assumed to be perfect.
Hence, the AN signal is designed to lie in the null space of the legitimate link, so that the relay
only receives the information-bearing signal.
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can be expressed as [42]

Ng 2
Yr = Z (Z (XUihUi(b;‘)R vV aiLiPt> + nR]) , (52)

j=1 \i=1 !

where hU;prj corresponds the fading coefficient of the link between the best an-
tenna of U; and the j-th antenna of the relay node follows the Nakagami-m dis-
tribution, P is the average power transmitted by U;, a; is the power allocated
at U; with Z?:l(ai + aan,) = 1 which includes the power of the AN signal with
asN = Z?:1 aan; and as > ay, np = Zjvjl ng;, and ng, modeled as a complex
Gaussian random variable at the j-th antenna of the relay with mean zero and
variance 0123%, L.e., nr;, ~ CN(0, 0?%],), L; is the path loss gain, and the subscript b}
represents the best antenna of U; selected defined as b = arg maxy, Zjvjl ’th’“>Rj 2.
On the other hand, the FSO link consists of the relay and the destination nodes.
The composite signal in (5.2) is converted to an optical signal before being for-
warded to the destination and further filtered out to eliminate undesirable compo-
nents. Consequently, the resulting signal received at the destination can be given
by

Yyp = hrpGuyr + np, (5.3)

where hrp = hihgh, represents the overall FSO channel gain coefficient between
the relay and the destination nodes with h;, h, and h, being the overall fading
impact of deterministic path loss, the atmospheric turbulence-induced fading, and
the pointing errors-induced fading on the optical FSO link, respectively, and np is
the additive white Gaussian noise (AWGN) variable at the destination with mean
zero and variance o%. To this end, the instantaneous signal-to-interference-plus-
noise ratio (SINR) at the destination can be obtained by substituting (5.2) into the
expression of yp and doing some mathematical manipulations, the instantaneous
SINR can be obtained as

(2)
a
Yo = 1) QﬂyDg;% . (54)
aYpYp +7vr +p +1

The expression in (5.4) is mathematically intractable. To address this issue, we

adopt the following upper bound as v, = min(’yD,'yg)) [19]. Subsequently, the

instantaneous SNR for the weak user denoted by

1 = min(yp, %(%1))_ (5.5)



Chapter 5. 75

Similar to (5.2), the signal received by k-th eavesdropper is expressed as

2 2
YE, = Z \/ aiLiPtinhU.(b;)Ek + Z V aANiLiPtinhU_(bf)Ek + NEy; (56)
i=1 ' i=1 l

where ng, is the AWGN variable at the k-th eavesdropper with zero mean and
variance o%. It is assumed that the eavesdroppers have no knowledge of the
antenna selection at the users, and thus, do not see the transmission from a best
antenna viewpoint. From (5.6), the instantaneous SNRs at the k-th eavesdropper

are respectively given by

1) _ (XUlEk/O-%‘J\h)
1+ (XU2E1€/O-;2&N2),

(5.7)

(2) (XUQE]C/O-%ANQ)

. 5.8
By 1+ (XUlEk/O-?ANl) ( )

where JiNi being the variance of the AN signal, Xy, g, and Xy,p, represent the

SNRs of the received signal from each user respectively expressed as

alLlpt,’hU(bi‘)E’Q
1

Xug, = ) , (5.9)
k

a2L2pt‘h (v3) ‘2
U, 2E
Ey

5.3 Channel Statistics

5.3.1 Main RF-FSO Links

It is assumed that the RF system experiences the Nakagami-m fading, while the
SO system is subjected to the gamma-gamma fading?. To this end, the CDF of
the equivalent SNR of U; is given by

Fon(x) =P (min (VS ) w) < x)

= F’YR<’YR) + F“fD (FYD) - F’YR(’YR)F’YD ('VD)?

(5.11)

2The gamma-gamma model accurately describes the impairments introduced by atmospheric
turbulence and pointing errors in the FSO link.
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where P(e) denotes the probability operator. After substituting [13, eqn. (10)]

and [85, eqn. (6)] in (5.11), and performing some mathematical manipulations,

g; )] (5.12)

N o
where 37 = ZnNg()( nU ) (—1)”Zk(:]\éR 2 Ciny C1 = A(r,2 4+ 1), Cy =

_ g2ratp—2 _ (daB)"nAgA . m
[A(r, &%), A(r, a), A(r, B)], ¥ = enr T @rE) 9m = Tﬂf7 AR = 757 and

Cp(n—
Cim = Z’;:k—NRH ﬁd[o,(nfl)(NRfl)](n)(COO = Con =1,Cp1 = 1/E,Cy, = n),
a=3r+1 With «a and [ representing parameters of the atmospheric turbulence
effect, and ( = *=£. Similarly, the CDF of the equivalent SINR linked with Us is

given by
4
x
Co

we obtain

1-— \I!G,‘fy’g (qu

. xIJG?’f*lO(M (5.13)

MTCLQT’QT

5.3.2 Eavesdropper RF Links

5.3.2.1 Non-Colluding Eavesdropping

In this scenario, only a single eavesdropper among the L ones is selected to overhear

the RF transmissions, defined as

nc __
T = max {75, }- (5.14)

To this end, the CDF and PDF of the random variable (RV) vj° are given respec-
tively by [139, Eqns. 23-24|

L—1 g(mge—1)
Lae (V5) Z( ) 9 AP’ Z By (ApYE)", (5.15)

g=0

L L—1 g(mg—1)
fnc(ny ( ) 1) e —(g+1)AEVR° Z /BTg)\mE+T( nc)mE+7- 1

g=0

(5.16)
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T :82 —
where B, =>"___ . . ﬁé[o,(gq)(mﬁl)} (9)(Boo = Bog =1, Br1 = 1/7!, B1,4 =
9)-

5.3.2.2 Colluding Eavesdropping

In this scenario, all the eavesdroppers collaboratively join their effort in a central
data processing, to overhear the RF transmissions, and the output SNR is given
by

L
T =8 (5.17)
k=1
The corresponding CDF and PDF are respectively given by [85, Eqns. 9-10|

Y(LNg, \gVE)

F.. = 5.18
I A aa mek c\mgL—1_—a ne
) = SEE gt (5.19)

where I'(e) is the Gamma function.
5.4 Secrecy Performance Analysis

5.4.1 Secrecy Outage Probability

Here, the outage event occurs when either CsU1 or CSU2 falls below the predefined

secrecy rate Rg. This can be mathematically defined as

Pout =P (C(SU1 < Rs or CSU2 < Rs)
) . (5.20)
=1- (1 - ’Pou%] ) <1 - ’chug)) )

where j € {nc,c} with nc and ¢ standing for non-colluding and colluding, respec-
. 1 1 2 2
tively, CSUI = log,(1 + Wéq)) —log,(1 + %(5))7 Cspr, = logy(1 + via) — logy(1 + %(E))
and Péfl)t is the SOP related to U;. However, obtaining a closed-form expression of
the exact SOP is not straightforward. For this reason, we revert to the expression

of the lower bound which can be given by

Pé?t,lb:/o Fvggy(@’YE)fvE(VE)dVE, (5.21)
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where © = effs > 1. Next, we derive the SOP expressions for both the colluding

and non-colluding scenarios.

5.4.1.1 Secrecy Outage Probability of the Non-Colluding Eavesdrop-
ping

After substituting (5.12) and (5.16) into (5.21), and performing some mathematical
manipulations with the help of [128, eqn. (7.813)] and [128, eqn.(3.326.2)], the
lower bound of the SOP for U; is given by

L—1 g(mg—1) k
(1nc) _ aan, LAg L— . ©
Pout,lb =1+ F(mE) Z ( Z 679/\ Z Y
g=0 g (nkj)
1,1-Ng—7—k,C1

nArR© ek 3r,2 Oq
% )\ G T, . ni
< @ + aan, E) r+2,3r+1 n)\R@ ‘|‘(1AN1)\E o
['(Ng+71+Ek)
_ — o ) (5.22)
(” h= 4 aANl/\E>

To derive the SOP for Uy, we adopt a similar approach to the one for U; by
substituting (5.13) and (5.16) into (5.21), to obtain

— mpg—1)
outlb F(mE) pors g T,9 k)
= (nkj

7NE*T*’€ @ 1,1 NE*T*k,Cl
+ a )\ G3T,2 Qm

AN N\E r+2,3r+1 nArOai +a A
as AN N\E

(n)\pﬁal
X

a2

Ca,0

- ' (Ng+7+k) } (5.23)

AnO NE+T+I<I
<n };2 =+ a’AN2/\E)

Plugging (5.22) and (5.23) into (5.20), the lower bound of the SOP for the proposed

system for the non-colluding eavesdropping can be obtained.
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5.4.1.2 Secrecy Outage Probability of the Colluding Eavesdropping

The substitution of (5.12) and (5.19) into (5.21) yields the lower bound of the SOP
for U; given by

. Ap)mEL ~ OF Ar© —melk
P(Elll’tjb =1+ (aan, Ae) "7 Z —{\I/ (n S aANl)\E)

I' (mgL) o) k! a
1,1-mgL—k,C1
X Gii§,3r+1 nAp© Ot N Limel s k)mEL+k }
Tan TaanAm| (% + CLANl)\E>
(5.24)

A similar approach can be used to obtain the lower bound of the SOP for U, given
by

c Ap)"Pl — OF Ar© ek
P(Z’tvfb =1+ M Z —{\If (n RO +aAN2)\E)

o r (mEL) (k) k! a9

Oy,

nArOa
SR+ aan, A

1,1-mgL—k,C
r+2,3r+1

ARO
C>,0 <n1;—2al +aAN2/\E

(5.25)

Finally, using the derived expressions of (5.24) and (5.25) into (5.20) yields a
closed-form expression of the lower bound of the SOP for the colluding eavesdrop-

ping scenario.

5.4.2 Probability of the Strictly Positive Secrecy Capacity

The probability of the SPSC indicates the probability of secure transmission. Here,

it is mathematically defined as

Pspsc = P (Cy,, > Rs,Cy,, > Rs)

> s, Cu (5.26)
= [1 — (Psfzsc) (Psigsc)} )

where P&l is given by

Ps(;jé)c =1- /0 F,yngi) (©vE) f1: (vE)dVE- (5.27)
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To derive the integral in (5.27), similar analysis as the one adopted in (5.21) can
be employed. Therefore, the closed form expressions of Pspsc for non-colluding

and colluding eavesdropping scenario can be expressed as follows.

5.4.2.1 Probability of the Strictly Positive Secrecy Capacity for Non-
Colluding Eavesdropping

From (5.27), the probability of the SPSC can be obtained by leveraging (5.22) and
substituting R; = 0. Thus, the analytical expression of SPSC for U; is given by

(1ne)  aaN, LAg —( L- see
pllng - GAN 28 Br g \e W
M RIS ST 3h 2

9=0 (nka)
1,1-Ng—7—k,C1

—NE—’T—k‘
TL)\ 3r,2 Adn,
X <— + CLANl)\E> Gr+2,3r+1 "Ar .y
ai o + aan, A\E

Cs2,0

- T (Ng+7+k) } (5.28)

A Ng+1+k
NAR
< o T aANl/\E>

To derive the probability of SPSC for U,, we adopt a similar approach to the one
used for U by capitalizing on (5.23), to obtain

PSPg(C} = : 5T9)‘T v
F(mE) g=0 9 nk])
1,1-Ng—7—k,Cq

NARGY ~Np—r—k q
3r,2 ni
X ( + GAN2>\E) G7'+2,3r+1 PR
5] T + AAN, /\E

Cs,0

I'(Ng+7+k) } (5.29)

)\ NE+T+I<I
<n alzal + aAN2/\E)

By substituting (5.28) and (5.29) into (5.27), the probability of the SPSC for the

non-colluding eavesdropping can be obtained.
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5.4.2.2 Probability of the Strictly Positive Secrecy Capacity for the
Colluding Eavesdropping

To start with, the probability of the SPSC associated with U; can be directly
obtained by substituting Ry = 0 and leveraging (5.24), to derive

Le (aan, Ap)™EL 1 NAR el
PS(PS)C == Z 7l U — +aan, Mg

F (mEL) (k) aq
1,1-mgL—k,Cy
% (32 Gny _ ['(mgL + k) }
r+2,3r+1 nig mpgL+k
a1 + aan, )\E Cs,0 (ﬂ;\_lR + aan, >\E>
(5.30)

Similarly, substituting Rs; = 0 and utilizing (5.25) yields a closed-form expression
for the probability of the SPSC associated with U, as

—mpgL—k
20 _ (aan,Ag)™" 1 " NARA1 ) B
Pspsc = TTimal) (meL) E 7l . + AN, AE

(nk3)

dn,
nArai
I+ aan; Ap

1,1-mgL—k,Cq
32 I'(mgL + k)
X Gryo i1

>mEL+k

nAra
C3,0 (% + aan,AE

(5.31)

Substituting the derived expressions of (5.30) and (5.31) into (5.27) yields a closed-
form expression of the lower bound of the SPSC for the colluding eavesdropping

scenario.

5.4.3 Average Secrecy Capacity

The ASC of the underlying system can be mathematically formulated as ASCY) =
S22 L ASCH) with ASC™9 being given by

ASCHI) = = £,0) 1—F d 5.32
A R ,Yg]/i)(V) 7 (5.32)

where j € {c¢,nc}. In what follows, we evaluate the ASC in (5.32).
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5.4.3.1 Average Secrecy Capacity of the Non-Colluding Eavesdropping

The analytical expressions of the ASC associated with U; and U, can be obtained
by substituting (5.12) and (5.15) in (5.32) for the former and (5.13) and (5.15)
in (5.32) for the latter. Next, with the aid of ﬂ—ax = Gii(mﬁ),exp(—bx) =
Gyl (bzly), [128, eqn.(7.813)], [128, eqn.(3.326.2)] and [140, eqn.(2.3.6.9)], and
after some mathematical manipulations, we can obtain the closed-form expression

of the exact ASC for U; and U, as given respectively by

A\ F A [0 (D) U
ASC(Lne) _ Z (n R) G;ﬁ NAR _m
o \ O NAR
1.1 11k 1, Cl ay  qpu,a1 L L
X Grontmartd e (-1)°
st | el o) mwman | T2\ g
g(mg—1) 0,—(k+7+1)
n/\R \
X Brglaan, \e)" | G33 | == + gaan, A\ — =
TZ:O o o iy 2R A gaan A

Lo t3r410 | L[ E+T] LGy 1 Intr,
X G001 341 Y ' mm )
— | k+7| 00| TR A4 gasn,Ap TR+ gaan, Ap
(5.33)
k 0,—(k+1)
naj\ naj\ a0
- () (o) -
(k) a2 a2 |- _(k+1) NAa1AR
1.1: 11k]1 Cl a9 qnu, a2 L L
% Gl,():l,l:?r—lr—l,O ) : nUy + _1)9
LOL L3+l || 0.0 | nade’ naig g;(] g (=1)
g(mp—-1) 0,—(k+7+1)
NA1AR \

X Brglaan,Ae)” Gy + gaan, g —

; T 2 a N I al—:\R + gaan, Ap
(L0 13r+1,0 Llk+7 1,0, 1 qnt,
X 1,0:1,1:r3r+1 NajAR ’ najAR ’
— k—I—T 02,0 T+gaAN2)\E a—2+gaAN2/\E
(5.34)
A s Dy | Conos Coo | €mas €
where GTnUmanzmg,ng | I T T2 T2 ST RS |2 4| g the extended gen-
prarpn s [ ap17 bQ1 dn2> dQQ fn37 fq3

eralized bivariate Meijer’s G-function [19]. The derived expressions in (5.33) and
(5.34) can then be plugged into the equation of the ASC preceding (5.32) to yield

the analytical expression of the ASC for the non-colluding eavesdropping case.
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5.4.3.2 Average Secrecy Capacity of the Colluding Eavesdropping

Using the same approach adopted in the case of the non-colluding eavesdropping
scenario, we can obtain the analytical expressions of the ASC associated with U,
and Us. After plugging respectively (5.12) and (5.18) in (5.32), and (5.13) and

(5.18) in (5.32) and performing some mathematical manipulations, we obtain

k 0,—(k+1)
AsC9 =3 ("_AR> Giz | e _ oY
= a a1 _(pt1) NAR
q1- 11k|1 01 aq qnu, a1 1 L—-1 (CLAN )\E)g
% GLOLIET—L_LO ) nui + _1 1
1,0:1,1:r,3r+1 B 02’ 0 n/\R nAR gzo ( ) g|
—(k+g+1)
nA
X G;ZQ R + aANl/\E
a —(k+g+1) L& + a/ANl)\E

k+g
k+g

1,Ch
Cs,0

1
1,0:1,1:3r+1,0
X G1,0.1,1.r,3r+1 [

- dnty . (5.35)
alR + AAN, alR + AAN, /\E

ASC(2’C) _ Z (nal)\R)k GLQ NA1AR 0.~ (k+1) B as ¥
iy N R Sty TRV
L-1
« QIO L3410 1 1, ¢y a2 qnU, %2 +Z L-1 (=1)? (aan,Ag)?
1,0.1,1.7“,37"-1-1 _ |k 02’ 0 nal)\R7 nal)\R por g g'
s [nais 0,— (k+g+1) o
X G272 + a/AN2 AE - nalAR
——(k+g+1) T8+ aan, Ap
GLOL13r 1,0 Llk+g|1,Ch 1 qnt
X G10:1,1:m,3r+1 nai g ’ naidr ‘
— /{;—l—g 02,0 Ty +aAN2)\E o +aAN2/\E
(5.36)

Both (5.35) and (5.36) can be substituted in the equation preceding (5.32) to yield
the ASC for the colluding eavesdropping scenario.

5.5 Asymptotic SOP Analysis

In this section, we provide the asymptotic analysis of the SOP at high SNR values.
First, we obtain the CDF of the equivalent SINR to U;. As p,. — oo, (5.12) can
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be approximated as

A 3r
(@) =1+ Soate (1 = gpix@*i) : (5.37)
=1

(nk)

where

([ (daB)"mAg i Hl 1,1 ['(Cyy — Cyy)
o ( a1 " ) Coi [Lea T (Crim — Coy)
The expression in (5.37) can be represented via the dominant term (min(§, o, 3))
where ¢ stands for the 1-st term in Cy;, o represents the (r + 1)-th term and
represents (2r + 1)-th term, respectively. To obtain the CDF of the equivalent
SINR for Us,, we utilize the same approach used to obtain (5.37).

5.5.1 Non-Colluding Eavesdropping Case

After substituting (5.37) and (5.16) into (5.21) and performing some mathematical
manipulations with the help of [128, eqn.3.326.2], the approximate of the SOP for
U; at high SNR can be obtained as

L—-1 mE 1 k
g lLA Ar©
Poo((ilatjn)) ~ aAN E ( > Z /B’TQM Qr/\’r Z < 51 )
()

vy PO (1G)

, (5.38)

where Q; = Co;+k+mp, M; = ("’\R@ + (g + 1)aAN1/\E> and Q;, = mg+k. Using
a similar approach to get (5.38), the asymptotic SOP for U can be obtained as

) g2 L-1 sy Ar©
e S R T s )
) mE

g=0 g 7=0 (nk) a2

Ca;
\1/2 %@M}; i) 4 (F]\zéj))] . (5.39)
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with My = (”’\’;—2@“14— (g+1)aAN2>\E). After plugging (5.38) and (5.39) into
(5.20), the asymptotic SOP for the non-colluding yields

- (mp—-1) k
oo (nc aANL2)\2 — L—-1 I QT )\R@
P e ~ 1= F(mE>2E{Z (1) D BrgMi¥AL )
=0

g=0 9 (nk) %

Jps et () oy
fi” BraMy XY <AR@M> [\PZ %@Z;?Fi(@) " (Fz\(g;))] }

(nk) =1

(5.40)

5.5.2 Colluding Eavesdropping Case

After substituting (5.37) and (5.19) into (5.21), the asymptotic SOP for U, is given
by

o (1,¢) (aaN, Ag)™" ArO
] — ANAE) E
P out,lb F(mEL) o (

Z%@@zr . r/{(:u) ]
( 1 ?5.41)

where w = mgL + k. A similar approach can be used to obtain the lower bound

of the asymptotic SOP for U, given by

00(2,¢) (CLANQ )\E) sl al)\RQ
D ~ ] o \TANAE) E
out,lb ™ I (mE‘L) ()

Z%@%r ), (”it’))]-

(5.42)
After plugging (5.41) and (5.42) into (5.20) yields the asymptotic SOP for the

colluding eavesdropping case.

5.6 Numerical Results

In this section, representative numerical results are presented. Without loss of
generality, we use the following parameters: aan = aan,, Rs = 0.01 bits/s/Hz
and the various levels of atmospheric turbulence strength categorized as (a) weak:
a=2.902 and = 2.510; (b) moderate: a=2.296 and = 1.822; (c) strong: a=2.064
and $=1.342. It can be seen from all the set of results that both the analytical
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and simulated results are in good agreement, which validates the correctness of the

proposed mathematical framework. In Figure 5.2, the asymptotic SOP expressions

Colluding

Q «=20648 (i=1.342- Simulation
[ =2296&3=1822-Simulation
—  Analysis

—-—-. Asymptotic

Secrecy Outage Probability

|
0 5 10 15 Pl 2 30

f (dB)

FIGURE 5.2: SOP vs u, with Ny= 2, Ng=4, L=4, £=0.5, r=1, 3=10 dB,
F5—10 dB, a1=0.25, a2—0.60, and asx—0.15.

are plotted and compared with both the exact and simulated SOP for scenarios
involving both colluding and non-colluding eavesdroppers. It can be observed that
the overall secrecy performance degrades as the atmospheric turbulence increases
from weak to strong. This is due to the fact that strong turbulence conditions
induce severe fluctuations leading to an increase in the signal attenuation. Fur-
thermore, the secrecy performance deteriorates even further under the colluding
eavesdropping mode compared to the non-colluding one, as the eavesdroppers’
collaboration in the colluding mode enhances their ability to extract meaningful
information from the transmitted signal. In the context of Nakagami-m fading,
(mgr = mg = 0.5) represents severe fading, where the main RF channels experi-
ence significant signal degradation and deep fades, potentially degrading secrecy
performance. Conversely, (mr = mpr = 1) indicates moderate fading, also mod-

eled by Rayleigh fading, with less severe signal fluctuations. This results in a
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more stable signal for the main RF channels, thereby improving overall secrecy

performance due to a more reliable connection.

10° £ T T T T T
N I Colluding
o
:p_‘-(
3 Non-colludin
on-collu
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F1GURE 5.3: SOP vs pu, with different £ levels, Ny = Ng =2, L = 4, Ry =
0.01, a = 2.902, B = 2.510, r = 1, g = 10 g = -10, a1 = 0.30, as = 0.60 and
aan = 0.10.

In Figure 5.3, the lower bound of SOP vs p,. is plotted for two levels of £&. It can be
seen that the SOP performance exhibits variations with different levels of &; In the
low-level pointing error (large &), an improved secrecy performance is attainable
in contract to a high-level pointing error. This is because low-level pointing errors
correspond to better alignment between the transmitter and receiver apertures in
the FSO link. This alignment ensures that the transmitted signal is accurately
directed towards the intended receiver, resulting in improved reception quality and

higher secrecy performance.
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FicUurke 5.4: SOP vs u, with different L, Ny = Ngp =2, R; = 0.01, o = 2.902,
6 =2510,r =1, g = 10 dB, g = -10 dB, a; = 0.30, a2 = 0.60 and asny =
0.10, € = 6.7.

The secrecy performance against p, is depicted in Figure 5.4 considering differ-
ent numbers of the eavesdropper in both colluding and non-colluding scenarios.
Initially, as u, increases, the system’s secrecy performance improves due to en-
hanced signal decoding by the destination. However, as p, continues to rise, this
improvement degrades and eventually saturates, this is because the destination’s
decoding capability reaches its maximum, and further SNR increases do not sig-
nificantly enhance secrecy performance. Moreover, It is clear that the system’s
secrecy performance experiences a significant decline with an increase in the num-
ber of eavesdroppers. This decline can be attributed to the increased likelihood of
eavesdropping attacks as more eavesdroppers are present, posing more opportu-
nities for unauthorized threat to compromise the security of the proposed system
model. Moreover, the deterioration in secrecy performance in colluding scenarios
is notably significant due to the collaborative efforts of multiple eavesdroppers to
intercept the transmitted information. This collaborative effort enables them to
maximize the SNR of the received signal and thereby increase the probability of

successful eavesdropping.
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In Figure 5.5, the impact of the interference caused by the AN signal on the
eavesdropping modes is investigated. It can be seen that the system performs
better when more AN power is received at the Eve-link as illustrated in Figure
5.1. This emphasizes the fact that the more interfering signal by AN, the more
noise at the Eve-link; which yields to degrade the quality of the Eve-link and
therefore mitigates the ability of the eavesdroppers to attack the legitimate RF

links.
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In Figure 5.6, the probability of the SPSC vs 75 is represented with various system
parameters. It is evident that with the increase of ¥z (within the low SNR regime),
the likelihood of the SPSC also rises, indicating an enhancement in the secrecy
performance. As expected, the heterodyne detection (HD) (r = 1) outperforms the
intensity—modulation direct detection (IM/DD) (r = 2). This can be explained
by the fact that the HD offers better performance in terms of sensitivity and
noise rejection compared to IM/DD. However, this comes at the cost of increased

complexity due to the additional components and synchronization requirements.
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Figure 5.7 shows the ASC performance under various atmospheric conditions and
AN power levels. It can be observed that the best ASC performance is achieved
in weak turbulence scenarios for both eavesdropping cases. Moreover, an increase
in the AN power level yields a better security performance. This is due to the
degradation of the Eve-link by the injection of the AN to confound the malicious

nodes.
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Figure 5.8 depicts the secrecy performance, as represented by the ASC, in both
colluding and non-colluding eavesdropping scenarios. It is evident that the secrecy
performance is superior under the HD compared to IM/DD. This observation is
consistently supported throughout this thesis, as the HD technique consistently
demonstrates better performance in terms of SNR due to its reduced susceptibility
to signal attenuation and distortion caused by atmospheric turbulence. This at-
tribute further contributes to the superior performance of HD systems compared
to IM/DD systems.
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5.7 Conclusions

In this chapter, we investigate PLS of two MIMO-NOMA aided by AN in a mixed
RF-FSO system. To analyze the system secrecy performance, we consider col-
luding and non-colluding eavesdropping scenarios. The corresponding asymptotic
analysis has been derived to approximate the exact SOP at high SNR. The channel
statistics for the underlying system were obtained for each eavesdropping scenario
in closed forms. Utilizing these forms, closed-form expressions for the lower bound
of the SOP, the probability of the SPSC and the ASC are obtained and verified
by Monte Carlo simulation. Numerical results illustrated the presence of colluding
eavesdroppers significantly influences the system’s secrecy performance, particu-
larly when compared to non-colluding eavesdroppers. Nevertheless, an increase in
the number of eavesdroppers, under both eavesdropping modes, markedly degrades
the system’s secrecy performance. For instance, increasing the probability that at
least one eavesdropper will successfully intercept transmissions and compromise

communication confidentiality.



CHAPTER 6

Conclusion and Future Work

6.1 Conclusion

This chapter provides a comprehensive overview of the key findings and remarks
derived from the work presented in this thesis. Additionally, it outlines poten-
tial avenues for further investigation and suggests directions for future research.
Specifically, the main motivation and novel contributions to the work presented in
this thesis have been outlined in Chapter 1. In Chapter 2, the fundamental thesis
concepts are initially introduced, followed by relevant studies in the existing liter-
ature. Subsequently, Chapter 3 investigates the PLS of the uplink MIMO-NOMA
over the mixed RF and FSO spectrum bands with a fixed gain relaying scheme.
Furthermore, TAS is adopted at each user to reduce the complexity associated
with the number of the RF chains. The numerical findings have shown significant
effects of pointing errors and atmospheric turbulence on secrecy performance. For
instance, When the signal-to-noise ratio (SNR) is 20 dB in strong turbulence con-
ditions, a higher pointing error angle (i.e., £ = 0.8) can reduce the achievable
secrecy performance by up to approximately 50%.

In Chapter 4, we investigated the establishment of secure communication through
the utilization of AN signal as a countermeasure against eavesdropping while con-
sidering variable gain relaying scheme. Numerical results have shown that the
secrecy performance exhibits minimal sensitivity to increases in the average SNR
at the relay. This is because the end-to-end SNR with variable gain relaying re-
mains equal to the average SNR at the destination, even when the SNR at the relay
node is high. In addition, the HD technique exhibits superior secrecy performance
compared to the IM /DD technique under typical channel conditions. Furthermore,
as artificial noise (AN) power used to confuse the eavesdropper link increases from
0.05 to 0.20 in moderated turbulence conditions, the secrecy outage probability
(SOP) decreases from (1% 1072) to (3 1072), highlighting the effectiveness of the

AN in enhancing system security. Chapter 5 provides a comprehensive analysis of
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the proposed system model considering multiple colluding and non-colluding eaves-
dropping scenarios. The numerical results depicted a substantial impact on the
system’s secrecy performance when colluding eavesdroppers are present, compared
to non-colluding eavesdroppers. Moreover, the system’s secrecy performance expe-
riences a pronounced degradation with an increase in the number of eavesdroppers,
observed under both colluding and non-colluding eavesdropping scenarios. This
increase elevates the probability that at least one eavesdropper will successfully
intercept transmission, thereby compromising communication confidentiality.

To analyze the secrecy performance related to each assumption in this thesis, we
obtained the statistical properties of the proposed system consisting of the PDF
and CDF. Utilizing these obtained expressions, analytical expressions of the SOP,
the probability of SPSC, and the ASC are derived in closed forms. Moreover, the
asymptotic analysis is presented utilizing the basic elementary of the of Meijer’s
G-function. Finally, Monte Carlo simulations are provided to verify the accuracy

of the proposed analytical framework.

6.2 Future Work

Building on the insights gained from the current investigation, several directions

for future research are highlighted in the following:

o Downlink Transmission Investigation with Non-Trustful NOMA
Users: This study can be Extended to explore the downlink transmission.
Particularly, applying MIMO-NOMA on the FSO link. In this case, scenarios
where NOMA users in the FSO link may not be trustworthy to each other will
be considered. This introduces an additional layer of complexity, addressing
the security challenges that arise when users within the NOMA framework
are potential eavesdroppers. Furthermore, different scenarios whereby eaves-
droppers can simultaneously target both the RF and FSO links can also be
studied in the future. Investigating the interplay of MIMO-NOMA in the
downlink scenario under these enhanced security considerations could pro-
vide valuable insights not only into enhancing spectral efficiency but also
into fortifying the security aspects of FSO communication systems against

more sophisticated attacks.

- Mitigation Strategies for Colluding Eavesdroppers: The observed sig-
nificant influence of colluding eavesdroppers on the system’s secrecy perfor-

mance highlights the need for robust mitigation strategies. Besides adopting
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AN signal to interfere with the eavesdropper’s channel, future research could
focus on developing advanced cryptographic techniques or dynamic resource

allocation schemes to counteract collusion attempts effectively.

o Integration of Machine Learning (ML): Leveraging machine learning
algorithms to predict and adapt to evolving eavesdropping patterns could
be a promising direction. Developing intelligent systems that can dynami-
cally adjust security parameters based on real-time threat assessments may

contribute to more robust and adaptive wireless communication security.

- Integration of Reconfigurable Intelligent Surface (RIS): Investigating
the potential of RIS to enhance the security of MIMO-NOMA technologies
in the mixed RF-FSO systems presents a promising avenue for future direc-
tion. RIS can dynamically adjust the propagation environment, leading to
improved secrecy performance and better resistance against eavesdropping
attacks. Future research in this area may focus on developing novel RIS-
based security mechanisms, optimizing RIS deployment strategies, and eval-
uating the practical feasibility and scalability of RIS-enabled mixed MIMO-
NOMA /RF-FSO systems navigating the intricacies posed by imperfect CSI.

o Mitigation the Interference: An essential avenue for future research in-
volves developing robust interference mitigation strategies tailored to sup-
press interference from overlapping signals in MIMO-NOMA systems with
multiple concurrent transmissions especially in mixed RF-FSO systems. This
requires innovative approaches that effectively manage the interference sources
by utilizing advanced signal processing algorithms and resource allocation
schemes. In addition, addressing interference mitigation comprehensively
while enhancing the secrecy performance can present a security-reliability
trade-off challenge in multi-antenna NOMA-enabled users in a mixed RF-
FSO systems.

o Cross-Layer Security Optimization in Mixed RF-FSO MIMO-NOMA
Networks: Investigating cross-layer security optimization techniques that
integrate PLS mechanisms with higher-layer security protocols is crucial for
comprehensive security in mixed RF-FSO MIMO-NOMA networks. Future
research can explore novel cross-layer security designs that investigate PLS
approaches to enhance higher-layer security mechanisms such as authenti-

cation, key management, and intrusion detection. In such scenarios, the
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ability to detect, prevent, and mitigate various security threats can be en-

hanced and thereby improving the overall secrecy performance of the mixed
RF-FSO MIMO-NOMA network.



Appendix A

The Equivalent SINR at the Destination-Fixed
Gain Relaying Scheme

The received signal at the relay node and the destination can be expressed respec-

tively as

Yr = VarFilieyh op .+ VaaPiLarg,h ey, + 1R (A.1)
1 J 2 J

Yp = hrppGyr + np (A.2)

Substitute (A.1) in (A.2), the received signal at the destination is given by

yp = hrppG |V CLlPtLlfothwf)R + vV agPtLQxUQhU(bg)R. + nR} +np, (A.3)

where the signal power transmitted by U; is a; P; and the signal power transmitted
by Us is asP;. From (A.3), the signal-to-interference-plus-noise ratio (SINR) o

associated with Us can be expressed as

(hRD#g)2a2PtL2

2
+ h%%DlﬂgzU?% + ‘712:)

h x
Uz(bQ)Rj

"2 (A.4)

(hRDMg)2CL1PtL1 hUl(bf)Rj

By dividing each term by (u?G?0%0%) and performing some mathematical manip-

ulations, (A.4) can be rewritten in a compact form as

(2
YDVR @
V2 = D B2 ; (A.5)
YDVR @1+ YD + A

1

where A = HQQ;%Q, G? = with o, being the power noise of U, signal
R

oty ok
(variance), yp = hapl® ig the instantaneous SNR for the received signal at the
D
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destination and ’yg) the instantaneous SINRs for the composite received signal at

)

the relay denoted by 71(,%1) and 71(%2 are expressed respectively as

@ _ _Xwr

R 1+ XUlR’

1) Xuir
7R )

where Xy, g and Xy, are the instantaneous SNRs for each user given by

a1L1Pt|hU(b{>R|2
1

XUlR = 2 )

ORr

a2L2Pt|hU(b;)R|2
2

Xuyr = 5

ORr

(A.6)

(A7)



Appendix B

The CDF of the Equivalent SNR associated with
Ui

To obtain the equivalent end-to-end SNR in (3.10), we first substitute (3.21) and
(3.17) in (3.23).

52 Ny, N n(Ngr—1)
U;
P S (Al [CLD S

: n
a5
o0 AT —nA A dafB) 1 1
></ [x(VD—i‘ )1 e:cp{ nARZ(Yp + )] Gigﬂr? (af) B 2"’ dyp,
0 a17Yp YD1 [ Efap
(B.1)
z(yp+A) b

R ] as a series using the binomial expan-

Next, by rewriting the expression [

o 1 . :
sion, and making use of the transformation e™> = Gé:? (g ), the integral in

(B.1) can be expressed as

52 Nu; NU n(Nr—1)
F7éé)(x)zmz< 1) Z Cknz)\R< >

n=0 n
+1
dyp,
203 > D

(B.2)

1\ o f (dap) s
B )Giz)ﬁr?( T /D
i

—nAR > 1 a
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X xe @ / g+1G ol oA P

0 Yp NTAR

Finally, we solve the integral in (B.2) using [130].
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Appendix C

The Equivalent SINR at the Destination-Variable
Gain Relaying Scheme

To derive the SINR of the v, related to U, while considering variable gain at the

relay node, we firstly divide (A.3) by 0%0% and perform some algebraic manipu-

lations as
DYRA
y = YDYRG2 : ’ (C.1)
YpYRG1 + YD + 12G202 52,
R” D
Then, we substitute the value of the variable gain factor as G* = ———— [141].
hooo , | T9%
2 J
Thus, the SINR can be expressed as:
CLQVD%(;?)
2= M, M ’ (©2)
@mYpYr +Yr + D +1
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Appendix D

The ASC with Variable Gain at the Relay

After substituting (4.21) and (4.24) into (4.33), the average secrecy capacity (ASC)

associated to U; can be derived as
TL)\R k
1) — § -
ASC ( o )

X /
0

1 exp g\ U exp _nAg o [q 7’1,01]
1+~ a Y 1+~ a1 r+1,3r+1 | 9017050
Ng—1 . . .
NE -1 (CLANIAE)](—I)] ’)/]H_] n/\R
+ ; < > - 1+’ye:vp — a_+aAN1)\E y

J J! 1

Wryhti n .,
— 11 —eap {— (a—R - aAN1AE> 7} G arir | a1 )] dy. (D.1)

1

To solve the integral in (D.1), we make use of ﬁ—ax = G’H (z[2) , exp(—bzr) =
Gl (ba]y), [128, eqn. (7.813)], [128, eqn. (3.326.2)] and [140, eqn. (2.3.6.9)], and
after some mathematical manipulations, we can obtain the closed-form expression

of the exact ASC associated with Uj.
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