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ABSTRACT  

Based on the South African banking cyber threat landscape, cybercriminals have 

exploited the Covid-19 pandemic to carry out malicious activities and fulfil their 

nefarious intentions. Contrary to popular belief, cyber criminals primarily target humans 

because humans are the weakest targets and the first barrier to breakthrough to extract 

confidential data or bypass systems. Consequently, human error emerges as the 

primary cause of cyber-attacks, underscoring the critical role of cyber security training 

in mitigating such risks. Therefore, cyber security training becomes the foremost line 

of defence in safeguarding employees and organisations against the loss of personal 

information, financial loss, and reputational damage.  

For cyber security training to be effective, employee engagement with the training 

content is of utmost importance. Equipping employees with recommended cyber 

security tools to protect themselves and their organisations assumes a crucial role 

within the training framework. In the South African banking industry, organisations 

must prioritise creating cyber security awareness by identifying the most interactive 

training methodology to enhance employee engagement. 

This study focuses on investigating the level of training engagement among South 

African bank employees concerning critical cyber threats, considering both traditional 

and modern cyber security training programmes. Additionally, the research explores 

modern cyber security training tools and techniques, with a specific emphasis on 

gamification, to empower employees. Adopting a quantitative research methodology, 

the study employs a questionnaire to analyse employee training engagement in critical 

cyber threat scenario games, encompassing threats such as phishing and malware. 

The findings of this research highlight that modern training methods, compared to 

traditional methodologies, incorporate positive reinforcement techniques that 

significantly improve cyber security training engagement across the South African 

banking industry. 
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CHAPTER 1. INTRODUCTION 

1.1 Statement of purpose  

The aim of the study is to examine the traditional cyber security awareness and training 

programmes in the South African banking industry using modern methodologies 

(specifically gamification) in order to assess employee training engagement. The 

literature related to user awareness, user engagement, user behaviour, cyber security 

culture, cyber threats, and training engagement methods is considered in this study. 

Consequently, when comparing literature on the traditional training methods, the 

modern or gamified methods are analysed to gain an understanding of the 

improvements in employee training engagement. The focus is also on literature and 

theories that guide the research objectives and identify critical models for enhancing 

cyber security training engagement. 

1.2 Background of the study 

The human element is acknowledged to be the weakest link and the easiest target 

within the organisation, forming the foundation for attack vectors. Consequently, cyber 

security training is employed as a preventative measure to create awareness and 

strengthen the weakest element in the chain. 

There are regular patterns of new and advanced technological changes in the banking 

industry, which give rise to the need for human behavioural changes in order to combat 

the introduced cyber challenges (Holdsworth & Apeh, 2017, p. 113); Mai & Tick, 2021, 

p. 84). These cyber challenges are addressed through the implementation of cyber 

security training programmes (herein referred to as training programmes) for bank 

employees. 

Training programmes are implemented within banks to augment employees’ cyber 

security knowledge and safeguard both them and the organisation from potential cyber 

threats (Hu, Hsu & Zhou, 2021, p. 1). The training programmes are tailored to address 

current cyber security issues in the economy, and to promote awareness among bank 

employees (Hu et al., 2021, p. 4). The training programmes are proven to be a 
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fundamental and central strategy employed to govern the security posture of the 

organisations (Hu et al., 2021, p. 6). As per the National Institute of Standards and 

Technology (NIST), organisations that do not integrate training programmes would 

face a higher likelihood of experiencing more cyber-attacks through the human 

element (Wilson & Hash, 2003). Several academic literature sources indicate that 

employees often succumb to cyber-attacks due to their lack of security knowledge (Hu 

et al., 2021, p. 4). Therefore, establishing and integrating a robust training programme 

should enhance employees’ comprehension of current cyber security issues, tools, and 

other preventive measures against cyber security incidents within the organisation (Hu 

et al., 2021, p. 3). 

While training programmes bolster the security posture, including security governance, 

within the organisation, the economics of cyber security play a vital role in determining 

the required methods to enhance employee training engagement and minimise cyber 

security damage (Wirth, 2017). These methods may encompass scenario-based 

engagement on prevailing cyber security issues in the banking industry, where 

employees are trained to serve as the first line of defence. Conversely, multiple training 

methods that may leverage key capabilities to attract and engage with employees; 

however, there is limited investment in this initiative. The economics of cyber security 

revolves around the decision of whether to invest in targeting the human element 

through effective training engagement, or investing in technological capabilities to 

prevent cyber threats (Wirth, 2017).  

An alignment exists between the economics of cyber security and a focus on 

investment in technological capabilities. The continuous increase in security and 

technological complexities needs to be emphasised (Wirth, 2017). Consequently, 

additional investment in technical capabilities could address short-term challenges. 

Therefore, the investment in modernising traditional methods of cyber security training 

for employees may offer long-term preventive solutions through the human element for 

organisations. Moreover, the transformation of traditional methods can bring forth new 

tools and technologies to enhance the synergy between technology and humans, 

facilitating effective decision-making (Wirth, 2017). For instance, this can involve 

improving an organisation’s incident response processes or procedures. 
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As mentioned, it is essential to consider the role of technology and its impact on 

instructional methods, when evaluating different methods to cyber security training. It 

is important to understand the conceptual levels of traditional and modern cyber 

security training methods and determine where gamification fits into this framework. 

To set the context, traditional training methods typically encompasses conventional 

instructional methods that have been used for years, which include communicating 

with employees through general modes such as pamphlets, posters, newsletters, 

articles on the intranet, in-person and online training talks, discussion forums, blogs, 

videos, centralised training modules, lectures, textbooks, and slide-based 

presentations (Sharif & Ameen, 2020, p. 152; Haney, & Lutters, 2020, p. 3; Angafor, 

Yevseyeva, & He, 2020, p. 2). These methods often rely on a linear approach, with 

instructors delivering information to learners in a one-way manner. 

On the other hand, modern cyber security training leverages technology and innovative 

approaches to enhance the learning experience. This can involve interactive and 

immersive techniques that actively engage learners and simulate real-world scenarios. 

Additionally, modern training methods often utilise a variety of tools, such as virtual 

reality (VR), augmented reality (AR), simulations, and gamification (Wang et al., 2018). 

These modern method alternatives will be further discussed in this research paper. 

Gamification introduces interactive elements to engage learners and motivate their 

active participation. It incorporates game mechanics, such as challenges, rewards, 

leader boards, and progress tracking, to make the learning experience more interactive 

and enjoyable. By leveraging gamification, employees are inspired, motivated, and 

encouraged to actively participate in cyber security training (Robson, Plangger, 

Kietzmann, McCarthy & Pitt, 2015; Sharif & Ameen, 2020, p. 154). Positive 

reinforcement techniques, such as badges, a point system, leader boards, avatars, 

target goals, and rewards, are employed to enhance training engagement (Sharif & 

Ameen, 2020, p. 154).  

Hence, adoption of gamification in cyber security training offers several advantages 

over traditional methods. Firstly, it captures employees’ attention and fosters a sense 

of enjoyment, transforming training from a perceived task to an engaging experience 

(Sharif & Ameen, 2020, p. 153). This increases the likelihood of employees willingly 
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participating in the training and retaining the knowledge imparted. Secondly, 

gamification allows for personalised learning experiences by tailoring the training 

content to employee roles and responsibilities (Sharif & Ameen, 2020, p. 154). This 

ensures that employees receive training relevant to their specific cyber security needs, 

enhancing their understanding and application of best practices. 

Furthermore, modern methods of cyber security training leverage technology and 

applications to deliver gamified content (Robson et al., 2015). This enables 

organisations to reach a wider audience and provide training that is accessible anytime 

and anywhere. The use of digital platforms also facilitates the tracking of training 

progress, allowing organisations to assess employee engagement, comprehension, 

and compliance. Therefore, transforming traditional cyber security training into a game-

like format, gamification aims to increase learner engagement, retention, and 

application of knowledge. 

Considering the conceptual levels of traditional and modern cyber security training 

methods addressed, it is evident that gamification falls under the modern training 

methods. While traditional training methods, including PowerPoint presentations, can 

incorporate multimedia elements, they do not inherently include the interactive and 

game-like aspects that define gamified training (Haney, & Lutters, 2020, p. 3). 

Therefore, gamification should be considered as a distinct approach within the broader 

modern cyber security training landscape. 

Hence, the context provides clear notable distinctions in terms of strategy, 

engagement, and effectiveness when comparing traditional and modern 

methodologies to cyber security training. These methods aim to disseminate 

information and raise awareness about cyber security practices. However, some 

methods often lack personalisation and fail to target specific employee roles and 

responsibilities within the organisation (Sharif & Ameen, 2020, p. 155). 

For future studies, the application of gamification can be considered, utilising different 

human behaviour or psychology frameworks to categorise and assign employees to 

risk groups (Alshaikh, Naseer, Ahmad, & Maynard, 2019). These risk groups should 

be the target of cyber security training that specifically addresses their deficiencies in 

knowledge and application of particular cyber security topics. For instance, a scale for 
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risk groups can be incorporated into the capability of a rewards mechanism within the 

Learning Management System (LMS), thereby enhancing training engagement. In 

addition to risk groups, studying the effects of age classification on responses to 

gamification is an intriguing future research area that can shed light on the preferences 

and effectiveness of gamified experiences across different age groups. Understanding 

how age influences employees’ responses to gamification can help design more 

engaging and effective experiences tailored to specific age groups. 

1.3 Research problem 

The threat landscape is comprised of numerous cyber threats that impact 

organisations in the South African banking industry. These cyber threats are 

continuously advancing and emerging. According to Mcanyana, Brindley & Seedat 

(2020, p. 7), an overview of the cyber threat landscape in South Africa reveals that 

organisations are more likely to face significant cyber-attacks due to the insufficient 

investment in cyber security prevention mechanisms. For example, South Africa lacks 

stringent cybercrime regulations and legislation pertaining to cybercrime (Mcanyana, 

Brindley & Seedat, 2020, p. 7), and most notably, there is a lack of adequate cyber 

security awareness or knowledge among employees (Mcanyana, Brindley & Seedat, 

2020, p. 7).  

There is a growing recognition of the human element as the primary target for cyber-

attacks, highlighting the need to address this aspect rather than solely focusing on 

technology and infrastructure. Although technological infrastructure and capabilities 

are in place to address and remediate cyber threats, “hacking the human” is the easiest 

target for cybercriminals. Cybercriminals often exploit the vulnerabilities of employees 

through social engineering and manipulation techniques. To combat this issue, many 

banks in South Africa are taking proactive measures by implementing cyber security 

training programmes. In the past, traditional training methods have been employed to 

educate employees about cyber security best practices (Angafor, Yevseyeva, & He, 

2020, p. 2). However, with the evolving threat landscape and the need for engaging 

and effective training methodologies, some banks are embracing modern 

methodologies, including gamification.  
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Although gamified training in cyber security is relatively new, limited literature exists on 

the methodologies and effectiveness of these approaches (Angafor, Yevseyeva, & He, 

2020, p. 3). This research gap underscores the need for further exploration and 

investigation into the gamification of cyber security training. By conducting rigorous 

studies and sharing findings, organisations can gain valuable insights into the efficacy 

of gamification and refine their training strategies accordingly. 

Hence, considering the focus of the economics of cyber security within organisations 

in the South African banking industry, an examination is conducted on gamification 

methodologies to determine the most suitable method for enhancing engagement in 

cyber security training. Numerous studies demonstrate that gamified training methods 

are more effective in terms of training engagement (Sharif & Ameen, 2020, p. 152). 

However, there is limited literature available on the gamification methodologies that 

can be applied to specific cyber threats in order to improve the engagement in cyber 

security training within the South African banking industry.  

Therefore, this research investigates gamification methodologies that can be applied 

to two prevailing major cyber threats: phishing and malware. Phishing and malware 

have been selected to cover different methods of attack delivery. For example, 

phishing attacks are carried out through phone calls, emails, or messaging, while 

malware attack manifest as viruses that can lead to ransomware attacks. Furthermore, 

these two cyber threats are chosen to ensure consistency in knowledge and 

experience from a training content standpoint. 

1.4 Research objectives 

The aim of this research is to investigate the gamification methodologies utilised in 

cyber security training to improve the rate of engagement within the South African 

banking industry. The study encompasses interconnected themes of cyber threats, 

threat landscape, training, awareness, and gamification methodologies. As mentioned 

previously, a comprehensive discussion is formulated to present findings and 

implications based on these cyber security themes. The following research objectives 

lay the groundwork for a thorough analysis of literature and investigation in this 

research: 
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1.4.1 Research objective 1 

To analyse the cyber threat landscape of the South African banking industry, 

identifying two major cyber threats. 

The first research objective focuses on the review of literature that establishes a 

contextual foundation for comprehending the existing cyber security threat landscape. 

The cyber security threat landscape indicates and illustrates the prevailing cyber 

security issues and challenges encountered within the South African economy. While 

the cyber threat landscape encompasses numerous threats, this research selects two 

major cyber threats, phishing and malware, for examination and testing within a cyber 

security training programme.  

Phishing and malware are chosen to cover distinct methods of attack delivery. For 

example, phishing attacks are carried out through phone calls, emails, or messaging. 

Conversely, malware attacks manifest in a form of viruses that can initiate ransomware 

attacks. Additionally, the selection of these two cyber threats ensures consistency in 

knowledge and experience from a training content perspective. 

1.4.2 Research objective 2 

To design a traditional cyber security training programme for two major South 

African banking industry cyber threats. 

The second research objective involves mapping the two chosen major cyber threats 

from the cyber threat landscape into the design of a traditional cyber security training 

programme. The components and approach of the programme in addressing the cyber 

threat content were formulated. 

1.4.3 Research objective 3 

To gamify the traditional cyber security training programme for two major South 

African banking industry cyber threats. 

The third research objective involves synthesising the design of a traditional cyber 

security training programme with gamification methodologies. It is crucial to 
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understand the gamification ecosystem, examine gamification features, and apply 

gamification methodologies to the two selected major cyber threats in this research. 

Building upon the first research objective, this study will explore and apply gamification 

methodologies to the two chosen major cyber threats, phishing and malware. For 

future research, additional cyber threats may be incorporated into the gamification 

methodologies used for cyber security training. 

1.4.4 Research objective 4 

To compare employees’ experience with the traditional and gamified cyber 

security training programmes quantitatively. 

The fourth research objective involves evaluating both the traditional and gamified 

training programmes by comparing the experiences of employees. This research 

objective aims to highlight the advantages of adopting a gamified approach to cyber 

security training. It also seeks to provide bank management with insights into the use 

of gamification methodologies for phishing and malware, and to gather feedback from 

employees that can be incorporated into current cyber security training programmes. 

The null hypothesis of this research assumes that traditional cyber security training 

enhances employees’ knowledge, awareness, and engagement in the banking 

industry. The research objectives for this study test the null hypothesis against the 

alternative hypothesis, which state that “gamification methodologies embedded into 

training programmes improve employee engagement.” 

1.5 Rationale  

This research contributes to the existing literature on cyber security training by 

implementing and utilising gamification methodologies. South African banks, for 

example, can explore new methods to foster a cyber security training culture within 

their environments. Establishing a robust cyber security training programme with 

positive reinforcement mechanisms can help organisations in reducing potential cyber 

threats. Additionally, the research findings may reveal gamification application 

strategies that South African banks can easily incorporate into their environments. 

Gamification proves to be an effective alternative to traditional methodologies for cyber 
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security training (Abawajy, 2014, p. 242). By utilising gamification methodologies, 

employee experience and engagement with the training content can be enhanced, 

avoiding a mere “compliance tick-box exercise” (Abawajy, 2014, p. 242; Angafor, 

Yevseyeva, & He, 2020, p. 2). The interactive nature of gamification is a key advantage 

when compared to traditional methods. Furthermore, the voluntary aspect of engaging 

with game-based scenarios can stimulate employees’ curiosity and attention, resulting 

in improved training engagement. In contrast, content-driven methods alone 

(traditional methods) may leave gaps where employees can become unfocused on the 

learning (Abawajy, 2014, p. 242; Bada, Sasse, & Nurse, 2019, p. 2). 

According to ENISA (2022) and Tanner & Preiksaitis (2023, p. 6), opportunities for 

cybercrime have reached their peak during the Covid-19 pandemic. Cybercriminals 

employ various methods to exploit humans’ vulnerabilities, such as Covid-19 

vaccination-related scams, phishing emails containing false information about new 

Covid-19 variants, and malware attacks tailored to the remote working situation. 

Additionally, the proliferation of misinformation and knowledge transfer has 

underscored the importance of cyber security training. Employees in the South African 

banking industry must be aware of current cyber threats in order to prevent falling 

victim to them and causing severe consequences for the organisation. 

There is limited academic literature that specifically focuses on gamification 

frameworks (Qusa & Tarazi, 2021, p. 678), cyber security training methodologies to 

enhance awareness (Sharif & Ameen, 2020, p. 152), and the application of 

gamification to cyber security training (Rieff, 2018). However, this research aims to 

integrate literature on training programmes applied to gamification methodologies in 

order to improve engagement and awareness. 

1.6 Delimitations of the study 

During the analysis process, limitations are encountered in this research. Firstly, the 

data collection process was restricted to employees employed in any bank in South 

Africa. The training engagement was tested and evaluated in the results, rather than 

the knowledge of the topics. 
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Additionally, in this research, the banks and the respondents are anonymised. 

Consequently, the respondents are required to provide the generic department in 

which they work. This information will aid in the classification of respondents into 

different groups and can be utilised for future studies. Lastly, the Likert scale will be 

employed in the questionnaire to gather insights on comparisons of traditional or 

modern cyber security training methodologies for the purpose of improving training 

engagements. 

These limitations are duly considered and should be considered when interpreting the 

findings of this research. Future studies can build upon these limitations and address 

them to further enhance the understanding of cyber security training in the banking 

industry. 

1.7 Definition of terms 

The following terms are defined in this research for the purpose of understanding and 

clarification: 

Cyber threats: A cyber threat is an unauthorised intrusion into an organisation with 

the intention of maliciously impacting technology, people, and organisation itself (NIST, 

2022). According to NIST (2022), a cyber threat is an event that could occur through a 

system or human element, which affects the modification of data, denial-of-service, 

unauthorised access, and disclosure and destruction of assets and information. 

Cybercriminals: Cybercriminals are individuals who engage in illegal activities using 

people and technology as their tools (Sammons & Cross, 2017). 

Cryptojacking: Cryptojacking is a cyber threat involves authorising devices for 

cryptocurrency mining (Carlin et al., 2019, p. 3; Kaspersky, 2022d). 

Disinformation: Disinformation refers to the fabrication of content or information that 

is disseminated over digital platforms and through word-of-mouth (Shu et al., 2020). 

An example of disinformation is fake news shared on social media. 

Gamification: According to Robson et al. (2015), gamification transforms information 

or context into a game design application. Gamification inspires, motivates, and 
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encourages employees to engage with the training content (Robson et al., 2015; Sharif 

& Ameen, 2020, p. 151). 

Malware: Malware is an unauthorised program that is loaded onto a person’s device 

to compromise and carry out harmful actions that target the confidentiality, integrity, 

and availability of their information, applications, and operating system (NIST, 2022). 

Phishing: Phishing is a social engineering technique used by cybercriminals to trick 

employees into providing sensitive information through a link in a fake email or website 

(NIST, 2022). According to NIST (2022), cybercriminals attempt to obtain sensitive 

data such as bank account information, passwords, identity numbers, and credentials.  

Social engineering: Social engineering is a cyber threat and can be used as a 

technique to execute a phishing attack. Cybercriminals employ this technique to trick 

individuals into divulging information that can be used to compromise a network or 

system (NIST, 2022). According to NIST (2022), information such as passwords or 

credentials can us used to compromise a network or system. 

Threat landscape: The threat landscape encompasses the entire range of cyber 

threats that have the potential to harm or cause damage to organisations and 

employees (Babate et al., 2015, p. 114; Kaspersky, 2022a). According to Babate et al. 

(2015, p. 114) and Kaspersky (2022d), cyber threats include a group of dangerous 

techniques such as phishing and malware. 

1.8 Assumptions 

In the research design process, certain assumptions are considered, including the 

respondents’ solid understanding of phishing and malware concepts. Furthermore, it 

is assumed that the feedback provided by the respondents is reliable. Lastly, it can be 

assumed that if majority of respondents from the same department achieve similar 

quantitative results, this will serve as justification for the effectiveness of the 

gamification methodologies in improving training engagement. 
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1.9 Summary 

This chapter serves as an introduction to the research components that will be 

discussed in the upcoming chapters. The salient points summarised in this chapter are 

as follows: 

• This research focuses on the application of gamification methodologies to two 

major cyber threats, namely phishing and malware within the South African 

banking industry. 

• The research objectives include analysing the cyber threat landscape of the 

South African banking industry, designing traditional and gamified cyber 

security training programme for the identified threats, and quantitatively 

comparing the experiences of employees with both training programmes 

• Quantitative data is collected through a questionnaire that includes both 

traditional and gamified training elements to assess the training engagement of 

bank employees. 

The literature review will provide the necessary context to understand the 

implementation and findings of gamification methodologies in relation to training 

engagement.  
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CHAPTER 2. LITERATURE REVIEW AND THEORETICAL 

FRAMEWORK 

2.1 Introduction 

This research chapter aims to extend and build upon the existing literature on cyber 

security training and awareness. According to Petrenko (2019), human error is 

responsible for ninety percent (90%) of cyber-attacks. Therefore, it is crucial to 

understand the current cyber security threats and trends that organisations can utilise 

to proactively assess risks and develop mitigation strategies (Wilding, 2016). 

Additionally, the training engagement has become even more critical due to the 

opportunities that the Covid-19 pandemic has presented for cybercriminals to exploit 

employees.  

The research objectives and hypothesis are thoroughly analysed, incorporating the 

design and implementation methodologies derived from relevant literature. The 

hypothesis is examined in relation to the applicable research objectives: “Gamification 

methodologies embedded into cyber security training programmes improve employee 

engagement.” 

2.2 Cyber security training 

In this research context, cyber security training can be defined as the provision of 

security best practices knowledge and training to employees in the South African 

banking industry (Abawajy, 2014, p. 237). Furthermore, the levels of knowledge that 

employees possess regarding cyber security best practices are considered. For 

example, Abawajy (2014, p. 239) states that cyber security training significantly 

reduces cyber damage and costs following a cyber-attack.  

A robust cyber security training programme is developed with the aim of enhancing 

employees’ ability to recognise and report malicious or suspicious activities, thereby 

safeguarding the organisation from cyber threats and attacks (Abawajy, 2014, p. 237). 

The training programmes are implemented on an ongoing basis to ensure that all 

employees remain informed about current cyber threats and trends, along with the 
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relevant mitigation measures to defend and protect themselves and the organisation 

(Abawajy, 2014, p. 237). 

It is crucial to highlight that, just like organisations invest in cyber security technology, 

the human component in driving training serves as the first line of defence (Abawajy, 

2014, p. 237). 

According to Al-Daeef, Basir, & Saudi (2017), numerous studies have tested the 

efficiency and effectiveness of cyber security training. Additionally, well-designed 

methodologies can enhance engagement in cyber security training (Al-Daeef et al., 

2017). 

2.3 To analyse the cyber threat landscape of the South African 

banking industry, identifying two major cyber threats 

This section aims to conduct an analysis of the current cyber threats in South Africa 

within the broader cyber threat landscape and identify two major cyber threats that 

significantly impact the banking industry. Phishing and malware have been specifically 

selected to encompass distinct attack delivery methods. For example, phishing attacks 

are executed through various channels such as phone calls, emails, or messaging 

platforms. On the other hand, malware attacks involve the deployment of malicious 

software, such as viruses, which can lead to ransomware attacks. Additionally, the 

choice of these two cyber threats serves to ensure the consistency in knowledge and 

experience within the training content perspective.  

2.3.1 Cyber threat 

An unauthorised intrusion into an organisation with the intent of maliciously impacting 

any technology, people, and organisation is referred to as a cyber threat (NIST, 2022). 

According to NIST (2022), a cyber threat is an event that could occur through a system 

or human element, resulting in the modification of data, denial-of-service, unauthorised 

access, as well as the disclosure and destruction of assets and information. 
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Current prime cyber threats, as stated by ENISA (2022), include ransomware, 

malware, phishing, disinformation, non-malicious threats caused by human error, 

crypto jacking, and data breaches. 

2.3.2 Cyber attack 

A malicious attack conducted through cyberspace that targets people and an 

organisation by damaging and disrupting the environment, including the confidentiality, 

integrity, and availability of data and assets, is referred to as a cyber-attack (NIST, 

2022). 

According to Mcanyana et al. (2020), recent central banking South African cyber-

attacks are related to banking malware, cryptocurrency mobile device crimes, credit 

card fraud (through phishing), and banking application fraud (through phishing). 

2.3.3 Cyber security threat landscape 

An overview of the most recent cyber threats based on public data and cyber threat 

intelligence resources is depicted by the cyber security threat landscape (Pieterse, 

2021). Additionally, according to Pieterse (2021), emerging threat trends are also 

included in the cyber threat landscape. The threat trends are related to current threats 

that are trending in the economy, such as remote working security risks, ransomware 

attacks due to more ingenious social engineering techniques, cloud security threats 

due to more employees and organisations migrating to the cloud, and device security 

threats (Babate et al., 2015, p. 114; Kaspersky, 2022b). 

In the South African banking industry, organisations invest in the cyber threat 

landscape to discover critical cyber threats that emerge through the evolution and 

adaptation of new economic technologies (Petrenko, 2019). The cyber threat 

landscape is used by organisations to accelerate various scenario mitigation plans and 

formulate strategic decision-making regarding the organisation’s security as cyber-

attacks advance. 
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2.3.4 Phishing 

Social engineering techniques are used by cybercriminals to carry out phishing, 

wherein someone is tricked into obtaining sensitive information through a link in a fake 

email or website (NIST, 2022). It is stated by NIST (2022) that sensitive data such as 

bank account information, passwords, identity numbers, and credentials are targeted 

by cybercriminals. The following table illustrates the critical types of phishing attacks: 

Phishing attack Description 

Email phishing Cybercriminals use an attack to trick someone into obtaining 

sensitive information through a link in a fake email (NIST, 2022). 

Vishing Vishing is when a person is scammed into giving personal 

information through misdirected, automated or impersonated 

phone calls (Fakieh, & Akremi, 2022, p. 1; Jones et al., 2021, p. 

2; Kaspersky, 2022b). 

Smishing Smishing involves automated or impersonated text messages 

that scam employees into giving personal information using a 

provided contact number or a fake link (Jain et al., 2022, p. 2; 

Kaspersky, 2022b; Rahman et al., 2023, p. 1). 

Spear phishing Cybercriminals track a specific employee or organisation to 

obtain sensitive information through a link in a fake customised 

email (NIST, 2022). 

Whaling Whaling targets executives, senior personnel, or key employees 

in organisations to obtain sensitive information through a link in 

a fake customised email (NIST, 2022). 

Table 1: Key phishing attacks 
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2.3.5 Malware 

A form of an unauthorised program known as malware is loaded onto a person’s device 

with the aim of compromising and undertaking harmful actions towards the 

confidentiality, integrity, and availability of the person’s information, applications, and 

operating system (NIST, 2022). According to NIST (2022), the following table includes 

some examples and attributes of malware: 

 

2.4 To design a traditional cyber security training programme for 

two major South African banking industry cyber threats 

According to Abawajy (2014, p. 240), various cyber security training delivery 

methodologies exist. However, with an emphasis on traditional methodologies, the 

design of the cyber security training programme on phishing and malware in the 

context of a bank in South Africa is covered in this section. 

Malware Attribute 

Spyware Software that violates a person’s privacy and us secretly installed. 

Viruses A malicious software, reliant on activation that spreads as it 

attaches to files to infect a device. 

Worms Like a virus but is independently run and self-replicates to infect 

a device. 

Trojan horses Embedded into valuable programs, processing a hidden 

malicious capability to destroy, alter, and collect confidential 

information. 

Adware Advertisements or pop-ups generated online that, when clicked 

on, can download malicious software. 

Table 2: Examples of malware and related attributes (NIST, 2022) 
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2.4.1 Traditional training methodologies 

The traditional training programmes follow conventional methodologies, which can be 

presented in either electronic or paper formats (Abawajy, 2014, p. 240; Aldawood & 

Skinner, 2019, p. 7). In the paper format, the training material is disseminated to 

employees through pamphlets, posters, and newsletters (Abawajy, 2014; Aldawood & 

Skinner, 2019, p. 7; Angafor, Yevseyeva, & He, 2020, p. 2). These materials typically 

contain general cyber security best practices and are not tailored to specific employee 

groups within the organisation (Abawajy, 2014; Angafor, Yevseyeva, & He, 2020, p. 

3). They often serve as basic reminders of cyber security tips and address topical 

issues relevant to that particular period (Abawajy, 2014, p. 242). 

Alternatively, these training materials can also be translated into an electronic format 

(Abawajy, 2014, p. 242). Once in electronic form, the content can be made available 

on various channels, including the organisation’s intranet, websites, and internal 

communication applications. 

However, one limitation of these traditional delivery methods is that they do not provide 

statistical information regarding the number of employees who have read, understood, 

and implemented the training (Aldawood & Skinner, 2019, p. 7). In other words, it is 

difficult to gauge the effectiveness of the training or assess employee compliance. 

Overall, traditional training programmes encompass methodologies that involve the 

use of either paper-based or electronic materials to educate employees on generic 

cyber security best practices. These materials are often distributed through pamphlets, 

posters, newsletters, or electronic channels such as intranets and websites (Abawajy, 

2014, p. 240; Aldawood & Skinner, 2019, p. 7; Angafor, Yevseyeva, & He, 2020, p. 2). 

However, these methods lack the ability to track and measure employee engagement, 

understanding, and application of the training content. 

2.4.2 Traditional phishing and malware cyber security training programme 

When designing a traditional cyber security training programme for phishing, there are 

essential components that employees need to be educated on, such as tools for 

identifying and reporting the phishing email or malware incidents (Miranda, 2018, p. 7). 
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These key components are embedded into the cyber security training programme, 

which is rolled out to all employees on an ongoing basis.  

The curating of phishing and malware content based on relevant resources or current 

banking scenarios is the first activity in the cyber security training programme. 

Following this, reviews, amendments, and approvals take place. The second activity 

involves the evaluation of a delivery method to be used for presenting the developed 

training content to employees. Lastly, the training is distributed to employees using 

traditional methodologies (Miranda, 2018, p. 7). 

The concerns surrounding traditional methodology training content being perceived as 

mundane due to the low attention span of employees during training have been 

highlighted by Aldawood & Skinner (2019, p. 7), taking into consideration the above-

mentioned activities. 

2.5 To gamify the traditional cyber security training programme 

for two major South African banking industry cyber threats 

According to Holdsworth & Apeh (2017, p. 113), the attention and engagement of 

employees can be enhanced through gamified cyber security training. When compared 

to the traditional cyber security training programme, minimal statistical information on 

the training’s success is provided by the traditional delivery methods (Holdsworth & 

Apeh, 2017, p. 113). While this may suffice for some organisations, the cyber threat 

landscape reveals numerous targeted cyber-attacks on organisations in the banking 

industry. Therefore, cyber security training plays a crucial role in creating awareness 

among banking employees. 

As a result, the role of gamification becomes essential in attracting employees to cyber 

security training. This research section will specifically focus on the gamification of a 

traditional cyber security training programme for phishing and malware.  

2.5.1 Gamification 

In the context of this research, gamification refers to applying or embedding gaming 

mechanisms into training to empower employees with the security tools and knowledge 
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and ultimately improving training engagement (Holdsworth & Apeh, 2017, p. 113; 

Scholefield & Shepherd, 2019, p. 4; Silic & Lowry, 2020, p. 131). Gamification aims to 

capture employees’ attention with design techniques that are not mundane 

(Holdsworth & Apeh, 2017, p. 113). The gamification process simulates goal 

achievement through engaging and motivational means (Hanus, & Wu, 2016; 

Holdsworth & Apeh, 2017, p. 113; Scholefield & Shepherd, 2019, p. 5). 

In addition to gamification, several alternative methods can be utilised for cyber 

security training, offering a range of approaches to engage employees and enhance 

their understanding of cyber security best practices (Holdsworth & Apeh, 2017, p. 113; 

Scholefield & Shepherd, 2019, p. 5). The following alternative methods warrant 

consideration: 

• Microlearning modules: The delivery of training content in bite-sized modules 

characterises microlearning. These modules focus on specific topics or 

concepts, facilitating employees’ absorption and retention of information. 

Microlearning can employ various formats such as short videos, quizzes, 

infographics, or interactive content, enabling employees to easily consume the 

material (Thomas, Baral, & Crocco, 2022, p. 19; Orwoll et al., 2018, p. 7). 

• Serious games: Purposefully designed for training purposes, serious games 

combine educational content with engaging gameplay. These games simulate 

cyber security scenarios, challenges, and decision-making processes, allowing 

employees to learn and practice their skills within a gamified environment. By 

providing a realistic and interactive experience, serious games foster active 

learning and skill development (Alqahtani, & Kavakli-Thorne, 2020, p. 4; 

Caserman et al., 2020, p. 3-9; Švábenský et al., 2018, p. 5; Wu et al., 2021, p. 

3). 

• Virtual Reality (VR) and Augmented Reality (AR): VR and AR technologies offer 

immersive experiences where employees can interact with virtual environments 

relevant to cyber security. These technologies provide realistic simulations, 

hands-on training opportunities, and a controlled setting for practicing skills. By 

immersing employees in simulated scenarios, VR and AR enhance their 

understanding and preparedness for real-world cyber security incidents 

(Alqahtani, & Kavakli-Thorne, 2020, p. 4; Wang et al., 2018). 
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• Phishing simulations: Phishing simulations involve the distribution of mock 

phishing emails to employees, assessing their ability to detect and respond to 

phishing attacks. Such simulations raise awareness about the risks associated 

with phishing and educate employees on how to identify and report suspicious 

emails (Al-Daeef et al., 2017; Miranda, 2018, p. 10). 

When selecting cyber security training methods, businesses should carefully consider 

their specific training goals, available resources, and the characteristics of their 

employee population. Evaluating the effectiveness of these alternative methods 

through assessments, feedback, and metrics can contribute to refining cyber security 

training strategies and improving overall training outcomes. By adopting a tailored 

approach to cyber security training, organisations can maximise employee 

engagement, knowledge retention, and the practical application of cyber security best 

practices. 

2.5.2 Gamification methodologies 

Gamification methodologies have gained significant attention and recognition in the 

context of cyber security training. By infusing game-like elements into the training 

process, these methodologies aim to enhance engagement, motivation, and 

knowledge retention among employees. This discussion will delve into the benefits and 

considerations associated with gamification methodologies in cyber security training. 

One key advantage of gamification methodologies is their ability to make training more 

enjoyable and interactive. By incorporating challenges, rewards, leader boards, and 

progress tracking, employees are encouraged to actively participate in the learning 

process (Abawajy, 2014, p. 242; Scholefield & Shepherd, 2019, p. 4). This active 

engagement can foster a sense of excitement and curiosity, transforming training from 

a mundane task into an engaging experience. Consequently, employees are more 

likely to willingly participate and retain the knowledge imparted during the training. 

Furthermore, gamification methodologies offer personalised learning experiences 

tailored to employee roles and responsibilities (Abawajy, 2014, p. 242; Scholefield & 

Shepherd, 2019, p. 4). This customisation ensures that employees receive training 

relevant to their specific cyber security needs, improving their understanding and 
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application of best practices. By addressing employee skill gaps and focusing on 

targeted learning objectives, gamification methodologies can have a direct impact on 

improving an organisation’s security posture. 

Gamification methodologies also have the potential to reinforce positive behaviours 

and encourage continuous learning (Wu et al., 2021, p. 13). Through the use of 

badges, points systems, leader boards, and rewards, employees are motivated to 

actively engage with the training content and strive for improvement (Abawajy, 2014, 

p. 242). This intrinsic motivation fosters a culture of ongoing learning and development, 

encouraging employees to stay up-to-date with evolving cyber security threats and 

best practices (Hanus, & Wu, 2016, p. 3). 

While the benefits of gamification methodologies in cyber security training are evident, 

several considerations should be kept in mind. First and foremost, the design of 

gamified elements should align with the organisation’s strategic objectives related to 

security posture (Abawajy, 2014, p. 242). The gamification should not solely focus on 

entertainment value but should be designed to effectively impart knowledge and skills 

that are relevant to the organisation’s specific security challenges. 

Another consideration is the need for proper implementation and integration of 

gamification methodologies into the existing training framework. This includes 

selecting appropriate technologies, platforms, and tools to deliver gamified content 

effectively (Abawajy, 2014, p. 242; Scholefield & Shepherd, 2019, p. 5). Organisations 

should also ensure that the gamified elements are intuitive, user-friendly, and aligned 

with the target audience’s preferences and learning styles. 

Lastly, it is crucial to regularly evaluate the effectiveness of gamification methodologies 

in achieving desired learning outcomes (Scholefield & Shepherd, 2019, p. 4). This can 

be done through the assessment of engagement levels, knowledge retention, and 

practical application of skills learned (Abawajy, 2014, p. 242). By gathering feedback 

from employees and monitoring their progress, organisations can identify areas for 

improvement and make necessary adjustments to optimise the effectiveness of the 

gamified training approach. 
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2.5.3 Gamification implementation process 

In order to gamify training, a complex process must be followed (Sharif & Ameen, 2020, 

p. 151). The implementation process of gamification follows a lifecycle, encompassing 

the phases of analysis, design, testing, development or implementation, and 

monitoring. Further elaborating on the gamification implementation process, the first 

step involves mapping the objectives of the cyber security training. In the second step, 

employee groups within respective departments in the organisation, such as human 

resources (HR), finance, information technology (IT), procurement, marketing and 

others, are analysed. The third step focuses on examining the design elements and 

components of gamification. Lastly, the fourth step entails identifying the platforms for 

disseminating the training and the embedded features, including leader boards, 

avatars, points systems, reward systems, and game levels. Subsequently, the 

implemented gamified training is tested and monitored to identify any areas for 

improvement (Sharif & Ameen, 2020, p. 154). 

According to (Sharif & Ameen, 2020, p. 154), the individuals involved in the end-to-end 

implementation process of the system are the designers. The designers have the 

responsibility of ensuring that the system workflow of the gamified training fulfils all the 

functional and operational requirements (Sharif & Ameen, 2020, p. 154). The functions 

are designed to enhance employees’ engagement with the game. Therefore, the 

designers monitor the level of employee engagement through the technical operations 

or functionalities incorporated into the system (Sharif & Ameen, 2020, p. 154). 

2.5.4 Gamified phishing and malware cyber security training programme 

According to Miranda (2018, p. 5), conducting phishing simulations in an organisation 

is regarded as a form of training that aims to better prepare for potential cyber-attacks 

that an organisation may face. Several phishing tools are available for creating 

phishing simulations (Miranda, 2018). These tools operate by generating email 

templates and landing pages, and they provide feedback on the number of employees 

who respond, click, and enter credentials on the phishing email (Miranda, 2018, p. 8).  

Hence, a gamified phishing and malware cyber security training programme can be 

devised by an organisation. The programme can employ a customised gamification 
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methodology, such as the development of scenario-based phishing simulations using 

an approved tool. The phishing simulation is then tested with a pilot group, and any 

amendments are made before implementing the simulation with all employees. The 

results of the simulation should be automatically recorded and communicated to 

employees who have failed the simulation (Miranda, 2018, p. 7). The process is 

repeated with randomised scenarios to ensure that employees attain a significant level 

of training. 

2.6 To compare employees’ experience with the traditional and 

gamified cyber security training programmes quantitatively 

The experience that employees have with training plays a crucial role in determining 

their level of engagement with the cyber security content. Therefore, this section aims 

to compare the most effective and efficient cyber security training methodology based 

on employees’ experiences. 

2.6.1 Employee training experience and engagement 

According to He and Zhang (2019, p. 250), as technology and digital transformation 

continue to evolve in the banking industry, employees are frequently alerted of cyber 

threats and cyber-attacks through traditional channels such as news, social media, and 

word-of-mouth. This frequent exposure to cyber security awareness can be 

overwhelming (He & Zhang, 2019, p. 255). 

As the number of cyber threats increases, staff members are constantly informed about 

the best practices cyber security, including what they should do and how to do it (He 

& Zhang, 2019, p. 255). However, these overwhelming experiences can lead to 

negligence in protecting themselves and the organisation, resulting in “security fatigue” 

(He & Zhang, 2019, p. 255). 

Therefore, it is crucial to follow gamification methodologies to enhance engagement 

and motivation, thereby reducing security fatigue. Additionally, delivering gamified 

phishing and malware training to employees can help alleviate security fatigue. 
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2.7 THEORETICAL FRAMEWORK 

The theoretical framework forms the basis for this research, supporting the research 

objectives and hypothesis. Furthermore, there is an acknowledgement of the limited 

number of gamification theories and frameworks developed in the literature, thus 

highlighting the contribution for thus research in examining gamification methodologies 

to enhance engagement. 

Several training methodologies identified in the literature have demonstrated that 

promoting gamification improves training engagement (Alcivar & Abad, 2016; Cechella 

et al., 2021, p. 7; Filsecker & Hickey, 2014; Hamari et al., 2016, p. 171-172; Ibanez et 

al., 2014). These methodologies facilitate better learning of cyber security concepts, 

long term knowledge retention, and practical application of knowledge in various cyber 

security contexts (Cechella et al., 2021, p. 2). The positive outcomes are based on the 

employees’ experience with the gamified training (Wu et al., 2021, p. 13). 

According to Cechella et al. (2021, p. 2), the application of gamification in cyber 

security training can be designed using two methods. The first method involves a 

partially designed gaming training experience, while the second method applies to a 

fully designed gaming experience. Both methods incorporate gamification elements in 

their design. 

By integrating gamification methodologies with traditional training methods, a positive 

training engagement and user experience can be achieved (Buckley & Doyle, 2017, p. 

44; De-Marcos et al., 2016; Wu et al., 2021, p. 13). Based on the literature reviewed, 

the first gamification methodology for cyber security training engagement is presented 

in Figure 1 below: 

 

Figure 1: First gamification methodology for cyber security training, adapted 

from Qusa & Tarazi (2021, p. 680) 

Phase 1: 

Pre-assessment

Phase 2: 

Gamified training

Phase 3: 

Post-assessment
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The first phase involves assessing cyber security awareness or knowledge through a 

set of pre-assessment questions on cyber threats such as phishing and malware (Qusa 

& Tarazi, 2021, p. 680). These questions are presented in a randomised multiple-

choice format for each employee and can be retried (Qusa & Tarazi, 2021, p. 680). 

The difficulty level of the assessment questions varies, but the results are not displayed 

to maintain engagement for the subsequent gamified training phase (Qusa & Tarazi, 

2021, p. 680). 

In the second phase, cyber security awareness or knowledge is assessed through 

cyber threat scenarios (Qusa & Tarazi, 2021, p. 680). The employee starts the training 

by engaging with gamified components, such as navigating a maze format that 

presents cyber security tips to reach the end of the maze (Qusa & Tarazi, 2021, p. 

680). The maze interface can simulate a workstation or area within the bank. 

Additionally, an optional timeframe element can be included in the gamified training, 

and the retry function can enhance the retention of cyber security knowledge. 

Therefore, scenario-based training in a gamified format improves the retention and 

engagement with the cyber security training content. 

The final phase assesses cyber security awareness or knowledge through a set of 

post-assessment questions across on the cyber threats covered in the scenario-based 

game training (Qusa & Tarazi, 2021, p. 680). The results are displayed to the 

employee, demonstrating the effectiveness of knowledge retention based on the 

scenario tips provided in the game-based training (Qusa & Tarazi, 2021, p. 680). This 

framework stores both the pre-assessment and post-assessment results and 

encourages employees to retake the training with changes in the interface for each 

iteration (Qusa & Tarazi, 2021, p. 680). 

The second gamification methodology for cyber security training utilises a model 

specific to cyber threats such as phishing or malware to create awareness (Safonov et 

al., 2020). This model, adapted from Safonov et al. (2020), incorporates scenario-

based actions that a cybercriminal could take executing a cyber threat like phishing. 

The game is designed with tasks that teach employees how to prevent the 

cybercriminal from infiltrating the organisation (Safonov et al., 2020). The game 

analytics capture the employee’s phishing knowledge and assign them to a risk group. 
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Similar to the adapted framework by Qusa & Tarazi (2021, p. 680), the game’s 

interfaces change with each retry and differ based on the employee group. 

The third gamification methodology incorporates a theoretical framework for enhancing 

the efficacy of employee cyber security training. It is well-established that gamification 

methodologies have a positive impact on employee training engagement (Silic & 

Lowry, 2020, p. 154; Wu et al., 2021, p. 13). Silic & Lowry (2020, p. 132-139) propose 

a framework, depicted in Figure 2 below, that aims to improve cyber security training 

engagement. 

To ensure a comprehensive understanding of gamification, it is important to examine 

various theories that pertain to shaping behaviour. In this context, the self-

determination theory (SDT) and social cognitive theories will be discussed. These 

theories provide valuable insights into the motivational factors and social influences 

that impact employees' engagement and behaviour in gamified environments. 

The self-determination theory (SDT) is a psychological framework that emphasises 

intrinsic motivation and personal autonomy as key drivers of human behaviour (Iacono, 

Vallarino, & Vercelli, 2020, p. 73; Thornton, & Francia, 2014, p. 17; Tobon, Ruiz-Alba, 

& García-Madariaga, 2020, p. 13). When applied to gamification methods used for 

cyber security training, SDT can provide valuable insights into the effectiveness and 

sustainability of these approaches. SDT argues that employees have three basic 

psychological needs: autonomy, competence, and relatedness. Gamification can tap 

Gamification 
elements

Learning content

Experience 
feedback

Employee 
interaction

Engagement 
outcomes

Gamified training 
system 

Effectiveness of 
gamification 

Figure 2: Third gamification methodology for cyber security training, adapted 

from Silic & Lowry (2020, p. 132-139) 
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into these needs and enhance the training experience by offering choices, challenges, 

and opportunities for social interaction (Iacono, Vallarino, & Vercelli, 2020, p. 73-74; 

Thornton, & Francia, 2014, p. 17). 

One of the main strengths of SDT in the context of cyber security training is its focus 

on intrinsic motivation (Iacono, Vallarino, & Vercelli, 2020, p. 73-74). By designing 

gamified training programmes that align with the employees’ inherent interests and 

values, trainers can foster a sense of autonomy and ownership over the learning 

process. This can lead to increased engagement, persistence, and enjoyment, as 

employees feel a sense of personal agency and control. For example, incorporating 

narrative elements or allowing learners to customise their avatars can create a more 

immersive and personally relevant experience (Iacono, Vallarino, & Vercelli, 2020, p. 

73-74). 

Furthermore, SDT highlights the importance of competence development (Iacono, 

Vallarino, & Vercelli, 2020, p. 73; Thornton, & Francia, 2014, p. 17; Tobon, Ruiz-Alba, 

& García-Madariaga, 2020, p. 13). Gamification methods can provide employees with 

clear goals, feedback mechanisms, and progressive challenges, allowing them to 

acquire and refine the necessary skills in a controlled environment. As employees 

experience a sense of mastery and achievement, their self-efficacy and confidence in 

handling cyber security threats can increase, leading to better performance and 

adherence to secure practices (Iacono, Vallarino, & Vercelli, 2020, p. 73-74; Silic, & 

Lowry, 2020, p. 15). 

In terms of relatedness, SDT emphasises the social nature of human beings. 

Gamification methods can leverage this aspect by fostering collaboration, competition, 

or both. By incorporating multiplayer features, leader boards, or team-based 

challenges, employees can connect with others, share experiences, and develop a 

sense of community. This social element can enhance motivation, accountability, and 

the exchange of knowledge and best practices among employees (Iacono, Vallarino, 

& Vercelli, 2020, p. 73-74; Hanus, & Wu, 2016, p. 5). 

Comparatively, social cognitive theories, such as Bandura’s social learning theory, 

offer complementary perspectives on gamification for cyber security training (Banfield, 

& Wilkerson, 2014, p. 292; Baral, & Arachchilage, 2019, p. 7; Thompson et al., 2022, 
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p. 565; Silic, & Lowry, 2020, p. 15; Skinner, 2018, p. 4). Social cognitive theories 

emphasise the role of observational learning, modelling, and reinforcement in shaping 

behaviour. In the context of gamified training, this means that employees can learn by 

observing and imitating cyber security experts or successful peers (Banfield, & 

Wilkerson, 2014, p. 292). Gamification methods can provide opportunities for role-

playing, simulations, or virtual mentors, allowing learners to observe and practice 

effective cyber security behaviours in a safe environment. 

While SDT focuses more on intrinsic motivation and the fulfilment of psychological 

needs, social cognitive theories highlight the importance of external factors, such as 

social influences and rewards (Banfield, & Wilkerson, 2014, p. 292; Baral, & 

Arachchilage, 2019, p. 7; Buckley & Doyle, 2017, p. 47; Thompson et al., 2022, p. 565; 

Silic, & Lowry, 2020, p. 15; Skinner, 2018, p. 4). Both theories can inform the design 

of gamified training programmes that effectively engage learners, promote skill 

development, and reinforce secure behaviours. 

Several theories support the effectiveness of gamification methods in enhancing 

engagement in cyber security training. For the purposes of this research, a specific 

gamification methodology, adapted from Silic & Lowry (2020, p. 132-139), has been 

employed to guide the design and implementation of the study. The focus of this 

research is to obtain quantitative results that demonstrate the efficacy of the training 

engagement, and it should be noted that theories related to behaviour shaping are 

beyond the scope of this study and have not been included. 

2.8 Summary 

In the context of the Covid-19 pandemic, which has created new opportunities for 

cybercriminals to exploit vulnerabilities in human behaviour, a robust cyber security 

training programme becomes crucial in minimising cyber damage. As cyber-attacks 

continue to evolve, organisations rely on the cyber threat landscape to expedite 

scenario mitigation plans and make strategic decisions regarding their security 

measures. However, the existing literature offers limited insights into the application of 

gamification methodologies specifically targeting cyber threats. Traditional training 

delivery methodologies often fail to provide measurable metrics that demonstrate an 
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improvement in engagement, whereas gamification methodologies utilise metrics that 

effectively monitor different aspects of engagement. 

In conclusion, SDT presents a valuable framework for understanding and enhancing 

the effectiveness of gamification methods used for cyber security training. By 

incorporating elements that support autonomy, competence, and relatedness, trainers 

can create engaging and motivating experiences that foster intrinsic motivation, skill 

development, and social interaction (Iacono, Vallarino, & Vercelli, 2020, p. 73; 

Thornton, & Francia, 2014, p. 17; Tobon, Ruiz-Alba, & García-Madariaga, 2020, p. 13). 

Additionally, social cognitive theories complement SDT by emphasising the role of 

observation, modelling, and reinforcement in shaping behaviour. By considering these 

theories in conjunction, trainers can design comprehensive and effective gamified 

training programmes that promote cyber security awareness and competence 

(Banfield, & Wilkerson, 2014, p. 292; Baral, & Arachchilage, 2019, p. 7; Thompson et 

al., 2022, p. 565; Silic, & Lowry, 2020, p. 15; Skinner, 2018, p. 4). 
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CHAPTER 3. RESEARCH METHODOLOGY 

This chapter of the research will discuss the methodology used to conduct this cross-

sectional research. The research design is analysed through a questionnaire. The 

quantitative approach is chosen as the methodological preference for this research. 

Lastly, a positivist philosophy is adhered to in the conduct of the research. 

3.1 Research approach 

This quantitative research aims to describe and statistically examine the data to test 

the hypothesis. In addition, this research focuses on examining gamification 

methodologies for improved cyber security training engagement in the South African 

banking industry. 

A quantitative research approach is selected to obtain an unbiased understanding 

through questionnaires. This approach provides numerical results for comparing 

traditional and gamified methodologies. Organisations in the South African banking 

industry can utilise these results to make informed decisions regarding training value 

creation. 

3.2 Research design 

The questionnaire research design is employed to assess the effectiveness of 

traditional and gamified training methodologies applied to phishing and malware 

content in the South African banking industry. Questionnaires are conducted to gather 

data indicating improvements in cyber security training engagement. Closed questions 

in the questionnaire determine which training method, traditional or gamified, is more 

effective in terms of training engagement. 

3.3 Data collection methods 

Primary data based on knowledge and experiences is collected through 

questionnaires. Primary data refers to the original data captured or obtained from 

respondents. This data is collected specifically for this research, where questions are 
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aligned to the research objectives. The questionnaire questions are related to a 

customised cyber security training programme aligned with the research objectives. 

Primary data collection has been selected to collect specific information from 

respondents to test the hypothesis for this research. 

3.4 Population and sample 

3.4.1 Population 

Cyber security is everyone’s responsibility. Hence, all employees in an organisation 

can be targeted by cyber-attacks, signifying the importance of training engagement. 

The population of this research includes all employees with and without technical 

knowledge of cyber security concepts in the South African banking industry. It 

encompasses various departments such as HR, Finance, IT, Procurement, Marketing, 

and others. All banks are considered for this research to align with the observations 

based on the South African cyber security threat landscape for the banking industry. 

3.4.2 Sample and sampling method 

A nonprobability convenience sampling method is chosen to determine the sample size 

for this research. Due to the time horizon of this cross-sectional study, convenience 

sampling is selected for easy accessibility of respondents. The intended sample size 

for this study is between 60 and 100 respondents. 

Respondents are invited to participate through a shared link to an anonymous 

questionnaire distributed via instant messaging, social media, and email. 

3.5 The research instrument 

To ensure the collection of data from a large sample size and assess the effectiveness 

of data collection, a questionnaire is selected as the instrument for this study (Kyriazos 

& Stalikas, 2018; Nicewander, 2017). The questionnaire is developed and 

implemented using the Qualtrics tool. Prior to data collection, a pre-testing phase is 
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conducted to identify and address any faults or complexities, ensuring the reliability of 

the question scales (Nicewander, 2017). 

The questionnaire comprises various sections and constructs aligned with the research 

objectives. It begins with three pre-screening questions to determine respondents’ 

eligibility, categorise them into specific groups, and assess their level of cyber training 

maturity. 

For the first and second constructs, knowledge questions are included in a basic 

multiple-choice format to gather statistical data on employees' understanding of major 

cyber threats. The research instrument includes four gamified training questions in the 

first construct and four traditional training questions in the second construct. 

Finally, the experience construct, which is directly related to the research hypothesis, 

consists of 15 statements. These statements are designed to elicit responses 

measured on a seven-point Likert interval scale (Li et al., 2015). The Likert interval 

scale is selected for its ability to capture a wide range of experiences in a user-friendly 

manner. The scale provides seven response options: strongly disagree, disagree, 

somewhat disagree, neither agree nor disagree, somewhat agree, agree, and strongly 

agree (Tan, 2006). 

By employing these comprehensive measures in questionnaire design and utilising 

validated scales, the study aims to gather accurate and reliable data to support its 

research objectives. 

3.6 Procedure for data collection 

Primary data is gathered using a questionnaire where respondents have an opportunity 

to participate through a shared link distributed through channels such as instant 

messaging, social media, and email (Nardi, 2018, p. 13). The procedure begins once 

this research is approved. The questionnaire has been piloted before roll-out to ensure 

validity and reliability. The respondents are informed about the purpose of the study, 

their freedom of choice, and data collection anonymity. In addition, respondents are 

able to answer the questionnaire on their own time and ask any questions. 
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Furthermore, respondents are given a deadline for submission, where the responses 

are collated and compiled, ready to be analysed. 

3.7 Data analysis strategies and interpretation 

This research utilises descriptive statistics to analyse the data collected from 

respondents. In addition, descriptive statistics for this research provide valuable 

insights based on employees’ knowledge and experiences on cyber security training 

engagement (Antonius, 2013). Finally, the descriptive analysis draws outcomes and 

interpretations of the data collected. 

The Statistical Software Package for Social Science (SPSS) tool is utilised to represent 

the descriptive analysis. SPSS ensures validity for findings and results that can be 

utilised for future studies and can be amended if required (Antonius, 2013). 

3.8 Possible limitations and challenges of the study 

Any uncontrollable event or restriction placed on this research is considered a possible 

limitation (Shipman, 2014). Therefore, a fundamental limitation of this research is the 

inability to conduct a mixed methods research to obtain valuable insight through 

interviews and questionnaires for enhancing gamification training to improve training 

engagement. 

Other challenges of the study relate to designing, implementing, and testing a gamified 

cyber security training programme using a platform to deliver it to respondents. 

Instead, a questionnaire is used. Time constraints for cross-sectional research 

contribute to this limitation. However, this limitation also provides an opportunity for 

future research. 

3.9 Quality assurance 

3.9.1 External validity 

This research uses probability sampling to void any bias from the population and 

ensure compliance with external validity (Andrade, 2018). Furthermore, as part of the 
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exclusion and inclusion criteria, respondents are requested to confirm if they work in a 

bank in South Africa before continuing with the questionnaire (Heale & Twycross, 

2015). Additionally, a reasonable timeframe is provided for respondents to complete 

the questionnaire. Contact information is also provided to respondents in case they 

encounter any technical or non-technical difficulties while completing the 

questionnaire. 

3.9.2 Internal validity 

This research meets internal validity by ensuring that the relevant literature guides the 

data collection procedure, avoiding any random selection of respondents (Andrade, 

2018). All captured responses have been analysed and contribute to the findings of 

this research. 

3.9.3 Reliability 

The questionnaire utilised is reliable based on the Qualtrics and SPSS procedure used 

to collect and analyse the data. The questionnaire has been tested before distribution 

to maintain validation and quality checks, as well as to test the controls for saving and 

resuming the questionnaire later (Andrade, 2018). Furthermore, the Qualtrics and 

SPSS tools are trustworthy, compliant, and align with all ethical principles. 

3.10 Ethical considerations 

The ethical considerations for this research are highlighted on the introduction page of 

the questionnaire, ensuring that respondents will not experience any physical harm, 

discomfort, pain, loss of personal information, and embarrassment as a result of their 

participation in this research (Zimbardo, 2017).  

Moreover, the ethical standards pertaining to the purpose of the research, its benefits, 

its risks, and consequences are communicated to respondents. Consent is obtained 

by proceeding with the questionnaire after the introduction, signifying that respondents 

are participating willingly. 
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3.11 Schedule and timelines 

The activities across the timeline between April 2022 to February 2023 for this research 

project are mapped in Table 3. 

Activity Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May 

1 Proposal 

development 

& 

submission 

              

2 Panel 

presentation 

& outcome 

(including 

Ethics 

Clearance) 

              

3 Data 

collection & 

analysis 

              

4 Report 

preparation 

              

5 Research 

report first 

submission 

              

6 Research 

report final 

submission 

              

Table 3: Proposed research project schedule and timeline 

As depicted in Table 4, the summary of the research objectives, hypothesis, data 

collection, and data analysis is presented in the contingency table. The details for data 

collection adhere to the standard procedure for the research instrument (questionnaire) 

to be distributed in order to address the research objectives. The data analysis 

methods employed include the utilisation of multiple-choice questions and the seven-

point Likert scale.
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RO # Research objective (RO) Hyp # Hypothesis (Hyp) Data collection 

detail 

Data analysis 

method 

1 To analyse the cyber threat landscape of the 

South African banking industry, identifying two 

major cyber threats 

Not 

applicable 

(N/A) 

N/A Questionnaire 

 

Multiple choice 

2 To design a traditional cyber security training 

programme for two major South African banking 

industry cyber threats 

N/A N/A Questionnaire 

 

Multiple choice 

3 To gamify the traditional cyber security training 

programme for two major South African banking 

industry cyber threats 

N/A N/A Questionnaire Multiple choice 

4 To compare employee’s experience with the 

traditional and gamified cyber security training 

programmes quantitatively 

1 Gamification methodologies 

embedded into cyber security 

training programmes improve 

employee engagement 

Questionnaire Seven-point 

Likert Scale 

Table 4: Consistency table showing research objectives, hypothesis, data collection and data analysis 
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CHAPTER 4. PRESENTATION AND DISCUSSION OF 

RESULTS 

4.1 Introduction 

The research results are analysed, presented, and discussed in accordance with the 

research objectives outlined as part of the study. Data analysis was performed to 

evaluate the effectiveness of gamified cyber security training in improving employee 

engagement in the South African banking industry. Data were collected through a 

research questionnaire completed by 100 (n = 100) employees in the South African 

banking industry. A total of 142 questionnaire responses were received. However, the 

target was to collect 100 responses, therefore, based on the data collected, only 100 

useable responses met the inclusion criteria for respondents working in the South 

African banking industry. Hence, the response rate for the study was 100%. 

A descriptive statistical analysis was employed to present and discuss the research 

results. This method involved evaluating percentages and the frequencies across the 

questionnaire questions. In addition to the inclusion criteria, 100 respondents 

answered all questions in the questionnaire. The inclusion criteria depended on the 

initial questions, and the percentages reported in the experience section will reflect the 

responses of all the respondents who answered those questions. 

The questionnaire was structured into three sections, from which the data collection is 

presented as follows: 

• The questionnaire commenced with pre-screening questions, including 

confirmation of the respondent’s employment in a South African bank, their 

department, and the type of cyber security training they had received. 

• Following the pre-screening questions, the gamified and traditional training 

content questions were presented. If respondents indicated exposure to 

gamified training in the pre-screening, they would receive the traditional training 

content, and vice versa for those who selected traditional training. Respondents 

who indicated no prior cyber security training were required to experience both 

gamified and traditional training content. If respondents had experienced both 
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gamified and traditional training, they would proceed to the last section of the 

questionnaire. 

• The third or final section of the questionnaire consisted of training experience 

questions that all respondents were required to answer before submission. 

4.2 Results at a business area level 

As part of the pre-screening questions, it is noteworthy that, out of the 100 responses 

received, the respondents are distributed across various departments/areas in the 

South African banking industry as follows:  

• Audit – 10% 

• Fraud – 2% 

• Sales – 2% 

• Procurement – 3% 

• Digital and Technology – 41% 

• Finance – 15% 

• Human Resources – 7% 

• Other (Information Security, Risk, Sustainability, Learning and Development, 

Operations, Compliance, Vendor Management, Trainees, and Credit) – 20% 

Understanding the level of experience and preferences at the departmental level is 

crucial for determining and delivering cyber security training in a manner that ensures 

maximum employee engagement. Therefore, Table 5 presents the statistics for the 

data collected at the departmental/business area level. 
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1. Gamified training is more effective than traditional training 0% 0% 0% 10% 20% 60% 10% 

2. The gamified training is interesting and intriguing 0% 0% 10% 0% 10% 70% 10% 

3. Traditional training is interesting and intriguing 0% 20% 30% 0% 30% 20% 0% 

4. Gamified training teaches me something new that I will remember for longer 0% 0% 0% 10% 10% 50% 30% 

5. Traditional training is more effective 0% 20% 40% 30% 10% 0% 0% 

6. The gamified training made me want to complete all my training in that format 0% 10% 0% 10% 20% 50% 10% 

7. Any incentive or reward would catch my attention to complete the training 0% 10% 0% 0% 10% 50% 30% 

8. Pictures and videos of the cyber threat demonstrations would help me understand the content 
better 

0% 0% 0% 0% 10% 70% 20% 

9. I prefer to receive a phishing email as part of a simulation than to read about an example online 0% 10% 10% 0% 10% 50% 20% 

10. I prefer story-telling of real-life phishing and malware attacks through a game 0% 0% 0% 0% 20% 60% 20% 

11. I prefer 10 minutes on cyber security training compared to 1+ hours of training 0% 0% 0% 0% 0% 60% 40% 

12. I prefer having a few hours of someone training me on phishing and malware 50% 20% 20% 0% 10% 0% 0% 

13. A leader board or top achievers rank for completing the training would motivate me to complete 
my cyber security training 

10% 20% 0% 30% 10% 30% 0% 

14. I regularly read my companies newsletters or cyber security content on the intranet 0% 30% 0% 10% 20% 40% 0% 

15. Customised training to my role would be beneficial 0% 10% 0% 0% 20% 60% 10% 
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Fraud (n = 2) 
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1. Gamified training is more effective than traditional training 0% 0% 0% 100% 0% 0% 0% 

2. The gamified training is interesting and intriguing 0% 0% 0% 0% 50% 50% 0% 

3. Traditional training is interesting and intriguing 0% 0% 0% 50% 0% 50% 0% 

4. Gamified training teaches me something new that I will remember for longer 0% 0% 0% 50% 0% 50% 0% 

5. Traditional training is more effective 0% 0% 0% 100% 0% 0% 0% 

6. The gamified training made me want to complete all my training in that format 0% 0% 0% 0% 0% 100% 0% 

7. Any incentive or reward would catch my attention to complete the training 0% 0% 50% 0% 50% 0% 0% 

8. Pictures and videos of the cyber threat demonstrations would help me understand the content 
better 

0% 0% 0% 0% 0% 50% 50% 

9. I prefer to receive a phishing email as part of a simulation than to read about an example online 0% 0% 0% 0% 0% 100% 0% 

10. I prefer story-telling of real-life phishing and malware attacks through a game 0% 0% 0% 0% 0% 100% 0% 

11. I prefer 10 minutes on cyber security training compared to 1+ hours of training 0% 0% 50% 0% 0% 0% 50% 

12. I prefer having a few hours of someone training me on phishing and malware 50% 0% 0% 0% 0% 50% 0% 

13. A leader board or top achievers rank for completing the training would motivate me to complete 
my cyber security training 

0% 0% 50% 50% 0% 0% 0% 

14. I regularly read my companies newsletters or cyber security content on the intranet 0% 0% 0% 0% 50% 0% 50% 

15. Customised training to my role would be beneficial 0% 0% 0% 0% 0% 50% 50% 
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Sales (n = 2) 
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1. Gamified training is more effective than traditional training 50% 0% 0% 0% 0% 0% 50% 

2. The gamified training is interesting and intriguing 0% 0% 0% 50% 0% 0% 50% 

3. Traditional training is interesting and intriguing 0% 50% 0% 0% 50% 0% 0% 

4. Gamified training teaches me something new that I will remember for longer 0% 0% 0% 0% 50% 0% 50% 

5. Traditional training is more effective 0% 50% 0% 0% 50% 0% 0% 

6. The gamified training made me want to complete all my training in that format 0% 0% 0% 0% 50% 50% 0% 

7. Any incentive or reward would catch my attention to complete the training 0% 0% 0% 50% 0% 0% 50% 

8. Pictures and videos of the cyber threat demonstrations would help me understand the content 
better 

0% 0% 0% 0% 50% 0% 50% 

9. I prefer to receive a phishing email as part of a simulation than to read about an example online 0% 0% 50% 0% 0% 0% 50% 

10. I prefer story-telling of real-life phishing and malware attacks through a game 0% 0% 0% 0% 50% 0% 50% 

11. I prefer 10 minutes on cyber security training compared to 1+ hours of training 0% 0% 0% 50% 0% 0% 50% 

12. I prefer having a few hours of someone training me on phishing and malware 0% 100% 0% 0% 0% 0% 0% 

13. A leader board or top achievers rank for completing the training would motivate me to complete 
my cyber security training 

0% 0% 0% 50% 0% 50% 0% 

14. I regularly read my companies newsletters or cyber security content on the intranet 0% 0% 50% 50% 0% 0% 0% 

15. Customised training to my role would be beneficial 0% 0% 0% 50% 0% 0% 50% 
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Procurement (n = 3) 
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1. Gamified training is more effective than traditional training 67% 0% 33% 0% 0% 0% 0% 

2. The gamified training is interesting and intriguing 67% 0% 33% 0% 0% 0% 0% 

3. Traditional training is interesting and intriguing 67% 0% 33% 0% 0% 0% 0% 

4. Gamified training teaches me something new that I will remember for longer 67% 0% 33% 0% 0% 0% 0% 

5. Traditional training is more effective 67% 0% 33% 0% 0% 0% 0% 

6. The gamified training made me want to complete all my training in that format 67% 0% 33% 0% 0% 0% 0% 

7. Any incentive or reward would catch my attention to complete the training 67% 0% 33% 0% 0% 0% 0% 

8. Pictures and videos of the cyber threat demonstrations would help me understand the content 
better 

67% 0% 33% 0% 0% 0% 0% 

9. I prefer to receive a phishing email as part of a simulation than to read about an example online 67% 0% 33% 0% 0% 0% 0% 

10. I prefer story-telling of real-life phishing and malware attacks through a game 67% 0% 33% 0% 0% 0% 0% 

11. I prefer 10 minutes on cyber security training compared to 1+ hours of training 67% 0% 33% 0% 0% 0% 0% 

12. I prefer having a few hours of someone training me on phishing and malware 67% 0% 33% 0% 0% 0% 0% 

13. A leader board or top achievers rank for completing the training would motivate me to complete 
my cyber security training 

67% 0% 33% 0% 0% 0% 0% 

14. I regularly read my companies newsletters or cyber security content on the intranet 67% 0% 33% 0% 0% 0% 0% 

15. Customised training to my role would be beneficial 67% 0% 33% 0% 0% 0% 0% 
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Digital and Technology (n = 41) 
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1. Gamified training is more effective than traditional training 7% 0% 7% 7% 24% 41% 12% 

2. The gamified training is interesting and intriguing 7% 2% 0% 5% 29% 34% 22% 

3. Traditional training is interesting and intriguing 17% 12% 27% 15% 20% 5% 5% 

4. Gamified training teaches me something new that I will remember for longer 5% 5% 5% 5% 27% 34% 20% 

5. Traditional training is more effective 12% 15% 32% 27% 2% 7% 5% 

6. The gamified training made me want to complete all my training in that format 5% 5% 5% 17% 24% 29% 15% 

7. Any incentive or reward would catch my attention to complete the training 7% 10% 2% 5% 17% 29% 29% 

8. Pictures and videos of the cyber threat demonstrations would help me understand the content 
better 

5% 2% 0% 5% 15% 41% 32% 

9. I prefer to receive a phishing email as part of a simulation than to read about an example online 12% 7% 2% 15% 10% 32% 22% 

10. I prefer story-telling of real-life phishing and malware attacks through a game 5% 2% 5% 7% 20% 37% 24% 

11. I prefer 10 minutes on cyber security training compared to 1+ hours of training 5% 0% 0% 10% 12% 22% 51% 

12. I prefer having a few hours of someone training me on phishing and malware 32% 24% 15% 5% 10% 12% 2% 

13. A leader board or top achievers rank for completing the training would motivate me to complete 
my cyber security training 

10% 15% 5% 17% 20% 20% 15% 

14. I regularly read my companies newsletters or cyber security content on the intranet 17% 12% 15% 17% 20% 15% 5% 

15. Customised training to my role would be beneficial 5% 2% 2% 12% 15% 27% 37% 
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Finance (n = 15) 
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1. Gamified training is more effective than traditional training 7% 7% 0% 13% 0% 40% 33% 

2. The gamified training is interesting and intriguing 7% 0% 0% 7% 13% 47% 27% 

3. Traditional training is interesting and intriguing 7% 20% 13% 27% 7% 27% 0% 

4. Gamified training teaches me something new that I will remember for longer 7% 0% 0% 7% 7% 53% 27% 

5. Traditional training is more effective 13% 27% 7% 33% 13% 7% 0% 

6. The gamified training made me want to complete all my training in that format 7% 7% 0% 20% 20% 27% 20% 

7. Any incentive or reward would catch my attention to complete the training 0% 7% 0% 0% 27% 40% 27% 

8. Pictures and videos of the cyber threat demonstrations would help me understand the content 
better 

0% 0% 7% 0% 13% 33% 47% 

9. I prefer to receive a phishing email as part of a simulation than to read about an example online 0% 20% 0% 0% 7% 33% 40% 

10. I prefer story-telling of real-life phishing and malware attacks through a game 0% 7% 0% 7% 7% 40% 40% 

11. I prefer 10 minutes on cyber security training compared to 1+ hours of training 0% 0% 0% 0% 0% 40% 60% 

12. I prefer having a few hours of someone training me on phishing and malware 27% 33% 13% 0% 7% 7% 13% 

13. A leader board or top achievers rank for completing the training would motivate me to complete 
my cyber security training 

7% 27% 13% 0% 7% 20% 27% 

14. I regularly read my companies newsletters or cyber security content on the intranet 7% 13% 13% 27% 13% 13% 13% 

15. Customised training to my role would be beneficial 0% 7% 0% 0% 13% 53% 27% 
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Human Resources (n = 7) 
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1. Gamified training is more effective than traditional training 0% 0% 0% 0% 29% 14% 57% 

2. The gamified training is interesting and intriguing 0% 0% 0% 0% 14% 29% 57% 

3. Traditional training is interesting and intriguing 43% 14% 0% 14% 29% 0% 0% 

4. Gamified training teaches me something new that I will remember for longer 0% 0% 14% 14% 0% 14% 57% 

5. Traditional training is more effective 43% 14% 14% 29% 0% 0% 0% 

6. The gamified training made me want to complete all my training in that format 0% 14% 0% 14% 14% 14% 43% 

7. Any incentive or reward would catch my attention to complete the training 0% 14% 0% 29% 14% 0% 43% 

8. Pictures and videos of the cyber threat demonstrations would help me understand the content 
better 

0% 0% 0% 0% 29% 14% 57% 

9. I prefer to receive a phishing email as part of a simulation than to read about an example online 0% 0% 0% 14% 14% 14% 57% 

10. I prefer story-telling of real-life phishing and malware attacks through a game 0% 0% 0% 0% 14% 29% 57% 

11. I prefer 10 minutes on cyber security training compared to 1+ hours of training 0% 0% 0% 0% 0% 14% 86% 

12. I prefer having a few hours of someone training me on phishing and malware 57% 29% 14% 0% 0% 0% 0% 

13. A leader board or top achievers rank for completing the training would motivate me to complete 
my cyber security training 

0% 14% 0% 14% 14% 14% 43% 

14. I regularly read my companies newsletters or cyber security content on the intranet 43% 0% 14% 14% 0% 0% 29% 

15. Customised training to my role would be beneficial 0% 14% 0% 0% 14% 0% 71% 

Table 5: Showing the cyber security training experience statements statistics across different departments/business areas



 
56 

The results discussion reveals that certain departments within the South African 

banking industry show a preference for gamified cyber security training based on the 

highest scores in Table 5. These departments include Audit, Fraud, Sales, Digital and 

Technology, Finance, and Human Resources. These findings suggest that employees 

in these areas find gamified training more effective, interesting, and intriguing, and 

believe that it teaches them something new that they will remember for longer. They 

also express a desire to complete all their training in a gamified format and show a 

strong inclination towards incentives or rewards as motivators for completing the 

training. 

On the other hand, the Procurement department indicates a preference for traditional 

cyber security training. It is important to note that further research should be conducted 

across a larger population within the Procurement department to validate this finding. 

The small sample size of respondents from areas other than Digital and Technology 

also calls for expanding data collection to obtain more accurate insights into the 

preferences of those areas. This expansion of data collection can be part of a needs 

analysis aimed at understanding the training maturity levels across each department 

or business area. 

The results suggest the potential for targeted training customisation at both the 

business level and individual role level to enhance employee engagement. By 

considering the preferences and needs of different departments, organisations can 

tailor their training programmes to optimise effectiveness and maximise employee 

participation. This approach can help create a more engaging and impactful training 

experience, leading to improved cyber security awareness and practices within the 

South African banking industry. 

4.3 Results pertaining to the hypothesis 

The hypothesis for this study is “gamification methodologies embedded into cyber 

security training programmes improve employee engagement.” 

The measurement component to assess respondent’s experiences utilised the seven-

point Likert interval scale (Li et al., 2015; Tan , 2006). The Likert interval scale varying 

from, 1 = strongly disagree, 2 = disagree, 3 = somewhat disagree, 4 = neither agree 
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nor disagree, 5 = somewhat agree, 6 = agree, and 7 = strongly agree (Li et al., 2015; 

Tan, 2006), is employed to evaluate the degree of agreement or disagreement with the 

statements regarding the training experience. The use of this scale allowed for the 

capturing of varying levels of agreement or disagreement and enabled a more nuanced 

analysis of the data. The justification for employing the Likert interval scale in this study 

stemmed from the positive outcomes of employees’ experiences with gamified training, 

as indicated in the literature (Alcivar & Abad, 2016; Cechella et al., 2021, p. 7; Filsecker 

& Hickey, 2014; Hamari et al., 2016, p. 171-172; Ibanez et al., 2014; Wu et al., 2021, 

p. 13). These outcomes encompassed improved learning of cyber security concepts, 

better retention of knowledge in the long term, and the practical application of 

knowledge in various cyber security contexts within their job functions. By utilising this 

scale, the study aimed to explore whether these positive outcomes were reflected in 

the experiences of employees in the South African banking industry. 

Two purposes were served by the questions and statements included in the 

questionnaire. Firstly, the respondents’ level of knowledge and understanding between 

gamified and traditional training was measured. In this way, a basic understanding of 

the concepts was ensured to be obtained and served as the basis for further analysis. 

Secondly, the respondents’ experiences with gamified and traditional cyber security 

training were measured. This was done to determine which training method would be 

more effective in improving employee engagement within the South African banking 

industry. 

The results obtained from the respondents are represented in Figures 3 and 4, which 

illustrate the gamified and traditional cyber security training experiences section of the 

questionnaire. All respondents were given an opportunity to partake in both gamified 

and traditional training content, depending on their experience, before providing their 

responses in the training experience section. 
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Figure 3: Pie charts depicting gamified cyber security training experience responses 
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The data presented in Figure 3 offers compelling evidence to support the alternative 

hypothesis regarding gamified training statements in the context of cyber security. The 

statistics indicate a clear trend among the respondents, as discussed below. 

In Figure 3 (A), it is observed that 85% of the respondents agree that gamified cyber 

security training is both interesting and intriguing. This suggests that the gamified 

method successfully captures the attention and curiosity of the trainees. 

Figure 3 (B) reveals that 78% of the respondents agree that gamified cyber security 

training is more effective compared to traditional training methods. This finding implies 

that the gamified method has a greater impact on learning outcomes and knowledge 

retention. 

The preference for story-telling of real-life phishing and malware attacks through a 

game is highlighted in Figure 3 (C), with 82% of the respondents expressing their 

preference for this method. This indicates that incorporating real-life scenarios into the 

gamified training enhances its appeal and relevance. 

Figure 3 (D) demonstrates that 81% of the respondents prefer shorter training 

sessions. This finding suggests that shorter and more focused training sessions align 

better with the respondents' preferences and engagement levels. 

Furthermore, Figure 3 (E) indicates that 78% of the respondents agree that role-based 

cyber security training is beneficial. This result suggests that tailoring the training 

content to specific job roles and responsibilities enhances its perceived value and 

effectiveness. 

Figure 3 (F) reveals that 78% of the respondents agree that they would remember key 

messages for a longer period through gamified training. This implies that the gamified 

method facilitates better retention and recall of important information. 

Motivation to complete gamified cyber security training is explored in Figure 3 (G), 

where 65% of the respondents agree that they are motivated to complete such training. 

This finding indicates that gamification elements have a positive impact on 

respondents' motivation levels, driving them to engage with the training content (Wu et 

al., 2021, p. 13). 
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In Figure 3 (H), 65% of the respondents express a preference for receiving a phishing 

email as part of a simulation rather than reading about an example online. This 

suggests that interactive simulations, even when involving potentially harmful content, 

are more appealing to respondents than passive learning methods. 

Contrarily, the null hypothesis is supported by the data presented in Figure 3 (I), where 

only 45% of the respondents agree that a leader board or top achievers rank for 

completing the training would motivate them to complete the cyber security training. 

This finding indicates that the use of leader boards as a motivational tool may not be 

as effective as initially hypothesised. 

The responses depicted in Figure 3 provide valuable insights into the experiences of 

gamified cyber security training in the banking industry. Overall, the findings 

demonstrate positive responses towards gamified training, aligning with the study’s 

hypotheses. Additionally, the theoretical framework for employee cyber security 

training efficacy supports the notion that gamified training positively influences 

employee engagement in training activities (Silic & Lowry, 2020, p. 132-139). 
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The data presented in Figure 4 provides evidence to support the alternative hypothesis 

regarding traditional training in the field of cyber security. The statistics presented 

indicate a notable trend among the respondents, as outlined below. 
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Figure 4: Pie charts depicting traditional cyber security training experience responses 
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Figure 4 (A) reveals that only 37% of the respondents agree that traditional cyber 

security training is interesting and intriguing. This finding suggests that the traditional 

training method fails to generate a high level of interest or engagement among the 

respondents. 

In Figure 4 (B), it is observed that a mere 18% of the respondents agree that traditional 

cyber security training is more effective than gamified training. This result indicates 

that the traditional method is perceived as less impactful in terms of learning outcomes 

and knowledge retention compared to the gamified training method. 

Figure 4 (C) demonstrates that 21% of the respondents prefer longer training sessions 

on key cyber threats. This finding implies that a subset of the respondents finds value 

in extended training sessions, suggesting a desire for in-depth knowledge and 

comprehensive coverage of cyber threats. 

The reading habits of the respondents are explored in Figure 4 (D), where 44% of them 

indicate that they read content on the company’s intranet or newsletters. This result 

suggests that company-provided written materials are utilised by a significant portion 

of the respondents as a source of information on cyber security. 

Furthermore, Figure 4 (E) indicates that a substantial 89% of the respondents believe 

that picture and video content depicting cyber threat demonstrations improve their 

understanding. This finding suggests that visual aids, such as pictures and videos, play 

a crucial role in enhancing the respondents’ comprehension of cyber threats. 

Overall, the data presented in Figure 4 provides valuable insights into the perceptions 

and preferences regarding traditional cyber security training. The findings indicate a 

relatively low level of interest and effectiveness associated with the traditional method. 

Additionally, the preference for longer training sessions and the value placed on visual 

content for improved understanding highlight important considerations for designing 

and delivering effective training programmes. 

It is worth noting that the statistical evidence supports the alternative hypothesis, and 

suggests that traditional cyber security training may be less engaging and effective 

compared to alternative methodologies. These findings have implications for the 

development and implementation of training strategies in the field of cyber security, 
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emphasising the importance of incorporating interactive and visually appealing 

elements to enhance engagement and knowledge acquisition among trainees. 

The results pertaining to the hypothesis indicate that traditional cyber security training 

methods often suffer from several concerns, leading to a low attention span among 

employees during training (Abawajy, 2014, p. 242). These concerns align with the 

negative responses received regarding traditional training experiences in the study. 

As shown in Figure 4, the majority of respondents did not find traditional training to be 

interesting, intriguing, or effective. Additionally, most respondents expressed a 

preference for shorter training sessions, indicating a potential issue with the duration 

of traditional training methods. Moreover, a significant number of respondents claimed 

uncertainty about reading cyber security content in newsletters and on the intranet, 

suggesting a lack of engagement with the provided materials. 

To address these concerns, the research aims to test the null hypothesis that 

traditional cyber security training enhances knowledge, awareness, and engagement 

for employees in the banking industry. In contrast, the alternative hypothesis suggests 

that gamification methodologies embedded into training programmes improve 

employee engagement. 

The following table presents the one-sample test and statistics for the questions related 

to the gamified training experience, which will be used to evaluate the null hypothesis 

against the alternative hypothesis. This analysis will provide insights into the 

effectiveness of gamification in improving employee engagement during cyber security 

training. 
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Table 6: One-sample test for the gamified training experience statements

Gamified training experience statements 
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1. Gamified training is more effective than traditional training 100 5.24 1.603 .160 -4.743 <.001 <.001 -.760 -1.08 -.44 

2. The gamified training is interesting and intriguing 100 5.42 1.539 .154 -3.770 <.001 <.001 -.580 -.89 -.27 

3. Gamified training teaches me something new that I will remember for longer 100 5.32 1.569 .157 -4.334 <.001 <.001 -.680 -.99 -.37 

4. The gamified training made me want to complete all my training in that 

format 
100 4.88 1.748 .175 -6.407 <.001 <.001 -1.120 -1.47 -.77 

5. Any incentive or reward would catch my attention to complete the training 100 5.07 1.844 .184 -5.044 <.001 <.001 -.930 -1.30 -.56 

6. I prefer to receive a phishing email as part of a simulation than to read about 

an example online 
100 4.99 1.925 .193 -5.246 <.001 <.001 -1.010 -1.39 -.63 

7. I prefer story-telling of real-life phishing and malware attacks through a game 100 5.50 1.547 .155 -3.232 <.001 .002 -.500 -.81 -.19 

8. A leader board or top achievers rank for completing the training would 

motivate me to complete my cyber security training 
100 4.15 1.940 .194 -9.534 <.001 <.001 -1.850 -2.24 -1.46 

9. Customised training to my role would be beneficial 100 5.44 1.684 .168 -3.326 <.001 .001 -.560 -.89 -.23 

10. I prefer 10 minutes on cyber security training compared to 1+ hours of 

training 
100 5.99 1.494 .149 -6.760 <.001 <.001 -1.010 -1.31 -.71 

11. Pictures and videos of the cyber threat demonstrations would help me 

understand the content better 
100 5.80 1.443 .144 5.546 <.001 <.001 .800 .51 1.09 
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Traditional training experience statements 

N
 (

d
f 

=
 9

9
) 

M
e
a
n

 

S
td

. 
D

e
v
ia

ti
o

n
 

S
td

. 
E

rr
o

r 
M

e
a
n

 

t 

Significance 

M
e
a
n

 D
if

fe
re

n
c

e
 95% 

Confidence 
Interval of the 

Difference 

O
n

e
-

S
id

e
d

 p
 

T
w

o
-

S
id

e
d

 p
 

L
o

w
e
r 

U
p

p
e
r 

1. Traditional training is interesting and intriguing 100 3.69 1.727 .173 9.784 <.001 <.001 1.690 1.35 2.03 

2. Traditional training is more effective 100 3.39 1.524 .152 9.124 <.001 <.001 1.390 1.09 1.69 

3. I prefer having a few hours of someone training me on phishing and 

malware 

100 2.72 1.815 .182 3.967 <.001 <.001 .720 .36 1.08 

4. I regularly read my companies newsletters or cyber security content on the 

intranet 

100 4.05 1.833 .183 11.182 <.001 <.001 2.050 1.69 2.41 

Table 7: One-sample test for the traditional training experience statements 
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Table 6 and 7 present the mean, standard deviation, standard error mean, t values, 

the significance levels, the mean difference, and the confidence levels.  

In Table 6, the gamified training experience statements received responses indicating 

higher engagement among employees. The eleven gamified training experience 

statements yielded a total mean of 5.25, a standard deviation of 1.66, and a standard 

error mean of 0.16. 

In Table 7, traditional training experience statements received responses indicating 

lower engagement among employees. The four traditional training experience 

statements yielded an average mean of 3.46, an average standard deviation of 1.72, 

and an average standard error mean of 0.17. 

The higher mean for the gamified training experience statements suggests that 

majority of respondents agree that gamified cyber security training improves their 

engagement. The lower standard deviation for gamified cyber security training 

statements indicates greater agreement and stability in perceptions regarding 

gamifying training. The standard error mean values across Table 6 and 7, being closer 

to zero, suggest a more accurate representation of the true mean value of the 

population. 

As observed in Table 6 and 7, the significance (alpha) is divided into one-sided and 

two-sided p-values. The p-values for the 95% confidence interval of the difference in 

gamified cyber security training are lower than the alpha, indicating higher significance. 

Conversely, the p-values for the 95% confidence interval of the difference for traditional 

cyber security training are higher than the alpha, indicating that there is lower 

significance. Based on these finding, if all p-values for the 95% confidence interval in 

the tables are less than 0.05 (p ≤ 0.05), it can be concluded that the results are 

statistically significant. These results support the use of gamification methodologies in 

the design and implementation of cyber security training programmes, particularly in 

the South African banking industry. Thus, according to the statistics, the alternative 

hypothesis is accepted. 
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4.4 Summary 

The pie charts and table presented in this chapter demonstrate a statistically significant 

improvement in employee training engagement through the use of gamified training 

content. A preference for gamified training was expressed by the majority of 

respondents, who found it more interesting, intriguing, engaging, and effective in 

retaining knowledge in the long term compared to traditional training. It was also 

revealed that most respondents preferred shorter training sessions, indicating the 

effectiveness of gamification elements such as phishing simulations, visual 

demonstrations, leader boards, and storytelling in enhancing training engagement. 

Furthermore, a majority of respondents indicated that tailored cyber training aligned 

with their specific roles in the business would be more beneficial than a generic "one-

size-fits-all" approach. This finding reinforces the importance of tailored training 

experiences in improving employee engagement. 

These findings hold significant implications for the South African banking industry, 

suggesting that the incorporation of gamified training methods can lead to enhanced 

employee engagement in cyber security training. By utilising gamification techniques 

and customising training content to align with employee roles, organisations can 

improve the effectiveness and efficiency of their training programmes. 

It is important to note that this study focuses on a specific population within the South 

African banking industry. Future research should aim to replicate these findings in a 

larger and more diverse sample to ensure generalisability. Additionally, qualitative 

research methods such as interviews or focus groups, as demonstrated in Francia et 

al. (2014), could provide further insights into the specific aspects of gamified training 

that contribute to its effectiveness in engaging employees. 

Based on the observed positive relationship between gamified cyber security training 

experience and traditional methods, it can be concluded that gamified training has a 

significant positive impact on improving employee training engagement. All gamified 

cyber security training experience questions yielded lower p-values, indicating a strong 

statistical significance. Therefore, the alternative hypothesis, suggesting a positive 

relationship between gamified training and employee engagement, is accepted.  
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CHAPTER 5. CONCLUSIONS & RECOMMENDATIONS 

5.1 Introduction 

A summary of the study’s recommendations will be provided in this chapter, aligning 

with the research findings and results that were analysed in the previous chapter. Each 

research objective has been addressed through hypothesis testing and a synopsis of 

the literature. The results of the study will be reviewed in the conclusion, highlighting 

areas for further research that have been identified. 

5.2 Conclusions regarding the cyber threat landscape of the 

South African banking industry, identifying two major cyber threats 

The understanding of current cyber security threats and trends, which can be utilised 

to improve employee training engagement, has been assisted by this research 

objective, as it is fundamental to the study (Wilding, 2016). Risk assessments and the 

development of mitigation actions by organisations can be guided by this 

understanding, enabling them to remain proactive and vigilant.  

The conclusions drawn in this study are based on the current South African cyber 

threats within the cyber threat landscape. Phishing and malware were selected as they 

represent different attack delivery methods (Pieterse, 2021). Additionally, these two 

cyber threats were chosen to validate employees’ experience from a training content 

perspective.  

The research findings confirm that respondents’ preference for the training method 

enhances training engagement, thereby positively influencing the assimilation of 

information and the improvement of their cyber knowledge. It can be highlighted that, 

an average of 85% of respondents believe gamified cyber security training is 

interesting and intriguing, indicating the empowering nature of the gamification 

methodology in terms of knowledge and experience. 
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5.3 Conclusions regarding the design of a traditional cyber 

security training programme for two major South African banking 

industry cyber threats 

The impact on employee training engagement is influenced by the cyber security 

training methodologies implemented by organisations. In this study, two key 

methodologies were explored: gamified cyber security training methodology and 

traditional cyber security training methodology. In the context of the South African 

banking industry, a traditional cyber security training programme focusing on phishing 

and malware training content was implemented as part of the research instrument. 

In accordance with the literature by Abawajy (2014), the traditional questions in the 

research instrument were formulated to encompass generic cyber security best 

practices, without targeting specific employee groups within the organisation. It was 

found that an average of 18% of respondents perceive traditional training as effective. 

The concerns raised by Abawajy (2014, p. 240) regarding the mundane nature of 

traditional training content due to employees’ low attention span during the training 

were confirmed by the research findings presented in chapter 4. 

Additionally, this study did not previously mention that traditional newsletter delivery 

can be partially effective. Approximately 44% of respondents reported reading 

newsletters, which presents an opportunity to enhance content delivery through digital 

newsletters using modern approaches such as podcasts, short leadership-focused 

messages, and other forms of positive reinforcement messaging to improve 

engagement (Koehler et al., 2021). 

5.4 Conclusions regarding gamifying a traditional cyber security 

training programme for two major South African banking industry 

cyber threats 

It has been indicated by the study that gamified cyber security training is capable of 

enhancing the attention and engagement of employees in comparison to the traditional 

cyber security training programme (Holdsworth & Apeh, 2017, p. 113). The results 
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presented in chapter 4, provide evidence that majority of respondents preferred 

engaging with gamified training techniques based on their experiences. 

The importance of cyber security training for the banking employees is emphasised 

(Holdsworth & Apeh, 2017, p. 113), highlighting the crucial role that gamification plays 

in attracting employees to participate in cyber security training. Abawajy, (2014, p. 242) 

referred to a game-based training course aimed at educating employees on identifying 

phishing emails, which was implemented as part of the research instrument. 

Furthermore, streamlining the gamification process within a single platform is a 

complex task that should be addressed (Sharif & Ameen, 2020, p. 154). For instance, 

according to Miranda (2018, p. 7), phishing simulations can effectively prepare 

employees in an organisation to recognise potential external cyber threats. The 

research findings indicate that an average of 56% of respondents believe that phishing 

simulations would be effective in identifying what constitutes a phishing email. 

The research results also suggest that modernising traditional training methods may 

still be effective, especially considering the virtual fatigue experienced after the Covid-

19 pandemic (Wicks, 2021). Therefore, there are various opportunities to incorporate 

into the design of the traditional cyber security training programme for addressing 

phishing and malware threats. 

5.5 Conclusions regarding the comparison of employees’ 

experience with the traditional and gamified cyber security training 

programmes quantitatively 

An important aspect of the study, as well as the testing of the hypothesis, involves 

comparing training methodologies and their associated experiences. Therefore, the 

results of employees’ experiences with cyber security training are crucial as they 

impact the level of engagement with the cyber security content. 

As stated by He and Zhang (2019, p. 255), traditional cyber security training that 

inundates employees with a large amount of content leads to “security fatigue”. Based 

on the responses, the majority of respondents preferred the gamified methodology, 

which promotes engagement and helps alleviate security fatigue. Additionally, as part 
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of the research instrument, gamified phishing and malware training were provided to 

employees to mitigate security fatigue. 

5.6 Recommendations 

During the Covid-19 pandemic, the South African banking industry encountered 

various challenges, leading to an increase in opportunities for cybercriminals to exploit 

humans. To mitigate these risks, the implementation of a robust cyber security training 

programme can help minimise the potential damage caused by cyber threats.  

Based on the industry benchmarks, discoveries, and analysis of the research results, 

this study will contribute to the following recommendations. The key stakeholders 

identified in this context are the organisations operating within the banking industry. 

5.6.1 Organisations in the South African banking industry 

Recommendation 1: Continuous analysis and monitoring of the threat landscape 

The continuous evolution of cyber security defence mechanisms is usually 

accompanied by the advancement of cyber threats and cyber-attacks, which stay 

ahead of the game (Carter, 2017). Strategies should be developed by organisations in 

the South African banking industry to effectively analyse the threat landscape and 

improve the content of cyber security training. The level of knowledge demonstrated 

by the respondents in the study on two major cyber threats, phishing and malware, 

within the current threat landscape was variable. Hence, training can be improved by 

analysing employee attitudes or the way training content is consumed. 

Furthermore, the assessment of the threat landscape can be utilised to enhance 

security tools and measures, enabling organisations to identify new cyber threats more 

effectively. Evaluating employee security behaviour across each identified cyber threat 

within the threat landscape is crucial. For instance, simulations for smishing, phishing, 

and social engineering can be implemented. 

As mentioned earlier, identifying new cyber threats is a key competent when curating 

training content. However, continuous monitoring is equally significant. Monitoring the 
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threat landscape and incorporating threat intelligence into a cyber security training 

programme will enhance the security posture of the organisation. 

To stay ahead of the game, organisations in the banking industry need to determine 

and develop new approaches for building cyber security training (Carter, 2017). This 

involves integrating security defence mechanisms with human defence, considering 

that humans are often perceived as the weakest security link within an organisation. 

Developing a cyber security-savvy culture will support a broader ecosystem (Carter, 

2017). As long as organisations in the banking industry exist, cybercriminals will 

continue to launch attacks. Therefore, it is important for security defence mechanisms 

to integrate with human security training to mitigate security risks (Carter, 2017).  

Recommendation 2: Establish and implement a gamified cyber security training 

programme for internal and external audiences 

In recent years, gamified training has been steadily emerging within organisations 

(Katsantonis et al., 2017). Various methodologies and literature on cyber security 

training have been explored in this paper. 

Organisations in the South African banking industry should consider implementing 

gamification methodologies and techniques in their cyber security training 

programmes. Gamified training programmes motivate and promote positive employee 

training engagement, which reduces security errors and enhances the organisation's 

security posture. These positive effects enhance employee knowledge and potentially 

facilitate behavioural change analysis (Sharif & Ameen, 2020, p. 154). According to 

Schieltz et al. (2017), gamified reinforcement techniques such as rewards or leader 

boards encourage positive employee behaviour. 

Additionally, gamified cyber security training overcomes the limitations of traditional 

learning approaches by providing an enhanced learner experience (Nguyen & Pham, 

2020). Real-life scenarios are easier to understand, creating a visually simulated 

environment that facilitates maximum knowledge absorption (Nguyen & Pham, 2020). 

As mentioned, employees would be enthusiastic about learning, bridging the gap 

between learning and practical application (Nguyen & Pham, 2020). 
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A comprehensive cyber security training programme should be developed for 

employees and external audiences, including clients, to cover all aspects of cyber 

security. This will enable an immediate response to any volume of cyber-attacks across 

all environments (Modina, 2015). 

There are numerous cyber security training models that can be adapted to focus on 

gamification and drive effective and efficient learning (Birajdar & Nisha, 2022). 

Organisations should consider defining a customised cyber security training framework 

based on the business culture (Birajdar & Nisha, 2022). Integrating this framework into 

other learning functions within the organisation can provide additional value (Birajdar 

& Nisha, 2022). 

Recommendation 3: Source a security behavioural and human risk intelligence 

tool for data analytics 

Sourcing security behavioural tools is not an easy acquisition, and the budget and time 

spent on research are crucial. All requirements should be scoped by organisations in 

the banking industry once a mature level of cyber security training has been achieved 

in the environment. For example, once a foundation has been built on a customised 

cyber security training programme, instead of adopting a tick-box exercise or one-size 

fits all approach (Angafor, Yevseyeva, & He, 2020, p. 2). 

The requirements should be mapped back to the objectives and frameworks that have 

been embedded. Subsequently, all security tools should be mapped to gain an 

understanding of data flow analysis, security behaviour, and employee risk levels. By 

focusing on human risk intelligence and training employees based on their behaviour, 

it becomes easier to determine individual cyber security scores. Ultimately, improved 

employee training engagement will enhance the security culture within the 

organisation. This will enable organisations to easily adapt and counter new cyber 

threats entering the cyber threat landscape. 

Recommendation 4: Obtain continuous feedback from employees based on their 

training experience 

To stay ahead of cybercriminals and continuously monitor the cyber threat landscape, 

organisations in the banking industry need to consider feedback from employees 
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regarding their training. Just as security tools and integrations are crucial for 

organisations, the training content should be maintained and kept up to date with the 

ever-changing cyber threat landscape. Additionally, it is important to ensure that 

employees are engaged with the training content. 

The effectiveness of cyber security training relies on the training experience of 

employees. Therefore, obtaining feedback allows an organisation to adapt and adopt 

new methods of delivery for their employees. Moreover, creating a positive cyber 

security culture, where employees are curious and eager to learn more, rather than 

disengaged, is essential. 

Feedback can be obtained through various channels, such as questionnaires after a 

training session, at events, online polls, word of mouth, or other alternative modes. The 

method of obtaining feedback largely depends on the organisation's environment and 

may vary from one organisation to another. Another way to gather feedback is by 

embedding the feedback questions into the gamified experience. For example, 

gamifying the feedback questionnaire and ensuring its inclusion in a training course. 

5.7 Conclusion and suggestions for further research 

The engagement of South African bank employees on critical cyber threats across both 

traditional and modern methods of cyber security training programmes was examined 

in this study. Furthermore, modern cyber security training tools and techniques to 

empower employees, with a focus on gamification, were investigated. The 

effectiveness of training engagement was tested based on the adopted training 

methodology. Hence, the research objectives were addressed, and efficient 

recommendations based on literature and research discoveries are provided to 

stakeholders. 

Change management, psychological, and behavioural analytic models that improve 

employee training should be assessed in future research (Alshaikh, Naseer, Ahmad, 

& Maynard, 2019). For example, cyber security training could be delivered at a risk 

level by individually profiling each employee's risk profile. Risk groups or levels can be 

classified to limit the number of groups to a manageable level. 
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Expanding the scope to include employees in the banking industry globally may yield 

valuable insights into improving training engagement, particularly from countries with 

well-established cyber security training programmes. 

Furthermore, future research should utilise the insights gained from this study to gamify 

a cyber security training course and analyse behavioural changes in employee training 

engagement. This would establish a strong foundation for organisations to incorporate 

gamification methodologies into their cyber security training programmes. 

Investigating the effects of age classification on responses to gamification is an 

intriguing area for future research, as it can provide insights into preferences and 

effectiveness of gamified experiences across different age groups. Understanding how 

age influences employees' responses to gamification can help design engaging and 

effective experiences tailored to specific age groups. 

The cognitive and developmental factors associated with different age groups could 

have been considered in this study (Thomas, Baral, & Crocco, 2022). For instance, 

younger employees may exhibit higher levels of cognitive flexibility and be more 

receptive to novel game mechanics, while older adults may prefer familiar and intuitive 

designs. Examining how different age groups perceive and interact with various game 

elements, such as badges, leader boards, rewards, or progress tracking, can provide 

valuable insights for designing age-appropriate gamified interventions. 

Furthermore, studying the impact of age on motivation and engagement in gamified 

experiences is essential. Different age groups may have distinct intrinsic and extrinsic 

motivations that influence their preference for gamification. For example, younger 

employees might be more motivated by competition and social interaction, while older 

adults may prioritise personal growth and enjoyment. Examining how age influences 

the perceived enjoyment, motivation, and sustained engagement in gamified activities 

can help tailor gamification strategies to effectively engage different age groups. 

The influence of age-related factors, such as digital literacy and technological 

proficiency, on the preference for gamification is another aspect to explore. Older 

adults may have varying levels of experience and comfort with technology, which can 

impact their acceptance and adoption of gamified systems. Investigating how age-

related factors intersect with preferences for gamification can guide the development 
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of user-friendly and inclusive gamified designs that cater to the needs and abilities of 

different age groups. 

Lastly, considering the potential implications of gamification for different age groups is 

crucial. Gamified interventions aimed at promoting healthy behaviours or learning 

outcomes may have varying effectiveness and acceptability across different age 

groups. Assessing the impact of gamification on behavioural change, skill acquisition, 

or knowledge retention among different age groups can provide insights into the 

appropriateness and effectiveness of gamified methodologies for specific age ranges. 

For this research, a minor critique is that it would have been beneficial to distribute the 

questionnaire to a specific organisation in the South African banking industry. This 

would have allowed for the separation of the population, ensuring a similar number of 

responses across selected (or high-risk) departments or business areas. This 

approach would have addressed the controversy surrounding the current data 

collected, which primarily consisted of employees based in the digital and technology 

business area. Furthermore, it would have provided the opportunity to identify specific 

gaps and make recommendations for cyber security training within these groups, 

offering high value to organisations in the banking industry. 
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