&
.

UNIVERSITY OF THE

WITWATERSRAND,
JOHANNESBURG

SCHOOL OF
MATHEMATICS

MASTER’S DISSERTATION

Elliptic Curve Cryptography and
Related Secrecy Systems

Author: Supervisor:

Nokuzola Mkhatshwa Dr. Alexander Davison



Declaration

| declare that this dissertation is my own, unaided work. It is being submitted
for the Degree of Master of Science at the University of the Witwatersrand,
Johannesburg. It has not been submitted before for any degree or examination
at any other University.

‘@/\;\ o\~ -

(Signature of candidate)

09 June o9 22 at Apollo Apartment

day of




Acknowledgement

I would like to thank my supervisor, Dr. A. Davison for the guidance and
support he has shown me throughout the duration of this dissertation. My
sincere gratitude goes to my family and friends for always being there for
me and encouraging me to do even better. Lastly, I would like to thank the
National Research Foundation (NRF') for sponsoring my tuition.

i



Abstract

In this dissertation, we discuss pre- and post-quantum cryptography. The
Diffie-Hellman key-exchange protocol is known as the foundation of public-
key cryptography. Public-key cryptography is widely used, Elliptic Curve
Cryptography (ECC) in particular. But there is a problem: quantum com-
puters. In 1999, Peter Shor introduced a quantum algorithm that posed a
great threat to public-key cryptosystems. However, isogeny-based cryptog-
raphy is not vulnerable to Shor’s algorithm, hence isogeny-based cryptosys-
tems attempts to mitigate the threats posed by quantum computers. This
dissertation will review ECC, review mappings between elliptic curves (iso-
genies), and then show an isogeny-based, quantum-resistant version of the
Diffie-Hellman key-exchange protocol.
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1 Introduction

Millions of people are using the Internet as a form of communication and
e-commerce. This has led to an increased need for security over file trans-
mission and communications. Cryptography is widely used for securing data
transmissions on most computers. Cryptography is about protecting infor-
mation and preventing adversaries from accessing information they are not
authorised to access. Computer networks are increasing and the amount of
information being processed is becoming incredibly large. We need security
to preserve confidentiality, non-repudiation, authentication, access of control
and integrity [68].

Cryptography is a medium for secure communication between different par-
ties. We have two types of cryptographic algorithms, namely, symmetric and
asymmetric cryptography. Symmetric cryptosystems are incredibly fast and
only one key is used for both encryption and decryption of data meaning
that once adversaries gain access to your private key they have access to
your encrypted message. To avoid this, the two parties communicating need
to make sure that they securely share the private key between themselves.
Asymmetric cryptosystems on the other hand are not entirely secure, how-
ever their advantage is the use of a key pair, a public key and a private key,
adversaries will only have access to your public key and your private key is
kept secret. A public key (known by the public) is used for the encryption of
a plaintext or the verification of a digital signature, and a private key, which
remains secret is used for the decryption of the ciphertext or the creation of
a digital signature [3].

Asymmetric key sizes are much larger compared to symmetric key sizes. A
128-bit symmetric key gives the same security as a 2048-bit RSA key and a
256-bit elliptic curve key. We will discuss elliptic curves in Chapter [3] Notice
that a elliptic curve key is twice that of a symmetric key. When it comes to
the speed of encrypting and decrypting data, asymmetric cryptosystems are
slower and symmetric cryptosystems are quite fast. This makes asymmetric
cryptosystems less efficient as them being slow means congestion (slow en-
cryption and decryption) which is time consuming. Digital signatures can
provide non-repudiation which means that a signer cannot deny having signed
a message. Our main focus will be on asymmetric cryptography. The reader
should see [51] for more details on symmetric cryptography.



Asymmetric cryptosystems are mostly used for key exchange because of data
security. The encryption between two parties is secure, the private key is
never shared over the channel. This minimizes attacks or adversaries being
able to access whatever information is being exchanged as it is considered
mathematically infeasible for adversaries (or anyone) to be able to use the
public key to recreate the private key.

The Diffie-Hellman algorithm is used to establish a secure communication
channel for the purpose of a key exchange. The exchanged key is a pri-
vate key which is then used for symmetric encryption by both parties. The
Diffie-Hellman key-exchange protocol is the foundation of asymmetric cryp-
tography.

1.1 Asymmetric Cryptography

In 1976, Whitfield Diffie and Martin Hellman amazed the cryptographic
world with their ground-breaking paper [33] "New Directions in Cryptog-
raphy" giving a scheme for key exchange employing a number-theoretic tech-
nique. Soon after, in 1978, Ronald Rivest, Adi Shamir and Leonard Adleman
published the famous RSA paper [74] in which the RSA cryptosystem, the
first example of a public-key, cryptosystem was introduced.

Asymmetric cryptography, also known as Public-key cryptography, has been
widely studied, beginning with the Diffie-Hellman key-exchange protocol and
the RSA cryptosystem [51]. The secrecy of these systems depends on the
difficulty of solving certain arithmetical problems. In particular it is currently
a lengthy process to solve the discrete logarithm problem, which gives the
Diffie-Hellman key-exchange protocol its security. The Diffie-Hellman key
exchange protocol is a key-agreement protocol between two parties, where a
third party (eavesdropper) may be able to intercept the information without
being able to decrypt it. In practice, it may be used to allow two parties to
agree on a secret private key, after which time, private-key encryption may
be used.

This is how the encryption works:

1. Amahle wants to send a message (plaintext) to her friend Bukhosi
through an unsecure channel.



2. Amabhle encrypts her plaintext with Bukhosi’s public key to get a ci-
phertext(scrambled message) through encryption.

3. She then sends the encrypted ciphertext to Bukhosi.

4. Bukhosi receives the ciphertext from Amahle and use his private key
to decrypt the ciphertext turning it back to a readable message (plain-
text).

We mentioned that one advantage of public-key cryptography is the use of
two different keys. Even though intermediaries know your public key or
see your encrypted message, without the private key they will be unable to
decrypt your message.

RSA and ElGamal cryptosystems are best known for their robust security.
The security of the RSA cryptosystem is based on the difficulty of factorizing
the product of two large prime numbers whereas the security of the ElGamal
cryptosystem is based on the difficulty of finding discrete logarithms modulo
a large prime [75].

1.2 Elliptic Curve Cryptography

The first use of elliptic curves in cryptography was in 1984 when Lenstra
used elliptic curves to factor integers |5}, 52]. This led to a series of laws and
theorems such as Fermat’s last theorem being proved using elliptic curves [5].
Furthermore, many mathematicians gained interest hence shifted their focus
on elliptic curves. However, in 1985, Miller |65, |66] and Kobliz [52] introduced
elliptic curve cryptography (ECC) which is one of the best cryptosystems in
use.

ECC is a public-key cryptosystem for wireless/mobile environments. When
compared to other older cryptosystems modulo n, ECC comes with essen-
tially smaller key sizes hence faster computation. Given the hard (exponen-
tial time) problem that breaking ECC requires, it is very difficult for mali-
cious adversaries to try and break into the system. ECC uses lower power
consumptions, provides bradwidth savings and lower memory usage[43, [80].
ECC is harder to break as its security depends on the difficulty of discrete
logarithm problem for an elliptic curve. Although ECC is known as a robust
security system, with RSA and ElGmal coming just after it, these cryptosys-



tems (and others) are still vulnerable to attacks using quantum computers
and every day we get closer to the likelihood of quantum computers being
able to solve the discrete logarithm problem in seconds.

1.3

Outline

This dissertation is a basic overview of elliptic curves and their application to
cryptography. We will first review pre-quantum cryptography by discussing
the most widely used public-key cryptosystems and then we will review post-
quantum cryptography where we will discuss isogeny-based cryptography.

1.

We begin chapter [2| by giving preliminaries which entails the discus-
sion of the Diffie-Hellman key-exchange and the Discrete Logarithm
Problem (DLP).

. In chapter[3], we discuss the theory behind elliptic curves. We begin our

discussion with the basic form in which elliptic curves can be expressed,
then proceed with how elliptic curves form a mathematical group and
conclude our discussion with the Hasse theorem which is important in

cryptography.

. In chapter 4|, we look at torsion subgroups which plays an important

part on the study of elliptic curves.

. In chapter 5[, we introduce the Frobenius endomorphism which play

an important role when it comes to counting points on elliptic curves
defined over finite fields and the development of Schoof’s algorithm.

. In chapter [6] , we give the basics of early encryption, namely, Massey-

Omura, ElGamal and the elliptic curve discrete logarithm problem
(ECDLP).

. In chapter[7]and chapter[§]we introduce isogenies and their applications.

We give a brief discussion on isogenies then proceed to elliptic curves
defined over complex numbers C, the endomorphism ring, Schoot’s al-
gorithm, Schoof-Elkies-Atkin algorithm, isogeny graphs and irreducible
polynomials.

. In chapter [9] , we discuss isogeny-base cryptography. We discuss ex-



pander graphs, supersingular isogeny-based cryptography, the Charles-
Lauter-Goren key-exchange and security- the hardness-assumption.

. In chapter[10]|, we conclude the dissertation by two post-quantum key-
exchanges. We discuss a key-exchange from isogeny graphs and the
supersingular isogeny Diffie-Hellman (SIDH) algorithm. Then we com-
pute isogenies of a given kernel.



2 Preliminaries

2.1 Diffie-Hellman key-exchange

The Diffie-Hellman key-exchange is a cryptographic protocol between two
parties communicating on an unsecure public channel, whereby the two par-
ties exchange information and any eavesdropper able to intercept that infor-
mation cannot decrypt the actual message. This protocol was invented by
Whitfield Diffie and Martin Hellman in the 1970s [33]. In what follows, the
two parties are called Amahle and Bukhosi, and the eavesdropper is called
Evah.

Suppose Amahle and Bukhosi wish to exchange a secret key. They both
agree on a modulus p and a primitive root g of p, which is made public.

1. Amahle randomly selects a number a (secret) and computes A = ¢°
(mod p) and sends it to Bukhosi.

2. Bukhosi also randomly selects a number b (secret) and computes B = ¢°
(mod p), then sends it to Amabhle.

3. Bukhosi computes the secret key S = A® = (¢%)” (mod p).
4. Amabhle also computes the secret key S = B* = (¢°)* (mod p).
5. Both now know S.

Note that S is the same for both Amahle and Bukhosi, because, working

modulo p,
A =g =g¢" =B (mod p).

Only a, b and g?° (mod p) = ¢** (mod p) need to be kept secret. All the
other parameters p, g, ¢ (mod p), and ¢° (mod p) are sent over a public
channel (we assume that Evah, the eavesdropper is able to see all these
parameters except for a and b). Once Bukhosi and Amahle have computed
the shared secret, they can use it as an encryption key, only known by them,
for sending messages across the same channel. The computation of S from
the knowledge of A and B is known as the Diffie-Hellman problem.

Example 2.1. 1. Amahle and Buhkhosi publicly agree to use modulus p =
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1181 and a base g = 11.

2. Amahle randomly selects a private integer a = 839 and computes A =
g® (mod p) = 118% (mod 1181) = 777 and send A to Bukhosi.

3. Bukhost randomly selects a private integer b = 919 then he computes
B = g" (mod p) = 119 (mod 1181) = 531 and sends B to Amahle.

4. Amahle computes the secret key S = B* (mod p) = 531%% (mod 1181) =
270.

5. Bukhosi computes the secret key S = A® (mod p) = 777°1% (mod 1181) =
270.

They both arrive to the same secret .S, because,
(") (mod p) = g** (mod p) and
(¢")* (mod p) = ¢g** (mod p).

This means that, regardless of the order in which Amahle and Bukhosi com-
putes the exponentiation they will still get the same answer.

Evah, the eavesdropper will see all exchanges occurring between Amahle and
Bukhosi as their exchange is over an unsecure channel. However, Evah will
not be able to solve the secret S without knowing what a or b are nor knowing
g™ given that she knows ¢% = 777 and ¢” = 531. This means that Evah has
to work out the discrete logarithm problem in order to figure out a or b,
which is very hard. In general, if ¢ and b are large numbers it is practically
infeasible to break the encryption between two parties. It is easy when p is
small but hard when p has hundreds of digits.

2.2 Discrete logarithm problem

The discrete logarithm problem for a finite group G is as follows: Given
g, B € G, find the least positive integer a € Z such that ¢* = B. We call a
the discrete logarithm of B in base g, denoted by log, B [1].

Both the Diffie-Hellman problem and discrete logarithm problem are consid-
ered to be equivalently hard to solve for a or b in g* or g* (mod p). The
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Diffie-Hellman key exchange allows Amahle and Bukhosi to exchange their
keys securely in the presence of Eve, the eavesdropper. The Diffie-Hellman
key-exchange security is based on the difficulty of solving the discrete log
problem.

The difference between the Diffie-Hellman Problem and the Discrete Loga-
rithm Problem is that with the former you are given g% or g® (mod p), you
must find ¢?°, whereas in the Discrete Logarithm Problem you need to find
a or b from g%, ¢g* (mod p). Note that it is not yet proven that breaking the
Diffie-Hellman key exchange protocol is equivalent to computing the discrete
logarithm problem [35] |65]. But the inverse is true, if you can solve the
Discrete Logarithm Problem then it means you can solve the Diffie-Hellman
Problem. The security of the Diffie-Hellman key exchange protocol rests on
the unproven assumptions that solving the Diffie-Hellman problem and solv-
ing the discrete logarithm problem is computationally expensive or infeasible.

Shanks’ baby-step giant-step method is one of the most well-known methods
for solving discrete logarithms. In [41] an attempt is made to improve Shanks’
original method. For more details on Shank’s method see [88]. Other well-
known methods for calculating discrete logarithms are Pollard’s rho-method
[73], Pohlig-Hellman method [72] and the index calculus method [49]. Modern
computers cannot find the given parameters fast enough but with the use of
Shor’s algorithm, quantum computers will be able to solve such problems
quicker. One of the things that this research will look at is how to extend
the Diffie-Hellman protocol to elliptic curves.

11



3 Elliptic Curves and Elliptic Curve Arithmetic

3.1 Projective spaces

The references used in this section are [83] and [85]. Throughout this chapter
we will use F to denote a field and ' the algebraic closure of F.

Definition 3.1. Given a field F and a positive integer n, we define an affine
n-space as a set of n-tuples, denoted by A"

A"(F) = {(21, ..., 7,) : 7; € F.}

Similary, A"(FF) is the set of F-rational points in an affine n—space,
A"(F) = {(x1,...,2,) 1 z; € F.}

Let the polynomial ring over F be denoted by F[z] and let I C F[z] be an
ideal. To each such I we associate a subset of A"(F),

Vi={(z1,...,z,) € A" : w1, ...,2,) =0 for all fe I}.

Definition 3.2. (Projective space). We define a projective n—space as a set
of all (n+ 1)—tuples
(2o, ..., Tn) € A™H

with (xg, ..., z,) # (0, ...,0), modulo the equivalence relation given by
(205 s Tn) ~ (Y05 -y Yn)

if and only if there exists a multiplier p such that x; = py; for alli. An equiv-
alence class (puxo, ..., puxy,) is denoted by [xo : ... : x,]. The set of F—rational
points is the set

P"(F) = {[xg : ... : @) € P": all z; € F}.

Before we define elliptic curves, we need one extra point called the point at
infinity. To get this point we will split P?(FF) into two disjoint subsets:

Y ={lz:y:2] €P?lz #£0]}

and
Z={[x:y: 2] €P?z=0]}.

12



To get finite points in P?(F) welet z # O then [z :y: 2] = [¢/2:y/z: 1] €Y.
However, if z = 0 we get [z : y : 0] € Z. This is the line at infinity. By doing
so we have divided P2. Thus, the points [x : y : 0] are called the point at
infinity.

Definition 3.3. A polynomial is non-singular if it has distinct roots.
Definition 3.4. (Elliptic curve).

We define an elliptic curve E over a finite field as a non-singular cubic curve
with a F—rational point defined over the elliptic curve E.

Such an elliptic curve is described by it’s Weierstrass equation.:
Y2Z 4+ XYZ 4+ asY 7%= X3+ a0 X?Z + ay X7 + ag 2>,

where ay, ...,ag € F such that the discriminant A = 4a® + 270* # 0. We say
the curve E is non-singular when A # 0. The elliptic curve has exactly one
F—rational point at infinity. Note that the only place where Z = 0 is when
X =0, and Z = 0 is the line at infinity. The Weierstrass elliptic curve
intercepts the line at infinity on the point [0 : 1 : 0]. This point is called
the point at infinity of the elliptic curve. We denote the point at infinity by
O=1[0:1:0].

For the field F with characteristic # 2, 8 we can transform the Weierstrass
equation for the affine curve to a curve of the form:

y* = 2° + Az + B. (1)
We refer to equation [1] as the short form of the Weierstrass equation.

3.2 Group Law

In this section we describe how we can produce another point if we start
with a point or two point, on an elliptic curve. Let F be an elliptic curve
contained in P2, consisting of points that satisfy the Weierstrass equation
that is, R = (z,y), as well as the point at infinity O = (0 : 1 : 0). The
equation of the curve has degree three. If we have one rational point R, we
can get other points by drawing a line L through the curve F at point R. The

13



Figure 1: Addition on an elliptic Figure 2: Multiplication on an el-
curve liptic curve

line L, taken with multiplicity, intersects the curve at exactly three points,
namely, R, S,T. Drawing lines and taking multiplicities of intersections of
these new points R, S, T will generally give us a whole lot of new points |85,
83]. Bézout’s theorem found in |85, |39] generates this.

The composition law + is defined as follows:

Definition 3.5. (Composition law). Let R and S be two distinct points on
an elliptic curve. The line between point R and S intersect the elliptic curve
E at a third point T. Reflecting T across the x — axis will give us another
point R+ S.

Proposition 3.1. Properties of the composition law are as follows:

1. Ghiven the points R, S, T and the line L intersecting those three points,
then

(R+9)+T=0;
2. R+0=04+R=R forall R€ E;
3. R+S=S+R forall R,S € E;

4. There exists a point in E denoted by —R such that

14



5. Let R, S, T € E. Then
R+(S+T)=(R+5S)+T.

In other words, three points are considered to add up to zero if they are
collinear where O plays the role of zero. Under this definition of addition,
points on an elliptic curve can then be considered to be an abelian group.
Scalar multiplication can then be defined as repeated addition. Figures
and [2| give illustrations of the group law.

To do this arithmetically, consider two non-zero, non-symmetric points R =
(x1,11) and S = (x9,y9). For x1 # x4, define p = ﬁ which can be thought
of as the slope of the line between the two points R and S.

Let T be the intersection of this line with the curve E given by

y— 1 = pu(r — x1). (2)

When we substitute [2] into the elliptic curve equation [I] we get

(y1 + p(z — 21))* = 2° + az +b. (3)

When we expand and collect terms in « we get the following monic polynomial

2’ — pfa? + (2pay = 2uy + a)z + (b — pPx} — yi + 2umy) = 0. (4)

Factoring the cubic [4] yields
(x —21)(x — 29)(x — 3) =0, (5)

where the x5 is the z—coordinate of the point T. We know that x; and x,
are roots because these are the x values for which the polynomial is equal to
0 and the only other possible root is z3. When we expand and collect terms
in z we get

23 — (21 + 39 + 23)2% + (2109 + 2123 + T93)T — T, 2073, (6)

15



The coefficients of 22 must be equal because equation 4| and @ represent the
same polynomial, giving

—,u2 = —(I3+ZL’1+$2). (7)
The x—coordinate of the third point is computed as
T3 = p? — 11 — To. (8)

To obtain the corresponding y—coordinate we make use of equation [2] then
negate the results to get

ys = p(x1 — x3) — Y1 9)

or equivalently,
ys = (w2 — 73) — ¥a. (10)

Therefore,

(z1,91) + (22,92) = (23,y3) = R+ S=T.

Note that in order to verify the above (R+.S = T'), you need to check whether
T belongs to the curve or the alignment of R, S, and T.

For the case where S = R: Given x5 = x1 and y, = ¥y, the equations for x3
and y3 remains the same but a different equation is used for the slope:

. 3[E12 +a

7
211

which is obtained by differentiating
Y1 =+ [E13+CL$1+b.

To verify this, we check that T belongs to the curve and that we only get
two intersections on the curve given by the line passing through R and S.
We will not give proofs but examples which will verify the above.

Example 3.1. Given the elliptic curve y* = 23 — 7w + 10, if R = (3,4) and
S =(2,2) then T is the sum of R and S, i.e. R+S ="T.

If 21 # x5 the slope is:

16



_ Ny :4—2:2
1 — Ty 3—2 ’
The values of x5 and y3 are:
r3=22—-3-2=—1,

— 23— (~1) —4=4,

or equivalently,
ys=2(2—(-1)) —2=4,

T = (w3, y3) = (1,4).

Example 3.2. Given the curve y* = 23 — 72 + 10 and R = (-3,-2) = S,
To = X1 we have:
C3w?+a 3(=3)2—7T
o2 2(-2)
w3 = (5" = (=3) = (=3) =
ys = (=5)(=3 = 31) — ( 2) =
(w3, y3) = (31,172).
This is R+ R = 2R (repeated addition,).

Example 3.3. (Arithmetic on curves over F,).

Our aim is to prove that one can find points on any graph (manually) if it is
non-singular. We will show steps on how to do this. We want to determine
whether the elliptic curve: y* = 23 — 4Tx + 96 over Fgg is non-singular. To
check this we will first calculate the discriminant which should be A # 0
for the curve to be considered non-singular. We will then take a point at
x = 1 to check whether it is a quadratic residue or a quadratic non-residue.
We can use the Shanks-Tonelli algorithm to find the square roots £x of any
r = 2? (mod p). Then finally compute points of the curve in Fgg and use
Mathematica to verify these points.

A = —(4a® + 27b%)
=8 (mod 89)

17



.. A =8%#0. Hence the curve is non-singular.

Taoking x = 1 gives
23— 4T +96=1—-474+96 = 144 =55 (mod 89).

We use the Shanks-Tonelli’s algorithm to find that 12% = 55 (mod 89) which
yields point R = (1,12) € E(Fgy).

We mowe to the next step where we compute R+ R = 2R.

323 +a
= 2
_ (3+47)
2(12)
= (50)(24™") (mod 89)
= (50)(26) (mod 89)
=54 (mod 89).

Then we calculate (r3,ys):

73 = 54% — 2(1) = 2914 = 66 (mod 89);

ys = 12+ 54(66 — 1) = 3522 = 51 (mod 89).
Hence 2R = 2(1,12) = (66, 51).

Since computing points can be tedious, we use the double and add method
(see, for example, |7, 14)]) which efficiently gives the following points for nR,
where n > 2:

AR = (41,79),5R = (45,81), ..., TOR = (1,77),80R = O,81R = (1,12).

We define the order of a point as the smallest n such that nR is equal to
the point at infinity, i.e., nR = O. We know that 77 + 12 = 0 (mod 89)
implies that T9R = — R hence 80 is the smallest multiple of the point R, i.e.,
80R = O. The order of the point R is written as |R| = 80.

Table[d] is an estimate of the number of points as we add points on the elliptic
curve y* = 13 —472+96 over Fg, i.e., nR, the sum of n copies of the point R.
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Table 1: Points for y? = 23 + 472 + 96 over Fgg

T Y| Y T || Y
1 |12 |77 47| 29 | 60
2 [ 38151 ||| 50 | 40 | 49
4 |9 | 80| bl]|24]|65
5)
8
9

10 | 79 ||| 52 | 6 | 83
19 | 70 ||| 55 | 32 | 57
25|64 || 57| 0 | 0
10 1 26 | 63 ||| 58 | 40 | 49
16 | 7 | 82 || 61|18 |71
18 130 | 59 ||| 66 | 38 | 51
19| 4 | 85 ||| 67 | 42 | 47
20 1 15 | 74 ||| 70 | 40 | 49
21 138 |51 || 71| 2 | &7
27120 |69 ||| 72 |13 | 76
31| 4 |8 ||| 74 ]33] 56
37144 1 45 ||| 76 | 15 | 74
39| 4 |8 || 79|36 |53
41 |10 [ 79 ||| 81| 3 | 86
43110 |79 ]| 82| 15| T4
44 | 22 | 67 ||| 85 | 17 | 72
45| 8 | 81 ||| 86 | 27 | 62

Since there exist y € F, such that y* = 2® + Az + B and (z,y), (z,—y) € F,
we have 39 pairs of point, i.e, (x,y),(x,y") where y # vy .

Curves with the same j—invariant are essentially the same curve over a given
field. For instance, if Amahle and Bukhosi are working on the same curves
with different parameters but the same j—invariant, then they are definitely
working on the same curve.

subsectionj—invariant

Let E be an elliptic curve defined over the closed algebraic field F of charac-
teristic # 2 or 3. The change of variables is of the form

(z,y) = (w2, u’y) (11)
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with u € F,u # 0. We introduce this because we want to preserve the
Weierstrass form and only keep the coefficients for Y2 and 23 terms 1 for
E :y* = 2%+ ax + b. The isomorphism class of a curve has an invariant.

Definition 3.6. [29] (j-invariant). Let E : y*> = 2 + ax + b be an elliptic

curve, and define the j-invariant of E as
4a®
(F) = 1728———.
IE) 4a’ + 2702

Note that negating the denominator gives us the discriminant, A # 0.The
change of variables in equation [11]| preserves j leaving it unchanged.

The following proposition tells that while there are many different Weierstrass
equations for elliptic curves it remains that all these curves will have the same
j—invariant.

Proposition 3.2. Two curves Ey\ and FEy are isomorphic over the algebraic

closure F if and only if they have the same j—invariant [29].

Proof. = Assume that two curves E; and FE, are isomorphic. We show that
they have the same j—invariant. Our curves are

Ei:y*=23+ar+0b

and
Ey:y? =2 +da +V.

If the characteristic is not 2 or 3 then the only change of variables is of the
form (z,y) = (u?a2’,u3y’) for some u € F.

Let
() = () + () +
uSy® = w82 + duly + Y
y? =2 + 2wt 4 b,
then
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4a"
B
da’” + 27
= j(£s).

Therefore j(E1) = j(Es).

<+ Assume that the characteristic of IF is different from 2 or 3. Assume that
two curves F4q and E5 have the same j—invariant. We show that they are
isomorphic. The assumption that

4a? 4a”*
(By) = 1728—————— = 1728————— = j ().
iE) da® + 2702 W )
yields
1728 - 4a® - (4a” + 270%) = 1728 - 4a® - (4a® + 27b7)

a® - (4a” +270°%) = a”® - (4a® + 27%)
a® - 4a” +a® - 21V = d® - 4d® + d” - 27h?

2 3
a*t’” = d”’v.

We consider three cases. Note that A # 0 (discriminant). If @ = 0, then
b # 0. Equivalently, if ' = 0 then b # 0, otherwise A = 0.

Case 1. j =0. If a =0, then b # 0 so @’ = 0. We take u = (3)"/% and we
write

¢ b

b
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Substituting into £ we get:

uly? = ub2® +au’z + b

uby? = uba® + b

by o b\ 3
()= (5) "+
yQZIES—I—b/

v’ =1 +dv+0.

Case 2. 7 = 1728. If b = 0 then a # 0, so b/ = 0, we take u = (%)1/4 and
write

ut = —
a/
then substitute into E to get:

uy? = w2 + aulx + b

y2 =2° +au 'z

an -1
e (2)
y* =12 +dx

vV =3 +dz+.

Case 3. j # 0,1728. If ab # 0 then a'b’ # 0 (we would get the contradiction
that A’ 2 0 if either one of them is zero. We write

a\ /4 b\ 6
- ()
which gives us the desired isomorphism £ ~ E5 over Fs. ]

We conclude this section by one of the most important theorems in the
world of cryptography. We introduce Hasse theorem which estimates the
number of points on an elliptic curve defined over F, with ¢—elements, E(F,).
Hasse further placed an upper and lower bound on the cardinality of E(F,).
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The number of points falls within these bounds and proving this relies on
n—torsion groups. We denote the cardinality of the elliptic curve defined
over the field F, with g—elements by #E(F,).

Theorem 3.1. (Hasse theorem). Let E(F,) be an elliptic curve over the
finite field F, where ¢ = p", p a prime and n € Z*. Then

[#EF,) —(¢+ 1] <2V/q.
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4 Torsion subgroups of elliptic curves

Elliptic curves have points that are either of finite or infinite order. We say
a point P is of finite order if there exist an integer n such that when you add
P n times you will get the point at infinity, i.e., nP = O. If there exist no
such integer n then P is said to be of infinite order meaning that no matter
how many times you add P to itself you will never get the point at infinity.
The distinction between the two orders lead to our next topic, torsion points.
Torsion points of finite orders play an important role on elliptic curves. This
section is derived from [97, p. 73].

Definition 4.1. Let E be an elliptic curve defined over a field F. Let n be a
positive integer. We denote the n—torsion subgroup of E by E[n], where

E[n] = {P € E(F)nP = O}.
The n—torsion subgroup of E contains points whose coordinates are in the
algebraic closure F, i.e., for each x € F, if y ¢ F then you can find y € F.

The torsion subgroup consists of all elements of finite order. In our case, the
n—torsion subgroup consists of all elements of order n. On an elliptic curve,
the n—torsion subgroup is the kernel of the multiplication-by—n map, and
its structure tells us about the structure of the elliptic curve.

Theorem 4.1. Let E be an elliptic curve over a field F and let n be a positive
integer. We denote "isomorphic” by the symbol "~". If the characteristic of
F does not divide n, or is 0, then

Eln] ~ Z,, X Z,.
If the characteristic of F is p > 0 and p|n, write n = p"n’ with ptn'. Then
Eln| ~ Z,» x Z,s if E[p"] ~ {0},
or
En| ~Zy X Ly if E]p"| >~ Zyr.

From the above theorem [4.1] please note that E[p"] is guaranteed to be iso-
morphic to either {O} or Z,r.
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Proof. See [97, Thm. 3.2|. O

Before we give an example for n—torsion subgroups, it is imperative to note
that for any elliptic curve with rational coefficients, the points of finite order
must have integer coordinates, i.e., P,Q)Q € Z, X Z, can be expressed as
aP + bQ for some a,b. We will now look at the cases of the 2- and 3- torsion
subgroup. We begin with the points of order 2.

Example 4.1. Points of order 2: 2P = O where P # O.

If P = (z,y) then —P = (x,—y). This means that 2P = O then P = —P,
i.e., (z,y) = (z,—y) but this can only happen when all points of order 2 have
y = 0. This means that when y = 0 we have four points:

E[Q] = {07 (alv O)? (an 0)7 (043, 0)}7

where oy, ay, az are the roots of the cubic equation (in F). E[2] is the direct
product of two groups of order 2, i.e., E[2| ~ Zy X Zs.

Points of order 3: E[3] must satisfy 3P = O if and only if 2P = —P. This
means that the x—value of 2P is equal to that of P.

This can be written as m? — 2z = x, where m = 31;—;“4.
Substituting y* = x3 + Ax + B yields
3v* + 6Ax* + 12Bx — A® = 0. (12)

There are four distinct roots. This can be verified by checking if there are
any common roots in equation |12 and in its derivative. We have a total of 9
points of order 3, 8 points from each x—uvalues yielding two y-values and the
point at infinity. In this case, E[3| ~ Z3s X Zs.

Definition 4.2. An elliptic curve E defined over a field of characteristic p
is said to be ordinary if E|p| ~ Z, and supersingular if E[p] ~ {O}.

Supersingular curves were discovered by Hasse in 1936. They form a certain
class of elliptic curve with a positive characteristic field with a very large
endomorphism ring. We will give more details about endomorphism rings in

chapter
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5 Elliptic curves over finite fields

In this section, we introduce a special endomorphism of elliptic curves E
defined over the finite field ' with ¢ elements.

Definition 5.1. 97, |29] (The Frobenius endomorphism). Let F, be a finite
field with an algebraic closure F, and let

m:F, — F,
z+—

be the Frobenius map for F,. We call ™ the Frobenius endomorphism. Let B
be an elliptic curve defined over F,. Then m acts on the coordinates of points

in E(F,) :
ey z] =[xty 29,

m(0) = 0.

Let E be defined over F, and let [z : y : 2] € E(F,) then

Y’z = 2° + Axz* + B2® € F,,. (13)

Now 7z : y : 2] = [27 : y9 : 29). If we substitute this into 13| we get
(y*2)? = (2° + Axz® + B2*)".
Since a? = a for all a € F, and (a +b)? = a? 4 b? in F, we have
(y")2" = ()" + Ax?(2)" + B(")".

Hence [z7 : y? : 29 = [z : y : 2] € E(F,), # maps a point on the elliptic
curve to another.

Note that [z :y: z] € P*(F,) if and only if w[z : y : 2] = [z : y : 2]. That is,
mlz] = z,wly] = y and 7[z] = z. Therefore
[z:y:z2] € P(F,) < z,y,z €F,
— wlz] =z, 7wly] = y,7lz] = 2
= Twriyiz=[ry: 2]
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The following proposition is important when it comes to counting points on
elliptic curves defined over finite fields. The Frobenius endomorphism is also
very important when it comes to the development of Schoof’s algorithm. We
will discuss Schoof’s algorithm at a later stage. The Frobenius endomorphism
is a special endomorphism of elliptic curves and every power of the Frobenius
endomorphism, i.e., 7" = rom o ... o7 is also an endomorphism. Another
example of an endomorphism is the sum 7" — 1.

Proposition 5.1. [29] Let w be the Frobenius endomorphism of the elliptic
curve E defined over Fy. Then:

(a) kerm = O;
(b) ker(m — 1) = E(F).
Proof. The Frobenius endomorphism, 7 sends
[z:y:z] = [z?:y?: 29
SO
w0:1:0=[07:17:09=1[0:1:0].
Suppose that
mle:iy:z]=[0:1:0]
yields
z{ = 0,y{ = anything, z{ = 0.
Therefore
x1 = 0,y; = anything, z; = 0.

So [z1 :y1 : z1] ~[0:1:0]. Hence kerm = O
[(b)] See Proposition 4.7 in [97].
[

When we look at [(b)} we can see that 7 — 1 is just the Frobenius endomor-
phism minus the identity map. So ker(m — 1) consists of all points such that
m(P) = P. The theorem is saying that r[rational point of E] = same point

while 7|point from E(IF,)| is never the same point. This means that #E(F,)
is the number of fixed points of 7, which is useful for Hasse’s theorem.
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The next section will be on the basics of early encryption. We will first
discuss a method by Massey-Omura, then ElGamal and finally the elliptic
curve discrete logarithm.
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6 Early Elliptic Curve Cryptosystems

In this chapter will be on the basics of early encryption. We will first discuss
a method by Massey-Omura, then ElGamal and finally the elliptic curve
discrete logarithm.

6.1 Massey-Omura elliptic curve

In 1983, Massey and Omura [64] introduced the Massey-Omura scheme which
uses exponentiation in F, for encrypting and decrypting messages. The el-
liptic curve analog of Massey-Omura scheme by Kobliz [52] is as follows:

Amahle wishes to communicate with Bukhosi. Assume the the elliptic curve
E defined over the finite field F, with ¢—elements and n = #E(F,) is public.
Amahle wishes to send Bukhosi a text so she represent her text by a point
P ¢ E(F,). She randomly selects an integer a with ged(a,n) = 1 and
computes P; = aP and sends it to Bukhosi. Then, Bukhosi randomly selects
an integer b with ged(b,n) = 1 and computes P, = abP then transmit it
back to Amahle. Amahle calculates a=! € Z, and computes P; = a 'abP
where a='a = 1 (mod n) and sends it back to Bukhosi. Bukhosi calculates
b~! € Z, and computes Py = b='ba"'aP = P where b~'b =1 (mod n).

To justify the fact that the inverse of the integer a (mod n) and b (mod n)
cancels the integer a and b. We have aa™! =1 (mod n) where a ta = 1+in
for some ¢, which is also applicable for b. The group E(F,) has order n.
The order of any point M is linked to the elliptic curve E(F,) by Lagrange’s
theorem, which states that the order of every subgroup divides the order of
the parent group. In other words, Lagrange’s theorem implies that nM = O
(Recall that O plays the role of zero, the additive identity). Therefore,

ataM = (1+in)M = M +i0 = M.
When we apply M = bP, we find that
Py =a 'abP = bP.
Similarly,
P=b"'Py=b"'P =P

Evah the eavesdropper sees the communication between Amahle and Bukhosi
since they are communicating through an unsecure channel. Evah knows
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E(F,) and the points aP, bP, abP = baP and wants to find P, which she
could get from a or a=! or b or b= or ab or ab™!, which means solving the
Diffie-Hellman problem.

6.2 ElGamal for elliptic curves

The ElGamal cryptosystem [35] was introduced by Taher ElGamal in the
1980s. ElGmal was the first to propose a public key based on the discrete
logarithm problem. He proposed two different cryptosystems, one for digital
signatures and the other for encryption. The encryption between two parties
is as follows:

Amahle and Bukhosi want to communicate over an unsecure channel. Bukhosi
chooses an elliptic curve E over a finite field F,. He also chooses a point
P € E(F,) and an integer b. Bukhosi computes B = bP. Bukhosi’s pri-
vate key is the integer a and his public key is the point P and B. To send
Bukhosi a message, Amahle represents her message as ' € E(F,). Amahle
makes use of Bukhosi’s public key. Then she randomly selects an integer
a and computes 77 = aP. She further computes 7o = T 4 abP and sends
the pair (aP, T + abP) = (11,T5) to Bukhosi. Bukhosi decrypts the text by
calculating T' =T, — b1y =T + abP — b(aP) =T.

Evah the eavesdropper knows P € E(F,), B = bP, T\ = aP and T, =
T + abP. She would have to solve the discrete logarithm problem by using
P and aP to find a. Then calculating 7' =T + abP — abP. Evah could also
use Bukhosi’s public key P and B to find b, which she can use to decrypt the
message as T+ abP — b(aP). Evah has no other way of finding 7" without
solving the discrete logs.

Remarks The security of Massey-Omura and Elgamal both rest on the dif-
ficulty of the Elliptic Curve Discrete Logarithm Problem (ECDLP) and/or
the Elliptic Curve Diffie-Hellman Problem (ECDHP).

6.3 Elliptic Curve Discrete Logarithm Problem (ECDLP)

Given an elliptic curve F, and two points P, () € E(F,), determine the integer
n, such that @ = nP, provided that such an integer exists [52]. Here @) and
n are the public-key and the private key.
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The security of ECC is based on the difficulty of solving the ECDLP, which
can be simplified as, given two points P and ) = nP, it is hard to find the
integer n (especially if n is very large). We can see that the Elliptic Curve
Discrete Logarithm Problem is considered to much more difficult than the
classic Discrete Logarithm Problem. Refer to [67] for more details on discrete
logarithms.
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7 Isogenies
We can now define the structure preserving map between elliptic curves.

Definition 7.1. Let E be defined over F with equation f(X,Y) =0. Take a
polynomial g(X,Y") such that g = f where g is the same as the zero function
because g(P) for any point P on the curve is zero. We define the ring of
reqular functions of E as

FIE] =F/{f).

Elements of F(E) are called the rational functions of E.

Definition 7.2. [19] (Morphism). A rational map that is defined at every
point is called a morphism.

Definition 7.3. Let E; and Es be elliptic curves. An isogeny between F,
and Fy is a morphism that preserves the identity of ¢ : Ey — FEs satisfying
#(0) = O. These curves are defined over the algebraic closure F. Two curves
Ey and Ey are called isogenous if there exist an isogeny between them with
o(E1) # (0). Note that ¢ satisfies either ¢(E1) = O or ¢(E,) = Es.

Under these definitions, an isogeny is a homomorphism that respects the
addition of points.

Theorem 7.1. |83] A morphism of curves is either constant or surjective.

Any non-constant morphism of curves is surjective. This is equivalent to
saying that an isogeny is a non-constant morphism that maps distinguished
points of EF; to distinguished of FEs.

The multiplication-by-m map is an example of an isogeny that is an endo-
morphism of an elliptic curve. We construct such a map by adding points to
itself m-times. That is, if m > 0 then

m—times

m(P)=P+P+P+..+P

and

if m < 0, where



m € Z. [m] is defined over F as the elliptic curve E is also defined in F. We
denote E[m| as the m—subgroup of the curve which is also the kernel of the
[m] operator.

Definition 7.4. |97/ (Degree). If ¢(x) = p(x)/q(x) then the degree of the
isogeny is deg($) = maz{des(p), deg(9)}.
Definition 7.5. [97]

We say an isogeny is separable if the derivative of p(z)/q(z) # 0, otherwise
it 18 inseparable.

Theorem 7.2. [83] Let F; — FEj5 be a non-constant isogeny of degree m then
there exists a unique isogeny ¢ : Ey — Ey satisfying ¢ o ¢ = [m] on Ey and
¢o¢=[m] on Es.

So applying ¢ and then gg to a point P on Fj is the same as adding P to
itself m times.

Definition 7.6. [83] (Dual isogeny). Let ¢ : Ey — Ey be an isogeny of
degree m. The dual 1sogeny to ¢ is the isogeny

~

¢ By — B

given by Theorem[7.3

The following theorem gives basic properties of dual isogenies.

Theorem 7.3. |85/ Let
¢ : E1 — E2

be an isogeny. Then

(a) Let p: Es — E3 be any other isogeny. Then

o~

Hod=dop.

<

(b) Let A : Ey — E5 be any other isogeny. Then

—_— ~

G+ A=+ A\

3
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(c) Ym € Z

and
m? = deg[m).

(d) .
deg ¢ = deg ¢.

(c) 2
=0

Definition 7.7. An isogeny from an elliptic curve defined over a finite field
IF to itself is called an endomorphism.

Note. All endomorphisms are isogenies apart from the zero morphism [91].

Theorem 7.4. Let E be an elliptic curve and let H be a finite subgroup
of the elliptic curve E. There is a unique elliptic curve E' and a separable
isogeny ¢ : E — E' satisfying ker ¢ = H [85).

The image of this unique separable isogeny is denoted by E/H. We can use
Vélu’s formulae to compute this unique separable isogeny with its kernel.
The protocols later on are made possible by this theorem ([7.4)).

Definition 7.8. Let E be an elliptic curve over a finite field F,. The zeta
function s defined to be

Zg(T) = exp <Z @T”) :

n=1

Theorem 7.5. Let E be an elliptic curve over F,, and let #E(F,) = ¢+1—t.
Then
qT? —tT + 1

Ze ) = Ao = gy

Theorem 7.6. (Sato-Tate) Two elliptic curves E,E' defined over a finite
field F are isogenous over F if and only if #E(F) = #FE'(F).
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Theorem basically tells us that the elliptic curves have the same zeta
function. The numerator of the zeta function is the characteristic equation
of the Frobenius endomorphism which will be elucidated at a later stage.
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8 Isogenies and their applications
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Figure 3: A positively oriented basis for the lattice (black points) forming a
fundamental parallelogram (shaded).

8.1 Elliptic curves over the Complex numbers C

In this section we consider elliptic curves over complex numbers. We will
look at the correspondence between elliptic curves over complex numbers
and the tori defined by C/A (lattice). We will show that we can use a
lattice to define an elliptic curve over C and that every elliptic curve over
C arises from a lattice. We will first define a lattice, then introduce the
Uniformization theorem which is the correspondence between the lattice and
the elliptic curve over C. But in order to define the correspondence we will
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give a brief discussion on elliptic functions on C. This will enable us to
construct elliptic curves with desired properties.

We define an endomorphism of an elliptic curve as a homomorphism from
the elliptic curve to itself. We denote the set of all the endomorphisms of the
elliptic curve by End(E). The group structure on the elliptic curve makes
End(E) into a ring. One can choose a lattice and construct an elliptic curve
with a particular endomorphism ring. Since we are working with elliptic
curves over C, the endomorphism ring is either the order in an imaginary
quadratic field or Z. We will view the order as a lattice and then prove that
the endomorphism ring is in the elliptic curve corresponding to the torus.

Definition 8.1. 83/ (Lattice). A lattice A C C is a discrete subgroup of C
that contains an R—basis for C. Then

A = Zwy + Zwo,
where wy,ws 15 a basis such that wi # Aws for all A € R.

We assume that we will get a positive orientation when we switch basis
(w1,ws) to be basis (wy,w;). This implies that we will have a positive angle
from wy to wy and between 0° and 180° [84].

Definition 8.2. A torus is defined by the quotient C/A, where A is a lattice.
Definition 8.3. A fundamental parallelogram for A is a set of the form

F ={a+tiwy + tows : 0 < ty,t < 1},
where a € C and {wy,ws} is a basis for A [85].

A lattice does not have a unique basis. The following theorem shows a
relationship between bases.

Lemma 8.1. (85, 85/ Let A be a lattice, and let (wy,ws) and (w],ws) be two
positively oriented bases. Then

/
w; = awq + bws,

/
Wy = cwy + dws,
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for some matrix
A EKINTA
c d 215

Proof. Suppose that we have two positively oriented bases,
A = Zuw + Zwy = Zw; + Ly,
For some integers a,a’,b,V/,c,c,d,d we have

1! / ! /
wy = a'w) + bwsy, W) = awi + bws,

wy = dw) + d'wy, wy = cwy + dws.

Since the basis w; and wy are R—linearly independent we will get a unique
solution (AX = 0), therefore we substitute the right-hand side of the equation
into the left-hand side to get

wy = d'(awy + bws) + V' (cwy + dw,),
wy = ' (awy + bws) + d'(cwy + dw,),
which yields

da+bc db+bd\ (d V a by (10
da+dc db+dd) \d d)\ec d)] \0o 1)
We compute the determinant to show that ad — cd > 0:

a bl |d V| (1 0
c dl|d d| |01

ad —cb=dd — Vv = +1.

Therefore
ad — cd # 0.

. b\ . . 1
Hence the matrix (CCL d) is in the special linear group over Z,

(‘2 Z) € SLy(Z).
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Definition 8.4. (Homothetic lattices). Let A, N be two lattices contained in
C. A is homothetic to A" if A = o’ for some a € C*.

In simpler terms, Definition [8.4] tells us that homothety is rotating or zooming
lattices around the origin.

We now define elliptic functions in order to see that there is a correspondence
between elliptic curves and complex tori.

Definition 8.5. A function f(z) has a pole at k of order n if
lim(z — k)" f(2) = K,
z—k
where K is not zero or infinity.
A function is said to have no poles if K in definition is zero or infinity.
Definition 8.6. A holomorphic function is function with no poles |83]

Definition 8.7. A complex function f is said to be meromorphic on an open
set ) if it 1s holomorphic at every point on an open set ) except for a discrete
set of poles |91].

Definition 8.8. An elliptic function f (with respect to A) is a meromophic
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function on C that is A—periodic [55] i.e.,

flz+w) = f(2),

for all z € C and w € A. Note that f is periodic if and only if

flz+w) = f(2) = f(z + wa).

Definition [8.§ tells us that elliptic functions are periodic on lattices so one can
view them as a function on a torus. Note that elliptic functions for lattices
are also elliptic functions for sub-lattices of a lattice.

Definition 8.9. The order of an elliptic function is the number of poles

(counted with multiplicity) of the function in a fundamental parallelogram
/185, 191].

We can now define the FEisenstein series of weight 2k of a lattice. These
series are examples of modular forms.

Definition 8.10. Let A be a lattice and let k > 2 be an integer. The Fisen-
stein series of weight 2k s defined as

Gau(N) = ) w™

weA\{0}

Theorem 8.1. |29/ (Modular j—invariant). The modular j—invariant is the
function ‘
g2(A)°

A(A)

§(A) = 1728
A(A) = g2(A)? — 27g3(A)?,
gg(A> = 60G4(A),

Two lattices are homothetic if and only if they have the same modular j—invariant.

To see the correspondence between an elliptic curve and a torus, we need
a map from the tori (C/A) to an elliptic curve (E/C). Then we need to
parametrize this map by elliptic functions such as the Weierstrass g function
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and its derivative. This will prove the notion that every A will always give
rise to an F//C. The next definition is an example of a non-constant elliptic
function.

Definition 8.11. [83] (Weierstrass o function). Let A be a lattice, the
Weierstrass @ function associated to A is the series

Note that the Weierstrass g function is constructed such that it has a pole
of order 2 at each lattice point [91] and no poles elsewhere.

Definition 8.12. (Riemann surfaces). A Riemann surface is a connected
Hausdorff space (see |91]) with a complex structure.

The key properties of the Weierstrass function p(z, A) are as follows:
Theorem 8.2. (83

1. The Weierstrass o—function is an even elliptic function, i.e. p(z) =
o(z +w) for all z € C and w € A.

2. It’s Laurent series around z =0 1s

0(2) = plz A) = o3 + D2k + 1)Grra(8)2

00
k=1

3. For z € C\A, the Weierstrass p—function and its derivative satisfy the
relation

©'(2)? = 4p(2)* — 60G4p(2) — 140G.

4. The curve
E:y’ =42’ — gy — g3

s an elliptic curve over C. The map

7:C/A — E(C),
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0 (0:1:0),

2 [p(z) 1 9'(2) + 1]
is an isomorphism of Riemann surfaces and a group morphism |83, VI,
Thm. 8.1, Thm. 3.5, Prop. 5.6].

Our interest is in @(z). The Weierstrass p—function and it’s derivative are
related by the differential equation

O (2,A)” = 4p(2,A)* — g2(A)p(z, A) — gs(A),

where ga(A) = 60G4(A) and g3(A) = 140Gs(A) are the invariants of the
lattice. Let x = p(z) and y = ¢/(z)), the differential equation, corresponds
to the curve

y? =42 — go(A) — gs(A).

Using the fact that go(A) = —4A and g3(A) = —4B we can conclude that
every lattice gives rise to an elliptic curve over C defined by the equation
2 = 423 — go(A) — g3(A) and that points are mapped from C/A to the

elliptic curve by the map
7:C/A — E(C)

2 [p(z) 19 (2) 1.

Note when we compare the definition and [B.1] the two j—invariants, we
can see that the corresponding j—invariant of an elliptic curve is the same
as that of a lattice, i.e. j(A) = j(F).

Proof. We know that j(A) is defined as its discriminant is not equal to zero
(A(A) #0). The curve

E:y® =d42® — g2 — gs,
where go = —4A and g3 = —4B, is isomorphic to the curve

E:y* =2+ Az + B.
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Hence we have,

ga(A)?
g2(A)3 — 27g3(A)?
(—44)°
(—4A)3 — 27(—4B)?
64A3
64A3 + 43282
4A3
4A3 + 27B2
= Jj(E).

Therefore j(A) = j(E). O

G(A) = 1728

= 1728

= 1728

= 1728

Theorem 8.3. Two lattices are homothetic if and only if j(A) = j(A\).

Proof. =Let Ay and Ay be two lattices. Assume they are homothetic, i.e
A1 = al, for some o € C. We want to prove that the two lattices have the
same j—invariant. From definition Gar(A2) = a2 Gor(Ay). Tt follows
immediately that j(A1) = j(Ag).

< We want to prove that two lattices are homothetic. Assume that they have
the same j—invariant. In chapter [3] Proposition we have seen that two
elliptic curves that have the same j—invariant are isomorphic. Therefore,
by Proposition there exists u € C* such that there is an isomorphism
between the two elliptic curves. This implies that go(A;) = g2(Az)/u* and
g3(A1) = g3(A2)/u®. Then for some k > 2 gp(A;) = gr(aly). Hence Ay =
OZAQ.

]

The j—invariant is used to classify the homothety of a lattice which in turn
corresponds to the isomorphism class of an elliptic curve [91]. We conclude
this section by the Uniformization theorem which implies that every elliptic
curve corresponds to a unique lattice.

Theorem 8.4. |84/ (Uniformization theorem). Let A, B € C satisfy 4A% +
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27B? # 0. Then there is a unique lattice A such that
92(A) = 60G4(A) = —4A

and

gs(A) = 140G4(A) = —4B.

8.2 The Endomorphism Ring

Recall we defined an endomorphism of an elliptic curve as a homomorphism
from the elliptic curve to itself. In other words, it is isogeny from the curve
to itself. An endomorphism ring of an elliptic curve defined over a field K
consists of all isogenies from E to F together with the multiplication-by-
zero (zero homomorphism), under multiplication (composition) and addition
(point-wise) binary operations. Since the multiplication-by-m map forms a
subring that is isomorphic to Z, we can say Z C End(E). We want to classify
different endomorphism rings.

A vector space V defined over a field R is a set of vectors. The vector space
V' is an abelian group under addition. We define a module as a vector space
over a ring. If V is a vector space defined over the field R, then V is an
R—module. There are two types of modules, the right R—module and the
left R—module defined over the ring R. Note that every abelian group L
is a Z-module. We can carry out subtraction and addition according to the
group structure of L and multiply = € L by the integer n. If we let R be a
commutative ring, then we say V' is an algebra over R. An algebra is defined
as an algebraic structure (combination of a ring and a vector space) with an
axiom linking the ring product with multiplication operations.

Definition 8.13. 85/ (Order). Let K be a Q—algebra that is finitely gener-
ated over Q. An order O of K is a subring of IC that is a finitely generated
as a Z—module and satisfies K = O Q Q. We will sometimes write Ok to
avord ambiguity.

Definition 8.14. /83 (Quaternion algebra). A quaternion algebra is an
algebra of the form

K=Q+aQ+pQ+ apQ,

whose multiplication satisfies

o, 32eQ,a?<0,62<0,Ba=—ap.
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Theorem 8.5. (Deuring). Let E be an elliptic curve defined over a field F
of characteristic p. The endomorphism ring, End(E) of E is either:

1. 7;

2. An order O in a quadratic imaginary field (Q(v/D), D is the discrim-
inant, D < 0). A curve whose End(E) ~ {O} has a complex multipli-
cation by O;

3. An order in a quaternion algebra. The maximal order is a ring of

integers of Ox of K = Q(\/E) containing all the other orders of K
Proof. See |83, 131, 6. ]

Therefore Z[n] C End(E) C Og. Recall we said a curve is supersingular if
Elp] ~ {O} and ordinary if E[p| ~ Z,. The following proposition will help
us prove Hasse’s theorem.

Proposition 8.1. [97] Let a and 8 be endomorphisms of the elliptic curve
E and let a,b be integers. Then

deg(aa + bB) = a® deg o + b? deg 3 + ab(deg(a + ) — deg v — deg f3).
Earlier we promised to prove Hasse’s theore; we can now do so.

Theorem 8.6 (Hasse’s theorem). Let E(F,) be an elliptic curve over the
finite field F, where ¢ = p", p a prime and n € Z*. Then

[#EF,) —(¢+ 1] < 2V/q.

Proof. Consider the map (7—1) : E(F,) — E(F,). We know that ker(r—1) =
E(F,), where the Frobenius endomorphism is the identity on E(F,). We

identify E(F,) as the kernel of (7 — 1) and note that (7 — 1) is a separable
map so we have

#E(F,) = #ker(m — 1) = deg(m — 1).

Let t = ¢+ 1— #E(F,) = ¢+ 1 — deg(m — 1). Using Proposition [8.1] for
a,b € Z such that ged(b, ¢) = 1, we have

deg(am — b) = a®q + b* — abt.
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This is because deg(m) = ¢ and deg(—1) = 1, and so

deg(am — b) = a*(deg(n)) + b*(deg(—1)) — ab(deg(r — 1) — deg(7) — deg(—1)
=a’q+ b + ab(#EF,) —q—1)
=a*q+b*+ab(g+1—t—q—1)
= a%q + b* — abt.

Therefore deg(am — b) = a®q + b* — abt as required. Since deg(am — b) > 0,
we divide through by 0? which gives

() -(§) 120

The set of rational numbers § such that ged(b,q) = 1 is dense in R which
implies that
g’ —tex +1>0,

for all z € R.
qr? —tx +1 > 0 has no roots, thus it has a negative discriminant, meaning
t? —4g <0 = |t| <2/

]

Theorem 8.7. Let E be an elliptic curve over a finite field. Its Frobenius
endomorphism m satisfies a quadratic equation

m? —tr+q=0,
Jor some [t| < 2,/q.

Proof. See [83]. O

From the equation above, 72 — tm + ¢, we call ¢ the trace of m. The trace,
t, determines the order of the elliptic curve such that ¢t = #E(F,) — (¢ + 1).
If the characteristic of the field, p, divides ¢, then we have a supersingular
curve.
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Proposition 8.2. [29] Let K be a quadratic number field, and let Ox be its
ring of integers. Any order O C K can be written as O = Z + fOx for
an integer f, called the conductor of O. If dx is the discriminant of IC, the
discriminant of O is f2di. If O, 0" are two orders of discriminants f, f' then
O C O if and only if f'|f.

According to Washington [97], theorem 4.12, we can show this directly by
letting
#EF,)=q+1—1t

We write
X2 —tX +q=(X—-a)(X -pB).

Then
H#EFp) =q¢"+1—(a"+3"),

for all n > 1 and o™ + " € Z.

Schoof’s Algorithm can be used to find #E(F,), we can use it to compute
#E(F,) = #E(F,n) using the above equation. The next section will give a
brief overview of how Schoof’s algorithm works.

8.3 Schoof’s algorithm

The first polynomial-time algorithm used to compute #E(F,) was first pub-
lished by Schoof in 1985 |78] |79]. The algorithm used to run faster than any
other existing algorithms with a large q. However, Atkin and Elkies improved
Schoof’s method. The improved version is called the Schoof-Elkies-Atkin
(SEA) algorithm. Using the SEA-algorithm requires you to work with a very
large characteristic field. For more details on Elkies and Atkin’s method see
|4, |26, 10]. Satoh |77]| gives a different method for counting points.

A simple version of Schoof’s algorithm: You compute the trace, t, of the
Frobenius endomorphism modulo ¢ for many small primes ¢. To obtain ¢, you
use the Chinese remainder theorem. This will determine #E(F,) = ¢+ 1 —t.

If the Frobenius endomorphism is restricted to FE[¢], {—torsion subgroup,
then the characteristic equation is

™ —qt+q=0,
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where P is a point in E[¢]. This equation is used to find [t].

To determine ¢ (mod ¢;) where ¢; > 2, we make use of division polynomials.
The division polynomial v, is the smallest polynomial that can vanish on
E[{]. More formally, we have:

Definition 8.15. [85, 29] (Division polynomial). Let E : y* = x3+ax +b be
an elliptic curve, the division polynomials 1, are defined by the initial values

Y1 =1

Py = 2y

g = 32* + 6ax® + 12bx — a?

g = (22° + 10azt + 40bx® — 10a*2? — 8abxr — 2a3 — 16b%)2y2,

and by the recurrence

Yomi1 = Y2V, — Y103,y for m > 2,

Votham = (U221 — o2, 11 )b for m > 3.

The m—th division polynomial 1, vanishes on E[m]; the multiplication-by-m
map can be written as

] P = (d)m(P) wm(P))’

PP pP)?

for any point P # O, where ¢, and w,, are defined as
gbm = "Ed}?n - ¢m+1¢m—17

Wm = wgn_lwm—f—Q + ¢m—2¢gm+1'

8.4 Schoof-Elkies-Atkin(SEA)-algorithm

Many considered Schoof’s algorithm to be impractical until Elkies and Atkin
improved the algorithm. Elkies came up with using good primes (Elkies
primes) used to speed up calculations in modular curves and in isogenies.
Atkin showed how the /—th modular polynomial can be used to determine
whether 7 is an Atkin prime or an Elkies prime. These improvements make
use of a better understanding of how the Frobenius endomorphism acts on
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the ¢—torsion subgroup of the elliptic curve. These insights come from a
better understanding of how the restricted characteristic polynomial

X(X)=X?—t.X+q (mod {),

of the Frobenius endomorphism splits over (F'); and then improve that.

We have three possible cases, we denote the roots of the characteristic poly-
nomial by A and u:

e The FElkies case: If X\ # p then y splits modulo ¢, ie., x(X) = (X —
N(X = )

e Atkin case: x does not splits modulo /.
e Y is a square modulo /.

We refer to [24] and [32]. Schoof’s algorithm is a deterministic polynomial-
time algorithm. Schoof came up with this algorithm to compute #E(F,).
Schoof computed a polynomial modulo v, that vanishes on the ¢—torsion
subgroup E[{] of the elliptic curve. The algorithm was rendered impractical
due to the size of ¢, until Elkies and Atkin improved it.

Atkin improved Schoof’s algorithm by using modular equations. Elkies came
up with the use of good primes. Elkies showed how one can perform com-
putations in ker ¢y, the kernel of the {—isogeny. The ¢ primes which are
good primes are also known as the Elkies primes. By using this algorithm
one can compute an eigenvalue of the Frobenius endomorphism, 7, acting on
the {—torsion point E[¢]. Schoof’s algorithm was considered practical after
all these improvements were made which led to the SEA-algorithm. This
algorithm is used for very large finite fields.

Rough sketch of how the SEA algorithm work Recall Schoof’s algo-
rithm [79]. Let E/F, be an elliptic curve defined over F,. Let the charac-
teristic of IF, be not equal to 2 or 3. Let ¢ denote the trace of the Frobenius
endomorphism. We want to look at the action of the Frobenius endomor-
phism on E[¢]. We compute t by finding ¢ (mod ¢) for many small primes
(— (i.e., £ =3,5,7,11,..., L) such that

H > 4,/q.

<1

t#2,p
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Let D, = t?> — 4q be the discriminant of the characteristic polynomial of the
Frobenius endomorphism. If D, = t?> — 4q is a non-zero square modulo /¢
then we will have two distinct eigenvalues in F,. We say / is an Elkies prime.
Otherwise, we call £ an Atkin prime. If there exist two eigenvalues for the
Frobenius endomorphism then this implies that two isogenies defined in FF,
exist, each with degree ¢ [24].

Compute the modular polynomial @(z, j). Then check if &(z) = &(z, j(E))
(mod ¢) has roots in F,. If &(z) has a root in F,, we say that ¢ is an Elkies
prime. Otherwise, we say ¢ is an Atkin prime.

To determine the value of ¢ we introduce C' where:
C' (mod ¢) = t, for Elkies primes and C' (mod ¢) for Atkin primes.
The value of ¢ is obtained by testing if (¢ + 1 — C)P = O for each C.

Further improvements on the SEA-algorithm were made by Dewaghe and

Couveignes-Dawaghe-Morain. For more details on these improvements see
|79, |26l 110, 32, 136, |78§].

8.5 Isogeny graphs

We now shift our focus to elliptic curves defined over finite fields. We want
to look at isogeny graphs. Let E; and FE, be elliptic curves defined over
F,, where F, is a finite field with ¢ elements and characteristic p. F, is the
algebraic closure of F,. We define an isogeny as ¢ : £y — E. This map
sends O, to O, and is also a group homomorphism from E\(F,) to Ey(F,)
[83]. The degree of an isogeny is its degree as an algebraic map. The scalar

multiplication [m] has degree m?. ¢—isogenies are isogenies of degree /.

If you have an isogeny of degree 1 then you have an isomorphism."We can de-
termine an isomorphism class of elliptic curves by their common j—invariant
in F, [31]". David Kohel’s thesis [53] explicates the endomorphism ring of
an elliptic curve over a finite filed. He introduced ¢—isogenies defined on an
elliptic curve over finite fields with the trace ¢. In this case ¢ is the degree of
isogenies and is prime.

Isogenies are undirected because of the dual isogeny theorem. By this the-
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Figure 7: A different perspec-
tive of how a 3-volcano with
height 2 looks like (diagram

adapted from [90]).
Figure 6: A volcano of 3-isogenies.

orem we know that there will always be a corresponding isogeny for every
isogeny with the same degree. Isogeny-based cryptosystems are based on
isogeny graphs [31]. Isogeny graphs were first used for algorithmic applica-
tions by Mestre and Kohel [53]. Fouquent and Morain extended Kohel’s work
coming up with the term isogeny volcanoes |38, 46, 90]. There are numer-
ous applications of isogeny volcanoes such as the computation of End(FE) of
elliptic curves [9], the computation of modular polynomials [13] and many
more. We now define isogeny graphs.

Definition 8.16. /8, |31, 90/ (Isogeny graphs). Given ¢ > 0 prime, the
(—isogeny graph between (isomorphism classes of) an elliptic curve defined
over [F, is a graph whose vertices are the j—invariants of curves defined over
F, having an edge between ji and jo iof and only if there exists an {—isogeny
¢ between some two curves Ey and Ey defined over Fy having j—invariant

J1(respectively js ).

As mentioned before, we can classify elliptic curves defined over finite fields
as either supersingular or ordinary. We now shift our focus on the structure
of isogeny graphs of ordinary curves which are imaginary quadratic fields
then later focus on supersingular curves which are quaternion algebras. We
define a maximal order of an algebraic field ' by the set of algebraic integers
in F.

Proposition 8.3. (Horizontal and vertical isogenies). Let ¢ : E — E' be an
{—isogeny with orders O and O" corresponding to E and E'. Then, either
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O C O or O C O and the index of one in the other divides €, this is denoted
by [O": O]l =1L or [O: O] = L. There are three possibilities:

1. If O = O’ then m is a horizontal isogeny;
2. [0": O] =1, we have an ascending isogeny;

3. 10 :0'] =4, is a descending isogeny.
Proof. See [53, 46]. O

We refer to the last two cases (descending and ascending isogenies) as vertical
isogenies. This happens only if the discriminant of the finite field is divisible
by ¢. Kohel [53] shows in his thesis that horizontal isogenies can only exist if
¢ does not divide the conductor of Og. This depends on (%), the Legendre
symbol, i.e., it will solely depend on whether the Frobenius endomorphism,
T, gives an Atkin case, an Elkies case or it branches out, ramifying (branching
out, say two points (same) with opposite signs) modulo ¢ [29].

Proposition 8.4. |53/ Let E/F be an ordinary elliptic curve with endomor-
phism ring O of discriminant D, let ¢ be a prime, and let (%) be the Legendre
symbol.

1. If Oy is mazimal then there are (%) + 1 isogenies of degree ¢ to curves
with endomorphism ring isomorphic to O.

2. If Oy is non-maximal, then there are no isogenies of degree { to curves
with endomorphism ring O.

3. If there exist more than (%)+1 1sogenies of degree £, up to tsomorphism,
then all isogenies of degree { are defined over F, and up to isomorphism
of the pairs (E, E") there are ezactly

(- ()

elliptic curves E' and isogenies E — E' of degree { such that the only
endomorphism ring O' of E' is properly contained in O. Note that
[O* : O] is the size of the orbits of the action of the automorphisms of
E on the set of cyclic subgroups of E[(].
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Definition 8.17. [90] An {—wvolcano V is a connected undirected graph whose
vertices are partitioned into one or more levels Vy, ..., Vy such that the follow-
ing hold:

1. The subgraph on Vy (the surface) is a regular graph of degree at most
2.

2. For i >0, each node in V; has exactly one neighbour in level V;_1, and
this accounts for every edge not on the surface.

3. For 1 < d, each node in V; has degree ¢ + 1.
d 1s the height of the volcano.

The number of levels of isogeny volcanoes practically look like a geographic
volcano, there is a crater at the top, this is formed by the cycle of the hori-
zontal isogenies: Elkies, Atkin reducing it to a single point or ramified to two
points and then there is the tree of descending isogenies from exactly each
edge. The height of the volcano is given by the conductor of Z[x].
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8.6 Application: Irreducible polynomials

Couveignes and Lercier [25] came up with the idea of irreducible polynomials
forming a tower. Couveignes and Lercier’s approach consists of randomly
selecting a polynomial of degree a and checking its irreducibility. They used
Ben-Or’s irreducibility test to check whether a polynomial is irreducible or
not.

De Feo [29] gives an example of how we can check whether a polynomial
X®— B is irreducible. If a|(q — 1), then there exists 5 € F, such that X*—
is irreducible, we assume that the factors of ¢ — 1 are known, thus one can
select any element at random and test whether it has an a —th root in I, or
not. It would be more advantageous to replace by a point P € E(F,) for
some curve such that the point P has no {—divisors in E(F,).

Couveignes-Lercier |25] came up with this idea and De Feo et al [28] general-
ized it. The idea is to give a decomposition of the map [¢] as a composition

of isogenies g%o ¢ and then taking the irreducible polynomial vanishing on
the fiber ¢~ 1(P) [29].

Let £ and £’ be two elliptic curves defined over a finite field F,. Let ¢ : £ —
E’" be a a degree separable isogeny. Assume that a is odd and the kernel,
ker G, is cyclic, G = E[{] N E(F,) (E[{] intersect E(F,)). A polynomial,

= JI -2

Qeop~1(P)

is irreducible if and only if ¢~!(P) is an irreducible fiber [25]. We need to
compute the isogeny ¢ as a rational function thus we use Vélu’s formulas [95,
28| (as cited in [25] 29]).

Definition 8.18. (Vélu’s formulas). Let E : y* = x* 4 ax + b be an elliptic
curve defined in some field F. Let G be a finite subgroup of E(F). Then

there exists an elliptic curve E' and a separable isogeny ¢ : E — E' such that
G = ker ¢. We define ¢ as follows:

(P)=z(P)+ > 2(P+Q)—zQ),yP)+ > yP+Q) —yQ)
QReG\{0} QeG\{0}
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and the curve E' has equation y? = x® + a'x + b, where

d=a-5 Y (32(Q)) +a)

QeG\{0}
V=b-7 Y (52(Q)+3az(Q) +b).
QeG\{0}
Proof. See |29, 97]. O

Composition of isogenies. We refer to [25|. Let F, be a finite field. Let
the Frobenius endomorphism of the elliptic curve £ be 7 : £ — E and ¢
be its trace. Let O be the quotient ring Z[X]/(X — 1)(X — ¢) and 7 be the
class of X € O. The ring monomorphism ® : O — End(FE) sends T onto .
For every Z C O, we define the kernel of Z € E, denoted by E[Z] as the
intersection of all the kernels of the endomorphisms ®(z) for some z € Z.

Let ¢ 1 p(¢ — 1) and assume that ¢|#(F,). Because ¢ is co-prime to the
discriminant of O, we have

X?—tX+qg=(X-1)(X—-¢q) (mod¥),

thus the product of the roots of X2 —tX +¢ is ¢. However, because £t (¢—1),
we have two distinct roots, 1 (mod ¢) and ¢ (mod ¢). Let I C O be the prime
ideal in O, where I = (¢, 7 —1). Let I be the kernel of the prime ideal in the
curve E by E[|(F,). Because ¢|#(F,) and ¢ is co-prime to p(q — 1) we have
a cyclic group of order /¢ [25].

Similarly, if we let ¢ be a positive integer, we will have an ideal I of O,
generated by ¢' and 7 — );, where integer \; = 1 (mod /). The kernel, F[I']
is a cyclic group of order £ in E(F,). Let E; be an elliptic curve defined over
F, and let m; : O — End(E;) send 7 onto the ¢g—Frobenius endomorphism of
E;. We can decompose ¢; 11 : EF — F;11 as ¢;110¢; where ¢; 1 : E— F;, s
the degree [ isogeny whose kernel is E;[J] = E;[¢](F,). E[J] is a subgroup of
E[¢'] hence it does not contain the whole /—torsion subgroup. This leads to
a cyclic chain of degree ¢ isogenies, i.e., horizontal isogenies forming a crater
of the volcano. See figure
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Figure 8: An isogeny cycle.

9 Cryptography from isogeny graphs

9.1 Expander graphs

For the past five decades, computer scientists devoted themselves in a huge
amount of research on expander graphs. Mathematicians took an interest on
expander graphs because of their explicit construction and their applications
which are rather a difficult problem. There are many ways to construct
expander graphs. One example would be using Cayley graphs which are
considered to be one of the earliest construction of expander graphs [50].
Expander graphs were first studied as such by Pinsker in the 1970s [45].
They are defined as highly connected sparse finite graphs [45, 50, 57, [61].
This means that from the finite graph there are many edges leaving the set
of vertices. Expander graphs can be used for error correcting codes [86] and
generating pseudorandom numbers [57]. For more details on the applications
of expander graphs see [60].

Let G = (V, E) be an undirected graph where V' is a set of vertices. Two
vertices v,w € V are adjacent if vw € E. We assume G is k — regular,
meaning that all the vertices (i.e., each vertex) have the same degree k [45].
For A,B C V let E(A,B) ={(a,b)|la € A,b € B, (a,b) € E} denote the set
of edges joining subgraph A to subgraph B. A sequence of vertices v — v; —
.. — w is formed when there is a path between two vertices v,w. In this
case the vertices are connected by the edges. If there is a path connecting
every v and w then we say that the graph is connected; if not we say it is
disconnected. The length of the shortest path between v and w is known as
the distance between the two vertices, while on the other hand the largest
distance between all the vertices of a connected graph is known as a diameter.
Let @ be the adjacency matrix of G, i.e, () is an n X n matrix where @); ; is
the number of edges between the vertices of v; and v;. @);; is either 0 or 1 if

26



the graph is simple if there are edges between v; and v;. Since we are dealing
with undirected graphs, the adjacency matrix is symmetric. Thus we have n
real eigenvalues

Lemma 9.1. If G is a k—regular graph, then A\, the largest eigenvalue,
satisfies
k=X >\ > —k.

Proof. See [92]. O

Definition 9.1. [92] (Ezpander graph). Let € > 0 and k > 1. A finite
k—regular graph is said to be a (one-side) e—expander if one has

Ay < (1 =€)k,
and a two-sided e—expander if one also has
An > —(1 = €)k.
A sequence G; = (V;, E;) of finite k—regular graphs is said to be a one-sided
(resp. two-sided) expander family if there is an € > 0 such that G; is one-

sided (resp. two-sided) e—expander for all sufficiently large i.

Theorem 9.1. (Ramanujan graph). Let G be a k—regular graph on n ver-
tices where k > 1 and n — oo. Then

max(| Az, | An]) > 2vVE —1—o(1).
A graph is called a Ramanujan graph if |Ni| < 2vk — 1.

Ramanujan graphs are optimal expanders [20]. The eigenvalues of Q(G) are
known as the spectrum of the graph G. The spectrum of G helps us with
certain properties about the k—regular graph such as:

1. If \; = k then the corresponding eigenvector isv; = 1/y/n = (1//n, ..., 1/y/n).

2. If \{ > XAy then the graph is connected.
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The point of constructing expander graphs is to have sparser graphs that
are connected and can be expanded to form a completed graph. A graph is
either strongly connected by the n vertices or it is easily disjoint by removing
a few edges. This is known as edge expansion.

Definition 9.2. /92, (61/(Edge expansion). For F a subset of V, we define
the boundary of F', denoted by OF, as a set of all the edges of G that are
connecting elements of F' to those that are outside of F, V\F. We denote
the edge expansion ratio of G by h(G) where

) oF
hG) = ch;T’ﬁﬁ%V/zl’T”-

Note that h(G) # 0 if and only if G is connected and G is disconnected when
h(G) = 0.

Theorem 9.2. (Discrete Cheeger inequality). The relationship between h(QG)
and the constant € that makes G a one-sided e—expander is the discreet
Cheeger inequality

%k < h(G) < V2¢k.

The theorem is due to Cheeger [17] and Buser [15]. Then proved by Dodzuik
[34], Alon-Milman |2| and Alon in the discrete case. A spectral gap is used
to estimate the expansion of a graph. We compute a spectral gap by k — \s.
If the spectral gap is bounded away from the origin zero then that implies
that the expansion ratio is also bounded away from the origin zero.

Lemma 9.2. (92, |/5] (Expander mizing lemma). Let G be a k—regular two-
sided e — expander with n vertices. We set A = MG) = max(|A2], |\n|). Then
forall F1, F, CV

k| Fy|| F:
B(R, By)) - I <y R

To breakdown the above equation:

e E(Fy, Fy) is the number of edges between F) and Fb.
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° HFlTHFQ‘ is the number of edges expected between F; and F5.
Proposition 9.1. [92] Let G be a k—regular one-sided e—expander graph
with n vertices for some € > 0 andn > k > 1. Let any radius r > 0 and
the ball B(v,u) = {w € V : d(v,w) < r}, where d(v,w) is the length of the
shortest path from v to w. Then, there exist a constant ¢ > 0 that depends
only on k and € such that

|B(v,u)| > min((1+¢)",n).

Expanders are required to have a low diameter and a high connectivity. G
has diameter O(logn), where ¢, the constant depends on k and € [92]. Hoory,
Linial and Wigderson [45] defines a random walk as a sequence vy, v1, vg, ... of
vertices of GG such that for every v;, index i, there is a neighbour v;; chosen
uniformly at random.

Theorem 9.3. The restriction of the isogeny graph to each level is a nearly
Ramanugjan graph |48].

Corollary 9.1. 48] At each level, the isogeny graph has the rapid mizing
property: that is, starting from a given Ey, a random walk over the graph
will reach any other curve Eo with almost uniform probability (i.e. with
exponentially (in log q) small error) using a polynomial (in log q) number of
steps.

If there is no other eigenvalue that is equal to k£ then we know that the
graph is connected. This suffices when B < 3. This was proved by [70].
Pizer proved theorem in a sense that one can drop the level of restriction.
[62] first defined the Ramanujan property which "characterizes the optimal
separation between two largest eigenvalues of the graph adjacency matrix,
and implies the expansion property"[54] |30, |48]. In the supersingular case,
isogeny graphs are essentially Ramanujan graphs. See 70| and |71] for more
details on Ramanujan graphs.

Theorem 9.4. (Supersingular graphs are Ramanujan graphs). Let p, { be
primes, then:

1. For p > 2 all supersingular curves in Fp are defined in F2;

2. Forp > 5, the number of supersingular elliptic curves (up to Fp—isomorphism)
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0 ifp=1 (mod 12)
[1_9] N 1 ifp=5 (mod 12)
2 1 ifp=7 (mod 12)
2

ifp=11 (mod 12)

3. If given a prime p > 2 then the graph G will have a set of vertices V
of supersingular j—invariants over 2. There will be an edge between
the two j—invariants over j1 and js if there is an isogeny of degree (
between the supersingular elliptic curve with the specified j—invariants,
thus making the graph G an € + 1 reqular Ramanujan graph.

Proof. See [83, 48, 57| O

9.2 Supersingular isogeny graph-based cryptography

In 2009 Charles, Lauter and Goren introduced supersingular isogeny graphs
in a paper they wrote on "Cryptographic Hash Functions from expander
graphs" [16] proposing two hard problems which entails finding cycles and
paths of graphs. A hash function is a one-way cryptographic algorithm that
converts an input data and returns an output of a fixed length of bits.
Charles, Lauter and Lauter [16] calls a hash function a “provable collision
resistant hash function” if to compute a collision means solving hard mathe-
matical problems, i.e., the Discrete Logarithm Problem or factoring integers.

They constructed this hash function from expander graphs. In their con-
struction the path-finding problem is as follows: Given a graph with a fixed
length, one can find the path between vertices depending on their starting
and end point. The input of a hash function is used for the directions for
walking around the graph, and the output of the hash function is labelled as
the ending vertex of the walk [16]. Finding cycles of a graph is considered
to be equivalent to finding collisions in a hash function, just as finding a
reverse path is equivalent to finding pre-images for a hash function |16} 20,
56). Finding cycles in a graph is considered a hard problem [16].

In [16] Charles, Lauter and Goren proposed two families of optimal ex-
panders, Ramanujan (also called Lubotzky-Phillips-Shanks or LPS graphs)
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and the Supersingular Isogeny Graphs. These graphs were both presented
at the NIST Hash Function workshops in 2005 and 2006 [56, 20]. In 2008
the LPS graphs which are based on Cayley graphs were broken and attacked
hence leading to two attacks, a collision attack [93] and a pre-image attack
[69].

According to [16] finding collisions by constructing hash functions of the
LPS graph of a supersingular elliptic curve defined over the field I, with
{—isogenies where ¢ # p is considered to be as hard as it is to compute iso-
genies between supersingular elliptic curves. This is one of the best known
algorithm as it takes O(\/]_olog2 p) time to solve a hard problem. The Diffie-
Hellman protocol was proposed in [47| along with five hard problems con-
cerning the security of the Diffie-Hellman protocol. We will discuss these
problems when we look at the security-hardness assumption.

9.3 Charles-Lauter-Goren key-exchange

Let E/F 2 be a supersingular elliptic curve defined over a field F 2, where the
prime p = (5057 - f+1, where {4 and {p are small primes, e is approximately
equal to eg(es = ep), and f is a cofactor. Amahle and Bukhosi want to share
a secret key by exchanging communication through an unsecure channel.
Each will take a random walk on distinct isogeny graphs. A denotes graphs
for Amahle while B denotes those of Bukhosi.

Amahle and Bukhosi generate their public parameters by selecting two points
each Py, Qa, Pg,Qp so that (Ps, Q) = E[(%] and (Pg,Qp) = E[{Y].

Amahle randomly selects two integers 0 < ma,na < £5* where {4t ma,na.
Amahle then computes an isogeny ¢4 : £ — E4 with kernel

ka = ([ma]Pa+ [na]Qa).

Similarly, Bukhosi selects two integers at random, 0 < mpg,ng < 0 where
(g ¥ mp,np and computes an isogeny ¢p : E — Ep with kernel

kB = <[mB]PB + [TLB]QB>

We construct the following diagram for Amahle and Bukhosi:
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E4

et

E

%

Under the secret isogeny ¢4 Amahle computes an image {¢a(Pg), a(Q5)}
contained in E, and sends {¢a(Pp),da(@5), Ea} to Bukhosi. Similarly,
Bukhosi computes his points and sends {¢5(Pa), p5(Qa), Eg} to Amahle.

Eg

Upon receiving Bukhosi’s points, Amahle computes an isogeny ¢4 : F4 —
Eap with kernel ([ma|opPa + [na]épQ4) and Bukhosi does the same com-
puting ¢ : Eg — Eap with kernel ([mgl¢paPp + [ngl¢a@Qp). This gives us
enough information to complete the diamond for Amahle and Bukhosi,

Ea

/

E

K
Ep

where

Eap = ¢4(0B(E)) = ¢p(¢a(E)) = E/{[malPa + [na]Qa, [mp]|Pp + [n5]Q5).

To compute ¢z, Amahle uses m4 and ny by taking the quotient of Eg by
it’s kernel, ([mal|opPa + [na]¢pQa), to obtain E4p. Similarly, to compute
¢4, Bukhosi quotients E 4 by its kernel ([mp|oaPp + [np]oaQp) and obtains
E4p. Hence both ways results in the same elliptic curve E,45. Amahle and
Bukhosi then use the common j—invariant of F45 to form their shared key.

Remark. Amahle and Bukhosi can explicitly use Vélu’s formulas to compute
isogenies if given a list of points specifying a kernel, thus obtaining ¢4, ¢p, ¢'s
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and ¢'s. However, if we put this in practice for a cryptographic size subgroup,
this would be considered impossible hence one should consider a different
approach since one wants to break the isogenies into m (n respectively) steps
of degree lp ({4 respectively). This problem will be explained in the hardness
assumption.

Definition 9.3. 16/ (Collision resistant). We say a hash function h is
collision resistant if it is computationally infeasible to find two distinct inputs,
x,y, which hash the same output h(z) = h(y).

Definition 9.4. [16] (Preimage resistant). A hash function h is said to be
preimage resistant if, given any output of h (for which a corresponding input
is unknown) it is computationally infeasible to find an input x, which hashes
to that output.

9.4 Security: Hardness assumption

De Feo, Jao and Plut [30] introduced the hardness assumption calling it the
Supersingular Computation Diffie-Hellman problem. The problems are as
follows:

Problem 9.1. /30, |20/(Supersingular Computational Diffie-Hellman prob-

lem (SSCDH)): Let Ea, Ep, Eap,p,n,m, {a,{p, Ps, Pg,Qa,Qp be defined

as above. Let oo : E — E, and ¢ : E — Ep be isogenies whose kernels are

([ma]Pa + [na)Qa) and ({mp|Pp + [np|Qp) where the integers ma,na, mp,np
are randomly chosen and not divisible by (a({p respectively). Given the

curves FE4, Eg and their points ¢p(Pa), ¢p(Q4a), ¢a(Pg),da(Pg) find the

j—tnvariant of

Eap = E/{[ma]Pa+ [nalQa, [mp]Pp + [np]@p).
Problem 9.2. [16] Produce a pair of supersingular elliptic curves over a

finite field E4/F,2 and Eg/F,2 and two different isogenies ¢ : Ex — Ep
and ¢ : Eg — E4 of degree (™ between them.

Since the ker¢ is cyclic then it implies that the factorization of the isogeny
is unique given that the composition of the isogeny is an automorphism.

Problem 9.3. /16] Find an (*"—endomorphism, ¢ : E — E, that is not the
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multiplication-by-0" map of a supersingular elliptic curve E over F.

Problem 9.4. [16] (Explicit isogeny). Given two supersingular elliptic curves
E4 and Ep over a finite field F2, find an isogeny ¢ : E4 — Ep of degree {"
between them.

Problem 9.5. j20] (Path-finding). Let E4 and Ep be two supersingular
elliptic curves over 2, where p # { are primes numbers and r > 0. A path
can be found by finding an 1sogeny ¢ : B4 — Ep of degree (".

Note that in order to break a preimage resistance of a specific hash function
one needs to find a path of exactly length r. Problem was introduced in
[40] where it was argued that both the ordinary and supersingular cases are
hard problems. A Pollard-rho type attack would be successful on problem
and in O(\/ﬁlog2 p) time. However, this attack does not always lead
to a path of the correct length [16].

Problem and are collision resistance. In order to find cycles in the
graph we need to solve problem [9.3] but we must ensure that the graph
does not consist of any short cycles. In this context, we can say a preimage
resistance occurs when one finds a path from the starting vertex j, to another,
i.e., a preimage resistant problem is associated with the isogeny path problem,
whereas the collision resistant problem you find a non-trivial loop with no
backtracking from the starting vertex j, to itself.
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10 Post-quantum key exchange

We conclude this paper with two key exchange protocols that are similar to
the Diffie-Hellman protocol but less efficient than the Elliptic Curve Diffie-
Hellman (ECDH). The aim of this section is to help us understand the similar-
ities and differences between a classical Diffie-Hellman and the post-quantum
protocol. Firstly, we will review Couveignes’s hard homogeneous space and
then move to Supersingular Isogeny Diffie-Hellman (SIDH).

“The most stunning development in discrete logarithms came with the rise of
the quantum computation paradigm: Shor’s algorithm” |81} 87|. Peter Shor
introduced a quantum algorithm that can be used to compute the factor-
ization of an integer in O(logn)?((loglogn)(logloglogn)) polynomial time
(n represent the number of bits of an integer) on a quantum computer with
sufficiently many qubits [82, |81]. This is almost exponentially faster than
the current best factoring algorithm known as the number field sieve |59|
which has a sub-exponential running time of (c(logn)'/?(loglogn)?/?), cis a
constant.

In 2012, the factorization of 21 was achieved by Shor’s algorithm thus making
21 the largest number factorized to date [63]. The largest number to be
factorized on a quantum computer is 56153 [27]. Shor’s algorithm solves the
discrete algorithm problem in polynomial time thus its implementation poses
a great threat to public-key cryptosystems such as Diffie-Hellman, RSA and
other great security cryptosystems. For this reason, cryptographic research
is underway for post-quantum cryptosystems designed to resist any quantum
attacks [87].

We know that Shor’s algorithm pose a threat on elliptic curve cryptography
but luckily isogeny-based cryptography stands a much better chance as it
is deeply routed in the theory of elliptic curve. A move from elliptic curve
cryptography to isogeny-based cryptography implies that we replace points
on a curve by an entire curve and the relationship between points is replaced
by isogenies. Isogeny classes are not vulnerable to Shor’s algorithm [87].

We now introduce two protocols based on random walks in an isogeny graph.
Amahle and Bukhosi will both start on the same curve Ejy. Their next step is
to take random walks to different curves. Amahle will take a random walk to
curve 4 and Bukhosi will take his random walk to curve Eg. Both publish
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their curves. Amahle begins a new walk from Eg, while Bukhosi begins his
walk from F 4. Since both are repeating steps they will eventually reach a
shared secret curve E4p, which will be only known to them. Amahle and
Bukhosi’s walks should "commute".

10.1 Key-exchange from isogeny graphs

The supersingular Isogeny Diffie-Hellman (SIDH) key-exchange [47]|was orig-
inally invented by Jao and De Feo. The source of inspiration for the SIDH
key-exchange came from earlier key-exchange by Couveignes 23] and Ros-
tovtev and Stolbunov |76, [89].

We can trace the origins of isogeny-based cryptography back to Couveignes’
preprint "Hard Homogeneous Spaces" (HHS)[23]. We define a "principal
homogeneous space” for a group G as a set Y such that for any y,y € Y,
there is a unique g € G such that g -y = 3. Equivalently, there is an
isomorphism 9, : ¢ — g-y between the group G and the set Y for any y € Y
|23, |31]. A hard homogeneous space (HHS) is defined by Couveignes to be a
principal homogeneous space where one can compute the action of the group
G on the set Y efficiently, but keeping in mind that it is computationally
hard to invert the isomorphism 1, for any y [31]. A key-exchange between
Amahle and Bukhosi is as follows:

1. Amahle randomly selects an element yy € Y and randomly picks g4 €
G. She then computes y4 = ga - y, and sends her key pair (yo, y4) to
Bukhosi.

2. Bukhosi does the same by randomly selecting an element gg € G and
computes yg = ¢p - Y- He sends yp to Amahle.

3. The shared secret key is S(95,y4) = 98- ya =95 - (94 -Y0) = g4 - (95 -
Yo) = S(ga-yYB) = 94 - yn.

For an attack to occur, adversaries would have to solve the Parallelization
problem in [23| for a particular HHS in order to break the system.

Definition 10.1. |44/ (Cayley graph).

Let S be a subset of a finite group G satisfying
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1. 1 ¢ S, where 1 denotes the identity of G, and
2. S =871, that is, s € S implies that s+ € S.

A subset S satisfying the above conditions is called a Cayley subset. The
Cayley graph X (G, S) is defined to be the graph whose vertices correspond to
the elements of G with an edge between g and h if and only if h = gs for
some s € S. We call S the connection set and say that X (G, S) is a Cayley
graph on the group G.

Definition 10.2. |30/(Schreier graph). Let G be a group, Y a principal
homogeneous space for G and S C G. The Schreier graph (G,S,Y) is the
graph whose vertex set is Y, and where the edge s € S connects y; to ys if
and only if s -y = ys.

Note that this is isomorphic to a Cayley graph. If S is symmetric, i.e.,
S™1 =S (s=s""! resp.), then the Schreier graph undirected [31].

Example 10.1. Let G = (Z/13Z)* and Y = (y)\{1} be a cyclic group
of order 138 (without the identity element). The action of G on Y is the
law: g-y = y9 for any g € G and y € (Z/13Z)*. From definition
S C G =S C (Z/13Z)* implies that S is symmetric. Therefore S =
{2,3,5,271,371 571} C (Z/13Z)*.

Definition 10.3. j29] (Fractional ideal). Let O be a fized order in the number
field K. A fractional itdeal of O is an O—submodule I contained in K such
that for a certain non-zero n € O, we have nl C O.

For some n in K we can define a fractional ideal as (n) = nO. This type of
fractional ideal is called principal.

Proposition 10.1. /31, |29/ (Ideal class group). An ideal class group is
defined as the quotient of the fractional group by the subgroup of the principal
ideals, i.e.,

C1(0) = Z(0)/P(0).

This is a finite abelian group. The order of Cl(O) is called the number of O
denoted by h(O).

Definition 10.4. /30, |29/ (a—torsion). Let E be an elliptic curve defined
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over a finite field F,. Let a be an invertible ideal in End(E) ~{O} of norm
prime p. We define the a—torsion subgroup of E as

Ela] ={P € E|5(P) =0 for all § € a}.

The subgroup is the kernel of a separable isogeny ¢, : £ — E,. We denote
the co-domain E, = E/E[a] of the separable isogeny ¢, by a - E. Since a is
invertible then ¢, is always horizontal, i.e., E(a - E) ~ End(E) ~ {O}.

Theorem 10.1. /31, |29/ Let Ell,(O) be the set of isomorphism classes over
F, of elliptic curves with complex multiplication by O. Assume that Ell,(O)
is non-empty, then the ideal class group, Cl(O) acts freely and transitively
on Ell,(O) (since the principal ideal acts trivially), i.e., if the curve is fized
as a based point then we have a map:

Cl(0) — Eli,(0)
Ideal class ofa — Isomorphism class ofa - E
(0, E) —a- E.

The immediate result of theorem is that #Ell,(O) = h(O).

Let ¢ be an Elkies prime for an elliptic curve in Ell,(O). In chapter|8| section
.5 we demonstrated how the connected components of an elliptic curve in a
{—isogeny form cyclic horizontal isogenies. The restriction of the Frobenius
endomorphism to F[¢] has two eigenvalues A # pu. This implies that there
exist two isogenies with degree ¢ each. Let a = (7 — A\, {) and a = (7 — u, ()
be prime ideals, both of norm ¢. FEla] is an eigenspace of A, so it defines
¢q of degree ¢. a and a are inverses of each other in the ideal class group,
we have aa = da = ({), this implies that the isogeny of ¢3 : a - E — FE of
kernel (a- E' — FE)[a] is the dual of ¢, [31]. Let S = {a,a} and suppose S
contained in ideal class group is a symmetric subset, then its Schreier graph
is a graph of horizontal isogenies and an expander graph if and only if the
ideal class group is generated by S [29]. The sizes of the cycles are defined by
the order of a € CI(O), thus Ell,(O) is partitioned into equally sized cycles.
Rostovtsev and Stolbunov [76] [89] proposed an effective way of computing
isogenies based on Couveignes’ idea of a key exchange protocol based on
random walks in horizontal isogenies |23].
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The protocol makes use of the set of elliptic curves defined over F, with a
complex multiplication by O, however, O is not computed explicitly. Instead,
five parameters are determined [29]:

1.

2.

A large finite field IF,.

An elliptic curve E/F,.

. The discriminant, D, = t2>—4q of the elliptic curve is computed through

counting points.

. Aset L = {l,...,0,} of primes that split in Z[r], i.e., the Legendre

symbol, (f—:) =1

. The factorization of each prime /;

™ —tem+q= (7 —\)(7— ;) (mod ¢;),

is computed, and we arbitrary choose \; as one of the roots with a
positive direction.

After all these steps we continue with the key exchange like the normal Diffie-
Hellman protocol:

1.

Amabhle picks a random walk which is made of steps in L in the positive
direction. The walk is denoted by ¥4 € L* and the termination of the
walk in the curve is denoted by E4 = U4(F).

Similarly, Bukhosi selects a random walk vp and computes Fp =
Ip(FE).

. Amahle and Bukhosi exchange the curves where their walk terminates,

E,4 and Ep.

. Both compute the shared secrete:

Amahle: S =94(Ep),
Bukhosi: S = 9p(E4).

The security of the Rostov-Stolbunov protocol lies on the isogeny path prob-

lem.

One must make sure that the set Ell,(O) is large enough in order to

mitigate any threats or attacks. The isogeny graphs must be connected so
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that both the private and public curves are almost uniformly distributed in
the set of the elliptic curve defined over F, with a complex multiplication by
O |29]. Likewise, ideals must generate the class group, C1(O). Note that even
though attackers are only able to see F, F4 and Ep, they will not be able
to break this protocol even if they are able to solve the Discrete Logarithm
Problem.

10.2 Supersingular Isogeny Diffie-Hellman (SIDH)

In [22], four well-known classes of cryptographic primitives that remain unaf-
fected by quantum computers are given, namely lattice-based cryptography,
multivariate cryptography, code-based cryptography and hash-based cryp-
tography. These classes remain secure in the presence of quantum comput-
ers. However, all these classes share one trait, they have a huge public key
and signature size. SIDH on the other hand does not fall on any of the
aforementioned classes. Proposed in 2011 [47] by Jao and De Feo, SIDH is
believed to offer "post-quantum resistance". Its security properties are quite
promising as it has a significantly smaller key size than other post-quantum
key-exchange protocols.

SIDH began with a preprint by Rostovtsev [76]. Then a Diffie-Hellman-like
cryptosystem based on the difficulty of computing isogenies between ordi-
nary elliptic curves was proposed by Stolbunov [89] whose aim was to obtain
a quantum resistant cryptographic protocol. However, Galbraith and Stol-
bunov [42]| used a classical computer to come up with an algorithm to solve
this problem in exponential time. Child, Jao and Soukharev [18| proposed a
quantum algorithm that recovered private keys in Stolbunov’s cryptosystem
in sub-exponential time [30]. In other words, Child et al.’s quantum algo-
rithm computes isogenies between ordinary elliptic curves in sub-exponential
time. In [47] Jao and De Feo proposed SIDH which is based on the difficulty
of computing isogenies on supersingular elliptic curves instead of ordinary
elliptic curves. SIDH is said to resist quantum attacks as it is noncommuta-
tive, that is, the endomorphism ring of an elliptic curve is isomorphic to the
maximal order in a quaternion algebra [83]. SIDH does not really fall in the
HHS framework. This means that Amahle and Bukhosi’s isogenies do not
necessarily automatically commute, they need to publish extra information
in order to complete the key-exchange protocol.
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The protocol: Amahle and Bukhosi publicly agree on the following parame-
ters:

1. A supersingular curve £ defined over a field F2.
2. Two small primes, {4, {5 € Z.

3. A larger prime, p = (5072 f £ 1 where f € Z is a cofactor and eq, ep
are roughly the same size and half the diameter of the graph log (¢5*) ~

log (£3).

4. Two bases, {Pa,Qa} for Eo[l3'] >~ Zya X Zyga and {Pp,Qp} for

Notice that if we fix 5 and (%7 we can randomly test for f values thus being
able to find a desired value for which p = ¢5*¢57 f £ 1 is prime. Note that it
is easy to find small primes but rather hard to find p. We use Broker’s [12]
method to select Ey with a group structure of (Z/(p ¥ 1)Z)*. Broker showed
that it is easy to find a supersingular curve defined over F,2 once you have
found the prime p = (5057 f £ 1. To find the basis { P4, Qa} for Ey[(5]:

1. We randomly select a point P € Ep(F,2) and multiply it by (¢57 - f)?
to obtain a point P’ that has an order dividing (5. In [47] Jao et
al., states that "with high probability" the point P’ will actually have
order (5. To check this we can multiply P’ by £4,(%, etc. Repeat this
process until you find such P'.

2. We use the same process to find another point @ of order (5. To
determine whether @ is independent of point P’ we compute the Weil
pairing of two elements e(P’, Q) in the torsion subgroup E[¢(%]. For
this to be true, their Weil pairing must have order ¢5*. Repeat until
you find your desired @, then set P4 = P’ and Q4 = Q.

We perform the analogous computation to find basis {Pg, Qg} for Eo[t5 ).

Verheul [96] proposed the modification of Weil and Tate pairing. His modi-
fication entails using additional endomorphisms that exist on supersingular
curves. When you use such an endomorphism, you are able to send points
from one subgroup to another subgroup of the {—torsion. Verheul called
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using such an endomorphism a distorsion. So if we let E : y* = 23 + ax be
curve defined over F,, where p = 3 (mod 4) is a prime and let P4 and Pp be
random points then we can find Q4 and Qg by computing Q4 = ¢(P,) and
Qp = &(Pp) where —i = /=1 in F,2 and ¢(x,y) = (—x,iy). The cardinality
of the curve is p + 1.

10.3 Computing isogenies of a given kernel.

We describe how Amahle and Bukhosi will compute and evaluate their isoge-
nies for a given kernel. In chapter [§] section [8.6, we saw that Vélu’s formulas
can be used to compute separable isogenies from a curve with a given kernel.
We must also keep in mind that since all prime order groups are cyclic then
all /—isogenies are also cyclic, meaning {—isogenies have cyclic kernels.

Given a cyclic subgroup (R) C E[¢¢] of order (¢, there is an isogeny ¢ of
degree (¢ with kernel (R) [22]. The kernel maps the elliptic curve E to an
isogenous elliptic curve E/(R). By Vélu’s formulas we decompose ¢ into a
chain of e isogenies of degree ¢ as the degree of the isogeny is smooth. Define
Ey=Fand Ry =R and for7€0,...,e — 1

¢i = B — (Eip1 = Ei/<[£67i71]Ri>)~

The isogeny ¢; has a cyclic kernel group of order ¢. The composition ¢, ; o
-~ 0 ¢ has a degree (¢ which together with (¢._10---0¢)(R) = R. = O
can be used to show that ker (¢;) = (R) and hence ¢ = ¢._1 0 -0 ¢y [22)].

SIDH protocol

Ey o4 y By/(R4)

B @'y

Eo/(Rp) —2— Ey/(Ra, Rp)

1. ¢a, ¢y, o5, ¢z represent random walks taken by Amahle and Bukhosi
in the graphs of their isogenies of degree {4 and /.

2. Amahle and Bukhosi randomly select subgroups:
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(Ra) = ([ma]Pa + [na]Qa) C E[CF],
(Rp) = ([mp|Pp + [np]@5) C EltY],
of orders (5", (77 respectively.

3. They both compute their secret isogenies
oa: E— E/(Ra),
¢B E— E/<RB>

4. They each publish E4 = E/(R4) and Eg = E/(Rp) respectively.

5. Amahle needs to compute ¢/, : E/(Rp) — E/(Ra, Rp) whose ker-
nel is generated by ¢4(Ra) in order to compute the shared secret
E/(R4, Rp). In order to compute ¢y, Amahle needs to know ¢p(Py)

and ¢p(Qa).

6. This is where Bukhosi publishes his public key ¢5(P4) and ¢p(Qa).
Take note that even if Evah is able to see these values she will still be
unable to compute E/(Ra, Rg).

7. With Bukhosi’s values, Amahle will then be able to compute ¢pp(R4) =
(malop(Pa)+ [nalop(Qa) completing the protocol. Similarly, Bukhosi
performs the analogous computations with Amahle’s public keys.

Example 10.2. Let Ey : y?> = 2® + x be a supersingular curve defined over
F,2, Amahle and Bukhosi agree on the prime p = 431 and choose {4 =
2,eqs =4,0p =3,epg =3 and f =1, so that p = (M7 f £ 1. We can use
iy + x because p = 3 (mod 4). Amahle and Bukhosi want to share a secret
key exchange by communicating via an unsecure channel. Each will take a
random walk on distinct isogeny graphs. A denotes graphs for Amahle and
B denotes graphs for Bukhosi.

Amahle and Bukhost generate their public parameters by selecting their bases:

P4 =(65i + 70, 266i + 405)
Pp =(33i + 248,189 + 32)
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and Qa = ¢(Pa),Qp = ¢(Pp), where i = /=1 in Fyz2 and ¢(z,y) =
(—x,1y).

(—65i — 70,405 — 266)
(336 + 361,405i + 165)
(
(

Qa
s

—33i — 248,321 — 189)
398i + 183, 327 + 242)

Amahle randomly selects two secret values

my4 =101
na =23

where 21 101,23 and then computes an isogeny ¢ : Eg — E4 with kernel

(Ra) =([ma]Pa + [nalQa)
<RA> :<[101](65i + 70, 2661 + 405) + [23](336i + 361, 4052 + 165)>
—((412i + 183, 87i + 89))

Similarly, Bukhosi selects two integers at random

mp =250

ng =)

where 3 1250,5 and computes an isogeny ¢p : E — Ep with kernel

(Rp) =(Imp]Pp + [n5]QB)
([250](33 + 248, 189 + 32) + [5](398i + 183, 32i + 242))

((309i + 150, 211i + 235))

Amahle and Bukhosi compute their secret isogenies :
o4 : By — Ey i.e., the isogeny of degree 432 from elliptic curve defined
by By : y?> = 23 + x over Fys12 to an elliptic curve defined by E : y?> =

x4+ (130i + 47)z + (2080 + 65) over Fyz;2.
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op 1 By — Ep i.e., the isogeny of degree 216 from elliptic curve defined by
Ey : y? = 23 + x over Fyz2 to elliptic curve defined by E : y* = 2° + (34i +
291)x + (3907 + 94) over Fy312. Note that the isogenies are lengthy to write
down, but manageable to work with using a computer- they should NOT be
done by hand.

Under the secret isogeny ¢a, Amahle computes an image {ps(Pg), pa(Q5)}
contained in E4

é4(Pp) =(385,358i + 134)
oA(Qp) =(429i 4 43,371i + 325)
and sends the image of points and the curve {p4(Pg), 04(Qp), Ea} to Bukhosi.

Similarly, Bukhosi computes his image of points and then he sends the points

and the curve {¢pp(Pa), d5(Qa), Eg} to Amahle.

¢p(Pa) =(307i + 417,220i + 126)
op(Qa) =(374i + 346, 353 + 28)

Upon receiving Bukhosi’s points, Amahle computes an isogeny ¢y : Ex —
Eip with kernel

(Ra) =([mal¢pPa+ [na]épQa)

—([101)(307i + 417, 220i + 126) + [23](374i + 346, 353 + 28))
((310i + 173, 45i + 239))

and Bukhosi does the same computing ¢z : Eg — Eap with kernel
(Rp) =([mploaPp + [nB]oaQp)

([250](385, 3584 + 134) + [5](429i + 43, 3714 + 325))
=((4114 + 176, 302i + 104))

Amahle and Bukhosi can find isogenies ¢y, ¢y from Ep with kernel (R'y) and
from E4 with kernel (Rg) to obtain Eap:

¢z« Ep — FEap i.e., the isogeny of degree 54 from elliptic curve defined by
Ep :y* =23+ (34i +291)z + (390 + 94) over Fys12 to elliptic curve defined
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by Eap : y? = a® + 2962 + 223 over Fys2.

¢y Ea — Eap i.e., the isogeny of degree 27 from elliptic curve defined by
Ea:y?=2%+ (1300 + 47)x + (208i + 65) over Fy312 to elliptic curve defined
by Eap : y? = 2% + 2962 + 223 over Fys2.

We can see that both Amahle and Bukhosi arrived on the same curve Ep.

Amahle and Bukhosi then use the common j—invariant of Eap to form thewr
shared key. The common j—invariant is

J(Eap) =189

SIDH is considered as one of the most robust quantum key-exchange method,
yet there is still plenty of room for improvement such as improving it’s al-
gorithm and space efficiency |21}, 22, [37] and to optimize arithmetic in finite
fields [11]. See |94] for cryptographic problems underlying SIDH. SIDH has
smaller key sizes in comparison to other post-quantum protocols.
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11 Conclusion

In this dissertation we focused on pre- and post-quantum cryptography. We
considered the work of |65, 66] and [52] who introduced Elliptic Curve Cryp-
tography (ECC). ECC provides a number of benefits: compared to other
cryptosystems it is faster because it has smaller keys and requires less com-
puting power and memory. It is difficulty for adversaries to break into the
cryptosystem. ECC is still vulnerable to attacks. We have seen that quan-
tum computers poses a great threat to the Diffie-Hellman protocol as Shor’s
quantum algorithm can be used to break it. The idea is to move from El-
liptic Curve Cryptography (ECC) to Isogeny-based Cryptography because
isogeny classes are not vulnerable to Shor’s algorithm. Our hope lies on the
four well-known classes of cryptographic primitives that remains unaffected
by quantum computers, which is why they are called quantum-safe crypto-
graphic primitives. These classes remain secure in the presence of quantum
computers. However, SIDH, one of the best post-quantum key-exchange pro-
tocol provides better securities properties because of its significantly smaller
key size. SIDH does not fall in any of the aforementioned classes. Our focus
has solely been on isogeny-based cryptography with a bit of lattice-based
cryptography and hash-based cryptography. But, the question we should be
asking ourselves is, as research is still under-way, are isogeny-based cryptosys-
tems going to be enough to mitigate threats posed by quantum computers
or are we doomed for life?

A lot of research was done on elliptic curves and isogeny-based cryptogra-
phy is based on elliptic curves, meaning researchers, mathematicians and/or
cryptographers can transfer their profound knowledge or concepts in this area
(isogeny-based cryptography) to get more insight or better understanding on
how to find solutions for the problem at hand, quantum computers. Note that
isogeny-based algorithms are not only slower than any other post-quantum
algorithms, but the design of various cryptographic primitives is also very
hard. Hence, when it comes to choosing parameters, we should choose pa-
rameters which are safe and secure, since we already know the most common
attacks. Isogeny-based algorithms are well-known for their hard problems in-
volving two elliptic curves and calculating the isogeny between them. They
are well-known for their small key sizes amongst the other quantum-safe pro-
tocols. The idea for isogeny-based algorithm is quite complex and totally
different from the other algorithms we already have. It is recommended in
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such a way that it is combined, e.g., with lattice-based algorithms so that if
one area of the two quantum-safe algorithm fails, then the other will still be
intact and secure.
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1 Application: Factoring integers with elliptic
curves

Factoring integers with elliptic curves is one of the many methods used to
factor large integers into a product of small integers. H. Lestra [58] in-
vented the Elliptic Curve Method (ECM) which is analogous to Pollard’s
(p — 1)—method. Suppose that n = pg where ¢, p are distinct integers and
p < q. The idea is to find a non-trivial divisor where n > 1. This is done by
selecting an integer b (mod n) and selecting a positive integer ¢. ¢ needs to
be divisible by small prime powers. The next step is to calculate b° (mod n)
and calculating ged (b — 1,n) with the hope that the ged yields a non-trivial
factor of n.

Pollard’s (p — 1)—method will only be successful if n = pg such that p — 1
is made up of only small prime numbers. In this case p — 1 must divide the
positive integer £ and p must not divide b.

The ECM algorithm is obtained by replacing the multiplicative groups (Z/pZ)*
and (Z/qZ)* by the group of points of an elliptic curve. One condition that
should be met is that #E(F,) must only have small prime factors, however,

this is extremely rare hence the freedom to choose a different elliptic curve
[29].
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