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ABSTRACT

In many computer applicatiens, it is necessary to ensure that the
probability of failure is as low as possible. The degree of
reliability required of the system is determined by its applica~
tion. Righ rellability is parkicularly important in systems where
computer failure could leed to loss of life, er to injury, or to

financial loss.

Much research has endeavoured to develop techniques for reducing
the probability of compubter failure. "In this dissertation, such
techniques are deseribed and discusswd. h

The dissertation proceeds to deseribe the developmeni of an ex~
perimental fault-tolerant ‘computar system which is \‘slu‘fficiently
flexible to allow the examination of ' several techniques for
achieving high reliability. Pafticular issues arising from the
application of the techniques of triple-modular redundescy -and
software—implemented fault-tolerance to the system are discussed.
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Chapter 1 - INTRODUCTION

1.1 Istrodugtion

Since the early use o. computers in which they were installed
primarily to produce answWers to numericel problems, they have be~
come -integrated more and more into our everyday envirosment. We
can now find them in a variety of forms, strapped to our wrists,
installed in our cars, and suspended hundreds of kilometers above

us. -

With - computers .taking such an active part in our lives, their
failure can often cause dangerous situations, where death, injury
or finéngial loss cén vesuli. Opnsider, <for exs3ple, a nuclear
power plunk, controlled by =8 process system usidg a aeries of
digital computers. The failure of a computer can clearly be very
serious, and it is naturally desirable to prevent such situations
from arising: This - has .led to much work in designing computer
systems which are as relinble as possible. N

1.2 Minimization of Computer-related Dengerous Situations

Three main philosophies have emerged for the minimization of
computer-related danger, These may be summarized as:

~ Fault avoidance
~ Fall-safety
~ Fault tolerance

3.2.1 Fauli Avoidarge

An  obvious way of preventing computers from causing harm to the
plant, or to the epvironment which they control, is to make sure
that they never fail! The philesophy which attempts to accomplish
this goal is known as "fault avoidance".

Fault avoidance requires that the physical components of a com~
puter system, and their assembly methods, are as perfect as pos-—




Shapter 1 INTROBUCTION

sible. The cost of obtaining near-perfect components is often ex-
cessive, and meintenance staff must be continuously available
because the system ceases to operate upon first failure. So,
feult-avoidance techiiques are clearly expensive apd imperfect
{11, end may consequently not result in adequate reliability.

1.2.2 Fail-Safety™

- o
In view of the-problems relating o’ the design of perfect sys—
tems, the emphasis in reseuc¢ch has-.focused on ensuring that com~
puter failures do not lead to harm if and when they occur. This
leads to another philosophy, namely that of "fail-safety”.

To achieve. fail-safety, it is necessén‘y that when & computer ays—
tem ceases to operate, it does so in such a manner that it can
have no harwful effect on the environment over which it has . in—
fluence., A particularly gdod example of the application of fail-—
safety techniques can be found in the area of railway signalling.
If the system which manipulates the signals of a railway
system fails, then all affected signals are set to STOP, so that
traine in the avea come to a halt, and hence avoid collision or
derailment.

1.2.3 Fault Tolerance o !

There are  situations, however, where the removal of the
computetr from a system cannot be accomplished without
undesirable side~effects.

In many industrial pracesses, loss of conirol spells ruin of
the product, with tiie additional possibility of permanent damage
to equipment. In such a circumstance, a fail-safe end to
control does little to prevent considerable financial loss.

An even worse case may be cunsidered: the failure of a fly-by~
wire aircraft cunbrol system (one in which contre) signals to the
aircraft take the form of electrical signals rather than
mechanical 1links) could lead to the loss of the aircraft and

o . FRER YR V)




Chapter 1 INTRODUCTION

crew, Mechanical back-up systems may be used in certain
cases, but experimental sircraft are being developed which
depend entirely upon the fast and accurate capabilities of a
computer to maintain controllability (2}.

In the case of remote equipment,. such as weather monitoring
stations and satellites, 1t is' not possible to effect early
repair . should the computer system fail., Unless self-repair
and/or graceful degradation facilities are built into the
system, use of the system is totally lost when a fault oceours.
Once again, therefore, feil-safety is inadequate,

There is consequently a need for computer ‘systems  which
operate even . when there are faults in the system. This ieads
to the concept of “fault-tolerance”, which has been defined
as "the ability of a sgystem to operate correctly igl the

presence of faults" [3), and is the central - topic of this
dissertation.

1.3 Investigetions into Faulb-Tolerange

Over the past decade, much research effort has been dedicated to
the development of fault-tolerant computer systems, and this

has resulted in a large number of techniques being proposed as
suitable for particular applications.

By definitien, a fault-tolerant system must be designed assuming
that some components will fail. The key ingredient in all fault-
tolerance techniques is therefore redundancy - of information,

resources and/or time. The type and extent of the redundancy
employed in the system depends on the technique used, as well as
on the intended application. The techniques of fault-tolerance
fall into two locsely defined categories:

- replication

back-up
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1.3.1 Replicoation
Prom the literature, ‘"replication” is evidently the most popular

technigue being used todey. Mapy identical or similar units are
used, and sll fault—free units ars active, that is to say, they
" contribute to the operation of the system as a whole, When a
unit’s failure is detected, the system attempts to reconfigure
with one unit less. Hence, execution timé might lengthen, but all

essential services are maintained.

1.3.2 Back-up hY

“Back-up" is the second widely used technique (See fig, 1). In
this approach, only ¢ \;:15 is opernational, while one or maore
units asre available @ .,myfl. - If the spare units are powered in
the idle state, the * ljygtem is referred to as "hot" back-
up. Sometimes, unpokereq mgi'ares are wsed, 4in an attempt to lower

the spare failure rate.v““ﬂe units are connected to the process
through a switching mechantsm that keeps only one active at &
time. The active processot performs comprehensive self-checking,
and is switched out when faulty.

N

]
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Ghapter 1 INTRGOUCTION

D

SWITCH

PROCESS

PIGURE ) - The Hot Back-~Up Configuration [4]

An  extended version of hot back-~up, khown as "pair-and-a-spare"
may also be implemented (See fig. 2). In this; the active and
back-up units each consist of two modules, thus forming e
tightly-coupled unit capable of reliable gelf-checking.
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PRIMARY PRIR

MASTER
HOOULE
L0

CHECKER
HODULE

INPUT QUTPUT
SECONOARY PRIR

HASTER
HODULE
TIITLEL

CHECKER

MOOULE

FIGURE 2 - The Pair-and-a-Spare Configuration [§)
1.4 Research Ptoject Objectives

Thie project had two major objectives. Firstly, it aimed te gen—
erate insight into the field of fault-tolerance, and
secondly +to  produse a flexible expsrimental system which could
be used for studying various fault-tolerance techniques.

It was felt that at this stage in the developwent of fault-
tolerant systems, little practical experience exisis, creating a
need for the project. Howaver, the effort investigating fault-
tolerance was not simply .o facilitate the production of
the experimental system; it was also desirable to gain expertise
in the field of fault-tolerance, with a view to applying
the knowledge in future projects.

It was therefore necessary to broaden the theoretical side of
the project beyond that necessary for the production of the

| ! " ey



Lhapter 1 INTRODUCTION

experimental system. To this end, various aspects of the topic
required further attentjen, such as;

- investigations into the theory of fault-tolerance

—~ gtudy of important curreni systems, both commercially avail~
able, and undergoing development
It shouid be pointed out thet the composition of much of the ex~
perimental system developed was defined by evailable equipment
and tools. These constraints are discussed in the appropriate
place in the dissartationm.

Development of the experimental system consisted of:

- sélewtion of a representative fault-~tolerance techmique
for demonstiation of the systen

~ investigations into software enginekring techniques

- production of a suité of software modules for use in the
varioys system configurations

~ integration of the software and hardware components of the
system

~ application to & real-time, but simple servo-control system
so as to provide a live demonstration

1.6 Overview of the Bisgertation
The remainder of this dissertation covers the following areas:
Chapter 2 -~ Fault-Tolerance ~ a discussion of techniques for

achieving fault-telerance and for evaluating fault-tolerant
systems

E
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Chapter INTRODUCTION
Chapter 8 -~ Software Development Techniques - Structured
design, structured programming, deta flew techniques, top-down
design, verificetion, validation, and debugging

Chapter 4 ~ System Description - System requirements,
functional specification of the system

Chapter . 6 ~ System.Design ~ Hardware characteristics, software
requirements; functional specification of the ssftware, and
software characteristics

Chapter 6 ~ System Integration — Developmeni of the software
required for systom gontrol and testing, and implementation of
the systen

Chapter 7 -~ Conclusion ~ A brief summary of the results of the
research followed by a discussien of the more impartant
findings and conclusions as well ss unsolved issues

1.6 Summary

Because of the wide use of computers in critical applications,
it has bet¢ome nscessary for attention to be given to the
problem of computer faults. The main computer-fauli handling
techniques are

~ Fault avoidance,
-~ Fall-safety, end
-~ Pault toleramnce.

Research effort into the technique of fault tolerance has led
to many fault tolerance methods, which can be loosely divided

inte the categories of

- Replication, and
- B'EICK-\IP-
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fhapter 1 INTRODUCTION

Tie goals of the current project were to gain imsight into
the field of fault-tolerance, and to produce a flexible
experimental systém for wuse in the study of favlt~tolerance
techoiques. )

To provide a sound basis for the development of an experimental
system, an extensive study into fault tolerance was undervtaken,
and this is covered in the next few chapters.




Chapter 2 -~ FAULT TOLERANCE - AN _OVERVIEW
2.1 Introductioen

The benefits of employing fault-tolerance to computer system
design are many, but in essence, lead to reduced system lifetime
costs. In this chapter, wvarious aspects of fault-tolerance are
explored, and I, Y most eritical areas are highlighted, Many cur-
rent fault-tolerait systems are referred to, and are described in
detail in appendix L.

2.1.1 Motivation for the use of Fault-tolerance Technigques

A number of fectors have led to the development of faulb-
tolerance techniques, the most important being:

Reliability. Since maintenance and gerneral downtime costs have
risen to become & large propertion of total system lifetime cost,
it is obviously desirable that systems should be designed to fail
as seldom as posgsible,

Data integrity., Because computers are used in highly critical
areas, it is essential that data corruption is higlly improbable.

Availaebility., From a users point of view, it is necessary that
computer down-time is wminimized, especially when the service
provided by the system involves human interaction,

Graceful Degradation. Remote computer equipment must functien for
as long as posstible without repair. In the ~iireme situation
of, say, an unmenned spacecraft, no repalrs ot all are possibie;
any failure should not lead to a total wystem failure, bui merely
a drop in perlormance.

It should be nu »d that these are the mosi obvious points of
improvement  brought about through the use of fault-tolerance
techniques; other facilities which may be provided by the ap-
plication of the philosophy include:

= o DR VAR G 5y
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Chepter 2 PAULT TOLERANCE ~ AN OVERVIEW

On~line maintenance (the ability to perform repaire without
switching the system off), A fault~tolerant system would regard
the removal of a single unit as a unit failure, and continue in
its normal fault-handling mapner.

Fail-safe operation (the prevention of dangerous effects
caused by failure of the computer), fThe fpilure of a unit can be
automatically prevented from affecting the enviropment, by the
fault-handling mechanism.

2,1.2 Griterin to be Satisfied by Fault-Polerant Systems

The reliability requirements which must be imposed on a system
naturally depend on the intended application [6)}. For example,
the primary function of information storage systems is the safe
atorage of data, so such systems can tolerate short losses  of
seryice, but not date loss or corruptien. On the other hand,
telephone exchanges require high availability, 'so that users do
not have to wait for intolerably long periods vefore the required
service is provided, but it doesn't necessarily natter if a few
wrong connections are wade. In the extreme case, Ilife-eritical
systems can tolerate no failures at all.

The computer muat be capable of a recovery time (the time it
tekes the system to funcklon acceptably, after a fault) whica
is appropriate to the time-constant of the . application (a
measure of the spead of the system) (See fig. 3).

11
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FAULT TOLERANCE ~ AN OVERVIEW

k LBW INERTIﬂ“%i %
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FIGURE 3 - Time Constants of Systems (4]

2:1.3 Basic Terms and Concepts

Many differing interpretations are placed on-a numb
ond concepts used in the field of fault-tolerance
svoid misinterpretatlion of terms used in this
nore important terms and concepts are defined below:

- ¥Feult =~ any state of a computer's hardware
which could snuse bthe computer to operate
at all

incorrec

- Common-mode foult -~ a fault which affects all

systom simultaneously (for example

interference)
- Error ~ incorrect operalion of the computer
incorrect dats or to invalid actions by the computer

PR
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dissertation,
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Chapter 2 FAULT TOLERANGE ~ AN OVERVIEW

- Reliability - the probability that the computer will
operate correctly during a given lime period

— Feult masking -~ the prevention of  error propagation into
other parts of the systenm

~ Fault telerance - the ability of a system to operste‘:
correctly in the presence of faults. The nonc‘ept embodies:

— feult detection ~ the discovery of a fault

- fault recovery ~ removal of the effects of the  fault
and isolation of the faulty system component (i.e. ensuring tha¥
the component cannot exert any iufluence on the operation of thé
system as a whole) '

2.1.4 Cousas of Faults

In order to combat the occurrence of faults, it is necessary ko
kpow the way in which they arise (See fig. 4). It is often pos~.
sible to perform "preventative design" (this entails. ths wopi
struction of the system in such a way that susceptibility €a 7
faulte is minimized), which will cut down on the numbsr of
faults that must be catered for by the fault~tolersnce mechanism,

o o

o el o it e e
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SARDYRRE
O
ToaPaNERT %
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FRULY HASKTNG

[ v

FAULT RAYCIORNCE

FRULT TOLERANCE

FIGURE 4 ~ Causes of Faults [7]

In essence, the origins of faults can

categories:

i

specification faults

1

implementation faults

1

component failures

external disturbances

The way

in which these fault origins relate to

be grouped

software development cycle is shown in figure §,

into

OVERVIEW

four

the conventional
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EXERIR, BISURIEES

CONPOENT FRILIRE
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SPEEIFICAYIN ERRORS
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EXTEROR, DISTURBACES

TPLENENTATIOR BRRCRS

FIGURE 5 - Conventional Software Development ond the Origins of
Faults [8) e
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Chapter 2 FAULT TOLERANCE - AN QVERVIEW
Specification faults.

The first possible cause of specification faults is that of
hardware and software design epecification mistalies, which oe—
cur when the hardware or software has been specified in a way
thet does not meet with the requirements of the mystem. Secondly,
architectural mistakes mean that the system has been designed in
such a- way that it . is not able to perform all operations
required of it. Finally, nlgorithm nmistakes arise when an algo~
rithm implemented in the system is incorrect,

Inplementation faults,
»

Following on from the design specifications, the system is sus—
ceptible to implementation faults. These can be the result of,
firstly, . poor design, which implies that the design of the
hardware does not meet all the requirements of the specification.
Otherwise, such faults easn originate in poor component selection,
where unsuitable components have been chesen. Furthermore,
poor © constructioh of the hardware can lead to weak points in the
system, or software coding faults can lead software which ~does
not always perform ascaording to the software specifications.

Component failures,

Component failure can arise from manufacturing errors, where &
component has been lncorrectly constructed, or from component
flawg or component aging.

Externel disturbances,

Radiation is the one of the most prevalent external disturbances.
External electromagnetic fields can alter the operatiov of the
syétem s0 that it fails, Physical demage to the system can also
occur from an external gource, or unexpectedly severe environmen-
tel conditions can cause the system to fail. Finally, inap~

propriate man/machine interamctlon via contrel or waintenance

16
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Chapter 2 FAULT TOLERANCE ~ AN OVERVIEW

pavels, where the operutor has made a mistake or is not qualified
to control the system, c¢an lead to system failure,

2.1.5 Claggification of Faults

Faults- are clasgified using one or more of the following
perameters: .

- Cause ~ one.of the possibilities mentioned in szction
2.1.4, which caused the fault

- Nature - whether the fault is in the hardware or the
software

=~ Duratien - whether the fault is permapent, iransient or
pseudo-transient (e,g. pattern dependent)

~ Extent ~ the sawqunt of ‘the system which id affected by
the fault

~ .Value =~ whether the errors are determinate or. ip-
determinate (i.e. whether the orrors are always the some, aor
random)

Knowledge of these details ensbles effeective counter-measures to
be taken.

2.2 Techniques of Fault-Tolerance

As mentioned previously, redundancy forms the basis of a fauleg-
tolerant system, end this redundancy may take the form of infor—
mation redundancy, hardware rpedundancy, software redundancy
and/or time redundancy. BREach of these topics will be covered in
the following sectlions.

) H <Y
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Chapter 2 FAULT TOLERANCE ~ AN OVERVILW

2,2.) An Qutline of Fauli-Tolerance

The sequence of handling o fault begins with the detection of
an error. The aystem then attempts to diagnose the fault which
caused the errox, and prevent the damage from spreading
(confinement). Thereafter, 4t 4z necessary to reconfigure the
system to a valid state,, bypassing the faulty components, and
to continue operation - as fully as possible. Finally, if pos~
sible, repair to the faulty aomponent(s) should be.mede, thereby
ultimately restoring full capabilities to the system. In the sec—
tions which follow, the various stages involved are discussed in
depth.

Error Detection,

Faults and subsequent errors typicmlly manifest themselves as in—
valid data. To detect errors and faults, therefore, it is neces—
sary to detect invalid deta, 7Todetermine the validity of data,
two types of test are possible:

Voting
Bounds of reason

Voting. Several answers to a calculation are obtained typically
using one of two methods:
|

~ repeated calculations =~ Eaeli calculation (fer which the
result is to be validated), is performed twe or more times. The
snswers obtained in each repetition (which may be performed by
different processors), are compared, and any jnconsistency
reveals that an error has ocecurred. If exacuted on only one
proceagsor, +then this technique deteats the oeccurreénce of Tfaults
and non-determinate faults only, since a permanent, determinate
fault would manifest itself in the same way in each calculatien,
misleading the system into believing that the result is valid.
Also, if the calculatlous are to be run in separate processors,
care must be taken to ensure that the executions are staggered in
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time so that common—mode faults do not produce the same errers in
all processors.

~ duplicated calgulations =~ ¥ach celculation (for which the
result is to be validated), ip performed in two or more dif-
ferent ways (poseibly by different computers). Any discrepancy in
the results indicetes the ococurrence of an error. All types of
fault are covered by this method, but extra effort is required in
development of the algorithus, and extrae progrem storage space is
needed for the different versions of the calculation.

There are two possible ways in which the answers te these cal~
culations may be compared:

~ hardwsre - Dedicated circuits are used to compare the
results of computations. This method is fast, but requires the
addition of compenents, in¢reasing the cost and the risk of
failure - because of the extra component¢! Furthermore, in order
for hardware voting to be used, all values of data must he simul-~
taneously available. This leads to the possibility of a common-
mode fault affecting all versions of the dete in the sswe way,
causing the voter to pass the incorrect value

~ software - Vating is accomplished using a software module
Censiderable effort is alse required . in both hardware and

software voting to make the voting mechanism itself fault-
tolerant,

Bounds  of reéeson. In this tochuique, the value of a dsta ele~
ment is checked against pre-dofined limita, beyond which it is
determined to be dnvalid. The test may be applied to any data
¢lement for which bounds of reamson can be defined. The limits are
usually charaecteristics of the application, or possible con-
straints imposed by the data~typing provided by the programming
language.
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Fault diagnosis.

Faults that are to be tolersted by the system must be well
defined at an esrly stage, 8o that they can be specifically
catered for in the design. Such faults must be sutomatically
detected =and localized by the system, using the characteristica
of errors which have occurred, or can be made to occur, using
diagnoatic programs.

bamege Confinement.

In order to limit the effecks of o fault, it must be possible to
reset the system to a valid (correct) state after the occurrence
of a fault, so that the system does not continue producing more
and more errors.

Reconfiguration.

The system must automatically bypass defective components and
yet keep all sgystem functions, which are not dependent on the
lost component, available to the user, withs a possible
reduction in processing speoed, i

Recovery.

Data which wds found te be erroncous must be corrected. Other-
wise, recovery will be in the form of resetting to & previous
valid state (when pessible), or to s prodicted future state. An
important goal in the recovery process is that every restart must
be accomplished with a minimum recovery time, in order to mini-

mize down~time losses.

Fault Treatment and Continued service.

The system should remein in a degraded state for as short a time
as possible. If possible, the fault should be repaired or the
faulty unit replaced so that fault-tolerant operation is resumed.
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The following sections discuss the techniques used to put these
principles into practice.

2.2.2 Information Redundmney

Information redundancy is the use of more information about tke
data than is actually needed by the application.

A widely used technique for implementing information redundancy
is by the use of “data encoding". Numerous information-redundant
codes have been developed to provide for detection and, in cer-
tain tases, correction of errors. A code constructed in -such
a . way that any single error transforms & valid code into an in~
valid code is enlled a single-error detecting code. A simple form
of such error detection is the single-bit parity check., Another
type is "M-out-of-N" coding, where code words are N bits 1long,
and always contain M "1's,

A nunber of - “checksum" error-detection codes exist. The
checksum is calculated by summing the binary data that is to be
noeved from one point to another. When the deta reaches its des~
tination, the checksum is recalculated, and’'if the new value and
the one calculated previously do not mgree, then an error is in~
dicated. These codes are useful in the transfer of blocks of
data.

Possibly the most common extemsion of parity checking is the Ham~
ming error-correcting code, Hamming codes can detect double er-
rors, and correct single errors. Once a single binary error has
been detacted, it is eesily correctad by cowplementation of the
data bit in the identified position,

Fault-tolerant systems often incorporate information redundancy
inte the fault-tolerance mechanism, especlally in the memory sec~
tions of the system. In some¢ cases, however, the primary fault-
tolersnce mechanisms of the system are so effective that they
make the reliability improvement brought about by the use of in~
farmatiaon redundancy negligible.
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2.2,3 Hardwsre Redundancy

Hardware redundancy is the use of more physical equipment than is
raquired by the application.

Hardware redundancy methods may be grouped into two categeries:
~ replicetion
-~ back-up

The saddition of spare resources to either category results in
what is often called an "hybrid" aystenm.

Replication.

In the technique known as “replication”, -more than one resource
is availeble to perferm tesks required of the system. Memory,
processing, and/or input and output units mey be replicated,
depending on the requirements of the application. 41l units in
the system contribute to the operation of the system as a whole,
and may be run out of close synchronization (wlere every instruc-
tion is executed at the same time in all processors) to avoid
the effects of common-mode fuults. An example of such a system is
the Fault~tolerant Array Signal Processor [91, which uses & form
of replication to perform space-based signal processing (See ap-
pendix } for more details).

Three important forms of replication are:
- dual redundant syetems
- triple-modular redundant systems

~ gracefully-degrading systoms
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Dual Redundant Systems. One of the simplest redundant systems ie
the dual system, in which the same tasks are executed on two dif~
ferent wunits, and the outputs compared. If the outputs do not
agree, then an error is signulled., The system is incapable of
deciding which of the two units has produced the error unless
further testing is undertaken, This means that the system must
be shut down when an error occurs.

Triple~modular Redundant Systems. These systems use three units,
all performing the same calculations, ond are capable of masking
all single errors, as well as indicating which unit was respon~
sible for tha error. Furthermére, the aystems are capnble of
detecting simultaneous errors in all units, becsuse the vate will
fail. The Triplex 32 system [4) utilizes TMR (Triple Modular
Redundancy) to accomplish fault~tolerant process contrel, while
the Software Implemented Fault Tolerance [10] system applies THR
to aircraft control (See appendix 1 for detmiled deseriptions).

After a faulty unit has been pinpointed, its outputs are ignored,
while the good units continue operation as a dual system. When
the faulty unit has been repaired, it is set to a state consis-
tent with the other units, and the system returns to its original
degree of fault-toleranca.

Voting way be accomplished in either hardware (See fig. 6), or
in software (See fig. 7).
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FIGURE § - Hardwere Vating [4]
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FIGURE 7 - Software Voting [4]
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With voting, there iz somé loss of performance while data is
passed through the veting mechaniam. Xt is possible with hardware
voting, however,  to utilize parallel processing so that nmodules
in .the system are performing the nsxt aperation while “the wvotér
is fPinishing  the previous. oene.” A . more serious. drawback of

- hardware voting is that the veter components are mnprotected, and

expose -the system to a single-point failure, ~ One sblutiop is' to

tripliecdate the voters (See fig., 8), The prioblem of “commqn«mcde
faults is not overcome, however,” because data must' still be
available to each voter st the Same time.  The major advantagd of

hardware voting 48 its speed, especially in bonfrol appiications
which often vrequiré large nimbers 6f inputs and knu!:/_pui:s.

FIGURE 8 — Voter Triplication (5]~ | IR

If more than three units are used in the system, - then N-modular

redundancy is being employed, where N is the number of units.

Such replicationr way be used when inadequate reliability is

provided by the triple~modular technique. Thére are usually an
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odd number of units, so that a majority vote can always be ob-
tained.

@racefully-degrading Syutems. When the multiple units in a syatem
all perform different functions, then a gracetully—degrqdf.ng sys—
ten can he formed. Effective load sharing acrosa system
resources, and efficient communication between the units "are
necessary. When a unit fails, its load is shared among the other__;,vu‘

units. Hence, execution time increases, but 41l system ﬁTn
are maintained. In addition to utilizing the technique of’ /lpfe
woduler redundancy, the "Software Implemented Fault-ti. erunce"
(SIFT) system alsa kas the ability to degrade gracefully, because
of replicated redources. Other systems wlw.v.n are capable of
graceful degradation are the Basioc Fault-tolerant System [11] and
1y:

the Tandem transaction processing nystem [12] (See append;

Back-up. «

The fundamental idea behind the principle of back-up system&x‘is
that one unit is operational, while one or more units. wait .in
reserve. When the: active unit has failed, a replacemenf”
over.

Two. important back-up configurations are:

~ dual-redundancy with switch-over

- pair—~and-a~spare

Dual-redundancy with Switch-aver. This technigue is often Tap—q
plied in process control. A dual-redundant control system is con—
structed using two process controllers or commercial computers,.‘
with additional hardware and software to detect and recover .fiom
faults. The pair is connected te the process through a switching

mechanism that keeps one active and the other in reserve (Seé’
Tig. 9).
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odd number of units, so that a majority vote can always be ob-
tained.

Sracefully-degrading Systems. When the multiple units in a system
all perform different functiona, then & gracefully-degrading sys—
tem can be formed. Rffective 1load sharing across system
resources, and efficient communication between the units are
necessaxy. When a unit fails, its load is shared ameng the other
units, Hence, execution time increases, but all system functions
are maintained. In -addition to utilizing the technique of triple
modular redundancy, the "Software Implemented Fault—tolerance”
{SIFT) system also has the ability to degrade gracefully, because
of replicated resources. Other seystems which are capable of
graceful degradation are the Basiec Fault-tolerant System [11] and
the Tandem transaction processing system (12] (See appendix 1).

Back-up.

The fundamental idea behind the principle of back~up systems is
that one unit is operational, while one or more units. wait in
reserve.. When the active unit has failed, . a replacement takes
aver.

Two important back-up configurations are:

- dual-redundancy with switch-g

~ pair-and-a-spare

Bual-redund. with Switch-over. This technigue is often ap~
plied in process control. A dual-redundant control system is con-
structed using two process contrallers or commercial computers,
with additional hardware and software to dateet and recover from
faults. The pair is connected to the process through a switching
mechanism that keeps one active and the other in reserve (See
fig. 8).
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{

SHITCH

PROCESS

FIGURE 9 - The Dual-Redundant Configuratien [4]

The active computer executes both & control program for the ap-
plication, apd a diagnostic progrem that continually checks

for errors in the processing unit, memory and I/0  circuits.
¥hen an error is detected, the switching methanism transfers con~
trol to the reserve computer, which will have been passively
monitoring the process. The Agusta 129 helicopter flight conivel
system 13 an example of such back~up, as is the Resilient trans-
setion processing system. These are covered in some detail in ap-
pendix 1.

For fast processes, several problems make this method unsuitable,
The first problem is that errors may occur before the diagnestic
program can detect that something is wrong. Secondly, the
swltching time at computer change-over moy be too leng, causing
an unacceptable discontinuity in the control velues. Finally,
the switching mechanism could fail, causing complete loss of con-
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trol. When such fast processes are to bes controlled, techniques
that provide fauli-masking must be used.

Pair-and-a~spare. In the pair-end-a-spare configuration, four
identicel modules are organized as primary and shadow pairs of
master and checker wadules (See fig. 10).

FRIMARY PAIR *

HASTER
[ HonuLe
o

CHECKER
HOOWLE
INPUT QUTPUT

SECONDARY PRIR

HASTER
HopuLE

EunE
CHECKER

HOBULE

FIGUHE 10 - The Quad-Modular Redundant Configuration {5)

Only the primary’s mester module is capable of activating the
computer outputs. While the primary’s moster transmits datm, its
checker module compares external data and that presented to its
disabled output drivers (See fig. 11), ‘Thls technique is called
"functional redundancy checking®. If the primary's checker module
detects an error, it initiates a procedure that digables the
primary pair, and enables the shadow pair to toke over the
primary role. Systems which apply this technique are the Stratus
transaction processing system and the Intel 432 general-purpose
system (See appendix 1 for more details).
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INFUT
HASTER A CIIONAY) CHECKER
- LOGIC
ENRBLE DISRELE
g URIVER URIVER £
# § .
B F
] ]
R 7 g
I ¥
g s 9
R H
ERROR \L auTeuT ERROR

FIGURE 11 - Functional redundaney Checking [6)

Hybrid,

The essente of the hybrid system is the availebility of - spare
units to replece those that are faulty, Spares can be provided
for any sydtem in which the faulty unit asn be identified. The
purpose of providing spares is to ensure that the system {s
returned te¢ its originul feult-tolerant &tute with the minimum of
delay. The failed unit ean then be removed for repair.

2.2.4 Software Redundancy

Software redundancy is the use of more software than is required
by the application.

Software redundancy can range from the addition of amall routines
te perform validity checks on the data, to full replication of

29
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all software (i.e. more than one complete software system), writ—
tan by different programming teams,

There ars many possible epproaches to implementing redundancy in
software, differing mainly in complexity. Validity checks are
the simplest; in this approach, the values of key variables
in . ecalculations sre monitored to pick up any deviation from
the range of valuea that  the variebles may have,

Redundant software may be used to perform peripdic testing of
hardware, by applying algorithms to pre-~defined date with known
results: If erronecus results are produced by the. hardware, then
that particular piece of equipment is signalled as faulty.

Full .replication of software may be used . as a mgdns te avoid er-
ror propsgation, using voting, Identipal copies of the software
mey be run conourrently ih different processors (thereby includ~
ing hardware redundency as well), and the results compared.
However, global faults such as electromagnetic interference may
cauge the same error to vecur in all mets of the software. For
this reaaen, the execution of the software may be staggered
slightly in time, 8o that the same error is not induced in all
copies of the progranm.

An  expensive, but potentially relisble way of replicating
software is to have different design teams esch produce the
programs knowing only thy functienal requirements of the system.
This may even be taken no far as to have the teams use different
programming languages, In this way, it is unlikely that the sane
code will be produced, and it will also be unlikely that the
sampe programming mistakes will be made., Hence both common~mode
errors and software errors have a grenter probability of detec-
tion when such a system is in use.

Software may be used to perform the vobing invelved in
bhardware redundant systems. Each computer receives the same in-
puts, computes a result, and sends it to the other com-
puters, receiving their answers in return, The majority voted
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result is the usad for autput, This spproachk is known as SIFT
[18], and will be discussed later,

Another software~redundant fTault-tolsrance technique, called
"check~pointing", is used in seme loosely-coupled systems, in
which duplicated processors run the software at approximately the
same time, but not with atep-by-step synchronization. Software in
these -systems can periodically suspend normel program ekecution
while each systes compares its state with the statels) ‘of its
companion({s) to determine if an error has occurred since the last
check~point. If no error is detected, then the system saves its
current state, and operation resumes. JIf an error is detected,
then each system is ‘"rolled back™ to the previous (recorded)
error-free state, and proceasing continues from that peint. TIf
the same error is detected at the next check-point, the failure
is diagnosed as permanent, '

2.2.5 Time Redundangy

Time redundancy is simply the use¢ of more time than is needed to
perform only the functions required by the spplicationm. All the
fault—-tolerance techniques alrveady discussed invelve the use of
time redundancy:

~ informotion-redundant systems must always perform checks té
seée {f the data has to be corrected, Even if these checks
are performed in hardware, some delay occurs. If correction iz
needed, then further delay is required

- hardware~.adundant systems also perform correctness
tests when they reach Lthe voting stages of the each process,
so that time redundancy is alwo evident here

~ software-redundant systems cen require many times the nermal
execution time if the entire software system is replicated, If
only swall diegnostic routines are used, then only a small in-
crease in exacution time will be necesamary
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Time redundancy can be used to aid in the determination of the
nature of a fault; by repeating a caleulation, it is possible
to distinguish between permanent and transient faults.

2.3 Bvaluation of Appropriate Fault-tolerance Techniques

Bvaluation of systems js necessary to determine their suitability
for a .partieular spplication. It is clear that a wide range:of
‘techniques are availsble for incorparation intc the design of a
specific fault tolerant computer system. It is naturally impor—
tant to weigh up the veripus stiributes of each approach and ' the
trade~offs in e particular epplication, Generally, it ie epparent
that, as in all engineering, both quelitative and quantitative
factors must be considered.

2.8.1 Qualitative Techniques

Qualitative comparisons describe trade-off issnes and sgpecific
benefits of one technique or design over another. These are fac-
tors that can not be given numericsl values, and can inglude:

- verifisbility - the ability to datermine that a system
design performs the functions required of it

- testability ~ the ability to determine that a system is
opearating as it was desigpéd to operate. Additional features are

usutally incorporated to make the system testable

~ flexibility -~ the ability of n system to be used in many
different application environments

Additional points whioh are considered in system evaluation are:

~ fanlts that are covered by the system

- applications supported by the system B,
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- technology - the cu}éabilities of, and requirements for the
system depend on the technology used

2.3.2 Qusntitative Bysluation
Quantitative evaluation techniques derive values for (7):

~ . Ffault coverage ~ the probebility of detecting and
handling all faults

- veliability - the probability of survivel in the time
span {te ,t], given that the system was operational at te

- availability =~ the probability that the system is
availeble at time t

Numerous quantitative measures sre inken inte consideration in
the above evaluations, including [13]:

~ mean time to Tirst failure

~ mean time hetween failure

nean down bLime

availability

computation relinbility

computation availability

« average computation to first failure
average computation betweon fallures

1

1

1

Also important in the avalualion of a technique are:
- performance ~ including throughput and response Limes
-~ cost - including purchasing price, malitonance cost and ap~

plication engineeriny cost

Two widely used guantitative system evaluation techniguss are (7]

- combinatorial modelling
- Markov modelling (See fig. 12)
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FIGURE 12 ~ A Murkov Maodel {7]

2.4 Sumpary

The concept of fault-tolerance arises from the need to cater for
the occurrence of faults in computer systems. Different applica-
tions require different aspects of the system to be made secure
against the effect of faults,

The core principle, avound which the sequence of fsult-handling
events ks built, is that of redundancy. This redundancy may take
the form ef informution redundancy, hardware redundancy, software
redundancy and/or time redundaney.

In order to compmre the relative merits of different fault-
tolerant systems, a number of evaluation measures, both qualita~
tive and quantitutive, have been developed.

It is evident that u mejor portion of many fault-tolerant systoms
is the software which provides fault~tolerance functions. It is
clearly necegsary that this software be as reliable as possible,
so that it does not diminish the reliability of the system as &
whale. The next chapter gives a brief coverage of the technigues
of good software design, or software engineering.
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Chapter 3 - SOFIWARE DEVELOPMENT TECHNIQUES

3.1 Introductien
A major aspect in the production of anny fault-telerant computer
system is cleariy the development of reliable, well defined
software, In view:of this, vrelevant software development tech-
niques are examined in this chapter.

The epplication of conventional development practices to software
design has been shown {1l4] te lead to a 20% -~ 80X rule for the
division of resources between definition and coding (20%) and
testing and maintepance (BOX), The lack of appropriate software
design and development teocls may lead to unstructured, poorly
docunented; and error-prene programs which are difficult ko un—
derstand and expensive to¢ maintain {14]. ‘The increasing com—
plexity and extent of applications of computers has reinforced
the need for improved software development . techniques.

However, with the application of wmodern softwave éngineering
practices, reductions in software costs, increases in
programmers’' productivity and reductions in error frequency of
between 25% and 75% have been observed. Experiments indicate that
the applicetion of more aystemalic wmanagement, design and
development teckniques may lead to a 40% - 20% ~ 40% rule for the
division of cesources betwesn definition/design, coding, and
testing/maintensnce respectively [14].

3.2 Structured Deaign I

3.2.1 Design Methodologigs SN

As applied to programming, design methodolegy consists of (15] A
, .

- establishing the definition of the problem i

- specifying the data objects the software must msanipulate
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Chapter 3 SOFTWARE DEVELOPMENT TRCHNIQUES
- specifying the operations that correspond to the

manipulation of the data objects . "

- specifying the programg which must _operate, on the
defined date objects

In order to control the complexity of the development seqiyence,
it is .necessary that specificatiops are initially represented in
an abstract form, leading teo the adoption of:formal specification
systems. . :

3.2.2 Design Principles ~ Overview

The four major design principles are [15], [14]:

. ]
Specification ~ identification of aZ¥. the . functiosd that the
design must provide. Specifircaticns formally define thiey functions
and properties that a designed system must have. !‘urmaliééd

specifications are derived from the external requirements nt the

system. g

Complexity decomposition ~ a Qx‘!.ructure&}m\m-ganizatiun of intellec-
tuelly wmanegeable steps or conponents of the design. The struc-
ture of an entity is given when- the  pelationships betwsen its
components have been identified. The most widely accepted notion
of modern programming techniqyes is the introduction of good
structure into program and data design:

‘Guided design. A constrained and controlled process of construc-
tion of the design. The construction model vconsists of ' three
rules which govern the development process:

~ A program cannot be functionally specified until all jits
requirements are known

- The program’s algorithm cennot be derived until the func-
tional specifications are known
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< The environment for ‘programs and objects form conditions

which in turs may generate vequirements through data type

specifications to be satisfied by a lower level devel«gpment step
[N

. ) o s
Prsof. of correctness. JIdeally, a proof shoul? be yaféib1e~ for
every program design and every data represeptation to-.ensurs the
design is -consistent with its specifications.” - At izf-es‘en’
however, it is acecepted that this goal is nog’“ pructicall;r‘ at—
tainahle, Two types of proof are needed : :

N i
=~ Proof of the.program text . " |

~ Proaf af the data representation

Proof is considerably aided by good documentation Qtruature and’
the use of formalized * specificetions thronghout’ the' design
sequence [15]. . ,

3.3 Structured Programming

It is clear that the easigst systems to maintain are those
built up from menageably small modules, each of which is, asg far
as. possiblée, independent of the others. Phis allows them to be
taken out of the system, changed, and put back in the system
without affecting the rest of the system, . o,
In such a system, each module has its own Jjob, which it performs
only when given orders from above; it. communicates ' only with
its invoking module and with its invoked modules, te which it
will, dn turn, issue orders,

Coupling.

A good decign therefore has the least possible coupling between
modules. Three types of coupling have been defined [18):
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Data coupling. Data is passed ms part of the invocatien of the
module and as part of returning control te the invoker. The cou~
pling is improved if as fow data exchanges as possible are used.
This coupling has been found te be the best type.

Control coupling. In this form of coupling, status reports. are
passed between the invoking module and the called module,
causing- changes in the control pattern. This type of exchange
should be kept to a minimum, for ease of understanding ~f program
flow, and herce easier maintenance.

Bxternal/content/pathological coupling. This coupling arises
when the execution of a module depends extensively on another
module. Such coupling should be aveided, because of the confusion
it can create in understanding of the program,

Cohesion,

A highly cohesive module, whose parts all contribute to = single
function,  is not likely to need much coupling to other modules.
Six types of cohesion have been identified. Fram the worst to the

best, they.are [18]

Coincidental cohesion. The elements of the module cannat be
seen as achieving any definable function.

Logical cohesion. Several similar functions are combined into one
module,

Temporal cohesien. A variely of fupctions, which are executed at
the same time, are combined into one medule.

Procedural cohesion. BRach chunk or procedure of a flowchart has
been built into the same module.

Communicational cohesion., All functions in the module operate on
the same data stream,
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Functionel cohesion. The module carries out one identifigizle

function.

Structured programming involves coding programs uwsing a limited
number of control structures to form highly cohesive units ‘of
code that are easily readable, and therefore more easily tested,
maintained and modified than dodventional programs. ’

Many tools whith aid in program development are available. The
price tools are: -

=~ The strueture principle

«~ Specification extraction

- Tree structure diagrams

~.Pgeudo-code
3.8.) Strugture Theorem and Conventions [17]
The structure theorem states that any proper progréh (a
program with one entry and one exit) is equivalent to a
program {hat contuins as control structures only

«~ gequences of two or more opeérations

- condlitional branches to one of two operations (IF
condition x THEN action a ELSE ection b)

- repetition of an aperation while a condition is true (po
WHILE condition x)
A large and complex program may be developed by the &‘Q-‘
propriate nesting of these three basic structures withir - each

other. The logic flow of such a program always proceeds from the
beginning to the end without arbitrary branching.
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Two useful extensions to the three structures are

~ DO UHTIL condition x

~ DO CASE condition x

Several conventions are included as e supporting part of
structured programping. For example, satrict attention is
paid to the indentation of the gontrol siruectures on the printed
page, =so that logical relationships in the coding correapond
to the physical position on the listing., Code is segmented into
reasonable amounts (mormally one segment or funection per
page). Segmentation continues down through the entire coding
process.

The use of structured programming. should provide meny
benefits, including fewer errors in the programming process,
programs that are nearly self-documenting, and code that can be
more éasily read, modified and maintained.

3.83.2 Specification Extraction

A critical arem in the design provess is - th« establighment of
the correct aspecification for the system. All design stems
from this specification, 8o any erfors or omissions will be
propagated from ik, into the final system. Two tuols aid in the
correct specification of the system:

~ decisicn trees
- decision diagrams
Pecision Trees., (16}

Pecision trees are used as a tool to extract the correct deci-
sion logic from ambiguocus specificatlona.
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technique is to

The identify conditions, actions,
"unless", "however", “but, .. structures, greater
than/less than  ambiguities, and/or eambiguities, and un-
defined adjectives. This eatoblishes aress which must be clepred
up by the intended user of the systenm. Cnee clarification
has been completed, e vevised specification narrative ig

produced, snd a-decision tree is drawn up (See fig. 13).

CONDITION {—RETION A
CONDLTION RE—CONDITION Z~—DRCTION &
CONDITON 3_(__<_J-CONOIT10N a-—-RETION €
"~ CONGITION b -~-RETION 8
CONDITION simuumon [——ACTION D .

CONDITION 4-——RCTION [ . .

FIGURK 13 ~ A Decision Tree [1B)
Decision Diagrams,

[#1:1]

Decision dingrams (See fig.

14) are exhoustive tables of all
possibilities for every conditien. They are used to
specify exactly the action which must be taken Tor each com~

bination of conditiouns.
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Cl-condition 1 | /Z/there may be more than two

G2~condition 2 distinet values for each

C3~condition 3 ' condition

Al-mction 1 T action not taken

hZ-action 2 "% action token

)
Fiw <& = A Decision Diagram [18)]

3.3‘4'1;:53 Structure Dimgrams [18)

& us'eful, graphic repcrasentation of & structured system is ‘the

tree structure diegram. A graphic repredéntation allows easier

visunalization of the system, enabling the designer to' more

readily see improvements i» the sk%uqﬁure. Using this -system,
4 £

nodes on the disgram are ghown as rectangles, such as those which
Tollow: . ¢ E

m sbjeat A
@ @ abject B or object ¢

rvepented object D

null object
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cl—conéition 1 YivpY Y N N"/Lthara may be more t‘han twe
C2-condition 2 Y|Y|N|¥{Y|Y{N[N distinet valuea for each
¢3-condition 3 YINIYINIY NIV IN condition

Al-action 1 x| |x X[%] T S—action not taken

A2-action 2 A Ixx X% action taken

FIGURE 14 ~ A Decision Diagram {16]

3.3.4 Tree Strocture Diagrams {18}

A useful graphic representation of a structured’ systeém is  the
tree structure . diagram. A graphic repreéentation allows easiar
visualization of the syatem, enabling the designer to. more
readily see ix\npruvements to the structure.  Using this system,
nudés on the dimgram ars shown as rectangles, such as tho‘se which
Tollow:

object A
[E ohject B or object ¢

m repeatod obJject D

the null object
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Nodes are connected in & tree structure which indicates the
relationship between nodes. An example ia shown in figure 15.

FIGURE 15 —~ A Trewn Structure Diagram [18]

3,3.5 Pseudo-code

The primary purppse of pseudo~code iy to enable an in-
dividunl to expréss his thoughts in a form that uses native
language prose, but expresses the contrel flow of the program ‘in
an ungmbiguous manner. Pseudo~codé acts ms a form of program
documentation which is casy to maintain snd not excessively time-
consuming to produce.

fStructured words®, such as IF, DO UNTIL etc., and in-
dentation rules, ere usad to show contrel dependenmcy. : Natural
language phrases are used to express thoughts [17}.
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3.4 Data Flow
3.4.1 Introduction

Data flow is the technique of connecting the functions of a sys—
tem only by flows 6f the data within the pystem. Functions con-
nected by data flow ure not dependent on adjacent functions [19).
An independent job atep can execute as long as its input data is
available and it gan dispose of its output data. This ensures
that the prograw is essy to maintein,

(See appendix 2 for a more detailed description)
8:4.2 The usa of Bate Flow Yechnigues
Yhe besic teol for utilizing data flow is the data flow diagram.

A standard set of symbols is used to represent the flow of data
through the elements of a systom. The set includes:

i

functions ~ processes which operate on the data

1

flows of data

stores of data

external sourzes or sinks of data

3

off-page connectors

pata dictionaries are vsed to provide standard descriptions of
elaments in the systen.

Yo get from a deta flew dlagram to an hierarchical structure, one
starts with the rowest form of input and traces it through the
data flow until the point is reached where it can no longer be
said to be input, Likewise, the output is traced back into the
system until it cen no longer be thought of as output. The middle
piece of the system forms the transformation seetion.
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Tree structure diagrams are used to represent the hierarchical
systen. :

3.5 Top Down Design

Traditienally, top-down development involved the ordering of
development, in each design phose, from the highest level fo the
lowest level, ss shown in figure 16.

PHASES -

1 e, g. requirements defipiiion

4 ‘ e.g, functional specification
3

TIME

PIGURE 16 - Traditional Top-Down Development [20}]
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Rocently; a modifled approach to top~down system development has
been praposed {20}, The new approach essentially combines Lop-
down and bottom-up development. v

. 4
Using the new approacl, top-down degign is defined as the bec}x-
nique of producing a cripde skeleton version of & sysiem, then ad~
ding and testing more complenity, plece by piece (See fig. 17)
{21}, .
Course, and fine versiops -of the sysiem are developed in turn.
This allows phases te rpn in parallel, since design teams do not
usually coucern themsé¢lves with phases in the development other
than the one in which they specialize.

FHASES

;

2 Y
3 | £3

TIME

FIGURE 17 - Hevised Top-Down Develtnament [20]
With revised top-down development, the highest level of a systen
is vcoded and btested first., Since this unit will normally invoke

lower level unifs, dumny code wmust be subsiituted temporarily for

46
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them. Once the higher leve}s have béen &ompleted, work prouceéds
down the hierarchy until all-coding is-done. :
The major advantage in top—down development is that it avoids the
problem of interfacing many small modulés. Also, it allows users
to sse reduced versions of the system so that they can offer Com—
ments at an early stage,

The gquality of < & -sydtem produced ip this maoner should be in-
creaged through .wariier detecktion and elimination of design
probléms snd toding errors [17).

3.6 Yerifigation gnd Yalidstioen

The main objectives of the verification and validation prc
are the identificaticn and solving of software problesis and high-
rigk issues as early in the softwire life cycle as possible,

' A

3.6.1 Definitions EA

Verification - "The process of determining - whether or not the
products of & giver phase of the softwaré -development cycle ful-
£11 the requirements established in the previous phase" [22].

Validation ~ "The process of \gyaiuating softwa;e et the end of
the esoftware devolopment - process to ensure cowpliance wikh

softwares requirements” [22].

3.6.2 Yerification and Validation Criteria

The criteris are shown in figure 18, overleaf
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No to-be~determineds

¥o non-existent references
—thkple—ta No nissing spec. items
No missing functions
No missing products

Intersially
—Consistent ‘Externally
Tracedble
Satisfactory
Software k| Human Engineering

Specification E Resource Engineering
~Fepfible Program Engineering

e

—Technical
Risk Cost Schedule
” Environment

Specific
_Testable<Un anbiguous
Quantitative

Interacticn

NOTES:

— Consistency implies that a spevification’s provisions do  not
couflict with one another or with governing specifications and
eobjectives. The spacifications should be traceable so that misin~
terpretations and emballishments are esvoided.

-~ If high-risk issues are not identified, then there is & high
likelihood of disaster.

FIGURE 18 ~ Satisfactory Software Specification [22)
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3.6,3 Verification and Velidation Techniques [22}

Although nmanual techniques. for verification and validation
preveil, there is increasing development of automatic tools
which improve the -speed, reliability and.consistency of the
checking processes.

Manual techeiques. These techniques may take the form of
~ reading by someone other than the originator

=~ manual cross-referencing

i

interviews with the originator of the specification

1

chacklists
- manuai modelling in defined enviromaents
- mathematical proafs‘
Automatic techniques. These mey take the form.of @i
- automated cross-referencing. \
- automated modelling
- protatypes

3.7 Debugging (23]

It is almost csrtain that, even after the most rigourous

software development pracess, bugs will be found in the
completed system.
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The debugging process c¢bngists, in essence, of the follov‘n‘.ng:‘

~ deseribing the error

- (%) gathering data about the progrem’s bebaviour

~ hypothesizing about the cause of the érror, and taking steps
to remedy it P

W Ve

- testing the hypothesis

~ if the hypothe#is did not work, then the processes
repeated from step %)}

{See appendix 8 for more details).

3.8 Summaiy

L. v
The use of modern software design techniques improves the -quality
of the software which is produced. B \

A number of techniques may be applied to improve the Software
design process. The most useful technique is that of 4 struc- .
tured design, as edapted for programming. e N

The stsps involved while applying the technique of ;structured
programming consist of!

- complete and accurdte specification. of the requix:ed
software
~ decomposition of the specification into manageable steps

- controlled construction of the software

~ proof of the correctness of the seftware

v L e el
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At the end of each stage in the development, the results of the
stage are verified (shown to follow from the results of the
previous stage), and at the end of the design process, ‘the
software is validated (showin bto ‘comply “with the software
requirements). .

Having now covsred both an inveatigation into fedlt{-tolerance,
and a .study of software development, the followjng chapter
describes the éxperimental systém praduced t;o 'afi;in the study of
fault-toleranee techniques. . v ’ v

v




Chapter 4 ~ SYSTEM BREGRIPTION
4.1 introduction

One of the prime objectives of this project was t¢ produce a
flexible experinéntal system which could be used fo study various
fault-tolerance techniques. In order to demonstrate " its opera-
tional effectiveness, the system was to perfor. elementary real-—
time control of a servo system.

The possibility of constructing a aystem which utilized hardware
to perform faglt~tolerance functions was ruled out, for twe main

reasoansg

~ Special processor bosrds would have to be developed, or ad-
ditional boards wouid have tp be designed to ‘provide the
mechanisw for fault tolersnce. This would require excessive addi—
tional effort, and not take mdvaniage of the hardware available
from commercial sources. :

~ It was clear that thoroughly tested commércial processcr

boards would be superior to aay rapidly desigued, yet complex, ’

new hardware. . .

For these reasens, and for the obvious reason of flexibility, it
was decided that the fault-tolerance functions would be imple>
mented in software.

The path taken in the development of the system was to select a
promising fault~tolerant architectura, mnd to use that as a basis
from which other fault-toleramt configurations could be built
through minor alterations to the software.

It was decided that the triple modular configeration was ap-
propriete, mainly in view of sevaeral chavacteristics displayed by
the system (as described in chapter 2) [24].

However, the sofiware was designed und coded in a sufficiently
modular form for emall modifications to produce other system

configurations.
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)
The designed system provides a number of facilities f;;r the

tolerance of faults (See fig., 19) A |

~ Task 1/0 voting . Iy

~ Self and mubwdl teating "A ) s FRE

~ 1ime staggv:yd operation
) "

o

~ Device operatien validatien

~ Watchdog timing

~ Fault bandling : T

These will be discussed iy detail in the ¥ollowing sections.

¥
|
b
I
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4.é Detailed System nescrgp_tiz;n

The physical part of the expérimentnl system is located ip a- 12— )
card Multibus-compatible rack, although provisien is‘made for the
nodes ultimately to be 4n’ separaste racks, so improving
reliability. This facilily is asccomplished by. using B "model" of
the  MIL-STD-1553R bus communication atandard far. i‘m}er-mds con—
punication. The model-is implemented in l[the'“axperi ehtal “sysiem
using an additional'pm‘:‘txéuor and common demsry, I)che, foz: the
processing noedes to ho uepan‘tad, bug fnterface Jntrollers need
to be provided, and the soﬂzwsre slizfﬂ:l\nvmodlfx
i /

The protessing nodes in khe experimantal uyat% eachs contain an
élementary operating system which controls tho[exei:ution of tasks
and the fault-tolerance fm:i“mties. “The oper7/ing system-ensures
that tasks are ruit at the eorrect bime, chaf// they run to comple~
tion, and that test tasks are invohed -when /fhere is suffu:xent
time. i

In addition to task gontys ?\, tha aperatinw uyatem provides & num-
ber of optional routingi That the am)/iicntic tasks can wse to
perform fault-tolerant ibg- Ytput, aﬁd memdary ‘sccess, Routines
for scheduling and descheduling tasks are available,

These sdditional routines éw usod as y[aquired by the applica-
tion deaign. 7This provides the ‘i’t@o:{l!zlty, for choositig an accept-
able execution time overhead, _b»:?anceﬁ against gains in
reliability, Ca ‘ .

Kach aspect of the system is introduced ¥elow.

4.2.) Task 1/0 Voting

Task 1/0 veting is the most impovtant of the <fault tolerance
measures, and since the system ig to be used in a critical con-
trol environment, it must provide correat outputs at all times,
In order to establish the validity of the outpuis, it is neces-
sary to have not only a means of comparison between proposed out-

&6
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puts, but also s meuns for determining the correct output, Hence
three versions of eritlcal outputs are produced, and by ensuring
that =t least the majority of the processors agree on an ontput
value, the chance of an incorrect output clesrly becomes -very

{
When a tesk requires an input, it requénts the correct value from
th; operating system. The operating system routine ascertains
which type of data (input froew external devices, input from pre-
vious caleulations, ovr permanently stored data) has been

Low.

requested, and execufes an approptiste §u§routine to provide the
correct value, In the case of sensor inputs,  the subroutine may
be required to perform semsor operatisen gchecls- before it returas
an input velue. These take the f’o(iii fhdicated in the device
operation validation aection (4.2.4). If £ e required data is in
RAM, then "the subroutine writes the currectidata into any lecm-
tion found to have the incorrect value, A two-out-of-three .vote
is applied whenever there are thvee -Vhlies abaileble.

Similarly, when a task hds to gulpu¥ a vajue, it requeste the
operating systew to porform the dqlm vjalidiw checks and perform
the sctunl output operation (See fig. .20, ovérleaf).




Chapter 4

SYSTEM DESCRIPTION

i~ APPLICATION

OPERATING SYSTEM

Testing

Application
Task Schedule

Local Pracessiag

Input Request

% lobtain Data

Vote

Processing

Gutput Request

Obtain Data
Vote
Perform Output

Validate

S Ende ]

Testing

Task Schedule

FIGURE 20 ~ Task I/0 Voting
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The veting operation provides three important pieces of informa-
tiom. Tirstly, an error is signalled socon after ite occurrence,
allowing the operating system to begin .appropriate action.
Secondly, the erroneoups information is marked as such, and can be
regarded with suspleion if it has to be used for further calecule-
tions. Pinally, the faulty noda is identified, and can be ignored
until it has been shown to be usable by the operating system..

There is a small possibility that tiwe or all three of the proces-
sors will £ail, -and produce inhcorrct output valves. When this
heppens, the voting mechanism indlcepes that'dt is inpapable of
resolving the dispute, and the operating pgystem attempts to
validate the system beFore it allows normal ope"ration,, to con~
tinne.

There 4s also a ,possibility that results submitted for voting
have an pecuracy tolerance, that ia to say, théy may be slightly,
but acceptably; incorrect. Such a situémph may arise, for in-
stance; when a task running iv a node gets ita input volues from
more than one sensor, ¢tausing them to be a liftle different. in
auch ceses, it 1is rocessary that the voting mechanism flags a
fault only when the three submitted values wre’unscceptably dif-
ferent from sach other. Fot this purpose, et“e'h déata element has a
tolerance value adsoeclated with 4t. The tolerance value is con-
aidered to. be zero in the default cese when none is specified,
ze that such a value nwed only be assigned to those data elements
where ine-actness is tolerable.

4.2.2 gelf and Mutual Testing

Self- and mutunl-testing of Lhe processors helps to ldentify a
Fauliy processor when 8 dispute arises, Such testing is also usnd
to forestall the occurrence of a dispute by ' Indicating o fault
before & task is undertoken by the prosessor.

&8
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The testing is done in two ¢ircumstances. Firstly, testing is
doné whenever the proces@ors are idle. This can provide =advance
warning of pending execuiion errors. Secondly, teésting is under—
tsken when the opereting. system decides that it - is necessary,
Such an operation’ will occur® when the operating system is %o
validaté an input, 6r when a fault is detected, but the operating
system is ‘wnsuré of its c\srizinﬁting processor,  or wishes to make
a more -detatled diagnosis of the faultb. )

A number of subsystem$ are tested, in particular, the memory, the
prodessor, ‘the 1/0 equipment and the inter-node communication
equipment, sz well as. any'specialized equipment the node has.’
Some of this testing is written in machine code to maintain tight
gontrol ovdr the system résources.

Self-testing  is intended fo find-. faults in the physical com~
ponents of the computer system (See appendix 4). Algorithm faults
and programming - mistakes must be removed using counventional
debugging techniques.

Brror and Fault Deteétiocn.

It is ¢lear that tests miy'be dbvised to detect virtually any er—
rer or fault. The guestion of which tests pirovide a significont
improvement in reliability, .against the rssoui‘ce'usage required,
has to be carefully considered befsre including any of them.

Various criteria e¢stablish the usefulness of a particular test,
such as:

i ~ the probability that the type of malfunction which the test
is designed to detect will actually occur, and the probability of
its detection and correction using a particular technique

ii - the probable damage that could be caused by the malfunction

$id - the cost of edditional storage and increased computing
power requirements to include the test in the system
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A form of hybrid testing is
The
uging o set, of pseudo-random
{i.e.

toward

here. system

the pseudo-exhaustive

tends to 1.

Processot Testing.

-~ conditional branch

Next, instruction  tests

parisorn of the two results.

- caomputation using known

available for comparison

Memory Testing.

is functioning correctly,

proceeds.

that all combinations of data and

- memory to register transfer,

~ recomputetion of a result by a

Testing in the Experimental System

utilized
is functionally partitioned,
numbers as data.
if the processor workload is /(Jow),
method,,

control

structions of the processor, namely

- register to register comparison

are performed,
sible processor imstructions, Two methods are possible

data, |

Once it hus been established that
testing

different
Pseudo-random data is uséd.

of

SYSTEM DESGRIPTEON

it the system discussed
and exercised
If time
this method tends
since the %robabiliiy

have |

permits

~een tried

The first items to Be tested are the core in-

)]

i

i N

testing all pos-

method, and com-

with * pre-computed ‘answers

the processor

the memory sub-system
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The memory testing procedure is as follows:

A bleck
The
if any error has occurred in the transfer.

of memory is transferred to a
checked

temporary atorage

locatioun. copy is sgainst the original to see

- Pseudo-random numbers are generated

and written into the
block of memory to be tested, .as well as unnthgr temporary
storage area. Thege dsta are compared. The test can show

up pattern dependent faults.

— A sequence of "slidipg ones" is written  into the bleck
and read back. This techniqye is included in addition te the
useé of random numbers becsuse it shows up both "stuck at'" fanlts

and cross—coupling faults, which are common .types of memory
fault. » )

-~ The original data is copied back to the memory  block,
and - this is again checked against <the duplicate,

apd Qutput Device Testing.

Input it was Dnecessary to write
specific test programs for the I/6 facilities attached to the
system.

Two situstions are possible when testing input and output:

allowed
tached to the outpui fmcility.

Testing may be to affect the devices at~

This
not in

situation is normally applicable only when the
i.e, before it to execute
Tests which affeot the attached devices
pormally run

system is

use, begins application

tasks. are therefore
system acceptance tests. The
te fully the output input
capabilities of the 1I/0 facility, performing both readback and

feedback tests if possible.

as pre-epplication

testg are sble exercise and

[:38
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- Testing is ‘not allowed to affect the devices at—
tached to the I/0 facility. '

In this case; only limited testing is possible, such as writing
to and reading from control registers without activating them,
and testing input -devices. It is also possible to produce small
output variations if the resolution of the 'system 4is such that
output.-is possible without being detrimental to "the performance
of 'the plant. .

Gommunication System Testing. Special test programs were needed
to test the communication system. Once again, the system mey or
may not be permitted to affect the outpr+ kgf tha communications
interface boeard. N

t of & vom—
munications link with another node' jor ‘testin“g purposes
only. In this case, the testing consists of passing koown

it 3s possible te arrange the estab,

messages back and forth aléng the link, as well as the use
of pseudo~random messages. All capebilities. of the 15538
facility are tested, ‘

Tests of other peripheral equipmeut need to ‘be developed as ap—
propriate for each udditienal item.

Mutual Testing. For the purposss of mutual testing, ' & node in-
structs another node nms to the test{s) it must perform, and
monitors the results. This provides added protection against the
possible misinterpretation of test results due to faulis in the

node.,

Application-Dependent fTests. Tests which are built into the- ap-
plicatjon programs may be included, at the discretign of - the

programmer. Such tests can include

- recomputation »f data by the same, an inverse or a different

process, and comparison of the results

62
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~ tests -to see if results satiyfy mathematical or physical
criteria

~ checks based on estimates of behaviour

- special tests for a particular process or machine
Acceptance Tests. Acceptance tests for the system consist of a
more comprehensive asat of taests, .plus -the more exhaustive use of
the -standard tesis. The ncceptance tests are run as part of the
preparation of the system for use.

Test Conirol.

The test control routines have two :§'\1;ctions
~ scheduling of tests
- maintenance of test records

Under no-error conditions, a standard routine of testing is
followed and test records are updated.

When ap error is detected, either by the seuf-test routines or by
other metheds, an sttempt is made to establish the causerof the
error. This is done by 4 systematic narrowing-down proceéss, using
the self-tests available. An error record, plus a feult record
where anppropriate, are generated.

4.2.3 Time Stagpared Operation

Because of the noisy enviromment in which the system may operate,
there is a high poessibility of transient faults caused by inter—
ference such as power spikes and electromagnetic noise. To mini-
mize the effects of such interference; time-staggered execution
of tasks in the three proceossors is used. Although the processors
are executing the same task at any time, this staggering ensures
that code instructions are not executed simultaneously, and
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therefore cannot be affected in the game way by common-mode in-
terference. Erroys in the results of all the tasks may occur, but
they will be different, and therefore detectable.

Setting up of skew is neeessary in two circumstances, namely
at system power—up, and when a processor must be brought back

into operation after fgju‘_Lt recovery.

Since voting is done in software, there is no necessity for. the
processurs to by brought into synchronization for this purpose.
Results for voting are mccessed by another processor, via the

asynchronous comminication system, when it is ready to do so.
There are two ways of meintaining time~staggered operation:

Staggered execution.

When using staggered execution (See fig. 21), all system clocks
are synchronized to the same "clock-time", and each task
begins at & different clock-time. This method requires  thet
all task scheduling operating system o¢alls are intercepted

and modified to the new execution time, particular to each
node, or that the task scheduling routine is rewrikten to inr
clude a different correction factor for each node. Alternatively,
all task scheduling ¢alls must be written to include  the
different execution times. This implies different mofiware for
different nodes, )
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Clock
Tiek
System ! t H H i ! { H 1 i
Glock 0 1 ‘2 K 4 5 [ 7 8 9

Node A TASK X G TASK Y

Node B ]IT‘;SK ¥ I . { TASK Y }'——
Node ¢ - TASK X TASK Y

FIGURE 21 - Staggered Execution of Tasks

Staggered Clocks.

In the staggered clock method (See fig. 22}, all system clocks
sre synchronized to the. ssme clock-time, and are then stag-~

gared by the required amonnt. - This means that the clock-time Ffor
each node ia differest.
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Pruo A 4 i i

Proc © | E #
Clack 2 3 4 5 B . 7 8 9 10 11

FIGURE 22 -~ Staggered Clocks

In thig system, iv i3 not neecessary to intertept task scheduling
calls ot to rewrite the scheduling routines, because automatie

staggering of execution times scdurs,

This means that software can be pxactly duplicated in all nodes,

The node identification detormines its clock~slagger position.

4.2.4 Bevice Operation Validakion

Routines are provided to test the state of the output devices,
ss well as nonitor the state of input devices., The oulput
devices are tested by reading back the outpuis sent to them

to see if there is any discrepancy.

Where input devices are replicated, tho values returned by them
are compared, end a note made of any discrepancies.
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the values

returned are

chevked for rensonablensss ind consistency.

13

ontput Deviece Validation.

An output channel:ds defined, - for the purposes of +this Treport,
according to figare 23.

input n/4 output
to the

channel

Systen

readback -]

D ;
ap

feedbadk “
MD

FIGURE 23 - An Outpyt Channel | :

it H i
Either or both of ithe 4/ convertsrs mmy be absent from the oute~
put channel, [

Two types of devies operation validatlon are possible:

Readback. By reading back the output applied to  the device
by the I/0 board, the system determines whether an output cir-
cuit  feult hus vecurred. This may be either due to a fault on

the 1/0 board, of o fault

the output chunnel has failed.

at the device inputs.
It is possible,

In either case,
by examining the

valus of tho incorrect output, to ldentify the type of fault =
open circuit, short circuit or in between, but this is im~
material as the device is no longer usable in any case,
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Chapter 4 SYSTEM DESCRIPTION

Feedback. If the readback signal is correct, then it is still
possible for the device' t» have failed in some area other
than the input cirecuit (such as & mechanical seéction). In this
case,  the [eedback signal is different . from that which can be
predicted from the device charact.}ristics.

Bedause the feedbnck signal to be exp“e‘cted is dependent on the
nature of the application, it is up to the application program ta
provide checks on the feedback wsignal. An expected value is
provided to the opersting system whensver an output is requested,
enabling it to decide whether an error has occurred.

If the feedback sensor itself has failed, producing invalid read-
ings, this registers as an output chardnel fallure because no con<
trol is possible. '

An  1/0 data table is kept, dinforming the system of the con-
figuration of eech output channel. The table is - consulted
whenever output is to be performed.

If the device iy such that readback of output values is not
useful, then the table informs the operating system accordingly,
and no readback is made. If readback is provided, then read-back
testing is done whenever an output- is sent %o the device,
Tests wutilizing readback can also be made when no other tasks
are being executed, or when specificully required by the operat-
ing sysbtem,

Similarly, if feedback is not present, then the operat-

ing system doea nob expect fuedback error values from the ap-
plication program.
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Input Device Validation.

4n input channel is defined in figure 24,

- : Sensor L rie
input
1/0 Plant Varicble
Bosdrg
Sensor
oo input

FIGURE 24 - An Ipput. Channel .=

If 8 porticular sensor ie @t replicated, then it is possible
to detect its failure by checking its input values for
reasonableness and consistency.

it a2 sensor is duplicated, then a fault is easier to detect,
wnd if a sensor is triplicated, then tlle_ faulty sensor is
easy to identify. In a dual input system, once a fault has been
detected, the faulty sensor mush be pin-pointed, or ne¢ useful
data can be obtained mbout that plant variable. This iden-
tification is accomplished using the roasonablencss and ‘consis-
tency tests such as those applied to single sensors,

It should be noted thot the reasonableness and consistency tesats
may fail if a sensor input value is reasonable even though it is
ingorrect, In such a case, it is impossible to detect a single
setisor fallure or to identify the faulty sensor in o dual-sensor
system,
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4.2.0 Watchdog Timing

When a processor &xecutes an lncorrect ingstruection, or .uses
incorrect data, three thinga may happen. Firstly, no incorrect
results occur {thiz is sn unlikely option). Secondly, imesrrect
résults ocour; -.. but the processor will exit the task as nor~
mal. Thirdly, the processcr may enter en  endlsuss loop, or
take an unpredictable direction of, execution.

To detect such faults, wetchdog timing is used. For this purpose,
each processor provides s .xsk~complete gignal whenever it has

completed ‘' the assigned tusk. In the first- and second cases,
the progesgor concludes its calculations, but at a time
which is likely to be complétely different to that of its
counterpsris. The time of occurrence of that processor’s
task-vomplete signal will therefore be significantly far from
the signals of the other processérs, In.the third case, a
task-complete signal may never be received from the faulty
processor., An. acceptable difference . is defined, within which

time all processors must have produced g‘esulth, oY 8n error
ig indicated.

The procedure is &s shown in figure 25.
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ProcessoriTesk ID|Completioni
Time

. co 1
write task+cemplete record

Processor

e ey

ey time 4

FIGURE 25 ~ Task Combplete Hecords

After a task is complete, each operating syslem places & task-
complete cime in a task-completion table. Fach operating system
then compares the task—complet¢ times to see if they are suffi-
ciently close. Otherwise, an error is indicated. Furthermore, the
tagk~completion allows the extra check that the processors were
executing the correct task.
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The primary use for the watchdog mechanism is to detect program
flow errors, i.e. the situation where the program
counter/instruction pointer has somehow obtained the incorrect
instruction address. This usually leads to the processor never
completing the current task, and slso to its - producing
invalid data and becoming unusable. It could clearly never
diagnose its own problems, so it is necessary for the other
proceasors tp take charge.

A secondary use for the mechanism is to detect errors that are
missed by the other mechanisms due to the value of the error
being aceeptable to them, Such a situation ean;.arise when the
processor. mistakenly arrives at the correct answer “after it
has . executed - an incorrect instruction or used incorrect
data, The overtime or undertime error exhibited by the task can
then show that something is faunlty. v

Watchdog timing thus provides a means of detecting .errors
ag:well as identifying the erring processor node,

4.2.6 Fault Haendling

Faults are detected by the self testing facility as well as by
the detection of an error by means of read-back of outputs,
watchdog tining and voting. All error data are recorded in a data
base which holds the historical faunlt manifestations and any
other data thet would help in the fault localization procedure.

Identification of the faulty node after the detection of an er-
ror is, in most cases, provided by the delection mechanigm.
Wheve this fails, the operating system instructs the nodes
to perform self- and mutual-testing to attempt to identify the
faulty node or nedes, This forms part of the diagnostic sec-
tion of fault handling. Even where the fsult has been localized
by the error detection mechanisms, it is sometimes useful for
further diagnostics to be performed so that system repairs can
be made as soon as possible, and so that full recards of failures
are available for the system designer for design improvement. If
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fault ddentification fails, them the system as a whole has
failed, and must be restarted, after suitable repairs have
been made. !

Once a fault has been detected, it is necessery that all nodes be
informed that ap erpur has occurred, which data i& sguspect, and
whiéh procesaor gr pracesserd maey have cansed the error. fThis
data -is also majintained in the error-reporting data base. This
enables healthy processors to continue without relying on pos-—
8sibly erroneous data. ’ .

Since many of the errors are likely to be caused by transient
faults, it is not advisable to shut down -2 preocessor as soon. as
it errs. Instead, the system temporarily ignores that processor,
while the opersting system restores its internal 'state to one
thet is consistent with that of the healthy 'processofs. Once
this ‘has been accomplished, aAd the processor brought back
int6é  loose skew synchronization; it may begin to execute ap-
plication tesks once more, and provide useful - input to - the

voters, A "black mark" is added 'te ‘the record  of the
procesgor, so thet a frequently erring node wdn be recog—
nized, and shut down after &n wnacceptably high number of
errors,

Once - 4 processor has been taken out of the system, it ds in-
structed to continue self testing te try and establish the
cause of its errors. If the node continues to err this fact
is recognized, and it remains out of the system. If, however,

the node seems fault-free, then it may (in response to a
status request) inform the system of its readiness to try
again. The good proceasors aid the failed processor to recover
by periodically resetting its state to one consistent with
the functional system. Then it cen perform the same aal-
culations and see if they are correct. At no time is the

node allowed to communicate spontaneously until it has been
recognized as fit to do so. It may only communicate when
specifically requested to deo so by a running processor.
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4.3 Summary
The system provides e number of facilities for the

tolerance of-faults:

- Task I/0 voting, in which both ihput and output to and from
memory, and input and output devices are compared before they
are used by the application

~ Self and mntual testing, where nodes test themselvés and the
other nodes in the system

- Time-gtaggered' operation, which ensures that common-mode
faults do not affect all processors in the ssme way

~ Device operation validation, which ensures that devices are
operating correctly

- Watchdog timing, which keeps track of the execution of all
tasks, to ensure that there are no incorrect task executions

o ©

= Fault handling, to provide detection, identification and
isolation of faults
Following on from the functionanl description of the system, the
next chapter describes the hardWare and the software.
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5.1 Introduction

As was discussed previously, the compesition of muck of the ex-
perimental system was defined by the availeble equipment and
tools. This meant that hardware development was kept to a mini-
mum, consisting essentially of integration of available commer—
eial equipment, and the construction of an input and ocutput con~
sole for use with the servo system. The bulk of the design of the
system tlereforé consisted of seftware development, The design
process followed modern software engineering practices as far as
possible, so thet relieble software could be produced. The design
sequence is covered section by section in this chapter, to il-
Ilustrate the logical progression of the design steps.

6.2 Herdwape Characteristics
The hardware consists of:

- Feur Intel B0lB&-based sinfxle»board computers, used as the
processing elements of the system, and for "system monitoring

~ a Feedback MS150 modular serve system, which served as the ap-
plication system for contrel, as part of a demonsivration of the

use of the computer system

~ a Data Translation DT732 analog input and output card, used to
ipterface the fault-tolerant structure to the mervo gystem

~ an Intel 428 memory tard for inter-node communication and sys-
tem operation records

~ & 12-card Multibus rack to house the equipment
Two terminals were available for node menitering, and a personal

computer with an appropriate loading facility was available for
downlonding of software to the processor nodes.
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(For technical informetion on the more important componénts, see
appendix 5).

8.3 Software Requirements '

The software is required to provide eight mejor functions, namely

~ Task I/0 handling

-~ Self and mutual testing of podes

~ Time-staggered operatisn .

~ Wetchdog timing

- Brrov handling

~ Task control

- Inter-node communication

- System initialization

5,8.1 Task 1/0 Handling

170 Device Checks.

T¢ ensure that input and output devices are not used when they
are faulty, it is important that vrsgular checks on the I/0
devices are made, especially when they are about tv be used.

For output devices, readbaclk and feedback checking of output
channels must be supported, while for input devices, input

data reasongbleness and consistency checks must be provided.
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I/0 Request Servicing.

In order for the application system to make wuse of the
fault-tolerance * facilitiaes, I/0 request servicing must be
provided. This will enable application modales to call aperating
system routines which perform input or output (as required) in a
fault-tolerant manner.
Te provide completa fault~tolerance facilities for the applica-
tion programs, all types of task I/0, including memory modifica-
tiens (i.e. RAM  output) and memory data ingut, as well as
other. peripheral I/0 types must be catered for in the I/0
reguest servicing routines.

1/0 Records.

Throughout the cperating system, records of operations must be
meintained, for two m&in Feasons: . N

- %o ensble the operating system.to perform feult diagnosis
when heceasary, and

~ to allow system monitoring at various development phases and
for maintenance and repair

In sddition {o the nermal records, the 1/0 request servicing
section of the system must maintain 4 list of the 1/0
devices together with their operational status and notes about
peculiarities of the devices (such as replicatien of input
devices and dual inpute t¢ output devices).

5.3.2 Self and Mutual Tesfing

Both self testing and mutwal testing must be included because
of the possibility that the software in a node is carpupted,
This edrruption, when affecting the self-test software,
may cause the node to erroneously repart itself fault-free. The
testing of a noede by another node will detect this sitration.
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Test Descriptions.

All parts of the system should be exercised by the test
programs, including the .

~ memory components
~ processor subsystem
= 170 equipment
=~ inter-nede communication equipment
and any other special eguipmant.
Test Records. . -

As:before, ekror and fault - records must be updated according
to the resvits of the tests. '

Alao, records wmust be kept on the condition of devices,
including whather or not they are operational,

5.3.8 Time-gstagrered Operation

In order to overcome the effects of common-mode faults, - time-
staggered operation must be used,

6.3.4 Watchdom Timin

After each task, the node must make available to other nedes the
task number (identiflcation) and completion time of the last
tozk., This date will form the task-complete record for thes task,

Thereafter, the node musi check the total task-complete record

set (from all nodes) to see if there are sany discrepancies.
Both task numbers and task complete-times must be checked.
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5.8.6 Error Handling

The system must provide the facility to preserve system opera—
tion when an error has occurred. There should be the means to
restore the system te its fault~free state wherever possible.

In order to facilitate fault isolation and to provide data .for
system repalrs and improvement, it is necessary that the system
perform fault disgnosis whenever it s suspected that a fault ex-
ists (pamely when s pode is iscolated for testing).

5.8.6 fask Control
«ysk  control is a most important part of the operating system.
task contrel muat take care of- the scheduling and  deschedul-

ing of tasks, both application tasks and operating &ystem tesks.

Routines must be provided by which application tasks are able to
schedule and doschedule other application tasks. .

A recopd ust be made on the exgoution of each task. This will
aid system testing, maintonance, repair and improvement.

6.3.7 fnter-node Commupication

As was pointed out earlier, the inter-node communication carried
out by modelling an actual sgystem:. Communication is imitased
using common memory, but the format of the MIL-STD-1553B system
protocal must be retained.

To be able to validate the communication system, it must bg pos-
sible to establish test links.

Although modelling of the bus i8 not part of the experimental
system, it is necessary for demonstration purposes, Procadures
must exist which will take care of flags, and buffers, and
perform other operations that would be handled by the com-

munication board.
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Chapter § SYSTEM DESIGN

Bus activity should be recorded by the bus model procedures for
the purposes of testing, mairntenauce and design improvement.

5.3.8 Syztem Initislization

This suite of routines must be executed at power-up. The routines
must egtablish the working environment for the operating system
by initislizing devices and performing system confidence tests,

(See eppendix 7 for a more detailed description of the require=-
ments of the software)

5.4 Functional Specification of the Software

The functional specification of the software (see appendix 8) was
derived directly frém the ebove software requirements.

A diagram of the software is shown in figure 26.
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SELF-AND
q HUTUAL
CONTRAL | TESTING

INTER-NARE
COMNUNICATION

SYSTEM

SOFTHRRE INITIRLIZATION!

SYSTEN

TINE=
sTGeERdD
GPERATIEN

WATCHOOG
TIHING

TASK
EXECUTION
CONTROL

ERROR
HRNDLING

FIGURE 26 ~ The Softwere System* !
6.4.) Task Input and Oubtput
1/0 Devicé Checks. !

1/0 device checks consist of reodback and feedback cheeking,
reasonableness und consistency checking; add error signalling.

~ Readback is applied to outputs to ensura that their values are
correct, while feedback checking is applied to ensure that the
required effect is meccomplished.

-~ Reasonableness ond consistency checking ave applied tv inputs

to ensure that the values which they return are within thé ex~
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pected range, and are not changed, from reading to reading, more
than is possible for the device.

~ Rrroxr signelliing is accomplished in twoi parts. First, the
detection of an ervor results in anrerror rpcord being created,
which .alerts the - operating system. Secondly, a status value
is returned t»n the epplication program so that application—
dependent corrvective action may be performed if required.

X/0 Request Servicing.

I/0 request servicing prevides the means by which application
programs can utilize the,fault-tolerance capabilities of the sys~
tem. The servicing consists of vating andierror signalling, and
can cater for all types of input and ¢utput, which can be per~
formed by the system. The.characterigticy of the input or output
are held in a data bass, enabl;ing the servicing routinss to

provide the appropriaste action for any type of I/0 required.
1/0 Records. .

The chief I/0 records which are maintained by the system sre
the device characteristic records, which hold such information
as reason bounds, maximum tolereble rates of - change, and
tolerance values, '

In sddition, error and frult records are mainbteined by the sys-

tem. This allows the operating sysbtem to makt decisions about
the use of input and output channels.

6.4.2 Self and Mutual Tesbting

Teats.

A broad functlonal partitioning of the system was undertaken, to
identify the various sections to which teating could be applied.
Testing is broken into the sectioss af processor, memory,

input and output equipmnent, and  inter-node communication

82




Chapter 5

equipment.
remote tests,

In,

and fer

addition,
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there is the facility for

serg}cing such remote invocaticns.

invoking

RSN R
25 . = A
< frocessor testing I adeémplished by first testing critical in-
and then using those instructions to check all other
“possible xnstructions.

structions,

st?fionnst of setting parke

‘of )nemnry to

yarious

"“‘*qgun valyes, and reading them buck tmsee xf they ‘have changed,

The Torm of the j_,nput and output testinﬁ‘ depends on the charac—
teristics of Ghe input and outﬁ;ut devices, -add specizl routines
are needed for each different type, : : v -

N e )\7‘A ! E o b
tests _cpnsist of" passing
koown | meéssages across'the links, jhnd‘check{n@\thqt they ‘are.as
they should be. I A < :

SNy e

_reIntercnodescommunication equipment

o

~ RBmote tests are made up 0f combindtions of the standard tests,

bug, the resulhs from them are evalugtec’[ by the processor that in~
E d?ea the test, rather then the ‘én“g being tested.

Test scheduling is ﬂccomplz.shed dynnmxcally ’ Tests‘n\hay be “run
whenever specxfmally required by tho epplicatian program, .ot.may

be invoked by the opérating \!tem. Invocabtion hy-the operating
system #ax, be either in reaponge to the sccurrenve of an error,
or as a8 preventative measyre whenever there is spare processing
time. e ‘

!

’l‘}“é dzagnosxa of an érror results in the creation of ; error

record, and if it is determined that a fault exists, a fault
record is created. Feulty devices arc marked as such.
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5.4.3 Time-staggered Operation

The clocks in.each node are set at initimlization time to. their
staggered values. Periodic checks are made on the clocks to en=
sure that they do not drift unsmccéptably far apart. If excessive
clock drift is detected, then the clocks are reset.

If the clogk drift is such that a clock fault is indicated, then.
80 error record is generated.

5.4.4 Watchdog Timin

Yhen each task has been completed,  thé operating system in the
node provides the gther nodes with the task identification, and
task completion time. Before executing the next task, the operat-
ing system checks that the correct task bhas just finished, and
that it Tinished within en acceptable time. Errors ere signalled
when éither of these tests shows a discrepancy.

5.4.5 Error Handling

Whenever an error is detected, the error handling -mechanism is
initinted. Consistency restoration. node reconfiguration and node
resetting are provided by the mechenism, whenever such sctions
prove to be necesgary.

Consistency restoration is accomplished in the - voting process;
when erroneous data 1is overruled by the votes of the.correct
processors. It is also accomplished for task errors, when the
watchdog mechanism alerts the node to the incorrect execution of
a task,

when a node has detected the (predetermined) number of similar
errors that indicates that a fault is preseat, it performs fault
pinpointing, to identify the fault. This is done using the infor-
mation beld in the error records, together with additional test- ”1,
ing when necessary. A
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Node reconfiguration is invoked when other nodes determine that'a
node has erred more fregquently than is acceptable. This invelves
ap instruction to the node to perform self-testing. Meonwhile,
the rest. of the system vontinues, ignérinz that node until its
usefulness has been praved.

At this time, the good nodes reset the previocusly erring node to
a4 state which is consistent with the state of ‘uhe rest of the
system. This implies that the node must be made to execute the
correct next task, with the correct data’ .
The wrention of error and fault recdords is. also part of the error
handling wechanism. Routines to accpalfijsh this creation are in-
voked by any routine that discdvers jan & ror.

D] :
5.4.6 Task Gontrol > ‘

Scheduling and descheduling of tasks is done via operating system
"calls® that keep track of time nsaée. These routines can inter—
cept any overltpping that might be caused by erronwous applica—
tion program scheduling., The tasks to be executed are kept in a
linked list, apnd are executed sequentially by the operating sys—
tem.

Test. and operating system tasks are handled in just the same way
as application tasks. An "ending" task, that runs after every
other task, performs operating system maintenance on the
scheduling list. The task removes the last-exécuted tesk, and
schedules tests if there is tiwe. Then it initiates the next
task.

It should be noted that the scheduling scheme only permits & task
to be exeedted if it can be run to completion in the available
time. No task suspension is allowed, and task priority is. not
supported. This avoids the problems invelved with preserving the
state of tasks when their execution is temporarily suspended.
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Chapter §

To aid diagnostics, a list of all tasks that have run, with their
initiation and completion times, is maintained,

5.4.7 Inter-Node Communigation

In order to ease the use of. the communicetion aystem, and  to
allow error interception, routines are provided for inter-node
transmission and reteption. These routines are expected
to be used primarily when sensor inputs or control outputs are
to be . used, when the actual device is not attached to all
nodes., .

For the exchange of data for voting, another.routine is provided,
that makes the coemmunication system transparent to the user.

The status of the communication controller is intercepted by the
routines 8o that errors can be dealt with by the operating. sys—
tem rather than the spplication program.

Modelling of the bus is provided by & program resident in the
experimental system superviser pode.

5.4.8 Systep Initjalization

The operating system ensures tlhat the environment is cor-
vectly initialized before application tasks -are allowed to
be ekecuted. This procedure takes the form of the initialization
of all devices, followed by checks ‘to  ensure . that  the
initialization was successful.

Initialization of the environment is followed by extensive system
testing to prove the usefulpess of all the components of the
system, If eritical components fail the tests, then a warning
that the system can not be wused, is given, and the system
halts. Error and fault records are generated as necessary.
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5.5 Software Outline

§.5.1 Iatroduction

The software consists of # set of routines which are used by
both the operating system and the application programs, Each
node has a copy of these voutines {(See sppendix 9 for complete
descriptions of the seftware).

In addition to routines used by both the operating system and
the application, a suite of operating system subroutines is
available. These consist mainly of test routines that allow
system validation, and record maintenance facilitiss.

The other routines in the system are available to the applica-
tion programs, to .allow Ctask scheduling, task descheduliag,
inter-node -communication, input validation and .output valida-
tion. Using these routines; error interception is possible.

5.5.2 QOperating System Routines i
Start up.

At start-up, the first operating system voutine iz started.
This routine 4ipitiates and tests the local node, then communi-
cates with the other nodes to set up the clock system. After the
clock dinitislization has been checked, the routine
schedules the first application tesk, It is the respon-
sibility of this task to schedule all- other application tasks,

Task ending.

At the end of evory task, control is transferred to an end-
off routine, which ensures that the last task was correctly ex~
ecuted on all nodes. It then ascertains the delay needed
before the nmnext application task is to vun, and if there is
enough time, runs one or more of the test routines.
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Test routines.

These test routinés allow testing of the processor, memtory,
I/0 facilities and inter-node communications equipment, of both
the local node and any other node.

Whenever an ervor is .detected, by eithet test rgutines or voting,
& routine to handle the error is invoked. This~ routine mekes 2
record of the efror, and calls ®» fault-hepndling routine if more
errors than acceptable have occurred.

Fault handling.

The fault-handling routine ascertains the pature uf the fault, by
performing more tests if necegsary, and records the existence of
the fault. This allows the status of parts of the system to be
known to. the operabing system at any time. Hence it will not
utilize identified faulty components.

5.5.3 General Roytines

s
The.rest of the routines are available to both the: operating sys-
tem, and the applicatlon programs. tu

Input and output,

The most important routines are those whith allow valideted
output and inpui, These routines perform voting and checking
of data. Input fromy, end output to memory is also supported by
these routines.

When an input is required, the routine to validate input is
called, and rceturns s validated piece of data, and a
status value which informs the celler whether or not errors
have occurred. The routine mokes use of other routines that test
the validity of the data with respect to reasonableness and
congistency,
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Similarly,. the output routine performs the necessary output, and
returns a status velne. The poutine mekes use of routines that
check feedback snd readback signals if they are availuble.

Task hendling.

A routine is provided for scheduling other taske, or rescheduling
the calling task. This routine cheaks that the request will cause
no clashes. It then adda the task to the scheduling list.

Similarly, a - routine is provided for remqving a task from the
scheduling 1list. This 4is useful for halting a2 repetitive task,
and for clearing the scheduling list under error conditions.

)

Inter~rode communications.

In ordsr to simplify the 'use of tlie inter-niode communiva-
tion equipment, routines . are proyided for - reception - and
trdnsmission using the inter-node bus. Auother routine is
provided to perform mutual detn exchange ampng all the nodes.
P .

This is wuseful "when equipment- on the bus is not attached
to tne of the fault~tolerant nodes of thé system, and for ex-
change of data for veting,

5.6 Summary o .
The hardware system copsists of four single board com~
puters, a common memory board, and en analog input and output

board, @)l housed in 2 single l2-card Muliibus rack.

The softwore was required to provide fault-tolerance
mechanisms for the saysiem, of which the major functions are

- Task I/0 handling

~ 8elf and mutual testing of nodes
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- Time-staggered operation

~ Watchdog timing

- Brror handling

= Task control

~ Inter-node communication

= System initlalization

These requirements led to the functional specification of the
software system, which provided -a definition-of the necessary
Functions. .

The programs of the system consist. of twe types: those avail-
able to both the operating system and the applicationm prograus,

and those available only to the operating system. The
general routines consist of modules that allow validated input
and output, task heduling and 4 heduling, and inter-

node communication. The operating system routines donaist of
test mnodules, and record msintonance modules.

Having coversd the design of the aystem, -the next .chapber
describes the way is which ell -parts were integrated {o produce
the total system.
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8,1 Introduction

In order for the system to be used as an experimental tool, ex-
tensive control and monitoring of its behaviour had to be pes—
sible. These functions are provided by an extra processor,
situated in the Multibus rack, together with the nodes of the
fault~tolerant system. In sddition to contrel apnd monitoring,
this processor ealso provides simulation of the intér~node com—
munication system. In the remainder of the -chapter, this node
will be referred to as the supervisor node.
E

6.2 Reguirements for the Supervisor Node

The function- of the supervisar node'can be Liroken inte two dis-—
tinct sub-functions. These are -

1) Handling of inter-node communidation
2) Handling of system control and monitering
8.2,1 Inter-node Communicotion

Several uspects of the communication system are controlled by the
supervisor node. Firatly, the node has to service all the con-~
municatioh system initialization commands from the nodes. This
inyolves the detection of the commands from each wode, -and the
provision of appropriate responses .to the nodes.

Secondly, the supervisor node has to service every communication
system command from the nodes. It 4is therefore necessary: to
detect the commande, rosd the systew command block to find the
command block list, and provide the actions required by the node.
This process is desecribed in detail in a following section.

In order to support the handling of communication system com-
mands, it 15 necessary to maintain & model of the communicatiaon
system that provided an interfnce which is compatible with the
intended communicatlon protocol.
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The model of the communicativn protocol is based on the external
behaviour of apn existing communication interface board, A reduced
definition of this behaviour was derived and used as a specifica-
tion for the modelling program, The reduced definition is
in sppendix 10.

given

In addition the functions af the communication
aystem, the supefvisor node. alse keeps a recobd of all bus ac~
tivity, so that monitoring of the bus system is possible.

to maintaining

6.2.2 Sysbtem Monitgring and Contrel

Monitoring of the system ds provided by the supervisor node, This

is Tacilitated by the maintenance of appropriante records in the’

commen memory section of the system. It was decided that suffi—~
clent visibility of the system could be provided if it was pos-—
sible to observe bus activity,
and fault records.

task execution lists, and error

In addition to the availability of -these data &tructures for ex~
amination, it should be possible Lo observe sny part of the com-
mon memory, so that system debugging nrd maintenance could be
facilitated,

In order to ¢ontrol ‘the environment of the system in such a way
that it would be forced to use its fault-tolerance facilities, ik
should be possiblo'to inject errors and faults into the systenm,
This function la again provided by the supetvisor node.

The terminal-handiing section of the node, which allows the user

to specify the desired supervisory actions, is menu driven, hence
providing an essy means for system control and monitoring.

8.3 Degcription of the Supervisor Node

In accordance with the requirements for the supervigor,
containg

the node
two main sections, namely a section for the handling of
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bus activity, end s section for uhe handling of terminal commands
for system control and monitoring,

5 ’
The attention of the supervisor nede i5 divided between the two
functions. While the supervisor is waiting for input frem the
terminal, it is alsc scanning the flags which ipdicate that bus
modelling is required. fThe time taken for the servicing of a hus
request is so short that a user does not notice any effect at the
terminal.

§.3.1 Commupication Handling

In order to describe the operation of the gompunication handling
section of bhe supervisor node, it is necesgaty first to.give a
description of the communication protocdls and buffering systen
(Refer to.appendix 10 for wmore detalls).

Format of Yhe Comwunication.

411 communication to and from the communication interface board
is dene through common uiameryA Within this wemory, @ number of
structures exist. Using these structures, the node using the bus
interface board can specify the actions 3t requires from the
board. It can nlso obtain information about bus activity or the
status of the bus interface board, \
The first structure is known ss the System Commwand Bleck, or SCB.
This command block allows the node to sonirol the operation of
the communication interface board in a brosd sense; the cowmands
mllow resetting of the board, reading of ite stabtus, cousing it
to begin execution of m soquienco of commands, and causing it tao
suspend this execution or stop it altogether,

In addition, the SCB points te the locations of the other siruc-
tures used in the control of the communication interface bpard.

The Command Block List, or CBL, is a structure which contains the
detajiled instructions for the bus interface bhoard. fThess take
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the form of Commatid Blocks (CBs), each of which describes an ag-
ifh the interface board is to take, and provides memory
for responses from the board.

The - ‘\/:qhtrdl strpcture is the Bus Event Queue (BEQ), ‘which

hols~ o “gt Deseriptor Blocks (BEDBs). Bach. BEDB contains
del S Y bus event.that appliss to the mode which the com-
muni. ¢y clerface board is serving. 1 . .

The interf;ace board can be in ond of three states: bus control-
ler, reote tetminal, or bus monitor. There is only one bus con—
troller, and it is the only node that can initiate bus activity.
It is possible for bus contrallership to be transferred -between
nodes, provided that the interface board-attached to the node is
cspable of controlling the bus.

Remote terminals use tl;g bus, but only when instructed to do so
by the bus controller. Bus monitors never use the \bus; they can
only moniter'its ectivity.

Since all bus activity is initiated by the bus tontroller, there
is no need for there to be a BEQ in the bus controller memory
structure. Therefore, DEQs apply only-'to remote terminals.

In addition ‘to this vestriction, some metion commands apply only
to bus controllers, while éthers apply anly to remote terminals,

Communicitlon Hendling P

The model for cach communication interface vonsists of receive
and transmit byffers, plus intermediute receive and transmit
buffers which are situated in common memory. It is via these in~
termediste buffera that messages are passed to and from the sy~
pervisor node, be¢cause both the fault~tolerant node and the suy-
pervisor node have access to this memory, but not the local node
memory.
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In addition to - these ‘buffers, the supervisor wnode ‘maintaips

recards of the status of the interface board.

At . initialization, the supervisor rngde .provides” the contect

Eésponses to commands from the nodés, ever though it does .not
need the initimlization informatlion which they send ith

During - normal. operation, the supervisor node waits ﬁntil a® £1a8

gervicing, It then determipes which node requires the ser‘icing,:

and resets the appropriate flag. N N

is set in common wemory, which indicates that' & node Trdquires

The processing sequence continues with the supervisor reading the
dystém Command Block. 1If the command block-does not require the

execution of “a Gommand Block List, Chen the s\,\perhsor node
s.unp'.Ly executes ‘the command required by thdlSystem Cnmmand"‘i\gock.
and thep terminates. E

¥ éxecution of a OBL is reqm.red, « then the, supervisor mode ~ob-
tmins the Tirst Command Blook from the hksf: and services it ap~
propriately. Processing of the CBL cor\tinues untzl aCB dontaink
an instruction to suspesd execution'af the oﬁl, ‘or 6ne which im-
dicates that the end of the list has.been reached.

The. action commands which.are supperted by the communication®han-

dling sofiware are:

NOP ~ No action is taken, but ‘this command is useful when

manipulating C8Ls.

CONFIGURR ~ Allows each node to confiyure its'communication. in-
terface =as a bus controller or as a remote terminal. The  com~

munication handling software ensures that only th Tirst node
g .

which attempts to configure as n Bus Controller (BG) is ‘Success-

ful, . . S

BUS CONTROL ACCEPTANCE ENABLE -~ VUsed only by Remote Terminal
Units (RTUs), this command is used to inform the bus interface
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whether or not the node is pﬂreyaﬂred to accept the responsibility
of contrb'l}ing the bus system.

BUS éomnox, AGCEPTANCE DISABLE - Used to disallow accoptance ‘of
bus, control. R -

SET SUSSYSTEM ERROR - Sets the suhsystem error b1t i the status
word for the node. - : o,

N o

CLEAH-SUBSYSTEM ERROR ~ Resets the subsystem error  bit -in . the
status word for the node.

WRITE TO TX BUFFER — Copies data from the node into the transmit
buifer in the jinterface memory. ‘

“

READ FROM RX BUFERR ~ Oopies data from the interface memory - %o
the node. ’ '

¢

TRANSMIT TO RTU ~ Used by the b‘i.ls controller, this command causes
an RTU to recéive from the bus, and to place the received data
into its receive buffer. This cotmand can alsc be used <to - offer
bus controllership to the RTU, or request it to send its current
status to the controller. ’ k to

RRCEIVE FROM RTU - Used by ' the bus controller, this comnand
ceuses an RTU to transmit the contents of its transmit buffer
over the bus.

TRANSFER FROM RTU TO RTU ~ Used by t/he bus controller; this com— ’
mand causes one RTU to transmit the coutents of its ‘transmit
buffer over the bus, and causes another RTU to ruceive that data.

6.3.2 System Monitoring and Control

By means of a menu-driven program, the user cap specify errors

and faults which he wishes to introduce into the system. Also,

the user can cwuse the fault, error, bus mctivity or task efecy-
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tion records to be displayed., It is also possible to examine any
part of the commen memory, in bytes.

In order to introduce faults and errors into the system, a set of .
flags is maintained in the common memory area. At the request of
the dser, these flags sre sat or reset.

In the. faulf-~tolerance software of the system nodes, these flags
are - examined at sappropriate times, and psystem bebaviopr is
modified according to their settings. :
If 'an error flag is found to be set, then the program introduces
an . error inte the test which should detect that error. There-
after, it clears the error flag. &imilerly, if a Fault flag ie
found® to be set, -then the error is introduced, but the flag is
not reset by the system software. Hence, the setting of errors
causes only one erroneous operation, while the setting of a fault
cauges.erronecus opeérations to continue until the user chooses to
reget the fault flag.

The system can set any of the feults and errors shown in tables 1 .
and 2. ‘
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80186 CPU fault

80130 fault - .
8259 PIC fault

8274 MPSC faulk ¥
B255 PPI fault
Inter-node comhunication fault
Node operation fault

80186 initdsplization error
80130 initialization error
8259 initialization error
8274 initiaelization. error
Communications initialization error
Gore ipnstruclion error B n
- Instruction error

Memory error 3
80130 interrupt error

80130 timer error

8259 PIC error

B274 MPSC error

[ 8255 PPL error

Node isolation error

Node resetting error

Olock wetting error
Schedtling error
Descheduling error

Data error

Remote teal voting error
Remote test activation error
Task completion task error
Task completion time error
Next task voting error

Memory fault (including the exact memory area which is faulty)

TABLE L - Node Errors and Faults
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Communication link fault, for links 0->1, 0~32 or 1-52
Input fault, for inputs 0, 1, 2, or 3
Output fault, for outputs 8, or 1

Gommunication link error, for links 0->1, 0->2, or 1->2
Input- consistency error, for inputs 0, 1, 2, or 3
Input reason error, fob inputs 6, 1; 2, or 3

Qutput readback error, for outputs 0, or 1

Output feedback error, for outputs 0, or 1

TABLE 2 - General System Errors and Faultg

The display which is invoked to show the error records imdicates
the number of times each error has been detected, as:well as the
pode in which it occurved, and the node(s) whigh detectéd the er—
ror,

The fault display shows enly whether a fault is present’ or not,
because they are regarded as permenent. It also shows the node in
which- the feult was found, and the node(s) which fdund it.

Bus activity is indicated By time, initiating node, action com-
mand, source node (if relevant} end destination node (if
relevant}. >

The execution of tasks is rccorded using start time, end time and
task identification number.

6.4 System Testing

System testing was achieved by implementing & simple servo~
control system using the fault-tolerant equipmsnt. Three applica-
tion tasks were introduced into the softwsre, The first of these
spplication tasks served teo initiallze the hardware required to

9g
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perform control of the . servo system. In addition, this task
scheduled the other two tasks,

The second task utilizes the analog input equipment to read &
positioh request value from a potentiometer associated with the
control system. The task is run perlodically, so that changes in
request value can be reflected in the. position of the serve
device..

The final application task performs actual contrel of the serve
device, The request value is obtained from memory, and parameters
of the serve device are measured via the analog input equipment.
Elementery calculations areé made using this information, and a
signal, for application to the servo system, -is derived. This
value is =ent to the servo via the analog output facility.
Validation is spplied to this output., This contrel task is also
run periodically, but at a faster rate than the reguest value
task.

6.5 Sumpary

The supervisor node provides tws functions; namely the servicing
of communication system requests, eand handling of user requests
from the terminal.

The communication system is imitated in such a way as to provide
the wsame command format as would be present if the actual com~
munication interface boards were used.

The supervisor node sllowas the user to specify errors and faults
for injection into the system. Also, error, Pault, bus activity
and task execution recards ecan be displayed. Common mewmory can be
exenined.

System testing was accomplished in a simple servo-control en-

vironment.
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This  concludes the description of the experimental syastem. The
following chapter summarizes the work, and discusses several
issued which arose in the development of the experimental system.
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7.1 Supmary
7.1.1 Fault_ Tolerance

It was pointed out earlier that fault tolerance is a technique
which attempts Yo allow a computer syatem to operate correctly in
the presence of faults, Suc¢h an spproach hes become necessary be-
cause of the serious effects which the failure of sote computer
systems could “cause, These gomputer feilures -<can have their
prigins ds far back a4 the system specification phase of systep
develapment, ~or the cnuse cén be as immediats as electromagretic
ioterference. Specification faults will be propagated through the
system design, wuntil they manifest themselves ip a way which
ciuses the computer Lo behéve incarpectly.” Implemdntation. faults
and component faults are also a problem, while external distur-
bances can clearly lead to system foilure, .

Fauli $olerance involves the detection of en:ors',b identification
of the fault which caused the error, confinement of the demage
causid by the fault, system recovery, and finally, system repair.
In order to accomplish these effects, wreplication of systen
resources Ls 8 key principle. Phis replication may take the form
of inforimmtien redusdancy, bardware redundsncy, . software radun-~
daney and/or time redundency.

7.1.2 Softwars Dovelopment Technigues

One of the major premizes adapted when desighipng fault-tolerant
systems is that the software §s faulb-free. Hence, it 1s essen-
tial that extreme care is taken in the design of the soiftware
section of the system. The use of modern software development
techniques improves the quality of the software which is
produced., As has boen pointed out, the steps which are generally
applied when attempiing to put good software design inte practice
are;
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~ complete and acpurate specification of the required software
- decomposition of the specification into manageable ateps

~ constrygtion of the sot‘twn’re

- proof of asoftware correctness

A& numbér of Ldols and techniques are used to. aid .this process,
meny of which have been used in the presment work,

7.1.3 System Deseription v . %

B Sy .
The objective of the design deseribed in this dissertation’,\i}was\to
produge a flexible experimental system which could be Mised %o
study various fault-tolerasce techniques. of limited
hardware possibilities, as well as for flexibility,
implamented fault-tolerance was
method, together with replication of processor byards.

5 )

Thé system produced provides a number of facilities for the
tolerance of faults, including: :

Because
software
chosen as. the

~ task input and output voting
- self ‘and mutual testing of the protessor boards

~ time-staggered operation for the avoidance of commop-mode fault
problems

~ device operation validation, for input and output devices
- watchbdog timing, in the form of task complelion checks

~ fault handling

I R
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7.1.4 System Design

. The ‘composition of muoch of the system was defined by -available
equipment and tools, and the hardware consists of several single~
hoard computers, a common memory Board, and an analog input and
output bvard, all housed in a Multibus-compatible rack.

The program modules in the system consist of two types: those
avatleble to both the operating system, as yell as to the ap~
plication tasks, .and-those whieh -are available only to the
operating system, The ganeral routines consigt of modules that
allow validation of input and output, task scheduling and des~
cheduling, and intep-node comwmunication. The operating system
routines consist essentially of test modules and retord wmain—
tenance ‘modules. E L

7.1.5 System Integration

In order for the system to be used as an experimental tool, ex~
tensive control and monitoring had te be possible. These func-
tions sre provided by am extra processor, which also provided
handling of inter~node communicatien. This, 1in turn, reguired the
modelling of the intended communication protocols.

Systewm testing was done by providing a small applicatien progzram
which controlled a modular servoe system.

7.2 Discussion

7.2.1 Fault Tolerance

It was thought that an examinotion of the techniq.z2s of fault~
tolerdnce would roveal o dowinant technique which could be wused
as & basis for the design. Buch was not the case, however; it be-

came clear thai almost all the different ways to achieve fault~
tolerance functions had found use in commercial systems.
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Furthermore, this variance was not constrajined to the different
application areas; in the field of trausaction processing, for
instance, multiple replication (the Tandem system) [1Z}, pair~
and-s-spare (the Stratus system) ({28) and hot back-up (the
Resilient system) [1£] are all usetl‘.

Glearly, then, . aivery flexible design had to be used for the ex-
perimental system! Also, a single configuration had to be chogen
for implementatieon on the systewm,  Although triple modular redun-
dancy was chosen, any of the other techniques could clearly be
Just as effective fi‘a\r some appliestions.

7.2,2¢8oftuare Develobment Technigues

The: field of software enginesring is so vast and new that only a
few of the more important techniques could be applied. In addi-
tion, the fact that the programming "team” consisted of one per- )
son proved to be semewhat limiting, in that the benefit of an un~ .
biased opinion wae lacking. i W

The principle of structured top-downh degigu wppeared to be most
applicable to the typs of system which was fo be wconsbtructed.
Data flow techaiques appeared to be most easily applicable to
transaction processing systems, 8o they were. not used in the
design process.

Following the chosen structured design procedure proved to he S
useful: the gyatem development ateps could be seen to fFollow ,"Ef»
properly from one another. This allowed good con¥istency to be .
maintained in tho design. The system functional specification,
discussed in chapter 4, led to the software requirement
specification (Appendlx 7}, which led ko the software functional
specification (Appendix 8), and them te the software description
{Appendix 9).

At all stages, it was possible to apply verification by com-
parison with the previous atage. |
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7.2.3 Evalustion of the Experimental System

i
In order $o allow flexible use of the experimental system, a
large number of different fault tolerance facilities  have been
provided, which can be incorporated as the user desires.

It is also possible to praduce different configurations by making
smell .changes to tbe relevant software, During system testing,
much was ‘done using the ddﬁ;l syatem configuration, even though
the software was based on the triple modular redundant structure.
This supports the claim that the software is emsily modifisble.

A number of relevant issues aross during consfruction and testing
of the system. These are: discissed briefly in the following
paragraphs.

System Features.

. 3
1/0 Record Adaptability. The application programs in the system
know the input and output channels of the system only by the
identifier of the variable holding”the relevent value, The I/\QO
record structure holds all equipment~dependent information which
is necessary te perform the l/o”«,’unction‘ Hence, 4t is possiblé‘
to allocate any input or output to any appropriate input or out-
put equipment in the system, simply by setting the I/0 records
accordingly.
Input Consistency. Since a majar error-detoction mechanism in the
system 1s the application of voting, it is essential thet input
ta all the nodes is consistunt. If such is not the case, then two
error-detection opportunities are lost: firstly, voting on inputs
can not be usad, and secondly, voting on any results which are
based on the inputs is useless, becausa the results cannot be
guaranteed to be the same,

The - .fore, it 1s highly recommended thet all application programs
malte use of the tnput and output validation procedures provided
by the system.

‘,
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System Limitations. B

Contral Algorithm Selection. I{ should be noted that the contrsl
system implemented usingithe experimental fault-tolerant computer
is very simple., - It was got the purpose >f the project to produce
an optimized control algoerithm, but rather to shew that the ideas
¢ould he used in thé control of ireal systems. The comwplexity and
sophidtication of the appli;ng.’ﬁion system is:left: to the applica—
tion programmer.

Task (lashing Brrors. The system was designsd to report am error
when a scheduling call would cause a clash with "a previously
scheduled task. [t has been fouiid that: it may be useful to allow
clashes to be vepdrted simply by returning e status value to the
task eatbewpting to perform scheduling. In this way, the task-ewn-
coptipue in its endeavour.to perform scheduling with a different
schedule - time so as to aveid the ¢lash. Alterpatively, the ap~

plication may wish-to perform some oiher action. - RS

Therefore, clashes are pot errors as such, "and should not’' be
reported:to the error handling system. "

Synchronization,

Synchronization proved to be tyoublesome. This.was mesinly due to
inaccurate specification of individual task execution times, This
ied to %ask execution over-runs in some cases. Since the node
shich econtrols the bus has ‘to’ execute different instructions for
every bus: access than do the remote terminel nogdes, these over-~
runs ‘led to loss of synchronization. i

A second scheduling problem was that relative scheduling was ini-
tially used (i.e. tasks were scheduled to run at the "present
time™ plus a predetermined offset). Again because the bus' con-
troller executes different instructions whena the bus is used,
this type of schedyling led to synchronization loss.

0
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To corbat these problems, two solutions were used. Firstly, thé
proper execution times were gscertained by observing the task ex-

ecution records ilsiux; the supervisor pode. A safety factor was

added to these values, and the task records were updated to

reflect the new execubion tiwes. o
. a

It is expected that this will be the best way of determining the

execution times of any application program installed on. the sys-

tenm. ¢ N

Secondly, absolute schediling was used. The schedule time for a
repetitive task is calculated by veférving to the number of times
the task has already executed. This may lead to problems in a

multi-application syq,iem where repetitive. tasks are added and
removed -in an unprediétable way. Another-method would have to be
deyised for such @ case, However, the project was. not intended to

produce scheduling techniques for complex applications,  but
rather to provide the facility for scheduling and descheduling in
any ‘user-chosen manners '

7.3 Gonclusion

Considerable study inte the subject of fault-tolerance was under-—
taken, allowin: -wiliarity with the principles, "terminology,
tools and techniyues to be gained. In addition, the experimental
system produced formed a useful tool, allnwing many of the tech-
niques to be tried out in an actual control environment.

Because of the extensive control and meonitoring provided by the

system, and also because of the simple control algorithm used,
device control performence is somewhat slow., This means that the

system itself could not be used in any but the most trivial con-

trol applications. However, the ideas behind the system, .and also

some of the software modules, could find use in real contrsl sys-
tems.
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A REVIEW OF CURRENT FAULT-TOLERANT SYSTEMS APPENDIX 1

Al.l Introduction °

Numerous computer systems which utilize fault-tolerance tech-
siques ace commercially avallable. This is especially true ipn the
fields of. on-line trensaction processing (OLTP) and Gonirol of
machinery. Table Ai-l shows a4 number of commercial faylt~tolerant
systems. : b

Some of these systems ‘stand out as beit;g burticular}y inportant.
They dermonstpate the entensive use of fault-tolershce techniques
in computers which perform functions that are critical ih terms
of safety or data integrity,
Among the most significent fault-tolerant computer systems; which
will be reviewed in the following sections, are:

Ccontrol systemsi ' ¢

"
- The Software-Implemented Favlt-Tolerance (SIFT) systep

- The Feult~Tolerant Multi-Brocesasor (FTMP) syatem
~ The Triplex 32 system
~ The Agusta 129 system

A =ignal processing system:

- The Fault~tolerant Array Signal Processor (FASP) :

Transeaction processing systems:

~ The Tandem system

=~ fhe Stratus system

~ the Reailient system
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A REVIBW OF CURRENT FAiULT-TOLERANT SYSTEMS APPENDIX 1

General purpose systems:
—:The Intel 482 systen.

- The Basic Fault-tolerant System (BFS)




A REVIEW OF CURRENT FAULT-TOLERANT SYSTENS

APPENBIX L

SYSTEM

PURPOSE

PRIMARY FAULT—TOLERANCE
MECHANISM

System 4000

Pawer 58/5

Parallel 300

Sequaia Systems

Stratus Computers

Synapse N+l

Tandem Nonstop

Eternity

Resilient

Can’t Fail 300

OLTP =

371 30 C

OLTP

OLTP

OLTP

CLTP .

OLTP

OLTP

OLTP

Process control

. 1 Voring

Duptication

Replication
Selfrchecking
“I'm alive" nessages

*

.Replication
Timeouts

Hot back-up %

Replicatiaen
Self-checking o

Pair-and-a-spare
Self-checking

Y .
Replication
| Tineouts

Replication

"I%m alive" mgss;ges
Replication
“I'm alive"
Tirneouts

messages

"I'm alive"

nessages

TMR

TABLE Al-1 - Fault-tolerant Systems [25]




A REVIEW OF CURRENT FAULT-TOLERANT SYSTEMS

APPENDIN 1

SYSTEM PURPOSE PRIMARY FAULT-TOLERANCE
MECHANTSM

DAC-6060 Process control Hot bacic-up
Timeouts
Cross dingnostics

I

Systemsafe/ 1000 Proceas control Hot back~up
Timeouts

Rebus . Progeéss control Replication
Timeouts

Triplex- 32 Process control TMR

SIFT Aireraft control Replication
Voting

FIMP Alreraft. contrel § Hybrid TMR
Voiing

Aguste 129 Atreraft contrel | Hot back-up

SPACE SRUTTLE

Flight control

Self-testing
Timeouts
Cross diagnostics

Triple or quad
redundancy
Voting

TABLE Al-l (cont.) = Fault-tolerant

Systenrs

121




A REVIEW OF CURRENT FAULT-TOLERANT SYSTEMS APPENDIX '1

SYSTEM FURPOSE PRIMARY FAULT-TOLERANCE
MECHANISM

JPL~Star Geneéral TMR with spdres -
Voting

Intel 432 Ganeral Pair-and-a+spare

Functional redundancy

BFS ‘General Replication <
Self-testing
Cross didgnostics

Bell ‘ESS | Telephone F up or voting
‘ Switching & tert jking or
. /cig'n’bs'i:ics
i
FASP Signal processing{Replication,

Timeouts ‘

TABLE Al~1 (¢eont.) - Fault-tolerant Systems

Al.2Z gontrol Systems

Al.2.1 The SIFT System [10)([26)([27] . .
The SIFY system is intended for use in aircraft centrol. In

development of the system, failure modes {the different ways in
which system components can fail) were not eonsi‘el‘ed. Rather,
only the distinction between Pailed and non-failed equipment was
made. Low-level techniques for fault-tolerance, such .as - ei-
ror detection and correction codes are not included”if the

deslgn, since they offer little improvement.
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A REVIEW OF CURRENT FAULT-TOLERANT SYSTEMS APPENDIX 1
The. SIFT Concept of Fault-Tolerance.

System  Overview. Reliability is achieved by having. €ach itera-
tion of a task independently executed by & number of processing
modules. Bach “processor. places the outputs of each iteration
into memory allocated to that processor. 4 processor vequiring
this output deteraines the value to be used by reading the out—
put Eeherated by. esoh processor which exeented the itera-
tion. Typically, a two-out-of-three vote iz wused, and errors are
recorded ‘for usea by the exscuktive system when determining which

unit is faulty. Voting is minimized by considering data
only at the beginning of each diteration. This' means that
processors nay run  in leose synchronizatien (such as  to

within 50 us of one enother), allowing execution at slightly dif-
ferent tiwes. The number of units waich execute a task can vary.
This is determined dynamically by the globrl executive task,
which reconfigures the arrangement of the system when necessary.

Fault Isalation, Propagation of . erroneous data is
prevented by allowing each provessor to write only to its own
memory, -

Fault Masking. Masking is achieved ‘whr:n necessary by

sajority veting betwsen a suitable number: of copies of any
required data.

Scheduling. Two timing requirements are generally specified for
gontrol outputs:

- output to control actuators must be geparated with a
specific frequency

-~ the delay between the resaing of sensors and the
geueration of outputs must not exceed a specified valus

SIFT scheduling is a slight variant of a simple perioedic method.
Tasks are run at multiples of a bmse freuwency, with the
priority of a task determining its iteration rate.




A REVIEW OF OURRENT FAULT~TOLERANT SYSTEMS APPENBIX 1

Processdr Synchronization. EBven though processor synchronization
is loose, clock drift or failure will result in the loss of
this synchronization, To facilitate resynchronization, use is
made of an algorithm which allows up to one third of the clocks
to fail while still maintaining synchronization. The algorithm is
as follows: each clock reads the velues of all other clocks,
as well as those clock’s interpretations of. the other clocks.
If all readings fur a particular clock do not agree, then it
is ignored. The median of all valid clocks is found end used as
the resynchronization valus.

Reliebility Prediction. The design goal was to attain a failure
rate of less than 10-? failures per hour for ten hours. Markov
modelling was used te predict the reliasbility of the sysienm,
making the following assumptions:

- faults are upcorrelafed, and distributed ‘exponentially
b
A

£y
~ faults are permanent (transient faults ar\e\ masked)

~ the failure vate of the main processor modules is 1D-+4
per hour

~ the failure rate of I/0 processor modules and busses is
10-% per hour

The reliability which was predicted from the calculations was ac~
ceptably high for the intended application,

124




A REVIEW OF CURRENT FAULT-TOLERANT SYSTEMS APPENDIX 1

‘The SIFT Hardwasre. {See fig. Al-1)

NPT AND CUTRUT -
PRACESSOR uauux.ss] CPU)- HEM ! LC"“ HEM ]

13
PROCESSOR t poog

- | ¥ el
HODULES EN.| { { CPU B EM',]

FIGURE Al-1 - The SIFT Hardwere [28)

Standard units were used wherever pessible. . Processor-to-bus in-~
terfaces, bus-bLo-memory interfaces, and the busses were speoiaily
designed, however.

Inté¢rconnection system operation. FEach bus contraller con=
tinyously scans the procegsors to ses if a bus operation is
reqiired. Similarly, each memory scans the busses to see if it is
needed. Bus delays are insignificant, because of the small amount
of datu transfer that is reguired.
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A REVIEW OF CURRENT FAULT-TOLERANT SYSTEMS APPENDIX 1
The SIFT Software:

The hpplication Software. Application software performs the ac—
tual flight contrel computations by neans of iterative
tasks, .Input to, &nd output from the tasks is handled by the
exsgutive system. 4 .

The Bxecutive Software. The executive system has  several
funetions: . Do

~ It runs each task at its required rate
- It provides error-masked inputs
~ It detects errsrs, sug: ‘tm;iwses their cause

- It racenfigures the system to aveid the use of failed
coempongnts

Bach precessuvr runs a local recohfiguration task and an error-.
reporting cask. Error reparts are made to the gldbal executive
task, which decides on the necessary action, and places the ap~
propriate compand in a buffer. Local reconfiguration tasks
read the buffer, and perform the required action,:

Local executive tasks run each.application task allocated te the
processér, provide inputs to them, receive outputs from them, -and
report arvvors, Local executive tasks can be invoked by a rumning
task, a'clock interrupt, or a call from another local executive.
boeal exwcutive tusks provide the following functions:

~ error handling

~ scheduling
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- buffering e

~ voting .
Fault Detection., Ar analysie of errors which have ccaurred can
indicate which units are fanlty. Each processor majutains a
processar/bus error table, in the form of an m x n matrix, where
» %3 the number of processars, and n is the number of bgsges.
Bach eptry Xe {(i,J) is the number of errors invoivipg either
processvr i or bus Jj, as detscted hy processor p. The entries are
compared with meximum tolerable numbers of errors, beyand whigch,
faults are indicated. If the global executive is uncertain of the
location of & fault, kit can schedule diagnostic tasks.

Proof of Correctness. E i

Software correctness had to be proved mathematically, Q‘L.be—
cause of the vast number of combinations of possible stt}tes‘

of the system, Becsuse of the ocomplexity of the system ani% B

whole, wedels were used, *: : i
I
A1.2.2 The ¥TMP System 28] o

: i
The BTMP system is intebded for use in aireraft control. Fruc‘l‘ss'-
sor modules, with local cache mewoty, and wemory modules, are
connected by a redundant serial bus.. Modules are associated i;;:to
groups of three. Bvery module contnins a voting element, and spe-
cial hardware to prevent the propagation of Tfaults from }bne

module to another.

Rationale of the FIMP approsch,
A failure rate of less than 10-% faoillures per hour on a ten hyur
flight was required, Fault masking was Lo be used, and all system

resources had to be verifiable during system operation.
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A TMR-hybrid architecture iz used, with gracefnl degradation.
Operation is synchroncus, allowing bit-by-bit hardware voting
on.all transactions. Mcdu)es can be reconfigured as recessary.

Theory of the FTMP.

Nominal Organization. Common -, mémory holds high-level
p.ograms, :while an extensive set of "procedures, resident in
eache memory, are used to interpret the programs. This cuts down
on the amount of information that must be transferred when
programs are loaded inte a processor.” The less unique informa—
tion held in a processor’s cache memory, the easier it is to
perform reconfiguratien.

Available processors examine # job gqueue, and select jobs which
they have the resources 'to run. Hence, job allocation is
dynamic, and adjusts itself te  womentary load -distribu-
tieri and to module failutres. . :

Access  t\ I/0 ports may be granted/an a first-come first-
served bapis, or according to priority,
- i

Redundant Organization. - The FIMP uses“ redundant busses, three
times the required nominal number .of modules, plus spares. The
modules are .grouped into flexible triads, end three of the
available busses also form a triad. Each member of a module triad
uses a different bus for -commupication.,

Bus guardian units govern the status of a module, consisting of
power~on atatus, bus triad selaction, transmiesion selection
and some self-leat configuration selection (See fig, A1-2).
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BG - aus suarnian

TSOLATION GRTES

"1 MODULE BIGs - sus

"BUSES

FIGURE Al-2 - An FINP Module (29) ;

Both bus guardiang wusit agree before .poWer-on -or bus trans-
wigeion is  permitted. Power, busl inputs - and timing are
separdte for eacH bus guardiani - end edch is physically separate
from other guardisns and modules. Bus: guardians are addres-
sable as part of memory. Messages sent to bus guardians are
commands which the bus guardians apply to their outputs  un—
til the command is superseded, The bus guardians are thus used
as agents to convey the computer configuration authority to all
elements of the computer,

The bus isclation gates are isoleted from one another and their
control lines ars ilndependent.
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Processor and memary failures are handied ss shown in figure Al-
3.

FRUCFHSDR FAILS Ra# FALLS
- NG RA
i . TRIAD COMPLETES RaH
. Jop STEP
\L‘ . CGPY OF YOTED olso
IDENTIFICATION OF . DATA NADE OPERATION
ERRONEQUS MODULE INTQ REN v
‘ 3 20 ALY
RECONFIGURAYION B
BY MEANS OF BUS . REMOVED
GUARDIANS : FRILURE OF
HEMORY

FIGURE Al-3 - Prodessor 4nd Memory Failure Handling {29}

Synchronization. Synchronization is tight, allowing hardware
vobing, and easy programming ., Toe achieve the required
synchronization, 4he timing references are continuous . and ac~
curaty. There are four clocks and olock lines, three of which
are chosen by each processor for voting (See fig, Al-4).
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CLOCK LINES

CR - cLoex gecesver

PLO- ennse-acren
OSCILLATOR

UseR
2 CR HODULE

FIGURE Al-4 - The FTMP Cleck System {28}

Failure of a clock distribution line appears as an oscil-
lator failure, while failude of -a clock receiver appears as
a module failure. .

Malfunction Management. The malfunction train is as shown in
figure Al-5,

N o . “ & C% L. oE .
v : & X .o ) s . -
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~——>PHYSICAL MALFUNCTION

sy —>>LOGIC MALFUNCTION

POINTS
——>DATA MALFUNCTION

SUBSYSTEN. MALFUNCTION

SYSTEM MRLFUNCTION

FIGURE Al~5 ~ The Malfunction Train [29]
Masking of errcrs holds malfunctions at o low ‘tevel.

When a malfunctioning unit is identified, it 4is configured out of
the system;. and }ull fault-tolerance is restered. Reconfiguration
may fail because of exhaustion of spares, mnalfunction of " the
reconfiguration mechanism, or‘ the  use of defective spares

The FIMP reconfiguration mechanisw is largely within the voters
and bus guardian units. Failure of all guardian units in a
single module can cause it to transmit on more than one bus,
leading to errors, .

Fault detection is accomplished when = disagreement oceurs at a
voter. Fault identification involves the discovery of the
module, bus, or other element which failed. Redigtribu-
tion of resources way be used to ald in this discovery.
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Repavery is wade by reassignment and reinitiamlization of modules.
Program rollback is a secondary recovery process.

Survival and Dispatoh Probability Mpdels for the FTMP,

In order to evalumte the reliability of the FTWMP system, the
survival prebability (the probability that the system will funec—
tion wgovrectly for the full duration of its use), and the dis-
patch probability (the probability that the system is put
into use. with -sufficient resources to survive during its use)
were calculated. | !

Surwvival Probability Models. Failures may arise from one of three

sources: B . ‘

~ lack of perfect cov;rnge T Markov modellipg was  used to
predict the failure rate due to lack of perfect coverage. Tt was
asgumed that there were no latent faults at tekedff, that recos-
figuration returns the systew to a perfect 'state, that all failed
busses ‘are active, and that all undetected triple faults cause
system failure. It was .shown that. the probability of failure due
to imperféct coverage was dowinant in the first 50 hours of sys~
tem use. Most double failures could be tolerated, ‘but some led to
system failure. To achieve a system failure rate below 10-% per
hour for ten hours, the probability of latent faults at taleoff
had to be below 10-6 per hour.

- exhaustion of spares ~ the wminimum pumber of wunits which
are necessary for the acceptable operation of the system, deter-
mines the point at which exhaustion of spares becomes
significant. It was found that spare exhaustion became sig~
nificant after 50 hours.

~ Bus guardian unit transmission-enable mode failure ~ both
BGUs would have to fail before ‘the module could transmit
incorrectly. It was found that the BGU failure rate was in~
significant.
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Dispatch Reliability., The "dispatch minimum compliment” ‘is the
minimam sumber of operational resnurces required at
takeoff for sufficient system reliability. This nuwber depends
on the missiof requirements. Dispatch reliability is the prob-
ability that this minimum compliment will be available &t
takeoff.

41.2.3 Iriplex 32 (4]

The Triplex 32 is a triple-modular redundant progremmable con-
troller, using Motorola 6B000 microprocessors as procegsing ele~
wents, The controller contains three identicul modules, each with
its own CPD, memory, voting units and power supply. Each medile
monitors the operation of the others by means of a triplicated
bus {See fig, Al-6).  The.modules are synchronized, and execute
identical programs. If one module disagrees with the others, it
is marked, and ignored,

QUTPUT ¢

f . VOTER .

]
F-

VOTER
T BUTPUT o
INFUT 1
BUFFER

BUFFER

-7

INPUT n

FIGURE Al-6 - The Triplex 32 Structure {4]
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Faults are nasked, and wodular design permits quick re-
placement of faulty modules.

Faulty modules may be replaced without removing power. The re-
placement module is brought inte synchronization by back—
ground software running ~on the wother two modules, without
interfering with the exécution of the applications.

Al.2.4 Agusta 129 [30]

The Agusta 128 4s = multiprocessor system which dimplements
automated . helicopter flight control, ' stability augmentation and
navigation as well as many other functions. The system is . dual
redundant and is baséd on o MIL-STD~1553B bus (See fig, Al-7).

SYSTEM
INPUTS RND OUTPUTS

3
ATHER
H wsren LacRL REHOTE i
] BT W UIT NTERFALED:
il EQUIPHENT
o — C
-
[ 11
L L
HasTER LacaL RevoTe
BIT 2 T 2 WNIT 2

SYSTEN
INPUTS RND QUTPUTS

FIGURE Al-7 - The Agusta 129 Structure ([30)

Each master unit has the architecture shown in fig, Al-8, Qnly
one of the two units is active at any time, while the other per—
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forms the same camputations, and serves as a hot back-up. Each
unit performs as much self-checking as time allows.

. BUS A
1553 BUS s e
O~ SHAgED s J
waLe { HENURY ONTROLLE]
i nos aus

PROLESSOR|
.
LaCAHL LOCAL e, | .
RAn/PROM RAH/PROM RAN/FRON RAH/PROM

FIGURE Al-8 - The agusta 129 Master Unit {80]

Fault-telerance in this gystem depends largely on software im—
plementation. The 1last resort check is cross-channel comparison
between master units. If disagréement occurs, then the entire
system is forced into a passive state. To limit the effect of
mis~comparispns, more than one disagreement must occur before
shut-down iz allowed.

Al.3 The Fouli-tolerant Array Sifinal Processor [8]

This system was developed to provide space-based digital
signal processing. As  such, the system required high
reliability.
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Al.,8.} Design Principles

In the FASP system, hardware resources are partitioned inte
proceasing modules which are interconnected to form a .dig~
tributed system. Software .is alsc partitioned, into tasks that
rup in & concurrent operating envirenment. Processing modules
and tashs are under the control of a partitioned operating
system. This pnrtiti&nins is necessary because of the danger of
failure in a central control system.

41.3.2 Systen Architecture .

The FASP comprises a number of identical hardware modules
warking together, The interconvection structure consists of a
two-dimensional square matrix of busses.
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System operation consists of the following levels (See fig., Al-
9);

~ the physical level ~ this includes direct memory saccess, and
control of shared rescurces B

-~ the data link level - in which a cyelic redundancy check is
used to provide correction of data

- the network level ~ this provides system-wide
communication between processing modules

~ the task level -~ tasks communicnte via majilboxes '

- the #pplications lavel ~ several tasks interact to
provide the rscessary processing for & specific  ap-
piication

Faults at ohe level are usually corrected without invdlving
other levels,

Al.4 IP;QSBCE&QD Processing Systems i
Al.4.1 The Tandem System {12)
The Tandem nultiprocessor srechitecturs eliminates s%ngle

points of feilure by removing master/slave relationships among
pracessors, and by providing dual paths to all subsystems.

It provides the ability to replnce defective compohents
without interrupting applicetion programs. The key ar-
chitectural features that underlie these capabilities are

processor replication, dual-nceess I/0 controllers, a redundant
power system snd o message-based operating system,

The Tandem Nen-8top sysiem (See fig. Al-10) has from two to six=
teen processors which gomwunicets over a high-speed duplex 16-bit
parallel bus system. Disk mirroring (identical disk copies) may
be used.
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Each processoy is individuslly powered, and can shut down in-
dependently of the other system components., Each progessor has: =
copy of & guardian operating system, which maintains tables that
reflect the status of avallable system resources. Processors are
required to brosdcast "I'w alive” messages to all other .prdaces-
sars, every second.

Check-Pointing.

For each running proiram, there is an identical, but semi=~
active back-up program in another processor. The -back-up
processor replaces the primary bprocessor if it fails, The

prijary gends its back-up periodic ¢hack-point messages which
define the state of the process at critical points in the com-
putation. When the operating system activates.the back-up, it
resumes operation from the poipt.which was defined at the last

, check-point.

:Measage System.

Isclation of user proceases from configuration detaile is§°
provided by forcing all inter brocass communication to be
carried out via a - message system. This means that com=
munication is to logical devices, and the actual physical

devices need not be cohtralled by the process: This isolation
allows on-line repair, and- graceful growth by plugging in ad-
ditional equipment.

. .

#1.4.2 The Stratus System (25]

1

Stratus developed the technique known ae "pair-and~a-spare™
[26], 1in which major functlons are replicated four bimes.
Bach of two self~checking subaystems oconsist of a pair of
identical units that receive the same inputs. Lf the outputs dis-
agree, then the subsystem ceases +¢ operate, and the spare
carries the load. MNormally, a subsystem and lts spare run in
close mynchronization.
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When a repaired subsystem is returned to service, an interrupt
informs the OPUs that it is now available. The repaired subsystem
is then brought back into.synchronization.

The schame reguires no recovery from a fault, since work proceeds
using the spare subsystem. To the user, the machine eppears to be
& conventionsl. machine, requiring no speciaml programming con-
siderations.

A1.4.3 Zhe Rosilient Systen [12) - -
The system .uses. two computers, both rudning the sane
software, but with only one active.  Central to the
fault-tolerant nature of this asystem is . the reconfiguration
monitor thut operates as a number of disgrete tdske. At the bas#
of the reconfiguration monitor | is the kernel task, which
monitors the current mnchiph configuration and com-
mwunicates with the other processor.

During normal operations, the kernel sends reassurance mes—
gages to .the other CPU, and receives reassurance messages from
it. When 8 reéassurance message is not received by the back-up

computer, the kernel takes control of the other system's ap-—
plications.

The monitor runs in beth computers,  On detection of a
failure in the other system, the monitor activates bus.

awitches $o ‘take over peripherals from the failed system, and
performs  actions to load and restart the failed applica-
tion er aystem.
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41,5 General Purposc Systenms

41.6.1 The Intel 432 st\:»@: i31){5) 82}
L b

The  iAPX 432 system is designed for large-scele real-time con-
trol and Lransaction processing. The system is based - on . quad~
wodular redundaney. - v S

iy

VeE§ “large scale integration (VISI) replication is @sed inm the
setem, to construct .a family of configurations which cover
a range .of fault-tolersnce levels.. Feault detection and
recovery are perfofmed in "the  VIsT companents. No additional
logic or diagnostic software is need2d. N B

In .an iAPX 43Z-based -system, thers are
réspondigg to, an error:

three steps

- error,confinement ! s ) : ‘
< i g P .
5 9 .t
: . 3
— error reporting

.i~ error recovery . U

S

o
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Error confinement. (See fig. Al-11)

PROCESSOR MEMORY INTERFACE
. HODULE HODWLE HoRuLE
GENERAL 10 1/0 SUB-
oATA HEMORY INTERFRCE SYSTEH
P | RRRAY PROCESSOR;
BUS HEMORY. | | BUS .
INTERFRLE] CONTROL INTERFAL
UNIT LNIT uIT
HENORY BUS ‘ '

FIGURE Al-11 - Error Confinement Areas in the 432 System (8]

When an error is detected, it is confined to one of the sys—
tem building blockts., Recovery and repair strategies are built
around the block’s replacement. When a module or bus has  its
confinement mechanisms activated, it becowes a self-checking = Lol
unit. Detection mechanisms reside at every building block
interface, and all datm is checked as it flows acress the iunter-
face between confinement areas.

The confinement areas are enforced by applying five dif-
ferent detection mechanisms

~ duplication - when more than one version of a dats element
is available, comparison is possible
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~ parity

- Hamming coding

'~ time-outs - data must be available within & certain time

=~ loop-back checks ~ suspected eérrors can. be checked by
trying the operation again

Brror Reporting.

Upon detecticn of an errdr, a message is broadeagt to all the
nedas tn the system, identifying tht\@gulty confinement area, and
the type of error, This nmessige prevents. other nodes.. from
using . the faulty data, and provide

,,x‘e,g;)m;ery information,

Error messages are broadec:t oveir a "set of serial bu$ses that
are .independent of the ' busses used during normal operation
The error message bussSes are subject to the same fault-tolérance
principles ased in the rest of the system:i- .

Error Rescovery.

Bach node reads the error report, and decides on the.sction . to
be taken. -

Five redundancy mechanisms exist in the qy;tem:
Y

- retry

1

single-bit error correction

'

shadow modules

back~up busses

~ spare memory bits
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Single~bit - memory. errors are corrected by the memory control
unit.

To guard agnith permanent faults, every self-checking
module ‘may be paired with another self-checking module of the
saﬁe type“ The pair of wmodules operate in lock~step
synchronjzation, and  provide  back~up for all state in-
formation,

. i
Such a configuration results- in gquad wpdular redundancy, be-—

cause there e four identical uhits — two self-checking

modules, esach with a master and shadew. .

(!

|
Bach memory bus may be paired with ahqthe ' memory bus.

Both are

used in nermal operation.

1f a permanent fault
awitched in to replace the
wenk, controls the switchi

is sliadowing, end when that n
becomés activ

back+up node

After recovery is complete,

is f&und, th; redundant resourée is
failed ‘unit, No centralized ele-
each node kngws which other node it
ode is iden@ified as faulty, the
e and takes| over the operation.
| I
hdrdware informs the software of the

error

and aubsequent

recovery -actions.

The

system soffware

then decidés on the optimum configuration:

~  full  capability and fault-tolerance retention,

spare

using a

~ decreased capability, but full

switching out the the Ffaulty pair

fault-tolerance, by

~ full capability, but decreased fault-tolerance, by using the
shadow on its own
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APPENDIX 1

Levels of Fault-tolerance. {See fig. Al-12)

QuAp-~
HODULAR
REDUNDANT
PRACESSOR
MGDULE

FUNCTIONAL
REDUNDANCY
CRECKING
PROCESSOR
MODULE

BRSIC
PROCESSOR
HODULE

GOP ~ GENERAL DATA PROCESSOR
BIU - BUS INTERFACE UNIT

DECREASING COST

- INCRERSING FRULT~TOLERANCE

HARDWARE
RECOVERY

HARDNARE
SELF-CHECKING
"SELF-HEALING™

SOF THARE-
PROGRAMHABLE
RECONFIGURATION

FIGURE Al-12 - Levels of Coanfinement in the 432 System {5]

The cheapest
fault~detection

errar—-correcting
retry.
reinitialize

the built-in
parity,
arrays, and access
is detected, to
the system, run a disguestic program to locate the
fault and reconfigure the sysitem to° disconnect the faulty
module. The system will function with a lighter load until a re-
placement for the faulty module is available. The data
be  corrupted software techniques are

reconfiguration  relies on

mechanisms such as bus
codes

, Downtime is required,

acrosg
whed a fault

memory

base

Ray unless special

used.

At the other end of the spectrum, the seli~healing system uses

functional redundancy checking te deteet errors as they oc-
cur, and to limit any detected erreor to the confinement area in
which 4t occurred. Normal program flow is then interrupted
M
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for reconfiguration, - Recovery time may be as Jlong as a few
seconds.

In 432 systems, the user is responsible for msking I/Q
channels and controllers sufficiently secure, and for
providing reliable clocks and power supplies,

B . i
AL.5.2 The Besic Fault-%olerant System (B¥S) [11]

Tﬁe BFS is intended to find application in process co;trol,
transaction processing and remote equipment,
The Conhcept of the BFS.
A number of objectives were to be met by the BFS:
~ Hardware faults only were te be tolerated
~ Deterioration of system performance was permissible, but

the . gystem was to remain in working order for as long as
practicable

~ The redundancy inherent in a nulti-microcomputer
system was to be untilized, to minimize the need for extra
redundency

~ Mutusl monitoring by microcomputers was to be used
~ Standard components were to be used
~ & simple network structure was to be uased

‘ Herdware Structure of the BFS.

The BFS is a multi-microcomputer structure, in which the in-
dividual microcomputers are loosely coupled. '
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includes inter-

Each module has @

private main memary, and
faces for  peripheral devices. There is no common Jemary
Punctions can be delegated to any module that has the
rasources.

ngoessRry

The modules -are  arranged in a ring structure, with each module
connected to igs neighbours, and its neighbours® neighbours
(See  fig. AL-13).  The data . lines ars bi-directional,
and serial.
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BISK 2

TERMINAL 2

TERMINAL 1

DIsK t

FIGURE A}-13 - The Structure of the BFS [11]
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Modules eaclr have a separate power supply, and use a dix~

card Multibus system.
Software of the BFS.

Bach node has.an individual operating isystem thaot males it -inda—
pendent of the ‘other nodes. Sincé the inode hardware is identical,
the same software can be used in them)nll (See fig, Al-14).

]

RS : ;

BREINE - A wewy mmn'\ ‘
i

Il e : [

FRUIHLERME FRCTIS - Nedcioul TESTING A0 REORGAVZATION, 1
) D THILE, MHRGENENT

7
TN - €OR e EXCHRHGE OFNESSAGES AHONG NDRULES

(PN SYSTER RILES - ok xmamm&lwsn SNCHRONI 20V 10N
) 0 NI HEHORY HRIGSIHENT

SOTSP LR - k15 The svsyek To Alneriate STRTE, WD Lok
THE RESPEETIVE QPERATIHG SYSTENS OF THE HooLE

FIGURE Al-14 - The Seftware Structurs of the DFS 1§33

Al.6 Summary

Numerous systems spply fault-tolersnce techniques, especially in
the fields of on-line trarssction processing and control of
machinery.

An  dmportant system is the SIFT system, which is Sintended for
sireraft control. The system achieves improved relisbility by
having each iteration of the task executed by a number of
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processing modules. A processor requiring the results -of any
task determines the value by obiaining the results from each
processor which executed the task, and performing voting

Also important is the FTMP syatewm, which i{s again intended for
aircraft vontrel. An hybrid triple-modular redundant structure is
used, with voting being accomplished in hardware.

Other notable systems include- the Triplex 32 programnable
controller, the Agusta 129 f‘light control system, and the
Fault-tolerant Array Signal Processor. .

Notable transuction processiny systems are the Tandem system,

the Stratus system, and the Resilient system, while the Intel
432 system, and the Basic Fault-tolerant System are prime

general-purpose systens,

The study indicatés that no domirant fault-tolerance technique

has ehnerged. . Some systems make use of replication, apd others,
hack~up, Furthermarae, there is no outstanding configuration
within these techniques. It is therefore essential that

systems be carefully designed for . the partdicular application.
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DATA FLOW TECHNIQUES: APPENDIY 2

This appendix eypands on the dedcription of the dnta flow method
of program develapment, given in Ghapter 3.

A2.] Data Flow Diagrams

The basic tool for utiliﬁang data flow is the data flow
diagram. Five symbols are used, (I6], [19]
4

~ rounded rectangles for functions (processes  which
transform flows of data) x .
; 4

3
& (ort) identification

‘;desgrlptup of
procesy

‘-\\(opt.) physical location where

performed (eng. program name)

~ arrows for flows of dota .

Dascription of Data
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¢

- pen-ended’?rectengla for stores of data
i H
[ i

{\ i

/ off the store of data, elbéwhere on the
" dslagran

i
l descrilption of data
£

N

identification
3 . |

) . b
- squares for|externnl sources or sinks of data

v
1

description
of entity ~shows that the block is

' duplicated elsewhere on
/ the diagram

~ small cirples for off-page connectors

Cs—v identification

APPENDIX 2

/ miltiple ieft border implies duplication

e Bk e sl
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. Guidelines for drawing data flow diagrams are [16)

identify the external entities invelved

jdentify the scheduled inputs and outputs invelved
= &Yentify the inquiries and on-demand requests for

informgtion that could erise

~ using ‘@ large shéet of paper, place the primary gxteréal
entity om the left-hand side and draw the data flows:’ that .
arise, . the protesses that dare logically necessary and ‘the
date stores thit are probably required

W N - e ‘ B &
- draw thé first draft freahand, ingludi@ erything

except errors, *exceptlons nnd decisions: 1t =
hoak back wibb the list of inputs andwoutputs to see if
evemythxng is included. Note the excluﬁlcns
5 w .
.~ produce a clearer second. draff, using

and note exclusions

- get a user to examine the draft

¢ i
~ produce a lower—level . éxplogion of each process. Include
errors and exceptions. Incerporate * changés . in  the
top-level diagram - :

~ produce a final top~level diagram
A2.2 Datw Pictionagies

A data dicticnary is a store of descriptions of all.entities
in & system. o B v

3
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Data didtionaries’ can provide
o

n

o

- ordbréé listings ~of all‘ entries or various classes of’ -

entry, with full or partial detail

- compahite tecords : e

erencing ability

~ names from descriptions
~ eonsistency, and completeness checkihg

~ generation of machine l‘Eﬂdele‘QEt{! definitions

PN

- extraction of data dictionary entries from existing
programs @ E I R

Pata elements. are the smallest useful pieces of data. lata
structures are made up of data dnd other data
structures. Data flows and data stores are data structures
in motion and at rest respectively.

elements

Typical date dictionary contents are
5

Data v lement descriptions . N

~ name
~ description L
- optional ~ aliages for the data element ¢
-~ related data elements ;
- rapge of valuas and mg;ning of
values
~ date length
- encoding (ASCII, binary etc.)
= pther editing information




DATA FLOW TECHNIQUES APPENDIX 2

Data-structure descriptions
~ name
-+ description
~ construction in terms of other antities:
- optional entities ~ [xxxxxxxx]
- altérnate entities = {xxxxxux,yyyyyyy}
- iterations £7 entities - xxxxx ¥ (0 ~ 10)
possible numbers
of iterations

! Data flow:descriptions

=~ name

~ names of data structures that pass along it
~ source and destination of data flow

- valume of flow

~ physical implementation if avaoilsble

~

bPata store descriptions
- name .
~ names of data siructures stored in it
. = 4input and cutpui data flows

Processes
- name ¢ S
~ names of inputs and outputs

~ gsummary of the logic
reference to the full functional specification

Externsl entities
~ name
~ names of associnted data {lows
~ if person(s) -~ Number
- ldentification
if enother system - Language
-~ Hurdware

~ Information source
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Glossary entries
- description of esoteric terms

A2:3 Data Stores -
E

It is usually easier to chanfe the logic of @ process than

to change the structure of & data base., However, it is
pussible to refine data bases to their sinplest form.

A2.4 Deriving a Structwred Pesign from the logic wodel [16]

‘There are three main dasign abjectives

- performance - in throughput, run-time, or response time

~ egontrol ~ security

- chapgeability - for enhancements and post~production

debugging

The principle that the essential form'of a program piece is

1 ~ Bet input
2 = Perform transformation

. 3 - Produce output

is adhered to,
8 data flow diagrom to an hierarchical

To get from
form of input and

structure, one starts with the rowest
traces it through the data flow until the point is reached
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where it c¢en no longer be said te.be input. Likewise, the
output is traced back dinto the system uatil it can no longer
be thought of as output. The middle piece of the system
forms the transformation section.

Tree structure diagrams gre used to represent the
hierarchical system.
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This appendix expands én the techniques of program debugging,
which were briefly covered in Chapter 3.

A3.1 Guidelines While Writing Code
~ aveid using GOTO
- design wodular programs
- program for clarity and optimize later
- avoid system—depeﬁdent code
- produce good dogumentation
A3.2 ‘Assumptiops in Debugging
It is necessary to ensurs that the bugs which show up on th;
execution of application programs are present in the program
itself. Therefore it must be proved, or assumed that
=~ the computer is never at fault
=« the system software is pever at fault
A3:3 Debugging Practice
~ keepta writte; record of debugging
~ save a copy of the program befure the latest fix
=~ make sure the listing is current

- test mulbiple variastions of the program, each with enly one
change in it

~ learn from negative results




-~ watch out for 1,I,1 and 0,0
~ be aware '¢f the particular problems of & language
"~ rewriting may be faster then debugging

A3.4 Debugging Techniques

Techniques for. eliminating visible eryors
R
Indirect wet “run the prosram
R fﬁook at the documentation
“brouse through the debugging motebosk

“PRINT statementsi ) unconditional
= conditional
~ to screen, printer or disk
a
+Breakpoints. !
Snapshots. -  a printed record of tha-state of the
tachine §

Finding hidden errors #nd verifying progeam correctness

Force and theck with simple deta.

Apticipating future errors (preventative debugding)

$ireping debug instructions. =~ $re invoked only when abnéormal®

conditions occur

Firewalling. - chock data before leaving modules

SOFTWARE DEBUGGING TRCHNIQUES APPRNDIX 3
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SELE TESTING: THEQORY AND PRACTICE APPENDIX 4

This appendix selaborates on the techniques of self tesging in
computer systems. o

A4.} Introduction

Errors in a computer system may be caused by [33)]:

~ Algorithm faults o

= Progpamming mlstskes

- = Cumpoxent fawlts:

Tast .programs, which - erercise &%he computer, are’useful in
detesting bthe fallure of a component. 4&lgorithm faults' and

programming mistakes muet be removed using: cdonventional -
debugging techniques, ’ . '

Testing ~6f -+ microprocessors - is made difficult. becdause .. the
working  details of the  nicroprocessor. are not usually
syailable’ to -the  uder. Fox Yeuting, therefore, the

mickroprocesser is generally split up into functional units. An
additiongl hindrance to mleroprocessor testing is the. Pact
shot mepy data-end eeniPol. paths within the machine are-: ot
divectly aucessible. '

Huilt=Iy Self~Tegt (BIST) car be defined as the capability for a
produet {chip, wulti~chip assembly or aystem) to test it~
self, with dinput stimulation or output evaluation, or both,
being integral to the product and not requiviag eoxternal test
equipment [34].

The problem of self-testing is compourded by the fact that the
instructions used for testing way themselves be faully.
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A4.2 Tosting Theory

44.2,1 Intvoduction

The models described in this secction are used in the
functional testing of microprocessors [35],

For test ~ generation purposes, the microprocessor is rep-

resented in terms of its functional unite. Then a fault model
is developed for each of these functions,

44.2,2 Ingtruction mode

An instruction I is composed of a sgquence of
wicroingtructions {mx ,m2 ,.,...,m }+ Hach micreinstruction is
wade up of micreorders (ujs susz ,..,8q9 ) which are executed

in parallel.

k is the number of mictoinstructions in dnstruction I and q is
the number of microordersiin microinstruction j.

A4.2.3 Microprocessor model

A microprocessor 1is represented by a graph, which consists of
nodes representing

~ a register, or [y
~ g pet of equivalent registers; or
~ the special nodos IN or OUT

IN represents the source of oll contrel/data input, while 0UT
represents the slnk of all contreol/data output,

The nedes 4die connected by directed edges if =and oenly if
there is anr instruction which causes the transfer of data from

one node to the other,
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A4.2 Yesting Theory
Af.2. 1 Introduction
The models described 1in this .section are used in the

funetional testing of microprucessors (36].
For test . ganeration purposes, the micropropessor is rep—
pesented in tarms of its functional ufite. Then = fault model

is developed for esch of these functio ?,

A4.2.2 Instruckion model

An  instruction I i3 composed ofi & sequence of
microinstructions {my ,M2 ,«..i.,mk }. 'Bheh mioroinmstruct.on is
made up of mitroorders (W41 Mgz e, W Vu which are executed

in-parallel. - - %

k 'is the number of microinstructions in instruction I and g is
the number of microorders in microinstruction 'J.
4

A4.2.3 Migroprocessor model

A micropr is ropresented by a graph, which consists of
nodes representing

- a register, or
- a set of equivalent registers, ¢r
- the special nodes IN or OUT

IN represaenis the source of all control/data input, while oUT
represents the slnk of all control/dats cuiput,

The nodes are connected by directed eadges if asnd only if
there is an instruction which causes the transfer of data from

one node to the other,
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Regiaters are egquivalent with respect to an instruction set if
and only if any instruction which uses one of the

registers could use another

44.2.4 Fault Models

The micropr is @ d into the following unita:

register decoding function

data transfer paths

1

arithmetic and logic unit

1

instryction sequencing and’ control function
Fault model for the register decoding functioen.
f (R ) = the rvegister decoding function d

Ry in the fault~free case
=Ry or 0 or {R« ,Ry } in the faulty case

"

Fault model for the data transfer function.
Ynder a fault

~ any number of date transfer lines can be stuck at 0 or 1

-~ any pair of lines can be coupled
Fault model for the data manipulation funation,
The wedel depends on  the narchitecture of  the
microprocessor. The test set consists of instructions to trans-—
fer the data from memory to Lhe source vegisters, instruc-

tions to perform the operation under test, and instructions
to . «d the result from the destination to memory

164




SELF TESTING: THEQRY AND PRACTICE APPENDIX 4
Fault medel for the instriuction sequencing function.
Under a fault, one or more of the following occurs

- one or.more microarders is inactive

-~ microorders that are normslly inactive become active

- in;oirect microinstructions are active
A foulty instruction ¢an be represented as
F{I) = 1+ dv - d;
where d* i@ the set of extra micrainshruceions

d* is the set of lost microinatruetions

A4,3 12;;Jﬂ2£2§££§§
A4.4.) Introduction
There are three types of routing used in the testing process

~ test routines, which detect errors

- dingnostic routines, Qnich locate faults

~ execubtive routines, which control the overnll process
Some parts of the ﬁnchina to be tested must be oparntive. in or-
der to perform any program taske, In pariicular, once it is
verified that the read instructions are fault~free, the correct
functioning of the remaining instructions can v~ then tested
by first reading codewords into the  internal registers,

followed by executing the instruations nand reading all the
registers.
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44,8.2 Error detection 5

To detect the presence of faults, it is essential  that the %~
fects of the faults show up as ertoneous data.

d s

Built-In Checks [38] . ° : . [

Buoch checks use special. hardgare and/or codes incorporated into
the «gomputer :or “system ei& are normally designed to detect a
certain ¢lass -of error only. The.chief forms of this' type -of
check- are < N .

- data transfer checks e.g. parity, Hamming etc.

o dat# storage checks e.g, memory dugkicatibn - e

-~ arithmetic checks ‘e.g.
checks ete.»

ster overflows; out~of-range

Progranned Chechs N _§ ) 5

The selectien of programmed error’ detection snd’ correction
methods must be based on several factors (33]

= the probability of each'.-type of wmalfunction ‘and its
detection and correction by anpar\:icular technique "

‘= the probable damage prodyced by different malfunctions

- the cost of additienral storage eand incremsed computing speed
yequirements

The programmer must establish tolerances on ullpwable dis-

crepancies, and the degree of confidende o be placed in a

particular type of check. He should also decide on the Trequency

with which the various checks are to be applied
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Four testing methodologies have been applied {37}

- exheustive;tesqing -~ Al)l combinations of data pattern  and

instructions

tasted.

This

.
are

for all qnn-reﬁundant faults,

grows expenentially as

3

pensive to acromplish.

— hybrid testing

each
output. It
each individual cone.

cones,

While the )
carried out, it
Before

that

the
codewnrds,

register. test
with-

registers are checked to see that

their

Certain

to be carried ocut, These are

memory to register transfer

conditional branch

gives 100%  fault coverage
provided that they do not wmake
and

consisting of all the

and .when

the system sequential. The test time of this method is-long,
the width of the data flow increases.

lo

is not necessary to.test the

exercise
is useful bto assign unique codewords to
is run,

th
they

register to register comparison

£

pattern testing —~ A randomly chosen subsat »f the

- randomi
exhaustive test is used, sufficient’ to . give an acceptably
high- fault coverage. However, prediction of fault coverage is

dif¢ficult, and many structures are not rhndom—pattern testable.

= pneudn-exhaust;y testing - The method - seeks. to par—
tition  the systgh logically rather then-physically,. and then
to .exhaustively test .each  partitien. This allows braader
descriptions and models. However, the partitioning may te ex-

~lLogic can be divided intc a number. of

that feeds
entirve

-a single
only

gic
system, "

the. machine are being
each
the

e

registers are loaded
test ig complete, the
are as they should be.

basic imstructions must be operative in order for tests

B
:

2 g "
PIRTC I A
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The instructions allew the loading and comparison of  deta, and
the branching to an error handling routine:if there is an error

Comprehensive test sequences will utilize every command in the
machine, and exercise every accessible element in- the computer.
The blocks of code ¢an be scattered throughout the memory to in-
crease the probability that an error will ¢ause & tranasfer to
an illegal memory. location which will can: be fi}led with an . JALT
ipstruction [38]. :

The test sequences perform .
- command tests -~ All. commands yith 211 possible in-
struction options are tested. Two methods are possible

(1) The, result of an operation is " obtained in = two dif-
ferent ways; .once using the instruction to . be tested, and
onee using ] sequence - of .other inétructions that simulate
that instruction, Diffeyent pseudo-randon numbers are used as
test data. . S S ‘

(2) Instructions are repeated with different date, and the
results are compared with stored, precomputed answers.

~ -memory tests — A block  of words < is ‘copied to - a tem-
porary locatiea and the two blocks are compared. Next, test
data are written into the block, and into another temporary
location, The blocks are compared.sdd then the original data is
returned to the tested block.

~ accumulator tests =~ The accunulator is caused to count by
. ones, and the erd vesult is compered with the covrect answer,

-~ addressable device and register tests - Specialized 1/0

test routines are used. The wain machine must be operating
correctly before these tests can be made.
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- bus tests ~ To. effectively test a bus, it is necebsary. to
drive the bus from each possible register in turn, while col-
lecting a signature ir all receiving registers. ’

! : w e
Tests may also.be built into the application programs [36).  The
basic procedures are ([33)
< recomputation by: the -seme, an inverse, “or & different
process and comparison of the results. . @
- tests to see if the results satisfy certain mathematical . or
physiecal criteria )

- checks based on estimates of behaviour

~ gbecial chetks for a particular process or machine
Careful consideration must be given +o .the mimber of opeéra— ",
tions® te be cjbveied by a single check. Tnlennneescshould be

providéd because bf truncation and roundoff. - v

Accepiance Checks [28f

Acceptsnce tests are désigned to ensure that the system is™ Tully

gperational and that gll the system f’@cilitiesm“are complete

and - working befbre mcceptance.of the system by the cgstnmer.
o A

The acceptance procedure is geperally based on™>u test cycle,

comprising both engineering test programs and- operational

programs.

44.3.3 Ervor Lopging and Gonirpl i

While there are no errors, the test mequences are repeated a
specified number of times. Pseudo-randonm numbers are gen-~
erated for test data. Status messages ave printed,  These .meas

sages typically specity the sequence just .run
suceessfully, the sequence which will be ruu .next, and the don- "
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tents of the registers. Major errors will usually result in tle
teets being run in the incorrect order, or ah erratic times.

When an “error is detected, the error routine adds to am error
count and outputs an error message. The test sequence is repeated
to indicate whether the fault is transient or parmament. ‘If two
successive tests show the same error, them the fault is con-
sidered. permanent. Otherwise it i{s transient,-ind the applicatlon

program. can tontinue,

A4.8.4 Error Diagndsis

A diagnostic program ic usually employed to locate the source of
an error ance it 48 known ‘t& exist. It is useful to have separate
diagnestic programs for different parts of the system. The loca-
tion of .a fault. .re8ulby inm & record being made of the error's
probable cause. N
5 .
Biagnostic tests are not generally useful to locate faults in
certain important control circuits or -in the power supply.
iy : . .
8

Ad.4 Preventative Maintenance

v rind
Preventative maintenance should be applied x«’systems, in addi-
tion to their self-testing. This mainty nince will include mar-
ginal testing, where components of the sythp are diiven at the
extremes of their specifications. Such ﬁbsklng can show up the

imminent failure of an ailing component, thereby allowing repairs

to be made before errors are ceused.




ii

The SBO .is functionsally - partitioned into six main
sections

to implement the experimental system. .

45.1 ZThe Sivgle Board Computers [43)

A5.1.1 Overview vy

Typical uses inglude . oL -

i - multiprocessing single boerd computer -

~ mass . storage front-end processor

iii - stand-aloné single board system

45.1.2 Functioual Description

central processor

The 80186 combines DMA, interval timers, clock gen~
erators and a programmable interrupt controeller
intd one. chip. -

The B801B6 instruction set includes all the 8086
ingtructions, while adding

block I/0

enter snd leave subroutines

push immedinte

multiply gquick

array bounds checking

shift and rotate by immediate

pop and push all

The 80130 component provides the iRMX 86 nucleus
prisitives, timers and programmable interrupt

HARDWARR DETAILS APPENDIX 5
This appendix provides -full details regarding the hardware used
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oontrol., This adds to the 80186 instrudtion set,
providing ‘35 . opérating system primitive functions,
and supporting five new data types.

The 80186 provides three 1l6-bit programmable’timers.
Two. of thede are connectéd to four output ping, and
can be -tsed ko gount external aventa, %ime external
-events;;¢inerate non~repetitive waveforns; ete.  As
shippedy "the timers pravide baud rate genervation.
The thir@ tiher is not conzscted to output pins, and
is  ussful  for real-time  coding, time~delay
applications, prescaling th ther timers, or as a
DHA request sourse.

The B0130 provides three mére 16-bit pregrammable
timers, Qpe is ased as =a baud rate generator,
another #s a system timer, and the third is reserved
for use by the 80130%s iRMX nucleus. "

- memory N .

There are eight JEDEC 28~pin memory si{%! onc the
SBO.. Four of the sites are EPROM sites, and four are
RAM -sites.. The use of an expansion module will add i

four more RAM sites. Memory déyice tyns. w ize

Jumpev-selected.

The four EFROM sites are top—Jhétified in. thé IMhyte
address space, and must contain the power-~up
ingtructions. The four RAM sites are, by default
located starting at address 0.

Power~fail contrel and suxiliury power are provided
for the protectien of the RAM gitesa.

small computer system interconnect (SCSI) peripheral
interface
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This interface consists of three 8-bit parallel
ports, which may be configured as general-<purpose
1/0, 8CSI: or DMA-controlled centronics-compatible

line printer interfaces,

- serial 1/0
.Iwo  programmable communications, -interfaces are
provided. 80186 time¢ eutputs are used as

software~selectabla baud rate generators.
“of
or

N The wode operation {asynehronous, byte
synchronous bisynchronous ' protecels), datn
format, control character format, (parity “end baud

rate are under program gontrol.

interrupt control

Vs .
27 on~board vectored -interribt levelsy to service
interrupts generated frowm 33 possible sources, . are

provided. :

o

By

The 80186, 82594, and 8274 PIOs aot as slaves ta the
80130 master PIC.

The highest priority imterript. is the non-maskable
interrupt (NMI) line, whieh i
the 80188 is typigcajly
eatastrophic evente, ‘:1\/\,

copnected directly to

and used  to- signal

i

MULTIBUS bus expansior

i
4§ system bus, which g

The SBC provides Lthe me *
supports 8- apd 16-bit $BCs and peripherals, with e
20 er 24 address and 16 data lines 3
i1B¥ bus ~ a local bus eaxtension, allowing

on-board memory performance

with off-board memory
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A5,

iSHEX " bus ~ ‘multi-module on-board  expansion,
allowing additional I/0 functions to be added

A5.1,8 Operating Systew Support

s R
iBMX 86 Relemse § can be used, or CP/M firmware can be
supplied using the 80150,

W o o

A5.1.4 Developmewt Environment

Using 1RMX 86 Release 8, software--development can be

pevformed directly on the SBG, or by using one of the
compatibhle development systems.

2 the DT732 .input/gutput board [389]

A5.2.1 Deseription

\
Thei 1/0 board is memory mepped, with g Jjumper-selectable
base address over @ 20~bit ‘address-range. A& block of 16

contiguous addrees bytg»,ﬁgta}ting at the. base - addréss,

provides access tc wer
addiress registers requice

s control; date :and channel
for prograwming purpoves.

Analog input features

~ 32 singlewended or 16 differ.

ial chasnels

~.gample and hold cirvecuitry v

- fast A/D converter

- software programmable gain awmplifier (gain = 1, 2, 4

or 8)

- jumper-selectable full scale input ranges (+/- 10 Vv,
+/= 5 ¥, 8-10 vV, 0-5 V)

APPENDIX &
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-~ 4-20 mA current loop output
-~ +/- 0,06% non~linenrity over full sgcale range

- 24 000 samples per second

¥
§
A crystal-controlled "pacer® start  clock is available
for . generating sny  ons of ten jumpep-selectsble time
periods from ) ms %to 1 s for synchronizing 4/0

conversions. 8 %

" A variety of sampling modes is-avallable
- repetitive Bingle ¢hannel

- random access . e i
~ channel sgan R
7

Sampling may be triggersd in three ways

~ programmed [/0 > - f_‘f Lo

~ on hoard pacer sample timer . i,

~ external trigger

giused“ by elther the
conditions can  be

Separately enabled interrtipte
and_of_canversion or end_of;
routed to the MULTIBUS.

Red

Annleg output features
-~ 2 chonnels
~ 12-bit resolution

~ Jjumper-selectable output ranges (+/~ 10 V, +/~ 8§ V,
0-10 v, 0~ V)
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- 4-20 mA current loop for each output
Sofyware
The I/0 beard operates under iRMX 80.
46.2.2 Specifications
NOTE: References are to the handbook for_the board [38}
* . Analog Inputs

input impedshice - power on: 100 Mohm (min.)
- power off! 1,6 kohm (min.)
max input veltage without damage — power on: +/~ 35 ¢
- power off: +/- 20V
sample and hold - aperture time: 107 na
- uncertainty time: 20 ns
~ linearity: +/- 1/2 L&B
system non~linearity = gain ¢ 1: 0,08% PSR +/~ 1/2 LS8B
- gain = 2,4,8: 0,07% PSR +/- 1/2 L§3 .
common mode -voltage range: +/« 10,24 ¥
CMRR: 60 db B
external trigger: TTL Schmitt trigger, edge sensitive
triggers on the falling edge o -
#5 ¥ to G ¥ for 200 ns (min.) 1
50 ns rise time (max,) ]
digital output encoding {(Jjumper selectable):
- bipolar: offset binary or 2's compliment
~ unipelar: straight binary
~ current loop: straight binary

Analog Quipuis
slew rate: 10 V/ us (no load capncitance)
settling time: 4 us to +/- 1 LSB

aecuracy: +/- 0,06% FSR
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output current: +/- § wA at /- 10 Y
shert cireuit protected
digital input encoding: straight binary
2's compliment
offset binary
dutput ~ impadance: 0,2 ohms
~ capaditanae: 1000 pF (max.)

User Connections
Output and input chennels both use 50-pin edge
connectors, with 2,54 mm spacing. One is.used for the

outputs, and two for the inputs.

{The connectors ave 3M 3415-000 or TIN 3L2125)

‘Cables are flat or twisted pair,

{BP 436 or EPF 086)

A5.2.3 Yser selactable Paramebors . S .
Parameter Relevant Figs Notesl
Bage address 3.1 3.2 3.3 For 16-bit addresses,

rensve Jjomper 200-201

A/D input range and 3.4 3.5 3,6 When the input range is
configuration, aond cheuged the A/D converter
output coding should- be

reto)ibrated.

For 4-20 mA ioputs, the
input nuat be
differentinl. User~
supplied 250 ohm l/4 W +/-
2% 0,5 ppm/degree C shunt
resistors should be used.
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Parameter 4 Relevant Figs Notes

D/A output range amd 3.7 3.8 3.9 Simultaneous valtage and
. input coding . 3.10 current outputs are
possible. Whenever the
range is changed, the /A
Y oonverter shouid be
precalibrated.

Internal pacer clock [3.11 3.12 When an external trigger
period .}is used, the pacer cl~ck
wust be disabled

‘|by disconnecting pin 40
from any other pins and
connecting it te pin, 39

Interrupts 8.13 3,14 INT ‘A and INT B mdy be set
3.15 3.16 to trigler at EOC, EOS or
upon timéout of the pacer

clock.

. Transfer acknowledge [3.17 It is$ sometimes necessary
delays to delay this signal mateh
the XACK/ to the host to |
the computer timing

INR1/ and INHZ/ 3.19 If the I/0 board sccupies
G the signals same.memory
* . |space as RAM or ROM, it 3
may be configured to in-
hibit RAM (INH1/) or ROM
(INH2/) when the 1/0 board
is accessed i

Factory Defaults 3.20 3.21
3.22 3.28
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HARDWARE DETALLS

A5.2,4 Input and Qutput Connections

Input Connections

analog input connection schemes
. a .
~ single-ended inputs - refer to figures 4,1 and 4.2

' * common-mode .rejection is lost

- use high level inputs (> 1 V FSR)

" &

¥ - use short lead lengt§§ (<°1 m)
- aifferential inputs - refer to figure 4.3
- cgmmon—mode’rejection is obtained
- IOijevel inputs may ;e used
- lead lengths asre not restricted

-~ current loop inputs — refer to figure 4.4

Output Connections

supply to t

comnected to

he
“DAC x

cu

If the on-board dc~dc converter

crent
Lanp YR,

loop,

For - simultaneous voltage and current output, the
Jumpers must be set for current output. The current
1leop connents to "DAC x I out" and "DAC x I Rtn"; the
voltage output cennects’ te "DAG x V out” and "DAC x

* Ana Gnd", Only the current is calibratable. Refer to
figure 4.5.

is to be used as power
"+ 15 V out" must be

APPENDIX. S
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HARDWARE DETAILS ' APPENDIX §
35.2,5 prchitgnture end Programming
The address base is set to OF7TO00H yhen shipped.
Memory Addres; Assignments
Refer to figure 5.1.

Analog Input Registers

Register Relevant Fig

command 5.2

?tatus 5.3

start channel 5.4

and gain 7

last channel 5.5 j
address

clear interrupts 5.6 . ’ i
ADC data 5.7

Avalog Output Registers f

The lower byte must be written firsi. The conversion
takes place when the higher byts is written.
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HARDWARE DETAILS
Analog Ipput Function

-~ rapdom channel input - wrife to the start channel
R . and’ gain register
write to the command register

- conversion takes place

subsequent channels are selected by a write to the
start channel and gain register, before a read of
the last comverted channel i

a read of the high byte last dénverted

channel enables the next.a «eel nversion
S /
ik, y.

- repetitive single channel convErfion

write to the start chamnel snd gaifi register

write to the command register

reading;the high byte enﬂélea the next conversion
- geguential input scab

write to the start chasnel and‘gain register

weite te the last channel address'registcr

write t¢ the command register

reading the high byte enables the next convecsion

{check that the "A/D conversion done" biq is set)

is

when the EOS bit
resets it

set, reading the high byte

181

APPENDIX B

B . “‘ ‘ %/




HARDWARE DETAILS APPENDIX 5

= A/D converter trigger

Unless an external trigger is specified, A/D
conversions are started sutomatically by a software
trigger  whenever & data word is written, enabling
the conversion.

Testing of the board is described in appendix 6.

A8.3 The Moduler Serve System [40) [41) [42) .

A5.3.1 Intreduction

The servo systeii is ‘a velocity lag position control
system with a d.c. error ~channel using‘ potentiometers,
with provisien for -inserting linearizing networks to
simulate a single time-constant system.

It is used for demopstrating and teaching automatic
control techniques to students .and technicians. It
comprises modular units for individual study and for the
coustruction of speed and position controls using d.c.
error signals.

A5.3.2 Closed Loop Systems

8ince a closed-loop =ystem is ‘Yerror opermted®, it
contains the facility to compensate for any departure of
the output from the required condition set by the input,
since this departure changes the error causing a
correcting signal to be applied to the fdrward path.
Oscillations may set in, however, causing theé system to
become unstable.
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A46.3.3 Motor Characterigtics

a. Operation of the Motor
Armature control or field gontrel can be selected by
inserting eppropriate links in the servo amplifier,

b. Tachggﬂn;;utur Calibration

Sy gear system of ratio 30:1 rotntes a low-speed shaft.
The rotastions of this shaft can be counted .and the
tachogenerator quiput meagured, gibing the
voltage/speed ratie, Kg. This should be about 2,5 -
3,0 volts pep 1000 r.p.m. of the motor.
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HARDWARE DETAILS
45.3.4 Speed Control of the Motpr (Refer to fig. AS~1)
-15- V. ERROR
DETEGTOR
DEMAND—-—NAAr———b\\\\\\ sEavo POWER
M- ~4 AME, SUPPLY

FIGURE A5=1 - Block Dlagram of a Simple Speed Gontrsl Circult

The steady-state operating
may be represunted by

conditions of a ideal system
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where 0 = motor épaeg
K = forward path gain
I LR
E = error fignal s
Now R = Vref - Rg O . i N
I g
03

where Vref = reference voltdge

Kg = tnchcgeneratdf Eoistant

so

0 = K(Vref - Kgo0) )i'
. 5
or lra
B KViref E
0 & mmm—— T .
1 + KKg i

i

et

4

If the forward path gain K is large, and Kg is censtant, i {
then R
-

0 is proportional to Vref
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Properties of the Operational Amplificer Unit (Refer to fig.

e - A Vo

FI

Vo

f
b.

Th

ro

in

Th.
th

GURE 'AS~2 - The Op., Amp. Cirsuit

= ~R2/R1 +(V1 + ¥2 + V3)
for large A.
zero setting is provided.
Simple Spead Control System
e servo omplifier requires a positive input to
tate the motor. Hence, the voltage applied to the

verting op. amp. must be nogatlve,

¢ tachogenerdtor voltoge musi be conneoted to oppise
e reference voltage.
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AD.3.5 Position Control System (Refer to:fig. AB-3)

For this purpesz, a potentiometer is connected to the
léw speed motor ~output shaft.

.
- 15V A
WA
INPU! | POWER g
UPPLY =
+ 16V '
= ot
FEEDBACK 3 A
. - }
L qutpur .
X

# 15 Y =M 15 Y

FIGURE A5-3 ~ Block T :fram of & Simple Position Centrol
Gircuit )

The volts/degree ratio, Xe, is approximately 1V per 10
degrees, or 0,1 V per degree,
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Due to inertia . of the motor, the system may overshoot
the required position. To rediice the settling time, an
output .can be taken from the tachogenerator of such
polarity as to oppose the error signal.
AB.3.6 Circuik Notes
a. Operational Amplifier Unit
The unit consists of an op. amp, plus input end
feedback componenits. There is provision fur external
feedback companents.
The neminal output is +/- 10 ¥, +/-~ & mA max.
b. Pre~amplifier Unit
The pre-amplifier unit provides suitablie
positive~going signals for both inputs of the servo
amplifier to enamble the motor to be driven in both
directions by a signal applied to this unit.
Externsl compensation vircuits can be plugged inte the
unit if required.
c. Servo Amplifier
The armature or field configuration is selected by
inserting links in this unit.
d. Motor/tachogenerator Unif
If the motor Ls connected For armature control, it
should rotate at & vurrent of about 0,9 A,
The tochogencrator ripple voltage is +/- 0,25 V¢ peak
at 1800 r.p.n.
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%/0 BOARD CONWIGURATION AND TESTING

This
board,
the Multibus system,

ap‘n@néin describes the configuration and testing of the I/0
i;fmluding‘ ite insertion inte the memory address space
afid the configuration of the input and out-

put characteristics. BHxact conpections are given to
record of thé configuration details.
N %
o A B .
" - R . T

APPENDTX 6

on

provide a
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OFFFFF

0FC000

0BFFFF

080060

04FFEF

040000

800000

4AB.1. Memory Allocation

I/0 BOARD CONPIGURATION AND TESTING APPENDIX 8

16k EPROM System Firmware
Available
Memory
COMMON
MEMORY
kvailable
Menory
COMMON
MEMORY
Available
Memory
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I/0 BOARD CONFIGURATION AND TESTING

AB.2 I/0 Board Address

The I1/0 board uses 12 bytes of contiguous memory,
at & which is jumper-selected to b
16-bvte boundary.

0B7000K was chosen.

base address,

Since no other peripherals are

used,

A8.3 1/0 Board Configuration

46.3.1 Base Address

OE7000H

20-bit addres§, so insert jumper 200-201

! Header #!

<
o
[
]
S

JADDRx/

MW Y O W e e a0 o
O OO OODOOC o

W
=

11 B3
12

i3

e e o

APPENDIX 6

starting
& on any
to be
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I/0 BOARD CONFIGURATION 4ND TESTING APPENDIX 6

A6.3.2 A/D Input:-Range; Gonfiguration and Coding
Input repge: +~ 10V

Insert jumpers - 58-71
80624

Remove jumpers - 58-83
60-81
: 82B~71

Configuration: differential

Insert jumpers — 23-24A
25-27
51-538
53A-56
54-558
55A~57

Remove jumpers - 24B-25
26-27
50-87
51-84
52-B54

Coding: offset binary

Insert jumper - B6-67 :

Remove jumper - B67-70
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I/0 BOARD CONFIGURATION AND TESTING

A6.3.3°'D/A Qutput Range and Coding

OCutput range: +- 10 V
BAC- O
Insert jumpers - 3-8
B-7
Refiove Jumpers -~ 1-2
3-4
6-8

9A-104
9B-10B

DAC 1

Insert jumpers -~ 15-17
18-18

Remove jumpers - 13-14
16-16
18~20
21A~22A
21B~228

Coding: offset binary

DAC O

Ingert jumper - 43-44

Remove jumper ~ 42-43

g
e

i

L

APPENDIX 6

183

e ol



I/0 BOARD CONFIGURATION AND TESTING APPENDIX 6

DAC 1

Ifsert jumper ~ 46-47

Remove jumper — 45-4%

A6.3.4 Pacer Clock Period

Trigger: factory default (ls)

Pins connected to pin 40 - 38

Pins not connected - FR,SQ,51,82,33.§4,35,36,37
Interrupt: factory default (977us)

Pins connected to pin 41 - 28

Pins not connected - 30,31,32,33,34,35,36,37,38

A6,3,5 Interrupts R

Int A: not connected
Int B: not connscted _

Pins not comnected - 63,64,66,78,79,80,8),82,83,
84,85,86,87,96




I/0 BOARD CONFIGURATION AND. TESTING

A6.3.6 Transfer Acknowledge Dela

Factory default {0,088us)

Remove jumpers — 74B~76
. © 76877
T4A~73
T5A~72°

A8.3,7 Reference Jumpers
Pactory default
Insert jumpers - 97-88
48-49
Remove jumper ~ 98-8%
AB.3.8 Memory Inhibit Signals
RAM inhibit: not asserted
Remove jumper - K3-K4

ROM inhibit: not asserted

Remove jumper - K5-K@&

APPENDIX 6
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I/0 BOARD CONFIGURATION AND TESTING
AB.4 Input/Output Connections

AB.4.1 Uabling Connections

Multibus System

]

0 (J1}

APPENDIX 6

Distribution Box

Inl

I (J2)

I

A - N -]

DAG
DAC
bAc

W NN OO~ OO

3

Ay b
Returin
Yk
Retur!
il
Lo

Hi

Lo

Hi

Lo

Hi i
Lo

Analog -Ground
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1/0 BOARD CONFLIGURATION AND TESTING APPENDIX 6
A6.4.2 Distribution Box Wiring
0
——-__ﬁ\\o——-————-—-—o’o—— H
e ! out @
fR— t
Nt
—
4 470 .
l_/—:}—— H
in 0 "
P 470 o
v_l-(:_w—— L i
[ 470 ; <K
b B
in 1
7 470
L“‘_—)——-—-———-L
2 i ;
- out 1 . ‘
3 L E
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Box!

{Dist.

{Wire Colour|~w—mmauae|

I White

Description
1V out

iComputer!
!PiniLine!

1/0 BOARD CONFIGURATION AND TESTING
AB.4.3 D-connegtor configuration

10
11
12

Black

Burple

Blue

Oringe

Turqueise

Pink

Red

Grey
{i8hield

'
H
i

0 I out
1Y rtn
1 anp gnd
0 ana gnd
ena gnd
ana gnd
ana gnd
ana gnd
ana gnd

2%

25
16
20
22
24

f11 ] 21

t13
118
121
123
124
126

-

PP
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1/0 BOARD CONFIGURATION AND TESTING APPENDIX 6

A6.5 Testing

NOTE: Rxtensive reference is made to the handbeok for the I/0
board [39]

A6.5.1 Method of Calibration

D/A Calibratien

Gain Adjust Offset Adjust >
R 16 R AT i o
"
R 31 » 32 ;
- assumptions - ) i
software to provide output codes is available ;
i
output cable length < 3 S
i+ load impedance > 10 kehm
5

« Bquipment required

precision voltmeter - § decimal places on the #/- 10 b
v range

cables and connectors

~ connections

voltmeter + to DAC output i

voltmeter ~ to analog ground of DAC

204
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170 BOAHD CONFIGURATION AND TESTING APPENDIX 6
~ calibration
allow 1 hour for the system to warm up
refer to figure 7.1
unipolar offset  (0-10 V and 0-§ V)
u;cput 00H and adjust for 0 V
unipolar gain
output OFFFH and adjust according te the tgble
bipolar offset (+/= 10 ¥ a‘nd /=5 V)

output O0H and adjust for minusg full scale

bipolar gain
output OFFFH and adjust for fuil seale - 1 LSB
A/D Calibration
~ assumptions

software to provide readings and display them is
available

calibration is on channel 0, with all other channels
returned to analog common

input cable length < 3 m
~ equipment required

precision voltage source

cables and connectors
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¢ = calibration . .

o set“gain to &

I/0 BOARD CONFXGURATION‘AND TESTING APPENDIX. 6 °©

-"single—endsd operation ~ see the figure on page 2

o

. o
% (5 differential operabiop N seejthe figure an page 4

allow 1 heur—f<r the system to warm up '
s o

unipolar zero _

s set gain to .l
;

input 1" LSB and adjust the offset for 1 Count

input 1 LSD and adjust the amplifiér offget| for 1

(A\V © - cbuntcas sdyn in the table &
" g . o oo
upipolar full scale . <

g8t gain to 1
input full scale ~ 2 ISBs and adjust according ' to

the table on page
=5
bipolar zero
> K
#

= set gain to 1

o

inpit* - full scale "+ 1 LSB and adjust the zero
potentiometer according to the table on page @

ig

o
_set gain to 8

adjust the muxiliary zero

bipolar fui’i scale

[

page 6 :




170 BOARD CONFIGURATION AND TBSTING APPENDIX '8
set gain to 1

LSBs and adjust according to

input full scale -
the table on page. 6 . -

1AB,5.2 Calibration

- . Analng output required no calibratioen. .

Analog input 0 was tied to analog output 0, and the number
of erronecus readings was minimized by adjustwent to the . -y
“offset and gain. :

After calibratian, the average error rates were

Single-bit errors - 1 in 1833 samples SN

Multiple-bit errors - 0 . - ,S
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SOFTWARE REQUIREMENTS b APPENDIX 7

A7.1 Introduction

The requirements for the software part of the system .were gen-
erated by examination of the system functional specifications:
This sppendix provides the full Software Requirements documenty
discissed in chapter 5.

- N . =

Bight major functions sre required of the softwars:
- Task I/0 handling

~:§elf and mutual testing of nodes |

- Time-staggered operation i }L .

—-Watchdog timing

-~ Brror handling
~ Task control .

~ Inter~node communigation .

~ System initialization

A7.2 Taesk I/0 Hapdling

Task 1I/0 handling is the most important fault tolerance
feature of the system, It is expected that this utility will
provide the most meaningful system _ failurewavoidance
capability, in that the task I/0 handling. routines wilk
. prevent the production of erroneous outputs, and also inhibit
the spreading of errors through the oapplication systen
software,

204
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SOFTWARE REQUIREMENTS . APPENDIX 7

A7.2,1 I/0 Devige Checks

Because the system is intended for use in & control-emvironment,
input ‘and output devices dre .of prime importance. .No matter . how
fault tolerant the computer -system is, wundetected sensor and
servo failures will override its effect apd cripple the system .as
a whole, For this reason, 1t is important that regular checks on
the I/0 devices are made, especially when they are about to be
used.

For output devices, readback and feedback checking .of output
channels must be supported, while for input devices, input
reasonableness and consistency cheécks must be supported.

If -etrors are dotected; these must be signelled &so that the
operating system can take appropriate action.

AT.2.2 1/0 Request Servicing

In order for the application system te wmake use of
fault-tolerance procedures, 1/0 request servicing must be
provided, This will ensble application modules to call
¢perating system routines which perform 4input or output (as
required) in a fanlt-tolerant manner.

The key aspect of I/0 servicing is the application of voling on
the data supplied by -each node, Errors can; thus be

eliminated, and faulty nodes pinpointed. v

it is necessury that, once ‘a voting operation has been per-

formed on ap input to a task, all nodes use the same input
value in their calculations; otherwise different answers may
be produced, causing confusion in the voting process. (This

requirement is based on the proposal that, given the same input
data and the same process by which to transform that data
identical machines will produce identical answers).
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To provide full facilities for applicdtion programs, all
types. of. task I/0; including memory modifications (i.e. RAM
output) end memory data input; as well as  other peripheral I/0
types :must be catered for in the I/0 request serviging package.

0f particular-importance to the target application, multi-input
servo device handling must be included.

A7.2.3 1/0 Records

Throughout the various operating system  sections, good
records must bé maintained, for two mein reasons

- to enable the operating system to Pperform | fault diag-
nodis when necessary

- to allow system monitoring at various development phases arnd
for maintenance and repair

As with other operating system sections, I/0 records include two
parts of the fault-tolerance record - structure, namely error
records and fault records. Error records will consist of notes
of any errors -detected, as well 88 any other information as
may be determined. Similarly, fault records will consist of
notes of all faulls found by the mechanisms.

In addition, the I/0 request seryicing section of the system must
maintain a list of the I/0 devices together with their opera~
tienal status and notes about peculiarities of the devices
{such as vreplication ¢f dinput devices and dual inputs to
output devices).

A7.3 Self and Mutual Teabin

Equipment-testing programs are primarily intended to forestall
the occurrenpe of ah error by detecting hardware faults at an
early stage. The programs can also be used for fault

pinpointing once an error has occurred
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SOPTWARE REQUIREMENTS ‘ APPENDIX 7

Both self testing and mutual testing must be included because of
the possibility that the software in a node is corrupted. This
corruption, when affecting thc self-test software, may cause the
node to erroneously report itself fault-free. The testing of. a
node by another node will detect this situation.

A?.3.1 Iest Descriptions . »

All parts of the system should be exercised by the test programs,
inecluding the

= Wemory components

~ processor subsystem

=~ 1/0 equipment

- inter-node communication squipment

end any other special equipment.

Fixed data, désigned to detect stuck-at faults, and random
data, , toe give as high a pattern-dependent fault coverage as pos- " b
sible, must be used,

Programs should be provided to activate remote tests, and .
otherg should be designed to respond to these nctivations by per—
forming the required test(s) and reporting back via the com~

punications bus., N

All routines must, on detection of an error, report this fact
to the operating systen, 4

A7.3.2 Test Scheduling I

Equipment testing may be scheduled to take place in three cir- N
cumstances. 5
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When the cpu has no tasks to run, equipment testing must be un~
dertaken to detect hardware faults as early as possible,

If the voting mechanism (or eny other mechanism) indicates that
a node has erred too often, then the node must remove itself
from the -operational system and perform self-tests until it has
either failed . to isolate a fault, or has pinpointed the
fault as tightly as the tests allow.

Finally, when the voting mechanism is incapable of
identifying the erring nodes ‘after errors have been detected
(i.e. when two or three nodes err simultmneously), then =all
three nodes must cease application execution, gpnd.:perform
self- and mutual-tests, i

A7.3.3 Test Records .

As ‘before, error and fault records must be updated Jccnrding‘to
the results of the tests.

Also, records must be kept on the condition of devices,
especially whether or not they may be used

A7.4 Time-staggered Operation

This ‘aspeect of the system is key to the effectiveness of the
voting mechanism. By ensuring that the nodes do not execute the
same instruction at the same time, +the probability of .two nodes
producing the same error due to a transient fuull is made insig-
nificant. Hence the voting mechanism can detect the eérrors..

L A7.4.1 Setting up of Stagger
Proceduraes must be ﬂrovided by which the relative clock times of
the nodes can be set to different values. Also, it must be pos~

gible to check the stagger periodlcally so that clook drift does
not move the clock positions too far from or close to one
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another. Errors must be brought to the attentien of the operating
system. :

A7.4.2 Time Stadger Records
Any errors uncovered by the time staggering set-up or check pro-
cedures showld be noted in the error record structure.

A7.5 Watehdog Timing

This part of the.system provides extra error and fault detection
capability to the system.

i
A7.6.1 Task Completion Chechks
After each task,: the node must make availablé to other nodes the
task number (idesitification) and completion time of the last
task,: This datz will form the task-complete record for the tésk.

Thereafter, the nade must check the total task-complete
record set (from all nodes) to see if there are any dis-
ecrépancies. Both task humbers amd task complete-times must be
checked, g N

Any discrepancies must be reported to the operating system -for
appropriate action.

A7.6.2 Timing Hecords .

Again, errors must be noted in the error record siructure.

A7.6 Error Handlin

The system must 'provide the facility to preserve system
oparation when an error has océurred, There should be the
means to restore the system to its fault-free state wherever
possible.
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A7.6.1 Node Errors

The first sign of a fault is the detection of a node error, by
any of the means included in the system. When this occurs,
the operating system must take appropriate action. This action
is to be provided by the error handling routines.

* W U
1f a node has erred only once {or sn acceptable number of
times), then a number of actions must be taken.

First, the error muét be recorded in the error record data
base. Secondly, the  correct data must be provided to the err—
ing node. Thirdly, nodles must begin voting on which task to ex-
ecute. . ; .

[ “
if an unacceptable number of errors has occurred in one
node, then more severé action must taken. Firstly, the ‘error
record base must-be updated , &nd then examined to see 1if any
conclugions can be drawh about the naturé of the fault.

1 .
Then the node must be’inscructad to cease applieation progrem ex-
ecution and tao perform extensive self-testing. Once the- ‘self
testing procedure is complete, the node may then begin execution
of application programs if it has sufficient capabllity.
The  current schedule list must be provided to the node at this
time, by the other nodes. The node .may then prowvide data for
voting, =as before, but muat be igrored until it has produced‘
correct data for an adequate number of succeasive votes.

AY.6.2 Fault Diagposis

In order to facilitete fault isolation and to provide data for
systen rspairs and improvement, it i8 necessary Lhat the system
porform fault diaynvéts whenever it is suspscted that @ Tault ex-
ists (namely when o node is isolated for testing).

This procass should be the gystematic application of test proce-
dures to isolate faulls as much as possible. Once the fault is
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pinpeinted, ‘an alternative resource may be used in place of the
faulty rescurce if one is available.

A7.8.8 Error and Fault Records

Error handiing routings must provide the bulk of the error and

fault record mahipulatien. When an error report is made, the -
routines nust update the relevant recotds, such as node~ . i .
error counts, error-typae counts atc. v

A7.7 Task Control

A most important part of the dperating- system, tmsk control
routines, must be provided to take care of tlie scheduling and
descheduling of tasks,  both application tagks and operating
system tasks. g

A7.7.1 Maintenance of Scheduling Lists

T : . 3
Routines must be provided by which application tasks must be able
to gchedule and.déschedule other application tasks, Routines must
also maintain arder in the lists for ease of task execution in-
itiation, .

Normal execution lists will inciude both operating .- system
routines and spplication routines, while an exception list must >
be available when the node is instructed by the systewm to un-
dergo tesbing, f

A7.7.2 Performapce of Scheduling

When 1o exceptions have been discovered, the normal list is Fol-
lowed, while in exceptional circumstances, the exception list
becomes active. ’ “

If a node is ddentified as having erred, then, as a :
precaution, the nodes will confer on ench tashk before it is ex—~

ecuted, This will identify & fault if orrors are then 1
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detected. Also, this will pravent +the execution of an in-
correct task. If the cpu is too busy to handle the extra lvad,
then the precaution!nust be forfelted, and the voting and
watchdoff mechanigme: must be relied on to detect the execution
of an:incorrect task.

? i

Abnormal conditions detected by any of these routines must be
reported.

. i

A7.7.3 Tasl Records +

A record musi be made cn the execution of each “task. This will
aid system testing, jmintenance, repair and improvement.

Errors. must be recorfled. . 2 .

A7.8 Inter-node Comminication

Although the cosmunieation is to be imitated using common
memory, the correct format is to be retained se that in the .in- ey
tended application, little modification is necessary

A7.8.) Communicotion;Handling

Routines must be provided by which modules may transmit and .
receive messages via the communications bus system. These

routines must control all communieation board~dependent
functiona, thus simplifying the communicatien procedure and L
providing an ervor ipterception method, m

All  evrors and faults signelled by the communlecation beard must
be reported to the operating system.

212




SOFTWAR% REQUIREMENTS APPENDIX 7
i ]

i .
A7.8.2 st Links
i
It mug, ke possible to esteblish fest links for both com=
munje Tysystem testing, and remote test initiation, - ! '
4 :

AT

i
%ng‘of Bus Activit

o,

Althoug L function is not part of

necessary for the demongtration set-up. Procedures bust ex~
ist  whfich wil; take care of flags, buffers, etc. that would
be handlled by the communicstion board. i

the system,’ it iw

A7.8.4 |Communication Records .

Bus acilivity should be recorded hy bus controllers for |the pur—
poses dif testing, ‘maintenance and design improvement.

Error afid fuult records‘must be updated when necessary.n

A7.9 Syibtem Initi

This suite of routines must be executed ui power-pp.. Thel

routinds must establish the working environment  fol thé

operatiing systém by initislizing devices and performiny system

confidepceytests. . 4
N K

kizntjnn H

A7.9.1 Tnitislization of Davicoes
!
i :

ALl devices must be initialized. [

I .
A7.9.2 Bystem onfidence Tes ;
|
Extensiqﬁ pre~operation tests must be run. These must include ex-
tended versions of the self and mutual tests provided as well as |

enhancedA tests to exercise peripherals, especially servos and
sensors, '
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47.9.3 Initielization-Records

All-errors and faultd must be reported. Critical faults, “which
" preclude - the successful operation of the system, must be sitg—‘
nalled to the operator. '
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APPENDIX 8¢

SOFTWARE FUNCTIONAL SPECIFICATION -
T

o . R .
This appendix gives: the complete software functional specifica-

tion, which was derivéd from the software requirement specifica-
tion.: ‘Each section of the appendix starts with a diagram that
shows how the desgribed software fits inte the gystem. :
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? - o TASK
. /1
N ‘ 1/0
Pevice
Checks

readback teasonableness error-
i ¢ & -feedback & consistency signalling
a checking chécking

READBACK AND FEEDBACK CHECKING: ® . E "

dback -~ If the output thannel has a readback input ;
channkl, then this is noted in the I/0 device record g
structure. The readback checking facility is called when an ‘

© " gutput is performed, and the application wishes to cheeck that 03
the output chauwnel is operational. The resdback facility B

¢xamines the I/0 device records tu see if there is a readback
input ° channel, and tp get the tolerances amssociated with the 3
iﬁtput channel. It then compares the output value requested g
b the readbock value read. If the values are sufficiently

wlosae, then the mudule returns a status of OK. If the vdlues %\

‘are too far apart, then the module creates an errov and a
fault record, and returns a status of NOT OK.




Feedback - The routine simply compares the actual feedback
values with those that the application tells it to expect.
The facility is used as an extra device check when required.
The ‘application program must supply the sxpested value. The
feedback routine then obtains a feedbeck value and compares
the two. If the difference is diore than a telerable value,
then the feedback check routine returns a etatus of NOT OK
and creates an error and a fault record, If the differance is
ascceptable, then the routine returns a stntug of OK.

REASONABLENESS AND CONSISTENCY CHECKING

Reasonableness - Upper and lower bounds exist for input
device readings. These values are stored in the 1/0 device
records, When an input iz measured, the returned value is
compared with these values to see if the input is reasonable.
If the value is out of bounds, the routine creates error and
fault records, and returns a status of NOT Ok. Otherwise a
status of OK is returned.

Congistency =~ There is a maximum rate of change possible for
each input channel. The value is held in the I/0 device data
base. A new input value is compared with the previous input
value from that device. If the difference is too large, then
the routine crestes an error dnd a fault record,and returns a
gtatus value of NOT OK. Otherwise, the status value is OK.

ERROR SIGNALLING ~ N

Error signalling is accomplished in. two parts. Pirst, an
error record is gonerated. This brings the ervor to the
attention of the operating system via the record creation
subroutines. Secondly, the application program is alerted
by means of the ‘status value. The application can decide on
the next suitable course of agtion.

- ok X e ARE . s
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» TASK >
i/0 i '
/ ’ 4
1/0 : i
. Request “W
Servicing X
consistant all types multi- ertror %
voting input of input signalling h
data £/0 servos L B
VOTING . ' 4

When an application program wishes +to obtain an . important

pisce of information, it must use an input routine provided
by the system, The application provides an identification of
the required jinformation. The system call returns the value
and a status value. [The routine consults the I1/0 device
records to get the form of the input required, Each node that
has a version of the required input stores it, and transmits
it over the bus network 3n n sequence that ensures that
e stagger 1is maintained. If an acceptable number of errors is
. . found, then the routine returns the voted value snd a  status

3 % of OK so that the application may continue. An error record

is generated it there are errors. If a double {or a triple)
S error is detected, then the medule returns a status of NOT
OK, and the returned input is meaningless. An error recurd. is '
generated. The application must decide on what action to
take.
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When apn application program wishes to perform output in a
fault~tolerant manner, it must use an output routine provided '
by the system.-The application provides the data, and the B "i
identification of the output path. The  system returns a
status value. The routina determines the characteristics of i
x&gvdatu to be output, from the I/0 records. The routine then
obtains the other versions of the datn from the other nodes,
votes, and performs the necéssary output actien.

CONSISTENT INPUT DATA-*

M Cohsisteﬂcy of input data is emnsured, since.the nodes vote on
the same data.

’ ALL TYPES OF, 1/0

vRéM and RAM - Bach node has local ROM and RAM, which hold a
version of the data. Whed an -input from ROM or RAM is peeded,
the. routine obtains all versions of the data via .ihe
communications bus. The voted version is veturned to the 4
application, If tlhe routine finds that the result of the vote ¥
.is different to the value held in its local RAM, then the X
#rect value is written into the RAM; and an appropriate
erfor record is generated

hen an output to RAM is needed, the routine obtains all
_ versions of the deta via the data bus, votes, and writes the %‘ ‘

«result into memory.
t Node sensor inputs - Most sensors are not replicated at each I
%”} pode. The I/0 device records hold the conflguration details.
<" §hen sensor input is required, the routine checks tha I/0 o
“device records to find out which nodes can provide input N
“‘ ¥ s data. If the 1local node has the required inputs, then the 5
routine reads the data and transmit the value to the ‘other o
R nodes. It also receives the data from the other nodes. ¥
o "
1 % .
: 3
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Aversging takes place where necessary, applying a tolerance
appropriate to ‘the "device (also held in the 1/0 device R
records) to decide whether or not the input is wvalid. When
there is only one sensor, it is the responsibility of the
local nods to pass the data to the other nodes.

Node servo outputs — Most servos are the single-input type,

and . are associmted . with ' a particular node. When output to
such a servo is o be nade. 4ach’ node subnmits a value for the
output, the local nedy ~gn the submissione, and performs
the actual - sautpyt. . ﬁ-input sefvos are present, the

)*ent nodes. Again, each node
SEEh node with a physical output
n

‘* ipputs are attached te.
submits a value; and

e
performs the actual opera ébv
~ o

Discrete sensor inputs - When the sensors are remoté from the
computing nodgs, they are centrolledg via the communication R A
bus, - Tn this' case, any of the wvowputing nodes has the .

wgapability to transmit thé control instriction. The current

riyus moster issues the gctudl cofmmand.

Disereté gervo outputs— Similarly,-servo control: instructions

are. issued by the current bus masﬁerA R PR e

Sl * MULTI-INPUT SERVOS ’ e i

Multi-input servos arg' catered for ih the /0 reguest
' servicing routines,

FRROR SIGNALLING : W o

Errors area reported to the application by -means of . status
values, and Lo the operating systew via the creation of error ‘
and fault records.
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TASK
ITO
1/0
~RECORDS
;
/0 Error Fatlt
Channel Records Becords
: ow s Status

1/0 CHANNEL STATUS

1/0 channel regords provide the information necessary for the
operating system -:to perform: -1/0 operations. Most of the
information is {nvarisnty @adiis: programmed into permanent

storage. The vemsihdsr’ of the data is estublished at
rup-time. i
M The rocerds consist of an  identifier, followed by

type-dependent permanent parameters.

Memory -~ A memory record consists of an ldentifier marking
the memory as ROM or RAM, followed by the node address(es),

input (sensor) record consists of an

followed by the
the local address of the

P ‘Input - An device
g identifier marking the
node address(es) of the device, and

device as a sensor,

device, (Note that more than one sensor may be available ‘-

provide a particular plece of data). Alse included are

: 221
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a maximum positive rate of change and a maximum negative rate

of change for the variable, thus defining the consiatency
limits for the variable. An upper end A lower bound for
reasonability are stored so that an error can be. signalled

should the variable attain & value outside these bounds.
An. input deviastion telerance is included, which sets down the
maximum deviation that is tolerated between like senmsors.
Qutput - An oulput device record consists of an identifier
marking the device as a followed by the
addrass{es) of the devige, and its local mddress. The IDs of

* assaoiated devices are stored next. If the output
readback input associated with it, then the following infor-
mation is the input ID. Otherwise it is an invalid value. If
the output has a feedback input essociated with it,  then
the following information is the input ID. Otherwise it is
an invelid velue, If there is readback,
follows, and if there is feedback then there is a
tolerance next.

servo, node

has a

a readback tolerance
feedback

For each ilnput, there is n temporary storage space (i.e. in
RAM) where the last neasured value is stored, as well =s a
time when the

determine whether or not the lnput is consistent.

value was measured. These values are used to

For every device, there is n status record, showing whether
or not the device can be used. This:is also in RAM,

=
o
e
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MEMORY - INPUT OUTRUT STATUS
ID->| ROM/RAM 19-> |sensop Iv->[servo ID~> |OK/NOT OK’
{ nede addrs node addris node addrs RAM
ROM upper reapon reedback
bound i
lower remsson feedback
: bound ¢ 1D
max d/dt pos readback
tolerance
max d/dt neg i
feedback
max deviation tolerance
20M . ROM

ERROR RECORDS

last reading

time of last
reading:

RAM

All error records conform
manipulation of this data is simpiified.

ta

a

standard format, so that

T,

i




The error record must contain the ID of the data which was
found to be erroneous, and its node’s bus address, the method
of detection ‘which exposed the error (error type), and the
bus address of the node which found the error.

Error

“data ID

error type

node eddr

The node address is necessary becnu&a,duta will have the seme
memory addresses in the final system.

FAULT RECORDS
All fault records alse conform Lo & standard format.
The fault record must coentain the ID of the davice which is
faulty, the method of fault detection (fault type), the bus

address of the node which found the fault, and the node-tinme
at which the fault was found.

224
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Fault

device ID

fault type

node addr

APPENDIX 8
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. “ SELF AND
S y MUTUAL N
TESTING B
TESTS
. 1/0 random - remote
nemory i equipment data test "
s genere\t;fnn responses
inter-node remote error )
processor comm test ¢ signalling
eqiipment -activation

MEMORY
Memory : ‘testing is a . time 'éoﬁ%}uming ‘process. If tlhiere is
adequate cpu-time available, all mamory is tested. Otherwise,
only representative pieces of each IC are tested: - (Total  IC
failure is more common thah individial- memory cell failure).

Complete memory tests are éxecuted at power-up,
The memory testing prucedure is: o |
wo . [
13- A block of memory is transferred to a temporary memory
location. The copy is checked against thé original teo see

if any error has occurred in the tramsfer.’y

2) A sequence of “sliding ones” is written into the b!ock,;‘
and read back. This shows “"stuck-at” faults, and
cross-coupling feults of both the memory and the bus
system which provides access to it.
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3) Pseudo-random - numbers - are written into the block of
memory belng tested,” and into another tewporary storaze
area. These data ard' compared. This test is intended to
reveal pattegrn-dependent faults.

4) The original data is -copied back to the memory block,
and this is aghin checked againat the duplicate
If an error is detected at any of the-stages, an error and-a
fault:record are produced. The routine 4is called by the
operating aystem, and returits o status of OK or NOT 0K, as
necessary; allowing immediate fault handling if the operating
system So wishes.

At the end of memory tesfs, the processor communicates’ the
results with the other nodes, so that they may update their

records.

PROOESSOR
It-is essential that the processor .is operational, or the
node iy jdcapable of  performing uny useful work. .The
processor ¥4 therefore extensively tested before the system

is put dinto opet. -, and is periodically re-tested to en-
sure that it remains. operational.

Thé core instructions are tested Tirst, because they are

required to test the other instructions. The core
instructions are

1) memory to register tranafer
2) register to register comparison
3) conditional branch

It any of these instructions fail, then no further testing is
possible, and the node is useless. Therefore the processor
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sends an appropriste message t¢ the operator, ' gnd operation
terminates.

If the  instructions are executed successfully, then teésting
of the processor céntinues. - All possible processor conmands
are tested, using known data and precomputed results.:

Power-up testing starts with processor checking;.when this is
complete, other tests are undertaken. When perivddic processor
checking is done, a status value is retarned in .addition to
the error -apd fault records; which are produced whenever

necessary. "
At the end of the processor tests, the node communicates the .
results to the other - nodes so that:they may-update their
records. T

I1/0 BQUIPMENT

2 Since the system may be used in different environments, it is
possible to add or remove I/0 equipment test routines as &
necessary. Therefore, -the core +I/0 equipment test routine
consists of a set of -calis ta all the appropriate
sub~routines, which test the different types of equipment.

The present system requites two. types of testing

1 .” 1) ;nalog input . . ’ .
] 1 . 2) analog output . i v 5"
[ £ . Analog input ~ Thie first checks on the analog inputs are of &

3 the 1/0 board registers. All those registers which may be
) checked, by readiﬁg back, are loaded with appropriate values,

i and verified, i
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INTER-NODE COMMUNIGATION EQUIPMENT

APPENDIX B
Next, all- input channels are read, and their values checked
for reasonableness:. The I/6.device records are consulted.

Analog output —.A11l output. channels  with readback and/or
feedback set £o a series of output values
appropriate - to the they Readback
feedback are performesd, and the values checked against bthose
which are. expected.

capabilities ‘are

devices control. and

<@

If the results of the tests show errors, then,sbth the output
and the readback/feedback .devices are
because . it is not -possible to distinguish.between them with
respect to the position of ‘the fault.

marked ds faulty,

error-.is
At the
the nede communicates the results to the

Error and fault records are generated when an
detected. .4 status velue of OK or NOT OK is! returned.
end of I/0 testing,

other npdesf so that they may upﬁnte their records. “

The communication contrgllsr board is intelligent, and

performs many of its own checks. The result of thése  checks

is returned via a status word in the communicafion system
. n

control block. ;

On power-up, the boerd is given a seftware reset.command, and
the status is read to see if any faults are present. .

When the system is operating, and the conmunication equipment

is to be tested, a NOP commend is issued, and the status s
read.
Next, @ communication 1link is established between .two

conttollers. Known messages are passed between the nodes; any
discrepancies or error reports are noted. Random data is used
tor the testing. All action commands that can be .tested
verified.

.are
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Error and feult ‘records  aré generated when an errvor-is
detected, & atatus value of OK or NOT OX is returned:

At the end of the inter-node communication egquiprient testing,
the nodé communicates the results to the other nodes so that
they may update their records.” °

RANDOM -DATA GENERATION . ’
Handom data is used in many of the test procedures.

Psetido~randon - numbeds with a flat distribution curve are
giénerated, using & s¢ed obtained from an uninitialized RAM
lgcation,

REMOTE TEST ACUTIVATION

In :order  to provide mutual testing, a sef of routines must
provide the necessary actions.

Remote test activation takes plece®™ according to a -fixed
sequence., This allows the establishment of a rendezvous
between participating nodes.

The activating node serds a message to the activated node,
ifistructing it to perform a sequence of tests. The activated
node responds by performing the requestad tests one by one,
sending a report message back to the activating node after
. edch test. .

Tthe activating node monitors the teat results and genarates
appropriate error and fault records which it also later sends
to the activated node so that iis records can be updated.

REMOTE TEST RESPONSEBS

The activated node produces a report message consisting of
the results of each test and the node’s opinion of the
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results. This enables the activating node to decide whether

or not the activated node is capable of meaningful decisions.
The agtivated node then accepts any error or fault records
from the sectivating node, performs self-teets if necessary,
and creates its own error and fault records.

BRROR SlGNéLLING

S&1f and mutual testing routines are invoked by the operating
gystem. Therefore the returned status messagés provide the
operating - system with tlie ability to decide on the course of
agtion, according to the results.

Error and fault records are also gencrated

APPENDIX .8
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SELF AND
" MUTUAL
TESTING

. = 5 Teat
Scheduling

cpu i erring wiresolved
idle ; Hode wote

CPU IDLE ° . { -

ALl free cpu time is used for additional ’system cdnfidehce
testing, This allows early detection of hnrdwnr$ £diluves,
Tests are done in a cyclic mennér, with  ss meny “fesfs “gs

possible betng fitted -{nto the cpu-tdle times, at fhe dext
cpu-idle time, testing resumes with the néX¥. test in  the
cycle. ! u §

g : i B
For the purpose of fittfng tests into free time, a table nust
hold the WITH-ERROR executiow: times for each test (ite.
inciuding the time needed to create errdr and Tault records).

The operating systew checks on the available time, checks l";he
required time for the next test, and executos the next test
if time peruits. B .

Appropriate error and fault records are generated.
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i,

ERRING NODE

When the error handling section of the system decides that a
node has produced too many errors, it instructs the mode ke
perform a seguence of self-tests, If the errors exhibited.by
the node are all of a particular type, then it is only
necessary for the node to test the appropriate subsystem. If
the testing reveals  fault, then-the node reforts the faylt.
If no fault is revealed, then ‘the node must refiain configired
out of the éystem. N - . 8 .

e

If the detected fault is not sufficiently serious to cause
total node failure {e.g. duplicated sensor fai;l/v:\re), then the
node may be brought beck into operation. Otherdise thé 'node
is no longer considered part of the system (e.g. in the. case

of processor faildre).

UNRESOLYED VOTE “ :

It would be wasteful to shut down the sys\:ein after only one ‘._‘
wiresolved vote, The chances are great ‘that the mis-votel wag, 3
the result .of a transient fault. Therefor#, system shit-down
ocours only after an unacceptsble rumber of mis-potes have !
occurred. ’
In such a circumstence,it can be tal?en t/ imply th;at at least
two nodes have e faulk. Since the operataonal node.cannot be 4"
pinpointed by the voting mechanis(> 11 nodes must perform 5
self- and mutuval-tests in an effort’tod find the faults. If no
faults ave found, then the system.mr . .. ‘nue to operate.

After a further unacceptuble numbe ates, the system is ¥
considered inoperable, and is shut du..t
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SELF AND

MUTUAL. |

TRSTING

Test
Records

device error tealt |
availability records records

.

DEVICE -AVAILABILITY
Device statug is held in RAM, ¢ Amd isn;dantifxed by the device
0. IF any .of the self u: kual tests determipé that &

ERROR RECORDS

'
frror records

FAURT RECORDS B

Fault records conform with the standard forma#,
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TIME-
: . ! STAGGERED
i ! OPERATION

Bet Up
Stagger

APPENDIX B

stagger
Initialization

clock
checks

STAGOER INITIALIZATION i
i A

After system initialization, [the, a‘:\mm'

node, The'clock-time at whigh each ncdq mqst reset its clock %
is determined by adding a seﬁuup t:me‘tn tie read value of g
gaoh clock. The set-up tlme‘zs pre=t apd consists {
of the time <ecessary fon‘ the e‘. the  time
differences between .

The procedure for each node js there::«

= BPrOr -

signalling

.read " by - each

. get all node | calculate cach! check Aeroxtimes | wait | set zero
tines zero-time ' with other riddes time 3
--------- ) i
If the zero-time check reveals disagreement between the .

nodes, then

is repeated. Multiple errors indicate

an error record is generasted, and the procedure

a faulty node, The E
235 1
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operator is alerted, and the node is instructed to perform
self- and mutual-tests., If these tests reveal serious node
faults, then ihe node is left out of the system. Otherwise,
corrective dction is made, and the node is overruled in the
zaro-time vote.

CLOCK CHEOKS
Immediately  after stagger initialization, and - also
periodically, clock stagger checks are made

* The clucks are read and comparad, If the " difference is
acceptable, then no action is taken. .

If there is toa large a discrepancy in the rglative clock
positions, then resynchronization is . done, using the same
procedure as for stagger initiulizat;on,‘butvget;ing the time
te an appropriate value. An error record isigenerated if the
clock discrepancy reveals a serious clock error (i.e. greater
than the expected dri#ft rate would cause), and a status of
NOT OK is returned.

ERROR SIGNALLING
Ertors are detected in the oclook-check stage, and error

records are genersted in error conditions. The status value
allows the operoting system to take dppropriate metion,
A
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FUNCTIONAL SPEC,FIGATION '

TIME~
STAGGERED
OPERATION

Time-
Stagger
Records

errov
records

i

Error récords gonform with the standard format.

. .
N

Y y

APPENDIX B
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' i
4 . WATCHDOG H
TIMING ]
Taslk f%
Comple‘te g ‘:fg
Checks
production complete~ task- error
of task— time number signalling
complete checks - chiecks
records

PRODUCTION OF TASK~COMPLETE RECORDS

When each tdsk is completed, the
the other nodes with the task identifier and

node provides

its task~completion time. This is done . in a
séquerice via the communigation bus. A table is created, using
obtuined via the gommunication bus and the nodes

the values

operating system 4in each

pre-determined

own values. This table forms the task-complete records. B B

COMPLETE-TIME CHECKS

Lach node, before executing the next task, reads
task-complete time from its task-complete records. 5
difference between the values is checked against a known

maximum difference. If the times are sufficiently close,
no action
error record is geénerated.

TASK-NUMBER CHECKS

As an additional fault detection method, the task numbers

the just-completed tasks

same, then an errvor message is generated. The good nodes send

is taken. If the times are too far apart, then an

are compared. If they are not the
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a message to the node which has executed the incorrect, task,
informing it of the correct next-task to execute. If a seconi
task execution error occur#, then the node is instructed to
perform self-validation. Otherwise no action is taken.

g
A
S5

e

ERROR SIGNALLING

. “\

|
Brrors are signalled when tusk nypbers <or task-compless times
are found to be incorrect. -

A
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WATCHDOG
TIMING

. Timing
Records

Error

Records

ERROR RECORDS : ",

Error-records conform with the standard format.
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ERROR
HANDLING
Node @
Errors .

: < Pl N
consistency -, node node N node 3 DU,
restoration reconfiguration resetting . self- . 3

' confidence .
., messages
CONSISTENCY RESTORATION * ¢ X
This 4is the most common form of error _ handling. :
Inconsistencies take - the form of incorrect data, which is
detected by . the voting mechanism.. The wvoting mechanisi
overrules any single errors;- thereby restoring tonsistency
to the erring node.
If a node has- executed an incorrect task,.then the watchdog 3
section detects this, and the node is informed of the correct E
next -task, thereby restoring task consistency. . i
NODE RECONFIGURATION f /'
Node reconfiguration s the process by which nodés are 5
instructed Lo cesse application execution, and to perform gﬂ
self-validation. ;
This instruction results from the detection jof an
unacceptable number of errors from a particular ~node, which b s
is noticed in the error record and fault récord hardling
routines. 0 i
241 |
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¥hen a node receives such an instruetion, it begins an
analysis of the error records which led to the action. Using
the data obtaised from the error records, the noda performs
appropriate self-tests of -the feulty section. Thias leads
to any eéxisting fault being detected. Then a fault record is
created, aend the task I/0 table is wodified to show the
faulty device.

Next,  the node notifies the system that it has completed its
tests, and it informs the system of mny faults discovered.
The other nodes respond by updating their fault records, and
supplying the erring node with the current execution 1ist.

NODB RESETTING

The erring node has been reset dnce it has performed all the
necessary tests and received the currest execution list

The node then executes tasks as.porma}l, submitting results in
the usual way. If faults were pinpointed, then the faulty
devices are not used. Otherwise, the node is used as normal.

In the voting procedure, healthy nodes ignore the
contribution of the erring node as far as the vote is
concerned, but count the number of correct submissions that
the node makes. The count is reset to 2era every time the
node makes an ervor. After a pre-determined number of correct
submissions, the systeém again uses. the etring node, nesetting
the count of errors_since last_validated to zero.

NODE SELF-CONFIDENCE MESSAGES

Node self-confidence is indicated iu two ways, Firstly, when
the self~testing is complete, the ready message indicales the
status of the node, Secondly, the submission of correct data
for voting and kask-complele checks indicates whether or not
the nede is ready for use.

APPENDIX 8




SOFTWARE FUNGTIONAL SPECIFICATION © APPENDIK 8

ERROR
HANDLING

* Fault
Dimgnosis
{

) fault
pinpointing

FAULT PINPOINTING SRR

. Fuult pinpointing is the process of - lovalizing faults by Coed
L applying tests approprimte to the detected errors. £ E

: The ervor records indicate the ID of the mrrors detected. The

pinpoifiting process uscertains ‘the type of the error which F Y
o caused the node isolation (i.e. ROM, RAM, servo, sémsor etc.). i ?
: Then  the self-tests applicable to that device type are used
é . te confirm the existence of the fuult. Otherwise general

; tests #re made to find the root ceause of the error.
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ERROR
HANDLING

Error &

Fault
Records

error W fault
records records

BRROR RECORDS

The error handling rouiines providé the means for the
creatioy and maintenance of error records.

Whenever an error is detegted, a call is made to an ‘error
record creation procédure. The procedure is passed

1) the ID of the data found to be in error

2) the type of error
The routine pleces this information, plus the detecting
pode's address inte an error rétord. Tt ~then updates the ap~
propriste error count, identifying il by error type and bus
address. [ence ROM, &AM, sensor errers ete. for each node,
are counted.
If the number of errors of a particuler node/type cowbinatian
exceeds the ncceptnbla waximum, then the node isolation
procedure is invoked.

FAULT UECORDS

The foult handling routines provide the means for the
creation and mointenance of fault records.
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Whenever & fault has been pinpointed as far as is possible,

nsing the testing procedures, the following information is

availahlet

1) the ID of the devige found to be faulty

: 2) the type of fault

The rbutine places this infurmation, plus the detecting
node’s address and the detection time inte & fault record. It
then modifies the status of the device to show that it is not

available for use,
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TASK
CONTROL

_ Mdintenance
. of Scheduling
@ . ) Lists

scheduling & pormal & © mredr
descheduling - exceptiaon signalling
lists

SCHEDULING AND DESCHEDULING

Scheduling &nd deachﬁduling of tasks is done via operating
system onlls that keep track of Lime Ustge.

The task schedule list ig in the form of a linked list se
that new ehtvies can be inserted in the corvect time-defined
position. Hence, no list sorting is necessary.
$cheduling ~ When the scheduling of a task is
program calls a scheduling routine. This routine requires the
task to be scheduled, and the time of its

desired, the

10 of the
execution.

The routine then obtains the expeated task execution time
(including
then checks the task schedule 1ist to see if the time between
the start time and the end Lime of the task has already bean
an error record is gencrated and a status

allocated. 1T so,
that the program attempting to

of NOT OK is returned, so
schedule can take approprimte action

errdr handling) from the taak descvlptor list. It




R

ERROR SIGNALLING
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If the time is vacant, then ths task schedule list is updated
to include the new task. A stotus of OK is returned

Descheduling - When descheduling is required, the routine is
called, and the task ID is pasped. % § descheduling procedure
searches the lask vchedule lis} “and #emoves the appropriate
ehcry, thus making that tiw‘b availahle for other tasks. If
the task is not found, then ‘i an error record is created
because this means that a § task. which should have been
scheduled was not, A status off NOT OK is.refturned.

NORMAL AND EXCEPTION LISTS i

Separate physical lists ardl not present. JIn  exception
) ,

conditions, the task scheddle lisé is cleared, and those

tasks which are appropriate to the . exception condition are

scheduled instead,

| #
i o/

Scheduling and deschedulingerror reports are provided when
such errors occur. L

The status value returned to fhe calling program enables it
to take appropriate action. i
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TASK
CONTROL
[ Performance &
of !
Scheduling i
. 9 i i
normal next- error i -
i or task signalling AN

exception voting
R : lists o

IR NO#MAL OR. EXCEPTION LISTS

g Since  only one list is to be supported, with its entries set & )

appropriate to the conditions, there tis no need for the
¥ vH : scheduling routines to make any distinction.

. Scheduling 1is accowplished after each tmsk is completed, by [ Ex
g examining the task schedule list. If there is adequate time
before the next task, self-tests are run. Otherwise a call is
made to schedule the next task,

In exception conditions, the éperating system modifies vhe
tagk schedule list to inelude only those tasks which are
necessary for the test procedures, and for other functions %
= i needed to hendle the exeception.

After every executlion, the tosk schedule list is modified by
4 | removing the task.

& . If the inter-task time check reveals a value less than 0,
g then & scheduling error record is generatad, 4
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ERROFR. SIGNALLING

NEXR~TASK VOTING

When a node has wmade the error of executing anm incorrect
task (deteocted by the watchdog mechanism), next-task voting
iz begun,

Before any task is executed, the task ID is communicated
betwesn the nodes, and a vote is taken to lessen the chances
of anotﬁer incorrect execution. Brror records are produced
when necessary,

If there is inadequate time before the mext task, then the
vote is omitted, and the other mechanisms are relied on for
detection of errors.

Error recards are generated when necessary.
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TASK
CONTROL

Task

Records.
)

task
execution
details

TASK EXBCUTION DETAILS

To =mid diagnostics ete.; a list
initiation times and completion
after the execution of each task.

ERROR- RECORDS T

Error records conform with the stakd

error
records
Lhe
#
M
of tasks - run; =with their

times, is kept,  and updated

ard format.

APPENDIX B8

250 j




SOPTWARE FUNCTIONAL SPECIFICATION APPENDIX 8

INTER-NODE
COMMUNICATION
Communication
Handling
L ] !
§ transmission error
< and N signalling
k ' reception
T Y
o ‘
5 “y -
s 2 TRANSHISSION -AND RECEPTION
B R Transmission - A pointer to the data’ to be transmitted, a

gount of the number of bytes to be transmitted, and the
destination of the message (ALL for broadeast) is passed to

the routine. The routine writes the appropriate control into
the SCB, sets up the command blocks and sets up the 1list of
pointers. If it is the bus controller, then it then activates
the bus interface board to start the transmission. Otherwise

FE it must wait for an instruction to transmit,. from the bus
« controller. .

Reception - A pointer to the buffer into which the data is to
be pleced, and a maximum byte count are passed to the
@ ) routine. The routine writes the appropriate control inta the
50B, sets up the command blocks and the list of pointers,and,
if it is the bus controller, then it activates the bus inter—

| face to start reception, Otherwise,it must wait for a rcceive
instruction from the controller
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A multi~node co-operation routine allows the mutual exchange
of dats to be accomplished tusing only one call. This routine
mekes use of the ‘transmission and reception routines te
accomplish ‘this effect.

The transmission and reception routines are provided for
communication  with non-fault-tolerant nodes, other
fanlt-tolerant ‘groups on the bus, and for inter-node
communication ip exception  conditions. The  multi-node

co-operation routine is used the most.

ERROR SIGNALLING PR

Because the bus controller board is ifitelligent and provides g W

status and errer signals, these pre examived to find
v . communication -~ errors. Then, mnojmal error reports ‘are
E genersted, snd, where a fault is identified, a fault record

is alsé generated. ’ ) : i

252

o PO Ldeme, . N @




SOFTWARE FUNCTIONAL SPECIFICATION * APPENDIX 8

INTER-NORE
COMMUNIGATION
. Test
Links
Test Link Error
Creation Signalling

TEST LINK CREATION

Test  link creation ds Tfacilitated by the use of

transmission and reception routines. When it is decided

the
that

the commmnication system is bt be tested, or inter-node
testing is to be done, the bus - ¢ontroller sends o message

to the other nodes. This message erely establishes the

readiness of the other nodes, which respond with an

I'M

READY message. A status - of OK. is then returned, so that
testiny can begin. If there is no. response; or an incorrect
or negptive response is received,. then a status of NOT OK is

returnegd. Error records dre generated. .

¢

ERROR SIGNALLING

Brror megsages are generated whenever necessary
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APPENDIX 8

INTER-NODE
COMMUNICATION

. Modelling
of Bus
Activity

bus
characteristics

BUS GHARACTERISTICS

The modelling reutine maintauins bBuffers -dceording te the
commands, and - produces. stabys and error messages in the
format of the bus controller gerd.

The routine remsds the cenltrol command in the system ‘control
block, and o¢biain the¢ necessary ‘data from it. It then
accesses Lhe command blecks and executes the appropriate
setions according to the action commands, updating the
necessary communicatlon table entries, and transferring data
between node buffdrs.
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INTER~NODE
COMMUNICATION

Communication
Records

bus error fault
actiyity records . records

BUS ACTIVITY

To  aid diagnosties etc., vrecords of bus

APPENDIX 8

activity are

produced. For each communigation, the record - helds source,

destination and time of the communication.

ERROR RECORDS

Error records conform with the standard format.

FAULT RECORDS

Fault records conform with the standard format
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BYSTEM
INITIALIZATION

Initialization
of Devices

device error
initinlization signalling

DEVICE INCTIALIZATION

APPENDIX 8

Devices on the:186 board are imitialized first, followed by
initinlization of nll memory components, the analeg I/0 bhoard

and the inter-node bus gontroller

After each initislization; a <chéek back is  performed

to

ensure that the device ig ready for use. I it'is not, then

the initialization is  re-tried, and an  error uessage

is

produged. If the seeond try fails, then a fault record is
generated, and the device may not be wused. If this
means thot none of the system may be used, -then the:operator

is alerted.
ERROR SIGNALLING

Failure to successfully initislize any device is
first by an error record, then by & fault tdeord

fault

reported
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