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Abstract

This research paper examines the key drivers and challenges of cybersecurity governance
within South African fintech companies. The study found that compliance and risk
management are the primary drivers for cybersecurity governance in fintechs. Compliance is
regarded as a core responsibility for cybersecurity personnel, with achieving compliance
objectives being a critical success factor for operating in the payments industry. Additionally,
cybersecurity governance is integrated into a broader risk management approach, as fintechs
consider cybersecurity as critical to ensuring business continuity and safeguarding reputational

risk.

However, the study also found several challenges in implementing cybersecurity governance
within fintechs. These include financial constraints, a shortage of cybersecurity talent, low
perceived value of cybersecurity, and a lack of alignment between the cybersecurity function
and the broader business. The study recommends that fintechs address these challenges by
enhancing executive oversight on the cybersecurity function, adopting quantitative risk
analysis frameworks, leveraging technology more effectively, and distributing cybersecurity

responsibilities across the organisation.
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1. Chapter 1: Research introduction
1.1. Statement of purpose

This research paper aims to evaluate the drivers for, and challenges of cybersecurity

governance among emerging South African fintech companies.

1.2. Background to the study

Cybersecurity refers to the people, processes, and technologies used to protect computer
systems from threats that result in loss (Schiliro, 2022). Due to the increasing rate of high-
impact cyber incidents, there has been a heightened global attention on the issues around
cybersecurity. Examples of major incidents that had a global impact include the WannaCry
ransomware attack that resulted in the shutting down of critical infrastructure in across 150
countries and the NotPetya malware that caused similar damage (Kao & Hsiao, 2018; Manuel
& Thomas, 2020). The damage exacted by these two incidents highlight the importance of

effectively managing cybersecurity risk.

Although unprecedented, the above incidents are not isolated; however, exact costs resulting
from cybersecurity incidents are unknown. Estimates, whilst questionable, provide insights on
the magnitude of the problem (Swiatkowska, 2020). For example, Cybersecurity Ventures
(2020), predicted these costs to exceed $10 trillion globally by 2025 — a three-fold increase
from the preceding decade that is approximately 10% of the projected global GDP in that year
(O’Neill, 2024). Regarding South Africa, this research found no reliable data on the total costs
inflicted by cybersecurity breaches; however, the number of high-profile incidents between
2010 and 2020 has largely followed an upward trajectory (Pieterse, 2021). More worryingly,
according to Kaspersky, a leading cybersecurity company, a lack of cybersecurity skills has
left a staggering 87% of businesses in the country ill-equipped to deal with cyber threats
(Kaspersky, 2023). These statistics highlight the increasing relevance of cybersecurity risks

and their substantial negative impact on organisations of all types and sizes.

Among the organisations affected by cybersecurity risks are fintechs, which are particularly
susceptible due to the inherently digital nature of their services (Arner et al., 2015; Freund &
Jones, 2015). This vulnerability is amplified by the rapid growth of the African fintech sector,
where revenues are projected to increase thirteen-fold between 2021 and 2030 (Goyal et al.,
2023). This growth is likely to attract more threat actors because of the increased potential



reward. Along with Nigeria, Kenya, and Egypt, South Africa is positioned as one of the key
markets where this growth will occur. The country already boasts a thriving fintech industry
consisting of over 140 entities (approximately 20% of Africa's total), that are managing a
portfolio of assets valued at $7.5 billion (Disrupt Africa, 2023; Fintech Times, 2022; Naspers,
2024). These include startups that raised over $700 million in funding between 2015 and 2023
(Disrupt Africa, 2023; Fintech Times, 2022). Fintechs, therefore, play a crucial role in society,
providing essential services and creating jobs. Further, as South Africa pursues a cashless
society and further integrates technology, their importance will only grow (South African
Reserve Bank, 2024). Therefore, understanding and addressing the cybersecurity risks facing

fintechs is paramount.

1.3. Problem statement

According to the World Economic Forum (2023), cybersecurity risk is the most significant
technological risk and ranks among the top ten short- and medium-term risks for organisations
worldwide. For fintechs, the realisation of this risk can significantly disrupt financial health,
market standing, operational efficiency, legal compliance, and reputation (Goh et al., 2020). In
addition, due to the interconnectedness within the financial services industry and the increasing
digital dependency of consumers, the impact of cybersecurity extends beyond the targeted
fintech, affecting other parties as well (Goh et al., 2020). Consequently, effective cybersecurity
governance is considered a critical success factor for fostering sustainable fintech ecosystems
(Ehrentraud & Ocampo, 2020; Werth et al., 2023). However, for this governance to be truly
effective, it is necessary to understand its drivers and the challenges that hinder its

implementation.

Within the South African context, cybersecurity challenges are widely acknowledged at both
national and industry levels (Griffiths, 2016; Sutherland, 2017); however, the specific
vulnerabilities, threats, and mitigation strategies relevant to fintechs in South Africa have not
been fully researched. Despite the growing body of literature on cybersecurity in broader
financial and industrial contexts, no comprehensive study has systematically examined the
specific cybersecurity landscape for fintechs in South Africa. Addressing this gap is crucial to

ensuring the long-term stability and trustworthiness of fintech ecosystems in the country.

1.4. Research objectives

The following are the research objectives (ROs) of the study:



- ROL1: Identify the main drivers for cybersecurity governance in fintechs.

- RO2: Identify the challenges in implementing cybersecurity programmes in fintechs.

1.5. Research questions

Based on the above objectives, the research questions (RQs) that the study will answer are:
- RQ1: What are the main drivers for cybersecurity governance in fintechs?

- RQ2: What are the challenges in implementing cybersecurity governance?

1.6. Rationale of the study

Research specific to cybersecurity practices in South African fintechs is currently limited yet
these organisations play an increasingly strategic role in the country’s socio-economic
development plans. By identifying the drivers for cybersecurity and the challenges in
implementing cybersecurity governance programmes within fintechs, this study will provide
insights that fintechs can use to enhance their cybersecurity strategies, guide regulators in their

interaction with fintechs, and lastly, contribute to the cybersecurity body of knowledge.

1.7. Delimitation of the study

This research will focus on fintech companies in South Africa. As the name implies, fintechs
operate are at the intersection of financial services and modern information technology.
Compared to traditional financial service providers, fintechs are founded on agile and
innovative operating models that leverage data and cutting-edge technology such as cloud
computing, big data analytics, application programming interfaces (APIs), mobile-first
platforms and more recently, artificial intelligence (Al). However, while traditional providers
have developed robust cybersecurity protocols over time, fintechs, particularly emerging ones,
have historically faced challenges due to business constraints and a focus on rapid scaling,
leading to less mature cybersecurity structures. Further, the research does not extend beyond
the borders of South Africa. The decision to limit the study to South African fintechs is based
on the country's relatively mature technology, financial, and regulatory systems compared to
other African nations. Expanding the geographic scope would introduce considerable

variability which would dilute the depth of analysis.



1.8. Definition of keywords

Cybersecurity | The process of protecting information by preventing, detecting, and
responding to attacks (NIST, 2018).

Fintechs Companies that rely primarily on technology and cloud services—and less
so on physical locations—to provide financial services to customers
(McKinsey, 2024). These companies typically do not possess the core
licenses legislated within their industry (Williamson, 2024).

Governance A framework of rules, practices, and processes to direct, control, and bring
accountability in an organisation (Bevir, 2008).

Table 1.1 Definition of keywords.

1.9. Structure of the article

Chapter 1 introduces the research topic, outlines the research objectives and questions, and
defines key terms. Chapter 2 provides a review of the relevant literature on fintech,
cybersecurity risks, and cybersecurity governance. Chapter 3 outlines the research
methodology, detailing the research approach, data collection methods, and data analysis
strategies. Chapter 4 presents and analyses the results of the study. Chapter 5 concludes the
research by summarising the key findings, offering recommendations, and outlining limitations

and areas for future research.



2. Chapter 2: Literature review
2.1. Introduction

This chapter reviews the literature on fintech, fintech companies, and the key drivers and
challenges related to cybersecurity. Additionally, it introduces the analytical framework that

underpins the research.

2.2. Empirical literature review
2.2.1.  Fintech overview
The term “fintech” is commonly associated with startup businesses that disrupt the status quo
in financial services through technology-backed offerings (Murinde et al., 2022). However, the
concept is more accurately described as a process that involves the application of information
technologies in the financial services sector (Arner et al., 2015). Fintech therefore extends
beyond these disruptive startups. Fintech has evolved over three generations marked by the
shift from analogue to digital transmission for exchanging financial information from 1866
triggered by the laying of the Transatlantic cable systems, the development of digital financial
services (DFS) in the late 1980s, and the democratisation of DFS post the global financial crisis
of 2008 (GFC) (Arner et al., 2015). The organisations referred to as “fintechs” or the “fintech
industry” in contemporary literature and practice are therefore businesses established in the
current “fintech 3.0” era. Williamson (2024) provides a further distinction between fintechs
and “traditional” service providers describing fintechs as entities operating without the core
licences that are typically required within their industry. For example, in the South African
context, new participants in the banking industry such as Bank Zero, Discovery, TymeBank
are not considered fintechs despite their establishment in the “fintech 3.0” era and digital

products because they possess the core licenses in the banking sector.

Fintech products leverage innovative business models, deriving a competitive advantage from
the integration of innovative technologies such as artificial intelligence (Al), blockchain, cloud
services, and big data (Buckley et al., 2019). These technologies enable products like digital
banking platforms, which use Al and big data to offer personalised financial advice in the
deposits and lending markets, and digital wallets and e-money systems, which streamline
transactions using blockchain technology in the payments and settlements markets (Ehrentraud

& Ocampo, 2020). Unencumbered by legacy systems and often facing less stringent regulatory



pressures, fintechs can introduce new products more rapidly than incumbents (Arner et al.,
2015; Barberis et al., 2017; Lee & Shin, 2018).

The drivers for fintech adoption vary between regions and countries. In western countries,
fintechs emerged due to a new regulatory environment after the GFC (Arner et al., 2015). In
contrast, the development of fintechs in Africa has been due to the economic opportunities
enabled by increased internet access and mobile phone penetration (Arner et al., 2015; Lee &
Shin, 2018). Fintechs have brought value to the consumer through speed and convenience. In
South Africa, specific factors driving penetration include usefulness, economic benefit, trust,
and social influence (Slazus & Bick, 2022). However, as fintechs grow, they encounter various

challenges and risks, including cybersecurity risk.

2.2.2.  Cybersecurity risk and cybersecurity governance drivers and
challenges

Cybersecurity risk is a function of digitalisation. As organisations increase the integration of
information technology within their operations, the risk of cybersecurity incidents increases.
By definition, cybersecurity risks are “operational risks to information and technology assets
that have consequences affecting the confidentiality, availability, or integrity of information or
information systems.” (Cebula & Young, 2010, p. 1). These risks stem from four sources: the
actions of people, failure in systems and technology, failure of internal processes, and events
in the organisations’ external environment (Cebula & Young, 2010). The consequences of
these risks include data and privacy breaches, disruption of services, and identity theft
(Aldasoro et al., 2020). Expressed financially, the impact of cybersecurity risks reduces
profitability through the dual impact of decreased revenue and increased costs. Limiting the

financial impact thus appears as the primary driver for cybersecurity efforts.

Expanding on the concept of impact as a financial quantity, Freund and Jones (2015) consider
this impact as “loss” and categorise these losses into primary and secondary types. Primary
losses encompass direct financial outlays related to productivity decline, incident response
activities, and asset replacement. Secondary losses, on the other hand, capture the broader
strategic consequences, including a decline in competitive advantage, potential regulatory fines

and judgments, and reputational damage.

Biener et al. (2014) found that the losses from each cybersecurity risk source are relatively

similar; however, the frequency of incidents varies significantly, with human actions



disproportionately accounting for 90% of incidents. Further, within this category, cybercrime
poses the most serious threat as it occurs more frequently than inadvertent incidents (Biener
et al., 2014; Brush & Cobb, 2021). Infringements conducted by cybercriminals include
unauthorised access, deploying viruses and malware, launching denial-of-service attacks,
computer fraud, and using phishing schemes carried out by hackers, hacktivists, and nation-
states for the purposes of financial gain, social / political protest, and espionage (Ayofe &
Oluwaseyifunmitan, 2009; Scheau et al., 2022).

In South Africa, the extent of losses due to cybersecurity incidents in fintechs and in general is
unknown (Africa Check, 2018). Pieterse (2021) notes that South African organisations do not
have an incentive to report cybercrime due to the risk of “double jeopardy” through secondary
losses, particularly, reputational damage. Further, even when cybercrime activities are
reported, law enforcement agencies do not presently disclose the related statistics (Pieterse,
2021). Consequently, “related industry” reports offer the closest proxy for estimating loss. For
instance, the South African Banking Risk Information Centre (SABRIC, 2023) reported over
R740 million in digital banking losses in 2022, equating to roughly R2 million per day. Even
though these figures likely understate the true cost as they do not include inputs from other,
non-direct forms of loss, Akinbowale et al. (2023) concluded that the impact of cybersecurity
incidents on the South African banking industry is substantial. Given the high level of
interdependence between fintechs and traditional institutions, the potential consequences of
cybersecurity risks on fintechs could be even more catastrophic as they have greater exposure
because of a higher reliance on information and technology within their operations (Buckley et
al., 2019; Jamilov et al., 2021; KPMG, 2019).

The ramifications of cybersecurity risks extend into the broader fintech ecosystem. Other
affected parties include customers of fintechs and the broader financial services industry
(KPMG, 2019). In addition to financial losses, customers may experience emotional distress,
fear, and even moral harm due to fintech-related cybercrime (Tsakalidis & Vergidis, 2019).
This vulnerability aligns with customer perceptions of security by Lucidity Insights (2023),
which revealed that 70% of surveyed Africans across 10 countries lacked confidence in the
adequacy of security controls protecting their personal data within fintech products. While the
inclusion of South Africa within this sample is unknown, these findings corroborate the
research by Slazus and Bick (2022) in South Africa, which identified perceived risks (including

cybersecurity) as a barrier to fintech adoption among consumers.



In the broader financial services sector, cybersecurity risks in fintechs are a source of systemic
risks. This is due to the interdependencies that exist in the sector, where institutions rely on
each other's infrastructure and services (Buckley et al., 2019; KPMG, 2019). For instance,
integrations with registered banks enable fintech services in the payments industry (Payments
Association of South Africa [PASA], 2023). Similarly, insurtech startups rely on underwriting
provided by established players. Further, the industry exhibits a tendency towards “cyber
monoculture” where many firms utilise the same technology solutions which creates a domino
effect: a security breach in one organisation can rapidly progress to others (Buckley et al.,
2019). While systemic risk events may be infrequent, their potential impact is severe. In
response, regulators are taking a keen interest in the development of the fintech space. Their
primary concerns are maintaining financial stability and integrity, protecting consumers, and

fostering financial inclusion (Buckley et al., 2019).

In response to cybersecurity risks, organisations engage in several interrelated practices
collectively termed cybersecurity governance. More formally, cybersecurity governance refers
to “the set of policies, procedures, and standards that an organisation puts in place to ensure
the protection of its information systems and data.” (Mijwil et al., 2023, p. 3). It forms part of
the enterprise governance, risk, and compliance (GRC) strategy, which coordinates people,
processes, and technology in the deployment of various controls with the overall goal of
managing cybersecurity risks at levels acceptable to the organisation (Akridge, 2020; Teoh et
al., 2018). The high-level activities of cybersecurity governance include prevention, detection,
and responding to threats (Akridge, 2020).

Within fintechs, achieving the objectives of these activities is increasingly difficult because of
a combination of several factors. Firstly, fintech services are designed in such a way that the
frequency of interaction between their data and technology assets, and threat actors is higher
compared to incumbent providers, making them particularly vulnerable (Arner et al., 2015;
Freund & Jones, 2015). This vulnerability is further exacerbated by several insecure practices,
including storing sensitive data on client-side devices that do not have stringent controls.
Secondly, threat actors are exploiting the decreased skill levels and resources required to carry
out attacks as a result of Al, cloud and automation technologies, and the availability of tools
and services designed to exploit others on darknet digital marketplaces (Haynes, 2025;
Swiatkowska, 2020). This is further fuelled by the anonymity offered by the internet, which
decreases the chances of being caught (Swiatkowska, 2020). Lastly, within fintechs

themselves, there is a lack of cybersecurity risks awareness among employees (Kuraku et al.,



2023), a shortage of cybersecurity talent in the country (Kruger et al., 2022), and limited time,

funding and other resources within the cybersecurity function (de Jager et al., 2023).

2.3. Analytical framework
2.3.1. Conceptual framework
Figure 2.1 illustrates the interconnected relationships between the fundamental elements of
people, processes, and technology and their impact on the core cybersecurity functions. These
cybersecurity functions, in turn, directly influence the overall cybersecurity risk posture of the
fintech organisation. Notably, challenges and weaknesses within the people, processes, and
technology components (such as inadequate awareness or integration issues) can significantly
compromise the efficiency and effectiveness of the cybersecurity functions, amplifying the

fintech's exposure to cybersecurity risk.

Cybersecurity functions

4

Project )
<:| Governance |:> * Cybersecurity risk

v

Risk
management

Figure 2.1 Conceptual framework.
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Process
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Technology

2.4. Conclusion

While the literature highlights the significant impact of cybersecurity incidents on fintechs and
the critical role of cybersecurity governance for their success (Ehrentraud & Ocampo, 2020;
Oladipo et al., 2024), research specific to the South African fintech landscape remains limited.
This study aims to address this gap by providing an in-depth analysis of the drivers and

challenges of cybersecurity governance within this unique context.



3. Chapter 3: Research methodology
3.1. Introduction

This chapter provides details about the methodology, targeted population, and the sampling
techniques employed to investigate the research objectives. Additionally, the chapter describes
the research instrument and the methods that were used to analyse the collected data, and it
concludes by outlining the limitations and quality assurance measures of the research. Figure

3.1 illustrates the overall research framework.

Data collection

____________________________________

Sample size
11 online face-to-face video- :
! Data analysis
Scope ; conference interviews with y
' different participants were
To understand the ' conducted. The interviews
main drivers for ' lasted between 30 and 60 '
cybersecurity : minutes. E Common code and
programmes, and the # » theme generation for
governance : q all the transcripts
challenges faced in ' Sampling technique : from the interviews
the implementation of H '
these programmes Purposive sampling - experts

working in cybersecurity roles
at SA fintechs

Figure 3.1 Research framework.

3.2. Research approach and design

The aim of this research was to gain a comprehensive understanding of the key drivers behind
cybersecurity practices and the challenges associated with their implementation. To achieve
this, a qualitative approach was adopted. Qualitative assessments are well suited for evaluating
cybersecurity governance at a programmatic level as they can offer deeper insights compared

to quantitative methods (Schroeder et al., 2021).

The research design is based on the case study approach. A comparative analysis of multiple
fintechs enabled cross-case analysis and identification of patterns and themes.

3.3.  Research paradigm

A paradigm refers “to the foundational set of assumptions that shape the framework, theoretical

approaches, and methodologies within which a group operates” (Saunders et al., 2023, p. 145).

10



Given that the research was qualitative in nature, using a small sample size and in-depth

structured interviews within a complex subject area, it aligns with an interpretivist approach.

3.4. Data collection methods
3.4.1. Population
The research population, defined as the complete set of cases or elements under consideration
(Saunders et al., 2023), comprises fintech organisations in South Africa. Due to the lack of a
centralised registry, a universally accepted definition of “fintech”, and other contributing
factors (Schueffel, 2016), the precise number of fintechs in South Africa was unknown at the
time of the research. Estimates from grey literature ranged from 121 to 203 (Table 3.1). The
research adopted the conservative estimate of 121 as the population size.

Source Genesis Analytics (2019) | Findexable (2021) Disrupt Africa (2023)

Fintechs identified | 203 121 140
Table 3.1 Number of fintechs identified by different sources in grey literature.

3.4.2. Sample and sampling method
The sample refers to the subset of the population chosen for data collection through a specific
sampling method (Saunders et al., 2023). Purposive sampling, a non-random technique where
participants are selected based on their knowledge and experience (Etikan et al., 2016), was
employed to select participants for this research. Specifically, cybersecurity leaders in South
African fintech companies were chosen, enabling the cost-efficient acquisition of high-quality
data (Gill, 2020). Eleven interviews were conducted. Although the initial target was twelve,
with three additional interviews planned as a stopping criterion, data saturation, as defined by
Francis et al. (2010), was reached prior to the twelfth interview. Therefore, the sample size of

eleven was deemed appropriate.

3.5. Research instrument

The research instrument was a peer-reviewed semi-structured interview designed to address
the research questions. The use of a semi-structured interview facilitated the exploration of

participants' thoughts, feelings, and beliefs regarding the research topic (Saunders et al., 2023).

The interview was organised in three sections. The first section focused on understanding the

organisational context and key drivers of the cybersecurity function. The second section
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explored organisation and challenges experienced across the five cybersecurity functions
identified by Akridge (2020) i.e., governance, operations, planning, risk management, and
project support—as they relate to people, process, and technology. Finally, participants were
invited to share additional insights regarding cybersecurity within the South African fintech

context. Appendix A contains the research instrument.

3.6. Data collection procedure

The data collection was conducted via synchronous, online, face-to-face video conferences
using Microsoft Teams. This method was chosen for the convenience of both the interviewer
and participants. Participants were informed of the recording and transcription process and
provided their consent. Microsoft Teams' recording and automatic transcription features were
utilised. Two participants chose not to activate their video cameras due to technical and
personal reasons. The interviews lasted between 30 and 60 minutes.

3.7. Data analysis strategies and interpretation

Thematic analysis was employed to interpret the interview data. This approach is particularly
well-suited to semi-structured interviews because it facilitates the identification of recurring
themes and exploration of both similarities and differences in perspectives across the
participants (Karatsareas, 2022). The six-step process of thematic analysis (familiarising with
the data, generating initial codes, searching for themes, reviewing themes, defining and naming

themes and producing the report) outlined by Braun and Clarke (2006) was followed.

To gain familiarity with the data, the automatically generated transcripts were reviewed and
corrected for inaccuracies. This process included listening to the recordings and comparing
them to the transcripts. A combination of manual coding and analysis, aided by the
NotebookLM Al tool, was employed to generate codes and identify themes. The themes were

then categorised according to the research objectives.

3.8. Limitations
This study acknowledges the potential for self-serving bias on the part of interviewees. The
semi-structured interview format may inadvertently position the interaction as an evaluation of
the interviewee's performance. This could incentivise participants to downplay challenges

within their area of control.
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3.9. Quality assurance
3.9.1. External validity
External validity refers to the extent to which research findings can be generalised to other
contexts (Saunders et al., 2023). This research focused specifically on South African fintech,
where the implications of cybersecurity risks may differ from those in other sectors, including
the broader financial services industry. Therefore, the findings may not be directly applicable
to industries with characteristics distinct from those of fintech. Additionally, because the
research participants were primarily drawn from the payments sector, the generalisability of

findings in other fintech sectors is potentially limited.

3.9.2. Internal validity

Internal validity refers to the research instrument's ability to measure what the researcher
intended to measure (Saunders et al., 2023). The internal validity of the findings was
strengthened by several factors. The sample size, while relatively small, was deemed sufficient
as data saturation was reached, therefore, additional interviews were unlikely to yield new
themes or insights. Furthermore, the researcher employed reflective practices throughout the
analysis process to mitigate personal biases and ensure a more objective interpretation of the
data.

3.9.3. Reliability
Reliability refers to the consistency of data collection (Saunders et al., 2023). In this domain-
specific study, reliability hinged on the participants' knowledge of cybersecurity within the
fintech context. The findings demonstrated internal consistency, as participants largely
responded to the questions in a similar manner. However, given the evolving nature of both
cybersecurity and fintech, and the varying priorities businesses attach to issues around
cybersecurity, the research instrument may yield different results if applied at a different time

or in a different context.

3.10. Ethical assurance
The researcher obtained ethical clearance from the University of the Witwatersrand Ethics
Committee (protocol number WBS/BA2696297/409) before commencing data collection. A
key condition of this approval was the guarantee of participant confidentiality, which was
strictly upheld throughout the research process. Beyond the university’s requirements,

established ethical frameworks specific to cybersecurity were used to guide the research.
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Specifically, the principalist approach (Formosa et al., 2021) was followed with an emphasis
on principles derived from common-sense ethics and professional practices (Loi & Christen,
2020). The research adhered to the principles of respect for persons, justice, and beneficence
as outlined in the Menlo Report (Dittrich & Kenneally, 2012).

Prior to the interviews, participants were informed of the research objectives and provided their
consent to participate. To ensure privacy and security, all collected data were anonymised. The
data has been securely archived on a dedicated, password-protected workstation. All data will

be permanently deleted two years after the study is completed.
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4. Chapter 4. Presentation and analysis of results
4.1. Introduction

This chapter presents a qualitative analysis and discussion on the data collected during the
study. Thematic analysis was used to analyse the transcripts generated from the structured
interviews. The chapter begins with an overview of the sample characteristics, followed by a
presentation of the findings, which are organised in alignment with the research objectives in
Chapter 1.

4.2. Description of the sample

Eleven participants were individually interviewed to collect the data that addressed the research
questions. Each participant was a male and full-time employee at a fintech company operating
in South Africa and identified themselves as the individual primarily responsible for the
organisation's cybersecurity function. Table 4.1 provides an overview of the interviewees,
including their identifiers, roles, and years of experience in cybersecurity.

Identifier Role at fintech Cybersecurity experience
Participant 1 Information Security Manager 12 years
Participant 2 Chief Information Security Officer 20 years
Participant 3 DevOps Manager 17 years
Participant 4 Software Developer Undisclosed
Participant 5 Chief Technology Officer 20 years
Participant 6 Security Specialist 8 years
Participant 7 Information Security Manager 19 years
Participant 8 Chief Technology Officer Undisclosed
Participant 9 Operations Manager 6 years
Participant 10 Head of Information Security 20 years
Participant 11 Information Technology Director 20 years

Table 4.1 Description of the study’s participants
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4.2.1. Fintech type
Most participants were employed by fintech companies primarily engaged in payment-related
services, including transaction processing, payment gateways, and payment solutions. Out of
eleven, three participants (4, 8, and 11) worked in other areas of fintech. The over-
representation of payment-related services in the sample is consistent with the overall

composition of the fintech industry. This distribution is illustrated in Figure 4.1.

Non-payments
27.3%

Payments-related
72.7%

Figure 4.1 Participant’s organisation fintech type (payments vs non-payments)

4.2.2. Fintech size

The size of the fintech companies represented by the participants varied considerably. Some
participants were sole employees of their respective companies, while others worked for
organisations with more than 250 employees. Figure 4.2 illustrates the distribution of these
companies based on employee count.
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Figure 4.2 Number of companies by employees.

4.2.3. Organisation of the cybersecurity function

All participants confirmed that their organisations had formal cybersecurity policies in place.
They also reported using a range of frameworks to guide their cybersecurity governance,
including PCI DSS (primarily in payment systems), the NIST Cybersecurity Framework,
ISO/IEC 27001, and the CIS Critical Security Controls. The degree to which each framework

was implemented, however, varied across participants.

4.2.4. Participant's role and cybersecurity experience
The participants held roles ranging from security specialists and managers to C-level
executives, had cybersecurity experience ranging from 6 to over 20 years, with two participants'
experience levels undisclosed. Four (36%) of the eleven participants were solely dedicated to
cybersecurity, while the remaining seven (64%) held additional roles alongside their

cybersecurity responsibilities. This distribution is illustrated in Figure 4.3.
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Figure 4.3 Participant’s roles within fintech.

4.3. Presentation of the results

This section presents an analysis of the data collected from the participants grouped in themes
under the related research questions, i.e., what are the main drivers for cybersecurity
governance in fintechs, and what are the challenges in implementing cybersecurity

governance?

4.3.1.  Drivers for cybersecurity governance
4.3.1.1. Theme 1: The primacy of compliance and regulation

A significant driver for cybersecurity governance was the need to comply with external
regulations and contractual agreements to mitigate non-negotiable compliance risks. All
participants working in the payments fintech sector (73% of participants) indicated that
Payment Card Industry Data Security Standard (PCI DSS) compliance was a mandatory
requirement to operate in that industry. As a result, achieving compliance was the primary

responsibility for cybersecurity personnel.

Participant 7 stated “My main responsibility is to ensure that our company complies with PCI
DSS [because] to be blunt, if you are not PCI DSS compliant, then you do not have clients.”

Participant 1 stated “What is expected of me is to ensure that PCI compliance is maintained...
I think if my organisation had it any other way, they would not hire a dedicated security person

- the only reason why they do it is because it is a requirement in PCI DSS.”

18



Participant 6 similarly stated “We have certain requirements that we need to adhere to from

i3]

the Payment Card Industry... We concentrate solely on the PCI requirements.

In addition to PCI DSS, the Protection of Personal Information Act (POPIA) was referenced
either directly or indirectly in all but one interview (Participant 7). Another regulation that
was referenced (albeit only once) was the South African Reserve Bank’s (SARB) directive in

respect of cybersecurity and cyber-resilience within the national payment system.

Participant 2 stated that “One of the things that we are now governed by is the South African

Reserve Bank directive which speaks to cybersecurity and cyber resilience.”

Fintechs that operate beyond South African borders are also regulated by the local legislation

around cybersecurity in those geographies.

Participant 5, whose organisation operates across the continent, stated that local regulations
in the various countries needed to be adhered to. These regulations, however, are similar to the
PCI requirements, indicating that the effort needed to comply is not very significant.

4.3.1.2. Theme 2: Cybersecurity as part of enterprise risk management
In addition to addressing compliance risk, cybersecurity governance is also part of a more
holistic approach to risk management. This is particularly true in larger fintechs and those that
are not in the payments ecosystem and thus are not subject to PCI DSS. Cybersecurity
governance was seen as critical to ensure business continuity and for safeguarding reputational

risk.

Participant 11 viewed cybersecurity as no different from other organisational risks, and thus
it fell under the enterprise risk function. He stated that “Cybersecurity is just another risk, it is
not necessarily any more relevant than health and safety risk, finance risk, foreign exchange
risk. So cybersecurity governance, in my opinion, only works if you have committees and

specialities working under a normal enterprise risk management framework.”

Participant 2 stated that the operations of a fintech company took place in the digital space,

’

therefore “Cyber risk is pretty much the number one risk on our enterprise risk register.’

Similarly, and perhaps more simply, Participant 5 asserted that cybersecurity governance was

necessary because “If you get hit, you will vanish.”
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Some participants indicated that the reputational damage as a result of cybersecurity risk was

potentially irreparable.

Participant 5 and Participant 7 aptly summarised this point by emphasising the critical
importance of reputation, stating, “It's all about your reputation” and “Reputation is

everything” respectively.

4.3.1.3. Theme 3: Cybersecurity as a differentiator
A final but less prevalent driver for cybersecurity governance was that it provides a competitive

advantage.

Participant 8 stated that robust cybersecurity controls were necessary to prevent breaches not
because of the legal repercussions but because of the need to protect competitiveness — “it is
paramount that we do not get data breaches, that we do not have data leaks ... it would create

serious competitive issues.”

4.3.2. Challenges in cybersecurity governance
4.3.2.1. Theme 1: Shortage of cybersecurity capacity and talent

Although not expressed by all participants, the shortage of cybersecurity capacity and talent
was a recurring theme. Several participants stated that there was a lack of expertise in areas

such as risk management, incident response, and secure development practices.

Reflecting on the workload of his team, Participant 6 noted that “Lots of guys are
overwhelmed.” highlighting capacity concerns. Similarly, while acknowledging the business
constraints, Participants 2, 7, and 10 expressed that their current teams were inadequately

staffed to cope with the workload.

For Participant 8, cybersecurity operations constituted a shared responsibility, as his
organisation did not have personnel solely focused on it. He also noted that it would be a
challenge to find a full-time cybersecurity officer who “really covers all the bases . Similarly,
Participants 1, 3, 4, 5, and 9 reported that they performed other roles in addition to
cybersecurity.

Participant 5 emphasised the challenge of retaining cybersecurity talent amidst high industry
demand, noting that “people tend to gain knowledge and experience and then leave after a

couple of years.”
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Participant 9 bemoaned the skills flight out of the country: “I don’t honestly think we have
the skill in South Africa because most of the guys that I've met that have built the skills have
left the country. A lot of them that I've dealt with have left for Ireland. And you know, we need

’

those guys in the country — in the Fintechs themselves.’

As a mechanism to limit the impact of talent and capacity shortages, a common strategy that
fintechs use is outsourcing aspects of the cybersecurity programmes to third parties. On the
extreme end, Participant 4’s organisation primarily relied on the cloud service provider's rails
for the bulk of its cybersecurity controls. Participants 1, 3, and 6 employed their Qualified
Security Assessor (QSA) — the organisation that does PCI auditing in operational capacities.

Participants 5, 8, and 10 used third parties to perform specific or less frequent tasks.

4.3.2.2.  Theme 2: Financial constraints
A lack of sufficient funding was identified as a significant challenge in implementing all the

necessary cybersecurity solutions and applications to protect the businesses.

Participant 7 stated that budget constraints were the biggest challenge to being more security-
focused: “Funding is quite a big issue because as you know, information security does not

necessarily generate income for every business that it tries to protect.”

Participant 9 also highlighted budgetary constraints as the main challenge in addressing

cybersecurity, “Because we are a small company, funding is a hold back.”

Similarly, when prompted what the biggest challenge was in being more effective, Participant
6 stated “Budget. I think that's honestly the main thing because as I say, once again it comes
back to the cost to implement cybersecurity solutions. It is very expensive to implement

’

solutions.’

Participant 5 stated “Sometimes you need to allocate a budget for cybersecurity controls and
operations and other stuff, and in case if you have a limited budget, sometimes you need to
delay things or make things manual or depend on workloads. Until you have enough money to

invest.”

4.3.2.3. Theme 3: Low value perceptions and lack of alignment
Some participants indicated that a level of tension existed in relationships and interactions

between the cybersecurity function and the broader business. In this regard, two sub-themes
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emerged: the value perception of cybersecurity and cybersecurity seen as a delaying agent in

the time to market.

Commenting on the challenges faced when planning cybersecurity initiatives with the rest of
the business, Participant 7 said “To be honest, the main issue is a soft one — to get the
availability of some of the business owners because they have got their own priorities and KPIs

that they need to meet.”

Participant 6 stated that there was a disconnect between the security team and other areas of
the business, from his perspective: “The other guys in IT, networking, and engineering
understand security because they are aware [of the risks]. But the further you move away from
that level, the higher you go in the company, when it comes to security, what they are seeing is
money being thrown at something that there's no tangible evidence of. There's no recouping of

that money. That's the perception.”

According to Participant 2 “one of the most difficult things to do is to effectively communicate
what the actual risk is ... unless we're able to effectively quantify risk in a monetary term, it's
very difficult for those that aren't familiar with technology and with security principles as to

what the actual impact is.”

Cybersecurity processes were also seen as working, increasing the time to market, which is

particularly undesirable in fast-paced industries.

Participant 1 stated that his organisation prioritises speed over security: “Since the company
is going the Silicon Valley route and trying to be agile like most other companies, they value
speed ahead of a lot of things. So when you do raise questions for them. They are just worried

about delivery as opposed to security.”

Participants 2, 3, and 5 also highlighted the speed vs. security debate. As a result, one of the
outcomes was that business and project participants may not be forthright with information

required by cybersecurity to make informed assessments.

Participant 2 noted that “Lack of transparency, lack of knowledge sharing, lack of
documentation, lack of architecture. It makes it very difficult for us to really assess the security

)

holes or gaps and to do accurate reviews if we don't have all the information.’
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4.3.2.4. Theme 5: Evolving threat landscape
Participants noted that managing cybersecurity programmes has become increasingly
challenging due to several threats within cyberspace. Key concerns include third party and

supply chain risks, phishing attacks, and ransomware.

Participant 4 highlighted the challenges posed by the rapid pace of technological
advancements, stating, “The fast-evolving nature of security risks and cyber threats requires

2

us to stay up to date with the latest threats.

Similarly, Participant 9 remarked that “The pace of change is so fast, I don't know how anyone

keeps up with that.”

Attacks also extend beyond the organisation, as highlighted by Participant 1. “We’ve
experienced attempted phishing where someone obtained the CEQO'’s details from a data dump.
While we’re unsure of the dump’s age, they used this information to try to contact our
customers. Fortunately, we identified the threat quickly, as most of our customers are trained

1

to validate and verify any changes before taking action.’

Concerned with the high number of third parties providing security services, Participant 7
commented that “The biggest challenge now is from an industry perspective. Number one is
going to be a third-party risk assessment. | don't think a lot of the companies out there do
proper third-party party risk assessments to ensure that the service providers they bring into

their environments are security knowledgeable and evaluate their security posture .

Regarding Al, Participant 2 highlighted its growing prevalence and its ability to accelerate
the operations of adversaries, noting that “the threat actors are always going to be one step
ahead.” Participant 8 further emphasised how Al is enhancing the sophistication of phishing
attacks, explaining, “It is also becoming more difficult because, again, with Al, you can now
have a video call with someone who doesn’t exist, who looks like one of your colleagues and is
asking you to do something on the computer. It is getting more and more difficult to keep things

)

secure.’

4.4. Discussion
4.4.1. Drivers for cybersecurity governance
Research Question 1 sought to understand the drivers for cybersecurity governance in

fintechs. Unsurprisingly, the research found that the drivers for cybersecurity governance in
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fintechs were similar to those in other organisations, i.e., cybersecurity governance is rooted in
risk management (Akridge, 2020; Slazus & Bick, 2022; Teoh et al., 2018). However, where
Cebula and Young (2010) defined cybersecurity as a type of operational risk, the research
found that the origins of cybersecurity risk can emanate from other areas of business, including
compliance and finance. Consequently, fintechs tended to view cybersecurity risk according to
their primary focus. For instance, fintechs providing payment-related services were primarily
concerned with meeting the PCI DSS compliance objectives, while those providing credit

services were mainly focused on limiting credit risk.

It is important to note that cybersecurity governance was not limited to addressing specific
risks alone; rather, it extended across a broader spectrum of risks associated with the use of
technology such as operational risks. This highlights the existence of a continuum between
specific, targeted risks, and overarching technology-related risks within which fintechs operate.
In this regard, the extent to which a fintech’s cybersecurity approach is holistic—rather than
focused on specific risks—seems to be strongly influenced by its size: larger fintechs typically
adopt more comprehensive cybersecurity strategies, while smaller firms often concentrate on
specific areas. This is congruent with Dinkova et al.'s (2023) research, which found that smaller
firms often exhibit lower levels of cybersecurity maturity compared to their larger counterparts
and are thus more susceptible to cybersecurity incidents. Although Dinkova et al. (2023) found
no correlation between cybersecurity maturity and financial performance across a broader
range of organisations, Goh et al. (2020), focusing specifically on financial institutions,
including fintechs, found that cybersecurity incidents negatively impact financial performance.

Consequently, smaller fintechs appear to carry a higher degree of cybersecurity risk.

4.4.2. Challenges in cybersecurity governance
Research Question 2 aimed to uncover the challenges confronting effective governance. The
findings presented in the results highlight a series of interconnected challenges, with the most
significant of these revolving around the threats emerging from a constantly changing external
environment and the internal configuration (people, processes, and procedures) of fintech to

defend against those threats.

The research found that the primary challenge in cybersecurity governance in South African
fintechs was the lack of adequate financial resources to support cybersecurity initiatives. This
mirrors findings from de Jager et al. (2023), whose research sample included participants from

the broader South African IT landscape and highlighted financial constraints as a critical barrier
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to effective cybersecurity implementation. The cybersecurity activities in fintechs, particularly
those in the payments industry, were primarily focused on achieving PCI DSS compliance and
meeting statutory requirements; as a result, some of these fintechs were not effectively
managing cybersecurity beyond the compliance requirements.

In addition to financial resources, the research also found that there was a insufficient human
capital resources allocated to cybersecurity operations. Contributing factors included budget
constraints, and difficulties in hiring and retaining personnel in part due to skills flight out of
the country. The latter echoes Kruger et al. (2022), who found that there was a shortage of
cybersecurity talent in the country. As a result, some participants were performing
cybersecurity functions in addition to other roles to cover gaps but leading to increased

workloads and stress.

The disparity between the resources required and those allocated also implies that there is a
degree of unmitigated risks, a portion of which appears to be unknowingly accepted due to the
lack of understanding of these risks at the business level. Participants reported difficulties in
articulating the potential impact from certain threats — a factor that likely hinders their ability
to secure the resources required to implement the appropriate countermeasures. This seemed
to stem from a lack of shared language regarding risk between cybersecurity and business.
Another contributing factor to this issue was the hierarchical distance between cybersecurity
managers and executives, where some cybersecurity leaders were three levels removed from

the executive leadership, which may hinder effective communication and risk awareness.

Outsourcing cybersecurity functions has become a key strategy among many fintechs, partly
as a response to the cybersecurity talent shortage described above. However, as Goh et al.
(2020) point out, dependence on third parties introduces supply chain risks. Third party
involvement can create new vulnerabilities, potentially compromising fintech operations. One
participant highlighted this concern, noting that third party risk is among the largest unchecked
threats facing fintechs. This perspective is echoed by Benaroch (2021), who found that
incidents involving third parties often lead to greater financial losses. A recent example is the
2024 Crowdstrike outage, in which a reputable third-party security provider experienced a
failure, causing widespread disruptions across multiple industries and resulting in estimated
losses between $4 billion and $6 billion (George, 2024). By relying on unchecked third parties,

fintechs are inadvertently increasing their exposure to risk.
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The research also found that several technologies recognised as providing fintechs with
competitive advantage such as Al, blockchain, cloud services, and big data, have not been
widely applied within the cybersecurity function. While cloud computing and big data have
seen some adoption, emerging technologies like Al and blockchain were underutilised. The
reason for this might be the reactionary nature of businesses to cyber threats rather than a
proactive approach (especially for those fintechs whose programmes are guided by compliance
requirements), and linkages to the resourcing challenges indicated earlier. This gap, however,
is concerning, especially as Swiatkowska (2020) highlighted that adversaries are increasingly
leveraging these very technologies to their advantage, for which, according to Haynes (2025),
existing toolsets are limited against. As one participant pointed out, this dynamic places
adversaries on the front foot, underscoring a need for cybersecurity functions to harness these
tools to enhance defences.

4.5. Conclusion

This chapter explored the drivers for cybersecurity governance practices of South African
fintechs and identified several key challenges experienced in the execution of cybersecurity
programmes. Financial and human resource constraints, coupled with a lack of understanding
of cybersecurity risks at the business level, hinder effective cybersecurity governance. Fintechs

need to address these challenges to enhance their cybersecurity posture.
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5. Chapter 5: Conclusion and recommendations
5.1. Introduction

The aim of the research was to evaluate the drivers and challenges of cybersecurity governance
within the South African fintech sector. This was achieved through a qualitative approach,
utilising semi-structured interviews with cybersecurity leaders in the fintech industry. In
conclusion, this chapter summarises the key findings and provides practical recommendations
for fintechs based on the study’s insights. Additionally, it outlines potential avenues for future

research.

5.2. Conclusion

The research found that South African fintechs face significant cybersecurity governance
challenges, primarily due to financial and human resource constraints, as well as a lack of
business-level understanding of cybersecurity risks. These challenges are further compounded
by a rapidly evolving threat landscape and the complexities of managing third-party
dependencies. While regulatory compliance serves as a foundational driver for cybersecurity
measures, it is often seen as the sole objective rather than a starting point for more

comprehensive security strategies.

5.3. Recommendations

Across all organisations, the levels of cybersecurity risks are proportional to the degrees of
digitisation and digitalisation. Because fintechs operate entirely within the digital sphere, they
are particularly susceptible to these risks. Therefore, effective risk management is essential to
mitigate potential harm. Based on the research findings, fintechs are advised to implement the

following recommendations:

The first recommendation is to establish executive oversight on the cybersecurity function to
ensure proper attention and accountability. Cybersecurity should be considered as an
organisational risk and as such, it requires the senior-level management for effectiveness.
Several participants reported stalled or slow progress in implementing ISO/IEC 27001
certification and other governance-related projects. Executive oversight on such initiatives will
provide the necessary sponsorship needed to facilitate their completion, thereby increasing the
likelihood of success. Also, a reporting structure that directly connects cybersecurity to senior

leadership is essential for proactive decision-making and a swift response to emerging risks.
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A second recommendation is for cybersecurity leaders to adopt quantitative risk analysis
frameworks. Examples of these include Factor Analysis of Information Risk (FAIR).
Quantitative risk analyses are objective and will facilitate better communication of risks and
establish a common understanding of cybersecurity issues between business actors and
cybersecurity, and IT practitioners (Ramona, 2011; Watson & Bergman, 2023). This will lead

to informed decision making, particularly for large investments into cybersecurity capabilities.

Thirdly, to address resource constraints, fintechs should leverage technology more effectively
and distribute cybersecurity responsibilities across the organisation. Emerging technologies
such as Al offer a wide range of applications in cybersecurity that can significantly enhance
operations (Ansari et al., 2022). Additionally, adopting “shift-left” practices, such as
DevSecOps, can help distribute cybersecurity responsibilities by equipping non-cybersecurity
teams with the knowledge and tools to integrate security tasks into their workflows (Butter,
2024). This approach ensures that security is embedded early in the development process rather
than being treated as an afterthought. Furthermore, fintechs—especially the smaller ones—
should consider utilising fractional services, e.g., virtual Chief Information Security Officers
(vCISOs), to access specialised expertise on a flexible basis and on more affordable terms. By
combining technological innovation with a collaborative approach to cybersecurity, fintechs

can strengthen their defences while optimising limited resources.

A fourth recommendation is that fintechs relying on third parties must implement thorough due
diligence processes, including comprehensive risk assessments. The research found that
outsourcing plays a critical role in the organisation and execution of cybersecurity teams and
processes; however, this approach is not risk-free, as these third parties can become potential
vectors for breaches. Additionally, there are potential conflicts of interest that must be
accounted for where third parties are engaged in both audit and operational capacities

simultaneously.

A fifth recommendation, for fintechs operating in the payments sector, is that while regulatory
compliance establishes a critical baseline and addresses essential hygiene factors, it should not
remain as the sole focus of cybersecurity efforts. To ensure robust protection, fintechs must
adopt a more comprehensive approach by implementing end-to-end measures that protect the
entire business ecosystem. This shift from compliance-centric strategies to holistic, business-
wide coverage will better mitigate risks and enhance resilience in an increasingly complex

digital landscape.
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Lastly, for government, regulators, policymakers, and fintech accelerators: it is essential to
offer cybersecurity standards and guidance, particularly to early-stage fintechs and non-
payments fintechs that lack specific industry guidance and compliance obligations.
Furthermore, because security is not generally viewed as a competitive differentiator and
considering the potential systemic impact of cybersecurity incidents, these stakeholders should
actively encourage and facilitate information and strategy sharing among fintechs and within
the broader financial services sector. Such a collaborative approach to cybersecurity will
benefit the industry and ultimately society.

5.4. Limitations and further research

This study acknowledges certain limitations. First, most participants were drawn from the
payments sector of the fintech industry. While payments represent the most widespread
application of fintech, the findings may not be generalisable to other sectors. Additionally, the
study relied on qualitative data, which, while offering rich insights, introduce a degree of

subjectivity that could influence interpretation.

Notwithstanding these limitations, this study provides valuable insights into the drivers and
challenges of cybersecurity governance within South African fintechs. The findings can be
used by fintechs, particularly those in the payments sector, to enhance their cybersecurity
governance practices. Moreover, the research contributes to the growing body of cybersecurity
research in South Africa, which at the time of writing, was considered limited. Further research
could expand upon these findings by including a broader range of fintech companies and

employing a mixed-methods approach to data collection.
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Appendix A — Research instrument

Introduction

Greetings and thanks for participation.

Brief explanation of research (evaluating cybersecurity governance in SA fintechs).
Outline the three parts of the interview.

Expected interview duration (45 to 60 minutes).

Assurance of confidentiality and anonymity.

Request permission to record and transcribe.

Questions

Part 1 — Business context questions:

Briefly describe your company and its primary products as they relate to fintech.
How long has the company been in operation?

How many employees are in your company ?

Briefly describe your role and responsibilities in the cybersecurity function.

How many years of experience do you have in cybersecurity and in your current role?

Part 2 — Core interview questions:

Governance:

Do you have other responsibilities outside of cybersecurity?

What is the main contributor to your KPIs (e.g., compliance, incidents, etc)?

Do you have a formal security policy that is accepted across the business?

Does cybersecurity have executive sponsorship, and what is the governance structure?
Is there alignment between the organisational and cybersecurity goals?

What are the challenges or gaps within the governance framework?

Operations:

How many people are dedicated to the cybersecurity function?

Are cybersecurity processes and procedures formally documented and distributed?
Are there any challenges in terms of capacity or skills within the cybersecurity team?
What is the level of automation in terms of detecting, and responding to incidents?
What is the level of collaboration / process integration between cybersecurity and
other departments?
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- How are you leveraging artificial intelligence, blockchain, cloud, and big data
technologies within the cybersecurity function?

- What are the challenges in your cybersecurity operations?

Planning:
- How are cybersecurity requirements integrated into overall business strategy?

- What are the challenges experienced during planning for cybersecurity initiatives?

Risk management:
- How are cybersecurity risks monitored and prioritised?
- How are cybersecurity risks communicated to top management?

- What are the challenges in cybersecurity risk management?

Project support:
- Are cybersecurity requirements integrated into project management processes?
- What is the overhead introduced by cybersecurity in project delivery?

- What are the challenges encountered in providing cybersecurity support for projects?

Part 3 — Additional insights:
- What support or resources would be most helpful in improving cybersecurity

governance in your company?
- What are the most significant cybersecurity challenges specific to fintechs in South
Africa?

- How do you see the future of cybersecurity in the South African fintech sector?

Closing
- Thank you for participation and valuable insights.

- Opportunity for interviewee to ask questions.
- Reminder of confidentiality and anonymity.

44



Appendix B — Research participation consent form

Title of project: Evaluating cybersecurity governance challenges in South African fintechs
Name of researcher: Norman Nhliziyo

, agree to participate in this research project.

| agree to the following:

(Please circle the relevant options below)

The research study was explained to me. | understand what this

study is about. YES NO
| understand that | can volunteer to take part in the study. YES NO
I agree that the interview activity may be video recorded and YES NO
transcribed.

| agree that direct quotations from my interview may be used by the YES NO

researcher in his research report.

| agree that my participation will remain anonymous (my name or
other identifying data will not be used by the researcher in his YES NO
research report

| agree that other researchers may use the information | provide in
my interview (depending on their own ethics clearance being
obtained) subject to my name and any other personal information
not being used or passed on.

YES NO
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Appendix C — Research submission checklist

w

UNMIVERSITY OF THE
WITWATERSRAND FACULTY OF COMMERCE,
IOHANNESBURG LAWY & MAMAGEMENT

THESIS/DISSERTATION /RESEARCH REPORT — FIRST SUBMISSION CHECKLIST (for Exam;’rnn:'n'an}

= This checklist must be completed and included os part of the submission. *=*

Mame of candidate: Momnen Mhliziyo

Person / student number: 25046157

Cualification: [hIaster of Busines: Administration

Title: [Evaluating cybersecarity governance challenses in Sowth African firachs

Supervisor(s): [Crr. Sylvestar Bomey

Contact details: Cell number|s): 0715347287 Email: 2696257 @students.wits.aC.za

HRST SUBMISSION CHECKUIST (for Examination)

Has this research been submitted with the consent of the supervisor? (Y/N) ¥

Student to Electronic copy of research in PDF {Hord copy may be required wpon request from the examiner) 4
submit:

Full Turn-it-in report (signed by Supenasor) 4

** For WES — this report does not require the Supenvisor’s aporoval =

Confirmation of ethics [Clearance Woiver certificate] [

Owverall supervisor evaluation form (AEA candidates OHLY) 4
Supervisor University clearance certificate {Supervisor to complete ond send directly to Foouity) /A
to submit:

Supervisor's report {supervizor to complete and send directly to Foculty) A
Faculty to Approved title and supervisar(s)
check on:

Approved examiners

Registration status (students must be registered during the examingtion periog]

Please send your research submission to the correct email:
#Fac-MBAsubmizsions @wits.ac za — for MBA [ARP) research submissions
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L A A A

Please Note:

Incomplete submizsions will NOT be poinritised.

Outstanding fees must be clegred to enable Awgiting Examiner’s registration (upon subrmission).
WES submissions may undergo internal ooodemic quolity checks before the exom process may begin.
There may be a delay in the examination process — for more information, click: Exam Process

#*  For more information on the grodustion, cick: Graduation info, and Graduations Office
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Annexure A — Research approval
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