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ABSTRACT The Internet of Things (IoT) landscape is rapidly evolving driven by recent advances in key
emerging technologies. In this paper, we explore the integration of the intelligent reflecting surface (IRS),
non-orthogonal multiple access (NOMA), and unmanned aerial vehicle (UAV) to enhance spectral and
energy efficiencies, as well as wireless connectivity in IoT applications. However, such applications are
vulnerable to eavesdropping threats that can compromise both their integrity and privacy. To circumvent
this, we incorporate a friendly jamming technique into the proposed UAV-borne IRS NOMA system.
Moreover, we analyze the secrecy performance of the underlying system with friendly jamming by deriving
analytical expressions of the and the secrecy outage probability (SOP) and the probability of strictly
positive secrecy capacity. In addition, we obtain explicit and simplified expressions to approximate the
SOP at high signal-to-noise ratio values and to highlight useful insights of various parameters into the
system design. Subsequently, the accuracy of the proposed theoretical framework is validated through
comprehensive Monte Carlo simulations. We also propose an algorithm that determines an optimal power
allocation. Finally, a fully optimized deep neural network model is developed to predict the SOP under
dynamic conditions. Numerical results demonstrate the efficacy of the proposed jamming-enabled system
over its non-jamming counterpart. Specifically, it shows that the proposed system outperforms its non-
jamming counterpart in terms of SOP by about 72%, and the runtime of the deep neural network model
is 5.7 times faster than Monte Carlo simulations while maintaining a good accuracy.

INDEX TERMS Deep neural network, intelligent reflecting surface, Internet of Things, jammer, non-
orthogonal multiple access, physical layer security, unmanned aerial vehicle.

I. INTRODUCTION

HE GROWING and inevitable issue of spectrum

scarcity in next-generation networks has been brought
to light by the proliferation of high-rate data transmission
services and applications, the sharp rise in mobile traffic,
and the rapid development of wireless technologies beyond
the fifth generation (5G). To meet the real-time demands of
the sixth generation (6G) use cases, for example, a massive
amount of bandwidth is required. In light of this, it is now
urgent to investigate high-frequency bands (such as terahertz

bands) that will guarantee a broad spectrum with improved
quality of service (QoS) [1].

Although high-frequency bands are likely to address
the aforementioned spectrum scarcity problem, it remains
imperative to develop key-enabling techniques that yield
efficient use of the radio spectrum. To begin with, non-
orthogonal multiple access (NOMA) is envisioned as a
promising paradigm that not only improves spectrum effi-
ciency, but also improves user fairness and reduces latency
in wireless networks [2]. In NOMA, multiple users are
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accommodated simultaneously within the same time or
frequency resource block, leveraging varying power lev-
els (referred to as power-domain NOMA) or employing
unique signal signatures (known as code-domain NOMA).
A transmitter generates a combined signal that contains
information from multiple users, each transmitting at varying
power levels, following the NOMA protocol. At the receiving
end, decoding is performed using successive interference
cancellation (SIC) [3]. In addition, an intelligent reflecting
surface (IRS) is considered a viable and cost-effective
technology to address the challenges of limited network
coverage commonly faced by various wireless transmission
scenarios [4]. Reconfigurable surfaces are made up of an
array of passive reflecting devices that can be installed on
walls or building facades with the ability to reconfigure the
wireless environment by adjusting radio or electromagnetic
waves [5]. Finally, the unmanned aerial vehicle (UAV)
technology can be used to expand the coverage area of future
wireless communication networks thanks to the mobility
and agility advantages of UAVs. To reap the promising
benefits of the aforementioned technologies, the adoption
of UAV technology in IRS-assisted NOMA systems has
recently gained considerable momentum in the research
community [6], [7], [8].

Meanwhile, the leakage of confidential information by
unauthorized users remains an intricate challenge that
must be tackled to meet the fundamental requirements
of next-generation wireless networks. Despite achieving
high spectral efficiency, NOMA-based systems are prone
to eavesdropping threats. Specifically, unauthorized users
can compromise the integrity of the shared superimposed
signal among multiple users [9]. The concept of physi-
cal layer security (PLS) has recently attracted substantial
attention, primarily for its effectiveness in mitigating secu-
rity challenges within wireless networks and its relevance
to next-generation technological advancements. Thus, the
incorporation of safe beamforming, artificial noise, and
specifically engineered jamming constitutes essential PLS
strategies to guarantee protection. In order to safeguard
wireless systems against information leakage, physical layer
security has been implemented by taking advantage of
the inherent unpredictability of noise and fading chan-
nels [10], [11], [12].

A. LITERATURE REVIEW

Inspired by the advantages of UAV, IRS, and NOMA,! a
significant number of studies have investigated the potential
of combining these technologies into a unified system to
enhance network performance. In an effort to simultaneously
bolster cellular coverage and system reliability, recent studies
have explored the interplay between the IRS and NOMA
technologies in wireless networks [16], [17], [18], [19].

lAmong the NOMA techniques, the power-domain NOMA is
widely regarded in the existing literature as the most prominent one,
owing to its exceptional spectral efficiency and extensive connectivity
(see [13], [14], [15] and the references therein).
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In [16], an efficient transmission control in IRS-aided
NOMA systems with finite block length was proposed. A
non-convex optimization problem was formulated with the
objective of maximizing the total effective capacity while
ensuring the statistical delay QoS requirements are met.
In [17], the authors presented a novel design for downlink
IRS-assisted NOMA systems and investigated the effects
of hardware impairments on the system performance. The
work of [18] examined the performance of an IRS-assisted
NOMA network from a physical layer security perspective.
In [19], the authors proposed a novel segmented symbiotic
backscatter NOMA system which integrates a simultaneous
transmitting and reflecting reconfigurable intelligent surface,
and provided a theoretical framework of the underlying
system considering both perfect and imperfect SIC scenarios.
Common to the aforementioned works is the position of the
IRSs that are mounted on fixed objects (e.g., walls, building
facades, etc.) leading to limited coverage area and flexibility
as they need to be strategically positioned to ensure line
of sight (LoS) links with the transmitter. To address this
issue, the UAV technology can be used as an efficient and
flexible approach to enhance network connectivity. In [20],
the authors proposed a UAV-assisted powerline inspection
framework with secure and time-sensitive communication
and focused on ensuring a trade-off between accuracy and
computational efficiency, suitable for resource-constrained
UAV networks. In [21], the authors focused on application-
oriented UAV communications in conjunction with edge
systems. In [22], Tao et al. investigated the performance of
aerial IRS (AIRS) cooperative reflection schemes in hetero-
geneous networks (HetNets). A novel theoretical framework
was developed for the downlink coverage probability, user-
association probability, and energy efficiency. In [23], the
authors investigated the energy efficiency (EE) optimization
in IRS-UAV communication networks with simultaneous
wireless information and power transfer (SWIPT). The study
focused on subchannel assignment, SIC decoding order,
beamforming design, power splitting factor, and IRS discrete
reflecting phase shift optimization to maximize the system
EE. The proposed problem is a challenging mixed-integer
nonlinear programming (MINLP) problem due to the strong
coupling between parameters. It was shown that the approach
significantly improves EE especially in dense networks, and
that increasing the IRS reflecting elements enhances the
system performance, while a higher IRS phase resolution
can decrease the EE due to increased power consumption.
In [24], the authors investigated active IRS-assisted UAV-
relaying networks to maximize the average sum rate (ASR)
for the users. The proposed system integrates an IRS on a
UAV to reflect signals from a ground base station (GBS) to
users via a NOMA scheme. To tackle the non-convex ASR
maximization problem, the authors decomposed it into three
subproblems: beamforming optimization at the GBS (solved
via semidefinite relaxation), reflection matrix optimization
of the AIRS, and UAV trajectory design (solved through
successive convex approximation).
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However, the works reported in [16], [17], [18], [19],
[20], [21], [22], [23] do not simultaneously provide improved
spectral and energy efficiencies as well as user fairness.
In [25], the status update framework of an IRS-UAV
assisted communication scheme was investigated considering
an uplink power domain NOMA system. The authors
formulated an optimization problem aimed at minimizing
the average age of information while taking into account
constraints related to the transmit power and the movement
limitations of UAVs. In an effort to improve the commu-
nication for ground users, the authors in [26] studied the
outage performance of an IRS-aided UAV in a NOMA
downlink wireless network under Nakagami-m fading. A
comparison between NOMA-based and orthogonal multiple
access (OMA)-based systems showed the efficacy of the
former over the latter. In [27], Singh et al. proposed a
robust UAV-mounted active IRS-assisted NOMA network to
enhance air-to-ground communications. The authors of [28]
explored the performance of a wireless system that employs
an IRS to assist in decode-and-forward communication
between a low-altitude UAV and its corresponding ground
control station. The authors in [29] investigated a secure
multi-user UAV communication system with an IRS, taking
into account hardware impairments at the transceiver and
IRS. Moreover, they examined the optimization of the
transmit precoding matrix, IRS phase shift matrix, and
UAV trajectory to maximize the average sum secrecy
rate. In [30], the performance of a NOMA-based UAV-
RIS system was investigated in the presence of imperfect
SIC and hardware impairments. Inspired by the challenge
in deriving analytical expressions of system performance
using traditional mathematical methodologies, a deep neural
network (DNN) framework was developed to accurately
predict the outage probability and the ergodic sum capacity
in both [27] and [30].

B. MOTIVATIONS AND CONTRIBUTIONS

Despite achieving great mobility and agility, the works
in [25], [26], [27], [28], [29], [30] did not address the security
aspect of the UAV-IRS-aided NOMA systems. In [32],
Souzani et al. investigated strategies aimed at improving
the information-theoretic security of an IRS-assisted NOMA
system with no direct links between the transmitter and the
users. In [33], the authors focused on guaranteeing a secure
multiple-input single-output (MISO)-NOMA by adopting
some jamming techniques and an optimization framework
for the secrecy rate. In [34], Zhang et al. investigated the
deployment of an IRS to assist secure transmissions in
a NOMA-based system with a robust and cost-effective
beamforming design. In [35], Han et al. studied the PLS
of an IRS-aided NOMA system by leveraging artificial
jamming against internal and external eavesdropping attacks.
Different from [32], [33], [34], [35], the work in [8§]
considered a covert communication in an aerial IRS-
assisted NOMA system. Specifically, the authors proposed a
system in which an IRS-empowered UAV relays confidential

VOLUME 6, 2025

information to a legitimate user while avoiding the warden’s
detection.

Although the above studies considered the information-
theoretic security of IRS-assisted NOMA systems, they are
limited in terms of coverage area due to the fixed IRS setting
leading to performance degradation in certain scenarios,
especially in very dynamic environments such as disaster-
stricken zones. Moreover, most reported studies rely heavily
on Monte Carlo simulations that are high in computational
costs. These are the research gaps our proposed work aims
to partially fill by exploring the security of a mobile IRS-
empowered NOMA system. Unlike [8], our work does not
have covert communication capabilities and relies solely on
a friendly jammer to suppress eavesdropping threats. The
main contributions of this paper are summarized as follows.

o« We first provide analytical expressions of the signal-
to-interference-plus-noise ratio (SINR) of the proposed
system model. Capitalizing on these statistical prop-
erties, we derive the closed-form expressions of key
secrecy performance metrics, including the secrecy
outage probability (SOP) and the probability of strictly
positive secrecy capacity (SPSC), in both jamming and
non-jamming scenarios.

« To obtain valuable insights into the system design, we
develop explicit asymptotic expressions of the SOP
in the high signal-to-noise-ratio (SNR) regime in both
jamming and non-jamming scenarios. We subsequently
formulate a power allocation optimization problem
aimed at minimizing the SOP.

« We provide extensive Monte Carlo simulations to
assess the correctness of the proposed mathematical
derivations, and to demonstrate the effectiveness of the
proposed system under various wireless scenarios.

« Since Monte Carlo simulations are typically resource-
intensive that result in long processing times, we
propose a DNN framework in an effort to circumvent
this problem. This framework offers a data-driven
approach that enables low-latency predictions of the
system’s SOP with a high degree of accuracy.

The remainder of the paper is organized as follows.
Section II outlines the proposed system model, followed by
the theoretical analysis of secrecy performance in Section III.
The design of the DNN framework to accurately predict
secrecy performance is elaborated in Section IV, while the
numerical results are discussed in Section V to underscore
some useful insights. Some concluding remarks are drawn
in Section VI.

Il. SYSTEM MODEL

As illustrated in FIGURE 1, we consider an IRS-assisted UAV
relay communication network consisting of a transmitter (),
two legitimate NOMA receivers (U; and U;), an IRS-UAV
relay (R), an eavesdropper (E) and a friendly jammer (J).
Herein, U is a cell-edge user and U, is a cell-center user
that can communicate directly with S. It is assumed that there
is no direct link between S and U; due to the presence of
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====% IRS transmission
——» Jamming signal

Coverage by S

FIGURE 1. System model.

some obstacles (e.g., trees, buildings). In order to facilitate
end-to-end transmissions between S and the users and in
particular Uy, an IRS mounted on the UAV is employed.
Despite its relative small size, it is practically feasible to
equip a UAV with an IRS as this has been widely adopted
in the existing literature (see [22], [24], [25], [27], [30],
[31] and the references therein). Since we are focusing on
the theoretical underpinning of the secrecy performance, our
study assumes perfect channel state information (CSI) and
ideal passive beamforming to maximize the received signal
power at the legitimate users.

The communication links between ground nodes and the
UAV can be categorized as LoS or non-LoS, based on
the prevailing environmental conditions and the angles of
elevation. Consequently, the likelihood of LoS is given by

-1
Ps@) = (1+&exp(—a®i—8)) . ()

where the variables &; and &; with i € {s, u, up}, denote the
environmental parameters derived from the curve fitting of
the Damped Least-Squares method [37]. The corresponding
path-loss coefficient is expressed as

ari(0;) = Prs(6) E; + v, 2

where E; and v; with i € {s, uj, up, e}, are constants. These
constants are influenced by the conditions of the downlink
and uplink environments, respectively [38]. We represent the
aerial channel vector of dimension N x 1 between S and R as
g, while the channel vectors between R, and user U;, and
between R and E are denoted by g,,, and g., respectively.

2Here, the IRS is typically configured to reflect the impinging signals
towards the intended NOMA users, and particularly the far user. The
jamming signals reflected by the IRS are not considered in this work based
on the assumption that the jammer is deliberately placed far from the
IRS such that the power of any reflected jamming signal is negligible in
comparison to the direct jamming to the eavesdropper. In the case where
the jamming signals are reflected by the IRS, authorized receivers can
use interference cancellation, since they can be aware of the jamming
transmissions. This will require exchange of control information between
the friendly jammer and the legitimate users, such as synchronization data.
The transmitter does not need to have knowledge about the jammer’s
CSI and transmit beamforming vector (obtaining information about the
jammer channel and the transmit beamforming vector is an intricate task
in practice [36]).

4536

The eavesdropper E attempts to intercept the signals sent
by the transmitter S and the UAV-relay equipped with an IRS.
The purpose of the IRS is to provide a communication link
between S and U; while improving the information-theoretic
security of the overall system. While S, U;, U, and E are
equipped with a single antenna,® R equipped with the IRS,
consists of N reflecting elements that can be intelligently
configured and adjusted to optimize the received SINRs at
the users. The diagonal phase-shift matrix of the IRS with
dimension N x N is given by

@ = diag(Bie', fre®, ... pye®), ()

where ¢, € [0, 27) represents the nth phase-shift variable,
and B, € (0, 1] denotes the nth amplitude-reflection coeffi-
cient with 8, = 1 ensuring a lossless reflection.

Furthermore, the wireless channels in our proposed aerial
IRS-NOMA-based system are characterized by a Rayleigh
fading model [39]. In this regard, the channel coefficients
between S and the nth element of the IRS, the nth element of
the IRS and Uy, S and Uy, E and J and S and E are denoted
by &s.n> &uy,n> huys by, and he, respectively, and modeled as
CN (0, 1). The path-loss exponent for the terrestrial channels
is denoted by «. The distances associated with the links
S-Uj, S-E, and J-E are represented by dy ,, ds., and dj,,
respectively.

The positions of Ui, S, U, E, and J are repre-
sented by 3-dimensional Cartesian coordinates, i.e., O, =
(Xul’ yul» 0)’ Os = (Xv» .ySa 0)7 0u2 = (Xuza yuza O)’ O/ =
(X, ), 0), and O, = (X, Ve, 0), respectively. The UAV
is expected to travel at a steady speed such that H, €
[H™Min HMax] where HM and H™" are the maximum and
minimum allowed altitudes, respectively. In addition, the
UAV is aligned at an angle ¢, with respect to the x-axis.
Consequently, the expression O, = (r,cos ¢, rysing,, H,)
can be utilized to determine the position of the UAV. The
calculated elevation angles (in radians) from the ground
nodes Uj, U, S, and E are denoted by 6,,, 6,, 65, and 6,,
respectively. These angles can be obtained with the help of

H, o
6; = arctan(m), with i € {uy, up, s, e}.

A. TRANSMISSION RATES THROUGH LEGITIMATE
CHANNELS
The combined message signal x; = /81 Psx| + +/82Psx> is
broadcast by S according to the NOMA scheme. Here, x|
and xo denote the unit-power signals meant for users U
and U», respectively, §; and &, are the corresponding power
allocation coefficients such that §; > 8, and §; + 6 = 1,
and P denotes the transmit power of the source.

The signal received at Uy, which is a relayed link via the
UAV-IRS can be written as

3This assumption is realistic in practical scenarios that consist of
lightweight and low-power devices. Moreover, the ensuing results represent
a baseline for multi-antenna configurations that will be considered in future
research studies.
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Yu; = Xs + Wy,

05) Oruy (6
d;’iryr( S)dr,rulfl ( “1)

where w,, is the additive white Gaussian noise (AWGN)
at U; and modeled as CA (0, Ny). In order to optimize the
power of the received signal, the phase shifts ¢, of the IRS
can be dynamically and optimally adjusted using a controller
based on precise information about the channel phases of g
and g, [40], [41]. The signal received at U, is given by

Yo = (o ), 4w )
uy — ) uz»

where w,, is the AWGN variable at U,. The NOMA
principle indicates that the message x, from the nearby
user is perceived as interference by the remote user Uj
while decoding its message x1. As such, the SINR at Uj is
deduced as

N 2
510 (b1 X0 I8y 12l
r = . 5 (6)
5205 (b1 X1 8wl Igonl )+ 1

where g, and g, , are the nth elements of g, and g,
respectively, and B, = BV n without loss of generality, by =

B/ d‘r)i’f@)dzr,j;‘(eu'), and p; = P—f) represents the transmit
SNR. To facilitate the analysis, it is assumed that the IRS
utilizes an ideal passive beamforming with perfect channel
estimation, ensuring that all elements maintain a uniform
reflection amplitude.

On the other hand, the signal x; of U is decoded first at
the near user U,, and the corresponding SINR is given by

St es(@lh])’
" 8 pslaalhuy )’ + 1

where ay = 1/,/d¢,, . The probability density function
(PDF) and cumulative distribution function (CDF) of the
random variable (RV) |hu2|2 are given respectively by

)

X

1 =
ingp @) = 7—e ", ®)

uz

Fip p(0) =1—¢ ™. ©9)

After a successful cancellation of the signal x; via SIC, U,
is can now decode its own message xp. As a result, the
corresponding SNR is defined as

2
l—vuc% =4 ps(32|hu2|) . (10)

It should be noted that x; depends on the decoding rates
achieved by users U; and U, given that the signal xj is
processed by both users based on the NOMA technique.
Consequently, the rates of x| and x; are respectively given by

(1)
(12)

C;' =logy(1 + min{I;!, T;11),
C; =logy(1+T;2).
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B. RATES OF TRANSMISSION OVER EAVESDROPPING
CHANNELS

The eavesdropper has the ability to wiretap multiple users
and is capable of performing parallel interference cancel-
lation to distinguish between messages that overlap* x;
and xp [43]. This ability is based on the premise that
the eavesdropper has the capacity to intercept signals from
both the transmitter and the UAV-IRS. In what follows, we
examine two jamming-related scenarios: without jammer and
with jammer.

1) WITHOUT JAMMER CASE

Combining the direct and relayed links via the UAV-IRS,
the signal received at E can be expressed as

Yo = he gfq)gs
e ﬁdge

where w, is the AWGN variable at the eavesdropper. If E
intercepts the message x; from user U, i € {1, 2}, the SNR
is formulated as

X5 + We, (13)

r.s 9:) r,e(ee)
de @ d

N
12
Fgl =§; v/ Xsehe + A/ Xsre de,n gs,nel¢n
n=1
= i/, (14)
r,s 95 r.e 93
where xse = ps5/ds . Xsre = ,Bps/d;x,s( )dg,é( : and g n

represents the nth element of g,. The rate of x; across the
eavesdropping channel is given by

C;f" = logz(l + Ff), ief{l,2}. (15)

The central limit theorem (CLT) provides a framework to
approximate the sum Y _, g, , g2/ as an RV that follows
a complex Gaussian distribution, as demonstrated in (14).
Thus, A, is governed by an exponential distribution that is
characterized by the parameter A, = (¥se+N Xsre). Therefore,
the PDF and CDF associated with A, can be expressed
respectively as

fa, ) = %e‘i, (16)

e

Fa,(x)=1—¢ e, (17)

At the legitimate users U; and U,, the instantaneous
secrecy rates of x; and x» can be given in a compact form by

Cuy = max{Cy — C¥,0}, i € {1,2}. (18)

2) WITH JAMMER CASE

Here, the jammer transmits an intentional interference signal
x;j to confuse the eavesdropper. The signal detected at
E can be characterized by a mixture of the jamming
signal originating from the jammer, along with the signals
transmitted via both the direct and relayed connections
facilitated by the UAV-IRS, and can be expressed as

4For the worst case scenario, one can refer to [42].
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J he gglq)gs
Ve = o + ) . Xs
vV Ys,e /d(r:'ir_fS( s d;‘.l’re,e( e)
h
Y R P (19)

The received SINR at E used to decode the message signal
for user U;, with i € {1, 2}, is given by
, SiA
= 20
pi(ajlhs])”+1

where a; = 1/ /d?, and p; = ,% Subsequently, the PDF
and CDF of |hy|> can be given respectively by

1 _x
fnp ) = 5=e M, @21

F‘hj‘z(x) =1- e_ﬁ. (22)

Assuming the eavesdropping channel, the rate of x; is
given by

cl = log2<1 n ijj), ie(l,2). (23)

The instantaneous secrecy rates at the authorised users Uj
and U, for x1 and xp can be defined in a compact form as

Cypj = max{C} — C¥,. 0}, i € {1,2}. 24)

Here, the SNRs at users U; and U, are unaffected by the
interference signal x; since both NOMA users are already
aware of the signal jamming.

lll. SECRECY PERFORMANCE ANALYSIS

This section outlines a theoretical framework for the secrecy
performance of the proposed aerial IRS-assisted NOMA
system, focusing on the SOP and the probability of SPSC.
Furthermore, an asymptotic analysis of the SOP in the high-
SNR regime is presented to elucidate the system’s secrecy
performance.

A. SOP EVALUATION

In the underlying system, the SOP is defined as the
probability that the instantaneous secrecy rate of either
one of the two NOMA users falls below a predetermined
threshold secrecy rate. In what follows, we discuss the SOP
performance based on the two jamming-related scenarios
highlighted in the previous section.

1) WITHOUT JAMMER CASE
The SOP can be mathematically defined as

SOP = Pr{C,, < R, or Cy, < R, }
=1- Pr{Cul > Rthlv Cuz > Rthz}v (25)

where Pr{.} denotes the probability operator, Ry, and Ry,
are the predefined threshold secrecy rates for users U; and
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U,, respectively. Using (11), (12), (15) and (18), the SOP

can be evaluated as

1 + min{T;!, Tt}
14!

1+

SOP =1 —Pr L n
: 1+ T2

= Vihy > 2 Yihy } (26)
Both I';' and I'}? in (26) are functions of A,, which
explains their correlation. In this regard, it is challenging to
determine the exact closed-form representation of the SOP.
To simplify the evaluation of the secrecy performance, we
employ the upper bound on the SOP, as used in [42]. Based
on basic statistical theory, the likelihood that two correlated
events occur together is consistently less than the combined
probabilities that two separate events occur independently.
Hence, the SOP can be upper bounded by

SOP*'SOP*2.

SOP < SOP*! + SOP*? — 27

Assuming perfect CSI conditions, the SOP of U is given by

SOP" = Pr{C,, < R}
1 + min{I";!,
1+

I
=1- PI'{ - = Yth; }9 (28)

where yp, = 2Rt i e {1,2}. Due to the complexity in
evaluating a closed-form expression of the exact SOP in (28)
using I’ ,)j}, Fﬁ; from (6)-(7), we resort to an approximation
approach proposed in [43] assuming a high SNR and
applying the following upper bounds T} < g—; and Iy} < g—;
Consequently, following a series of simplifications, we get

SOP" = 1 —Pr{Ae < 3}
31
_o
e (29)
1—82h
where 0 = 32)/[;11 )
The SOP of U, is given by
SOP“ = Pr{C,, < R}
1+
= Pr{ TrTo < Yihy (- 30)

After further
expressed as

simplifications, (30) can be further

SOP*2 — Pr{|/’lu2|2 < /31 +,32Ag}
= /0 I:F‘huz‘2(/31 + ﬂzx):IfAe(x)dx, 31

Vihy—1 d _ Vi
52/’5“% ﬁz Psaz )

Substituting the CDF of |y, |a from (9) and the PDF of
A, from (16) in (31) and after further simplifications, the
SOP of U, yields

where 81 =

)\uz B

SOP2 =1 — —2 ¢ 7u,
ﬂZ)Le + )\uz

(32)
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2) WITH JAMMER CASE

In this scenario, the SOP can be formulated as

SOP; = Pr{Cy, j < R, or Cy, j < Run,}. (33)

Similarly to the case without jammer, it is challenging to
formulate a closed-form expression for the SOP. Hence, we
seek to derive an upper bound on the SOP. The expression
for the SOP; upper bound can be expressed

SOP; < SOP}' + SOP}*> — SOP/' SOP’. (34)

The SOP of U; in (34) assuming perfect CSI conditions is
given by

SOP}' = Pr{Cy, j < Ri,}

1+ min{I}, Tyl
=1-Pr > . 35
{ T+ (33)
After some mathematical manipulations, we can
express (35) as
SOP“] ~ _PriAe < a1|h]|2}
o
=1 _/ [Fa.@)]fin, 2 0)dy, (36)
0
where a1 = 2 pja? and oy = 220
I T 0= 5

After substituting the PDF of |k j|£ from (21) and the CDF
of A, from (17) in (36), and after further manipulations,
SOP}' is given by

SOpU =t (37)
T ket iy
The SOP of U, is given by
SOP? = Pr{Cy,; < Rin,}
14132
=1- PI'{ 1 i sz > Ythy (- (38)
J
After further simplifications, SOP}? is given by
By 1211y |?
SOP?%I—P{A |y 1711 '31|h |2}
B3 B3
zy Pz
== [ (G - ) e
7z=0 Jy=p; B3 B3 lhuzl
th,\Z(Z)dde, 39)
Vth2

where 33 = . After substituting the PDF of |hu2|

505 ,
|hy|? from (8) and (21) and the CDF of A, from (17) in (37),
and after further manipulations, SOP;2 is given by

SRLIE) A
e )”“2 _|_ €ﬂ3 El(ﬁl J +ﬁ4
Auyhy Ajhu,

where B4 = A.f3 — B1As and Ej(x) = —Ei(—x), with Ei(x)
being the exponential integral defined in [45, eq. (8.211.1)].

SOPY* =1 —

> L @0)
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B. PROBABILITY OF SPSC EVALUATION

The probability of SPSC is defined as the probability that
the capacity of the main link is greater than the capacity
of the wiretap link. It is a fundamental metric that is used
to assess the secrecy performance of a wireless system. In
what follows, we investigate this key performance metric for
the two aforementioned jamming-related cases.

1) WITHOUT JAMMER CASE

The probability of SPSC is expressed mathematically as
follows

SPSC = Pr{C,, > 0 or C,, > 0}

2o A, 1
NP P = =5, A < — 1)
psa; )
After some manipulations, (41) yields
2 _ )Le+ﬂsll%)tuz
SPSC _ )\.szsaz 1 —e asza%Ae)»uz (42)

Ae + ;Osa%)‘uz

2) WITH JAMMER CASE
Herein, the probability of SPSC can be formulated as

SPSC; = Pr{Cy, j > 0 or C,, ; > 0}

= Primm{l"x‘ My =T% or T2 > rfj]. 43)

Both I';!; and I’ in (43) are correlated since they both
are funct10ns of |h J|2 Formulating a closed-form expression
for the probability of SPSC involves a challenging and
intricate analytical approach. To put it simply, we assess the
performance of the system secrecy capacity in this scenario
using the upper bound on the probability of SPSC. With
the help of the basic statistical theory, as aforementioned in
the case of the SOP, the upper bound on the probability of
SPSC in (43) is further expressed as

SPSC; < SPSC}' 4+ SPSC? — SPSC}'SPSC*.  (44)
The probability of SPSC that pertains to U; can be
expressed as
SPSC}' = Pr{Cy,; > 0}
= PrLAe < axlhy )
- fo [Fa@y)]feOdy,  (@5)

.2
where oy = %. After further simplifications, (45) yields
wi Ae
SPSC)!' =1 — ——. (46)
A + Ae

The probability of SPSC that pertains to U, can be
expressed as
SPSC}?* = Pr{C,, ; > 0}
Pr{A, < a3l *hy 1)
o0 (0.¢]
- / / [Py p 0V p iz, @7

z=0 y=
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where o3 = pjajzpsag. After further manipulations, we get

e
SPSCY =1 — )eaw*uz . (48)

Ae ( Ae
1
)‘uz a3 )‘-J a3 )‘-J)‘-uz

C. ASYMPTOTIC SOP EVALUATION

In this subsection, we analyze the asymptotic behaviour of
the SOP at high SNR (p; — 00) to extract important insights
in both jamming-related cases.

1) WITHOUT JAMMER CASE

In (29) and (32), we employ the approximation e™™ >~ 1 —x
as x — 0 to derive the asymptotic expressions for the SOP
related to U1 and U», respectively as follows

I u
SOF’J1 i

- - - 50P"

o
o) _-
s}

0

FIGURE 2. SOP of both NOMA users versus §;.

SOP“-® = | 3%’ (49)
e
sope = _ tu (1 - ﬁ) (50)
:32)\2 + )Luz )Luz

2) WITH JAMMER CASE

We use the following approximations e >~ 1 —x and &' ~
1 +x in (37) and (40), respectively, to get the asymptotic
expressions of the SOP associated to U; and U, respectively
as follows

Ao
SOP#>® = ¢ | 51
/ he +airg Gb
A
SOP'2™ — B 2Py (ﬂ) (1 4 P ) (52)
)\uz )\uz )\J Aug )"J)"Mz

D. POWER ALLOCATION OPTIMIZATION

The SOP for each user can be expressed as a function of the
power allocation coefficient, represented by SOP;" (81, 62),
where i € {1, 2}. In what follows, we formulate and solve
an optimization problem that aims to minimize the SOP of
the proposed system.

P: SOP;* = rrgin SOP;(81), (53)
1

s.t. 054¢€¢) <6 < —¢€), fore=x0, (54

51+686 =1. (55)

Using the derivatives of SOP;l in (37) with respect to 61 and
SOP’;2 in (40) with respect to 81, it can be shown that SOP';1
is an increasing function of §; while SOP;2 is a decreasing
function of 81, as further illustrated in FIGURE 2.

After equating the aforementioned derivatives to zero, i.e.,

% =0 and JS;);;JZ = 0, it is challenging to obtain their
closed-form solutions mainly due to the presence of several
fractional terms in the high-SNR region. To this end, we
introduce Algorithm 1, which offers a straightforward search
method for identifying the optimal value of §; with a high

degree of accuracy.
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Algorithm 1 Optimal

Power

Allocation Coefficient

Calculation
1: Input: Initialize: Optimal §; <— 0, min SOP <« oo
2: for §; < 0.5 to 1 step 0.01 do
3: 5 <—1—46

4: Calculate SOP?l using (37) with the provided §;

5: Calculate SOP;2 using (40) with the provided §;

6:  total_SOP < SOP}' + SOP}*> — SOP' - SOP}?

7: if total SOP < min SOP then

8: min SOP < fotal_SOP

9: Optimal §; < &

10: end if

11: end for

12: Output: Optimal &1; (Optimal power allocation coeffi-

cient)

IV. DEEP NEURAL NETWORK FRAMEWORK DESIGN

As noted in Section III, we have obtained the closed-form
expressions of the upper bound on the SOP for both Uj
and U, of the proposed model. However, a closed-form
analysis of the exact SOP is difficult to obtain due to
the challenging channel conditions that are highly dynamic
and intricate stemming from factors such as mobility (e.g.,
UAV movement), multiple reflecting surfaces, and non-LoS
paths. It is worth highlighting that most future wireless
communication systems are equally complex if not more
complex than the underlying one, and may result in finding
an approximate theoretical analysis. To address this issue, we
propose a DNN framework that accurately predicts the exact
SOP with less computational complexity and low latency.
A conventional feed-forward DNN architecture consists of
a single input layer, three intermediate hidden layers, and
a final output layer. This is illustrated in FIGURE 3. The
DNN framework uses pre-trained models to reduce runtime
by eliminating the requirements for recurrent analytical
or simulation-based computations. Dynamic and non-linear
relationships in the system can be handled by DNNs, which
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FIGURE 3. Architecture of DNN.

can adjust to changes in the system parameters and channel
conditions without the need for analytical modifications.

A. DATASET GENERATION

The suggested feedforward DNN model is made up of one
input layer, several hidden layers, and one output layer. Five
neurons (i.e., ps5, Ren,, 61, 82, and N) are found in the input
layer. Each of the three hidden layers consists of 128 neurons,
and the activation function applied to each of these neurons
is the Exponential Linear Unit (eLU). Each input parameter x
across all hidden layers is subjected to a threshold operation
using an activation function known as eLU and given by [44]

if x>0,

eLU() = ifx<0

X,

{F @ —1) (56)
where the negative values are leveled up to zero, and I’
is a constant value.’ The choice of eLU is motivated by
its numerous advantages in deep learning, particularly in
mitigating the vanishing-gradient problem and improving the
convergence speed. Unlike the Rectified Linear Unit (ReLU)
which can suffer from “dead neurons” when the inputs fall
into the negative region, eLU allows small negative outputs
which helps maintain activations during the backpropagation.
Furthermore, eLLU is particularly beneficial for regression
tasks, such as the prediction of SOP in the current work,
because it stabilizes gradient updates and helps the network
adapt better to unseen data.

For regression problems, the single neuron in the output
layer has a linear activation function. We define the mean
squared error (MSE) as the loss function in the model,
which makes use of the adaptive moment estimation (Adam)
optimizer. For regression tasks such as SOP prediction,
the feedforward DNN works well. The Adam optimizer,
which dynamically adjusts learning rates and usually ensures
convergence for well-conditioned problems, is used in
the proposed DNN model. We have used non-simplified
theoretical formulas in (28) and (31), and the simplified
theoretical formulas in (29) and (32), to construct an enriched

SThis is a scaling parameter used to control the saturation level of the
negative values in the activation output. In this work, we set I' = 1 (by
default) to balance centering and computational efficiency.
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Algorithm 2 SOP Prediction Using DNN
1: Input: Load dataset
Data preprocessing:
Normalize features using StandardScaler
Split dataset into training (80%) and test (20%) sets
repeat
Adjust hyperparameters
Compile model (Adam optimizer, MSE loss)
Train model
Validate using 20% of training data
10: Predict SOP values on test data
Compute MSE and RMSE
12: until Accuracy achieved ?
13: Output: Predict SOP for new inputs
14: Record execution time for different processes

R A A o

—
—_

dataset for this work, that captures the effects of dynamic
channel conditions with good accuracy.

To train a robust model, a variety of realistic situations
based on channel models and system characteristics are
simulated using random data. There might not always
be access to real data, particularly for dynamic systems.
Synthetic data guarantees that the DNN performs well under
a wide range of scenarios. Data are generated from validated
theoretical models, such as closed-form SOP expressions, to
ensure its applicability. By standardizing inputs and using
enough training examples to span a range of scenarios, bias
is reduced, and the model is prevented from favoring specific
parameter values. The following system parameters are used:
SNR ps € [ — 10, 40], target rate Ry, € [0.05,0.5], power
allocation coefficients (§; € [0.5, 1]), (62 € [0, 0.5]), and
reflecting elements N € [1, 40]. Every system parameter is
created consistently based on the size of the network and is
used as an input variable during training.

The dataset comprises 1.2 x 10% samples, 80% of which
is allocated for training purposes (Dyp), while the remaining
20% is evenly divided between the testing set (D) and the
validation set (Dyg1). After the training phase is completed,
the model undergoes an evaluation procedure that uses the
test set. Here, the model’s performance is analyzed by
determining key performance metrics, such as MSE and root
mean squared error (RMSE). These metrics are critical for
evaluating the model’s predictive accuracy and its overall
proficiency in delivering reliable forecasts.

B. TRAINING PROCESS FOR DNN
Algorithm 2 shows the training, testing, and prediction of
the DNN model.

C. SOP REAL-TIME PREDICTION

The architecture of the DNN model consists of two primary
phases: training and prediction. The neural network can
efficiently learn the correlations between inputs and outputs
during the training phase using the Adam optimization
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method. The focus is to optimize a collection of parameters
derived from the dataset. During the backpropagation pro-
cess, the Adam optimizer is employed to compute and adjust
the weights and biases of the DNN model. In the context of
the dth testing dataset for the DNN model, let M? denote the
actual output values, while M“ denotes the expected output
values. The following MSE loss function is given by

Dtes
_ 1 _ 2
Loss (Md,Md), - Z(Md - Md> 67
Dtes dzl

and is implemented to analyze the discrepancy between
the predicted values generated by the model and the
corresponding estimated values. The next step involves
calculating the RMSE, which is determined using

Dles
(M — i1,
d=1

(58)
D[BS

where Dy is the total sample size associated with the test
set. The Adam optimization algorithm facilitates adjustment
of the network’s weights and biases, leading to a reduction
in the MSE and an enhancement in the accuracy of the
network’s predictive capabilities.

D. ANALYSIS OF THE DNN MODEL’S COMPLEXITY

The complexity involved in calculating the proposed DNN
model is evaluated by determining the floating-point oper-
ations per second (FLOPs), which is determined by the
aggregate number of weights and biases present within the
network. Let vy, = 5 denote the quantity of input variables,
vo = 128 signify the number of neurons in the input layer,
vhid[m] = 128 indicate the number of neurons in the mth
hidden layer, where m belongs to the set {1,2,3}, and
Vout = | represent the number of neurons in the output layer.
Consequently, the DNN model that was generated comprises
around 50,561 parameters and 99,840 FLOPs.

E. PERFORMANCE ANALYSIS OF DNN

FIGURE 4 represents both the training and validation loss of
the DNN model (measured in MSE) over multiple epochs.
The x-axis represents the number of epochs, while the y-
axis (log scale) shows the loss (MSE) values. This curve
illustrates how the model error decreases as it learns from
the training data over epochs. A consistent downward trend
indicates effective learning. The validation loss curve also
follows a similar downward trend. The graph suggests that
the DNN is converging as both losses decrease over time.
FIGURE 5 represents the distribution of prediction errors
in the DNN model, comparing the actual and predicted
values of the SOP performance. The majority of prediction
errors are concentrated around zero, suggesting that the
predictions of the DNN model are generally close to the
actual values. The highest frequency occurs for small error
values, indicating good overall model accuracy.
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FIGURE 4. Training and validation loss over epochs.
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FIGURE 5. Distribution of prediction errors.

TABLE 1. Performance analysis of the DNN model.

Error Metric | Training Set | Validation Set Test Set
MSE 4.13E-05 2.37E-05 2.01E-05
RMSE 0.006425238 0.004864984 0.004482324
MAE 0.000700995 0.000697606 0.000697606
R? Score 0.999830589 0.999852807 0.999852807

In what follows, we describe the outcome of Table 1
and the interpretation of the corresponding performance as
follows:

1) Mean absolute error (MAE): It measures the aver-
age absolute difference between actual and predicted
values.

2) R-squared (R?) score: It indicates how well the model
explains variance in the data.

3) The MSE values for training, validation, and testing are
all very low (~ 1077), indicating a minimal prediction
error. A lower MSE indicates a better fit of the model.

4) The RMSE values for training, validation, and test sets
are close to each other and very low, further indicating
high accuracy.
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5)

6)

7)

8)

The MAE values across all datasets are very small
(~0.0007), indicating that the predictions are close to
the actual values. Unlike the MSE, it does not square
the errors, making it less sensitive to outliers.

The R2-score values used for training, validation, and
test sets are all ~0.9998, suggesting that the model
explains nearly all the variance in the data. A value
close to 1 indicates an excellent fit.

The low values of the MSE, RMSE, and MAE indicate
that the model is highly accurate in predicting the SOP
performance.

The R*-score values close to 1 confirm that the model

SOP

Analysis-WJ

- =% - Asym.-WJ
® Sim.-WJ

Analysis-J

- =% - Asym.-J

captures the relationship between inputs and outputs
very well.
9) The low RMSE and high R?-score suggest that the
model parameters and hyperparameters (such as learn-
ing rate, number of layers, and activation functions)
have been appropriately chosen.
The consistency of error metrics across the training,
validation, and test sets suggests that the model
generalizes well and is not merely memorizing the
training data.
The validation and test errors are slightly lower than
the training error, which suggests that the model is
not overfitting. If the validation error was significantly
higher than the training error, it would indicate
overfitting. However, this is not observed in the table.

10)

1)

V. NUMERICAL RESULTS

In this section, the accuracy of the proposed theoretical
framework is validated through Monte Carlo simulations.
Without loss of generality, the following parameters are
used unless otherwise specified Oy = (-3,0,0), Oy, =
(3.3,0,0), 0y, = (—1.1,-0.4,0), O, = (1.3,1.7,0), O; =
23,1.7,00 H, = 0.1 km, r, = 0.3 km, ¢, = 0, and
o = 2.0. Similar to [37], we have also considered &; = 2.0,
g =05, E, = —1.5 and v; = 4 with i € {s,u;,up}. In
addition, we define the parameter for a lossless reflection as
B = 1. The threshold rate shown in all of the plotted figures
is expressed in bps/Hz. Using TensorFlow 2.17.0 alongside
Python 3.12.5, a DNN model is built featuring three hidden
layers, each comprising 128 hidden neurons. The learning
rate is set at 0.0001, which is subsequently reduced by
90% after 10 epochs. The weights of the DNN model are
randomly assigned and refined over 150 training epochs,
employing the Adam optimizer with a gradient decay value
of 0.95. This method dynamically modifies the learning rate
in response to performance, helping to avoid overfitting and
guarantees that the model does not get stagnant throughout
the training phase. A laptop equipped with an AMD Ryzen
5 5600U Radeon graphics processor and 16 GB of RAM
was used for all testing.

FIGURE 6 presents the SOP performance of the proposed
system in two distinct scenarios: with jammer (J) and without
jammer (WJ). It can be seen that while increasing the
SNR enhances secrecy performance in a jamming scenario,
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FIGURE 6. SOP versus ps for both jamming and non-jamming cases.
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FIGURE 7. SOP versus p; for different values of Ry, (without jammer).

the jammer reduces the eavesdropper’s ability to wiretap
the legitimate transmissions by lowering the eavesdropper’s
SNR, and the jammer’s strength increases in tandem with
an increase in ps. It can also be observed that the markers
for the simulations align well with the analytical curves,
validating the accuracy of the theoretical framework. It is
worthwhile noting that such a comparison between Monte
Carlo simulations and the proposed theoretical framework is
depicted subsequently under various system configurations,
with a good match in all cases.

FIGURES 7 and 8 show how changing Ry, affects the SOP
performance of the underlying system in both with/without
jammer scenarios. As the threshold secrecy rate decreases,
the SOP improves, indicating that the system is more secure.
In other words, low threshold rates reduce the likelihood
that the system is unable to maintain secrecy. In the scenario
with a jammer, the SOP performance is further improved.
On the other hand, in the case without a jammer, the
SOP performance degrades in high-SNR regions because the
eavesdropper’s capacity increases with increasing values of
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FIGURE 8. SOP versus p; for different values of Ry,, (with jammer).
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FIGURE 9. SOP versus p; for different values of §; (without jammer).

ps.- However, when a jammer operates, the SOP performance
continuously improves since the capacity of the eavesdropper
decreases while the capacity of NOMA users increases with
an increase in py.

FIGURES 9 and 10 illustrate the SOP performance versus
ps considering different values of §; for both cases with and
without jammer. A higher value of §; leads to improved
secrecy performance, as evidenced by the rapid decline in the
SOP with increasing ps. This is due to U; being located far
from the transmitter, which increases the likelihood that the
SOP performance of the underlying falls below the threshold
level due to U;. However, as &1 increases, the overall capacity
of Uj increases, which leads to an improvement in the SOP
performance.

FIGURES 11 and 12 depict the SOP performance versus
ps, for different values of ds ., which represents the distance
between the source and the eavesdropper. When the eaves-
dropper is close to the source, the system integrity can easily
be compromised due to the improved eavesdropper’s ability
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FIGURE 11. SOP versus p; for different values of d; . (without jammer).
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FIGURE 12. SOP versus p; for different values of d; . (with jammer).

(strong eavesdropper’s signal) to decode the transmitted
message. In addition, reducing the distance between the jam-
mer and eavesdropper also enhances the SOP performance
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FIGURE 14. SOP versus p; for both non-simplified theoretical formulas and
simplified theoretical formulas.

due to the strong ability of the jammer to degrade the SNR
at the eavesdropper, resulting in a better overall secrecy
performance. A similar performance behaviour can be
observed in FIGURE 13 which depicts the SOP performance
for various values of d; ., the distance between the jammer
and the eavesdropper. As dj. decreases, the jammer is
more detrimental to the eavesdropper, limiting its ability to
compromise the overall system.

FIGURE 14 compares the DNN predictions with the
SOP values obtained from both non-simplified theoretical
formulas and simplified theoretical formulas. It is evident
from the figure that the DNN-based predictions with non-
simplified theoretical formulas closely match the simplified
theoretical formulas values and simulation values. More
importantly, this plot illustrates the robustness of the DNN
approach to capture complex system behaviors in dynamic
scenarios.

FIGURE 15 shows a comparison between the predicted
SOP obtained through the DNN model and the SOP based
on the proposed analytical framework. It is evident from the
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figure that the DNN-based predictions with an MSE of about
1073, closely match the theoretical values. The Monte Carlo
simulations and the DNN-based approach differ significantly
in terms of execution time. The findings show that while
Monte Carlo simulations take 7.8748 seconds, the prediction
of the SOP using the DNN only takes 1.382 seconds.

To further illustrate the merits of the DNN model, we
plot the actual and predicted SOP values as shown in
FIGURE 16. Our model appears to be efficient, yielding accu-
rate predictions, as evidenced by the overlapping between
the points for the actual values (in black) and the predicted
values (in silver).

FIGURE 17 illustrates the performance of the probability
of SPSC as a function of ps for various values of ds. in
the absence of a jammer. When the eavesdropper is close to
the source, the eavesdropper’s SNR is much stronger, which
drastically increases its ability to decode the transmissions
between S and the users/IRS. In the scenario where a jammer
is absent, the overall performance of the probability of SPSC
is adversely affected, since the increase in p; does not
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correspondingly enhance the capacity of legitimate links in
comparison to the capacity of the eavesdropper’s link.
FIGURE 18 shows the performance of the probability of
SPSC as a function of ps for various values of dj. in the
presence of a jammer. The results presented in this figure
demonstrate that the performance of the SPSC probability
improves as pg increases. Additionally, bringing the jammer
closer to the eavesdropper results in an improved system
performance concerning the probability of SPSC, as the
robust jamming effect further complicates the eavesdropper’s
efforts to decode the messages intended for the users.

VI. CONCLUSION

In this paper, we investigated an aerial RIS-UAV NOMA-
based system in the presence of an eavesdropper and
a friendly jammer. We first developed both exact and
asymptotic analytical representations of the SOP, followed
by a closed-form analytical expression of the probability
of SPSC. Moreover, the obtained results demonstrated the
advantages in adopting a jammer to improve the secrecy
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performance. Our study introduced an algorithm that calcu-
lates the optimal power allocation coefficient to minimize
the SOP performance of the underlying system. Finally,
a DNN approach was developed to accurately predict the
SOP. Despite the fact that the current work contributes
to the advancement of the current state-of-the-art, several
challenges remain open for future studies. For example,
the present work assumes perfect CSI, which is unreal-
istic in practical scenarios. A potential avenue for future
studies could explore robust beamforming and adaptive
power allocation techniques under imperfect CSI conditions.
Furthermore, the impact of mobility on secrecy performance,
particularly when both eavesdropper and NOMA users move
dynamically, warrants further study. The proposed DNN-
based approach, while effective, requires generalization
in diverse network topologies and varying environmental
conditions. Addressing these challenges will enhance the
practical applicability of IRS-assisted UAV NOMA systems
in real-world IoT deployments.
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