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Abstract

The work presented extends and contributes to research in business continuity man-
agement systems and focuses on a data driven approach to organisational context
as defined by Clause 4 of the ISO22301 Standard. Although previous work in this
area has produced resilience and business continuity Frameworks, practical systems
design principles and measurement, there has been limited investigation into the
commonly encountered scenario of effectively managing data to inform the Busi-
ness Continuity Strategy (Clause 8). In the report presented, a systems thinking
approach has been applied to extend the Business Continuity Management Frame-
works practically integrating a system of insight into environmental scanning and
information seeking components of the system. Environmental scanning simulation
and taxonomy classification mapping results were obtained through ethnographic
standardisation and subsequent data modelling of a system of insight. This rep-
resents a unique and valuable contribution to practitioners and systems engineers
working in the field of Business Continuity Management and Business Resilience.
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Introduction

“Since the 2019 Business Continuity Institute (BCI) Horizon Scan Report, we are
starting to see a widening and more unpredictable risk landscape. With new threats
emerging that business continuity professionals have previously seldom encountered,
the importance of horizon scanning, monitoring incidents that have occurred in other
organisations and updating plans accordingly is of the utmost importance [1].”

With new threats emerging that are forcing business to focus on and update their
business continuity plans in mind, it should be noted that this report documents
the development of an analytical model as it is applied to the components of the
best practices required by an ISO22301 compliant Business Continuity Management
System (BCMS).

Through the integration of a framework of standards, this report provides a defini-
tion, method and approach to the contextualization of risk data that influences the
assessment of organisational risk, analysis of business impact and formulation of a
business continuity strategy as integrated components of a holistic systems design
in the scope of financial services.

A key contribution of this report is to bring together the often disparate disciplines
of data and business continuity management to provide a practical and integrated
approach to data driven design and implementation of business continuity man-
agement systems. Previous resilience research highlights the need to include data
considerations in the design of these systems. The discussion is influenced by cura-
tion methods needed to support measurement and predictive analytics. The context
of the data as an integrated system component is often neglected with the result
that opportunities to use environmental data to increase organisational resilience
through enhanced operating context insight requires additional effort to integrate
once systems are in operation.

The approach taken in this report shows how the application of environmental con-
text to data can be used to improve business resilience in the South African financial
services industry use case and specifically focuses on operational risk which falls un-
der the definition of Compliance and Operational Risk, set out by the South African
Reserve Bank as follows:



“Operational risk is the risk of a possible financial loss or damage to the Bank’s
reputation arising from human errors, internal control failure, systems failure or ex-
ternal events that have an adverse impact to the Bank. The Bank has an incident
reporting tool which enables the process of self-reporting for any operational risk
related events. Action plans are drawn on reported incidents and follow-ups done
with relevant business areas.” It is therefore also important to note that data so-
lutions need to be designed within the Business Continuity Management System of
Interest [2].

Consideration has been given to the effectiveness of applying environmental context
to the Risk Assessment and Business Impact Analysis components of a Business
Continuity Management System and specifically addresses clause 4 and 8 of the
International Standards Organisation [SO22301 Standard for Societal Security -
Business Continuity Management Systems (2012) [3]. It is noted however, that
systems must be considered holistically and as such related clauses in the standard
are referenced where appropriate.

Through standardisation of methods and applying systems thinking as an approach,
the outcomes of this report aim to show that the analytical model presented is also
applicable to other industry scenarios in its adoption. It provides a foundation for
future work in the areas of governance and compliance, data management and data
science as well as organisational systems.

As a background to this work, the risk landscape is considered and covers a five
year retrospective as published through industry survey both in South Africa and
globally. Over the past 12 months health incidents outranked IT and telecoms
outages as the greatest cause of organisational disruption with a risk index of 13.9
according to the 2020 BCI Horizon Scan Report [1]. In 2019, the risk index of health
incidents was 12.88 second to IT and telecoms at 13.22 [4]. In 2019, the top three
main concerns of business continuity professionals for 2020, according to the report
were cited as cyber attack and data breach, IT and telecom outage, and adverse
weather and natural disaster [4]. Health incidents did not register in the top 5 risk
assessment for 2021 [1].

At the time of publishing the 2020 Horizon Scan report in March 2020, the World
Health Organisation (WHO) declared a global pandemic of the COVID-19 virus
as cases rose across the globe. The number of cases registered globally by the
John Hopkins Corona virus Resource Centre was 156 400 with 5 833 deaths [5, 6].
Locally in South Africa, cases had reached 82 across three provinces and on the 15th
March 2020, many countries declared hard lock downs limiting interpersonal contact
to prevent further spread of the disease |7]. South Africa responded with stern
cautionary measures. This triggered organisations to invoke emergency response
plans.

At a macro-economic level, interest rate cuts to boost economies were implemented.
This also provided a background to innovating new ways to assist borrowers to
continue to honour their loan repayments. As businesses became less able to operate
in this new context, many people lost their livelihoods and despite interest rate cuts,
defaults became more probable, thereby increasing the risk of financial loss to banks.



Governments were also called upon to provide relief. The UK offered to pay the
salaries of unemployed persons affected by the pandemic. This was an unprece-
dented response, the results and implications of which remains untested. The South
African Department of Labour was similarly investigating special regulations of-
fering Unemployment Insurance Fund relief to companies that find themselves in
distress due to the COVID-19 outbreak.

Global socio-economic impact was felt as self isolation and quarantine measures
were undertaken. Large gatherings were cancelled, entry to borders were restricted
and misinformation lead to panic in many regions. Economic impacts included
supply chain disruption, impact to the financial markets and loss of production. The
systemic impact from a social and economic perspective is complex and interrelated.

In the financial services industry, the BASEL Committee met in February 2020 to
review vulnerabilities and emerging risks impacting the banking system to further
strengthen the implementation of BASEL III [8]. In a press release on the 27th
February, the BASEL Committee provided the details of the discussion which in-
cluded minimising the impacts of the COVID-19 virus, inter-bank rate reforms and
climate related financial risk. According to the release, a special committee was
established to stock take members current climate related risk initiatives [8].

Local impacts in South Africa have different levels of complexity as the country faces
a pandemic, recession and critical infrastructure failure. Eskom continues to work
on the maintenance of old power plants and load shedding reduced international
investor confidence. Rating agencies reflected the same as South Africa suffered
several ratings agency downgrades. Recovery from a pandemic over and above the
existing risks and issues in the system will be challenging given limited reserves to
allocate to this.

It is this type of emergence in the environmental context that needs to be consid-
ered more critically as opportunities arise to influence the improvement of resilience
measurement and response formulation through the contextualisation of diverse data
sets associated with emerging risk.

This report is structured as follows:

Section 2: Financial Services Background

In this section, the report begins by providing an operating context overview of
the financial services system use case. This section includes an introduction of
the history of banking and how emerging environmental factors have shaped the
regulatory and innovation landscape. This section also outlines the critical industry
responses that continue to influence and build resilience into the financial system.

Section 3: Problem Statement

This section introduces and defines data contextualisation and positions the inte-
grated context component into the framework of standards as they apply to the
BCMS. The discussion positions and highlights the need for data contextualisation
as an integrated system component to provide operating context insight at the point
of decision making during risk assessment and business impact analysis. The dis-



cussion in this section includes a focus on the methods that are currently adopted
to analyse and store data to support systems of insight.

Section 4: Standards

This section sets out the framework of standards to be applied in the approach with
their corresponding guidelines and principles. The scope of standards discussed in
this section are business continuity and data management systems standards. More
specific regulatory standards applicable to the scope of this report discussion have
been included to align to the industry operating context (financial services). The
corresponding guidelines of good practice are introduced as important to the method
of development and operation of the resilience system in this report.

Section 5: Resilience Research

This section provides a review of the current global and South African risk per-
spectives as researched over the past 5 years from 2016 to 2020 to show the extent
and span of risk types that have been discussed and researched. This section also
provides an integrated definition of resilience and how this has evolved through re-
search across multiple engineering and business management disciplines with the
overall objective to introduce the adopted definition for the purposes of this report.
Resilience frameworks and measurement methods research is also included in this
section to show the relevance of holistic system design. The underlying importance
of data system integration is highlighted as an evolving topic with new methods
being investigated to more fully integrate data into organisational systems thereby
improving organisational responses to their operating context(s).

Section 6: Resilience System
In this section the System of Interest that forms the basis of the analytical model is
described using Checkland’s soft systems methodology [9] and builds on the problem
statement through situational analysis. The system definition is formalised using
the root definitions of purposeful activity systems and includes the integration of
the resilience system framework.

The Conceptual systems model is defined and validated by applying the comparison
of models’ technique. Through a process of discussion and collaboration with key
stakeholders and interested parties, the current system situation is modelled. Out-
comes of this process results in the development of a proposed future system model.
The future system model is tested against desirable change criteria and feasibility.
All models are developed conceptually. Once a feasible future systems model is
achieved, a Systems Engineering Master Plan can be developed providing a detailed
plan to implement the future system and to affect desirable change which can be
observed and measured.

Section 7: Risk and Banking System Data

This section introduces the data sources adopted for system simulation by applying
Data Governance (principle 1: BCBS339). All data sources applied are subjected to
the test for authoritative principles with clearly defined data ownership and stew-
ardship. Data sources include the dimensions of quantitative measurement, analysis
and survey results as well as banking system data at a fundamental level of aggre-
gation.



Section 8: Data Contextualisation - an Analytical Model

The development of the system of interest is described in this section. The system
and data conceptual models integration is discussed and applied with the subsequent
development of the logical and physical data models. In this section the adoption
of industry reference data models are used to refine the system principles are they
apply to financial services. The development of the contextualisation variables is
described in this section within the boundaries of the system(s) of interest. The
resulting system of insight is simulated with both system and validated results and
includes resulting data visualisations to reflect the system outputs.

Section 9: Conclusion

The concluding chapter summarises the contextualisation model results and find-
ings and provides a position on the extensibility of the resultant model as well as
possibilities for future work.

Section 10: Appendix The appendix of this report includes the following:

1. System Engineering Management Plan: Detailed Systems Engineering
Management Plan using the ISO/IEC/EEE 247-1:2018 Standard.

2. Physical Data Model Standards: Detailed table of defined physical data
model naming and data type standards.

3. Physical Data Model: A detailed translation of the logical data model into
physical data model structures which are mapped to the conceptual systems
model in tabular form. Detailed attribute definitions are included in this table
for reference (metadata best practice). The contextualisation variables are
described in the physical data model to show the application of the derivations
from a data systems perspective.

4. Data Profile and Data Scripting: Includes the data profiles for the data
resident in the physical tables. This section also includes the scripting that is
applied to the development of the database along with additional data model
descriptions in annotation.



Financial Services Background

This report discusses business resilience in the financial services industry and it is
important to position the operating context that has shaped the innovation and
regulatory landscape over its long history. During its lifetime, the banking industry
has adapted to the needs and requirements of its interested parties through the
development of financial products and services. The resilience of the financial system
has had significant impacts to the global economy. As events shape the world, the
financial system has responded and adapted over time and has introduced a number
of regulatory standards of operation to ensure its sustainability. The ability of the
financial system to effectively recover following significant word events is consistently
tested with responses spanning improved regulation to operational improvement and
innovation. A short history of banking with a focus given to the major events that
have shaped its past are discussed in this section to introduce the operating context
in which financial institutions operate.

Banking has been a part of society since 1800 BC. The credit journey of financial
services started with the earliest moneylenders. Early Roman banks introduced
more formal mechanisms of banking, which allowed people to safeguard their money
in the form of deposits and to obtain a line of credit in the form of loans [10, 11].

Modern banking started with the fractional reserve system in the 17" and 18"
centuries, in which only a fraction of a banks’ deposits were backed by actual cash.
These deposits were then made available for withdrawal. The effect of this is that
capital was freed up to be loaned to other interested parties. Economic enablement
and expansion became possible and this system was the foundation on which banking
systems operate today [10, 11].

Since this time, modern banking has experienced many waves of innovation from
Industry 1 and now moving into the new wave of Industry 5. Modern banking
ushered in technological change to make the lives of banking customers easier and
more convenient through the implementation of ATM machines, online banking
channels and then into digital hybrids in which multiple transactional channels were
made available to customers in the last ten years. With the advent of the Fintech
revolution, the banking industry has been challenged by digital business models
and solutions and there have been a number of new players in the financial services



marketplace that operate exclusively on digital platforms [10, 12, 13].

Advances in technology have challenged the mental models of banks and have called
for solution design to suit digital native customers. This generation of customers
(the iGen/GenZ generation) and those into the future who have been brought up
from an early age with technology have different expectations of banking systems.
Their expectation, and their world view is that banking systems are online twenty
four hours of the day with uninterrupted service [11, 14].

Banks have responded to the needs of these customers with system design that in-
cludes a highly personalised omni-channel experience. All of these systems require
data to operate effectively and are underpinned with advanced analytics, machine
learning models and artificial intelligence. Many more advances are being made and
the rate of innovation is ever increasing in this regard. With this rapid innovation
landscape, sensitivity to risks also increases with many new risks becoming impor-
tant to manage to ensure business resilience and business continuity in the event
of a disruption. Financial services organisations face the ever increasing challenge
to continue to build resilient systems and sound business continuity strategies to
respond to potential business disruption [11, 14].

Notable banking innovations have been summarised in Table 2.1.

Business resilience in the Financial Services industry is guided by the regulations
and standards issued by the BASEL Committee. The primary objective of setting
up the BASEL Committee in 1974 was to improve cooperation across the banking
industry globally and to work towards ensuring that the system is appropriately
regulated and protected from systemic shocks from emerging threats [15].

As modern banking systems evolved and changed with advances in thinking and
technology, more risks need to be monitored. Banking risk management strategy is
focused on both regulatory as well as other risk factors that may affect and impact
business operations. Risks have always had a presence in banking systems and their
impacts have been experienced in varying degrees of severity as disruptive events
influenced and tested the resilience of banking systems [16].

Emerging threats have been contextualised in figure 2.1 [11] and continue to emerge
as the operational environment in which banking systems operate shift and change.
The potential ability to respond to a rapidly changing operating environment with
clarity of purpose and intent is a critical consideration in increasing the resilience of
banks and the financial system [11].



Lost Generation of 1914
Interested Parties Gen X Gen Y (The Millennials) iGen / GenZ
Baby Boomers

| Disintermediation

| Rapid Deployment

| Skills

| New Technologies

| Increasing Compliance
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Figure 2.1: Emerging Threats [11]

Changes in legislation and the regulatory landscape is constant with regulators being
focused on the sustainability of the banking system post several shocks that had
global implications. Most notably these included the Great Depression of 1930
and the 2008 Global Financial Crisis. Having said that, the world faces numerous
threats each year ranging from adverse weather conditions, cyber security and data
breaches, to outbreak of diseases (such as SARS, MERS and now COVID-19) [1].
In the course of the data analysis of this report, 42 standardised risks have been
analysed across two organisational data sets spanning 5 years [1].

What is evident from this analysis is that operational risk is extensive and difficult to
manage in an integrated manner. Integration of risk landscape information into the
Business Continuity Management Systems of banks may be helpful to maintain up
to date Business Continuity Management Strategy with informed prioritised decision
making [8, 13, 16].



Table 2.1: Banking Innovations [11, 14/

Innovation

Description

Deep Personalisation

Needs of the customer are primary.

Mobile

Available on all devices and wearables.

Robot advisors

Available to assist customers to make sound
financial decisions.

Analytical Machine learning and analytics will enable the
bank to monitor and identify threats, both in-
ternally and externally.

Platform Operations that run using robotics and algo-

rithms.

Personal bank account

Bank accounts that allow the customer to shop
for banking services from different financial
providers.

Secure and distributed ledger

Secure identity sharing and transacting.

Social

Banking services available on social networks.

Dis-inter-mediated

“Online crowd-sourcing strategies that induce
masses of people” to solve for their banking
requirements will become a viable option for
lending.

Decentralised Decentralisation will take away the need for
banks as intermediaries with point to point
transactions being more mainstream.

Quantum Quantum computing will become mainstream,

helping financial services to support client
management by making sense of client be-
haviours, predicting trading market behaviour
with ever more accuracy, optimising risk man-
agement and understanding and streamlin-
ing complex operational processes. Quantum
computing may also disrupt public key encryp-
tion and secure ledgers. This in turn may have
a negative effect on the Fintech industry that
are increasingly reliant on these technologies.

Crypto Currencies and Blockchain

Crypto currencies are increasingly becoming
mainstream and a recognised form of legal ten-
der. Combined with secure ledgers, the po-
tential for high speed, secure transactions is
a potential disruptor to traditional payment
systems.




Problem Statement

The financial system continues to seek new and innovative ways to ensure control
is maintained in the system. Monitoring of risk remains a priority and is subject to
assessment and regulatory scrutiny. Key risk indicators and metrics form a foun-
dational basis on which to ensure visibility of control over the position of financial
institutions at a given time. This has become an integral part of the banks data and
information systems. However the focus remains on the curation of data to produce
accurate metrics through sound data management practice. Systems of insight that
respond to the changing needs of customers and other interested parties share a
common requirement for well managed data assets. This has led to the develop-
ment of sophisticated and world class methods of risk management and customer
engagement. The challenge is that well curated data that is structured to support
regulatory compliance and insight requires a vital aspect of the changing operating
context as an integrated system component. It is essential that data systems also
provide for the capture of business narrative in their design.

3.1 Introduction

As an introduction to this problem, this section examines the implementation of
business continuity management systems and the role that data context can poten-
tially play in enhancing their operation.

Business Continuity Plans globally, according to the 2020 Horizon Scan Report,
follow relatively standardised approaches based on the [SO22301 Standard with 71
percent of organisations certified or using it as a framework [1].

When implementing an ISO22301 compliant Business Continuity Management Sys-
tem, Clause 4 requires that the “organisation shall determine external and internal
issues that are relevant to its purpose and that affect its ability to achieve the in-
tended outcome(s) of its Business Continuity Management System (BCMS) [3]."
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The standard requires that “the organisation identifies and documents the following

[3]:

1. the organisation’s activities, functions, services, products, partnerships, supply
chains, relationships with interested parties, and the potential impact of a
disruptive event,

2. links between the business continuity policy and the organisation’s objectives
and other policies, including its overall risk management strategy; and

3. the organisation’s risk appetite.”

The Business Continuity Management System Operations, according to the ISO22301
Standard Clause 8 includes [3]:

1. The Business Impact Analyses (BIA) and Risk Assessment(s) (RA) - Clause
8.2.

2. Business Continuity Strategy, which includes the establishment of resources
and requirements as well as protection and mitigation for risk treatment -

Clause 8.3.

3. Business Continuity Management Procedures including an incident response
structure, warning and communications, business continuity plans and recov-
ery. - Clause 8.4.

4. Exercising and Testing - Clause 8.5.

Integrated data plays a significant role in the operations of the Business Continuity
System and should be applied in the context of identified risks and impacts as best
practice. This is currently a challenge in the design of these systems due to the
variable nature of the risk landscape and ever increasing data sources.

Data provides a basis on which to establish quantifiable resilience indicators on which
to measure organisational resilience over time. Business Continuity Management
Systems that contain well contextualised data that integrates with the Business
Impact Analyses, Risk Assessments and Business Continuity Strategy may positively
affect a bank’s ability to anticipate and respond to changing environmental factors
when a change or disruption is detected in a defined resilience indicator [17].

The scope of this report is shown in 3.1 with Integrated Context being the component
proposed to enhance future Business Continuity Management Systems.
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Clause 8 O ion — Business Continui System

Organisational Context
(Clause 4, 1SO 22301)

Business Impact Assessment and Business Continuity Strategy Establish and Implement Exercising and Testing
Risk Assessment (Clause 8,3) Business Continuity (Clause 8,5)
(Clause 8,2) Management Procedures
(Clause 8,4)

Business Impact Analysis Establishing Resource Incident Response Structure
(Clause8,2,2) Requirements (Clause 8,3,2) (Clause8,4,2)

Warningand
Communications (Clause
843)

Risk Assessment Protection and Mitigation
(Clause8,2,3) (Clause 8,3,3)

Business Continuity Plans
(Clause 8,4,4)

Recovery (Clause8,4,5)

Integrated Context

Data Systems

Data Modelling
Data Mapping

Data Acquisition Aggregation Insight

Figure 3.1: Data conteztualisation approach with reference to the 1SO22301 [3, 18]

When selecting a data set to support the risk assessment and business impact anal-
ysis, the context of the data set becomes an important consideration [19]. This
selection may or may not be effective, or may become more effective over time.
Integrated data sets that are linked to organisational context (ISO22301 Clause
4) within the Business Continuity System has merit and bearing on the resilience
measurement of the organisation and its interrelated systems [3].

Business continuity management professionals in banking systems work collabora-
tively with data management professionals and engineers to derive the data insights
that they require. Data curation methods can be lengthy and often require exten-
sive engagement, data modelling and mapping. In the event of a disruption or crisis,
obtaining data that is current and appropriately mapped is needed to inform the
most appropriate response. Data curation processes become impediments when this
arises, but these are necessary to improve the reliability of data [19]. Data analytics
also requires reliable data on which to derive insights. The availability of business
metadata provides an additional advantage to agility and response [17].

The common inhibitor to response formulation and planning is the collection of
multi-faceted views of the data and reaching consensus of the data definition and
the most appropriate and useful application of the data set to a defined business
continuity management problem statement. This along with the skills required to
deal with the data are challenges cited in the Business Continuity Profession [1].

Environmental data consists of both internal and external data sets. External data
has varying degrees of big data characteristics including volume, variety, velocity
and variability. Sourcing external data sets often removes system of record context.
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Internal organisational data also forms part of such systems and is recorded within
the context of operational systems. Both types of data are required to form a holistic
record of organisational history.

Integrated context as shown in figure 3.1 has the following systemic considerations:

1. It is mapped to the context of the organisation (clause 4) as defined by the
Business Continuity Management System [3],

2. It is scoped to the organisation’s taxonomy [17],

3. It has an association to the Business Impact Analysis (clause 8.2.2 of the
[SO22301 standard) and the Risk Assessment (clause 8.2.3 of the 1SO22301
Standard) of the business continuity management system [3],

4. It informs the business continuity management strategy (clause 8.3) by provid-
ing a quantifiable basis on which to determine resilience indicators (enhanced
though expert judgement) [3] and

5. Risk assessments can be associated with a risk taxonomy through the analysis
of the business metadata of a selected data set.

Data that is contextualised and structured with business resilience indicators be-
comes useful in the design and implementation of Business Continuity Management
Systems of the future.

Ongoing focus in the financial services industry globally is to increase the strength
and resilience of the system. In the past 20 years, there have been a number of
events that led to disruptive incidents. The most significant recent disruption being
the 2008 global financial crisis. This crisis was caused by inadequate management
of credit systems. Following this crisis there has been an increasing awareness of
several risk factors that must be assessed and managed on an ongoing basis. History
has shown that many environmental factors converge to disrupt business in a rapidly
changing multi-faceted risk landscape. As a result the study of network risk analysis
between 2017 and 2020 is an emerging research theme [20, 21, 22|.

For data to become useful, it is associated with a business requirement and through
the curation process is structured according to a set of technical and business rules.
The BASEL Committee regulation specifies that risk data is subject to its 14 data
management principles for risk data aggregation (BCBS239, 2013) , specifically in
the use case where risk reporting is concerned. This standard is also good practice
according to DAMA and can be extended to all data systems that affect any risk
type [17, 19].

In the financial services industry, data and information is increasingly important for
both the regulatory use cases as well as in the fulfilment of use cases that deal with
competitiveness (i.e. commercialisation of data) and risk management [23|. It is
also becoming increasingly important to Business Continuity Management Systems
that deal with organisational resilience [1].
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Organisational resilience requires an understanding of a banks’ operating context
and systems interactions and this is where data begins to play a central role. During
a disruptive event, operating context changes. The business continuity system of
the bank contains the strategy and plan to be followed when the event requires these
to be invoked [24].

Effective resilience requires banks to respond to environmental disruption and change
with clarity of intent and purpose and to invoke its strategies and plans in an
informed manner. It also requires the bank to anticipate environmental changes
and to continuously review the plans and strategies for appropriateness through
ongoing assessment (ISO22301 Clause 9) [2, 3.

3.2 Data Contextualisation Methods

The definition of context according to the Oxford English Dictionary is “the interre-
lated conditions in which something exists or occurs [25]”. This definition is adopted
as the standard for this report.

In the industry, banks may contextualise data in three ways; mapping against an
industry standard data model, semantic data modelling against a specific use case
data model or through a data analytics process that looks for data correlations. All
three methods are used to support specific requirements and the process is aligned
to best practice guidelines according to DAMA [19].

Mapping against an industry model - This method supports industry standard
reporting requirements through and Enterprise Data Model that is fit for purpose for
the bank and its operations. The bank’s data is scoped to a set of data concepts that
describe the bank and its operations. In this method, data is curated into a whole
system data design that is fully integrated. Data is expressed in the relationships
between concepts and is never viewed in isolation. This is the longest and most
complex form of data curation as enterprise agreement of the mapping of data must
be reached before it can be integrated into the data model. Once mapped the data
becomes useful within a defined banking data concept, for example customer, where
all instances of customer data are conformed. In this method, data is physically
moved from its originating source through a data load and transformation process
to fully contain and store organisational history. Data modelling is required for
credit risk data according to the BCBS239 Principles for Risk Data Aggregation
and Reporting.

Semantic data modelling - This method supports a view of the data that can be
changed in an agile manner to support a specific requirement without the physical
movement of data. In this method, data is still mapped, however the data model can
either inherit concepts from an underlying data model or could be defined specific
to the use case to be solved. Data virtualisation techniques are used to make this
data available.
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Data Analytics - This method uses quantitative and qualitative methods to anal-
yse data sources and to identify trends and correlations in data that are useful to
enhance organisational insight. In this method, data is sourced, analysed and cate-
gorised into associations and specific outcomes within an acceptable margin of error.
Data analytics supports business requirements that are predictive in nature or that
are required by an “interested party” to inform an action [3].

Business continuity professionals in banks work with data management professionals
and engineers to derive the data insights that they require. Data curation methods
can be lengthy and often require extensive mapping and gathering of metadata.
Risk taxonomies and data modelling taxonomies are loosely related, but are often
not applied in an integrated manner.

3.3 Conclusion

In the event of a disruption or crisis, obtaining data that is current and contextu-
alised is needed to inform the appropriate action to be taken. It is proposed that
through the integration of risk taxonomies and data taxonomies, suitable connec-
tions of data into the Business Continuity Management System becomes a useful
driver of organisational resilience through an integrated system of insight that is
connected to the activities of risk assessment and business impact analysis.
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4

Standards

This chapter presents the framework of applicable standards needed to complete
the system engineering portion of this report. This section will discuss in detail
the various prudential standards as well as the international standards and good
practice guidelines that are adopted in the development of the resilience system and
its associated system of insight.

4.1 Prudential Standards

The BASEL Committee mandate states: “The BCBS is the primary global standard
setter for the prudential regulation of banks and provides a forum for cooperation
on banking supervisory matters. Its mandate is to strengthen the regulation, su-

pervision and practices of banks worldwide with the purpose of enhancing financial
stability [26]”.

According to the history published by the BASEL Committee, it was established in
1974 to “enhance financial stability by improving the quality of banking supervision
worldwide, and to serve as a forum for regular cooperation between its member
countries on banking supervisory matters [27].”

The committee issued its first accord in the 1980’s which focused on capital adequacy.
Since its inception, in the last 45 years, the BASEL Committee issued three new
accords to deal with emerging risks in global banking [27].

The BASEL I Capital Accord issued in the early 1980’s deals with capital adequacy
and market risks.

The BASEL IT New Capital Framework issued in June 1999 replaced the first accord
and provided a “framework for capital adequacy that focuses on minimal capital
requirements, supervisory review and effective disclosure [27].”

BASEL III was issued in 2009 in response to the 2008 global financial crisis and
deals with the strengthening of the Capital Framework.
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In 2010, the BASEL III International framework for liquidity risk measurement,
standards and monitoring and the Basel III Global regulatory framework for more
resilient banks and banking systems were issued to further supplement the third
accord. An applicable summary of the prudential legislation is shown in figure 4.1
[15].

Market Risk
(BCBS157)

Introduction of stressed value risk and incremental risk measures
*  Revision of capital charges for securitisations and correlation trading

Increased quality of regulatory capital base.

Strengthen market discipline through new disclosure guidelines. Capital Definition

Credit value adjustment surcharge and revised wrong way risk.
Introduction of asset value correlation multiplier.

Incentives to move over the counter transactions to centralised
counterparties.

Counter party credit
risk

Introduce exposure based leverage ratio as supplement to risk based
solvency measures

e I B v = B W =]
Wk e m,m
(=l P v = B W v =]

Leverage ratio

Promote forward looking provisioning (expected loss).
Introduce capital conservation buffer.
Prevent excessive credit growth.

Counter cyclicality

NSNS NSNS NS

+ Buildlong aljnd s.h{art term quuidit‘y buffers by Liquidity risk
* Liquidity coverage ratio. (BCBS165)
* Net stable funding ratio.

Figure 4.1: BASEL Standards and Principles. Adapted from Helmich et el 2014 [23].

The Basel Committee for Banking Supervision (BCBS) issued two legislative stan-
dards to which banks must comply, these are: The High Level Principles for Business
Continuity Management (BCBS189, August 2006); and The Principles for Effective
Risk Data Aggregation and Reporting (BCBS239, January 2013) [2, 17].

These two standards are used in this report along with the following:

1. ISO22301:2012 Standard for Societal Security - Business Continuity Manage-
ment Systems [3],

2. 1S0O22313:2012 Guideline for Societal Security - Business Continuity Manage-
ment Systems [18§],

3. Business Continuity Management Good Practice Guide [24],
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4. The Data Management Association Body of Knowledge [28],

5. The Data Management Association Dictionary [19].

4.2 Business Continuity Management: BCBS189

According to the BCBS189, “Financial authorities and financial industry participants
have a shared interest in promoting the resilience of the financial system to major
operational disruptions [2].”

The BCBS189 legislation was issued in 2006 in response to “Acts of terrorism in
New York, London, Istanbul, Madrid and elsewhere, outbreaks of Severe Acute
Respiratory Syndrome (SARS) and the Avian Flu, and various widespread natural
disasters have served to heighten that priority by underlining the substantial risk of
major operational disruptions to the financial system [2].”

Business Continuity Management is concerned with operational risk management
and deals with emerging environmental risks and impacts through the establishment,

planning, operation and maintenance of a Business Continuity Management System
[24].

It is noted that some revisions to the BCBS189 standard were introduced in Decem-
ber 2017 in response to the global financial crisis. Additional provisions were made
in these revisions to provide for the management of risk in economic systems. [15].

4.3 1S022301:2012 Societal Security - Business Con-
tinuity Management Systems

ISO, the International Organisation for Standardisation is a worldwide federation
of national standards bodies. ISO prepares standards through technical committees
who adhere to and apply a set of directives for standards that provide rules for
standards published [3].

The ISO22301 specifies the requirements for setting up and operating an effective
Business Continuity Management System (BCMS). “This standard can be used to
implement a compliant Business Continuity System that meets the needs of the
organisation and its interested parties [3].”

ISO Standards apply Demming’s Plan-Do-Check-Act cycle (PCDCA) to “plan, es-
tablish, implement, operate, monitor, review, maintain and continuously improve
the effectiveness of the system to be implemented [3]”.

Business Continuity Systems that are implemented according to this standard may
be audited against the criteria set-out in its clauses. [18]
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4.4 Data Management: BCBS239

According to the BCBS239 (2013), “Some banks were unable to manage their risks
properly because of weak risk data aggregation capabilities and risk reporting prac-
tices. This had severe consequences to the banks themselves and to the stability of
the financial system as a whole [17].”

The BCBS239 principles for risk data aggregation was issued in 2013 to strengthen
the finance systems of the bank through compliant information technology platforms
and trusted data aggregation and reporting [17].

According to the Data Management Association (DAMA), data management deals
with the development and execution of “plans, policies, practices and projects that
acquire, control, protect, deliver and enhance the value of data [17, 28].” BCBS239
principles align to this best practice.

4.5 Business Continuity Institute Good Practice Guide-
line

The Business Continuity Management Good Practice Guideline focuses on the es-
tablishment of an effective response structure [24]. According to the guide, “the
response structure established command, control, and communication systems to
help the organisation manage incidents and minimise the impact of disruption [24]".

In this report, response structures are important organisational considerations as the
work aims to ensure that the response structure includes information that is well
contextualised and available to help banks to manage an incident should it arise.

The Business Continuity Institute Good Practice Guide proposes that when estab-
lishing an effective response structure, consideration should be given to “the require-
ments of the business continuity policy” and that “it supports the agreed continuity
solutions [24].”

4.6 1S0O22313 Societal Security - Business Continu-
ity Management Systems - Guidance 2012

The Guideline for the ISO22301 Standard which is documented into the ISO22313
provides the methods and techniques that should be considered during the imple-
mentation of a compliant Business Continuity Management System. This guideline
is adopted in this report to ensure that the system meets industry standard criteria
in its implementation approach |3, 18|.
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4.7 DAMA DMBoK 2018

“Data management is the science of actively managing data definitions, data quality,
privacy, architecture and data life cycle along with the value and risk associated with
data [29].”

A guideline for ensuring that projects that use data as a resource, is to set data
management principles that are applicable to the activities and functions being
performed through the data development life cycle.

The data life cycle (not the same as the data development life cycle) deals with
sourcing of data, storage and curation of the data, data usage, archiving of data and
the results of the curation and usage process and finally the purging of data. All these
steps should be done responsibly and ethically. Transparency of data transformation
through data solution development is included with verifyable results [19].

In this report the Systems Engineering Management Plan (SEMP) and V-Model in
figure 6.6 reflect the DAMA Principles as they have been applied.

4.8 Guiding Principles according to DAMA

According to the DAMA Data Management Body of Knowledge (DMBoK) the fol-
lowing guiding principles apply [28]:

1. “Data and information are valuable enterprise assets.

2. Manage data and information carefully, like any other asset, by ensuring ad-
equate quality, security, integrity, protection, availability, understanding and
effective use.

3. Share responsibility for data management between business data stewards
(trustees of data assets) and data management professionals (expert custo-
dians of data business function and a set of related disciplines.

4. Data management is also an emerging and maturing profession within the
Information Technology field.”

Data management principles are applied in data functions and activities. These
functions and activities include: data governance, data architecture management,
data development, data operations management, data security management, ref-
erence and master data management, data warehousing and business intelligence,
metadata management, and data quality management [19, 28|.

Within each of these activities and functions, specific principles applicable to this
report are defined and applied according to this guideline in subsequent sections.
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4.9 Standards Adoption and Application

The positioning from the Basel Committee on Banking Supervision - BCBS239
and Business Continuity Management - BCBS189 form the basis of the systems
context of this report which aims to improve information practices for operational
risk specifically in the area of business continuity management. Particular focus is
given to the application of data to inform business continuity management planning
outcomes |2, 17].

Good practice guidelines have been used to ensure that methods and techniques
applied in the design and prototype of the Resilience System are in line with both
Business Continuity Management and Data Management Practice. The application
of standards also provides an opportunity for future work through standardisation
of method where appropriate.
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Resilience Research

5.1 Introduction

Resilience research has been applied to many industries and applications some of
which include; the built environment, organisations and ecological systems. There
are many quantitative and qualitative measurements that have been proposed since
C.S. Holling’s research of adaptive environmental assessment and management for
ecological systems in 1973 [30]. Since then resilience has been studied, researched
and discussed over the past four decades. During this time, resilience research
themes have included organisational resilience and resilience frameworks, quantita-
tive methods of resilience measurement applied to the built environment, systems
engineering and mathematical models for resilience.

Given the multiple domains in which resilience research has been conducted, this
review considers the evolution of principle based resilience work to support the
hypothesis that contextualising data is a new concept that may be useful in future
work which can be applied to business continuity management systems design.

Applied principles form the basis of most resilience work and are foundational to
resilient systems design. The basic principle of resilience in systems is the ability of
the system to continue to function and perform under conditions that are expected
and unexpected. Also that systems are able to recover to a state that is the same or
better following a disruption. Holling describes the ability of ecological systems to
stabilise and adapt to changing conditions. Holling’s work focuses on the adaptive
cycles of ecological systems and their ability to transform into either a new state
or an improved state over time. He also notes that systemic shocks are not always
deterministic and that systems may be subjected to numerous random events that
affect and shape them.

Subsequent work by Burnard and Bhamra, Sutciffe and Vogus builds on Holling’s
adaptive cycle principles [31, 32]. Principle based resilience work has lead to the de-
velopment of risk taxonomies 33|, standards and frameworks to deal with disruptive
events in a more structured and quantifiable manner [33, 31].
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A tabular summary of research considered is provided in table 5.1, which outlines
the classification of systems (Checkland, 1999) reviewed along with five themes that
are prevalent in the literature [9]. Despite growing business continuity management
and resilience research especially following the 2008 Global Financial Crisis, there
is limited research that specifically deals with risk trend analysis and the role that
systems of insight can play in integrated business continuity management systems
[1, 31].

This is problematic when designing business continuity management systems that
can derive benefit from the increasing number of data sets that are becoming avail-
able to practitioners. In addition to this, researchers have indicated that the use
and management of data in business resilience systems is a topic for future work

31, 34, 35].

The literature reviewed applies the following principles in its inclusion:

1. Global and South African risk perspectives which aim to identify the operating
context of financial services organisations and the risks associated with these,

2. Resilience measurement frameworks and/or methods. Both quantitative and
qualitative methods,

3. Applied systems thinking approach to organisational resilience which is foun-
dational to understanding how systems thinking approaches are applied and

4. Disaster management case studies and emergency response plan references.

Literature resources consulted include: Google Scholar, the British Library Ethos,
Web of Science, Research Gate, government and industry sources, legislation and
University of the Witwatersrand Library Services.
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Table 5.1: Summary of literature review

Classification Reference Year 1 2 3 4 5
Cliff Ferguson 2017 | X | X X
Designed ) ] )
Christos Ellinas, Neil Allan and | 2018 | X | X XX
Abstract System )
Caroline Coombe
Tovio Niskanen 2018 | X | X X | X
Enrico Colera 2007 XX X
Scott Jackson and Thimothy Ferris | 2012 | X | X
Designed Physical
g Henry, Emannuel and Marquez 2012 X X
ystem
John Johnson and Adrian V. | 2013 X | X
Georghe
Ayhan Jaaron and Chris Back- | 2014 X
house

Guilia Cere, Yacine Rezgui and | 2017 | X | X | X | X | X
Wanhgqing Zao

C.S. Holling 2001 | X | X | X X
Edward H. Powley 2009 | X

Human Activity

g K J Burnard and R Bhamra 2011

ystem

Kathleen M. Sutcliffe and Timothy | 2014 X
J. Vogus
Dnezil Kennon, Corne S.L. Schutte | 2015 XXX
and Eric Lutters
Ariella Helfgott 2017 X XX

Natural System C.S. Holling 1975 | X| X | X X

The study of resilience spans a wide variety of applications and is multi-disciplinary.
In order to understand the considerations in previous literature, the following themes
have been investigated and are represented by the numerical values in the table.

1 = Principles, 2 = Frameworks, 3 = System Dynamics, 4 = Measurement Methods,
5 = Systems Thinking [9].

Peter Checkland (Checkland, 1999) divides systems into five classes: natural systems,
designed physical systems, designed abstract systems, human activity systems and
transcendental systems. These classifications have been used to group resilience
systems research [9].
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5.2 Definitions of Resilience

This section begins with the positioning of the definitions of resilience that have been
formulated and adopted by resilience researchers in various engineering disciplines.
With this as a foundation both global and local risk perspectives are provided as a
basis on which the context of current organisations is set.

The current business resilience research covers a broad spectrum of risks as risk man-
agement is complex and includes many internal and external factors that influence a
system’s ability to recover after the impact of a disruption [22, 36]. Research sources
provide insight into both the ability to prepare for and anticipate risks as well as to
effectively recover from a disruption, which uses the generally held definitions and
descriptions of resilience [31].

A Helfgott, K. Burnard and R. Bhamra, Coiera et al, and Patriarca et al, provide
definitions of resilience that have been widely referenced and used. Although there
are several definitions that have emerged over a number of years, there is general
agreement that a holistic systems approach is needed [37, 36]. Resilience according
to A.Helgott refers to a systems ability to withstand disturbance and are able to
recover to an acceptable state [35]. Burnard and Bhamra note in their definitions
that it is not only systems recovery that is important in building resilience, but that
consideration should be given to continuous improvement to ensure that systems
remain viable in uncertainty and change [31]. The focus is on systems remaining
competitive which is of particular importance in organisations [31]. Resilience re-
search in the built environment (Cere et al, 2017), offers similar themes to describing
resilience and its importance [31].

Guila Cer et al broadly categorise disruptions as “external or systemic according to
their origin or relation to the system” in the built environment [34].They describe
the need to design for anticipated disruption and to ensure that resilience indicators
and respective tolerances are defined and quantified. Their research in a “Critical
Review of Existing Built environment Resilience Frameworks: Directions for Future
Research” (2017) provides a foundation for performance based resilience measure-
ment. Their work identifies the need for more holistic and context specific data sets
and structured resilience indicators [34].

The E-CSR currently describes resilience as follows: “Business resilience is a business-
wide term that comprises crisis management and business continuity and that rep-
resents the ability of organisations to rapidly adapt and respond to all types of
risks — such as natural disasters, cyber- attacks, supply chain disruptions, among
others. Besides the ability to face the consequences of a major incident, business
resilience also includes the capacity of an organisation to adapt and adjust to a new
environment and new circumstances [38].”
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5.3 Global Risk Perspectives - Business Continuity
Institute Horizon Report

According to the Business Continuity Institute, “Horizon scanning is an activity
used to monitor and identify potential threats to an organisation and considers
longer term change and underlying trends. Information provided by the Horizon
Scan is useful when undertaking a risk assessment as part of the business continuity
program [24].”

The Business Continuity Institute Horizon Scan Reports, provide line of sight of
“near and long term business threats [4].” It is notable that 70 percent of the
respondents that contributed to the report in 2020 use the Horizon Scan as a risk
and threat assessment tool [4].”

The BCI Horizon Scan Reports include a previous twelve month retrospective along
with a future outlook for the next twelve months and global perspectives of the
top ten disruptions reported in a previous year. In addition it provides surveyed
measurement of the uptake of the ISO22301 Standard in formal business continuity
management programs |[1].

Between 2016 and 2019 ISO22301 uptake has increased from 51 percent in 2016 to 69
percent in 2019 [4, 39]. From the respondents in the 2019 report, 55 percent use the
[SO22301 standard as a framework however, this fell to 50.5 percent in 2020 |1, 4].
The major reason for this was that there was no business requirement for certification
within their organisations along with other factors such as lack of management
commitment and budget. 18.3 percent of respondents in the 2020 report indicated
that there was a perception that the standard did not add business value [1]. There
is still a lot of work to be done in the standardisation of methods, taxonomy and
the value proposition of implemented business continuity management systems with
certification [4].

The 2020 Horizon Scan Report notes that compared to previous years, fewer organ-
isations are conducting longer term risk trend analysis. This was reported, despite
the fact that organisations are seeking and using multiple data and other resources
to understand the threats facing their organisations. These resources were cited as
both internal and external. From the respondents surveyed, the following inhibitors
to doing trend analysis in their organisations were evidenced from the surveys con-
ducted [1]:

1. Mostly trend analysis happened departmentally rather than centrally,

2. The tools, resources and skills required to do this type of analysis are not
easily available within organisations,

3. Due to decentralisation of efforts, practitioners have had to implement frame-
works to make sense of data that is available to them such as the BCI Horizon
Scan, internal Country Risk Assessments that are published, information from
suppliers, Social Media and other free resources,
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4. The business case to gain access to more detailed data sources is difficult to
justify without a business requirement.

The above-mentioned reasons, indicate that there is a need to organise resources
and apply them appropriately to inform strategic responses to potential threat and
disruption scenarios [20]. There is still a lot of work to be done to bring the awareness
of a data driven approach to risk analysis and to provide practical approaches to the
management of appropriate data sets that do not require extensive data curation
and analytical modelling skills [33, 20]. Sources of literature continue to emphasise
a pragmatic and systems based approach [32, 40, 41].

The methods professionals are following to conduct trend analysis include: internal
risk and threat assessment, risk registers, external reports and industry insight, par-
ticipation in industry events and conferences, social medial monitoring, automated
systems for cyber security. A small percentage (4.6 percent), mentioned other mech-
anisms to conduct trend analysis [1].

Close to 90 percent of respondents indicated that internal risk and threat assessment
is their preferred method of identifying trends, followed by 62.5 percent using risk
registers and 58.2 percent using external reports and industry insight [1].

With slightly more than half the respondents now relying on external sources of
data for trend analysis, the need and importance of managing this data centrally
has increased [1]. Also, trend analysis data is not always integrated into to Busi-
ness Continuity Management Systems, which may lead to missed or inconsistently
interpreted insight in organisational silos potentially diminishing the value of these
organisational assets [34].

Data Management Principles will not necessarily solve this systemic issue [19]. Fur-
ther work is needed to manage the data in the context of the insight required. De-
rived insights from data systems integrated into business continuity management
systems provides a possible foundational platform to improve an organisation’s
disruption response and to scale up as additional data sources become available
[31, 34, 42, 43].

5.4 South African Risk Perspectives - Institute of
Risk Management South Africa

The Institute of Risk Management South Africa (IRMSA) Risk Reports provide a
source of horizon scanning in the South African context. According to the authors of
the IRMSA Report, in 2019, it “creates awareness of the risks facing the achievement
of the South African country and industry objectives [44]”. Tt stimulates debate on
how to best manage the risks highlighted in the report through communicating cur-
rent challenges clearly to create effective risk treatment plans benefiting the country
and all South Africans [44].” The IRMSA report is compiled through the gathering
of opinions from subject matter experts and through industry survey. These are
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summarised in the report, which includes both country and industry evaluations
of the top risks affecting South Africa. The IRMSA 2019 report also states that it
“recognises the South African Development Plan (2012) as the legitimate summation
of the joint goals of the public and private sector [44].”

To establish the context and importance of the South African resilience perspective,
Ferguson writes in the Journal of Business Continuity and Emergency Planning
Volume 11 Number 3 (2017) that at the time of writing, 23 years had elapsed
since the African National Congress “accepted the newly drafted constitution [45]".
Ferguson discusses the importance of South Africa, as the 47th largest economy in
the world that “must continue to maintain and protect its infrastructure, wealth of
resources and essential services [45].” Ferguson references the The South African
National Development Plan 2012 which, “describes resilience as a key foundation for
the stability and sustainability of South Africa’s people and its economy [45, 7|.”

South African Legislation and operating context is unique in its tightly interrelated
risk landscape and close interactions between the public and private sector. South
Africa has a strong financial services industry that is well regulated in line with
international standards [44].

The South African Development Plan (2012) is a nine point plan to achieve national
resilience. These are listed as follows |7]:

1. “Resolving the energy challenge,
2. Revitalising agriculture and the agro-processing value chain,
3. Advancing beneficiation or adding value to mineral wealth,

4. More effective implementation of a higher impact Industrial Action Policy
Action Plan (IPAP, 2020),

5. Encouraging private-sector investment,
6. Moderating workplace conflict,

7. Unlocking the potential of SMMEs, cooperatives, townships and rural enter-
prises,

8. Boosting the role of state-owned companies, information and communication
technology infrastructure and broadband roll-out, water, sanitation, transport
infrastructure as well as science, technology and innovation and

9. Operation Phakisa”. (According to the South African Department of Forestry,
Fisheries and the Environment, Operation Phakisa focuses on unlocking the
economic potential of South Africa’s oceans and aims to add R177 billion Rand

to GDP by 2033).

Horizon scanning should be done taking into consideration the operating context of
countries and organisations as standard practice [24]. The South African National
Development Plan provides a foundation for country specific resilience focus [7].
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South African Risk Perspectives reported annually by IRMSA provides a holistic
understanding of the focus areas of the country and also how these risks are emerging
as potential factors influencing the performance of the financial services industry.
In 2020 approximately 25 percent of the respondents to the IRMSA Risk Report
surveys and expert analysis were from the financial services industry. Indicating the
ongoing commitment to risk assessment and management in this sector [44].

5.5 Resilience and Business Continuity Management
Frameworks

Risk metrics are an integral part of risk systems which span global and local regions
and are also applied to organisations.

Measurement of risk tolerance has been an important part of ensuring that there
is continuous improvement in the resilience of financial systems globally and this
equally applies in the local South African context |7]. Key Risk Indicators have
been defined in financial services legislation and provide the basis of reporting to
financial regulators [26]. Cumulatively, these metrics provide a valuable indication
of the health of financial systems and the responses needed to ensure long term
sustainability. This is in line with resilience research work and the need to define
measurement which is used for assessment, monitoring and continuous improvement.

To provide a degree of certainty in measurement, good quality data that is well
managed is required [19]. In the case of financial services, key risk metrics that are
applicable to credit risk data are subject to the BCBS239 principles. The data used
for reporting is generated by internal transaction and data warehousing systems and
other external sources of data where appropriate and these system architectures are
subject to regulatory scrutiny [17].

Banking systems in themselves generate data and this data is currently used to quan-
titatively determine key risk metrics for self assessment and regulatory reporting.
To remain competitive in a rapidly changing business context, financial institutions
have had to consider wider systemic data which influences transactions and inter-
actions. External data sources are increasingly being used to get additional insight
that can either increase competitiveness, improve operational efficiency or manage
risk.

External data sources particularly those that increase a bank’s ability to manage
risk better than a competitor provides an opportunity to enhance an organisation’s
responses to changes in operating context. Integration of well managed data and
information with business continuity systems and strategy formalises this process in
a holistic system design [19, 9.

Increasing effective risk response through enhanced monitoring of changing operating
context is the area of interest in this report [3].
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Literature that deals with the identification and appropriate use of resilience in-
dicators, metrics and the quantification of risk is also diverse in nature. There is
however, consensus on the following:

1. Risks are complex and interrelated: They can be represented in a network
which can be qualitatively and quantitatively assessed. These methods have
been discussed by Jackson and Ferris (2012) and Henry, Emmanuel and Mar-
quez (2012) and Ellinas, Allan and Coombe (2018) |20, 41, 46].

2. Burnard and Bhamra (2011) note that “resilience is a multidisciplinary and
multifaceted concept” [31]. Their framework for resilient systems includes
horizon scanning and information seeking as essential system framework com-
ponents (figure 5.1) [31]. Holling also provides context to this level of com-
plexity through the understanding of system adaptive cycles. Systems adapt
and change according to changing conditions. This process considers multi-
ple influencing factors that are interrelated to trigger change to an adjusted
system state [30].

3. Qualitative and quantitative approaches can be used to evaluate and assess
risks and threats. Research in the area of resilience measurement provides
several different models and methods including: probabilistic anti-fragility
models (Johnson and Ghorge, 2013 and Kennon, Shutte and Lutters, 2015),
direct and indirect expert approaches (Henry, Emmanuel and Marquez, 2012
and Cere, Rezgui and Zhao, 2017) and mathematical models for operational-
ising resilience (Helfgott, 2017). Helfgott further acknowledges the “plural-
ism” that exists in the definition and understanding of resilience and that this
leads to a variety of approaches which have validity and merit in application
[34, 35, 42, 46, 47|. In all cases of the literature, standardisation remains a
theme for future work.
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Ellinas, Allan and Coombe (2017) address the complexity in the risk landscape and
use an evaluation of horizon scanning capacity as a basis to “Identify, to analyse, to
evaluate and treat” a particular risk [20]. This work sets the principle, that horizon
scanning should be the first step in the process of understanding the different classes
of risks across a risk network. Their work sets out the method to analyse and evaluate
risk networks and to provide mechanisms to evaluate high focus risks. This is a basis
on which to quantify and understand the cumulative effect of interrelated risks and
gives insight into how risks should be evaluated in an “empirical based, quantitative
risk network” rather than traditional risk assessments [20].

The work-ability of this model has been tested on financial data sets with successful
outcomes in measuring the sensitivity of the system to changing risk factors with
the conclusion that “distinct risks threatening the operation of individual systems
can no longer be treated in isolation [20]”.

This recent work along with the findings noted in the 2020 BCI Horizon Scan Report
and other sources begin to highlight the requirement to assess the risk landscape
and to enhance an organisations’ ability to respond and adapt [1, 20, 40].

“Future research should focus on finding a pragmatic, real-time and concretely useful
framing of resilience, able to encompass holistically a range of hazards relying on
meaningful parameters that can be adjusted according to the addressed disruption
[34].” A list of future work directions is specifically addressed by Cere et al. as
follows, which provides a useful summary of the themes emerging in recent years
[34]:

1. “Pragmatic/useful in practice,
Flexibile/adjustable according to the analysed disruptions,

Inclusive/holistic,

Embed pragmatic emergency planning strategies and

A

Context specific.”

Although this work was more specifically applied in the built environment, the
principles of risk management continue to remain consistent across industries and
findings would still provide useful guidance to the financial services industry that
has a similarly quantitative approach to risk management.

Burnard and Bhamra (2011) also identify future research opportunities which is
to “focus on identifying enabling conditions for organisational resilience and devel-
oping an enhanced understanding of the dynamics of organisational responses to
high impact events [31].” What is noted in their work is the need to “identify the
organisational capabilities that influence an organisations resilience response [31].”
Sutcliffe and Vogus “Organising for Resilience” (2014) provides a similar theme for
future work which indicates the need to assess past and present conditions that
“pose a threat” and to “determine the criteria for what would constitute positive
adaptation” of organisational systems [32].
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Most recent research into the taxonomy of risk (Tovio Niskanen, 2017), has built on
the theme that taxonomies provide an opportunity to gain insight into qualities of
resilience in the context of occupational health and safety to help to “develop proac-
tive safety measures [22]”. This work provides a method of survey using a taxonomy
to derive better insight from respondents. Niskanen has given the field a pragmatic
approach to the handling of multi-body system data by applying taxonomy data
representation. He has demonstrated the work-ability of the use of taxonomies and
standardisation in an applied occupational health and safety use case. Niskanen
notes that resilience engineering systems surveys could be further advanced by in-
corporating built-in structured data. As risk assessment and trend analysis largely
relies on survey data, this is an important consideration when handling data results
in future business continuity management system design [22].

Taxonomy emergence is developing in the open source landscape with the growing
need to standardise and to link data sets to themes for greater insight [22, 33|. The
application of metadata and master and reference data management also supports
this in best practice [19].

In summary, resilience frameworks and business continuity management systems
research covers the structures of these systems, consideration that data and infor-
mation is an important factor that contributes to successful strategy as well as the
need for standardisation in classification of risk and associated data sets.

5.6 Quantitative and Mathematical Models and ap-
plied Qualitative Approaches used to Measure
Resilience

Quantitative and qualitative resilience measurement models have developed through
various disciplines and can be used when analysing data and developing quantitative
analytical models. These are summarised in the below sections for completeness and
to demonstrate that there needs to be an understanding of the different mathemat-
ical approaches in application.

5.6.1 Systems Engineering Approach

Henry et al. recommend that focus be given to a systems engineering approach to
resilience [46].

In their work they use systems engineering to define the “system of interest ” when
approaching a resilience problem [9, 46]. It is recognised that resilience is time
dependent. Using business continuity good practice definitions and standards, they
express the resilience of a system as the ratio of recovery time to loss suffered by
the system at some previous time. This ratio indicates the ability of a system to
recover. If a system is “fully resilient”, then “recovery is equal to loss [46]”.
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The model is described below [46]:

Resilience R as a function of time t can be expressed as a ratio of Recovery as a
function of time t to the loss suffered by the system at a previous point in time d
in equation 5.1.

Recovery(t)
R(t) = Loss(d) (5.1)
Within the system of interest, it is noted that there may be several components which
are related to each other and reference is made to a figure of merit to describe its
delivery function. Figures of merit describe system interrelationships in a connected
network [9]. Figures of merit are useful to describe flow or delay in system processes.
A system of interest may contain several sub systems each with their own figures of
merit |3, 46]. It is also important to note that figures of merit may be related to
each other systemically [46].

The mathematical representation of the value of resilience corresponding to a specific
figure of merit evaluated over time under a disruptive event as proposed by Henry
el al is provided in equation 5.2.

F(t|ej) — F(tale;)

Rp(trlej) = F(to) — F(tale;)

(5.2)

1. “Rp(t,|e;), indicates the proportion of delivery function that has been recov-
ered from its disrupted state.

2. The resilience metric Rp(t,le;) is quantifiable if and only if the figure of
merit F'(t,|e;) is quantifiable.

3. The minimum value of Rp(t,|e;) equals 0, obtained when F(t.|e;) = F(t4le;).
In this situation, the system has not recovered from a disruptive state. In
this instance one of two options is possible. Either no activation has occurred
(Figure 5.1) or the resilience action taken has been totally ineffective.

4. Wherever F'(t,|e;) = F(ty), the value of resilience Rp(t,|e;) = 1, the disrupted
system recovers to its original stable state and its associated delivery function

F(to). It is also possible for the system to recover to a better state than its
original state.[31], [46]. In this case, F(t,|e;) > F(to)”.

Time and cost dimensions can be further added into the measurement method.

Time Dimension



Where s is a component of a system S and t is the time taken to restore the system
component.

Cost Dimension

Crles) = (i) (5.4)

Where s is a component of a system S and c is the cost incurred to restore the
system component. Additional losses also need to be factored into the statement of
disruption of cost which would include: “losses incurred due to a system’s inability
to perform at the normal level. This loss could be a combination of time-dependent
and time-independent factors” depending on the nature of the system. These would
be added to the costs calculated in equation 5.4 [46].

This is useful when applied to the business impact analysis and business continuity
strategy in aggregation across all time and cost variables.

5.6.2 Expert-based Indirect Approach

Cere, Rezgui and Zhao (2017), investigate approaches to the measurement of re-
silience in the built environment and other use cases in their work “Critical review
of existing built environment resilience frameworks: Directions for future research”.
Both qualitative and quantitative approaches are presented work. They write that
“several attempts have been made to quantify resilience over time and there has
been a shift from qualitative frameworks to more numerical metrics [34].”

In the instance of quantitative methods, Cere et al, broadly categorise their methods
into “multi-hazard /wide spectrum and single-hazard small scale approaches [34]”.
Further classification of small-scale approaches include “expert based indirect ap-
proaches and direct performance based approaches [34].”

In the application of each of these approaches to the built environment, the differ-
ences are noted as follows [34]:

1. “Expert based indirect approaches identify representative indicators and leads
to resilience formulation based on the input of these,

2. Performance based direct approaches rely on fragility curves (expressing the
probability of a system exceeding a certain damage threshold, referring to a
specific parameter.”

The methods of Cere, Rezgui and Zhao have been included in the scope of this
report as an additional method of resilience measurement and validation. Small
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scale approaches are more appropriate as these consider system components and
their specific resilience factors and influences. In the example cited in their work,
small scale approaches provide for “resilience of what” and “resilience to what” as
the basis of their quantification of resilience [34].

The expert-based direct approach of resilience measurement is “obtained subjectively
by assigning weighting parameters” to indicators of resilience in the system that
is being measured. Indicators are also assigned a numerical factor based on its
relevance towards overall system resilience. This method allows for the identification
of contributing indicators of resilience and provides a quantitative method that
evaluates these holistically. Through the combination of relevance and weighting of
the indicators in summation, overall system resilience may be calculated as described
in equation 5.5 and in figure 5.2 [34].

Indicators

Expert

Resili
Judgement esilience

Figure 5.2: Direct expert-based approach schematic (adapted from Cere et al. “Critical
review of existing built environment resilience frameworks" directions for future research

[34]7)

N O N
R_<;)(6(])' ?zlso(j)'f(])) (5.5)

1. R indicates total system resilience.

2. 4(7) “is a binary variable”.

3. I(i) represents the resilience indicator varying according to the system feature.
“The expression between the described variables represents w(j) which sum-
marises the weights assigned to the specific (j)-th resilience indicator based
on the relevance co-efficient ¢(j) which values are included between 0 and 1.”

It is noted that using this method, a quick estimation of system resilience can be
obtained. This is useful as a verification method for modelling resilience of systems.
The resilience system design in this report adopts these principles.
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5.6.3 Performance-based Direct Approach

The performance-based direct approach of resilience measurement are based on the
probability of a system exceeding a specific damage threshold. This method has been
successfully applied in built environment use cases as it offers a “continuous model”
instead of a “discrete and fragmented analysis such as the one achieved through
expert based indirect methodologies [34].”

Performance based approaches in the built environment rely on detailed analysis
of structures and the application of a performance ratio to measure resilience. For
example the proposed work of “Biodini and colleagues (2011 - 2020) which achieves
earthquake-relevant and explicit formulation of system performance in equation 5.6.
In this model, the performance measure of the structure is expressed as ratios of the
outputs of structural analysis over time. A point in time measurement expressed
as a ratio against an initial measurement for a given performance variable. These
measurements vary from structure to structure [34].”

Biodini’s work has been summarised by Cere et al in the following mathematical
model [34]:

Q) = (5.6)

1. Q(t) represents the performance measure of a structure based on its structural
analysis.

2. a(g)(t) represents the acceleration-bearing activities of the structure considered
at time (t).

3. a(g,0) represents the initial value of acceleration-bearing activities of the struc-
ture.

Using performance-based approaches, threshold’s may be defined and plotted into
fragility curves to understand structural elasticity. This theory is based on tensile
test methodology [34].

5.6.4 Anti-fragility Adaptive Systems

Kennon, Corne, Schutte and Lutters (2015) define anti-fragility as “positive sen-
sitivity to volatility caused by external stressors that intervene with the intended
functionality of these systems [42]|”. By assessing positive system sensitivity, consid-
eration is given to both the emergence in the positive and negative response to risk.
In so doing, systems design is not only focused on the reduction of risk, but also
for systems to prosper as a result of risks arising in dynamic environments. This
method, uses a combination of quantitative and qualitative methods in its approach
[42].
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Kennon et al state that “with fragility being a non-desired quality, it makes sense to
define the opposite. Often this opposite is thought to be something that is resilient
or robust. However, by logical deduction, the opposite of that which is negatively
sensitive to volatility; anti-fragile systems thus thrive during or on volatility [42].”

The example cited is as follows: “Apple positioned itself to prosper from the upside
of volatility through the launch of the iPhone software development kit in 2007. A
free download was available to independent developers, which included documen-
tation, bug testing software, graphical layout, design software and programming
applications. Applications were designed and tested by the developers and submit-
ted to the App Store for approval to sell. The income generated from the sale of the
application is split between Apple and the developer, increasing both the turnover
through the application sales and the value that Apple consumers get from their
devices [42].”

Kennon et al provide a basis on which to apply anti-fragility methods using systems
engineering as a basis. They also adapted the method undertaken from the work
of Johnson and Gheorghe (2013) and Jackson and Ferris (2013). The method uses
a stakeholder survey information gathering based on a set of derived anti-fragility
criteria and the Delphi method in its final analysis [42, 47, 41].

The principles in the method are summarised as follows [42, 47, 41]:

1. An “evaluation system is built on the attributes that are of interest to the
system stakeholders: strategies, policies, governance, structure, components,
sub-systems and processes,

2. Questions are contextualised for a system in terms of how it would respond to
the stressor based on a set of system criteria,

3. Johnson and Gheorghe propose that systems are then measured “according to
the system criteria” through quantitative responses to their questions on an
“interval scale” and

4. Using the Delphi method, stakeholder responses gathered according to the
criteria set out are converged allowing for “order, distance and the application
of statistics and applied inferences to be derived”.

A summary of systems criteria adopted is included in table 5.2.
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Table 5.2: “Analytical criteria of a system of systems [42]”, adapted from Johnson and
Gheorghe (2013) and Jackson and Ferris (2013) [41, 47]

Key | Criteria Definition

F1 Emergence Emergent outputs, there is little/no traceabil-
ity between micro- and macro- level results of a
system, has greater black swan event exposure
compared to resultant due to an increase in the
amount of unintended system states.

F2 Efficiency and risk Efficiencies are often gained at the expense of in-
creased potential for harm due to stress. Less re-
dundant systems designs are more efficient, but
more fragile.

F3 Requisite variety Regulators in a system of systems attempt to
control the outcome and behaviours in the sys-
tem. Black swan events increase as a result of
the number of regulators being insufficient rela-
tive to the number of agents (unpredictable be-
haviour).

F4 Stress starvation Protecting a system from stress or attempt-
ing to reduce uncertainty can cause weakness,
fragility and expose them to hazardous black
swan events.

F5 Redundancy Duplication of components to meet the same ob-
jective create excess capacity in a system and
are effective tools for extreme stressor deficien-
cies. Redundancy tends to stabilise systems and
improve robustness.

F6 Absorption Absorption in systems can be used to improve ro-
bustness. Design margins that increase the mag-
nitude and duration it can take during potential
stresses to ensure it continues functioning as it
should increases the absorption ability of the sys-
tem.

AF1 | Induces small stressors || Some systems are found to improve with greater
exposure to stress. Controlled stress to a system
can increase its robustness and potentially lead
to anti-fragility where the system ‘learns’ from
these controlled responses.

AF2 | Non-monotonicity Learning from negative consequences induced by
stressors can lead to new information. New in-
formation can result in improved practices and
approaches. Stresses, when learned from, can
thus cause a system to improve.
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Kennon et al note that the disadvantage of the Johnson and Georghe approach is that
should the criteria change, the scale of measurement may not be valid and therefore
propose that future research should focus on standardisation of measurement. They
also note that the measurement “in itself” is not adaptive [42].”

There is currently limited research on the structure of an anti-fragility assessment
and propose that focus be placed on a systems “ability to gather information on the
consequence of a stressor, the processes in place to assess the information gathered,
the processes in place to act and the process of action validation [42].”

Results of the anti-fragility method are averaged per criterion and a corresponding
standard deviation is calculated statistically. “The average is not intended to deter-
mine the system response, but to assess whether the organisation’s (anti) fragility
improved in one of two ways” [42]:

1. “Did consensus improve on the impact of the criterion (indicated by a reduced
standard deviation)?

2. Did changes in the average assessed criteria improve the organisation’s (anti)fragility?”

Kennon et al. note in conclusion that this method provides an initial proposal
for future research in which the method should be enhanced through an increased
understanding of system criteria which “will allow for more accurate measurements/-
comparisons as well as increased understanding of the stakeholders’ in the system
[42].”

5.7 Organisational Resilience

Organisations that have the ability to deal effectively with disruption and crisis have
a few defining characteristics. This most important of which is a positive culture.
Resilient organisations are those where the purpose of the business is known and
understood and where employees are highly engaged and customer focused. The
Vanguard Method developed by Vanguard Consulting in England (Sneddon 2003)
is an approach that can be used to define these types of organisations and provides
a basis on which resilient organisations can be organised. [9, 43].

The Vanguard method drives the customer requirement of organisations to be “highly
responsive to customers” and focused on “minimising non-value adding activities”.
The method emphasises the role of self managing teams who fully own the ser-
vice process, thereby ensuring that individuals and teams are fully committed to
delivery. Using this theory “organisations become organically structured with em-
ployees having autonomy to “think, analyse, judge and make decisions”. In this type
of organisational structure, “flexibility and quick response” fulfils the need of the
organisation to “absorb variation in environmental demand” [43].

The operationalisation of the Vanguard method “follows three main action steps
of check-plan-do [43]”. The method starts with the check stage “in order to show
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business managers the failings of their current system and to provide them with
solid evidence for the need to change the way they think and manage things [43]".
The cycle of planning and doing is then implemented with the view to continuously
improve the system. The Vanguard method supplements this thinking with a cus-
tomer demand dimension through “the identification of new demands coming in to
the service department” and “designing new processes” to deal with these |3, 43].

The outcomes of the Vanguard method are measured as a function of “the employee’s
emotional attachment to the organisation, the strength of identification with the
goals of the organisation and strength of commitment to its success and continuous

improvement, The employee remains a part of the organisation because s/he wants
to do so [43].”

In this method, measurement of organisational resilience is based on the concept of
“affected commitment” which can be measured qualitatively through an Organisa-
tional Commitment Questionnaire (OCQ) which is correlated to improved customer
demand performance. The outcomes of the method tested by Jaaron and Backhouse
in two organisational case studies indicated that customer demand performance indi-
cators improved with a higher degree of “affected commitment” [43]. Powley (2009)
also provides insight into the role that empathy has to play in high degrees of em-
ployee engagement [48]. However it also requires good leadership practice to achieve
this according to Kennon et al (2015) and therefore resilience is built across all levels
of engagement and commitment across an organisation. [42, 43, 48|.

Jaaron and Backhouse propose that future work be done to “help organisations to
apply the Vanguard method to build internal capabilities and processes to enhance
the learning process of understanding the business environment to become better
performers [43].”

It can also be proposed that in order for employees to effectively understand the
business environment, data and information is required in a format that supports the
employee in an enhanced understanding of their business environment and therefore
become better performers [32, 42].

The Vanguard method provides a human factor dimension to analytical model out-
comes within an organically structured organisation. It also becomes more impor-
tant to ensure consistency of understanding in a highly adaptive organisation. Figure
5.3 includes the additional dimension of data as a proposed extension to the two
dimensional determinant conceptual model into three dimensions in the context of
this report [43].

Sutcliff and Vogus’ work compliments the principles of the Vanguard Method by
providing insight into “how organisations continually achieve desirable outcomes
amid adversity, strain, and significant barriers to adaptation and development [32].”
They note that “resilience emerges from relatively ordinary adaptive processes that
promote competence, restore efficacy, and encourage growth, as well as the structures
and practices that bring about these processes [32].”
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Application of the Vanguard
Method
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Figure 5.3: Adapted from “Two dimensional determinant for organisational resilience: a
conceptual model”. The addition of a data dimension (three dimensional conceptual model)

[42, 32, 45/

“In organisational theory, resilience (sometimes resiliency) often has been used to re-
fer to a characteristic or capacity of individuals or organisations, or more specifically
the ability to absorb strain and preserve (or improve) functioning despite the pres-
ence of adversity (both internal adversity - such as rapid change, lousy leadership,
performance and production pressures - and external adversity such as increasing
competition and demands from stakeholders [32].”

Sutcliff and Vogus state that in the context of organisational learning that “overall
there has been little systematic empirical work and it has received little indepen-
dent attention [32|. They state that the domain of resilience is worthy of scholarly
attention as it can provide insight into etiology and course of positive adjustment
or adaptability under challenging conditions [32]. It is on this basis that their work
on “organising for resilience” has been positioned in this report. Several other works
including that of Peter Senge (2006) highlight the importance of the learning or-
ganisation for improved business resilience [49]. The adaptive cycles of ecological
systems is a naturally occurring process and harnessing the power of adaptability
in human activity systems provides a foundation for positive system adjustment in
times of adversity. (30, 32, 42, 49].

The noteworthy theme is that organisational resilience work is based upon the re-
silience of individuals within organisations as well as providing individuals access to
“human, social, and material capital [32]”. When individuals have experiences that
add to their growth, competence/expertise, and efficacy”, in conjunction with hav-
ing the appropriate resources, it is possible for individuals to exercise “judgement,
discretion and imagination [32]” [43, 49].

In the rapidly changing environment, organisational resilience is essential and it is
possible to augment the effectiveness of the individual by providing a strong basis on
which people can make decisions and apply their expertise. Data systems provide
an additional set of resources to support individuals in exercising judgement in
disruptive situations. Therefore the human factor in data systems is an especially
important consideration in its design [32, 42].

Edward Powley focuses on the resilience of organisations during crisis activation.
Powley’s work (2009) provides investigation into social systems in organisations and
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the value of individuals sharing their experience and knowledge thereby ensuring
that this is captured into organisational memory. Powley also places an emphasis
on building the ability of organisations to pin point and effectively use areas of
knowledge and experience. This work also positions the need for empathy as an
important organisational value to drive “compassionate witnessing” and to learn
from every crisis not only in the hard systems, but also in the human factor [48].

Most organisational resilience work proposes that organisations use crisis as a posi-
tive change agent to strengthen either the product or service offering or to strengthen
the people and processes that underlie their delivery. Kennon, Schutte and Lutters
also propose that to build resilient organisations, strong leadership is critical and
state that “strategic leaders in an organisation have an important role preparing
their organisations for risk [42]” . They cite the 2008 global financial crisis as a
failure in the leadership structures of the institutions at the time. Along with the
social and human factor, Kennon, Schutte and Lutters make the point that good
governance structures are essential to building positive strength into systems [42].
Their work also asks the questions that define good data governance in times of
crisis which includes [42]:

1. “What is the systems ability to gather information on a consequence of a
stressor?

2. Are processes in place to assess the information gathered?

3. Are processes in place to act and are they validated?”

The consideration of organisational context not only looks to the environment in
which it operates but also considers the organisation’s interested parties both inter-
nally and externally, the processes that are in place and the knowledge and compe-
tence that exists in the organisational narrative. Good governance and leadership
are also important to set and review strategy and to drive the culture and values of
the organisation. This clarity, provides high levels of engagement and increases an
organisation’s response to ensuring that in time of activation, recovery is not only
possible, but results in learning and positive outcomes.
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5.8 Resilience Research Conclusion

There is a significant body of work that has been done in the areas of risk assess-
ment, business continuity management and resilience. The field of study has many
dimensions and spans multiple disciplines. To fully understand and design resilient
systems, a holistic systems based approach is needed to any proposed solution of
the future.

It is also consistently mentioned that the need for standardisation in measurement,
taxonomy and resilience criteria would be useful areas for future work. In addition to
this, those system components studied, cannot be considered in isolation. Systems
thinking provides a meaningful foundation to consider all aspects of risk and data
systems in the context of the organisation and its interested parties.

The theme of the need for good quality data that is useful within any systems
design is also an ongoing conclusion in most work where either qualitative and/or
quantitative methods of assessment or trend analysis is used.

The concept of the learning organisation also requires data to provide insight into
areas for improvement and learning. Checkland’s Soft Systems Methodology pro-
vides a good framework on which to develop aspects of resilience systems as well as
to design and develop future Business Continuity Management Systems [9]. This
has been applied very successfully in the Vanguard Method as well as in Systems En-
gineering approaches. Previous works have spanned Checkland’s five system classes
which provide useful reference points in this report |9, 43].

Data Systems have a role to play in all disciplines and aspects of resilience and
business Continuity Management. The scope of the application of data to the system
needs to be placed in the context of a system component and its corresponding
metrics and this is where recent developments in taxonomies have useful results.

This report, proposes that by the addition of a single system component that pro-
vides an enabler for data context to be managed, this can provide a degree of stan-
dardisation so that data becomes useful to improving a systems ability to adapt to
disruption and change.
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Resilience System

The Resilience System of interest in this report is described holistically to support
organisations and the organisational context in which they operate. This system is
a soft system by nature and therefore, Checkland’s Soft Systems Methodology has
been adopted. Previous work reviewed also provides direction and insight of using
a systems approach when considering resilience systems design [9].

6.1 Soft Systems Methodology

“Hard problems are problems characterised by the fact that they can be well defined.
You assume that there is a definite solution and you can define a number of specific
goals that must be accomplished. In essence, with a hard problem you can define
what success will look like prior to embarking on implementing the solution. The
"WHAT" and the "HOW" of a hard problem can be determined early on in the
methodology” [50].

Soft problems, on the other hand, are difficult to define. They will have a large
social and political component. When we think of soft problems, we don’t think of
problems but of problem situations. We know that things are not working the way
we want them to and we want to find out why and see if there is anything we can do
about it. It is the classic situation of it not being a "problem" but an "opportunity"
[50].

Resilience systems have both hard and soft components and also rely on a human
activity system (the organisation, its people and processes) where formulated re-
sponses to disruptions and crisis will be required for effective outcomes.

In the literature, there is a significant amount of resilience work that has been
dedicated to Human Activity Systems as an essential part of all resilience problems
and systems. Systems thinking approaches are adopted to describe the problem
with the necessary proposed system designs, frameworks and potential outcomes.

In this report, the addition of data as a hard system component is shown to be a
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necessary and important part of building effective resilience and provides a basis
on which organisations can formulate an effective response to potential risk and to
a disruption. This does not mean that the addition of data systems can replace
the human activity system in the context of resilience, but is rather an additional
component to support the human decision making process.

“Resilience develops as enabling conditions (i.e. Competence, Growth and Efficacy)
increase the likelihood of positive adjustment”. Effective data integrated into organ-
isational systems is a resilience activator not only in time of disruption or crisis, but
as part of the learning organisation through providing a means of assessment and
enhanced monitoring [32].

6.2 Checkland Stage 1: Situational Problem for Con-
sideration

The current situation suggests, that data in the context of resilience measurement
relies on both qualitative and quantitative approaches through direct expert based
consultation and surveys. There are three considerations that are taken into account
in organisational systems as follows:

1. Scanning of environmental factors and applying these to the context of the
organisation.

2. Information seeking where data can either be sourced internally or externally.
This data is modelled through a process of structuring and curation which
then allows for decision making in the risk and business impact assessment.

3. Decision making is influenced by the decision maker (human factor).

Pro-active approaches are difficult to manage in these instances and decisions are
usually retrospective. Results are also dependent on a continuous refresh of direct
expert consultation and ongoing industry survey.

The variables in the problem to be considered include resilience indicators, data and
the maintenance of the association of data to resilience. The situational factors that
form part of the problem statement are as follows:

1. Resilience indicators are dynamic and can be derived,
2. Resilience indicators are related,

3. Derived resilience indicators are a reasonable indication of environmental con-
text within acceptable parameters,

4. Derived resilience indicators can be associated to banking data concepts in an
accepted industry data model,
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5. Derived resilience indicators can be associated to a reasonable risk taxonomy
(defined or sourced) and

6. Based on mapping to data sources, data can be dynamically associated to risk
indicators to enable predictive risk insight.

The above situational factors are the basis on which dynamic context is defined in
this report.

6.3 Checkland Stage 2: Situational Analysis

A Situational Analysis, is represented in rich picture format in figure 6.1. The
common experience of the data requestor is that the process of data curation does
not necessarily answer the question of the data within the emerging risk landscape
context. This means that further analysis work is required to place results of data
curation into the context of the changing risk landscape. The Business Continuity
Horizon Scan Report also noted in 2020 that Risk Trend Analysis is a current chal-
lenge to business continuity management and risk professionals who rely on both
internal and external data sources on which to base their decisions. Leveraging off
systems of insight is currently only used by a few organisations in an integrated
manner with Business Continuity Management and Risk Systems [1].

Dynamic contextualisation based on the insights of the “context of the organisation”
(ISO22301 Clause 4) is required to meet the needs of resilience and business conti-
nuity practitioners in a rapidly changing environment. Time to respond to emerging
environmental context is becoming shorter. Rich insight into how to positively ad-
just in near real time is an important systems problem consideration in the future

[3]-

Degrees of separation in the data development life cycle between the data requestor
and data engineering teams is a situational challenge. Development teams rely on
the perspective and expertise of the data requestor that is usually gathered through
interview and documentation processes. Gathering of multiple perspectives requires
further analysis. The data requestor relies on the expertise of the data engineer-
ing team to curate data into the formats that are required and data engineering
teams require expertise from the requestor to effectively present the data in context.
Bridging the gaps between these two unique skill sets is needed in the design of the
system and to improve efficiency through learning and continuous improvement.

Contextualisation of emerging risks requires inputs from all interested parties in
the data development life cycle which is a human activity system. Semantic data
discovery processes are able to match data to data models, however context discovery
is a useful process which presents an opportunity for better efficiency in the system
operation.
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6.4 Checkland Stage 3: Root Definitions of Pur-
poseful Activity Systems

“The Root Definition is a statement of purpose that captures the essence of the
particular situation of the relevant system [51].” The purpose of this section is to

capture a clear definition of the system that has been tested in this report using a
CATWOE analysis [9, 51].

The root definition includes the following perspectives which are applied here as
follows [51]:

1. Customer - “The individual(s) who receive the output from the transforma-
tion (in recent times it has been recognised that the output of the transforma-
tion may be “negative” for some customers and “positive” for others,

2. Actors - Those individuals who would do the activities of the transformation
if the system were made real.

3. Transformation - The purposeful activity expressed as a transformation of
input to output.

4. World View - It is the belief that makes sense of the root definition.

5. Owner - The wider system decision maker who is concerned with the perfor-
mance of the system,

6. Environment - The key constraints outside the system boundary that are
significant to the system.”

The proposed system in the scope of this report includes the purposeful activities
in terms of its root definition shown in figure 6.2 as a determinant of success.

The root definition of the system of interest in this report is stated as: A system
owned by the Head of Operational Risk who together with the Chief Information
and Data Officer use teams’ knowledge skills and expertise to contextualise data and
information to continually improve business resilience using data as an asset (in the
system of insight). This is done with the understanding that rapid change in the
environment has the potential to have significant business impact.

In the ISO22301 standard, Customers, Actors and Owners are referred to as “inter-
ested parties [3]".

49



0¢

Root Definition CATWOE

Customer — Business Units, Risk Management Professionals, Regulators, Executive Committees

A system owned by the Head of Operational Risk who Actors — Chief Information, and Data Officers, Heads of Risk, Technical and IT Enablement Teams, Risk Management Teams,
together with the Chief Information and Data Officer use Business Continuity and Resilience Teams, Crisis Management Teams, Regulators.
teams’ know[edge, skills and experience to contextualise Transformation — To use knowledge, skills and experience to contextualise data and information to continuously improve
. . . . . business resilience using data as an asset.
data and information to continuously improve business
resilience using data as an asset. This is done with the World View — While the organisation seeks to be compliant in BCBS239 principles, organisations, there is a need to add context

. . . . to its data and information to effectively manage emerging change in the environment.
understanding that rapid change in the environment has the

potential to have significant business impact.

Owner — Head of Operational Risk

Environment — Transformational, and rapidly changing, where emerging factors potentially have significant business impact.

Analytical
Model

Horizon Scan -

Function
Big Data Predictive Response
1-n
Original System
State Recovered State
Information Seeking Prepared Response Positive
(Expert Response) Option 1-n JSoTTTTTTTTT 5 Adjustment
Disruptive Event I 1
1 System 1
: Recovery :
PR ] 1
: ‘| Action can be either predictive or N - ’
h System : prepared with verification .
! Disruption ! workflow Negative
1 .
| 3 Adjustment
Disrupted State

Resilience Action

Time

Figure 6.2: Root Definition - CATWOE adapted from “Generic and quantitative approaches for system resilience as a function of time” (Henry Jose
Emmanuel and Ramirez Marquez, 2011) [18, 9, 46]



6.5 Checkland Stage 4: Conceptual Systems Model

Conceptual systems model consists of the following components which are defined
as follows:

1. Data Sources - Sources of data that are both internal and external to the
organisation. External data is a representation of the operating environment
of the bank (for example risk horizon data). Internal data arises from the
bank’s interactions with its external operating environment (for example loan
book data). Source data can be defined as the point at which data is created.
“In computer programming, source data or data source is the primary location
from where data comes. The data source can be a database, a data-set, a
spreadsheet or even hard-coded data. When data is displayed in a web page or
application, in a column-row format or other formats, the data is retrieved from
its data source and presented in the format defined in the code. “Originating
data is referred to as System of Record Data” [52].

2. Big Data - “Big data is high-volume, high-velocity and/or high-variety infor-
mation assets that demand cost-effective, innovative forms of information pro-
cessing to enable enhanced insight, decision making, and process automation
[53].” This Data is external in this report and although not a large volume of
data, it has variability and through taxonomy associations surfaces a number
of other related data sources. This is exponentially variable and potentially
large. It is also noted that the Data Sourced from industry survey used in
this report was already aggregated in key results. A degree of curation and
interpretation already applied.

3. Contextual Data - “Contextual data is information that provides context
to a risk, event, person, or item. This data is important for providing a
broader understanding of specific pieces of information and placing them in
a larger picture. One major point of concern with big data is that many
times, information without a context lacks real value. Adding layers of context
helps unlock the insights data points offer, and can lead to more informed and
accurate decisions on an organisational level [54]”. Context is provided through
the standardisation of definitions of risk data reported along with an associated
relationship to taxonomy. This is the system component that forms part of
the investigation of this report.

4. Industry Data Model - “An industry data model is a set of business and
technical data models that are pre-designed to meet the needs of a particular
industry. In this report, financial services has been selected as an illustrative
use case. It acts as a blueprint that provides common elements derived from
best practices, government regulations and the complex data and analytic
needs of an industry-specific organisation [55]”

5. Data Lake - “Data lakes are next-generation hybrid data management so-
lutions that can meet big data challenges and drive new levels of real-time
analytics. Their highly scale-able environment can support extremely large
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data volumes and accept data in its native format from a wide variety of data
sources. Data lakes can help break down silos, enabling organisations to gain
360-degree views of information and conduct cross-department analytics. The
data lake serves as a repository of internal and external data that has the abil-
ity to store data in multiple formats”. In this report a data lake is simulated
as a set of staged data tables used to ingest data sources [56].

6. Dimensional Data Warehouse (Data Marts) - Curated data in dimen-
sional structures representative of the business solution. “Dimensional data
modelling techniques” (Kimball, 2020) are used to design Dimensional Data
Warehouses [57].

7. Business Continuity Management System - “A BCMS is a comprehen-
sive approach to organisational resilience and helps organisations cope with
incidents that affect their business-critical processes and activities [3, 58].”
This report uses the ISO22301 Standard on which to base the system.

8. Inferential Analytical Model - “Inferential statistics is a statistical method
that deduces from a small but representative sample the characteristics of a
bigger population. In other words, it allows the researcher to make assump-

tions about a wider group, using a smaller portion of that group as a guideline
[59]”.

9. Text Mining - “Text mining is the process of analysing collections of textual
materials in order to capture key concepts and themes and uncover hidden
relationships and trends without requiring that you know the precise words or
terms that authors have used to express those concepts. Although they are
quite different, text mining is sometimes confused with information retrieval.
While the accurate retrieval and storage of information is an enormous chal-
lenge, the extraction and management of quality content, terminology, and
relationships contained within the information are crucial and critical pro-
cesses [60].” Text mining is done manually in this report, using ethnographic
analysis however the basis on which report text mining could be applied is
contained in the method of standardisation of risk descriptions.

Processes that form part of the conceptual model are as follows:

1. Source Metadata - “Metadata sources have been mapped to the correct
attributes and entities of the metadata repository [61|”. Metadata sources are
the structures and definitions of all the data sources (system of record).

2. Data Mapping - Mapping based on the structure of the source metadata has
been done to associate source data structures to the industry data model.

3. Ethnographic Study - Ethnographic study of the categories of risk in the
horizon. Standardisation indexes have been applied to the risk data to indicate
the standardisation result.

4. Source data load - into appropriately structured repositories. This is defined
as the System of Insight.
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5. Acceptable operating levels - of a defined business continuity system have
been defined in simulation.

6. Analytical modelling simulation - of resilience sensitivity against a single
Key Risk Metric i.e. Expected Loss is included in the scope of the analysis
based on the data contained in the loan book.

The conceptual model of the system is shown in figure 6.3
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6.6 Checkland Stage 5: Comparison of Models

According to Burge, “the comparison of models involves testing of the model against
the “real world” and comparing the reality we experience with that captured in the
models. The purpose of the comparison is to initiate discussion from which changes
to improve the situation can be identified. The approach uses the comparison to
provide a means of perceiving a different view of reality by testing assumptions that
may exist but are ill founded. It is the differences between what happened in reality
and the logical model that raises the questions that will ultimately lead to change
[51].”

Comparison of models is summarised in figure 6.4. The difference in existing and
current mental models is the opportunity to integrate and automate analytical in-
sight into Business Continuity Management Systems.

The validation of real world models against proposed changes is done according to
the following:

1. Derivation of standardised risks based on assessment,

2. Simulation of the model against a South African financial services case study
single risk metric with a narrative validation,

3. Comparison of real world case study actions against possible new actions based
on the model and

4. Comparison with a second derived risk in the model.

Validation of the model is based on both quantitative and qualitative methods which
will be noted through the process according to the standards set out for the appli-
cable conceptual model components.

It is expected that text mining should reasonably compare to manual ethnographic
processes. The two risk data sources are expected to closely correlate in themes and
identified risk indicators based on the input of specific key words.

The control data source is expected to differ significantly in its results to the iden-
tified risk data sources.

It is expected that case study simulations will either yield new suggested actions
with measured outcomes or no new suggested actions. In both instances, the final
outcomes of the case study should provide insight into the work-ability of the model
against the real world with additional insight.
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Conceptual Model Activities

Real World

What we could do (proposal)

Identify resilience indicators (Horizon
Scanning).

Resilience indicators in the real world are derived
qualitatively through direct expert approaches.

1

Identify resilience indicators automatically through text mining of expert
based documentation sources.

Identify data sources for resilience
measurement (Information Seeking).

Resilience data sources are identified through
industry knowledge and other unstructured and
unstructured forms of data that may contain
correlation.

1. Note: Identification of sources remains subjective.

N

. Apply a system of semantic data discovery.
. Stream data into Big Data Systems.

Map data sources into concepts for banking
using data modelling techniques.

Once data sources are identified, these are
structured and mapped to an industry data model
for banking. This is done manually by data
professionals.

. Apply semantic data discovery to data mapping.
. Use Artificial Intelligence and Machine Learning to automate suggested

mapping. (not in the scope of this proposal)

Associate resilience indicators to data
concepts.

This is not a usual step in data analysis where
context is associated with a data concept.
Associations are generally applied in the risk
assessment and business impact assessment
following information seeking processes.

B WN P

. Associate resilience indicators to data model concepts and entities.
. Extend the data model through association of resilience indicators.
. Monitor indicator changes against the data model.

. Monitor data changes against indicator associations.

Data Structure Change
Resilience indicator significance change
Resilience indicator relevance change

Identify insights based on changes in variables:

This is done through monitoring of operations and
regular exercising.

Data changes are not associated in context
quantitatively and operational incidents and
outages are a current indicator of data change
impact.

. Perform hypothesis testing and inferential modelling applied to derive

resilience insights for decision making.

Apply insights to the Business Continuity
Management System

This is applied through the continuous
improvement process of the Business Continuity
Management System

. Interpretation of insights applied as learnings into the Business Continuity

Management System.

. Measure resilience outcomes.

Apply standards

Apply Good Practice BCM Standards
Apply Basel Standards — Data Management and
Business Continuity Management

. Apply and automate data management standards.
. Apply BCMS standards.

Figure 6.4: Comparison

of Models

6.7 Checkland Stage 6: Feasibility

This report project adopts “lean start-up principles” to deliver a minimal viable
product (MVP). The proposed system change is shown in the “How Now Brown
Cow” model in figure 6.5 [62].

“A MVP enables us to use a minimum amount of effort to generate the maximum
amount of learning when experimenting with customers [62].” In the context of this
report, stakeholders (interested parties) are defined in the CATWOE (figure 6.2).
“The goal of the MVP is to execute an experiment that tests the assumptions of
our hypothesis as cheaply, quickly and effectively as possible, in order to learn if our
solution addresses the customer (stakeholder) problem as we have identified [62].”

A MVP mindset and experimentation loop will form the basis of execution steps as
follows [62]:

1. Identification of one metric to test the validity of the hypothesis (research ques-
tions). “when designing MVPs to experiment, it is important to identify one
key metric that will tell us if the assumptions (statements) in our hypothesis
are valid.”

2. Verification of direct expert based approaches qualitatively (manual ethno-
graphic, thematic analysis).

3. Create the experiment through system design and engineering, including test-
ing.

4. Validate the outcomes qualitatively, through definition of testing scenarios.

5. Evaluate “outcomes to pivot, preserve or stop”.
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Following the MVP cycle, in this report uses direct expert based approaches based
on survey and expert judgement assessed as follows:

1. Quantitative and qualitative assessment of the BCI Horizon Scan Report and
the IRMA Report,

2. Input of quantitative results into MVP Business Continuity Management Sys-
tem (BCMS),

3. Quantitative assessment of direct expert based approaches through the stan-
dardisation of risk descriptions and logical groupings against the Open Risk
Taxonomy (containing both financial services and other industry risk classifi-
cations and definitions) and

4. Evaluation of the MVP “outcomes to pivot, preserve or stop [62].” It is noted
that several iterations of risk reporting analysis resulted in the final MVP table
in the database.

Now Future
@nce \ /Ne;r Essence \
*  Qualitative expert based approaches to +  Quantitative analytical approaches to derive
define resilience indicators. feasible resilience indicators.
. Application of expert judgement to quantify . Quantitative assignment of significance to
resilience indicator relevance and resilience indicators,
significance. +  Contextualisation based on the nature of the
. Horizon scanning and information seeking data and the data concepts of the
results contextualised manually. organisation.
. Data changes disconnected to resilience . Quantitative measurement of the effects of
context. resilience indicator and data changes.
. Effects of data and resilience indicator
changes cannot be correlated.

_/ _/

Gﬂent Implementation \ m\r Implementation \

. Business Continuity Management Systems Centralised data in a Big Data Platform for
and Big Data Systems not integrated and both structured and unstructured data with
future work in this regard is proposed (see compliant controls (BCBS239)
literature review). +  Automated horizon scanning through text

*  Risk data attributes and resilience indicators mining techniques. Derived resilience
are not directly mapped in industry data indicators.
models. . Statistical measurement of relevance and

. Data contextualisation is manual. significance of risk indicator results.

*  Business Continuity Management Systems *  Mapped resilience indicators to industry
rely on exercising to continuously improve. models.

+  Sensitivity monitoring of the effect on risk
data based on changes to resilience indicator

\ / \ change or data structure change. /

Now Future

Figure 6.5: How Now Brown Cow, adapted from YouTubeZA; “Mastering the Requirements
Process - The Brown Cow Model”; Robertson S. and Robertson J 30 July 2015
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6.8 Checkland Stage 7: Systems Engineering Mas-
ter Plan

The development of this section adopts the V-Model in figure 6.6 and a standard-
ised approach based on the “ISO/IEC/IEEE 24748-1:2018 Systems and software
engineering -Guidelines for life cycle management [63]”. The stages and clauses have
been included in table 10.1 in the Appendix Section 10.1 .

This research report applies the ISO/IEC/IEEE standard as a reference to best
practice life cycle management and as such a checklist has been included in the
proposed stages (table 10.1).

DataRequirements | ' W cccccccmcccmmccoaan, d I
E User Verification Test | User Verification

Data Requirements
Specification

Data Architecture

Integration
Test Plan

=

_____________

Data | Data Verification
Mapping ' Plan

|
1
1
[R—

Verification

Data Intelligence
Development

Figure 6.6: V-Model
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7

Risk and Banking System Data

7.1 Risk Data

The approach taken to data collection was to identify and source data that sets
the risk context that can be applied to the business continuity management system
(BCMS). Risk assessment is an integral component of the BCMS. The sources of
data chosen were identified to have at least five years of data to show a dynamically
evolving risk environment and include both a local and global perspective. There
are several sources of risk data available and for the purposes of this report, risk
sources were chosen based on the following criteria:

1. Data is based on industry survey and assessment,
2. Has financial services industry representation,

3. Is subject to peer review and publishing,

4. Has consistent publishing periodicity,

5. Contains consistent in risk measurement i.e. not more than two risk measure-
ment methods. Risk score and ranking as an advantage,

6. Have expert commentary where appropriate,

7. Risk descriptions are well described, thereby enabling standardisation and
mapping to a risk taxonomy in metadata and

8. Sources are accessible in either the public domain or by affiliation and/or
subscription to the publication.

The sources of risk data chosen for this report that fulfilled these criteria included
the Business Continuity Institute (BCI) Horizon Scan Report Data and the Institute
of Risk Management South Africa Annual Report. These sources of data include
aggregated results of surveys and results of consultation with industry experts who
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provided expert judgement analysis for the year. In both cases, the reports are
released annually in March, based on a survey of the previous year. In addition to
a retrospective view, these reports include a risk landscape outlook over a twelve
month period and in some cases, an eighteen month and three year outlook. There
has also been one instance of a ten year outlook provided in the 2016 IRMSA Report.
The ten year outlook data has been included in this report’s data set.

The BCI and IRMSA Annual Risk Reports are released to affiliated members and
the public. Data set results and expert judgements contained within the reports
are subjected to executive and peer review by members of these institutions and
are widely referenced within the field of Business Resilience, Business Continuity
Management and Risk Management.

The following reports were analysed in the following steps:

Step 1: Capture of aggregated risk context data quantitatively provided in the
reports.

Step 2: Standardisation of capture into a single data source, appropriately struc-
tured into database table format to facilitate data analysis and integration into a
Risk and Business Impact assessment data visualisation tool.

Step 3: Standardisation of arising risks through a grouping of common themes
using qualitative ethnographic analysis and interpretation of risk description. This
considered both the identification of common key words and interpretation of risk
description and an understanding of the risk commentary provided in the report.
Many were consistently reported, however there were some nuances in terms of
ensuring that frequency of key word was not the only measure by which to group
risks identified.

Once standardised, common risks are assigned a risk identifier, ensuring no alteration
in the source data reported, in line with data warehousing principles where data
should not be changed in data acquisition.

Step 4: Risks are grouped into categories based on the Open Risk Manual Risk
Taxonomy:.

The Principles of the Open Risk Taxonomy are as follows and must be noted [33]:

1. “It is based on voluntary contributions by individuals willing to spend their
own time to provide a quality entry that will be of use to every risk manager,
anywhere, anytime released under a Creative Commons license,

2. It requires approved Author registration before one can add-to or edit the Man-
ual. This restriction serves multiple purposes, ranging from website security
to enabling a more consistent outcome,

3. The objective and style of the manual is that of a technical manual, not an
encyclopedia or a textbook,
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4. Articles are structured for easy problem solving, not academic learning. The
focus on tools, not theory and

5. There is no particular effort for bibliographic completeness.”

What the Open Risk Manual has been able to accomplish through contribution
and review is a hierarchical taxonomy of risk types that allows for specific risks to
be grouped in a common vocabulary and definition that is openly accessible. In
addition, there are specific sources of risk data associated in an emerging taxonomy
that enrich its usefulness and application and allow for several risk data sources to
be grouped into themes. The open risk taxonomy data model is developing and will
in future allow for APT access [33].

Associated Data Sets include [33]:

1. The Digital Data Breaches data set,
2. A structured description of regulatory agencies by national financial regulators,

3. Fintech events which is a “collection of risk events that are being migrated
from the Manual to the Database as a demo of an Open Risk Data use case”,

4. Fintech Risk Event Model and

5. Databreach Risk Event Model.

Global pandemic risk data is also included in the Manual for SARS and MERS and
COVID-19 is an emerging data source [33].

7.2 Risk Data Measurement

The data analysed is text based and is largely unstructured qualitative data. The
reports contain expert analysis as a narrative along with supporting quantitative
survey results data.

There are several ways in which risk horizons have been represented in these data
sources as follows:

1. Method 1: A concern rating in which respondents were asked “Based on
your analysis, how concerned are you about the following threats to your
organisation”. A list of threats were provided. The concern ratings included.
Threats are ranked on the basis of the responses in order. Level of concern
provides an outlook on the threats that remain high on the agenda of business
continuity and resilience professionals in the next reporting period [39, 64].
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2. Method 2: In this method, level of concern remains the same. An additional
metric added further dimension where respondents were asked to provide an
indication of actual disruption experienced in the period. The survey question
posed to respondents was as follows: “Have you experienced a business disrup-
tion due to the following threats in the last 12 months”. This method more
formally measured a previous period actual versus a next reporting period
outlook [64, 65].

3. Method 3: Risk score method which calculates a score based on likelihood
and impact. This method uses risk assessment as a basis for reporting. In
the previous reporting period, likelihood is measured in terms of frequency
and impact and for the outlook into the next 12 month reporting period,
likelihood (probability) and impact are measured. Scales varied across the
various reports.[4, 1, 44]

It is noted that all three methods have been captured in reporting data gathered
from 2015 - 2020 in the 2016, 2017, 2018, 2019 and 2020 reports.

Comparative analysis requires a degree of standardisation and ranking to determine
risk trends across the data sources over time.

7.3 Summary of Data Analysed and Captured

The summary of the data analysed and captured is shown in table 7.1. This table
includes the data sources, report date and period of reporting along with details of
analysis contained in the report and relative sizes of populations surveyed across the
results in the reporting year.

Definitions of the table columns are as follows:
Risk Measurement Method

1: Concern Rating: 1 - 5 scale - 1=Extremely Concerned, 2=Concerned, 3=Some-
what Concerned, 4=Not Applicable

2: Concern Rating: 1 - 5 scale - 1=Extremely Concerned, 2=Concerned, 3=Some-
what Concerned, 4=Not Applicable Disruption count (Y /N)

3a: Risk Score: Likelihood (Frequency) 1-5 scale 1=Remote to 5=Imminent; Impact:
1-4 scale - 1=Minor to 4=Extreme

3b: Risk Score: Likelihood 1-5 scale 1=Rare, 2=Unlikely, 3=Moderate, 4=Likely,
5=Almost Certain; Impact 1=Insignificant, 2=Minor, 3=Moderate, 4=High, 5=Crit-
ical
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Table 7.1: Reporting Data Characteristics

Measurement Analysis Survey Details
Report | Year| Applicable 1/2(3a |[3b |1 2 | Max | Range %
Timeframe Score | N
BCI 2016 | 2015-2016 | X X X 400-500 | X
BCI 2017 | 2016 - 2017 | X X X 600-700 | X
BCI 2018 | 2017 - 2018 X X | X| X 25 595 X
BCI 2019 | 2018 - 2019 X | X| X 25 335 X
BCI 2020 | 2019 - 2020 X | X| X 25 665 X
IRMSA | 2016 | 2015 - 2026 X X X 20 1007 X
IRMSA | 2017 | 2016 - 2017 X X X 20 1557 X
IRMSA | 2018 | 2017 - 2020 X X X 20 | Not stated | X
IRMSA | 2019 | 2018 - 2019 X X X 20 | Not stated | X
IRMSA | 2020 | 2019 - 2020 X X X 20 585 X

7.4 Banking Data

To build the banking data system relative to the Business Continuity Management
System, a need to establish a database in data warehouse format is required with
a data set that reasonably represents a real banking scenario and also one that has
common and generic characteristics to a best practice use case.

To support the development of the contextual model, a data set needed to be selected
that would be representative of the system of interest in this report i.e. the banking
system in conjunction with the business continuity management system. It also
needed to contain data that is representative of the period in which the risk reporting
data has been acquired from the various reporting sources i.e. the BCI and IRMSA.

Kaggle is a subsidiary of Google and is a community based data science and ma-
chine learning platform where data is shared for the purposes of model and solution
development. Tools training and collaboration are the many benefits of operating
in this open community. Data scientist and machine learning engineers are also able
to compete with each other to solve specific data science challenges.

There are many instances of new models emerging from this platform that have use
within various industries. Due to the open, transparent and licensed nature of the
platform, data that is shared is controlled and governed. Data owners are assigned
to manage the various data sets that are made available and these have traceability
to their sources as well as an acknowledgement by the source data owner that the
publishing of the data set has all the necessary controls in place.
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For the purposes of this report, a data set containing loan book data is selected
to represent a single banking system feature (credit), to which key risk metrics are
assigned. Loan books are also generally sensitive to emerging operating environment
risks.

The “Lending Club” data set has been selected for this purpose and has been used
fairly widely in the Kaggle community both in training scenarios, for instance to
simulate the calculation of expected loss (key risk metric) as well as the simulation
and development of several other key risk metrics and analysis. The data set is also
periodically updated and maintained with the data set on Version 2 released in April
2020.

Details of this data set are as follows:

Kaggle Data Science: “These files contain complete loan data for all loans is-
sued through the 2007-2015, including the current loan status (Current, Late, Fully
Paid, etc.) and latest payment information. The file containing loan data through
the "present" contains complete loan data for all loans issued through the previ-
ous completed calendar quarter. Additional features include credit scores, number
of finance inquiries, address including zip codes, and state, and collections among
others. The file is a matrix of about 890 thousand observations and 75 variables. A
data dictionary is provided in a separate file.”

Data Owner: Wendy Kan, Position: Data Scientist at Kaggle. Location: San
Francisco, California, United States. Last Data Set Update: 2020-04-26. Lending
Club Data: https://www.kaggle.com/wendykan /lending-club-loan-data.

7.5 Other supporting Data Sets

For verification purposes and in order to support the development of the system,
other data sources have also been included in this report as follows:

1. Business Continuity Institute Emergency Communications report 2019 and
2020,

2. Business Continuity Institute Disruptive Technologies report 2019,

3. Business Continuity Institute Organisational Resilience Perspectives from the
Industry Report 2019.

In the instances of case studies of arising risk events, there are several descriptive
case studies published in the Business Continuity Management Community and
these have been used to provide a narrative to the systems of interest in this study.
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7.6 Data Management

The following data management principles have been applied to the data sets used
in this report [19]:

1. Metadata: The data set must be traceable and have business and technical
metadata. In the usage of the data set, business definitions applied have been
documented and provided in the Appendix. As the system has been developed
using standard Microsoft SQL tool sets, operational metadata is inherent in
the system tables of the database and in the data conversion scripting applied.

2. Master and Reference Data: The data sets that have been selected are
authoritative and have been reviewed and published. Reference data has been
standardised either using an authoritative taxonomy source or have been de-
fined and consistently applied in a standardised manner.

3. Data Security: The data is secured on a local computer that is monitored
with anti-virus software, has strong password protection and secure network
access. There is only one user that has access to the computer operating
system. Database connections are secured using an authenticated password.

4. Database Operations Management: The database selected is SQL Server
Lite Version 15 and the standard tools and utilities adopted to manage the cre-
ation of database tables through SQL scripting as well as the loading, staging
and warehousing of research data that is applicable to this report.

5. Data development: The database model has been designed using engineered
and normalised methods and where applicable industry standard taxonomy
has been loosely adopted from the IBM Banking Data Warehouse Model.

6. Data Warehousing: The data warehouse architecture for this solution, in-
cluded a staging area where acquired data has been loaded directly from its
source. Staging tables where appropriate data cleansing and standardisation
needed to be done and the loading of the data into a Data Warehouse structure
in the database. Data provisioning to the Business Continuity Management
System and dashboard has been done in scripted views to consolidate and
combine the data for ease of data visualisation.

7. Document and Content Management: Document and content manage-
ment is also an important part of the formulation of this report. Documents
have been managed both electronically with the reference database. Hard
copies of reports have been maintained with suitable indexing for ease of anal-
ysis. It is noted that documentation will be destroyed after two years following
the completion of the work.

8. Data Quality Management: Key data items used in calculations and data
visualisations have been profiled to identify data quality anomalies and these
have either been cleansed from the data set or have been reported as having
an impact to the results. Data profiles have been included in the Appendix.

65



9. Data Architecture Management: The data architecture has been docu-
mented and included in the results section of this report.

10. Data Governance: The principles of the BCBS239 which are in line with
the DAMA principles used in this list have been applied wherever possible to
stay true to credit banking systems from a governance perspective.

11. Business Intelligence and Advanced Analytics: Visualisation of the re-
sults from the database have been rendered in Microsoft PowerBI as this is a
generally used business tool that organisations are adopting for data self ser-
vice. Business Intelligence and advanced analytics work in conjunction with
each other to show and derive insights in the data results.

The data sets selected have been included to determine the possibility of increasing
organisational resilience through the development of a contextual model that can be
applied to a best practice Business Continuity Management System that is sensitive
to behaviours in this data.
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Data Contextualisation - an
Analytical Model

To address the issues previously described, this chapter introduces the contextuali-
sation model based on the meaning of environmental context and business continuity
management. Then the contextualisation model is discussed in detail identifying the
system components needed for its operation, thereby developing a more thorough
and usable system of insight.

8.1 System and Conceptual Data Model Mapping

The financial services data model has been loosely based on industry standard con-
cepts published in various open source and other industry models including IBM,
Teradata, and Oracle. Most banking data models include the concepts of Party,
Arrangement, Event, Resource Item, Location, Business Direction (Strategy and
Activity), Product, Condition and Classification (reference data). The conceptual
industry reference data model used in this report is the IBM Banking Data Model
and represents the nine core data concepts as they apply to financial services [66].

It is noted, however that any industry can adopt this approach by substituting the
industry specific data concepts. For example, in healthcare, the health care industry
model concepts would be applied. This therefore shows that the model described
in this chapter can be extended to alternative industries and their corresponding
systems. Industry model references are indicated by an “*” in the conceptual data
model mapping shown in table 8.1. To extend the data model to alternative indus-
tries these concepts would need to be reviewed accordingly.

The financial systems use case is built using the attributes that are of interest to
system stakeholders (interested parties - ISO22301 clause 4.2) including governance
and compliance structure (ISO22301 - Clause 5.3), components, sub-systems and
processes (ISO22301 clauses 6,7 and 8) and how these would be applied to contex-
tualise environmental data [3, 17].
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In application, the result is an integrated Conceptual Data Model that is a repre-
sentation of the system of interest which is the Business Continuity Management
System in the Context of the Banking System.

Steps applied to derive the result were as follows [3, 2, 17]:

. Identification of Banking Process (credit life-cycle use case) and associated key

risk indicator.

. Identification of Business Continuity Management Process (derived from the

[SO22301 Standard). This represents the requirement of the problem state-
ment represented in figure 8.1, which is to test the feasibility of integrating
the data context with a ISO22301 compliant BCMS.

. Deriving the system components. The results of which are shown in the system

conceptual architecture in figure 8.3.

. Translation of system concepts into data concepts. This is shown in the con-

ceptual data model in figure 8.2.

. Mapping the system concepts to the industry reference model and the stan-

dard. This mapping is given in table 8.1.

The conceptual data model forms the basis on which the resilience and system data
is mapped to build the logical and physical data models. In application these steps
are necessary to implement the physical data model and to load the data according
to the SEMP and its associated V-model. (figure 6.6).
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Table 8.1: Step 5: Conceptual Systems to Conceptual Data Model Mapping

Data Concept Mapping System Component Mapping 1S022301
Standard
Banking Data Model
Event I1-5 BCI Horizon Scan, IRMSA, Regula- | Clause 4
tion, Taxonomy Reference, Banking
System
Channel I5 Banking System Clause 4
Party I5 Banking System Clause 4
Member I5 Banking System Clause 4
Party Arrangement * Location I5 Banking System Clause 4
Condition I5 Banking System Clause 4
Account Arrangement | I5 Banking System Clause 4
Product I5 Banking System Clause 4
Product Arrangement | I5 Banking System Clause 4
Strategy I5 Banking System Clause 4
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Data Concept Mapping System Component Mapping 1S0O22301
Standard
Business Direction | D BCMS Clause 6, 7
Strategy Item *
Business  Continuity | D, E, F, G, | BCMS, Data Lake, Data Marts, In- | Clause 5, Clause
Strategy H ferential Model, Learning Results 8
Resource Item * D, E, F, G, | Environmental and Banking Data, | Clause 4 and 8
I Data Lake, BCMS, Data Marts, In-
ferential Model
Physical D BCMS Clause 8
Technology D BCMS Clause 8
System D BCMS Clause 8
Supplier (Party) I5, D Banking System, BCMS Clause 8
Business Resources | Employee (Party) 15, D Banking System, BCMS Clause 4 and 8
Organisation (Party) I5, D Banking System, BCMS Clause 4 and 8
Department (Party) 15, D Banking System, BCMS Clause 4 and 8
Data Lake Staging [LE K Banking System, Data Lake, Load | Clause 4 and 8
Data
System of Insight E, F, G, H, | Data Lake, Data Mart, Inferential | Clause 4, 8, 10
LK Model, Learning Results, Banking
System, Load Data
Data Visualisation A, B, C, I, | Concepts, Entities, Attributes, | Clause 4, 8, 10
E, K Banking Data, Data Lake, Load

Data
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Data Concept Mapping System Component Mapping 1S0O22301
Standard
Environment A, B, C, I, | Concepts, Entities, Attributes, En- | Clause 4
Environment N, M vironmental and Banking Data,
Data Mapping, Ethnographic Study
Risk Taxonomy N, M Data Mapping, Ethnographic Study | Clause 4
Business Impact D BCMS Clause 8
Risk D BCMS Clause 8
Business Continuity Business Impact Anal- | D BCMS Clause 8
ysis
Risk Assessment D BCMS Clause 8
* (Industry Model Ref-
erence)




In application, the conceptual system model was successfully expressed in data terms
aligned to the ISO22301 standard, providing the possibility to manage and store the
context of environmental data in suitably standardised and compliant data struc-
tures. This also satisfied the BCBS239 Principle 1 and 2 and provides a foundational
basis for the implementation of the remaining principles. Principles have been in-
cluded in figure 8.4. This diagram has been adapted from the BCBS239 legislation
and representation of the legislation as currently published by Deloitte [17, 67].

BCBS239 Principles

Governance and

1. Governance
The bank’s risk data aggregation capabilities are subject to
management oversight and review.

Documenting end to end processes of all components involved.
Incorporating a process for independent validation.

Developing Data Strategy (risk, impact, solution and timeline) when
the bank acquires or develops a new product.

5. Timeliness
The ability to provide data point on risk factors based on the
frequency as required.

6. Adaptability
The ability to generate a broad range of on demand
reporting requests.

Infrastructure

2. Data and IT Architecture Assessing impacts to business continuity and planning processes.

A bank should design, build and maintain a Data Developing integrated data taxonomies and infrastructure.

Architecture and IT infrastructure that is scalable and

supports risk data aggregation and reporting.

3. Accuracy and Integrity Developing controls and efficient reconciliation processes.

The ability to generate consistent and correct data for Developing standardised operating procedures.

normal and stress/crisis reporting requirements. Identify authoritarian (golden sources), systems and mechanismsin
which personnel can access risk data to aggregate, validate and
reconcile to regulatory and management reports,

4, Completeness

The ability to provide all material risk data across the various

Risk Data Aggregation lines of business as well as entities.
Capabilities

Risk Reporting Practices

7. Accuracy
Reports are reconciled and validated, enabling management
to make informed decision about risk.

Develop automated check functions on reasonableness and on
validations.
Develop procedures for reporting and explaining data errors.

8. Comprehensiveness
The ability to provide detailed information on all material
risks within the organisation.

9, Clarity and usefulness

Communicating riskinformation that includesa balance
among analysis, interpretation and tailored to the needs of
the receiver.

10. Frequency
Reflect the needs of recipients, nature of risk reported, and
the speed at which the risk can change.

11. Distribution

Risk management reports that have a clear procedure for
rapid collection and analysis of risk data and timely
dissemination to all appropriate recipients while ensuring
confidentiality.

Figure 8.4: BCBS239 Principles derived from the standard and based on currently published
Deloitte methodologies [17, 67].
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8.2 Logical Data Model

Further implementation of the logical and physical data models have been applied in
data system simulation. Advantages of this translation provides for ease of adoption
and re-usability. This contributes to the field by providing a reference model for fu-
ture work and more detailed development. If future work proves that the conceptual
model needs adaptation, the standardisation against industry best practice remains
foundational and a reference point for change.

The logical Data Model is constructed according to the high level data concept
mapping (L0) which includes: Environment (Organisational Context), Party/Ar-
rangement (use case), Business Continuity, Strategy and Business Resources as a
foundation to constructing a physical data environment (Data Lake, System of In-
sight and Data Visualisation).

8.2.1 Organisational Context L0 and L1

Organisational Context L0 is representative of the data that the system both gen-
erates and consumes as part of its operation. Standardisation and classification
business rules are applied and the results of these are stored in two L1 logical enti-
ties including Environment and Risk Taxonomy. Organisational Context attributes
are shown in figure 8.5

Organisational Context

Environment

Risk Taxonomy

’34.

Row Identifier

,)\

Row Identifier

Report Year

Ethnographic Result

Taxonomy Identifier

Ethnographic Risk Category

Disruption Concern

Probability

Impact

Risk Score

Applicable year

Disruption Outlook Timeframe

Organisation

Taxonomy Identifier

Risk Taxonomy Category

Sub Category 1

Sub Category 1 Definition

Sub Category 2

Sub Category 2 Definition

Figure 8.5: L0 Organisational Context Logical Data Model [3, 18]
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L1 Definitions:

1. Environment: External risk data sources captured and classified. Stored re-
sults for V1 (Contextualisation variable component V1.1).

2. Taxonomy: Open Risk Taxonomy sub-set reference data as identified and
mapped to the source data Ethnographic Result (Contextualisation variable
component V1.2).

8.2.2 Party/Arrangement (Use Case) L0 and L1

Party and Arrangement LO is representative of the banking system use case data
(loan book). The details of the interested party (member), their arrangement (per-
sonal loans) and the terms of the loan in condition in the L1 entities.

L1 represents the loan book which is a flat file (data lake table). This table has all
the attributes associated with the party and the arrangement.

The physical data model for the L1 Loan entity has been included in detail in the
Appendix. This is a very wide entity and is rich in data attributes.

8.2.3 Business Resources LO and L1

Business Resources L0 includes the items applicable to the organisation and its
operations. In this report, business resources are specifically related in sub-type
to the simulated BCMS. In a more extensive representation of the organisation all
resources that apply to the parties would be included in the entities that form part
of Business Resources L0. Business Resource attributes are shown in figure 8.6.

LO definition according to the 1SO22301 Standard 2012 clause 3.47 is “all assets,
people, skills, information technology (including plant and equipment), premises,
and supplies and information (whether electronic or note) that an organisation has
to have available to use, when needed, in order to operate and meet its objective

[3].”

L1 Definitions [3]:

1. Disruption Required Resources: see above L0 definition according to the stan-

dard.

2. Disruption Required Technology: specific technology resources including I'T
systems and other hard systems required in business operations.

3. Disruption Required Systems: includes specific systems that need to be acti-
vated and/or recovered in the event of a disruption.
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4. Disruption Required Supplier Services: includes the details of the suppliers as
well as their levels of service required in the event of a disruption. Suppliers
are part of the interested parties and therefore this is also a sub type of party.

5. Disruption Required Department: defined under clause 3.33 of the [SO22301
Standard as follows: “person, group of people that has its own function with
responsibilities, authorities, and relationships to achieve its objectives. Note:
for organisations with more than one operating unit, a single operating unit
can be defined as an organisation.”

Business Resources

Disruption Required Department

'3‘\ Row Identifier

Department
BIA Identifier

'DK Row Identifier
Department Identifier

' |
Business Impact Assessment |

|
— _

l i %

Department Identifier

Department Name

Department Description

Disruption Required Technology Disruption Required Resources Disruption Required Supplier Services Disruption Required Systems
,3‘« Row Identifier ,)x Row Identifier ':,\ Row Identifier ':,\ Row Identifier
BIA Identifier = BIA Identifier BIA Identifier BIA Identifier
Process Activity Identifier Process Activity Identifier Process Activity Identifier Process Activity Identifier
Technology Description Resource Description Service Description System Description
Party Identifier
Party Name
| | |
| Arrangement | ‘ Party |
' | \
S —_

Figure 8.6: L0 Business Resources Logical Data Model [3, 18]

8.2.4 Business Continuity LO and L1

Business Continuity L0 includes the items that represent the core of the BCMS and
its L1 entities. L1 entities have been modelled using the ISO22301 as a basis and
therefore the definitions of these have been inherited from the standard.

L1 Definitions |3]:
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1. Business Impact Analysis (ISO22301 clause 8.22): “documented evaluation
process (results) for determining continuity and recovery priorities, objectives
and targets. Including; identifying activities that support the provision of
products and services, assessing the impacts over time of not performing these
activities, setting prioritised time frames for resuming these activities at a spec-
ified minimum level, taking into consideration the time which the impacts of
not resuming them would become unacceptable and identifying dependencies
and supporting resources for these activities, including suppliers, outsource
partners and other relevant interested parties.”

2. Business Impacts: The consequence of a disruption caused by an emerging
environmental risk.

3. Impact Category: The classification of types of impacts that include: staff,
public, regulatory, reputational, financial, service and environmental impacts
as identified categories applicable to this report.

4. Risk Assessment (ISO22301 clause 8.23): “formal documented risk assessment
process that identifies, analyses and evaluates the risk of disruptive incidents
to the organisation.”

The Business Continuity logical data model includes the derivation results from
the risk evaluation (operating context). These attributes include relevance and
significance. Relevance indicates the applicability of the derived environmental risk
to the industry and significance contains the frequency of the risk occurring in the
survey as well as the average associated risk scores over time.

In the Conceptual Systems Architecture and subsequent Logical Data Model repre-
sentation:

1. Risk Identifier: is derived from the environmental risk assessment and stan-
dardisation process and is a stored result representing C(n) in figure 8.2.

2. Key Risk Indicator: is the risk indicator identified either through legislation
or though definition to be measured and watched. This is a stored result
representing I(n) in the system conceptual model in figure 8.2.

3. Relevance: is derived from organisational industry context evaluation as set
out in clause 4 of the 1SO22301 Standard [3]. This is a stored result for V2
(contextualisation variable V2.1).

4. Significance: calculated significance is based ion the environmental risk assess-
ment and is a stored result for V2 (contextualisation variable V2.2).
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The Business Continuity Logical Model is shown in figure 8.7

Business Continuity

Risk Assessment Business Impacts Impact Category
,3-: Row Identifier ,ﬂa Row Identifier '3-: Row Identifier
Risk Identifier (Cn) Business Impact Identifier Business Impact Category Identifier
Risk Description Risk Identifier (Cn) Business Impact Category Name
Probability BIA Identifier Business Impact Category Description
Impact L Business Impact Category identifier
Risk Score Impact Name

Business Impact Analysis (BIA)

Key Risk Indicator (In} Impact Description
')x Row Identifier
Relevance Process Identifier
BIA Name
Significance Recovery Time Objective
BIA Identifier
Ethnographic Result Recovery Point Objective

BIA Description

Ef Minimum Business Continuity Objective T

Minimum Tolerable Period of Disruption

Environment |

|
Scenario Parameter

Figure 8.7: L0 Business Continuity Logical Data Model [3, 18]

8.2.5 Strategy LO and L1

Strategy LO includes the items that describe the direction of the organisation and
its associated activities and processes. Strategy in this report, specifically refers to
clause 8.3 of the ISO22301 standard as follows “the outputs of the business impact
analysis and risk assessment” and also the need for the determination of strategy as
follows [3]:

The ISO22301 Standard states that “The organisation shall determine an appropriate
business continuity strategy for [3]:
1. Protecting prioritised activities,

2. stabilising, resuming and recovering prioritised activities and their dependen-
cies and supporting resources and

3. mitigating, responding to and managing impacts.”

L0 in this case, makes provision to store the identified activities that form part of the
BIA Processes Activities and Process Activity Impact Timeframe entities as part of
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the L1 construct. Insight results are contained in the data marts which is the basis
of the system of insight.

L1 Definitions [3]:

1. Process Activities: Activities that require protection in the event of a disrup-
tion (clause 8.3.1 1SO22301 Standard).

2. Impacted Timeframe: ‘“Prioritised time frames for the resumption of activi-
ties” including the Recovery Time Objective (RTO), Recovery Point Objec-
tive (RPO), Minimum Business Continuity Objective (MBCO) and Maximum
Tolerable Period of Disruption (MTPD).

3. Incident Response Structure: “procedures and a management structure to re-
spond to a disruptive incident using personnel and with the necessary respon-
sibility, authority and competence to manage an incident (clause 8.4.2).”

The Logical Data Model for Strategy is shown in figure 8.8

Strategy
Process Activity Timeframe
Process Activity '1« Row Identifier

,:1 Row Identifier Process Group Identifier

Process Activity Identifier Process Group Name

Department |dentifier BIA Identifier

Activity Name Recovery Point Objective

Activity Dependency Identifier Recovery Time Objective

Process Group Identifier Minimum Business Continuity Objective

Minimum Tolerable Period of Disruption

Incident Response Structure

‘ \
'3‘\ Row Identifier

|
e — BIA Identifier
Incident Response Structure Identifier

Incident Response Structure Name

Incident Response Structure Description

Figure 8.8: L0 strategy Logical Data Model [3, 18]
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8.3 Physical Data Model

The detailed Physical Data Model metadata mapped to the Logical Data Model LO
and L1 is included in the Appendix. Scripting of the creation of the database is
based on this mapping.

Sections in the Appendix include:

1. Section 10.2 Physical Data Model Standards - Table and column name stan-
dards mapping and standard data types.

2. Section 10.3 Physical Data Model - Mapping of the Logical Data Model Enti-
ties and Attributes to Tables and Columns along with their definitions.

3. Section 10.4 Database Scripting - SQL Scripting that creates the tables on the
server, data profile results and data loading procedures.

8.4 Data Contextualisation Analytical Model

8.4.1 The Concept of Dynamic Contextualisation

To illustrate the concept of dynamic data conceptualisation (DC) a decomposition
of variable components is required. These include:

1. Contextualisation variable V1 which is composed of the ethnographic result
(V1.1) and the taxonomy identifier (V1.2)

2. Contextualisation variable V2 which is composed of the significance (V2.1)
and relevance (V2.2) of risks assessed.

8.4.2 Organisational Context: Contextualisation Variable V1(1-
n)

1. Ethnographic Result is (V1.1): derived by grouping key words and risk descrip-
tions across multiple risk reports. The risk types standardised and assigned
a numeric (integer) value. This field is used as an input to the taxonomy

mapping.

2. Taxonomy Identifier (V1.2): is assigned based on the definition of risk in the
Open Risk Taxonomy.

The Organisational Context concept contains the data that is gathered through
system components I and adopts the system processes of N,M,L and K. The entities
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(L1) are shown in figure 8.5 and these provide a consolidation of ethnographic study
results mapped to standard risk categories in the taxonomy.

All results of the BCI and IRMSA reports covering five years of history are modelled
into the Environment entity. Standardisation and classification results are stored
in the Ethnographic Result and Taxonomy Identifier attributes respectively and are
based on the source data variable VO which is the Ethnographic Risk Category which
contains all risks described in these sources of data.

The disadvantage of consolidation of the organisational context analysis into a single
entity could not address the variances in report nuances and changes over time,
making data visualisation challenging. Additional work would be required to develop
standardised and comparable quantitative measures for risk. Alternatively a suitable
standardisation algorithm. In this report, the variances can be visualised in two
separate trends using the applicable report year attributes depending on whether
the reader requires a retrospective or outlook based view.

The advantage of consolidation of the analysis into a single entity results in the
standardisation of risk categories. This also provides the basis for mapping to stan-
dard taxonomy references. The output of this process is a derivation of V1 from the
input variable Ethnographic Risk Category (V0) which is contained in the source
data (industry risk reports).

V1 = Ethnographic Result : Taxonomy Identifier

V1 = Ethnographic result V1.1 (1-n)) : Taxonomy Identifier V1.2 (1-n)

The adoption of the usage of value pairs is to allow for additional dynamic concep-
tualisation sub variables to be added over time to provide flexible extension.

8.4.3 Environmental Risk Assessment: Contextualisation Vari-
able V2(1-n)

The Name Value Pair - Ethnographic Result (V1.1) is inherited into the Risk Assess-
ment (RSK_ASMT) table following which a Standardised Risk Description (C(1-n))
is written into the Risk Description (RSC_DESC) field. Key Risk Indicators are
assigned to these according to industry standard or though derivation and stored
into the Key Risk Indicator (KRI) field. Relevance (V2.1) is based on the average
risk score over a three to five year period for an assessed risk. Standardisation of
scoring is essential in ensuring comparability.

Significance (V2.2) is assigned according to organisational operating context based
on expert judgement per record in the risk assessment. It is noted however that
a framework of significance could be developed for the organisation on which to
base the evaluation. There are several methods in which risk significance can be
approached, for example a parameter for risk significance can be derived based on the
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frequency of risk occurrences in industry risk reporting (environmental scanning).
For the purposes of this report, significance ratings have been categorised into high,
medium and low based on relevance and quantitative evidence.

V2 = Relevance : Significance

V2 = Relevance Result V2.1 (1-n) : Significance Result : V2.2 (1-n)

8.4.4 Data Contextualisation Variable Result Stated

Following the above analysis the final Data Contextualisation Variable (DC(1-n))
result is stated as follows:

DC(1—n)=(V911(1—-n):V12(1 —n))| (V2.1(1 —n) : V2.2(1 —n))

for C(1-n) and I(1-n) where C is the Standardised Risk Description and I is the Risk
/ Resilience Indicator

8.4.5 Integrated Context with the Business Continuity Man-
agement System

In application, the risk description (C(1-n)) can be applied to identify the business
impacts associated with the identified risk. This association is stored in the Business

Impact table (BUS_IMP) as a reference data field Risk Description (RSK_DESC),
thereby always maintaining reference to the Dynamic Context (DC(1-n)) variable.

DCO(1—n) = (V111 —n): V1.2(1 —n))| (V2.1(1 —n): V2.2(1 — n))

8.4.6 System of Insight

The derived system of insight provides the consolidation of the results of the system
which can be used to inform Strategy.

1. A final array of Integrated Risks and associated Impacts in their Context
(DC(1-n)), which can be dynamically maintained as additional environmen-
tal data becomes available. This is shown as part of system component F
(Indicator Mart) in the System Conceptual Model in figure 8.2.

2. Risk Data Marts in the Financial Services industry contain the results of iden-
tified key risk indicators, for example; calculated expected loss (applied use
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case in this report). This is shown in figure 8.2. A calculation of a simulated
expected loss is provided in the illustrative example. Through the association
to the risk description in the Business Continuity Logical Data Model this
association is maintained as part of the Risk Assessment and Business Impact
Analysis.

3. Resilience Data Mart, which provides an integrated visualisation of the Risk
Assessment and Business Impact Analysis which dynamically updates as changes
in the system occur through continuous improvement.

Although inferential modelling was not included in the final result, by having the
data available in the System of Insight data marts, sensitivity measures and corre-
lations can be modelled to determine the sensitivity of a Key Risk Indicator against
changing environmental context features.
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8.5 Illustrative Data Results

In this section, the results of the environment scan are used to discuss the derivation
of a data contextualisation variable and its application in the Business Continuity
Management System. While the example provides an end to end illustrative system
subset of the results analysed, the risks analysed include all risks identified and
standardised over a period of 5 years. This data profile is included in the appendix
of this report.

8.5.1 Derivation of V1.1 and V1.2

The analysis of VO is shown in figure 8.9. 395 Risk categories were captured over
the five year environment scan period along with their risk scoring measures. In this
figure all risk categories analysed regardless of risk scoring calculation are shown. It
is noted that in instances where the same risk category keywords in sequence were
observed, these were counted distinctly.

More consistently reported distinct risks show with higher counts. Less consistently
reported risks have lower counts and therefore on a continuum smaller count values
indicated either an emerging risk or an isolated time based risk for a particular
reporting period.

Should the counted values in the study increase over time, planning for consistently
re-occurring risk is an important consideration, however these should be continu-
ously assessed.

Emerging risks require additional planning attention and close monitoring of re-
occurrence over time.

Isolated risks with a count value less than 1 over a three year period would likely
be isolated risk categories. Thresholds could be applied to eliminate isolated risk
occurrences, however these should still be evaluated on merit.
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Natural disasters (earthquakes, tsunamis, etc.) Exchange rate vulatlllt)f .
Interruption to utility supply
Insufficient electicity and/or energy

Political change
Ill-conceived NHI inational health institute policy and/or sub-optimal implementation) Structurally high unemployment / underemployment
Global governance failures Act of terrorism
Failure of state, state crisis or state collapse Animal disease
Exchange rate fluctuations Availability of talents/key skills (e.g. bench strengths)
Droughts in Sub-5aharan Africa Availability/cost of credit or finance
Cyber attacks and cyber attack disclosures Business ethics incident {e.g. human rights, corruption)
Changing consumer attitudes and behaviour

Closure of airspace le.g. volcanic ash cloud)
Brexit (Birtish exit from the EU) Conflict/war
Unmanageable fraud and corruption Critical infrastructure failure
Reputation Incident
Product quality/product recall

Potential emergence of a global pandemic (e.g. Zika Virus)

Mon-occupational disease \
Lone attacker/shooter incident
Introduction of new technology (blockchain, loT, Al _

Interruption to utility supply (iLe. water, gas, electricity, waste di...

Increasing supply chain complexity
Government pelicy, legislation and regulatory changes (uncertai...
Global governance failures le.g. intellectual property regimes, tr..
Energy security and the transition to sustainable energy infrastr...

Cyber attack (e.g. malware, denial of service)
Data breach (i.e. loss or theft of confidential information}
Earthguake/sunami
Education and skills development
Energy cost/availability
Environmental incident
Failure / shortfall of critical infrastructure
Fire
Governance failure
Higher cost of borrowing
Enduring financial system weakness le.g. lack of credit}

Human illness (e.g. Zika virus, infleuenzal
Increasing corruption

Changing borders le.g. UK exit from the EU)

Increasing strike action
Adverse weather/natural disaster

Industrial dispute

. . IT and telecom outage
The weakening of representative democracy

Lack of talent/key skills l I

Major escalation in organised crime and illicit trade

New laws or regulations
Prolonged recessicn in the BRICS countries

Product safety incident
Profound political and social instability

Scarcity of natural resources le.g. raw materials)
Severe income disparity
Supply chain disruption lup and down stream)}

Cyber attack and data breach

Figure 8.9: Ethnographic Study by Risk Category



The aggregated risk score (averages) post standardisation based on the ethnographic
result (V1.1) is shown in figure 8.10. In these results a single risk scoring method
was used i.e. probability and impact. Additional risk scoring methods would require
either a standardisation in measure or additional risk scoring algorithms to obtain
a standardised risk score. To accommodate this, the data model could be extended
to include additional attributes for risk score results.

RISK SCORES (Standardised V1.1 - Risk Measurement Method 1)

Associated Key Risk Indicators @ Expected Loss @Legislation changes in the period/year @MNot Defined

Organisation risk culture

Organised crime risk

Corruption

Leadership risk

Political risk

Labour risk

Financial crisis

Skills risk

Micro economic emerging risk

Cyber attack and data breach

Unemployment and social unrest

Regulatory risk

Lack of innovation

Infrastuctue failure

Reputational risk

Energy uncertainty

IT systems outages

Climate, weather and natural disaster

Exchange rate volatility

Health and safety risk

Technology innovation and disruption

Financial system weakness

Lone attacker

Impact of new technalogy

Product quality risk

Scarce resources

Disease outbreaks and pandemic

Supply chain

0 3 10 15

Figure 8.10: Aggregated Risk Scores by Standardised Risk Descriptions (V1.1) and Asso-
crated Key Risk Indicators

Results are integrated into the Risk Assessment (clause 8.2.3) as derived risk scores
in the risk register. This provides the Business Continuity Professional with a rec-
ommended risk score on which to base their expert judgement. Derived risk scores
at a macro level do not eliminate the need for direct expert judgement processes to
ensure adjustment for the specific organisation. Risk score adjustment could further
be automated by applying a risk score weighting parameter. This is provided for
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in the System Conceptual Architecture 8.2 BCMS components D. The data model
would be extended to include this attribute should this be the preferred method
adopted within the specific situation and preferred method of assessment.

This process fulfils the requirement of the ISO22301 Standard to “systematically
identify, analyse and evaluate the risk of disruptive incidents to the organisation”
[3] at a macro level to which further impact analysis can be based. In addition to
this, it provides a documented historical record of risk changes over time along with
their risk scores. It is noted that all dynamic changes occurring over time would be
stored as appended records in a time dependent data mart. This provides a basis
on which risk trend analysis can be performed within the BCMS.

Risk classification is an important factor in establishing related data sources from
industry and also provides for a record of authoritative sources (master and reference
data principles). The Open Risk Taxonomy provides clarity of risk categorisation
and definition and also provides associated sources of data mapped to these. This
is a powerful method that can be used to quickly obtain peer reviewed sources of
data that further inform a specific risk.

Worked Example: Pandemic Data Sources obtained through the taxonomy;

Taxonomy

Category = Business risk

Sub Category 1 = Operational risk

Sub Category 2 = Disease and pandemic

In the relevant section of the taxonomy, live associated risk events are crowd sourced.

In the example in this report, regulatory risk and financial system weakness have
been selected as an associated key risk indicator. The identification of indicators can
also be derived from industry regulation and standardised indicator sources again
associated to risk taxonomy standardisation and categorisation.

Financial system weakness parameters and regulatory risk are material to banking
operations and therefore have been selected here. The model caters for all risk types
and therefore the selection of financial services risk indicators does not constrain the
model to this specific industry.

The taxonomy mapping results for variable V1.2 are shown in figure 8.11
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Ethnographic Results W1.1 | Taxonomy Identifier V1.2 Ethnographic Risk Category V0

8
8
25
25
8
8
25
25
25
25
25
25
8
25
25
25
25
25
25

Availability/cost of credit or finance

Capital availability (credit risk)

Changes in legislation and regulations

Continuing private and public governance failures

Enduring financial system weakness

Enduring financial system weakness (e.g. lack of credit)

Enforcement by requlator

Failure of governance (private and public)

Global governance failures

Global governance failures {e.g. intellectual property regimes, trade regulations, geopoloitical risks)
Governance failure

Government policy, legislation and regulatory changes (uncertainty)

Higher cost of borrowing

lll-conceived land reform policy and/or sub-optimal implementation

lll-conceived NHI (national health institute policy and/or sub-optimal implementation)
New laws or regulations

Mew regulations and increased regulatory scrutiny

Regulatory / legislative changes

Regulatory changes

Figure 8.11: Taxonomy Mapping

Taxonomy structures are shown in figures 8.12. The associated definitions for this
subset of the Open Risk Taxonomy (applied in this report) are shown in figures 8.13

and 8.14.

TAXONOMY (Organisational Context (LO))

E‘I 2 | Taxonomy Risk Category

Sub Category 1 Sub Category 2

=T~ B - R T L

Business Risk
Climate Related Risk
Business Risk
Business Risk
Business Risk
Business Risk
Market Risk
Business Risk
Business Risk
Business Risk
Business Risk
Market Risk
Credit Risk
Business Risk
Business Risk
Business Risk
Business Risk
Business Risk

Figure 8.12: Taxonomy Distinct Categories (applied)

Operational Risk Physical Damage

Sustainable Finance
Operational Risk
Operational Risk
Operational Risk
Revenue Risk

Foreign Excahange Risk
Funding Risk
Operational Risk
Leadership Risk
Human Resources Risk
Exposure Risk

Country Risk
Operational Risk
Franchise Risk
Operational Risk
Operational Risk
Strategic Risk
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8.5.2 Taxonomy Reference Data Definitions

Eisk Taxonomy Category |

Business Risk
Climate Related Risk
Credit Risk

Market Risk

Sub Category 1

Definition

Associated Category

Exposure Risk

Foreign Excahange Risk
Country Risk
Sustainable Finance
Franchise Risk

Funding Risk

Human Resources Risk
Leadership Risk
Operational Risk
Revenue Risk

Strategic Risk

Exposure. Exposure (also Risk Exposure) is a general term in Risk Management that aims to capture the potential financial loss inherent in a contract, transaction, portfolio etc. It aims to capture the
extent to which an individual or organization is unprotected and open to damage, danger, risk of suffering a loss, or uncertainty. The potential susceptibility to loss; the vulnerability to a particular
risk.

Foreign Exchange Risk is the probability of the loss occurring from an adverse movement in Foreign Exchange rates.

Risks arising from credit events (default) or other unexpected economic or political events associated with a sovereign entity

Sustainable Finance denotes financial services and products that are integrating environmental, social and governance (ESG Criteria) into business or investment decisions.

Franchise risk captures the impact of external or internal risk factors on the perceived long term franchise value of the firm

The funding risk category covers risks linked to uncertainty around the availability of future external funds for financing operations

Human Resources, in risk management context, denotes a set of challenges to the firm's business plan and franchise value due to adverse climate among its employees.

No definition

Operational Risk concerns threats to the normal operations of the firm. In the Open Risk Taxonomy is it categorized as part of general Business Risk.

Revenue Risk covers all risks pertaining to the ability to persist or grow profitable business operations

Strategic Risk (also Strategy Risk) denotes the risk arising from forward looking activities that modify the Business Plan of the firm (significant changes to policies, products, targeted market segments,
acquisitions or any other business building activities) which may incur investment costs but below expected returns

Figure 8.13: Taxonomy Definitions

Market Risk

Market Risk

Credit Risk

Climate Related Risk
Business Risk
Business Risk
Business Risk
Business Risk
Business Risk
Business Risk
Business Risk
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Eisk Taxonomy Category

Business Risk
Climate Related Risk
Credit Risk

Market Risk

Sub Category 1

Definition

Associated Category

Exposure Risk

Foreign Excahange Risk
Country Risk
Sustainable Finance
Franchise Risk

Funding Risk

Human Resources Risk
Leadership Risk
Operational Risk
Revenue Risk

Strategic Risk

Exposure. Exposure (also Risk Exposure) is a general term in Risk Management that aims to capture the potential financial loss inherent in a contract, transaction, portfolio etc. It aims to capture the
extent to which an individual or organization is unprotected and open to damage, danger, risk of suffering a loss, or uncertainty. The potential susceptibility to loss; the vulnerability to a particular
risk.

Foreign Exchange Risk is the probability of the loss occurring from an adverse movement in Foreign Exchange rates.

Risks arising from credit events (default) or other unexpected economic or paolitical events associated with a sovereign entity

Sustainable Finance denotes financial services and products that are integrating environmental, social and governance (ESG Criteria) into business or investment decisions.

Franchise risk captures the impact of external or internal risk factors on the perceived long term franchise value of the firm

The funding risk category covers risks linked to uncertainty around the availability of future external funds for financing operations

Human Resources, in risk management context, denotes a set of challenges to the firm's business plan and franchise value due to adverse climate among its employees.

No definition

Operational Risk concerns threats to the normal operations of the firm. In the Open Risk Taxonomy is it categorized as part of general Business Risk.

Revenue Risk covers all risks pertaining to the ability to persist or grow profitable business operations

Strategic Risk (also Strategy Risk) denotes the risk arising from forward looking activities that modify the Business Plan of the firm (significant changes to policies, products, targeted market segments,

acquisitions or any other business building activities) which may incur investment costs but below expected returns

Figure 8.14: Taxonomy Definitions

Market Risk

Market Risk

Credit Risk

Climate Related Risk
Business Risk
Business Risk
Business Risk
Business Risk
Business Risk
Business Risk
Business Risk



8.5.3 Derivation of V2.1 and V2.2

The derivation of V2.1 and V2.2 is derived against V1 which is written to the Risk
Assessment Entity (RSK ASMT). This is shown in figure 8.15.

ENVIRONMENT (Organisational Context (L0))

I Risk Description Impact | Probability Risk Score | V2.1 (Relevance) V2.2 (Significance) g‘l.] Ethnograpgic Result
81 Organisation risk culture 475 4.00 15.00 19.00 Mot Defined 43
80 Organised crime risk 4.08 386 15.74 1574 Not Defined 42
79 Corruption 387 404 15.63 1562 Not Defined 28
78 Supply chain 1.67 307 5.12 512 Not Defined 27
77 Reputational risk 2.84 359 10.19 10.19 Not Defined 26
76 Regulatory risk 287 369 11.14 1114 H 25
75 Product quality risk 175 353 6.17 6.17 Mot Defined 24
74 Unemployment and social unrest 3.03 375 1136 1136 Not Defined 23
73 Scarce resources 175 337 5.89 5.89 Mot Defined 22
72 Political risk 372 409 15.21 1521 Not Defined 21
71 Micro economic emerging risk 3.20 370 11.84 11.84 Not Defined 20
70 Financial crisis in 360 1335 1335 Not Defined 19
69 Lone attacker 219 3.00 6.32 632 Mot Defined 18
68 Skills risk 327 3.80 1242 1242 Not Defined 17
67 Leadership risk 3.87 370 1537 1537 Not Defined 16
66 Lack of innovation A 285 10,63 1063 Not Defined 15
65 Labour risk 3.70 365 13.50 1350 Not Defined 14
B4 IT systems outages 194 472 9.15 9.15 Mot Defined 13
63 Impact of new technology 1.88 330 6.20 620 Mot Defined 12
62 Energy uncertainty 260 3n 10,16 10.16 Not Defined n
61 Financial system weakness 206 324 7.3 713 H 8
60 Health and safety risk 167 483 8.05 805 Mot Defined 7
59 Exchange rate volatility 223 370 825 825 Mot Defined 6
58 Technology innovation and disruption 241 305 7.35 735 Mot Defined 5
57 Disease outbreaks and pandemic 1.72 326 5.59 559 Not Defined 4
56 Cyber attack and data breach 280 422 11.81 1181 Not Defined Bl
55 Infrastuctue failure 291 352 10.24 1024 Not Defined 2
54 Climate, weather and natural disaster 241 375 9.03 903 Mot Defined 1

Figure 8.15: Risk Assessment

Relevance (V2.1) is derived from the average risk scores associated with V1.1 and
V1.2, Significance is assigned based on expert judgement. The parameters for
Significance can be based on any scale defined by the organisation and may be
additionally classified in reference data with an associative construct against this
field for further extensivity and flexibility in the model.

Weighting is an additional parameter that may be assigned to calculate a weighted
risk score adjustment. This has not been added in this result as there is no quantita-
tive expert judgement data. Future work would assess this in the context of a more
specific survey for an organisation population (per country, province or region). It
has however, been included in the Systems Conceptual Model as a placeholder for
completeness. Expert judgement may also be applied by analysing the narratives
contained in the reports.

Finally, key Risk Indicators are assigned to the risk description. There may be many
Key Risk Indicators per Risk and these would be included as additional records in
the RSK_ASMT (Risk Assessment) table in the database. An associative data
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construct to KRI classifications is a useful method to reduce complexity for larger

data sets.

8.5.4 Validation

The calculation of the DC(n) variable has been validated using an Excel model for
the database result and includes one additional Risk Description i.e., Regulatory
Risk. Both Risk Descriptions are highlighted in figure 8.10. Validations are shown

in figures 8.16 and 8.17.

Result Validation 1 - Financial System Weakness

Entry into the Risk Assessment =Finandal System Weakness

DGy = 25:14:12,86:H

ETH_RSLT=V114, =8
RSK_TAX_ID=V12. =8

Key RiskIndicator
REL=V214 =713

Expected Loss (loan book)
SIG-V224m=H

Vi =88 V25 =711H influenced by COMD-19
Kewords: Imvs, reg 5, legi ion, g Higher expected losses
ID |RPT_YR |ETH_RSLT |RSK_TAX_ID |ETH_RSK_CAT DS_CNC | PROB | IMP RSK_SC |APPL_YR DIS_OUT_TM ORG
11 2016 1 8|Enduring financial systemweakness 0,19 - 2017|Next 12 Months BCI
105 2017 2 8| Availability/cost of credit or finance 0,02 - 2016| Di sruption Experienced Past 12 Months BCI
106| 2017 8 8|Availability/cost of credit or finance 0,05 - 2016 Disruption Concern Past 12 Months BCI
Enduring financial systemweakness
107 2017 3 g|les lack of credit) 0,16 - 2017| Next 12 Months BCI
03| 2018 8| Availability/cost of credit or finance 001 2017 Disruption Experienced Past 12 Months
204 2018 8 8| Availability/cost of credit or finance 0,02 - 2017| Disruption Concern Past 12 Months BCI
Enduring financial systemweaknass
205| 2018 3 8|leg lack ofcredit) 011 - 2018| Next 12 Months BCI
206| 2018 8 8|Capital availability [credit risk] 4,00 367 1467 2018| Next 18 Months |IRMSA
300 2019 2 8| Higher costof borrowing 2,10 148 311 2019 Next 12 Months |BC\
301| 2019 8 §|Higher costof borrowing - 4,63 2,02 935 2018|Past 12 Months |BfC\
302| 2019 8 8| Capital availabil ity [credit risk) 2,20 192 422 2019 |IRMSA
358 2020 1 8| Higher costof borrowing 1,90 140 2,66 2020 Next 12 Months |BC\
360| 2020 8 B[Higher costof berrawing - 4,60 150 874 2019|Past 12 Months |BfC\
Ayersge 3,24 2,06 713 |

Figure 8.16: Result Validations:
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Result Validation 2 - Regulatory Risk

Entry into the Risk Asessment = Regulatory Risk

DC2q) = 25:14:12,86:H

ETH_RSLT =V1,1;0 =25
RSK_TAK_ID = V1.2, = 14

Key RizkIndicator
REL=V2.1,, =11,14

Legislation changes in the period /year
SIG-V2.2,,=H

V1, =25:14 V2,=11,14H influenced by COVID-19
[basel release of extraordinarymeasures)
Kewords: laws, regulagtions, kegisiation, governance hitps //www bis.org/bcbs/publ/dasepdf
D [RPT_YR |ETH RSLT |Rsk_TAX D |ETH RSK_CAT DS_CNC | PROB | IMP RSK_SC |APPL_YR DIS_OUT_TM ORG
New regulations and increased
57 2016 25 14|regulatory scrutiny 0,55 - - - 2017 |Next 12 Months BCI
53| 2016 25 14|Regul atory / legislative changes - - - 20,00 |2016, 2017 (18 Months) |Next 18 Months | RMSA
59| 2016 25 14|Regul story / legislative changes - - - 25,00 |2016- 2026 (10 years)  |Next 10 Years | RMSA
60| 2016 25 14|Regul story / legislative changes - 38| 411| 1535 2015 |Past 12 Months | RMSA
g1 2018 25 14|Global governance failures 0,24 - - - 2017 |[Next 12 Months BCI
62| 2016 25 14|Governancefailure - - - 25,00 |2016, 2017 (18 Months)  |Next 18 Months | RMSA
£3| 2016 25 14| Governancefailure - - - 16,00 |2016- 2026 (10 years)  |Next 10 Years | RMSA
64| 2018 25 14| Governancefai lure - 4,20 382 | 1604 2015 [Past 12 Manths | RMSA
143 2017 25 14| New |aws or regulations 0,14 - - - 2016 |Disruption Experienced Past 12 Months BCI
144| 2017, 25 14| New |zws or rezulations 0,13 - - - 2016 |Disruption Concern Past 12 Months BCI
New regul ations and increased
145| 2017 25 14[regulatory scruting 0,46 - - - 2017 |Next 12 Months BCI
146| 2017 25 14|Regul story / legislative changes - 3,64 3,51 1278 2016|Past 12 Months | RMSA
Globsl governance failures [eg
intallactual proparty ragimes, trade
147| 2017 25 14|regulations, geopoloitical risks) 0,18 - - - 2017 |Next 12 Months BCI
148 2017 25 14| Governancefailure - 4,08 3,79 1550 2016 |Past 12 Months I RMSA
242 2018 25 14| New Iaws or regulations 0,16 - - - 2017 [Disrupti on Experienced Past 12 Months
244| 2018 25 14| New | aws or ragulations 0,12 - - - 2017 |Disruption Concern Past 12 Months BCI
New regul ations and increased
245 2018 25 14|regulatory scrutiny 0,45 - - - 2018 |Next 12 Months BCI
Government policy, | egislation and
246 2018| 25 14|regulatory changes [uncer inty) - 4,33 433 1875 2018 [Next 18 Months | RMSA
Globzl governance failures [eg.
intel lectual property regimes, rade
247 2018 25 12|regulations, geopoloitical risks) 0,18 - - - 2018 |Next 12 Manths BCI
Failure of governance private and
248 2018 25 14| public) - 4,50 450 2025 2018 |[Next 18 Months | RMSA
330 2019 25 14|Regulstory changas - 2,95 1,63 421 2019 |Next 12 Months BCI
331 2019 25 14|Regulstory changes - 458 206 943 2018 |Past 12 Months BCI
Government policy, legislation and
332| 2019 25 14|rezulatory changes [uncertainty) - 3,10 1,92 535 2013 | RMSA
385| 2020 25 14|Regul story changes - 2,60 1,70 4,40 2020|Next 12 Months BCI
386 2020 25 14|Enforcement by regulator - 2,10 170 3,60 2020 |Next 12 Months BCI
287 2020 25 14| Regul atary changes - 4,320 2,10 220 2019|Past 12 Months BCI
388| 2020 25 14|Enforcemant by regulator - 3,%0 2,20 850 2019|Past 12 Months BCI
389| 2020 25 14|Changesin legislation and regulations - - - - 2020 [Top risks i dentifi ed with risk treatment | RMSA
Il conceived NHI [national health
institute policy and/or sub-optimal
3s0| 2020 25 14|implementation) . = - - 2020[Top risks i dentifi ed wi th risk treatment I RMSA
llconceivad | and reform policy and/or
391| 2020 25 14|sub-optimal impl ementation - - - - 2020|Top risks i demifi ed with risk treatment | RMSA
Continui ng private and public
392| 2020 25 14|governance failures - - - - 2020(Top risks i dentifi ed wi th risk treatment | RMSA
Average 3,65 287 | 1114

Figure 8.17: Result Validations: Result 2: Regulatory Risk

Calculated results correlate well with the data results obtained in the system within a
3 percent variance (data profiles have been included in the appendix). The database
results are integrated into the respective Business Impact Assessments for the two
risks tested and are shown in figures 8.18 and 8.19 respectively.
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8.5.5 Integrated BCMS Systems Result

According to the ISO22301 Standard, the Business Impact Analysis is a “formal
and documented process for business impact analysis and risk assessment” that
identifies “the potential impact” of disruptive incidents and prescribes the required
considerations to meet the standards of recovery. This includes “risk treatments and
their related costs” and other legal and regulatory requirements |[3].

The organisational system (in this case the banking system) includes the data for the
prescribed regulatory Key Risk Indicator(Expected Loss), which has been included
in Result 1 (figure 8.18). By calculating the expected loss, the cost associated with
an increasing risk and further identified impacts can be assigned. Similarly Key
Risk indicators may be added to Result 2 which would indicate the volatility of
regulatory change. It is also noted that there is no fixed limitation on the number
of Key Risk Indicators that could be assigned to a specific risk type associated with
the relevant Business Impact Analysis.

Several other Credit Key Risk Metrics can also be calculated and associated with
the lending data from banking operations and associated to key risks and potential
impacts shown in figure 8.20. For instance in the case of the COVID-19 pandemic,
arrears data became significantly important both from a macro and micro economic
perspective. Banks needed to respond in conjunction with the Reserve bank to ease
interest rates and respond to the customer needs to meet their loan obligations. Re-
flecting this on the Business Impact Analysis with its associated Key Risk Indicators
and associated costs provides an opportunity to include this holistically with other
impacts and associated costs to meet the measures that need to be implemented to
respond effectively to the losses incurred.

In this example, the dimensions of arrears, interest rates, losses in annual income
and the loan status become important to monitor in relation to the risk description
(disease outbreak and pandemic). Expected losses calculated based on the status
of the loan book, provide a means for the bank to adequately provision for the
impairments of these loans.

What this shows is that risks are complex and interrelated, and require systemic
network analysis to be more accurate. However, with an integrated system dash-
board that brings all the related data into a single data warehouse. This provides
several opportunities for inferential modelling of the results.

The Data Context Variable is extensible and can contain several named values in
a single matrix (preferable) or alternatively stored parameter strings to alert the
interested parties of changes that become material to operations.
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BUSINESS IMPACT ANALYSIS (Business Continuity L{C)) RISK ASSESSMENT - Financial Use Case (Business Continuity

entifier | Deseription | | 1D | Risk Description Impact IPmbahiIily | Risk Score I\m (Relevance) V22 (Significance) /1.1 Ethnograpgic Result KRI
1 Business Impact Analysis for Credit Risk including accounts in arrears and potential default 61 Financial system weakness 206 324 7.13 713 H 8 Expected Loss

BUSINESS IMPACTS (Business Continuity L(0))

Identifier | Category | Impact MTPD (Impact Threshold) MBCO RTO RPO Risk ldentifier Process
7 Environment impact 2 Admin/Data Processing 0% Staff Loss 1 Staff 05Day Scenario Assumption 8 3
6 Service impact 2 Credit Risk Managers 0% Staff Loss 2 Staff 05Day Scenario Assumption 8 3
4 Reputation impact  Increased Capital Required 10.5% Capital Adquacy Ratio 8% Capital Adequacy Ratio 1 Month Minimum Regulatory Requirement 8 2
3 Regulatory impact  Increased Risk Exposure 5% Expected Loss 7% Expected Loss 1 Month  Minis Regulatory Requi 8 2
1 Staff impact MNon-compliant BCBS239 Principles  100% Compliant 95% Compliant 1 Day Scenario Assumption 8 2
2 Public impact Reputational Damage 75%-100% 5% Reduction in applications 1 Day Scenario Assumption 8 2
5 Financial impact Sales Service Interruption B85% B0% 0.5Day Scenario Assumption 8 1
IMPACT REQUIREMENTS (Resource Items (LO)) PROCESS/ACTIVITY - Impacted Processes (Business Continuity (LO))
Process | Supplier Service | Supplier Name (Party (LOJ) | Process | Systems Requirement ki | Frocss Name | Activity Dascription (&
1 Not Required Simulation Name 1. Not Required ; I“p"w' o e vt D :"h::"c" ) :?“""::::‘:" e
2 Legal Senvices Simulation Name 3 HRSystem ; D";""'""‘“,'m E— m“"l“‘ “":’pr Authority Structure
. : : . . cumentation | e Loan Application
3 Recruitment Services Simulation Name 2 Credit Management System
”" e simulan it Management Sys 1 Collect and Review Data Completeness/Plausability Review
1 Acquisition/Credit Specific C Service Customer Meeting
1 Acquisition/Credit Specific Customer Service Debriefing
) ) 2 Collateral and Risk Assessment Determine loan-to-value
Process | Resource ement Process | Technol rement
& u_r Requir ogy Requi 3 Implementation on the Credit Decision Disbursement
3 4 Additional Staff 1 Loan IT System 3 Implementation on the Credit Decision Disbursement Review
2.G ications Plan, Capital Adequacy, Doc d Regulatory M 2 Finance IT System 2 Credit Review Documentation and Other Related Factors
1 None 3 HRIT System 1 Acquisition/Credit Specific C Service Establishing Contact
2 Collateral and Risk Assessment Evaluate Exposure
1 Acquisition/Credit Specific C Service Eval First C fi
Note: Processes and Activities for business critical functions can be modelled into data terms (these can be visualised and associated on the BIA) 1 Collect and Review Data Follow-up b
Detailed activities have their own BCM Measures i.e. MBCO, MTPD, RPO and RTO. This level of visualisation would represent an aggregation of these T e follmin
This has not been included in thisuse case, however the model has been constructed using this principle

Figure 8.18: Systems Integration Business Impact Analysis: Result 1: Financial System Weakness
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BUSINESS IMPACT ANALYSIS (Business Continuity L{0))
Identifier | Description

1 Business Impact Analysis for Credit Risk including accounts in arrears and potential default

RISK ASSESSMENT - Financial Use Case (Business Continuity

ID | Risk Description | Impact | Probability | Risk Score | V2.1 (Relevance) V22 (Significance) | V1.1 Ethnograpgic Result  KRI

76 Regulatory risk 287 369 11.14 1114 H 25 Legislation changes in the
BUSINESS IMPACTS (Business Continuity L{0)) z
Identifier = Category Impact MTPD (Impact Threshold) MBCO RTO RPO Risk Identifier | Process
7 Environment impact 2 Admin/Data Processing 0% Staff Loss 1 Staff 05Day Scenario Assumption 8 3
6 Service impact 2 Credit Risk Managers 0% Staff Loss 2 Staff 05Day Scenario Assumption 8 3
4 PReputation impact  Increased Capital Required 10.5% Capital Adquacy Ratio 8% Capital Adequacy Ratio 1 Month  Minimum Regulatory Requirement &8 2
3 Regulatory impact  Increased Risk Exposure 5% Expected Loss 7% Expected Loss 1 Month  Minimum Regulatory Requirement 8 2
1 Staff impact Non-compliant BCBS239 Principles  100% Compliant 95% Compliant 1 Day Scenario Assumption &8 2
2 Public impact Reputational Damage 75%-100% 5% Reduction in applications 1 Day Scenario Assumption 8 2
5 Financial impact Sales Service Interruption 85% 80% 05Day Scenario Assumption &8 1
IMPACT REQUIREMENTS (Resource Items (L0)) PROCESS/ACTIVITY - Impacted Processes (Business Continuity (L0))
Process | Supplier Service gupplier Name (Party (LO))) Process gystems Requirement Process | Process Name Adtivity Description
2 A | A | by Decision Maki
1 Mot Required Simulation Name 1 Not Required pprova . ) - pproval by ] eClSIﬂl‘! arers .
o e e Simulation Name 3 HR System 3 Implementat.lon on the Credit Decision Check Compliance w?th fauthorlty Structure
3 Recruitment Services Simulation Mame 2 Credit Management System Z | Documentation Complete Loan Application
1 Collect and Review Data Completeness/Plausability Review
1 Acquisition/Credit Specific Customer Service Customer Meeting
1 Acquisition/Credit Specific Customer Service Debriefing
call 1 ick A i -to-
Process | Resource Requirement Process | Technology Requirement 2 amli Risk . Dletermlne loar-tovalue
- 3 Implementation on the Credit Decision Disbursement
3 4 Additional Staff 1 Loan IT System 3 Implementation on the Credit Decision Disbursement Review
2 Communications Plan, Capital Adequacy, Documented Regulatory Measures 2 Finance IT System 2 Credit Review Documentation and Other Related Factors
1 None 3 HRIT System 1 Acquisition/Credit Specific Customer Service  Establishing Contact
2 Colk and Risk Evaluate Exposure
1 Acquisition/Credit Specific Customer Service Evaluate First Customer Information
Maote: Processes and Activities for business critical functions can be modelled into data terms (these can be visualised and associated on the BIA) 1 Collect and Review Data Follow-up
7 Arnnecaral Enllmuaisim

Detailed activities have their own BCM Measures ie. MBCO, MTPD, RPO and RTO. This level of visualisation would represent an aggregation of these.

This has not been included in thisuse case, however the model has been constructed using this principle.

Figure 8.19: Systems Integration Business Impact Analysis: Result 2: Regulatory Risk
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LOAN BOOK

Loan Status I;oan Amount

Loan Amount by Loan Status

241.03M (2.8%)
894.12M (10.39%)

Current 7 270 034 875.00
Fully Paid 894 118 925.00
Charged Off 241 030 725.00
Late (31-120 days) 122 667 050.00
In Grace Period 56 186 725.00
Late (16-30 days) 23 945 300.00
Not Verified 422 900.00
Source Verified 419 900.00
Verified 253 575.00
Default 220 300.00
Total 8 609 300 275.00
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8.5.6 Business Continuity Strategy

For this illustrative result, the Basel committee has prescribed the necessary risk
treatments with regulatory tolerance. That said, it is important to note that the
addition of other risk treatments identified, these should be documented into the
Corresponding Incident Response Structure. This table has been modelled with a
foreign key that associates the incident response structure to a specified Business
Impact Analysis Identifier.

8.5.7 Results Conclusion

The analysis described in this section illustrates the derivation of a contextualisation
variable as proposed in this report. It is shown that an integrated systems based
approach can be used to derive the necessary data to inform business resilience in
the Business Continuity Management System.

The benefits of this approach is the ability to identify early risk warning with data
sets that are operationally linked to the process of risk assessment and business
impact analysis. This allows for rapid adjustment to changes in the risk landscape
and pro-active anticipation of risk events. In addition to this it makes inferential
modelling possible where effects of a risk landscape change can be analysed against
changes in Key Risk Indicators for enhanced insight. The information seeking pro-
cess is simplified through association to categorised authoritative sources of data
external to the organisation. Finally, risk trend analysis becomes possible in the
system of insight through historical data records stored in a time sensitive data
mart.
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8.5.8 Other Considerations

The proposed approach is generic and applicable to any industry system and risk
landscape through the modification of industry reference model and core systems.
These may be simple or complex in nature. It must however be noted that although
the analysis method applies equally to many systems, it is important to consider
the system of interest in the extension of the model and scaling up of complexity.

It is also important to identify the risk measurement method and standardise as
complexity in this measurement can result in risk contextualisation sensitivity that
may compromise the system of insight.

The systems approach does not eliminate expert judgement but is rather an en-
hancement to this process and the human factor is an important advantage to the
systems approach. Also the system does not include organisational resilience factors
which through clear risk and business continuity culture would be an advantage.
Many parts of this analysis can be fully automated and additional intelligence and
learning added (artificial intelligence and machine learning algorithms) which with
careful implementation, provide an opportunity for Business Continuity and Re-
silience professionals to remain experts in the field without the overhead of data
analysis, a current inhibitor according to the BCI Horizon Scan Report 2020 [1].
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Conclusion

9.1 Summary

This report introduced dynamic data contextualisation by applying an integrated
analytical data modelling and systems design approach. It was shown that contex-
tualisation can be derived and captured into a variable represented by a name value
pair that represent the categorisation, standardisation, significance and relevance of
risk as it emerges on the risk horizon.

The investigation and subsequent modelling also showed that by including these
variables into an additional integrated system component, a data driven approach
to the risk assessment and business impact analysis becomes possible. The variable
can either be applied directly in the business continuity management system itself
through extending current data models for these systems or through data visual-
isation running alongside these systems in the analytical model described in this
report. A point to note is that an ISO compliance BCMS currently do not explicitly
include data as a clause, but implies its importance in clause 4, which is applied to
ensure that organisations are aware of their operating context when performing risk
assessment and subsequent business impact analysis.

The proposition of this report is that by including data and information as part of the
system, there is an opportunity to inform organisational resilience. The availability
of high value accurate data to inform business continuity strategy is one method in
which this can be achieved. However if data is not representative of the operating
context (clause 4) it may compromise compliance to the standard and may also yield
incorrect results and deductions. Therefore the derivation of the contextualisation
variable needs to be standardised. This is achieved by mapping emerging risks to a
standard taxonomy which is defined and agreed.

The standardisation of the taxonomy of the system is contained in two system
components i.e. the reference data and metadata of the analytical model design
which are described in the list below:
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1. Reference Data: Risk Type Classification against a taxonomy as a data
source.

2. Industry specific Reference Data Model: for financial services which is
based on the IBM Banking Data Model.

Operating context considers the risk horizon which is designed based on the resilience
framework represented in figure 5.1 and applies horizon scanning and information
seeking as a basis on which to define its data sources for system validation.

By applying standardisation and modelling, a dynamic data contextualisation is
possible to define and apply to an analysis of risk data mapped to key risk indica-
tor(s).

Steps in the process of derivation are summarised below:

1. Selecting of the risk scoring method and the authoritative source(s) of risk
data.

2. Modelling the business operation in data terms in an enterprise data model.
The first step in standardisation can also make use of industry standard data
models as a reference.

3. Selection of a risk taxonomy as an authoritative reference data source.

4. Categorisation of risks according to their definitions if provided by multiple
risk data sources. In this report ethnographic study was used to categorise
risks.

5. Mapping of the risk category to the risk taxonomy. This provides the rules to
be applied to all subsequent and future risk data sources such that these data
sets can be standardised to provide comparable results and trend analysis over
time.

6. Using unique identifiers, the risk category and taxonomy results can be repre-
sented in two variables; V1.1 = unique identifier of the risk category and V1.2
= taxonomy mapping identifier. If there are sub categories, these values can
be linked in their respective reference data structures as associated values.

7. The results of V1.1 and V1.2 are assigned to the Key Risk Indicators that are
influenced by these risk categories. These relationships are represented as an
association.

8. Within the context of categorisation of V1.1 and V1.2 a risk score is derived
by applying an average across the risk records in aggregation. This average is
represented as a result in variable V2.1 and indicates the relevance of the risk.

9. Within the context of categorisation of V1.1 and V1.2 risk significance is de-
rived through expert judgement, the scale of which can be defined. In this
report, a three value scale has been applied to simulate the result as high,
medium or low. The result of this is represented as a result in variable V2.2.
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Contextualisation as a result is represented in name value pairs that consists of all
four variables as follows:

DCy = V1) : V124, : V2.1, : V2.2, (9.1)

Risk contextualisation variables are stored within the BCMS data model as part of
the risk assessment and are assigned to Key Risk Indicators by association.

Simulation of this system is performed in this report using sources of horizon scan
data across two industry sources and linked to financial services key risk indica-
tors. Financial services data was also simulated by loading a sample of open source
data into the banking data warehouse model. Through the process of data mod-
elling against the industry reference model, business continuity management system
analytical data could be included as part of the strategic constructs.

The loading of sources of identified data yielded expected results in the system which
could be subsequently visualised in an integrated fashion and also provides evidence
of the system in operation.

Quantitative and mathematical models and applied qualitative approaches used to
measure resilience in previous research cite future work as the ability to further
quantify risk relevance and significance either retrospectively based on losses mea-
sured over the period of a disruption or through summation of key system indicator
performance.

The addition of the data contextualisation variable in association with key system
indicator performance in these resilience calculation methods, provides an additional
operating context reference point on which to assess key system indicator perfor-
mance against emerging risk. The business impact analysis provides an association
to the business process and system components and is included in the results of this
report to illustrate the data contextualisation variable within the Business Continu-
ity Management Framework as a purposeful activity system.

The method proposed is shown to have the ability to provide additional context
to any resilience calculation particularly by providing a quantitative standardised
result for risk significance and relevance.
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9.2 Conclusion

In this report, the problem of contextualising data of emerging risk in the operating
context of an organisation was addressed.

A model to contextualise the data in the environment (horizon) scan component of
the resilience framework provided a starting point that enhances the functioning of
business continuity management systems’ use of data. It has been shown that the
data contextualisation variable result of named value pairs has extensible potential
to include further parameters and value pairs as and when they are identified (for
example, risk significance weighting).

The data model investigated is shown as industry specific to financial services, but
that through the process of maintaining a reference point to an industry model
and standardisation through reference data (risk taxonomy), the contextualisation
model could be extended to many industries and their operations.

The main focus of this report was by using a systems approach, data and infor-
mation could be applied to inform business continuity strategy within the Business
Continuity Management System at the point at which risk assessment and business
impact analysis are performed. It is in these activities that resilience measurement
parameters are defined. A new approach based on standardisation and integrated
modelling of an analytical system was introduced as an enhancement to resilience
measurement methods in which a resilience measurement may be associated through
a key system performance indicator to changes in operating context. For this report,
a particular focus on emerging risk was applied.

Validation of the system approach used data captured in technical reports and sur-
veys to simulate the system operation and proved that this data could be visualised
as an integral component of the business impact analysis and in so doing provides
information that could be captured as a foundation for the business continuity man-
agement strategy.

9.3 Future Work

The standardisation applied to the systems method in this report provides a number
of opportunities for future work which are highlighted as follows:

1. The enhancement of the data model into a more inclusive standard providing
a representation of the system’s at scale with the flexibility to include various
applications and use cases.

2. Work to increase the understanding of the dynamics of risk measurement meth-
ods to derive more accurate risk scoring results. Future work to develop a
framework for risk measurement standardisation would further enhance the
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performance of the proposed analytical model by allowing for a more inclusive
result across data sources that use different approaches.

. An investigation to address the most optimal measurement of risk relevance
could also provide a better understanding of the sensitivity of the system
to expert judgement. The addition of a quantitative approach to relevance
would provide a reference point either on which to base a relevance decision
or alternatively to validate a decision. This includes organisational resilience
as an area for future work.

. The overall foundation provided in this report opens the possibility for future
data science work including inferential modelling to address the correlations
of environment risk dynamics to key risk indicators.
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10

Appendix

Each of the sections of this appendix provide more detail in terms of the standard
methods adopted for the development of the system. In addition, the technical
details and definitions of the system design have been included.

Appendix Section 10.1 is referenced in Section 6.8 that refers to the Systems Engi-
neering Master Plan (Checkland’s Soft System Methodology Stage 7). This section
provides the details of the ISO/IEC/IEEE standard and how this has been adopted
in the work. It also provides further details of the steps adopted in the development
of the system along with a detailed checklist of completion criteria for each step.

Appendix Section 10.2 provides details of the approach to standardise physical
database field names. These are applied in the definition of the physical data model
as well as in the database scripting (Appendix Section 10.4) used to create and load
the relevant data into these tables. Appendix Section 10.2 is referenced in Section
8.3 and translates the logical models defined in Section 8.2 into physical models.
Data types are further standardised in support of the type of data and its data
profile.

Appendix Section 10.3 is referenced in Section 8.3 and provides details of the Entity
to Table mapping and Attribute to Column mapping which is a translation of the
logical to physical data model. In addition, detailed field definitions are provided
along with the applied data type and naming standards (Appendix Section 10.2).
Where business rules have been applied and stored within the model, this is provided
as part of the entity and attribute definition.
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10.1 Systems Engineering Management Plan

Table 10.1: Systems Engineering Management Plan (SEMP) aligned to clauses in the ISO/IEC/IEEE 247-1:2018 Standard. Details of Clauses have
been included for completeness.

L0T

Clause | Clause Statement Stage Section Checklist

5.2 Concept

5.2.1 “The Concept Stage begins with initial recog- Overview | a. Documentation and approval of the research
nition of a need or a requirement for a new proposal.

system-of-interest or for the modification to
an existing system-of-interest. This is an ini-
tial exploration, fact finding and planning
period when economic technical, strategic
and market bases are asses through acquir-
er/market survey, business or mission anal-
ysis, solution space identification, and feasi-
bility analysis and trade off studies. Acquir-
er/user feedback to the concept is obtained.”

5.2.2 “The Concept Stage is executed to assess Purpose a. Qualitative research by literature review.
new business opportunities or mission assign- b. Checkland 7 step method (research proposal
ments and to develop preliminary system re- method applied)

quirements and a feasible architecture and
design solution.”




80T

Clause | Clause Statement Stage Section Checklist
5.2 Concept
5.2.3 “a) An assessment of feasible system-of- Outcomes | a. Documented background and context. b.

interest concepts, with initial architectural
and other solutions, including enabling sys-
tems throughout the life cycle, for clo-
sure against both technical and business
or mission stakeholder objectives. b) The
preparation and baselining of stakeholder re-
quirements and preliminary system require-
ments (technical specifications for the se-
lected system-of-interest and usability spec-
ifications for the envisaged human-machine
interaction).c) Refinement of the outcomes
and cost estimates for stages of the system
life cycle model. d) Risk identification, as-
sessment and mitigation plans for this and
subsequent stages of system life cycle model.
e) Identification and initial specification of
the services needed from enabling systems
throughout the life of the system. f) Con-
cepts for execution of all succeeding stages.
g) Definition of the enabling system services
required in subsequent life cycle stages. h)
Project budget and schedule baselines and
life cycle ownership cost estimates. i) Sat-
isfaction of stage exit criteria.j) Approval to
proceed to the appropriate stage or stages,
based on the specific life cycle model in use
by the project.”

Definition of applicable standards and guide-
lines. ¢. Documented literature review. d. De-
fine research method. e. Document SEMP. f.
Obtain ethics clearance. g. Industry peer re-
view. h. Research proposal presentation.
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Clause

Clause Statement

Stage

Section

Checklist

2.3

Development

5.3.1

“The Development Stage begins with suffi-
ciently detailed technical refinement of the
system requirements, system architecture,
and the design solution and transforms these
into one or more feasible products that en-
able one or more services during the Utilisa-
tion Stage. The system-of-interest may be
a prototype in this stage. The hardware,
software, operator, process and facility inter-
faces are specified, designed, fabricated, in-
tegrated, tested and evaluated as applicable
and the requirements for production, train-
ing and support facilities , and transitions are
defined.”

Overview

a. Develop MVP experiment evaluation loop.

5.3.2

“The Development Stage is executed to de-
velop a system-of-interest that meets stake-
holder requirements and can produced,
tested, evaluated, operated, supported and
retired.”

Purpose

a. Develop a prototype solution.”
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Clause

Clause Statement

Stage

Section

Checklist

2.3.3

“a) Plans and exit criteria for the develop-
ment stage. b) Architectural and design arte-
facts for the system of interest. c¢) A system-
of-interest structure comprised of, for exam-
ple, hardware elements, software elements,
human elements, process elements, facility
elements and the interfaces (internal and ex-
ternal) of all such elements. d) Verification
and validation documentation. e) Transition
planning documentation. f) Evidence sup-
porting a decision, with all risks and benefits
considered, that the system-of-interest meets
all specified requirements and is producible,
operable, supportable and capable of retire-
ment and is cost-effective for stakeholders. g)
Refined and base lined requirements for the
enabling systems, along with methods and
tools for establishing and maintaining trace-
ability between requirements and the devel-
oped system. h) A prototype or final system-
of-interest. i) Refined outcomes and cost es-
timates for the Production, Utilisation, Sup-
port and Retirement Stages. j) Identification
of current risks and determination of their
treatment. k) Satisfaction of stage exit crite-
ria. 1) Approval to proceed to the appropri-
ate stage or stages based on the specific life
cycle model in use by the project.”

Outcomes

a. Develop a system architecture b. Develop a
prototype physical data constructs. c. Defini-
tion and development of a prototype analytical
model. d. Conduct qualitative verification.
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Clause

5.4

Clause Statement

Stage

Production

Section

Checklist

5.4.1

“The Production Stage begins with the ap-
proval to produce the system-of-interest.
The system-of-interest may be individually
produced, assembled, integrated and tested,
as appropriate, or may be mass-produced.
Planning for this stage begins in the preced-
ing stage. Production may continue through-
out the remainder of the system life cycle.
During this stage, the system may undergo
enhancements, re-designs, the enabling sys-
tems may need to be re-configured, and pro-
duction staff re-trained, in order to continue
evolving cost-effective services from a stake-
holder view.”

Overview

a. Develop MVP experiment and validation
loop.

0.4.2

“The Production Stage is executed to pro-
duce or manufacture the system-of-interest,
test it and produce related enabling systems
as needed.”

Purpose

a. Develop MVP system solution.
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Clause

5.4.3

Clause Statement

“a) Plans and exit criteria for the Production
Stage. b) Qualification of the production ca-
pability. c¢) Acquisition of resources, mate-
rial, services and system elements to support
the target production quantity goals.d) The
system produced according to approved and
qualified production information. e) Pack-
aged product transfer to distribution chan-
nels or acquirer. f) Updated concepts for ex-
ecution of all succeeding stages. g) Current
risks and mitigating actions identified. h)
Quality assured systems-of-interest accepted
by the acquirer. i) Satisfaction of stage exit
criteria. j) Approval to proceed.”

Stage

Section

Outcomes

Checklist

a. Update the system architecture b. Develop
the system physical data constructs. c¢. Develop
the analytical model. d. Conduct quantitative
verification.
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Clause

2.5

Clause Statement

Stage

Utilisation

Section

Checklist

5.5.1

“The Utilisation Stage begins after installa-
tion and transition to use of the system. The
Utilisation Stage is executed to operate the
product at the intended operational sites to
deliver the required services with continuing
operational and cost effectiveness. This stage
ends when the system of interest is taken out
of service.”

Overview

a. Validate MVP against the real world.

2.5.2

“The Utilisation Stage is executed to oper-
ate the product, to deliver services within
intended environments and and help achieve
continuing operational effectiveness.”

Purpose

a. Test the solution against two case studies.

2.5.3

“a) Plans and exit criteria for the Utilisation
Stage. b) Experienced personnel with the
competence to be operators in the system-
of-interest and provide operational services.
¢) An installed system-of-interest that is ca-
pable of being operated and of providing
sustainable operational services. d) Perfor-
mance and cost monitoring and assessment
to confirm conformance to service objectives.
e) New opportunities for system-of-interest
enhancement through stakeholder feedback.
f) Current risks and mitigation actions iden-
tified. g) Satisfaction of stage exit criteria.
h) Approval to proceed to the appropriate
stage or stages, based on the specific life cy-
cle model in use by the project.”

Outcomes

a. Update the system architecture. b. Simulate
results against case study data.
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Clause

5.6

Clause Statement

Stage
Support

Section

Checklist

5.6.1

“The Support Stage begins with the provi-
sion of maintenance, logistics and other sup-
port for the system-of-interest’s operation
and use. Planning for this stage begins in
the preceding stages. The Support stage is
completed with the retirement of the system
of interest and termination of support ser-
vices.”

Overview

This stage will not be required in this project.

2.6.2

“The support stage is executed to provide
logistics, maintenance, and support services
that enable continuing system of interest op-
eration and sustainable service.”

Purpose

2.6.3

“a) Plans and exit criteria for the support
stage. b) Trained personnel who will main-
tain the system and provide the support ser-
vices. ¢) Organisational and enabling system
interfaces for problem resolution and correc-
tive actions. d) Maintained product and ser-
vices and the provision of all related sup-
port services, including logistics, to the op-
erational sites. e) Identification of problems
or deficiencies, informing appropriate parties
(user, development, production, or support)
of the need for corrective action.”

Outcomes
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Clause

5.6/5.7

Clause Statement

Stage

Retirement

Section

Checklist

2.6.3

“ f) Product and service maintenance and
corrected design deficiencies. g) All required
logistics support provided, including a spare
parts inventory sufficient to satisfy opera-
tional availability goals. h) Current risks and
mitigating actions identified. i) Satisfaction
of stage exit criteria. j) Approval to proceed
to the appropriate stage or stages, based on
the specific life cycle model in use by the
project. Ordinarily, this would be the retire-
ment stage.”

Outcomes

5.7.1

“ The Retirement Stage provides for the re-
moval of a system-of-interest and related op-
erational and support services, including ap-
propriate disposal of specified system ele-
ments. Planning for the retirement stage be-
gins in the preceding stages. This stage be-
gins when the system of interest is taken out
of service.”

Overview

a. Conclusion of the research project.
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Clause | Clause Statement Stage Section Checklist
5.7 Retirement
5.7.2 “The Retirement Stage is executed to provide Purpose a. Submission of final report/dissertation. b.
for the removal of a system-of-interest and Ethical retirement of the system.
related operational support services, and to
operate and support the retirement system
itself.”
5.7.3 “a) Plans and exit criteria for the Retirement Outcomes | a. Documentation of report and findings. b.

Stage. b) Disposal constraints are provided
as inputs to requirements, architecture, de-
sign, and implementation. ¢) Any enabling
systems or services needed for disposal are
available.d) Agreement to terminate support
services. e) Residual risks and mitigating
actions identified. f) The system elements
or waste products are destroyed, stored, re-
claimed or recycled in accordance with safety
and security requirements. g) The environ-
ment is returned to its original or an agreed
state. h) Records of disposal actions and
analysis are available. i) Satisfaction of stage
exit criteria.”

Peer review. ¢. Submit




10.2 Physical Data Model Standards

NAMING STANDARDS

The following naming standards have been consistently applied to name physical
tables. Where data is staged in the data lake, data types are not cast but are
inherited as is from the data source (system of record). Staged data tables utilise
the same naming standard, but with a prefix of STAGING for example Environment
is Staged as STAGING ENV.

The physical separators in table names appear as

13 2

in the database scripting. For

example Report Year (RPT YR) = RPT YR in the database table.

Logical Name | Physical Name Logical Name | Physical Name
ACT Activity ORG Organisation
APPL Applicable ouT Outlook
ASMT Assessment PROB Probability
BC Business Continuity PROC Process
BIA Business Impact Analysis | REQ Required
CAT Category RES Resources
CNC Concern RESP Response
DEF Definition Risk RSK

DEF Definition RPT Report
DEP Dependency RSLT Result
DEPT Department SC Score
DESC Description SERV Services
DIS Disruption SRC Source
DTA Data ST Structure
ETN Ethnographic STRAT Strategy
FM Frame SUPP Supplier
GP Group SYS Systems
ID Identifier TAX Taxonomy
IMP Impact TECH Technology
INC Incident ™ Time

NM Name YR Year

117




DATA TYPE STANDARDS

Data Type | In Application

integer Identifiers and integer values
varchar(100) | Descriptions

decimal(12,4) | Calculation Results in decimal values
char(50) Names and short descriptors
char(100) Long Descriptions

118
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10.3 Physical Data Model

Table| Entity (L1) Column Attribute Column Definition Data Type | Results | System
LO Organisational Context
ENV | Environment ID Row Identifier | This identifies the row in the table. integer In - 12
ABCNM
ENV | Environment RPT YR Report Year Indicates the year in which the report was | integer I - 12
published ABCNM
ENV | Environment ETH RSLT Ethnographic | This is a derived field (result of the data anal- | integer V1.1 In - 12
Result ysis in the research method). This is derived ABCNM
by grouping key words and risk descriptions
across multiple risk reports. The risk types
standardised and assigned a numeric value.
This field is used as an input to the taxon-
omy mapping. *standardisation value.
ENV | Environment TAX RSK ID | Taxonomy This is the taxonomy Identifier that has | integer V1.2 In - 12,
Identifier been assigned in the mapping to the Taxon- ABCNM
omy Identifier in the Environmental scanning
Data.
ENV | Environment ETH RSK | Ethnographic | This is the input field upon which an ethno- | varchar(150) | VO 1 - 12
CAT Risk Category | graphic result has been derived and assigned ABCNM

a value in the Ethnographic Result Column.
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Table| Entity (L1) Column Attribute Column Definition Data Type | Results | System
LO Organisational Context

ENV | Environment DIS CNC Disruption This is a survey result where respondents in- | decimal(12,4) In - 12
Concern dicated whether they felt that a risk was a ABCNM

concern for them in terms of associated ma-

terialised events either in the past or in the

future. Expressed as a percentage of total re-

spondent population for the applicable year.

ENV | Environment PROB Probability This indicates the probability of a future risk | decimal(12,4) I - 12,
arising. ABCNM

ENV | Environment IMP Impact Risk Impact which replies either to a disrup- | decimal(12,4) Im - 12,
tion (materialised risk) or is an anticipated ABCNM
future impact in the outlook time frame.

ENV | Environment RSK SC Risk Score The risk score is derived by multiplying the | decimal(12,4) In - 12,
risk and probability. It is noted that in this ABCNM
data set, risk scores are either 25 or 20, de-
pending on the survey response structure.

ENV | Environment APPL YR Applicable This is the year that is applicable to the Hori- | varchar(100) 1 - 12

Year zon Scan and IRMSA Report. For Instance ABCNM

if the report was published in 2019, the ap-
plicable year would be 2018 of a 12 month
retrospective and 2019 if 12 month outlook.
Reports are published in March for reference.
This must be read in conjunction with the re-
port outlook f I51d.
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Table| Entity (L1) Column Attribute Column Definition Data Type | Results | System
LO Organisational Context
ENV | Environment DIS OUT TM | Disruption This field indicates the time frame in which | varchar(255) I - 12,
Outlook Time | a disruption is likely to materialise or has ABCNM
Frame already materialised.

ENV | Environment ORG Organisation Indicates the organisation that conducted | varchar(100) I - 12
surveys and expert analysis and provided in ABCNM
the publication. In this report, the BCI
and IRMSA are such organisations, however
more organisations could be considered in fu-
ture work and this is an extendable data set
as a result.

RSK | Risk  Taxon- | ID Row Identifier | Identifies the row in the table. integer ID, NM

TAX | omy

RSK | Risk  Taxon- | TAX RSK ID | Taxonomy This is the taxonomy identifier that has | integer ID, NM

TAX | omy Identifier been assigned in the mapping to the Taxon-
omy Identifier in the Environmental scanning
Data.

RSK | Risk  Taxon- | TAX RSK | Risk  Taxon- | The name of the Open Risk Taxonomy Risk | char(50) ID, NM

TAX | omy CAT omy Category | Type.
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Table| Entity (L1) Column Attribute Column Definition Data Type | Results | System
LO Organisational Context

RSK | Risk  Taxon- | TAX SUB | Sub Category | The name of the Open Risk Taxonomy Risk | char(50) ID, NM
TAX | omy CAT 1 1 in the first level of the hierarchy.
RSK | Risk  Taxon- | SUB CAT 1 | Sub Category | The Open Risk Taxonomy is developed in | varchar(600) ID, NM
TAX | omy DEF 1 Definition hierarchical format. This indicates the first

level of the hierarchy that has been identified

in the appropriate mapping to the Environ-

mental Scanning Data.
RSK | Risk  Taxon- | TAX SUB | Sub Category | The name of the Open Risk Taxonomy Risk | char(50) ID, NM
TAX | omy CAT 2 2 in the second level of the hierarchy.
RSK | Risk  Taxon- | SUB CAT 2 | Sub Category | The Open Risk Taxonomy is developed in hi- | varchar(600) ID, NM
TAX | omy DEF 2 Definition erarchical format. This indicates the second

level of the hierarchy that has been identified
in the appropriate mapping to the Environ-
mental Scanning Data.
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Table| Entity (L1) Column Attribute Column Definition Data Type | Results | System
LO Business Resources

DIS Disruption ID Row Identifier | Identifies the row in the table. integer D

REQ | Required

RES | Resources

DIS Disruption BIA 1D BIA Identifier | The BIA ID identifies the business impact | integer D

REQ | Required analysis and its associated impacts.

RES | Resources

DIS Disruption PROC  ACT | Process Activ- | Provides a basis on which to associate the re- | integer D

REQ | Required ID ity Identifier quired resources in the event of a disruption

RES | Resources to the process activity.

DIS | Disruption RES DESC Resource This is a description of the specified resources | varchar(100) D

REQ | Required Description that would be required in the event of a dis-

RES | Resources ruption.

DIS | Disruption Re- | ID Row Identifier | Identifies the row in the table. integer D

REQ | quired Systems

SYS
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Table| Entity (L1) Column Attribute Column Definition Data Type | Results | System
LO Business Resources

DIS Disruption Re- | BIA 1D BIA Identifier | The BIA ID identifies the business impact | integer D

REQ | quired Systems analysis and its associated impacts.

SYS

DIS | Disruption Re- | PROC  ACT | Process Activ- | Provides a basis on which to associate the | integer D

REQ | quired Systems | ID ity Identifier required systems in the event of a disruption

SYS to the process activity.

DIS Disruption Re- | SYS DESC System De- | Provides a description of the required sys- | varchar(100) D

REQ | quired Systems scription tems in the event of a disruption to the pro-

SYS cess activity.

DIS | Disruption ID Row Identifier | Identifies the row in the table. integer D

REQ | Required

TECH| Technology

DIS Disruption BIA 1D BIA Identifier | The BIA ID identifies the business impact | integer D

REQ | Required analysis and its associated impacts.

TECH| Technology
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Table| Entity (L1) Column Attribute Column Definition Data Type | Results | System
LO Business Resources

DIS | Disruption PROC  ACT | Process Activ- | Provides a basis on which to associate the re- | integer D

REQ | Required ID ity Identifier quired technology in the event of a disruption

TECH| Technology to the process activity.

DIS | Disruption TECH DESC | Technology Provides a description of the required tech- | varchar(100) D

REQ | Required Description nology in the event of a disruption to the

TECH| Technology process activity.

DIS Disruption ID Row Identifier | Identifies the row in the table. integer D

SUPP | Supplier  Ser-

SERV | vices

DIS Disruption BIA ID BIA Identifier | The BIA ID identifies the business impact | integer D

SUPP | Supplier Ser- analysis and its associated impacts.

SERV | vices

DIS | Disruption PROC  ACT | Process Activ- | Provides a basis on which to associate the re- | integer D

SUPP | Supplier Ser- | ID ity Identifier quired resources in the event of a disruption

SERV | vices to the process activity.
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Table| Entity (L1) Column Attribute Column Definition Data Type | Results | System
LO Business Resources

DIS | Disruption SERV DESC Services  De- | Provides a basis on which to associate the re- | varchar(100) D
SUPP | Supplier Ser- scription quired resources in the event of a disruption
SERV | vices to the process activity.
DIS Disruption MB ID Party Identi- | The identifier of the party in the supertype. | integer D
SUPP | Supplier Ser- fier
SERV | vices
DIS | Disruption SUPP NAME | Party Name The Supplier Contact Details **Note that | char(50) D
SUPP | Supplier Ser- this can be associated to party in the logi-
SERV | vices cal model for more supertype detail in addi-

tion to this additional parties can be scaled

by referencing a party identifier instead of a

name in this table.
DIS Disruption Re- | ID Row Identifier | Identifies the row in the table. integer D
REQ | quired Depart-
DEPT| ment
DIS | Disruption Re- | BIA ID BIA Identifier | The BIA ID identifies the business impact | integer D
REQ | quired Depart- analysis and its associated impacts.
DEPT| ment
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Table| Entity (L1) Column Attribute Column Definition Data Type | Results | System
LO Business Resources

DIS Disruption Re- | DEPT ID Department The Department that is contained in the De- | integer D

REQ | quired Depart- Identifier partment table which is part of the organisa-

DEPT| ment tion to which activities can be associated.

DEPT| Department ID Row Identifier | Identifies the row in the table. integer D

DEPT| Department DEPT ID Department The department identifier used in the organ- | integer D
Identifier isation.

DEPT| Department DEPT NM Department The name of the organisational department | char(50) D
Name for instance “Scoring Department”.

DEPT| Department DEPT DESC | Department The detailed description of the department | varchar(100) D
Description including its function and high level activi-

ties.
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Table| Entity (L1) Column Attribute Column Definition Data Type | Results | System
LO Business Continuity

BIA | Business Im- | ID Row Identifier | Identifies the row in the table. integer D
pact Analysis

BIA | Business Im- | BIA ID BIA Identifier | The BIA ID identifies the business impact | integer D
pact Analysis analysis and its associated impacts.

BIA | Business Im- | BIA NM BIA Name Name of the Business Impact Analysis. char(50) D
pact Analysis

BIA | Business Im- | BIA DESC BIA  Descrip- | The description of the BIA (Note: the BIA | varchar(100) D
pact Analysis tion is specific to an organisational department).

BUS | Business Im- | ID Row Identifier | Identifies the row in the table. integer D

IMP | pacts
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Table| Entity (L1) Column Attribute Column Definition Data Type | Results | System
LO Business Continuity

BUS | Business Im- | BUS IMP ID Business Im- | The business identifier that is used to label | integer D
IMP | pacts pact Identifier | the business impact that is associated with

the BIA.
BUS | Business Im- | RSK ID Risk Identifier | The risk identifier that is used to identify the | integer D
IMP | pacts risk description in the RSK ASMT (risk as-

sessment) table.
BUS | Business Im- | BIA ID BIA Identifier | The BIA ID identifies the business impact | integer D
IMP | pacts analysis and its associated impacts.
BUS | Business Im- | IMP CAT ID | Business Im- | The IMP CAT ID is contained in the IMP | integer D
IMP | pacts pact Category | CAT table which forms the basis upon which

Identifier impacts may be categorised.

RSK | Risk  Assess- | RSK DESC Risk Descrip- | Detailed risk description which is an analysis | varchar(100) | C(1-n) | D
ASMT| ment tion and evaluation of the risk of disruption to the

organisation. This is a derived output of the

Ethnographic Risk Category.
BUS | Business Im- | IMP NAME Impact Name | A short name given to the identified business | char(50) D
IMP | pacts impact.
BUS | Business Im- | IMP DESC Impact De- | A detailed description of the impact identi- | varchar(100) D
IMP | pacts scription fied in a given scenario.
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Table| Entity (L1) Column Attribute Column Definition Data Type | Results | System
LO Business Continuity

BUS | Business Im- | PROC ID Process Identi- | The PROC ID that is contained in the PROC | integer D
IMP | pacts fier ACT table which forms the basis upon which

impacts are associated with a business pro-

cess and its activities.
BUS | Business Im- | RTO Recovery Time | The Recovery Time Objective is the defined | varchar(100) D
IMP | pacts Objective ** recovery time following a disruption each

critical activity in organisation. In this ta-

ble, this is a summation of associated activ-

ity timeframes from the individual activities

identified.
BUS | Business Im- | RPO Recovery Point | The Recovery Point Objective the point in | varchar(100) D
IMP | pacts Objective ** time you can recover to in the event of a dis-

ruption. In this table, this is a qualitative

description that includes all objectives from

the associated activities.
BUS | Business Im- | MBCO Minimum The minimal level of Services and/or prod- | varchar(100) D
IMP | pacts Business ucts that are acceptable to the organisation

Continuity to achieve its objectives during an incident
Objective ** /emergency or disaster. In this table, this

is a qualitative description that includes all

objectives from the associated activities.
BUS | Business Im- | MTPD Maximum Tol- | The maximum tolerable period of disrup- | varchar(100) D
IMP | pacts erable Period | tion is the requirement within which a re-

of Disruption
*%

covery time objective (RTO) needs to be set.
This speaks to the duration following which
the organisation will be irreparably damaged
if Services cannot be restored. In this ta-
ble, this is a summation of associated activ-
ity timeframes from the individual activities
identified.
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Table| Entity (L1) Column Attribute Column Definition Data Type | Results | System
LO Business Continuity
BUS | Business Im- | SCN PAR Scenario  Pa- | The scenario in which the risk indicator was | char(50) D
IMP | pacts rameter set for example based on regulatory require-
ment and/or MBCO and MTPD.

IMP | Impact Cate- | ID Row Identifier | Identifies the row in the table. integer D
CAT | gory
IMP | Impact Cate- | IMP CAT ID | Business Im- | The IMP CAT ID is contained in the IMP | integer D
CAT | gory pact Category | CAT table which forms the basis upon which

Identifier impacts may be categorised.
IMP | Impact Cate- | IMP CAT NM | Business Im- | A name assigned to the business impact cat- | char(50) D
CAT | gory pact Category | egory.

Name
IMP | Impact Cate- | IMP CAT | Business Im- | The full description of the business impact | varchar(100) D
CAT | gory DESC pact Category | category enabling standardisation of iden-

Description tified organisational business impact cate-

gories for example Staff Impact, Public Im-
pact, Regulatory Impact etc.
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Table| Entity (L1) Column Attribute Column Definition Data Type | Results | System
LO Business Continuity

RSK | Risk  Assess- | ID Row Identifier | Identifies the row in the table. integer D
ASMT]| ment
RSK | Risk  Assess- | RSK ID Risk Identifier | The identifier of the risk documented. integer D
ASMT| ment (Cn)
RSK | Risk  Assess- | RSK DESC Risk Descrip- | Detailed risk description which is an analysis | varchar(100) | C(1-n) | D
ASMT]| ment tion and evaluation of the risk of disruption to the

organisation. This is a derived output of the

Ethnographic Risk Category.
RSK | Risk  Assess- | PROB Probability This indicates the probability of a future risk | decimal(12,4) D
ASMT] ment arising.
RSK | Risk  Assess- | IMP Impact Risk Impact which replies either to a disrup- | decimal(12,4) D
ASMT| ment tion (materialised risk) or is an anticipated

future impact in the outlook time frame.
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Table| Entity (L1) Column Attribute Column Definition Data Type | Results | System
LO Business Continuity

RSK | Risk  Assess- | RSK SC Risk Score The risk score is derived by multiplying the | decimal(12,4) D
ASMT]| ment risk and probability.
RSK | Risk  Assess- | KRI Key Risk Indi- | The risk indicator identified either through | char(50) I(1-n) D
ASMT| ment cator (In) legislation or through the definition of an in-

dicator to measure and watch.
RSK | Risk  Assess- | REL Relevance The relevance of the risk derived from organ- | decimal(12.4)| V2.1 D
ASMT| ment isational context evaluation. Based on the

average risk score over a three to five year

period. Assigned to variable V2.1.
RSK | Risk  Assess- | SIG Significance Consideration is given to industry specifics as | char(50) V2.2 D
ASMT]| ment well as operating context. indicated as high,

medium and low. Assigned to variable V2.2
RSK | Risk  Assess- | ETH RSLT Ethnographic | References the Organisational Context Envi- | integer V1.1 D
ASMT| ment Result ronmental Assessment.
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Table| Entity (L1) Column Attribute Column Definition Data Type | Results | System
LO Strategy

PROC]| Process Activ- | ID Row Identifier | Identifies the row in the table. integer D
ACT | ity
PROC]| Process Activ- | PROC  ACT | Process Activ- | The Process Activity Identifier that is spe- | integer D
ACT | ity ID ity Identifier cific to the business and forms the basis of

prioritised activities in the BIA
PROC]| Process Activ- | DEPT ID Department The Department that is contained in the De- | integer D
ACT | ity Identifier partment table which is part of the organisa-

tion to which activities can be associated.
PROC| Process Activ- | ACT NM Activity Name | The process activity name that is assigned to | char(50) D
ACT | ity the activity identified and to its dependent

activities.
PROC| Process Activ- | ACT DESC Activity ~ De- | The process activity description that is as- | varchar(100) D
ACT | ity scription signed to the activity identified and to its

dependent activities. This contains a long

description of the purpose of the activity, the

roles and responsibilities associated with the

activity and its required outcome.
PROC| Process Activ- | ACT DEP ID | Activity De- | The process activity identifier (PROC ACT | integer D
ACT | ity pendency ID) that the Identified activity in this row is

Identifier dependent on. For nodes, this is set to 0.
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Table| Entity (L1) Column Attribute Column Definition Data Type | Results | System
LO Strategy

PROC]| Process Activ- | PROC GP ID | Process Group | The process group is the Identifier that logi- | integer D
ACT | ity Identifier cally groups critical activities together. This

is specifically used where there may be a re-

quirement to set an activity grouping time-

frame.
IMP | Impact Time- | ID Row Identifier | Identifies the row in the table. integer D
™ frame
FM
IMP | Impact Time- | PROC GP ID | Process Group | The process group is the Identifier that logi- | integer D
™ frame Identifier cally groups critical activities together. This
FM is specifically used where there may be a re-

quirement to set an activity grouping time-

frame.
IMP | Impact Time- | PROC GP NM | Process Group | The process group is a descriptive identi- | char(50) D
™ frame Name fier that logically groups critical activities
FM together. This is specifically used where

there may be a requirement to set an activity

grouping timeframe.
IMP | Impact Time- | BIA ID BIA Identifier | The BIA ID identifies the business impact | integer D
™ frame analysis and its associated impacts.
FM
IMP | Impact Time- | RPO Recovery Point | “point to which information used by an ac- | char(50) D
™ frame Objective tivity must be restored to enable the activity
FM to operate on resumption.”
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Table| Entity (L1) Column Attribute Column Definition Data Type | Results | System
LO Strategy

IMP | Impact Time- | RTO Recovery Time | “the period of time following an incident | char(50) D
™ frame Objective within which -a product or service must be

FM resumed, or -activity must be resumed, or -

resources must be recovered”

IMP | Impact Time- | MBCO Minimum “minimum level of Services and/or products | char(100) D
™ frame Business that is acceptable to the organisation to

FM Continuity achieve its business objectives during a dis-

Objective ruption.”

IMP | Impact Time- | MTPOD Minimum Tol- | “time it would take for adverse impacts, | char(100) D
™ frame erable Period | which might arise as a result of not providing

FM of Disruption a product/service or performing an activity,

to become unacceptable.”
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Table| Entity (L1) Column Attribute Column Definition Data Type | Results | System
LO Strategy
INC | Incident ID Row Identifier | Identifies the row in the table. integer D
RSP | Response
ST Structure
INC | Incident INC RESP ST | Incident The business Identifier that can be used to | integer D
RSP | Response ID Response assign additional details of a response includ-
ST Structure Structure ing “processes and procedures for the activa-
Identifier tion, operation and coordination and com-
munication of the response” for example this
can be associated to communication planning
items.
INC | Incident BIA ID BIA Identifier | The BIA ID identifies the business impact | integer D
RSP | Response analysis and its associated impacts.
ST Structure
INC | Incident INC RESP ST | Incident The business name associated with the inci- | char(50) D
RSP | Response NM Response dent response.
ST Structure Structure
Name
INC | Incident INC RESP ST | Incident High level description of the response based | varchar(100) D
RSP | Response DESC Response on the details required in clause 8,42 of the
ST Structure Structure [SO22301 standard.
Description
L0 Party / Arrangement
LOAN| Lending Data Associated

metadata from
source




10.4 Data Profile and Database Scripting
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—L0 ENVIRONMENT (Operating Context)

— FEnvironmental Scanning Data which includes:

—BCI Horizon Scan and IRMSA Reports — 5 year historical data

—395 Rows395

—Data Profile Results:

—MIN(RSK_SC) = 2, MAX(RISK_SC) = 25 (excludes zero values as these
are not applicable to the year)

—MIN(PROB) = 1.5, MAX(PROB) = 7.5 (excludes zero values as these are
not applicable to the year)

—MIN(IMP) = 1.2, MAX(IMP) = 5 (excludes zero values as these are not
applicable to the year)

—MIN(APPL _YR) = 2015 , MAX(APPL YR) = 2020

—MIN (DIS CNC) = 0.01. MAX(DIS_CNC) = 0.83 (excludes zero values as
these are not applicable to the year)

——42 Distinct Standardised Ethnographic Results (Risk Themes) (VI1.1)

—17 Distinct Risk Taxonomy Identifiers associated to 395 data
records indicating 17 risk descriptions to be inherited into the
Risk Assessment (RSK ASMT)

CREATE TABLE ENV (

ID INT NOT NULL IDENTITY PRIMARY KEY,
RPT_YR INT,

ETH_RSLT INT,

TAX_ID INT,
ETH_RSK_CAT VARCHAR(150),
DIS_CNC DECIMAL(12,4),
PROB DECIMAL(12,4),
IMP DECIMAL(12,4),
RSK_SC DECIMAL(12,4),
APPL_YR VARCHAR (100),
DIS_OUT_TM VARCHAR(255),
OR VARCHAR(100),

);

INSERT INTO ENV
SELECT [RPT_YR]
, [ETH_RSLT]
, [RSK_TAX_ID]
, [ETH_RSK_CAT]
, [DIS_CNC]
, [PROB]
» [IMP]
, [RSK_SC]
, [APPL_YR]
, [DIS_OUT_TM]
» [ORG]
FROM [9101231E_FINAL_SOLUTION].[dbo].[STAGING_ENV]
WHERE [ID] = CAST (ID AS INTEGER) and
[RPT_YR] = CAST (RPT_YR AS INTEGER) and
[ETH_RSLT] = CAST (ETH_RSLT AS INTEGER) and
[RSK_TAX_ID] = CAST (RSK_TAX_ID AS INTEGER) and
[ETH_RSK_CAT] = CAST (ETH_RSK_CAT AS VARCHAR(150)) and
[DIS_CNC] = CAST (DIS_CNC AS DECIMAL (12,4)) and
[PROB] = CAST (PROB AS DECIMAL(12,4)) and
[IMP] = CAST (IMP AS DECIMAL(12,4)) and
[RSK_SC] = CAST (RSK_SC AS DECIMAL(12,4)) and
[APPL_YR] = CAST (APPL_YR AS VARCHAR(100)) and
[DIS_OUT_TM] = CAST (DIS_OUT_TM AS VARCHAR(255)) and
[ORG] = CAST (ORG AS VARCHAR(100))

—Risk Taxonomy Data which includes:
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—a subset of the Open Risk Taxonomy, providing the applicable
mapping data to the environmental Scanning Data

CREATE TABLE RSK_TAX (

ID INT NOT NULL IDENTITY PRIMARY KEY,
TAX_RSK_ID INT,

TAX_RSK_CAT CHAR(50),

TAX_SUB_CAT_1 CHAR(50),

SUB_CAT_1_DEF VARCHAR(600),

TAX_SUB_CAT_2 CHAR(50),

SUB_CAT_2_DEF VARCHAR(600),

);

—Risk Taxonomy has been derived from an open source taxonomy
—18 Rows
—Data Profile Results (Distinct Value Combinations):

—TAX RSK CAT TAX SUB CAT 1
TAX SUB_CAT 2
—— Business Risk Funding Risk
Funding Risk
— Business Risk Human
Resources Risk Human Resources
— Business Risk Leadership
Risk Leadership
— Business Risk Operational
Risk Business Continuity
— Business Risk Operational
Risk Disease and Pandemic
— Business Risk Operational
Risk Employment Practices
— Business Risk Operational
Risk External Fraud
— Business Risk Operational
Risk Internal Fraud
— Business Risk Operational
Risk IT Risk
— Business Risk Operational
Risk Legal Risk
— Business Risk Operational
Risk Physical Damage
— Business Risk Revenue Risk
Market Share
— Business Risk Strategic
Risk Strategic Risk
— Climate Related Risk Sustainable
Finance Climate Change
— Credit Risk Country Risk
Political Risk
—Market Risk Exposure Risk
Exposure
—Market Risk Foreign
Excahange Risk Foreign Exchange

——Note: This is not a full representation of the taxonomy. The full
taxonomy could be loaded to this table via application programming
interface. The distinct value

——cobminations loaded for this report are based on mapping result .

SELECT ENV.ETH_RSLT, RSK_ASMT.RSK_ID, RSK_ASMT.RSK_DESC, RSK_ASMT.
PROB, RSK_ASMT.IMP, RSK_ASMT.RSK_SC, RSK_ASMT.KRI, RSK_ASMT.REL,
RSK_ASMT.SIG

FROM ENV INNER JOIN

RSK_TAX ON ENV.TAX_ID = RSK_TAX.TAX_RSK_ID INNER
JOIN
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RSK_ASMT ON ENV.ETH_RSLT = RSK_ASMT.ETH_RSLTSELECT
RSK_TAX.TAX_RSK_CAT, RSK_TAX.TAX_SUB_CAT_1,
RSK_TAX.TAX_SUB_CAT_2, RSK_TAX.SUB_CAT_1_DEF,
RSK_TAX.SUB_CAT_2_DEF, RSK_ASMT.RSK_ID, RSK_ASMT
.RSK_DESC, RSK_ASMT.PROB, RSK_ASMT.IMP,

RSK_ASMT.RSK_SC, RSK_ASMT.KRI, RSK_ASMT.REL,
RSK_ASMT.SIG, ENV.ETH_RSLT

FROM ENV INNER JOIN

RSK_ASMT ON ENV.ETH_RSLT = RSK_ASMT.ETH_RSLT INNER
JOIN

RSK_TAX ON ENV.TAX_ID = RSK_TAX.TAX_RSK_IDSELECT
RSK_TAX.TAX_RSK_ID, RSK_TAX.TAX_RSK_CAT, RSK_TAX
.TAX_SUB_CAT_1, RSK_TAX.SUB_CAT_1_DEF, RSK_TAX.
TAX_SUB_CAT_2, RSK_TAX.SUB_CAT_2_DEF, RSK_ASMT.
RSK_ID, RSK_ASMT.RSK_DESC, RSK_ASMT.PROB,

RSK_ASMT.IMP, RSK_ASMT.RSK_SC, RSK_ASMT.KRI,
RSK_ASMT.REL, RSK_ASMT.SIG, RSK_ASMT.ETH_RSLT

FROM ENV INNER JOIN

RSK_ASMT ON ENV.ETH_RSLT = RSK_ASMT.ETH_RSLT INNER
JOIN

RSK_TAX ON ENV.TAX_ID = RSK_TAX.ID

INSERT INTO RSK_TAX

SELECT [TAX_RSK_ID]

, [TAX_RSK_CAT]

, [TAX_SUB_CAT_1]
, [SUB_CAT_1_DEF]
, [TAX_SUB_CAT_2]
, [SUB_CAT_2_DEF]

FROM [9101231E_FINAL_SOLUTION].[dbo].[STAGING_RSK_TAX]

WHERE [TAX_RSK_ID] = CAST (TAX_RSK_ID AS INTEGER) and
[TAX_RSK_CAT] = CAST (TAX_RSK_CAT AS CHAR(50)) and
[TAX_SUB_CAT_1] CAST (TAX_SUB_CAT_1 AS CHAR(50)) and
[SUB_CAT_1_DEF] CAST (SUB_CAT_1_DEF AS VARCHAR(600)) and
[TAX_SUB_CAT_2] CAST (TAX_SUB_CAT_2 AS CHAR(50)) and
[SUB_CAT_2_DEF] CAST (SUB_CAT_2_DEF AS VARCHAR(600))

—L0 BUSINESS RESOURCES
—Required Resources has been captured as an illustrative result

CREATE TABLE DIS_REQ_RES (

ID INT NOT NULL IDENTITY PRIMARY KEY,
BIA_ID INT,

PROC_ACT_ID INT,

RES_DESC VARCHAR(100),

);
—Required Systems has been captured as an illustrative result

CREATE TABLE DIS_REQ_SYS (

ID INT NOT NULL IDENTITY PRIMARY KEY,
BIA_ID INT,

PROC_ACT_ID INT,

SYS_DESC VARCHAR(100),

);
—Required Technology has been captured as an illustrative result

CREATE TABLE DIS_REQ_TECH (

ID INT NOT NULL IDENTITY PRIMARY KEY,
BIA_ID INT,
PROC_ACT_ID INT,
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TECH_DESC VARCHAR(100),
);

—Required Suppliers has been captured as an illustrative result

CREATE TABLE DIS_SUPP_SERV (

ID INT NOT NULL IDENTITY PRIMARY KEY,
BIA_ID INT,

PROC_ACT_ID INT,

SERV_DESC VARCHAR(100),

MB_ID INT,

SUPP_NM CHAR(50)

);
— Required Department has been captured as an illustrative result

CREATE TABLE DIS_REQ_DEPT (

ID INT NOT NULL IDENTITY PRIMARY KEY,
BIA_ID INT,
DEPT_ID INT,

);
CREATE TABLE DEPT (

ID INT NOT NULL IDENTITY PRIMARY KEY,
DEPT_ID INT,

DEPT_NM CHAR(50),

DEPT_DESC VARCHAR(100),

);
—L0 BUSINESS CONTINUITY

—Simulated Business Impact assessment which includes:
—a the master data for a simulated BIA.

—This is represented as a single record to provide the BIA Dashboard
result for credit risk.

CREATE TABLE BIA (

ID INT NOT NULL IDENTITY PRIMARY KEY,
BIA_ID INT,

BIA_NM CHAR(50),

BIA_DESC VARCHAR(100),

);

—Simulated Business Impact which includes:

——Details of the business impacts applicable to the Business Impact
Analysis.

—Including references to Impact Categories and Processes.

—1It is noted that for this simulation: two risk results are
represented :

—Financial System Weakness (Risk ID value V1.1 = 8)

—Regulatory Risk (Risk ID Value V1.1 = 25)

—The L1 Business Impact provides the organisational expert judgement
to identify the potential business impacts associated to an
assessed risk.

CREATE TABLE BUS_IMP (

ID INT NOT NULL IDENTITY PRIMARY KEY,
BUS_IMP_ID INT,

RSK_ID INT,

BIA_ID INT,

IMP_CAT_ID INT,

IMP_NAME CHAR(50),
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IMP_DESC VARCHAR(100),

PROC_ID INT,

RTO VARCHAR(100),
RPO VARCHAR(100),
MBCO VARCHAR(100),
MTPD VARCHAR(100),
SCN_PAR CHAR(50),

);
INSERT INTO BUS_IMP

SELECT [BUS_IMP_ID]
, [BIA_ID]
, [RSK_ID]
, [(IMP_CAT_ID]
, [IMP_NAME]
, [(IMP_DESC]
, [PROC_ID]
, [SC_PAR]
» [RTO]
» [RPO]
, [MBCO]
, [MTPD]
FROM [9101231E_FINAL_SOLUTION].[dbo].[STAGING_BUS_IMP]
WHERE [BUS_IMP_ID] = CAST (BUS_IMP_ID AS INTEGER) and
[BIA_ID] CAST (BIA_ID AS INTEGER) and
[RSK_ID] CAST (RSK_ID AS INTEGER) and
[IMP_CAT_ID] = CAST (IMP_CAT_ID as INTEGER) and
[IMP_NAME] = CAST (IMP_NAME AS CHAR(50)) and
[IMP_DESC] = CAST (IMP_DESC AS VARCHAR(100)) and
[PROC_ID] = CAST (PROC_ID AS INTEGER) and
[SC_PAR] = CAST (SC_PAR AS CHAR(50)) and
[RTO] = CAST (RTO AS VARCHAR(100)) and
[RPO] = CAST (RPO AS VARCHAR(100)) and
[MBCO] CAST (MBCO AS VARCHAR(100)) and
[MTPD] CAST (MTPD AS VARCHAR(100))

— Business Impact Categories have been defined as follows:
—Staff impact ,Public impact, Regulatory impact, Reputation impact,
Financial impact,Service impact,Environment impact

CREATE TABLE BUS_IMP_CAT (

ID INT NOT NULL IDENTITY PRIMARY KEY,
IMP_CAT_ID INT,

IMP_CAT_NM CHAR(50)

IMP_CAT_DESC VARCHAR(100),

);

—The Risk Assessment is the result of the environment scan (part of
setting organisational context) across risk data sources and
presents these in an integrated component of the BCMS.

—1It is noted that the calculation of the Probability and Impact is a
result of the average Risk score components in the risk data
source where probability is the method of measurement.

——Note that there are three method of risk measurement in this report
and the probability /impact method is the preferred choice in the
illustrative result example.

—An extension to the logical and physical data model could be done
to accommodate the results of other methods.

—Constraint: Multiple methods would require additional
standardisation algorithms.

—395 Rows

—Data Profile Results:
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—MIN(RSK_SC) = 5.1, MAX(RISK_SC) = 19

—MIN(PROB) = 1.5, MAX(PROB) = 2.85

—MIN(IMP) = 1.67, MAX(IMP) = 4.75

—DISTINCT ETH RSLT Values written to the table using the chosen risk
measurement :

—1, 2, 3, 4, 5, 6, 7, 8, 11,

——12, 13, 14, 15, 16, 17, 18,

—19, 20, 21, 22, 23, 24, 25,

——26, 27, 28, 42. 43

— it is noted that there are 42 Distinct Standardised Ethnographic
Results (Risk Themes) (V1.1), 28 results were derived using the
risk probability risk score measurement.

—17 Distinct Risk Taxonomy Identifiers associated to 395 data
records indicating 17 risk descriptions to be inherited into the
Risk Assessment (RSK_ASMT)

—Note: In the BCMS Operation process Clause 8.2.3, the derived risk
scores in the RSK ASMT table would be assessed and adjusted where
applicable to the organisation.

—Data Quality: Check Risk Score = Probaibility % impact (derived)
and calculated. with a variance of 0,032641222 3%. (due in part
due to data rounding and truncation)

—Data Quality is within an acceptable limit of 5%

—Identified method of data quality remediation (longer decimal data
types to avoid truncation and uneccesary rounding differences).

—Data Quality risk mitigation — acceptance of the tolerance

CREATE TABLE RSK_ASMT (

1D INT NOT NULL IDENTITY PRIMARY KEY,
RSK_ID INT,

RSK_DESC VARCHAR(100),
PROB DECIMAL(12,4),
IMP DECIMAL(12,4),
RSK_SC DECIMAL(12,4),
KRI CHAR(50),

REL DECIMAL(12,4),
SIG CHAR(50),
ETH_RSLT INT

);

INSERT INTO RSK_ASMT
SELECT [RSK_ID]

, [RSK_DESC]

, [PROB]

» [IMP]

, [RSK_SC]

, [KRI]

, [REL]

, [SIG]

, [ETH_RSLT]

FROM [9101231E_FINAL_SOLUTION].[dbo].[RSK_ASMT$]
WHERE [RSK_ID] = CAST (RSK_ID AS INTEGER) and

[RSK_DESC] = CAST (RSK_DESC AS VARCHAR(100)) and
[PROB] = CAST (PROB AS DECIMAL(12,6)) and
[IMP] = CAST (IMP AS DECIMAL(12,4)) and
[RSK_SC] = CAST (RSK_SC AS DECIMAL(12,4)) and
[KRI] = CAST (KRI AS CHAR(50)) and
[REL] CAST (REL AS DECIMAL(12,4)) and
[SIG] CAST (SIG AS CHAR(50)) and
[ETH_RSLT] = CAST (ETH_RSLT AS INTEGER)
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SELECT RSK_TAX.TAX_RSK_ID, RSK_TAX.TAX_RSK_CAT, RSK_TAX.TAX_SUB_CAT_1
, RSK_TAX.SUB_CAT_1_DEF, RSK_TAX.TAX_SUB_CAT_2, RSK_TAX.
SUB_CAT_2_DEF, RSK_ASMT.RSK_ID, RSK_ASMT.RSK_DESC, RSK_ASMT.PROB,

310 RSK_ASMT.IMP, RSK_ASMT.RSK_SC, RSK_ASMT.KRI,

RSK_ASMT.REL, RSK_ASMT.SIG
FROM ENV INNER JOIN
RSK_ASMT ON ENV.ETH_RSLT = RSK_ASMT.ETH_RSLT INNER
JOIN
RSK_TAX ON ENV.TAX_ID = RSK_TAX.ID
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