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Abstract

This research is an initiative from the High-Throughput Electronics Laboratory at the Uni-
versity of the Witwatersrand to develop low-power wireless mesh networks for reliable data
communications in the design of innovative anti-theft solutions. A network test-bench was
developed, where millions of packets were transmitted and logged between interconnected
nodes to analyse the quality of the network’s service in a harsh indoor building environment.
Similar methodologies as found in 'big data’ analysis in particle physics were adopted to
analyse the network’s performance and reliability. The quality of service between multiple
asynchronous transmitting nodes was determined and compared with the wireless technol-
ogy routing protocol to assess coverage in large geographical areas. The statistical analysis
conducted for each route and distributions revealed one, two and three-hop packet trans-
missions have approximately 10, 20 and 30 ms round-trip times, respectively. Multimodal
distributions in round-trip times of routes were present, consisting of an overlay of multiple
normal distributions that indicate the presence of dynamic routing. The higher percentage
of round-trip times for routes that fall outside three standard deviations from the mean of
the distributions indicated reliability issues and was found more susceptible to packet loss.
Overall, the wireless technology provided a total packet delivery ratio of 98.2% and found
compatible with an IEEE 802.15.4 based low-power mesh networking protocol for low-
throughput wireless communications. The deployment of anti-theft solutions is feasible in
indoor or outdoor environments and the network can be used for various instrumentation

applications in the control and monitoring of intelligent embedded systems.
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Chapter 1

Introduction

The High-Throughput Electronics Laboratory (HTEL) within the Institute for Collider
Particle Physics (ICPP) at the University of the Witwatersrand is working in conjunc-
tion with the European Organisation of Nuclear Research (CERN) in Internet-of-Things
(IoT) solutions using state-of-the-art low-power consumption wireless technologies. In this
research, low-power consumption is defined as small wireless devices that are powered
from pocket-sized batteries while throughput means the rate at which data can be reliably
sent and received between devices for communications in a network. These small wire-
less devices can be connected to the internet for various applications in many industries
and remotely monitored and controlled from anywhere around the world. The upcoming
sections discuss two instrumentation applications and outline the importance of IoT in in-
dustry. The deployment of IoT solutions at the Large Hadron Collider (LHC)' is, however,
in the infancy phase and currently being researched [1]. For this reason, an application is

presented that focus on a protection system currently deployed at the LHC and proposes

"https://home.cern/science/accelerators/large-hadron-collider.
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Figure 1.1: CERN'’s accelerator complex (Image by CERN).

an IoT solution for low-throughput wireless data communications. Finally, a second ap-
plication is presented of research currently being conducted at the HTEL that focusses on

potential IoT anti-theft solutions in South Africa.

1.1 LHC at CERN

The LHC [2], located on the Franco-Swiss border near Geneva, Switzerland, is the world’s
most powerful particle accelerator and the most significant part of the CERN accelera-
tor complex. The LHC is located approximately 100-meters underground and consists of

a 27-kilometre ring of 1232 main dipole and 392 main quadrupole superconducting elec-



tromagnets interconnected to make the largest machine ever built. The superconducting
magnets form an intricate part of the LHC and are responsible for the stable trajectory
and alignment of the beams. The LHC has 16 Radio Frequency (RF) superconductive
cavities driven each by a high-power klystron. The klystron is intensity-modulated at a
frequency of 400 MHz (resonating inside the cavity) to accelerate the particles and ensure
particles travel in bunches at the desired energy.

The accelerator complex illustrated in Figure 1.1, requires that proton particles be
removed from hydrogen atoms by a duoplasmatron. The protons are then accelerated
by the LINear ACcelerator (LINAC 2) for injection into the Proton Synchrotron Booster
(PSB), Proton Synchrotron (PS), Super Proton Synchrotron (SPS) and finally the LHC
where the energy of the protons reaches more than 99.99% the speed of light. The two
beams made out of protons travel each through an ultra-high vacuum (1.013 x 10! mbar)
pipe guided around the ring by the superconducting magnets. The ultra-high vacuum pipes
prevent collisions with gas molecules in order to accelerate the protons. The beams are
then made to collide at 6.5 TeV each to create sub-atomic particles at four locations where
the A Toroidal LHC ApparatuS (ATLAS), Compact Muon Solenoid (CMS), A Large Ion
Collider Experiment (ALICE) and Large Hadron Collider beauty (LHCb) particle detectors
are located. Events of interest out of one billion collisions per second are captured by

sophisticated data acquisition electronics and logged for analysis.

1.1.1 LHC superconductor magnets

A single superconducting magnet (hereafter referred to as the main dipole) shown in Fig-

ure 1.2a is 15 meters long and weighs 35-tonnes. The main dipole consists of a pair
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of superconducting coils depicted in Figure 1.2b that are in essence oppositely charged
magnetised poles surrounding the beam pipes. A sophisticated Niobium Titanium (NbTi)
Rutherford wiring scheme is used for the main dipole (for bending the beam), the dipole-
quadrupole (for focussing of beam) and sextupoles (for error correction of the beam) mag-
nets and cooled down to 1.9 K (-271.3 °C) in order to generate the high magnetic field
[3]. The NbTi wires become super-conductive at 1.9 K and virtually offer zero resistance
to the flow of electrical current in the magnets. The main dipole, dipole and quadrupole
magnets are connected in series with specialised superconducting bus-bars that uses a ded-
icated splicing technique to interconnect the magnets. The current carrying capacity of
the main dipole is 13000 A DC; that flows through the interconnected dipoles to create
a magnetic field of 8.3 T? to bend and guide the 6.5 TeV proton beams around the ring.
The accelerator is equipped with the largest cryogenic helium gas plant in the world to
provide a refrigeration loop to the magnets around the LHC ring. An accelerator layout
of a single LHC cell with dipoles, quadrupoles and the corrector magnets is illustrated in

Sonnemann [4, p.9].

1.1.2 LHC protection system

A Quench Protection System (QPS) is installed underneath the main dipoles in the LHC
tunnel. The QPS electronics protects the LHC superconducting elements entering a re-
sistive state when powered-on and consequently leading to a thermal runaway [5, p.1725].

The QPS monitors signals received from the superconducting elements where 4000 internal

2The LHC’s magnetic field is thousands of times more powerful than the earth’s magnetic field.



trigger channels require a healthy state to power the dipoles in the LHC [6]. A non-healthy
state means that a potential quench may exist. Once a quench is detected, power convert-
ers are shut down, quench heaters are enabled that bypasses the current flowing through
the magnet via a parallel diode where the energy is discharged through dump resistors.
An instrumentation feed-through located on the interconnection part of the main dipole
shown in Figure 1.2b is provided utilising bridge detectors. Wiring employing voltage
taps from the bridge detectors installed on the magnets are used to measure current and
voltages [4, p.166-167]. These analog input signals are used as inputs to the QPS from
the superconductor magnet to trigger an interlock system to dump the beams safely and
stop the accelerator. A schematic view of a dipole circuit implementing quench detection
and protection for 154 main dipoles is illustrated in Rossi [3]. Each QPS unit connects
the instrumentation of four main dipoles. The QPS units communicate to a supervisory
workstation using a fieldbus network known as WorldFIP where data is stored temporar-
ily in a local storage system [5, p.1727]. WorldFIP is an open Access European standard
(EN50170) and international fieldbus protocol [7]. The continuous-time data gathered from
the QPS instrumentation include the following inputs:

1.) Umprrr): Voltage measured between terminals of the main dipole.

2.) Iipcery: Direct Current-Current Transformer (DCCT) that measures the current

flowing through the main dipole.
3.) Ugs): Resistance calculation from voltage Umpirr) and current Iipcer.
4.) IipioT): Time-derivative calculation of current Iipcor).
The research by Wielgosz et al. [8, p.9-11] fed the inputs to an anomaly detection

algorithm (deep Learning RNN models with dedicated data compression scheme) to predict



a quenched state that can cause severe damage in the main dipole. The algorithm was
tested off-line by means of an Intelligent Embedded Device (IED) using the data stored on
the CERN Accelerator Logging Service (CALS). An IED is a Printed Circuit Board (PCB)
that embeds an advanced low-power consumption integrated Micro-Controller Unit (MCU)
with a radio transceiver on a single System-on-Chip (SoC) capable of running complex
algorithms. Instead of using a fully analog electronics hardware approach, computationally
intensive algorithms can be implemented online at a much faster rate on the CALS (with
some latency delay in telecommunications) and/or an IED to trigger the power converter

shutdown and activate the particular QPS.

1.1.3 Concept of IoT at the LHC

Low-power and cost-effective wireless mesh networks in the LHC tunnel would provide mul-
tiple paths for telecommunications between potentially hundreds of interconnected nodes.
Nodes may connect to almost any kind of instrumentation or embedded system containing
various types of sensors and/or actuators. A gateway allows control and monitoring of
the interconnected nodes in the network for IoT connectivity and cloud computing. Cloud
computing reduces costs in storing large data sets and provides analytical tools to analyse
data. For example, events are triggered from the inputs outputed from the QPS sensors
presented in section 1.1.2 managed from the IED and transmitted through the mesh and
stored on the cloud, followed by an analysis by the data scientist using analytical tools that
provide feedback to the intelligent device. The collection of vast amounts of data obtained

from sensors on critical machinery at CERN’s LHC radiation controlled areas, enables



physicists and engineers to accurately predict without the need for physical inspection, the
operational lifespan of the machine and ultimately predict unplanned failures. Special care
has to be taken regarding node locations and antenna orientations in the LHC tunnel. The
design specifications of the IED must be able to operate near the main dipole where radio
wave propagation is possible in all directions. Main dipoles will emit radiation and strong
magnetic fields and further research is needed regarding ISM RF propagation, latency de-
lays between hops and a radiation tolerant electronics design for deployment in the LHC
tunnel.

Wireless mesh networks and IoT connectivity are not restricted to the instrumentation
in main dipoles but can be used for almost any low-throughput (in terms of wireless data
communications) monitoring and control applications in the LHC tunnel. Typical applica-
tions include radiation monitoring, gas detection monitoring, humidity detection systems,
location tracking of CERN personnel and safety protection systems. Long Range Wide
Area Network (LoRaWAN)? is a commercially available sub-GHz long-range low-power
wireless technology using a star-of-stars network topology that is currently the selected

[oT wireless technology used at CERN [9, 10].

1.1.4 Conclusion

The industrial IoT can provide large organisations such as CERN with monitoring and
control capabilities of machinery by means of instrumentation that is connected through

the internet to a cloud storage system. Big data tools developed at CERN can analyse

3https://lora-alliance.org/about-lorawan.
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large data sets gathered from the instrumentation to conduct statistical analytics or ma-
chine learning to make informed decisions to optimise operational processes and/or protect
critical equipment. Instrumentation in the field may be connected to an IED and have com-
putationally intensive algorithms implemented that trigger IoT events of interest sent to
the cloud, evaluated and the analysed data fed back to the IED or control centre. Conse-
quently, big data can be stored on the cloud and analysed either online or offline by the data
scientist to predict future outcomes in operational processes. The potential applications by
utilising a low-power Wireless Sensor Network (WSN) at CERN is extremely diverse and
may be particular useful in control systems and condition monitoring of particle physics

instrumentation systems.

1.2 The HTEL anti-theft initiative

In 2015, the South African government launched a multi-billion ZAR project to modernise
educational institutions by the year 2020. Reports from The Citizen [11] and Business
Tech [12] indicated that with the initial roll-out, a substantial amount of tablets® were
lost due to theft that consequently led to the withdrawal of 88000 tablets by the Gauteng
Department of Education (GDE). As a result, the tablets were fitted with tracking devices
that use Global Positioning Satellites (GPS). One of the significant shortfalls of the anti-
theft system upgrade was that an external tracking device fitted to the tablet could only

be tracked when powered by the tablet but not when the tablet is switched off.

4Tablets are referred to computers used for educational purposes running either Android, iOS or Win-
dows operating system where i0S and Windows are manufactured-build proprietary operating systems.



Furthermore, stolen tablets have the risk of the firmware being modified which may
render the tablet’s internal location services useless. Consequently, a new operating system
may be installed and stolen tablets can be sold on the black market. Adversely, the GDE
has proven to have limited resources in terms of investigations teams in retrieving stolen
tablets. The independent investigation in [13] lead by the HTEL, discovered that schools
in rural areas around the country to be predominantly targeted for the theft of tablets.
With these ongoing challenges to protect educational devices, a strong need followed to

develop security measures locally to safeguard tablets against theft in learning institutions.

1.2.1 PCD anti-theft solutions

A Portable Computer Device (PCD) is referred to as a smart-device such as a tablet that
can communicate over the internet. Apple is an international technology company that
design and develops smart-devices running its proprietary iOS operating system. The
company provides an iCloud service where users can remotely update device firmware and
enable or disable security features for their devices. Their proprietary software application,
‘Find my iPad’, interface with GPS that allows device tracking. To enable tracking and
locate a device, an Apple user is required to sign into the iCloud service on a personal
computer. The device being tracked has to be powered on and connected to the internet for
the tracking system to work. Devices are protected from unauthorised access by ‘Passcode’
verification which is a security feature used to protect a user’s data. In later iOS 7 versions
and upwards, the ‘Activation Lock’ feature was introduced. This security feature which

is automatically enabled when ‘Find my iPad’ is activated, provides a powerful deterrent
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in the stealing of devices. When activated prior to when a device is lost or stolen, the
feature requires an Apple ID and password to access the device, even after a factory reset
is performed. The security feature according to Activation Lock [14], makes any iOS device
almost impossible to access without the correct Apple ID and password. Devices also allow
a ‘Recovery Mode’ that may be entered into manually by a user connected to iTunes [15].
This allows the user to restore the device to the factory default setting. Later iOS 11.4.1
devices require a ‘Passcode’ entry to access the device through a USB cable connected to
a PC running the iTunes software. On older Apple A10, A11, S3 SoCs, devices can bypass
the ‘Passcode’ protection function and be booted from a ‘Recovery Mode’ to restore the
firmware to factory settings. On the older iOS versions, too many incorrect ‘Passcode’
entries lead to deletion of the device data [16]. This means without ‘Activation Lock’
enabled, a device can be recovered to remove the ‘Passcode’ by performing a system restore
using iTunes.

Android products provides open access to their operating systems which means that
custom code may be written on the ROM of the devices by companies or developers. Read-
Only Memory (ROM) in smart-devices is generally referred to as flashable non-volatile
memory that contains machine code from an image file of the Android APPs, operating
system and firmware. Third-party APPs are available for download on the Google Play
Store® service that requires a GPS and an internet connection to track a device. Similarly
to i0S, the device being tracked has to be powered on and connected to the internet for

the tracking system to work. The device can be flashed with custom code on the ROM

°The Google Play Store serves as an official APP store for users of the Android operating system.
Developers develop APPs using the Android Studio IDE coded in Java and XML.
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Figure 1.3: Proposed HTEL anti-theft solution where tablets connect to the nearest node
based on their location in multiple mesh networks.

when stolen rendering any anti-theft APPs useless and the device being used again.
Third-party anti-theft solutions are currently available to protect devices against theft.
One of the predominantly used security solutions available on the market and developed
by a Canadian company, called Absolute, is the patented ‘Persistence’ technology [17].
It is marketed by NetTrace in South Africa that provides advanced security features to
computer devices for theft recovery. The ‘Persistence’ firmware enables tracking software
and is embedded in most major Original Equipment Manufacturers (OEM) during the
manufacturing process. The activation of the firmware on the device requires a licence
and is annually renewed. The firmware prevents the installation of custom operating
systems on the ROM of the device and prevents the deletion of APPs by using the self-

healing ‘Persistence’ technology. Once a device is registered with Absolute and activated,
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Figure 1.4: Block diagram illustrating hardware and software systems for data commu-
nications from an Android device to the nearest node in an IEEE 802.15.4 based mesh
network.

it regularly communicates with the Absolute monitoring services. This is followed by a
custom agent script that is retrieved from the Absolute servers and executed on the device.
Critical APPs are protected by the script that regularly checks their presence on the device
and if undetected, APP components are downloaded and installed again. For example, a
Samsung device running the Android operating system may have a custom developed APP
protected by Absolute’s professional’s services that can be configured to use the self-healing
technology [18]. If the ROM is flashed or the APP is deleted, it is automatically reinstalled
by the ‘Persistence’ firmware as soon as there is an internet connection. The anti-theft
solutions may, however, be very expensive for incorporating a large number of devices
throughout educational institutions. The ‘Persistence’ technology requires the internet for
the ‘Persistence’ firmware to work and a GPS to detect and aid in the recovering of stolen

devices.

13



1.2.2 Proposed IoT at the HTEL

The HTELS is working towards developing a solution to the problem of tablet theft by
effectively deterring thieves and organised crime from stealing educational devices, and
electronics in general. An anti-theft system is proposed that use low-power mesh networks
that may operate independently of other networks for data communications to tablets.
Devices that operate outside the working perimeter of these independent ad-hoc networks
will initiate a shutdown of the tablet’s operating system. The proposed anti-theft system
is depicted in Figure 1.3 that consists of multiple mesh networks that cover large areas
in an educational institution. When a tablet is powered on, an Android APP running
on the tablet will require the tablet to connect to the nearest node and send information
to a Central Management System (CMSj3) through the mesh network. Failure of the
APP to connect to any of the nodes in the mesh network will initiate a shutdown of the
device’s operating system. A comprehensive technical overview of the wireless technologies
employed in the proposed HTEL anti-theft solution is presented in Chapter 2.

The block diagram depicted in Figure 1.4, illustrates the ROM (where the firmware is
located) interface to communicate to the Android APP and Bluetooth Low Energy (BLE)
hardware. In order to shut down a tablet, the firmware communicates to the BLE hardware
which receives the RF signals from the connected node. The Android application may use
a polling algorithm to check the data received from the node, which will be ultimately
responsible in deciding whether the tablet should be shut down or be rendered inoperable.
For this reason, the PCD will require upgraded firmware or the activation of third-party

firmware already embedded on the PCD firmware to prevent ROM flashing and protect

Shttp://hep.wits.ac.za/research /electronics.php.
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Figure 1.5: Block diagram of proposed HTEL anti-theft solution illustrating main tech-
nology systems.

the Android APP against deletion. In embedded systems, the firmware is software that
is permanently programmed into flashable ROM by the developer that communicates to
the hardware of the device. When referring to smart-devices, such as tablets, Android
firmware on a tablet refers to the firmware, operating system and APPs. IoT connectivity
may be added providing important tablet information for monitoring and control to a
CMS., by connecting the mesh networks through a redundant gateway scheme. The HTEL
is currently in engagements with a reputable tablet manufacturer regarding the firmware
developments on the device. Alternatively, similar third-party Android firmware such as
found by Absolute [17] may be developed or activated to prevent the flashing of the device
operating system and protect APPs against deletion.

The main technology components displaying the state-of-the-art in Figure 1.5 of the
HTEL proposed anti-theft system consist of the following:

i.) The tablet running an Android operating system.
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ii.) An HTEL developed APP installed on the device used primarily to communicate to
the mesh network via BLE and initiate a shutdown of the device. The anti-theft APP,
similar to the ‘Activation Lock’, is responsible for rendering the device inoperable by
denying the user access to the device when used outside the network coverage of the
mesh network.

iii.) A tracking APP installed on the device can be used to track the device if the device is
powered on and connected to the internet. The APP may be developed by the HTEL
or acquired using a third-party solution. The tracking APP runs independently of
the mesh network and CMS,.

iv.) The proprietary firmware similar to ‘Persistence’ that protects the operating system
and APPs.

v.) The wireless technology used for point-to-point data communications from the device
to the nearest node in the mesh network. Smart-devices such as tablets incorporate
a computer processor and radio that natively support BLE formerly known as Blue-
tooth Smart.

vi.) An SoC, embedding an MCU and RF transceiver capable of running multiple low-
power network protocols concurrently (e.g. IEEE 802.15.4 and BLE).

vii.) Finally, the proposed low-power IEEE 802.15.4 wireless mesh network.

1.2.3 Conclusion

Devices running the iOS operating system have shown superior security features compared

to Android. However, iOS is a proprietary operating system and smart-devices running
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these operating systems are considerably more expensive. Android provides cost-effective
smart-devices and users have the freedom to customise or develop their own operating sys-
tems making it the most used operating system in the world. Third-party firmware such
as ‘Persistence’ from Absolute [17] may be activated on smart-devices that considerably
enhance the security of the Android device. The advantages and disadvantages of propri-
etary and non-proprietary anti-theft solutions (iOS, Android and Absolute) are presented
in Appendix 1.

The HTEL proposed anti-theft system was discussed and the main technology compo-
nents were introduced. Unique to other security solutions, the HTEL anti-theft system
uses low-power and cost-effective ad-hoc wireless mesh network to monitor and control
tablets. The HTEL proposed anti-theft solution may act as a strong deterrent of tablet
theft and may be potentially found feasible for implementation in educational institutions
and other industries of South Africa. IoT connectivity is possible allowing tablets to re-
motely connect to the anti-theft APP where for example the tracking data of connected
devices may be stored on the cloud for further processing. The HTEL anti-theft system
may make use of online data analysis to conduct anomaly detection and tracking of devices
in the network. The proposed anti-theft solution is however not restricted to the moni-
toring of tablets but to any low-power instrumentation control and monitoring application

that requires wireless mesh communications to a CMSs.
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1.3 Problem Statement

This research focuses on a mesh network design and development using a particular low-
power wireless technology consisting of embedded hardware and software developments.

The following sub-problems outline the problem statement.

1.3.1 Low-power wireless technologies

A network needs to be developed that allows data communication between small and low-
power consumption devices in a mesh topology with IoT capabilities. A cost-effective
SoC that houses an embedded MCU and an RF transceiver from a reputable silicon chip
manufacturer is required to execute the software stack of the wireless mesh technology and
allow communication with a smart-device. The researcher has to determine the Quality
of Service (QoS) or, more specifically, analyse the performance and reliability metrics
between the interconnected nodes that form the mesh network. In this study, network
performance deals with the latency and the hop distances that a packet travels from source
to a destination node, while network reliability determines whether or not a packet is
successfully delivered. It is, therefore, imperative to understand these metrics of the mesh

network before deployment in monitoring and control applications.

1.3.2 Mesh network development

The location and distance between the interconnected nodes that form a mesh in a heavily

obstructed indoor environment will form the network test-bench. Hardware and software
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development are required to set up the test-bench and emulate a busy network in which
each node in the mesh continually transmits packets to other nodes in sequence. The data
analysis process requires logging capabilities without user intervention on each node in the

network, which will run for multiple days and log performance and reliability metrics.

1.3.3 Mesh network characterisation

The packet transmissions between interconnected nodes that form the mesh can exceed
millions of packets. The independent ad-hoc network is characterised to understand any

related performance and reliability issues.

1.4 Hypothesis

Low-power RF devices consisting of a single-link for point-to-point communications are
limited in terms of transmission distances. A single-link is referred to as a data commu-
nication route that consists of a single hop between only two nodes, while multiple links
refer to the use of more than one interconnected node to relay a packet from a source
to a destination node. Packets may be routed through multiple links known as the mesh
through multi-hopping and increase communication distances.

In a network consisting of multiple nodes, packets may be transmitted from the source
and destination node where latency and packet loss are logged to determine the perfor-
mance and reliability of the network. Data are analysed by studying the round-trip time

distributions using statistical and/or machine learning techniques, which may provide in-
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formation about multi-hopping distances without the need to simulate the routing algo-
rithm of the particular wireless mesh technology. High-throughput data communications
and greater multi-hopping distances will cause higher latency delays. Harsh building en-
vironments may cause fluctuating signal strengths due to reflections and scattering due to
obstacles between interconnected nodes. This may cause dynamic routing by the routing
protocol, consequently leading to higher latency delays and packet loss. Similarly, other
wireless devices operating on similar RF bands may add additional network traffic in parts
of the building, which may potentially lead to packet collisions and adversely affect the

performance and reliability of the network.

1.5 Methodology

An SoC with a reputable silicon chip manufacturer capable of embedding an IoT wireless
technology will be fully utilised during the inception phase of network development. The
network will consist of nine nodes, without a CMS, and distributed in a harsh indoor
building environment. The research will consist of three experimental parts:

1.) The first part of the experimental study will focus on modelling signal strength with
respect to various distances between two nodes in the Physics building ground floor
to determine RF coverage. Results from the experiment will aid in the distribution
of the nodes in the building.

2.) In the second part of the experimental study, a network test-bench will be devel-
oped, as illustrated by Figure 1.3, where unicast Internet Control Message Protocol

(ICMP) requests from a single source Rg to multiple destination nodes Rq are con-
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ducted sequentially. Unicast messaging is data communications between a single
source and destination node that may contain multiple links. Only a single source
node will be transmitting packets.

Similarly, in the third part of the experimental study, unicast ICMP requests from
a single source Ry to multiple destination nodes Ry are conducted sequentially over
an extended period of time. The difference being that source node Ry is randomly
activated remotely to start running an ICMP algorithm and emulate a busy mesh
network. Instead of a single source node transmitting, all the source nodes will be
transmitting packets in the network. Similar methodologies in big data analysis as
found in particle physics will be adopted to analyse and characterise the network
performance and reliability. The results obtained from the statistical analysis are
compared with a simulation of the wireless technology routing protocol to confirm

hop distances packets travelled.

1.6 Importance of Research

This research aims to develop a low-power wireless mesh network for data communica-

tions between interconnected nodes. The HTEL proposes a locally produced solution to

tablet theft and avoids incorporating commercial, off-the-shelf, expensive anti-theft solu-

tions. The latest IEEE 802.15.4 low-power wireless technologies in IoT connectivity will be

explored and analysed. This can lead to the future development of innovative applications

that require low-throughput data communications through mesh networks to cloud storage

and/or computing services.
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1.7 Research Delineation of the ICPP

This research forms part of a proposal submitted to the Department of Science and Tech-
nology and initiated by the HTEL at the University of the Witwatersrand. The work
conducted in this study incorporates the IEEE 802.15.4 low-power communications stan-
dard, leading to the development of a wireless mesh technology with IoT capabilities. The
limitations of this research are outlined and will be dealt with in future studies:
i.) The study of RF propagation and attenuation in an indoor environment, meant to
determine the causes of network degradation, such as the effects that obstacles and
RF sources have on wireless communications.
ii.) Data communications of devices through a gateway for monitoring and control from
a CMS, will be dealt with in future developments.
ii.) Development boards are provided by a silicon chip manufacturer for fast prototyping.
A PCB design embedding the SoC will be redesigned and developed in future work.
iv.) The work conducted in this dissertation contains the preliminary developments of
the proposed HTEL anti-theft application with the following limitations:
— Only PCDs running the Android operating system will be considered in this
study.
— This study will not focus on ROM (Android application, operating system, and

firmware) development to render a PCD inoperable.
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1.8 Outline of Dissertation

This dissertation is outlined as follows:
e Chapter 2 deals with a comprehensive technical overview of low-power wireless
technologies with [oT capabilities relevant to the study. The concept-to-design phase

of the HTEL anti-theft system is presented and conclusions presented.

e Chapter 3 deals with the experimental study consisting of the development of a

mesh network in an indoor environment.

e Chapter 4 deals with results and presents the analysis of the data collected in the

mesh network experimental study.

e Chapter 5 discusses the important findings of this research. The research goals

reached are outlined and future work presented.
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Chapter 2

Low-Power Wireless Technologies

In this chapter, work is presented on the HTEL anti-theft initiative by discussing some of
the designed concepts in the preliminary study that may potentially provide solutions to the
problem statement. Shortcomings in the application design during the concept phase are
identified, and significant improvements are made in the final design that consequently leads
to the project implementation phase using state-of-the-art low-power and low-throughput
wireless technologies. The final proposed network design of the anti-theft system with a
technical overview of the wireless technologies is presented and the network developed,
which as will be shown, could be used for almost any type of instrumentation application
that requires low-power wireless communications. A detailed description of the protocols
are given, and their implementation uses a high-level Application Programming Interface
(API) on a System on Chip capable of running multiple wireless protocol stacks. The SoC
referred to in this study is an integrated 32-bit MCU and 2.4 GHz radio embedded on a

silicon chip. The API provides functions to access the layers of the wireless technology
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Figure 2.1: Preliminary design concept using an RSIC mounted on the PCD and com-
municating via BLE to a central node and tablet [20, p.2]. An energy harvester denoted
by EH, provides charging capabilities to a battery cell that provides power to the slave
nodes.

protocol stack. A particular emphasis is placed on the hardware layer of the wireless
technologies applicable to the research with a particular focus on the HTEL anti-theft
solution in protecting educational devices. The systematic approach followed in the study
of low-power wireless technologies results in the proposition of an IoT solution that operates
on the IEEE 802.15.4 [19] hardware layer of the Open System Interconnectivity (OSI) model
used in telecommunications. Conclusions are presented at the end of the chapter that leads

to the development of a mesh network conducted in the experimental study.

2.1 Concept-to-implementation phase

During the inception phase of the anti-theft initiative, a concept was derived with the
following design requirements articulated from the HTEL. With reference to Figure 2.1,

the concept design includes:
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1.) Incorporating a miniature embedded platform referred to in this study as a Radio-
Slave Interface Circuit (RSIC) mounted on the Portable Computer Device (PCD).
An RSIC is a multi-layer PCB design with an area not exceeding 25 cm? consisting
of two slave SoCs running BLE, an energy harvesting IC charging a rechargeable
pocket-sized battery, active-passive components and a programming input.
2.) Supply power to the SoCs of the RSIC using a coin cell battery and integrated with
an energy harvesting IC that harvest energy from the environment.
3.) Incorporating a low-power wireless technology between the device and network node
that is compatible with devices running on Android operating systems, such as BLE.
The design concept illustrated in Figure 2.1 was presented by van Rensburg [20] as a
proof of concept at the High Energy Particle Physics (HEPP) workshop based on the re-
quirements layout by the HTEL. At the time, little was known about the accessibility and
availability of low-power wireless technologies on Android devices or whether a proprietary
wireless protocol had to be developed for the HTEL anti-theft system. It was realised dur-
ing the study that smart-devices running iOS and Android operating systems incorporate
BLE and that the technology may be used to communicate to intelligent embedded plat-
forms capable of running multiple wireless technologies concurrently on a single SoC. BLE
has shown significant growth in all types of smartphones and tablets. The technology is
currently evolving and fast becoming the preferred technology for low-power applications.
Major technology companies and silicon chip manufacturers invest a substantial amount
of effort in research and development of the BLE protocol stack [21]. For this reason, the
application mainly focusses on BLE for communications from a PCD to an external node in

the mesh network. Furthermore, the design concept to render a device inoperable using an
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Table 2.1: Parameters and settings obtained from a) Online Power Profiler [24] estimating

the lowest b) average power consumption of a slave’s advertisement over a 10245 ms interval
with a BLE event of 4.36 ms.

(a) nRF52840-SoC test-setup and BLE information.

Parameter Value Description
Role Advertiser  Advertisement to master
Voltage 3.0V SoC supply voltage
Softdevice s140 Protocol stack software
Interval 10245 ms Advertising interval
Length 4.36 ms BLE event length
Tx power 8 dBm Radio transmitting power

Tx payload 31 Bytes Transmitted packet size

(b) nRF52840-SoC current consumption per BLE event.

Parameter Value Description
Charge 25.46 uC BLE event charge
Idle current 2.7 uA BLE event idle current

Average current 5.2 uA  BLE event average current

W Pre-processing
14 Crystal ramp-up
Standby

Start radio
Radio TX

Radio switch

10| Radio RX
Post-processing

Current (mA)

0 1 2 3 4
Time (ms)
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RSIC proposed in van Rensburg [20, p.3], also introduced a star topology where a master
may connect multiple slave RSICs simultaneously. A slave is a node that will advertise its
presence in the building space to a master. A master is a node that connects and initiates
the transmission of data to a slave node. Consequently, a design was put in place with
two SoCs that both run BLE and powered from a coin cell (CR2032) battery. The battery
is charged from an energy harvesting IC with highly optimised DC;-DC; boost converters
and power management circuitry capabilities such as the LTC 3108 [22] or MAX 17710
[23] using either RF or thermal sources or both from the environment.

With reference to Table 2.1, it was estimated from the Online Power Profiler [24]
that an nRF52840-SoC configured as a slave node and transmitting at 8 dBm (6.31 mW)
transmitting power with a 31-byte payload, would only consume an average of 15 uA cur-
rent over ten-second regulatory updates. The Battery Life [25] expectancy = (300 mAh x
3V)(5.2uA x3 V) ! x70% = 40385 hours and reveals that a slave node will run for more
than four years, without charging, on a coin cell rated at 300 mAh at an efficiency of 70%
[20, p.6].

The study in van Rensburg [20] further proposes algorithms with reference to Fig-
ure 2.1 where BLE is used for communications between the device (PCD - S1) to slave
(DS1) and the central node (master) to slave (MS1), to render a device inoperable. Both
slaves, DS1 and MS1, communicate through a serial interface to exchange packets between
the two ends while communications between the device (PCD - S1) to slave (DS1) and
the central node (master) to slave (MS1) is wireless. It is important to note that BLE is
connection orientated and therefore the slaves (DS1 and MS1) will advertise their connec-

tions to the masters (PCD and central node) while the master nodes will be responsible for
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connecting to the slaves and initiate the data transfer. As the description above entails, the
incorporation of an RSIC required that both the PCD and a central node be configured as
master nodes. The RSIC design using the power consumption specification in Figure 2.1
also required a comprehensive study into the feasibility of energy harvesting using RF or
thermal sources to power the two slave nodes.

At the time, this was only a concept that lead to the realisation of a significant flaw
in the HTEL design specification by using the RSIC mounted on the PCD. The RSIC
added much unneeded complexity to the application in terms of communications and to
render a device inoperable. A better alternative is the omission of the RSIC in the design
and to configuring the PCD as a slave node for direct communications to the central
node. However, the star network itself had some pitfalls by covering only a small space
in a building area. More extensive network coverage would require multiple central nodes
without being able to communicate to a CMS,. It was later discovered in the literature that
multi-protocol SoCs such as the nRF52' from Nordic Semiconductor could run BLE and
IEEE 802.15.4 [19] mesh wireless technologies concurrently and the need for any external
electronics mounted on the device exhibits an unnecessary complexity in the design.

In summary, the evolution of the technological development of the design has shown

the following progress during the inception phase of the anti-theft initiative:

1.) Concept phase design, part I [20, p.2]: The solution consists of a star topology where
multiple devices may be connected to a master node. More PCDs may be connected
by disconnecting already connected devices. A major shortfall in the concept is the

RSIC mounted on the PCD. The star topology using BLE is unable to cover large

'www.nordicsemi.com /Products/Low-power-short-range-wireless/nRF52840.
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Figure 2.2: Final design concept omitting the RSIC mounted on the PCD and commu-
nicating via BLE to the nearest node in a mesh network.
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areas and communicating to a CMSs.

2.) Concept phase design, part 1T [20, p.4]. Included a mesh network design concept
that is able to communicate to a CMS;. The design did not yet fully disregard the
concept of an RSIC mounted on the PCD or embedded in the PCD PCB.

The implementation phase consisted of a final design taking into account the shortcom-
ings of the concepts discussed above. This lead to an implementation phase involving the
development and analysis of a mesh network in the research conducted by van Rensburg
et al. [26]. As depicted in Figure 2.2, the implementation phase omits the custom RSIC
design shown in Figure 2.1, whereby a PCD directly communicates via BLE to the near-
est node in an IEEE 802.15.4 [19] build mesh network. A node in the network represents a
multi-protocol SoC where multi-protocol means running two different wireless technologies
at the same time on a single SoC, for example, BLE and Thread or BLE and ZigBee or
BLE and an TEEE 802.15.4 [19] proprietary. In the upcoming sections of the chapter, a
comprehensive overview of a low-power star and mesh wireless technology relevant to this

study is presented, with a particular focus on the HTEL anti-theft application.
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Figure 2.3: Protocol stack of TCP/IP communication system based on the OSI model
illustrating the IEEE 802 hardware layer.

2.2 Low-Power Wireless Technologies

In this section, we briefly discuss the layers of the Transmission Control Protocol - In-
ternet Protocol (TCP/IP) protocol suite based on the OSI model. The introduction will
lead to an in-depth illustration of two IEEE 802.15 standards for communications of low-
power Wireless Personal Area Networks (WPANs). WPANs are defined as independent
ad-hoc networks that transmit and receive information between nodes over limited dis-
tances. Ad-hoc in this study means autonomous decentralised wireless networks that do
not necessarily rely on other network infrastructures to function. These type of network

systems allow cost-effective and power-efficient solutions to wireless networking between

31



multiple interconnected devices in a wide range of commercial and industrial applications
[27, p.1]. Electrical engineering societies and coordinating committees developed the IEEE
802.15.4 [19] standard that mostly focuses on the hardware layer of the OSI model.

As mentioned in section 1.5, this study mainly involves an experimental study by the
development of a low-power mesh network using an IEEE 802.15.4 [19] wireless technology.
The wireless technology incorporate the two sub-layers of the hardware layer of the OSI
model. For this reason, it is crucial to understand how the different protocols that compose
of a particular wireless technology is integrated into the OSI model, with a special interest
in a low-power IP based wireless technologies. The understanding of these protocols will
further aid in the analysis of potential problems in terms of performance and reliability of
the developed mesh network or in the development of new protocols. The OSI model that
makes up these protocol layers is stacked in a hierarchical structure shown in Figure 2.3.
Each bottom layer is controlled by protocols to communicate with the next higher layer
using services. The higher layers request services from the lower layers. In summary, the
layers of the OSI model relevant to this study are briefly defined from bottom-up as follows
[28, P.9-10]:

The Physical Layer (PHY) uses a transmission medium to send and receive electromag-
netic signals between devices. The layer is responsible for modulation (digital to analog
transmission) and demodulation (analog to digital transmission) of the data.

The Data Link Layer (DLL) comprises upper Logical Link Control (LLC) and lower
Media Access Control (MAC) sublayers. LLC is responsible for framing, flow and error
control of the transmission data when communicating between two nodes. Flow control

is the sending frames from a source to the destination node in such a manner that the
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receiving node process the received packets at the same rate that the packets are delivered.
A frame of characters encapsulates a flag at the start of the frame, a header containing
the source and destination address, an 8-bit message (payload), trailer for error detection
and other control information and a flag consisting of a an 8-bit character at the end
of the frame [29, p.294-295]. Decapsulation occurs at the receiving node lower layer. If
the frame is intended for the receiving device, the frame is stripped of its headers at the
LLC before being passed to the network layer. If the demand is higher or lower than
the supply, the receiving node provides flow control feedback to the transmitting node to
stop or throttle down transmitted frames. Buffers with memory locations can be used
at both sending and receiving nodes to hold packets [29, p.297]. The digital transmitted
signal at the source over the transmission medium is checked for errors at the destination
node. The electromagnetic signal over the air may be susceptible to errors. If an error
is detected at the receiving node, it needs to be corrected or re-transmitted [29, p.241].
MAC layer is responsible for multiplexing and demultiplexing and multiple access with
or without collision avoidance mechanisms. Multiplexing occurs at a source node where
higher protocol layers encapsulate a packet to lower layers while demultiplexing occurs at
a destination where lower protocols decapsulate a packet to higher layers.

The Network Layer is responsible for managing connections in the network by providing
services for addressing and routing of data between nodes in the network. For IP based
networks, each router in the network connected to neighbouring routers share link addresses
and link costs to optimise the routing of a packet. The Internet Control Message Protocol
(ICMP) is one of the protocols incorporated at the network layers to report problems when

sending a packet from source to destination.
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Figure 2.4: TCP/IP protocol suite adapted from Forouzan [29, p.36, 41] with the illustration of multi-
hopping packet transmission over a two-hop distance using an intermediary router over two links. A packet
is encapsulated from the source node and decapsulated at the receiving node.



The Transport Layer runs protocols such as the TCP and UDP. TCP is a connection
oriented protocol to send packets using the port and IP addresses that use acknowledge-
ments to indicate successful delivery of a packet. UDP on the other hand is a connectionless
oriented protocol to to send packets using the port and IP addresses that do not use an
acknowledgement to indicate successful delivery of a packet.

The Application Layer is responsible for the messaging between low-power devices that
run protocols such as the COnstraint Application Protocol (COAP).? COAP is a specialised
protocol on the application layer used for constraint devices in WSNs to communicate over
the internet. Each router distributed in the environment will consist of an application layer
to send and receive messages through the mesh to the CMS5 or cloud service. Depending on
the application, typical information may include the device identifier, sensor measurements
or router location in the environment where a PCD or sensors are connected.

A packet is sent and received through the TCP/IP protocol layers between two devices
over the transmission medium. As illustrated by Figure 2.4, a message called a packet
is produced from the application layer without containing any headers or trailers. The
transport layer reads the packet which is called the segment in TCP and the user datagram
in UDP and encapsulates the message with a header. The header at the transport layer
may contain information for flow and error control. The transport layer then passes the
packet now known as a datagram to the network layer for further processing.

The transport layer then passes the packet now known as a datagram to the network

layer for further processing. The network layer further encapsulates a header to the data-

2Constraint is referred to low-power and low-throughput devices with limited processing and memory
capabilities.
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gram packet containing the source and destination address. The data link layer takes the
datagram packet from the network layer and encapsulates a header containing information
of the next-hop addresses to a frame. Finally, the frame is then transmitted from the
physical layer over a transmission medium. When the data is received at the router, the
router uses the PHY, DLL and network layer to relay the frame to reach the destination
node. The DDL of the next node (B) decapsulates the frame to a datagram before passing
the datagram to the network layer. The network layer protocol then inspects the source
and destination address and consults a routing table using an algorithm in order to relay
the datagram to the next node. Node’s B data link layer then encapsulates the datagram
in a frame and passes it to the physical layer for transmission over the medium to the
node C. The reversed process is known as decapsulation when the frame arrives at the
destination node [29, p.42]. Error checking is conducted at the destination node, and an
acknowledgement is transmitted to the source node to indicate whether the packet was
successfully delivered.

We recall that the layers of the OSI model consist of protocols with services. The
protocols are a set of rules for data communications between layers and should not be
confused with algorithms which deal with producing some output or outputs with single or
multiple inputs. One may say that algorithms exist in a layer that computes a particular
communication technology based on the inputs received and passes the information when
requested by the next upper layer. Some technologies perform better than others but
ultimately produce identical outputs when receiving the same inputs. A service routine
provides functions to the higher layers of the protocol stack, and the protocols execute the

tasks defined by the service routine [28, p.13]. The protocols were described in Figure 2.4
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to illustrate how a message passes through the layers. Protocol layering takes the complex
task of communicating between layers and divides them into smaller more straightforward
tasks. Different wireless technologies may use layers with different algorithms and therefore
some algorithms may outperform others depending on the technology used.

In conclusion, the TCP/IP protocol suite in Figure 2.3 is used as a model that aids
in the understanding and development of the protocol layers that consists of different
wireless technologies with a particular focus on the IEEE 802.15 hardware layer. There are
subtle differences in the communications between protocol layers and different algorithms
being used. However, the working principle of the PHY and DLL layers of these wireless

technologies are almost identical and discussed in the upcoming sections.

2.3 Bluetooth low-energy

Jaap Haartsen first invented Bluetooth under the mobile phone division of Ericsson in
1994. The technology was later adopted by the Bluetooth Special Interest Group (SIG)
with the goal of developing WPAN technologies and is currently managed today by more
than 30,000 member companies in the telecommunications industry. In 2002, the IEEE
approved the Bluetooth specification layout from the Bluetooth SIG known today as the
IEEE 802.15.1 [27] standard for WPAN networks. However, the technology is no longer
maintained by the IEEE but by companies that are members of the Bluetooth SIG. Tech-
nology manufacturers that plan to market the Bluetooth technology in their products must
meet the Bluetooth SIG standard. SIG membership does not pertain to users who develop

Bluetooth applications on computer devices to communicate to external devices. Universi-
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ties or companies can join for free as ‘Adopter’ memberships that entitle developers to have
access to the published specifications to build their products using Bluetooth technology.?

Bluetooth mainly consists of the original standard specified by the Basic Rate (BR) and
the current Bluetooth Low-energy (BLE) version first introduced in 2010 [28, p.51]. The
BR version dealt with the core versions 1.0 to 3.0 while BLE was first introduced in version
4.0 where the SIG developed a new protocol stack for low-energy applications in 2010.*
BR was later changed to Enhanced Data Rate (EDR) by the modification of the MAC and
PHY layers for improved data rates. The BR hardware layer uses Gaussian Frequency Shift
Keying (GFSK) as modulation technique and is illustrated by the mathematical equation in
Burbank et al. 28, p.53]. The GFSK modulation method has shown to be more bandwidth
efficient than FSK alone in terms of data rates while minimising intersymbol interference
resulting in better reliability. In the EDR system, the modulation method is changed for
each packet send using GFSK for sending a packet header at 1 Mbps and Differentially-
encoded Quadrature Phase Shift Keying (DQPSK) and Differentially-encoded Phase Shift
Keying (DPSK) for sending data at higher 2 Mbps and 3 Mbps rates, respectively.

Data throughput between communicating nodes is actually significantly lower because
of bidirectional traffic, protocol overhead, MCU/CPU and radio limitations [30, p.7]. To
illustrate throughput overhead, a particular low-cost SoC can transmit 8 data packets per
connection interval and each data packet can obtain 18 bytes of user data transmitted per
connection interval. Assuming the shortest connection interval is 10 ms (data transmissions

between two peers per connection interval), this provides a maximum of 1/10 ms = 100

3www.bluetooth.com /develop-with-bluetooth /join/.
“BR/EDR versions 1.x to 3.x are not directly compatible with the BLE versions 4.x to 5.1. The upper
layer protocols are different between versions [30, p.3].
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connection events per second and 144 bytes per connection event (8 packets x 18 user bytes
per packet) that is continually transmitting at the maximum data rate of the SoC. This will
result in a throughput of 100 connections events x 144 bytes = 14.4 kBps or 0.12 Mbps,
which is significantly lower than previously stated. At the minimum advertising interval
and maximum bytes per connection rate results in the SoC transmitting at maximum power
consumption. To avoid this, the advertising interval increased as illustrated in Table 2.1
resulting in the radio being switched off for more extended periods and saving considerate
battery power [30, p.8].

Specific channels exist in the ISM band spaced 1 MHz apart and uses the Frequency
Hopping Spread Spectrum (FHSS) scheme of different channels to avoid interference prob-
lems from other devices operating at the same frequency band. Bluetooth hops between
the 79 different channels at 1600 times per second on the 2.4 GHz ISM band to transmit
data between devices. A device in the network can therefore spend 1/1600 s before it moves
on to the next frequency to communicate to other devices in the network [29, p.457].

In BLE, major improvements were made from the BR/EDR on the Physical and link-
layer resulting in improved energy efficiency in Bluetooth devices [28, p.66]. BLE was
specifically designed for low-power and low-throughput wireless communications between
devices over short distances. The wireless technology uses Gaussian Minimum Shift Keying
(GMSK) modulation that results in higher and reliable transmission ranges over BR/EDR
versions using the same output power ranges. A channelisation technique is used that
operate on the 2.4 GHz ISM band consisting out of 40 channels. A channel is a frequency
on which a signal is modulated and demodulated, starting from channel 0 at 2402 MHz to

channel 39 at 2480 MHz spaced 2 MHz apart. Only three channels are used for advertising
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and 37 channels are dedicated for data channels. Like BR/EDR, BLE also incorporates
frequency hopping on the PHY layer that uses unique address identifiers at the beginning
of each packet on an RF channel to transfer data. The use of FHSS carriers on the ISM
band-aid modulated signals against interference from other transceivers operating at the
same transmitting frequency [31, p.183].

BLE uses five states for communication between devices and only one state can be

active at a time [28, p.67]:

‘Standby state’: A device is unable to send and receive packets.

- ‘Advertising state’: A device transmits advertising channel packets and listen for

responses.

- ‘Scanning state’: A device will listen for advertising channel packets.

- ‘Initiating state’: A device will listen for advertising channel packets from a particular

device before initiating a connection with that device.

- ‘Connection state’: A device connection is maintained with another device and data

is transferred over the data channels.

The network topology of BLE is the same as the BR/EDR system and consists of
master and slave nodes in a network. A Bluetooth network is called a piconet consisting of
a single master node and multiple slave nodes forming a star topology. A limited number of
slave nodes can connect to the master node while slave nodes are not allowed to connect to
each other. Piconets can be combined to form scatternets [29, p.452]. BLE is not initially
designed for high-throughput applications such as voice or data transmissions but rather
low-power consumption sensor applications for monitoring and control or to communicate

to other BLE capable devices.
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Figure 2.5: BLE protocol stack adapted from Townsend et al. [30, p.16].

A description of a network topology relevant to this research for device communications
to a mesh network is discussed in section 2.3.3. We will discuss in detail the BLE hardware
layer to understand how the layers can be translated into the OSI model. With relevance
to the anti-theft initiative, BLE is incorporated in almost all smart-devices today and the

preferred wireless technology for device communications to the mesh network.
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2.3.1 IEEE 802.15.1

The IEEE 802.15.1 [27] standard was initially formulated for the classic BR/EDR versions
that focus on the MAC and PHY specifications of the Bluetooth hardware layer. BLE,
also known as Bluetooth Smart which can implement both BR/EDR and BLE versions,
builds from the standard in the Bluetooth 4.0 core specification and is now maintained by
the Bluetooth SIG. The standard defines the radio and baseband layer that is equivalent
to the PHY and MAC layer of the OSI model [29, p.452, 457]. The architecture of the

BLE protocol stack is discussed in the next section.

2.3.2 Protocol stack

Major smartphone manufacturers invest significant resources in producing a reliable pro-
tocol stack for the BLE wireless technology. Consequently, with the amount of research
and development conducted in BLE, many silicon chip manufacturers have adopted the
technology in their products and provide BLE solutions to developers. Chip manufacturers
provide low-level APIs in order to use the BLE framework or protocol stack to software
developers for their applications [30, p.2]. The latest BLE core specification, version 5.1°,
was released in 2019 and includes a full technical description of all the technology building
blocks regarding the protocol stack. Some of the new features in this version is accurate
direction identification of transmitting Bluetooth devices from a receiving antenna that
may greatly aid in indoor localisation techniques in a building for tracking purposes [31,

p.281-284]. As depicted in Figure 2.5, the main three building blocks of any Bluetooth

>www.bluetooth.com/specifications/bluetooth-core-specification/.

42


www.bluetooth.com/specifications/bluetooth-core-specification/

Gaussian

Power
Amplifier

]

Pulse
Filter Modulator
p(t)
s, JUU
A -\
f(t) = cos(2nf.t)
(VV\’ Frequency
Synthesiser
N
Pseudorandom

I\ r®
L~

Code Generator N-bit || Frequency
000000 2402 MHz
PCG 000001 2404 MHz
000010 2406 MHz
(a)
T LNA BDF Mixer IF Filter Demodulator
o NS X~ = O
g REXIF o —P-ADC Sk
L~ Y~ Lo —~= D |
f(t) = cos(2nf t)
[VV\’ Frequency
Synthesiser
L Y
Pseudorandom -
Code Generator N-bit || Frequency
000000 2402 MHz
PCG 000001 || 2404 MHz
000010 2406 MHz
(b)

Figure 2.6: Conceptual heterodyne a) modulation of binary data s[k]| to generate r(t)
and b) demodulation of analog signal r(t) to generate s[k].

43



4%

Frequency Synthesiser

\oltage
Phase Controlled
Frequency Charge Low-Pass Oscillator
Detector Pump Filter (2-3 GHz)
Crystal Jur > L
Oscillator — PFD CP R _\ o)
(32 MHz) (ref) >
A
Frequency
Divider
f(div) . N ) =(N+.) R
PLL @ f(ref) = f(div) ’ -

A

AX

Figure 2.7: Closed-loop fractional-N phase PLL frequency synthesiser control system with AY modulation
modified from Lacaita et al. [33, p.14-72] and Su et al. [34, p.881].



device includes the application, host and the controller. The application contains a user-
developed program that interface with the Bluetooth protocol stack usually through the
silicon chip manufacturer’s API.

The host consists of the upper layers while the controller consists of the lower layers
(based on the IEEE 802.15.1 [27] standard MAC and PHY specifications) of the Bluetooth
protocol stack. In the specification, there also exists a communication protocol between
the host and controller known as the Host Controller Interface (HCI). The HCI’s main
objective is to interface the host and controller layers in the protocol stack produced by
different software companies. Silicon chip manufacturers such as Nordic Semiconductor
and Texas Instruments integrate the application, host and controller systems on a single
SoC resulting in the reduction of hardware development and leading to a low complexity
in the initial PCB design.’

Compared to other wireless technologies that provide higher data throughput, such as
WIFT and classic Bluetooth, the BLE protocol stack is designed for low-energy and low-
data throughput wireless applications. This is achieved programmatically by advertising
packets at a lower Duty Cycle (DC,) through the API. The main feature of BLE is that it
is a connection oriented technology and the device to be connected will advertise packets to
nearby devices containing a 31-byte payload with the transmitter address information [30,
p.10]. The DCs in terms of battery consumption refers to the on-time (when transmitting
a packet) over the advertising interval time during a connection event. For example (with

reference to Table 2.1), assuming a 31-byte advertising packet takes 102.4 ms to transmit

SHardware platforms running BLE requires at least a 16 MHz ARM Cortex-M0 core MCU with 256
kB of flash and 16 kB of SRAM memory to run the protocol stack on a single SoC.
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to a device to be connected and the connection interval is 10240 ms, will result in a DCy =
(102.4 ms =+ 10240 ms) x100% = 1% [20, p.6], resulting in saving significant battery power
of the transmitting device or tablet. A smaller data packet will take less time to transmit
per the advertising connection interval and will cause a lower DCq saving a significant
amount of battery power.”
With reference to Figure 2.5, the main building blocks of the BLE protocol stack are
the ‘controller” and ‘host’. The ‘controller’ consist of the following layers:
i.) Physical Layer (PHY):
Mainly responsible for transmitting and receiving electromagnetic signals for radio
communications over the air and the processing of these signals in a usable digital data
format by the MCU. The IEEE 802.15.1 [27] initially outlined the PHY specification
and is currently maintained by the Bluetooth Core Spec [31]. The radio of the SoC
operate on the unlicensed 2.4 GHz ISM frequency band and no legal requirement is
needed to buy a license and operate devices on the ISM band frequency for wireless
communications, provided transmitters do not exceed 10 dBm transmitting power.
As illustrated in Figure 2.6, BLE uses GFSK modulation of the digital baseband
signal s[k] to an anolog r(t) signal for transmission over the air. An analog electronics
circuit or software-defined radio is used to modulate or demodulate a signal known as
a mixer. A mixer inputs the binary signal s[k| denoted as the Intermediate Frequency
(IF) and the carrier signal f(t) denoted as the Local Oscillator (LO) to modulate an
RF output signal r(t). The carrier is a periodic frequency operating at the 2.4 GHz

ISM band consisting of 40 channels with 2 MHz spacing. Demodulation, in essence,

"The nRF52840-SoC provides data transfers of advertising connection intervals between 20-10240 ms.
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is the reverse process of modulation of the baseband signal r(t) to a binary signal s[k].
Before modulation, it is important to note that a rectangular data pulse from the
MCU in the time domain will produce an undesirable range of energies and therefore
an infinite bandwidth in the frequency domain (one main-lobe and side-lobes on each
side of the main-lobe) which will cause interference on other channels. A Gaussian
Pulse Filter (GPF) is used before FSK modulation to prevent spreading (limits the
bandwidth of the transmitted pulse) of higher and lower frequencies represented
by these side lobe energies causing interference. With reference to the heterodyne
GFSK modulation block diagram illustrated in Figure 2.6a, the continuous-time

pulse shaped function p(t) is given by:

T —m2¢? 1 log?2
BwTS\/gexp{ 2 },a:BT 5 ,0<t < T
p(t) = whs (2.1)

0 , otherwise,

where B, is the 3 dB bandwidth and 75 is the bit period or baseband symbol duration
in seconds. The roll-off factor « is related to the 3-dB bandwidth. The bandwidth bit
period is given as B, T in which the symbol period T shall be 1 x 107 seconds [31,
p.356].% A smaller B, leads to a wider spectrum but will be more susceptible to Inter
Symbol Interference (ISI). IST causes distortion of the baseband signal when symbols
interfere with subsequent symbols. According to the Bluetooth Core Spec [31, p.352-
353|, the GPF use a B,Ts of 0.5 and the modulation index shall fall between 0.28

and 0.35. Note that for a B, T of 0.5, the tails of the filter is spread over two-bit

8Ignoring packet overhead, a character containing 8 bits of data will only take 8 us to sent by the radio.
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periods. The continuous-time pulse shaped baseband signal is given as:

o0

a(t) = Y sip(t — kT.), (2.2)

k=—o00

this results in the mixer (modulator) producing a Continuous Phase Frequency Shift

Keying (CPFSK) output y(t) defined as [32, p.103,104]:

K
mh
T cos [27rfct + irk(t — kTy) + thri] )

1=1

KT, <t < (k+ 1)T,,

where F is the energy per symbol for the modulation, T} is the bit period in seconds,
fe is the carrier frequency in hertz. Based on the NRZ binary coding scheme, r, = +1
is the k' data bit representing a logic one (positive voltage) and zero (negative
voltage) with pulse shaping not included and & is the modulation index. The second
term in Equation 2.3 represents the information-carrying phase, while the third

term represents the accumulated phase. The modulation index A is defined as:

hzngTs,gf:2XAf,TS:Si (24)

where (y is the total frequency deviation from the carrier frequency f. that represents

two symbols (bit one and bit zero for binary FSK), S, is the symbol rate at 1 Mbps
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and T, is the bit symbol period at 1 x 107%s. Furthermore:

CG=fi—fo, i=|fe+Af], fo=Ife = Af], (2.5)

where (f is the absolute difference between frequency f; representing a bit one and
frequency fy representing a bit zero. Af is constrained to 140 kHz < Af < 175 kHz
to meet the BLE modulation index specification. For example, to calculate the mod-
ulation index h for a given carrier frequency f. = 2408 MHz, let

fo = 2408 MHz—150 kHz = 2407.85 MHz, f; = 2408 MHz+150 kHz = 2408.15 MHz
(; = (2408.15 — 2407.85) MHz = 300 kHz, results inh = 300 kHz x 1 x 107%s = 0.3.
To generate a range of carrier signals consisting out of 40 channels, user data packets
are transmitted using channels in the range [0,36] and advertising data packets are

transmitted in channels 37, 38, and 39 given by:

f. = (2402 4 2k) MHz, k =0,1,2,...,39, (2.6)

where f. is constrained to 2402 MHz < f. < 2482 MHz. A Frequency Synthesiser
(FS), depicted in Figure 2.7 is a closed-loop feedback digital control system and
integrated circuit design embedded in the radio of the SoC. The FS is responsible
for generating the carrier signal f. in Equation 2.6 using a pseudorandom code

generator and frequency table. The Voltage Controlled Oscillator (VCO) provides
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ii.)

high-frequency oscillations but is inherently unstable due to noise and temperature
fluctuations. The 32 MHz crystal oscillator is, however, a very stable active or pas-
sive device but does not provide the high-frequency oscillations of the VCO. An error
signal is generated by comparing f(4;y) with the input reference f,.r) that is fed to a
charge pump circuit and a low-pass filter to the DC; voltage controlled VCO. A fre-
quency divider is used to control the desired carrier frequency f. through the negative
feedback loop. A channelisation technique known as FHSS through the FS is used.
The generation of the random carrier frequencies is synchronised with the receiver
end which uses the spreading code to demodulate the transmitted signal. A delta-
sigma (AX) fractional-N Phase Locked Loop (PLL) is the most commonly used FS
used in low-power RF designs. The AY modulation (a discussion beyond the scope of
this literature review) is a complex digital control system design to reduce reference
and fractional spurs as well as phase noise in the output carrier frequency generated
from the synthesiser. The AY ultimately reduce ISI arising from multi-path signal re-
flections. FHSS hops between 40 different frequency channels and therefore prevents
eavesdropping and also jamming of the transmitted data over the air. Finally, BLE
also incorporates the Time Division Multiple Access (TDMA) protocol for multiple
devices to share the same channel. TDMA ensures that devices share the bandwidth
of the data channels illustrated in Equation 2.6 in time whereby each device is

allocated a time slot in which it can send data.

Link Layer:
Similar to the MAC layer of the OSI model and responsible for advertising, scan-

ning, creating and maintaining connections. The link layer ensures encryption and
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iii.)

iv.)

structure of packets as well the data being transmitted between devices is sent, ac-
knowledged and retransmitted if necessary. Up to 296 bytes of data are usually
encapsulated in a packet between an 8-bit preamble, 32-bit access address, 8-bit
header, 8-bit length in front and 24-bit CRC at the back. An error checking mech-
anism is used to check if the packet transmitted is received correctly by generating
a CRC code at the end of the encapsulated data. An acknowledgement may be
sent to the transmitter before passing the packet over to the network layer to in-
dicate the packet was successfully received. The 8-bit preamble allows the receiver
to synchronise bit timing with the transmitter; a 32-bit fixed access address is used
for advertising packets but the access address are private for data packets; an 8-bit
header to describe the contents of the packet; an 8-bit length to describe the payload
length and lastly a 24-bit CRC to check for bit errors in the received packet [35,
p.29-30]. See MathWorks” documentation ‘BLE Link Layer Packet Generation and

Decoding’ for a comprehensive technical overview of the layer.

Host Controller Interface (HCI):
An interface that allows communication through a Universal Asynchronous Receiver
Transmitter (UART) between the host and controller. Commands and data are sent

from the host to the controller and events and data from the controller to the host

[35, p.31].

Logical Link Control and Adaptation Protocol (L2CAP):

Protocol responsible for encapsulation of data from the BLE higher layers into the

9
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vi.)

vii.)

viii. )

ix.)

standard BLE packet. See MathWorks!’ documentation ‘Bluetooth Protocol Stack’

and 'BLE L2CAP Frame Generation and Decoding’ for a detailed technical overview.

Attribute Protocol (ATT):

Protocol for accessing data on a peer device.

Security Manager Profile (SMP):

Protocol for authentication and setting up secure connections between devices.

Generic Attribute Profile (GATT):

A protocol above ATT that defines the types of attributes and how they can be used.

Generic Access Profile (GAP):

Defines how devices discover, connect and present useful information to users.

Application Layer:

Enables the user to interact with the stack through APIs which can extract the
characteristics, service and profile specifications between device communications [35,
p.35]. The application will be the code that utilises the Android Bluetooth APIs to

interact with the Bluetooth hardware when implemented on a tablet.

2.3.3 Network topology

BLE is a connection-oriented wireless technology whereby devices connect to exchange

data. The connection between two devices provides secure data transmissions in both

directions by periodically exchanging data packets over the connection interval. In BLE

network terminology, a central or master is a node that listens to a slave node and initiates

10
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Figure 2.8: Revised BLE network topology proposed for the HTEL anti-theft solution
illustrating the connection of multiple slaves nodes (PCD-S1 and PCD-S2) representing
tablets to a single master node. Master nodes are configured as routers in an IEEE 802.15.4
[19] based mesh topology.

a connection. The slave is a node!! that send periodic advertising packets to any available
master node for potential connection. As shown in Figure 2.8, the BLE network may con-
sist of multiple masters (forming a mesh) where multiple slave nodes can be simultaneously
connected to a master node in a star configuration. The link layer only allows a limited
number of slave nodes to connect simultaneously to a master node. Once a connection is
made to a slave node by the master node, the slave node stops advertising and the master
node maintains a periodical data exchange with this, and other slaves connected to it. In
the case of the HTEL anti-theft network design, PCDs running BLE will advertise their
availability depending on their location to the nearest master nodes in a building area.
With reference to the BLE network topology in Figure 2.8, an algorithm is proposed
in Figure 2.9 for data communications from a slave node to a master. The proposed

algorithm is implemented as an application running on the PCD operating system and is

1A node is an SoC embedding an MCU and 2.4 GHz radio capable of running multiple protocol stacks.
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Figure 2.9: Proposed device shutdown algorithm running on device modified from the preliminary study

van Rensburg [20, p.6, Figure 2al.



interfaced with the application layer of the BLE protocol stack. The application checks for
potential connections by the advertising tablet to any available master nodes located in a
building area.

The master node will initiate a connection and the data exchange process commences
when a device is in range. Once the maximum of 12 devices are connected to a master, it
won’t be possible to connect anymore PCDs to it, and the PCDs will have to try to connect
to other available masters. However, if a master node reached the maximum number of
connected devices and no alternative master node is available and the master has no other
nodes in reach for connection, then currently connected devices will be disconnected to
allow other devices to connect to a master and register on the network. Note that the
slave node will be a portable device such as a tablet while the master node is a fixed node
mounted at strategic locations in a large building area. If a device is unable to connect after
a predetermined number of unsuccessful attempts, a shutdown procedure of the operating
system is initiated by a proprietary application running on the device.

The BLE standard only provides a star topology where multiple devices can connect
to standalone master nodes, and no provision is made for interconnected mesh communi-
cations between master nodes and ultimately to a CMS,. However, Bluetooth Mesh [36]
is a recently developed wireless technology that can be deployed for mesh communica-
tions between nodes that work in conjunction with the BLE standard. A CMS, connected
through a cloud service may provide information about device localisation, anomaly detec-
tion and connections in the network for remote control and monitoring over the internet.
To accomplish this, a master node must also be able to run a second protocol stack with

mesh network capabilities using an IP addressable networking technology. In the upcom-
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ing sections, an IEEE 802.15.4 [19] build wireless mesh technology is presented with IoT

capabilities.

2.4 OpenThread

OpenThread is developed by Google Nest in 2015 and is an open-source implementation
of the Thread networking protocol. OpenThread (hereafter referred to as Thread) is a
certified Thread component which adheres to all the features defined in the Thread Spec-
ification v1.1 [37]. Thread is designed as an IP based low-power wireless mesh networking
protocol operating on the IEEE 802.15.4 [19] hardware layer that enables cloud communi-
cations over the internet. The ThreadGroup is an alliance of technology companies that
are contributing members of the Thread wireless technology that provides Thread certified
products. SoC manufacturers such as ARM mbed OS (NXP FRDM-K64F + Atmel ATZB-
RF-233), Nordic Semiconductor — nRF52840 (OpenThread), Silicon Labs Mighty Gecko
Module MGM12P and TI OpenThread (CC2652) incorporates the Thread protocol stack
on their embedded platforms. The University of the Witwatersrand is currently a research
member of the ThreadGroup [38], which allows the ICPP group to research Thread and
have access to the Thread specification. A company would require an annual membership
fee when building solutions and selling products using Thread. The technology is initially
designed mainly for automation applications in commercial as well industrial environments

through smart systems to advance and accelerate the adoption of the IoT.
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Figure 2.10: Thread protocol stack built on the IEEE 802.15.4 [19] hardware layer.

2.4.1 IEEE 802.15.4

Based on the IEEE 802.15.4 [19] standard, the hardware layer may be designed that either
operate using a star or peer-to-peer topology. A peer-to-peer topology allows for nodes
within communication range to form complex mesh formations. The mesh topology allows
the routing of packets from a transmitter to any receiver through multi-hopping using
interconnected nodes. The routing of packets in mesh network topologies is dealt with

in the network layer that forms part at the higher levels of the stack and is not covered
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in the standard. The hardware layer is broken up in two sub-layers, namely the PHY
and MAC layer. In summary, the PHY layer provides the following: Control of the radio
transceiver, RF Energy Detection (ED) system, Link Quality Indicator (LQI), channel
selection, Clear Channel Assessment (CCA) and modulation and demodulation of the
baseband signal. The MAC forms part of the link layer of the OSI model and is mainly
responsible for structuring, encapsulation and decapsulation of frames and ensuring reliable
packet transmissions through a packet collision avoidance mechanism.

Concerning the lower layers in Figure 2.10, the PHY and MAC communicate through
what is known as a Service Access Point (SAP). An SAP acts as an interface standard
between the layers. The PHY provides the Physical Data - Service Access Point (PD-SAP)
and Physical Layer Management Entity - Service Access Point (PLME-SAP). Both these
SAPs are used to interact with the MAC layer. The MAC layer provides the MAC Common
Part Sublayer - Service Access Point (MCPS-SAP) and the MAC Layer Management Entity
- Service Access Point (MLME-SAP) and used to interface between the PHY and the
network layer [19, p.245]. Data packets are referred to as the MAC Protocol Data Unit

(MPDUs). The IEEE 802.15.4 [19] SAPs consist of the following primitives:

1.) PD-SAP:
Consists of a single primitive named PD-DATA and used for passing MPDUs from
the MAC to the PHY [28, p.79].
2.) PLME-SAP:
Allows for management and coordination of a database with the MAC layer that
provides the following primitives [28, p 80-81]:
- PLME-CCA:
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CCA for Carrier Sense Multiple Access - Collision Avoidance/Detection (CSMA-
CA/CD) operations before transmission of an MPDU.
- PLME-ED:
Energy Detection (ED) measurement to determine the energy level of a channel
and then decide which channel to transmit on.
- PLME-GET:
Used to read information from the PHY PAN Information Base (PIB) that
contains metrics such as the channel number and transmit power.
- PLME-SET:
Used to set PHY PID attributes. For a complete list of PHY PIB attributes,
see [19, p.404-410].
- PLME-SET-TRX-STATE:
Set the state as transmitter or receiver but can only set one state at a time.
3.) MCPS-SAP:
Supports the transport of data to another device known as the MAC data service.
See a list of primitives and functions at [19, p.329-338].
4.) MLME-SAP:
Manages the transport of the management command between the network layer and

the MLME. See a list of primitives and functions at [19, p.248-327].

The experimental study of this research use (through an API) the MLME-SAP with
some of the following MLME-GET, MLME-SET, MLME-COMM-STATUS and MLME-
SCAN primitives to conduct link-budget analysis in the deployment of the mesh network.

Link-budget analysis deals with determining the signal gains and losses in links between
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communicating nodes by measuring received signal strength, estimating signal attenuation
through models to calculate RF propagation path lengths and increasing transmitted signal
strength of the antenna to increase network performance [39]. The PHY PIB attributes
are accessed through the MLME-GET and MLME-SET primitives. Link-budget analysis
is performed in some form or other by system engineers in the development of wireless
mesh networks [40]. The IEEE 802.15.4 [19] PHY and MAC layers operating on the 2.4

GHz ISM band and network layer are dealt with more comprehensively in the next section.

2.4.2 Protocol stack

With reference to Figure 2.10, the layers of the Thread protocol stack consists of the
‘hardware’, ‘network’, ‘transport’ and ‘application’ layer:
i.) Physical Layer (PHY):

The PHY layer operates at the 2.4 GHz ISM frequency band and uses the Offset-
Quadrature Phase Shift Keying (O-QPSK) technique for modulating and demodu-
lating the IF baseband signal. Unlike GFSK, O-QPSK uses two bits per symbol
and offer higher data throughput than single bit symbol modulation schemes such
as BFSK (GFSK) and BPSK. With reference to the O-QPSK modulation block di-
agram illustrated in Figure 2.11, a 32-bit binary data sequence s;'? generated by
the MCU is first demultiplex from a serial binary data stream to a parallel even-

numbered [,'* and odd-numbered @Q;'* discrete sequence. The data sequences in the

12 A binary sequence s, = {11,01,10,01,11,00, 00, 11,01, 01,00, 10,00, 10, 11, 10}.
13Results in a mapping of s, to I, = {1,0,1,0,1,0,0,1,0,0,0,1,0,1,1,1}.
!4Results in a mapping of s;, to Qr = {1,1,0,1,1,0,0,1,1,1,0,0,0,0,1,0}.
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continuous-time domain determined by the even and odd-numbered bits respectively

are presented as [32, p.168]:

where a logic one and zero from the binary sequence s is first converted to the
NRZ coding scheme that results in 1 — 1 and 0 — —1, I; and @y is the even and
odd binary sequence mapped form s respectively and p(t) is a rectangular pulse
shaping function of the NRZ converted binary data T apart. A half-sine pulse
shape technique is employed of the mapped even I, and odd @), sequences before
modulation to prevent spreading (limits the bandwidth of the transmitted pulse) of
higher and lower frequencies represented by side lobe energies causing interference.
The continuous-time'” representation of the half-sine pulse filter defined by IEEE

802.15.4 [19, p.414] is given by the following function as:

sin(m) L0<t<oT,

27

p(t) = (2.8)

0 , otherwise.

The I and @ phases BPSK signals are summed to produce the O-QPSK output signal.
The O-QPSK incorporates a delay in the Q-channel resulting in the output signal
32, p.180):

' Analog to digital signal conversion (zero-order hold of analog input signal): xy = 2¢(t)|,_pr. -
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From Equation 2.9, it is evident that O-QPSK transmits data twice as fast as the
binary modulation schemes. With reference to Figure 2.11, the O-QPSK signal
output: {11} with a 315° phase T apart, {01} with a 135° phase T, apart, {10}
with a 225° phase T, apart, {01} with a 135° phase T apart, and so forth. Fig-
ure 2.12 demonstrates coherent O-QPSK demodulation. A Carrier Recovery (CR)
circuit ensures the transmitted signal is synchronised in frequency and phase with
the receiver. The PLL achieves transmitter and receiver synchronisation in the FS.
The output signal from the mixer is integrated and pass through a threshold to de-
termine whether a logic one or zero is received. The I and Q phases, presented as
the discrete r7[k] and rg[k] sequences, are demodulated separately as BPSK signals
and multiplexed to combine the two sequences into a single discrete sequence sy.
The PHY is also responsible for channel selection using the Direct Sequence Spread
Spectrum (DSSS) technique. The implementation of the functions such as the mixers
(modulation and demodulation), filtering and FS can be done using an Application
Specific Integrated Circuit (ASIC) design on physical hardware or using Software
Defined Radio (SDRs). SDRs provides more flexibility and may be configured in
real-time through software to adapt to various standards and modes of operation.
SoC’s are available with digital signal processing capabilities where software-defined

solutions may be implemented. The minimum hardware configuration required for
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iii. )

iv.)

SDR’s is demonstrated in [41, p.1-2].

Link Layer (MAC):

Ensure reliable transmissions between nodes over the medium by using CSMA-CA.
CSMA-CA use an energy detection mechanism to listen if a channel is clear before
modulation occurs. The algorithm is used before the transmission of data and de-
scribed in detail at IEEE 802.15.4 [19, p.63]. Packets are encapsulated and encrypted
at the MAC’s Logical Link Control (LLC) sub-layer.

6LoWPAN (IPv6):

IPv6 low-power wireless personal area networks protocol that forms part of the net-
work layer and allows IPv6 packets to be sent and received over the IEEE 802.15.4
[19] network. The 6LoWPAN standard was developed for constrained devices that

operate on limited memory and processing capabilities.

Distance Vector Routing (DVR):

DVR forms part of the network layer and is used primarily to relay packets between
interconnected nodes. The protocol uses the Bellman-Ford equation implemented in
section 4.1.6 to find the least cost of a link before the routing of a packet. Link
cost, in turn, uses the signal strength of neighbouring routers as one of the metrics
to determine the shortest distance to a destination router. The routing protocol
distance is associated with the number of hops a packet needs to travel from a source
to destination. The mesh is continually updated by periodically sending routing
costs to neighbouring routers by the Trickle algorithm [42]. The DVR algorithm for

implementation on the network layer is illustrated in Forouzan [29, p.598-602].
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v.)

vi.)

User Datagram Protocol (UDP):

UDP forms part of the transport layer and is used to send messages between nodes
in the network. The protocol is connectionless and used for constrained devices,
meaning unlike TCP/IP, no handshaking or acknowledgement of receipt of a packet

is performed from the receiver to the transmitter.

Application Layer:

Thread does not define any protocol for its application layer. However, for low-power
constrained devices, the COAP is the most widely used protocol for sending and re-
ceiving packets over a network and secure cloud communications. Alternatively, UDP
messaging may be directly used from the transport layer for messaging between nodes
in a network. Third-party application layer software solutions for [oT connectivity

is also available to developers such as Dotdot, KNX and OpenWeave.'0

2.4.3 Network topology

Leading to the HTEL anti-theft conceptual design, an IEEE 802.15.4 [19] based mesh

network topology with IoT capabilities is proposed in Figure 2.13. The network topol-

ogy is also applicable to control and monitoring applications found in the industry where

multiple mesh networks are distributed to cover large areas that require instrumentation

connectivity through a CMS,. For example, IoT applications at the LHC in monitoring

and control of intelligent embedded systems in the field that communicate over a cloud

computing service. An intelligent embedded system houses an SoC (acting as a router) and
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Figure 2.13: Thread network topology proposed for the HTEL anti-theft solution il-
lustrating how multiple IEEE 802.15.4 [19] based mesh networks are connected through
redundant gateways over the internet to a cloud service. The Thread end-device nodes are
excluded from the network design.

can connect smart sensors while running computationally intensive algorithms as found in
machine learning and image processing. The proposed mesh network operates on the IEEE
802.15.4 [19] based PHY and MAC layers that uses the Thread protocol in the networking
layer. A Thread network contains nodes that may be configured as border-routers, routers
and end-devices.

Border-routers are gateways that connect Thread to an Ethernet or WiFi network for
remote monitoring and control over the internet. A border-router is connected to a router
to gather information on connected devices or instrumentation through the mesh. Multiple
border-routers may exist in a ring topology using an external network that adds redundancy
in the gateway system for network communications to the CMSy or cloud. If one border-

router fails, then another take over the responsibility for network communications. A
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cost-effective approach would be to connect at least one border-router per mesh network.

Routers periodically communicate to other routers to update the mesh topology by
using routing algorithms (see section 4.1.6). End-devices can trigger events of interest
from connected sensors and data can be relayed through the mesh to the border-router.
One of the routers is always selected as a leader and is responsible for joining other routers
in the network.

An end-device is a node that can be used as a sleep device that operates under small
MCU processing duty cycles. Sleep devices draw significantly less power than routers
resulting in years of operation using CR2032 batteries. End-devices can only communicate
directly with their associated router parent to other routers or end-devices in the network.
Conversely, nodes acting as routers are not designed as sleep devices according to the
Thread Technology and not usually battery powered. A maximum of 512 end-devices are
allowed to connect in a star topology to a parent router which could be smaller depending
on the amount of RAM available on that router. End-devices are not currently used in the
proposed network topology in Figure 2.13 but are more relevant to low-power sensory
applications that require intermittent monitoring or control to a CMSs. ZigBee, which is
also an IEEE 802.15.4 [19] based wireless mesh technology contains a PAN coordinator,
coordinator and device. A coordinator is similar to a router; the PAN coordinator similar
to the leader; a coordinator to a router and a device to an end-device. All routers in the
Thread network share persistent data of the leader, if the leader fails, another router node
will be selected as a leader that ensures no single point of failure. Thread currently only
allows a maximum of 32 routers per mesh network. Therefore, a multiple mesh network

may be set up to expand network coverage in a large campus or building area. The Thread
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Specification v1.1 [37] outlines a comprehensive technical overview of the Thread wireless
technology. To use BLE and Thread on a single SoC, the SoC has to provide multi-protocol

capabilities that can run both the stacks concurrently.

2.5 IEEE 802.15.4 Proprietary

Proprietary network developments build on the IEEE 802.15.4 [19] hardware layer is also
possible that exclude the use of commercial low-power mesh wireless technologies such as
Thread or ZigBee. This may be of specific interest to researchers or designers if a pro-
prietary network layer needs to be developed for an application-specific network solution.
However, Thread and ZigBee that natively support IP are considered the preferred low-
power mesh wireless technologies by design engineers because of the extensive research and
development conducted by companies and the technologies ability to easily connect to the

internet.

2.6 Conclusion

In Chapter 2, a technical overview was given of the BLE and Thread protocol stacks
where special emphasis is placed on the hardware layer. The PHY and MAC were presented
while illustrating the techniques responsible for the wireless transmission of electromagnetic
signals. These wireless technologies is of special interest to the researcher who is interested

in developing novel or improved algorithms on the IEEE 802.15.4 [19] PHY or MAC and
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the implementation of the algorithms using either simulation, on ASICs or SDR designs.
BLE is the most widely used low-power wireless technology found in smart-devices today,
while Thread natively supports IPv6 and provide autonomous mesh formations with IoT
capabilities. The HTEL group at the University of the Witwatersrand is an active research
member of ‘ThreadGroup’ and currently researching low-power wireless mesh technologies
[43]. Further research may potentially lead to proprietary mesh network solutions running
the IEEE 802.15.4 [19] hardware layer in future developments. The engineering effort in
designing and development of proprietary networks would be immense, but may lead to
the development of innovative and novel applications in IoT. An API is used to configure
and access the hardware, network and transport layers in the development of a Thread
network. For the HTEL anti-theft solution, it was realised that a multi-protocol SoC
is needed that can run both the BLE and Thread stack concurrently. Furthermore, an
algorithm needs to be developed that uses the API of the SoC to conduct performance
and reliability tests. The tests will form an integral part before application deployment of
an anti-theft solution or an instrumentation application that uses the Thread networking
protocol. Custom software will be developed to transmit packets between interconnected
nodes forming the mesh and log performance and reliability metrics without the use of a
cloud service. Consequently, the literature review resulted in the development of the final
HTEL anti-theft conceptual network design in Figure 2.8 for PCD communications to the
mesh and Figure 2.13 for mesh communications to the cloud. The Thread mesh network
topology, however, can be used for almost any type of low-power and low-throughput

wireless control and monitoring application with the need for IoT connectivity.
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Chapter 3

Mesh Network Development

In this chapter, experimental studies are conducted that lead to the development of a mesh
network. Following the comprehensive technical overview of low-power wireless technolo-
gies presented in Chapter 2, an IEEE 802.15.4 [19] based Thread network is developed
and implemented. A detailed description of the hardware and software developments are

given in the experiments conducted.

3.1 Methodology

An embedded system with a multi-protocol radio with advanced processor capabilities from
a silicon chip manufacturer is utilised during the inception phase in network development.
An ad-hoc! wireless network consisting of nine nodes are strategically distributed in an

indoor building environment. Point-to-point packet transmissions from each node in the

"Wireless ad-hoc mesh networks are mobile and dynamic communicating interconnecting nodes that
do not necessary rely on external network infrastructure to function.
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aQFN73 package. WLCSP package.

Figure 3.1: Nordic Semiconductor’s a) aQFN73 and b) WLCSP nRF52840-SoC capable
of running advanced multi-protocol Bluetooth 5, Thread and ZigBee wireless technologies
on a single chip [45].

network are conducted whereby Round-Trip Times (RTTs) and packet loss are recorded. A
statistical approach is followed in data analysis to determine the performance and reliability
of the mesh network. The results obtained from the statistical analysis are compared with
a simulation of the wireless technology routing protocol to confirm the hop distance a

packet travelled.

3.2 Experimental Study

The physics building at the University of the Witwatersrand is used as an indoor test-
ing environment where nodes are distributed at specific areas located on the ground floor
and mezzanine. The building consists of many obstacles, termed ‘shadow regions’ caused
by obstructions, which may inadvertently affect radio transmissions between the nodes in
the network. Environmental conditions for planned network installations at educational

institutions in outdoor environments are probably less obstructive than the test-bench en-
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vironment, and better network performance are expected. Nodes are mounted on Acryloni-
trile Butadiene Styrene (ABS) enclosures at locations determined from the experimental
study in section 3.2.2. ABS plastic has a relatively small dielectric constant [44] (the
ability of the material to build up an electrical charge) and is transparent to RF signals.
The plastic may be used as an enclosure to mount sensitive radio transceiver devices for
ingress protection against dust and water. The antenna of a node is positioned to avoid
absorption of Radio Frequency (RF) energy by the enclosure and to ensure radiation of the
omnidirectional RF-modulated signal. The network development is discussed in section

3.2.3.

3.2.1 Embedded system and RF design

3.2.1.1 Hardware development

The nRF52840 [45] from Nordic Semiconductor (hereafter referred to as the SoC), is an
integrated MCU and multi-protocol 2.4 GHz radio for use in low-power wireless applica-
tions. The MCU consists of a 32-bit, 64 MHz, 1 MB flash memory and 256 kB RAM
(additional 48 digital/analog 10s, 12C, 12S, SPI, UART and USB communication inter-
faces) ARM Cortex-M4F processor. The SoC is presented in Figure 3.1a and fabricated
out of silicon with a case dimension of 7 mm x 7 mm x 0.85 mm containing 55 nm tran-
sistors, resulting in a processor performance of a 212 EEMBC CoreMarks score [46] or 3.31
Coremarks/MHz running from flash memory. The PCB design embeds an advanced Quad
Flat No-lead (aQFN) package (SoC), passive components and trace antenna to represent

a network node.
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Figure 3.2: nRF52840-DK [48] utilised in the experimental study for fast prototyping and acting as a
router in the Thread network. The nRF52840-SoC (labelled U1l) with the passive components is mounted
on the top layer located inside the square silkscreen marking. The rest of the nRF52840-DK PCB embeds
an MCU (labelled U2) for programming and accessing 1O ports of the nRF52840-SoC.



An aQFN is a leadless pad, multi-row, fine pitch lead frame packaging solution. The
aQFN uses more material, offer PCB design advantages and is more expensive than Water-
Level Chip-Scale Packages (WLCSP). WLCSP is a leadless solder balls, multi-row, fine
pitch with no frame package solution. In the nRF52840 Specification v1.1 [47] release,
a smaller WLCSP package, depicted in Figure 3.1b, is designed with the same chip
architecture as the aQFNT73 package.

The nRf52840-DK [48] embedding the SoC and MCU programmer is shown in Fig-
ure 3.2 and utilised in this study for fast prototyping in the development of the mesh
network. The SoC is located to the right of the PCB and labelled Ul. The second MCU,
labelled U2, is used to program the wireless protocol stacks and application to the SoC.
The nRf52840-DK provides access to the 10s of the SoC and is accessible through the
header pins. A 3.6 V, 1.5 Ah rechargeable Nickel-Metal Hydride (NiMd) battery is used
to power the SoC through the external supply connector on the left of the figure running
Thread and the testing software.

In the RF design, a matching network called a pi-filter consisting of two capacitors
labelled C3 and C4 and inductor L1 to ensure a 50 €2 impedance between the SoC X2
and antenna. The trace of the single-ended monopole antenna located on the top copper
layer is designed with a ground plane on the bottom layer shown in of the PCB to form
a dipole antenna. The length of the antenna trace is at least one-quarter of the 2.4 GHz
wavelength. This acts as a transmission line and will show characteristic impedance due
to inductance and capacitance. The 50 €2 impedance, which is a compromise between
30 © for minimum attenuation and 75 € for maximum power transfer, is a well-known

standard used in RF antenna design. The impedance of the antenna trace is tested by
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connecting an RF measuring probe J1 to a network analyser, taking into account the
effect of the dB loss of the probe into consideration [49]. The goal of antenna tuning is
to maximise radiation by resonating the antenna at the operating frequency of the radio.
The SoC antenna transmits a maximum output power of T, = +8 dBm or 6.25 mW with
an antenna gain approximating 0 dBi that radiates the modulated omnidirectional signal
to nearby nodes. The Received Signal Strength Indicator (RSSI) in decibel milliwatts,
measured at approximately RSSI > —35 dBm at a node within a 1 m proximity over the
air with no obstacles present. To ensure similar signal performance of the nRF52840-DK, it
is imperative the antenna guidelines are adhered to when designing the PCB embedding the
nRF52840-SoC. Improper impedance matching can cause transmitter power loss, which in
turn reduces radio transmitting range [50]. Consequently, the antenna may be susceptible
to interference, which will have a detrimental effect on the performance of the RF network.

For more information on the PCB and antenna design, refer to Appendix II.

3.2.1.2 Software development

The software development process uses an API and a binary representation of the Thread
protocol stack that is packaged into the ‘nRF52 SDK for OpenThread’ [51] Software Devel-
opment Kit (SDK) developed by Nordic Semiconductor. The API consists of programming
functions to interface with the Thread protocol stack. Custom testing software is compiled
with the GNU Arm Embedded Toolchain [52] from GCC (GNU Compiler Collection) [53].
GNU Arm Embedded Toolchain is a GCC compiler used in the software development of

ARM Cortex-M4 processors. The testing software sets up the node roles, assigns IPv6 ad-
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(b) Rs router. (c) Ry router.

-_— —
(d) Rs and Rg router. (e) Ry router. (f) Rg and Ry router.

Figure 3.3: Physics building ground floor router distribution determined from log-
distance modelling. Each router is mounted on an enclosure to ensure radiation of the
omnidirectional RF-modulated signal.
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dresses and sends Internet Control Message Protocol (ICMP) requests between the nodes
for the network performance and reliability tests. The Thread stack and testing binaries
are transferred to the nRF52840-SoC using the SEGGER-link programmer tools [54]. The
Thread Specification v1.1 [37] presents a comprehensive technical overview of the technol-
ogy with important aspects discussed in section 2.4. As part of this study, the testing
software included an algorithm that uses the ICMP to log Quality of Service (QoS) metrics

and is discussed in section 3.2.3.

3.2.1.3 Power consumption

The power consumption of a router during the network tests running the Thread protocol
stack outputting a transmitter power of T, = +8 dBm while performing ICMP requests
and external logging on a storage device, did not exceed an average of 20 mA of current on
the nRF52840-DK. The life expectancy of the 1.5 Ah rated NiMd battery supplying the
nRF52840-DK acting as a router, assuming a battery efficiency of 100% and an SoC core
voltage of 3V, is estimated at (1500 mAhx3 V)(20 mA x3 V)~! = 75 hours, which allows
approximately three days of testing of each router in the network at the Physics building.
According to the Thread Technology, routers are not initially designed as sleep devices and
battery powered. It is estimated that running only the Thread protocol stack acting as
a router on the nRF52840-SoC at T, = +8 dBm using the bare minimum of components
required in the PCB design (refer to Appendix II for more details), may consume more
or less an average current of approximately 10 mA. If the power consumption is found

unacceptable, then the Thread software can be modified and/or the radio reprogrammed
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to ensure lower power consumption. In anti-theft applications, it is recommended that
the mesh is continually active in case an event is triggered from low-powered sensors for
remote communications to the CMS. Pocket-sized 3.6 V Lithium-Thionyl Chloride (Li-
SOCI2) batteries from Tadiran rated at 35 Ah [55] will last approximately 9000 hours at a
load of 3.5 mA. End-devices on the other hand, are sleep devices operating at lower duty
cycles which results in a significantly less power (< 0.5 mA) usage than routers and can

operate years using pocket-sized batteries.

3.2.2 Router distribution

Path losses are signal attenuations of electromagnetic wave propagations due to refection,
diffraction and scattering in indoor environments which may be modelled to determine the
RF range [56, p.69]. In the Physics building ground floor hall area shown in Figure 3.3a,
signal strength measurements between two nRF52840-DK transceivers were taken at vari-
ous distances to determine the RF coverage area before the deployment of the routers. By
utilising two transceivers running the IEEE 802.15.4 [19] hardware layer, the RF path loss

is determined from the log-distance path loss model [56, p.102]:

RSSI = 10nlog,o(d) + e, (3.1)

where RSSI? is the received signal strength indicator in dBm from a transmitting node,

n is the path loss exponent, e is an environmental constant and d is the distance of the

RSSI and power in watts conversion: dBm = 10log(mW/ImW) and mW = 10(dBm/10),
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Figure 3.4: Log-distance modelling of RSSI versus log,,(d) at Ty = 0 dBm.

RSSI measurements between the two nRF52840-DK transceivers in meters. Parameter n
is determined using polynomial least-squares regression of the logarithmic distances and
averaged RSSI measurements. With reference to Equation 3.1 and the model represen-
tation in Figure 3.4 as y = mx + ¢, the path loss exponent n is estimated at 2.137 where
m = 10n and the environmental constant e estimated at 55.05. In free space, n = 2 and
where obstacles are present, n > 2 [56, p.104]. The fit demonstrated 87.58% of the total
variation in the data is about the average. By running similar experiments, nodes may be
optimally distributed to cover a wide range of areas in the building. RF attenuation due
to obstacles may be determined experimentally through similar field measurements. To
aid in indoor propagation modelling, researchers have accumulated huge amounts of signal

loss measurements through building material in indoor environments [56, p.127].
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Further analysis in Figure 3.4 predicts reliable data transmissions should be expected
between transceivers not exceeding log;,(20) line-of-sight distances or RSSI > —80 dBm
in both directions for a node transmitting at 7, = 0 dBm. The indoor RF propagation
modelling between two routers with a -90 dBm receiver antenna sensitivity and radiating
at T, = 0 dBm (1 mW) output power will have an RF signal attenuation of approximately
30 dB over 30 m line of sight distances [57]. These transmitter and receiver measurements
revealed a 2.1 path loss exponent obtained from the log-distance path loss model. Con-
sequently, routers may be distributed not exceeding distances 20 meters apart because of
strong signal strength fluctuations illustrated in Figure 3.4 at this range caused by multi-
pathing of the transmitted signal in the hallway. Statistical fluctuations are presently
known as jitter round these distances that may cause performance and reliability degrada-
tion in data communications between interconnected nodes. In the experimental study, a
node is programmatically set at T, = +8 dBm to allow higher RF line-of-sight distances
and take advantage of RF reflections and scattering in a highly obstructed or where no

line-of-sight communications are possible in the indoor testing environment.

3.2.3 Mesh network development

In network development, nine routers are distributed in the Physics building. Signal
strength measurements are first acquired using the API to determine the quality of the
router’s link connections. The network test-bench with link-costs is illustrated in Fig-
ure 3.5 with router locations displayed in Figure 3.3. The network test-bench display

distance in meters between routers and averaged RSSI in dBm of interconnected routers.
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Table 3.1: Links displaying the average signal strength with link cost between interconnected routers

forming the mesh network.

|R1 R2 R3 R4 R5 R6 R7 R8 R9Y
R1|-33 -53 [E8 -64 NL NL NL
R2|-54 -35 -54 -70 NL NL NL
R3 -58 -30 NL -59 -56 NL NL NL
R4 NL -31 -51 [JS00N -67 NL
R5 61 -50 -23 -57 NL NL
R6 NL -60 -26 NL
R7 66 NL

NL NL NL
NL NL NL

RSSI:
No Link
< -99 dBm
< -80 dBm
< -70 dBm
< -60 dBm
< -50 dBm
< -30 dBm

Link Cost:
< -90 dBm
< -85dBm
< -80 dBm
< -75 dBm
< -70 dBm
< -65 dBm
< -60 dBm
< -55 dBm

—_
o

W = OO 3 00 ©
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Figure 3.6: Router Ry — Rq packet request and logging algorithm.
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Mesh Link Establishment (MLE) is a protocol used by Thread where routers period-
ically multicast an estimate of the quality of their links [37, p.58]. Link-cost is a metric
used in this study to determine the quality of a link between routers. RSSI measurements
between the links of the routers with their link costs are displayed in Table 3.1. The
Thread specification uses four-link costs ranging from one to four, with one being the best.

The RTT is the time a packet takes to reach the destination router and a return reply
of the packet to the source router. RTT and packet loss are obtained by implementing
the algorithm in Figure 3.6 which makes use of the functions in the API to send ICMP
requests from a source router R, where s = 1...9 to the destination routers Ry where d
= 1...9. Each router is given a static IPv6 address for data communications and radios
are programmed at T, = +8 dBm. Each router is then randomly activated from a remote
nRF52840-DK running Thread to start the algorithm. The timer-handler in the algorithm
coded on lines 717-788 (see Appendix III) is called by the real-time clock timer of the
MCU every 700 ms, which sequentially sent unicast ICMP requests from the source to
the destination routers. Logging of an ICMP request is only performed when the timer-
handler is disabled and occur just after all the data from a sequence is concatenated on
the router’s external storage device. Disabling the timer-handler prevents ICMP requests
and enables logging of the data by the storage data hardware, which requires the serial
peripheral interface of the MCU. Logging is again enabled in a “main()” function and the
timer-handler started containing the ICMP request code.

The data logged for analysis in the network, is 42000 x 8 = approximately 336000
ICMP packet requests per router. Since there were nine routers, 336000 x 9, gave a total

of approximately 3024000 ICMP packet requests in the mesh network ICMP requests were
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transmitted every 0.7 seconds per router, that resulted in 336000 x 0.7 seconds =+ 3600
seconds = approximately 65.3 hours or 2.7 days of logging. The data collected in the study

is available for analysis at ICMP Router Data [58].

3.3 Conclusion

A network was successfully developed containing nine routers in the Physics building using
Nordic nRF52 SoCs and OpenThread. Link-budget analysis was partially conducted which
resulted in the derivation of a log-distance model that aided in the distribution of the
routers in the building. An algorithm was developed and flashed to the nRF52840-SoC
and randomly activated remotely where ICMP requests were sent from each router acting
as a transmitter to all the routers in the network acting as receivers. The network test-
bench was presented where the routers are located and mesh links were identified. A
detailed view of the hardware and software developments conducted in the study to build
the network was discussed. The network test-bench consists of nine source and eight
destination routers, therefore 72 routes for data communications. More than three million
ICMP request was transmitted, emulating a busy mesh network between the routes and
concurrently logging RTT and packet loss measurements over 65 hours on nine external
storage devices connected to the nRF52840-DK. A route is a path a packet travels from
the source to destination router given by R, — R4 and have two column vectors with n
samples containing the RTT and packet loss measurements. The logged performance and

reliability metrics of the mesh is analysed in Chapter 4 to characterise the network.
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Chapter 4

Results

In this chapter, the data collected on the external storage devices for each of the nine
routers distributed in Physics building shown in Figure 3.5 are analysed. The statistical
techniques used to analyse the data is presented, followed by a detailed analysis of the
performance and reliability metrics for each of the routes presented as R, — Ry;. As
mentioned in the previous chapter, network performance analysis deals with round-trip
times and hop distances of a route while network reliability analysis deals with the outliers
and packet delivery ratio of a route. Conclusions are presented at the end of the chapter

giving a comprehensive quantitative overview of the analysed data.

4.1 Data Collection

In the preliminary data analysis presented in van Rensburg et al. [57], unicast Round-Trip

Time (RTT) measurements from a single source to multiple destination routers through
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multi-hopping were conducted. A total of 9000 packets (1000 ICMP requests per destina-
tion router) were sent between a single source R; to each destination router Ry through to
Ry, and the RTTs of the payload and packet loss were logged.

In the network development by van Rensburg et al. [26], more than three million pack-
ets were sent between multiple source routers to multiple destination routers where perfor-
mance and reliability data were logged for analysis by adopting similar statistical methods
used in particle physics. The ICMP Router Data [58] is collected from the implementation

of the algorithm in Figure 3.6.

4.1.1 Data analysis

In this section, we analyse the RTTs of a route Ry, — R, to compute the simple three-
sigma limit rule to separate data points to be considered outliers. The z-score is used to
determine the number of standard deviations an RTT measurement of a route (represents

as a vector containing the RT'Ts measurements) is from the mean. The z-score is given as:

Al 3 (11)

where x is a vector containing the RTTs of the route, u is the mean, o is the standard
deviation of the route R, — Ry and z is a vector containing the z-scores of the RTT
measurements that fall within and outside 30. As we recall, a route is presented by

Ry, — R4, where s is the source router and d is the destination router. There’s nine
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routers in the building, therefore, 9 x 8 = 72 possible routes for a packet to travel from a
source (R) to destination (R,;) router (eight routes per transmitting router where there
are nine transmitting routers). The statistical analysis revealed that RTTs do not follow
a single Gaussian normal distribution and as a result, a non-parametric statistical model
is derived for probability testing. A total number of 72 vectors containing the sampled
data are populated containing the RT'T measurements within and outside 30 where their

distributions are analysed at a 8-byte packet payload.

4.1.2 Performance and reliability metrics

Outliers can potentially indicate reliability degradation in a route, for example, Carrier
Sense Multiple Access with Collision Avoidance (CSMA-CA) operations on the IEEE
802.15.4 [19] data link layer that consequently causes packet retransmissions. RTTs within
30 may provide information on point-to-point hopping distances, while RTTs outside 3o
and packet loss may indicate a route’s reliability. A statistical model representing the Prob-
ability Density Function (PDF) of the RTTs within 3¢ for each distribution is illustrated
where the metrics for performance and reliability testing are outlined:

i.) For performance analysis, the RTTs of a route R, — Ry within 30 is separated

followed by the computation of the following metrics:

- The mean or average, denoted by symbol x in ms given as:

1 n
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where n is the number of samples or sample size of the RT'Ts and x; is the i
sample of the row vector representing the RTTs within 3o.

- The median denoted by symbol ¢ in ms, where the result for each median
computation of each route is shown in the upcoming figures.

- The standard deviation denoted by symbol ¢ in ms and given as:

1 n
i=1

where n is the number of samples or sample size of the RTTs and z; is the i
sample of the row vector representing the RT'Ts within 3o. Jitter or variance is
computed as o2

- The RTTs of a route is fitted with a non-parametric Gaussian Kernel' function
given as:

n (X B p>2
e 2h2 (4.4)

1 A
B _hz; V2rh? 7

as it was found that a parametric distribution such as a single Gaussian normal
distribution cannot properly describe the RTTs. Parameter h is the smoothing
parameter or bandwidth = 0.8; n is the number of samples or sample size of the

univariate RT'Ts; x is a row vector of the RTTs within 30 and p is a row vector

'A Gaussian Kernel can fit multi-modal distributions for probability testing.
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of the bin data. Equation 4.4 is executed in an iterative loop indexing the i
sample of the route to obtain the PDF (see Appendix IV).
ii.) For reliability analysis, the following metrics are used:
- The RTTs of a route Ry, — Ry outside 30 is considered outliers and presented
as statistical fluctuations, irrespective whether the RTT distribution follows a
normal distribution.
- The RTTs within and outside 30, the PDR is obtained as a metric computed

from the logged ICMP request of a route Ry — R; and defined as:

P,
P.DR(RS_>Rd) = F X 100%, (45)
t

where the PDR is the percentage of packets successfully send from the trans-
mitting router of a route Ry — Ry, P, is the total packet received, and P, is the

total packets transmitted.

4.1.3 Performance analysis

In this section, we study the RTT distributions of a route Ry — R, using statistical analysis
as described in section 4.1.2. We first focus on the packet transmissions of router R; to

its destinations routers by analysing Figure 4.1 and summarising the results as follows:

1. Single-link packet transmissions detected in routes Ry — {Rs, Ry, R7}:

i.) No visible performance or reliability issues present in the routes. The bulk of
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(c) Ry RTT statistics and packet loss.

Figure 4.1: Router Ry — Rq RTT distributions a) within 30 b) outside 3¢ and ¢)

PDR(R1-R2:42240-42195) = 99.89%; PDR (r1-R3:42240-309670) = 93.92%;
PDR(R1-R4: 4224042227 = 99.97%; PDR (R1-R5: 42240 41427) = 98.08%;
PDR(R1-R6:42240-42089) = 99.64%; PDR(R1R7:4224042120) = 99.74%;
PDR(R1-Rs:42240-42000) = 99.64%; PDR (R1R9:4224042004) = 99.65%.
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Destination router
(c) Router Ry RTT statistics and packet loss.

Figure 4.2: Router Ry — Rq RTT distributions a) within 30 b) outside 3¢ and ¢)
DR (r2R1:4195141908) = 99.90%; PDR(r2—R3: 41051541010) = 99.92%;
DR (ro—Ra:41951541580) = 99.12%; PDR(R2R5: 41051 541851) = 99.76%;
DR(R2—>R6:41951—>41758) = 99.54%; PDR(R2—>R7:41951—>41422) = 98.74%;
DR (ra—rs:4105141786) = 99.61%; PDR(R2R: 41051541606) = 99.39%.
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Destination router
(c) Router R3 RTT statistics and packet loss.

Figure 4.3: Router R3 — Rq RTT distributions a) within 30 b) outside 3¢ and ¢)
DR(R3—>R1:42228—>39993) = 94.71%; PDR(R3—>R2:42228—>42200) = 99.93%;
DR(R3-R4: 42208 s41282) = 97.76%; PDR(r3R5: 42228 542186) = 99.90%;
DR(r3-R6: 42228 542166) = 99.85%; PDR(r3R7: 42228 542053) = 99.59%;
DR(r3-R8: 42228 542053) = 99.59%; PDR(r3-sR9: 42228 541986) = 99.43%.
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(a) Router R4y RTT distributions within 3o.
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Destination router
(c) Router R4 RTT statistics and packet loss.

Figure 4.4: Router Ry — Rq RTT distributions a) within 30 b) outside 3¢ and ¢)
DR R4—R1:42670—42641) — 9993%, PDR(R4—>R2:42670—>42284) = 9910%,
PDR(r4-sR5: 42670542650) = 99.95%;

PDR(ra-sR7: 42670 42619) = 99.95%;
PDR(r4-sR9: 4267042513) = 99.63%.
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( )
DR (ra—R3: 42670541578) = 97.44%;
DR(r4—sR6: 42670-37104) = 86.96%;
DR(r4—RS8: 42670—42489) = 99.58%;
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Destination router
(¢) Router Rs RTT statistics and packet loss.

Figure 4.5: Router Rs — Rq RTT distributions a) within 30 b) outside 3¢ and ¢)

PDR(r5-R1:42395-41646) = 98.23%; PDR (R5-R2:4230542203) = 99.76%;
PDR (r5-R3:4239542331) = 99.86%; PDR(R5_R4: 4239542372) = 99.95%;
PDR(r5-Ré6:42305-42340) = 99.87%; PDR (R5R7:4230538878) = 91.70%;
PDR(r5-Rs:4239541875) = 98.77%; PDR(r5-R9: 42305542179) = 99.49%.
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(b) Router Rg RT'T distributions outside 3o.
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Destination router
(c) Router Rg RTT statistics and packet loss.

Figure 4.6: Router Rg — Rq RTT distributions a) within 30 b) outside 3¢ and ¢)
DR(R6—>R1:42756—>42636) = 99.72%; PDR(R6—>R2:42756—>42602) = 99.64%;
DR (r6-sR3: 42756 +42677) = 99.82%; PDR(Rr6-R4: 42756-537269) = 87.17%;
DR (r6—sR5: 42756 —42708) = 99.89%; PDR(Rr6—R7: 42756—40755) = 95.32%;
DR(R6—>R8:42756—>42671) = 99.80%; PDR(R6—>R9:42756—>42602) = 99.64%.
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Destination router

(c) Router R7 round-trip time statistics and packet loss.

Figure 4.7: Router R; — Rq RTT distributions a) within 30 b) outside 3¢ and ¢)
DR(R?%R1:42608%42491) = 99.73%; PDR(R7HR2:426OSH42039) = 98.66%;
DR(R7—R3: 42608—42438) = 99.60%; PDR(R7—R4: 42608—42579) = 99.93%;
DR (r7—R5:42608—38682) = 90.79%; PDR(r7-R6: 42608—40501) = 95.27%;
DR(r7—Rs: 4260842551) = 99.87%; PDR(r7—R9: 42608—42531) = 99.82%.
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(c) Router Rg RTT statistics and packet loss.

Figure 4.8: Router Rg — Rq RTT distributions a) within 30 b) outside 3¢ and ¢)

PDR(RS%R1:41901%41762) = 99.67%; PDR(RS%R2:41901~>41731) = 99.59%;
PDR(rs—R3:41901-41736) = 99.61%; PDR(Rs—sR4:4190141742) = 99.62%;
PDR(rs—R5:41901-41413) = 98.84%; PDR (rs—R6:41901—41823) = 98.81%;
PDR(rs—R7:41901-41866) = 99.92%; PDR (rs—R9:41901-41825) = 99.82%.
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Figure 4.9: Router Rg — Rq RTT distributions a) within 30 b) outside 3¢ and ¢)
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Figure 4.10: Mesh network route performance by k-means clustering analysis.

- One-hop packet transmissions have an approximation of y ~ 10 ms.

- Two-hop packet transmissions have an approximation of p ~ 20 ms.
- Three-hop packet transmissions have an approximation of u ~ 30 ms.
- Four-hop packet transmissions have an approximation of p = 40 ms.

- Thread currently allows a maximum of 32 routers in a mesh network
with a maximum hop count of 16 hops from router R to Rg.
- Round-Trip times are measured and not latency.
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Figure 4.11: Mesh network route reliability by regression analysis.




ii.)

the RTT distributions are uni-modal and indicate one-hop packet transmissions
as shown in Figure 4.1a.

Performance is indicative of a single-link establishment.

2. Multiple-link packet transmissions detected in routes Ry — {R3, Rs, Rg, Rs, Ro }:

i)

ii.)

iii.)

iv.)

Ry — R3: The bulk of RTT distribution is bi-modal with one-hop and two-hop
packet transmissions which indicate an active presence of dynamic routing” as
shown in Figure 4.1a. There exist potentially reliability issues, as shown by
the outlier percentage and PDR as shown in Figure 4.1b and Figure 4.1c.
Ry — Rs: The bulk of the RTT distribution is uni-modal indicating one-hop
packet transmissions. A bump exists in the distribution of three-hop packet
transmissions indicating dynamic routing as shown in Figure 4.1a. There
exist potential reliability issues as shown by the outlier percentage and PDR,
as shown in Figure 4.1b and Figure 4.1c.

Ry — Rg: The bulk of the RTT distributions are uni-modal indicating three-hop
packet transmissions, as shown in Figure 4.1a. No reliability issues present by
the outlier percentage and PDR as shown in Figure 4.1b and Figure 4.1c.
Ry — {Rs, Ro}: The bulk of the RTT distribution is uni-modal indicating two-
hop packet transmissions, as shown in Figure 4.1a. No reliability issues present

by the outlier percentage and PDR, as shown in Figure 4.1b and Figure 4.1c.

As shown in the distribution analysis of route Figure 4.2 to Figure 4.9, the analysis

is repeated for source routers R, to Ry. Instead of using a summarised approach, the

performance metrics computed are used to plot the relationship of the route mean and

2Route changes as link cost changes due to noise in the signal strength measurements.

103



standard deviation. The k-means clustering method is employed to group the 72 routes
in the mesh and is presented in Figure 4.10. From the cluster analysis, the network’s

performance is summarised as follows:

1. For RTT distributions with values: p < 15 ms; § < 10 ms; o0 < 11 ms, 36 routes are
clustered around centroid 1 with the following characteristics:
i.) Low RTT delays and jitter present in routes.
ii.) Stable point-to-point with one-hop packet transmissions.
iii.) Routes don’t indicate any reliability issues, more on reliability in section 4.1.4.
2. For RTT distributions with values: p < 25 ms; § < 20 ms; o0 < 17 ms, 18 routes are
clustered around centroid 2 with the following characteristics:
i.) Routes have slightly higher RTT delays and jitter compared to routes clustered
around centroid 1.
ii.) Mostly mesh with two-hop packet transmissions.
iii.) Two out of 18 routes indicate reliability issues as shown in Figure 4.11, more
on reliability in section 4.1.4.
3. For RTT route distributions with values: p < 34 ms; 6 < 30 ms; o0 < 15 ms, 8 routes
are clustered around centroid 3.
i.) Routes have slightly higher RTT delays and jitter compared to routes clustered
around centroid 2.
ii.) Mostly mesh with three-hop packet transmissions.
iii.) Routes don’t indicate any reliability issues as shown in Figure 4.11, more on

reliability in section 4.1.4.

4. For other RTT distributions: 10 routes are clustered around centroid 4 with the
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following characteristics:
i.) A higher variance in RTTs present in routes, data points are more dispersed
compared to points around centroid 1, centroid 2 and centroid 3.
ii.) Dynamic mesh with one-hop, two-hop and three-hop routing present.
iii.) Routes don’t follow a linear relationship compared to the routes clustered around
centroid 1, centroid 2 and centroid 3.

iv.) Routes indicate reliability issues, more on reliability in section 4.1.4.

4.1.4 Reliability analysis

Routes are identified with degraded reliability by studying the outlier and PDR metrics of
R, — Ry. As we recall, outliers are the percentage of the RTTs that falls outside 30 and
PDR indicate as a percentage whether the transmitted packets were successfully delivered.

From Figure 4.11, the reliability of the routes is computed as:

- PDR(c1) = 99.7% (36 routes, single link routing of one-hop count).

- PDR 2y = 98.2% (18 routes, mesh routing of two-hop counts).

- PDR(c3) = 99.6% (8 routes, mesh routing of three-hop count).

- PDR(c4y = 95.3% (10 routes, single link and mesh routing).

- PDR(c1,02,03,c0) = 98.2% (Overall network reliability of 72 routes).

As depicted in Figure 4.10 and Figure 4.11, routes with the poorest reliability are
more dispersed around centroid 4 than other points. From the polynomial model, it can
be seen from routes with outliers greater than 2%, an exponential degradation in the PDR

is observed. The routes seem more unstable potentially caused by dynamic routing in the
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Figure 4.12: Router RTTs at various throughputs.

network. Dynamic routing means that the routing protocol will dynamically change link
connections to nearby routers with the least cost because of noise or obstacles in the envi-
ronment, which may subsequently cause higher jitter and packet losses. Routes with the
worst reliability, R4 <+ Rg, in both directions through multi-hopping are clustered around
centroid 2 and does not indicate a large extent of dynamic routing (see Figure 4.4a) but

has the highest packet losses potentially caused by the building’s environmental conditions.

4.1.5 Low-throughput versus RTT

In this section, we briefly demonstrate how RTTs are influenced by the payload of a packet.
Source router R; in Figure 3.5 is set-up to sequentially sent 313 unicast ICMP requests at

different throughputs (8, 16, 24, 32, 64, 128, 256 B/s) to each of the destination routers Ry
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to Ry for analysis. As shown in Figure 4.12, the RTT increases for larger packet payloads
and the results indicate an acceptable increase in RTTs for a 64-byte packet payload.
Therefore, more information may be transmitted between interconnected nodes compared
to the 8-byte payload, with similar network performance and reliability expected. RTTs
exceeding 200 ms for low-throughput applications will be considered too high since the

human response time is in this range.

4.1.6 Routing algorithm simulation

The Thread networking layer uses the Distance Vector Routing (DVR) protocol to relay
packets in the mesh. Routers are continually updated by periodically sending routing
costs to neighbouring routers by the Trickle algorithm [37, p.113]. DVR applies the simple
Bellman-Ford equation [29, p.598] to find the least cost of a link before routing of a packet
occurs. The link cost is a metric that forms an integral part of the routing protocol
that uses the signal strength of neighbouring routers to determine the shortest distance
to a destination router. The router distance is associated with the number of hops a
packet needs to travel from a source to destination determined by the DVR algorithm. For
example, one-hop means there is a single link directly to the destination router using two
routers while two-hops mean there are two links through an intermediate router to the
destination router using two routers.

The distribution analysis reveal the hop counts of the transmitted packet by analysing
the modalities of the RTT measurements. The statistical results depicted in Figure 4.10

are confirmed by simulating the Bellman-Ford equation of the physical network. Multiple
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signal strength measurements are taken and averaged of connected routers in the network
and used as a static metric in the simulation to determine the shortest route from source to
destination. For example, with reference to Figure 3.5 and Table 4.1, to find the shortest

hop distance between Ry — Ry, the Bellman-Ford equation is simulated as follows [29]:

D(R1—>R9)7 {C(R1—>R7) + D(R7—>R9)}
D(Rlﬁ)Rg)a {C(R1%R4) + C(R4~>R7) + D(R7~)R9)}
D(R1%R9) = min

D(R1—>RQ)7 {C(Rl—)Rs) + C(Rz,%Rs) + D(R8—>R9)} (46)

D(R1~)R9)7 {C(R1%R5) + C(R5*>R6) + D(RG*)RQ)}

where c¢ is the cost between the intermediary nodes and D is the shortest distance. It is
clear from Equation 4.6 and considering the topology in Figure 3.5 that the shortest
route follows Ry — R; with a cost of 7, then R; — Ry with a cost of 8 resulting in a
hop distance of 15. Similarly, Table 4.2 to Table 4.9 are generated for source routers Ry
to Rg. The router tables confirm the results obtained from the statistical analysis except
for Ry <> R3, Ry < Rs5 in both directions, which are potentially due to fluctuating signal
strengths caused by multi-pathing when measurements were taken. Note, in the routing
tables that link costs between R, <+ R4 are termed NA, since these routing costs indicate
at the time of the RSSI measurements, inconsistent signal strengths in both directions.
Reliability degradation is possibly caused by CSMA-CA packet re-transmissions due to

the environmental conditions as seen by the outliers. Poor link connections cause the DVR
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Table 4.1: Router Ry — Rq routing table.

Destination Cost Next Hop

Ry - - -
Ry 3 - 1
R; 6 R 2
Ry 5 - 1
Rs NA - 1
Ry 12 Ry 3
Ry 7 - 1
Rs 15 Ry 2
Ry 15 Ry 2

Table 4.2: Router Ry — R4 routing table.

Destination Cost Next Hop

R 3 - 1
Ry ; ; ;
R; 3 ; 1
Ry 8 - 1
Rs 7 R; P
Rg NA Ry P
R; 8 ; 1
Rs 18 R 3
Ry 18 R 3

Table 4.3: Router R3 — Rq routing table.

Destination Cost Next Hop

R 6 R, 9
R, 3 ; 1
R; ; _ .
Ry 7 Rs 2
Rs 4 - 1
Rg NA - 1
R; NA R, 3
Rs NA  Rg P
Ry NA  Rg 2
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Table 4.4: Router R4 — Rq routing table.

Destination Cost Next Hop

Ry 5 - 1
Rs NA Ry 1
Rs 7 Rs 2
Ry - - -
Rs 3 - 1
Rg 7 Rs 2
Ry 6 - 1
Ry 10 - 1
Ry 14 R~ 2

Table 4.5: Router R5; — R4 routing table.

Destination Cost Next Hop

R NA _ 1
Ry 7 Rs 2
Rs 4 . 1
Ry 3 ; 1
Rs - . -
Rg 4 - 1
Ry 8 _ 1
Rs 10 ; 1
Ry 10 R 2

Table 4.6: Router Rg — Rq routing table.

Destination Cost Next Hop

Ry 12 Rs 3
Ry NA Rs 2
Rs NA - 1
Ry NA Rs 2
Rs 4 - 1
Rg - - -
Ry NA - 1
Rs 6 - 1
Ry 8 - 1
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Table 4.7: Router R; — R4 routing table.

Destination Cost Next Hop

Ry 7 - 1
Ry 8 - 1
R3 13 R 3
Ry 6 - 1
Rs b) - 1
Rg NA - 1
Ry - -

Rg 8 - 1
Ry 8 - 1

Table 4.8: Router Rg — R4 routing table.

Destination Cost Next Hop

R 15 Ry 2
Ry 16 Ry 3
R3 NA Rg 2
Ry 14 - 1
Rs 10 - 1
Rs 6 - 1
Ry 8 - 1
Rs - - -
Ry 6 - 1

Table 4.9: Router Ry — Rq routing table.

Destination Cost Next Hop

Ry 15 Ry 2
Ry 18 R~ 3
R3 16 R 2
Ry 14 R~ 2
R;5 12 R 2
Rg 8 - 1
R~ 8 - 1
Rg 6 - 1
Ry - - -
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algorithm to dynamic change link connections in harsh indoor building environments, which

may negatively impact performance and reliability in packet transmissions.

4.2 Conclusion

ICMP packet requests were sent between routers of a Thread mesh network, where RTTs
and packets loss were logged. Statistical techniques were used by separating the source
to destination RTT measurements within 30 to eliminate outliers and to visualise the
modalities in the distributions. The results revealed that the distributions in the RTTs
were representative of the hop distance a packet travelled between routers and were con-
firmed by simulating the Bellman-Ford equation used by DVR. Overall, the network pro-
vided excellent reliability for single and multiple links in the network. However, reliability
degradation in some routes is present, which indicate dynamic routing possibly caused by
various factors such obstacle obstructions, incorrect antenna orientation and interference
from other 2.4 GHz RF sources.

Further analysis is needed to identify causes of reliability degradation by studying RF
propagation using spectrum or link budget analysis, to understand the higher packet losses
in some of the routes. More comprehensive link budget analysis will also allow for better
network planning in the distribution of more routers in the building area. The routes with
the poorest reliability, Ry <> Rg, R <> R;, Ry < R3,R¢ <> R;, R3 <+ R4, R; < R; ,
in both 7T, and R, directions, highlighted in Table 4.1 and Table 4.9, are potentially
caused by reflections and scattering from obstacles and concrete walls that might have a

destructive effect on the signal strength of the receiving routers.
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Chapter 5

Discussion and Conclusion

In this dissertation, a mesh network was successfully developed using an IEEE 802.15.4 [19]
based wireless technology. The Thread networking protocol was incorporated on the upper
layers of the hardware layer of the protocol stack and provided low-power autonomous mesh
connectivity of routers in a harsh indoor environment. Thread carries IPv6 natively and is
able to easily connect routers to the internet for cloud storage and computing. Hardware
and software developments were presented in order to set up a network test-bench, and an
algorithm was developed that sent ICMP requests with logging capabilities on each of the
routers in the mesh network. The algorithm was converted to source code and flashed to
each of the embedded platforms acting as routers to gather data on the performance and
reliability of the network. Finally, statistical techniques were used to analyse the data, and

a comprehensive overview of the data collected was presented.

113



5.1 Statement of Objectives

In summary, the following objectives were met:

- The proposition of an anti-theft solution for deployment in educational institutions
of South Africa and the industrial automation of intelligent instrumentation systems
at the LHC using low-power mesh networks with IoT capabilities.

- Router distribution in the Physics building through the simple log-distance model
and average signal strength measurements.

- Development of a mesh network test-bench using nRF52840-DKs routers flashed with
the Thread protocol stack.

- Development and implementation of an algorithm with logging capabilities for testing
the performance and reliability of transmitting routers deployed in the mesh network.

- Offline analysis of logged data using mainly statistical techniques.

5.2 Conclusion

In Chapter 1, a proposition of intelligent instrumentation systems at the LHC and an anti-
theft solution for deployment in educational institutions of South Africa using low-power
consumption and low-throughput mesh networks with IoT capabilities were introduced.
The problem statement, hypothesis, methodology and importance of the research were
outlined and research delineations given.

In Chapter 2, a technical overview was given of the BLE and Thread protocol stacks

where special emphasis was placed on the hardware layer. The PHY and MAC were
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presented while illustrating the techniques responsible for the wireless transmission of elec-
tromagnetic signals. The literature discussed state-of-the-art and commercially available
low-power consumption wireless technologies. BLE is the most widely used low-power
consumption wireless technology found in smart-devices today, while Thread natively sup-
ports IPv6 and provide autonomous mesh formations with IoT capabilities. Consequently,
a network topology was presented in the development of the final conceptual network de-
sign for the HTEL anti-theft application. The proposed network topology is depicted in
Figure 2.8 for device communications to a master and Figure 2.13 for mesh commu-
nications to the cloud. The mesh network topology can be used for almost any type of
low-power wireless control and monitoring application with the need for IoT connectivity.

In Chapter 3, a Thread network was successfully developed in Figure 3.5 containing
nine routers in the Physics building at the University of the Witwatersrand. The average
current consumption of the nRF52840 platform acting as a router running Thread will
generally not exceed an average current of 10 mA and power consumption can significantly
be reduced if Thread end-devices are used in the network (see section 3.2.1.3). Link-
budget analysis was partially conducted which resulted in the derivation of a log-distance
model in Figure 3.4 that aided in the distribution of the routers in the building. An
algorithm was developed in Figure 3.6 and flashed to the nRF52840-DK and randomly
activated remotely where ICMP requests were sent from each router acting as a transmitter
to all the routers in the network acting as receivers. The network test-bench consisted of
nine source and eight destination routers and therefore 72 routes for data communications.
More than three million ICMP request was transmitted, emulating a busy mesh network

between the routes and concurrently logging RTT and packet loss measurements over 65
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hours on nine external storage devices connected to the nRF52840-DK. A route is a path
a packet travels from the source to destination router given by R; — Ry and have two
column vectors with n samples containing the RT'T and packet loss measurements.

In Chapter 4, statistical techniques were used by separating the source to destination
RTT measurements within three-sigma to eliminate outliers and to visualise the modalities
in the distributions. The results in Figure 4.10 revealed that the distributions in the
RTTs were representative of the hop distance a packet travelled between routers and the
results were confirmed by simulating the Bellman-Ford equation presented in Table 4.1 to
Table 4.9. Overall, the network provided excellent reliability as illustrated by Figure 4.11
for single and multiple links in the network. However, reliability degradation in some routes
is present, which indicate dynamic routing possibly caused by the networking protocol
adapting to the noisy indoor environmental conditions. Further analysis is needed to
identify causes of reliability degradation by studying RF propagation using spectrum or
more comprehensive link budget analysis, to understand the higher packet losses in some
of the routes. The routes with the poorest reliability was presented and concluded that the
degradation is potentially caused by reflections and scattering from obstacles and concrete
walls that might have a destructive effect on the signal strength of the receiving routers.
Furthermore, the RTT increases for larger packet payloads and the results in Figure 4.12
indicate an acceptable increase in RT'Ts for a 64-byte packet payload. Therefore, more
information may be transmitted between interconnected nodes compared to the 8-byte
payload, with similar network performance and reliability expected.

The maximum number of routers allowed in a Thread network is 32 with a maximum

hop count of 16. This allows the deployment of the mesh network in large indoor or outdoor
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environments which can easily span a heavily obstructed building floor of at least 2000 m?,
where only nine routers were distributed in the physics building. In large buildings with
multiple floors, multiple mesh networks can be deployed where each network can be con-
nected to a border router. Border routers can be connected to WiFi or Ethernet networks
to communicate with a CMS or network server for supervisory control and data acquisi-
tion. Test results in this study revealed that Thread had provided total route reliability
of 98.2% and proven a reliable low-power mesh networking protocol for low-throughput
data communications. Application deployment of the Thread wireless technology is feasi-
ble for low-throughput monitoring and control applications in harsh indoor environments
or educational institutions that have a minimal network infrastructure that requires IoT

connectivity.

5.3 Discussion

Since the inception of the HTEL initiative in researching low-power wireless technologies,
it is evident that the connectivity of ‘small” intelligent devices to the internet will play
a massive role in technological developments. Innovative applications using low-power
mesh networks for monitoring and control, to advance decision making from intelligent
devices communicating to cloud computing services will provide a cost-effective solution
for organisations to make informed decisions and optimise operational processes.

[oT solutions currently developed at CERN employ LoRaWAN which is a commer-
cial available sub-GHz long-range and low-power wireless technology using a star-of-stars

network topology. Battery-powered intelligent devices are connected to a central network
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server through a gateway over the internet. LoRaWAN offer free membership to the ‘LoRa
Alliance’ for researchers who are interested in adopting the wireless technology for their ap-
plications. In order to market products that uses LoRaWAN, a ‘contributor’ membership
is required and renewed annually in order to certify LoRaWAN products.!

Similarly, the University of the Witwatersrand is an active member of the ‘Thread-
Group’ and exempted in paying membership fees to research the Thread wireless tech-
nology. Thread allows deployment of multiple mesh network connected through gateways
for monitoring and control of instrumentation systems in different environments. Once an
HTEL application passed the research phase and the commercialisation phase commence,
an ‘implementer’ membership is required to certify products which adopt the Thread tech-
nology and bring final products to market. The membership requires a fee (typically with
no royalty payments) in order to certify Thread products for continued marketing and is

payable to ‘ThreadGroup’ annually.?

5.4 Future Work

A feasibility study will be required before potential commercialisation of the proposed
HTEL anti-theft system. Once found feasible, the application will focus on proprietary
firmware and Android application development with a reputable tablet manufacturer to
render the device inoperable. More broadly speaking, the network development conducted

in this research can be used for almost any type of instrumentation system that requires

thttps://lora-alliance.org/member-directory.
https:/ /www.threadgroup.org/thread-group#OurMembers.
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low-throughput wireless data communications and IoT connectivity to a cloud storage or
computing service. Data communications of devices to the network will be monitored and
controlled from a CMS, and the project may further be extended into other research areas

in physics or electrical engineering that involve:

— The study of RF propagation and attenuation in harsh building environments by
modelling and more comprehensive link budget analysis.
— Online data analysis and anomaly detection of the mesh networks by the CMS.

— Indoor localisation or tracking of devices by the CMS.

The HTEL will focus on a PCB design embedding the nRF52840-SoC using the guide-
lines stipulated in Appendix II. An external programmer will be used to program the
SoC thereby omitting the MCU labelled U2 in Figure 3.2. A commercial Altium licence

and vector network analyser will be acquired for the PCB and RF developments.
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APPENDICES

The appendices are outlined as follows:

Appendix I:
- PCD anti-theft solutions.

Appendix II:
- nRF52840 PCB design guidelines.

Appendix III:
- ICMP algorithm and logging C code.

Appendix IV:

- Gaussian kernel Matlab script.
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Appendix I:

PCD anti-theft solutions

The following advantages and disadvantages found in this study are outlined for devices
operating on iOS, Android and third-party security firmware. In summary, iOS offers a
proprietary operating system to their devices while Android’s operating system is open ac-
cess where security firmware from third-party companies may be activated. Alternatively,
Android provides open-source ROMs developed by companies or community of developers
where firmware can be changed. However, Android firmware can be left unchanged and
only third-party firmware may be activated on the PCD to protect the Android application
and preventing flashing of the ROM'.

Advantages of the iOS operating system:

1. Device ROM cannot be flashed and replaced by customised ROMs that may com-
promise iOS security features.

2. Tracking, device-lock and data-deletion capabilities from a remote location if a lost or
stolen is powered on and connected to the internet. Requires a computer to connect
to the iCloud for security features to work.

3. Third-party APPs available for tracking.

4. When Activation Lock is enabled, the device is rendered useless without the correct
Apple username and password. This security feature is an extremely strong deterrent
of tablet theft making organised crime more difficult.

Disadvantages of the iOS operating system:

1. Devices running the iOS operating system are generally more expensive compared to
Android devices. Unsuitable for teaching and learning in educational institutions in
the South African context.

2. Devices run on proprietary operating systems. Any upgrades or modifications to the
firmware is done by Apple over the iCloud.

Advantages of the Android operating system:
1. More cost-effective compared to devices running proprietary operating systems.

'ROM in tablets is a flashable non-volatile memory that contains machine code from an image file
of the Android applications, operating system and firmware. Bricked means the PCD operating system
operability is inaccessible rendering a device useless.
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6.
7.

More suited for teaching and learning in South African educational institutions.
Most popular operating system used in the world for smart devices.

Remote tracking capabilities, device-lock and data-deletion if a lost or stolen device
is powered on and connected to the internet.

. Device ROM may be flashed using customised ROMs which also allows Android

developers to develop their own operating systems.
Third-party security firmware embedded in most processors operating on Android.
Third-party APPs available for tracking.

Disadvantages of the Android operating system:

1.

2.
3.
4.

Requires a PC to connect to the internet for tracking.

Requires technical expertise in Android firmware to upgrade or customise ROMs.
Device can be easily reset to factory settings when lost or stolen.

The activation of third-party security firmware is expensive and requires a lost or
stolen device a connection to the internet to work.

Advantages of the Persistence firmware:

1.
2.

Security firmware already embedded on major chip manufacturers.
Tracking capabilities if the lost or stolen device is powered on and connected to the
internet. Private investigations teams are provided to retrieve stolen devices.

. Prevents flashing of ROM and deletion of installed applications.

Disadvantages of the Persistence firmware:

1.
2.
3.
4.

Requires an annual subscription.”

Requires a PC to connect to the web for tracking.

Requires internet for Persistence to work.

May be extremely expensive to activate for thousands of devices.

Note: The Persistence firmware is not embedded on the SoC BIOS but on the Solid State
Drive (SSD). Once the SSD is formatted then all the Persistence and tracking features are

lost.

2https:/ /homeoffice.absolute.com /product-comparison /.
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Appendix II:

nRF52840 PCB design guidelines

Nordic Semiconductor recommends PCB layout designs embedding the nRF52840-QIAA
in SCH II.2 with the values of the components in table BOM II.1 to achieve similar RF
performance as the nRF52840-DK depicted in table PCB 11.1 to PCB I1.4.

General guidance is summarised in nRF52840 Specification v1.1 [47, p.61,80,583]:

1.

“Normal voltage mode is entered when the supply voltage is connected to both the
VDD and VDDH pins (pin VDD shorted to pin VDDH).” “The external supply is
annotated with the VEXT net name.” The nRF52840-QIAA provides a DC/DC
buck and LDO regulator. VDD is typically 3.0 V.

“When supplying power from a USB source only, VBUS must be connected to VDDH
if USB is to be used.”

General design guidelines is summarised in nRF52840 Specification v1.1 [47, p.608-610]:

1.

“A PCB with a minimum of two layers, including a ground plane, is recommended
for optimal RF performance.” “On PCBs with more than two layers, put a keep-out
area on the inner layers directly below the antenna matching circuitry to reduce the
stray capacitances that influence RF performance.”

“A matching network is needed between the RF pin ANT and the antenna, to match
the antenna impedance of normally 50-ohm to the optimum RF load impedance.”
“The DC supply voltage should be decoupled as close as possible to the VDD pins
with high-performance RF capacitors.” “The supply voltage for the chip should be
filtered and routed separately from the supply voltages of any digital circuitry.”
“Long power supply lines on the PCB should be avoided.” “All device grounds, VDD
connections, and VDD bypass capacitors must be connected as close as possible to the
IC.” “For a PCB with topside RF ground plane, the VSS pins should be connected
directly to the ground plane.”

“Fast switching digital signals should not be routed close to the crystal or the power
supply lines.”

“Capacitive loading of fast switching digital output lines should be minimised to
avoid radio interference.”

The minimum PCB layout requirements (without a programmer) of the nRF52840
aQFN-73 package is shown in nRF52840 Specification v1.1 [47, p.609-610].
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BOM II.1: nRF52840-QIAA reference design [47].

Designator Value Description Footprint
C1, C2, )

C17, C18 12 pF Capacitor, NP0, 2 % 0402
C3 0.8 pF Capacitor, NP0, 10 % 0402
C4 0.5 pF Capacitor, NP0, 10 % 0402

C5, C7, .

8. C12 100 nF Capacitor, X7R, 10 % 0402

C6, C20 4.7 uF Capacitor, X7R, 10 % 0603
C9 820 pF Capacitor, NP0, 5 % 0402

C10, C13,

22 N.C. Not mounted 0402
C11 100 pF Capacitor, NP0, 5 % 0402

C14, C15 1.0 uF Capacitor, X7R, 10 % 0603
C16 47 nF Capacitor, X7R, 10 % 0402

C19, C21 4.7 uF Capacitor, X7S, 10 % 0603

High frequency
L1 4.7 nH chip inductor 5 % 0402
Chip inductor, IDC,
L2 10 uH min — 50 A, 20 % 0603
High frequency
L3 15 nH chip inductor 10 % 0402
Chip inductor, IDC,
L4 10 uH min — 80 mA. 10 % 0603
Multi-protocol
nRF52840 BLE, IEEE 802.15.4,
ut QIAA ANT and 2.4 GHz QFNT3
proprietary SoC
XTAL SMD 2016,
X1 32 MHz 32 MHz, Cl=8 pF, ngﬁf
Total Tol: 40 ppm
XTAL SMD 3215,
X2 32.768 kflz  32.768 kHz, C1=9 pF, ﬁgﬁL

Total Tol: 50 ppm
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Appendix III: ICMP algorithm and logging C code

1 /* Copyright (c) 2016-2017 Nordic Semiconductor. All Rights Reserved.
2 *
3 * The information contained herein is property of Nordic Semiconductor ASA.
4 * Terms and conditions of usage are described in detail in NORDIC
5 * SEMICONDUCTOR STANDARD SOFTWARE LICENSE AGREEMENT.
6 *
7 * Licensees are granted free, non-transferable use of the information. NO
8 * WARRANTY of ANY KIND is provided. This heading must NOT be removed from
9 * the file.
10 */
11 A e
12 Author : Roger van Rensburg
13 Email : roger.vanrensburg@wits.ac.za
14 Thread version : nRF5_SDK for Thread v0.10.0_elc3dll
15 Description : Code modified to send ICMP echo requests and log data on an
16 external Arduino data logger shield. This code is intended
17 for source router R1l. For source routers R2 to R9, change
18 code addresses on lines 762-821 accordingly. This code 1is
19 intended for source router Rl and flashed to the nRF52840-DK.
20 For more information on the code files and project repository,
21 please contact the author.
2D e */
23 /** @file
24 *
25 * Q@defgroup simple coap_server example main main.c
26 * @
27 * @ingroup simple_ coap_server example_ example
28 * @brief Simple CoAP Server Example Application main file.
29 *
30 * @details This example demonstrates a CoAP server application that provides
resources to control BSP_LED_3
31 * via COAP messages. It can be controlled by a board with related Simple
CoAP Server application.
32 */
33 #include <assert.h>

34 #include <stdbool.h>

35 #include <stdint.h>

36 #include <string.h>

37 #include "bsp_thread.h"
38 #include "app_ timer.h"

39 #include "nrf log.h"

40 #include "nrf_log_ctrl.h"
41 #include "nrf_delay.h"

42 #include "nrf drv wdt.h"
43 #include "SEGGER_RTT.h"

45 /* Modified by author */

46 #include <openthread/openthread.h>

47 #include <openthread/diag.h>

48 #include <openthread/coap.h>

49 #include <openthread/cli.h>

50 #include <openthread/thread ftd.h>

51 #include <openthread/platform/alarm.h>

52 #include <openthread/platform/platform.h>

54 /* Modified by author */

55 #include "nrf.h"

56 #include "bsp.h"

57 #include "ff.h"

58 #include "diskio_blkdev.h"

59 #include "nrf block dev_sdc.h"

61 /* Author code from fatfs example START /
62 // #define NRF_LOG_MODULE_NAME "APP"

63 #define FILE_NAME "R1.TXT"

64 #define STRING1 "SD card initialized.\r\n"

65 // SD card SPI pins connection to shield

66 #define SDC_SCK_PIN ARDUINO_13 PIN ///< SDC serial clock (SCK) pin.
67 #define SDC_MOSI PIN ARDUINO_11_PIN ///< SDC serial data in (DI) pin.
68 #define SDC_MISO_PIN ARDUINO_12_PIN ///< SDC serial data out (DO) pin.
69  #define SDC_CS_PIN ARDUINO_10_PIN ///< SDC chip select (CS) pin.

70 // #define NRF_GPIO_PIN_MAP(port, pin) ((port << 5) | (pin & 0x1F)
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#define DATA WRITE_ HEALTHY PIN NRF_GPIO_PIN_MAP(1, 5)
#define DATA WRITE ERROR PIN NRF_GPIO_PIN_MAP (1, 4)
/* Author code from fatfs example END */

#define LED INTERVAL 100
#define PROVISIONING_EXPIRY TIME 5000

APP_TIMER DEF (m_provisioning timer);
APP_TIMER DEF (m_led timer);
APP_TIMER DEF(m_led a_timer id);

static FATFS fs;

static FIL file;
uint32 t bytes_written;
FRESULT ff result;

/* Author code START */

char log_data[512];
char log data_all[1024];
char log datal[250];
char log data2[250];
char log data3[250];
char log data4[250];
char log_data5[250];
char log_data6[250];
char log_data7[250];
char log_data8[250];

uint8 t logging enabled = 0;
uint8 t enable_logging = 0;
uint8 t cli_count_callback = 0;
uint8 t ping count_callback = 0;

/* RAuthor code END */
nrf drv_wdt_channel_id m channel_id;

/**
* @brief SDC block device definition
* */

NRF_BLOCK_DEV_SDC_DEFINE (
m_block_dev_sdc,
NRF_BLOCK_DEV_SDC_CONFIG (

SDC_SECTOR SIZE,

APP_SDCARD_CONFIG(SDC_MOSI_PIN, SDC_MISO_PIN, SDC_SCK_PIN, SDC_CS_PIN)

’
NFR_BLOCK_DEV_INFO CONFIG("Nordic™", "sDC", "1.00")

/* Author code from fatfs example START */

/**

* @brief Function for demonstrating FAFTS usage
*/

static void fatfs_init()

{

static DIR dir;
static FILINFO fno;
DSTATUS disk state = STA NOINIT;
// Initialize FATFS disk I/O interface by providing the block device
static diskio_blkdev_t drives[] =
{
DISKIO BLOCKDEV_ CONFIG(NRF_BLOCKDEV BASE ADDR(m block dev_sdc,
block_dev), NULL)
}i
diskio_blockdev_register(drives, ARRAY SIZE(drives));
NRF_LOG_INFO("Initializing disk 0 (SDC)...\r\n");
for (uint32 t retries = 3; retries && disk_state; --retries)
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209

{

disk_state = disk_initialize(0);

if (disk_state)

{ NRF_LOG_INFO("Disk initialization failed.\r\n");
nrf gpio_pin_ set (DATA WRITE_ ERROR_PIN) ;
return;

}

uint32_t blocks_per mb = (1024ul * 1024uL) /

m_block dev_sdc.block dev.p ops->geometry(&m_block dev_sdc.block_dev)->blk size;
uint32 t capacity =

m_block dev_sdc.block dev.p ops->geometry(&m block dev_sdc.block_dev)->blk count
/ blocks per mb;

NRF_LOG_INFO("Capacity: %d MB\r\n", capacity);

NRF_LOG_INFO("Mounting volume...\r\n");

ff result = f mount(&fs, "", 1);

if (ff_result)

{
NRF_LOG_INFO("Mount failed.\r\n");
return;

}
NRF_LOG_INFO("\r\n Listing directory: /\r\n");
ff result = f opendir(&dir, "/");

if (ff_result)

{
NRF_LOG_INFO("Directory listing failed!\r\n");
return;
}
do
{
ff result = f readdir(&dir, &fno);
if (ff_result != FR_OK)
NRF_LOG_INFO("Directory read failed.");
return;
}
if (fno.fname[0])
if (fno.fattrib & AM DIR)
{
NRF_LOG_RAW_INFO(" <DIR> £s\r\n", (uint32_t)fno.fname) ;
}
else
{
NRF_LOG_RAW_INFO("%91lu %s\r\n", fno.fsize, (uint32 t)fno.fname);
}
}
}

while (fno.fnamel[0]);
NRF_LOG_RAW_INFO("\r\n");

static void fatfs_data()

{

// NRF_LOG_INFO("Writing to file " FILE_NAME "...");
ff result = f open(&file, FILE NAME, FA READ | FA WRITE | FA OPEN APPEND);

if (ff_result !'= FR_OK)
// NRF_LOG_INFO("Unable to open or create file: " FILE_NAME ".");
}

ff result = f write(&file, log_data_all, sizeof(log_data_all) - 1, (UINT *)
&bytes_written);
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273

274
275
276
2717
278
279

if (ff_result == FR_OK)
{

// NRF_LOG_INFO ("Write failed\r\n.");

nrf gpio_pin clear (DATA WRITE_ERROR_PIN) ;

}

else

{
// NRF_LOG_INFO ("%d bytes written.", bytes written);
nrf gpio_pin_set (DATA_WRITE_ERROR_PIN) ;

}

(void) f close(&file);
// f_sync(&file);
return;

}

/* BAuthor code from fatfs example END */

/*

static void light request handler(void
otCoapHeader
otMessage

* p_context,
* p_header,
* p_message,

const otMessageInfo * p message_info);

static void provisioning request_handler (void * p_context,
otCoapHeader * p_header,
otMessage * p_message,

const otMessageInfo * p message_info);

typedef enum

{
DEVICE_TYPE REMOTE_ CONTROL,
DEVICE_TYPE LIGHT

} device_type_t;

typedef enum

{
LIGHT OFF = 0,
LIGHT_ON,

/* Author code START */

RO1_MM_PING ENABLED = 11,

RO2_MM_PING_ENABLED = 12,
RO3_MM_PING_ENABLED = 13,
RO4_MM_PING_ENABLED = 14,

RO5_MM_PING ENABLED
RO6 MM _PING ENABLED
RO7_MM_PING_ENABLED
RO8_MM_PING_ENABLED
RO9_MM_PING_ENABLED =

MM_PING_DISABLED = 20,
/* Author code END */
LIGHT_ TOGGLE

} light_command_t;

typedef struct

{
otInstance * p_ot_instance;
instance. */
bool enable_provisioning;
enabled. */
uint32_t provisioning expiry;

otCoapResource provisioning_resource;
otCoapResource light_resource;
} application_t;

application_t m app =

/**<
VA2
VA2

/**<
Jrr<

A pointer to the OpenThread
Information if provisioning is
Provisioning timeout time. */

CoAP provisioning resource. */
CoAP light resource. */
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290

{
.p_ot_instance = NULL,
.enable_provisioning = false,
.provisioning expiry =0,
.provisioning resource = {"provisioning", provisioning request_handler, NULL,
NULL},
.light_resource = {"light", light_request handler, NULL, NULL},
}i

R L

*

* @section COAP

ok kok ok ok ok ok ok kR kA Rk hhkhhkkkkkkkkhk ok hkkkk kA AR KAk kkkkkkok ok ok ok kok ok ko k ok k& Kk ok ok ok ok ok ok ok ok ok ok ok ok ok ko K Kk k&

/
static void light_on(void)
{
LEDS_ON(BSP_LED_3_MASK) ;
}
static void light_off (void)
{
LEDS_OFF (BSP_LED 3 MASK) ;
}
static void light_toggle(void)
{
LEDS_INVERT (BSP_LED_3_ MASK) ;
}
static void provisioning disable(otInstance * p_instance)
{
m_app.enable provisioning = false;
m_app.provisioning_expiry = 0;
app_timer stop(m provisioning timer);
}
static void provisioning enable(otInstance * p_instance)
{
m_app.enable provisioning = true;
m_app.provisioning expiry = otPlatAlarmGetNow() + PROVISIONING EXPIRY TIME;
app_timer_ start(m_provisioning_ timer,
APP_TIMER TICKS(PROVISIONING EXPIRY TIME),
p_instance) ;
}
static void light_response_send(void * p_context,
otCoapHeader * p_request_header,
const otMessageInfo * p message_info)
{
otError error = OT_ERROR_NONE;
otCoapHeader header;
otMessage * p_ response;
do
{
otCoapHeaderInit (&header, OT_COAP TYPE ACKNOWLEDGMENT, OT_COAP_CODE_CHANGED) ;
otCoapHeaderSetMessageId(&header, otCoapHeaderGetMessageld(p_request_header));
otCoapHeaderSetToken (&header,
otCoapHeaderGetToken (p_request_header),
otCoapHeaderGetTokenLength (p_request header));
p_response = otCoapNewMessage (p_context, &header);
if (p_response == NULL)
{
break;
}
error = otCoapSendResponse (p_context, p_response, p_message_info);
} while (false);
if (error != OT_ERROR_NONE && p_response != NULL)
{
otMessageFree (p_response) ;
}
}
static void light_request_handler(void * p_context,
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395
396
397

398
399

otCoapHeader * p_header,
otMessage * p message,
const otMessageInfo * p message_info)

(void)p_message;
uint8_ t command;
uint32 t err_code;

do
{

if (otCoapHeaderGetType (p_header) != OT_COAP_TYPE_CONFIRMABLE &&
otCoapHeaderGetType (p_header) != OT_COAP_TYPE_ NON_CONFIRMABLE)

{
break;

}

if (otCoapHeaderGetCode (p_header) != OT_COAP_CODE_PUT)

{
break;

}

if (otMessageRead(p_message, otMessageGetOffset (p message), &command, 1) != 1)

}

NRF_LOG_INFO("light handler - missing command\r\n");

switch (command)

{

case LIGHT_ON:

light_on();
break;

case LIGHT OFF:

light off();
break;

case LIGHT TOGGLE:

/*
//

light_toggle();
break;

Author code START */

Select for each router

case RO1_MM_PING ENABLED:

/*

A significant performance degradation in latency measurements
packets loss

are detected when a multicast messages are send from a source
to the

respective destination routers.

This is perhaps due to MCU buffer overload.

Therefore, nodes will be randomly activated remotely to start
respective

unicast ICMP requests sequentially.

*** Correction *** - This was MOSTLY due to the logging.

and

router

their

Data logging now only occurs after ICMP requests - see main().
*/
err code = app_timer start(m led a timer id, APP_TIMER TICKS(700),
NULL) ;
APP ERROR CHECK (err code) ;
break;
// If byte 10 is received from the end-device, stop ICMP ping request

case MM PING_DISABLED:

err code = app_timer stop(m led a timer id);
APP_ERROR_CHECK (err_code) ;

bsp_board led off(3);

break;

/*

Author code END */
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default:

break;
}
if (otCoapHeaderGetType (p_header) == OT_COAP_TYPE_ CONFIRMABLE)
{
light response_send(p_context, p header, p message info);
}
} while (false);
}
static otError provisioning_ response_send(void * p context,
otCoapHeader * p_request_header,
uint8_t device_type,
const otMessageInfo * p message_info)
{
otError error = OT_ERROR NO_BUFS;
otCoapHeader header;
otMessage * p response;
do
{
otCoapHeaderInit (&header, OT_COAP_TYPE_NON_CONFIRMABLE, OT_COAP_CODE_CONTENT) ;
otCoapHeaderSetToken (&header,
otCoapHeaderGetToken (p_request_header),
otCoapHeaderGetTokenLength (p_request_header)) ;
otCoapHeaderSetPayloadMarker (&header) ;
p_response = otCoapNewMessage (p_context, &header);
if (p_response == NULL)
{
break;
}
error = otMessageAppend(p_response, &device type, 1);
if (error != OT_ERROR_NONE)
{
break;
}
error = otMessageAppend(p_response, otThreadGetMeshLocalEid(p_context),
sizeof (otIp6Address));
if (error != OT_ERROR_NONE)
{
break;
}
error = otCoapSendResponse (p_context, p_response, p_message_info);
} while (false);
if (error != OT_ERROR_NONE && p_response != NULL)
{
otMessageFree (p_response) ;
}
return error;
}
static void provisioning_ request_handler (void * p_context,
otCoapHeader * p_header,
otMessage * p_message,
*

const otMessageInfo p_message_info)

(void)p_message;
otMessageInfo message_info;

if (!m_app.enable_provisioning)

{
}

return;
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if (otCoapHeaderGetType (p_header) == OT_COAP_TYPE_NON_CONFIRMABLE &&
otCoapHeaderGetCode (p_header) == OT_ COAP_CODE_GET)
{
message_info = *p message_info;
memset (&émessage_info.mSockAddr, 0, sizeof(message_info.mSockAddr)) ;
if (provisioning response_send(p_context, p_header, DEVICE_TYPE_ LIGHT,
&message_info) ==
OT_ERROR_NONE)
{

}

provisioning_disable(p_context);

}

/% K Kk ok ok ok ok ok ok ok K ke ok Xk ok ok K ok ok Kk ok ok K ok ok kK ok ok Kk ok ok ok ok ok K ok ok ok K ok ok ko ok kK ok ok Kk ok ok ok ok ok Kk ok ok ok ok ok ko ok kK ok ok Kk ok kK ok K K
*

* @section State change handling
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/
static void role change handler(void * p context, otDeviceRole role)
{
switch(role)
{
case OT DEVICE ROLE CHILD:
case OT DEVICE ROLE ROUTER:
case OT_DEVICE_ROLE_LEADER:
break;

case OT_DEVICE ROLE_DISABLED:
case OT_DEVICE ROLE_DETACHED:
default:
provisioning disable(p_context);
break;
}
}
static void state_changed_callback(uint32 t flags, void * p_context)
{
if (flags & OT_CHANGED_THREAD ROLE)
{

}

role_change_handler (p_context, otThreadGetDeviceRole(p_context));

NRF_LOG_INFO("State changed! Flags: 0x%08x Current role: %d\r\n", flags,
otThreadGetDeviceRole (p_context)) ;
}

JRHEF KKK KKKk k ok kK kKKK KKKk hh ok kA A kK Kk ok ko kkk kK k ok k ok kA Ak k ok ok ok ok kkk kK kkk ok kk kK h ok ok ok ok ok ok k
*

* @section Buttons
e L I I T o

/
static void bsp_event_handler (bsp_event_t event)
{

uint32 t err_code;

switch (event)

{
/* BAuthor code START */

// If button 1 is pressed, start the timer

// The timer handler will execute the ICMP requests

case BSP_EVENT KEY 0:
err_code = app_timer_ start(m_led a timer_id, APP_TIMER TICKS(700), NULL);
APP_ERROR_CHECK (err_code) ;

break;

/* Author code *end here */

case BSP_EVENT _KEY 1:
break;

case BSP_EVENT KEY 2:
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}
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*

err_code = app_timer_stop(m_led_a_ timer_id);

APP_ERROR_CHECK (err_code) ;
bsp_board led off(3);
break;

case BSP_EVENT KEY 3:

provisioning enable(m app.p_ ot instance);

break;

default:
return;

}

* @section Timers
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/

static void provisioning timer handler(void * p_context)

{
}

provisioning disable(p_context) ;

static void led_timer handler(void * p_context)

{

}

(void)p_context;
if (m_app.enable_provisioning)

{
LEDS_INVERT (BSP_LED 2 MASK) ;
}
else
{
LEDS_OFF (BSP_LED_ 2 MASK) ;
}

/* Author code START */

int console_output(const char *p buf, uintl6_t buf length, void *p context)

{

uint32_t err_code;
(void)p_context;

// We need to ensure that p_buf is null terminated string in order to use

NRF_LOG_INFO
// macro to print it.

// Currently OT always return p buf as null-terminated string so below lines could
// be removed. But there is possibility that this will change over time.

char str[512];
char strl[30];
char str2[30];
char str3[30];
char str4[30];
char str5[30];

memcpy (str, p_buf, buf length);
str[buf length] = 0;

// If logging is not enabled, display other CLI commands in RTT viewer
(uint32 t)str);

if (logging_enabled == 0) NRF_LOG_INFO("%s",

// An ICMP request (PING) from a single node,
times

// For two nodes, calls the console_output handler 10 times

if (logging enabled == 1)
{
cli_count_callback++;

if (cli_count_callback == 1)

calls the console output handler 5

// lst string of ping receive from a router

strcpy(strl, str);

// NRF_LOG_INFO("1: %s %d", (uint32 t)strl,
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(cli_count_callback == 2)

// 2nd string of ping receive from a router
strcpy(str2, str);
// NRF_LOG_INFO("2:%s", (uint32 t)str2);

(cli_count_callback == 3)

// 3rd string of ping receive from a router
strcpy(str3, str);
// NRF_LOG_INFO("3:%s", (uint32_t)str3);

(cli_count_callback == 4)

// 4th string of ping receive from a router
strcpy(strd, str);
// NREF_LOG INFO("4:%s", (uint32 t)strd);

(cli_count_callback == 5)

// 5th string of ping receive from a router
strcpy(str5, str);
// NRF_LOG_INFO("5:%s", (uint32_t)str5);

// Reset cli_count_callback

cli_count_callback = 0;

// Concatenate strings 1-5

sprintf(log data, "%s %s %s %s %s\r\n", strl, str2, str3, str4, str5);

ping_count_callback++;
// NRF_LOG_INFO ("ping count_callback: $d ", ping count_callback);

if (ping_count_callback == 1)

{
strcpy(log datal, log data);
NRF_LOG_INFO("1: %s", (uint32 t)log_datal);

}
if (ping_count_callback == 2)
{
strcpy(log_data2, log data);
NRF_LOG_INFO("2: %s", (uint32 t)log_data2);
}
if (ping count callback == 3)
{
strcpy(log_data3, log data);
NRF_LOG_INFO("3: %s", (uint32 t)log data3);
}
if (ping_count_callback == 4)
{
strcpy(log_data4, log_data);
NRF_LOG_INFO("4: %s", (uint32 t)log_datad);
}
if (ping_count callback == 5)
{
strcpy(log_data5, log data);
NRF_LOG_INFO("5: %s", (uint32 t)log data5);
}
if (ping_count_callback == 6)
{
strcpy(log data6, log data);
NRF_LOG_INFO("6: %s", (uint32 t)log_datab);
}
if (ping_count_callback == 7)
{
strcpy(log_data7, log data);
NRF_LOG_INFO("7: %s", (uint32 t)log_data7);
}
if (ping_count_callback == 8)

153



769

}

{
strcpy(log_data8, log_data);
NRF_LOG_INFO("8: %s", (uint32 t)log_data8);
// Stop the timer which requests ICMP requests for data logging
err_code = app_timer_ stop(m_led a timer_ id);
APP ERROR CHECK (err code) ;
ping_count_callback = 0;
enable_logging = 1;
nrf gpio_pin_set (DATA WRITE_HEALTHY PIN);
}

}
}
return buf_length;

/* Author code END */

static void timer handler(void * p context)

{

// Author code START

// char REMOTE_EID ADDRESS[100] = "fdde:ad00:beef:0:5lac:188c:2785:bcf2";

// char R1_EID_ADDRESS [100] = "ping fdde:ad00:beef:0:8030:6e5b:£43e:1000";
char R2_EID ADDRESS [100] = "ping fdde:ad00:beef:0:bd0:bee:c8e2:c840 1024";
char R3_EID ADDRESS [100] = "ping fdde:ad00:beef:0:bc44:dcd2:dlec:d43e 1024";
char R4_EID ADDRESS [100] = "ping fdde:ad00:beef:0:5ed8:ed4e9:1eb2:£71 1024";
char R5_EID ADDRESS [100] = "ping fdde:ad00:beef:0: :c4c6:£88f:57b1 1024";
char R6_EID ADDRESS [100] = "ping fdde:ad00:beef:0: :lab0:b8a8 1024";
char R7_EID ADDRESS [100] = "ping fdde:ad00:beef:0 :9ce8:fbae 1024";
char R8_EID ADDRESS [100] = "ping fdde:ad00:beef:0: : :fde2:59cf 1024";
char R9_EID ADDRESS [100] = "ping fdde:ad00:beef:0:86e:801le:fe28:6d8 1024";
static int timer_handler_count = 0;

timer_handler count++;
LEDS_INVERT (BSP_LED_3_ MASK) ;

if (timer_ handler count == 1)

{
otCliConsoleInit(m_app.p_ot_instance,
otCliConsoleInputLine (R2_EID ADDRESS,

}
if (timer_handler count == 2)
{
otCliConsoleInit(m app.p_ot_ instance,
otCliConsoleInputLine (R3_EID ADDRESS,
}
if (timer_handler_count == 3)
{
otCliConsoleInit(m_app.p_ot_instance,
otCliConsoleInputLine (R4_EID ADDRESS,
}

if (timer_handler count == 4)

otCliConsoleInit(m_app.p_ot_instance,
otCliConsoleInputLine (R5_EID ADDRESS,

}

if (timer_handler count == 5)

{
otCliConsoleInit(m app.p ot instance,
otCliConsoleInputLine (R6_EID ADDRESS,

}

if (timer_handler count == 6)

{

otCliConsoleInit(m_app.p_ot_instance,
otCliConsoleInputLine (R7_EID ADDRESS,

console_output, NULL);
strlen(R2_EID ADDRESS)) ;

console_output, NULL);
strlen(R3_EID ADDRESS));

console_output, NULL);
strlen(R4_EID_ADDRESS)) ;

console_output, NULL);
strlen(R5 EID ADDRESS));

console_output, NULL);
strlen(R6 EID ADDRESS)) ;

console_output, NULL);
strlen(R7_EID_ADDRESS)) ;
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}

if (timer_handler count == 7)

{
otCliConsoleInit(m app.p ot instance, console_output, NULL);
otCliConsoleInputLine (R8_EID ADDRESS, strlen(R8_EID_ADDRESS)) ;

}

if (timer_handler_count == 8)

{ otCliConsoleInit(m_app.p_ot_instance, console_output, NULL) ;
otCliConsoleInputLine (R9_EID ADDRESS, strlen(R9_EID_ADDRESS)) ;
timer handler count = 0;

}

NRE LOG TINFOQ (" * % % %ok ks k ok kok ok o ko k ok Aok % ko kok ok ok \ 1)

/* Author code END */
}

[ KR KKKk Kk K Kk k ok kK kK K Kk kK k ok ok ok kA kKKK k ok k ok ok kK kK KRk ok k kX KKKk kk ok kk kK KKKk kK Kk kK Kk Kk ok kkk ok k ok k
*

@section Initialization
Kok kKKK KKKk KKK KK Kk Kk KKK KKk KK K KKK KK K Kk KK KK Kk Rk KK Kk Rk K K K Kk KK Kk Kk K K Kk KKK K Kk K

/
static void thread_init (void)
{

otInstance * p_instance;
PlatformInit (0, NULL) ;

p_instance = otInstanceInit();
assert (p_instance);

/* Modified by author */

// otCliUartInit (p_instance);
// Enable diagnostic features
otDiagInit(p_instance);

NRF_LOG_INFO("Thread version:
NRF_LOG_INFO("Network name: 2 ’
(uint32 t)otThreadGetNetworkName (p_instance));

, (uint32 t)otGetVersionString()) ;

assert (otSetStateChangedCallback(p_instance, &state_changed callback,
p_instance) == OT_ERROR_NONE) ;

if (!otDatasetIsCommissioned(p_instance))

{
assert (otLinkSetChannel (p_instance, THREAD CHANNEL) == OT_ERROR_NONE) ;
assert (otLinkSetPanId(p_instance, THREAD_ PANID) == OT_ERROR_NONE) ;

}

assert (otIp6SetEnabled(p_instance, true) == OT_ERROR_NONE) ;
assert (otThreadSetEnabled(p_instance, true) == OT_ERROR_NONE) ;

m_app.p_ot_instance = p_instance;

}

static void coap_init()

{
m_app.light_resource.mContext = m_app.p_ot_instance;
m_app.provisioning resource.mContext = m_app.p_ot_instance;

assert (otCoapStart (m_app.p ot instance, OT_DEFAULT COAP_ PORT) == OT ERROR_NONE) ;
assert (otCoapAddResource(m_app.p_ot instance, &m app.light resource) ==
OT ERROR_NONE) ;
assert (otCoapAddResource(m_app.p_ot_instance, &m_app.provisioning resource) ==
OT ERROR_NONE) ;

}

static void timer_init(void)

{

uint32 t err_code = app_timer_init();
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837 APP_ERROR_CHECK (err_code) ;

83
839 app_timer create(&m_provisioning timer, APP_TIMER MODE_SINGLE_SHOT,
provisioning timer handler);

840 app_timer create(&m_led timer, APP_TIMER MODE REPEATED, led timer handler);

841

842 app_timer create(&m led a timer id, APP_TIMER MODE_REPEATED, timer handler);

843

844 }

845 static void thread_bsp_init(void)

846 {

847 uint32 t err_code = bsp_init(BSP_INIT LED | BSP_INIT_BUTTONS, bsp_event_handler) ;

848 APP_ERROR_CHECK (err_code) ;

849

850 err_code = bsp_thread init(m_app.p ot instance);

851 APP_ERROR_CHECK (err_code) ;

852 }

853

854 static void leds_init(void)

855 {

856 LEDS CONFIGURE (LEDS_MASK) ;

857 LEDS_OFF (LEDS_MASK) ;

858

859 app_timer_ start(m_led timer, APP_TIMER TICKS(LED_ INTERVAL), NULL);

860 }

861 /**

862 * @brief WDT events handler.

863 */

864 void wdt_event_handler (void)

865 {

866 bsp_board leds_off();

867 // NOTE: The max amount of time we can spend in WDT interrupt is two cycles of

32768[Hz] clock - after that, reset occurs

868 }

86@ /*************************************************************************************
*

870 * @section Main

871
hhkkhkhkkhkkkhkhkhkhkkhkhkhkhkhkhhkkhkhkhkhkhhkkhkhkhkhhhkhkhkhkhkhkkhhkhkhkhhhhkhkkhkhkhhhkhkhkhkhhkhkhkhkkhkhkhhkhkkhkkkkhkkxxkkk
/

872 int main(int argc, char *argv[])

873 {

874 uint32_t err_code;

875 NRF_LOG_INIT (NULL) ;

876 thread_init();

877 coap_init();

878 timer_init();

879 thread_bsp_init();

880 leds_init();

881 bsp_board leds_init() ;

882 APP_ERROR CHECK (NRF LOG_INIT (NULL)) ;

883 NRF_LOG_INFO("\r\nFATFS.\r\n\r\n");

884

885 /* RAuthor code START */

886

887 // Configure digital output pins for switching of L1 and L2 on SD card shield

888 // Configure P1.4 as digitla output with no pull-up resistor

889 nrf gpio cfg(DATA WRITE HEALTHY PIN,

890 NRF_GPIO PIN DIR OUTPUT,

891 NRF _GPIO PIN INPUT DISCONNECT,

892 NRF_GPIO PIN NOPULL,

893 NRF_GPIO_PIN_HOHL ,

894 NRF_GPIO_PIN_NOSENSE) ;

895 // Configure P1.5 as digital output with no pull-up resistor

896 nrf gpio cfg(DATA WRITE_ ERROR PIN,

897 NRF_GPIO PIN DIR OUTPUT,

898 NRF GPIO PIN INPUT DISCONNECT,

899 NRF_GPIO PIN NOPULL,

900 NRF_GPIO_PIN_HOH1 ,

901 NRF_GPIO_PIN_ NOSENSE) ;

902 // Clear P1.4 and P1.5 upon MCU start-up - led display on SD shield

903 nrf gpio_pin clear (DATA WRITE_HEALTHY PIN);

904 nrf gpio_pin clear (DATA WRITE_ERROR PIN) ;
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946
947
948
949
950
951

// Initialise SD - Status displayed in Segger RT Viewer
fatfs_init();

nrf_delay ms(200);

// This function sets whether or not the Router Role is enabled
otThreadSetRouterRoleEnabled(m_app.p ot instance, true);

// This function sets the maximum transmit power in dBm
otLinkSetMaxTransmitPower (m_app.p_ot_ instance, 8);

// Configure WDT

nrf_drv_wdt_config_t config = NRF_DRV_WDT_DEAFULT_CONFIG;
err_code
APP_ERROR CHECK (err_code) ;
err_code
APP_ERROR_CHECK (err_code) ;
nrf drv_wdt_enable();

// Always enable data looging
logging_enabled = 1;

= nrf_drv_wdt_init(&config, wdt_event_handler);

= nrf_drv_wdt_channel alloc(&m channel_id);

/* Author code END */

char c

err code

o
= app_timer start(m led a_ timer id, APP_TIMER TICKS(7/00), NULL);

while (true)

{

otTaskletsProcess(m_app.p_ot_instance);
PlatformProcessDrivers(m_app.p_ot_instance);

/* Author code START */

if (enable_logging)

{

Q-

sprintf(log_data_all, "%s \n %s \n %s \n %s \n %s \n %s \n %s \n %s \n
", log_datal, log data2, log data3, log datad4, log data5, log data6,
log_data7, log_data8);

fatfs_data();

err_code = app_timer_ start(m_led a_ timer_id, APP_TIMER_TICKS (700
APP_ERROR _CHECK (err_code) ;

enable_logging = 0;

nrf gpio_pin clear (DATA WRITE_ HEALTHY PIN);

, NULL) ;

SEGGER_RTT_GetKey(); // Block until data is available
// Manual test to ping all nodes in the network by pressing 'a' on
keyboard using Segger RT Viewer

if (¢ == 'a'")

{
// SEGGER RTT WriteString(0, "Get key character 'a' pressed\r\n\n");
otCliConsoleInit(m app.p ot instance, console output, NULL);
// ping FF03::1 - command for ICMP requests to all mesh local
addresses in the network
char command[] = "ping FF03::1\n";
otCliConsoleInputLine (command, strlen(command));

}

// Display node IPv6 address

if (c == ')

{

// Disable logging

logging_enabled = 0;

otCliConsoleInit(m_app.p_ot_instance, console_output, NULL);
char command[] = "ipaddr";

otCliConsoleInputLine (command, strlen(command)) ;

// Enable logging

logging _enabled = 1;
}
// Display node extended address
if (c == 'd")
{

// Disable logging
logging_enabled = 0;
otCliConsoleInit(m_app.p_ot_instance, console_output, NULL) ;
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/**
*@}
*x )

char command[] = "extaddr";
otCliConsoleInputLine (command, strlen(command)) ;
// Enable logging

logging enabled = 1;
}
// Simulate a watchdog reset when pressing a key from PC
if (c == 'e')
{

// Go in an infinite loop
NRF_LOG_INFO("\rInfinite loop triggered for keyboard...\r\n\r\n");
while (true)
{
// Infinite loop...
}i
}
NRF_LOG_FLUSH () ;
// Feed the dog
nrf drv_wdt_channel feed(m channel_id);

/* Author code END */
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Appendix IV:

Gaussian kernel Matlab script

Author: Roger van Rensburg, Date created: 2018-08-08, Description: Implimentation of Equation 5.1

Contents

= Gaussian kernel distribution route R1 -> R2

clc
clear

close

Gaussian kernel distribution route R1 -> R2
load R1 R2 normal data mat
latency = R1_R2 normal data mat(:,1);
R17R27latency7minmax = minmax (latency');
p = linspace(0,R1_R2 latency minmax(2),1000);

5 Bandwidth
h = 0.8;

Sample size

n = size(p,2);
Kernel density estimation
c = 1/sqrt(2*pi*h"2);
= zeros(size(p,1));
for i=1:n
f = f + 1/n*c*exp(-(latency(i)-p)."2/(2*h"2));

end

plot (p, f)
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