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Abstract

Utilities use Supervisory Control and Data Acquisit systems as their industrial control

system. The architecture of these systems in teevpas based on them being isolated from
other networks. Now with recent ever changing rexaents of capabilities from these

systems there is a need to converge with informagohnology systems and with the need to
have these industrial networks communicating ork@switched networks there are cyber
security concerns that come up.

This research project looks at the whether usirayygtion in an IP/MPLS core network for
SCADA in an OT IT environment has an effect on pleeformance requirements. This was
done through an experimental simulation with theults recorded. The research project also
looks at the key literature study considerations.
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CHAPTER 1

1. Introduction

1.1. Background

The background of this research is based on thetfat industrial networks including
Supervisory Control and Data Acquisition (SCADA)s@ms were initially designed and
developed as isolated networks and with minimah@security at all. The purposes of this
research project is to determine if encryption ag pf the whole Cybersecurity value chain,
can be used to secure communication in SCADA sysath still allow SCADA service
commands to be executed as per minimum SCADA padoce requirements. This research
is of extreme importance because SCADA systemsdapoyed in various industries
including critical infrastructure networks suchiasutilities. This means an attack on these
SCADA systems can be very catastrophic including libss of human lives. Thus this
research project seeks to determine the most $aitcryption standard for SCADA
systems in utilities.

1.2. Key Research Question

The key research question for this projectwsether using encryption in SCADA systems,
the services performance requirements are still medT/ IT environment over an MPLS
core network”?The research project will determine if SCADA seedcstill perform as per
minimum requirements over an encrypted MPLS/IP pétvin an OT/IT environment.

1.3. Research Objective

The primary objective for the research projecthisstis to research and demonstrate that
encryption is essential for secure SCADA commuigcabver a MPLS/IP core network.
Encryption forms an essential part of the Cybeu@gcvalue chain which has to achieve the
following cyber security objectives

Confidentiality: ensuring that the information soeiis really from that source.
Integrity: ensuring that the information has no¢maltered in any way.
Availability: ensuring that system is not compridmd that it is available.

These objectives of encryption should be met wit@BABA service performance
requirements not violated which is the objectivetioé research project. Thus the key
research question focuses only on the encryptiohgiathe Cyber Security value chain of
SCADA over an encrypted MPLS/IP network and no o#spects or areas.

1.4. Methodology

The research project had two components, the teehnomponent and the non-technical
component as part of completing the identified $a$lor the non-technical aspect, a detailed
literature survey was conducted. The literatureespdiscusses an overview of SCADA, its
components and its service requirements in an OdnMronment. The literature survey also
discusses the OT IT environment and its operaticiples and convergence between IT



and OT. Furthermore a discussion is given for IR/EMRore networks, including its design
consideration and methodology for SCADA in OT I'vieanment. The literature survey also
discusses encryption techniques of which togetfikr thve IP/MPLS core network forms part
of a critical part of this research project. A \edability assessment and ethical hacking
techniques of SCADA systems is discussed to gigeesy SCADA vulnerabilities. This is to
give an understanding of SCADA vulnerabilities attbw to what extend can encryption
assist in the whole SCADA cybersecurity value chamu also assist with preparing with
regards to those vulnerabilities. The non-technomahponent sets to achieve or serve as a
guide in terms of the best practice with regardthéorole of encryption in the whole value
chain and also what is the best design approadrdiey the IP/MPLS core network with
security and OT/IT convergence in mind. Thus the-texhnical component sets the
theoretical foundation for the simulation experimen

The technical component involved implementing agstihg the encryption and decryption
for various SCADA services over an IP/MPLS corewwek. The overview is that the
encryption and decryption was implemented usinghttteanced Encryption Standard (AES-
256) on periphery routers of the IP/MPLS core nekwdhen various SCADA system
services commands were simulated into the netwaikgua SCADA simulator called
FieldComm. FieldComm is a communications tool fee with DNP3.0 protocol networks
and devices (TruData Consulting, 2008). These camiswavill be encrypted and propagated
through the virtually developed IP/MPLS networkritdecrypted and passed through to the
remote terminal unit (RTU) to be executed.

1.5. SCADA and RTU setting

The initial test bench setup would involve settinqy and configuring the remote terminal
with the SCADA simulator. FieldComm will be used generate and simulate various
SCADA services. The purpose for this stage wasnguee correct operation of SCADA
commands and the execution by the RTU. This wiuee that FieldComm and the RTU.
This is illustrated in the figure below.

RS232

Remote Terminal Unit

Fieldcom

Figure 1.1 FieldComm, RTU and protection relay setp (Chego, 2014)

1.6. IP/MPLS Network

The next stage of the test bench would be the ioreand the design of the MPLS core
network. The MPLS network was designed by using &NSNS3 is an open source
telecommunications network design platform. It &bo an accurate network design
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mimicking real life conditions. Most networks caa tesigned firstly on GNS3 and then be
implemented practically. The ideal MPLS core netwfor a very large utility is shown in
Appendix A as example. This type of network reguitegh levels of computational and
processing power, therefore for the purposes & thsearch only a scaled version of the
network was implemented as per the processing ddjgsbof the computer used. The
network is an IP-based network using routers. Qheenetwork was build and configured, at
its periphery a machine running FieldComm will b&erfaced to the network with the RTU
interface on the other end. The implementationhi$ setup is given in more details in
chapter 8. The above overview is illustrated inftilwing figure.

WS

Remote Terminal Unit  Substation Protection Relay

RS232/USB—]

Fieldcom GNS3 (MPLS Network)

Figure 1.2 SCADA services through an MPLS networketup (Chego, 2014)

1.7. SCADA Encryption and Decryption Implementation

The next stage would involve the implementation esfcryption/decryption. Both the
encryption and decryption algorithms will be impkemed using the National Institute of
Standards and Technology (NIST) approved and teSES256 encryption. Further details
of the implementation are given in chapter 8.

1.8. Final Test bench setup

The following figure gives an overview of the hilglvel final test bench setup which is given
in more details in chapter 8. In this test benchous SCADA service commands were
simulated and issued by FieldComm. These were ptedyand passed to the IP/MPLS core
network to the desired destination router. Theiserecommands will be decrypted and will
be processed by the RTU.
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FialdComm

GNS3 (MPLS Network)

-

Femote Tenminal Unit

Figure 1.3 IP/MPLS network with encryption performed within the network routers (Chego, 2014)

1.9. Expected Outcomes

Upon completion of the project, the expected outedechnically is that SCADA encryption

would be implemented successfully; meaning inforamatvould be encrypted and decrypted
successfully over a MPLS/IP core network. This sgscin encryption and decryption
process should be achieved with minimal effectrendurrent SCADA services performance
requirements. The key milestones undergone in dadachieve were as follows; complete a
literature survey, compile a non-technical repaett®n for the literature survey, then
conduct the technical part (experiment) and corapkéte technical part of the report
including results and analysis thereof.

1.10.Conclusion

The research project sought to determine whethagwencryption in SCADA systems, the
services performance requirements are still memnirOT IT environment over an IP/MPLS
core network. The conclusion of this research goestas achieved through various stages
as discussed in the previous sections and thiscaapiled into the various chapters of this
research project report. Chapter 2 will give aftaliscussion on a typical SCADA system, its
basic architecture and service requirements in @josmal Technology Information
Technology (OT/IT). Chapter 3 discusses OT/IT imeyal and the convergence principles
thereof. Chapter 4 introduces the Multiprotocol éaBwitching (MPLS) Core networks.
Chapter 5 discusses the encryption/decryption igabes. Chapter 6 comments on ethical
hacking and vulnerability assessment in determif@@DA vulnerabilities and lists various
SCADA vulnerabilities into several categories. Fr@apter 7 onwards the focus is on the
simulation experiment. Chapter 7 discusses the lation experiment setup and
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configuration. Chapter 8 gives the results of timutation experiment and discusses them.
Chapter 9 gives a summary of the results and hksoetsearch project with a brief discussion
on recommendations for future work which can betiooed further in this research field.

The research report concludes with several appesdss supportive information for the
research project.
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CHAPTER 2

2. Supervisory Control And Data Acquisition Systems
(SCADA)

2.1. Introduction

This chapter gives an introduction of what SCADAhew it works and briefly discusses the
main components that make up the SCADA systemauéatiy in utilities. The chapter also
discusses the various SCADA performance requiresnaran OT IT environment of which
some of those services will be tested during thEeament work in Chapter 7 and Chapter 8.

2.2. What is SCADA

SCADA systems are deployed in several industriekidting energy, transportation, traffic
agencies, petroleum, telecommunications, and gbhecessing facilities such as in food
processing. They are the underlining control systean most of critical national
infrastructures. The following figure 2.1 illustesta typical SCADA system in utilities.

Control Center —— Field Site 1 —

Engirearing

HMI Workstations Swinien THeFore
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Commurszalicns
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i TR
or Callular WAN CARD ED
llit o =
3“'9 —— Field Site 3 —
Contral Server Communications E
Data (SCADA - MTU) Roulers K | I
Historian Modem |

RTU

Figure 2.1 An illustration of a typical electricity utility SCADA system (Anon., 2011)

Initially when SCADA systems were implemented, séguvas not a major concern as the
architecture was based on the fact that the netweark totally isolated from other networks
as most industrial networks were (Systems & NetwAralysis Center, n.d.). SCADA
systems have gone through an evolutionary prockess) one generation to the next
including from proprietary protocols to more opeanslard protocols. However the security
of SCADA systems has not evolved at the rate thaicceptable to ensure acceptable levels
of effective cyber security. This is alarming asAB& systems control some of the critical
infrastructure in a country and in industry. Mamganizations, which have SCADA systems
deployed, are not aware of SCADA vulnerabilitiesl amost assume since SCADA systems
are operating on an industrial network which untiw operates independently from the
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corporate network. The implications for SCADA fa#duare profound for an industry and a
country. As aforementioned SCADA systems are degalap utilities to control a country’s
electricity infrastructure and if it fails the catgiences are profound which can result in
economic losses on proportional scales and lodsuofan life to mention a few. SCADA
failure can also be used in modern warfare agansbuntry where systematic attacks are
executed against a nation’s critical infrastructoeéore the actual military strike commences.
An enemy can sabotage the electricity infrastrattine telecommunications infrastructure,
banking, and water, basically everything controllsdSCADA to gain warfare advantage.
This implies that SCADA failure has profound consexaces for any country.

There are many motivations that would fuel SCADAsteyns attacks, which include,

industrial and international espionage, terroristnategic military attack on infrastructure,

former employees seeking revenge, etc. (Thales3)20This means for an organization or
even a country, a form of security measure andegfyaneeds to be put in place to protect
SCADA systems and consequently critical infrastitest Cyber security for SCADA has to

be viewed as a value chain and not only consideraspect of it. The most common mistake
is that encryption or any other part of the cybecusity value chain can be treated in
isolation and as an ultimate solution. However orgations sometimes fail to understand
that encryption plays a critical part within theald value chain but it is not the ultimate. The
cyber security for SCADA must be considered asspairia value chain with each link in the

value chain to be robust as it is required to bewéler for the purposes of this research
project, the focus was on encryption part of theeahain.

2.3. How SCADA works

In utilities a SCADA system is a software applioatiwhereby data or information is
acquired the electrical distribution systems witlucim of the information coming from
substations (Terezinho, n.d.). Typically a substatvill have a certain number of intelligent
electronic devices and programmable logic contrell@mongst other uses, these are used to
measure, monitor and control a number of equipmathin the substation in real time. The
information from these devices is transmitted ® SCADA system and the SCADA system
is also able to transmitted instructions to thegestation based devices. This is done over a
telecommunication’s transmission network. Thig¢eimmunication transmission network
can be one of a number of various mediums, sudibr@soptic, microwave, GPRS, etc.

2.4. Supervisory Control And Data Acquisition (SCADA) Main

Components
The following section gives a brief descriptiontbe key components of SCADA system
used in utilities.

2.4.1.Human Machine Interface

The Human Machine Interface (HMI) is the user ifstee which users use when operating
the SCADA system. Data is processed by the SCABiwsre and it is displayed on the
HMI graphical user interface screen which is thaterpreted by the user to command
appropriate actions. This means that the HMI aB® ¢ontrols, be it physical and software
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based that the user or operator can manipulate HMieis also connected to the SCADA’s
database systems and other servers, and it ic@afse@cted to Intelligent Electronic Devices
(IED’s), Programmable Logic Controllers (PLC’s)ethccess network, the core network and
other peripherals of the SCADA systems. This isttst the user can be able to provide
statistics such as trends, be part of schedulechtemsince, diagnostic data, etc. The
advantage of the HMI system is that the informatmimout the SCADA is presented
graphically in a manner which depicts the actualisptal SCADA topology. The following
figure gives an illustration of the SCADA HMI.

.'l.rlr_l-:_ml:.l;. BNV TR

Figure 2.2 An lllustration of a HMI screen for a utilities SCADA system (E&A Engineering Solutions,
2014)

2.4.2.Supervisory Control And Data Acquisition Protocols

SCADA systems consist of protocols which are bdlgitanguages which allow the SCADA
to be able to communicate with other componentgs&lprotocols in general are based on
the International Standards Organization (ISO) ddiath which has several layers, typically
seven layers. This is referred to as the Open Bgstaterconnection (OSI) standard. There
are proprietary and non-proprietary protocols whiBG@ADA uses and in recent times
industry moved away from proprietary SCADA protactd more open standard protocols
(Kalapatapu, 2004). The typically open standardqums used in SCADA are MODBUS,
MODBUS X, Distributed Network Protocol (DNP), ASCIIEC 61850 to mention a few.
Some of these protocols are legacy protocols ardnat preferred. Currently in utilities
‘distribution environment DNP3 is commonly usediw# move towards IEC61850. For the
purposes of this experiment the SCADA simulatot thaised, uses DNP3 protocol.

2.4.3.Field Devices

Field Devices include Intelligent Electronic Dewce(lED’s), Programmable Logic
Controllers (PLC’s), relays, etc. These are noryndévices deployed in distributed fashion
in different locations, or substations in the cakenergy utilities.
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2.4.4.Remote Terminal Unit

Technically the Remote Terminal Unit (RTU) is aldielevice but because of its role and
importance it is often discussed separately frotreofield devices. Several of the field
devices such as the PLC’s IED’s and relays conteethe RTU which acts a gateway to
facilitate communication between these devicestheadCADA system.

2.4.5.Supervisory Control And Data Acquisition Communicatons

Network

A SCADA system usually comprises of a transportvoek, which can either be a switched
telephone line, power line communication, radiontcrowave, satellite, or even a packet
switched network. In the case of the packet swdcfif/MPLS) network as the core, the
SCADA system can be connected to it via an accessank. The IP/MPLS core network is
the focus of this research project and it is disedsin more detail in Chapter 4 with the
implementation done in chapter 8. The followingufig gives an illustration of a SCADA
MPLS/IP network and its components. The figuresiitates the access network, aggregation
and the core network.
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Figure 2.3 An illustration of a typical SCADA MPLS/IP core network for a utility (Huawei, 2016)

2.5. Performance requirements of SCADA systems in OT/IT

Operational Technology Information Technology (A)/ISCADA Telecommunication
Services requirements are listed below for var®G#DA services.

2.5.1.Supervisory Control And Data Acquisition Requiremerts
SCADA link requirements are summarised as folloMaritz & Bronkhorst, 2010):

- A two 64 kbps SCADA link is required between eactbstation and the Energy
Management System (EMS) at the National Controlt@giiNCC)

- A 64 kbps SCADA link is required between each safish and the System Control
Computer (SCC)
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- A 64 kbps SCADA link is required between each safish and the regional
Distribution

2.5.2.Management Station (DMS)
- A DMS is a type of a SCADA system
- DMSs require a 1 Mbps data link to the SCC
- A 10 Mbps circuit is required for data replicatioetween the NCC (EMS) the SCC
- 1 Mbps links are required between the NCC andéfenal TOCs, the Eskom

2.5.3.Telecommunications Management Centre and Security €htre
- SCADA links from substations to the DMS, EMS andCSiave a real requirement of
64 kbps and an aspiration requirement of 1 Mbps
- The SCADA links must be deterministic (Maritz & Bikhorst, 2010).

2.5.4.Future SCADA links will be configured to eliminate sub-

multiplexing.
The 10 Mbps circuit between the NCC and the SCQ beél IP-based. The aspiration
requirement is to implement a 20 Mbps circuit. Tétisild be through either two 10 Mbps or
four 5 Mbps circuits. The individual circuits wilérminate on different floors of the SCC.
SCADA links will have a dual port requirement ag pégure below. The purpose is to
provide redundancy at Bandwidth Management Equipf&E) port level.

The following Table 2.1 illustrates the serviceurgments for SCADA services which will
be IP based on an MPLS network for a Distributiaumsibess. The table outlines or
summarizes the various SCADA services and gives whBous services’ bandwidth
requirements, minimum latency and loss requiremeértis table also gives the availability
requirement of each service and also the levelrarifty each service is allocated. This
means services with high or critical levels of ptig their performance requirements cannot
be compromised at any cost. The table also givemdination of whether encryption or
security is required for each of the service @eiurity is vital.

SCADA Service Bandwidth, | Latency, Avalilability | Service | Security
Channel Loss Priority
Control Centre Voice 64 kbps, IP | Latency 98% Critical | Optional
services (Strategic <150ms,
Voice) Loss <1%
Substation Conditio| 512  kbp, | Latency 98% High Requiret
Monitoring and post IP <200ms,
analysis Loss < 1%
Substation and Securi| 128  kbps| Latency 98,33% Mediurr | Optiona
Video Surveillances per stream|<150ms,
IP Loss < 1%
Telecontrol (11kv, 22kv| 9 kbps, IP Latency 98,33% Critical | Requiret
33ky, substations <300ms,
RTU'’S) Loss < 0.05%
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Telecontrol (11kv66kv, | 19.2 kbp, | Latency 98,33% Critical | Requiret
88kv, 132kv, substationslP <300ms,
RTU'’S) Loss < 0.05%
Remote Metering 64kbps, IP|  Latency 98,33% High Required
<300ms,
Loss < 1%

Table 2.1 SCADA services performance’s minimum regoements (Maritz & Bronkhorst, 2010)

2.6. Conclusion

This chapter discussed the various components wingke up the basic SCADA system
architecture. Table 2.1 summarized the SCADA rexments in an OT/IT environment and
categorized security requirements for those pddicservices as required or optional. For
this research project simulation experiment, thesorategorized as required were simulated
with results given in chapter 8 and the optiona¢émwere not done as it was deemed not
necessary. The following chapter discusses Opeagdtibechnology Information Technology.
This is of importance since SCADA systems and tbevarks which they operate in are
considered Operational Technology and the convemdémtween Operational Technology
and Information Technology must be looked at sittee IP/MPLS network is a packet
switched network which is considered an Informafi@chnology network in this context.
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CHAPTER 3

3. Operational Technology Information Technology (OT
IT)

This section discusses and gives a backgroundet@®perational Technology Information
Technology convergence, particularly within the teou of utilities where SCADA is used as
the industrial control system of which encryptibereof is discussed in this research thesis.

3.1. Whatis OT/IT?

Operational Technology has been a field of corara monitoring systems which previously
was developed and supported by engineers who wesgomsible for maintaining the
integrity and performance critical plants and neksqGroenewald, et al., 2012).

In recent times and advancement of technology haceed for efficiency there has been a
growing need to interface, collaboration and datshange, not only between different OT
systems but also IT systems. The trends in OT/IWVehlaeen such that the underlining
platforms and technologies used in IT and OT areoiméng similar, there is a level of
standardization. There is also an increasing usghafed infrastructure. Furthermore there
has been a move from proprietary, hardware-basstereg particularly in OT to a more
transparent and industry standardized softwaredotssnology. However this has brought
in a new set of risks. This means an integratedOgbllaborative approach is required
which is defined in the following sections.

Information Technology is generally known however the purposes of this discussion a
definition is provided. IT refers to the compreheastechnology stack which covers both
hardware and software used to manipulate data fepexific purpose (Atos, 2012). IT

systems, particularly in legacy systems did naatly impact with the physical world in this

context.

OT/IT defines the interaction between Operationathinology and Information Technology
as they converge together for better organizatipediormance in organizations which have
implemented both. In a utility environment OT/IT nm@rgence and integration brings
together real time systems such as SCADA, EMS, DM® corporate or enterprise

applications that are IT based (Ventyx, n.d.). T¢iwing figure gives a demonstration of

such integration for a utility’s two networks.
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Figure 3.1 An illustration of OT/IT integration (Garg, 2013).

The vulnerabilities of OT/IT are discussed in atiseclooking at SCADA vulnerabilities in
an OT/IT environment in chapter 6. The vulneraieiditdiscussed are focused on the key
research question and focus area of the reseas@tpr

3.2. Governing Principles of OT/IT convergence
There are some governing principles that need tappdied when the OT/IT integration is
implemented.

All Operational Technology requires following thegineering design, maintenance and
operations review, quality and governance procegbey would normal do and specified in
their operational technology framework. This me#émast this would not change with the
OT/IT integration. In terms of standards, both ARdaDT will follow each of their specified
standards with deviations more on the IT side hastmore flexibility than operational

3.3. OT/IT Convergence Characteristics

The following table summarizes convergence charatitss between Operational
Technology and Information Technology. The tablesiarizes the individual characteristics
of OT and IT and then both as a converged systdmrasd characteristics are what need to be
considered or taken into account when OT/IT integnaor convergence takes place. It is
important to understand IT characteristics and lanyi OT characteristics before the
integration and convergence. Finally it is equathportant to understand the integrated or
converged OT/IT characteristics.

Operational Information Converged OT/IT
Technology (OT) Technology (IT)
Role Manage, Monitor Process busine:| End to end solutior

Control physical Assets | transactions, providesconvergence
and industrial network | communication,
equipment information, supports
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personne

Architecture

Embeddec
hardware/Software

Generic  enterpris
applications

Common
Information  Model
(CIM), MPLS Core
Network

Security NERC-CIP compliar Generic Enterpris Integrated Cybe
Security — Security Approach
1ISO27001/2

Interfaces Electromechanica Windows-Basec Converged OS GUI

coded displays, GUI's
customized GUI's,
computer based HMI
Connectivity Hardwired control IP-based connectivity Converged
networks (legacy with significantly connectivity, pack
networks), serial, non IR lower performance | switched protocols
protocols, some may usgrequirements except
IP as part of protocol between data centers,
stack. video and voice
applications

Operating Embedded, DeterministicNon-Deterministic, | Shared of Converge

Systems e.g. MAC or 0S
Windows

Environment Typically deployed in In office and thermo Mixed as per need

rugged and has regulated

environments

environments

Type of Data

Real time, time critical
near real time

Non-real time, batcl
orientated data fo
enterprise  system

For SCADA: ree-
rtime, time critical
sand batch depende

o

=]
—

=

12

real-time for IP basedon service comman
voice, video, etc. applied
Ownership Technology Grou IT groug Group owned, jointly
(Engineers) governed as pe
effective busines
model
Usage Always online Some always online  Converged
Service Services usually cann| Some services can || Core services shou
Provisioning be outsourced due to theutsourced but allnot be outsourced

critical infrastructure

needs

under IT group

Consequence of
Failure

Possibly catastrophic
with possible human life
loss

Productivity loss,
transaction delays,

Combination of both

Business Core product missionBusiness processefnd to end optimize
Continuity critical systems  andcritical support| operations
services systems including its
facilities and suppornt
systems
Typical Systems | EMS, SCADA, SAP, Outlook, Web | DMS, AMI, MDMS,

Examples

Substation Automation,

interfaces

MV90, etc.

etc.
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Table 3.1 Characteristics of OT, IT and converged @/IT (Groenewald, et al., 2012)

3.4. Conclusion

Chapter 3 discussed and defined OT IT, the bastrerging principles of OT IT and lastly
discussed the best practices and consideration®TolT convergence in the context of a
utility. The following chapter discusses the Multifpcol Label Switching (MPLS) network.
This is done because the research question lodke @erformance of SCADA services over
an IP/MPLS core network with encryption implement&tus it is important to discuss the
architecture, design and security requirementsudch a network.
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CHAPTER 4

4. Multiprotocol Label Switching Core Network for
SCADA

The purpose of this chapter is to discuss the dtocol Label Switching (MPLS) Core
Network for SCADA systems. The discussion givegiafbntroduction to MPLS, the basic
architecture requirements in SCADA and also disogs#s basic requirements for cyber
security of which encryption (which is the focugarof this research project) is discussed.
The chapter concludes by discussing briefly seveyber security techniques which can be
used to secure the SCADA MPLS core network.

4.1. Introduction

A simple definition of Multiprotocol Label Switchign(MPLS) is a type of protocol which
facilitates network traffic flow for faster routinghis is done by allowing packets to be
moved at layer 2, which is the datalink layer iast®f having to forward the frame to the
layer 3, the network layer. This is done by eactkpabeing labelled upon coming into the
MPLS network by a router, this router is normalkfarred to by an ingress router (Rouse,
2015). Then all the following routers simply do kecforwarding to the desired destination
which is entirely determined by the labels attachythe ingress router. The following figure
illustrates the basic functioning of a simple MRt@&e network.

LSR3
Egress

LSR 1
ingress m- LSR 2 9

—b——»

LSR4
:-‘ [ Egress
Server .

Figure 4.1 A demonstration of the basic functioningf a MPLS network (Rouse, 2015)

The destination label determines what route the&kgtawill follow beforehand and this is
referred to as the Label Switched Paths (LSP). @hasvs the MPLS architecture design to
determine before what traffic will take which rowtdaich makes this network service aware
and increases reliability and availability. For tarece the routers can be configured to
beforehand to determine which type of packets amah fivhich address range must take this
part. In chapter 8, for the experiment simulati@amtpthe routers where configured to allow
traffic only in a certain range of address to inyerathe level of security. Thus this
predetermination of routes and address range ryptraproves security but also can improve
the quality of supply such that service requireragldtency, packet loss, etc.) are met, as
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defined in Table 2.1 for this research project bheearouters do not have to halt the process
of forwarding packets so that they can go throughing tables.

4.2. Multiprotocol Label Switching core Network Architecture

The MPLS core network topology is determined bypgreal mapping of the actual
connections of routers and peripheral devices emtitwork (Alcatel Lucent, 2012). There
are several topologies or architectures that cafoll®ved when implementing an MPLS/IP
core network and these include, a ring topologymeshed or partially meshed, or a linear,
hub, etc. For energy utilities it is recommend thag architecture be used particularly if
there would be access networks involved or usedctess the MPLS core network as
demonstrated by the proposed Eskom MPLS core nktiworAppendix A. The primary
reason a ring topology is preferred it is becahsearchitecture provides a level of efficiency,
reliability and a level of redundancy such thaffitacan be re-routed to different routes in
cases of faults on the primary route. Another athga of using ring architecture is that the
feature of fast reroute in MPLS can be used suahtthffic on the ring is not duplicated and
as such ensure resiliency (Budka, 2014). This méasatsthe bandwidth of the architecture
can be efficiently used. The fast reroute featarthis architecture can reroute the traffic in
below 50ms should there be a problem on the primamye. The following figure below
gives an illustration of a whole energy utility M8ILP core network and various divisional
services that can be provided over this core ndtwmough various access networks. As it
can be viewed similarly to the proposed Eskom nekwie Appendix A, it is a ring core
network with several access networks to the varghvsional services points.

TRANSMISSION SUBSTATION CENTRAL CONTROL CENTER

Cﬁ”ﬁ:

Internet Corp LAN PABX

D

1P/MPLS
network

IED LAN Phane
DISTRIBUTION SUBSTATION FIELD AREA NETWORK

Figure 4.2 An illustration of an Energy utility IP/MPLS core ring network with several divisional senices
access networks (Alcatel Lucent, 2012)

For energy utilities the data packets are requicete able to propagate from the SCADA
master control to the various locations within tiegwork seamlessly. Furthermore the data
packets are also required to be able to propagatmgst the various locations themselves
and other networks such as the enterprise netwarlsdrvices such as remote substation
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access through Demilitarized Zone (DMZ) network hitecture. The other architecture
requirement is that the IP/MPLS core must be sesstylescalable to accommodate the
growing number of sites especially in the energptritiution environment where the number
of substations grows as the demand for electrigipws. The MPLS/IP core network for
utilities must also be able to use high end scheguprocesses to hierarchically place
services as per their defined criticality as ilfagtd in Table 2.1. This means that services
traffic will be fairly prioritized based on this iticality. This is often referred to as the
virtualization of the MPLS/IP core network (Netwofitrategy Partners, 2009). This is
achieved in the MPLS/IP core network through impetng the LSP service over certain
virtual private network (VPN) process such as thieudt emulation service, virtual private
LAN service (VPLS) and the Internet Protocol vittymivate network (IPVPN) (Alcatel
Lucent, 2012). These virtual private networks nwmid above can be used concurrently to
carry different services and their specific LSP'kis means that one kind of service traffic
can be transmitted over an IPVPN while anotheriseraver VPLS as an example. Circuit
Emulation Service is used within the IP/MPLS coetwork specifically for legacy services
which are using the Time Division Multiplexing pogbl. This service basically transforms
the TDM data or serial data into an IP or packatched data which can propagate over the
IP/MPLS core network. The following figure givesdamonstration of the circuit emulation
service implementation for legacy services.

TDM Legacy ircuit Emulation IB/MPLS MNetwork/Tunne vy ) - TDM Legacy

Figure 4.3 An illustration of the circuit emulation implemented in MPLS for legacy services (Alcatel-
Lucent, 2011)

The virtual private LAN services basically reroutesckets based on their media access
address (MAC) address. Both the source and thenddseh MAC address must be pre-
included in the MAC address table for all the rogtipaths. The internet protocol virtual
private network (IPVPN) is used in MPLS/IP netwddk IP traffic only, meaning that the
router forwarding is based solely on the IP addmfsshe destination. For this research
project, the simple IP/MPLS network architectureb@sed on both the Circuit Emulation
services due to legacy equipment and the IPVPNc=erThis means the data from legacy
SCADA system to the legacy RTU is encapsulatedavizemulation and then transmitted
over a predefined IPVPN MPLS core network whicknsrypted.

4.3. Basic Cyber Security Requirements for SCADA MPLS Cee

Network
There is an inherent requirement for cyber sectioitySCADA over MPLS/IP core networks
as it is a packet switched network which is cone@db other networks such as access
networks which might be connected to other netwavkich are connected to the internet.
These cyber security requirements must also satisfySCADA cyber security value chain
requirements and furthermore ensure that the SCA&xices performance requirements are
still met. This section discusses cyber securiguements that are specific to the MPLS
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core network. The focus of this research projectergryption versus performance
requirements, the other cyber security requiremargsdiscussed to indicate where in the
value chain encryption fits in and also to giveadidtic view of the importance of each cyber
security component in the value chain. These requents are namely; address space and
routing separation, hiding the network core strigtuesistance to cyber intrusions, and
spoofing prevention (CISCO MPLS, 2014). The addsgsce and routing separation means
that each end system would be assigned a distnt®address whereby all routes to this end
system is acquired by this IP address. Hiding tbee cnetwork topology means the
architecture of the MPLS/IP network should not lzesily deduced or seen from outside
networks. This means the internal addressing aating is hidden from the outside world
and this can bring a level of security. Howevemndfra reliability, resilience and continuity
point of view the addressing and routing must lmperly documented. Resistance to attacks
means that to some extend the MPLS/IP core netwugt be resistive to external attacks.
Preventing spoofing refers to hiding the IP addmeshkin the core network and also hiding
the LSP’s. This can be achieved through IPSec whiak covered in chapter 8 for this
research project as part of the experiment.

4.4. Cyber Security Techniques for SCADA MPLS core Netwrk

This section discusses technique options that\a#ahle to secure the SCADA MPLS core
network that gives high levels of security and easuSCADA services performances
requirements are met. Each of these are discussesthmply give an overview of where
encryption is SCADA cyber security fall is withing value chain even though key focus area
of the research project is only encryption. Herbvare the various techniques (Killalea,
2000):

4.4.1.Routing Authentication

Routing information must be hidden and made confidé as it is a likely point to be
attacked. The hidden routing information ensures tkata from one router to the next comes
from a router that the next router expects. Thismseall peer routers during configuration,
the expected address ranges must be predefinedutbentication purposes. Predefined
authentication works best for static routing. Fgnamic routing protocols in a case where
the primary link fails and there is pre-authenimat configuration there are ways of
achieving that and still have a level of securiyne option is to update the dynamic routing
protocol table such that expected ranges of IPesmdéss are configured on the routers. The
other alternative would be to use label distributiorotocol authentication, discussed in
section 4.4.4. Label distribution protocol autheation uses HASH algorithms to identify
network routers to provide a level of authenticatio dynamic routing such that foreign
routers are not introduced in the network for &itag purposes.

4.4.2.Access Control List

Access control list refers to a list of permittdgjexts which are given access on a network. In
this context it is referred to as packet filterimganing all other information which is not
permitted will be denied access.
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4.4.3.Customer Edge and Provider Edge Routers

This technique refers to when a utility’s netwoskalso connected to an external service
provider's network. The customer edger router geferthe utility’s router and the provider
edge router refers to the service provider’'s roukae best configuration in this instance is to
use static addresses which only allow traffic friims specific static address of the provider
edge router.

4.4.4.Label Distribution Protocol Authentication

This technique refers to using hashing algorithmsaathenticate routers and preventing
attackers from introducing unauthentic routers. fiashing algorithms which can be used in
this case are SHA-1 and MD5. MD5 however has iremedimes been broken thus it is
recommended that a SHA-1 algorithm is used. A ttaliscussion on Hashing algorithm is
given in Chapter 5 with experiment done in Chapter

4.4.5.Firewalling

A firewall is essential for external connectionsdaacross different access networks and
VPN’s connected to the MPLS core network to prevattacks coming in from these
connections. The firewalling principle in the coxttef utilities’ operational technology is
illustrated in figure 4.2 above.

4.4.6.Trusted Devices
A list of trusted devices with their respectivedédress can be added onto the routing tables
such that only those addresses have access tetilierk.

4.4.7.1PSec in MPLS networks

More security to the IP/MPLS core network can bdeatlby configuring IPSec on the core
routers. IPSec should be configured with severathef following techniques to ensure
optimal security (Shirley, 2000).

4.4.7.1. Authentication

Authentication can be implemented on peer routerthat a foreign router is not used in an
attack. The key for authentication can be pre-shéetween the routers during each peer
router configuration.

4.4.7.2. Encryption

In a case where an intruder is able to use pacik#ing techniques for instance to sniff the
traffic in the network, encryption ensures thataftacker is not able to make any sense of the
traffic. This means the integrity of the informatics preserved. Encryption is discussed in
much more detail in Chapter 5 and the implementattiereof is discussed in Chapter 8 with
the results given in Chapter 9.

4.4.7.3. Integrity of Packets
This technique allows that any changes to the pgadkdhe network be reported.
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4.4.7.4. Replay Detection

This technique is essential when an intruder hasessfully been able to sniff packets and
try to replay them at a later stage. This featdné8ec will be able to detect this and prevent
it.

4.4.7.5. Point-to-Point

The point-to-point feature is used between each qmeger for static configuration of most of
the IPSec features. It is advised that this feabhereised for small core networks as it was
done in this research project. It becomes diffi¢altuse this especially in ever expanding
network such as with increasing number of substatio utilities.

4.5. Conclusion

Chapter 4 discussed MPLS/IP core network, its desigchitecture consideration and cyber
security requirement. The security aspect as pemrelgquirements which was implemented
extensively for MPLS networks in this research eipent is the IPsec together with other
techniques which focuses on encryption which iskiéne focus area of the research project.
The following chapter discusses the various en@gfdecryption techniques. It gives a
background and gives a comparative analysis betvieendifferent schemes to lay the
foundation in terms of the best suitable technipreimplementation in the context of a
utility.
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CHAPTER 5

5. Encryption and Decryption Techniques
This section introduces and discusses encryptidrdaoryption techniques.

5.1. Introduction

There are several questions that have to be askbdegards to encryption and decryption
relating to the information that is to be encrypéed decrypted. These questions include how
important and useful is that information, what Ise tcost to repair that information.
Furthermore questions such as what is the cost auldvit make a difference if this
information is known by others to whom it is notended or the information becomes
available in the public domain. Further questionshsas; is the information encrypted or
decrypted valid and can the generator of the in&dion be verified as the owner and that the
information is authentic and comes from the sonoéal owner. These questions are important
and they normally inform what encryption technigaes suitable for use.

5.2. Cryptography History

As society developed, the need of securing infoilmnagrew as result of societal aspects such
as war throughout history that resulted in crypapdic schemes. This was apparent in many
different cultures across the world (Khan, 199&ypfography can be seen in ancient Egypt
with the use of Hieroglyphics as attributed to sercommunication between pharaohs and
gods. Cryptography appeared also in ancient Grestbethe use of a Scytale. A Scytale is
made up of a cylinder with a strip parchment witmassage on it (Leemburg, 1995). This
parchment would have to be wind around the cylirde@ctly the same way to be able to read
the message. Spartans predominantly used this gdtinmes of war to execute military
campaign through secure communications. The foligwigure below gives an example of
Scytale.

f@fﬂwﬁ /// /’\
(“CLEELEEE
\ V\ \E\HE\ \\/

Figure 5.1 Ancient Greek's cryptographic Scytale (eemburg, 1995)

Ancient Rome also used cryptography for secure comication by replacing Roman letters
with Greek letters; this was known as the Caesph&i The Caesar cipher is illustrated in
the following figure.
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Figure 5.2 lllustration of Caesar Cipher (Adrian, 2014)

In World War Il a device called an Enigma Machinaswdesigned by German engineer
Arthur Scherbius which was basically an electrorcimasical rotor cipher machine which
performed multiple predetermined steps of subsbituthat were pre-set according to that
particular’'s day settings. This meant each daystttings would be changed. This was used
for encrypted military operations communicationsheTfollowing figure 5.3 gives an
illustration of the Enigma Machine. The machine keat by basically changing a letter into
another letter at each stage it passed througm#ohine (Dade, 2006).

In today’s day and age, whole government departsnard created towards cryptography to
still try and ensure secure communications, alhwite goal for availability, integrity and
authenticity of the information exchanged.
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Figure 5.3 An lllustration of the internal operation of the Enigma Machine (Dade, 2006)

5.3. Cryptography Basics

The basic goal of cryptography or encryption igtotect the confidentiality of information
in information systems. Cryptography is based ormmbling information such that it is
completely random to anyone except those who know to decrypt it. One of the key

36



challenges of cryptography is the appearance ofetherypted information as random.
Another key factor in cryptography is a conceptlezhlplausible deniability which is a
condition such that, a subject can “safely andeally deny any knowledge of any
particular truth that may exist because no evidericguch truth’s existence can be proved”
(Dr Ellefsen & Blauw, 2014). This means that a tie&y good encrypted piece of
information should look completely random such ih& indistinguishable from true random
data and furthermore the deniability of the existenf decrypted data. This is the ultimate
goal of a cryptographic system. The technical dédim of cryptography is that cryptography
is a way of encoding information such that an gnbeing a person or machine is not able to
easily or feasibly decode the encoded message writteving knowledge of a key whereby
this key is a large number which is not easily glted. The reason for mentioning this
technical definition is because it introduces tlmnaept of a key which is essential in
cryptographic schemes.

5.4. Cryptography Systems

A crypto system is made up of a combination of é¢heéements; namely the algorithm used
for encryption, the keying information (key) ande tbperational procedure. The encryption
algorithm performs the actual encryption and detoyp All the other elements of a
cryptography system depend on this algorithm. Thg Is an algorithm that generates keys
which will be used by the above mentioned encryptityorithm. The operational procedure
basically states how all these parts of the enmgmpsystem functions together with one
another to achieve the cryptographic goal. For etarit will specify the type of input and
output required by the encryption algorithm and hbe key will be exchanged by parties
involved in the cryptographic system.

In today’s age, cryptography systems can be foundlmost any computing systems, for
instance, passwords and logons secure web tramssctcommunication devices, etc.
Cryptographic systems are very widespread and abltailhowever still prove difficult in
most instances to make them common. There areaaearsons for this and these include
the understanding of the technology. This means thgptographic systems are not as
intuitive and are difficult to understand espegidtir users who are not trained. The second
reason is the sharing of secret information, whschn important issue with a cryptographic
system to distribute and share the key. The o#@san why cryptographic systems are not
common is the issue of cost. Cryptography systesgsire a lot of money for research and
development and they require a lot of time. Thlisgackaged cryptographic systems can be
very expensive for this reason. Lastly another commeason why these systems are not so
common is that, at times it has specialized adtnatigse requirements whereby a person
requires specialized knowledge how to fully usegshstem, which introduces the element of
training. One aspect of encryption that has todresicered is the process of deciphering the
encrypted message without a key, which is normitigwn as Cryptanalysis. These are
techniques used by intruders to compromise theesysThey use three basic categories of
cryptanalysis which will be discussed later in thigpter in much more detail. They use
known plaintext and the ciphertext of a messaggetterate the key. Pattern recognition can
be used starting with the common place of a mesaaddry and find similarities and derive
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a key. The last category is the use of a bruteefagmproach attack. This is a trial and error
method such that each and every possible combimefia key is tried until the correct key is
generated.

5.5. Basic Ciphers
This section discusses basic ciphers which fornt parthe fundamentals of encryption
schemes and techniques used even in today’s systems

5.5.1.Substitution Cipher

The Substitution Cipher, otherwise known as a Qa&dpher encodes information by
substituting plaintext with other letters. The figubelow illustrates an example of a basic
substitution cipher.

JIX|U[N|F|P

Figure 5.4 An illustration of a substitution cipher (Mat, 2009)

5.5.2.Permutation Cipher

The permutation cipher is also known as the trasiipa cipher whereby plaintext characters
are moved according to a specified permutation fbamrhis is a basis of which some of the
most advanced encryption schemes such as Advanaggton Standard (AES) are based
on. The following figure gives a simple illustratiof a permutation cipher.

123456789
v --E‘“\-tl!-‘-)l::;{ﬂ
21 35 3 4 6 897
T0F SSECEKEETI
O T EP S CETR

Figure 5.5 A Permutation Cipher example (Shelton, @14)

5.5.3.Concealment Cipher

The concealment cipher is basically hiding a messagplain site within other messages. In
modern day age this technique is quite advanced té use of steganography to hide other
information in images and videos which will notdeeclear to the human eye. The following
figure gives an illustration of a concealment ciphe
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CipherText

Well, great! Oscar sighed. How was he, or rather
his car, meant to get at the track on time?

Extremely irritated he grabbed his jacket out of
his, nearly smashed, original blue car. Why him?!

Keying information

Read every character after
punctuation.

Decoded Plaintext

Go Home Now!

Figure 5.6 An illustration of a concealment ciphei(Dr Ellefsen & Blauw, 2014)

5.6. Keying Information

Keying information forms a critical part of a crggraphy system. In Section 5.3, it is
mentioned as one of the three components of aagygbhy system. Keying information or a
key in short, is a complex sequence of bits thagrexluced by an algorithm of which it is
protected by a passcode and this key allows erory@nd decryption to take place. The
strongest forms of keys in cryptography systemshavbe random in nature which means
they must not be known by any other parties othantthe ones involved. The issue of
random was raised as an important aspect of enornyjot previous section and there are only
few sources of pure randomness in nature sucheammtivement of molecules, radioactive
decay and biological mutations to name a few (Defe¢n & Blauw, 2014). With computing
systems it nearly impossible to achieve pure ramsi®® meaning consequently the keys
generated are not purely random as computer systeengleterministic by design. True
randomness in computer systems would be extensesgdgnsive. The best way to achieve
randomness in computer systems is to implementeadasandom process, in this context a
pseudorandom generator to generate keying infoomair keys. A pseudorandom number
generator is not necessarily a truly random sequéuot generates the same sequence each
time but that sequence can be altered by whatfésreel to as a seed. These seeds can be
generated from various sources that express adbrandomness, for instance in computing
systems the current millisecond clock or the pasesal hundred keyboard keystrokes or
mouse locations. This is how relatively random kegs be generated using a pseudorandom
process.

In cryptographic systems a relatively long key whis difficult to figure out is mostly
desired as it makes the encryption code stronders The term keylength is important, which
is a measure of the length of a key measure in ataaf bits making up that key. Keying
information or keys introduces a difficult measofesecurity in cryptography systems which
are how to keep the secret that only the vestetiepaknow the key and still make sure the
secrecy of the key is kept during exchange of & lketween those two parties. There are
common practices that can be implemented to erigeyesecrecy such as using tokens to
store the keys, encrypting the keys upon transppttiem across networks for example and
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keys being derived from passphrases. The othedvhsdage about keys is that they are
better when they are longer however rely on reddyishort passcodes which human beings
must be able to remember to protect these keys figans the introduction of a human
being in cryptographic system is the weakest lifike following figure gives a simple
illustration of a key derivation function that suranzes the above discussion.
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Figure 5.7 A key derivation function from a passcod illustration (Jeff, 2012)

5.7. Types of Encryption Schemes

The strength of which a cryptography system pravidepends on the strength of the
algorithm implemented; however there must stillablealance between algorithm complexity
and computational efficiency. This means it mustrgpt and decrypt information with
relative ease and reasonable time frame. The bmalbatween these two factors makes it
difficult for algorithms to be unbreakable, meansmme can be breakable especially with
their reliance on keying information. There areysvto make algorithms even less breakable;
this is referred to as security obfuscation (Gebb@2). This means that information about
how the encryption of information was done musképt secret.

There are two main types of encryption techniqguasely the symmetric encryption and
asymmetric encryption schemes. Symmetric encrypisowhen the same key is used to
encrypt and decrypt data. Furthermore symmetricrygtion uses fixed scrambling
operations. The key for symmetric encryption is suead in bits and depending on the level
of encryption the number keys can be determinem fiuat.

If for example:
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n = number of bits used for encryption (5.1)
Then
number of keys,k = 2™ (5.2)
Thus if 56 bits are used for instance for encryptieen the number of keys would be
k = 2256=72,058 x 1015 (5.3)

Asymmetric encryption uses one key to encrypt andtter to decrypt the data. The
encryption key would generally be known by morentbae source and it would be published
and this is known agublic keysystem. Asymmetric encryption uses prime numbers f
encryption unlike symmetric encryption which usemplex scrambling. The following table

gives a comparative analysis between the two schieme

Scheme Encryption Decryption Advantage Disadvantage
Symmetric Same Ke SameKey Fast anc Key distribution
versatile to both parties
can compromise
key.
Asymmetric Public key Private key Different keys  Slower to
for encryption compute
and decryption

Table 5.1 A comparative analysis summary of symmet and asymmetric encryption schemes.

Encryption schemes seek to achieve and ensurertiecpon of the integrity of messages,
availability and confidentiality. Encryption schesneloes not however solve problems
introduced by access control onto systems, useeshakie access but are malicious, and also
encrypting everything does not necessarily makerinétion purely secure. Symmetric and
Asymmetric encryption schemes are discussed inldethae next sections respectively.

5.8. Symmetric Encryption

Symmetric encryption is categorized into two catego that have a goal to achieve
confidentiality namely; Stream cipher and Block I@p The primary difference between
these two is with regards to the amount of datanf@armation they each encrypt at a time.
Each of these schemes is discussed in the followgtions respectively. Symmetric
encryption schemes that achieves integrity andahiéty will be discussed later

5.8.1.Stream Cipher: Confidentiality

A stream cipher encrypts streams of data at a tme&gning it encrypts each bit of data at a
time. The keying information requirement is that #tey must be the same length or longer
than the data being encrypted. This scheme is stble for continuous data streams of
unknown length and size such as in a mobile teleplsgstem and network connections such
as SSL or TLS. Stream ciphers are relatively fastercompute but do not provide
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information integrity. The following figure givessmple illustration of a stream symmetric
cipher implemented using a simple XOR gate.
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Figure 5.8 An illustration of a stream cipher (Lemke, 2014)

One of the most commonly known and used streamecipls the Ron’s Cipher with a
keylength of up to 2048 bits. It generates a pseutdiom stream of bits. It does this by
generating 256 bytes in numerical order and swaph byte with a byte dependent on each
byte from the key (permutation). With each bytedata the swop happens again and the
result is XORed with the plaintext. This scheme wasy useful as it is fast but has a flaw
that if the same key is used more than once thdewsystem is compromised. The RC4
cipher is shown in the following figure below.

Input data ‘

@ Output data
‘ Key ’—){ Key Schedule ’J

Figure 5.9 A Ron's Cipher implementation

5.8.2.Block Cipher: Confidentiality

A Block Cipher encrypts information in chunks oftaldlocks. All blocks must be of the
same size and length, and if there is not enoughtddill blocks random data is added to fill
them up. There is a specific algorithm that gemsréttese random data and it is referred to as
a padding algorithm. The Block cipher is best sl@dgor encrypting determined file sizes
such as documents. However this means that Blgidtecs require more memory. There are
several examples of block ciphers and these incthdeElectronic Codebook (ECB) mode
Encryption. Each block of data encryption in ECBd®mas independent of each other but
uses the same key. This is a great flaw becauseeiforeaks one block they can get the key
and be able to decrypt the information. The follogvifigures gives an illustration of both
encryption and decryption modes of Electronic Cadéimode respectively (Gattol, 2015).
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Plaintext Plaintext Plaintext
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Figure 5.10 Electronic Codebook mode encryption (Bndsma, 2012)
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Figure 5.11 Electronic Codebook mode decryption (Bndsma, 2012)

To solve the problem of using the same key and mgaitie blocks independent, a Cipher
Block Chaining mode encryption was introduced. Tigss an initial vector of the same size
as the plaintext which is XORed with the plaintexid input into the cipher with a key to

generate the ciphertext. This generated ciphebexbmes the initial vector of the next block
in a daisy chain format. This means that each bisadependent on the previous block and
breaking one block does not necessarily mean albtbcks are broken. This encryption and
decryption mode is illustrated in the followingdigs respectively (Gattol, 2015).

Plaintext Plaintext Plaintext
[TTTTITT [TTTTT] TTTTT]
Initialization WVector (IV)
| - e -0
L T . '
Block Cipher Block Cipher Block Cipher
Key * | Encryption Key *= | Encryption Key *| Encryption
' T ¥
N Y S | 5l S Y B [TTTTTT
Ciphertext Ciphertext Ciphertext

Figure 5.12 Cipher Block Chaining (CBC) mode encrgtion (Brandsma, 2012)
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Figure 5.13 Cipher Block Chaining (CBC) mode decrgtion (Brandsma, 2012)

One of the most commonly known block encryption lenpentations was the Data
Encryption Standard (DES). When it was first introdd it used a key length of 56 bits
whereby it is a relatively short length and wasyatble to encrypt a block length of 64 bits.
Later it was developed to have a key length of hi28 and be able to encrypt 128 bit long
block of data. In 1997 DES was broken and was ngdo the standard for encryption. To
further try to make it more secure, a triple DE®iesne was introduced whereby three
separate keys were used in sequence. The firsivksyused to encrypt the data, the second
key was used to decrypt the encrypted data andhilek key was used to encrypt the data
again. The computational efficiency of this schewes compromised and it was not as
secure. The following figure 5.14 gives an illusba of a simple DES algorithm
implementation.

DES encryption standard was replaced by the Aduhiaecryption Standard (AES). AES
encryption encrypts blocks of 128 bits at a timd ean use 128, 192 and 256 key length bits.
It uses substitution permutation network which iscl to code the algorithm in software
(Secretary of Commerce, 2001). The AES-128 enagptbnsists of 10 rounds of processing
(Kak, 2014). The first step to be taken before pssing can take place is that the input state
array is XORed with first four words of the key whihappens in the same manner during
the decryption stage, whereby the last four worfdthe key is used instead. The encryption
process steps include a single-byte based substitsiep; it also includes a row permutation
and a column mixing with the mixing of a round k@fe 128 bit block of data that AES
encrypts in a single round consists of a matrikyies, typically a4 X 4matrix. Each of the
subsequent bytes of the 128 block occupies eatheotolumns of the matrix one after the
other. This matrix is referred to asstate array(Niyaz, n.d.). This means each round of
processing processes the input state array to peodn output state array. The output state
array of the final round of processing is mixediat 128 bit output block. In terms of the
decryption each round of processing is made upefdllowing stages, inverse and shifts the
rows, then inverse and substitute bytes, then addsind key and finally inverse and mixes
the columns. This means that AES follows a verypdndesign that is easily implementable
in modern hardware and still provides efficiencyperformance. The following figure 5.15
illustrates the AES structure for 10 rounds of pssing for an encryption key that is 128 bits
long. Both the encryption and the decryption sideidustrated in the figure below. AES-256
encryption scheme which is implemented in this aese project is an extension of the AES-
128 encryption scheme.
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5.8.3.Information Integrity

Data Integrity refers to the safe keeping of infatimn from alteration and manipulation by
unauthorized parties. This means that it ensursitiiormation has not been compromised
and thus requires information to be verified. Hoamreverifying the integrity of information is

no enough by itself because the information stk o be coming from an authentic party.
Thus authentication and integrity goes hand in hand

Information integrity can be verified by implememgi two techniques namely; Message
Integrity Code (MIC) and Message Authentication EqMAC). The Message Integrity
Code is a string of bits which forms part of a naggsor information which verifies the

integrity of a message. The Message Integrity Ciedélustrated in the following figure
below.
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Figure 5.16 Message Integrity Code illustration (@acle, 2010)

The Message Authentication Code is also a stringatd but it authenticates and verifies the
integrity of a message using a key. The key cagemerated using a symmetric block cipher
or using a cryptographic hash function which wid Hiscussed in the next section. The
following figure shows a function of a Message autiication Code.

| MESSAGE | | MESSAGE |
MAC [ MEssAaGE | MAC
Key (K)—» Algorithm [MAC] Key (K) — Algorithm
| 1 I
AC IRE N
v
MAC: If the same MAC is found: then
Message Authentication Code the message: b= athenticiand
integrity checked
Else: something is not right.

Figure 5.17 Message Authentication Code illustratin (Bernstein, n.d.)

5.8.4.Cryptographic Hashing

Cryptographic Hashing refers to a process of takngmount of data, despite the size and
returning a block of data that is of a fixed siZ&is output is referred to as a cryptographic

hash value and the data that is being hashed ledcthie message or input. Cryptographic
hash function must have the following attributes:

- It must compute a hash digest for any input
It must be virtually impossible to determine thegmral message from the digest
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- Any minute alteration on the message should comlglethange the digest or hash
value
- Finally it should be impossible to find two messagédth the same digest.

Cryptographic hashing can be used for passwordficeation, pseudorandom number

generation, file or data identification and file data integrity by comparing the original

hash value with the one generated by the transindtesaved data. There are several
examples of cryptographic hash algorithms sucthadviessage Digest 5 (MD5) which is a
128 bit message digest. MD5 was broken in 2007.theroexample is the Secure Hash
Algorithm 1 (SHA1L) which is a 160 bit message diggsd the most recent the SHA-2 and
SHA-3.

5.9. Asymmetric Encryption

The following section discusses Asymmetric encoypti

5.9.1.Introduction

Asymmetric encryption uses one key to encrypt aratleer to decrypt the data. The two keys
are the private key which must be kept private sextete at all times and the other key is a
public key which can be distributed to anyone. Ehagblic keys and private keys go in pairs
to create what is referred to as a public-privaéy lpair. Public-Private key pairs are
generated using very large prime numbers multiptegkther. In asymmetric encryption,
data that is encrypted using a public key can belylecrypted using a corresponding private
key; the converse is true as well. Thus the puirlicate key in asymmetric encryption can be
used to ensure authentication of where the infaonatomes from as it would be encrypted
by a public-private key pair combination. The prisneeason why prime numbers are used to
generate the public-private key pairs is that ityvdifficult to factorize very large prime
numbers into the very same prime numbers that weeel to create it to consequently get
each of the public key and the private key. Thesube of prime numbers in this context in
cyber security is considered a Mathematical sin&khehereby it creates a security system
that is relatively robust and resistant to somaciktf. One of the most commonly used
asymmetric encryption would be the Rivest, Shammd Adleman (RSA) encryption
(Anonymous, 1999). It was created in the late 19741d became one of the most used
asymmetric encryption scheme because of its eassefand the use of very large prime
numbers for public-private key pairs. RSA encrydeta using a symmetric encryption
algorithm such as RC4 or AES. The symmetric kegnsrypted with the recipient’s public
key meaning only the recipient with their privateykcan be able to decrypt and get the
symmetric key to decrypt the data. This is oftefenred to as end-to-end encryption. The
following figure gives an illustration of RC4 enptyon scheme.
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Figure 5.18 RSA encryption scheme illustration (LH4U, 2013)

With reference to Table 5.1 above, one needs tevkmben to use asymmetric encryption
and when to use symmetric encryption considerinty laalvantages and disadvantages of
both techniques. Thus one can use asymmetric efamyywhen encrypting small amounts of
information as the amount of time will impact therfermance. Secondly as aforementioned
asymmetric encryption can be used when one warmvsrify authenticity.

5.9.2.Public Key Infrastructure

Public key infrastructure (PKI) is an implementatioreated to give a holistic solution to
digital identities, particularly to ensure autheityi in asymmetric encryption schemes. The
public key infrastructure is based on the trustMeein a party and a certification authority,
between a vendor and a certification authority demstly between various certification
authorities. Public key Infrastructure use digitektificates with encrypted public keys to
authenticate users, furthermore to ensure integrtgl ensure integrity and ensure non-
repudiation of users as discussed in Section 5.4ublic key infrastructure consist of
hardware, software, policies and entities in a fooh certificate authorities, digital
certificates, computers and servers, certificatectories, and registration authorities. The
public key infrastructure was intended to be a glaystem however the problem with that
ideal is who would take responsibility for, fundiagd access to it, thus several authorities
interacting with each other. The public key infrasture can be fully implemented within a
utility.

5.10.Authentication Systems

The following section discusses authenticationesyst

5.10.1. Secure Socket Layer
Secure Socket Layer (SSL) is used to encrypt né&twommunication and forms part of
using certificates and digital signatures for antloéty and integrity verification. Secure
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Socket Layer uses keys exchange system and digadificates to enable secure
communication. IP secure and HTTPS uses secureetstaker. The following is a simple
example of secure socket layer session implementati

o ClientHello
+ Algorithms supported P
* Random Number #1 :
H >{[]
ServerHello

[ o o + Algorithms selected
‘ ( + Random Number #2

iation . . + S5 Certificate
Negotiatio * Verifies 551 Certificate and o
extracts Server Public Key >
* Encrypts PreMaster Secret with * Decrypts PreMaster
Server’s Public Key o Secret using Server
Private Key
Shared j Compute Master Secret using Compute Master Secret using
Secret Q\' Random Numbers #1 and #2, and Random Numbers #1 and #2, and
PreMaster Secret PreMaster Secret
o ClientFinish
Create hash of messages -~ Compare ClientFinish hash
using Master Secret - with Server version of hash
- created with Master Secret
Handshake
Completion o ) o ServerFinish
* Compare ServerFinish hash ~ Create hash of messages
with ClientFinish hash using Master Secret and send
{ to Client

Figure 5.19 A Secure Socket Layer session exampldgnTrust SSL, 2015)

5.10.2. Secure Shell (SSH)

Secure Shell is a means of communication betweenctwnputer systems that is secure. It
utilizes passwords, usernames and digital centd&do create an encrypted path or tunnel
between two computer systems. The advantage ofiS8tt it can verify a party and who
that part claims to be. SSH can be combined withynwher authentication technologies to
create a robust authentication system. This camsbd in this context with remote terminal
units. The weakest link in this system is still theman element in a form of very weak
passwords.

5.11.Virtual Private Networks (VPN)

The following section discusses Virtual Private Watks which are essential in creating an
MPLS core network for a SCADA system.

5.11.1. Introduction

Virtual Private Network (VPN) is virtual networkdhenables a party to securely connect to a
particular network remotely. Virtual networks aresijned or created on a combination of

encryption techniques as discussed in the prevdeasons such as digital certificates which
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are used to negotiate for session keys, symmetgeyption to encrypt the actual data or
information and also an authentication mechanisrauthenticate the user on accessing the
network. The performance and connection of virtpiavate networks must be monitored
particularly for time critical functions becausens® connections might be slow with the
latency increase due to the multi-factor encryptiechniques mentioned above. There are
several virtual private network protocols and a #ew discussed in the following sections.

5.11.2. Point to Point Tunneling Protocol (PPTP)

Point to Point Tunneling Protocol is a tunnelingtpcol and does not necessarily use
encryption whereby encryption can be added as ara&player. This was used in legacy
Windows based operating systems equipment. Thisgubdoes not provide much security.

5.11.3. Layer 2 Tunneling Protocol (L2TP)

Layer 2 Tunneling Protocol can be considered asvaiution from Point to Point Tunneling.
Layer 2 Tunneling is capable of authenticating siserd also has the ability to encrypt data
and also compress it over a secure tunnel. Whatsnieebe noted is that the data is one that
is encrypted in tunnel and not the tunnel itself.

5.11.4. Internet Protocol Security (IPSec)

Internet Protocol Security it is a layer above twmmventional protocols used for Internet.
When the Internet and its protocol were first deswit was not done with security in mind,
hence why IPSec was introduced later as a lay&edRcan be used together with other
various VPN solutions to provide robust securitySéc can be used with either keys or
digital certificates. For this research project éeSvas used as part of the MPLS network
security with the encryption implemented withinstidesign. More details are provided in
chapter 4, 8 and 9.

5.11.5. Open Virtual Private Network (OpenVPN)
Open Virtual Private Network is an open sourceudltprivate network solution which uses
SSL/ TLS to create an encrypted tunnel.

5.12.Conclusion

Chapter 5 covered various encryption techniquesthen basic functions in the context of
the algorithm, the keying information and the goweg operating principles for that
particular scheme. It also covered the differenetwben symmetric and asymmetric
encryption and how the two can be used in a systelding advantages and disadvantages
of each technique under these schemes. This literded to the best implementation of
encryption in the simulation experiment considenvigat was discussed in this chapter and
also in Chapter 4. The following chapter discusSEADA vulnerabilities by categorizing
them into different sections. It also looks at hihese are determined through basic ethical
hacking process.
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CHAPTER 6

6. SCADA Systems Ethical Hacking and Vulnerability

Assessment

The following chapter discusses SCADA systems athisacking and vulnerability
assessment techniques. The importance of ethickifgaand vulnerability assessment in
this context is to ensure that vulnerabilities mlentified before an attack occurs and are
addressed accordingly, thus vulnerability assessmed ethical hacking is a preventative
measure and a preparation measure before sométhppgens. The actual lab experiment of
SCADA ethical hacking and vulnerability assessnmenan actual SCADA system is beyond
the scope of this research project and hence wasomalucted; however it is still important
in this context to discuss the various vulnerabsit vulnerability and ethical hacking process
as given in this chapter.

6.1. Ethical Hacking Overview

Ethical Hacking is a process of performing pengiratand security tests to determine
vulnerabilities in computer systems (Van Der Haat&ung, 2014). A hacker was initially
defined as a “a person who enjoys learning theildetd computer systems and how to
stretch their capabilities as opposed to most usecomputers who prefer to learn the bare
minimum” (Palmer, 2001). There is a difference hedw security testing and penetration
testing. Penetration is a process of getting mtocomputer system’s network to try and
determine weaknesses whereas security testing fgod®r than breaking into computer
systems’ networks but also includes the analysisoofiputer systems’ network security and
policy as well. However in this discussion the twil be referred to in a generic form as
penetration testers. The difference between nohaekers and ethical hackers is that even
though they basically perform the same functiohsytdo so with different intentions and
outcomes. Ethical hackers hack systems with thenigsion of system owners with the
intention of identifying weaknesses but hackersaavith an intention of harm.

Penetration Testers should have a form of certiboafrom an accredited organization such
as the SANS institute, Certified Information Sysse®@ecurity Professional (CISSP), etc.
Beyond the accreditation, penetration testers acdrgy testers must have technical skills
and higher levels of insight into networks. Peri@iratesters use programming languages
such as C, scripting and other collection of tdéolperform penetration and security testing.

There are basic models of penetration testing dmatindustry followed; namely the white
box model, the black box model and the gray boxeh@iceung, et al., 2014). The white box
model refers to a model whereby the penetratioterteis given information about the
computer systems, the network topology and teclgyotm which he will be performing the
penetration test. Also in this model the staff g@isonnel at that organization where the
penetration and security test is performed, a@inéd about the penetration test.
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The Black box model refers to a model whereby tlemepration tester is not given
information about the computer systems, the netvioplology and technology and also the
staff and personnel of that organization are nfiirmed about the test and the penetration
tester is not permitted to consult or interviewdhcstaff. This means the penetration tester
must figure out the network topology, technologg aomputer system. The last model is the
Gray model whereby some information about the ngéwmpology and computer system is
given to the penetration tester. This is also refeéto as the Hybrid model (Leung, et al.,
2014). In any of these model a penetration testgst ransure that they perform the security
test as per the agreement signed with the systamerand also that everything done is legal
using legal tools and that the process is docurdente

6.2. SCADA Vulnerability Assessment Process

This section discusses in detail the process toubdertaken when performing the
vulnerability assessment on a SCADA system.

6.2.1.Assessment Planning

In order to perform a security assessment and pioet testing a detailed plan must be

formulated and be followed. The plan must includinee frame, costing, and objectives of

the assessment, resources and tools requiremdr@gldn must also include the agreement
contract the organization and tester including titndns of the test and also any non-

disclosure agreements (Idaho National Laboratdd§ 12

6.2.2.Actual Testing and Assessment Process

The assessment process focuses primarily on wesdddbat are common in various
SCADA systems. SCADA assessments or penetratisimgesiust be done on disconnected
backup or development systems and not on live sys{édaho National Laboratory, 2011).
The wvulnerability assessment must include the SCADRAministrators, network
administrators, penetration testers and securiggiapst, Information Technology Personnel
and other Stakeholders, meaning that the SCADA tpstien testing and vulnerability
assessment is more likely to follow a white boxacgrey box model as opposed to a black
box model (Mell, et al., 2007). Hereto is the psxe

1. The first thing would be to compile the scope ofkvd his outlines the working contract
which includes the goals of the assessment, thersgsto be assessed, the equipment to
be used, the team, cost, non-disclosure agreengtats,

2. The final scope of work is finalized as a collalime input from both the assessment
team and the system owner.

3. The team can start with a full look at and undewditag of the SCADA system deployed
with the use of documentation and practical demratish of the system. This will serve
as learning and system understanding processddem.

4. The assessment equipment, hardware and softwarkeecaonfigured and calibrated and
interfaced with system to be assessed.

5. The actual penetration testing and vulnerabilitgeasment can be conducted, with
continuous documentation and categorization of/theerability using a scoring process

53



6. A draft final assessment report can be producethfosystem owner (Permann & Rohde,
2005).

7. Compile the final report and report key learningaar which do not contravene the non-
disclosure agreement can be documented for puddkase. This is highly important not
only for a national but also and international abbrative effort for cyber security for
critical infrastructure. This is also discussednare detail in chapter 10.

6.3. SCADA Vulnerabilities in a OT/IT Environment

The following section presents the high level comn®&CADA vulnerabilities which can be
identified using the processes and plan outlingtiénprevious sections.

6.3.1.Network Attacks
The follow discusses Network attacks

6.3.1.1. Denial of Service Attack (DoS)
A Denial of Service (DoS) attack prohibits authentsers from using and gaining access to
network infrastructure.

6.3.1.2. Distributed Denial of Service Attack (DDoS)

A Distributed Denial of Service Attack (DDoS) is attack similar to the DoS attack,
however the attack uses a number of attack conguoteservers such that the attack is not
from one source but distributed. This means that packet switched network, the network
could be flooded with a great number of packetctvinesults in loss of bandwidth.

6.3.1.3. Buffer Overflow Attack

This type of attack exploits code that is writtengoor fashion, for example a code that
doesn’t check or verify the amount of memory uéitizby code. In this type of attack the
attacker would write a program that overflows themmory buffer in operating system

consequently would result in the attacker gainiogeas as an administrator.

6.3.1.4. Ping of Death Attack

The Ping of Death Attack is when an attacker creeatelarge ICMP packet in the IP
addressing header more than the allowable 65 Kisbyhich results in a crash of the
destination pointer which cannot process the I&#Ej¢P packet.

6.3.1.5. Session Hijacking

This type of attack is when an attacker joins a TERBession and creates an impression to
both authentic parties that the other party is cominating with the other authentic party
meanwhile it is the attacker.

6.3.2.Attacks on Encryption Systems

This section discussed general and common attactlkencryption systems. There are several
reasons why encryption systems would be attackedl these include; accessing the
information, to get access to that network, pertap an investigation or as an information
recovery process to mention a few. As mentione8ention 5.4 and 5.6 the strength of an
encryption mostly lies in the strength or complgxf the keying information however this
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does not guarantee that attacks on a system willbroeffective, however it can make
difficult or even impossible. Hereto discussedsaeeral encryption systems attacks.

6.3.2.1. Man-in-the-Middle Attack (MITM)

The Man-in-the-Middle (MITM) attack is when an aftar eavesdrops or listens to an
encrypted communication channel and try to dectlgpt information. It is a very popular
type of an attack.

6.3.2.2. Timing Attacks

The timing attack considers and checks how lontheramount of time it takes to encrypt
and decrypt information which is then used to fegbow long is the key and what the key is.
It is a difficult type of attack to perform whick why it is not as popular.

6.3.2.3. Brute-force Attack

The brute force attack tries each and every coniibimgossible for passwords until the
correct one is found. This is very time consumimguigh, although there are advanced brute-
force attack systems which start with most commassible password for a key.

6.3.2.4. Rainbow Tables

This is an effective type of attack whereby thehhfasction is attacked by using extremely
large pre-computed tables to quickly figure outhessof passwords. These pre-computed
tables can even be bought online.

6.3.2.5. Birthday Attack
Attackers use this attack to Hash functions (sec8®.4) to force the hash function to
generate the same output for different inputs.

6.3.2.6. Chosen Ciphertext and Plaintext Attacks
This is a reverse engineering attack whereby tha&ckdr would use the ciphertext and
plaintext to try and reverse engineer the algorithrthe encryption key.

6.3.2.7. Port Scanning Attacks

Port Scanning attempts to discover which servidessh computer is rendering and identifies

that as vulnerabilities. Port scanning would repmrtall closed ports, open ports, filtered

ports and also determine the services running osetlports and also the operating system.
There are different types of port scans namely;

- SYN scan which is a subtle port scan,

- ACK scan which normally used to get through firdsal

- XMAS scan whereby different flags are altered,

- Connect scan which completes the required threehaagshake.

6.3.3.Physical Access Attacks

Physical Access Attacks refers to physical secwitinerabilities in the physical access
control system which may result to cyber securitgck. This is extremely important because
not only is it a possible flaw in modern industriatworks but also in legacy industrial
networks which were designed to be isolated ascarisg measure. Now if an attacker is
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somehow able to gain access onto the SCADA systarftastructure using physical means
this can result in a cyber-attack. The other reaglopnphysical security is important is that an
attack is more likely to happen inside than extdyrn&eung, et al., 2014). Physical access
attacks include the following:

6.3.3.1. Physical Access Control

This is the actual physical access to the infrasine. Most infrastructure premises use
deadbolt locks which an average person can piaklesaly. The other flaw in access control
is that most premises do not keep proper recordsddfiduals accessing the infrastructure
premises. Some premises utilize magnetic stripsaccards which can easily be lost, stolen,
or even duplicated with ease. This will be demaistt even further under social engineering
attacks.

6.3.3.2. Key loggers

Physical key loggers can be inserted onto unsusigegser's computers to capture every key
strokes of a keyboard and can later be retrievedyaim critical information such as
passwords.

6.3.3.3. Footprinting

Footprinting is a method of acquiring informatidmoat a network, in this case an industrial
network in order to be able to gain access ontbrteawork. Weaknesses in the network are
identified which can be exploited. Several methofid-ootprinting are available such as
email, using HTTP basics and other web tools.

6.3.4.Social Engineering Attacks

The human element is always the weakest link irecyecurity and that is why one of the
most effective methods of initiating cyber attacklegins with a social engineering attack. A
social engineering attack extracts important infaiion through persuasion, intimidation,
coercion, urgency, kindness, position of authomig. (Leung, et al., 2014). This attack is
harder to protect against as it involves human Wehalt is hypothesized that if the human
element is completely removed there would be atgmarovement in cyber security.
Several techniques are used to instigate a sau@heering attack such as;

6.3.4.1. Shoulder Surfing
This attack refers to when a potential attackemgseavhat a user enters on their keyboard.

6.3.4.2. Dumpster Diving

An attacker goes through trash in order to obtaeful information which can be used with
other useful information obtained in other meanse Thformation in the trash can include,
passwords on sticky notes, calendars and schedaksnes, utility bills, financial reports,
directories and telephone numbers, etc.

6.3.4.3. Piggybacking or tailgating
This attack is attempting to gain access onto @icesd area by using the human element of
kindness, by tailgating authorized personnel emgettiat restricted area.
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6.3.4.4. Phishing

Phishing can be done through various means induelinails. For instance a user can get an
email about a sick baby and through compassiondbhaypen attachments which may result
in an intrusion.

6.3.5.0perating Systems Vulnerabilities

There are several vulnerabilities which can be aigd within an operating system. Since
most SCADA systems run on Windows based machires, section will discuss briefly
Windows based operating system vulnerabilities s€hailnerabilities are as follows:

6.3.5.1. New Technology File System (NTFS)

A File system can be vulnerable, particularly thewNTechnology File System (NTFS)
because of its inherent feature of being able de formation behind existing files without
affecting the function and size of the other infation (Buttner, 2008).

6.3.5.2. File Allocation Table

The biggest problem about a Windows based filecation table is that it does not allow for
an access control list (ACL) at the individual filevel. The ACL is important for
administering permissions on files particularlyanmulti-user environment (Leung, et al.,
2014).

6.3.5.3. Remote Procedure Cell
This is another great vulnerability as this remotecedure cell allows software running on
one host to be run as code on another remote host.

6.3.5.4. Structure Query Language (SQL) Server

The most common vulnerabilities in SQL servers mmrent of which some SCADA
systems uses as form of its databases is the haetearent where by system administrator
accounts have no passwords or the username andqudsare left default. This would give
administrative rights to an intruder if accessasgd.

6.3.5.5. Passwords and Authentication

The issue about passwords as mentioned in encnygiszussion in the section above is the
human factor element whereby a user must seleassword they can remember. This results
in very weak passwords, which can be cracked usaogal engineering techniques and also
computing techniques.

6.3.6.Legislative constraints

The legislative constraints are another big issueSCADA and can be considered as
vulnerability on a generic basis that most of @wd are not able to keep up with the rate at
which technology is changing. The second legistatenstraint not only in the context of
SCADA systems cyber security is the issue of juctsoh, whereby it is difficult to arrest and
persecute a criminal should an attack be coming famother country. Another issues is that
with regards to digital evidence to be obtainedaarant is required especially if the property
of the suspected perpetrator is to be analysed. Qureaucratic process of this can
compromise the time required to obtain digital evice without the perpetrator getting the

57



opportunity to alter the state of that evidencee dther challenge with obtaining a warrant is
the difficulty of demonstrating probable cause. Jhegislative constraints can be deemed as
vulnerabilities.

6.4. Conclusion

Chapter 6 discussed the vulnerabilities in SCADétems. It categorized them into network,

encryption, physical, social engineering, operasiygtem and legislative vulnerabilities each

with details of specific attacks. The chapter alszussed the process which can be followed
under ethical hacking to determine these vulnetmsi Chapter 6 concludes the non-

technical component of this research project. Giragt onwards discusses the actual
simulation experiment. It gives the simulation expent setup and configuration.
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CHAPTER 7

7. Lab experiment and simulation setup and configuran

This chapter gives the overall description of tlxpegiment and simulation performed. In
Section 7.1 it introduces the experiment’s objextscope and area of focus. In Section 7.2 it
briefly gives the experiment equipment and toolguneed and discuss in Section 7.3 the
SCADA services that we simulated during the expeninin Section 7.4 the lab experiment
and simulation setup overview is given. Section digeusses the MPLS/IP network design
and configuration including the encryption. Thet Issction discusses how the SCADA and
RTU was setup and calibrated.

7.1. Experiment Objective

The key research question for this projectwsether using encryption in SCADA systems,
the services performance requirements are stillim&T IT environment over an MPLS core
network™? The core focus area of the research project wdstermine if Encryption is used,
will SCADA performance requirements still be mehi§ means that the research project
specifically focuses on the Encryption, which isiagle component of the whole security
value chain, versus SCADA services performance ireoents over packet switched
network. This means that the experiment will sofelgus on the encryption portion and not
any other part of the cyber security value chairigoeing to SCADA cyber security. Other
aspects of the SCADA cyber security value chain @utside the scope of this research
project and can be considered as future work cgradheas of research. The experiment was
to determine the three main aspects of encryptitwichw are integrity, availability and
confidentiality if they are met as discussed in @ka 1 and ensures that SCADA service
requirements are also met. The experiment desidrsetup will ensure that encryption meets
the requirements of integrity, confidentiality aanehilability over a packet switched network
(MPLS/IP network). Furthermore, SCADA services wile tested over this encrypted
MPLS/IP network to determine if the service perfarmoe requirements as per Table 2.1 are
met. The key performance measure and indicateesting the hypothesis will be the overall
latency of each SCADA service experienced overetiypted MPLS/IP network compared
to the basic required one as per Table 2.1. Thigns:¢hat if the latencies experiences by
these services are lower than the ones specifiddsis performance requirements then the
experiments would have been successful and theecemwvould be mean they were not
successful. Another key performance measure wila\sglability requirements of SCADA
services as per Table 2.1. If the availability ighler than stipulated in Table 2.1 then the
experiment was a successful and the converse vibeuldie. The integrity and confidentiality
aspects of the encryption was achieved during &stgd and configuration given in section
7.5 with the results discussed in Chapter 9.

7.2. Lab experiment equipment and tools used
The following equipment and tools were requiredtf@ successful completion of the lab and
simulation experiment.

- 1x HP laptop: Running the SCADA Simulator and S&F@aP conversion platform
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- 1x Toshiba laptop: Running the GNS3(IP/MPLS corevioek), Loop-back network,
TCP/IP to Serial conversion

- 1x RS232 RTU 120o0hm'’s cable

- GNS3: IP/MPLS core network simulator

- Enterprise 10S installed in GNS3 for CISCO routgnsl. Security Modules)
- Com By TCP (TCP/IP-Serial Converter)

- Serial/IP Control Panel (Serial-TCP/IP Converter)

- IST Talus ERTU (Enhanced Remote Terminal Unit)

- ERT1-13800 Dual Isolated RS-232 Card

- SCADA Simulator: FieldComm

- 1x MacBook Pro Laptop

- NETGEAR Local Area Network Switch

7.3. Description of simulated SCADA services

The following SCADA services were simulated duriting experiment to measure if their

performance requirements are met when their sigasstransmitted over an encrypted
MPLS/IP core network. This meant each of the SCA&¥vice signals had to be received
and executed by the RTU within the acceptable fimeod as per that particular service’s

performance requirement. The time period includiéaééncies such as the propagation time,
encryption and decryption time and other latencidsch were supposed to be within a

certain acceptable period of time. This meanslt#tiahcy was a key measure of performance
as discussed in the introduction and as given lmet2.1. Hereto are the main SCADA

services;

7.3.1.Telecontrol

Telecontrol in FieldComm (SCADA simulator) was repented by two modes of messages
which are Direct Operate and Operate. For Directr@e mode the instructions that were
sent to the RTU via the encrypted MPLS/IP core nétvare,close, trip and nullwhich all
three operate a substation relay that is normalhnected to the RTU. Similarly, for Operate
mode, the instructions that were sent through timypted MPLS/IP network ardose and
trip.

7.3.2.Substation Condition

The substation condition for this experiment wgsre@eented by using sending an integrity
poll message, sending a cold restart message adihgea warm restart message as the RTU
used was relatively old and does not offer othbstation condition messages.

7.3.3.Remote Monitoring/Metering

At the time of the experiment there was no meteeqgipment connected to the RTU thus
the monitoring/metering function was simulated gsine “Read and Write” functions. This
suffices as it a function of getting informatiomrn the IED through the RTU. The function
used to represent the monitoring‘isad date and time! A time stamp was read from the
RTU to represent the acquisition of informationsas metering. The other function used
was the“write date and time” If the performance requirements for these fumstiovere
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satisfactory then it can be extrapolated that thaey satisfactory for reading metering and
monitoring information.

7.3.4.RTU Error Statistics

RTU error statistics is list of errors encounteveuten the SCADA simulator (FieldComm)
communicates with the RTU, in this case over thenygited MPLS/IP network. This error
report will be generated and used as a measureténdine the level of availability of the
encrypted MPLS/IP core network and the ability bk tSCADA services message to
propagate through this network without many issuésvailability is an integral part of
encryption, which are confidentiality, integritycaavailability. The following error types are
measured:

- Bad CRC:counted when a bad CRC is received from the RTU.

- User Data OverflowSCADA (FieldComm) allows the application layeadgments to
be 2048 bytes and if this is exceeded by a sBY&J] then it is counted as an error.

- Sequence Errorsthis error is counted when a Transport layer sage number
arrives not in the correct sequence from the RTU

- Confirm Retriesthis error is when SCADA performs a Link Layertieafter an
initial Timeout

- Confirm Failure This error is incremented after the pre-determiinember of retries
is exceeded without success and SCADA fails tHetlimnsmission.

- AL No Responseghis refers to errors whenever no response isived to a request
within the configured Application Layer Responsen&out.

7.4. Lab experiment and simulation setup overview
The overview of the Lab experiment simulation setuas follows.

- A HP laptop was connected to a NETGEAR network Swit

- A Toshiba laptop was connected to the HP laptop wia the NETGEAR network
switch.

- The Switch was also connected to the Eskom Enserpretwork.

- The Toshiba laptop was connected to the RTU vi&iB232 cable.

- |IP addresses assignment. The IP addresses assigfoneach interface, Ethernet
card, emulator and any other devices in this sitrariaexperiment had to ensure they
were within the same subnet to ensure correctrrguti
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Figure 7.1 Experiment and Simulation block diagram

The following various images are illustrating thetual experimental setup.

Figure 7.2 lllustration of a D20 RTU and the IST ERTU used for the simulation and experiment
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Figure 7.3 The Toshiba laptop running the MPLS/IP ore network on GNS3 simulator, TCP/IP-RS232
conversion and it is connected to the RTU via RS232

'- 2

Figure 7.4 The HP laptop running the SCADA simulato and RS232-TCP/IP conversion which transmits
the data to the Toshiba laptop's GNS3 network via aetwork switch

Figure 7.5 An illustration of the switch and the MaBook Laptop connected to generate traffic and tory
and send messages to the network
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Figure 7.6 An overview of the overall simulation ad experiment setup

The functional process for the experimental setwpsamulation was as follows.

The HP Laptop was running the SCADA Simulator (@dmm) terminating the
SCADA services messages out of a COM port.

The SCADA services messages were then encapsutateé TCP/IP data stream
using a RS232- TCP conversion emulator. The IP dsklifor the HP laptop was
192.168.0.2

The Emulator was configured as a client acceptatg fom the SCADA COM port
and encapsulating it and transmitting it through Ethernet card via a LAN network
through the network Ethernet switch/router to TbahiLaptop with [P
Address192.168.0.3.

The LAN network of the Toshiba was connected to @€S3’'s IP/MLPS core
network as per GNS3 external LAN configuration.

The new transmitted encapsulated TCP/IP SCADA sesvimessages were then
encrypted using the AES 256 encryption standardteartsmitted over the GNS3’s
IP/MPLS core network.

The data was then decrypted after propagation ¢frahe virtual IP/MPLS core
network in GNS3, on the exiting interface of thaitey connected to a loopback
facility.

The loopback network was used to re-route the idéganally to the laptop to be able
to convert it back to RS-232 before sending it RTU.

The data from the loopback was send to the TCP8R3R conversion emulator and
it was converted to RS232 format removing the TERtcapsulation.

The data was then sent through COM1 port of thehibaslaptop to the RTU for
SCADA services messages execution by the RTU.

The RTU would execute the service messages andrgapenses or feedback. The
responses from the RTU back to the SCADA simulatould go through the same
process in reverse.

The following figure 8.7 gives an illustration dfet experiment test set-up bench.
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Figure 7.7 Functional block diagram for the lab exgriment and simulation

7.5. MPLS/IP core network design and configuration

This section discusses the MPLS/IP core netwonlgpsand routers configuration including
the AES-256 encryption and decryption.
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7.5.1.Basic Network design and Router Configuration

The basic router configuration in GNS3 after thecassful installation and initialization of
GNS3 involved for each router configuring the vasderminals to be used. Since the routers
were connected to an external network, they neeald@ configured as such. To be able to
convert the information from TCP/IP back to RS-Z82the RTU to be able to process, a
loopback configuration was used to re-route tha diatm the GNS3 IP/MPLS core network
back into the Toshiba laptop (host) such that tP/TP-RS232 emulator can be able to
facilitate the conversion. Herewith is the confafion of the routers.

- Firstly the various interfaces of the routers weseafigured, with Router 1 connected
to Router 2. The other interface of Router 1 wameated to the Local Area Network
interface card of the Toshiba Laptop which was eated to a switch connecting
other devices and other networks such as the Edketwork in this case. The other
interface of Router 2 was connected to the loopletikork to be able to convert the
information back to RS-232 for processing by thdJRIE discussed above. The other
interfaces of Router 1 and 2 were connected tor otheers to complete the IP/MPLS
core network.

- The interfaces were configured as Fast Ethernetvam assigned as discussed
above.

- The next phase involved navigating to the globalfiguration mode of the routers.

- Then the IP CEF mode was configured

- The IP domain look-up was configured

- The Router Rip version was assigned, version Bighdase

- The network was assigned. This means only devioea particular range of IP
addresses can have access or be part of this mketihois is an additional security
feature/ layer as recommended for an IP/MPLS ceteark in Chapter 4.

- The next step involves configuring the IP Addressésall the interfaces, each
interface at a time.

- Assign the duplex mode

- Assigned the speed

- Then activate the fastEthernet interfaces

- Then verify the configuration (shown in the resskgtion in Chapter 8)

The loopback allowed GNS3 to connect to the hoshpder and it was configured as
follows.

- Firstly the loopback adapter had to be createddoyng legacy hardware in Microsoft
Device Manager.

- The next step involved configuring the loopback #dg assigning the correct IP
Address and Subnet in the range according to tiveonlke the MPLS/IP core network
fell into.

- The next stage was connecting the loopback netwotk the GNS3 MPLS/IP core
network which was a simple matter of configuring thterface of the correct router
and selecting this loopback adapter as it appeatsria list of all networks available.
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The following figure gives an illustration of theadic simulated IP/MPLS core network
connected to a LAN on periphery and to a loopbadngequently to the emulator and a
RTU) access networks on the other end.

R3 R4

-

LocalAreaNetwork

LoopBackNetwork

Figure 7.8 An illustration of an IP/MPLS core netwak connected to two access networks (LAN and
Loopback)

The following figure gives an illustration of th@mplete connection, particularly what is
happening within the clouds as illustrated in tiyare above.

R3 R4

LocalAreaNetwork

LoopBackNetwork -
i

Fieldcom

Figure 7.9 The GNS3 network connected to SCADA anithe RTU through the access networks (LAN and
Loopback) illustration

The full configuration of the routers is given ipgendix B
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7.5.2.AES 256 Encryption in the MPLS/IP network

This section discussed how the encryption was gardid onto the MPLS/IP core network
configured above. The method of encryption choselpet used for this research project was
the symmetric Advanced Encryption Standard (he®ES) encryption standard, particularly
the AES-256 using the IPSEC tunnelling mode. Th& iB5AES simply refers to the number
of bits of the key used as discussed in Chaptérhts section discusses the logical steps
undergone to configure the routers on the peripterghe network for encryption and
decryption. This configuration process was basedhenbasic router configuration process
from the above Section 7.3.1. The process is asisbgd in detail in the following steps.

1. The first thing that needed to be done after emgaitieconfig mode was to enable the
isakmp.Then after the enablement, choose a policy stdntifeat would be used, in
this casepolicy 10was chosen. The policy is needed because the aautouter
initially attempts a connection in a particular reod

2. The next thing was to configure the mode used fahentication. For a substation
environment and based on literature survey as sscliin Chapter 5 the best option
was to use are-shared key (PSK)

3. The next step involved enabling the Hash methodg¢hvim this cas&SHAwas used.
The other mode is MD5 but as discussed in chapt®H3is much better thamMD5.

4. The following step involved the configuration oktencryption algorithm. There are
various different algorithms which can be configuckepending on strength and use.
In this environment it is important to strike a date between performance and
strength of the encryption algorithm. As discusabdve theAdvanced Encryption
Standard-256 (AES-25&)as configured.

5. The following step involved the enablement of theop which configure the
modulus size of the Diffe-Hellman key Exchange (Miep 2011). The group used for
this configuration isGroup 5 which is the 1536-bit Diffie-Hellman group. Then
subsequent to this was to configure lifetime which is the time measured in seconds
for security association, for this configuratiore tmaximum which is 86400 was
configured which is the default.

6. The next step was to configure tHeSEC tunnemode using th&56 bit AESand
SHA.

7. Then the next step involved the defining the tcaffiat was to be secured via the
encrypted channel.

8. The next step was to configure the range of IPhendther side or periphery also
matching the above defined traffic to the othetteoin the periphery and configuring
the transform set to be used.

9. The next step was to assign the configured cry@p ta the outgoing interface.

10.The last step involved the testing and verificatibthis configuration.

The full code for configuration is given as partAgpendix B.

7.6. SCADA and RTU simulation set-up calibration
This section discusses the RTU and SCADA set-up.
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7.6.1.Routers configuration calibration

This initial set-up involved connecting the routbeck to back with a direct link between the
two routers. A ping command was used to ping thé A@d the interfaces to determine if
there was communication between the two routers that the configuration was done
properly. If the ping was successful then it wohlve implied that the configuration was
successful. This calibration set-up is illustraitethe figure below.

7.6.2.SCADA (FieldComm) Configuration

Herewith is the configuration of the SCADA. The SOA in this case uses Serial

communication, which will be converted to packettshed. The channel used for the Master
is COM1 and Channel B uses COM3, with the baud o&@600 kbps, data length 8 bits, 1
stop bit and no parity. The above configuratiomiigen in the screen shot in the following

figure.

—Channel —Aapnc Optian

Channel & [Master) | COM1 h D ata Length IE 3
Channel B II:E”""|3 3 Stop Bits I-I 3
Baud |9600 7] Parity N 4

Capture Moize [

EIE' ak. Cancel

Figure 7.10 An illustration of SCADA (FieldComm) cafiguration for serial communication

The address of this SCADA station is assigned tm@&aning RTU configured to recognize
Master station 3 will only communicate with Master SCADA with address 3. An
intermesssage delay of 20ms is assigned. The maximumber of RTU’s which can be can
be connected to this master station of SCADA is. I0®& other settings are left as default.
The following figures give an illustration of therther SCADA configuration.
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Inter-meszage Delay [ms] |20 “wiait for CTS [meec] |500
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=11~

ak I Cancel |

Figure 7.11 An illustration of SCADA settings withthe Address of the SCADA

“pphcation Setiings |

—temorny Management

hax RTU=

tdax Buffer Lines I'lUUUU approx. 1.91HEB

I'IEIEI

Dizk Management

Max Frames per Capture File [min 500) ||:| single capture fl

=If=

o]

Figure 7.12 SCADA settings configuration continued

7.6.3.RTU Configuration

The following section discusses the configuration the Remote Terminal Unit (RTU)
within the SCADA module or application. The addrassigned to this RTU is 1234 and an
E-RTU for the purposes of this lab experiment wsedu The response Timeout is assigned to
be 200ms, meaning if messages are sent and delayofe than 200ms the request will time
out. Polling the RTU was also enabled to allow $@ADA to poll the RTU with the poll
interval assigned as 1s. This constant pollindhefRTU after 1s was essential for constantly

generating traffic to the RTU.
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Figure 7.13 An lllustration of RTU settings configuation

The commands sent from the SCADA to the RTU arerrefl to as messages. These
messages basically perform various functions taeaehvarious goals such as Telecontrol,
substation condition and post analysis, remote mmgtend monitoring, Teleprotection, etc.

The following figure shows the command prompt fetesting a particular message or
command to be sent to the RTU via the network.

E
RTU [1234 -| ><|)|ﬁ'|| ==z

o Request all Analogue Input Yariations

Read 16-bit Analogue Inputs

Request All Binary Input Yariations
Read Binary Inputs

Request All Binary Qukput Yariations
Read Binary Oukputs

Request All Binary Counter Yariations
Read 32-bit Binary Counters

Request All Frozen Counter Yariations
Read 32-bit Frozen Counters
Request All Frozen Analogue Yariations
Read 16-bit Frozen Analogue Inputs
Read 16-bit Analogue Outputs
Freeze 32-bit Counters

Freeze and Clear 32-bit Counters

& & & & & & & & & & & & & = @

Request All Control Block Yariations LI

Figure 7.14 An illustration of various messages wbh can be sent to the RTU for execution

7.7. Conclusion

Chapter 7 covered the simulation experiment setupc@nfiguration. It discussed the tools
and equipment required for the simulation experinzem gave the overall system overview.
The setup and configuration of the IP/MPLS coremoek and the encryption thereof was
discussed including the SCADA simulator (FieldComamd the RTU configuration. The

following chapter gives the results obtained hawingducting the simulation experiment.
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CHAPTER 8

8. Experimental and Simulation Results

8.1. Introduction

Chapter 8 follows from the discussions of Chapteard discusses the results of the
experiment and simulation conducted for this redearoject. The results in this chapter are
based on the experimental design, setup configuragtc. discussed in Chapter 7. These
results in this chapter are only focused on therkegarch question, which“ighether using
encryption in SCADA systems, the services perfocmamquirements are still met in OT IT
environment over an MPLS core networklde key focus area of the research question for
this MSc 50/50 mini-thesis is encryption versus &Aservices performance requirements,
and no other areas in the whole cyber securityevahain. Thus the key outcome measure for
this research project results would be based oheTal in chapter 2, which is latency and
availability for each of the services over an epteg MPLS/IP network versus the basic
service requirements. Various sections in this wapill present results conducted in a
systematic manner in order to build on some of b®ults as stages. These stages are
discussed in Chapter 1, Section 1.4 through toi@edt8.

Section 8.2 shows the MPLS network’s successfuttfan on its own. Section 8.3 gives
results of the encryption/decryption designed appliad at the network periphery. Section
8.4 gives results of connecting the SCADA to theURdirectly without any encryption,
without the IP network (8.4.1). Then Section 8.4i8es various successful connections
through the encrypted MPLS core network with entioyp and decryption functional as
tested in Section 8.3. Section 8.4.3 is the finwgration stage just prior the various services
commands are sent over this encrypted MPLS/IP geteork. The various sub-sections of
Section 8.5 give the results of the various SCARAvEes over this encrypted MPLS/IP
network. Section 8.6 gives the results of the RTitbiEStatistics. From Chapter 7, Section
7.3.4 it was discussed that RTU Error Statistidslve used as measure to determine the level
of availability of the encrypted MPLS/IP core netwand the ability of the SCADA services
message to propagate through this network withaatyrissues and the losses associated.
This chapter then concludes with Section 8.7 wherble results of the experiment and
simulation are analysed and summarized.

8.2. IP/IMPLS Core network Routers Configuration Results

The following figure gives an illustration of theccessful configuration of the Router 1 and
Router 2 without the encryption. It shows thatiaterfaces have been configured correctly
and that they are working fine as per the status?'Ogiven as yes for each interface. The
figures also show the IP addresses for each imnehere it was assigned. Where the IP
address is not assigned it is because the typateface chosen for this particular interface
during the routers configuration is a switch andstmo requirement for assigning an IP
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address. This was done for interfaces connectethtr routers that are not essential for this
experiment, which is router 3 and 4. Router 1 andr@ the critical ones and where the
encryption and decryption was applied to presereegssing power as the computer that was
used for the experiment is not powerful. However tlonfiguration design can be extended
to an innumerable number of routers if the procespower is available. Thus for this
simulation experiment, router 1 and router 2 seffic

[

Figure 8.2 An illustration of Router 2 interfaces onfiguration

Router 1 pings

The following figures give an illustration of sueséul communication between the various
interfaces through successful pings to the varioigsfaces.
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Figure 8.3 Router 1 to 192.168.1.2 (interface fagythe LAN network) interface successful ping

B e — - =E

1 [m

1 [

EPR1 =8 R

Figure 8.7 Router 1 to 192.168.1.6 (Loopback netwky interface successful ping

Router 2 pings

The following figures give an illustration of susséul communication between the various
interfaces through successful pings to the varioigsfaces by Router 2.
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Figure 8.12 Router 2 to 192.168.1.2 (interface fa@ LAN) interface successful ping

8.3. IP/MPLS Core network Encryption configuration Results
The following is a simple screen dump which shole ¢rypto engine correctly applied to
the respective routers within the simulation.
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Figure 8.13 An illustration of the correct applicaion of crypto engine to Router 1

PR E=S R

Figure 8.14 An illustration of the correct applicaion of crypto engine to Router 2

8.4. SCADA and RTU Connection Results

The following set of results confirm, firstly theccessful connection of SCADA to the RTU
as a direct connection to the RTU without goingotiyh the IP/MPLS core network,
basically a direct link from SCADA to the RTU. Thére results are followed by a SCADA
connection to the RTU through the encrypted MPLS@&e network through the
confirmation of the conversion from RS232 to TCRert the confirmation of the other
emulator converting back from TCP/IP to RS232 aadtly the confirmation of the
connection to the RTU with a response.

8.4.1.SCADA (FieldComm) and RTU connection confirmation wthout

going through the IP/MPLS Core network

The following section gives results confirming tbennection of the SCADA to the RTU.
Firstly the results show the human machine intertaicSCADA when the connection has not
been established yet. From the following Figurés&élow, it can be seen that the RTU 1234
in the bottom red bubble it is stated as offlinghe window named Point Database. In the
main window the SCADA (Src) with address 3 is sagdilata to RTU with address 1234
with no response as shown by the red bubble imihdow titled “Summary”. This is done
to show the difference between when a SCADA isamoinected to the RTU and also when
the connection is successful as it is illustrateld.
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f__ 2 1353 1234 - PRIMARY FRAME - User DATA (Mo Confirm) Single Frame Fragment
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© Z015/E 2
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1
2
3
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(] ¢ | 20157612 13:26:13.968
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[ ¢ 2015/6/12 13:26:13.968
9 ¢ 2015[6/12 13:26:13.968

le

The following screen shot in Figure 8.16 illusteagesuccessful connection between SCADA
and the RTU. In the window stated as summary,ritt@noted that the SCADA with address
3 is sending data to RTU with address 1234 and thsce is a response from RTU with
address 1234 to SCADA with address 3. It can furbeenoted that in the window named
point database the RTU is no longer offline as@previous figure above. This confirms the

Figure 8.15. The figure shows no connection betwedime SCADA and RTU.

connection of the SCADA to the RTU.
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Figure 8.16. The figure shows the confirmation of SADA connection to the RTU.

8.4.2.Emulator TCP/IP Serial Confirmation

The results in the previous section are from whenSCADA is directly connected to the
RTU via a RS232 link and not through the IP/MPL8vmek. In order for the communication
to be possible between the current SCADA and RTWjckv both use RS232 for
communication through the TCP/IP network, the RSZBBrmation needs to be
encapsulated into TCP/IP data packets as discussdtle previous chapter. For this
experiment a TCP/IP-RS232 emulator was used.

The first converter or emulator used was to convexrtRS232 or serial information generated
by the SCADA into TCP/IP data packets so that it ba transmitted over an IP/MPLS core
network. In this particular case the SCADA sendsgérial information to COM port 2 and
the emulator takes the information from COM po&rizl encapsulates it into a TCP/IP packet
with the destination IP address 192.168.1.6 th#tasintended IP address of the connection
point connected to the periphery just before thhended RTU, in this case the loopback IP
address. The following figure illustrates the cgofiation, the encapsulation of COM2 data to
IP address 192.168.1.6.
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— Serial/IP Control Panel x|

r— Configuration of COM2

COM4 IP Address: Part Murnber:
¥ Connect to server |192158.1.E| |SDDU
| ¥ Accept Connections: I
Configuration ‘wizard... | Copy Settings To... |
- Uzer Credential
I™ Use Credentials From: I j

i~ Connection Protocol
" Telnet
" Telnet with CH-Padding
' Raw TCP Connection

r~ COM Part Option
¥ DSFR Emulation: ITlack Connection j
v : -
. IV DCD Emulation: [ Track Comnection =l
V¥ CI% Emulation [Tiack Connection =l
: Part Moritar... " DTF is modem escape
Licensing... | " Riestore Failed Connections
Advanced...
Cloze I Help... | About... |

Figure 8.17. Emulator used for Serial to TCP/IP cowersion of SCADA information sent over the
IP/MPLS core network.

The following figure illustrates the results frohretabove Serial to TCP/IP convertor giving
confirmation of the connection to the desired devin the periphery adjacent to the RTU
with IP address 192.168.1.3

. Configuration Wizard - COM2 E!

IP Address of Server: Port Number:
[1521681.6 [5000
Usemame: Pagssword

[ I

[v Test for presence of a modem connected to the server

Status:
b Tiying 192.168. 16...
" Connected to Server
/" Raw TCP Connection Detected
Could not elicit ‘AT /0K response from modem
/" Session Completed

g I

|Recommendations:

Protocol: Raw TCP
COM Port Optiom: DIR Emulation disabled
|Security: Disabled

g Stat | [@ 50 | Jmusesetings | BCopy | Cancel |

Figure 8.18 Confirmation of emulator connection tadestination 192.168.1.6 (Loopback)
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The connection of the above emulator had to alscopéirmed on the other emulator as it is
illustrated in the next figure confirming the cootien between 192.168.0.2 (SCADA) and
192.168.1.6 (Loopback) before the conversion froBPMP-RS232 to the RTU. After the
newly encapsulated information exits the IP/MPLS$ecoetwork another TCP/IP to serial
convertor is used to convert the TCP/IP data sgn8@ADA back to RS232 for processing
by the RTU. The following figure confirms the cowtien from the device running the
SCADA with IP address device 192.168.0.2. It confirit as the source. The data will be
converted back from TCP/IP to Serial communicatonl sending to Serial port COM 1 to
the RTU.

il
Stait as 1 = EOM Properties
o 5|
|EET
Indirizzo server Porta - I l _I
e o waBts B
Tx0sa [ 7] pre -
R Data I

By Salvatore Novelli [salvatore. novelli@tiscaliit)

Figure 8.19 Emulator used for TCP/IP to Serial congrsion of SCADA information to be executed by the
RTU after propagation through encrypted IP/MPLS core network and also confirmation of connectivity
between the two emulators through the network
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8.4.3.SCADA (FieldComm) and RTU connection confirmation trough the

Encrypted IP/MPLS Core network
After the connection between the Serial to TCP/tdhverter and the TCP/IP to Serial
convector though the encrypted IP/MPLS core netvi®mdonfirmed, the connection between
SCADA and RTU had to be confirmed. This was to aamthe following in this order:

- the conversion from Serial to TCP was successful

- the encryption of the encapsulated data

- the propagation through the encrypted IP/MPLS oetevork was successful

- the decryption of the encapsulated data

- the conversion of TCP/IP back to Serial was sudakss

- Lastly the communication between SCADA and the RWak successful through
messages and responses exchanged between SCADRAeaRTU.

The following figure gives the confirmation of tliennection between SCADA and RTU
after the conversion to TCP and propagation throtigh IP/MPLS core network with
encryption and conversion back to Serial commuitnatThe figure shows the RTU no
longer offline with the data sent by SCADA and replfrom the RTU.

+ FieldComm =18]>
File Session Capture Point Database Fiters Settings Stabistics Window Help
=[D| o|u| ¥
| o
= Packel 54 | View Fites Rule: None
Drate: 12/06/215
Time: 14.07.30 Frames | Objects |
[ E;ﬁmmi | g |me sre [pst [Di |Descrption [ Infarmation 1=l
T F:gm_m DIR: 1, PRM: 1. Fov: 1. Foa: o] L 14:07:25... 12393 &= PRIMARY FRAME - User DATA (No Confirm) | Single Frane Fragment
Sie3 14:07:25.., 3 |123% —»  PRIMARY FRAME - User DATA (Confirm Req... |Single Frame Fragmerit
Dt 1234
Length: 17 14:07:26.., 123% 3 &= PRIMARY FRAME - User DATA (Mo Confirm) | Single Frame Fragmenit

14:07:25 ... (12343 #— Secondary Frame - ACK J

CRC: 3973

ansport Layer

Fin 1,Fi. 1, Seq 13
= Apphcation Layer
FrCode: READ [1)

14:07:26 .., |3 1234 —» PRIMARY FRAME - User OATA (Confirm Req... | Single Frame Fragmert
14:07:26 .., 1234/3 4= Secondary Frame - ACK
14:07:27 .., 123¢'3 &=  PRIMARY FRAME - User ODATA (Mo Confirm) Single Frame Fragment
14:07:27 ... [3 123 —»  PRIMARY FRAME - User DATA (Confirm Req... | Single Frame Fragment
14:07:27 .., | 12343 #—  Secondary Frame - ACK
14:07:28.., 12343 &= PRIMARY FRAME - User DATA (Mo Confirm) | Single Frame Fragment
14:07:28 ... |3 1234 —»  PRIMARY FRAME - User DATA (Confirm Req... | Single Frane Fragment
14:07:28 .., 1234 3 %= Secondary Frame - ACK

AC: Firl Ful Seq14 Conl
+ #1: 080v0Z Clazs 1 Data
B #2: 080v03: Class 2 Daty
B3 H3: o80vD4: Class 3Data

- e Frame Fragment
1234 —%  PRIMARY FRAME - Uiser DATA (Confirm Rex... |Single Frams Fragment
5 #—  Secondary Frame - ACK
14:07:30.., 12343 &= PRIMARY FRAME - User DATA (Mo Confirm) | Single Frare Fragment
| 14:07:30 ... 3 1234 =  PRIMARY FRAME - User DATA (Confirm Req... Bt IaC ity
" ] — ;:s 14:07:30.,, 1234 3 4= Secondary Frame - ACK

: 156 14:07:31 ... 12343 @—= PRIMARY FRAME - User DATA (No Corfirm) | Single Frame Fragment
Frame Detads | Object Detals | — =]

EEE o)

B4 11 D3I D2 04 03 00 3 73
CE 01 3C 02 06 3C 03 06 3C 04 0B 14 E

Digital Input
Digital Dutput

Analog Outpt
Binasy Couriler
Frozen Counter
Fiozen Analogue

[ la: comz:9800.8.M.1 Bt comz:se00.6.M.1 Sinle capture fie

Figure 8.20 The figure confirms the communication btween SCADA and RTU through the IP/MPLS
core network with data conversion from Serial to T@® and back from TCP to Serial
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8.5. Results of SCADA Services Tested over an encrypted
IP/MPLS core network

The following section gives results of SCADA seesdested over an IP/MPLS core network
which was created and configured with encryption.

8.5.1.Telecontrol

For this simulation, Telecontrol in FieldComm wapresented by two modes of messages
namely; Direct Operate and Operate (slightly déeferfrom direct operate). Each of the
above message modes for Telecontrol have diffenedes of functions, generallgull, trip

and close”for relay operation of which each of these messaggs sent for execution by the
RTU and the results recorded hereto as printscreketit'e SCADA dashboard of messages
sent and responses.

8.5.1.1. Direct Operate

The direct operate mode was operated as a binapyitowith the function selected é&sip,
close or null”. The following figure illustrates the SCADA servicenessage dashboard for
“Direct Operate”.

N X =10/ %]
RTU [1234 - x|rleln] B|S

® Read 32-bit Binary Counters :J Ltapok Numater ’3

® Request all Frozen Counter Yariations I

® Read 32-bit Frozen Counters I—

® Request All Frozen Analogue Yariations AnalogueQut " Value |1 = SZEt
® Read 16-bit Frozen Analogue Inputs [

® Read 16-bit Analogue Outputs

® Freeze 32-bit Counters i « Action lPulse ON j'

® Freeze and Clear 32-bit Counters Trip/Close m

® Request All Control Block Variations

—— Operation [~ Queue
Direct Operate [~ Clear

® Direct Operate no Ack

® Select Count I1

® Operate On Time [1000

® Disable Unsolicited Responses _

® Enable Unsolicited Responses Off Time |

® Send Integrity Poll L‘ ! I
' . — W oK | Cance! |

Figure 8.21 An illustration of SCADA service messagy "Direct Operate" dashboard

- Null

The first message sent under the “Direct Operatelice function is &null” message to
the RTU. The frame details as per the SCADA dasitb@aillustrated in the following
figure with the response from the RTU given thesagjuent figure.
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B Packel 53

Date: 1270672015

Tore 154030

Dieecton 1

= Link Lo

Frlode: 03, DIR: 1. PRM: 1. FOV: 1.FCE:
Srecd
Dk 1234
Lengthe 26

Fre 1. Fe 1. Saq 48
=1 Agpbcainn Laer
Friloder DIRECT OFERATE (3
AT Fel Pl Seqll ConcD
= 0 @120 Coneod Felay Qs Block
Dl 168 Indse. 1582 Quaetity
Ranga: Mumber of Dbctz = 1
Corircl Ponk: 3
Achan PULSE 0N Queus D Clearcl, TrpdCloce (Ml
Huabeet of tegquesid openations: 1
O T DOODO0D000:
QI Torvve: DODDOD00000:
Statuy: 0

Frame Dielad: | Obsect Datals |

Figure 8.22 Frame details of null function by SCADAto the RTU for Direct Operate service function

The following figures gives the reply from the RThich means the message successfully
reached the RTU and RTU provided a response.

[ -rromevetats =10l
5 Pecket 55

D 120642005

Tise: 164030

Dissction 0

=1 Trangpod! Layer
Frc 1,Fr 1,50 48
=t Appbecation Layer
Friode: RESPOMSE 18
AL Fed Pl Seqi Conld
= Irderrnl rnche:atione: [R0AL2)
= B el 3 Contend Ralay Dutont Block
Cluaat 155 Infese. Ve Quisesity
Range: Mumber of Obseciz = 1
Cortrod Pont: 3
Achon PULSE OH  Queus D Cleacl, Top/Close:0Mu)
Blurnbeer of poguested operations: 1
Shahas 11

Frome Detods | Obiect Detads |

Figure 8.23 Frame details of a reply by the RTU fothe null function sent by SCADA to the RTU for
Direct Operate service function

- Trip

The other message sent under the “Direct Operat&ice function is dTrip” message to
the RTU which is normally used to trip a breakeotigh a relay. The frame details as per
the SCADA dashboard is illustrated in the followiingure with the response from the RTU
given the subsequent figure.
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= Packet 36
Dater 12/06/2015
Time: 16:43.28
Dwection: 1
= Link Layer
FrCode: 03, DIR: 1. PAM: 1. FOV: 1. FCB: 1

CAC: EBB2
= Transport Layer
Firc1,Fr 1, 5eq 36
= Apphcation Layer
FrCode: DIRECT OPERATE [5)
AC Firl Finl Seq05 ConcO
[# #1: 012v01: Control Relay Output Block

Frame Detais | Obiect Detai |

Figure 8.24 Frame details of trip function by SCADAto the RTU for Direct Operate service function

The following figure gives a response frame deftaiin the RTU to the SCADA regarding
the execution of th&Trip” SCADA function for the Direct Operate service ftioo.

B — =151

= Packat 32
Degter 1270652005
T 164373
Dhamctioer 01

=1 Tranapaoit Layes
Fro 1,Fe 1, Seq 27
- Apphe.atain Lsisr
Frlode: RESPORSE [5)
AL Frl Fvl Seq05 Con
= Indemial Imdecations [(002]
2 81 andiln; Corirod Fieley Chatput Block
Guat 16l bndes, 1E-bat Duiariity
g Mumser of Objects = 1
Contiol Poart 1
ActiorePULSE ON  Queswse] Cleard. TripThoze ATrp]
Muesbied of pedusshad ofedstns: 1
Ot T DOC00O0000
- T v OO0

Htatier TE

Fiams Detads [ Dbpect Dotods

Figure 8.25 Frame details of a reply by the RTU fothe trip function sent by SCADA to the RTU for
Direct Operate service function

- Close

The last message sent by SCADA under the “Direcr@p” service function is‘€lose”
message to the RTU which is normally used to closeeaker through a relay. The frame
details as per the SCADA dashboard is illustratethe following figure with the response
from the RTU given the subsequent figure.
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TR 0l

=1 Packet 76

Date: 12/06/2015

Time: 16:47:44

Duwection: 1

= Link Layer

FriCode: 03, DIR: 1. PRM: 1. FCV: 1, FTB: 1
Sic 3
Dst 1234
Length: 26
CRC: EBG2

Firc 1.Fir 1, 5eq 48
= Apphcaton Layer
FriCode: DIRECT OPERATE (5)
AC Fir1 Finl Seq0l Coni
= #1: 012v01: Control Relay Output Block
Quak 16-bit Index. 16-bit Quantity
Range: Mumber of Objects = 1
Contral Pont: 3
AchonPULSE ON  Queue D Clear0, Tnp/Close 1[Close]
Number of requested operations: 1
On-Time: 00000000000
Of-Time: 00000000000
Status: 0

Frame Datails | Object Detais |

Figure 8.26 Frame details of trip function by SCADAto the RTU for Direct Operate service function

The following figure gives a response frame deftain the RTU to the SCADA regarding
the execution of th&Close” SCADA function for the Direct Operate service ftioo.

- Paciet T2

Diate: 120062015

Time: 164T:44

Daection: 0

= L Lo

FriCode: 04, DIR: 0, PAM: 1. FCV: O.FCB: 0
Ses 154
Dt 3
Langth: 10
CRC: 734

ALk
=

Frc 1, Fr ¥, Seq 17

FrnCode: RESFONSE 5

&L Fiel Frel Seq1 ComD
=1 Ireserl | nicationre (00

Fiama Distsds | Olbyoct Distads |

Figure 8.27 Frame details of a reply by the RTU fothe close function sent by SCADA to the RTU for
Direct Operate service function

8.5.1.2. Operate
The operate mode was operated as a binary outplutiva function selected &p or close
The following figure illustrates the SCADA serviceessage dashboard f@perate”.
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- Master Messages X =10/ x|
RTU [1234 ~] x|;-,-,|ﬁ|] Q|r;,3|
® Read 32-bit Binary Counters ] Output Numbe [2
* Request All Frozen Counter Variations |
® Read 32-bit Frozen Counters
® Request All Frozen Analogue Variations AnalogueOut ¢ Value IU I~ | 32Bit
® Read 16-bit Frozen Analogue Inputs |
® Read 16-bit Analogue Outputs o
® Freeze 32-bit Counters _ BinayOut & Action IPuIse ON v]
® Freeze and Clear 32-bit Counters Trip/Close I'nip v]
® Request All Control Block Variations :
" Operation [~ Queue
® Direct Operate  c
® Direct Operate no Ack
* Sglect cm |1
Operate ¢
On Time |1UUU
® Disable Unsolicited Responses
* Enable Unsolicited Responses Off Time I]:l
* Send Inteqrity Poll éIl
“ - =] 0K | Concel |

Figure 8.28 The Operate message dashboard illustiah

- Trip

The message sent under the “Operate” service fumési a“Trip” message to the RTU

which is normally used to trip a breaker througheky. The frame details as per the
SCADA dashboard is illustrated in the following g with the response from the RTU
given the subsequent figure.

[ rromepetas =101

= Packet 107

Date: 14/06/2015

Time: 19.46:04

Directior: 1

= Link Layer
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Length: 26
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Figure 8.29 Frame details of trip function by SCADAto the RTU for Operate service function
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The following figure gives a response frame deftain the RTU to the SCADA regarding
the execution of theTrip” SCADA function for the Operaté service function.

[ crrameetab N |- S |

= Faciet 108

Dale: 140672M5

Tt 15l 06

Dinmction: 0
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AT Frl Frel Seqil? Cond)
= Irtmanad I abones (DOR2)
2 1 ol 20N Diind Rilley Diutpad Bleasd
Gt Vbl Irecima, 1E-0ek sty
Flange: Murbee of Dleecis = 1
Gl Poantt 3
ehion PULSE DN Qumes () Dlaae . TrpsThens X Togh
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Do ¥ QNCIOADNO XN
Lot QNN

b [

Fuamne Dot | bt Dintods ]

Figure 8.30 Frame details of a reply by the RTU fothe trip function sent by SCADA to the RTU for
Operate service function

- Close

The last message sent by SCADA under ‘tBperate’ service function is dClose”
message to the RTU which is normally used to clobeeaker through a relay. The frame
details as per the SCADA dashboard is illustratethe following figure with the response
from the RTU given the subsequent figure.
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=1 Link Layer
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Figure 8.31 Frame details of close function by SCA®to the RTU for Operate service function
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The following figure gives a response frame deftain the RTU to the SCADA regarding

the execution of th&Close” SCADA function for theDperateservice function.

| reemcoctats =151

= Packel 110

D 1800652005

Tine: 155108

Dreecticen

= Livk. Lapes
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Figure 8.32 Frame details of a reply by the RTU fothe close function sent by SCADA to the RTU for

Operate service function

8.5.2.Substation Condition
The substation condition was simulated using celstart, warm restart and integrity poll

message.

8.5.2.1.

Integrity poll

As aforementioned one of the messages sent by SCAR#Anulate the substation condition
was arfIntegrity poll” message to the RTU. The frame details as per@#@ dashboard
is illustrated in the following figure with the m@snse from the RTU given the subsequent

figure.

%
RTU [1234 E Xl,elﬁ !l ulﬁ'l

® Request All Control Block Yariations :I
® Direct Operate

® Direct Operate no Ack

® Select

® QOperate

® Disable Unsolicited Respanses
® Enable Unsolicited Responses

Send Integrity Poll
® Send Event Poll
® Read Date and Time
® Write Date and Time

® Cold Restart

® \Warm Restart _|
€ o

€ Deadvand

E write .:.I

Figure 8.33 An lllustration of an integrity poll message
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- Frame Details =10 x|

= Packst 28

Date: 14/06/2015

Time: 135417

Direction: 1

= Link Laper

FriCode: 03, DIR: 1, PAM: 1, FOV: 1, FCB: 0
Sec; 3
Dst 1234
Length: 17
CARC: 3973

Fire 1.Fir; 1. Seq 47
= Application Layer
FrCode: READ (1)
AC Frl Fnl Seq00 Con(
& "1 ob0v02 Clasz 1 Data
# #2 obDv03 Class 2 Data
- H3 ob0v04: Class 3Data

Frame Details | Object Details
Figure 8.34 Frame details of Integrity Poll function by SCADA to the RTU

The following figure gives a response frame deftain the RTU to the SCADA regarding
the execution of théintegrity Poll” SCADA function.

- Frame Detalls =0l x|

= Packet 30
Dabe; 140652015
Time: 195418
Dmection: 0
= Link Lapes
FriCode: 04, DIR; 0, PAM: 1, FCV; O, FCE: O
Sece 1234
Dst 3
Length 10
CRC 734
Transpoit Laye
Fev 1. Fic 1, Seq 20
= Apphcation Layer
FriCode: RESFOMNSE 1]
AC: Firl Frul Seq00 Conc
[#1- Inbarnal Indecations [D002)

Fraee Detads | Obect Datais

Figure 8.35 Frame details of a reply by the RTU fothe Integrity Poll function sent by SCADA to the
RTU
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8.5.2.2. Cold Restart

As aforementioned one of the messages sent by SCiA#Anulate the substation condition
was a‘Cold restart” message to the RTU. The frame details as per@#>® dashboard is
illustrated in the following figure with the resps from the RTU given the subsequent
figure.

| cframeperss =101
= Packet 28

Date 14/06/2015

Time: 20:13:22

Drractiar: 1

=) Link Lager

Frioda: 03, DiR: 1. PRAM: 1. FCV: 1.FCB: 0
Sre: 3
Dt 1234
Length 8
CRC: C324

z ypil
Fine 1.Fei 1. 5eq 53

I Application Layer

FrCode: COLD RESTART [13]
AC: Firl Fiel Seql Corcl

Fiame Delads | Object Detas
Figure 8.36 Frame details of Cold Restart functiorby SCADA to the RTU

The following figure gives a response frame deftain the RTU to the SCADA regarding
the execution of th&Cold Restart” SCADA function.

il

= Packet 30

Diste: 14/06/2015

Tine: 201323

Direction: 0

= Lirk Loyt

FriCode: 04, DIR: 0. PRM: 1, FC: 0, FCE: 0
Sre: 1234
Dt 3
Length 17
CRC: 4845

Fire 1.Fu 1.5eq 30
= Applcation Lage
FriCode: RESPONSE (13]
AC: Fr1 Fil Seql Conl
Intemal Indications [O000)
= 81 o520 Time Delay Fine
Quat B-bit Stant & Stop
Rarge: Stad =0 Stop =10
Dbject/ ualier combination valid

Frame Detad; | Object Detals

Figure 8.37 Frame details of a reply by the RTU fothe Event Poll function sent by SCADA to the RTU
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8.5.2.3. Warm Restart

As aforementioned one of the messages sent by SCiA#Anulate the substation condition
was a‘Warm Restart” message to the RTU. The frame details as per@#b@ dashboard

is illustrated in the following figure with the m@snse from the RTU given the subsequent
figure.

=T

- Packet 27

i Date: 14/06/2015

- Time: 20:16:28

Direction: 1

Link Layer

‘- FrCode: 03, DIR: 1, PRM: 1, FCV: 1, FCB: 1
S 3

Dsh 1234

Length: 8

CRC: SE3C

. Fin1,Fin 1, Seq: 20

) Application Layer
- FrCode: WaARM RESTART [14)
0 Fir Fincl Seq00 Con0

Frame Details | Obiect Detais |

Figure 8.38 Frame details of Cold Restart functiorby SCADA to the RTU

The following figure gives a response frame deftain the RTU to the SCADA regarding
the execution of thé'Warm Restart” SCADA function. The “Warm Restart” was
implemented successfully as shown by the respaaseef detail response and also the with
the time delay attributed as fine.

il
=1 Packet 23
Diadec 14/06/2015
Time: 2016:23
Direction: 0
= Link Layer
FrCode: 04, DIR: 0, FRM: 1. FCV: 0. FCE: D

Sre 1234
Dst 3
Length: 17
CRC:

Firc 1,Fi: 1, 5eq: 50
= Appication Layer
Frlode: RESPORSE (14]
ACFt Find Seq0l Cond
Intemal Indications (0000}
B B1: 082902 Tine Delay Fine

Frame Distads | Object Detads

Figure 8.39 Frame details of a reply by the RTU fothe Warm Restart function sent by SCADA to the
RTU
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8.5.3.Remote Monitoring/Metering
The monitoring and metering function was simuladbgdthe ‘read date and timefunction

and also thewrite date and time’function.

8.5.3.1. Read date and time
The first message sent by SCADA to simulate theotenmonitoring and metering is the

“Read date and time’message to the RTU. The frame details as per @@ dashboard
is illustrated in the following figure with the m@snse from the RTU given the subsequent

figure.

B
RTU |1234 -] x|/|f§|| ==

* Select

L]
L
L]
L
L]

Operate

Disable Unsolicited Responses
Enable Unsalicited Responses
Send Inkegrity Poll

Send Event Poll

Read Date and Time

‘Write Date and Time

Cold Restart

.
.
* \Marm Restart
€ oh

ﬁ Deadband
'c wirite

ﬁ paulnicc

'c User Message -
ﬁ class1 poll j
Figure 8.40 An lllustration of a read date and timemessage

L=IEY

= Packet 15
Date: 14/08/2015
Tine: 20000:54
Dinectior: 1
=} Link Layer
FrnCode: 03, DIR: 1. PAM: 1, FOV: 1. FCB: D
Sic: 3
Dt 1234
Lergth 12
CRC: ADE3
S Trancpeor Laper
Firc 1, Fr- 1, Seg 49
=1 Apphcation Layes
FriCade: READ (1)
AL Fir1 Fiel Segl2 Concl
=) #1: ohlvill: System Time and Date
Quak 8:bit Quanhly
Rarges: Humber of Obgects 1

Frame Detais | Object Dictads |

Figure 8.41 Frame details of Read Date and Time fuation by SCADA to the RTU

The following figure gives a response frame deftain the RTU to the SCADA regarding
the execution of théRead Date and Time'SCADA function. It shows the time and date
which were read from the RTU. The propagation tand the processing time in this instance
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was slight longer due to reasons which could notiétermined, however since this part of
the simulation illustrates a non-critical, non-tisensitive service, the propagation delay and
latency introduced is acceptable. This part of #irulation represents remote device
monitoring which monitors the health status of thevice which is not time critical.
Furthermore this part of the simulation can repmeske reading of metering information
which is also not that much of a time critical evdaring the actual reading.

ST

= Packet 17
Dale: 140872005
Time: 20:01:56
Direction: 0

[= Lk, Lot
FriCode: 04, DIF: O, PRM: 1, FCv: 0 FCB- 0
Sig 1234
Dst: 3
Lengthc 10
CRC: 734

Fic 1, Fie- 1. S 40
= Apphealion Laper
FriCode: RESPONSE (1)
AC: Firl Fiel Seql2 Coml
= #1: oS0N: Spstem Time and Date

Quiak 8-kt Quianhily
Range: Humber of Obgacls 1
Time: 6414415 20001:73 239

Frame Dietais | Object DM]

Figure 8.42 Frame details of a reply by the RTU fothe Read Date and Time function sent by SCADA to
the RTU

8.5.3.2. Write Date and Time

The other message which was sent by SCADA to sieudle remote monitoring service is
the“Write date and time’message to the RTU. This message represent ameestvhereby
data was initially read from RTU and other IED a4 in the substation and simple changes
needs to be made, hence the representatidhiViiye date and time”.The frame details as
per the SCADA dashboard is illustrated in the fwilog figure with the response from the
RTU given the subsequent figure.
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RTU |1234 M x|3-|@||
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Operate
Disable Unsolicited Responses
Enable Unsolicited Responses
Send Inkegrity Poll
Send Event Poll
Read Date and Time
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£
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Figure 8.43 An lllustration of a Write date and time message
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Read Date and Time

@ @ & @& & & & @ & & # @
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Cold Restart

Warm Restart
afh

% e o

=
=1=1
&

E

x
Date [ENE/SN2  ~
Tine [030621PM =
1= ok | concel |
x|
Date [EHES14 v
Tie [0806.42PM =
i= ok | concel |

Figure 8.44 An lllustration of a Write date and time message with a date change
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=i

= Packet 107

- Date: 14/06/2015

- Time: 20:07:39

- Direchion: 1

[=- Link Layer

FrCaode: 03, DIR: 1, PRM: 1, FCY: 1, FCB: 0
-Sres 3

-Dst: 1234

i Length: 18

- CRC: BIED

¢ e Finc 1, Fin 1, Seq: 51
£} Application Layer
- FriCods: WRITE (2]
AE Fir1 Finl Seq04 Con:0
- #1: o50v01: System Time and Date
Gual: 8-bit Quartity
Range: Mumber of Objects 1
L Time: /14415 20:07:38.796

Frame Details I Obijgct Details |

Frame details of Write Date and Time function by S@DA to the RTU

The following figure gives a response frame deftaiin the RTU to the SCADA regarding
the execution of théWrite Date and Time”SCADA function. As it can be seen the time
recorded on the response frame is similar to the sent with a just a variation of
milliseconds introduced due to propagation time protessing time.

5/

= Packet 103
Diaber 1408/ 2015
Time: 20:07:39
Direchior: 0
=] Link Layes
FriCode: 04, DIR: 0, PRM: 1, FCV. O, FCE: 0
Sic: 1234
Dst 3
Length: 10
CRC: 734

 Lapesd
Firt 1.Fir 1. Seq 34
= Apphcation Lapet
FriCode: RESPONSE (2)
AC: Firl Frel Segld Concl
=1 #1: o501 Spstem Time and Date
Quak 8-kt Quantity
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Frama Dtz | Obsect Detads |

Figure 8.45 Frame details of a reply by the RTU fothe Write Date and Time function sent by SCADA to
the RTU
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8.6. RTU Error Statistics

This sections gives overall results of the SCADAeldComm)’s RTU Error Statistics. It
gives a graph of Errors encountered when the SCADAulator communicates with the
RTU. The error types as discussed in Chapter asfellows:

- Bad CRC:counted when a bad CRC is received from the RTU.

- User Data OverflowSCADA (FieldComm) allows the application layeadgments to
be 2048 bytes and if this is exceeded by a sRT&Jj then it is counted as an error.

- Sequence Errorsthis error is counted when a Transport layer eage number
arrives not in the correct sequence from the RTU

- Confirm Retriesthis error is when SCADA performs a Link Layertieafter an
initial Timeout

- Confirm Failure This error is incremented after the pre-determhinember of retries
is exceeded without success and SCADA fails tHetl@nsmission.

- AL No Responseghis refers to errors whenever no response isived to a request
within the configured Application Layer Responsen&but.

The following figure gives the results of a RTU ariStatistics for the first iteration of
SCADA communication with a RTU over an encryptedMPLS core network in this
simulation experiment. Overall as it can be seenetlare no errors according to the SCADA
with the exception of the AL No Responses whichegigmced overall 2 errors. These errors
could have resulted due to initialization of thenslation experiment. The overall error
statistics is reasonably good.

RTU Error Statistics - RTU 1234 EI

RTU |1234 =l

RTU Errors

M Bad CRC

Wl Uszer Data Owerflowy
[ Sequence Errors
W Confirm Retries
[ Confirm Failure
[ AL Mo Responzes

Rezet |

Figure 8.46 The RTU Errors Statistics for the firstiteration of SCADA communication with a RTU over
an encrypted IP/MPLS core network

The following figure gives the results of a RTU @riStatistics for the second iteration of
SCADA communication with a RTU over an encryptedPLS core network simulation
experiment. The second iteration is even much b#ten the first one, there were no errors
encountered as illustrated in the RTU graph beldhis implies that the communication
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between the SCADA and the RTU over an encrypteM /S core link with encryption is
successful with no errors due to packet loss aydel

RTU Error Statistics - RTU 1234 i[

RTU [1234 e

RTU Errars

Il Eal CRC

I User Data Overflow
[ Sequence Errors
Il Confirm Retries

EI El El El El [ Caonfirm Failure

[ &L Mo Responzes

Cloze |

Figure 8.47 The RTU Errors Statistics for the secadhiterations of SCADA communication with a RTU
over an encrypted IP/MPLS core network

8.7. Summary of Results
This section discusses the summary of the reshbittsred in this chapter and analyzes them.

Section 8.2 results demonstrate that the designcantiguration of the MPLS/IP network
was successful. The various interfaces worked pyfand were able to send information
across each interface of the routers. The propamgatund-trip in some of the pings of
various interfaces were recorded with a maximurro$, an average of 4ms and a minimum
also 4ms. Other propagation round-trips were remhrdome were extremely lower and
others relatively higher. Some of the higher onesendue to mostly initialization issues. This
implies that the average round-trip for the MPLSA®&e network is less than 4ms on
average. The protocol indicated as up meaning Rratitiresses assign and the sta@K?”

of the routers as YES. This meant that the MPL8ABign and configuration as discussed in
Chapter 7, Section 7.3 was done correctly and sstaky.

Section 8.3 results demonstrate that the cryptanenéencryption and decryption) was
designed and applied correctly to the respectiuéers’ interfaces for the simulated MPLS/IP
network. The screen dumps of Figure 8.13 and Fidiel! shows the crypto engine
connections on the routers as active. These figuréser describe the type which IPSec and
the algorithm used, which is AES256 with SHA. Thealgsis is that the encryption was
successful designed and implemented. The codeothisrgiven in Appendix B.

Section 8.4 gives results of SCADA and RTU conmadiresults. In Section 8.4.1 a direct
connection between the SCADA and RTU was implenteated the results given. At this
stage the connection between the SCADA and RTUitisowt going through the encrypted
MPLS/IP core network, but simply a direct link. $hivas done as aforementioned for
calibration purposes such that it is known whatuecessful direct connection looks like.
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Figure 8.15 gives results of ablfisuccessflilconnection between an RTU and SCADA. The
figure shows that there is no response in the SCABAIdComm) Summary window. The
point database displays the RTU as offline. Botltheke are given by red bubbles in Figure
8.15. Figure 8.16 gives results of a successfuheotion between the SCADA and the RTU
as a direct connection without going through thergsted MPLS/IP core network. It this
figure is demonstrated by SCADA (FieldComm) summuaindow stating and showing
successful communication through initial communaratto the RTU and a response.
Furthermore the window named RTU database showRThé as online and no longer says
offline as it did in Figure 18.15. Section 8.4.2ag the results of the emulation that is the
encapsulation of data from RS232 to TCP/IP. Figu¥s to Figure 8.19 shows that the
emulation was successful. Section 8.4.3 can beidenesl as the final integration stage,
where the RTU and SCADA communicate via the presliptested designed MPLS/IP core
network with encryption implemented and the ematatf RS232 to TCP/IP information.
This meant that information send by the SCADA @#&mm) was encapsulated into
TCP/IP, then encrypted by the crypto engine, thexpggate through the TCP/IP network,
decrypted, converted back to RS232 for the RTUuile@.20 shows that this communication
between SCADA and RTU through the encrypted MPLS®#@®vork is successful. This is
similar to the results obtained by a direct linkvieen the SCADA and RTU, given by Figure
8.16 which was discussed briefly above. There mmanication between SCADA and a
response from the RTU. The RTU is not shown asneftbut it is online.

After the above successful results, the next resultre results obtained from sending various
SCADA services, as given in Table 2.1, over thisrgoted MPLS/IP core network. Section
8.5.1 gives the results of messages that werergprgsenting the Telecontrol service. The
first message sent i®irect Operate” which has three commandsull, trip and close
Figure 8.22 shows the successfully s&nill” command by SCADA and Figure 8.23 shows
the response from the RTU. The response message she time the response was received.
The time in these messages are only measure uponhti seconds, nothing beyond that.
Similarly the“Trip” and“Close” commands’ results (RTU responses) are given inrEig
8.25 and Figure 8.27 respectively. All the commairfdis Telecontrol, Direct Operate
messages were successful. The next set of mesiageslecontrol was Operate. With the
Operate, trip and close commands were sent thrabhghencrypted MPLS/IP network
through to the RTU. Similarly to the Direct Operdtee Telecontrol, Operate message
commands were successful because responses weswetecfrom the RTU. These
commands messages that were sent and with thponsss received from the RTU are given
in Figures 8.28 to Figure 8.32 without any issiaghstation condition was simulated using
cold restart, warm restart and integrity poll megesaas discussed Section 8.5.2. The
experiment showed successful communication forvdmgous messages between SCADA
and RTU over the encrypted MPLS/IP core networkhout and issues. These successful
communications are demonstrated in Figures 8.33 Rmgure 8.39. Remote
Monitoring/Metering as previously discussed wasuated by the fead date and time”
function and also thewrite date and timefunction. The messages were successfully sent
from SCADA to RTU through the encrypted MPLS/IP eonetwork with successful
responses from the RTU. These results are giveressafully by Figure 8.40 to Figure 8.45.
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In addition to having successfully sent various 8@Aservices messages to the RTU over
an encrypted IP/MPLS network, the important thingsvio determine whether they reached
the RTU in the appropriate time as prescribed yninimum SCADA service requirements
as described in Table 2.1. This meant determiriiegoverall maximum latency (delay) that
could be experienced by packets propagating franSGADA to the RTU. In terms of the
latency (delay) calculation, for this research @ctjthe total latency value can be determined
and estimated by the following equation below.

Latencytotal = LatenCyMPLS + Latencyl:‘ncryption + LatencyDecryption (81)

During the simulation experiment it was difficutt measure latency for each encrypted and
decrypted packet. The latency for propagating thinailne virtual IP/MPLS core network was
relatively easier to determine although it was saotiye to the processing capability of the
computer used, however for the purpose of this ex@at that determined latency suffices.
The latency for the MPLS core network can be deteth by one end of the network
interfaceping the other end of the network interface. This igvah as théround-trip” time

in the various figures in Chapter 8, Section 8.2.discussed above the average propagation
round-trip was on average 4ms meaning a singledfi@ms, however there were other
propagation round-trip recorded. The maximum mesastor this network was eound-trip

of 26mswhich means a single trip d3ms.Thus in order to fully analyze the results the
maximum possible measured propagation round-trip wsed. In terms of the encryption and
decryption latency, it can be assumed that thedgtéor each of them is the same as it takes
roughly the same amount of time to encrypt andyg#d¢he same amount of data. This means
that equation (8.1) is simplified to be;

Latencyioal = Latencyyprs + 2 X Latencyencryption (8.2)

For this experiment the encryption processing tmas measured as the latency between the
interface at which a packet to be encrypted emtarger 1 and also the interface in which it
leaves after encryption. The challenging part wasing packets to measure their latencies,
however this was achieved by sampling a packenagakure it§Time since previous frame

in this TCP stream'which is a function undeFime StampsThus a small number of packets
were selected and their values noted down. Mogtepackets picked hda00000 seconds.
One or two of the selected packets, had the vel@e060065000 seconds. This is illustrated
in the following figure.

H LNECKSUN T UXAdLicD [vdl1adLeion alsd4dpiea]
= Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
= [SEQ/ACK analysis]
= [Timestamps]
[Time since first frame in this TCP stream: 0.000358000 seconds]
[Time since previous frame in this TCP stream: 0.000065000 seconds]

Figure 8.48 A demonstration of an encryption introdiced latency

This meant that the latency introduced by encrypéind decryption was negligible compared
to the propagation latency introduced by the IP/i8Riore network. This is due to the type
of encryption chosen for this research projectnggiquation (8.2)
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Latencyiora = Latencyyprs + 2 X Latencyencryption  (8.3)
Latencyiora = 13ms + 65us
Latencyora = 13ms
Latencyiora < 14ms K 200ms

This means that the latency introduced is arourrdsl3vhich could be even less as it was
also caused to some extent by the processing diipabof the computer used for this
simulation. This latency is still way less than theerage 200ms latency requirements of the
various SCADA services. Furthermore it must be lledahat in Figure 7.11, Section 7.6.2
during the RTU and SCADA (FieldComm) configuratidime “Inter-message Delaywas set

to a limit of 20ms. This meant that messages whatk longer than 20ms would be
discarded. Since all the messages send to the Ruwned the expected response
successfully, it can be concluded that the latdocyll these messages were acceptable and
lower than 20ms. Furthermore during the RTU comfigion, the delay was limited to less
than 200ms, as illustrated in Figure 7.13, Secli@i3. This meant that if the propagation for
a single command is longer than 200ms the requédime out and a time out response will
be issued to the SCADA simulator. This was to fartbheck and verify that the acceptable
and successful communication between SCADA and Ri€te indeed successful. This was
so done because the lowest latency requiremenCADR\ services is less 200ms as given in
Table 2.1. This further ascertain the latency datmn above, that the latency was lower
than 14ms which is acceptable for all the SCADAvises in an OT/IT environment as given
in Table. 2.1.

In terms of the losses, Section 8.6 recorded tbe dtatistics as recorded by the RTU. These
are loss statistics which gives an indication @& thfferent types and number of losses in

terms of the messages by the RTU. In Figure 8.46rtbe seen that there two losses which
could have been due to initialization and in FigBr&7 there no losses recorded meaning that
all messages were received successfully by the ®Riidh answers the question on loss and

availability in terms of the requirements. This medhat the losses were significantly less

than 1% with availability more than satisfactory.

The summary of the experimental and simulationltesis compared to the requirements in
Table 2.1 are given in Table 8.1 below. The conctusf the results is that they were more
than satisfactory for each of the SCADA serviceginements.
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SCADA Service Performance
Requirements

Simulation Experiment Results

SCADA Service | Channel| Priority | Security | Latency, Loss Avalilability | Latency, Loss Avalilability | Comments
Substation IP High Required Latency <200ms, | 98% Latency <15ms, 100%
Condition Loss < 1% Loss << 1%
Monitoring and
post analysis Service Requirements Met
Telecontrol P, Critical | Required Latency <300ms, | 98,33% Latency <15ms, 100%
(11kv, 22Kkv, Ethernet Loss < 0.05% Loss << 0.05%
33Kkv, substationg
RTU’s) Service Requirements Met
Telecontrol P, Critical | Required Latency <300ms, | 98,33% Latency <15ms, 100%
(11kv, 66Kkv, Ethernet Loss < 0.05% Loss << 0.05%
88kv, 132kv,
substations
RTU'’S) Service Requirements Met
Remote Metering [P, High Requirg Latency <300ms, | 98,33% Latency <15ms, 100%
Loss < 1% Loss < <1% Service Requirements Met
Control Centre | IP Critical | Optional| Latency <150ms, | 98% N/A N/A This part of the simulation
Voice services Loss <1% was not conducted as

security is optional and due
to lack of equipment. It
forms part of future work

Table 8.1 Summary of results of SCADA services ovam encrypted IP/MPLS Core Network
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CHAPTER 9

9. Conclusions and Recommendations for Future Work
This chapter discusses the conclusion of the reBegaport and also the recommendations.

9.1. Research Project Conclusion

The goal of this research project was to determihether using encryption in SCADA
systems over IP/MPLS core network in an OT IT emwvnent, the service performance
requirements are still met as given chapter 1. fesns the key focus area of the research
project was encryption against SCADA service rezugnts over a packet switched
networks only. This meant that the research prapaty focused on encryption only in the
whole SCADA cyber security value chain. Other aspeaf this value chain could be
considered further and future work. With regardemneryption, as stated in Chapter 1, the
research project needed to demonstrate confidiytialvailability and integrity which are
key characteristics of encryption. When these agg¢ which are fundamental to encryption
the service performance requirements of SCADA néeide be met over an MPLS/IP
network.

Confidentiality meant ensuring that the informatswurce is really from the desired source
in this case SCADA. This was demonstrated through dncryption configuration of the
routers applied with identical and pre-authorizatrequirement to the two critical routers.
This meant that no any other connecting router auttihe identical crypto engine applied to
it would have been able to successfully interfadth whe configured routers. Furthermore,
the IP address range allowable for communicatios pvaconfigured and added as part of the
crypto engine.

Integrity refers to the information not altered dhis was ascertained by the implementation
of the AES-256 encryption with a SHA implementatids discussed in chapter 5 a SHA
value of any stream of data gives the same SHAevdlawever a slight alteration in the data
stream changes the whole SHA value thus if thdtiteguwo SHA values are not the same it
would demonstrate that the information has beegredt Thus in this research project the
integrity of the information was preserved throdlgd implementation of SHA.

Availability meant that the SCADA system is avaitahll the time and the IP/MPLS network
is reliable. This was achieved by how the MPLS muration was done, it was done by
implementing a tunneling strategy with encryptiomd ather security features implemented.
These ensured a reliable connection between thectitical routers. This achieves the
average SCADA service requirement of around 99%rims of availability and 1% in terms
of losses.

In terms of the latency, for this research proggiven in Section 8.7 it was determined to
be approximately 13ms. This was further ascertaibgdntroducing the‘Inter-Message
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Delay” of 20msduring SCADA and RTU configuration such that seeg messages which
exceeded20msin propagation after another message would notebeived by the RTU.
Another assertion was made through the configuradiothe RTU such that the maximum
allowable message delay be limited to 200ms. Tl@amhthat messages that took longer than
200ms would be time out and a time response woelditen as a response to the SCADA
simulator. Since all expected responses from th& Ri€re received for each message, this
meant that all messages met this criteria, thaaritbe concluded that the latency requirement
was met. The loss and availability requirement assertained by the report given by the
RTU error statistic.

The conclusion to the key research questigvhether using encryption in SCADA systems,
the services performance requirements are stillim&@T IT environment over an encrypted
MPLS core network?’is that the requirements are met as demonstiatedis research
project.

9.2. Recommendations for Future work

The following section discusses the recommendafion future work which can be
undertaken to further expand on this research gtoje

9.2.1.Proposed experiment for VHF (Voice) Services ovelP/MPLS with

encryption
The simulation experimental work can be furtheeagtd to other services such as voice for
substations operations. Herewith in this secticm isief summary of the future work that can
be implemented. These proposed tests can in fbinesed to verify if the replacement of
BME (Bandwidth Management Equipment)’'s with Cisauters (IPIMPLS core network)
will meet the latency and quality of service regquients for SCADA voice service
requirements as it did in other services. The &twork could cover the implementation of
the UHF and VHF services over an IP based netwidnkse tests would be vital towards the
migration away from the obsolete BME equipment ilities by proving the services
compatible with an underlying IP network platform apposed to the incumbent BME
platform as aforementioned. This lab experiment ld/onvolve the test of VHF voice
transmission over an IP network and also the eticny@nd decryption thereof from a VHF
Repeater at the far site to the Customer’s Cor@eitre equipment, as voice is part of the
SCADA services even though security is charactdriae optional. The encryption and
decryption scheme would be implemented within teters during configuration as it was
done in the simulation in this research projecte Tdb experiment setup is as show in the
following figure below.

9.2.2.Proposed experiment for Teleprotection over IP/MPLSwith

encryption
The experimental work can further be extended bemservices such as Teleprotection over
an encrypted MPLS/IP network. This type of expentaton would require real time
network testing as the service requirements far $brvices are extremely strict and violation
of this service could result in serious consequ&nce
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Figure 9.1 Testing of voice services over IP netwior

9.2.3.The Role for Digital Forensics in SCADA systems

To further extend this research topic as futurekwaord not only focusing on encryption but
on the whole cyber security value chain in SCADAteyns for value chain, the subject of
digital forensics in SCADA system can be researchidds is of utmost importance as
SCADA digital forensics deals with scenarios whemsthing has happened in a SCADA
system. Computer and Digital forensics is the psecef identifying, preserving, analyzing
and presenting digital and computer evidence in tlhayis legally acceptable (Van Der Haar
& Leung, 2014). Similar principles of computer adijital forensics can be utilized in
SCADA forensics. There is a great need for compated digital forensics in SCADA
systems not only for the abovementioned reasofirfding out what has happened, but also
as a legal requirement. It is required that orgations show that measures are put in place to
try and defend its infrastructures against intmsitf this cannot be demonstrated, the
organization’s senior management can be held pallgdiable for damages. This intrusion
can be proved by using digital forensics tools pnidciples making it easier and transparent
to find out what has happened. The main objecthdigital forensics in SCADA systems is
to determine what happened in a case of an eveotigh an investigative process. The
investigation process follows a trail that an idteu leaves during the commissioning of the
intrusion to SCADA systems. This process then thiessystem intruder to the intrusion and
the system that was compromised. This investiggpracess is based on the commonly
known Locard’s Exchange principle used in normalmaral investigations. Locard’'s
Exchange principle states that a contact betweenitems always results in an exchange
(Petherick, et al., 2010). For example in a criroeng, there is an exchange of evidence
between the offender and the victim, between thaimi and the weapon, between the
offender and the weapon and between the victimptfender and the scene itself. The same
principle applies in digital forensics for SCADA efeby there can be an exchange between
the intruder and the SCADA system. Thus the Locar@kchange principle has been
extended to the digital realm as illustrated inFgure 9.3 below.
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Figure 9.2 An illustration of the Locard's ExchangePrinciple (Casey, 2004)

It is important to note that the evidence obtaidadng SCADA digital forensics be done in
a proper manner as failure to do so may deem thieee unusable in court for litigation
and other legal or corporate proceedings. This séhe evidence obtained through this
process must be authentic, meaning it must be énsime state that it was found. The
evidence must remain in the state it was colleeted this must be demonstrated through
Chain of Custody (Ryder, 2002). Lastly the evidenuest be obtained legally. There is a
shortage of tools and skills with regards to SCADigital forensics and hence why it is
recommended and as future work towards the cyloerrisg value chain.
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Appendix A: A Typical Utility IP/MPLS Core Network

e _***************T ******************************

Gavteng - Area 1o

Figure 0.1: An illustration of a typical utility IP /MPLS core network (Anon., 2014)




Appendix B: Code for Configuration

Connected to Dynamips VM "R1" (ID 0, type c372%)ensole port
Press ENTER to get the prompt.
Router1#

*Mar 1 00:37:06.475: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdugilex),
with SEPFOF75584939D Port 2 (full duplex).

Router1#

Routerl1#configure terminal

Enter configuration commands, one per line. Erth @NTL/Z.
Router1(config)#hostname Router3

Router3(config)#no aaa new-model

Router3(config)#ip cef

Router3(config)#no ip domain lookup
Router3(config)#multilink bundle-name

*Mar 1 00:38:06.471: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdiugilex),
with SEPFOF75584939D Port 2 (full duplex).

Router3(config)#multilink bundle-name authenticated
Router3(config)#router rip version 2

N

% Invalid input detected at '~ marker.

Router3(config)#router rip
Router3(config-router)#version2

N
% Invalid input detected at '~ marker.
Router3(config-router)#version 2
Router3(config-router)#network 192.168

*Mar 1 00:39:06.467: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdiugilex),
with SEPFOF75584939D Port 2 (full duplex).

Router3(config-router)#network 192.168.2.0
Router3(config-router)#network 192.168.0.0
Router3(config-router)#interface fastethernet0/0

Router3(config-if)#description To_Router2



Router3(config-if)#ip

*Mar 1 00:40:06.459: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernetO/1 (notdiugilex),
with SEPFOF75584939D Port 2 (full duplex).

Router3(config-if)#ip address 192.169.2.1 255.255.2
Router3(config-if)#duplex auto
Router3(config-if)#speed auto

Router3(config-if)#

*Mar 1 00:41:06.455: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdugilex),
with SEPFOF75584939D Port 2 (full duplex).

Router3(config-if)#interface fastethernet0/1
Router3(config-if)#ip address 192.168.0.4 255.255.2
Router3(config-if)#duplex auto
Router3(config-if)#speed auto

Router3(config-if)#no shutdown

Router3(config-if)#

*Mar 1 00:42:06.451: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdugilex),
with SEPFOF75584939D Port 2 (full duplex).

Router3(config-if)#exit

Router3(config)#interface fastethernet0/0

Router3(config-if)y#no shutdown

Router3(config-if)#exit

Router3(config)#exit

Router3#

*Mar 1 00:42:32.279: %SYS-5-CONFIG_I: Configuredrh console by console

Router3#sh ip int brie

Interface IP-Address  OK? MetiStatus Protocol
FastEthernet0/0 192.169.2.1 YES rahop up
FastEthernet0/1 192.168.0.4 YES rabop up
NVIO 192.169.2.1 YES unsm up
Router3#

Building configuration...
[OK]

Router3#



*Mar 1 00:42:53.495: %SYS-2-MALLOCFAIL: Memory altation of 32768 bytes failed from 0x600286B4, miignt O
Pool: Processor Free: 26732 Cause: Not enoughfesmory
Alternate Pool: None Free: 0 Cause: No Alterpeatel

-Process= "Exec", ipl= 0, pid= 244, -Traceback&I167A3C 0x600165C4 0x6001C400 0x6001CBAC 0x608Z86

0x600 29620 0x614AF920 0x614AF994 MBFA2C 0x60594608 0x614B7090 0x6059E8CO 0x614AF694
0x61476F68 0x61477830 0x614 D3978
Router3#config

*Mar 1 00:43:06.447: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdiugilex),
with SEPFOF75584939D Port 2 (full duplex).

Router3#configure terminal

Enter configuration commands, one per line. Erth @NTL/Z.
Router3(config)#hostname Routerl

Router1(config)#exit

Routerl1#wr

Building configuration...

*Mar 1 00:43:19.203: %SYS-5-CONFIG_I: Configuredrh console by console[OK]
Routerl#

*Mar 1 00:43:24.123: %SYS-2-MALLOCFAIL: Memory altation of 32768 bytes failed from 0x600286B4, miignt O
Pool: Processor Free: 26620 Cause: Not enoughfenory

Alternate Pool: None Free: 0 Cause: No Alterpeatel

-Process= "Exec", ipl= 0, pid= 244, -Traceback&D167A3C 0x600165C4 0x6001C400 0x6001CBAC 0x608Z36

0x600 29620 0x614AF920 0x614AF994 10MBFA2C 0x60594608 0x614B7090 0x6059E8CO 0x614AF694
0x61476F68 0x61477830 0x614 D3978
Routerl#wr

Building configuration...
[OK]

Router1#wr

Building configuration...
[OK]

Routerl#

*Mar 1 00:44:06.443: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdugilex),
with SEPFOF75584939D Port 2 (full duplex).

Routerl#

*Mar 1 00:45:06.451: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdiugilex),
with SEPFOF75584939D Port 2 (full duplex).
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Routerl#

*Mar 1 00:46:06.475: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernetO/1 (notdiugilex),
with SEPFOF75584939D Port 2 (full duplex).

Routerl#

*Mar 1 00:47:06.495: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdiugilex),
with SEPFOF75584939D Port 2 (full duplex).

Routerl#

*Mar 1 00:48:06.523: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdiugilex),
with SEPFOF75584939D Port 2 (full duplex).

Routerl1#interface fastethernetO/1

A
% Invalid input detected at '~ marker.
Routerl1#configure terminal
Enter configuration commands, one per line. Erth @NTL/Z.
Router1(config)#interface fastethernetO/1
Router1(config-if)#ip address 192

*Mar 1 00:49:06.547: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdiugilex),
with SEPFOF75584939D Port 2 (full duplex).

Router1(config-if)#ip address 192.168.1.2 255.255.2

Router1(config-if)#exit

Router1(config)#exit

Routerl#

*Mar 1 00:49:58.667: %SYS-5-CONFIG_I: Configuredrh console by console

Routerl1#sh ip int brie

Interface IP-Address  OK? MetiStatus Protocol
FastEthernet0/0 192.169.2.1 YES mhop up
FastEthernet0/1 192.168.1.2 YES rahop up
NVIO 192.169.2.1 YES unsp up
Router1#

*Mar 1 00:50:06.563: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdiugilex),
with SEPFOF75584939D Port 2 (full duplex).

Routerl1#configure terminal
Enter configuration commands, one per line. Erntth @NTL/Z.

Router1(config)#interface fastethernet0/1
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Router1(config-if)#ip address 192.168.1.2 255.255.2
Router1(config-if)#no shutdown
Router1(config-if)#exit
Routerl1(config)#network 192.168.1.0

A
% Invalid input detected at '~ marker.
Router1(config)#configure terminal

A
% Invalid input detected at '~ marker.
Router1(config)#exit
Routerl1#confgir
*Mar 1 00:51:55.787: %SYS-5-CONFIG_I: Configuredrh console by console
Routerl1#configure terminal
Enter configuration commands, one per line. Enth @NTL/Z.
Router1(config)#router rip
Router1(config-router)#version 2
Router1(config-router)#network 192.168.1.0
Router1(config-router)#network 192.168.2.0
Router1(config-router)#exit
Router1(config)#end
Router1#
*Mar 1 00:52:50.963: %SYS-5-CONFIG_I: Configuredrh console by console

Routerl1#sh ip int brie

Interface IP-Address  OK? MetiStatus Protocol
FastEthernet0/0 192.169.2.1 YES rahop up
FastEthernet0/1 192.168.1.2 YES rahop up
NVIO 192.169.2.1 YES unsm up

Router1#ping 192.168.2.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.2,dumhés 2 seconds:

Success rate is 100 percent (5/5), round-trip mgifaax = 22/24/46 ms
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Routerl#configure terminala

A
% Invalid input detected at '~ marker.
Routerl1#configure terminal
Enter configuration commands, one per line. Erth @NTL/Z.
Router1(config)#router rip
Router1(config-router)#version 2
Router1(config-router)#network 192.168.2.0
Router1(config-router)#network 192.168.1.0
Router1(config-router)#exit
Router1(config)#interface fastethernet0/0
Router1(config-if)#ip address 192.168.2.1 255.255.252
Router1(config-if)#no shutdown
Router1(config-if)#duplex auto
Router1(config-if)#speed auto
Router1(config-if)#exit
Router1(config)#end
Router1#
*Mar 1 01:00:08.643: %SYS-5-CONFIG_I: Configuredrh console by console

Routerl1#sh ip int brie

Interface IP-Address  OK? MetiStatus Protocol
FastEthernet0/0 192.168.2.1 YES rahop up
FastEthernet0/1 192.168.1.2 YES rahop up
NVIO 192.168.2.1 YES unsm up

Routerl#ping 192.168.2.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.2,dimés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 20/26/44 ms
Router1#ping 192.168.1.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.2,dimés 2 seconds:



Success rate is 100 percent (5/5), round-trip mgifaax = 1/3/8 ms
Routerl#ping 192.168.1.5

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.5,dimés 2 seconds:
Success rate is 0 percent (0/5)

Routerl#ping 192.168.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.1,dimés 2 seconds:
Success rate is 100 percent (5/5), round-trip m@ifaax = 4/4/4 ms
Routerl#ping 192.168.1.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.2,dimés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 4/7/8 ms
Routerl#ping 192.168.2.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.2,dimés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 12/36/72 ms

Routerl#ping 192.168.1.5

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.5,dumés 2 seconds:
Success rate is 0 percent (0/5)

Router1#ping 192.168.0.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.0.3,dimés 2 seconds:



Routerl1#configure terminal

Enter configuration commands, one per line. Ertth @NTL/Z.
Router1(config)#interface fastethernetO/1
Router1(config-if)#ip address 192.168.1.2 255.255.252
Router1(config-if)#no shutdown

Router1(config-if)#duplex auto

Router1(config-if)#speed auto

Router1(config-if)#exit

Router1(config)#router rip

Router1(config-router)#version 2
Router1(config-router)#network 192.168.1.0
Router1(config-router)#network 192.168.2.0
Router1(config-router)#exit

Router1(config)#end

Routerl#

*Mar 1 01:10:09.527: %SYS-5-CONFIG_I: Configuredrh console by console

Routerl#sh ip int brie

Interface IP-Address  OK? MetiStatus Protocol
FastEthernet0/0 192.168.2.1 YES rahop up
FastEthernet0/1 192.168.1.2 YES rahop up
NVIO 192.168.2.1 YES unsp up

Routerl#ping 192.168.2.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.1,dumés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 1/2/8 ms

Router1#ping 192.168.1.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.2,dimés 2 seconds:
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Success rate is 100 percent (5/5), round-trip mgifaax = 1/2/4 ms

Router1#ping 192.168.2.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.2,dimés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 16/28/44 ms

Routerl#ping 192.168.1.5

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.5,dumés 2 seconds:

Success rate is 100 percent (5/5), round-trip mgifaax = 20/25/36 ms

Router1#wr

Building configuration...

[OK]

Router1#

*Mar 1 01:11:16.891: %SYS-2-MALLOCFAIL: Memory altation of 32768 bytes failed from 0x600286B4, miignt O
Pool: Processor Free: 25176 Cause: Not enoughfesmory

Alternate Pool: None Free: 0 Cause: No Alterpeatel

-Process= "Exec", ipl= 0, pid= 244, -Traceback&I67A3C 0x600165C4 0x6001C400 0x6001CBAC 0x608Z36
0x60029620 0x614AF920 0x614AF994 0x614AFA2C Ox6@BE4 0x614B7090 0x6059E8CO 0x614AF694 0x61476F68

0x61477830 0x614D3978

Router1#ping 192.168.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.1,dumés 2 seconds:

Success rate is 100 percent (5/5), round-trip mgifaax = 1/3/8 ms

Router1#ping 192.168.1.2

Type escape sequence to abort.
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Sending 5, 100-byte ICMP Echos to 192.168.1.2,dimés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 1/2/8 ms

Router1#ping 192.168.2.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.2,dumés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 20/32/56 ms

Routerl#ping 192.168.1.5

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.5,dumés 2 seconds:

Success rate is 100 percent (5/5), round-trip mgifaax = 20/28/48 ms

Router1#wr

Building configuration...

[OK]

Routerl1#

*Mar 1 01:15:12.887: %SYS-2-MALLOCFAIL: Memory altation of 32768 bytes failed from 0x600286B4, miignt O
Pool: Processor Free: 25152 Cause: Not enoughfesnory

Alternate Pool: None Free: 0 Cause: No Alterpeatel

-Process= "Exec", ipl= 0, pid= 244, -Traceback&D167A3C 0x600165C4 0x6001C400 0x6001CBAC 0x608Z36
0x60029620 0x614AF920 0x614AF994 0x614AFA2C Ox6@R®B40x614B7090 0x6059E8CO 0x614AF694 0x61476F68
0x61477830 0x614D3978

Routerl#

*Mar 1 01:19:59.647: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdiugilex),
with SEPFOF75584939D Port 2 (full duplex).

*Mar 1 01:20:00.643: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdiugilex),
with SEPFOF75584939D Port 2 (full duplex).

Routerl#

*Mar 1 01:20:01.647: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdugilex),
with SEPFOF75584939D Port 2 (full duplex).

Routerl#
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*Mar 1 01:21:01.647: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdiugilex),
with SEPFOF75584939D Port 2 (full duplex).

Routerl#

*Mar 1 01:22:34.651: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdugilex),
with SEPFOF75584939D Port 2 (full duplex).

Routerl#

*Mar 1 01:22:35.655: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernetO/1 (notdiugilex),
with SEPFOF75584939D Port 2 (full duplex).

*Mar 1 01:22:36.647: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdugilex),
with SEPFOF75584939D Port 2 (full duplex).

Routerl#

*Mar 1 01:23:36.651: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernetO/1 (notdiugilex),
with SEPFOF75584939D Port 2 (full duplex).

Routerl#

*Mar 1 01:24:36.647: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdugilex),
with SEPFOF75584939D Port 2 (full duplex).

Routerl#

*Mar 1 01:25:36.639: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdiugilex),
with SEPFOF75584939D Port 2 (full duplex).

Routerl#

*Mar 1 01:26:36.631: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdugilex),
with SEPFOF75584939D Port 2 (full duplex).

Routerl#

*Mar 1 01:27:36.915: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdugilex),
with SEPFOF75584939D Port 2 (full duplex).

Routerl#

*Mar 1 01:28:36.907: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdugilex),
with SEPFOF75584939D Port 2 (full duplex).

Routerl#

*Mar 1 01:29:37.447: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdiugilex),
with SEPFOF75584939D Port 2 (full duplex).

Routerl#

*Mar 1 01:30:37.443: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdugilex),
with SEPFOF75584939D Port 2 (full duplex).

Routerl#

*Mar 1 01:31:37.439: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdugilex),
with SEPFOF75584939D Port 2 (full duplex).

Routerl#
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*Mar 1 01:32:37.431: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdiugilex),
with SEPFOF75584939D Port 2 (full duplex).

Routerl#sh ip int brief

Interface IP-Address  OK? MetiStatus Protocol
FastEthernet0/0 192.168.2.1 YES rahop up
FastEthernet0/1 192.168.1.2 YES rahop up
NVIO 192.168.2.1 YES unsp up

Routerl#ping 192.168.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1,dumés 2 seconds:
Success rate is 100 percent (5/5), round-trip m@ifaax = 8/16/24 ms
Router1#wr

Building configuration...

[OK]

Router1#

*Mar 1 01:45:28.927: %SYS-2-MALLOCFAIL: Memory altation of 32768 bytes failed from 0x600286B4, miignt O
Pool: Processor Free: 25152 Cause: Not enoughfesmory
Alternate Pool: None Free: 0 Cause: No Alterpeate!

-Process= "Exec", ipl= 0, pid= 244, -Traceback&I167A3C 0x600165C4 0x6001C400 0x6001CBAC 0x608Z86
0x60029620 0x614AF920 0x614AF994 O0x614AFA2C Ox6@RB40x614B7090 Ox6059E8CO 0x614AF694 0x61476F68
0x61477830 0x614D3978

Routerl#ping 192.168.1.6

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.6,dimés 2 seconds:
Success rate is 0 percent (0/5)

Routerl1#configure terminal

Enter configuration commands, one per line. Erth @NTL/Z.
Router1(config)#ip route 0.0.0.0 0.0.0.0 192.168.1.
Router1(config)#exit

Routerl#end

*Mar 1 01:47:54.499: %SYS-5-CONFIG_I: Configuredrh console by console
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Routerl#end
Translating "end"

Translating "end"

% Unknown command or computer name, or unablentbdomputer address

Router1#exit
Routerl con0 is now available
Press RETURN to get started.

Routerl#sh ip int brief

Interface IP-Address  OK? MetiStatus Protocol
FastEthernet0/0 192.168.2.1 YES rahop up
FastEthernet0/1 192.168.1.2 YES rahop up
NVIO 192.168.2.1 YES unsp up

Routerl#ping 192.168.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.1,dimés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 1/2/4 ms
Routerl#ping 192.1.2

% Unrecognized host or address, or protocol natingn
Routerl#ping 192.168.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.1,dumés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 4/7/8 ms
Routerl#ping 192.168.1.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.2,dimés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 1/3/8 ms

Router1#ping 192.168.2.2

Type escape sequence to abort.

XVI



Sending 5, 100-byte ICMP Echos to 192.168.2.2,dimés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 40/49/60 ms

Router1#ping 192.168.1.5

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.5,dumés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 16/31/52 ms

Router1#ping 192.168.1.6

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.6,dumés 2 seconds:
Success rate is 0 percent (0/5)

Routerl#ping 192.168.1.6

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.6,dimés 2 seconds:
Success rate is 0 percent (0/5)

Routerl#

Connected to Dynamips VM "R2" (ID 1, type c372%)ensole port

Press ENTER to get the prompt.

R2#

R2#configure terminal

Enter configuration commands, one per line. Erntth @NTL/Z.
R2(config)#hostname Router2
Router2(config)#boot-start-marker

Router2(config)#boot-end-marker
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Router2(config)#no aaa new-model
Router2(config)#ip cef

Router2(config)#no ip domain lookup
Router2(config)#multilink bundle-name authenticated
Router2(config)#interface fastethernet0/0
Router2(config-if)#ip address 192.168.2.2 255.255.2
Router2(config-if)#no shutdown
Router2(config-if)#duplex auto
Router2(config-if)#speed auto
Router2(config-if)#description Frm_Routerl
Router2(config-if)#interface fastethernet0/1
Router2(config-if)#ip address 192.168.1.5 255.255.2
Router2(config-if)#duplex auto
Router2(config-if)#speed auto

Router2(config-if)#no shutdown
Router2(config-if)#exit

Router2(config)#router rip
Router2(config-router)#version 2
Router2(config-router)#network 192.168.1.0
Router2(config-router)#network 192.168.2.0
Router2(config-router)#exit

Router2(config)#end

Router2#

*Mar 1 00:48:20.503: %SYS-5-CONFIG_I: Configuredrh console by console

Router2#sh ip int brie

Interface IP-Address  OK? MetiStatus
FastEthernet0/0 192.168.2.2 YES rahop
FastEthernet0/1 192.168.1.5 YES rmhop
NVIO 192.168.2.2 YES unsp

Router2#ping 192.168.2.2

Type escape sequence to abort.

Protocol
up
up

up
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Sending 5, 100-byte ICMP Echos to 192.168.2.2,dimés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 1/3/8 ms

Router2#ping 192.168.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.1,dumés 2 seconds:
Success rate is 0 percent (0/5)

Router2#interface fastethernet 0/0

N

% Invalid input detected at '~ marker.

Router2#configure terminal

Enter configuration commands, one per line. Ernth @NTL/Z.
Router2(config)#interface fastethernet0/0
Router2(config-if)#ip address 192.168.2.2 255.255.252
Router2(config-if)#duplex auto

Router2(config-if)#speed auto

Router2(config-if)#no shutdown

Router2(config-if)#exit

Router2(config)#interface fastethernet0/1
Router2(config-if)#ip address 192.168.1.5 255.255.252
Router2(config-if)#no shutdown

Router2(config-if)#duplex auto

Router2(config-if)#speed auto

Router2(config-if)#exit

Router2(config)#exit

Router2#confi

*Mar 1 00:56:28.887: %SYS-5-CONFIG_I: Configuredrh console by console
Router2#configure terminal

Enter configuration commands, one per line. Ernth @NTL/Z.
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Router2(config)#router rip

Router2(config-router)#version e

Wrong Rip version, only version 1 or version ¥adid
Router2(config-router)#network 192.168.1.0

Router2(config-router)#network 192.168.2.0

Router2(config-router)#exit

Router2(config)#end

Router2#

*Mar 1 00:57:18.515: %SYS-5-CONFIG_I: Configuredrh console by console

Router2#sh ip int brief

Interface IP-Address  OK? MetiStatus Protocol
FastEthernet0/0 192.168.2.2 YES rahop up
FastEthernet0/1 192.168.1.5 YES rahop up
NVIO 192.168.2.2 YES unsp up
Router2#wr

Building configuration...

[OK]

Router2#

*Mar 1 00:57:50.083: %SYS-2-MALLOCFAIL: Memory altation of 32768 bytes failed from 0x600286B4, miignt O
Pool: Processor Free: 20288 Cause: Not enoughfesmory

Alternate Pool: None Free: 0 Cause: No Alterpeatel

-Process= "Exec", ipl= 0, pid= 92, -Traceback6D4%67A3C 0x600165C4 0x6001C400 0x6001CBAC 0x600Z36B
0x60029620 0x614AF920 0x614AF994 O0x614AFA2C Ox6@E®B40x614B7090 0X6059E8CO 0x614AF694 0x61476F68
0x61477830 0x614D3978

Router2#ping 192.168.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.1,dumés 2 seconds:

Success rate is 100 percent (5/5), round-trip mgifaax = 16/24/44 ms

Router2#ping 192.168.1.5

Type escape sequence to abort.
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Sending 5, 100-byte ICMP Echos to 192.168.1.5,dimés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 1/3/8 ms

Router2#ping 192.168.1.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.2,dumés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 20/28/52 ms

Router2#ping 192.168.1.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.2,dumés 2 seconds:

Success rate is 100 percent (5/5), round-trip mgifaax = 20/40/72 ms

Router2#wr

Building configuration...

[OK]

Router2#

*Mar 1 01:03:30.983: %SYS-2-MALLOCFAIL: Memory altation of 32768 bytes failed from 0x600286B4, miignt O
Pool: Processor Free: 19636 Cause: Not enoughfesnory

Alternate Pool: None Free: 0 Cause: No Alterpeatel

-Process= "Exec", ipl= 0, pid= 92, -Traceback6D467A3C 0x600165C4 0x6001C400 0x6001CBAC 0x600Z36B
0x60029620 0x614AF920 0x614AF994 0x614AFA2C Ox6@R®B40x614B7090 0x6059E8CO 0x614AF694 0x61476F68
0x61477830 0x614D3978

Router2#ping 192.168.2.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.1,dumés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 20/36/60 ms

Router2#ping 192.168.1.2
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Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.2,dimés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 16/26/40 ms

Router2#sh ip int brief

Interface IP-Address ~ OK? MetiStatus Protocol
FastEthernet0/0 192.168.2.2 YES rahop up
FastEthernet0/1 192.168.1.5 YES rahop up
NVIO 192.168.2.2 YES unsm up

Router2#ping 192.168.2.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.2,dunés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 1/4/8 ms

Router2#ping 192.168.1.5

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.5,dimés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 4/7/8 ms

Router2#ping 192.168.2.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.1,dumés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 20/26/36 ms

Router2#ping 192.168.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.1,dimés 2 seconds:
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Success rate is 100 percent (5/5), round-trip mgifaax = 20/28/36 ms

Router2#ping 192.168.1.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.2,dimés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 16/26/40 ms

Router2#ping 172.0.0.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.0.0.1, timhéoA seconds:
Success rate is 0 percent (0/5)

Router2#ping 192.168.0.3

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.0.3,dumés 2 seconds:
Success rate is 0 percent (0/5)

Router2#sh ip int brie

Interface IP-Address  OK? MetiStatus Protocol
FastEthernet0/0 192.168.2.2 YES rahop up
FastEthernet0/1 192.168.1.5 YES rahop up
NVIO 192.168.2.2 YES unsm up

Router2#ping 192.168.2.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.1,dimés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 20/24/36 ms

Router2#ping 192.168.1.2



Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.2,dimés 2 seconds:

Success rate is 100 percent (5/5), round-trip mgifaax = 20/28/52 ms

Router2#wr

Building configuration...

[OK]

Router2#

*Mar 1 01:11:59.195: %SYS-2-MALLOCFAIL: Memory altation of 32768 bytes failed from 0x600286B4, miignt O
Pool: Processor Free: 19636 Cause: Not enoughfesmory

Alternate Pool: None Free: 0 Cause: No Alterpeatel

-Process= "Exec", ipl= 0, pid= 92, -Traceback6D4%67A3C 0x600165C4 0x6001C400 0x6001CBAC 0x600Z86B
0x60029620 0x614AF920 0x614AF994 0x614AFA2C Ox6@R®B40x614B7090 O0x6059E8CO 0x614AF694 0x61476F68
0x61477830 0x614D3978

Router2#wr

Building configuration...

[OK]

Router2#

*Mar 1 01:15:17.339: %SYS-2-MALLOCFAIL: Memory altation of 32768 bytes failed from 0x600286B4, miignt O
Pool: Processor Free: 19636 Cause: Not enoughfesnory

Alternate Pool: None Free: 0 Cause: No Alterpeatel

-Process= "Exec", ipl= 0, pid= 92, -Traceback6D467A3C 0x600165C4 0x6001C400 0x6001CBAC 0x600Z36B
0x60029620 0x614AF920 0x614AF994 0x614AFA2C Ox6@E®B40x614B7090 0x6059E8CO 0x614AF694 0x61476F68
0x61477830 0x614D3978

Router2#sh ip int brief

Interface IP-Address  OK? MetiStatus Protocol
FastEthernet0/0 192.168.2.2 YES rahop up
FastEthernet0/1 192.168.1.5 YES rahop up
NVIO 192.168.2.2 YES unsm up

Router2#ping 192.168.2.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.2,dunés 2 seconds:
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Success rate is 100 percent (5/5), round-trip mgifaax = 4/6/8 ms

Router2#ping 192.168.1.5

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.5,dimés 2 seconds:
Success rate is 100 percent (5/5), round-trip m@ifaax = 4/6/8 ms

Router2#ping 192.168.1.6

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.6,dumés 2 seconds:
Success rate is 80 percent (4/5), round-trip mgifaax = 8/9/12 ms

Router2#ping 192.168.1.6

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.6,dumés 2 seconds:
Success rate is 100 percent (5/5), round-trip m@ifeax = 4/16/32 ms

Router2#ping 192.168.2.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.1,dimés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 28/31/36 ms

Router2#ping 192.168.1.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.2,dumés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 16/24/44 ms

Router2#ping 192.168.1.3
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Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.3,dumés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 20/42/84 ms

Router2#ping 192.168.1.3

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.3,dimés 2 seconds:
Success rate is 100 percent (5/5), round-trip mgifaax = 20/36/84 ms

Router2#ping 192.168.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.1,dimés 2 seconds:
Success rate is 0 percent (0/5)

Router2#ping 192.168.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.1,dumés 2 seconds:
Success rate is 0 percent (0/5)

Router2#ping 192.168.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1,dimés 2 seconds:
Success rate is 0 percent (0/5)

Router2#wr

Building configuration...

[OK]
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Router2#

*Mar 1 01:45:15.583: %SYS-2-MALLOCFAIL: Memory altation of 32768 bytes failed from 0x600286B4, miignt O
Pool: Processor Free: 19636 Cause: Not enoughfenory

Alternate Pool: None Free: 0 Cause: No Alterpeatel

-Process= "Exec", ipl= 0, pid= 92, -Traceback6D467A3C 0x600165C4 0x6001C400 0x6001CBAC 0x600Z36B
0x60029620 0x614AF920 0x614AF994 0x614AFA2C Ox6@E®B40x614B7090 0x6059E8CO 0x614AF694 0x61476F68
0x61477830 0x614D3978

Router2#wr

Building configuration...

[OK]

Router2#wr

Building configuration...

[OK]

Router2#

*Mar 1 01:52:39.643: %SYS-2-MALLOCFAIL: Memory altation of 32768 bytes failed from 0x600286B4, miignt O
Pool: Processor Free: 19636 Cause: Not enoughfesnory

Alternate Pool: None Free: 0 Cause: No Alterpeatel

-Process= "Exec", ipl= 0, pid= 92, -Traceback6D467A3C 0x600165C4 0x6001C400 0x6001CBAC 0x600Z36B
0x60029620 0x614AF920 0x614AF994 0x614AFA2C Ox6@E®B40x614B7090 0x6059E8CO 0x614AF694 0x61476F68
0x61477830 0x614D3978

Router2#wr

Building configuration...

[OK]

Router2#

/ICode for Routers encryption configuration.

Connected to Dynamips VM "R1" (ID 11, type c372%)onsole port
Press ENTER to get the prompt.

BHHHH B R R R AR R
A [OK]

Smart Init is disabled. IOMEM set to: 5

Using iom@ercentage: 5
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Restricted Rights Legend

Use, duplication, or disclosure by the Government i
subject to restrictions as set forth in subparagrap

(c) of the Commercial Computer Software - Restdcte
Rights clause at FAR sec. 52.227-19 and subparagrap
(c) (2) (ii) of the Rights in Technical Data andr@uuter

Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive

San Jose, California 95134-1706

Cisco I0S Software, 3700 Software (C3725-ADVENTERFEK9-M), Version 12.4(15)T5, RELEASE SOFTWARE (jc4
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Wed 30-Apr-08 18:27 by prod_rel_team

Image text-base: 0x60008930, data-base: 0x63647200

BIST FAILED...
Unknown file system detected.
Use format command to format the card as DOS Bite®n.

Or use erase command to format the card as LowFte®dystem.

This product contains cryptographic features armliigect to United
States and local country laws governing import,cesgransfer and
use. Delivery of Cisco cryptographic products doesimply
third-party authority to import, export, distribute use encryption.

Importers, exporters, distributors and users apamsible for
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compliance with U.S. and local country laws. Byngsthis product you

agree to comply with applicable laws and regulatidhyou are unable

to comply with U.S. and local laws, return this ¢wot immediately.

A summary of U.S. laws governing Cisco cryptogragnoducts may be found at:

http://lwww.cisco.com/wwl/export/crypto/tool/stqrdnfl

If you require further assistance please contabiyusending email to

export@cisco.com.

Cisco 3725 (R7000) processor (revision 0.1) withaZBK/6144K bytes of memory.

Processor board ID FTX0945W0MY

R7000 CPU at 240MHz, Implementation 39, Rev 2. 5K L2, 512KB L3 Cache

2 FastEthernet interfaces

DRAM configuration is 64 bits wide with parity edead.

55K bytes of NVRAM.

16384K bytes of ATA System CompactFlash (Read/\)/rite

Installed image archive

SETUP: new interface FastEthernet0/0 placed inttikiwn" state

SETUP: new interface FastEthernetO/1 placed inttkiwn" state

Press RETURN to get started!

*Mar

*Mar

*Mar

*Mar

*Mar

*Mar

1 00:00:15.159:

1 00:00:15.163:

1 00:00:15.667:

1 00:00:15.759:

1 00:00:15.759:

1 00:00:16.779:

%LINEPROTO-5-UPDOWN: Line poool on Interface VolP-NullO, changed state to up
%LINEPROTO-5-UPDOWN: Line poool on Interface IPv6-mpls, changed state to up
%SYS-5-CONFIG_I: Configuredrh memory by console

%LINK-5-CHANGED: Interface §i&thernet0/1, changed state to administrativelyrdo
%LINK-5-CHANGED: Interface §i&thernet0/0, changed state to administrativelyrdo

%LINEPROTO-5-UPDOWN: Line poool on Interface FastEthernet0/1, changed stadewn
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*Mar 1 00:00:16.779: %LINEPROTO-5-UPDOWN: Line pwool on Interface FastEthernet0/0, changed stadiewn
*Mar 1 00:00:17.123: %SYS-5-RESTART: System rdstér-
Cisco I0S Software, 3700 Software (C3725-ADVENTERFEK9-M), Version 12.4(15)T5, RELEASE SOFTWARE (jc4
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2008 by Cisco Systems, Inc.
Compiled Wed 30-Apr-0
R1#
R1#
8 18:27 by prod_rel_team
*Mar 1 00:00:17.147: %SNMFCOLDSTART: SNMP agent on host R1 is undergoirogla start
*Mar 1 00:00:17.359: %CRYPTO-6-ISAKMP_ON_OFF: ISMPR is OFF

*Mar 1 00:00:17.363: %CRYPTO-6-GDOI_ON_OFF: GDOIOFF

R1#

R1#

R1#

R1#

R1#

R1#conf t

Enter configuration commands, one per line. Erth @NTL/Z.
R1(config)#crypto isakmp enable

R1(config)#crypto isakmp policy 10
R1(config-isakmp)#authentication pre-share
R1(config-isakmp)#hash sha
R1(config-isakmp)#encryption aes 256
R1(config-isakmp)#group 5

R1(config-isakmp)#lifetime 86400

R1(config-isakmp)#exit

R1(config)#crypto isakmp key SCADASECURE addres3.168.2.1
R1(config)#crypto isakmp keepalive 10 2 periodic
R1(config)#exit

R1#
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*Mar 1 00:02:54.243: %SYS-5-CONFIG_I: Configuredrh console by console

Ri1#conf t

Enter configuration commands, one per line. Erntth @NTL/Z.

R1(config)#crypto ipsec transform-set MYSETNAME &5 256 esp-sha-hmac

R1(cfg-crypto-trans)#mode tunnel

R1(cfg-crypto-trans)#crypto ipsec transform-MYSETME

N

% Invalid input detected at '~ marker.

R1(cfg-crypto-trans)#ah-md5-hmac AH-HMAC-MD5 tramsh

N

% Invalid input detected at '~ marker.

R1(cfg-crypto-trans)#exit
R1(config)#conf t

N

% Invalid input detected at '~ marker.

R1(config)#$ 101 permit ip 192.168.0.0 0.0.0.252.188.2.0 0.0.0.255

R1(config)#crypto map Routerl_to Router2 10 ipsaddinp

% NOTE: This new crypto map will remain disabledilua peer
and a valid access list have been confiyure

R1(config-crypto-map)#set peer 192.168.2.2

R1(config-crypto-map)#match address 101

R1(config-crypto-map)#set transform-set MYSETNAME

R1(config-crypto-map)#interface fastethernet

% Incomplete command.

R1(config)#interface fastethernet0/0
R1(config-if)y#crypto map Routerl_to_Router2

R1(config-if)#ip

*Mar 1 00:09:32.883: %CRYPTO-6-ISAKMP_ON_OFF: ISMR is ON
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R1(config-if)#ip route 192.168.1.6 255.255.255.282.168.2.1

%Ilnconsistent address and mask

R1(config)#ip route 192.168.1.6 255.255.255.255.162.2.1

R1(config)#exit

R1#

*Mar 1 00:10:58.519: %SYS-5-CONFIG_I: Configuredrh console by console
R1#conf t

Enter configuration commands, one per line. Ertth @NTL/Z.
R1(config)#interface fastethernet 0/0

R1(config-if)#ip address

% Incomplete command.

R1(config-if)#ip address 192.168.2.1 255.255.258.25
R1(config-if}#boot-start-marker
R1(config)#boot-end-marker

R1(config)#no aaa new-model

R1(config)#ip cef

R1(config)#no shutdown

% Incomplete command.

R1(config)#no ip domain lookup
R1(config)#multilink bundle-name authenticated
R1(config)#no shutdown

% Incomplete command.

R1(config)#exit

R1#no shu

*Mar 1 00:13:28.499: %SYS-5-CONFIG_I: Configuredrh console by console
R1#no shutdown

AN

% Invalid input detected at '~ marker.
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R1#conf t

Enter configuration commands, one per line. Ernth @NTL/Z.

R1(config)#interface fastethernet 0/1

R1(config-if)#ip address 192.168.1.2 255.255.258.25

R1(config-ify#no shutdown

R1(config-if)#

*Mar 1 00:15:56.591: %LINK-3-UPDOWN: Interface FRthernet0/1, changed state to up
*Mar 1 00:15:57.591: %LINEPROTO-5-UPDOWN: Line poool on Interface FastEthernet0/1, changed steiti t
R1(config-if)#exit

R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#

*Mar 1 00:16:17.195: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdugilex),
with SEPAOCF5B815B5B Port 2 (full duplex).

R1(config-router)#network 192.168.0.0

R1(config-router)#network 192.168.1.0

R1(config-router)#network 192.168.2.0

R1(config-router)#exit

R1(config)#end

R1#

*Mar 1 00:16:43.291: %SYS-5-CONFIG_I: Configuredrh console by console

R1#

ROUTER 2 CONFIGURATION

R2#

R2#conf t

Enter configuration commands, one per line. Ernth @NTL/Z.
R2(config)#hostname Router2
Router2(config)#boot-start-marker
Router2(config)#boot-end-marker

Router2(config)#no aaa new-model

Router2(config)#ip cef
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Router2(config)#no ip domain lookup

Router2(config)#multilink bundle-name authenticated

Router2(config)#interface fastethernet 0/0

Router2(config-if)#ip address 192.168.2.2 255.255.252

Router2(config-if)#no shutdown

Router2(config-if)#

*Mar 1 00:20:26.207: %LINK-3-UPDOWN: Interface FRthernet0/0, changed state to up

*Mar 1 00:20:27.207: %LINEPROTO-5-UPDOWN: Line poool on Interface FastEthernet0/0, changed steiti t
Router2(config-if)#interface fastethernet 0/1

Router2(config-if)#ip address 192.168.1.5 255.255.252

Router2(config-if)#no shutdown

Router2(config-if)#

*Mar 1 00:21:31.351: %LINK-3-UPDOWN: Interface FRthernet0/1, changed state to up

*Mar 1 00:21:32.351: %LINEPROTO-5-UPDOWN: Line poool on Interface FastEthernet0/1, changed steiti t
Router2(config-if)#exit

Router2(config)#conf t

N

% Invalid input detected at '~ marker.

Router2(config)#crypto isa

*Mar 1 00:22:17.415: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdugilex),
with SEPAOCF5B815B5B Port 2 (full duplex).

Router2(config)#crypto isakmp enable
Router2(config)#crypto isakmp policy 10
Router2(config-isakmp)#authentication pre-share
Router2(config-isakmp)#hash sha
Router2(config-isakmp)#encryption aes 256
Router2(config-isakmp)#group 5
Router2(config-isakmp)#lifetime

*Mar 1 00:23:17.415: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdugilex),
with SEPAOCF5B815B5B Port 2 (full duplex).

Router2(config-isakmp)#lifetime 86400

Router2(config-isakmp)#exit
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Router2(config)#crypto isakmp key SCADASECURE addr£92.168.2.2
Router2(config)#crypto isakmp keepalive 10 2 padod
Router2(config)#

*Mar 1 00:24:17.419: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdugilex),
with SEPAOCF5B815B5B Port 2 (full duplex).

Router2(config)#exit

Router2#c

*Mar 1 00:24:21.619: %SYS-5-CONFIG_I: Configuredrh console by consoleo
Router2#conf t

Enter configuration commands, one per line. Erntth @NTL/Z.
Router2(config)#crypto ipsec transform-set MYSETNEMsp-aes 256 esp-sha-hmac
Router2(cfg-crypto-trans)#mode tunnel

Router2(cfg-crypto-trans)#crypto ipsec transforrmM¥ SETNA

*Mar 1 00:25:17.423: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdiugilex),
with SEPAOCF5B815B5B Port 2 (full duplex).

Router2(cfg-crypto-trans)#crypto ipsec transforrhM¥ SETNAME?
% Unrecognized command
Router2(cfg-crypto-trans)#crypto ipsec transforrmid¥ SETNAME

N

% Invalid input detected at '~ marker.

Router2(cfg-crypto-trans)#crypto ipsec transforrnM¥ SETNAME?
% Unrecognized command
Router2(cfg-crypto-trans)#crypto ipsec transformi¥ SETNAME

N

% Invalid input detected at '~ marker.

Router2(cfg-crypto-trans)#exit
Router2(config)#access-list permit ip 192.1

*Mar 1 00:26:17.423: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdiugilex),
with SEPAOCF5B815B5B Port 2 (full duplex).

Router2(config)#$ permit ip 192.168.1.0 0.0.0.252.168.0.0 0.0.0.255

access-list permit ip 192.168.1.0 0.0.0.255 1920.68.0.0.255
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% Invalid input detected at '~ marker.

Router2(config)#$ permit ip 192.168.1.0 0.0.0.252.168.0.0 0.0.0.255
access-list permit ip 192.168.1.0 0.0.0.255 192(168.0.0.255

N

% Invalid input detected at '~ marker.

Router2(config)#exit

Router2#

*Mar 1 00:27:05.131: %SYS-5-CONFIG_I: Configuredrh console by console
Router2#conf t

Enter configuration commands, one per line. Erntth @NTL/Z.
Router2(config)#access-list 101 per

*Mar 1 00:27:17.419: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdiugilex),
with SEPAOCF5B815B5B Port 2 (full duplex).

Router2(config)#access-list 101 permit ip 192.168@0.0.255 192.168.2

*Mar 1 00:28:17.419: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdiugilex),
with SEPAOCF5B815B5B Port 2 (full duplex).

Router2(config)#$ 101 permit ip 192.168.0.0 0.066.292.168.2.0 0.0.0.255
Router2(config)#interface fastethernet 0/1

Router2(config-if)#duplex full

Router2(config-if)#no shut

*Mar 1 00:28:54.195: %LINK-3-UPDOWN: Interface FRthernet0/1, changed state to up
Router2(config-if)#no shutdown

Router2(config-if)#exit

Router2(config)#crypto

*Mar 1 00:29:17.459: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdugilex),
with SEPAOCF5B815B5B Port 2 (full duplex).

Router2(config)#crypto map Router2_to_Routerl Bedpisakmp
% NOTE: This new crypto map will remain disabledilua peer
and a valid access list have been confiyure

Router2(config-crypto-map)#set peer 192.168.2.1
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Router2(config-crypto-map)#match address 101
Router2(config-crypto-map)#

*Mar 1 00:30:17.467: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdugilex),
with SEPAOCF5B815B5B Port 2 (full duplex).

Router2(config-crypto-map)#set transform-set MY SENME
Router2(config-crypto-map)#interface fastetherriét O
Router2(config-if)#cryptomap Router2_to_Routerl

*Mar 1 00:31:17.475: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdiugilex),
with SEPAOCF5B815B5B Port 2 (full duplex).

Router2(config-if)#cryptomap Router2_to_Routerl

N

% Invalid input detected at '~ marker.

Router2(config-if)#crypto map Router2_to_Routerl
Router2(config-if)#

*Mar 1 00:31:37.835: %CRYPTO-6-ISAKMP_ON_OFF: ISMR is ON
Router2(config-if)#ip route 192.168.0.0

*Mar 1 00:32:17.475: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdugilex),
with SEPAOCF5B815B5B Port 2 (full duplex).

Router2(config-if)#ip route 192.168.0.0 0.0.0.25R1.68.2.0
%Ilnconsistent address and mask

Router2(config)#ip route 192.168.0.0 0.0.0.255 162.1.0
%Ilnconsistent address and mask

Router2(config)#ip route 192.168.0.0 255.255.255.292.168.1.0
Router2(config)#

*Mar 1 00:33:17.483: %CDP-4-DUPLEX_MISMATCH: duplenismatch discovered on FastEthernet0/1 (notdiugilex),
with SEPAOCF5B815B5B Port 2 (full duplex).

Router2(config)#exit

Router2#

*Mar 1 00:33:26.291: %SYS-5-CONFIG_I: Configuredrh console by console
Router2#protocol

Translating "protocol"

Translating "protocol"
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% Unknown command or computer name, or unablentbdomputer address
Router2#conf t

Enter configuration commands, one per line. Ertth @NTL/Z.
Router2(config)#protocol

N

% Invalid input detected at '~ marker.

Router2(config)#p

% Ambiguous command: "p"
Router2(config)#exit
Router2#p

Protocol [ip]:

*Mar 1 00:34:00.131: %SYS-5-CONFIG_I: Configuredrh console by console

Target IP address:
% Bad IP address
Router2#

Router2#
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