Design of a Teleworking Service
Using Parlay Framework Federation

Morayo Akin-Ojo

A research report submitted to the Faculty of Engineering and Built Envieon, Univer-
sity of the Witwatersrand, Johannesburg, in partial fulfiiment of the requénts for the
degree of Master of Science in Engineering.

Johannesburg, September 2005



Declaration

| declare that this research report is my own, unaided work, exceptenttherwise ac-
knowledged. Itis being submitted for the degree of Master of Sciencegmgering in the
University of the Witwatersrand, Johannesburg. It has not beemigield before for any

degree or examination in any other university.

Signed this_dayof____ 20

Morayo Akin-Ojo.



Abstract

A teleworking service allows people to work effectively together from hamether ap-
proved locations away from the regular work site, on an establishedsebedule. This is
made possible via the use of Information and Communications Technology. P&EEently,
there are isolated applications that can assist teleworkers, such asanthgitleo confer-
encing, which were developed for use over the Internet. But the kttésra best-effort
network with no guarantee of Quality of service (QoS), low security anstawedard billing
system. The design of this teleworking service involves the integration of mastyng ser-
vices like e-mail, messaging, video conferencing, shared whiteboardaiabdase access.
Other requirements are for service providers interworking for seickresource usage,
security, and QoS specification. Hence, we explore the emerging opaoeseoncept to
create this integrated teleworking service that can be made available foripion by
corporate bodies and individuals.

Service federation is the interaction between teleworkers across sprewdder domains.
It is achieved via the interworking of providers’ services, and is aard&d aspect of tele-
working. We have realised a service federation in a secure and seanaleser in the OSA
/ Parlay environment via the use of the OSA / Parlay framework. We loak#te use of a
framework federation for the actual implementation of service federatibis flamework

federation is an interworking of frameworks based on an agreed-iguemation contract
between them. New framework interfaces were introduced to facilitate thi®ged solu-
tion, as the OSA / Parlay specifications do not yet support this approach

Service composition is the creation of a new service instance by composingranore
other services. We implemented this via the use of framework and tradeafietde The
trader federation was used to locate services or users in differentda®Rins. A high
level design of the teleworking service was done with federation explmredctual im-
plementation. The Common Object Request Broker Architecture (CORBdihgaervice
was used to prove the concept. The RM-ODP methodology is followed in thigaeding
service design. The OSA / Parlay terminal capability, generic call comtmaltiparty and
location and Service Capability Features (SCF) were used for implementing GQRBA
Distributed Processing Environment (DPE).
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Chapter 1

Introduction

Teleworking is a service that allows people to work effectively in placesrdtian the con-
ventional workplace. The teleworking service has many benefits, whigle ihdesirable
service, especially for people who want to work from home.

The Next Generation Network (NGN) is an evolution towards convergehtixed, mobile
and packet based networks. The NGN converges voice, data armsedéces into one
network. An objective of the NGN is to deliver services across hetewmss platforms.
As a result of this objective, the NGN is a good context on which to baseetsigm of the
teleworking service. The teleworking service can be designed asiaes#rat can be used
independent of the network platform, and consist of services that cembine, data and
video on the same platform. The teleworking service thus becomes an edrsewice as
compared to already existing ones.

The OSA / Parlay architecture allows the teleworking service to be desigreedformance
to the NGN concepts. It also allows not only the telcos to develop the televgoskirvice
but opens up the network for the service providers to develop the tkgamervice. Tele-
working, NGN and OSA / Parlay are discussed in this introduction for @ goderstanding
of the teleworking service design.

1.1 Teleworking

Teleworkingss the generic term for work that can be done at a distance. Teleworkihg is
use of information and communication technology to enable people in diffgesraphi-
cal locations work effectively together. Teleworking makes possible & fitexible design
of working time and place. Teleworking takes the work to the people and aggbple to
work [1], and is important in today’s context of ever-rising fuel prices



Many activities, which previously have required physical presencedinect interaction
among workers, can now be performed in a distributed fashion, thanke toeth of ad-
vanced information technologies such as interactive multimedia servicessancbmmu-
nication facilities [2]. Teleworking service can be used for activities saghanking, in-
surance, telecommunications, computing, accounting, designing, saldsnteaesearch,

and communication.

There are different forms of teleworking service. The above-merdi@otivities can be
used in any of the different forms of teleworking.

1.1.1 Forms of Teleworking

Teleworking comes in different forms. Working from home is the basic anst cmmmon
form of teleworking. The different forms are discussed below [3]:

1. Home-based teleworkingdome-based teleworking is when employees work at home
instead of their usual work place thereby avoiding commuting from home tdftbe o
or the customers’ premises.

2. Mobile teleworking Mobile teleworking occurs when workers use ICT to enable
them deliver a range of services and capabilities that previously woutdiheolved
office-based staff or physical visits to the company’s offices.

3. TelecentresTelecentres may be used to provide teleworking local office facilities for
people who prefer not to work at home but wish to avoid the cost, time andveeo
nience of commuting all the way to the work place.

4. Mixed mode Mixed mode is a combination of teleworking and normal commuting.
Workers work from home for a certain number of days in a week.

The American Interactive Consumer Survey conducted by the Dieringeed®ch Group
in Milwaukee shows the number of employed individuals who work from halumeéng
business hours at least one day per month has increased by nearymt@22001 [4]. The
results show that 16.8 million employees worked from home at least one dayop¢h two
years ago, while the number climbed to 23.5 million this year. The number ofreplieged
people working from home at least one day per month in 2001 was 19.9 milliorthisth
year's number reaching 23.4 million [4]. At present, teleworking is mosaaded in the
United States. However, only 3% of European employees are engagésnnordng along
with an estimated 20 million worldwide. Predictions are that by the year 2006 uthber
could increase tenfold [5].



The numbers specified in these statistics are increasing because ther@ngrbenefits to
be derived from teleworking.

1.1.2 Benefits of Teleworking

Teleworking offers benefits to the employer, employee and to the communitylasle.

1. Benefits to the Employer

e Reduced Absenteeism: Absenteeism can be due to sickness. Due to ithe flex
ble working hours and work place, there is a reduction in absenteeism. Some
workers are used to taking the whole day off after attending a socialifunc
even though there is still enough time to go back to work. People involved in
teleworking have been known to go back to work after such social fursctio

e Increased Productivity: There is increased productivity as a refuéidnced
absenteeism and less stress for workers.

e Cost Savings: There is a reduction in office space costs becausectgdgs p
work in the traditional work place.

o Staff Retainment. Employers can retain their staff who are not willing to relo-
cate. Despite a change in office location, employees can still be retained.

2. Benefits to the Employee

e Reduced stress: The elimination of long and difficult commutes translates into
less stress for the employees and their families.

e Better work-family balance: Workers get to spend sufficient time with their
families and also at work, thus establishing a better balance between wbrk an
family.

e Greater flexibility of work and private life: For instance, workers cacide to
do their shopping at off-peak times and work at night or peak shopriggs.

e Improved job satisfaction: There is improved job satisfaction because ttke wo
ers work at flexible times. This in turn leads to increased productivity.

e Reduced transportation cost: Transportation cost is greatly reducedesaslt
of less commuting.

3. Benefits to the Community

e Increased job opportunity: Disabled people can still be employed evegtihou
they cannot commute to work. This increases job opportunities in the commu-
nity.



Considering the various benefits of teleworking, it becomes necessdegign a telework-
ing service that is reliable, readily available, user friendly and meets thdastiof the
evolving open network architectures.

1.2 Next Generation Networks (NGN)

The evolution of networks and services towards the NGN is a major trend gotef and
of great interest to the telecommunications market. New entrant operagorgraducing

new network architectures, technologies and services to the markemlbeot operators
are enhancing their networks and services to meet changes in the mameaatd| which is
a result of the evolving NGN. Third-party service providers use serdlifferentiation to

penetrate the market.

The NGN seamlessly blends the Public Switched Telephone Network (P $itiNha Pub-
lic Switched Data Network (PSDN), creating a single multi-service networKi6¢ NGN
delivers multi-services across heterogeneous network infrastractline NGN is a multi-
service bearer network capable of supporting multi-party, multimedia, realanténfor-
mation services [6]. The NGN is based on a progressive movement toaarend-to-end
fully Internet Protocol (IP) network to adapt to major trends: convecgeflexible network
evolution, distribution of network intelligence and openness to third-partycss [7]. For
this network evolution to be successful, the different interests of the na@iptayers of
the telecommunications market must be integrated.

The NGN role players and their interests are [8]:

e Network operators who need to manage the transition of their service business to
the NGN.

e Service providerswho see significant market opportunity for services that exploit
the new possibilities inherent in the convergence of the data and voiceotegles.

e Application developerswho see a whole range of new business opportunities that
were previously not technically feasible or too costly for small firms.

e End-Userswho expect to see new services that provide an integrated interface and
consistent access to all their communications and information needs.

e Network equipment providers who wish to provide a sound migration to the evolv-
ing service architecture and also need to ensure interoperability betweedatthand

voice networks.



In the NGN, intelligence is pushed to the edge of the network. This resultsistrdbdted
network infrastructure. The move of the telecoms sector to the NGN is asila oéshe
following favourable and motivating factors. These factors are [7]:

e major structural changes to the telecoms market e.g. deregulation of thentsleco
markets, network optimisation and cost reduction.

e major changes in services and uses e.g. explosion of data services, mialtimesd
bility and accessibility has led to the need for operators and service prevalde-
velop new markets.

e major technological evolutions brought about with the development of higfy-
speed access transport networks, the generalisation and evolutiBrirofavour of
different levels of Quality of Service (QoS).

The NGN converges voice and data and video into one network. This rietsansforma-
tion has allowed applications to be pushed closer to the end-user, thedhimimg overall
cost and at the same time, enhancing system flexibility and functionality. Berare de-
veloped independent of the transport layer i.e. the service providedsmot know anything
about the transportation technology. Applications development is all tleglisrte be done
by the service providers. Figure 1.1 shows an overview of the NGNtaoture with the
service layer separated from the transport layer.
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Figure 1.1: Architecture of NGN
[7]




1.2.1 Characteristics of the NGN
The characteristics of the NGN are that it is:

e a unique and shared core network for all types of access and senlicgrovides
support for multiple applications, which are adaptable to the users and tieel va
capacities of access networks and terminals.

e a core network architecture that is divided into three layers: transpmrtrat and
services (application). The NGN separates the application layer fromahspiort
layer. The application layer is where services are developed by thedrtlsid-
parties while the transport layer, which deals with transport is manageclglto.

e a network that provides open and standardised interfaces betwdemagac The
interfaces allow third-party providers to develop and create servicepémtient of
the network transport technology. These standard interfaces erzyl@ew service
creation through their flexibility. High extensibility through open architect@wsigh
implies an easy introduction of future technologies.

e based on the packet mode of transport.

e able to support currently existing analogue and digital network standsedgice
elements, thereby saving cost.

¢ highly scalable.

e capable of producing increased revenues via shortening time to marletettucing
production / service creation costs.

In summary, the NGN concept is designed to converge all types of comntioniceet-
works. The missing link between the different role players’ interests istarman set of
languages to communicate with each other. The open OSA / Parlay API psatiid miss-
ing link and enables all NGN role players to communicate with each other or taege
data in a very secure and safe manner. The OSA / Parlay architechsistsmf interfaces
that separate the application layer from the transport layer. The OSAalP€P| opens up
the network in a secure and reliable manner.

1.3 OSA/ Parlay Architecture

Over the years, networks have been closed, but today, there is a neel$othe open
networks. Aclosed networlks a network in which service providers outside the telco cannot

6



control the network resources, i.e. cannot provide or develop sstvi¢he Internet for
instance, is a closed network in that no services other than packetdaraoap be leveraged
out of the bearer network.

An open networlpermits a service provider other than the telco to create and offer services

which make use of resources within the network, e.g. voice connectionsp@n network
is achieved by accessing the network service control through an sigemard and secure
interface with a defined Applications Programming Interface (API) [9]. AR is a set
of software functions used by an application program as a means faidjrg access to
a system’s (i.e. operating, communications) capabilities [10]. An API is anféceto
existing network technologies and signaling systems. It hides the complexitgtabrk
and signalling. The API is the key to cost-effective service-provisiohe dbjectives of
the API paradigms are: rapid service creation and a new business mbéeAPT exposes
control of many network capabilities to applications residing outside the teietigork, at
a high level of abstraction [11]. A dominant API approach is the OSA lapakPI.

The OSA / Parlay open API specifications are provided by the Parlaypgwehich consists
of major telecommunication network suppliers, major IT vendors and the tdlbesParlay
group was formed in April 1998 and now consists of all major players in tmencunica-
tions industry including Ericsson and AT&T [8]. The goal of the Parlayugres to expand
the Parlay API specifications, thus accelerating the convergence désgneetworks, IP-
based networks and the PSTN [8].

The OSA / Parlay is an architecture that opens up the telecommunication kdtwaor
tionality for application development. The OSA / Parlay architecture empapgigcation
service providers, independent software providers and othetag@rs in the ICT indus-
try to generate new applications that add value to the functionality availablebiic @und
private communication networks [12]. The OSA / Parlay API specificatenable a new
generation of dynamic telecommunications applications created and maintaittesirist-
works’ customers themselves using their own private data. It is a sdegtology and
network independent API. It enables the telco to directly pass on theitatfumctionality
to trusted third-parties in a safe and controlled manner, while hiding the retigmal-
ing complexity from the developer as required for the NGN. OSA / Parlayness model
defines the role players that are participating to deliver advanced teleauinations and
information services to the end-user. The OSA / Parlay business matiierole players
are shown in Figure 1.2.

The OSA/Parlay business role players are the:



Enterprise Client
Operator Applica}fion

A

Framework 2 sSCS

Figure 1.2: OSA/Parlay Business Role Players

e Telco: The telco offers basic connectivity, connection and servicea@off he inter-
faces in the telco domain must be secure, manageable and well defineftarfiee
work is in the telco’s domain.

e Enterprise Operator: The enterprise operator offers and usesatpik outside the

telco domain. Such an application is termed the client application, i.e., the client of

the telco.

e Client Application: The client application is the consumer of the servicesastgap
by the APIs. An application that accesses distributed objects providedsbyar
application [13].

In Figure 1.2, number 1 represents the interactions between the clientadigpliand the
framework. Number 2 represents the interactions between the framendtkea Service
Capability Server (SCS). Interactions between the framework and thepgséeoperator
are represented by number 3 while number 4 denotes the interactions ¢heegient
application and the SCS. These interactions are discussed later.

The OSA / Parlay architecture is made up of two basic interfaces, thetigedramework
interfaces and the service interfaces. Beevice interfacesffer applications access to a
range of network capabilities and information. Tiemework interfacesffer framework
capabilities to applications. The OSA / Parlay gateway contains the framewmoriSCS.
The SCS contains the Service Capability Features (SCFs). The SCFsdeeumaf in-
terfaces and they are offered to the applications through the API in adtliticontaining
the network capabilities. The applications are deployed on the applicatieersemnd can
be on any network-platform. The applications use SCFs in service provigiBl speci-
fications provide callback interfaces in the service provider domain. Aazlserves as
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a contact point for responses, notifications and errors in a particataaith for an object
residing in another domain . Figure 1.3 shows that these are the entities thauméke
OSA / Parlay API. The SCFs and the framework are in the telco domain. gieations
are in the service provider domain. There can be more than one Parlayagatethe telco
domain. The telco opens up its network to allow the service provider to atteeastwork

capabilities.
Application , Application , Application |
Application Server
OSA/Parlay API
-4 >
Framework
Gateway |:| D»f Interface Class

Call Control SCF  Terminal Capability SCF

Figure 1.3: Overview of the OSA/Parlay Architecture

1.3.1 OSA/Parlay Entities

1. The Framework

Theframeworkprovides capabilities necessary for the service interfaces to be secure
and manageable. The framework enables discovery and integrationvcfameice
capability features. The framework provides controlled access to ths.STRe
interfaces that are implemented by the framework are referred to dmathework
interfaces The corresponding interfaces that must be implemented by the application
are denoted as application interfaces. Interfaces of the frameworkaszgorised
according to the interaction between the framework and other OSA / Pautitig®/
business parties.

e Framework and Client Application
The interactions between the framework and client application is marked 1, in
Figure 1.2. The interfaces involved in the interaction between the framework
and the client application are thrist and security management interfac&he



trust and security management interfaces support initial contact of plieap
tion with the framework. They provide the first point of contact for anliapp
tion to access the framework. This interface also supports:

(a) Authentication of the client application.

(b) Authorisation permits an already authenticated client to invoke operations
on the framework.

(c) Service discoveryhelps in discovering services and registered SCS avail-
able in the gateway. It gives information about the availability and proper-
ties / description of a service instance.

(d) Access control to SCFpermits access of authorised clients to SCFs.

e Framework and SCS
Number 2 in Figure 1.2 shows the interaction between the framework and the
SCS. The interactions are basically for registration of the SCS.

(&) The service registration interfacessupport the registration of an SCS with
the framework. When registered, the framework can give information on
the availability of the SCS and its properties. A service has to be regis-
tered before it can be discovered, subscribed to or accessedceSeave
registered against a particular service type. The framework maintains a
repository of service types and registered services.

e Framework and Enterprise Operator

Number 3 in Figure 1.2 depicts the interactions between the framework and

enterprise operator.

() The service subscription interfacessupport the interaction between the
framework and the enterprise operator. The service subscriptionaogsrf
support the subscription of the client application to a service. Subscription
is at times necessary before the client application can access or use a ser
vice. In the Parlay business model, the enterprise operators act in the role
of the subscriber who subscribes to a service. The client application is the
end-user, and the framework acts as the retailer of the service.

Other framework interfaces are for:
e Event notification: Event naotificatioris a mechanism that is used to notify the
application of generic service related events that have occurred.
e Integrity managementincludes:

(&) Load management
(b) heartbeat mechanism
(c) Operations, Administration and Maintenance (OAM).
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Theload managearllows the load to be distributed across multiple machines accord-
ing to a load management policy. The load management policy is related to the QoS
level to which the application is subscribed [8].

Theinterface for heartbeat managemetiows the initialisation of a heartbeat super-
vision of the application.

The OAM interfaceis used to query the system time and date. The date and time can
be synchronised by the framework and the application.

The interactions between the client application and the SCS as shown by mumbe
4 in Figure 1.2 involve the sending of requests to the different SCFs aedl/irg
responses from the SCFs.

. Application Server

The application server contains the different applications that are gepploy the
OSA [ Parlay gateway.

. Service Capability Server (SCS)

The SCS provides the applications with all the functionality, called networksSCF
required to create services. The SCS is implemented in the underlying nstarmtk
there is at least one SCS in each network. The SCS communicates with network
entities like the Home Location Register (HLR) and the Mobile Switching Centre
(MSC). The SCFs that make up the SCS are:

The Call control SCF supports the routing and creation of calls between leg objects.

e Generic call control SCFprovides the basic two party call control service for
the API. It allows calls to be instantiated from the network and routed through
the network. A leg can be attached (media or bearer channels related tgghe le
are connected to the media or bearer channels of the other leg that is @ttache
to the call) or detached from the call. The application can request to be dotifie
of calls that meet certain criteria or the application can initiate a call. These are
two ways by which an application can get the control of a call.

e Multiparty call control SCF enhances the functionality of the generic call con-
trol service with leg management. It allows for more than two legs to be con-
nected simultaneously. The number of legs connected at the same time is service
specific.

e Multimedia call control SCF enhances the functionality of the multiparty call
control with multimedia capabilities. A media channel is introduced, which is a
unidirectional media stream that is associated with a call leg.

e Conference call controladds the capability of manipulating sub-conferences
within a conference to the application. A sub-conference defines thupigm
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of legs within the overall conference call [8]. The conference caltrad service
adds support for the reservation of resources needed for emiiag.

The User interaction SCFis used by applications to interact with end-users. The
generic user interaction service interface handles the sending amdmgad infor-
mation from the end-user. The call user interaction service interfacgédesofunc-
tions to send information to and receive information from the end-user tovehcall

leg is connected.

The Mobility SCF is used to implement applications with a close relationship to
mobility. The services in the set are User location, User status, User locatiel
and User location emergency.

e User locationprovides a generic geographical location service. It allows appli-
cations to get the geographical location and status of fixed, mobile and&d ba
network users.

e User location Camel SCHprovides location information based on network re-
lated information. Using the User location camel functions, an application can
request for the Visitor Location Register (VLR) number, cell global idegatifi
tion and other mobile related network information.

e User location emergency SCBervice is used in the event of an emergency, for
locating the caller automatically.

e User status SCFservice provides a general user status service, which allows
applications to obtain the status of a fixed, mobile and IP based network user.
The user status are: reachable, not reachable and busy.

The Terminal capability SCF enables applications to retrieve the terminal capabil-
ities of a specific terminal. The retrieval of terminal capabilities that are daloyge
some triggering in the network or terminal is also supported. The availability of a
terminal can also be retrieved using the terminal capability SCF.

The Data session control SCFHprovides a mechanism that is used to control the
establishment of new data sessions and existing data sessions.

The Generic messaging SCHs used by applications to send, store and receive mes-
sages. The messaging system is assumed to consist of mailboxes, foldenss
sages. The mailbox is the application’s main entry point to the messaging system.
The folders make up the mailbox and the messages are contained in the.folders

The Accounting Management SCFsupports methods for monitoring and managing
accounts.

TheCharging SCFis used by applications to charge for service usage.
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ThePolicy management SCFRallows the service provider and telco to define policies
governing the usage of resources during service provisioning.

ThePresence and Availability (PAM) SCFfacilitates the development of a rich set
of applications and services that span over multiple communication systenhso It a
provides the end-user with increased flexibility and control for managicevand
data communications.

Other considerations of the OSA / Parlay APl include security and QasiriBeis essential
when applications from different network domains need to interact, uses 8Capplica-
tions from other domains. Security is achieved via authentication betweerirdoomAPI
level. The whole OSA / Parlay architecture offers an end-to-end isgcBesides this, the
APl is open, yet secure. Service agreements can be used to spatiénsure QoS. QoS
can be specified by the application.

OSA / Parlay uses an object-oriented technique, like CORBA, thus makihgdlagy and
platform independence possible.

1.4 Objectives of the Research

A teleworking service offers a flexible working time and place, therebwgtfyréncreasing
productivity. There are some existing forms of services that make up theoriag ser-
vice over the Internet. These services include the e-mail, conferenathyace Over IP
(VoIP). These existing forms of teleworking service do not offer agoteed QoS or high
enough security and the services are in isolated forms and not integriteah ieasy-to-use
package.

This research examines thigh leveldesign of teleworking service with access to telecom-
munication and data services based on the defined concepts of the N&NbjEative of
this research is to develop an integrated teleworking service that is cothpbsampler
services, in a distributed processing environment. These simpler seinvobede e-mail,
conferencing, shared whiteboards, joint document editing, convettone calls, mo-
bile communications, multimedia presentations, data transfers, video on dendhndex
profile managements. The teleworking service must be designed so thatailabbe for
subscription by corporate bodies and individuals. The design of thedgtewy service
logic must be developed to demonstrate two significant aspects, whichrareurocation
between teleworkers in different providers’ domains via the interworkirthe providers’
services based on an agreement between the providers for serticesanrce usage. Also
the construction of new services must be possible by reusing one or ristiagservices.
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These two aspects are referred teawvice federatioandservice compositiorespectively.
A secure way of achieving service federation and service compositiazeed. The tele-
working service must be developed in a way that ensures that the undenkgtworking
technologies are hidden from the service providers and the servisarmmans.

This teleworking service is to be designed to be a service that supports:

integration of the mentioned simpler services such as email, conferencingland
phony;

interaction between end users in the same or different service proddezids;

QoS specification;

high security.

The design of this teleworking service exploits federation, which is neagd#te actual
implementation to realise service federation and service composition.

The OSA / Parlay architecture will be used to design the teleworking sei@icéhe NGN
architectures, only TINA addresses the issues of service federatioseavice composition.
Ideas will therefore be taken from the TINA architecture.

1.5 Report Outline

The rest of this report is organised as follows:

Chapter 2 gives a background to the proposed implementation strategrvaresfedera-
tion, that is, the framework federation. The trader federation appresérvice composi-
tion, is also discussed in this chapter. In Chapter 3, we look at the Reékwdel for Open
Distributed Programming (RM-ODP) enterprise viewpoint, focusing on thie kegel re-
quirements of the teleworking service. We identify the enterprise objecttharrdles they
play to make the teleworking service work effectively. Chapter 4 examireRMM-ODP
information viewpoint. The flow of information with respect to the generalkivay of the
teleworking service, framework federation and trader federationiaceissed. In Chapter
5, we discuss the application of the OSA / Parlay architecture in terms of ¢atigmal ob-
jects, interfaces and methods. We also look at the newly introduced fratevwerfaces.
An application example is given for service federation and composition ipt€h&. The
audio conference and shared whiteboard services are usedvimesssmposition. Finally,
we present the conclusions in Chapter 7, and give recommendationstfoerfwork.
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Chapter 2

Service Federation and Service Composition

Service federatiomndservice compositioare two basic aspects of a teleworking service.
Teleworkers need to interact with each other and the interactions can e tliirsame or
different service provider domains. Interactions across differemice provider domains
is vital as communications across different domains often occur. If theastten involves
different domains, the service providers have to interwork based onteact to realise this
interdomain interaction. Interactions across different service prodderains is vital as
communications across different domains often occur. Teleworkerddshtso be able to
access services in a service provider's domain that is different fremrérsident domain.

The integration of simpler services is necessary for a good teleworkimigselt should be
possible to combine one or more services together to create a compoticd.s€he above
mentioned basic aspects of teleworking are referred to as servicatiedeand service
composition respectively.

The implementations of service federation and service composition exist ingmenenet-
work architecture environments such as the TINA environment, but noei@8A / Parlay
environment. There is the need to look for a suitable approach to thesedariataspects
of teleworking within the OSA / Parlay environment that will achieve high sgcand
required QoS.

According to the TINA consortium glossarfederationis an organisational structure in-
volving two or more autonomous stakeholders, in which the members haveaesmamnt

on how they will interwork with each other including the extent to which theussmof one
member can be shared by other members [14]. From the definition of fieseiservice
federationcan then be said to be an organisational structure that permits the intergvorkin
of services owned by autonomous service providers based on aenagrebetween the
service providers for resource and domain usage.
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Compositionis an action or the result of realising a certain object or service from afset
basic or simpler objects or services [14ervice compositiois the construction of new
services by reusing one or more existing service components or sewiib@s the same
service instance [14]. The constructed new service is referred tacasmmpound service
The reused services can be provided by the same or different sproigders.

2.1 Service Federation

A Service federationan be seen as different providers’ services interworking. Anuesed-
communicating with another end-user in a different provider's domain ism & service

federation. An end-user using the services provided by a servig@prdlifferent from its

own service provider is another form of service federation. Theieeproviders have to
interwork to realise communication and the use of services across their dor@aia may
think of service federation as being analogous to roaming. This is true tetamt dut the

difference is that in service federation, the end-user uses serviee®iher domain while
still residing in its provider’s domain. The extent of resources usageréedgipon for the
successful interworking of the services. Roaming deals with the samacsessing his
service in other providers’ domains. Figure 2.1 shows a view of sereberétion. Adopt-
ing the TINA consortium glossary definition of service federation, a ratiten contract
must exist between service providers before a service federatiomccan The federation
contract is an agreement between the service providers as to domaisandce usage.

In the OSA / Parlay context, service federation allows the use of SCFseamites across
different service providers’ domains. Service federation suppertsce providers cooper-
ating with each other to ensure low cost and worldwide customised and aransgervice
provisioning. A service provider can decide not to offer an SCF bathes SCF of another
service provider to ensure low cost.

Service Federation Service
Provider 1 contract Provider 2
I
End-User Service Service End-User
Service
federation

Figure 2.1: Service Federation
[15]
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A scenario for service federation is that of a user in a fixed networkimgsto commu-
nicate with another user in a mobile network. The fixed phone service gorgkds to
communicate with the mobile phone service provider for access to the gate®@yothe
mobile network, to route the call. The location and terminal capability of the terrrinal
the mobile network can be retrieved from the SCFs in the domain of the mobile tketwo
service provider. This is achieved if a federation agreement refey@siparty interconnect
exists between both service providers.

For seamless communication with a high QoS, the originating and destination terminals
must possess compatible terminal properties and SCF supports. The torggileaminal
needs to be aware of the terminal information of the destination terminal stioh @sminal
capability, user availability, type of services and interfaces supportetheidestination
terminal. Other information are user status and geographical location. iNa@arties are

in different service providers’ domains, retrieving the needed termif@iiration using the
OSA / Parlay architecture, leads to another type of federation, whichnigeteframework
federation.

2.2 Framework Federation

A framework federatioris the interworking of two or more Parlay frameworks owned by
different providers to achieve service federation. There is a fédaragreement between
the service providers as to framework usage. Framework federatiovsdtdosecure, seam-
less and reliable communication across service providers’ domains. Foaknfasleration
makes service federation possible in the OSA / Parlay environment. Frakfageration
can also be said to mean integration of Parlay gateways because the frasesgide in
the gateways. A Parlay gateway is made up of a framework and SCS. Foakiedera-
tion enables an application to gain access to a gateway of another seoxaepiand use
SCFs residing in that gateway. The OSA / Parlay frameworks are madssitoie to the
service providers by the telco. This means that each service providedsiated with one
or more gateways, hence one or more frameworks. The applicatiorsespsehe service
logic of the teleworking service that handles the requests of the endJiserequirements
for framework federation are:

e Integration of Parlay gateways of different service providers. Assalt of each
framework being contained in a gateway, framework federation redihiecisitegra-
tion of gateways, i.e., communication between gateways. These gateways are
gateways in which each of these frameworks resides.
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¢ Interoperability of geographically distributed Parlay gateways. Gateweayish are
in different geographical locations, can still communicate and interopertiieeach
other based on framework federation.

2.2.1 Existing Implementation Strategies for Framework Feération

Presently, the TINA architecture supports service federation anite@emposition. TINA
realised service federation and service composition via the use of compatatiects like
the Composition User Service Session Manager (CompUSM). There is dasiamased
approach to framework federation within the OSA / Parlay environmerthisiapproach is
not so straight-forward [16]. A temporary approach, known as tb&Pmanager approach
[16] also exists.

Standard-Based Approach

The standard-based approach is shown in Figure 2.2. It is called thdasdamased ap-
proach because it adheres to the OSA / Parlay standardsviditieg gatewayconsists of
the visiting framework (service provider) and resides in the same domaire apfiica-
tion that wishes to access a gateway and use SCFs from another peodimi@ain. The
application in the same domain as the visiting gateway has access to SCFs rigsiting
provider's domain but not SCFs in another provider's domain. The agitthat pertains
to the visiting gateway can be referred to as the originating terminal service log

Thevisited gatewayonsists of the visited framework and other related SCFs. The desti-
nation terminal and gateway reside in this provider’s domain. The visited ggatean be
referred to as the host gateway. The application in the visiting gatewagssscthe visited
gateway for call routing and also uses SCFs that are in the visited gateway.

The steps to the working of the standard-based approach are as follows

1. register an SCS from the visited gateway in the visiting framework,
2. restrict usage of the SCS (setup service properties) to a specificadion,

3. announce availability of the new SCS.

The application in the visiting gateway can now discover and use SCS seppnr the
visited gateway.

The requirements for the standard approach are [16]:
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Framework 2  —

Framework 1

Figure 2.2: Standard-based Approach
[16]

1. SCS shall support:

e standard registration procedures and

e simultaneous registration in multiple frameworks

2. SCS registration with a new framework while still registered with originah&aork
must be possible.

3. SCS shall support usage based on service properties. The gathesservice prop-
erties are given to an SCF by a framework during the process of asgigrservice
manager to an application [16].

4. The framework shall support:

e standard procedure of the service registration and

e service properties

The disadvantages of the standard approach are that:
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1. not all service providers implement all of the Parlay features reqtordéchplemen-
tation of the framework federation approach. There will be a limitation whe®E®
wishes to register with another framework that does not support theyHadtures
of its framework.

2. the standard-based approach does not involve the visited framevtbekfederation.
The inclusion of the visited framework can help to enhance security viastitae
tion.

3. the Parlay specifications do not provide a standard set of sendpenties that allow
usage control across SCS and frameworks of different servictders.

Proxy Manager Approach

The second approach to framework federation is the use of an objech islcalled a proxy

Visiting gateway ; Visited gateway
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1
1
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Application (service) Application (service)

iApplication

1
1
1
1
1
]
1
|
-

)
Framework 2

SCS

Framework1 o o o o o e o o

Figure 2.3: Proxy Manager Approach
[16]
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manager. The proxy manager serves as a computational object betwespptization of
the visiting framework and the SCS of the visited framework as shown in F@3teAs

the name implies, the proxy manager functions like the regular proxy sefer.proxy

manager is an intermediary entity that acts as both an application and a SC@.okiie
manager ensures that a request is passed from the application in the \gatémgy to the
SCS in the visited gateway, that further processes the request.

To the application in the visiting gateway, the proxy manager looks like an SCRhiee
application makes requests to the SCFs via the proxy manager. The applisatithenti-
cated and authorised by the proxy manager on behalf of the visiting andhfisiteeworks.
The proxy manager appears to be an application to the SCFs in the visitecgatdvich
means that the proxy manager can directly interact with the SCFs. The dioplizecesses
the SCFs in the visited gateway through the proxy manager and this ocdoloas:

1. The application makes requests to the proxy manager for the usageeiffespSCFs.

2. The proxy manager verifies that the application is authorised to usedatiiep SCFs
and gets the interface reference from the visited framework. The prayager
passes the application’s request to the appropriate SCFs.

3. The reports from the SCFs are returned to the application by the praxggea

A requirement of the proxy manager approach is that the proxy managerb@uable to
make requests across multiple gateways.

Apart from being an intermediary object between both frameworks, thrypmanager
increases security and provides load balancing and fault-tolerancéesadvantage of the
proxy manager approach is that it is a temporary approach.

As aresult of the limitations of the OSA / Parlay specifications to support thdatd-based
approach and the temporary nature of the proxy manager, we propuse approach to
framework federation. This proposed approach is a potential additioret@8A / Parlay

specifications.

2.3 Proposed Approach to Framework Federation

The proposed approach to framework federation allows both the visitkdisiting frame-
works to directly communicate with each other to achieve framework federatithin
the same provider's domain, the service provider has access to one @gateways that
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each consist of a framework and SCFs. Each SCF is registered withatheviiork, thus
the framework knows the properties and descriptions of all SCFs reggistéth it and the
interface reference for accessing the SCFs.

When dealing with more than one service provider's domain, the visiting framkegets
all the required information about how to access the needed SCFs andats;rfriom the
visited framework. The visiting framework returns reports, which contdorimation about
the location of the required terminal and SCFs, to the application. By locatthgetting
access to the SCFs, call routing can occur and the end-user is abletteeUS€Fs in the
visited gateway.

To fully understand the requirements for this proposed approach tovirarkdéederation,
the registration of SCS with the framework has to be well understood. Tpe teteegister-
ing and accessing SCS are as follows:

1. Anew SCSis available to the gateway.

2. The new SCS is added to the gateway and the SCS authenticates itself witlethe g

way.

3. The SCS requests for the reference to the framework’s registratenfieice so as to
know where to register its SCFs.

4. The SCS supplies its interface reference to the framework. This isféremee to
the factory interface.

5. The framework is aware of the availability of the SCS and announcev#ilalzde
SCS. Announcing the SCS availability does not make the SCS accessible dyy-the
plication.

6. The application makes a request to the framework for the reference tethice
discovery interface, to discover the available SCS.

7. The application invokes operations on the discovery interface anttséte SCS.

8. The framework creates the service manager in the gateway via thedetezéastered
by the SCS in step 4.

9. The service manager reference is returned to the framework.

10. The framework passes the service manager interface to the appliddtmapplica-
tion creates a callback interface in the application to receive respondewtfica-
tions from the service manager in the gateway.
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Having established how an SCS is registered and how applications gassaoce, we
now discuss the steps to achieving service federation using framewdetaten. Figure
2.4 shows the diagram of the proposed approach to framework federatio

Visiting gateway i Visited gateway
Application (service) Application (service)
== | =

Ol®

A J
Framework ) Framework
1 2
h ]
' A
]
]
[ ]
[ ]
1
A [ ]
- - . - - . .. -.

SCS1

Figure 2.4: Proposed Approach

1. The application in the visiting gateway’s domain makes a request to the visiting
framework to use SCFs in the visited gateway. The new framework interfadey
described in Chapter 5, are required to support inter-frameworlabpes.

2. The visiting framework passes the application’s request to the visited/againd
gets permission for the application to access interfaces on the visited fraknewo

3. The visiting framework returns the permission report to the application.

4. The application, via the references, discovers and locates theee@ @@S and ac-
cesses the required SCFs. The visited framework creates the serviagenahthe
selected SCF if necessary (not all SCFs have a separate objectavibe smanager).
The service manager reference is returned to the application and theatipplicre-
ates callback objects for responses.
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The present OSA / Parlay specifications do not yet support this peapapproach. New
framework interfaces are proposed for the realisation of this propageiach. The new
framework interfaces are: Request Interface and Network Informatierface. An ad-

vantage of this proposed approach is the reuse of already existing @&#ay framework

operations e.g. for framework to framework authentication. This apprtméramework

federation is a potential addition to the OSA / Parlay specifications.

2.3.1 New Framework Interfaces

1. Request Interface Therequest interfacallows the application to send requests to
the framework other than the authentication and access requests. Suglestlis an
Invitation request or a request to use SCFs in another provider’s doitaérframe-
work, via this interface, returns the necessary reports that will enablapplication
to locate and gain access to the required SCFs.

2. Network Information Interface : The network information interfacsupports the
passing of requests between frameworks. The visiting framework pasgaests
made by the application to the visited framework through this interface. Thedsisite
framework returns reports that contain permission for the application sadts
interfaces. This interface can also be used by the visiting framework towdisthe
QoS level supported by the visited framework and other network relatednation
like QoS negotiation.

The detailed definition of these new framework interfaces is given in Chapt&éhe ex-
isting trust and security management framework interfaces can be us&drfeework to
framework authentication, authorisation and access requests. Thisdsubbr authentica-
tion of the visiting framework by the visited framework or vice versa and alsa¢huest
for access to other framework interfaces. These new frameworkaotsfwill support the
proposed approach to framework federation.

2.4 Service Composition

Another important aspect of this teleworking service is service compos#ervice com-
positionis the creation of a service instance by reusing one or more other sesvsewvice
components. Service composition leads to the realisation of a compoundesevkiich is
a service created by reusing one or more services or service contponka end-user can
use another service within the same service session, while still runningieese®ervice
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composition can be within the same service provider domain or across diffezevice
providers’ domains. For instance, a group of users of the teleworkingce may be using
a chat service and decide that they can benefit from using a shaiegbedrd service to
help in viewing some documents. The start of this shared whiteboard sesvilesstill run-
ning the chat service is an example of service composition. There are te® tfjservice
composition:

1. Static service composition Service composition is carried out before the service
session starts.

2. Dynamic service composition Service composition is carried out after the start of
the service session.

Service composition is closely related to service federation. The differsntat service
federation is concerned with provision of the same services to userdatssowith differ-

ent service providers while service composition is for a user associéted gingle service
provider who is willing to use a service provided by another service peowidthin a ser-

vice instance as shown in Figure 2.5. A federation contract must exisebgtthe service
providers when more than one service provider domains are involvedic&e&omposi-

tion aims to be as flexible and open as possible to allow different types of catidnia of

services [15]. A trading service is needed to search for the requereitss.

ASP1 Federation ASP2
contract
I
End-User Service 1 Service 2
Service

Composition

Figure 2.5: Service Composition
[15]

2.4.1 Trading Service

A trader in a distributed environment provides a "yellow pages” servicedyxaamically
maps required service characteristics onto a service interface identifier A trading
serviceimplies the use of a trader. The CORBA trading service is one of the sedatiesd
by the Object Management Group (OMG); it is an integral part of the COREcification.
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The CORBA trading service is a commonly used trading service. The CORRMg
service is similar to the well known yellow pages where names are looketidsed on
the services they offer. The CORBA trading service is a trading objeciceethat allows
an object to be registered with a description of its functionality [18]. Thisingadervice
greatly increases the scalability of distributed systems by making servidestedscate.

A service is located by specifying its service properties. The service gyestored in a
Service type repository. A service type is a description of a service amciade up of:

e Type name, which uniquely identifies the service type e.g. email;

o Interface type, which defines the Interface Definition Language (libtorface to
which an advertised object of this type must conform;

e A collection of property types. It defines attributes of the service offeservice type
can have zero or more property types. A property type consists of a, mgpeeand
mode.

The trading service works thus:

1. When a server wishes to advertise its service, it registers a serfécevith a trader.
The process of advertising a service is cakegorting

2. When a client requires a service, it issues a service request teativdiohd a suitable
service. A service request contains the service type, propertiesseamite offer

properties.Importingis the process of requesting information on a required service.

The trader searches its service type repository to match the servicestedubst
of matched service offers is returned to the client. The list of servicemitsnthe
service names and object references.

3. After a suitable service is selected by the client, the client can use thessieterface
identifier to access the server in order to invoke the required service.

Traders can also be linked with other traders to share service offergimréspective
databases [17]. This is known as trader federation.

2.4.2 Trader Federation - Database Federation

Trader federatioris the interworking of traders in different service provider domain based

on an agreement between the service providers. Trader federatioows n Figure 2.6.
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Trader federation allows traders to federate thus allowing them to shiaieesand user

profiles. Trader federation enhances the individual effectiveniese trading service with-

out loss of autonomy.

A trader can make a request to another trader it has a federation withroh sed a ser-

vice that is not available in its own database.

In trader federation, eaddr tnas its own

database, which contains user profiles and service profiles uniqueetwieesprovider’s

domain.

1. The visiting framework makes a request to its trader to search for #sapecified

by the application.

2. The trader searches its database and if the service is not foundadlee sends a

search request to other traders it has a federation with to search ferihiee.

3. The matched services and framework references are sent baekttadbr and then

from the trader to the framework. The application can then use the senaithes

SCFs.

It is required for federated traders to have access to each oth&lsadas. This approach

is referred to as database federation [19]. By having access to #amtsalatabases, the

providers can verify the usage policies of a user in another serviegers domain.
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Database federatiomprovides the federation of distributed object oriented databases that
contain user profiles and service profiles. The databases contairethesesvice profiles.
One important aspect of database federation is the ability of each databaisderstand
requests from other databases. This concept is discussed in [19].

A good scenario for the use of database federation is that of a useemiaesprovider’s

domain wishing to access a service in another service provider’s dom&mmassumed that
the service providers have a federation contract that enables theravidgeach other’s
subscribers with their services. The visited service provider may waheitkdf the user is

authorised to access the service and the level of QoS at which the s&moide be offered
to the end-user. The visited service provider can therefore accessdhg profile to carry
out this check. The query for database federation contains the tdr&cname, userid and
service name [19].

For the purpose of this research, we assume that trader federatidy gosaible if there is
a federation between frameworks.

2.5 Chapter Summary

This chapter reviewed the concept of service federation and seoiggasition. The differ-
ent existing implementation approaches to service federation was discifgsemoposed
a new approach to framework federation, which can be implemented via tbduotion
of new framework interfaces. The use of trader federation and heatabase federation
for service composition was also discussed. We concluded that frakése@ration and
trader federation are implementation solutions to service federation ancesepmposition
in the OSA / Parlay environment.
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Chapter 3

Enterprise Viewpoint

The Reference Model for Distributed Processing (RM-ODP) provaléiamework that
helps to create an architecture within which support of distribution, intdingiand porta-
bility can be integrated.

TheRM-ODP Enterprise Viewpoirtteals with the requirements of a system. The enterprise
viewpoint is used in this chapter to organise the requirements and stru€tine system.
The enterprise viewpoint requirements are defined in terms of purpmmse and policies.
This enterprise viewpoint introduces the concepts and terminologiessaegés represent
the behaviour expected of the teleworking service by other entities withiysiers. Social
and organisational policies are defined in terms of objects, communities kesdafathe
objects. Acommunityis the grouping of objects intended to achieve some purpose.

In summary, the enterprise viewpoint focuses on:

the purpose / objective of a system;

the scope of the system;

the enterprise objects that make up the system, both active and passiits;obje

policies that govern the interactions of the enterprise objects;

contracts upon which the usage of the system is based.

The enterprise viewpoint of the teleworking service is discussed bas#te@mbove men-
tioned focuses of the RM-ODP enterprise viewpoint.
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3.1 Purpose of the Teleworking Service

The objectives of the teleworking system are to have a teleworking séhateonforms to
the characteristics of the NGN, i.e supports data, voice and video seoricase network
platform; and make it available for subscription by corporate bodies ardndls. This
teleworking service tries to improve the existing teleworking services in terms of

e Service federation The existing teleworking service offers interaction across service
providers’ domains but not with high enough security. Interaction betweers
in different service providers’ domains is to be achieved, that is sefeberation.
Service federation will be achieved across providers’ domains basad agreement
between the domains as to service and resources usage. The integuadiiaviders
in these domains will be in a secure manner.

e Service Composition The existing teleworking service consists of services such as
emails, conferencing, and telephony but in isolated forms. This telewosgdngce
is to be designed as an integrated service that has the simpler servicestegaatau
form. It will be possible to reuse one or more services to form a compoenvite
and not used in isolation. The teleworking service must consist of existinces
like email, video conferencing, shared whiteboard and database access

e QoS There are existing forms of teleworking service available over the letdmnt
with no guaranteed QoS. In our design of the teleworking service, theisedwill
be able to specify its QoS for each service at subscription phase. Tiieadion
should be able to decide on whether the specified QoS for communicationkean ta
place between two terminals or not based on received terminal information.

This teleworking service is designed in such a way that the user doesadtta worry

about the configuring of the service especially in the case of a systemefailbe service
provider deals with service development, repairs and maintenance. Twerldlgy service

will be a user-friendly service. The service logic of the teleworkingiseris transparent to
the end-user.

Enterprise objects, role players in the teleworking service, need to ittgitheach other to
achieve the objectives of the teleworking service. The enterprise objettts teleworking
service are identified to provide a view of service requirements.
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3.2 Enterprise Objects of the Teleworking Service

The teleworking service is made up of both passive and active obje@sacTtiie objects are
the human enterprise objects while the passive objects are the informati@mesesuch as
the database, and the subscription service. Figure 3.1 shows therdiBaterprise objects
of the teleworking service.

is connected by connects| Telco
ASP authorises/manages
|
authoJises deve ops]

is authorised/

is develgped by

managed by
Teleworking | IS Subscribed to by
. - Subscriber
Service subscribes to
is used by authorises

is authOIIised by

uses

Teleworker

is authorised by

Figure 3.1: Teleworking Service Enterprise Objects and Roles

1. Telco

The telcois an enterprise object that provides the needed network connectivity fo
the teleworking service. The telco provides network connectivity to theldper of

the teleworking service, i.e. the trusted third-party. The telco providesaillired
network resources. The telco acts in the role of the network connectrotider.

The telco bills for network connectivity provision. Routing must be carrigthased

on a contract between both parties. The telco can develop the telewoekingesor
make its network open for the use of the teleworking service developer.

2. Application Service Provider (ASP)

The Application Service ProvidéASP) develops and maintains the teleworking ser-
vice. The ASP makes the teleworking service available to any end-useswiio
scribes to the teleworking service. The ASP is the "middle man” between the telco
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and the end-user. The ASP manages the consumer in terms of user profiigana
ment, security issues (authentication and authorisation) and billing.

3. Subscriber

The subscriberis the corporate body that subscribes to the teleworking service. The
subscriber is one of the end-users of the teleworking service. Theagfrises

the subscriber to use the service. The direct user of the teleworkivigesés in turn
authorised to use the teleworking service by the subscriber.

4. Teleworker

The teleworkeris the direct user of the teleworking service. The teleworker is ei-
ther an individual user of the teleworking service or a user who is registeith the
subscriber. As a registered user with the subscriber, the telewokaives authori-
sation from the subscriber to use the teleworking service. The telewoakebe a
single user or a group of users in the subscriber's domain. In the €asgroup of
users, the teleworkers are assigned to a Service Assignment Gro@).(B#e SAG
consists of users with a commonality e.g. geographical location and job type.

5. Teleworking Service

The teleworking servicas the actual service used by the identified enterprise ob-
jects. The teleworking service consists of a subscription service, a bikingce
and database in addition to being composed of smaller services like telepimdny a
conferencing.

e Subscription Service The subscription service makes up part of the telework-
ing service and it takes care of subscriptions to the teleworking service. T
subscription manager is notified of any changes made to a user’s stibscrip
profile.

e Billing Service: The billing service handles the billing of the teleworker and
the subscriber.

Figure 3.2 shows the enterprise objects of the teleworking service anddlpéctive do-
mains. The consumer domain as seen from Figure 3.2 is made up of theilsetbaod
teleworkers because they are the consumers of the teleworking sefieéASP is in its
domain and the network connectivity provider resides in the telco domainitulations
when two or more groups of enterprise objects in different domainspecate to meet
an objective, they form a domain calledexderation An example is that of the ASP and
subscriber engaging in providing the teleworking service for the useedktbworker. The
telco and the ASP domains can also be federated as a result of the fdmittihabjects can
develop the teleworking service.
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Figure 3.2: Teleworking Service Enterprise Objects and their Domains

3.3 Use Cases

A use caseepresents a functional requirement, showing what happens in a systenat
how it is achieved by the system. The use cases for the working of the t&lagservice
are shown in Figure 3.3. The three basic active enterprise objectsava ghthe use case
diagram. The use case diagram shows the roles played by each estehjeist.

3.3.1 ASP Use Cases

1. Contract service The teleworking service is made available to the subscriber or
teleworker based on a contract. Both parties involved agree on a ddfiotraervice
provisioning.

2. Authorise: The ASP gives authorisation for service usage to the subscriberland te
worker.

3. Manage end-user The managing of the end-user includes user profile / subscription
management and billing.

4. Coordinate service sessionsThe ASP is in charge of service sessions that the tele-
worker is in. The ASP starts the service session and also has the capalslity-to
pend, resume or end the service session. Service federation ai sEmwposition
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Figure 3.3: Use Case View of the Enterprise Object Roles

are parts of the coordination of service sessions.

3.3.2 Subscriber Use Cases

1. Contract service A contract for service usage exists between the ASP and the sub-
scriber and also between the subscriber and the teleworker.

2. Subscribe The subscriber subscribes to the teleworking service based on iae offl
contract.

3. Authorise: The subscriber receives authorisation from the ASP and givesra#ho
tion to the teleworker for service usage.

4., View bill: The subscriber can view billing information.

3.3.3 Teleworker Use Cases

1. Subscribe As an individual user of the teleworking service, the teleworker needs
subscribe to the teleworking service directly with the ASP.

2. Authorise: Depending on whether the teleworker is an individual or registered with a
subscriber or ASP, authorisation is received directly from either pdréifse service
usage.

3. Use service The teleworker uses the teleworking service based on defined policies.
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4. View bill: The individual teleworker can view its bill as stated in the offline agree-
ment. The subscriber can decide whether or not to permit the teleworkeéewo v
billing information if the teleworker receives authorisation from the subscrib

3.4 Teleworking Service Usage

The use of the Teleworking service can be divided into three parts, namely

e Service subscription
e Service usage

e Billing

For the purpose of this research, only the service usage aspect wébltevith.

3.4.1 How the Teleworking Service Works
Precondition

1. An offline contract negotiation has taken place between the ASP andlikergber
or the teleworker as the case may be. The service contract describesmniseof
the provision of the teleworking service to the subscriber. The offlinetiagn
includes date of start of usage, duration of usage, mode of hilling and biliteg
The offline contract negotiation will form the foundation of the online stpsion to

the teleworking service.

Basic Flow

1. The subscriber or teleworker logs into the ASP’s network domain ty carr an
online subscription. Once the online subscription has been finalised, bsersher
or teleworker is authorised to use the teleworking service.

2. The subscriber authorises the teleworker to use the teleworking esémvibe case
of the teleworker being registered with the subscriber. Otherwise, theddew

receives authorisation directly from the ASP.
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3. The teleworker goes through almost the same online subscription, asobaiber
did. The difference is that the teleworker does not choose from angflsgrvices,
choice of services is determined by the subscriber. The teleworkentaoustomise
the services.

4. The teleworker registers all the terminals that will be needed to accassaiverking
service. These terminals must correspond to that specified by the ibaiosorthe
service contract.

5. The teleworker is first authenticated and authorised before eadfthegteleworking
service. When the teleworker wishes to use the teleworking service, ltkergation
profile is checked to make sure that the teleworker has authorisation toceusertiice
and also on the specified terminal configuration. The teleworker decidegat
terminals to use for different reasons, for example in the case of na beiterminal
when an invitation notification is sent.

6. Assuming a teleworker wishes to invite another teleworker in a differ&ft domain
to a service session, the teleworker provides the visitor's ASP refertenics ASP
who contacts the required ASP.

7. An event notification is sent to the teleworker via the ASP anytime an invitagion r
quest to a service session or other event notifications are received.

8. The ASP bills the subscriber for services used by the teleworker.

Multiple users may be located in the same administrative domain; in this case there will
be a unique user id for users within this common domain. They may all havertema
different passwords. Multiple users may be grouped based on gdogablocation and

type of job. The interactions of the enterprise objects are governedlizjego

3.4.2 Policies Governing the Teleworking Service

A policyis a set of rules related to a particular purpose. Policies govern the itberaé
the enterprise objects with each other and with the teleworking service. dlivgep are
defined in terms of obligation, permission and prohibition.

¢ Obligation: An obligation is what the object must do. An obligation is the basis on
which communities grant permissions and impose prohibitions.

e Permission A permission is what the object can do. This means that there is no
obligation for the behaviour not to occur.
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e Prohibition: A prohibition is what the object must not do. A prohibition is a pre-
scription that a particular behaviour must not occur.

1. Telco

Obligations

e The telco must make network resources available to the ASP.
e The telco must provide adequate and reliable network connectivity to the ASP

e The telco must open its network for the ASP to use.
Permissions
e The telco can develop the teleworking service.

2. ASP
Obligations
e The ASP must develop and make the teleworking service available forrgabsc
tion.

e The ASP must make the teleworking service available to the subscriber and
teleworker in accordance with the agreed-upon service contract.

e The ASP must bill the subscriber / teleworker for service usage.

e The ASP must notify the subscription manager of any changes made taa@eserv
subscription.

e The ASP must manage the service sessions.

e The ASP must support service federation and composition.
Permissions

e The ASP can customise the teleworking service (service differentiation).
e The ASP can interact with other ASPs for service federation purposes.

e The ASP can create, modify, and delete a subscriber profile uponstefgoie
the subscriber.

e The ASP can negotiate with the teleworker when the specified QoS cannot be
met.

Prohibitions

e The ASP must not use the network resources for connectivity withahbau
sation from the telco.
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e The ASP must not delete a subscription without notifying the subscriber.

3. Subscriber

Obligations

e The subscriber must adhere to the service contract for service.usage

e The subscriber must authorise the teleworker to use the teleworkingeservic

Permissions

The subscriber can modify and delete its service subscription profile.

The subscriber can customise the teleworking service.

The subscriber can be subscribed to more than one ASP.

e The subscriber can add new users to or delete users from the SAG.
Prohibition
e The subscriber must not delete its subscription without notifying the ASP.

4. Teleworker

Obligations

e The teleworker must receive authentication and authorisation from theoASP
the subscriber before using the teleworking service.

e The teleworker must be authenticated before each service usage.

Permissions

The teleworker can customise the service usage.

The teleworker can invite other teleworkers to the same service session.

The teleworker can decide on what terminals to use for event notifications.

e The teleworker can use more than one service within the same servicensessio
Prohibitions

e The teleworker must not delete itself from the service assignment group.

e The teleworker must not delete its subscription without notifying the ASP.

The above policies are put together in the form of contracts, which asedgipon by
the enterprise objects involved. Contracts exist between two or more esgeqgbjects
and these contracts govern the use of the service provided by eithee ofohobjects.
A contract specifies an agreement governing part of the collectivavimir of a set of
objects. For example, a federation contract will govern the use of ssreicinteraction
across different ASP domains.
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3.5 Other Requirements of the Teleworking Service

Apart from the policies, which determine the requirements of the teleworkingce, there
are other things to be considered in the working of the teleworking service.

3.5.1 QoS Specification

The end-user can specify the QoS for each service or for the whokesption. The
ASP can offer different levels of subscription or service e.g. goldesity bronze. Each
subscription or service category has a certain QoS associated with it. Ghed® also be
specified at the start of each service. In this case, the QoS must biéespatthe service
level in terms, which are meaningful to the user. For instance, a voiceehean be rated
on a scale using four descriptors: CD quality, FM quality, telephone qualdycallphone
quality. Other examples are:

e Email: The time lapse between sending and reception of an email e.g. should be at
most 10 seconds.

e Audio conference Voice quality and time lapse between sending and reception i.e.
no perceptible voice delay.

¢ Videoconference Voice and sound quality

A Sevice Level Agreement (SLA) ensures that the ASP provides thespedfied by the
teleworker. An SLA is a contract between the Service provider and tiheiser to create a
common understanding about the number of service aspects such aslgualgysupport
options and a guaranteed level of system performance [20]. The télewoas no con-
tractual agreement with the telco as to signalling and control QoS specificatimnASP
liases with the telco to realise QoS specified by the teleworker. The telewsii#ed with
respect to the QoS of each service. A negotiation is carried out betweegle¢tvorker and
the ASP if the required level of QoS cannot be reached.

3.5.2 Security

Security can be achieved via the OSA / Parlay framework. Authenticatiaathorisation
at the API level ensures that good security is achieved. The ASP is sdsmnad to be a
trusted third party service provider. The choice of architecture alsordites the security
level of the teleworking service.
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3.6 Chapter Summary

We looked at the teleworking service according to the definition of the RMR@Bterprise
viewpoint. We identified the teleworking service enterprise objects and kb ttwey play

in making the teleworking service work right. The interactions of the activerprise ob-

jects with each other and with the teleworking service were discussed. dlicep that

govern the interactions of the enterprise objects were identified. We |@dlater design
considerations such as QoS and security. The use cases for theubS&lser and tele-
worker were shown and expatiated upon. The general working of kaedeking service
was discussed. We concluded that for this teleworking service to wank, tige general
requirements, roles and interactions have to be well defined.
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Chapter 4

Information Viewpoint

The RM-ODP information viewpoint describes the information required bgplication
via the state and structure of an enterprise object [21]. The flow ofrirdtion within
the teleworking service is described in the information viewpoint. The floweh&s with
respect to the general working of the teleworking service, servicerd¢idn and service
composition are described in this chapter. This teleworking service informatavpoint
covers the interactions involved in federation only, it is therefore a panf@mation view-

point.

4.1 General Flow of Information

Subscriber

3.Authorises

Teleworker

Figure 4.1: Overview of Events in the Teleworking Service
[22]
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The general flow of information gives a generic view of the working of tdidleworking

service. This general view is shown in Figure 4.1. There are two sosnar using the
teleworking service. Figure 4.2 shows the sequence diagram view ofghedenario. The
second scenario is slightly different from the first scenario as disdusslow.

e Scenario 1

A subscriber subscribes to the teleworking service and then employs tké&woo
use the teleworking service.

The subscriber subscribes to the teleworking service with the ASP.

The subscriber receives authorisation to use the teleworking service

1.
2.
3. The subscriber authorises the teleworker to use the teleworkingeervic
4. The teleworker uses the teleworking service.

5.

The ASP bills the subscriber.

ASP Subscriber Teleworker Teleworking
service

| _1.subscribe !
1

I

2.authorise !

[ !

3.authorise

4.use service

5.bill

Figure 4.2: Flow of Events for the Working of the Teleworking Service

e Scenario 2

The teleworker is an individual who directly subscribes to and uses theaedimg
service.

1. The teleworker subscribes to the teleworking service

2. The ASP authorises the teleworker to use the service
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3. The teleworker uses the service

4. The ASP bills the teleworker for service usage.

4.1.1 Service Usage

To use the teleworking service, the required service(s) is selected higléweorker via a
Graphical User Interface (GUI). The teleworker has the opportunisgkect the QoS level
for the service provision at subscription or just before the setup ofdleeted service.
The GUI provides an entry for QoS level for each selected service. ASP checks for
authorisation and then starts the chosen service with the specified Qo& Eigwshows
how a service is started by the teleworker. The server is the subscriptioer shat deals
with all user profiles.

Teleworker ASP Server

I
| 1.select service

u g

| |

| 2.usage policy check

} DZI

| |

} 3.check subscribtion server for policy
|

|

|

|

|

|

|

4.[valid] use service
[]

5.[}!va|id] error message

i

I
|
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|
|
|
|
|
|
|
|
|
|
|
|
|
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|
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Figure 4.3: Flow of Events for Starting a Service

Precondition

1. The teleworker is a subscribed user of the teleworking service.

Main flow

1. The teleworker selects a service to use and the QoS specifications Mia a G
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2. The ASP carries out checks to see if the teleworker has the permissise tihe
service and if the teleworker has been authenticated.

3. The ASP checks the teleworker’s profile, which is in the subscriveese

4. If the checks are OK, the ASP allows the teleworker to use the service.

Alternate Flow
1. If the teleworker does not have permission to use the selected séind &SP sends

back an error message to the teleworker.

2. If the teleworker has permission to use the selected service but hiaserauthenti-
cated, the ASP sends an error message to the teleworker, asking femtengtion.

3. If the specified QoS cannot be attained, the ASP sends the telewarkema mes-
sage.

4.2 Service Federation via Framework Federation

The flow of information for service federation involves the flow of informatfor frame-
work federation, which was discussed in Chapter 2. Framework feéoleraquires authen-
tication between frameworks as a first step. The framework represens3R and the
application plays the role of the teleworker.

4.2.1 Framework Authentication

A framework needs to be authenticated before gaining access to or teéntpaommu-
nicate with other frameworks it has a federation contract with. FramewgHeatication
is described in Figure 4.4. Fw1l stands for framework 1, the visiting frameand Fw2
stands for framework 2, the visited framework.

Precondition

1. Afederation agreement exists between both frameworks.

Main Flow

1. Fwl sends an authentication request to Fw2, requesting to be autteshtica
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Fw1 Fw2

1.request for authentication

2.request for access

3.choose a signing algorithm for security

¢
g
™

Figure 4.4: Flow of Events for Framework Authentication

2. An authentication version is agreed upon by both frameworks and &gulests for
access to Fw2's environment.

3. Fw2 checks if there exists a federation contract between it and Fwiere exists a
federation contract, a signing algorithm is chosen.

If a federation agreement exists, Fw2 authenticates Fwl and givesgsapermission to
its interfaces. After successful authentication of Fwl, both framewmakscommunicate
with each other. Fw2 does not need to be authenticated immediately after Bvidkeéa
authenticated unless it wants to pass a request to Fwl.

Alternate Flow

1. If Fw2 does not support the chosen authentication version, anragssage is sent
to Fw1 with a request for another signing algorithm.

4.2.2 Framework Federation

Figure 4.5 shows the flow of information for framework federation wherghe sends an
invitation request to its framework.

Precondition

1. Afederation agreement exists between both frameworks.
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Figure 4.5: Flow of Events for Framework Federation

2. The App has been authenticated by its framework, Fw1.

Main Flow

1. The application, App, sends a request to its framework, Fw1, to ubs Brw2’s
domain. The request contains information such as the destination adddefsarae-
work address of the invited teleworker and list of required SCFs.

2. On receiving an invitation request, Fwl checks if it has a federaticeeagent with
Fw2 and if App is authorised to create a service instance in Fw2’s domain.

3. If a federation agreement exists between Fwl and Fw2, Fw1 foswhedrequest to
Fw2. Fwl may include a request for QoS supported by Fw2 in the request.

46



N

. Fw2 checks if a federation exists between it and Fwl and if yes, Feksho see
if Fwl has been authenticated. There can be provision for Fw2 to chéoi App
is authorised to create a service manager instance in its domain. If Fwl éas be
authenticated, Fw2 returns a report that contains permission for the Aqueéss its
interfaces. The report for QoS supported is also returned to Fwl.

5. Fw1l forwards permission report to App.

6. On receiving the permission report, App invokes a request on Fitbdareference
to its discovery interface to discover the available SCS. The App selectesired
SCFs on getting the discovery interface reference of Fw2.

7. Fw2 creates a service manager for the selected SCFs as requineduand the ser-
vice manager reference to the App.

8. App creates the callbacks to receive responses and notificatiomsifeoSCFs. The
SCFs include the mobility, terminal capability and call control SEFs

If the request is an invitation request, on receiving reports from thesStBE application
can check for terminal compatibility to ensure good QoS communication. Onegjitiea-
tion has been authenticated by its framework, it is not necessary for itedviiamework

to authenticate the application ag&in The federation contract permits the visiting gate-
way to carry out authentication on behalf of the visited framework. The digitenework
may want to authenticate the application itself, this is specified in the reportdhtics
permission for the application to access Fw2's interfaces.

Alternate Flow

1. If Fwl has not been authenticated, Fw2 sends an error messagé tmBwequests
for authentication.

2. Ifthe returned reports show that communication cannot occur betvagleelework-
ers due to difference in QoS supports, the application can either cardal/itation
request or a QoS negotiation can be made between both providers to éfetence
QoS level for communication via the network information interface.

The sequence diagrams for the specific SCFs are shown in a latterrchapte
The sequence diagram for the authentication of the application by thevii@is shown in Appendix C
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4.3

Service Composition via Trader Federation

Service composition involves trader federation, this is shown in Figure 4&deTl is in

Fwl’'s domain and trader2 is in Fw2’'s domain.

Preconditions

1.

2.

Main

10.

11.

12.

A federation agreement exists between both frameworks

A federation agreement exists between the two traders. The fedeagtieement
between the traders is governed by the agreement between their frdmewor

. The teleworker is already using a service instance.

Flow

. App sends a request for a new service to Fwl. The request cott@imame and

properties of the required service.

Fw1l checks to see if App is authorised to use the selected service.

Fw1 uses its trader service, traderl, to search for the service imitginlo
Traderl searches for the required service in its service reposifmeydatabase).

Assuming the service does not exist in this traderl’'s domain, tradeds serequest
to other traders it has a federation with.

Trader2 searches its database for the service. Traderl serida bst of services
that match the specified service property. The list contains the servidethein
corresponding object references. The object reference is theeneke to the ASP
offering the service.

. Fwl forwards the service list to the application.

App selects required service from the list.

App sends a request to Fw1 for the reference to the service.
Fw1 forwards the reference request to Fw2.

Fw1 gets the reference from Fw2

Fw1 forwards reference to application.
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| 5.find service
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|

7.forward search result

8.choose Eervice from list

q.get service reference

10.pet service referende

1.return reference

12.forward reference

L}

13.acgess/use service

Figure 4.6: Flow of Events for Trader Federation

13. Application now has access to the required service.

Framework federation is required for access to the domain of the frarkehatroffers the
service.
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4.4 Chapter Summary

This chapter discussed the flow of information in the teleworking servidgmleA partial
information viewpoint that focuses on federation and composition wasstiedu The ba-
sic operation of the teleworking service in terms of subscription, authonsaigage and
billing was shown. The flow of events from service federation (fram&viederation) to
service composition (trader federation) was described. Frameworkraightion as a first
step to framework federation, service selection and trader federatioa discussed via
the use of sequence diagrams. Framework federation was seen asegusite for ser-
vice composition. Based on a desired architecture, these events canvied wrieterms of
computational objects, interfaces and methods.
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Chapter 5

Computational Viewpoint

The RM-ODP computational viewpoint is used to specify the functionality oéraice
in a distribution transparent manner [21]. The computational viewpoinisies on the
distribution of a system through functional decomposition into objects whichaicitet
interfaces. The computational viewpoint is object-based i.e.,

e objects encapsulate data and processing;
e objects offer interfaces for interaction with other objects;

e objects can offer multiple interfaces.

The choice of open network architecture is made in the computational vietwp®hns
decision leads to the choice of computational objects, interfaces and tregiops that are
invoked on these interfaces. The OSA / Parlay architecture is the chodatecture for the
design of this teleworking service.

5.1 New Framework Interfaces

Service federation and service composition in the OSA / Parlay enviroranertchieved
through the interworking of two or more OSA / Parlay frameworks, franteviederation.
The present OSA / Parlay framework specifications [22] specify:

1. the authentication of applications by the framework and vice versa;

2. the interactions between the framework and the application in terms of Ha#tiem
and access for usage of SCFs;
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3. the interactions between the framework and the SCFs such as segigtet®n.

The OSA / Parlay specifications do not specify:

1. the interactions between two or more frameworks;

2. the interaction between an application and a framework in terms of reqliéstent

from authentication and access requests;

3. the authentication operations between frameworks.

With the gaps in the present OSA / Parlay specifications, there is the nedrbtiuice new
framework interfaces that support the above mentioned interactionsréhabapresently
supported by the present specifications. Table 5.1 shows the new foakniederfaces and

their input and output parameters

Table 5.1: New Framework Interfaces

Framework Interfaces Operations Parameters
Interfaces
Request Inter{ IpRequest (a)invitationRequest(),| in:originatingAddress,

face (b)useSCF(), destinationAddress-
(c)newServiceRequest(Set(terminalAddr,FwAddr,useri
(d)getServiceRef() serviceName, servicePropertieg
SCFName return:requestid
Network IpNetworkinfo | (a)getNetworkinfo() in:SCFName(terminal capabil
Information ties, user status);return:reports

1. Request Interface

The IpRequestnterface on the framework supports the passing of requests to the

framework by the application. The methods on this interfaceiavéationRequest()
newServiceReq(yetServiceRef(anduseSCF() The in parameters for these meth-
ods include: originating address and destination address (terminakad&®P ad-

dress), SCF list, service name and service properties. The retunzedeiars include

an assignment Id for the request, service list, interface list and gatefeagmce. The

invitationRequest(s passed when the teleworker wishes to invite another teleworker

to a service session. The App requires the location of the visited terminghdor
routing of the call and also other SCFs like the call control SCF. The otigmand
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terminal addresses have to be included in this request, the SCFName paiamgte
tional. TheuseSCF(method is used when the application logic wishes to use SCFs
from another framework domain and not necessarily to communicate witheanoth
terminal in the visited domain. TheewServiceReq({$ used to request for a new ser-
vice instance and thgetServiceRef(pr reference to the service instance. The IDL
definition of this interface is shown in AppendixA

2. Network Information Interface

ThelpNetworkinfanterface supports the passing of requests between federated frame-
works. ThegetNetworkinfo(method has as in parameters; destination terminal ad-
dress, list of required SCFs (terminal capability, mobility, multiparty, etc). gore

that contains permission for the application to access the visited gatewanyie-fr

work is returned. This interface supports framework to frameworkestguike QoS
negotiation and passing of the application’s request.

The other interfaces used for the design of this teleworking service aiatdrfaces on the
terminal capability, mobility, generic call control and conference call @bntr

5.2 Sequence Diagrams

The sequence diagrams show the information flow between the OSA / Panigutational
objects. The computational objects, interfaces and operations are @nakasequence
diagrams.

5.2.1 Starting a Service

The starting of a service instance is shown in Figure 5.1. The sequergrardizhows
how the framework creates the service manager of an SCF, thus allowirgplieation

to access the SCF. This does not require any framework federatiomesuits within the
application’s provider's domain. The generic call control SCF is used tstifite the start
of a service.

1. App selects a service on FwilsServiceAgreeementMangemanerface.

2. App invokes thesignServiceAgreementgperation on the frameworkpServiceA-
greementnterface to seal the service agreement.

The IDL definition for each interface is shown in Appendix A
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Figure 5.1: Sequence Diagram for Starting a Service

3. The framework invokes thereateServiceManagerperation to start the selected

service.

4. A new service manager is created. Not all SCFs have a separateashibe service
manager. An example is the terminal capability SCF. No service managertsd;rea
the App gets access to it via the discovery interface and creates a calhoadeive
responses from the SCF.

5. App creates the call back object for the service if the SCF has a semanager.

5.2.2 Framework Authentication

Figure 5.2 shows the computational view of how frameworks authenticateotiaer before
interacting, based on the federation contract that exists between them.

1. Fwl requests to be authenticated based on a chosen authentication bgrigvok-
ing theinitiateAuthenticationWithVersionfperation on Fw2.

2. Fwl uses theequestAccess@peration to request for access to interfaces on Fw2.

3. Fwl and Fw2 agree on a signing algorithm for security purposes aSds@ecifica-

tion.

The framework authentication is carried out to ensure a secure interbetwren federated
frameworks. Fw2 has to be sure that the framework requesting forrdigion has the
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Fw1 Fw2
::Iplnitial :Iplnitial

1.initiate AuthenticationWithVersion( )
J Ll

APILevelAuthentication::requestAccess$( )

| b

2.

T

3.IpAccess::selectSigningAlgorithm( )

H 1

Figure 5.2: Sequence Diagram for Framework Authentication

permission to ask for authentication. The authentication version must bersegpy both

frameworks.

5.2.3 Framework Federation

The sequence diagram in Figure 5.3 shows the use of framework fiedeta achieve
service federation. The computational objects, interfaces and operatiershown in the

figure.

1. App sends a request to thgFwRequestinterface on Fwl, to use SCFs in the vis-
ited gateway and hence, communicate with a terminal in Fw2’'s domain. Thesteque
contains the ASP (framework) and terminal addresses of the inviting aiteldriele-
worker, the destination address, and the required SCFs.

2. Fwl requests for the network information of the given destination addirieinvoking
the getNetworkinfo(pperation on thépFwNetworkinfanterface of Fw2.

3. Fw2 returns a report that contains the permission for the App to aEeexs inter-
faces and also supported QoS level.
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Figure 5.3: Sequence Diagram for Framework Federation

4. Fw2 forwards the report to the App.

5. The sequences for the discovery and accessing of SCS ocdur Fiex sequence
diagram in Figure 5.1 gives an instance of how an application uses aR.SCF

2The sequence diagrams for service discovery is shown in Appendix C
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10.

11.

12.

The App makes requests to the required SCFs. The SCFs include tbentedl SCF

for call routing, the terminal capability SCF for terminal capability of the terminal
and mobility SCF for location of the terminal. A report request for triggerediteal
capability. This message requests for the updated terminal capability et
terminal.

. Arequest for triggered user status.

A request for triggered user location.

The SCFs return the reports for each of the requested networkniation to the App.
These reports are returned simultaneously. The report for terminabitiéy

The report for user status.
The report for user location.

App has access to the destination terminal and can use the call cd@Eab Soute
calls to the destination terminal and use other SCFs from the domain.

For an invitation request, the App compares the returned reports fromQhe ®ith its

own for compatibility to achieve good QoS communication. The App can alsotpass

listinterfaces()operation to Fw2 to have a knowledge of supported interfaces.

5.3

Trader Federation

The sequence diagram for the trader federation is shown in Figure 5.4.

. App invokes thenewServiceRegfperation on Fw1l, requesting for access to a hew

service instance. Included in the operation are the properties of theesand service
name.

Fwl makes a request to its trading service to look for the service. rrades not
find the service in its database

Traderl forwards the request to another trader it has a federaition.e., trader2.
Trader2 searches for the service in its domain and returns a list of matehades
to traderl.

Traderl returns a list of matching services to Fw1.

Fwl forwards the search result to App. The result is a list of matclindcgs with
respective object references.
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10.

App

1.newServiceReq( )

Fw1

::IpRequest

Trader1 Trader2

5.forward result

2.search()

T
|

Trader2 is in
Fw2's domain

4.return result

3.search()

6.getServiceRef( )

-

y.getServiceRef( )

Fw2
::IpRequest

8.return ref

9.forward ref

-

.Access/use servite

Service

App selects a service, which contains the reference to its framewpgkinfokes the
getServiceReftp get the reference to the service interface.

e LSt e

Figure 5.4: Sequence Diagram for Trader Federation

Fwl forwards the request to Fw2.

Fw2 returns the reference to the service.

Fw1 forwards the reference to App

App accesses and uses the service.
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5.4 Chapter Summary

This chapter presented the design of the teleworking service in the OS/Aay Raviron-
ment. The design of the teleworking service based on how a service isisfaatr@ework
federation and trader federation was described. The new framewerkaices; IpRequest
and IpNetworkinfo were used in the design. The parameters of the naewetvork inter-
faces were identified. The new framework interfaces make servicestgateand composi-
tion possible.
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Chapter 6

Engineering and Technology Viewpoints

The proof of concept for service federation and service compositemiescribed in this
chapter. The proof of concept for this teleworking service was ahaig on the SATINA-
NGN platform, using the Common Object Request Broker Architecture (CORBvided
distributed programming environment.

6.1 SATINA Platform

The South African TINA (SATINA) platform is divided into Local Area ieorks (LANS);
with each of the computers in the LAN acting as the role players in the NGN lassine
model. The physical transport network within the SATINA-NGN platformasnposed of
different transport technologies such as the IP / MPLS.

6.2 Common Object Request Broker Architecture (CORBA)

The Common Object Request Broker Architecture (CORBA) is an openldittd ob-

ject computing infrastructure. CORBA enables communication acrossefiffeomputing
nodes on the SATINA platform. CORBA supports network programming tais&s as ob-
ject registration, location, error-handling, and dispatching of opestiGORBA defines a
model that allows interoperability between distributed objects on a networkiramspar-

ent, network and technology independent manner.

The CORBA architecture is based on clients requesting the services fetribbuted ob-
jects through a well-defined interface, by issuing requests to the objecte iforitm of
events. CORBA objects are accessed through the use of an IDL. This li3ed to define
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interfaces, their attributes, methods and parameters to the methods within tfecater

The CORBA architecture consists of an ORB, which is responsible forfaheomech-
anisms required to find the object implementation for the request, to prepaodbjet
implementation to receive the request, and to communicate the data making uputbst.req

The TAO ACE ORB is used in this research. The TAO trading and namingcssrare used
for searching out services and retrieving object referencesathagly. C++ is the adopted
programming language for the development of the computational objectstarfdaes.

6.3 Application Example

Service federation and service composition are illustrated using the audfarencing and
shared whiteboard services. A teleworker decides to use the audierenaiihg service
together with other teleworkers, who are in the same and different ASPidentervice
federation is used to allow the teleworkers especially within different ASRadlws to in-
teract. The teleworker who initiated the audio conference decides thabopiaf other
teleworkers are needed for the editing of a document. Hence, the telavatakts up the
shared whiteboard service while still using the audio conference servioe start up of
the whiteboard service illustrates service composition and the use of seorgaosition
with the other teleworkers shows that service federation can be usdti¢ogéth service
composition.

6.3.1 Description of the Audio Conference Service

An audio conference service allows two or more people to communicate withather
via voice alone. Audio conferencing is simply a telephone conversation wittotvnore
parties. It is a multiparty service unlike the conventional phone call. Audidecencing
can be used to hold remote departmental meetings, executive board meedimgsyut
supervisory work, receive updates from a field sales representatid so on. All these job
activities are part of the job activities that teleworking service can befosed mentioned
in the introduction. This makes audio conference a good constituent of ldveot&ing

service.

The audio conferencing takes place in a conference room. The audirence illustrated
here is a prearranged one, i.e., the participants decide on a date and timehrtovhave
the conference. Each participant is given a password with which to loghatoonference
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room. An announcement is played via an interactive voice responsesgath time a new
participant enters or leaves the conference room. The ASP of the audference initiator
controls the audio conference. Figure 6.1 shows how service fedeiataxzhieved. The
dotted lines show that the teleworkers are in the same conference room.

Audio conference
room

Teleworkerl

5 { ASP1 domain

E .

5
M SPRpR MR .1'8 .................................

= :

g i ASP2 domain

3 .

%

Teleworker2 |
Audio conference

room

Teleworker3 //

Figure 6.1: Service Federation Using the Audio Conference Service

Teleworker?2 is the initiator of the audio conference service. This impliedetatorker3
and teleworkerl are invited to the audio conference by teleworker 2. vsibtteleworkers
are in the same conference room with ASP2 in charge of the servicersgssio

6.3.2 Description of the Shared Whiteboard Service

The shared whiteboard service allows users to draw and make annotaticmshared
whiteboard. The shared whiteboard user uses an electronic pen t@dme whiteboard.
There is only one pen, thereby controlling the number of people that cam atra time.
The teleworker that needs to edit a document displays the document, vamasdo the
view of all the participants. Each participant uses the pen to make annotatidhe doc-
ument. The annotations are not saved, only the teleworker with the originahtent can
save changes made to the document. When service composition is achievaattitipat-
ing teleworkers can make contributions to the document and hear eacls oth#ributions
at the same time. Service composition using the audio conference and simtettbard
services is shown in Figure 6.2.

For service composition, the shared whiteboard service is within ASPfisidgthe audio
conference and whiteboard sharing services are offered byahff&SPs.
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Figure 6.2: Service Composition with Audio Conferencing Service andeShaihiteboard
Service

The characteristics of the required OSA / Parlay SCFs for the audie@de and shared
whiteboard services are given in Table 6.1

Table 6.1: Services, Characteristics and Needed SCFs

Applications Characteristics SCFs

Audio Conference | (a) Multiparty Service; (b) In{ (a) Conference call control;
teractive session; (c) Voice (b) User Interaction
channel as media

Shared Whiteboard (a) Multiparty service; (b) (a) Multiparty; (b) Data sest
Voice and data media chan-sion control SCF
nels

6.3.3 Sequence Diagrams for the Used SCFs

The SCFs used for the implementation are those listed in Table 6.1. The ternuahllitg
and mobility SCFs are used for retrieving user network information. Unlikearcise of
the call control SCF as shown in Figure 5.1 of chapter 5, the terminal anditn&®CFs do
not have a separate object as the service manager. The framewsrkal@eeate a service
manager. Only the application creates a callback object for respordestifications
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e Terminal Capability SCF

Figure 6.3 shows the sequence diagram of how the application gets the fezazina

pability reports from the terminal capability SCF.

App

::IpAppExtended ::IpExtendedTerminal

1:getTerminalCapabilities()__| |

IpTerminalCapabilities TerminalCapabilities Capabilities
\ \ \

|

gl |
\ \
2t triggeredTerminalCapabilityStartReq 0

\ \
3:triggeredTerminal CapabilityReport()

\
| =
\
\

\

4:"forward event" \

3 H
\

SttriggeredTerminal CapabilityStop() |

L [

Figure 6.3: Sequence Diagram for Terminal Capability Retrieval

1. The App retrieves the terminal capability of a terminal.
2. The terminal capabilities changes are started to be monitored.
3. The terminal capabilities have changed and they are reported astesjue
4. The report is forwarded to the App.
5. The terminal capability monitoring is stopped.
e Mobility SCF
Figure 6.4 shows how the user status and location of the terminal are rdtogviee
application.
1. The App requests for the triggered user status of the destination terminal.
2. This message is used to start triggered status reporting for the destieatidn
nal.
3. This message is used to start triggered location reporting for one erasev
users.
4. Whenthere is atriggered location change ttiggieredLocationReportfhethod

is used to pass the location of the user to its call back object.
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5. The triggered reports are returned to App.

6. This message is used to start a triggered location based on networkHocatio
information, reporting for the destination terminal. The reports are retwiaed
thetriggeredLocationReport{nethod.

7. The terminal capability, user status, geographical location and netocak
tion requests are passed simultaneously and the corresponding repatsca
received simultaneously.

e Conference Call Control SCF
1. The App creates a new object to receive the callbacks from theremcte call

control manager.

2. The application reserves resources for some time in the future. With this sa
method the application registers interest in the creation of the confererare wh
the first party joins the conference at the specified start time. The edigerv
also includes the conference policy.

3. The conference is created.

4. The message is forwarded to the application.

o

The application creates an object to receive the call back messageshfe
conference call.

The application also requests to be notified when parties leave the &urder
The application is notified of the first party that joined the conference

When the party is allowed to join the conference, the party is added.

© © N o

Alternatively, the party could have been rejected withlaaseCallLeg()
10. A new party joins the conference and the application is notified.

11. The message is forwarded to the application.

12. This party also is allowed into the conference by attaching the leg.
13. A party leaves the conference.

14. The message is forwarded to the application.

15. The application decides to release the entire conference.

6.4 Chapter Summary

In this chapter, we looked at the application of the service federationeamits composi-
tion. An audio conference service was used to illustrate service federatie combination
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Figure 6.5: Sequence Diagram for Conference Call SCF

of the audio conference service with a shared whiteboard servicesgdsa illustrate ser-
vice composition. Service federation was used together with service cdimpo3he ter-

minal capability, conferencing, mobility SCFs were used for the confergrand retrieval
of terminal network information, which is needed for a reliable servicertdote.
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Chapter 7

Conclusion

7.1 Discussion

In this report, we set out to discuss the high level design tl@working servicewhich
consists of integrated simpler services like the e-mail, shared whiteboanghdele and
conferencing. We started by giving a background knowledge on tekéwgpservice in
general, NGN, and the OSA / Parlay architecture. We then defined thetigbgof this
research and the intended approach to realising the objectives. Tchibonaaew telework-
ing service, considering that there are existing forms of teleworkindcgemwas discussed.
This teleworking service is designed with an integration of different simgleices, QoS
specification by application and high security.

Two essential aspects of the teleworking service were identified. Firstleveified the
need for teleworkers in the same and different ASP domains to interactadgthather. We
discovered that the ASPs in different domains will have to interwork baseth agreement

to achieve this service interworking. We referred to this@wice federatiome., the inter-
working of ASPs services based on an agreement. We looked into huisesérderation
can be implemented within the OSA / Parlay environment via the use of the OSA / Pa
lay framework. This led to the term, framework federation, interworking 820 Parlay
frameworks.

Second, we identified the need to combine / reuse the listed simpler servicesita hew

service instance, within the same service session. This we referredstonvdse compo-
sition. We looked at achieving service composition via the use of trading servides

federation between trading services, i.e., traders in different ASP demaas described
together with database federation.
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7.2 Conclusions

This report looked into the concepts used to achieve service federatioseavice compo-
sition. Framework federation was used for the realisation of servicedtoe. We defined
framework federation as the interworking of frameworks to retrieve ternifiarmation
and locate SCFs for the purpose of service interworking. Consideraigtimmunication
across networks entails using of SCFs in another ASP’s domain, we Idok@dway in
which the application can gain access to the SCFs. These were all achia\tkd federa-
tion of OSA / Parlay frameworks.

Security was achieved through framework authentication. The framewanke to be au-
thenticated by each other before any type of communication can occurdretiiem. The
application also has to be authenticated and authorised by the framework betessing
and using the SCFs. The OSA / Parlay APIs are also secure.

The retrieval of terminal location was found to be essential in determiningheha reliable
QoS communication can occur between two terminals. QoS was realised byptloatgn
being able to compare terminal capabilities to decide whether communication @arabc
a high enough QoS. As part of service usage, the teleworker is gieeapportunity to
choose some QoS levels, which are easy to understand by the laymare, lfassth services
or subscription type. The ASP makes various end-users’ applicativieasg perform with
the QoS stipulated in the service contracts. QoS signalling and control issaegeo
ensure that the various levels of QoS as requested by the teleworkeetr§23] gives a
formalisation of this within the framework.

Due to the limitations of the present OSA / Parlay specifications in terms of ititarac
between frameworks, we introduced new framework interfaces to perengxthange of
requests between frameworks. With the introduction of the new framewtakanes, we
found that some already existing methods of the trust and security inteidanebe reused
for framework to framework authentication and authorisation. This saegintie of think-
ing up new methods and parameters.

Trader federation was concluded to be the way to achieve service citimpos federa-
tion between trader services in different ASP domains allowed telewaxkemsmbine two
or more services, which are offered by different ASPs and corisérsew service. The
traders return the list of services together with the object referendesapplication gets
the service reference and accesses the required service. Theataifithe service refer-
ence introduced the need for service provider federation. Therefoe say that service
composition requires framework federation for full implementation. We lo@itéde addi-
tion of database federation to check user profiles that reside in diffa&® domains for
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service usage policies.

We illustrated service federation and service composition using the aud&renoe service
and the shared whiteboard service. We conclude that:

e there is the need for the introduction of new framework interfaces to aeffiiamne-
work federation and hence, service federation;

o framework federation allows for secure service federation with high; QoS
o trader federation can be applied to achieve service composition;
e service composition requires federation of frameworks to function phgpe

¢ trader federation can be extended to include database federatiorefddimdp of user
profiles across ASP domains;

e The teleworker uses the teleworking service without knowledge of h@ratipns are
passed from one computational object to the other. The service logic $g#nant to
the teleworker.

Already implemented subscription service [24] and billing service [25] onSAEINA-
NGN platform can be integrated with this teleworking service. With this integrati@n
can have a teleworking service which consists of subscription, billing andce usage
aspects.

The design of this teleworking service helps to make the use of the telewdimige eas-
ier for the teleworker. The teleworker needs not worry about corifigihe system in the
case of a service failure. The ASP or telco takes care of the repair ¢dldweorking ser-
vice. The teleworking service is delivered at a specified QoS and allmwsultimedia and
multiparty operations. With these improvements to the teleworking service, moptepe
will move to being teleworkers and thus enjoy the benefits of the teleworkingcee

The proposed framework federation and hence, new framework anesfis a potential
addition to the present OSA / Parlay specifications.

7.3 Recommendations for Further Work

Several extensions can be made to this teleworking service. Some of ttiéedesxten-
sions are:
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1. Anonymous users This teleworking service is designed to be used only by telework-
ers who have subscribed to the teleworking service through an ASBtAnsgon is
that non-subscribers to the teleworking service can be permitted to uséethierte
ing service and billed on a per-use basis. This brings in more reventrefSP. The
anonymous teleworker can log into the teleworking service and be billeddicgty.
There is no need for an offline contract to exist between the ASP anddmymous
teleworker. Also, the trading service can be used to find non-subdargdsss who are
in different domains. The anonymous teleworker has a variety of ASiPseamwices
to choose from instead of just a number of affordable ASPs.

2. Service composition without service federation In this teleworking service, we
showed that there must be a framework federation before tradershiroédese do-
mains can federate. This implies that a federation must exist between botindoma
before a trader federation can exist. A teleworking service can berskig allow
traders to federate without a federation existing between their framewdhks ap-
proach creates the ability to locate more service instances and within a festet p
of time since federation contracts do not have to be checked betweeminakse

3. Billing: Billing is an important aspect of teleworking service, which was not looked
into in this research. A vital aspect of billing for the teleworking service isdise
tinction between the use of the teleworking service for personal andbbfige. The
teleworker should be allowed to use the same infrastructure for perandabffi-
cial use. The billing system should be designed in such a way that the tkvier
adequately billed for personal use and not the subscriber.

4. Service Locator. A service locator can be used to locate services for service compo-
sition. A service locator provides a mapping between a service interfatifieleand
a service interface address [18]. A service locator also providdseat®mn service
i.e. the new location of a particular service and new properties can beagottfie
locator without having to search for the service again. The locator ¢ieckcation
of the service and saves time, i.e., less operations are passed from libatappto
the framework.
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Appendix A

IDL for Service Federation and Service
Composition

A.1 IDL Definitions for Required Information
A.1.1 Authinfo.idl
/l contains all necessary authentication information

interface Authinfo {

typedef string TpAuthDonai n;
struct TpAut hType

{

string authType;
b
struct TpVersion
{

string frameworkVersion;
b
struct Tpl nterfaceNaneLi st
{

sequence<string>i nterfaceNameLi st ;
b

typedef string TplnterfaceNane;

exception TpConmonExcepti ons
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{

string errorCode;
string errorNaneg;

’

A.1.2 Requestinfo.idl

/lrequired informati on about the request being passed

nterface Requestinfo {
struct TpAssi gnnentl| D

{
string assignnentl D
3
struct Tpuserlnfo
{

string originati ngAddr ess;
string userld;
string destinati onAddress;

b

exception TpConmonExcepti ons

{

string errorCode;
string errorNaneg;

A.1.3 servicelnfo.idl

[lrepresents the IDL for the information that supports the service
/1i.e the required informati on about a service

interface serviceinfo {
struct TpServiceTypeNane

{
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string serviceTypeNane;
string SCFNarme;
b
t ypedef |ong Tplnt 32;
typedef nject LifeCycl eManager Ref;
struct TpServi ceProperties
{
string nane;
string node;
string type;
3
struct TpServi ceTypeDescription
{
string nane;
bool ean i savai |l abl e;
sequence<string> serviceProperti es;
b
struct TpDesiredPropertylLi st
{
string nane;
sequence<string> val ueli st;
b
struct TpServi cePropertylLi st
{
sequence<string> desiredPropertylList;
3
struct TpServiceli st
{
string servicel D
sequence<string> serviceProperties;
b
struct TpServiceTypeNaneLi st

{

string ServiceTypeNanelLi st ;
3
exception TpConmonExcepti ons
{

string errorCode;
string errorName; }; };
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A.2 IDL for The Framework

A.2.1 IDL for Framework Request Interface

#i ncl ude "serviceinfo.idl"
#i ncl ude "requestinfo.idl" #include
"Authinfo.idl"

nmodul e Franmewor k {

typedef Object ObjectRef,
servicelnterfaceldentifier;

interface | pFwRequest
{
voi d invitati onRequest

(i n RequestlInfo:: Tpuserlnfo userld,

i n Requestlnfo:: Tpuserlnfo originati ngAddress,

in RequestInfo:: TpUserlnfo destinati onAddress,

i n serviceinfo:: SCFNane)
/1 This paraneter is optional when passing the request to Fw2
rai ses(Request I nfo:: TpConmonExcept i ons) ;

/lrequest for a new service instance
servi cel nfo:: TpServi ceLi st newServi ceReq
(in serviceinfo:: TpServi ceTypeNane servi ceTypeNane,
in serviceinfo:: TpServi ceProperties nane,
in serviceinfo:: TpServi cePropertyLi st desiredPropertyList)

rai ses (serviceinfo:: TpComonExcepti ons);
//request for reference to the selected service
servicelnterfaceldentifier getServiceRef
(in servicelnfo:: TpServi ceTypeNanme servi ceTypeNane,

in CbjectRef)

rai ses (serviceinfo:: TpCormonExcepti ons);

79



//request to use SCFs in another provider’s donain.
requestInfo::assignmentl D useSCF
(i n RequestlInfo:: Tpuserlnfo userld,
i n RequestlInfo:: Tpuserlnfo originati ngAddress,
in requestinfo:: TpUserl nfo destinati onAddress
in serviceinfo:: TpServi ceTypeNane SCFNane)
rai ses (requestlnfo:: TpConmonExcepti ons);

[lrequest to know the SCFs supported by the framework.
servicei nfo:: TpLi st Types listlnterfaces( )
rai ses(serviceinfo:: TpCommonExcepti ons);

o

A.2.2 IDL for Framework Network Information Interface

nmodul e Framework { interface |IpFwNetworklnfo
{ void get Net wor kl nfo
(in serviceinfo:: TpServi ceTypeNanme SCFNane,
in requestinfo:: TpUserl nfo desti nati onAddress,
i n RequestInfo:: Tpuserlnfo originati ngAddr ess)

rai ses(request ! nfo:: TpCommonExcepti ons);

b

A.2.3 IDL for Framework Authentication

nodul e Franmewor k {
interface Iplnitial
{void initiateAuthenticati onWthVersi on(
i n Aut hl nfo:: TpAut hDomai n donai n,
i n Aut hl nfo:: TpAut hType aut hType,
i n Authlnfo:: TpVersion frameworkVersi on)

rai ses (Authlnfo:: TpCommbnExcepti ons);

b
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Appendix B

IDL for SCFs

B.1 IDL Definitions for SCF Common Data

B.1.1 Terminal Capability Data

//data that support Term nal capability requests
interface Tcapdata {

typedef | ong TpAssi gnnentl D

typedef Object | pAppExt endedTerm nal CapabilitiesRef;

struct TpAddress

{

string Plan;
string AddrString;
string Nane;

string Presentation
string Screening;

string SubAddressString;

s

typedef sequence<TpAddress> TpAddressSet;
/1holds the device addresses and address properties

typedef string TpTerm nal CapabilityScope,
TpTer m nal Capabi |l ityChangeCriteri a;

struct TpTerm nal Capabilities
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{

sequence<string> capability;
sequence<bool ean> i savail abl e;

b

exception TpConmonExcepti ons

{

string erroCode
string errorNaneg;
string errorVal ue;

B.1.2 Mobility Data

//data that support nobility SCF
interface mobility {
typedef Object |pAppTriggeredUser St atusRef;

struct TpAssi gnnent| D

{

| ong assi gnnent | D,
b
struct TpUser St at us
{

string userld;
string statusCode;
string status;
string term nal Type;
3
typedef sequence<TpUser St at us> TpUser St at usSet ;
struct TpAddress
{
string Pl an;
string AddrString;
string Nane;
string Presentation
string Screening;
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string SubAddressString;
b
typedef sequence<TpAddress> TpAddressSet;

excepti on TpCommonExcepti ons
{

string erroCode

string errorNaneg;

string errorVal ue;

’

B.2 SCF Interfaces

B.2.1 Terminal Capability SCF

#i ncl ude "Tcapdata.idl"

/lstarts nonitoring of the user’s termnal capabilities
nodul e Term nal Capability {

i nterface | pExtendedTerm nal Capabilities

{
Tcapdat a: : TpAssi gnnment | D tri ggeredTer m nal CapabilityStart Req
(i n Tcapdat a: : | pAppExt endedTer mi nal Capabi | i ti esRef

appTerm nal Capabilities,

in Tcapdata:: TpAddressSet term nals,
i n Tcapdat a: : TpTer m nal Capabi |l it yScope capabilityScope,
in Tcapdata:: TpTerni nal Capabi |l i tyChangeCriteria criteria)

rai ses (Tcapdata:: TpCommonExcepti ons);

void triggeredTerm nal CapabilityStop
(in Tcapdata:: TpAssi gnnent | D assi gnnent | D)

rai ses (Tcapdata:: TpCommonExcepti ons);
1
/'l The method above is used to stop notification reporting
[/for a specific device(s)
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i nterface | pAppExt endedTer ni nal Capabilities
{
voi d terni nal CapabilityReport
(in Tcapdat a: : TpAddr essSet users,
in Tcapdata:: TpTerni nal CapabilityChangeCriteria criteria,
in Tcapdata:: TpTerm nal Capabilities capabilities);
/1l the term nal CapabilityReport gives the notification of
/la network update for specific device(s)

T

B.2.2 Mobility SCF

#i nclude "nobilitydata.idl"

nmodul e nobility{ interface |pUserStatus

{mobi lity:: TpAssi gnnent| D

triggeredStat usReportingStartReq(
in nobility::|pAppTriggeredUser St at usRef appSt at us,
/l/reference to call back interface
in nmobility:: TpAddressSet user);

[lregister for notifications of changes in user’s status
//and send to call back interface, |pAppUserStatus.

}; interface | pAppUserStatus {

voi d triggeredStatusReport (
in mobility:: TpAssi gnnment| D assi gnnment | D,
in mobility:: TpUser St atus status)
[lstatus of the specified user

rai ses(nobility:: TpCormonExcepti ons);
/ldelivery of report that indicates that a user’s
/Il status has changed
b
b
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Appendix C

Seqguence Diagrams for the Application

C.1 Service Discovery

App Fw::IpAccess Fuw :IpServiceDiscover
I
| 1: obtainnterface () \‘L :
U |
\ \
| 2: listServiceType () |
\ | /u
\ \
| 3: describeServiceType () \
H \ ~1
\ \
\
4: discoverService 0 !
i T
\
\
|

—_ = —

\
\
I
Figure C.1: Sequence Diagram for Service Discovery

1. Application invokes ambtaininterface()operation on framework'§pAccessnter-
face. With this operation, the application requests for the reference tathework’s
service discovery interface.

2. The App asks Fw for the available service types on its network. Theuspp this
operation to know the SCFs that are supported by the network.

3. The App requests for the properties of desired SCFs or servics. type App gives
the service name (SCF name) and serviceTypeDescription (propertyg naroperty
value types, etc).
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4. App requests for a service that matches its needs. The framewalksdioe a match
and sends the servicelD to App. Input parameters are the servidédgpeand de-
siredPropertyList. Output parameter is the serviceList.

C.2 Authentication of the Application by the Framework

=IpClientAPILevel =IpAPILevelAuthentic

\
5:requestAccess ()

M | 1

\ \

steleCtSigningAlgorithm 0

\ [
\
\

Authentication App dplnital ation zIpAccess Lram
\ \ \ \
L I N \ \
l:initiateAuthenticationWithVersion () | |
\ \
| 2:selectAuthenticationMechanism () \ \
m \ =1 \
\ \ \
‘ |3:challenge() | |
\ \ \ \
| | L \
‘ 4:‘authentlcat10nSucceeded 1() ‘
\ \ \
\ \ \
\
\
\

=

ﬂ ‘

e ey Ty e

\
\
Figure C.2: Sequence Diagram for Authentication of the Application

1. The application invokes theitiate AuthenticationWithVersion@peration on the frame-
work’s interface to initiate the authentication process. It provides in tugieagnce
to its own authentication interface. The framework returns a referenceaothenti-
cation interface.

2. The application identifies the authentication algorithm it supports. The Warke
does not have to accept this algorithm. The mechanism to be used is pedduyib
the framework.

3. The framework authenticates the application. The framework supplibalkerge
and the application returns the response. The client does not have ¢m@écate the
framework immediately after been authenticated itself.

4. The framework forwards an indication as per the success of thergigtten.
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5. If the authentication was successful, the application requests forfdrernee to the

framework’s access interface. the application in turn provides the frankemith the
reference to its own access interface.

6. The application and framework negotiate the signing algorithm to be usehyo
signed exchanges.
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