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ABSTRACT

This project explores the use of the intemet to supply and support software
products within a quality management sysiem. The Software Engineering
Applications Laboratory (SEAL) at the University of the Witwatersrand is in the
process of developing various software products that will be commerciatly
distributed In the near future. The SEAL has chosen to use the internet fo
supply and support these products, A system has been developed for this task

and has been named the Internet System for the Supply and Support of
Software (1S4,

The SEAL is committed to developing and supplying software within a quality
mahagement system, Consequently an investigation was undertaken into the
guality characteristics and requirements based on the IS0 9001 standard for
quality assurance and the ISOAEC JTC1/8C7 software englneerting standards.
The investigation focused onh quality requirements for processes related to
supplying and supporting software as well as on the quality characteristics of
the 1S* and the 1S* development process. These quality concerns have been
incorporated into the SEAL's quality management system, the design and
development of the 1S* and the development process for SEAL products.

Major technical issues that have influenced the design of the I1S* have been the
contral of the supply and Hoensing of the supplied products and the transaction
processing of the on-line sales. To control the supply and ficensing of the
supplied products, various issues such as unlock keys, Intemet based
registration, confrolled access and hardware contro! have been investigated.
The advantages and disadvantages of each have been invesfigated and a
stitable implementation has been used in the 1S*. To process the on-line
transactions the 1S* will be dieveloped to be compliant with the recently released
‘Secure Electronic Transactions' (SET) standard,

The project has been managed In accordance with the SEAL's Quality
Management System (QMS) which is SO 8001 compliant. The system caentains
a Shopper Interface for purchasing of SEAL products and a Manager Interface
for administration of the system. The Microsofi BackOffice ® set of software has
formed the foundation on which the systermn has been developed. One of the
focuses of the project was maintainability of the 1S% Documentation and

procedures have been developed to ald in admenistration and pefective
maintenance in the future.
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FOREWORD

The format for this Masters Dissertation differs from the conventional format in
that it comprises a short body {in the form of a paper) and a number of
appendices. The stbstance of this project is in documents comprising the
appendices. It is therefore considered helpful to provide the reader with
guidance regarding the order in which these should be reviawed.

The reader is directed 1o the paper entitled "Quality aspects of software product

supply and support using the Internet” (QSI 122-31) to gain a broad perspective
on this project.

The paper entitied "The use of the Interet in an academic environment to
commercially supply and support software products® (QSI 121-31) provides the
reader with & more focused view of the research conducted into technical
issues necessary for the development of the Internet system. This paper was
prepared for and presented at SAICSIT (South African Institute of Comyuter
Sclentists and Information Technologists) 97.

The appendices within the dissertation are discussed below:

a. The Management Products were developed at the onsset of the project and
are used to manage the development of the project.

i ‘ine Master Document List (QSI 001) is a register of all documents
created or anticipated to be created within this project.

i, The Quality Plan (QSI 003) specifies the product quality objectives
and the process quality objectives used in developing the product.
The management tasks and responsibilities related to auality and the
systerns used to malintain quallty are described.

iill The Product Description (QSl 004} defines the dependencies of the
project and the requirements that the project aims to address. The
doscument speclfies the standards to which the project development
and final product are to comply. The review procedure for the project
and a high-level project structure are detailed.

iv.  The Project Management Plan {QSI 005) provides an overview of the
resources needed to undertake the project and the Work Breakdown
Structure (QS! 005-10}) provides a list of tasks performed and a time
scale for the performance of these tasks.

A The CGConfiguration Management Plan (QS| 008) defines the
configuration management used on the artefacts forming part of the
project and the proceduras used for managing and storing of the
artefacts.
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p. The Quality Invesiigation documentation details the findings of the

investigation into the quality issues relating to software product supply and
support using the Internet,

i, QSI 330 contains the detailed research results of the investigation,

il The requlrements for software developers and suppliers using the 1S*
(@S| 340) details how the resulie of the quality mvestigat:on impacts
on software developers and suppliers wishing to use the 1S* to supply
and support their products.

¢. The Design documentation was developed in the design of the 1%,

I The Product Functional Specification (QS! 200) identifies the
functional requirements of the system.

ii. The High Level Design series defines the modular structure of the S*
and the purpese, functionality, inputs and outputs of each module.
The designs for the Systemn and Database, the Shopper Interface and
the Manager Interface have been detsiled in separate documents.

fii. The Low Level Design series detalls the detailed design of each of
the modules comprising the i8* The designs for the System and
Database, the Shopper interface and the Manager Interface have
been detailed In separate documents.

iv. The User Reference Manual series consists of User Reference
Manuals for the Shopper and Manager interfaces respectively.

V. The Product Test Specification serles and associated Product Test
Report Templates consist of separate Test Specifications for the
System and Database, Shopper Interface and Manager Interface
respectively, Each Test Spacification outlines tests to be performed

on the respective part of the system in order to facllitate the
acceptance of the system,

d. The Administrative documentation consisting of the 1S* Administrator
Procedures {QS1 310) detalls procedures for administering the server and
software oh which the 18* runs. The document serves as a guide for normal

running and maintenance of the system as well as for use in disaster
recovery.

wvii



Quality aspects of software product supply aud support using the

Internet

B.Braude

Software Engineering Applications Laboratory, Elecirical Engineering,
University of the Witwatersrand, Johannesburg, South Africa

Summary: This paper explores the quality aspecis of using the Internet to supply and support
saftware products. The Software Engineering Applications Laboratory (SEAL) at the University of
the Witwatersrand is in the process of developing various software products that will be
commer Adally distributed in the near future. The SEAL has chosen to use the Internet to supply and
support these products. A system has boen developed for this task and has been named the Internet
System for the Supply and Support of Saftware (IS%). The SEAL is committed to developing and
supplying software within a quality management sysiem. Consequently an investigation was
underiaken fnta the quality characteristics and requirements based on the ISO 9001 standard for
quality assurance and the ISO/EC JYCI/SC7 software engineering siandards, The investigation
Jocused on quality requirements for processes related ta supplying and supporting software as weil
as on the quality characteristics of the IS’ and the provess of developing the IS, These quality
concerns “ave been incorporaled into the SEAL's quallty monagement system, the design and
development of the IS’ and the development process for SEAL products,

Keywords: software qualily management, software engineering standards, secure electronic

transactions, Internet commerce
1, Introduction

The Software Engineering Applications Laboratory
(SEAL) at the University of the Witwatersrand is in
the process of developing various software products
that will be commercially distributed in the near
future, The SEAL has investipated vatious means
for supplying and supporting these products. The
SEAL will use the Internet for this task. An Internet
based system was selected due to suitability and
advantages of using such a system. The system was
named Internet System for the Supply and Support
of Software, (15%), :

The SEAL is an organisation committed to software
quality and is extensively involved in the
development and application of software quality
standards and precedures, A number of produsts {o
be supplied via the IS* are related to software
quality standards and thelr application. In view of
this a number of SEAL customers will probably
come from a software quality environment. In order
to meet the expectations of the customers, it is
imperative that the software supplied and supported
by the SEAL, be dcne se in a quality controlled
menner compliant with all the relevant quality
standards. ‘The quality of serwee defermines
whether agreed services are delivered to the
customer and the delivery of agreed services
determines whether or not the customer perceives
the supplier as a reliable partner {1}, According to
Robinson et al custome.s are demanding full and
continwed confidence in the ability of a supplier to
deliver products and services to the required

specifications [2]. - This hes the following

implications:

a. The processes used in supplying and
supporting software have to comnply with the
quality standards' requirements and;

b, the Internet systein used hes to be a quality
system

An investigation was undertaken into the 18O 9001
standard for quality assurance and the relevant
ISO/IEC JTC1/SCT softwars engineering standards,
The investigation into the quality standards firstly
examined issues that Impacted on, or are patt of the
processes of supplying and supporting 2 sofrware
product. The investigation examined only the parts
of the standards relating to the sapply and suppott
of sofiware, The information found in the
investigation was then Interpreted and applied to
the processes of supplying and supporting software
in an Internet environment.

Secondly the investigation examined the ISO/IEC
15504 (3] and the ISO/IEC 9126 [4] standards
tespectively in order to defire process and product
quality objectives. The process quality objectives
were for the processes used in developing the
Internet system. The product quality objectives
were for the Internet system being developed as a
software product, The investigation and definition
of the process and praduct quality objectives were
necessary in ensuring quality in the Internet system.

Q5112231.001.dee
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Quality aspects of software product supply and support using the Internet

2. Ipitial requirements and aﬂvantages
of an Internet based system

2.1 [Initial system requirements

The initial requirements included:

a. Low maintenance with minimal human
intervention

o

. Automated electroric supply mechanism
e, Automated electronic pavinent mechanism

[~

. Secure from unauthorised entry and actions

Compliance to all relevant software process
and product quality st.ndards

f. Development within a quality management
system

One of the key considerations in the formulation of

these requirements was that the SEAL has lmited
manpowet and resources. The main bosiness of the
SEAL is educatlon and humian and economic
resources could not justifiably be allocated 10
support an expensive infrastructure for the supply
of tangible product. Point a) was therefore a key
issue in the initial stagss of system description,
After examining the different options for supplying
softwars (section 2.2) the use of the Intemet was
the only feasible choice. This consideration lead to
the identification of further requirements for the
supply and suppart system. #long with the decision
to use an Internet based system, came the security
requirement,

The requirements relating to the Software Quality
Management arose due to the SEAL's commitment
i quality,

2.2 Comparison between physical and
electronic based systems

Various options were reviewed for supplying
software products in the selection of a process to
supply and support SEAL software products. These
considerations are detailed in Table 1 in the
Appendix. As can be sgen, the use of the Intemet
was the obvious choice in the SEAL’s environment.

2.3 Developed system

The developed system allows for the sale of SEAL
software products via the Internet. The 1S* serves as
a fully automated system for capturing a user's
details, sllowing the user tu select frem the various
products, acquiring the user's order information,
processing the order and then providing the user
with access to the selected software product. The
system also provides support to the users for the
respective purchased software products.

The system contains a store manager interface in
order to update the system with regards to products
and to be able to monitor the trunsactions that the
system has performed. The system hes also
atterapted to awtomate the transaction processing
with banking institutions as far as possible. This has
however not been fully achievable in the current
version of £he system but will be impletmented in a
subsequent release. The two interfaces of the
systeny, namoly ihe manager and shopper interfaces
are connected via the systam’s underlying database.

2.3.1 Shopper interface

The shopper interface of the IS" is accessed aver the
Internet using & personal computér (PC) and a Web
browser. The intemet connection batween the [S*
and the shapper's web browser is over a secure link
(SSL) thercby protecting the rtransmitted
information from any unaathorised access,

When accessing the system the user is presenfed
with a welcome web page and a main menu. Before
logging into the system the shopper bas the
following options from the main menu:

8. Login - If the shopper has not previously
registered with the system the Login sectio
allows the shopper to Input contact information
and register with the system. The shopper aiso
selects whether to be on the SEAL mailing list.
Upon regisiration the shopper is assigned a
username and password pair allowing the
shopper to log in to the system, Once the
shopper has logged in to the system he may
proceed with purchases and other actions as
described below.

b. View Products - The View Products section
serves as a catalogue for potential customers,
allowing them to browse the *gocds on ¢isplay’
without requiring them to repister with the
system, Tais section also supports downloading
of the software products.

¢, Ioformation - The Information section
contains information relating to the use of the
18", the security and transoction processing
used in the 18* and contact details for the 1S
administrator,

Once a shopper logs In to the system using his
username and password, he is then presented with
the following additional options to the ones listed
above: '

8 Yiew Products - The View Products section is
the same catalogue as the one accessible o
non-logged in shoppets however if the shopper
is logped in, he may select producy for
purchase by adding them to his shopping
basket.

b. Shopping Basket - The Shopping Basket is

Q5H12231,001.doc
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Quality aspects of software product supply and support using the Internet

anaiogous to a shopping basket used in a
supermarket. The shopper may add and remove
items from the basket and when satisfied select
to purchase the items in the uvasket. On
selection to purchase, the shopper is presented
with an invoice that must be printed out and
included with any payment made to the SEAL,

c. Registered Products - The Registered
Products section is used to view details of
purchases made by the shopper. Included in
these details are details for uniocking
purchased products for full usage, In this
section the shopper may subscribe ta and
unsubsctibe from mailing lists relating to the
respective purchased products,

d. Feedback - The Feedback section is used for

the shopper to input various types of feedback
to the SEAL.

e. User Informatfon - The User Information

section is used for modifying registration and

malling list information entered when
registering with the system,

f. Logout - The Logout option is used 1o log out
of the system,

2.3.2 Manager Interface

The manager intetface of the IS* i5 accessed over
the Intemet using a personal computer (PC) and a
Web browser. The nternet connection between the
15" and the manager's web browser is over a sucurs
link (SSL) thereby profecting the transmitied
information fony, any unauthorised access.
Furtherinore & username and password is needed to
access the managar interface,

©On accessing the interface the manager is presented
with a main meru containing links to the verious
sections, The huerface has the following sections:

a. Produets Section — The Products Section lists
all the products in the system. The section
allows for the addition and deletion of
products, The IS' manager can view a
product’s details as wtll as the details of the
product’'s  entities  (Information  items,
documentation, downleads and dependencies),
The user can edit the product as well as any of
its entities. Furthermore entities can be added
or defeted

b, Feedback seetion - The Feedback Section lists
all the feedback items received from shoppers
according to selectable eriterfa, The IS
manager can view selected feedback items’
details

¢ Mail sectfon - The Mail section allows the
fanager W compose a mail message and send
it to a selected group of registered shoppers.
Furthermore the Mail section lists all the mail

items sent to shoppers according to selectable
¢criteria. The IS* manager can view a selected
mail iem’s details and delete the em if
required.

d. Orders seetion -~ The Orders Section lists
orders received from shoppers according to
selectable criteria, From this list the manager
can select to view the details of a selected order
and approve sefected orders a3 being paid for.
Furthermore the manager can select to view
order statistics.

e. Purchased products section - The Purchased
Products Section Hsts the products that have
been purchased by the respectivs shoppers
according to selectatle triteria. From this list
the manager can select to view the details of a
selected purchase. Furthermore the manager
can update details relating to a purchase as well
as delete & purchase.

f. Shoppers sectlnn - The Shoppers Section lists
afl the shoppers in the system according to
selectable criterin, The section allows for the
addition and deletion of shoppers. The 1S
manager can view & shopper's details as well as
the details of the shopper-related entities
{shopping basket, recelpts and purchased
products). The user can edit the shopper’s
detalls as well as add, del=te and edit purchases
for the shopper. Furthermore the manager can
view statistics for the shoppers

g Events section - The Events Section lists
events thet have been incurred by shoppars
interacting with the shopper interface. The
interface allows the manager to select criteria
for which to list the events,

3. Quality issues relating to the
software supply and support
processes

An investigation was carried out into the processes
of supplying and supporting of software products,
The investigation was undertaken into the relevant
quality standards and into how the requirements of
the standards can be addressed in an Internet based
supply and support system. The IS0 9000 related
seriecs and the [SO/IEC JTC1 SC7 software
engineering standards have been investigated. The
investigation examined only the parts of she quality
standards refating to the supply and support of
software,

The investigation examinzd issaes that impacted
on, or are part of the supply and support of the
software product. The investigation assumed that
the organisation developing and supplying the
software is already compliant with the standards in

Q8112231.001 do¢

Vergion 0.01 08 June {998 Page 3



Quality aspacts of software product supply and support using the Internet

the tangible environment. The Investigation only
axplored the application of the standards to the
supply and support of software using the Intemet,

The discussion of each clause of each standard and
the discussion of the applicability of each clause to
the 1S’ {s beyond the scope of this paper. The
requirements derived from the Investigation into
each of the standards are Jisted below.

3.1 IS0 9001 [ 5jand related standards

a.

-%

The products supplled by the 15* are to be
treated as ‘shrink wrapped® products. A
contract will be developed and will be a non-
negotinble contract that is developed by the
supplier. Any contract negotiation will have to
be conducted outside the scope of the 1S,

All documentation supplied via the 15* must be
handled in the same manner as all other
organisational documentation, that is in
compliance with 130 9001

All product identification and traceability used
on the organisational level must be reflected in
all products and artefacts supplied via the 18*

ISC 9000-3 states that “to protect the Integrity
of the product and provide a basis for the
control of change, it is essential that software
items be held {n an environment which:

i, Protects them from unanthorised change or
corription

H. Permits the controlled retrieval of a copy
of the controiled master” [6] (Section
4.153).

Precautions must be taken due to the material
on which the software is stored, deteriorating.
The storage aréa will be the server on which
the product is stored, IS0 9001 and 1SO $000-
3 further statc that access control must be
instituted,

Issues that are applicable to replication in the
supply of software via the Internet are:

i, The master and other copies must be
[dentifie
ji. Disas.

vecovery plans  must  be
developed,

iii. The period of obligation of the supplier to
supply copies of the respective products
must be determined

iv. Virus checking must be carried out

v, The required documentation to be supplied
must be stipulated

vi, Copyright concerns must be addressed and
agreed to {in the contract)

B

3.2

&

g

vii. The euvironment must be controlled to
ensure repeatability of replication

Only released Foducts must be made available
through the 18*,

The control of non-conforming product
requirements must be followed on the project
and organfsational levels to enswvre that no
products are unintentionally refeased to the IS°.

Instaflation of the purchased product falls
beyond the scope of the IS* and if installation
is to be carried out by the supplier, it is to be
handled outside the scope of the 18*, This must
be specified in the contract.

Procedures must be developed witkiin the I5' to
receive and handle {pass o 10 the relevant
party) customer complaints.

ISO/TEC 12207 - Software lifecycie
processes

The contract is to “address proprictary, usage,
ownership, warrantee and licensing rights
associated with the reusable off the shelf
products” [7] (Seotion 5.1.3.4).

The delivery and support of the product by the
supplier must be specified in the contract and
carried out as specified. :

It must be specified in the contract that the
supplier cannot ingtall the product, assisc the
acquirer with set-up activities or support of any
paralfe]l running activities when the installed
software product is replacing an existing
system,

The resources and information necessary to
install the software product must be determined
by the supplier and be made available to the
acquirer,

It must be specifled in the contract that the
developer cannot suppart te acquirer's
acceptance review and testing of the software
product,

The inttial and continuing training and support
to be provided to the acquirer must be specified
in the contract

The IS* must provide a means for the users of
purchased products to report problems and
request modifications, Onee the report s
received, the maintalner is to record and track
the problem.

The I$* miust facilitate the communication of
change redquests between the
developerfmodifier and the user (acquirer).

The 18" must provide for a means to provide
feedback 1o the users.

Q5112231.001.doc
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jo The 1S must provide a mechanism to
communicate with the users and provida them
with migrativn  information. When the
scheduled migration arrives, notification must
be given to all cohcerned. A post-operation
review must be performed.

k. The IS’ must provide a mechanism to
communicate with the nsers and provide them
with retirement information. When the
scheduled retivement arrives, notification must
be sent to all concerned.

. Ir must be specified in the contract what
recotds of quality assurance activities and tasks
shall be made available to the acquirer. The
applicable records must be made available via
the IS*,

33 ISONAEC 9126 — Software product
evaluntion — Quality characteristics and
guldelines for their use

The standard discusses Quality Characteristics that
relate to software producis. The standard does not
discuss the supply anr support of software in
padicular but  dist. ‘es  pgeneric  quality
characteristics as they apply two all software
products.

Trese characteristics have bp:n investipated and
applied to the IS as a software product itself (refer
to section 5).

3.4 ISO/IEC 9127 —User documentation and
cover information for consumer software
packages

‘The software supplied and supported using the 18*
i5 a typical consumer software package except that
the ‘traditional physical packaging is not present.
Due to the user still obtaining the product as a
‘ready-made package' the same information
raquirements apply.

The standard  described two types of
docwrrentation:

a, -fser documentation - “This documentation
provides users with all the information they
nred to install and run the softwage" [8)
{Section 1). In the traditional sense this
dozumentation s included within the software
packaging and the user only has access to this
information after purchasing the product.
Similarly in the [S*, this documentation nesd
only be provided to the user sfter the product
has been purchased,

b. Cover information - “Its purpose is to enable
prospective purchasers to decide on the
applicability of the software to their
requirements” [8] {Section 1), This information

is traditionally prov:ded on the external product
packaging. In the IS*, this information should
be available to prospective purchasers prior to
purchasing the product,

The standard categorises the information into three
categories, namely Essential, Conditional and
Optional. The same three categories wrlll apply to
the information when supplied by the IS*.

Due to the standard being directly applicable o the
I5%, the details of the standard have not been

repeated herein. The standard {5] applies as is to the
538

3.5 ISOMEC TR 9294 — Guidelines for the
management of yofiware docamentation

The munagement of documentation for the IS* and
the produects supplied using the IS* will be handled -
on the organisational and project levels.

All the guidelines that are applied to documentation
on the organisational and project levels .must
however be reflected (o the documentation supplied
by and developed for the IS*,

Documentation developed by the 1S* processes
must also comply with the guidelines, Ensuring the
documentation complies with the organisational
and project standards can ensure this compliance.

3.6 TSO/EC 15504 — Software process
assessment

The ISO/EC 15504 standard is used to assess
processes and determine their resmective levels of
capability, The processes as dete’i.  in the standard
have been rated with the requires zevai of capability
for the relevant processes that the 15* is to perform,
In applying the standard, the processes have been
assessed not for the processes of developing the I8°
system but for the processes that the IS' will
perform when fully functional and complete. {For
the applicaion of ISO!IEC 15504 to the processes
of developing the IS%, refer w section 4). The
standard has keen used to assess the processes that
the system will perfortn but has not described any
new processes that need to be incorporated into the
system.

4. Process quality objectives

As has been motivated above, the Internet system
used by the SEAL has to be a quality system
complaint with tha quality standards for all the
processes that it pei forms, In order for the system to
be & quality system, it had to be developed using a
quality management system consisting of quality
controlled processes. Bevan suggests that a quality
system is a desirable condition for achieving quality

QSM2251.001.dac
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of the end product. It is difficult to achieve product
quality in a Jarge project without an effective
- quality system [9].

In order to achieve this objective, the entlre project
of developing the IS* was sarrled out in accordance
with the SEAL's Quallty Management System
{QMS). The SEAL is an I50 900} accredited
organisation and its QMS is IS0 9001 compliant.
The IS* was thersfore developed using processes
thit are ISO 9001 compliant.

Furthermore the IS' development project was
- gnned in accordance with processes defined in
\SO/IEC 15504 [3]. The plarned capahility [evels
for the varicus processes were evaluated for risk
according to the capability level ratings as defined
in [SO/IEC 15504,

In general, the capabilicy levels assigned to the
various processes were based on the capability
levels of the SEAL QMS, For processes where the
SEAL QMS did not provide the capability levels
that were deemed to be necessary for the respective
processes, altemative capability fevels were defined
for the processes and the means for achieving these
levels were defined. Refer to Table 2 in the
Appendix for the capabilify levels assigned to each
ISOAEC 15504 process.

5. Product Quality objectives

In order for the system developed to contain quality
attributes, quality objectives for the system itself
bad to be defined. Quality of use is defined as the
extent to which a product =atisfies stated and
implied needs when used under stated conditions
[9]. Bevar indicates that quality of use is the
objective and software product quality is the means
of achieving it [9].

Product Quality objectives for the 15' system were
based on quality characteristics as defined in the
1SO/IEC 9124 standard [4]. For each of the quality
characteristics defined in ISO/IEC 9126, the
requirements for the system in terms of each
chtaracteristic were defined. Refér to Table 3 in the
Appendix for the defined system requirements in
terms of the quality characteristics.

It has been subsequently realised that the tems in
which the requirements nere specified wete
inappropriate, The requirements were specified in
general lerms as opposed to through the use of
metrics. The use of pgeneric terms allows
subjectlvity to influence the degree of attainment of
the quality objectives, Furthermore subjectivity can
influence the subsequent evaluation of whether the
chjectives have been achieved, Nell indicates that
in order to apply product measurement we must
have criteria of conformence to measure against.
Clear objectives set by standards bodies and

management must be provided to the development
project, in measurable terms. [10}. The 1991
version of 1SQNEC 9126 was used in developing
the product quality objectives. This version of the
standard provided minimal guidance in the use of
metrics, This has however been addressed in the
latest version of the ISO/IEC standard (still under
development) which addresses the use of metrics
extensively.

The specification of the requirements in terms of
the quality characteristics did however aid in the
development of the specifications for tlie system.
Even though exact metrics were not used, the
analysis of the system in terms nf the quality
characteristics resulted in issues being considered in
the design of the system tha? would otherwise
possibly have been overlooked.

One of the product quality objectives defined in
ISO/IEC 9126 Is that of security, Security on the
Internet is & major concern and extensive research
was catried out in order to ensura the security of the
1$*, The first security convern in using the Internet
i the supply of sofiware products was the
prevention of unauthorised duplication and use of
the products. This lssue has been investigated in the
design of the IS* and a method has een developed
to prevent the unauthorised use ¢’ URAL sofiware
products, :

The second major security issue investigated has
been the use of the Internet for financial transaction
processing. Automated transaction processing was
one of the kesy remsons for selecting to use the
[nternet to supply softwars products. A securs
method for carrylng out this process had to be
incorporated into the IS, In the design of the 181
varlous methodalogies for conducting business on
the Internet have been investigated. VISA
International and Mastercard International in
conjunctlon with major software vendars have
developed a standard for Secure Electrouic
Transactions (SET) [11]. This standard is in the
process of being implemented by the conterned
parties, The IS" is belng developed to be SET
compliant.

The I8! has been developed as part of an MSc and
the product developer will not form part of the
permenent SEAL team, The administration and
maintenance of the system will be the responsibility
of other members of the SEAL, Another key
product quality objective was therefore that of
maintainability. A fundamental task has been the
documcntation of detailed procedures for general
15! maintenunce os well as for disaster recovery of
the [S* should the need arise.

CS112231.001.doe
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6. Impacts of the quality requirements
on the SEAL and on software
developers

The investigation into the software quality issues as
discussed above resulted in issues that impact on
software developers developing softwarc to be
supplied by the 1S* as well az on the SEAL itself,

The main areas that are impacted upon by the
results of the investigation are:

a. The produci information that must be supplied

via the Internet
b, The contract for purchasing of the produet

c. Communication channels between the SEAL
and its gustomers

d. The secutity encryption system used to protect
the soliware produsts.

6,1 Product Information

The following information tust be developed and
compiled by the SEAL and software developers and
then made available via the IS%:

a. The details of the product

b. Product Documentation

¢. The QA records as specified in the contract

d. Details regarding future support of the product.

ISO/IEC 9127 [8] desciibes information and
documentation that needs to be supplied to a
potential and actwal customer of a consumer
software package (refer to section 3.4). The
developers and suppliers must refer to this standard
and then stipulate what documentation will be
supplied with the software product, This
doeumentation must then be developed in order to
be supplled via the i,

All documentation supplied viz the 1S* must be
SEAL QMS compliant, approved and mwust be the
latest approved revisions of the respectlve
documients.

6,2 Contract

A contract is to be drawn up by the product
developers and the contract will be made available
vin the I1S'. A customer will only be able to
purchase the respective product if he/she agrees to
the contract. Contract negotiation is outside the
scope of the IS* system and any sales base on a
negotiated contract will be handled owslde the
scape of the IS,

The following must be present in the contract:
8, Proprietary, usage, ownershlp, warrantee and

licensing rights

b. Procedures for initial and subsequent product
relenses.

c. Details rogarding acceptance critéria and
testing (or the non-availability thereof),

d, Product delivery details.

e. Defails regarding installation obligations {or
the absence thereof). Installation will not
however be handled by the IS¢ and {f required,
must bs handled outside the scope of the
system.

£ The extent to which the developer shall (or
shall not) assist the acquirer with set-up
activities,

g Support details.

h.  The trairing to be (or not to be) provided.

L. When the product is replacing a curent
product, the extent to which the developer shall

{or shall not) support any parallel running
activities of the acquirer. '

j»  The QA records that will be made available to
the acquirer

6.3 Communication

The investigation into the quality standards
revealed the necessity for two-way communications
chiannels berween the SEAL and the customers,

6,3.1 Feedback from Customers

The following types of customer feedback are to be
received from the customers:

a. Customer complaints
b, Probilem reports {for a specific product)
¢, Improvement Recomimendations

The development teamm and/or supplier (SEAL)
must develop procedures for handling the above
types of feedback, These will be received via 18’
«hd must be passed on to the responsible party. The
responsible party must have procedures for
recording and tracking of the feedback and if
applicable, controls must be in place to ensure that
corrective action is taken and that it is effective

Procedures are also to be in place for providing
feedback to the users,

0.3.2 Providing information lo customers

The SEAL in conjunction with the software
developers must provide migration and retivement
information to the customers,

A migration plan must be developed for celevant

Q8112231,001.doc
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software procucts. When the time of migeation
arrives, notification must be given to the users. A
pust-migration réeview must be performed and
users’ responses to the posi-migration review must
be obtained.

A retirement plan must be developed and when the
time of revirement arrives, notification must be
given to the users,

6.4 Encryption system

Any products made available through the IS}
contain the SEAL encryption systemn as described
in sectian 5.

" The supplied product must either be inoperable or
have only limited features prior to the insertion of
the unfocking Information. The degree of
inoperability will be determined by the product
developers.

Once the customer has purchased the product
through the IS, the following will be presented to
the customer on the web site;

a. The registered usernaime (input by the customer
on registration) :

b. The copy number.

¢. The encryption key, This is based on the
product copy number and on the repistered
username.

When the custorier nins the purchesed product and
selects to register the product, the custotner must be
presented with a form built in to the application,
The form must have place to eater the information
as listed above, Once the customer obtains this
information off the IS* and inputs it in to the
application, the application must then be opened up
for normal usage.

The product developer must draw up a set of
instructions detailing how to enter the registration
information in the respective application, This can
be based on a generic instruction set but must be
tailored for the specific app...ation,

7. Irpacts of the quality requirements
on the IS*

The investipation into the quality issues as
discussed above and the requirements that have
been imposed on the softwars developers and the
SEAL, have both imposed requirements on the 18",
The IS* has been designed and developed to meet
these requirements,

The following are the main categories of
requirements  resulting from the  guality
investigations and the requirements imposed on the

SEAL and ont software developets:

a, Contract agreement mechanisms.

b,  Supply of product information
Identification and traceability

d, System environment

¢, Communication channels

f.  Security encryption system

7.1 Contract agreement mechanisms

The IS* must contain a mechanism to present the
products’ contrects to the customer and for the
cugtomer to agree to the contract as described in.
section 6.2.

The system must only allow the customer to
purchase the product after agreeing to the respective
product’s contract,

7.2 Supply of product information

The IS* must contain facilities to provide the
product information as required by the SEAL and
the product developers (refer to section 6.1}, The
system must contain the flexibility te provide any
information as determined necessary by the SEAL
and the product developers.

7.3 Identification and traceability

Identification and traceabitity used on the product's
development project level must be usable in the 157,

14 System Environment

The following are the requiremetits on the system’s
environment that have been imposed by the quality
standards;

a, Disaster recovery plans must be in place,
b.  Virus checking must be implemented,

¢, Deterioration of storage meterial must be taken
into consideration,

d. The envirchment must protect the produets
from change or corruption,

e. 'The environment must permit a controfled
retrieval of a copy of the product. .

f. Repeatability of the replication of software
must be ensured,

7.5 Communication ehannels

Section 6.3 specifies the two-way tommunication
that iz necessary between the SEAL and its

.
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customers, The 15* has to contaln features in order
to make this two-way communication possible.

7.6 Security encryption system

The 18' must contain the functionality to provide
the required encryption [nformation to a customer
after a product has been purchased, Refer to section
6.4 for details reparding the Information that must
be provided.

8. Discussion

The use of the Intemet to supply and support
software products presents advantages and
opportunities to software developers and suppliers.
This facility has only recently become a viable
option due to the recent rapid growth in the use of
the internet.

The system as discussed herein has been fully
developed and meets the inktial requirements of the
Software Engineering Applications Laboratory in
being a quality system requiring low maintenance
and suppott with minimal human intervesition,

The investigation into the quality aspects of
supplying and supporting software products using
the Intérnet has been perforised. The investigation
has rtesulted in the IS' being developed using
quality processes in order for the system to meet the

© .defined product quality objectives. All the

processes that the system performs in supplying and
supporting software are complisnt with the
renuirernents of the relevant quality standards. ‘Fhe
investigations have resulted in requisments beingx
imposed on the SEAL and the development team -
responsible for respective products that are to be
supplied and supported via the IS%, Guidance
documentation has been developed for use by the

development teams when developing products for
the 18%.

The investigation into the supply and support of
software using the Internet and the development of
the 18* hos mads the use of the Intemet in other
Academic areas possible, One of these areas is for
the registration for and support of Academic

- gourses, This will be implerented in the near futura
for the support of SEAL software coutses,

internet commerce is an immatura field which will
continue to be driven by consumer needs for
convenient and secure shopping, by 1..erchant needs
to securely conduct busiacss in the global market
piace and by banking nieeds to provide an effective
service to meet consumers’ and merchants’ needs.

The development of Intetoet Commerce systems
within quality management systems and the
operation of the systems osecording to quality

defined processes will ensure that the needs of the
consumers, merchant and banks are met, This will
ensure that the Internet Commmerce systems meet the
success for which they are destlned.
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1l. Appendix

Tabla 1 Comgparlson of the costs of tanglblo and intanglble software product supply

Physical Store Mail ordar Electronlc - internet based
Raplication Require tanglble storage devices | Reguire tanglble storage devices | No tangible material
{disks or CDs). {dIsks or CDs),
High machlrecy or High machinery or sub- Cost of file sarvar,
subcantracting costs cantracting cosls
Costs of naterlal and manpower | Gosts of material and manpowsr | Mo matertal and manpower costs
Paymant Use of chequas, cradlt cards or | Use of credit card numbe:s, Use of BET
processing cash, chaques, postal orders.
Peopli requlred fo process the People required to procass the Fully automated process
above means of paymant above means of payment
Possibility of fravd High leval of fraud and all the sk | Almost risk free and rmost of the
fails on the marchant. risk that i prasent, falls on the
banka and clearing houses
{Rafor to section an SET)
Packaging Physleal packaging required. Fhysical packaging required. Nr ~sckaging required.
Cost of packaging material Cost of packaging materal Jaging costs.
Cost of fabour Caat of labaur Mo labatr
Dalivary Délivery from manufacturer to Dafivery from manufacturerto | Dalivary is via HTTP or FTP on
wholezaler to store, . warehouse to customer the Internet.
Costly Costly Gnly cost {s the cost of the
Internet link for the download
period [maximum a few hours)
Time delay Time delay Only a few hours downfaad Hme
Human labour required Human labour requirad No human labour
Can deliver very laiga praduct Can deliver very lasga product Practleally the produst to ba
{amount of data} {amount of data) uelivered must be emall to
madium In aiza
Storage and Warehouse arxl store required Warahousa requirad Storage tacliity Is a single
Store harddrive
Infrastructure
Coslly Costly Effoctively no steraga cost
Customors Customars ara bound by location | World-wide accesslbllity Workl-wide accassiblity

{limited to tacal customera)

Musi \ravel to the store

High cost 2nd effort to shop
{travelling to the shop)

Low risk (shop has an
infrastructure and s therefora
cansidered o be lsgitimata}

Can shop from any lacation

High cost and sffort o crdar a
praduct {Intematlonal pestage
and phene calls)

High risk to custormer — stare
could ba a front collecting cradlt
card or other information.

Can shop from any locatlen

Law order casts {ntarnet access
l1 free or a local bhone call) and
minime) affart {assuming
potential markst [s ntarnet
connectad)

Very low risk to customer (Rafer
to SET)
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TableZ Planned ISOAEC 15504 Capabliity levels for IS* development project

iD Pracess name Required ieval Rlgk addressed

cus.1 Acquire Software 2 No arganisation wida prnoéduns. Pracess will
be daveloped and documented for this project,

cys.2 Manage customer needs 3 Must sup&art tha stated buslness goals of the
arganisation, Uses organisation wide
proceduras (PD, PFS, QF}

Cus.3 Supply software 2 Mo organisation wide procedure. Instailation
will form: parf of the development and Is unique

_ _ _ to thia projact,
cus5.4 Operate software 2 The cperation of the softwara is spanlﬂc to this
prajact and not ta the business wide
_ _ procedures,
Cus.5 Provide customer service N/A - bayond -
the scopa of this
project
ENG. 1 Davelcp aystem requlements 3 Organisation wide pracess of software
and design developmant that will ba tailered for this
process, (Product Functional Speclfication,
User Reforanca Manualy
ENG.2 Develop software requirements 3 QOrganisation wide process of sclware
: devalopment that wiil be taltered for this
process, (Product Functional Specification,
User R_'eference Manual}

ENG.3 Devalop sofiware design 3 Ocganisaticn wide process of software
development thut will be tailored for this
process. (High Level Dasign, Low Lavel

_ Deaslgn}

ENG.4 implament software design F The implamentatlen of the design Is spaclfic to
thls projact and doas not fallow any standard
procedurs, _

ENG.5 Intagrate and test scfiware 3 Organlsation wide procass of software
development that will ba tailored for thls
process. (Product Test Spauiﬁcatlon. )

ENG.6 integrata and test syatam 3 Crganlsation wide process of software
davelopment that will be tailored for this
process, {Product Test Specification)

ENG.7 Maintaln system and sofiware Not applicable - -

hayond tha
scopa of this
project.

SUP.1 Davalop documentation 3 Based onh organlsational wide proceduras
(Mastar Dacumant List)

SUP.2 Perform cenfiguration 3 Based on arganisational wide procaduras

managemant {Ganflguration Managemant Plan) -

SUP.2 Perform quallty assurance 3 Based on organisation wide procedures
{Quallty Fian)

sSUP4 Parform work product 3 Based on organisatlon wide procedures

verification {Requirarnents Varification and Validation
Templale)

SUPR.6 Parfarm wark product validation 3 Based on organisation wide procedutas
{Reguirements Verification and Validation
Termplate)

sUrP.s Perform joint raviews a Bagad on arganisational wide procaduses
{Studant! Suparvizcr maaltings)
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Tabie2 {*|lanned ISOAEC 16504 Capabliity levels for 15* developmant project

D Process name Raquired level Risk adtiressed
sup.7 Parforrn audlis 3 Based on organizdtlonal wide procaduran
_ (SEAL_prnject audits}
EUP.8 Parform prebiatm tagsaletion 3 Based on organizational wide procedures
_ {SEAL QMS) _ i
MAN.1 'Managa the projact 3 Bagad on organisational wkie procaduras
) {SEAL QMES) _
MAN.2 Manage quallty 3 Basad on organlsational wide proceduras
(SEAL QMS)
MAN.3 Manage riske 2 Process 1s spacific .. “is preject and not
camiad aut gn an o= wation wide basis,
MAN.4 Manage subcontractors 2 Procees Is spaclfic i wis projoct and not
: caried out on an organisation wide basis.
ORGA Enainasr ihe business MN/A on e -
projact laval
ORG.2 Define the process N#A an the “
praject level
ORG.3 Improve the procass N/A an the -
project laval
ORG.4 Pravide skllled human resources |  N/A on¢ha -
_ ~ project leval
ORG.6 Provide software englnaaring NJA on the -
Infrastructure project level
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Table3 Product Quallty objectives for tha IS*

Quallty characterlstic Fraduci requirements

1. Funconallty

1.1 Accuracy 1,11 The cxedlt card, username and password and software sncryption Key Infarmation

i Is to be 100% accurate,

1.1.2 Statlsiics pragented to the system adminlstrator are to be #s accusate as required
by tha customer, This will be speclfied fusthar affer the development of a Product
Functloral Spesification.

1,43 The accuracy of information input by a user s dapatdant on the spaclfic user
being accurate. This is to ba enhanced as far as possible by creating use: friendly
and well commented user Intarfaces. Input masks can also be usad to enhanca
usar Input accuracy.

1.2 Sultability 1.21 ‘The sofiware to ba developed Is to meet the customar's requirements as specified

_ In the Product Description.

122 The system is also to be suitable (o users for the use of tha system. Other
payrment systems are to be favestigated and researched In order to dstammine

_ markst narms prier to the develapmant of the QB1 system.

1.3 Interoperability 1.3.1 The system is to interoperats with other facilities avch as the larger SEAL Web
facllity and the specific product pages.

1,3.2 The system Is also to Interoperate with the internetional system used for the
payment mechanism.

13,3 The system is also to lntemperéta with tha SPICE encrypiion tool mechaniam.

1.3.4 The system |3 to interaperate with standard Wab browsers such as Intemet
Explorer 3 and Netscape Mavigator 3.

1.3.5 The system Is to Interoparate with any stardard sactire web =ervar,

" 1.4 Compliance 141 The system is to comply with any requiremants as requirad by the selected
Intarnatienal payment mechanism.

1.5 Sacurity 151  The system [a to be sufficiently ascure 5o that tha effort raguired ta break into the
syatam &nd obtein Informatlon far cubwelghs the gain ablainad by reciiving tha
informatlon,

2, Reflabiily

2.1 Maturity 224 The process that the preduct is to perfonm is to be at a level 4 for Cus.3 (Supply
software] In the ISO/IEC 15504 standard.

2.2 Fault tolerance 222 Due tt tha financial nature of the tasks of the systen, the system is to have zero
tolarance in ercors In critical user infarmation such as tredit cards, usemames and
péagwards,

2.3 Racoverability 231 Tha system Is to be totally racoverable In the event of a dizaster such as hardware
fallura or fira,

2.3.2  The recavery time is to ba the standard time for a backup restoration.

233 The recovermbliily a speclfic transaction, should the system fail during a
transaction must be investigated,

2.4 Avallzbility 24,1 The system |s to be availabla parmanentty.

242 Breaks in availability can howaver he faleratad in tha event of a powar faiture or
system failure. The braak in availability Is not to be more than a few hours,

3. Usabiiity

3.1 Understandabillty 314 The éﬁrutem Is ta contain features, technology and documantation in prder e
ensure user confidence in the use of tha system for payment of the supplied
product over the Intarnet,

31.2 Onthe Web interface, QS| system is to be described.
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Table3 Product Quallty chjectlves for the 18*

Quality characteristlc Frut_iuct squirsments

3.1.3  The functions and use of the O8) systern s to be described in detail

3.2 Leamability 3,29 The Wab interface and administrator's Interface ere o usa standard layouts and
standard controls in ordar ta make the Isarnabiity of the interfaces as simple as
possibla.

3.2.2 Detailed Usar Referancs Munuals are also to ke daveloped.

3.3 Operabllity 331  The system is.to be simple to use and instructions are to ba presant within tha
system (on the Wab and adminlistrative interfaces) to guide the user through tha
use of the syster.

3.3.2 The systern must be able to function fully with as minimal administrative human
intervention as possible,

4, Efficlancy

4.1 Tima bahaviour 4.1.4  The system is to have a time response as can be considarad reasonable for
Intemet usage.

412 During vsags, the system I3 o provide informatlon and respond to user inptts at &
reasonable speed, that Is the processing and downlvad speeds ars to ba
raasonakle for Internet narms.

4,9,3  Further more the speed of canfimatien or reply to users vie e-mait Ia to be
raasonable {a few hours).

4.2 Rasourca uiiilsation 421 The systern must be deslgned and have sufficlant resaurces in order ta allow
multiple users to use the systam simultaneously.

5. Maintainabillity

R Anaiysabmly 51.1 The systam will be supportad by the standard documentation as prescribad by the
SEAL QMS In order to provide detalls ragulred for malntenance and updating,
This decurrentatlon wlll side In the analysls of the QS| systern.

5.2 Changoshility ' 521 The system will be required to ba chainged in urdearto meet changing en-fine

paymant standards,

5.2.2 DBy developing the system within the Process quallty oh]ecllves, the changeability
of the system will be maximisad.

5,3 Stablity 3.1 The system must be well designed and dacumenlad In ardar to minimise the
unaxpected affacts of modificalions,

5.4 Testability §4.1 The system Is to be wall deslgned and documentad in order to ensure testabillty of

: nedifications.
54.2 Tha system Is to be modularisad, Tharafere medification to a madule can ba
_ tosted in that modula,

€. Portabllity

6.1 Adaptabliity 6.1 The system nesd not be adaptable to run in othar environments, The system is to
be developed for use by the SEAL in a stable non-changing anvirgnment.

8.2 Installability 8.2.1 The systam neet not have & high level of Installability as the development of the
systern includes the installation of the system I s final enviranment,

6.3 Co-exlistence 6.3,1 Tha system shouvld be able to co-exist with any olher software in the same
anvironment,

§.3.2 Howeverdus to sace. -2 *narna, tha systam will prabably Aot co-exist with any
othar softwars Intha ¢ - v evironn, ot

6.4 Conformance 84.1 Duslonoreguir ~nt-or portability existing, standards relating to portakility are
nnt applicabla,

8.5 Raplaceabillty 6,5.1 Not applicable. The sjrstem will not ba replacing any othar sofware.
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The use of the Internet in an academic environment to
commercially supply and support software producis

B.Braude

Software Engineering Applications Laboratory, Electrical Engingering,
{niversity of the Witwatersrand, Jehanneshurg, South Africa

Summary: This paper explores the use of the Internet to supply and support software products
within a quality management system. The Software Engineering Appiications Laboratory (SEAL)
at the Unhversity of the Witwatersrand is In the process of developing various yqftwore products
that will ke commercinlly distributed in the near future, The SEAL has chosen to use the Internet to
supply and support these products. A system has been developed for this task and has been named
the Internet System for the Supply and Support of Software (IS). Issues that have influenced the
design of the IS have been the service pracesses within a qua!rga management system, the control
of the supply and licensing of the supplled prodicts and the transaction processing of the on-fine
sales. The SEAL is commiited to developing and supplying software within a gquality management
system. Consequently an investigation wag undertaken into the quelity characteristics and
requiremenis based on the IS0 9001 standard faor q. alily asswrance and the ISO/IEC JTCI/SC7
Software engineering standards, These quality concerns have been incorporated inta the SEAL's
gquality management system and the development process for SEAL products. To conirol the supply
and livensing of the supplied products, various issues such as wnlock keys, Internet bused
regisiration, controlled access and hardware control have been investigated. The advantages and
disadvantages of each have been investigated and @ suitable implementation kas been used in the
IS°. To process the on-line transactions the IS' will be developed to be compliont with the recently

released ‘Secure Electropic Transactions’ (SET)} standard
Keywords: sofiware quality management, saoftware engineering standards, secure e!eclranic

transactions, Internet commerce
1. Introduction

The Software Engineering Applications Laboratory
{SEAL) at the University of the Witwatersrand is in
the process of developing various sofiware products
that will be commercially distributed in the near
future. The SEAL has investigated various means
for supplying and supporting these products. The
SEAL will use the Internet for this task, An Internet
based system was selected due to suitability and
advantages of using such 2 system. The system was
named Internet & tem for the Supply and Support
of Sofoware, (IS ;. ‘ssues that have influenced the
design of the I8* have been the service processes
within a quality management system, the control of
the supply and licensing of the supplied products
and the transaction processing of the on-line sales.

The SEAL i5 an organisation committed to
Saoftware Quality and is axtensively involved in the
development and application of software quality
standards and pmcedures. Some of the applications
to be supplied by the IS® are used in the appllcation
of software quatity standarcls One of the initial
requirements of the IS* was therefore that the
system complies with all the relevant software
quality standards relating to the supply and support
of software. An investigation was underiaken fnto
the quality standards dealing with the supply and

support sofiware and their application in the
Internet environment.

An issue that is a mgjor concem in the =upply of
software products is the pre\rantlon of unauthorised
duplication and use. In the IS' the product is
supplied over the Intemet and this problem is
compoutided further, This {ssus has been
investigated in the design of the IS* and a method
has been develaped to prevent the unauthorised use
of SEAL software products.

in the design of the IS’ various methodologies for
conducting business on the Intemnet have been
investigated, VISA [nternational and Mastercard
Internationat in conjunction with mejor software
vendors have developed a standard for Secure
Electronic Transactions (SET). This standard is in
the process of hemg implemented by the roncemed
parties, The IS' is being developed to be SET
compliant,

The results of these investigations have been taken
into accaunt in the development of the 15
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and suppori software products

2. Initial requirements anid advantages
of an Internet based system

2.1 Initial system requirements

The initial requirements included:

a. Low maintenance with minimal human
intervention

b. Automated electronic supply mechanism

c. Automated electronic payment mechanism

d. Secure from unauthorised entry and actions

e. Compliance to all relevant software process
and product quality standards

£ Development within a quality management

system

One of the key conslcemtions in the formulation of
thess requirsments was that the SEAL has limited
manpower and resources, The main business of the
SEAL is education and humen and economic
resources could not justifiably allocated to support
an expensive infrastructure for the supply of
tangible product . Point a) was therefore a key issue
in the ifnitial stages of system description. Afer
examining the different options for supplying
software (sectfon 2.2) the use of the Internet was
the only feasible choice, This consideration lead to
the identification of further requirements for the
supply and support system. Along with the decision
to use an Internet based system, came the security
requirgment.

The requirements relating to the Software Quality
Management arose due to the SEAL's commitment
to quality (Section 3).

2.2 Comparison between physical and
electronic based systems

Various options were reviewed for supplying
spftware products in the selection of a process to
supply and support SEAL software products. These
considerations are Jztailed in Table 1. As can be
seen, the use of the Intemet was the obvious choice
in the SEAL’s environment.

2.3 Developed system

The developed system ailows for the sale of SEAL
software products via the Fntetnet. The 18° serves
as a fully automated system for capturing a user's
details, allowing the user to select from the various
products, acquiring the user’s ord-r information,
pracessing the order and then providing the user
with access to the selected software product. The

systern also provides support to the users for the
respective purchased software products,

The system contains a store manager interfuce in
order to update the system with regards to products
and to bo able to monitor the transactions that the
systemm has performed. The system has also
atteinpted to automate the transaction processing
with banking institutions as far as possible. This has
not been fuliy achievable in the current version of
the system but witl be implemented in & subsequent
release. The two interfaces of the system, namely
the managr and shopper interfaces are connected
via the systum's underlying database,

2.3.1 Shopper interface

The shopper interface of the 1S* is accessed over the
Internet using a personal computer {PC) and a Web
browser. ‘The internet connection between the [5°
and the shopper’s web browser is over a secure link
(SSL) thereby protecting the transmitted
information frow any unawthorised aceess.

When accessing the system the user is presented
with a welcome web page and 2 main menu. Before
logging into the system the shopper has the
following options from the main menu:

2, Login - If the shopper has not previously
registered with the system the Login section
ajlows the shopper to input contaet information
and register with the system. The shopper also
selects whether to be on the SEAL maliling list,
Upon registration the shopper is assigned a
username and password pair allowing the
shopper to log in to the system. Once the
shopper has logged in to the system he may
proceed with purchases and other aciions as
described below.

b, Yiew Products - The View Products section
serves as a catalogue for potential customers,
allowing them to browse the ‘gc~ds on display’
without requiring them to repister with the
system, This section aiso supports downloading
of the software products.

c. Information - The Information section
contains ir formation relatidg to the use of the
18%, the security and wansaction processing
used in the 15* and contact details for the IS
administrator,

Once a shopper logs in to the systém ucing his
username and password, he is then presented with
the following additional options to the ones listed
abuve:
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Table 4 Comparison of the costs of tangible and intangikle softwars product supply
Physizal Stors Mail order Elactronle - Intsrnat basad
Replication Retulra tangibls storage devices | Require tanglble storage devices | No tangibla matedal
{dieka or CDa), {diaks or CDa).
High muchinary ar High machinery or sub- Cost of file server.
gtibcontracting costa contracting costs
Cauts of materdal and manpover | Gosts of matarlal and manpowar | Mo materlal and manpawer costs
Payment Usa of chaquaes, cradlt cards or Use of credit card numbers, Usa of SET
procesaing casi, chegquas, poste) arders.
Peopla required to procass tha Peopla requlred to process e Fuily automaied procaas
above maanz of payment above means of payrent
Pogaiblity of fraud High tevel of fraud. and a¥ the risk | Almast risk frea and moat of the
falls on the merchant, fisk that I present, falls on the
banks and claaring houses
(Rafer to section e SET)
Packaging Physlcal packaging reguired. Physical packeging raquired. No packaging required.
| Cost of packaging material Cost of packaging material Mo packaging costs.
Cost of labour Cast of tabour No labour
Dally. Dallvary fram ranufacturer to Delivery from manufaciurer to Delivary |s vla HTTP o FTP an
wholesaler to store, warehouse o customer the Intarnat,
Costly Costly Only cost ls the cost of the
Internet link for the dewnload
parlad {maximum a few hours)
Time delay Time delay -Only a few hours download tims
Hurnan labour required Human labour reguired No human labour
Can dellver very large product Can dellver very large product Practically the product to be
{smount of data) {amaunt of data) deliverad must ba small to
medium In slze
Storage and Warehouse and stors required Warehouse jequirad Sterage faciiity ls a sinole
Store harddrive
Infrastructure
Coslly Costly Effectively no storage cost
Customers Customars are hound by location | World-wide accessibllity World-wide amséibillly
{timfted to local customers)
Must travel to the atore Can ahop from any location Can shop from any location
High cost and effort to shop High cost and effort to order a tow arder cokts {Intermet aceess
{traveling ta the shop) praduct {Intamational postaga is free or a local ohane call) and
and phone cails) minimal effort {essuming
potentlal market Is (ntarnet
connegied)
Law ek {sbap haa an Hlgh risk to custumer — stora Very low dsk fo customer (Refer
Infragtruciure and is conslderad | coukl be a frant collecting cradit | to SET)
to be legitimata) card or other information.

a. View Products - The View Products section is satisfied select to purchase the ltems In the
the same catalogue as the one accessible to basket, On selectian to purchase, the shopper
non-logged in shoppers however if the shopper is presented with an invoice that must be
is logged in, he may select products for prinied out and included wlth' any payment
purchase by adding them to his shopping made to the SEAL (refer to section 5).
basket, Registered Products - The Repistered

b‘ Shopplng Basket - "nle shnpping Basket is PmduCts sectioh 15 UEEd ta view detal[s Df

anplogous to A shopping basket used In a
supermarket, The shopper may add and
remove ftems from the basket and when

purchases made hy the shopper. Included in
these details are details for unlocking
purchased products for full usage (refer to
sectlon 4). In this section the shopper may
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subseribe to and unsubscribe from mailing
lists relating to the respective purchased
products,

d. Feedback - The Fezdback section is used for
the shopper to input various types of faedback
ta the SEAL.

e. User Information - The User information
section is used for modifying registration and
mailing list information entered when
registering with the system.

£ Logout - The Logout option Is used to log out
of the sysiem,

2.3.2 Manager Interface

The managet interface of the IS is accessed over
the Internet using a personal computer (PC) and a
Web browser, The internet connection between the
1% and the manager's web hrowser is over a secure
link (8SL} thereby protecting the transmitted
information from any unauthorised access
Furthermere a usemame and password {s needed to
accass the manager interface.

On accessing the interface the manager is presented
with a main menu containing links to the various
sections. The Interface has the foflowing sections:

. Products Section — The Products Section lists
all the products in the system, The section
allows for the additiod end deletion of
products. The IS4 manager can view a
product’s details as well as the details of the
product's entitles (Informatlon  ftems,
docurmentation, downloads and dependencies).
The user ran edit the product a5 well as any of
its entities, "urthermore entities can be edded
or deleted

b, Feedback sectlon - The Feedback Section lists
all the feedback itemns recelved from shoppers
according 1o selectable criteria, The IS4
manager can view selscted feedback items'
details

c. Mall section - The Mail section allows the
manager to compose o mail message and send
it to a gelected proup of registered shoppers.
Furthermore the Mail section lists all the mail
ftems sent to shoppers according to seleciable
criteria. The IS4 manager can view a selected
mail Hent’s details and delete the item if
restsived.

d. Orders sectlon - The Orders Section lists
orders recejved from shoppers according to
selectable criterla. From this list the manager
can select to view the details of a selected order
and approve selected orders as being paid for,
Furthermore the manager can select to view
order statistics.

e. Purchased products section - The Purchased
Products Saction lists the products that have
been purchased by the respective shoppers
according to selectable criterin, From this list
the man«ger can select to view the details of a
selected purchase. Furthermore the manager
can update details relating to a purchase as well
as delete 2 purchase.

f. Shoppers section - The Shoppets Section lists
all the shoppers in the system according to
selectable criteria. The section aliows for the
addition and deletion of shoppers. The 1S4
manager tan view a shopper's details as well as
the details of the shopper related entities
(shopping basket, receipts and purchased
producis), The user cah edit the shopper's
detafls as well as edd, delste and edit purchases
for the shopper. Furthermore the manager can
view statistics for the shoppers.

g Events section - The Bvents Section lists
events that have been ineurred by shoppers
interncting with the shopper interfacs, The
interface allows the manager to select criteria
for which to list the events,

3. Software quality issues and their
impact on the I8* system

The SEAL iz committed to supplying and
supporting software within a quality management
system. The SEAL is an ISO 9001 rated
organisation and s Involved In extensive research
in the field of Software Quality,. A number of
products to be <upplied via the I5* are related to
Software Quality Standards and the application
thereof, A number of SEAL customers will also
come from a Software Quality environment. 1t is
Imperative that the software supplied and supported
by the SEAL, be done s in a gquality controlled
manner compliant with all the relevant quality
standards,

An investigation has been undertaken Into the
relevant quality standards and into how the
requirements of the standards can be addressed in
au Internet hased supply and support systes, The
180 9000 related serdes and the ISO/IEC T 1/5C7
software engineering  standards have been
investigated. -

‘The investigation examines issues that inpacted on,
ot are patt of the supply and support of the software
product. ‘The investigation assumes that the
organisation developing and supplying the software
Is already compliant with the standards In the
physical envircnment. The investigation only
explores the applicatlon of the standards 1o the
supply and support of software using the Internet.
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The discussion of sach of the standards and the
discussion of the applicability of each clause to the
1$* is beyond the scope cof this paper, The
requirements derived from the investigation into
each of the standards are listed bslow.

3.1 ESO 9001 [1] and related standards.

2, The products supplied by the IS* are to be
treated as ‘shrink wrapped’ products, A
cantract will be developed and will be a non-
negotiable contract that is developed by the
supplier. Any contract negotiation will have to
be conducted outside the scope of the [8%,

b. All documentation supplied via the IS must be
handled in the same manner as all other
organisational documentation, that is in
compliance with ISO $001

c. All product identification and traceability used
on the organisational leve] must be reflected in
all products and artefacts supplied via the 15

d. IS0 9000-3 states [at "to protect the integrity
of the product and provide a basis for the
control of change, it is essential that software
items be hela in an environrnent which:

i, Protects them from unauthorised change or
cotruption

ii. Permits the controlled retrieval of a copy
of the controlled master” [2] (Section
4,15.3).

e, Precautions must be taken due to the material
on which the softwate is stored, dete~‘orating,
The storage ared will be the server on which
the product is stored. ISO 9001 and ISO 2000-
3 further state that access coatrol must be
instituted,

f. Issues that are applicable to replication in the
supply of software via the Intatnet are;

L. The master and other coples must be
identifled,

il. Disaster recovery plans must be
developed,

iit. The period of abligation of the supplier to
supply copies of the respective products
must be determlned

iv. Virus checking must be carried out

v, The required documentation te be supplied
must be stipulated

vi, Copyright concerns must be addressed and
agreed to (in the contract)

vii, The environment must be controlled to
ensure repeatabliity of replication

-

h

3

32

[

€.

b

Only released Products must be made available
b, ‘ough the [S°.

The conwol of non-conforming product
requirements must be followed on the project
and organisational levels to ensure that no
products are unintertionally released ‘o the IS,

Installation of wne purchased product falls
beyond the scope of the 18! and if installation
is to be carried out by the supplier, it is to be
handled outside the scope of the 1S, This must
bé specified in the contract.

Procedures must be developed within the 15* to
receive and handle (pass on to the relevant
party) customer complaints.

ISO/IEC 12207 — Software lifecycly
processes

The contract is to “address propristary, usage,
ownership, warrantee and licensing rights
associated with the reusable off the shelf
products” {3] (Section 5.1.3.4).

The delivery and support of the product by the
supplier must be specified in the contract and
carried out es specified.

It must be specified in the contract that the
supplier cannot install the product, essist the
acqairer with set-up activities or support of any
parallel running activities when the Installed
software product is replacing an exlsting
system,

The resources and information necessary to
instatl the software product must be determined
by the supplier and be made available to the
acquirer,

It must be specified in the contract that the
developer cannot support the acquirer's
acceptance review and testing of the software
product,

The inital and continuing trainjng and support
to be provided to the acquiter miust be specified
in the contract

The [S* must provide a means for the users of
purchased products to report problems and
request modifications, Once the report is
received, the maintainer i3 to record and track
the problem.

The 15! must facilitate the communication of
change requests between the
developer/modifier and the user (acquirer).

The 18* must provide for a means to provide
feedback to the users,

The 1S' must provide a mechanism to
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communicate with the users and provide them
with migration information, When the
scheduled migration arrives, notification must
be given to all concerned. A post-operation
review must be performed.

k. The JS' must provide a mechanism to
cominunicate with the users and provide them
with retirement information. When the
scheduled retivement atrives, notification must
be sent to all concemed,

. It must be specified in the contract what
records of quality assurance activities and tasks
shall be made available to the acquirer, The
applicable records must be made available via
the IS*,

3,3 ISO/EC 9126 — Software product
evaluation — Quality characteristics and
guidelines for their use

The standard diseusses Quality Characteristics that
rélate to software products. The standard does not
discuss the supply and support of software in
particular  but  discusses  generic  quality
characteristics @s they apply to all software
products.

These characteristics have been investigated and
applied to the IS* ag a software product itself,

34 ISOMEC 9127 ~User documentation and
cover information for consumer sofiware
packages

The software supplied and supported using the IS’
s a typical consumer software package except that
the waditlonal physical packaging is not present,
Due to the user still obtaining the product as a
‘ready-made package’ the same information
requirements apply.

The standard descrited two types of
documentation:

a User ducumendtion - “This documentation
provides users with all the information they
need to install and run the software” [4]
{Section 1)} In the traditional sense this
documentation is included within the software
packaging and the uscr only has access to this
information after purchasing the produet.
Similarly [n the IS, this documentation need
pnly be provided to the user after the product
has been purchased,

b. Cover information - “[ts purpose is to enable
prospective purchasers to decide on the
applicability of the softwee fto their
requirements™ [4] {Section 1), This information
is traditionally provided on the external product

packeging, In the 18%, this information should
be available to prospective purchasers priot to
purchasing the product,

The standard categorises the informatlon inte three
categaries, namely Essentlafl, Conditional and
Optional. The same three categories will apply to
the information when supplied by the 18,

Due to the standard being directly applicable to the
I5%, the ‘wils of the standard have not been
reeeated herein. The standard [4] appiles as is to the
15,

3.5 ISONEC TR 9294 — Guidelines for the
management of software documentation

The management of documentation for tha 1S* and
the produets supplied using the [S* will be handted
on the organisational and project levels,

All the guidellnes that ere applied to documentation
on the organisntional and project levels musi
howsver be reflected |n the documentation supplied
by and develaped for the 1§,

Documentation developed by the IS* processes
must also comply with the guidelines. Ensuring the
documentation romplies with the organisational
and project standards can ensuee this compiiance,

3.6 ISO/ILC 15304 - Saftware process
assessment

The ISO/IEC 15504 standard i3 used to assess
processes and determine their respective levels of
capability. The processes as detailed in the standard
have been rated with the requlred fevel of capability
for the relevant processes that the IS is to perform,
In applying the standard, the procésses have been
assessed not for the processes of developing the IS
system but for the progesses that the IS* wilt
perform when fully Rmctional end complete. The
standard has been used to assess the processes that
the system will pecfonin but has not described any
new processes that need to be incorporated into the
system.

4. Internet management of the
software supply and licensing

In the supply of tahglble products, whether from a
tangible or virtua! store, unauthorised replication
and use is not a concem for suppliers due to the
difficulty and cost of replicating the product.

With digital products, replication ls slmple and
cheap and measures have to be implemented in
order to prevent the unauthorised replication and
use of the product. In the supply of digitol products
on physical media (disks and CDs) unauthorised
us¢ is controlled to an extent through the lecalised
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dispersion of the physical medla containing the
data, To replicate a CI), one has to haye access to
another CD containing the data,

In the supply of data over the Intemnet, the problem
becomes a far more serfous one. Access to the data
is world-wlde and methods of obtaining data off the
Internet are common (FTP), In order to combat this
unauthorised use of data (products), conirol can be
exercised on two levels, Firstly the access to the
location tu download the data can be restyicted and
secondly use of the product once obtained can be
restricted.

4,1 Aceess conttrol

Aceess to download a product pan ke controlied by:

a, Password protecting the pages used to
download the product. Either a unigue
password for ¢ach customer will provide access
to the pagas or a generlc password can be used,

b, Hidlng the locatlon (URL) of the Web nages
used to download the wroduct and providing
the nddress to sustomers aftér the purchase of
the product,

The problem with the sbove methods Is thet the
informatlon necessary to download the product
(password or URL} can be passed on to
unauthorised people or even be posted on the
Internet. Furthermore, once a copy of the product is
abtained, it can be copled or made available on the
Internet without any tracembillty. Between the
options above, the unique password for each
customer would be the most preferably as
dissemination of aceess information to unauthorised
partfes could then be traced to a particular
customer,

4,2 Use control

The use of digital products can be controlled
through requirlng the user to ‘unlock’ the product
befove being able to use it. Prior to unlocking the
product, use can be fully restricted or limited use
can be granted.

The following different types of unlock systems can
be used;

a, The product can require the user to input some
type of pasaword,

b, The product can require a type of hardware key
to be attacned to the computer in order to
unlock the product.

¢. Internet based unlocking
431 Password key

Password keys can be Implemented in a number of

ways. Firstly the product can be totally locked prior
to insertion of the password key. In this case the
product can either require the user to input the key
during instaflation of the product or each time the
product is used. The more common method is
during Instaltation as this Is a once off procedure
and thoreafter the product can be used normally,
The product gan only be installed by running the
installation procedure and If anyone obtained a
copy of the program they would have to run the
installation and input the unlock key,

In the situatlon where limlted access to the product
is granted prior to insertion of the key, the produet
is Installed and run, Only limited access to product
functionality js provided, Once the user obtains the
key (after purchase} the key is input info the
reabing application and access to all the
functionality is provided, This is a once off
procedure and the product is thereafter fully
functlonal every time it is used. If the product is
installed agaln the unlock key has to be relnserted,

The actuat key can be {mplemented In & number of
ways,

‘s, A sgingle key for use by all users, This

implementation is the most simplistic. The
main drawback of this implementation is that
the key can be distributed iliegally on a wide
seale without any traceability,

b. A speclfic key per user per product. This is
described 1o detail In sectlon 4,3,

4.2,2 Hardware key

Hardware keys, commonly known as dongles, are
devl."s that attach to the PC or network on which
the >ftware runs, When the product is rus, it
checks for a speclfic key and will only run if the
key Is present. The Keys normally attach to the
patallet port of the PC, Software protected with
hardware keys is practically totally sscure,

The disadvantage of a hardwars key in the Internet
environment is that the hardware key becomes a
physical product that has to be delivered and
defeats the advantages of digitaily supplying the
product over the Internet (Refer to sectlon 2.2
above) The use of hardware keys nas therefore not
be investigater] any further in the supply ond
support of software over the Internet.

Hardware keys mey become a viable option in the
futere, With the emerging use of smartcards for
commerce, the Intemet purchasing system may
eventually [ncorporate the use of smartcard readets
on PCs for Internet payments instead of users
paying with a software based digital wallet, The
smatteard could then be used as the hardware key.
During purchase the supplier can read the user’s
smartcard information. This information can then
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be jucorporated into the protection system on the
supplied product. After purchase the smartcard
would then be used to unlock the product for use.
This would alleviate the supplier having to supply a
-umique hardware key to each customer.

4.2.3 Internet based unlocking

A system can be implemented where the purchased
product {s autornatically unlocked over the I et
The system would work as follows:

8. The customer would download the product

b. The customer would purchase the product on-
line,

¢. The customer would nm the product
installation, During instaliation the product
would prompt the user for his 15* username and
password, Using this information the product
would connect to the server and the server
waould unlack the product by passing it some
ericryption string.

1f the system allows each customer purchase to only
uniock the product once, It makes the system secure
to unauthorised use of the products, This cannot
however be used because the customer cannot then
reinstall the product in the event of a hardware
upgrade, computer failure efc,

Another disadvantage of this system {s that the
praduct has to be instatled on a machine connected
to the Internet, The other methodologies discussed
herein allow the product to be downloaded and
purchased on an Internet connected machine and
then installed on an isolated machine,

This methodology can be camled out with
installation on a non-Internet-connected machine as
follows, however the disadvantage of a once only
installation still holds:

a.  The customer downloads the product
b. The customer purchases the product on-line

¢. The customeér runs the [nstallation program,
During tnstallation the program generates a
random number.

¢ The customer then manualtly taputs this number
into the Internet based purchasing system using
his username and password.

e. The Intemet system encrypts the aumber and
presents it to the customer, The customer thea
juputs the encryption number into the
application.

f. The application then decrypts the number and
if it matches the ariginal candom avmber, It
then unlocks the application.

g. The internet system witl be set to only enerypt

ous number per customer per purchase,

This method still has the disadvantage of atlowlng 2
once only unlocking.

If the server allows for the product to be unlocked
multiple times ifi this manner, the system reduces
the methodology of 4.2.1h above.,

4.3 Method to be used by the I8*

The SEAL uses & control system whete it allows
the user to downioad the product and use It with
limited features for a limited perod. After
evaluation the wser gan decide to purchase the
product.

On the IS" the user selects the product aad purchase
it, After the purchase has been processed, the user ls
given a produst number for that product (a
saquential number for each copy of the product
purchased) and an unlock key, This key {5 based on
the following being passed throughi a one way bash
function:

8, The registered userhame which has been input
by the customer during registratlon on tie I8

b. The product identification, which s a unique
code specific to each product name. This
number is hard coded Into the application,

¢. ‘The product version which is hard coded into
the application.

d. The product number as given to the custamer,
The product number is necessary should a
specific user want to purchase multiple copies
of the product {a large company},

With this information in hand the user can then
open the regisiration window in the already
tnstalled product and input the username, praduct
number and key. The product contains the same
hash function and will generate the key. If the
generated key matches the input key, the product
opens up with fult functionallty,

Due to the customer requiring access to the product
in order to evaluate it prior to the purchase, sccess
control as described in section 4.1 cannot be used.

The only way to bypass this system is for a user of
a particular product to pass on his username,
product hutnber and key to an unauthorised user for
use on the same product, Autherised users will
hesitate to do this, especially publicly, as the
information s traceable back to the offending
customer, This thea reduces the control problem
back to a localiced disparsion problem as has been
described regarding the distribution of digital
products on physleal medla,

Once off installations, and Inteynet based unlocking
have not been used dus to the disadvantages

QS112131.001.doe
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discussed in section 4.2.3 above.

5. Secure electronic transactions

5.1 Standard transaction process

After a shopper browses an Internet store and
selects the products for purchasing, the following is
the process for completing the transaction:

a. The customer's order and payment details are
sent to the merchant,

b, An Internet based receipt is then issued to the
customer,

¢. On receipt of the crder and the payment details
the mercharit passes the payment details to the
bank.

d, [f available (as is the case with SET) approval
is then aobtained from the bank,

e. The merchant then supplies the goods to the
customier (ships or makes available via the
Internet) and charges the customer for the
goods.

5.2 Qverview of the SET standard

“Visa and MasterCard have jointly developed the
Secure Electronic Transaction (SET) protocol asa
- method to secure payment card transactions over
open networks. SET is being published as art apen
specification for the industry, This specification is
available to he applied to any payment service and
may be used by software yendors to develop
applications.

Advice and essistance in the development of this
specification have been provided by GTE, IBM,
MicrosoRt, Netscape, RSA, SAIC, Terisa, and
VeriSign" [3].

The SET standard is specified in three books
namely a3 Bugsiness Description, Programmer's
guide and TFormal Protocol Definitlon, This

discussion only investigates the SET standard on
the business [eval.

Through using well defined procedures, SET uses
cryptography to:

= provide confidentiality of information,

= ensure payment integrity, and

« authenticate both merchants and cardholders,

The following implementations of cryptography are
used in order to dchieve the requirements above:

a, Symmetric key encrypticn

b. Public key encryption

¢. Digital signatures using public kexs and
message digests

d. Digita! Certlfcates

A detailed description of the use and interactions of
the above-mentioned oy ptographic
implementations is beyond the scope of this paper.
Refer to reference [5] for more detail:;,

53 Advantages of SET to mercharts and
customers

Currently priot to the availability, of SET, there are
other methods for carrying cut Intemet based
transactions, These methods a:e relatively securs
but have some disadvantages when compared to
SET. Even though the non-SET systems have
disadvantages as tabled below, the level of credit
card frawd on these systems iz far lower than the
fraud level in the physical world,

Table 2 SET ccnsiderations

Non-SET SET

Encryption None or low level | Vety high lavels

en 40-blt S3L of encryption
custormer and :

merchan

Access ta | Merchani has | Merchant

payment access 1o credit | recelves  credit

infarmation (credit | card detsils and | card details in

card detaila} these can be | encrypied farmat,
stored on the | which only the
marchant Servar | bank can decrypt.
[n e rga volumes

Integrity of data Deta can be | Data is digitaly
alterad  without | slgned throughout
the marchant or | the enfire process
bank knowing.

GCustomar |dentty | Customer could | Custormar has a
ba using | digifal cartificate
fraudufent credit [ contalning  tha
rard dgatslls credit card detuails

and uses digite
signatures.

Merchant Identity

Merchant  could
be [} {ake

Marchant has a
digital  certificate

collecting  credit | and uses digital

card details, slgnatures,
System Marchant  must | Standardlsed
Interaperability manually process | profocols and

transactions  or
use a8 proprietary
systern  lo  the
bank.

message formats.

5.4 Implementation of a SET compliant system

The following three software components make up

a SET systeam;

a.  SET compliant consumer wallets

Q5112131,007.dog
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b, SET merchant software

¢. A SET payment gateway connected up to the
banks’ credit card systems.

Curently SET softwave developers are developing
the above three software components. Using
standard protocols and message formats the three
components interact with each other as defined by
the SET standard. '

The SET payment gateway is set up by or on behalf
of a banking institution that signs up credit card
merchants. This gateway communicates with the
SET merchant software to receive authorisation
requests and thereafter for the merchant to capture
paymaents.

The SET merchant software is used firstly to aceept
customers' purchase requests and reply to the
customer’s purchase requests, Therzafter it is used
to communicate with the payment gateway as
deseribed above, The SET merchant software does
not contain the software for the store itself, The
merchant must set up the store and thereafter the
merchant connects the SET merchant software to
the on-line store.

The SET consumer wallet is used to submit SET
compliant purchase requests to the merchant, SET
consumer wallets will be available freely off the
Intemnet or at & minimal charge (depending on the
brand.)

Currently the software components have been
developed to be SET version 1 compliant. Due to
the formal description of protocols and messaging,
all three SET components from any software
vendor should Interoperate with any of the
components from any other SET compliant
software vendor.

Prior to conducting any SET transactions using the
software componemts desérihed, the merchant and
the consumer have to register and obtain digital
certificates, The merchant must register with an
Acquiring Bank and the consumer must have a
credit card issued by its Issuing Bank. Certlficates
aré then issued by Certificate Authorlties {CA). The
CAs can be the Acquiring and fssuing banks
respectively or third partles acting on behalf of
these financial institutions. These certificates
contain merchant and user details respectively in
order for all parties to be identifiable during
transactions.

“A certificate is only issued to the cardholder when
the cuardholder’s issuing financial institution
approves it, This certificate is transmitted to
merchants with purchase requests and encrypted
payment instructions, Upon reeeipt of the
cardholder's certificate, a merchant can be assured,
at & minimum, that the account number has been
validated by the card-issulng financial institution or

its agent” [5].

Likewise a certificate is only issued 1o 2. merchant
with the approval of the merchant's acquiring bank,
“These certificates are approved by the acquiring
financial institution and provide assurance that the
merchant holds a valid agreement with an
Acquirer” [5].

The consumet's SET wallet and the merchant’s
SET software contmin functionality to obtain the
required digital certificates from the respective
CAs.

Onee the software and certificates are in place, the
merchant can bepin with SET compliant
transactions.

SET implementations are currently in pilot testing
stages with a fow banks setting up bank gateways
for use with a few merchants and limited
customers, After this pilot test phase, rmors
merchants and consumers will be brought into the
testing until the gateway is opened up for use by
any merchants {subject to stapdard banking
requirements) and atl customers, This is predicted
to take place towards the end of 1998 or early in
1999,

8.5 SET Compliance in the IS4

During the design and development of the IS4, It
has been the aim to incarporate SET complience
into the system, Duc to delays In the development
of the SET payment infrastructure, it has not yet
been possible to SET enable the 1S4. This [s still an
aim for the future,

Due to the unavailability of SET, an alternative
armarzement bad {0 be implemented in order to
erable software produets to be purchased on the
134, Because the future sim is tp SET enable the
184, it was descided not to invest time and resources
implementing u different payment technology. As a
temporary measure, a procedurs has been
implemented where a shopper is presented with an
Internet based involce for the producis to be
purchased, The shopper must then print the invoice
and include this invoice with a traditional means of
payment (cheque, cash ete), Upon processing of the
payment, the [S' manager then approves the
purchase in the IS' Manager interface and the
sneryption  detofls necessary to  unlock the
purchased products are made available to the
shopper.

6. Current Stitus of the IS4

The investigations into the varlous aspects as
discussed in this paper have been carried out. Based
on the findings and conclusions of these

Q°112131.001 doc
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investigations the IS' system has been fully
designed and subsequently developed. Furthermore
the investigations into the quality standards and the
prevention of unanthorised usage of products have
resulted in requirements being imposed on the
SEAL and the development teams responsible for
respective products that are to be supplied and
supported via the IS", Reference documentation has
been developed detailing these requirements,

The 184 has been developed as part of an MSc and
the product developer will not form part of the
peimanent SEAL team. As a result of this the
administration and maintenance of the system wiil
be the responsibility of other members of the
SEAL. A HAmidamental task has been the
documentation of detailed procedures for general
84 maintenance as well as for disaster recovery of
the 1S4 should the need arise,

Discussions have been and are continuing to be
held between the SEAL, Intetnet Service Providers
and Banks over the implementation of SET in the
IS, With these discussions continuing, at the
earliest availability the SEAL will be in a position
to achieve SET compliance in the IS,

7. Discussion

As has been discussed, the use of the Internet to
supply and support softwere products presents
numerous advaritages and opportunities to software
developers and suppliers. This facility has only
recently become a viable option due to the recent
rapid growth in the use of the Intemet.

The system as discussed herein has been fully
developed and meets the initlal requirements of the
Software Engineering Applications Laboratory in
requiting low maintenance and support with
minimal human intervention. Once SET is fully
implemented, the payment tnechdnism will be
totally automated.

The investigation into fhe Quality aspects of
supplying and supporting software products using
the Internet has been camied out and ths
requirements have been inccrporated into the IS
and the SEAL's development and administrative
procedures. The major Issues in the supply and
support of software that have beer influenced by
the investigation have been:

a, The information and documentation that needs
to be supplied.

b, The conmact information that needs to be
agreed to by the customer

c. The feedback mechanism and communication
with the customers

d. The management and security of the system’s
server.

Various ways of minimising the unauthorised
replication and use of the software products have
been investigated and a system has been developed
for use by the IS*. This methodology and system is
to be built into the software products that are being
developed by the SEAL.

The 1S? will in the future be SET compliant. SET
will provide major security advantagss to the SEAL
and the SET standard wilt be the basis on which
Internet commerce will develop into a publicly
accepted means of conducting business.

Through the investigation into the supply and
support of software using the Intemnet and through
the development of the 15", ather areas of possible
use of the Intemet in an Academic environment
have become evident, One of these aress js for the
registration for and support of Academic courses,
This will be implemented in the near future for the
support of SEAL software courses, :

Internet commerce is a very immature field which
will continue to grow driven by consumer needs for
convenient and secure shopping, merchant needs to
securely condact business in the global market
place and banks needs to provide an effective
service to meet consumers’ and merchants’ needs.

Smartcards will further affect Internet Commerce
and can further be applied to cobtrolling the use of
digital products. Digital wallets will most probably
be incorporated into smartcards  allowing
consumers to conducted secure Internet commerce
from locations other than their private computers.
Eventvally smartcards will be as common as the
credit card is today (probably replacing the credit
card) and with the customet’s digital identification
bullt into the card, smartcards can serve as a means
of user verification in preventing the unauthorised
use of digital products in the digital market place,
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QSI Research Review

1. Introduction

This document reviews the research undertaken as part
of the QSI project entitled “Quality Aspects of Software
Product Supply and Support using the Intemnet”. The
main areas of research were the quailty aspects of
supplying and supporting software in en Internet
environment, the use oi the Internet for commercial
putposes and the preventinn of the unauthorised use of
software products.

2. Quality aspects of software product
supply and support using the Internet

The investigation into the quality aspects of supplying
and supperting software in an Intermnet environment
invotved the sxamination and investigation of relevant

- quafity standards. These consisted of the (SO 9001
standard for quality assurance and the ISU/IEC
ITC1/8C7 software engineering standards, The purpose
of the investigation was to determine the quality
cheracteristics required of a sofiware product supply
system, This was necessary in order to ensure that the
SEAL's software supply system using the Intemet
comply with the relevant software standards,

The need for the investigation arose due to the SEAL
being committed to supplying and supporting software
within a quality management system. The SEAL is an
130 9001 rated orranisation and is invelved in exiensive
ressarch in the field of Software Quality. A number of
products to be supplied via the 1S* are related to
Software Quality Standards and their application. A
number of SEAL customers will come from a Software
Quality environment, It is therefore inperative that the
software supplied and supported by the SEAL, be done
s0 in a quality controlled tanner compliant with all the
relevant quality standards, This has the following
implications:

a. the processes used in suppiying and supporting
software have to comply with the quality standards®
requirements and;

b. the Internet system used has ta be a quality system

The investigation into the quality standards firstly
exumined fssues that impacted on, or are part of the
processes of supplylng and supporting a sofiware
product. The investigation examined only the parts of the
standards reiating to the supply and support of software.
The information found in the Investigation was then
interpretad and applied o the processes of supplying and
supporting software in an Internat environment.

Secondly the investigation examined the ISO/EC 15504

[1] and the ISO/IEC 9126 [2] standards respectively in
order to define process and product quality objectives.
The process quality objectives were for the processes
used in developing the Internet system. The product
quality objectives were for the Intemet system being
developed as a software product. The investigation and
definition of the process and product quality objectives
were necessary In ensuring quality in the Intemet
systetn.

‘The investigation did not examine quality characteristics
of the products to be supplied or the development thereof
but only examined the supply of completed products,

The detailed resultz of the investigation are documented
in the Quality Aspects of Sofiware Product Supply and
Support using the Internet, [3] and the QSI Quality Plan,
{#]. The investigation imposed requitements on the
follow ing aspects of the project:

8. Functional requirements for the I5°. Thess
requirements were incorporated into the IS Product
Functional Specification [3].

b. Requirements for the SEAL acting as the product
supplier and requirements for software develapers
developing products w be supplied via the Is'.
These requirements are listed in the QSI document
entiiled Requmemems for Software Developers and
Suppliers using the IS* {6].

c. Requirements for the processes used in developing
the Internet system. These requirements are
reflected in the project’s Master Document List [7)
and the project’s Work Breakdown Structure {8].

The research into the quality standards provided valuable
[nput into the devalopment of the 18! and Into pracedurss
that are to be lDllOWed in supplying and supporting
software using the IS%, In order for the system and
procedures to be fully compiiant with the quality
standards, they must be implemented in an organisation
which atready complies with she standards. An
organisation’s supply and support system cannot comply
with the refevant quality standards if the organisation as
a whole does not. This iz due to other organisational
procest  impacting on the supply and support
process 5, An assumption that the organisation is already
compliaat with the standards in its other processes was
made pricr to rosearching the supply and support of
software. If this assumption was not made, research
would have had to be undertaken into broader issues of
compliance with the standards. This would eventually
have led 1o the development of general procedures for
compliance with the standards.

The [nvestigation examined only a select set of
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standards. As has been stated above, these standards in

- themselves provided a significant input to the project. A
question that can be asked is: "Shouldn’t a wider range
of standards from other standards authorlties have been
investigated.” As has been discussed above, an

* organisation’s supply and support system cannot comply
with the relevant quality standatds if the organisation as
.a whole does not. The SEAL is lnvolved with and aims
to onmply with the ISO/AEC series of applicable
standards. Other standards are not being complied with
in the SEAL’s other processes and therefore these
standards could not have been effectively complied with
in the software supply and support processes.

One area that could have been further investipated is the
supply and support of software from a business
perspective. This could have involved the investigation
of supply and support processes of current operational
businesses. Even though the businesses would not have
contributed to the regearch and subsequent compliance
with the quality standards, the réssarch may have

- provided further insight into system and process
attributes that may have made the resultant IS* a more
effective and efficient business tool.

tnr future, any changes in the quality standards will have
to be monitored and investigated for any new
requirements that they impose on the supply and support
of software in the SEAL. On the business side of the
supply and support of software, requirements that may
have been identified i a business investigation will
become evident once the SEAL uses the [S* system, The
procedural aspects of these additional requirements can
be ineprporated into the procedures developed in this
project, Any additional technical requirements that are
identified will be able to be incorrnrated into subsequent
versions of the IS*,

3. Internet Commerce

Cne of the initfal requiements of an Internef-based
software supply and support system was that the entire
supply system be automated as far as possible. One of
the key areas for automation was the processing of the
ransactions for purchasing of the sofiwwre products.
Researching Internet Commerce, and Internet based
transaction processing in specific, invelved discussing
the relevant issues with appropriate people in industry
and searching For information on the Internet. Due to the
immaturity of the topic and the rapid pace at which it is
developing library materiel was of no use in this
research.

The injtial research invelved searching the Internst and
questioning people in order to ohtain an overview of the
topic and of the Issues invoived in developing a
commercial Intemnet system. Meetings were held with all
ihe major Internet Service Providers and Banking groups
{Refer to the Project Management Plan [9] section 4.4
for a list of the consulted companies). The initial

— ——

research revealed that besides for a few small proprietary
methods, no wide-scale technolegy had been
implemented for transaction processing on the internet.
At the stage of this initial research Intemet Commerce
was & very new field and most interested parties were in
the process of discovering this new territory,

The varjous new technologies were developing at
different rates {with the more complex technologies
developing more slowly), At this stage the project of
developing the IS* was in its initial research and design
stage and it was possible to wait for more complicated
but superior technology. After thoroughly researching
the different technologies and evaluating which one
would be accepted by the major financial institutions, it
was decided to wait for the availability of the Secure
Electronic Transactions (87 T) technology. (Refer to [10]
for an overvlew of SET). At this initial stage SET
technology was scheduled to be avaijlable between late
1997 and early 1998. It is technically possible to develop
ones ow~ SET compliant tecimology implementstiun
however due to the cotmnplexity of the standard this task
would have taken a few years in itself, It was decided to
wait for this technology to become commercially
available. While waiting for the SET technology fusther
meetings were beld with the Internet Service Providers
and Banks in order to evaluate the best method and best
pariner in indusiry for providing the technology.

As time progressed, the release of SET technolngy was
delayed and currently it has still not been released
beyond trial esting phases. In recent months one of the
Internet Service Providers offered to make avrilable test
SET software for a test implementation in the (5%, If this
software was implemented it would have been possibie
to demonstrate SET in the 1S* but no live transactions
would have been possible. When this was balanced up
with the effort to implement this demonstration it was
decided not to proceed with this test implementation.

Devélopments and cicumstances in the SEAL have
resulted in & need to begin using the IS, No large
amount of transactions is however expected in the near
Tuture, A temporary marual solutlon for transaction
processing has been implemented in the IS, If large
amounts of transactions were expected it we 'ld have
been relatively simple to implement a temporary simpler
automnated transaction processing mechanism. These
simpler mechanisms do pose certain risks and it is
therefore not worth implementing them for the small
amount of initlal expected transactions. Once SET
technology be.omes available it will be incorporated
into a subsequent version of the IS*. This is due to the
advantages that SET presents and all major Banks will
require that their Internet merchants be SET compiiant.

4. Internet Management of the Software
Supply and Licensing

Dhe to the ease of duplicating digital material and due o
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the global accessibllity of the Internet it was necessary to
research and implement a method to prevent the
unauthorised use of supplied products.

Prior to the conceptualisation of the IS*, the SEAL's
Software Process Assessment Tool had already been
developed with its own protection system. This system
was examined along with other @ iilable methods and
systems, (Refer to [10] for an overview of the results of
the investigation.) The methed used in the Software
Brocess Assessment Tool was found to be the best
tnethod for preventing the vnauthorised use of software
products supplied via the Internet.

The tool requires an encrypted number to be entered in
order to unlock the tool for full usage. This number is
based on the encryption of the name of the repistered
product uvser, the product identification number, the
product version and a copy number, This method was
incorporated into the 1S* in order for the IS* to provide
the encrypted number after the shopper has purchased
+the product,

Based on current avallable technologies, the currently
used mathod is the best implementation that meets the
SEAL's needs of digital delivery. One area that cou be
improved wpon is the encryption afgorithm used to
generate the encrypted number, The algorithm currently
used is the one used in the Software Process Assessment
‘Tool, The algorithm {5 a simple one that is relatively
easy to crack, A more sophisticated algorithm should be
used. This would require the algorithm n the tool and in
the IS* being replaced. It wilk be easier to replace the
algorithm at an early stage as opposed to after numerous
product and numercus product versions have been
developed to contain the simple algorithm,

As has been stated in the technical paper, [10], smart-
cards will provide a more secure product protection
system. The implemented encryption system shouwn' be
re-examined once smart-cards become wide spread,
When smart-cards are widely available and used For
Internet purchases, they will provide an ideal solution for
software protection and [lcensing,
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Learning from the QSI project

1. Infroduction

This document details the tearnihg that has been gained
from the QSi project from the perspactive of Software
Project Management and the application of the SEAL
Quality Management System {QMS) to the QSI project.
The document firstly examines the general application of
the SEAL QMS to manane the project, Thereafter the
specification of process and product quality objectives is
discussed. The success in meeting these objectives is
examined. Fiially the software design process within the
SEAL QMS is examined.

The SBAL is an ISO %001 rated organisation and is
invoived in extensive research in the field of Software
Quality. The SEAL is compliant with all the
requirerents of IS0 9001 and aims to comply with all
the relevant issues . the ISOAEC JTCI/SCT software
engineering standards,

2. Use of the SEAL, QMS to manage the
project

The SEAL QMS proved to be a fundamental necessity in
conducting this project. All of the SEAL QMS
processes that form part of the management of a project
were applied seamlessly to the QS1 project.

At the start of the project the Master Document List
(MDL) [1] was devaloped from the SEAL QMS Master
Dosument List Template {2]. The Master Document List
is a vegister of all documents created or anticipated to be
created within the project. This document was used
without any major modifications In the QSI project, One
change that did prove to be useful was to separaie cerfain
longer lists off into sub-lists of the MDL. These were
contained In separate documents for manageability
purposes. Such lists arc the Literature Reference
Documentation list [3] and the Software Source List {4],
which are referenced in the MDL.

The Document Creation teinplate [5] proved to be usefu)
when creating necessary documents that were not
provided for by the SEAL QMS series of templates,

The Configuration Management Plan [6] used for this
project was based on the Configuration Management
Plan Template in the SEAL QMS [7] with very minimal
changes to the template. The Configuration Management
Plan defines the configuration management used on the
artefacts forming part of the project and the procedures
used for managing and storing of the artefacts, The only
fundamental changes that were necessary to the template
was the Incorporation of a file naming convention for

32-bit word processors and the incorporation of the use
of DAT tapes for project backups.

The next document developed was the Product
Description {8]. This was developed based on the SEAL
QMS Product Description Template [9]. The Product
Deseripdon defines the dependencies of the praject and
the requirements that the profect aims to address. The
document specifies the standards to which the project
development and final product are to comply, The
review procedure for the project and a high level project
structure are also detailed, The Product Description
proved to be fundemental to the project as through
development of the document discussions were held
between the produgt's customer (the project supervisor)
and product developer (the project developer). Through
these discussions it was found that there were some
substantial differences in perceptions in what the project
would involve, These differences were eliminated and
thls provided a foundation on which to develop a
product that would meet the customer’s necds.

The Quality Plan [10] wes developed. The Quality Plan
specifies the product quality abjectives and the process
quality objectives used in developing the praduct, The
management tasks and responsibilities related to quality
and the systems used to malntain quelity are also
deseribed, The Quality Plan for this project wan used as
a prototype for Implementation of the Process Quallty
Objectives and Product Quality Objectives sections,
These sections were derived from ISO/IEC 15504 [11]
and ISO/IEC 9126 [12] respectively. The use of these
sections is discussed in more detail In sections 3 and 4
below.

The Project Management Plan {13] and the associated
Work Breakdown Structure (WBS) [14] were developed
using the Project Management Plan Template [15]. The
Project Management Plan was used to outline the
resources necessary and avallable for the development of
the project. Furthermore the plan was used to outline the
responsibilitles of all people associate1 with the project
and how the project would be controfled. The Work
Breakdown Structure was used to outline all of the tasks
comprising the project and how these tasks would be
scheduled. The WBS also required the estimated and
actual times for each task to be entered,

Initially the WoS8 was strictly followed for each teslk and
it was attempted to conduct each task according to the
schedule as detalled in the WBS. Lue to the research
nature of the project, the WBS could noi be exactly
followed and afar n while the projeet tasks were not
being carried out according to the WBS schedule, From
this point on the WBS ceased to be a working document
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used to manage the scheduling of the project. The WBS
rather became a document in which task start and
completion dates were recorded after the tasks were
completed. Funthermore the actual times spent on each
task were not measured and oot recorded in the WBS.
This was due to the tasks as listed In the WBS being
undertaken over numerous intervals, The recording of
these task times over multiple periods requires extreme
discipline,

Evea though the WBS was not strictly followed and
updated, the document still served 2s a useful overview
of what tasks had been completed and which ones were
still outstanding. For a2 WBS to serve as an effective
scheduling document in a research project, the iasks
have to be broken up in to more minor tasks. The
document also has to be constantly updated by adding
and removing minor tasks as the project progresses. By
breaking the tasks up into minor tesks and constantly
updating the tasks in the WBS, the document can be
.used on a daily and weekly basis for racking progress.
The recording of times for each task then also becomes
far simpler.

Other major dAncumentation developed during the
management of the project was the quality assurance
records, These  included minutes, agsndas,
correspondence records, backup registers, audit reports,
document issue notices and calls for review, Besides for
the backup registers, which were created from custom
created templates, and correspondence records which
consist of the correspondence itself, afl of the records
were created nsing SEAL QMS templates, Due o the
use of tapes instead of diskettes for archiving, custom
templates were created for recording backups. All of the
records proved to be exiremely useful in serving their
obvious but fundamental purposes.

In applying the SEAL QMS to the management of the
project, the templates from the QMS cannot simply be
blindly used, For each project and each situation, the
suitability and effectiveness of the respectlve templates
need to be assessed, Thereafter the templates must be
modified where necessary in order to obtain maximum
benefit from developing the resultant documents.

3. Process Quality Objectives

In defying the process quality objectives in the project’s
Quality Plan (0] required capability levels were
mssigned to varfous processes as defined in the ISO/IEC
15504 standard [L1]. The capability level ratings used
were those defined In the ISO/(EC 15504 standard, The
capability levels assigned to the varius processes were
based on the capability Jevels of the SEAL QMS in
general, For processes where the SEAL QMS did not
provide fiie capability levels that were deemed to be
necessary for the respective processes, altarnative

capability levels were defined for the processes and the
means for achieving these levels were defined.

In reviewing these capability levels at the completion of
the project, all processes have been carried out and meet
the objectives as defined. The strict compliance with the
SEAL QMS was fundamental [n ensuring that the
processes were carried out at the intended levels. For the
processes not covered at the required levels by the SEAL
QMS, the development of defined documentation
specific to the project (refer to the Master Dotwnent List
[11) ensured that the required levels fur the processes
were achieved.

4. Product Quality Objectives

Product Quality objectives for the I5* system were based
on quality characteristics as defined in the ISQ/IEC 9126
standard [t2]. For each of the quality charactetistics
defined ". ISQ/IEC 9126, the requirements for the
system in terms of each characteristic were defined.

1t has been subsequently realised that the terms in which
the requirements were specified were insppropriate. The
requirements were specified in general terms as opposed
to through the use of metrics, The use of generic terms
atlows subjectivity to influence the degree of attainment
of the quality objectives. Furthermore subjectivity can
Influence the subsequent evaluation of whether the
objectives have been achieved,

The specification of the requirsments in terms of the
quality characteristics did aid in the development of the
specifications for the system. Even though exact metrics
were not used, th2 analysis of the system {n terms of the
quality characteristics resulted in {ssues being considered
in the design of the system that would otherwise
possibly have been overlooked.

As has been dlscussed, because metrics were not used it
is difficult to asses whether the developed system mests
the quality objectlves intended for the system. However,
in subjectively overviewing the quality objectives, the
developed system appears to meet all of these objectives,

5. Use of the SEAL QMS in software
design and deve' pment

One of the major pars of the QSI project was the design
and development of the IS%, As was the case with all
other aspects of the project, the design and development
phases were camried out In accordance with the SEAL
QMS, making use of the SEAL QMS templates. The
templates used in the design and development phases of
the project were the:
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a, Product Functional Specification template

{16]
b. User Reference Manual template [17]
¢, High Level Design template [18]
d. Low Level Design template [19]
e Product Test Specification template [20]

Based on the above templates, documents were
developed. Initially a Produet Functlonal Specification
for the 18" was developed. This required the analysis and
specification of the overall problem that the product is to
address, the environment in which the product is to
operate, the inputs to the products, the processes that the
product is to perform and the outputs from the product.

User Reference Manuals were developed for the
Manager and Shopper interfaces of the IS% The
development of User Reference Manuals at this stage in
the design process alded in the conceptualisation and
visualisation of the external interfaces of the system.

This in turn aided in the specification of the actual |

functionality of the system. High and Low Level design
documents were developed for the Systeni and Database,
the Shopper Interface and the Manager Interface
respectively, The High ELevel designs specify the
modular structure of the IS* and the purpose,
functionality, lnputs and outputs of each module, The
Low Level designs detall the detalled design of each of
the modules comprising the IS, Multiple documents
were also developed io comprise the Product Test
Specification series of documents. Each Test
Specification document outlines tests to be performed on
the respective perts of the system in crder to tacilitate
the aceeptance of the averall system,

tn designing the I3 it has been found that a cyciical
design approach was necessary. The documents above
were developed prior to system development and as
development of the system took place, it was necessary
to return to the documents and modify them, The need
for modifications was malnly due to the project being a
seséarch one with the developer not having experience in
the techinology being used, The design and development
was an iterative process,

Due to the project involving the development of a
system 43 opposed to n single application, multiple
documents of the same type hed to be developed for
¢ifferent parts of the system, It was found that bosed on
the templates, the use of one document to address all the

portions and developing separate comprehensible
separate designs for each part of the system,

The use of the templates provided a document
infrastructure in which to camy out the system design,
The templates did not however provided sufficient
guidance in the actual approach to be taken in designing
software, This shortcoming can he attributed firstly to
the templates being aimed in particular at documenting
procedurat programming designs as opposed to Object
Ovientated Designs, Due to this the IS* was designed
using a procedural programming approach. A better
design may have, and probably would have been
achieved {f a formal Object Orfented Design approach
was used,

Secondly and more fundamentally, the SEAL QMS does
not contain sufficlent infrastructure and guidance
necessary for the actual desiph phase of the project
Over and sbove simply providing design templates,
which have been discussed above, the SEAL QMS
should contain additional procedures and require that
these procedures be followed in order to ensure that a

formal design approach s used prior to the development
of software,
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1. Introduction

This document lists the references and bibliography for
the QSI project. The document lists only the
fundamental documents used. For a tore extensive list
of reference material refor to the Literature Reference
Documentation List, QSI 001-10,
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1 Scope
1.1 introduction

An essential feature of a quality management system is that it documents
the procedures used to implement and maintain the system. This
document is the Document Master List which provides a directory of all
documents which hava the status of Draft, Provisional or Approved.

1.2 Purpose

This Document Master List provides the cross refersnce to all documents
comprising the QSI project.

. 1.3 Applicability
This document is an essential reference to all documents supported in the
QS| project.
1.4 Definitions
1.5 Audience

The audience for this document comprise the various stakeholders of the
SEAL, including:

+ The product developer
» Tha Product manager

+ All fulltime and part-time post-graduate s*udents associated with the
SEAL

+ Members of the SEAL Management Board
e Head of the Department, Elactrical Engineering

o Individuals who will perform internal and external surveillance audits of
the SEAL Quality Management System
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1.6

1.8.1

1.7

1.8

1.9

1.9.1

1.8.2

Applicable Documents

Standards

a. SEAL QMS Document Layout, Presentation and Typesetting Guide, QS
003, Rev'sion 1.00, 3 October 1894,

- Assumptions

It is assumed that the reader Is familic.” with the ISO 9000 series standard
for quality systems management.

Requirements Traceahility
This document addressges the following requirements:
a) 180 9001 (1894) 4.5 Document and Data Control

b) 180 9001 (1984) 4.16 Quality Records

Procedures
Entering data in the Summary Information File (Alt FI)
a) Title: Enter the name of the document being created

b) Subjact Enter the name of the project or ahbreviate the name of the
project QMS

¢) Author: The name of the person creating this file
d) Keywords: The document code and serial number
&) Comments: The document revision number,

Document Front Page

a) Document project title: Instantiate from Summary Information File data
SiF) using left mouse button to select field, click on rigiht mouse button
fo bring up menuy, select 'update field' and cllck on that item, The field
selected will then be automatically updated with the data in the SIF.

b} Document title: Select field and instantiate from SIF.

¢) Management/Technical Product: Edit to read Technical or
Management Product,
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1.83

1.8.4

1.9.8

1.8.6

d) Version: Select field and instantiate from SIF.
e) Document Status: Edit to read Draft, provisional or approved.

Using the Configuration Control Table
All elements of the table are instantiated from the SIF.

Using the Document History Table

a} Version: The revision number of the new document

b} Date: The date on which the new revision was created.

¢} Status: The status of the created document

d) Who: The author of the updated revision

e) Saved as; the file name (only - no path) of the new document
Using Document Revision Table _

a) Version: The revision number of the current document

b) Date: The date on which this revision was updated,

c) Changes: A short description of the nature and locatlon of the changes
to the document

Entering details in Master Document List Table

The List is used as follows;

a) Document Name: A descriptive name for the document

b} Document Number: A unique serial number for the artefact

¢} Revision Date: The date on which the arefact was modified, or
entered into the system, as appropriate.

d) Document Status: For Management and Technical Products this will be
Draft, Provisional or Approved. For records this fleld a ' is entered
since records are not subjected fo revislon.

e) Date approved: This will be the date of the Management Review
meeting.
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f)

Minute reference: The date of the review meseting and the section of
the minutes in which approval for the artefact was recarded,

g} File reference: If the document is in electronic format, the full file path

and document name is entered, starting from the SEAL project number
‘as the rout, If the document is available in hard copy format only, the
term ‘Hard copy' Is entered,

Revision Control of this document

a)

b)
c)

d)

When this document is created from QST 001-10 it is assigned a
Revision of 0.01.

Once it is approved by the appropriate authority it is ralsed to Rev 1.00

After each internal audit the revision level is raised by a minor point i.e.
following the first audit the revision number will be raised to 1.01, (This
allows the MDL to be used to record the document baseline to be
recorded immediately preceding the audit.)

In & one-person project the Project Initiation Audit is used fo raise the
document to 1,00 status.

For each revision change a new file Is created.

Between decument revisions the Change Control element {Revision
History) is used tc record the changes to the entries in the Llst,
typically in terms of documents (or records) added or updated. These
changes will typically refer to new artefacts (records) added in terms of
dacument number, or the identify of which artefacts have been
subjected to updates (technical and managsment products} This list of
changed or updated documents is used to create the entries for the
project Document Issue Notices, which are issued periodically to
advise clients of the QMS of new or updated artefacts available,
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MANAGEMENT PRODUCTS
Master Document List QS5 001 1.04 28\06\04 | Approved | GN\02\20 Q312003 - | \Wwp\QSI001.104.doc
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24
Literature Reference Q5100110 1.00 98\06\02 | Approved | 98\05\02 Q812053 { \mp\gsi00110.100.doc
Documentation List section
2.3
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23
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25
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Document Name

Ducumeﬁt
Number

’Revisiun

Number : |

Revisinn
Date

Document
Status

Date
approved

Minute
Refer-ence

File Reference

150 word abstract required
for Mse submission

Qs8I 110

0.01

9B\06\09

Draft

Wp\reportsigsii 10.001.doc

Project Technical Paper

Qs 120

Technical Paper PD: The
use of the Internet in an
Academic environment to
commercially supply and
support software products.

QS1120-10

1.00

gnosii4

Approved

970801

Qs5i2033 |

section
25

\tp\reports'qsi12010.100.doc

Technical Paper summary:
The uze of the Internet in an
Academic enwironment to
cormmercially sepply and
support software products.

Q8112020

0.20

g97\08\v14

Draft

\fplreports\gsi12020.020

SEAL format of Technical
Paper as submitted to
SAICSIT: The use of the
Internet in an Academic
enwironment fo commercially
supply and support software
products.

QSHH20-30

0.04

aninio

Draft

\tp\reports\gsi12030.004.doc

Powerpoint presentation of
Technical Paper

QSI120-50

0.03

ST

Draft

\p\reportsigsi12050.ppt

Powerpoint presentation of
technical paper for Open
Day

Qsl 120-60

0.03

gni023

Draft

\tptreportsiqst12060.ppt

Q51007 104 .doc
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Powerpoint presentation of
technical paper for Open
Day with modified colours

Q81 120-81

.01

gy

Draft

\tp\reports\asi12061. ppt

Updated Technical PD at the
completion of project
development {modified from
Qsi 120-10 revision 1.00):
The use of the Internet in an
Academie environment fo
coramercially supply and
support software products.

Qs 124-10

0.01

98\05\04

Draft

\tplreportsiqsi12110.001.doc

Updated SEAL format of
Technical Paper at the
completion of project
deveticpment (modified from
QS| 120-30 revision 0.04);
The uss of the Internet in an
Academic environment to
commersially supply and
suppyt soffware products.

Qs1121-30

0.03

98\06\03

Draft

\p\reportsiesi12130.003.doc

MSc Technical paper: The
use of the Internet inan
Acadeiric enviranment to
commercially supply and
support software products.
{identical to QSI 121-30
revision 0.03 with only single
authorship)

Qs1M21-31

0.01

9B\06VD

Draft

\ip\reportsigsi12131.001.doc
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Technical paper PD: Quality
aspects of software product
supply and support using the
Internet

Qsl 122-10

0.01

98106113

Draft

\ip\reportsigsi12210.001.doc

Technical paper: Quality
- aspects of software product
supply and support using the
Intemet.

Q5H22-30

6.03

28\06\02

Draft

\ip\reports\gsi12230.003.doc

MSc Technfcal paper:
Quality aspects of sofiware
product supply and support
using the Internet. (Identical
to Q431 122-30 revision 0.03
with ordy single authorship)

Q5i122-31

0.01

98\06\08

Rraft

Mpireportsiqsi12231.001.doc

Project QSI Research
Review

Qs 130

0.22

28\06\02

Draft

\p\reportsigsi130.022.doc

Project Learning from the '
QS1 Project

QSi140

0.02

98106102

Draft

\tpwreports\gsi140.002.doc

Project: Bibliography and
references

QSI 150

0.01

o8\05\14

Draft

\tp\reportsiqei150.001.doc

TECHNICAL PRODUCTS (Software Product Development)

Product Functional
Specification

Q51200

1.00

o707

Approved

TRl FiY L]

Q51 2031
section
26

Wp\software\nsi200.100

QS10D1.104.doc

Renlsion 1.04 10 June 1998
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154 Shopper User Reference | QSi210 1.00 980602 | Approved | 9EW0B\02 Qs 2053 \tp\softﬁare\qsiZ‘l 0.100.doc
Manual : 1 section
- 2.4
Edge Diagrammer Diagram Qsl210-01 0.01 oni204 | Draft - - tp\software\gsi2 1001.edg
of Shapper Interface —
shopper fogged out
Edge Diagrammer Diagram Q81 210-02 0.01 SAI204 | Draft - - Mip\software\gsi21002.edg

of Shopper Interface —
shopper logged in

154 Manager User asta2m 1.00 98\06Y02 | Approved 98\0eN02 Q512053 \tp\.soﬂware\qsi211.100.doc
Reference Manual section :

24
Edge Diagrammer Diagram asi 211-01 0.01 98\4\ts | Draft - T o- \tpisoftware\si21101_edg
of Manager interface
Product Test Specification 2 Qsi 220 1.00 98\06\06 [ Approved | 98\16\02 1512053 | \tp\softwarelqsi220.100.doc
— Shopper Interface section

24
Test Report Template 2 - QS1220-10 1.00 88\WE\06 | Approved | 98W0B\02 Qs 2053 \tp\soﬁwafe\qsmmaj 00.doc
Shepper Interface _ section

24
Product Test Specification 3 Qsl 221 1.00 9B\E\0E | Approved | 98W06\W02 Q512053 | Up\softwaretqsi221.100.doc
- Manager fnterface _ section

24
Test Report Template 3 — Qsl 22110 1.00 | 98\DS\06 | Approved gawe\2 | QSI2053 Mp\softwaretqsiz2110.100.doc
Manager Interface . section

: ' 24
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Product Test Specification 1 Qsl 222 180 O8\DB\06 | Approved | 98\0602 1 asi2053 \ip\software\qsi222. 100.doc
— System and Database _ section’ :
24
Test Report Template 1 ~ Qsi222-40 | 1.00 9B\ISWOB | Approved 8\06\02 QS[ 2053 | Wpisoftware\qsi22210.100.doc
Systerm and Database | section
. 24
IS4 High Level 2 — Shopper | QS 230 | 1.00 | 980408 |Approved {98\04\08 | QS12049 | \p\softwarelqsi230.100.doc
Interface section
o | 23
Edge Diagrammer Diagram Qs 230-07 1.00 |o8\w0408 |Appioved | 9B\D4AWB | QS12046 | pisoftware\qsi23001.edg
of Shopper Intetface ; secticn [
Modules — shopper logged ' 23
out
Edge Diagrammer Diagram Q81 230-02 1.00 g8\04\08 | Approved 5810408 QS 2049 | Mip\softwarel\nsi23002.edg
of Shopper Interface section
Modules — shopper logged in 23
1S4 High Level Design 3 ~ QSl1 231 1.00 OB\M\08 | Approved 98\04v08 Q312049 | Mp\sofiware\gsi231.100.doc
Manager Interface ' section
2.3

Edge Diagrammer Diagrarm QS 231-07 1.00 | 98\04\08 | Approved as\u4\08 QSI2048 | \ip\software\qsi23101.edg.

of Manager Interface secfion
Modules 23
154 High Level Design 1 — Qsl 232 1.01 o8\04\17 | Approved 9B\06\D2 QSI 2053 | \tp\software\qsi232.101.doc
System and Database section
2,10
QS1001.104.doc Revision-1.04 10 June 1998 . Page 1
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1S4 Low l.eve! Design 2 - Q81 240 1.00 98\04\08 | Approved ggi0a08 | Qs 2049 \tp\sofiware\qsi240. 100.doc
Shopper Interface : section
2.3
154 Low Level Design 3 — Qsl 241 1.00 98\04v)8 | Approved 98\04\08 QSI 2049 | ip\software\gsi241. 100.doc
Manager Interface section
23
1S4 Low Levei Design 1 — Q51 242 1.01 9810408 | Approved 98\06\02 QS12053 | \ip\softwarelgsi2z42.101.doc
System and Database section
210
Code elements Qs 250 | Refer to QSI 001-20 '
Technical Reference Manual QSI 270 ' Iricorparated in the High and Low level design serjes.
Product Verification and Qsi 280 Not crested
Validation
TECHNICAL FRODUCTS {Frofect specific)
Operating System QSI1300 0.01 970308 | Draft - - - Mpisoftwareigsi3d0.001
Investigation
154 Administrator QS5i310 1.00 28\04122 | Approved 2804122 3512051 | \tp\software\nsi310.100.doc
Procedures : section
2.3b
Quality Issues Relating to Q51330 1.03 |oawsw2s | Approved |9705\3 | QSI2017 | Vip\sofiwarelqsi330.103.dac
Software Product Supply and section
Support using the Intemet 25
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Requiremnents for soffware QS! 340 1.00 SNON1T | Approved gn0s20 QSI2035 | Mpisoftwarev)si340.100
developers and suppliers section
using the 54 2.4

TECHNICAL PRODUCTS (Toofs used on the preject)

QS 380 \ip\taols
Microsoft BackOQfice {4 Qs 381 - - - - ' - Contained on CD
CDS)
Microsoft Site Server Qs 382 - - - - - Contained on CD
Microsoft Visual Studio QS 383 - - - - - Contained on CD
Edge Diagrammer QS1 384 - - - - - \tp\ools\Edgwin. zip

| TECHNICAL PRODUCGTS (Server ceriification) (QSf 400-450)

154 Cerlificate Request fite GS! 400 0.0 aBoNIs | - - - I \ipisoftware\certificatelisd.001.req

1S4 Key set backup Qsi 401 0.01 984S | - - - \ip\softarelcertificatelis4.001.key
1S4 Cerfificate file Q8S1402 0.01 gB\adNISs | - - - \ipisoftware\certificatelis4.001.cert.txt
IS4 Key set and certificate Q5[ 403 0.0% aB\04ts |- - - \ipisoftware\cerdificateVisdcart.001.key
backup

IS4 Cetificate Requestfile | QSt404 100 | 98\04u5 |- - - \tp\software\certificatelis4.100.req

154 Key set backup - (S1 405 100 |98wais |- - - \tp\software\certificatetis4. 100 key

QsI061.104.dos Revision 1.04 10 June 1998 Page 13
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154 Cedificate file QS1 406 100 asn4R0 |- - - tp\sofiwareicertificate\is4. 100.ceri. txt
1S4 Key set and certificate QSI 407 1.00 omod20 - |~ - \tp\softwarel\certificate\is4cert 100 key
backup '

 TEGHNICAL PRODUCTS (Reference Malerial) (QSI500— QS1699) Refer to QSI001-10 for L erature Reference Documentation List

TECHNICAL PRCDUCTS (Reference Malerial) (QSIT00— QSI899) Refer to QSI001-2¢ for Software Source List

TECHMICAL PRODUCTS (Project Web support}

Project personnel QS! 900 - o864 | - - - Wwwwiqsiono.htm:
information page .

Image(s} of project Qs g0 - g8ewnd | - - - Wwwwigsian0.jpg
member{s}

Project Information Page{s} Q51940 - e8\6vn4 | - - - Wwwwasig40.him

QUALITY RECORDS {Correspondence}

QSi 1000 \gatcarrest
BB confirming commitment | QS] 1001 0.01 |96W0802 |- - - \qaleorresio608022w.bb1
to MSc and reply fron AW
Titte and summary of Qsi1o02 0.01 9B\0BV28 | - - - hammswsﬂazgaw.bb1
proposed MSc
Enquiry about FRD funding Qsi1003 0.0 oB\08\09 | - - - \qa\corres\96090%2aw.bb1
and raply from AW ' :
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Further information from AW Qsh1004 0.01 8BYISVID | - - - \galcomes\96091 0aw. bl
regarding funding
Information regarding PGP QSI1005 0.01 gno2v2 |- - - alcorres\970212ic = 1
frar - mpbel _

| Initial cerrespondence fram ) Q511008 0.0 g7 |- - - \qalcorre=\970217hv.bb1
Hannes van Rensburg at
Sanlam
Message irom BB to Hannes | QSMQ07 0.01 o0 |- - - \galcomes\970220bb. v
van Rensburg outlining his
MSc
E-mail from Hannes van Qsihoos o gnozes |- - - \nalcorres\B70225hv.bbt
Rensburg oullining his work
in this field
E-mai from BB to Hannes QsI1009 0.01 |on2e6 |- - - \qalcorras\870226bb, vt
van Rensburg .
E-mail from Hznnes to BB QSsI010 0.01 o727 |- - - \qa\comes\970227hv.bb1
outlining Desk tap
Broadeasting
Advice from Steve Shulman Qso1011 0.0 gnoaee |- - - \na‘corres\970428ss.bb1
regarding the use of Java
Proposed letter from BB to Qsi1012 0.01 anosvs |- - - - \gqacorres\970521bb.m=1
Microsoft regarding
sponsoring of software
E-mail from BB to Gordon . Qs11013 0.01 on\0s2e | - - - \gacorres\970513bb.gat
Ashhy
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Second E-mafl from BB to QS! 1014 001 |omose |- - - \ga\corres\970519bb.ga2
Sordon Ashby
E-mail from BB to Tony QS| 1015 0.01 o7\05ses | - - - \galcorres\870519bb.111
! ewis regarding VISA in SA
Reply e-mail from Gordon Qsl1016 0.0 g7\05\26 |- - - \ga\corres\@70519ga.bbt
Ashby io BB
Reply E-mail from Tony Qs 1017 0.01 onosRes |- - - \galcorres\9705191.bbi
Lewis to BB regarding VISA
in SA
Further e-mail from BB o GSIo18 0.01 gA0s2e f - - - \qalcorres\970520bb.gat
Gordoh Ashby :
Reply e-mail from Gordon Qsi1019 o 970526 | - - - \qa‘coress\970520ga.bbl
Ashby
Reply e-mail from Gordon Qsl 1020 0.01 o056 | - - - \gaicoress\970520ga.bb2
Ashby
letter of confirmation of Qsio21 0.01 anoswee | - - - \nalcoress\a7052 1aw.xx1
registrafion from AW
E-mail from BB to Christo Qs11022 0.01 e7ws28 |- - - \natcorres\070523bb.cvt
Vrey at ABSA
E-mail from. BB to Christo Qsi11023 0.01 an0s28 |- - - galcormes\870526bb.cv1
Vrey at ABSA _
Reply e-mail from Christo Qsl1024 0.01 o7\05es | - - - \na\coress\970526cv.bb 1
Vrey.at ABSA
Revision 1.04 10 June 1998 QSI001.104-cloe
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Letter from BB o Richard Qst 1025 0.01 angs29 | - - - \galcoimes\370529bb.rb
Bowsher at First :
Conferences
E-mail from B& to Johann QSi 1026 0.04 9noe\03 | - - - \galcommes\a70603bb,jb
Bezuidenhout at IBM
Telephonic conversation 51 1027 0.01 gnos\ws | - - - \qaicorres\970603ve.bb1
between BB and Val English .
of 1BM
E-mail to John V at Q311028 0.0 97\06W4 | - - - \qalcorres\970604bb.jv1
Bankgste.
Telephoric corversation Qs! 1029 0.01 |97TWBV2 |- - - \qa\corres\970612bb.dhl
between BB and Daren
Harris of IS Security
Telephonic conversation QSsl 1030 0.01 gnoevz | - - - \na\corres\S70612bb.pg1
belween BB and Paddy Grey
of ECNET
E-mail fram BB to Verifone QSI1 1031 0.01 anosv17 | - - - \na‘corres\@70817bb.vil
concerning pariners in RSA
E-mai! from BB to Paddy QSt 1032 0.01 | 9nosis |- - - \galcorres\870618bb.pg1
Grey of ECNet requesting a
meeting
E-mail from BB to Val Qs11033 0.01 ano6vis | - - - ‘\qa‘corres\970619bb.vel
English requesting SET
pricing.
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E-mail from BB fo Val Qsk 1034 0.01 gnos2g |- - - \qa\oon‘eé\Q?UﬁZObb.vﬂ
English :
E-mait from Val English fo Q! 1035 0.01 snoeeg |- - - \galcorres\970620vs.bb1
BE conceming [BM's product
pricing
E-mail from Val English with Q51 1036 0.01 g7eR0 | - - - ‘\qalcormes\970620ve bh2
more info regarding IBM SET
pricing
Telephonic conversation Q3! 1037 0.01 97\06\26 | - - - \ga\comres\870626bb.tpt
between BB and Tim Price of
Mastercard regarding further
SET development.
- E-mail from BB to Tim Price Q5! 1038 a.01 gnos\3g | - - - \galcorres\970630hb.tp1
at Mastercard
Letter fromn BB to Tim Price QS 1039 0.01 97\06\30 | - - - \ga\corres\9705630bb.ip2
at Mastercard. Attached to
Qsi 1038
Discussinon between BB, Qsl 1040 0.01 anonp] |- - - - \qalcomes\o70701bb.ms1
Ursula and Prof. Landy and
Cathy Cutayar of Microsoft
Fax from Miccosoft Qs! 1041 001 [orwrotr - - - hardcop
E-mail from Stephan Brandt Qsl 1042 0.01 o0M0g | - - ' - \ga\corres\970709sh.bb1
regarding services offered by .
Destiny
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E-mall to David Marcus at Q.| 1043 0.01 | 970nI0 |- - - \qacorres\8707 10bb.ms+
Microsoft regarding Site
Server _
E-mail to Davig Marcus Qsl 1044 0.01 o723 |- - - \gatcormres\970723bb.ms1
requesting follow up
information regarding Site
Server
Telephonic conversation QSi 1045 0.04 e FA AR ) S T - - \galcomes\970731bb.av1
between BB and Altmaar
" Visser of FNB
Registration card sent to Qs 1046 0. g7oswe |- - - hardcopy
Microsoft for Site Server
Telephonic conversation QSi 1047 0.01 gnoswe |- - - ‘\qaicomres\970508bb.cm1
between BB and Colin Milis
of Standard Bank
Proposed list of people to QS1 1048 0.01 groees |- - - \galcorres\970825bb el
invite to EE Open Day
Thank you letter from AW1o | QSi 1049 001 |omoewo |- - ] \ga\comes\970830aw.mso N
Microsoft
Letter of acceptance to Qs! 1050 - aroges |- - - Hardcopy
SCISCIT
Thank you letter from: BB to QSsI1051 - g3 | - - - \ga\corres'971013bbh.ms1.doc
Microsoft

QSI001.104.doc
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E-mail from Darren Hamis o Q8Si 1052 - 7008 [~ - - \ga\cormes\g70808dh.bb1
BB regarding release dates )
of Sel version 1 software
E-mail from Darren Harris to QSt 1053 - gnosvis | - - - \ga\corresi970916dh.bbd
BB offering the trial use of
Verifone software
" Microsoft Registration Gard Qsi 1054 - g2t | - - - Hardcopy
for Site Server '
Letter of thanks from AW {o Qslt 1055 - antozs 1 - - - Hardcopy
David Marcus at Micrasoft '
£-mail from BB to Darren Qsl 1056 - ggw1vi3 | - - - \qalcorres\980113bb.dhi.xt
Harris at intemat Sclutions
regarding SET
Reply from Darren Harris to Q51 1057 - g8\0nNIe | - - - \qacorresi980116dh.bb1 bt
B8s e-mail :
E-mail from BB to Darren QsSl 1658 - aB\0ivie |- - - \qa\corres\880116bb.dh1.ixt
Harris at Internet Sojutions
regarding SET and SSL
E-mail from BB to RHL QS 1058 - ggo1i19 | - - - \qalcomes\380119bb.rh1.txt
regarding the software in
552300.001
Document from BB to RHL Qs 1660 - agvtie | - - - \gatcorres\980119bb.rh2 doc
with questiens relating to the
code in s5a300.001
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E-mail from BB to Verisign Q51 1061 - 98\02103 |- - - \ga\corres\0B0203bb.vs1.bxt
enquiring about an SSL
certificate. )
Letter of enquiry from Qs] 1082 - aawoA03 |- - - - \qa\curres\SBDZUBvs.bM B
Verisign io BB
Reply from Verisign Qsi1063 | - 98102103 | - - . \qa\comes\980203vs.bb2. tet
regarding BBs enquiry (QSi
10861)
Reply from BB to Verising in Qst 1064 - gewg | - ' - - \qa\corresigB0204bb.vs1.txt
cennection with QS{ 1062
Message from Darren Harris | QS1 1065 - ggvAn06 | - - - \gatcames\980206dh.bh1.b¢t
to BB cancerning the
Verifone SET products
Message from BB to Darren QSl 10686 - gBo2vi1 | - - - \qa\comes\880211 bb.dhi.txt
Harris with questions about
the Verifone products
Reply from Darren Harris Q™ 1067 - FogoA | - - - \gatcomesteB021 1dh.bb. b
with answers to BBs :
questions
Message from BB to Darren QSl 1068 - gaewAtt | - - 1 - \qalcorres\980211bb.dh2.tt
Hariis requesting a meeting '
Message from Verisign to Q351 1069 - gawp2v1z | - - - \gatcorres\98021 2vs.bb1.Ixt
BB indicating that they cant
provide a price reduction

QS1001.184.doc Revision 1.04 10 June 1598 . Page 21




QSl001 : ___Master Document List ' : ' . Q8sl

Document Name Document |Revision | Revision | Document | Date Minute : File Reference
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Niessage fromi DH to BB Qsl 1070 - ogw2i1 | - - - - { \qa\corres\980211dh. bh2. xt
saving that they couldn’t
meet
Message from BB to DH with | QS 1071 - i b - - ‘qa\corres\9802 1bb. dh3.bd
guestions about VPOS :
Mail from Darren Harls with QS 1072 - gav2vis |- - - \ga\corres\980218dh.bb1.txt
answers to BBs questions
about VPOS
Mail from Verisign to BB Qsl 1072 - {9805 | - - - \gqa\coires\880415vs.bb1.ixt
confirming the order of a
digital ID
Mail from RHL to SQO Team | QS| 1074 - a5\05\06 | - - - \gatcorres\980506r bixl.ixt
regarding the SOQ
encryption
Mail from BB to SOQ tearn Qsl 1075 - o8\wswe | - ' - - \galcorres\080508bb.sog1.txt
regarding the QS| encryption
Mail from BB to SOQ team Qs11076 | - Sg\0s\06 | - - - \gaorres\980506bb.s0q2 txt
regarding the QS| encryplion ]
Mail from RHL io BB Qsl 1077 - ag\os\t | - - - ‘\qalcorresi880507r.bb1.bxt
regarding the SOQ 1
encryption
QUALITY RECORDS {Agenda's and Minutes)
' " Q812000 \qalminutes
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Minutes of meefing held with QSl 2001 - S\01vI0 | Approved a7\02v1g QSI2003 \qa\miﬁutes\mm 10-1,min
BB and AW. section

22
Agenda for meeting between | QSI2002 - 9n0IM0 | Approved | 97\02\19 Q812003 | \na\minutes\970219-1.agd
BB and AW section

21.
Minutes of meeting held with Q312003 - a7\02\19 | Approved SnoA28 QSI2005 | \ga\minutes\870219-1.min
8B and AW, section

22
Agenda for meeting between Q512004 - a7\02\27 Approved gn02\28 Q32005 | \ga\minutes\970228-1.agd
BB and AWV . section

- 21

Minutes of meeting held with QSI2005 - ano228 | Approved o312 QSI2008 | \ga\minutes\970228-1.min
BB and AW seciion '

22
Minutes of meeting held with Qsi2006 - g7\0N01 | Draft - - \qa¥minutes\870301-1.min
Smarinet ISP
Agenda for meeting belween QsI12007 - 9\03\I1 | Approved o032 Q512008 | \ga\mimHes\B70312-1.agd
BE and AW : section

2.1
Minutes of meeiirg; hetween QSI2008 - 9NO312 | Approved ralixiv. ) QSI2010 | \ga\minutes\270312-1.min
BB and AW ' section

21
Agenda for meeting between | QSI2008 - 9Nno323 | Approved 97\0325 | QSI2010 \gaminutes\870325-1.agd
AW and BB section
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BB and AW .

Page 28

Revigion 1.04 10 June 1998

QSi001.104.doc




Qs _ Master DocumertList | | Qsi001

Docurﬁent Name | Document |Revislon | Revision | Document | Date | Minute File Reference
Number Number Date Bfafus approved | Refer-ence

QUALITY RECORDS ¢Audit reports)

QSi 3000 ' \galauditrep
Project initiation Audif report QSI3001 . 97\0326 | Draft - - \gatauditrep\S706pil1. par
Project in progress Audit Qs! 3002 0.01 onieR2s | Oraft - - \qa\auditrep\370¢{p01.par
Report
Project in progress Audit QSi 3003 0.01 |970925 | Draft - - \galauditrep\@706ip02.par.doc
Report
Project in progress Audit Qsl 3004 0.01 88\01\v16 | Draft - - \qatauditrep\97086ip03.par.doc
Report i
Project in progress Audit Qs! 3005 .01 gB\O3\8 | Draft - - \qalauditrep\8706ip04. par.doc
Report

QUALITY RECORDS {Documant Issue Notices)

QSI 4000 : \gainoticesh
DIN for 18 February 1997 Q314001 0.01 97\02vi8 | Draft - - \gainotices\970218-1.din
DIN for 20 February 1897 QSI4002 0.01 S7\020 | Draft - ’ - \qalnotices\970220-1.din
DiIN for 3 March 1887 QsS14003 0.01 97\03\03 | Draft - . - \gatnotices\970220-1.din
DIN for 19 March 1997 Q814004 0.01 g7\o3\M9 | Draft - - . \ganotices\970319-1.din
DIN for 26 March 1997 T Q8140056 0.01 S70326 | Draft - - \ga\notices\970326-1.din

QSI001.104.dac Rewvision 1.04 10 June 1998 Paga 20



Qs1001 __ MosterDocumentlist . - - @8

-

Documsnt Name Docutnent |Revislon | Revislon | Document | Date | Minute ~ File Reference
Numhber Number Date Status approved | Refer-ence ' o
DIN for 18 April 1997 QSI006 001 |omoava |Dmft |- .  \qatnotices970418-1.din
DIN for 29 April 1997 QSHK007 0.01 |97\D420 | Draft . - |'ga\notices\970429-1.din -
DIN for 13 May 1997 | asi4008 001 {97053 | Dratt - - D \ganotices\970513-1.din
DIN for 17 July 1857 QS 4009 001 |97077 | Dratt - - \galnotices\870717-1.din
DIN for 10 December 1997 | QS1 4010 001 |97v2\0 | Draft - T \ganolices\871210-1 dindoc

QUALITY RECORDS (Call for Review)

QSI 5000 \galreviews
Call for review to SOQ group QsIsint 0.01 | 9NOA30 | Draft - . \qatreviews®, 7 (0430-1.cfr
for document QSI200
revision 0.02

QUALITY RECORDS (Project Issue reports)

Q51 6000 \qalissuerept

QUALITY RECORDS (Product Problem Reporis}

Q81 7000 \ga\problemst

QUALITY RECORDS {Inspection-and Review Records)

Page 30 Rewisfon 1.04 10 June 1998 QSID01.104.doc



Qsi Master Document List Qsi0d1
Document Name Document  |Revision | Revision Document Date Minute File Reference
Number. Number Date Status . | approved | Refer-cnce
QSI 8000 ' \qalinspecinst
. QUALITY RECORDS (Backup and archives)

Q51 8000 \galbackupst
Weekdy backup regisier QS1 9100 0.1 9\08\08 | Draft - - \gatbackupsigsio100.doc
template
Weekly backup register Q518101 0.01 8no8we | Draft - - \qatbackupsigsisi01.doc
Six monthly backup registér QSI 9200 0.01 o7\08\08 | Draft - - \gatbackupsigsio200.doc
template
Six monthly backup register QS1 5201 0.01 gno8\08 | Draft - - \ga\backups\qsio20.doc
Source code Archive QsS! 9300 0.01° |97M0ov6 |Draft - - \qa\backupsiqsig300.doc
Register template
Source code Archive QS 9301 0.01 97\00\16 | Draft - - ‘gatbackupsinsio301.doc
Register
Weekly backup register of Qsi 9401 0.01 98\02112 | Draft - - \galbackupsiqsid401.doc
the Dolphin workstation

QUALITY RECORDS (Financial Records)
QS| 10000 \ga\finance\

QUALITY RECORDS (Sofiware Product Test Records)

QSIR01.104.doc

Revision 1.04 10 Jupa 1938

Page 31




Qs1001 Master Document iist
Document Name Document iRevislor_l Revision | Document {  Date { Minute File Reference
Number Number Pate Status. | approved | Reference ' -
Qst 11000 ) | \gattestst _
Test of the 154 Shopper QSt 11001 001 |o8wews | Draft | \qaMtests\980606-1 tes.doc
Interface o . :
Test of the |34 Manager QSE11002 0.01 98\D6\06 | Draft . \qa\bests\gﬂﬂﬁﬂ'ﬁ-z.tes.duc .
interface _ .
Test of the 1S4 System and Qsi 11003 0.01 98\06\09 | Draft Waﬂesm\gﬂﬂﬁﬂ}1 Les.doc
Database
]
Revision 1,04 16 June 1958 0SI004.104.do .

Page 32




Qs | Quality Plan Doc. No. @SI003

Quality Plan
Management Product

Version 1.00

Document Status: Approved

Q51003.100.dac Veraian 1,00 26 May 1908 ' Paga i



Doc. No. Q51003 Quality Plan Qsl

Table of Contents

Table Of CONLENES .ovvveeerrrenrrreessnsrarssesssarssssresssssnsresssesssssassnsaresnsssenns SO |
Change History........cuummnnnae PP cunnnensssreanssansrennadY
Configuration Control........ccccnnscmeenrsannnn e IV
Document HIS{orY .. rissisinsssussssans s eessssenssansssssnessane vrvesnanes iv
'Revision History ........ RO iv
Managemant Authorisation....c i o s iv
Change Forecast....... P jv
1. Scope--.---.-..qlIIIl-ill-|||'|.'. lllll illl'i.!!l"l.'.ll‘ll.li lllll EEmEpEEgdAddiEEEEETEEEEDE FANREEEEENE 1
1.1 Introduciion .. CaESIANsISLIN LA AIS S SRR N AP LI ERRA PSR R R AR S R 1
1.2 Product OVerviow .. v s s Wl
1.3 Audienice .....c.uenues : - —
1.4 Applicable DOCEMENES ..cccvriumminssesmrssestssiesranmessssmssiissrssmssinnrassnssanseassnssens 2
1.5 Requirements Traceabilify ....commmmsimmimsnscanmneiene RS, 2
2l Quality ObjectiVESIC lllllll I.‘l.'"lIlll.- lllllll AFPNSNELEN At nEEnnhu FPRAANANNdaniay IIIIII"'IIS
2.1 Process QUAality ODJECHVE .urummmmimmssrissermmsisssissnssssssisssessssessiasossonsas 3
2.2 Product Quality Objectives ... S 5

3I Quality P‘equiremenwIIIII‘UOIII'III'I lllllll flllllllllIllllllillil.ll'llllllllli.lIIllIlllllﬂg

3.1 Responsibility for Organisation and management of Quality Activities... 9

3.2 Contract Arrangements crrrnnre e Crneemmnran R 8
3.3 Design Management ... - B |
3.4 Document and Data Control........... . ST, -
3.5 Supplier Control........cumeune orannens [,
3.6 Control of Customer Product.......c.ocisarensiances ; P g

Page if Varsion 4.00 28 May 1958 Q=s1003.100.doc



Qsl . Quality Plan Doc. No. QS1003

3.7 Configuration Management . _ vermnenese B
3.8 Process Managetment.. ' ' .16
3.9 Test Environment 10
3.10 Test Records 10
3.1 Corrective and Preventative Action .. 10
3.2 Media Control.. , -1
3.13 Records : : SO——— |, |
344 Project Audits PR |
318 Training NEeds. .. auiemssmmrsrssscasssesssansssss wassenmseesmsssssasassanes 11

QSI003.100.doc Werslon 1.00 26 May 1988 Papa iii



Doc. No. QSIN03 Quality Plan Qsl

Change History

Configuration Control
Project: Qs
Title: Quallty Plan
Doc. Referance: CAASIMPAQSI003.001
Created by: B. Braude
Creation Date: 21 January 1097

Pocument History
Version Date Status Who Saved as:
0.01 970121 Draft BB
1.00 970312 | Approved BB

Revision History

' Verslon Date

0.0 o702 Document created using qst122-10 revisfon 1.00
1,00 97\03\12 | Document approved, '

Management Authorisation
Version Date Status Project Minute Reforence
1.00 g7\03vi2 Approved Q512008 saction 2.3

Change Forecast

Page iv Verslon. 1,00 26 May 1998

Q3S1003.100.doc




Qasi

Quality Plan Doc. No. QSI003

1. Scope

1.4 introduction

This document defines the contents and format of a Quality Plan for this
project, in terms of the quality requirements of the SEAL Quality
Management system, as defined in QS 122 SEAL QMS Quality Policy.

This document specifies management tasks and responsibilities related to

quality, and describes the toois and/or systems that will be used to -
maintain product quality.

1.2 Product Overview
The QS! project will involve the investigation of the quality aspects of
software preduct supply and support using the Internet. Based on the

investigation into the quality standards, an electronic internet system Is to
be developed to supply SEAL software products via the Internet,

1.3 Audience

The audience for this document comprise the various stakeholders of the
SEAL, including:

¢ fulltime members of the SEAL

o All fultime and parttime post-graduate students associated with the
SEAL

¢ Members of the SEAL Management Board

+ Head of the Department, Electrical Engineering

» individuals who will perform internal and external surveillance audits of
the SEAL Quality Managemen: oystem,

¢ Product developer

» Product Manager

Qs)003,100.dac Yersion 1.0D 26 May 1998 Page 1
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1.4 Applicable Documents
1.4.1 Standards
SEAL QMS Document Layout, Presentation and Typesatting Guids, QS
003, Reavision 1.00, 3 October 1894

1.5 Requirements Traceability
a. 1S0O 9001 (1934) Clause 4.2

Page 2 Varsion 1.00 26 May 1958 GS1003. 100, do
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2. Quality Objectives

2.1 Process Quality Objective

a.

The QSI system is to be develeped within the SEAL QMS and comply
with all of the relevant SEAI. QMS requirements.

The system is to comply with Standards requirerents for the supply of
software via the Internet, as determinad in the investigation into the
relevant Quality Standards (Refer Product Description, QSI004)

With reference to 1SO/ |IEC 15504 part 2, the project is to be developed
using processes that comply to the foliowing capability levels for the

following process dimensions:

SN "y .o d LTV ;

e 3.
Acquire Softwa 2

No organisation wide procedurs,
Prosess will be developed and
. documented for this profect.

cus.2

Manage customer needs 3 Must sispport the stated business
goals of the organisation, Uses
crganisation wide procedures (PD,
PFS, QP)

cus.3

Supply sofiware 2 No organisation wide procedure,
installation will form part of the
develop:nent and is unique to this
project.

Cus4

Operate suftware 2 The operation of the software i
speclfic to this project and not to the
buslness wide procedures.

CuUs.5

Provide custemer service N/A - beyond
the scope of
thls project

ENG. 1

Develop systam 3 Uses organisation wide process of
requiretnants and design seftware development that will bs
tailorad for this pracess, (Product
Functiona, 3peclfication, User
Reference Manugl)

ENG.2

' Develop software 3 © Uses organisation wide process of

raquirements software development that will be
tallored for this pracess. (Product
Functional Speclfication, Usar
Reference Manual)

GS1003.100.doc
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ENG.3 evelop software design 3 Uses arganisation wide process of
softwara development that wil he |
tallored for this process, (Migh Level
Design, Low Leve! Dasign)

ENG.4. implement software 2 The implementation of the design is

design specific to this project and does not
follow any standard procedure,

ENG.5 Integrate and test 3 Uses organisation wide process of

software software development that will be
\sllored for this process. (Product
Test Specification, }

ENG.B Integrate and test system 3 Uses organisation wide process of
software development that will be
tailored for this process, (Product
Test Speclfication)

ENG.7 Maintain system and Not

software applicable -
beyond the
scope of this
project.

SUP.A Develop documentation 3 Carried out based on organlsationai
wlda procedures (Master Document
Liat)

suUP.2 Perform config.ration 3 Carried out based on organisational

management wide procedurss (Configuration
Management Plan)

B8UP.3 Perform quality assurance | 3 Carried out based an orgénisatlon
wide procedures (Quality Plan)

SUP4 Perform work pradust 3 Carred out based on organlsation

verification wide procedures (Requirements
Verification and Validation
_ Template)
SUPS5 Perform work product 3 Carrled out based on organisation
validation wide procedures {Requirements
Verlfication and Validation
Template)

SuP.8 Perform joint reviews 3 Carried out hased on organisaticnal
wide procedures (Student/
Supeyvisor meetings)

SUP7 Perform audits 3 Carrled out based on organisationa)
wide procedures (SEAL project
audits)
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SUP.8 Perform problem 3 Carried out based on organisational

resalution wide procedures (SEAL QMS)

MAN.1 Manage the projsct 3 Carried out based on organisational
wide procedures {SEAL GiVS)

MAN.2 Manage quality 3 Carried out based on organisational
wide procedures {SEAL QMS)

MAN.3 Manage risks 2 Process is specific to this project

: and not carrled out on ah
organisation wids basis.

MAN.4 Manage subcontractors 2 Process is specific to this project
and not carried out on an
organisation wide basls,

ORG.1 Englneer the business N/A on the

project level

ORG.2 Define the process N/A on the

project level

ORG.3 Imprave the process N/A on the

' project leve!

ORG.4 Provide skilled human Nis onthe

resources project level

ORG.8 Provide software N/A on the

engIneering Infrastructure project level
2.2 Product Quality Objectives
 Quallty aharactaristio | Product raquirements. -

1. Functionality

1.4 Accuracy 1.1.1 The ¢redlt card, username and password and softwars encryption

key information are to be 100% acclrate.

1.,1.2 Statistics prasented to the system administrater are to be as
accurate as required by the customar, This will be specified further
after the development of a Product Functional Specification,

1.1.3 The accuracy of infarmation Input by & user is dependant on the
spaclfic user being accurate, This s to be aenhanced as far as
possible Lv creating user frllandly and well commented user
Inmelfaces, lnput masks can also be used to enhance user input

QS1003.100.doc Varslon 1.00 26 May 1998
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accuracy.

1.2 Suitability 1.2.1 The software to be developad |s to meet the customer's
' requirements as specified in the Product Descrlption.

1.2,2 The system is also to be sultable to users for the use of the
system, Therefore other payment systers ars to be investigated and
resedarched in order to determine market norms prior to the
devalopment of the QS| system,

[ 1.3 Interoperabilily 1.3.1 The system is to interoperate with other facllities such as the larger
: SEAL Web facility and the specific product pages.

1.3.2 The system Is also to interoperate with the intemational system
used for the payment mechanism.

1.3,3 The system is also to Interoperate with the SPICE encryptlen fool
mechanlsm.

1.3.4 The system Is to Interoperate with standard Web browsers such as
Internst Ex«plorer 3 and Netscape Navigator 3.

1.3.5 The system Is to Interaperate with any standard secure web
server,

1.4 Compliance 1.4.1 The system |s to comply with any requirements as fequirad by the
selected International payment mechanism.

1.5 Secutlty 1,5.1 The system Is to be sufficlently secure so that the effort required to
break into the systain and obtair information far outweighs tha gain
obtalned by receiving the Information,

2. Reliability

2.1 Maturity 2.1.1 The process that the product |s to perform, Is to be at & level 4 for
Cus.3 (Supply softwars) In the ISO/IEC 15504 standard,

2.2 Fault tolerance 2.2.1 Due to the financlal nature of the tasks of the system, the system
Is to have zero tolerance in errors In critical user information svch as
eredit cards, usernarmes and passwords.

2.3 Recoverability 2.3.1 The system s to be totally recoverable in the event of a disaster

such as hardware failure or fire.

2.3.2 The recovery ime is to be the standard time for a backup
restoration,

2.3.3 The recoverabillty a spacific transaction, should the system fall
during a transaction must be Investigated.
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2.4 Availabllity 24,1 The system |s to be available permanently,

2.4.2 Breaks In avallabllity can however be tolerated In the avant of a
powaer fallure or system fallure, The break in avaitabliity Is not to ba
more than a few hours,

3. Usability

3.1 Understandability

3.1.1 The system Is to contaln features, tachnofogy and documentation
In order to ensure user confidence in the use of the system for
payment of the suppliad product over the Internet,

3.1.2 On the Web interface, QS| system Is to be described,

3,1.3 The functions and use of the QS| system is to be described in
detall,

3.2 Learnabllity

3.2,1 The Web interfave and administrator's interface ang to use
standard layouts and standard controls In order to make the
leamability of the Interfaces as slmple as possible,

3.2.2 Detalled User Reference Manuals are also to be developed,

3.3 Operabitlty 3.3.1 Tha systam is to be slmple to use and irstructions are to be
present within the system (on the Web and administrative interfaces)
to gt 1e the ussr through the use of the system,

3.3.2 T .2 systern must be able to function fully with as minimal
adralnistrative human intervention as possible.
4, Efficiency

4.1 Time behaviour

4.1.1The system {s to have a time response as can be considerad
reasonable for Internat usage.

4,1.2 During usage, the system s to provide information and respond to
user inputs at a reasonable speed, that Is the processing and
download speeds are to be reasonabla for Internet norms,

4.,1.3 Furthaer more the speed of confirmation or reply to Users via e-mall
Is to be reasonable (a few hours).

4.2 Resource utitlsation

4,2.1 The systam must be deslgned and have sufficient resources In
order to allow multiple users to use the systermn simultaneously.

5, Malntainabliity

6.1 Analysabillty

8.1.1 Tha system will be supported b? the standard documentation as
prescribed by the SEAL QMS in order to provide details required for

maintenance and updating, Thls documentation will aide in the analysis

Q§1003,100.doc
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of the QS| systern.

5.2 Changeability

5.2.1 The system will be requirad to be changed in order to meet
changing on-line payment standards.

5.2.2 By developing the system within the Process guallty objective as
defined In section 2.1 above, the changsability of the system will he
maximised.

5.3 Stabllity 5,3.1 The systam must be weli deslgned and documented as defined in
section 2,1 In arder to minimise the unexpected effacts of modIfications.
5.4 Testabllity 6.4.1 The system is to ba well designed and documented in order to
' ensure testability of modifications.
5.4.2 Also the system is to be modularised, Therefore medification to a
module can be tested in that module,
6. Portability

6.1 Adaptabiiity

8.1.1 The systern need not be adaptable to run In other snvironments.
The system ls to be developed for use by the SEAL in a stable non-
changing environment.

6.2 Instaliability

8.2.1 The system need not have a high level of installabillty as the

" development of the system includes the Installation of the system in its

finat environment.

6.3 Co-exlstence

6.3.1 The system should be able to co-exist with any other software in
the same environment..

6.3.2 However dua to security concerns, the system will probably not co-
exist with any other software in the same environment.

.4 Conformance

6.4.1 Due to no raquirement for portabliity existing, standards relating to

portability are not applicable,

i B.5 Replaceability

6.5.1 Not applicable, The system wil not be replacing any other
softwara.

Page 8
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3. Quality Requirements

3.1 Responsibllity for Organisation and management of Quality
Activities

This is defined in the Project Management Plan (QSI005) for the project,
as derived from QST124-10.

3.2 Contract Arrangements

Q51007 - Post graduate MSe proposal is the contract in hardcopy form in
the project binder.

3.3 Design Manag_ement

Refer to the Master Document List (QSI001) for details regarding the
design documentation that wilt be d'evelope'd In this project,

Refer to the Project Management Plan - Work Breakdown Structure for

details regarding the process that will be followed for the design of the
system,

3.4 Document and Da.ta Controi

Document and data control will follow the requirements set out in QS 125,
and will comply with QS185,

3.5 Supplier Control

. Purchase of product and services will comply with the requirements of

Q8126, QSP126-10 and will source product and services using the list of
Preferred Suppliers given in QS190,

3.8 Contro} of Customer Produet

The requirernents of QS127 and QSP327-10 will be foliowed.

3.7 Configuration Management

The raquirements for product identification and traceability as defined in
Q5128 and QSP 128-10 will be followed using the template QST128-70
for developing the Configuration Management Plan for this project.

Q$1003,100.doc Version 1,00 26 May 1998 Page 8
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Refer to the Configuration Management Plan (QSI006) for details
regarding configuration management for this preject,

3.8 Process Management

3.8.1 Documeniation Management

The standard required for documentation management will be applied as
defined in QS 195.

3.8.2 For Education and Training

Refer to the Project Management Plan (QS1005) for details regarding
educaticn and training.

3,8.3 For Software Development

Refer to the Master Document List (QSI001) and the Work Breakdown
Structure (QSI005) for detalls regarding the documentation that will be
developed for software development.

"3.8.4 Test F‘rocedures. Reviews and Inspections

All acceptanee points, acceptances and releases required for the project,
together are identified In the Project Management Plan for this project.

3.9 Test Environment

Refer to the Product Test Specification for details regarding the testing of
the system.

3.10 TestRecords

Refer to the Master Document List (QSI001) and the Product Test
Specification for this project.

3.11 Corrective and Preventative Action

Problems will be reported in meeting and recorded in the minutes of
meetings.

Audits will be carried out to ensure compliance with the SEAL QMS,

Fage 10
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Testing of the QSI system will be carried out according to the Product Test
Spacification and all results will be documented (Refer io the Master
Document List {QSI1001) '

3.12 Media Control

During development of the project, media will be controlled as per details
in the Configuration Management Plan {QS1006).

Delivery of the product will be in the form of e . ation of the product on
the required Web server. .

The final product will be stored as per standard reauirements of the SEAL.

3.13 Records

Reer to the Master Document List (QsIoo)

3.14 Project Audits

These willb-* " cted in terms of the requirements of
a. Q8137 - Internal Quality Audit Policy

b. QS137-10 Internal Quality Audits Prdcedure

c. QST137-10 Templates for Internal Quality Audits,

3.18 Training Needs

Specific tralning needs will be identified as per QS 138 SEAL QMS
Training Policy, and conducted accordingly, and recorded in Q81005
section 4.7 , Training Needs |dentification

Q851003.100.doc wersien 1.00 26 May 1998 Page 11
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1 Scope

1.1 Introduction
The malnh purpose of this document is to define a framework for the
development of the QS| product. The Q3| project will involve the
investigation of the quality aspects of software product supply and support
using the Internet, Based on the investigation into the quality standards,
an electronic Internet system is to be developed to supply SEAL software
products via the Intemmet.

1.2 Applicability
This document is applicable as a Management Product for the SEAL Q81
project. The document defines the dependencies of the project and the
requirements that the project is to address. This document further
specifies the standards to which the proje st development and final product
are to comply. The review procedure for the pro;ect and a high lavel
projert structure are also detailed.

1.3 Definitions
SEAL - Software Engineering Applications Laboratory
WWW - World Wide Web
FTP - File Transfer Protocol
OLTP - Ondine Transaction Processing
LAN - Local Area Network
IS0 - International Standards Organisation
IEC - International Electrofechnical Commission
TC - Technical Committee
JTC - Joint Technical Commitiee
SC - Sub-committee
system - The product as to be developed In the QS| project

QS1004.100
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1.4 Audience '

The following comprise the audience for this document:
a, The developer of this product.

b. The manager of this product development.

c. Mermbers of the SEAL OQ project.

d. Memberé of the SEAL Management Board

e. Head of Department of Electdical Engineering

f. Individuals who perform internal and external audits on projects
undertaken within the SEAL Quality Management System.

1.5 Applicable Documents

1.5.1 Specifications
None

1.5.2 Standards

a. SEAL QMS Document Creation Template, QS 002, Revision 1.00, 11
Feb. 1995

b, SEAL QMS Document Layout, Presentation and Typesetting Guide, QS
003, Revision 1.00, 11 Feb.1995 :
1.6.3 Procedures

a. SEAL QMS Product Review Procedure, QS 004, Revision 1.00, 11
Feb.1995

b. SEAL QMS Exception Reporting Procedure, QS 006, Revision 1.00, 11
Feb.1895 '

1.5.4 Guidelines
None

1.5.5 Other Documents
None

Paga 2 Version 1.00 26 May 1898 Q51004.100
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1.6 Assumptions
None
1.7 ISO 9001 Requirements Traceability

a, IS0 9001 (1984) 4.4 Design Control

b. IS0 9001 (1994) 4.5 Docurment Control

c. 180 9001 (1994) 4.8 Product identification and Traceability
d. 1S0 9001 (1994) 4.9 Process Control

e. ISO 9001 (1994)  4.16 Quality Records

Q51004,100 Varslon 1,00 28 May 1628 . * Pagel
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2 ~Dependencies

2.1 The SEAL QSI project is dependant on the WAWW facilities developed
~ to support the SEAL and the SPICE product. The QS| system will be
developed to interface with these Web facilities.

2.2 The SEAL QSI project and final system are dependant on the Wits
Electrical Engingering LAN and Internet connection in order to provide
access to the QS1 system via the Internet.

2.3 The QS system is dependant on the software product being supplied
having encryption key technology as used by the SPICE product.

Paga 4 Version 1,00 26 May 1998 Qsi004,100
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3.1.2

Requirements to be Addressed

Functional Requirements to be met

Investigation of the quality aspects of software product supply and support
using the Internet

The SEAL QS| project wlll Involve the investigation of the quality aspects
of software product supply and support using the Internet. The
Investigation will involve the examination of the quality characteristics and
requirements arising from the ISO TC 176 (8000 related series) and the
ISOAEC JTC1 SC7 software engineering standards.

Electronic support for SEAL software applications

Based on the investigation into the standards as discussed above, an
electronic Internet system is to be developed to supply SEAL software
products and upgrades,

The system is to mest the following functional requirements (These
requirements will be modified and updated based on the investigation
discussed above):

a. The Q8] sysiem is to allow a user to acquire a SEAL software product.

b. In order to allow for payment of the SEAL software product, this project
- will involve an investigation into on-line transaction processing (OLTP).

c. Once the user has access to the software product, the Internet system
is to provide a means of providing fixes, upgrades and enhancements
for the relevant products. This will require the provision of an
£.ncryption key different to that of the original software product,

d. The system is to provide automatic (e-mail) confirmation to users In
connection with actions and requests made in the system (Refer points
a and ¢ above),

e. The system is to require user identification on entering the system. The
user access is to be limited based on this identity.

f. The facilities that the Internet system provides to a user, are to be
customised based on the user's characteristics. This is based on the
users identification and the information available on the user in the
system's database, That is, elements discussed in point ¢ above are

QSI1004.100

Varslon 1.00 26 May 1988 Page 5



" Doc. No. QSI 004 Product Description Qs

3.2

only to be provided for products for which the user is already
registered,

g. The entire SEAL QS| projact is to be carried out within the SEAL QMS

1.

infrastructure.

The Internet QS| system is to comply with the SEAL Web design
speclfications as defined in the SEAL WWW project.

The system is 10 be secure from unautherised entry and actions.

Non-functional requirements to he met

a, This system s to serve as the key mechanism for SEAL software

product supply,

The system is to provide user confidence In the use of the system as a
sgeure mechanism for the payment of the supplied product over the
Internet.

The system is to enhance the reputation of the SEAL as being a
leading academic software development institution committed to the
development of software within a Software Quality Management
System.

The system is to promote the reputation of the SEAL as being an

- Institution committed to the development and promotion of standards

and methodologies for the development of software within a Software
Quality Management System.

Page &
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4 Compliance to Standards
4.1 Corr "ance required to 1SO 8001 Clauses
To be defined after the investigation into the relevant ISQ9001 standards
as discussed in section 3.1 '
4.2 Co_mplia'rice required to other Standards\Guides
a. The system is fo be developed to comply with SEAL file server
requirements,
b. The systemnis to comply with SEAL Web page requirements.
0S(004.100 Verslon 1,00 26 May 1898 Paga 7
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5.2

5.3

Product Review
Purpose

To define the requirements by which this product is to be validated.

Responsibility

This section will detail the authority (budy) and individuals responsible for
the satisfactory operation of validation.

This group will consist of the project’s core group of members:
o Project Leader
e Project Daveloper

Authorisation of the project and the products thereof is the responsibility of
the Project Manager.

Review Procedure

a. The review procedures are to be camied out by the core group as
described In section 5.2 and the extended core group consisting of the
members of the SEAL of Quality SPICE tool team.

b. The core group is to meet periodically to discuss the project’'s progress
and provide the project with specific direction.

c. All discusslon records from the cure group mestings are to be recorded
in minutes of meetings.

d. All dosuments are to be approved by means of approval of the minutes'
of the meetings in which the relevant documents were approved.

¢. All meeting minutes and document issue notices are to be distributed
to the extended core group via the 1897_08@seal.ee.wits.ac.za
mailing list. :

f. All project documentation Is to be made available to the extended core
group via the SEAL seiver's FTP facility. '

Page B
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6.1

6.2

6.3

6.4

Structure of this project

Purpose
The purpose of the product being developed in the SEAL QS project is to
provide on-line Internet acquisition ahd upgrades fo: the software prodtucts

that have been and are being developed within the SEAL. The actual
methods of support are defined in section 3 of this documen..

Scope

The scope of the project is defined by section 3 of this document and by

~ the Project Manageiment Plan and Work Breakdown structure (QS1005).

Fleid of Application

a. The systsm being developed is to be used by the SEAL in order to
supply software products developed by the SEAL.

b. The system is to be designed and developed to sallow for the
customisation of the system to allow for the supply of any SEAL
software product.

¢. The system to be developed in this project will form part of a wider
Internet facility supporting the supplied tool (e.g. SPICE Web slte)

Limitations

a. The system is furthermore limited by limitations imposed by the Project
Management Plan and the Work Breakdown Structure (Refer QSI005)

k. The project Is limited by the international arrangements for the payment
mechanism, which may not be complete and operational by the end of
this project.

Q51004.100
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B PFS - Product Functional Specification
8 URM - User Reference Manual

® PTS - Product Test Specificatlon

@ HLD - High-level Design

® LI D - Low-level Design

s Coding

®m Integration

m Testing

Qsl

6.5 How this project will be structured

TASK Scheduled Scheduled

| Start Date End Date
| 1. Training (SEAL Summer School) 199701127 | 189702114

2:. Preparatioh of Management Products: 19870110 | 1997\02\28

W QS[004 Produqt Desgription

B QS1001 Master Document List

® QSI006 .Conﬁgurati'on Management Pian

& QS!005 Project Management Plan

B Q381003 Quality Plan

m Q81008 Bin'der.Labels

® QSI009 Archive Diskette Labels

3. Preparation of Technical Products: 1897\02\28 | 1997\11\31

Page i0 Verafan 1.00 26 May 1908
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TASK

Scheduled Scheduled
StartDate End Date
m Customsr Acceptance Testing
4, Technical paper to present at SAICSIT 1997 _ 1897\08\01 | 1997031
i 5. Assembie MSc and submit 1998\01\01 | 1£.28\02\28
]

QS1004.100 Version 1.00 23 May 1898
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1.1

1.2

13

Scope
introduction

This Plan provides an overview of the required resources to produce the

QSI product. It will form the terms of reference for all contributing parties
during the project.

» This Plan outlines the human resources requirements.
» [t provides a list of tasks to be performed and a time scale.

o It provides a means for captuting irwortant project metrics regarding
estimated and actual effort to perform allocated tasks.

The costs assoclated with the development of the product are outside the
scope of this Plan.

Purpose
The purpose of this Plan is to:
+ Present a clear statement of all deilverables.

« Present a clear statsment of work allocation and responsibilities to be
undertaken by all parties.

Present detalls of resources associated with this product.

Definitions

SEAL - Software Engineering Applications Laboratory
WWW - World Wide Web

FTP - File Transfer Protocol

OLTP - On-line Transaction Processing

LAN - Local Area Network

SO - International Standards Organisation

IEC - Infernational Electrotechnical Commission

QS1005.101.d6a Version 1.01 5 June 1898 Paga 1
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1.6

1.5.1

1.5.2

1.6.3

TC - Technical Committee

'JTC - Joint Technical Commitiee

SC - Sub-committee

gystem - The product as to be developed in the QS! project

" Audience

The i rence for this document comprise the various stakeholders of the
SEAL, including:

full-time staff members of the SEAL

All full-time and part-fime post-graduate students associated with the
SEAL

Merabars of the SEAL Management Board
H fthe Department, Electrical Engineering

Individuals who will perform internal and external surveillance audits of
the SEAL Quality Management System,

Members of this produ'ct work group -

Applicable Documents

Specifications

None

Standards
a, SEAL QMS Document Creation Template, QS 002, Revision 0.01, 5

April 1994,

b. SEAL QMS Document Layout, Presentation and Typessetiing Guide, QS

003, Revision 0.01, 1 April 1994.

Procedures

None

Fage
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1.54 CGuidelines

None

1.6.5 Other Documents
All QS| Management series of documents (Refer Master Document List

{QS1001)) -
1.6 Assumptions
It is assumed that the reader is familiar with the Q81 Product Description
(QS1004)
1.7 - IS0 9001 Requirements Traceability

m

. 1ISO 9001 (1994) 4.1 Mana.gement Responsibility

o

. IS0 9001 (1994) 4.2 Quality System
. 1SO 9001 (1894) 4.3 Contract Review

2]

[+ N

. IS0 9001 {1894) 4.4 Design Control

[

. 180 9001 (1994) 4.5 Doctiment and Data Control

-

1SO 9001 (1994} 4.8 Product Identification and Traoeability
g: 1SO 8001 (1994) 4.9 Process Control

h. ISO 8001 (1894) 4.10 Inspection and Testing

i. 150 9001 (1994} 4.13 Control of Non-conforming Product
j. 180 9001 (1984) 4,14 Correctiv> and Preventative Action
k. 1SO 9001 (1994) 4,16 Quality Records

. 180 8001 (1984) 4.18 Training

QSI005.101.doc Verslon 1.04 5 June 1998 Page 3
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2

Product Quality Plan

The team associated with this project is totally committed to quality and all
system documentation produced as part of the product will be reviewed
intemally by the Review team and produced in accordance with the
standards and formats associated with the SEAL QMS.

The Quality Plan associated with this project is identified as QSI003, as
defined in QS 195 SEAL QMS Project Documentation and Support
Standard.

Page 4
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3 Project Management Plan.

3.1 Qverview

The aim of this Project Management Plan is to define the structure of thls
praject and to create the technical products,

This resource plan must be formally approved by the Product Manager
before work on the Technical products is undertaken.

3.2 Product Development Team
The development team comprises:
» The Product Manager of QS|
+ The developer(s) of this project
3.3 Roles and Responsibilities
3.31 Product Developer
» Establish and maintain a product plan for developing this project
« Ensure all Technical Exceptions are properly reported.
» Prepare Detalled Work Plans as necessary.

» Prepare and present regular Checkpoint Reports to the Project
Manager.

s Take direction from the Project Manager for matters related to the
profect.

« Act as the Project Editor for the product.

3.3.2 Product Manager

» Monitor progress and resource utilisation of the Product Team, and
initiate corrective action where necessary.

s Identify required resources and make these available to the team.

« Act as the focal reporting point for the product

QB1005,101.doc Version 1,01 & June 1928 Page 5
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_ Ensure that Product Reviews are held as planned..

interface to the SEAL Management board.

Be responsisle for the timely delivery of the product.

Give direction to the Product development team.

Page & Varsion 1.0 5 June 1998 QS1006.104.¢oe
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4 Product Development Plan
4.7 Work Breakdown Structure
42 Dependoncies
4.2.1 Internal dependencies
Refer to section 2 in the Product Description, QS1004.
4.2,2 External dependencies
Refer to section 2 in the Prcduct Description, QS!1004.,
4.3 Required Human Resources
The fdllowing resources are required to develop the product:
" Number Resource Commitment
1 Praduct Manager - 5% throughout the: project
1 Product Daveloper 100" *hroughott tha project
4.4 Available Human Resources

The following human resources are available as on 27 May 1997;

Viho

Contact Details(postal
address, phone, fax, &-
niall addresses)

Qsl role

A, J. Walker

.F' O Box 278, WITS, 2050
Phone:

(011} 716-5489 (W)

{011) 403-1929 (W-Fax}
{082) 452-0033 (Celi}
a-mail:

walker@odle.ee.wlts.ac.za

Project Manager

B.S.Braude

Postal addiess: P.O.Box
2433 Pretorla 0001

Resldential address: 2d
Krans street Linksfield 2192

1 wJJect Daveloper

QAS1005.101 doo
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Who

Contact Detalls{postal
address, phone, fax, o-
mall addressss)

QSl roie

Phone:

{Q11) 840-6398 {H}
{011) 640-2044 (H)
(011) 718-5379 (W)
{082) B83-1545 (Cell)

e-mall:
braude@odie.es.wits.ac.za

External Contauts

ABSA {011} 360-4372 Head of SET development at
ABSA

Christa Virey vieyc@absa.co.za

FNB {011) 888-9170 involved with SET
development for FNB

Lianne Byme P _

FNB ' {011) 888-8170 Head of SET de\relopm'ent at|-
FNB

Altmaar \lissar N

Nedeor {011) 884911 Securlty speclallst involvad
with SET

Howard Henson

Standard Barnk (011) B36-4352 Projact Manager at Standard
B

Collin Mills ank

|afrza,com (0111} 807-5600 Head of tAfrica,com

Steve Lightbody _

Infodoor (082) 566-3900 Involved in Internat
cornmerce devel

Bruce Whitoy ree develapment

Gorden Ashby gashby@icon.co.2a Consultant to EDS and
Standard Bank regarding
oLTP '

VISA International (Scuth (019) 728-0840Q involved with SET

Afrlca) implementatlon for VISA in
South Africa,

Tony Stewart

VWY interaciive jarred@vwy.com Technicai Direstar of VWV
Interactive

Jarred Cinman

Startnet [SP (012) 998-6281 Director of Smarinet

Lance Termer

Version 1.01 5 June 1988
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Who Contact Dataila{postal QSl rolo
address, phone, fax, e-
mall addresses)
Mastarcard International Chip Card Technical Praject
{011} 780-3962 N )
Tim Price Director (In charge of SET)
Microsoft South Africa (011) 445-0000 Microsoft SA — internet
Custo Unit
David Marcus and Cyril stomer n!
| Beriklof
| Destiny Elecironic (011) 318-7720 Salas at Destiny Electronic
Commerce Commerce
Stephen Brand
IBM South Africa (011) 302-8218 Ssles - Networking
c ting Soluti
val English omputing Solutions Unit
Digital Mall {011} 885-1700 Director of Digital Mall
Wayhe Frisdman
EC-NET (011) 445-9667
Paddy Grey
Intemst Solutions (011) 44774714 tnvolved with SET at internet
. Solutions
Darren Harris
4.5 Human Resource allocation

The aliocation of individuals to specific tasks is

Schedule.

4.6 Hardware and Software Resources.

The following hardware and software resources are required:

glven in WBS and

Hardware/software items

GQueantify | Date required Date supplied
1 Development PC 1 anotos gno1\08
1 test server (standaﬁ PC) 1
Web servar software (SSL?) 1
Server softwara (Linux or NT47) 1

Development software (still fo be
determined - possibly : Microsoft
Front Page 97, Microsoft Visual J++,

Q51005.10% doc
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Hardware/software items Quantify | Date required Date supplied
Micrasoft Visual C++ or VB,}
Database softwars 1
47 Training Needs identification.
The following training is required for this project:
| Project Course Title Offered by | Coursedate | Attended?
Member
BB SEAL course 97-01: SEAL anoey - YES
Software Quality anoni2se
Management: Princlples
and Practices.
' BB SEAL course 87-02 SEAL g01\20e- YES
Software Quallty 27\01\31
Management; 1SO 9001
Principles.
8B SEAL course 87-04; SEAL 97102105~ YES
Software Quallty 90207
Management; Software
Process Assessment and
Capability Determination.
BB SEAL enurse 87-05: SEAL a7\a2\10- YES
Softwars Quality 97\02\14
Management: [SO 8001
Project Practices.

Page 10 Varslon 1.01 5 June 1958 Q51005.101 dos
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5.1

5.2

5.2.1

o
ha
]

523

Project Control
Planning

The planning of different tasks of this project will be performed by the
Product developer under the approval of the Product Manager.

Any detaited ptan will not be executed without the approval of the Product
Manager.

Reviewing

» All draft versions of the product will be reviewed by the Product
Manager,

¢ In addition, certain versions which are so specified in the Work
Breakdown Structure will be reviewed by the members of other product
groups.

Planned Arrangements for Reviews

All project artefacts (i.e. Management, Technical, and Quality Assurance
Products) are subject to review. Management and Technical Products
may be subject to a number of revisions before a product is approved by
the Product Manager. QA Products are not normally changed after being
produced and are simply approved by *Ye Project Manager. (Changes are
only made if there are factual errors in the first revision.}

The obligations of Project Manager and Product Develop(s) associated

with each review activity are listed in the Work Breakdown Structure,
Obligations and Schedule (Section 7).

Scheduling of Reviews

Each Management and Technical Product identified in the Work

Breakdown Structure (Section 7) will be reviewed by the Product
Manager. This will normally take place in a review mesting. These
meetings will be listed in the Project Scheduls, and typically dentifled with
the product(s) (or WBS item(s)) under review.

Records of Reviews

Records of review meetings are maintained as minutes taken at the
meetings. These review meeting minutes will be listed as entries in the QA
Products in the Project Master Document List (QS1 001).

QS1005.101.dac Version 1.01 5June 1998 Paga 14
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6.3

Reporting

Control is affscted by both monitoring and reporting upon progress to
management and members of the team.

5.3.1 Responsibilities of the Product Developer
The product developer{s) will report to the Product Manager at intervals
defined in the Minutes of Product Review Meetings detailing:
+ Frogress to date
« Effort required to complete
o Problems encountered and action taken
532 Responsibilities of the Product Manager
¢ The Product Manager will initiate corrective action as necessary to keep
the project on schedule.
« The Product Manager will report the progress of the proiect to the SEAL
Management Board.
54 Document control
Document control will be performed as- per SEAL QMS policy and
procedures:
« (25125 SEAL QMS Document and Data Contral
« QS 195 SEAL QMS Project Documentation Standard
« in accordénce the requirements of QS 185, this document will be
numbered as QSI008.
» The Management and Technical products identified in the WBS in
Section 7 wlil be reflected in the Master Document List for this project
(QSl 001
5.5 Change Control
Any work outside of the Product Description (QS1004) will be formally
approved by the Project Manager.
Paga 12 Varsion 1,01 5 Juna 1898 QSI005.101.des
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6 Budget
<QOptional>
WBS | Descript | Labour E_quip. Material | Office | Support | Training | Totai
Task ion Cost Cost Cast Space Staff Gost
" Totals
QS1005.101,.doc Varslon 1.01 § June 1893 Page 13
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7 Work Breakdown Structure, Obligations and Schedule

Refer to QS1005-10, Work Breakdown Structure.

Page 14 " Versiap 1.01 5 Jung 1928 . ) Q5Ing5.101.doc
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Work Breakdown Structure, Obligations and Scheduile

QS 0058-10

Work Breakdown Structure, Obligations and Schedule

QSI00510.103.doe

Project Artefact Doc. No | Who Obiigations Effor. Start Date End Date
' hout~
(WBES item) ¢ Y
Developer Manager Est | Act | Sched- | Actual { Sched- | Actual
uled uled
1.Davelopment of Pmduct Sub- 970301 | 970301 | 970801 | BB0OGOY
system i _
| 1.1.Product Functional Qsi200 | BB Develop Review and 25 |- 970317 | 970317 | 970404 | 970716
Specification document, perform | approve
verification and documentation.
validation.
1.2.CQuality 'ssues Retafing to QSI330 [ BB Davaluﬁ Document | Review and 25 |- 970407 | 970407 | 970415 | 870513
Software Preduct Supply and Approve document
Support using the tntemet
1.3.User Reference Manual Serles | QSI1210 | BB Develop Review and 25 |- 970416 | 970429 | 970422 | 980602
and document, perform | approve
Q3I2714 | verification and documentation.
validation.
1.4 Technical Reference Manual - | QSI270 | BB Develop Review and 20 |- 970423 | N/A 970430 | N/A
" Database design document, perform | approve
verification and documentation.
{Incorporated into High and Low validation,
level design series)
Verslon 1.03 10 Jurie 1998 Page 1
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Project Artefact Doc. No | Who Obligations Effort Start Date End Date
{hours) i
{WBS item)
Developer Manager Est | Act |Sched- | Actual | Sched- | Actual
PR - tled 1 uled
1.5.Product Test Specification Qsl220, | BB Develop Review and 25 |- 870501 | 980122 | 970509 | 980602
Series Qs1221, document, perform | approve :
QsI222 verification and documentation.
validation.
1.6.Register: Requirement Qsi2s0 Develop document | Review and 25 §- 970512 | - 970516 | -
verification and validation approve
documentation.
1.7.High Level Design Series Q81230, | BB PBevelop Review and 25 |- 970519 | 970811 | 970528 | 880408
QsI231, document, perform | approve
Q51232 verification and documentation.
validation,
1.8.Low Leve! Design 51240, | BB Develop Review and 25 |- 970529 | 971117 | 970611 | 980408
Qsi241, document, perform | approve
Q51242 vetification and documentation.
validation.
1.9.Code Design/ Description QsI250 | BB Davelop Review and 25 |- 970612 | N/A 970620 { N/A
{Incorporated into the Low Level document, perform | approve
Design series) varification and documentztion
validation.
1.10.Implementation of databases | NA eB Develop Manage the 30 |- 970623 | 970901 | 970704 | 980609
databases, testing, | processes
verification and
validation

Page 2
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Qs 005-10

QS5I00510,103 doc

QS
Project Artefact Doc.No | Who Obi-géﬁnns Effort Start Date End Date
hours
(WBS item) ¢ )
Developer Manager Est | Act | Sched- | Actual | Sched- | Actual
uled uled
1.11.Jmplementation of code NA BE De*relop cods, Manage the 40 |- 970707 | 970901 | 970801 | 980609
design testing, verification | processes
and valldation
2.integration infc Wab a70221 970221' 970925 | 980608
framework
2,1.Evaluation of Web support QSI200 | BB Evaluate ahd Review and 40 |- 870221 | 970221 | 870430 | 970716
requirements document approve
2.2 Installation and setting up of NA BB Install and setup | Manage the 15 |- 970804 | 870715 | 970816 97073{]'
Web server server. processes
2.3.Davelopment of Web pages NA BB Develop softwara, Manége the 40 |- 970818 | 970201 | 970912 { 980609
and database connectivity perform processes :
varification,
validation and
testing.
2 4.Development of Administrator | Q310 | BB Develop sofiware, | Manage the 16 |- 870915 | 970726 | 970926 | 080422
| procedures perfarm processes
 verification,
validation and
tasting.
3.Integraticn and customer 870928 | 970501 | 971215
{ acceptance testiig
Version 1.03 10 Juna 1998 Page *
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Qs

QS1 00510
Project Artefact Doc.No | Who Obligations Effort Sfart Date End Date
. (hours}
{(WBS item} _ .
Developer Manager Est | Act |Sched- | Actual | Sched- | Actual
' . . uled tiled
3.1.Integration of code modules B BB Inte grate Weh Manage the 10 |- 970929 | 970901 [ 971010 | 980608
server, databases, | processes
wab pages,
connectivity
between web
server and
databases and
administrator
interface.
3.2.Module test NA BB Testthe modules | Manage the 10 |- | 971013 | 980608 | 971031 | 980609
processes
3.3.Customer acceptance testing - { NA AW Present the Review and accept | 10 971103 971114
System test - offline system the system
3.4.Customer acceptance testing - | NA 10 71117 g71212
Feedback from community - online
4 MSc comgliance regulrements 970501 | 970528 | 98022€ | 980810
4.1. Prepare Technical paper to Qsi120 | BB Prepare paper | Review and 65 |- 970501 | 970628 | 970830 { 971110
present at SAICSIT 1997 series approve paper.
4,1.1.Development of Technical Qsi120- | BB Prepare document | Review and 10 |- 970501 | 870628 | 8/0801 | 870814
Paper PD 10 approve document
4.1.2. Development of Technical Qsl120- { BB Prepare document | Review and _ 10 |- 970501 | 970718 | 970601 | 970814
Paper-Summary 20 approve docuiment
QSI00510.103.doc:
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Qsi 005-10

Q3100510.163.doc

Qsl
Project Artefact Doc.No | Who Obligations Effort Start Date End Date
. {hours)
{WES item)
Developer Manager Est | Act | Sched- | Actual | Sched- | Actual
. ulad uled
4.1.3. SEAL format of Technical Q5l120- | BB Prepare paper Review and 30 |- |870825 | 970814 | 970812 | 971110
Paper 30 approve paper
4.1.4.8AICSIT format of Technical | QS1120- | BB Prepare paper Review and 5 - 970015 | NfA a70930 | N/A
paper (Not applicable — SEAL 31 approve paper
formal used —refer to Q51 120-30)
4.1.5.Powerpoint presentation of QSl120- | BB Prepare Review and 10 |- 971001 | 971017 | 971010 { 971110
Technical Paper 50 presentation approve
presantation
4.2 Project Preliminary Pages QSs100 | BB Assemble and Review and 165 - 980105 | 980602 | 680108 | 980609
submit approve.
4.3.Project Summaryf Overview QSi110 | BB Assemble and . Review and 20 |- 88017112 | 980609 { 980123 | 9805805
submit approve,
4.4, Project Technical Papers Qsli21 | BB Ausamble and Review and 20 |- 980126 | 980505 { 980130 | 980510
and submit approve,
Qsi122
4.5 Project: Research Review QSs1130 | BB Assemble and | Review and 30 |- 980202 | 980506 | 980216 | H20608
stbmit approve.
4.6.Lessons learnt from the project | QS1140 | BB Assemble and Review and aan |- 0B0216 | 980507 | 980220 | 980609
submit approve
4.7.Froject Bibliography and Q3145 | BB Assemble and Review and 15 |- 980223 | 680514 | 980227 | 9BOG0O9
references submit approve.
) ™
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1.1

1.2

1.3

1.4

1.5

Scope
Introduction

This document describes the configuration management plan applying to
all artefacts supporting this project.

Such artefacts will include hardeopy ar.! electronic representations of
documents.

This document reviews the procedure whlch applies to the management
and storage of these ardefacts.

Purpase

Configuration items are individual documents and forms in electronic and
hardcopy format. They comprise:

* management products and procedures
» technical products,

« quality records, and

» world wide web support pages
Applicability

To be referenced by all individuals who engage in product development
for this project.

Limitations

This configuration management plan template is limited to use on two
person projects were one member is the developer and the other member
is'the Praduct Manager.

Audience

The following comprise the audience for this document:

a. The developer of this product.

QS1006.102.dae Revision 4.02 4 Juna 1598 Page 1
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- 1.8

1.6.1

C 47

1.8

b. The manager of this product development.
¢. Members of ihe SEAL Management Board
d. Head of Department of Electrical Engineering

e. Individuals who perform intermnal and extemal audits on pm}ects
undertaken within the SEAL Quality Management System,

Applicable Documents

Standards

a, SEAL QMS Document Layout, Presentation and Types'etting'Guide. Qs
003, Revision 1.00, 3 October 1994.

Requirements Traceability

a. 1809001 (1 994) 4.5 Document Control

b. ISO9001 (1994) 4.8 Product Identification and Traceability
c. ISO9001 (1994) 4.13 Control of Non-conforming Product
d. 1S09001 (1994} 4.18 Quality Records

Procedures for document updates

See QST001-10 for details on the use of the Change Control etements of
this dosument.

Page 2
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2 Documentation Structure

The documents are categorised to reflect the nature of their content. The
key categories of documents include:

* mp (management products),

tp (technical products),

qa (quallty records),

www (world wide web pages)

Q51006.102.dos Revisien 1,02 4 Jun= 1898 Page 3
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3 Artefact ldentification

This section defines a consistent referencing system that shal! be used for
all artefacts. All artefacts are identified by both an artefact filename
followed by a artefact file extenslon in the following format, as described in
the following paragraphs.

<name>.<extension>
3.1 File Néming Convention
314 Project Products - Multiple word processor types present
The file name will be structured as follows:
QSIXXXYY.2ZZ
Where QS is a 3-lefter acronym for this project,
XXX is the 3 digit sequence number of this document,
YY is a file type identifier as follows:
o WS - Wordstar
¢ WP - Word Perfect
» - Word for Windows (Mo extension - default word processor fype)
e AS - pure ascii text
¢ HC - hard copy file (no source present)
+ P8 - postscript file
ZZZ is the version number, starting from 001 as the initial version.

Example; QSM001AS.001, and interpreted as the document QSMOO1 of
type AScii and the first version in the sequence.

If the 32 bit versions of word processors are used, the file naming
convention will be that as detalled above however the default 3-lefter
extension for the word processor type wlilf be added to the end of the file
name. For example a file that would be named Q81001.100 in the 16-bit

Page 4 Ravision 1.02 5 June 1998 QSI008,102.dog
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3.1.2

313

3.1.3.1

version of the application will be named Q81001.100.doc in the 32-bit
version.

Code\ line artl image\HTL page files

The file name will be structured as follows:
QSIXXXYY.BBB

where QS| is a 3 Ieiter acronym for this project,
XX is a 4, 3 or 2 serial number

YY is a two digit version number, in the range 01 to 99, and starting from
01. L

BBB is the file extenslon and will be whatever the particular compiler/tool
demands.

in particular; _
» HTM - hypertext markup language pages
o GIF - graphics interface format - for image support in htmi pages

o JPG - JPEG files for picture images in HTML pages

Records - Naming Conventions

Correspondence

The file naming convention is as follows:
<YYMMDD><§5>.<RR><N>

Where YYMMDD is the date on which the correspondence items were
received,

88 - two characters are allowed for the initials of the sender, and

RR - two characters are allowed for the receivers initials, and

~ N -a number between 1 and 9 used for more than 1 correspondence item

between the same sender and receiver on the same day.

($1005,102.doc Revislon 1.02 4 June 1998 Page §
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o 31.32

Minutes of Project Meetings
The application of QSI010 results in records of which the filename
conventions are as follows:
<YYMMDD>-<N>AGD, or MIN
Where_YYNMMDD is the date on which the meeting was hald,
N is a serial number between 1 and 9, and
AG.D identifies Agenda's, and MiIN identifies Minutes.

3.1.3.3  Audit Reports

o The file iaming convention of the SEAL QMS is used when the SEAL
QMS templates (QST 137-20 QST 137-30, QST 137-40) are applied:
<Project Year Serial Number><Audit Type><Audit serial numbar> PAR

~ where Project Year and Serial number for this prOject is 9706 (1 e. SEAL
Project 06 registered in 1997),
Audit type - can be Pl {Project Initiation) [P (Project in Progress) and PC
{Proiect Closure),
If the audit is an IP type, then the serial number will be in the range 01 to
99,
The filename extension PAR refers to Project Audit Report.
'3.1.34 Document Issue Notices _

The application of QS| 011 generates records which have the naming
canvention of;
<YYMMDD>-<N>.DIN, where
<YYMMDD> Is the date on which the notice was generated,
N is a serial number, allowing for multiple notices {o be issued on one
date, and
DIN refers to Document issue Notice,
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3.1.3.5 Cail for Reviews

When QS! 012 is applied, the quality records generated have the filename
conventlons of:

<YYMMDD>-<N>.CFR, where

YYMMODD is the date on which the Call for Review was issued,
N is a serial number in the range 1 - 9, and

CFR - Call for Review,

Response to Call for Reviews are stored as!
<YYMMDD>-<N>RCR

where YYMMDD is the date on which the response to the Call for Review
was received,

N is a serial number of the responses received on a particular date, and
RCR refers to Response to Call for Review.

3.1.3.6  Progject Issue Reports
Responses to the application of QS| 013 have the naming convention of:

<YYMMDD>-<N>.PIR, where
<YYMMDD> is the date on which the report was received,

N is a serlal number, allowing for multiple reports to be received on one
date, - d

PIR refers to Project lssue Report,

3.1.3.7 Product Exception Reports

Responses to the application of QS8l 014 have the naming convention of:

<YYMMDD=>-<N>PER, where
<YYMMDD> is the date on which the report was received,

N is a serial number, allowing for multiple reports to be received on one
date, and

QSI008.102.doc Ravision 1.02 4 June 1998 Page 7
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3.1.4

PER refers to Product Exception Report,

Product Inspechons and Reviews

The application of QS| 016 generates records which have the naming
convention of:

éY_YMMDD>-<N>.!RR. wnere
<YYMMDD> is the date on which the review record was received,

N is a serial number, aliowing for multiple reports to be received on one
date, and

IRR refers o Inspection and Review Record.

Backups and Archives

. The temptate for the register of backups and archives is derived from Q8T

128-71. The register will be designated:

QS 9000.D0GC (for 2 WW8 dacument type)

Financial Records

Since most of these will hard capies, the document humber will simply be
written on top right hand corner of the document.

"I the instance of a request for quotation, these will usually be of the

nature of a correspondence item, and so the naming convention described
in Section 3.1.4.1 applies.

Software test records

QSI 220, QSI 221 and QS 222 will support checklist templates which
when applied will generates records which have the naming convention of:

<YYMNMDD>-<N>TES, where

' <YYMMDD> is the date on which the test record was generated,

N is a serial number, allowing for multiple tests to be generated on one
date, and

TES refers to software TESt record.

Paga 8
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After coreciive action is taken on the findings of the test records the
records will he named;

<YYMMDD>-<MN> COR, where _
<YYMNMDIY= is the date on which the test record was generated,

N is a serial number, allowing for multiple tests to be generated on one
date, and :

COR refers to a CORrected software test record.

3.2 —ject document and record sequence numbering
« The MP series will be from 001 to 099
« The TP series will be from 100 - 899
e The WWW series will be from 900 - 899

 The QA series will be from 1000 ->

Q&I006.102.doe Raviglan 1.u2 4 June 1958 Page 9
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44

42

421

4,22

Artefact Ma‘nagement

The controls adopted for this project are as follows:

"Development Computer used for creating the files

SEAL Lab Gomputer System S-22 is the resident computer.

Directory Structure of the Development Computer

Drive Partition

The C Drive partition is used (Local hard drive).

Project Directory of files on the Deveiopment Computer
s  KNQSMP - for the storage of the management series documents

o KAQSITP - used for the storage of technical product, including

#

L

*

REPORTS - storage for project reports

SOFTWARE - storage for project software items Inciuding
documentation and code artifacts

TOOLS - tools to support the development activity

+ KAQSNQA - used for the storage of quality records including minutes of
review meetings, audits, correspondence etc,

The sub-directories of the QA directory are as follows:

*

#*

CORRES - storage for correspondence items

MINUTES - storage of agendas and minutes of Core Group
meetings

AUDITREP - storage for project audit reports
NOTICES - Storags for Document issue Notices
REVIEWS - storage for Call for Review Notices and responses

ISSUEREP - storage for Project Issue Reports

Paga 10
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“PROBLEMS - storage for Product Ex. 2ption Reports

INSPECTN - Storage inspections and review records,
BACKUPS - storage for backup and archive records

FINANCES - storage for records associated with financial
transactions on the project

TESTS - storage for records emanating from software testing
activity

o KAQSNWWW - for the storage of the project world wide web artifacts

4.3 Directory Structure of files supported on the SEAL File Server |

4.3.1 Project Directory
The 1997_06 directory is used.

432  Project Directory Structure

s 199 7_06/mp - for the storage of the management series documents

» 71997_06Ap - used for the storage of technical product, including:

w

*

-

reports - storage for project reports

software - storage for project software items including
documentation and code artifacts

tools - tools to support the development activity

s 1997 06kja - used for the storage of quality records including:;
including:

.

*

corres - storage for correspondence items

minutes - storage of agendas and minutes of Core Group mestings
auditrep - storage for project audit reports

notices - Storage for Document Issue Notices

reviews - storage for Call for Review Notices and responses

Q51006.102. doc
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%*

"

Issuerep- storage for Project Issue Reports
problems - storage for Product Exception Reports

inspectn - storage inspections and revlew records

. backups - record of backups and archives on the project

finances - records of financial transactions on the project

tests - records of software test resulis

1997_06/Anww - for the storage of the projeét world wide web artifaéts

Pags 12
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5.1

£.2

5.3

54

Archiving of Artefacts
Electronic Artefacts

On project completion an archive copy of all electronic artefacts
supparting this projects will be supplied on or more stiffy diskettes using
the ARJ.EXE utifity. These diskettes wili be kept in the official SEAL plastic
folders immediately inside the SEAL Project Binder.,

Backup procedure on computers in the SEAL Post.graduate
Laboratory Faciiity

Computers in the SEAL Laboratory Facility are subject to the following
back-up procedure:

a. Local Backup: Project files are archived to tapes. (Risk covered:
Failure on the hard disk or inadvertent loss or corruption of data,)

b, Remote Backup: Project files are archived to the SEAL File Server
{See next section) (Risk covered: Failure on the hard d.tsk or
Inadverient loss or corruption of data.}

Backup of files to the SEAL FiLE Server

All projects associated with the SEAL are reguired to archive project flles
to the SEAL Server project directory on a reqular basis.

a. Backup Frequency to SEAL Server: The frequency of backups from
this project to the SEAL File Server will be daily.

b. Backup to the File Server: All project files are archived to the
assigned SEAL Directory for this project, This action ensures that
these project artefacts are archived offsite from the Development
Computer. (Risk covered: Desirtiction or loss of the development
computers by theft, fire or other disaster.)

Backup procedure on computers outside of the Chamber of Mines
Building

Not Applicable

QS1008.102.doo Revision 1.02 4 June 1998 Page 13
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6.5

5.6

564

- 5.6.2

Records of Backups\ Archives

Records of backupsiarchives shall be maintained. These records may be
maintained as an electronic files which resides in the /ga/backup of this

~ project or as hardcopy records using the templates supplied in Section 7
- of this document.

Hardcopy Documents and Records

While the Project is in Progress

Are malntained which the project is in progress in an official SEAL Project
Cocumentation Binder in the SEAL

On Project Closure

Are submitted foliowing project closure for lodging as a project record in
the SEAL Project Repository in CM 3-232.

Page 14
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6 Configuration Status Accounting
The Project Manager is responsible for ensuring that status of artefacts
recorded in the Master Document List corresponds to the:
« identify of the artefacts in the file directorles, and
« The revislon numbers are corrsct.
Q81008,402.doc
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: 7 - ‘Backup Archive Register

‘Refer to Q8| 9100, QSi 8200 and QS! 9300 for the templates used for
backup archives.,
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1.2

1.3

Scope

Introduction

This document investigates the quality issues relating to the supply of
software and how they pertain to the supply of software ovar the Internet.
The doctment investigates the following quality standards:

a. ISG 5001 and ISO/DIS 9000-3
b. ISO/EC 12207 Information Technology - Software Lifecycle Processes

c. 1ISO/AEC 9126 Informatlon Technology - Software Product Evaluation -
Quality Characteristics and guidelines for their use

d. If.Q/IEC 9127 Information Processing Systems - User documentation
and cover information for consumer software packages

8. ISO/IEC TR 9284 - Information technology - Guideines for the
management of software documentation

. ISOAEC 15504 - Sofiware Process Assessment

The document does not Investigate and discuss and quality aspects of the
supplied products or the development thereof, but only discusses the
supply of the completed product. The investigation may however impact
on what artefacts and Informe "on are produced as part of the product
development.

Purpose

The purpose of this document is to determine the quality characteristics
required of a product supply system In order to ensure that the SEAL's

software supply system using the Internet complies with all relevant
software standards.

Applicability
a. This document forms part of the technical documentation for the SEAL
QS| project (1997_086).

b. The resulis of the investigation containec ".erein will be adhered to
where applicable in the QSI system that is to be developed,

08i330.103.doc
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1.4

1.5

¢. The results will however have an impact on the SEAL Web facllity and
also on the projects dedicated to the development of a particular
software product (for example the SPICE project).

d. The specific software development prejects will be responsible for the
devslopment of the artefacts and Intormation as determined by this
invastigation.

e. The SEAL Wab facility will be responsible to make these artefacts and

Information available to the customer in a method that complies with the
results of this investigation.

Deﬁnition’s
SEAL - Software Engineering Applications Laboratory

WWW - World Wide Web

v tP - File Transfer Protocol

OLTP - On-line Transaction Processing

LAN - Local Area Network

ISO - International Standards Organisation

IEC - International Electrotechnical Commission
TG - Technical Committee

JTC - Joint Technical Committee

8C - Sub-committee

IS*- Internet System for the Supply and Support of Software

Audience
The following comprise the audience for this document:

a. The devel. -er of this product.

b. The manager of this product development.

Page 2
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¢. Members of the SEAL OQ project.
d. Members of the SEAL Management Board
e. Head of Department of Electrical Engineering

f. Individuals who perform internal and external audits on projects
undertaken within the SEAL Quality Management System.

1.6 Applicable Documents
1.6.1 Specifications
1.6.2 Stanidards
a. SEAL QMS Docurnent Creation Template, QS 002, Revision 0.02, 3
October 1994
b. SEAL QMS Document Layout, Presentation and Typesetting Guide, QS
003, Revisinn 1.00, 3 October 1894
1.6.3 Procedures
1.8.4 Guidslines
1.6.5 Other Documents
1.7 Assumptions
It is assumed that the reader of this document has access to all the
standards as listed in section 1.1 of this document,
1.8 Requirements Traceability
~ qsi330.103.doc
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2.1

2.2

2.3

ISO 9001 and ISO/DIS 9000-3

it Is assumed that the development processes for the sofiware product
and the organisation from which the products are supplied comply with
ISO 8001, Therefore only issues relating specifically to the supply of the
product are discussed.

Section 4.1 Management Responsibility
This section is not relevant to the supply of the product. This is handled on

the management level of product development.

Section 4.2 Quality System

‘This does not impact directly on the method of supply of the product, The

Quality system requirement is met on the organisational and project ievel,

Section 4.3 Contact Review

a. The sofiware supplied using the Internet is treated as 'shrink wrapped’
software and is not developed based on & contract with a customer,
However a non-negotiable contract will be applicable.

b. The contract will be developed by the supplier (the SEAL),

c. The customer will have to agree to the contract prior to be being
allowed to purchase the product,

d. Section 4.3 is intended as issues to be adhered to by the supplier when
reviewing a contract. Because the suppller (SEAL) is golng to be
developing a non-negotfable contract and not reviewing a customer
developed contract or customer changes, the sectlon does not apply to
the supply of a software product over the Internet.

e. The points listed in 1SO 9000-3 section 4.3.2 must however be
considered il the development of the contract by the supplier.

f. The section makes no mention of the approval of a contract.
Mechanism should however be implemented on the Internst system fo
make the contract binding on both parties {the customer and supplier
(SEAL)).

Page 4
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2.5

Section 4.4 Design Control

a.

b.

Due to the supplied product being a 'shrink wrapped' product, design
conftrol is not applicable in the supply and suppont of the product over
the Internet.

Requirements emerging from this document may howeve: identify
design outputs that may be required to be supplied to the customer,
These are not however identified in this section of the standard.

Section 4.5 Document and Data control

]

. Alt documentation presented on the internet or via the Internet relating

to the supply and support of the respective product must comply with
document and data control requirements,

. Due to the SEAL being 18O 9001 compliant, all documents and data

must be managed according to the SEAL Quality Management System.
Therefore the management of the documentation according to the
SEAL QMS will result in the system complying with this section of the
standard, -

. Section 4.5.2 states that all documents must be approved prior to issue.

All documentation and data supplied on or via the Internet must be
treated as “issued” and therefore must first be approved. Also any

changes must be approved and identified where applicable {Section
4.5.3).

. Due to the SEAL QMS being an electronic based SO 9001 compliant

system, the SEAL approval mechanism should be sufficient for the
approval of the data and documentation suppiled via the Internet.

. To ensure the unintended use of invalid o obsolete decuments or data

{1ISO 9001 section 4.5.2 b) only the latest approved document must be
available via the Internet. Ali obsolete documentation or data may be
stored in a location inaccessible to the customer.

Due to only the latest revision of a document or data being available on
the Internet, a ‘master list' 1s not necessary for the customer’s usage. A
master list should be used by the supplier fo control the obsolete
documentation that is Invisible to the customer.

. Issues relating to the approval mechanism are not applicable in this

document as the approval is handled on the organisation or project
level and does not imp=~ct on the supply mechanism.

si330.103.doc

Verslon 1.03 28 May 1998 Page 5



Dor. No. Q81 330 Quality Issues Relating to Qs!

Software Product Supply and
Support using the Internet

2.6

Sectioi‘i 4.6 Purchasing

@, The Purchasing section reiates to the supplier purchasing for the
purpose of software development. This is covered on the organisational

or project level and is not applicable to the sale of the completed
product.

b. Howevar, in assuming that a client is 1SO 9001 compliant, the software
sales system must enable the customer to meet the requirements of
this section when purchasing software via the internet.

¢. Therefore in the relationship of the client purchasing a product from the
supplier {the SEAL), in order o enable the client to meet the
requirements of this section, the client in the SEAL relationship
becomes the supplier in the 1SO 9001 context and supplier in the SEAL
relationship (the SEAL itself) becomes the sub-contractor.

d. Section 4.6.1 and 4.6.2 are applicable to the client (in the SEAL - client
relationship) and therefore will not impact on the Intemet software
supply system.

e. In section 4.6.3 “Purchasing data”, “purchasing documents" can be
seen as the order form that the client will complete on the purchasing
system’s WWW form. The applicabie items listed in section 4.6.3
narmely:

i. the type, class, grade or other precise identification,

ii. the title or other positive identification, and applicable issues of
specifications, drawings, process requirements, inspection
instructions and other relevant technical data, including
requirements for approval or qualification of product, procedures
process equipment and personnel,

il the title, number and issue of the quallty system standard to be
applied,

must be included in the order form where applicabla. These inclusions will
enable the clients purchasing mechanism to be 1SO 8001 compliant.

f. With regard to the clause “The supplier shall review and approve
purchasing documents for adequacy of specified requirements prior to
release,” the submission of the order form in the purchasing system can
be considered the client (supplier in the 1SO 98001 terminclogy)
approving the purchase document.

Page &
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2.7

248

2.9

g.

Section 4,6.4 *Verification of purchased product’ is beyond the scope of
the Internet supply and support system and will have to be arranged
and handled outside the scope of electronic supply and support.

Saection 4.7 Control of customer- supplied product
This is not applicable in the supply of "shrink wrapped” software.

Section 4.8 Product identification and traceability

a.

Dug to the product being developed with an 1SO 8001 compliant system
(the SEAL QMS), product identification « nd traceability are handled on
the organisational and project levels and therefore no additional
requirements are necessary in the supply and support system.

. The sales and support system should however reflect the identification

and traceability management used in the product development, This is

not specified in the standard but is Implied through the use of
“identification.”

Saection 4.9 Process Control

f

ISO 9001 states that “the supplier shall identify ahd plan the production,
installation and servicing processes which directly afect quality and

shall ensure that these processes are camied out under controlled
conditions.

. 1SO 8000-3 states that “the process control element as applied to

software development is applicable to the replication, delivery and
installation of software items or products.” Therefore the process cantrol
element applies directly the Internet software supply and support

- system.

. Control of the delivery process is discussed further in section 4.15.6 of

the standard (2.15 of this document).

With regard to replication, ISQ 8000-3 lists the following that should be
considered when replicating software:

i. “identification of the master and coples including format, variant and
version” - the location of the master copy on the server for each
software item must be identified. Also all copies must be
appropriately identified.

il. “the number of copies of each software item to be dalivered” - not
applicable in the Internet environment where software Is
downloaded.

gsi330.103.doc
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iii. "disaster recovery plans including custody of master and back-up
copies where applicable” - this is handied by the SEAL QMS on the
organisational and project levels and is therefore not a concern of
the supply system,

iv. “the period of cbligation of the supplier to supply copies and the
capability of reading master copies”

v. “the type of media for each software item" - not applicable in the
Internet environment where software is downloaded.

vi. “checks against the possibility of software viruses” - this must be
implemented.

vii. "the stipulation of required documentation such as manuals and
user guides, including identification and packaging” - this must be
stipulated. Packaging is not applicable as the documentation will be
available for downloading in electronic format,

viil. "copyright and licensing concerns addressed and agreed” - these:
will be developed as non-negotiable concerns by the supplier. A
method must be implemented to obtain customer agreement with the
concems.

ix. “contralling the environment under which the replication is effected to
ensure repeatability” - this is a major concern for the Internet supply
system as the repiication will be ogcurring on a demand basis and
not as a once off batch, The server environment under which the
software is downloaded must therefore be controfled to ensure
repeatability.

. IS0 9000-3 states that "for software product releases, the supplier and

customer should agree and document procedures for initial and
subsequent releases.” in the 184 environment the customer will be
purchasing ‘shrink wrapped’ software and therefore this is not
applicable. No negotfiation can take place prior t¢ or during
development. If it does, it must be handled outside the scope of the 154,

. 18O 9000-3 recommends that the release of software establish a

baseiine for tests ete. This will be handied on the sofiware project level.

. 1SO 9000-3 lists requirements for the installation of software if it Is

contractually required. In the 8% installation of the sofiware will not
form part of the contract,

Page 8

Version 1.03 28 May 1998 q51230.103.doc



Qsl

Quality Issues Relating to Doc. No. Q8! 330
Software Product Supply and
Support using the Internet

2.10

2.1

212

213

2.4

Section 4.10 Inspection and Testing

a. Inspection and testing will be carried out on the project level and will
therefore not form part of the 1S,

b. Because the supplied software is ‘shrink wrapped’ software, there are
no "previously agreed critsria” for the software and therefore customer

acceptance festing is nrt applicable and will not form part of the
confract,

Section 4,11 Conirol of inspection, measuring and test equipment

a. This is handled on the organisational or product development project
leve! and therefore does not form part of the 1S4 requirements.

Section 4.12 Inspection and test status
a. Only released products will be available through the 154,

b. The inspection and test status will therefore not have any bearing on
the requirements of the 1$*. The Inspection and test status requirements
must however be followed on the project and organisational levels to
ensure that no products are unintentionally released to the 184,

Section 4.13 Control of non-conforming product
a. Only released products wili be available through the 1S4,

b. The control of non-conforming product requirements will therefore not
have any bearing on the requirements of the IS*. The control of non-
conforming product requirements must however be followed on the
project and organisational levels to ensure that no products are
unintentionally released to the 1S*,

Section 4.14 Corrective and preventative action

a. Corrective and preventative action wili on the whole be handled on the
organisational and project levels.

b. Section 4.14.2 states that procedures for corrective action shall include
the effective handling of customer complaints and reports of product
non-conformities. Therefore procedures must be developed within the
18* to receive and handle (pass on to the relevant party) customer
complaints.

c. Section 4.14.2 further states that procedures for corrective action shall
- also include the application of controls to ensure that corrective action

45i330.103.doc
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is taken and that it is effective. This will be handled on the
urganisational and project lavels.

Section 4.15 Handling, storage, packaging, preservation and delivery

Section 4.15,1 states that “the supplier shall establish and maintain
documented procedures for handling, storagse, packaging, preservation

and delivery of product” Therefore the entire I1S* must be fully
documented,

. With regard to handling (section 4.15.2) 1SO 9000-3 states that the

suppiler must establish and maintain procedures to prevent software

product damage by viruses. These procedures must therefore be
established.

. 1SO 9000-3 section 4.15.2 further states that precautions must he taken

due to the material on which the software |s stored, deteriorating.

. With regard to storage (section 4.15.3) the storage area will be the

server on which the product is stored. 1SO 9001 and 1SO 8000-3 state
that access control must be instituted. 1n the 1S*, access to the product

must therefore be controlled, This is applicahle for physical and
electronic access, '

. IS0 9000-3 further stipulates that the storage system must be

established fo maintain “versions of products in established baselines.”

This will be handled by the SEAL QMS on a project or organisational
level.

[SO 8000-3 further states that “to protect the integrity of the product and

provide a basis for the control of change, it is essential that software
items be held in an environment which:

I. protects them from unauthorised change or corruption

ii. permits the controlled retrieval of a copy of the controlled
master,

These security requirements of SO 9000-3 must be adhered to by the
SEAL server and the 1S,

a.

h.

The standard further states that consideration must be given to the
storage environment of the computer media, particularly with respect to
electrostatic and electromagnetic environments.

Section 4.15.4 on packaging is not applicable as the sofiware will not
be supplied in physical packaging.

Page 10

Verslon 1,03 28 May 1998 qsi330.103.doc



QSs! | Quality Issues Relating to Doc. No. QS| 330
Software Product Supply and :
Supnort using the Internet

216 Section 4.16 Contral of Quality records

a. This will be handled on an organitational and project Jevel by the SEAL
QMS, '

2.17 Section 4.17 [Internal Quality Audits
a, This will be handled on an organisational level by the SEAL QMS.
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_ ISO/IEC 12207 Information Technology - Software Lifecycle
| Processes

Section 5 Primary Life Cycle processes

Section 5.1 Acquisition p:ocess

a. As is stated in the standard "the acquisition process contains the
activities and ta~ks of the acquirer.” This process Is not directly
applicable to the 1S*, The acquisition process does however place
certaln implicit requirements on the supplier in order to enabie the
acquirer to comply with this process.

b. Seciion 5.1.1.7 states that ‘when an off-the-shelf product is to be
acquired, the acquirer will ensure the following conditions are satlsfied:

i, The requiremenis for the software product are satisfied

ii. The documentation is available

jii. Proprietary, usage, ownership, warrantee and licensing rights are
salisfied

iv. Future support for the software product is planned.

Therefore the 1S* must make sufficient information available to the

acquirer in order to enable him to ensure the above conditions are
satisfied.

¢. Section 5.1.3.4 states that "the acquirer will then prepare and negotiate
a contract with the supplier.” In the I1S* the contract will be prepared by
the supplier and will not be negotlable within the scope of the IS*
Should contract negotiation and modificatior be required by the
acquirer, the process is to be handled outside the scope of the 1S, The
section also states that the contract is to "address propristay, usage,
ownership, warrantee and licensing rights associated with the reusable
off the shelf products.”

d. Section 5.1.3,5 discusses the mechanism for modifying the contract. As
has been discussed above, the contract will not be mediflable within the
scope of the |8%,

e. Sections 51.1.9 and 5.1.5.2 discuss acceplance criteria and testing.
This will not be possible within the 187,

Page 12
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3.1.2

Section 5.2 Supply Process

a. The supply process "contains the activities and tasks of the supplier.”

d

+

Generally this will be assumed to apply directly to the 184 However the
focus of the Suppiy Process requlrements in iSO 12207 is to supply a
product using a prusess that " may be initiated either by a decision to
prepare a proposal i answer an acquirer's request for proposal or by
signing and entering into a contract with the acquirer to provide the
system, softw. ‘@ product or sofiware service.” The Supply Process
therefore covars the supply of a product through the followlng activities:
i, Initiation

ii, Preparation of response

iii. Gontract

iv. Planning

v. Execution and Gontrol

vi. Review and evaluation

vii. Delivery and Completion

Therefore in the SEAL and 1S* scenario, most of the above activities will

be undartaken on the product development project level and not on the
IS* levedt,

Due to products that will be supplied by the 1S* being "off the shelf
products” initiation will tuke place when the developer decides to
develop the product for whatever reason, This will not impact on the |8*,

. Due to the product being “off the shelf”, a request for proposal by the

acquirer does not apply and t..erefore naither does the preparation of a
responss, -

As has been mentioned above, the contract will be determined by the
supplier (the SEAL) and will not be negotiable within the scope of the
IS4, Any negotiation of the contract and the supply of a product based
on a negotiated customised contract will have to take place outside the
scope of the IS*,

. Planning, Execution and control and Review anhd evaluation will take

place on the product developmant level and will therefore not impact on
the 18*,

qsi330,103.dac
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f, Sectlon 5.2.7, Delivery and completion states that the supplier must
deliver and support the product as specified in the contract. This must
therefore be specified in the contract provided by the 15*.

Section 5.3 Development Process

a. Except for sections 5.3.12, Software installation and 5.3.13, Software
acceptance support, the Development process applies to the product
development project and not to the 1S*,

b. Section §,3.12 states that "the developer shall develop a plan to install
the software product in the target environment as designated in the
contract." The installation of the product must therefore be specified in
the contract that is presented by the 1S% The 1S% is only used to supply
the product and associated artefacts. Developer installation must
therefore be handled outside the scope of the I1S%, if required by the
contract,

¢c. The section further states that "the resources and information
neoessary to install the software product shall be determined and be
available.” This information must therefore be determined and must be
available on or via the 1S,

d. “As specified in the coniract, the developer shall assist the acquirer with
the set-up activities.” The extent to which the developer shall assist
must therefore he specified In the contract, Also the assistance as
specified in the contract must either be supported by the 1S* or be
handled outside of the scope of the 1S*.

e

“When the Installed software product is replacing an existing system,
the developer shall support any parallel ruining activities that are
specified by the contract.” This must therefore be specified in the
contract and either the [S* must be modified to support such activities or
this must be handied outside the scope of the IS* (Le. by human
support).

f. "The installation plan shall he documented.”

g. Section 5,3.12.2 states that “the developer shall instal' the software
praduct in accordance with the installation plan.” Tiis cannot be
accomplished by the IS* and must be handled outside the scope of the
183,

h. Section 5.3.13 states that the developer shall support the acquirer's
acceptance review and testing of the software product, This cann~t ne

Page 14
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3.1.5

supported in the IS* environment and this must therefore be specified in
the contract.

I “The deveioper shall complete and deliver the software product as
specified ir the confract." This must therefore be specified in the
contract. The delivery of the product by the I1S* must therefors be
specified in the contract.

j. “The developer shall provids initial and continuing training and support

to the acquirer as specified in the contract,” This must be specified in
the contract. If training and support beyond the ability of the IS? is
required, this must then be handled manually outside the scops of the
1S4,

Section 5.4 Operation Process

a, The operalion of the product is to be performed by the client (acquirer)
and therefore does not impact on the IS*,

Section 5.8 Maintenance Process

a. The maintenance process is to be handled by either the original
developer or another party. This process does not apply to the 1S*

except where interaction with the user (acquirer) is needed as specified
below.

b. Section 5.5,12 states that "the maintainer shall establish procedures for
recelving, recording and tracking problem reports and modification
recuests from the users and providing feedback to the usars. Whenever
problems are encountered they shall be recorded and entered into the
Problem Resolution Process.” This section applies to the maintainer
except for the receiving of problem reports and modification requests
and {ur the provision of feedback. Once the report is received, the
maintainer is to record and track the problem. Therefore the 18% is to
provide a means to report problems and request modifications. Also the
system is to provide for a means to provide feedback to the users.

¢. Sectlon 5.5.5 discusses migration. The section states that a migration
plan shall be developed. This will be handled by the product maintainer.
The section lists information that must be provided to a user before
migration occurs, This Information Is the responsibility of the maintainer
howsver the 18 is to provide a mechanism to communicate with the
users and provide them with this information.

481330.103.doc
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3.2

3.2.1

3.2.2

d. The section also states that when scheduled migration arrives,
notification must be given to all concerned. The 1S* must provide the
mechanism to provide this notification to all users,

e. The section further stipulates that a post-operation review shall be
performed. The IS* should provide for a mechanism for obtaining the
user responses to the review,

f. Section 5.5.8 discusses retirement. The section states that a retirement
plan shall be developed. This will be handled by the product maintainer.
The section lists information that must be pruvided to a user before
retirement occurs. This information is the responsibility of the maintainer
however the 18* is to provide a mechanism to communicate with the
users and provide them with this information,

g. The section further states that when the scheduled retirement arrives,
notification must sent to all concerned. Once agaln, the IS* must
provide this mechanism for the maintainer to notify all users,

Section & Supporting life cycle processes

The supporting life cycle processes will in general be handled by the
organisational infrastructure (SEAL QMS) in which the I1S8* product and the
relevant supplied products are developed. However issues specific to the
1S* that impact on the Product Functional Specification of the 1S* are
specified below.

Section 6.1 Documentation process

a. The SEAL QMS and the projects relating to the development of the
specific products will handle all documentation processes relating ta the
documentation for the 1S4 and the products supplied by It,

Section 6.2 Configuration Management process

a. All configuration management for the 1S* will be dealt with on the
organisational and project levels, This also applied to products that are
supplied and supported by the 18°,

b. The section discusses change requesis and the handling thereof. This
will be handled on the project leve! for the product under change, The
IS*  will only facilitate the communication between the
developer/modifier and the user (acquirer).

Page 16
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o. Point b above applies to the release management and delivery (section
6.2.6 in the Standard)

3.23 Section 6.3 Quality assurance process

a. Quality assurance wlli be handled on the project and organisational
lavels,

b. Section 6.3.1.5 states that "records of quality assurance activities and
tasks shall be made availabie to the acquiter as specified In the
contract.” This must therefore be specified in the contract and the
necessary records must be made available via the |18,

¢. Section 6.3.3, Process assurance states that "it shall be assured 1.4t
the acquirer and other pariies are provided the required support and co-
operation in accordance with the contract, negotiations and plans." The
support must therefore be spectiied In the contract and provided either
by means of the 18* or otherwise.

3.2.4 Section 6.4 Verification process

a. The verification process will be handled on the organisational and
respective project levels.

3.2.5 Section 6.5 Validation process

a, The Valldation process will be handled on the organisational and
projectle s

3.26 Section 6.8 Joint review process

a. Due to the “off the shelf” nature of the supplied products, joint reviews

are handled on the organisational and product levels and do not impact
on the 184,

3.27 Section 6.7 Audit procass

b. Due to the “off the shel nature of the supplied prodiicts, audits are
handled on the organisatichal and product levels and do not Impact on
the 194,

328 Section 6.8 Prablem resolution process

a. The problem resolutlon process is to be carrled out on the project level
for the product for which the problem is being reported.
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b. The IS* is to serve as a means of communication between the product’
project members and the users of the product,

3.3 Section 7 Organisational life cycle processes

-a. The organisational life cycle processes are ganerally applicable on the
organigational level. Therefore the pro. ~sses will impact on the I1S* but
do not need to be directly addressed by e IS

‘b. These processes will hawever i »act on the implementation of the
supporting and primary life cycle i,-. 2sses.
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ISO/IEC 9126 Information Technology - Scftware Product

Evaluation - Quality Characteristics and guidelines for their
use

a, The standard discusses Quality Characteristics that relate to software
products. The standard does not discuss the supply and support of
software in particular but discusses generic quality characteristics as
they apply to all software products,

b. The application of these quality characteristics as they apply to the 18*
is discussed in the project's quality plan QSI003, section 2.2 Product
Quality Objectives. '

qsi330.103.do¢
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5.1

ISO/IEC 9127 Information Processing Systems - User
documentation and cover information for consumer
software packages

Introduetion

a. The software supplied and supported using the IS* is a typical
consumer software package except that the traditional physical
packaging s not present. However due to the user still obtaining the
praduct as a “ready-made package” the same information requirements
should apply.

b. The standard described two types of documentation:

{. User documentation - "This documentation provides users with all

the information they need to install and run the software.” in the
traditional sense this documentation is included within the software
packaging and therefore the user only has ascess to this information
after purchasing the product, Simifary in the 184, this documentation
need only be provided to the user after the product has been
purchased.

. Cover information - “its purpose is to enable prospective purchasers

to decide on the applicability of the software to their requirements.”
This information is traditionally provided on the external product
packaging. Therefore in the I1S*, this information should be available
to prospective purchasers prior to purchasing the product.

¢. The standard categorises the information into three categories, namely
Essential, Conditional and Optional. The same three categories will
therefore apply to the information when supplied by the 18*,

d. Due to the standard being directly applicable to the 18, the details of
the standard will not be repeated in this document. The standard
applies as is to the 18*

Page 20
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ISOAEC TR 9294 - Information technology - Guidelines for
the management of software documentation

a. The management of documentation for the IS* and the products

supplied using the 1S*, will be handled on the organisational and project
levels..

b. All the guidelines that are applied to documentation on the
organisational and project levels must however be reflected in the
documentation supplied by and developed for the 18%

c. Documentation developed by the iS* processes must also comply with
the guidelines. This compliance can be ensured by ensuring the
documnentation complies with the organisational and project standards.
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ISONEC 15504 - Software Process Assesment

The ISONEC 15504 standard is used to assess processes and determine
their respective levels of capability. The processes as detalled in the
standard and listed below have been rated with the required level of
capability for the relevant processes that the 1S*is to perform.

Note: The processes as listed below are not for the processes of
developing the 1S* system but for the processes that the 1S* wili perform
when fully functional and complete.

PRV R <t (Yo

Product Customer - Sup

piler Relatloriship

cUS.1

Acquire Software N/A The 18* wiil riot acquire software and
' therefore thls is not applicable,

cus.2

Manage customer needs 2 The customer's needs will be
managed according to a documented
procedura however the procedure is
unique to this system and therefore
the needs cannat be managed
according to the SEAL QMS
procedures for managing customar
needs during software development.

cus.3

Supply software 4 The supply software processas as
carried out by the 1S* must be
continually measured according to
attributes and medified based an the
recorded measurement information,
The system Is not based on an
organisational wide procedurs for
supplying software however this
system will become the
crganisatlonal wide procedure and
therefore lavel 3 is coverad.

Ccus4

Operate sofiware 3 The system will be operated
according to documented prucedures
{User reference manual) which are
hased on organisational wide
procedures {User refarence manual
template).
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cus.s Provide customer service Custorner servica and support will be
provided hased an documented
procedures, However no procedures
of this nature exist on an
organisational lavel.
Product Engineering
ENG, 1 Develob sysiem NIA
requirements and design _
ENG.2 Develop sohware N/A
reguirements
| ENG.3 Develop software design | NiA
ENG.4 Implernant'software deslgn NiA
ENG.5 Integrate and test software NIA
ENG.6 integrate and test system N/A
ENG7 Maintain system and N/A
software
Project Support )
SUP.1 Develop documentation 3 All documentation developed by
_ systam processes (such as quality
assurance processes, audits ete.) will
bu developad according to SEAL
QMS procedures. This only applies to
dosumentain developed by human
elements of the processes,
Automated compufer generated
records witl be developed according
to documented progedures howaver
these procedures wlll not be brased
on organisational wide procer sres.
This Is due to -5 organiastional
precedures being In place for the
awtomated somputer generation of
recards.
SUP.2 Patform configuration 3 Configuration managément will be
managermett carriec, out on all applicable outputs
of the system processes, The
configuration management will be
based on the SEAL QMS but wiil be
tailored where required,
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developed for the system. It will not
be based on organisational wide
procedures, Qrganisational wide
procedures are in place to perform
quallty assurance during
development but not for the
processes that a developed system
performs,

SUP.4

Petform work product
varification

N/A

The processes {hat the system
performs are standard already
developed processes and therefore
verification Is not applicable in this
context.

SUP.5

Perform work product
valldation

N/A

The processes that the systam
performs are standard already
developed processes and therefore
validation (s not applicable in this
context.

 SUP.6

Petform joint reviews

NIA

Jolnt reviews are not applicable as
there are many sustomers amd the
customers are in remote locations

sUP.7

Ferform audits

An audit procedure wlll be devaloped
far the system. It will not be based on
organlsational wide procedures,
Organisativnal wide procedures are
in place to parform audits for
development but not for the
processes that a developed sysiem
performs.

sSups

Perforrn problem resolution

Problem resclution for the IS* product
will be handted on the product project
development level, The system itself
must however have a problem
resolutlon mechanism if users have
problems ustng the system {not
prablems with the systemas a
proguct), This mechanism will not be
based on .tganisational wide
procedures as the organlsational
wide procedures are for problams
with a product itself and hot for
preblems with the use of a system.

Prcject Management
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. ’ M "éf?- 3
MAN.1 Manage the prolect

3 The project will be managed
accarding to the SEAL QMS,
However the proceduras will be
tailored as the management of the S
is a continual process with no
developmaent, only maintenance. Any
further development of the system will
be handled on the 15 product's
development project lavel.

MAN.2 Manage quality 4 The management of quallty In this
context involves the management of
the system to ensure the initlally
impiemented quallty characteristics
are mali.tained. This Involves
measurement. The management of
quality will be based on the SEAL
QMS but must be taken beyond the
SEAL QMS by measuring the qually
(that s level 4)

MAN.3 Manage risks 2 Dus to the system already being.
operational and developed, there are
no developmental risks normally
associated with software
devalopment. However risks stii
rernain stich as the systemn crashing,
someons breaching the systents
security and so on. These risks have
to be continually monitored and
tracked. The capabllity level should
therefore be one of level 4 however
level 3 cannot be achleved due to this
tisk 1nanagement occurring only In
this systern and not on an

| organisational tevel.

MAN.4 Mansge subeontractors NfA There ara no subcontractors for the
continual malntenance of the system,
If any further development or
maintenance of the system ocours
beyond the normal functioning of the
system, this wlll be handled on the
184 product's project level.

7.1.1 Maturity level definitions

There are six capability levels in the reference model, incorporating nine
process attributes,
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Level 0; Incomplete; There is general fajlure to attain the purpose of the
process. There are no easily identifiable work products or outputs of the
process,

Level 1, Performed: The purpose of the process is generally achieved.
The achievement may not be rigorously planned and tracked. Individuals
within the organization recognize that an action should be performed, and
there is general agreement that this action is performed as and when
required. There are identifiable work products for the process, and these
testify to the achievement of the purpose.

Level 2; Managed: The process delivers work products of acceptabie
quality within defined timescales. Performance according to specified
procedures is planned and tracked, Work products conform to specified
standards and requirements. The pritary distinction from the Performed
Level is that the performance of the process is planned and managed and
progressing towards a defined process.

Level 3; Established: The process is performed and managed using a
defined process based upon good software engineering principles.
Individual implementations of the process use approved, tailored versions
of standard, documented processes. The resources necessary to
establish the process definition are also in place. The primary distinction
from the Managed Level is that the process of the Established Level is
planned and managed using a standard process.

Level 4; Predictable: The defined process is performed consistently in
practice within defined control limits, to achieve its gosls. Detailed
measures of performance are collected and analyzed. This leads o a
guantitative understanding of process capability and an improved ability to
predict performance. Performance is objectively managed. The quality of
work products is quantitatively known. The primary distinction from the
Established Level is that the defined process is quantitatively understood
and controlled.

Level 5; Optimizing: Performance of the process is optimized to meet
current and future business needs, and the process achieves rapeatability
in meeting its defined business goals. Quantitative process effectiveness
and efficiency goals (targets) for performance are established, based on
the business goals of the organization, Continuous process monitaring
against these goals is enabled by obtaining quantitative feedback and
improvement is achieved by analysis of the results. Optimizing a process
involves piloting innovatlve ideas and technologies and changing non-
effective processes to meet defined goals or objectives. The primary
distinction from the Predictable Level is that the defined process and the
standard process underge continuous refinement and improvement,
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7.1.2

7.1.21

based on a quantitative understanding of the impact of changes to these
processes.

Process purposes

Customer-Supplier process categary (CUS)

Tha Customer-Supplier process category consists of processes that
directly impact the customer, support development and transition of the
software to the customer, and provide for its corrsct operation and use.

CUS.1  Acquire sofiware

The purpose of the Acquire sofiware process is to obtain the product
and/or service which will satisfy the need expressed by the customer. The
acquisition process is enacted by the acquirer. The process begins with

the identification of a customer need and ends with the acceptance of the

product and/or service needed by the customer,
CUS.2 Manage customer needs

The purpose of the Manage customner needs process Is to manage the
gathering, processing, and tracking of ongoing customer needs and
requirements throughout the operational life of the software; to establish a
software requirements baseline which serves as the basis for the project’s
software work products, and activities; and to manage changes to this

-baseline.

CUS.3  Supply software

The purpose of the Supply software process is to package, deliver, and
install the soflware at the customer site; and to ensure that quality
software is delivered as defined by the requirements.

CUS4 Operate software

The purpose of the Operatfe sofiware process is to support the correct and
efficient operation of the software for the duration of its intended usage in
its installed environment.

CUS.5 Provide customer service
The purpose of the Provide customer service process s to establish and

maintain an acceptable level of service to the customer fo support
effective use of the software.
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_ | Engineering process category (ENG)

The Engineering process category consists of processes that directly

. specify, implement, or maintain a system and software product and its

user documentation. In circumstances where the system is composed

- totally of softwars, the Engineering process deals only with the
- gonstruction and maintenance of such software.

- ENG.1  Develop system requirements and design

The purpose of the Develop system requirements and design process |s to
establish the system requirements (functional and non-functior, , and
architesture, identifying which system requirements should be allocated to
which elements of the system and to which releases. This process should
be achieved by a group of people representing the diverse components of

~ the system such as users, operators, hardware, sofiware, etc.

E'NG.2 Devslop software requirements

The purpose of the Develop software requirements process is to establish
the requirements of the software component of the system.

ENG.3 Develop software design

The purpose of the Devalop soffware design process is to define a design
for the software that accommodates the requirements and can be tested
against them.

ENG.4 Implsment software design

The purpose of the Implement software design process is to produce

executable software units and to veriiy that they properly reflect the
software design.

ENG.5 Integrate and test software

The purposse of the Infegrate and test soffware process is to integrate the
software units with each ofther producing software that will satisfy the
software requirements. This process is accomplished step by step by
individuals or teams.

ENG.6 Integrate and test system

The purpose of the /ntegrate and test systern process is o integrate the
software component with other components, such as manual operations
or hardware, producing a complete system that will satisfy the users
expectations expressed in the system requirements. This process is
managed step by step by a group of people including a software expert,

Pa-js 28
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ENG.7 Maintain system and software

The purpose of the Maintain system and software process is to manage
modification, migration and retirement of system components (such as
hardware, software, manual operations, network if any) in response to
user requests. The origin of requests might be a discoversed problem or
the need for improvement or adaptation. The objective Is to modify and/or
retire existing systems andfor software while preserving the integrity of
organizational operations.

7.1.2.3  Support process category (SUP)
The Support process category consists of processes which may be
employed by any of the other processes (including other supporting
processes) at various points in the software life cycle.
SUP.1  Develop documentation
The purpose of the Develop documentation process is to develop and
maintain documents recording information produced by a process or
activity within a process.
SUP.2 Perform configuration management
The purpose of the Perform configurafion management process is to
establish and maintain the integrity of all of the work products of a process
or project.
SUP.3 Perform quality assurance
The pumose of the Perform quallly assurance process is to ensure that
work products and activities of a process or project comply with all
applicable standards, procedures, and requirements.
SUP.4 Perform work product verification
The purpose of the Parform work product verification process is to confirm
that each work product of a process or project properly reflects the
requirements for its construction.
SUP.5  Perform work product validation
The purpose of the Perform work product validation process is te confirm
that the specific requirements for a partlcular intended use of the work
product are fulfilled.
SUR.8  Perform joint reviews

qsi330.103.¢oe
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7.1.2.4

The purpose of the Perform joint reviews pracess is to maintain a common
understanding with the customer of the progress against the objectives of
the contract and what should be done to help ensure development of a
product that satisfies the customer.

S8UP.7 Perform audits

The purpose of the Perform audits process is fo confirm independently

- that the products and processes employed conform with the specific

requirements defined.

'SUP.8 Pesform problem resolution

The purpose of the Perform problem resolution process is fo ensure that

all discovered problems are analyzed and removed, and trends are
idantified.

Management process category (MAN}

The Management process category consists of processes which contain
practices of a generic nature which may be used by anyone who manages
any sort of project or process within a software life cycle.

MAN.1 Manage the project

The purpose of the Manage the project process is to define the processes
necessary to establish, coordinate and manage a project and the
resources necessary to produce a product,

MAN.2 Managse quality

The purpose of the Manage qualily process is to manage the quality of the
project’'s products and services and to ensure that they satisfy the
customer. The process involves establishing a focus on managing the
quality of product and process at both the project and organizational level.

MAN.3 Manage risks

The purpose of the Manage risks process is to continuously identify and
mitigate the project risks throughout the life cycle of a project. The process
involves establishing a focus on management of risks at both the project
and organizational levels,

MAN.4 Manage subconiractors

The purpose of the Manage subconiractors process is to select qualified
subcontractor{s) and manage thelr performance.

Page 30
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8 Summary of Investigation
Qs] ISO Standard | Requirement System that will comply
330 and clause (WWW, 18* development
section project or SEAL)
number
23 9001 - section|A contract must be | Development project
4.3 developed by the supplier
2.3 9001 - section [ The contract for the | IS*
4.3 software must he supplied
on the Internet and a
mechanism must be put in
ptace for the customer to
agres to the contract
2.5 9001-section All documentation made | IS* development pro;ects
4.5 availabie via the Internet [ and SEAL
must:
m comply with the SEAL
QMS  documentation
standards
B be approved
B be the latest revision
26e [ISO 9001 -|The items as identified in | 1S*
section 4.6.3 this saction of the standard
must be included in the
order form for the software
28b SO 9001 -j{The identification and!IS*
section 4.8 fraceablility management
used on the project level
must be reflected in the
supply and  support
- system,
2.9 di ISO 9000-3 | The master copy and|IS*
section 4.9 copies must be identified
qei330.103.doc Varslon 1.03 2B May 1998 Page 31
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Q8!  {I1SO Standard | Requirement System that will comply
330 and clause (WWW, 1S* development
 section project or SEAL)
number
29diii 180 8000-3 | Disaster recovery plans |15
section 4.9 must be made
2.9div [ISO 9000-3 | The period of obligation of | SEAL, development
section 4.9 the supplier to supply [ project and IS* . The SEAL
copies and the capability (and the development
of reading master copies | project must specify the
must be determined. periocd of obligation to
supply copies. The
capability of reading the
master copy must be
determined by the 1S* and
the SEAL.
29dvi {1SO 9000-3 | Virus checking must be | Development project and
section 4.9 implemented  for  the [ IS* -
supplied software
29dvil [ ISO 8000-3 | Required documentation to | Development project, |
: section 4.9 be supplied must be|SEAL QMS and I1S8*
| stipulated.
2.9d viii | ISO 9000-3 | Copyright and  licensing | Development project for
section 4.9 concerns must be | developing the coniract
addressed and agreed to { and I1S* for agreement
by the customer
2.8dix [18S0 9000-3 | The environment must be [ 1S
section 4.9 controlled o ensure
repeatability of the
replication of the software
214b | 1808000-3 Procedures must be in|Is*
section 4.14.2 | place to handle and pass
on customer complaints
Paga 32 Vaision 1.03 25 May 1868
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Qsl ISO  Standard | Requirement ' System that will oon'lpiy—l
330 and clause (WWW, 1S* development
section project or SEAL)
number
214¢ |I1SO 9000-3 | Controls must be in place | SEAL, development
section 4.14.2 [to ensure that corrective | project and possibly I1S*
action is taken and that it
is effective
215a |I1SO 9000-3 | The 1S* system must be | IS* and SEAL QMS
section 4.15.1 [ fuly documented. This
may also impact on the
WWWY system
215b |ISO 8000-3 | Virus protection must be in | 1S*
section4.152 | place
2.145¢ |ISO 9000-3 | Storage material  (hard | IS*
section 4.15.2 ) drive) deterioration must
also be  taken into
consideration
2.15d |I180 9000-3 | Access to the stored | IS*
section 4,15.3 | product must be controlled
(electronic and physical).
2157 SO 9000-3 | The products must be held | 184
section 4.15.3 | in an environment which:
B protects them from
change or corruption
® permits the controlled
retrieval of a copy.
8 js satisfactory  with
regard to electrostatic
and electromagnetic
environments.
qEi330.103.dos Verslon 1.03 28 May 1998 Page 32
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as| 180  Standard | Requirement System that will comply
330 . | and clause WWW, 1S* development
section project or SEAL)
number
3141 ISO/IEC 12207 | The following must be |IS* for availabllity. The
1 section 5.1 made available via the | Development project will
web site: be involved in the
development of such
B the details of the]information.
product
M documentation
B proprietary, usage,
ownership, warrantee
and licensing rights
® Details regarding future
support of the product.
3.11e [ISO/NEC 12207 | Details regarding | The Bevelopment project
section 5.1.1.9 [ acceptance criferia and | wil be responsitle for
and 5.1.5.2 testing or the non-]specifying this in the
availability thereof must ha | contract
addressed, possibly In the
contract
3.1.2f [ISONEC 12207 | Delivery and  support| The Development project
section 5.2.7 details must be specified in [ will be responslble for
the contract specifying this in the
contract
31430 |ISO/NEC 12207 | Details regarding | The Development project
section 5,3.12 | instaliation obligations | will be responsible for
must be specified in the | specifying this in the
contract. instaliation will | contract
not however be handled by
the 18* and must be
handled outside the scope
of the system.
fage 34 Version 1.03 28 May 1998
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QSl
330
section
number

ISO Standard
and clause

Requirement

System that will comply

(WWW, 1S* development
project or SEAL)

3.1.3¢c

ISONEC 12207
section 5.3.12

The resources and
information necessary to
install the product must be
determined.

To be determined by the
Developrnent project in co-
ordination with the 13*

31.3¢c

ISONEC 12207
section 5.3.12

The and

resources
install the product must be
made available to the
customer.

information necessary to |

Ist

3.1.3d

ISONEC 12207
saction 5.3.12

The extent to which the

acquirer - with  set-up
activities must be specified
in the contract. The
assistance must then be
provided as specified in
the contract

developer shall assist the |

Development project

3.1.33

ISOQAEC 12207
section 5.3.12

When the product is
replacing a current
product, the extent to
which the developer shall
support  any parallel
running activities of the
acquirer must be specified
in the contract. The
support must fthen be
provided as specified in
the contract

Development project

313 f
and g

ISQNEC 12207
section 5.3.12

The installation plan for the
supplied software product
must be documented. |t
must be documented that
the developer shall not
install the software

Development project

4si230.103.doc
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‘| Qst
330
- section
number

1180 Standard

and clause

Requirement

System that will comply
(WWW, 1S* development
project or SEAL)

l3.1.5h

ISONEL, 12207
saction 5.3.13

It must be specified in the
contract that the
developers cannot support
the acquirers acceptance
review and festing of the
product.

Development project

3134

ISONEC 12207

sectlon 5.3.13

The delivery of the product
must be specified in the
contract

8* and
project

development

13,1.3]

ISO/EC 12207
section 5.3.13

The training and support to
be provided must be
specified in the contract
and  supplied  where
required.

Development project

31.5b

ISOAEC 12207
section 5.8.12

The IS* is to provide a
means to report problems
and request modifications.
Once the report s
received, the maintainer is

fo record and track the

problem. Aiso the system
is to provide for a means
to provide feedback to the
users

1S* and maintainer (SEAL }
and/ or development
project)

3.186¢

ISONEG 12207
section 5.5.5

A migration plan must be
developed and the system
must provide a mechanism
for the maintainer to
provide migration
information to the users,

Development project for
migration plan
development and 18* for
the provision of migration
information.

3.1.5d

[SO/NEC 12207
section 5.5.5

The system must provide
the mechanism to provide
migration notification to the
users.

1S*

Page 38
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Qsl ISO Standard | Requirement System that will comply
330 and clause (WWW, I8* development
section project or SEAL)
number
31.5e |ISONEC 12207 | A post-migration review | The development project
section 5.5.5 must be performed. The | must periorm the review
system must provide a|and the 1S* must be used
mechanism for oblaining | as the response
users’ post-operation | mechanism.
responses to the migration
3.1.51 |ISONEC 12207 | A development plan must|{ The product maintainer
section 5.5.5 be developed and the | must develop the plan and
system must provide a|the 18* must provide the |
mechanism . for the | facility of communicating
malntainer to  provide | this information to users.
product refirement
information to the users,
3.1.5g {ISONEC 12207 The system must proviue | IS*
section 5.5.5 the mechanism to provide
product retirement
notification to the users.
3.22b | ISOAEC 12207 | The system must facllitate | 1S* will receive the change
section 6.2 change requests requests and the
development project will
handle the change
requests.
3.23b |ISOHEC 12207 | It must be specified in the | Development project must
: section 6.3.1.5 | contract which QA records { determine  which QA
will he made available to | records will be supplied
the acqulirer. Thesstand the development
records must then be |project must then specify
made available this in the contract. The i%*
must then supply these
records.
3.23d |ISONEC 12207 | The support to be provided | Development project and
section 6,3.3 must be specified in the | possibly IS4
conhtract
qsl3d0.103.doc Version 1.03 28 May 1998 Page 37
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Qsl ISO  Standard | Requirement System that will comply
330 and clause (WWW, (S* development |
section project or SEAL)
number
3.28b ISONEC 12207 | Problem resolution is to be | The development team or
section 6.8 carried out . maintainer is to carry out
problem resolution. The IS*
is to be used as a means
of communication during
problem resolution-
4 ISO 9127 All cover information and | The development project
user documentation as | will specify this information
| specified in the standard [and I1S* will provide the
must be made available | information
via the supply system.
7 sup.8 | ISOMIEC 15504 | A mechanism for problem | IS*
sup.8 reporting about the system
must be present In the
system
[
Paga 38 Version 1.03 28 May 1998
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1 Scope

1.1 Introduction
The 18* system serves as a system for the sale of SEAL software products
via the Intemnet. The system serves as a fully automated procedure for
acquiring a user's detafls and order information, ©;™cessing the order and
then providing the user with access to the selec! : software product. The
software purchased via the system is freely availdble for downloading,
however the product is locked and requires and encryption number to
unlock the software. This encryption number is made available via the web
site after a user has purchased the product.

1.2 Purpose
The purpose of this document is to define the procedures to be followed by
the software developers and suppliers in order to supply their products via
the i84. The required characteristics of a newly developed software

- product are also defined in order to enable it to be 'sqpplied using the IS*.

1.3 Applicahility -
This document is applicable as a technical product for the QS! project, The
document is also applicable as a reference document for software
developers and suppliers wishing to use the 1S* to supply and support their
software over the internet.

1.4 Definitions
SEAL - Software Engineering Applications Laboratory
WWW - World Wide Web
FTP - File Transfer Protocol
QOLTP - On-line Transsction Processing
LAN - Local Area Network
IS0 - International Standards Organisation
|IEC - International Electrotechnical Commission
TC - Technical Committee
JTC - Joint Technical Committee

qeid40,100.doc
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1.6

1.7

1.8

'§C - Sub-committee

.184 - Intarnet System for the Supply and Support of Software.

_Audience

The following coriprise the audience for this document:
a. The developer of this product.
b. The manager of this product development.

¢. Members of the SEAL OQ project.

d. Members of the SEAL Management Board

8. Head of Department of Electrical Engineering

f. Individuats who perform internal and exiernal audits on pro;ects
undertaien within the SEAL Quality Management System.

Applicable Documants

1.6.1 Specifications
1.6.2 Standards

& SEAL QMS Document Creation Template, QS 002, Revision 0.02, 3

October 1994

b. SEAL QMS Document Layout, Presentation and Typesetting Guide, QS

003, Revision 1.00, 3 October 1984

1.6.3 Procedures

1.84  Guidelines

1.6.56  Other Documents
Assumptions

Requirements Traceability

Page 2
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2 General

2.1 The period of obligation of the supplier to supply coples must be
determined. This information is required in order to ensure that the
storage device is capable of storing the software for the required
period of time. '

22 AlLsoﬂware must be checked for viruses before being placed ori the
Is '

gsid340.10¢.doe Varalon 1.00 28 May 1988 Page 3
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3 Supply of Product information

31

3.2

3.3

The following must be developed by the suppliers and developers
and made availabie via the 194;

a. The details of the product (Refer to section 3.3}
b. Documentation (Refer o section 3.3)
¢. The QA records as specified in the contract

d. Details regarding fuiture support of the product. (This is evident
from the feedback mechanism (refer to section 5) and need not
be specified)

All documentation supplied via the 1S* must be SEAL QMS

compliant, approved and must be the iatest approved ravisions of the
respective documents., :

ISO/IEC 8127 describes information and documentation that needs
to be supplied to a potential and actual customer of a consumer
software package, The developers-and suppliers must refer to this
standard and then stipulate what documentation will be supplied with

‘the software product. This documentation must then be developed in

order to be supplied via the 154.

3.3.1 The items of information needed to be supplied are divided into three

categories:

a. Essential (ESS) - this information needs to be supplled for every
software product.

b. Conditional (CON) ~ this information is to be supplied for every
preduct to which it is relevant

¢. Optional (OPT) — this information is to be supplied at the
discretion of the SEAL and the development team.

3.3.2Refer to ISOAEC 9927 seclion 2 for information that. must be

presented to potential customers of a product.

3.3.3 Refer to ISQAEC 9127 section 1 for information and documentation

that must be presented to actual customers of a product.

Page 4
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4 Coniract

A confract Is to be drawn up by the product developers. This contract will
be made available via the 1S*. A customer will only be able to purchase the
respective product if he/shie agrees to the contract. Contract negotiation is
outside the scope of this systemn and any sales base on a negotiated
contract must be handled outside the scope of the [S*,

The following must be present in the contract.

41
42
4.3

4.4

4.5

4.8

4.7

4.8

4.9

Proprietary, usage, ownership, warrantee and licensing rights

Procedures for initial and subsequent product releases.

Details regarding acceptance criteria and testing {or the non-
availabillty thereof) must be addressed.

Delivery details must be specified in the contract (Refersnce may be
made to an applicable 1S* web page dest.rlblng the 18* delivery
mechanism)

Detalls regarding installation obligations (or the absence thereof)
must be specified in the contract. Installation will not however be
handled by the 18* and if required, must be handled outside the
scope of the system.

The extent to which the developer shall (or shall nof) a.. it the
acquirer with set-up activilies must be specified in the contrac..

Support details must he specified in the contract (Reference may be
made to an 1S* web page explaining the feedback mechanism of the

184.)

The tralning to be (or not to be) provided must be speclfied in the
contract

When the product is replacing = current product, the extent to which
the developer shall {or shall not) supporf any parallel running
activities of the acquirer must be specified in the contract.

4.10 it must be specified in the contract which QA records will be made

available to the acquirer

4si340.100 doc
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5.4

5.2

Communication with Customers

Standard Feedback from Customers
- 51.4The IS4 is developed to obtfain the following types of customer

feedbaci:
a, Customer complaints
b. Problem reports (for a specific product)

c. Improvement Recommendations

.2The development team and / or supplier (SEAL) must develop

procedures for handling customer complaints. These will be received
via the 18* and will be passed on to the responsible. party. Controls
must bs in place to ensure that corrective action is taken and that if is
effective

5.1.3 The 1S* is to provide a means to report problems, Once this channe!

has been used as a means of communication, the information is to
be forwarded to the pary responsible for the product. The
responsible party (the maintainer) is to have procedures for recording
and tracking problem reports. The development or maintenance team
should carry out problem resolution compliant with ISO/EC 12207
section 8.8. Procedures are also to be in place for providing feedback
{o the users. This feedback is to be carried out using the product
malling lists in the 1S* (See section 5.2 below).

5.1.4 Improvement Recommendations will be received via the {84 and the

supplier and / or development project must handie the
recommendations. Procedures are also to be in place for providing
feedback to the users. This feedback Is to be carried out using the
product mailing lists in the 1S* (See setion 5.2 below).

Providing information to customers

5.2.1 The customers have the option whether or not (default is yes) to be

on a general products mailing list and on specific products’ mailing
lists. These mailing lists are to be used as a means of
communication with customers.

5.2.2 A migration plan must be developed. 1S* mailing lists must be used to

supply migration information to users. When the time of migration

Page &
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arrives, hotification must be given to the users using the relevant 1S4
mailing list. A post-migration review must be performed. The 1S4 Is to
be used to obtaln users’ responses to the posi-migration review.

5.2.3 A retirement plan must be developed. The 1S* mailing lists must be
used to supply retirement information fo users. When the time of
retirement arrives, nolification must be given to the users using the
relevant 1S* malling list.

ysl340.100.doc Verslon 1.00 28 May 1558 Page 7
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6

Product unlocking system

6.1

8.2

6.3

6.4

6.5

Any products made available through the 1S* must contain the SEAL
encryption system as used in the SOQ product.

The product must either be incparable or have only limited features
prior to fhe Insertion of the unlock information. The degree of
inoperability is to be determined by the product developers.

Once the customer has purchase the product through the 18, the
following will be presented to the cusiomer on the web site:

a. The registered username (input by the customer on
registration)

b. The product ID. This consisls of three letters specific to the
product itself, two numbers indicating the version of the
product and a subsequent four diglts based on a sequential
set of numbers for each license Issued for the specific -
product.

c. The unlock key. This Is based on the product 1.D. and on the
customer’s username.

When the customer runs the purchased product and selects to
register the product, the customer is to be presented with a form built
in to the application. The form Is to have place to enter the
information as listed In section 4.3. Once the customer obfains this
information off the I1S* and Inputs it In to the application, the
application is to then be opened up for normal usage.

A set of Instructions must be drawn up by the product developer
detalling how to enter the registration information. This can be based
on a generic Instruction set but must be tailored for the specific
apptication,

Page 8

Version 1,00 28 May 1998 451340.100,doc



Qsl " Raquirements for software Doc. No. QS 340
developers and suppliers using

 the 184
7 Upgrades and new versions
# Upgrades will be treated in the same way as a new product.

B Ownership of the previous product will be checked through
dependencies in the database. :

@ Upgradss must not however technically depend on the pravious
version,

B The upgrades must have thelr own registration procedures.
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1 Scope
11 -Purpose
This document provides a checklist of questions for identifying the
functional requirements of the QSI product.
1.2 Applicability _
This document will normally be the first in the series of technical
documents to be developed in support of a software development project.
It builds on the functional requirements identified in the Product
Description.
Reference is made in the document to key secfions of the Managerment
Products already developed to support this project.
1.3 Audience
The audience for this document comprise the various stakeholders of the
SEAL, including:
» The product developer
¢ The Product manager
¢ All fulltime and part-time post-graduate students associated with the
SEAL
¢ Members of the SEAL Management Board
« Head of the Department, Electrical Engineering
» individuals who will perform internal and external surveillance audits of
the SEAL Quality Management System
1.4 Applicable Documents
141  Standards
a. SEAL QMS Document Layout, Presentation and Typesetting Gulde Qs
003, Revision 1.00, 3 October 1994,
1.5 Assumptions
It is assumed that the reader is famillar with the 150 9000 series standard
for quality systems management,
gsj200.100.doc Verslon 1.00 5 June 1998 . fags 1
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16 Definitions '
URL - Universal Resource Locator
WWW - World Wide Wehb
17 Requirements Traceabillty
This document addresses the following requirements:
a. ISO 9001 (1994) 4.4 Dssign Control
Page 2 vearsion 1.00 5 June 1998 qsi200.100.dog
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21

22

23

2.4

Problem Statement

Product Title
Quality aspects of software product supply and support using the internet,

What problem is the product meant to solvs?

The product is to serve as a system for the sale of SEAL software
produc.  via the Internet. The system is to serve as a fully automated
proceaure for acquiring a user's details and order information, processing
the order and then providing the user with access to the selected software
praduct. The system Is to also provide for an administrator interface in
order to update the system with regards to products and to be able to
monitor the transactions that the system has performed. The system is

also to automate the transaction processing with banking institutions as far
as possible. ' '

Where does this product fit into the "big picture™?

The product is to serve as a subi-system of the larger SEAL WWW facility,
The SEAL WWW Faclility is to provide information regarding various SEAL
software products and the QS| sub-system is to serve as a means for
registering for and purchasing of the respective software product.

Product History

The Q8! purchasing system does not have any history. However the
SEAL WWW Facility has been developed as a separate SEAL project. For
details regarding this project and the SEAL WWW Facility refer to the
SEAL praject number 1998_25,

qsi200.100.doc
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3.1

3.1.14

3.1.4

315

Environment

Cost

What is the limit of expenditures to be used to create the product? (i.e.
duilars and/or engineering hours)

Refer to the Project Management Plan, QS| 005 section 6,

What is the limit of expenditures to be used to maintain the product? (i.e.
dollars and/or engineering hours per unit time of use).

The maintenance of the product should be limited as Tar as possible. The
payment mechanism will be automated as far as possibie and the
administrator interface will be as simple as possible in order to minimise
maintenance of the product,

What facilities are available for the product development?

The SEAL and Wits Electrical Engineering facilities are available for the
development of the product. Further facilitles miay be required. These will
be specified in the Project Management Plan, QSI 005 section 4.6
Hardware and Software resources.

What persannel are available to suppori the product development
Refer to section 4 of the Project Managemerit Plan, QS! 005,

What other »:  ources are available for maintenance use during the
product si rvice life? (i.e., facilities/personnel and quantitative or
qualitative lunits)

Profess « A.J.Walker is to administer the product after the development
and impiementation of the product has ocourred. The administrator
interface that is to be developed as part of the product is to be used to
administer the product.

What n.>thods of progress fmeasurement does the customer require to
track the duvelopment task? (e.g. status reports, progress reports)

Refer to QS1005-10, Work Breakdown Structure for the tasks and
schedule for the development of the product. The tasks are to be tracked

in review mestings held between the developer and the manager
{customer).

Page 4
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3.1.7

3.2

3.2.1

3.2.2

3.2.3

324

3.2.5

What are the milestones that shall be met? (j.e. schedules, deliveries)
Refer to QSI005-10 Work Breakdown Structure.

Hardware/Software
What computers shall the product run on? (e.g. makes, models, particular
installations).

The product shall run on a standard PC acting as a server. The details of
the PC are still to be determined.

What peripherals are required to interface with the product? (e.g,
terminals, hardcopy devices, tape drives, disk drives, displays, etc.
Spacify makes and models).

a. Users will require the following to interface with the user interface of the
product: '

i. Aseparate PC.
ii. An Intemet connection on the PC.
tii, A Web browser,

b. The administrator will require the folfowing fo Interface with the
administrator interface of the product:

i. A keyboard, mouse and monitor connected to the hardware on which
the product shall run.

What unique interfaces does the product need tu access? {e.g. cockpit
hardware, microcomputer, test benches, etc. Specify makes and models).

None

On what operating system shall the product run? (j.e. operating system
ID, revision level).

Windows NT 4 server,

What database methods shall this product use? (e.g. Dbase, SQL ele.)
The product shall use a database server, namely Microsoft SQL Server.

4 200.100.dsc
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3.26

3.2.7

3.28

3.2.9

3.3
3.3.1

3.3.2

3.4
3.4.1

With which specific database management products shall the product
interface? (e.g. products protocol, ete.)

With what other external (forelgh to this product) software products shall
this product interface? (e.g. routines, libraries, product names,

. manufacturers, suppliers, revision levels, stc.}

The product shall interface with a Web server ( Microsoft Internet
informatior Server (1IS)) and a database server ( Microsoft SQL Server.)

The product will also possibly interface with SET compliant payment
software,

These interfaces will form part of the final product.

What #re the size restrictions for the finished product? {e.g. bytes of code,
text, embedded data, ete.)

The information passed to & user via a web browser shall be sufficiently
small s0 as not to create an unreasonable delay ln the transfer of the
information over the Internet.

How transportable shall the product be?
The product need not he transporiabls.

Required Design Restrictions

What are the language restrictions for the product? (e.g. language
names, versions; or maximum number of languages, etc.)

The product is to use English.

To what staidards shall the product conform? (e.g. document titles,
sources, revision levals, etc.)

This Is defined in QS 003 Document LayoUt. Typesetiing and Presentation
Standard,

Customers

Who is commissioning this product? (e.g. identify signatures of authority,
stc.)

Professor A.J.Walker for the SEAL.

Paga b
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34.2

3.4.3

344

3.4.5

3.4.51

3.4.5.2

Who is to accept delivery? (e.g. identify signatures of authority, etc.)
Professor A.J Walker

What s the profile of the typical end user? {e.g. years of experience in
some specified job, years of schooling, etc.j

a, The Web interface

The users will most prabably be involved in software deveiopmant or the
management thereof and will therefore be proficlent in the use of
comptrters and the Internet. These wlli be the users purchasing the SPICE
product. The system is to be designed to support the purchasing of other
software products. However all SEAL software products will be acquired
by people proficient in the use of computers.

b. The administrator interface

The user of the administrator interface w't be the SEAL administrator, who

will be an electrical englneer with experience in the use of computer
software.

What are the human factors criteria and how shall the success of the
product in meeting the crlteria be determined? (e.g. non-direct paths, non-
standard user- interface, efc.)

Refer to QS1003, Quality Pian section 2.

Cultural Dependencles

Language
a. The initial and main language of the system is te be UK English.

b. The administrative language I3 to remain UK English,

¢. Other language options will not be incorporated into the first version of
the system, however in the deslgn and development of the system the
future ability to provide users with different language options must
incorporated as far as possible,

Currency

a. Credit card payments can be charged for in any currency and the
international -edlt card infrastructure will charge the customer in their
{ocal currency (at the current exchange rate)

b. Due to the above point the products sold over the system can
technically be charged for in any cuirency.

461200.100.doe
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3.4,5.3

3.5

3.5.1

c.

The majority of the users of the system wili probably be South African
and therefore charging for products in South African Rand  will

probably suite most customers. {This is dependant on the product
being sold).

However the products will also be purchased internationally and due to
the giobal nature of the infernet consideration must also be given to
international customers.

For international customers, the most global intemational currency is

- the US Dollar and therefore the product should either be charged for in

US Dollars or the US Dollar equivalent should be given next to the
actual price in South African Rands. The international credit card
infrastructure will then charge the customer for the product in their local
currency (at the cumrent exchange rate to either the Rand or US Dollar
(depending what currency the product is actually charged in)).

Cultural Sensitivities

a.

The Intemet is a global system and is accessed world-wide. In the

 same way, the 18'wlll be accessed world-wide.

Due to the above point, the system must be senSItlve to theoretlcally all
cultures.

If English is used as the inltial l[anguage for the system, terms must be
used that will be understood by people of all nationalities who have
only a basic understanding of English.

Before images and symbols are used in the system, it must be
assessed what the symbols and images may mean in various cultures
and religions and care must be taken not to offend members of these
cultures and religions,

Performance factors

What human suppeort is required to operate the product? (e.g. Identify any
runtime operations which the user or support personnel shall physically
carry out in order to achieve any specified resuits, etc.)

The aim of the system Is {o remove any required human suppert. However
due to limitations imposed by international payment mechanisms, human
intervention may be required in order to process the credit card payment.

Page 8
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3.5.2

3.5.3

3.6

3.8.1

3.6.2

3.6.3

What periods of time shall the product be available for operation? (e.q.
hours per day, weekly schedule, etc.}

The product shall be permanently available.

What criteria must the product meet regarding reliability of operation?

The product is to be totally reliable with regard to software performance.
Faillures due to power fallures and network failures can k- tolerated on
condition that these failures are not too lengthy or frequen., A down time
of a few hours per month during weekdays can be tolerated.

Operational Considerations

What methods shall be used to deliver the product? (e.g. data storage or
transfer medium, etc.) (See also Q8P 335-10 Software Development;
Handling, Storage, Packaging and Delivery).

The product shall not be delivered. The product shall be installed as part
of tha development of the product.

What are the restrictions on the installation of the product? How easily
shall the product be to install? (e.g. classes of users, numbers of users,
access limitations ete.)

The product shall be Installed by the developer therefore ease on
installation is not applicable.

To what degree shall the operation of the product be successfully
restricted to authorize:.d users only? (e.q. classes of users, numbers of
users, access limitafons etc.) '

a, Operation is to be restricted to operation via either the web or
administrator intarfaces. Security measures are to be implemented to
prevent operaflon of the product from any other Interface. Access fo
system Informetion via an unauthorised interface will be restricted by
encrypting the data betwsen the server and the web interface,

b. Access to the web interface is to be open fo anyone. However secure
areas of the web interface will be developed which will be limited to
users who have been allocated a username and password.

¢. A user with a valid username and password is to be allowed access to
information pertaining to only himself and not to any other users,

05200.100.doc
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3.6.4

3.7
3.71

3.7.2

d. Access to the administrator interface Is to be limited to the SEAL
administrator, Access to the product via the administrator interface is to

be limited by password protection, physicai security as well as possibly
encryption,

How shall product integrity be ensured? (e.9. data recovery source code
recovery, eic.)

a. After implementation of the system, a full system béckup is to be
~ created. Thereafter backups of the database are to be performed on a
daily basis. These backups are to be stored onsite as well as offsite.

b, The recovery of a transaction should the system fail during a
transaction is to be investigated further,

Maintainability

What support of the product after tumover to the customer is required?

{e.g. training support, computer personnel, efc.) _

a. Pracedures for maintaining the system are to be documented as part of
the development of the system.

b. The system Is to be supported by the SEAL administrator after product
turnover to the customer. (The product will however be tested and
agdmiivatered in a live environment by the product developer during the
on-line customer acceptance testing.)

Where might the requirements for the product expand In the future? (i.e.
percentage chance of change).

Tha requirements for the product will most probably change in the future in
the following areas,

a. Support for new payment mechanisms (SET)
b. Support for higher encrystion levels

c. The possibility to register and pay for courses and events.

Page 10
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4 inputs
41 What are the input media? (e.g. touch screen, keyboard, tape, etc.)
a. Users will require the following to input into the web interface of the
product:
i. A separate PC.
ii. An internet connection on the PC.
iii. A Web browser.
b, The administrator will require the foilowmg to input into the
- administrator interface of the product:
LA keyboard, mouse and monitor connected to the hardware on which
- the product shall run. -
4.2 What is the format of the input? {e.g. record layout).
4.2.1 Web Interface
a. The web interface is to have three sections, a reglstration section a
pricing section and a purchasing section.
4211 Main menu
a. The main menu is the screen that will be viewed when the user opens
e interface. The menu will options for all the other sections and sub-
sections
4212 Registration Section
a. The registration section is 1o be used to obtain the user's information
(excluding eredit card information). This section is also to be used to
enrol a person onto a ‘SEAL products’ malling list.
4.2.1,3 Pricing section
a. The pricing section is to be used to provide purchasing details to
prospective customers, This section is to allow access to users without
requiring them to register as discussed above, This section is to be
used as a ‘catalogue’ and the user will not be able to input any
gei2it100.dos
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- 4214

4.21.4.1

4.2,1.4.2

4.2,1.43

4.2.14.4

information besides for the standard web browser navigation. in this
section the user will be able to follow links to download the required
product,

Purchasing saction

a. The purchasing section is to be used to select products for purchasing,
to purchase the selected products, to view products. for which the user
is registered for, to provide feedback and to change user information.
Access te this section is fo be password protected. The purchasing
sectlon Is to have § subsections.

b, All five sub-gections are to be accessible via a web interface main
page.

¢. All information transmitted between the interface and the system is to
be encrypted.

Selection sub-section

in this sub-section the user is to select the produdts for purchasing. The
user is to have a virtual “shopping basket" and is to add or remove
items to purchase. The user has to agree to the coniract before being

allowed to purchase the product (add the product to the shopping
- basket).

Payment sub-section

This section is to be used to enter payment details (credit card
information) in order to purchase the selected products.

Current products sub-section

This section is to be used by the user te view products for which he/she
is already registered and to retrieve encryptlon numbers for software
products that have previously been purchased. This section will also be
used to subscribe or un-subsocribe from a particular product mailing list
where applicable,

Feedback sub-section

This section is to he used by the users to report problems of the following
nature:

a. Customer complaints

Pags 12
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42145

422

4221

4222

4223

4224

b. Problem reports (for a specific product)

¢. Improvement Recommendations

User information sub-section

This section is fo be used to modify selected user information such as
contact details. :

Administrator Interface

a. The administrator Interface is to consist of a standard VWindows
application display with drop down menus and toolbars.

b. The administrator intetface is to consist of the following sections:
i. New Products Section
ii. Approval of Payments Section
fil. SEAL Products Section
iv. Transactions Section

v. User Profiles Section.

New Products Section _
a. The New Products section will allow for the input of new product detalls.

Approval of Payments Section

a. If the payment mechanism is not automated, an input mechanism wil
be developed in order for the administrator to approve a payment after
manually processing the payment through a financial institution.

SEAL Products Section

a, This section will serve mainly as an output Interface for the
administrator to view the SEAL products in the section.

b. The administrator will however be able to update product information
{such as an updated price) in this section.

Transaction Section

This section will serve only as an oufput for all the transactions that the
system has processed. The administrator will not be able to input any
information into this interface.

q%1200.100.dac
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4225 User Profils Section

& This section will serve mainly as an output for all user information
- stored in the database.

b. The administrator will however be able to modify user information via
this interface.

- 4.3 What are the input items?
4;3,1' ~ Web interface

4311  Main menu

The main menu will have only 1 input. This will be a selection of the
required section or sub-section.

4.3.1.2  Registration section

To register as a SEAL software buyer and user the user must completé
the following details on the web form:

a. Surname

b. Firstname

¢. Company

d.. Telsphone number

e, Fax number

f. Cell number

g. e-mail address

h. Registered SEAL software user (individual or company name)
i. A password.

i Whether or not the user wishes to be on the SEAL products mailing list
(Y\N) (Default is to be YES).

4,313 Pricing section

The pricing section is to have no input items. It is to only have output
items. '
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4.3.1.4  Purchasing section
a. In order to access the purchasing section, the user is to input a
username and password,
4,3.1.4.1 Selection sub-section
Once inside the selection sub-section the user is to input the fo!!owmg
input |tems
a. ltems to be purchased (selected from a list - Note users will only be -
allowed to access products if they mest all dependencies for the
product - refer to section 4.3.2.1e. Provision must be made for a user
purchasing 2 product and its dependencies in one transaction)
b, For each purchased item, whether or not the user agrees to the
product's contract
¢. The user must be able to view the confract for the particular product.
d. Whether or not the user wishes to be on the malling list for the
particular product (Default Is to be YES).
4.3.1.4.2 Payment sub-section
Once the user is finished selecting products, the user is to input the
following information in order to pay for the products:
a. Credit card number
b. Registered owner of credit card
c. Expiry date of credit card
d. Credit card brand name (VISA, MC, AMEX) Note: The brands that the
site will support must be determined.
4.3.1.4.3 Current Products sub-section _
This section is used mainly for outputs. The only input for each product will
be whether or not the user wishas to be on the product's mailing list.
4.3.1.4.4 Feedback sub-section
The following Information will be input by a user providing feedback:
18200, 100.doc Varslon 1,00 5 June 1928 Page 15
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43.1.4.5

a. The type of feedback - customer complaints, problem reports or
Improvement Recommendations

b. The applicable produit (where applicabl.)
¢. Text co itaining the feedback.

User information sub-section
Users will be able to modify the foliowing information in this sub-section:

a. Sumame

b, Firstname

TG Company'

d. Telephone number

. &.Fax number

o . £ Cell number

g. e-mail address

'; h password.

" i, ‘Whether or not the user wishes to be on the SEAL products mailing list

e (Y\'_N) (Default is to be YES)

el '_ The following information will not be modifiable:

: ja_, Registered SEAL software user (individual or company name)
. Adrministrator interface

1 - New product saction

The following Information is to be input by the cdministrator for every new
product:

a. Product name -
b. Product number
¢. Product version
d. Unit price

e. The contract for the parficular product

Page 16
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f. The dependencies of this product, that is, any other products that a
user must be registered for, before being given access to this product.
This will be used to deny a user to download a product upgrade if he is
not registered for the original product.

4.3.2.2 Auproval of payment section (manual transaction processing)
If the payment mechanism Is not sutomaied, then the administrator is to
be prompted whether or not to approve a transaction. (Before approving or
denyirg the transaction the administrator will attempt to process the
transaction manually through a financlal institution.) The administrator will
have ane of the following options:
a. Approve - the system will grant the user access 1o the licensed product.
b. Deny - the system will not grant the user access to the licensed
product.
¢, If the Deny option Is selected, the administrator will be able to enter a
few lines of text indicating the reason for the denial.
4,3,2.3 SEAL Products Section
The section will serve mainly as an output. The administrator will however
be able to modify the following information about a product:
g, Unit price
b, The contract
6. The dependencles of this psoduct, that is, any other products that a
user must be registered for, before belng given access to thie product,
This will be used to deny a user to download a product upgrade if he is
not registerad for the origlinal product,
d. The product name, number and version will not be modiflable,
43,24 Transactions Section
a. This section will sere only as an output.
b. The user will only be able to input different queries on the information,
The following queries will be possible:
i. All successful fransactions
4si200.100.doc
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4325

4.4

ii. All failed transactions
iii. Transactions per day or month or year.
jv. Transactions per registered user,

v. Transactions per product.

" User Profiles Section

The section will serve mainly as an output. The administrator will however
be able to modify the following information about a user:

a. Surname

b. Firstname

¢. Company

d. Telephone number
e. Fax number

f. Celi number

¢. e-mail address

" h. username

i. password.

j. Whether or nort the user wishes to be on the SEAL products mailing list
(Y\N)

k. Registered SEAL software user (individual or company name)

What are the characteristics, accuracy, descriptioris and range for
each input item ?

Refer to Appendix A

Page 18
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5.1

5.1.1

5.1.1.1

Process
Function

What processes is the product to perform?

Entering of required section or sub-section

I Trigger: User selecting the link in the Main Menu of the User interface

5.1.1.2

51.1.3

5.1.1.4

ii. Input: The selected link
iii. Process: Loading of the required interface

v, Output: The required interface

Submission of registration information into database
i. Trigger: The user pressing the ‘submit’ button on the reglstration form.

fi, Input: Details input by the user

iii. Process: Creation of another user record in the database.
iv. Output: Ancther user record in the database.

Generation of ugsername and password palr

i. Trigger. An addition of a user record into the datahasse,

{i. Input: Users details from the database

iil. Process: Creation of a username and password pair in the system's
login flles.

iv. Output: The presentation of the username and password to the user via
a web page.

Addltion / removal of a user oniy the SEAL products mailing fist
i. Trigger: The mailing list option being selected/ deselected
li, Input: Users details from the database

lil. Process: Creation/ deletion of the user on a malling list

qsi200.100.doc
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iv. Output: The presence / absence of the user on the mailing list.

5.1.1.5  Presentation of updated pricing section

i. Trigger: The user selecting the relevant web pages.

ii. Input: Product information from the database

ift, Process; Creation of a web page containing a list of ali products and
their respective prices.,

iv. Output: The web page is presented to the user.

51.1.8 Presentation of customised purchasing information

i, Trigger: A successful login into the purchasing section with the correct
username and password and the entering of the selection sub-section.

il. Input: Usemmame and relevant user's details in the database.

iii. Process; Query of the database for which products the user is
registered for and the exclusion of relevant products based on product
dependgncies. (Refer to section 4,3.2,1e)

iv. Output: The creatlon of a purchasing catalogue with purchasing options
for only the products which the user is entitled to.

5.1.1,7  Addition of an item to the shopping basket

I Trigger: The user selecting to add a product to the shopping basket

ii. Inputs: The users details and whether or not the user has agreed to the

contract

iil. Process: If the user has agreed to the contract, the ltem is added to the

shopping baskst

iv. Output: An additional item in the shopping basket or a message

denying purchase because the user has not agreed to the contract
51.1.8  Submission of purchasing information into the database

i. Trigger: The user pressing the submit button on the purchasing form in
the payment sub-section.

ii. [nput: Information input or selected by the user,

iii, Process; reatlon of another purchase record In the database.

Paga 20 Version 1.00 5 June 1988 t{51200.100.doa
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- 5119

5.1.1.10

5.1.1.11

5.1.1.12

iv. Outputf An additional purchase record in the database.

Transaction processing
i. Trigger: The additional of another purchase record into the database.

ii. input: The transaction details from the database.

lii. Process: Contacting the financial institution and processing the
transaction,

jv. Qutput: A confirmation or rejection of the trarisaction.

Encryption key generation

I. Trigger: A confirmation of the transaction processing process ({ refer to
section 5.1.1.7 above)

ii. Input: Product and user details required for the encryption algorithm
fii. Process: Generation of the encryption number

Iv. Output: The insertion of the encryption number into the database.

Addition / rernoval of a user onto a specific praducts mailing list

I Trigger: The confimation of the transaction processing process ( refer
to section 5.1.1.7 above) and the selection of the mailing list option or
the deselection of the malling list option.

[i. Input: Produc{ and user details.

fil. Process: Addition or removal of the user from the mailing list.

iv. Qutput: The presence or absence of the user on the mailing list.
Transaction failure notification

i. Trigger: A rejection of the transaction processing process.

i, Input: The user's detalls and e-mail address

iil. Creation of an e-mail message to the user informing him of the failure
of the transaction.

iv, Output: The sending of the message.

qsi200.100.doc
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51.1.13

5.1.1.14

5,1.1.15

5.1.1.16

Encryption key availabllity notification
i, Trigger: insertion of the encryption number into the database.

fi. Input: The user's details (name and e-mail address)

iii. Process: Creation of a e-mail message informing the user that his
encryption number is available,

iv. Output: An e-mail message being sent to the user.

Presentation of product information and respective encryption keys

i, Trigger: The user logging in to the purchasing section of the web site
with the correct username and password and op. .rg the Current
Product:. sub-section,

ii. Input: The user's username and details regarding purchases,

iil. Process: The reading of all of the user's product detalls and respective
enctyption numbers from the database and the placing of the
Information within a web page within the purchasing section.

iv. Qutput: A customised web page with the user’s encryption numbers,

Presentation of the feedback sub-section
. Trigger: Use selecting a link to enter the feedback sub-section

ii. Input: Users details and any other information about a product ete
depending on how the user entered the sub-section

ili. Process; The creation of a customised feedback form.

iv. Output: The output of a customised feedback form,

input of feedback information from a user
i. Trigger: The user pressing the submit button on the form

li. Input: Informatlon from all the flelds in the form.
ili. Process: The creation of another feedback record in the database

iv. Ouiput; Another feedback item In the database,

Page 22
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5.1.1.17

5.1.1.18

5.1.1.19

5.1.1.20

Forwarding of feedback information to the correct person
i. Trigger: Another feedback item created in the database

fi. Input: All information from the feedback item
fii. Process: The creat., » of a mail message to the designated person.

iv. Qutput: The sending of the mail message.

Presentation of ueg: information in the User Information sub-section.

i. Trigger: The user logging in to the purchasing section of the web site
with the correct username and password and opening the User
information sub-section .

ii. Inpui: The user's username.

fii. Process: The reading of all of the user’s defails from the database and
the placing of th~ ~'mbers within a web page form.

iv. Qutput; A cust d web page with the user's infarmation.

Mudification of registration information in database

i. Trigger: The user pressing the ‘submit’ button on the modification of
user information form in the purchasing section of the web Interface.,

ii. Input: Madlfied user's details.
li. Process! The modification of the information in the database,

iv. Qutput: A modified record in the database,

Addltion (or edition) of a product by the administrator

i. Trigger: The administrator adding (or edlting) a product via the
administrator interface

ii. Input: The new (or updated) product details

lii. Process: The addition of the details into the system database.

qsi200.100,doc
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iv. Output: An additional (or updated) record in the database.

5.1.1.21 Review of the database by the administrator
i. Trigger: The administrator selecting a query via the administrator
interface.
ii. Input: The query details.
iii. Process: The examination of the database as specified by the query
iv. Output: The records in the database complying with the query
5.1.2 What are the algorithms?
Encryption algorithm to be obtained from R Him Lock and modified in
conjunction with R Him Lock in order to provide for multiple revisions of a
product.
51,3  What are the associations between algorithms and processes?
' The encryption algerithm is used in the encryption key generation process.
514 What are the modes of operation? (e.g. interactive, batch, ete,)
All system operations are interactive.
The processing of the transactions via a financial institution may however
be a batch operation.
5.1.5 What options are availakle prior to startup? (e.g. switches, job
parameters, etc.)
None
51.6 What optiohs are svailable during runtime? (e.g. selection of /O, job
parameters, etc.)
The user has the option fo select which product he wishes to purchase.
51.7 How does the product use all the input data’?
5.1.8 How does the product define all output data?
Page 24
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Qsi
8.2 Timing
5.2.1 What are the constraints on response time? (e.g. acknowledge time,
results time, stc.)
a. Entering of required section or sub-section - instantaneous
b. Submission of registration information into database - instantaneous
¢. Generation of username and password pair - instantaneous
d. Addition / removal of a user onto the SEAL products mailing list -
instantaneous
8. Presentation cf updated pricing section - instantaneous
f. Presentatioi1 of customised purchasing information - instantaneous
g. Addition of an ltem to the shopping basket - Instantaneous -
h, Submission of purchasing information into the database - instantanecus
i. Transaction processing - maximum 24 hours but as fast as possibie,
J. Encryotion key generation - instantaneous
k. Addition / removal of a user onto a specific products mailing list -
instantaneous
I. Transaction fallure notification - reasonable period for e-mail
fransmission, that is a few hours at maximum.
m. Encryption key avaliability hotification ~ reasonable period for e-mail
transmission, that is a few hours at maximum.
n. Presentation of product information and respective encryption keys -
Instantansous
0. Presentation of the feedback sub-section - instantaneous
p. Input of feedback information frem a user - instantaneous
g. Forwarding of feedback information to the correct person -
instantaneous (but dependant on the delay caused In sending the e-
mail via the Internet)
r. Presentation of user information In the User Information sub-section -
instantaneous
s. Modification of registration information in database - Instantaneous.
qsl200.100.dog Versian 1.00 5 June 1988 Page 25
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. 522

523

’ 51 2;4

5.2.5

5.3

5.3.1

5.3.2

t. Addition (or edition) of a product by the administrator - instantaneous

u. Review of the database by the administrator - instantaneous

What are the constraints on lteration rate? (e.g. frames per second).
N/A

What is the latency required? (e.g. data transmission In multi-processing).
N/A

- What are the CPU usage constraints for each process?

NIA

~ What are the CPU usage constraints for the product?

N/A

Error Handling
What defines an error? (internal, user induced, system induced, disaster
recovery, efc.)

a, A user not completing all the required information in a Registration
section or New Product sub-gection form, '

b. A user submitting an invalid username and password

¢. The administrator net completing all the required information in the New
Product section.

d. The server or Internet connection being down,

How is each efror communicated? (e.g. seiting error flags sending
message to user, etc.)

a, User not completing all required information - A web page will be
presented to the user informing the user that not all the required
information has been completed and that the user should go back to
the form and complete all the information.

b, User submittir  an invalid username and/ or password - A default web
page will be p, 2sented to the user informing him/her of the problem.

¢. Administrator not completing all required Information - a message will
be presented to the administrator informing him of the problem.

Page 26
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5.3.3

d. Server or Internet connection being down - the defauit error message
will be presented to the user by his web browser,

How does the product hi.adle error condition? {e.q. program abort,
require new input, restore original environment, etc.)

a, For §5.3.2 a and b above the user has to retum and input the correct
information.

b. For 5.3.2 ¢ the adminisirator has to retum and complete all the required
details.

¢. For 5.3.2 d the user will have to keep trying until the problem is rectified
by either the administrator or the person responsible for the problem.

qsi200.100.doc
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6 Outputs
6.1 What arc the output media? (e.g. touch screen, keyboard, tape, ete.)
a. Users will require the following to view outputs via the web interface of
the product:
i A separate PC.
ii. An intemet connection on the PC,
iii. A Web browser., _
b. The administrator will require the following to view oufputs via the
administratori terface of the product:
i. A keyboard, mouse and monitor connected to the hardware on which
the product shail run.
6.2 What is the format of the output? (e.g. record layout, etc.)
6.2.1 Web Interface
' a. The web interface is to have three sections, a registration section a
pricing section and a purchasing section.
6.2.1.1  Main menu
a. The main menu is the screen that will be viewed when the user opens
the interface. The menu will options for all the other sections and sub-
sections
6.2.1.2 Registration section
a. The registration section is to be used to obtain the user's information
(excluding credit card Information).Once the user has submitted his
information, the system is to generate a page that is presented to the
user. The page s to contain the user's username and password to be
used to access the purchasing section.
6.2.1.3  Pricing section
a. The pricing section is to be vsed to provide purchasing de. s to
prospective customers, This section is to output to the uswur all products
and thelr respective prices. The links to download the products are also
to be output.
Page 28 Vergion 1.00 5 June 1998 qsi200.100.dac
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6.2.1.4 Purchasing section

a. The purchasing section is to be used to select products for purchasing,
to purchase the selected products, to view products for which the user
is registered for, to provide feedback and to change user infotrmation,
Access to this section is to be password protected. The purchasing
section is to have 5 subsections.

b. All five sub-sections are to be accessible via a web interface main page.

¢. All information transmitted between the interface and the system is to be
encrypted.

8.2.1.4.1 Selection sub-saction
In this sub-section the user is to select the products for purchasing.

6.2,1.4.2 Payment sub-section

1 this sub-section the user is to enter payment detsils (credit card
information) in order to purchase the selected products.

6.2.1.4.3 Current Products sub-section

This section is to be used by the user to view products for which he/she
is glready registered and to retrieve encryption numbers for software
products that have previously been purchased, This section will also be
used to subscribe or unsubscribe from a particular. product mailing list
where applicable. '

6.2.1.44 Feedback sub-section

This section is to be used by the users to report problems of the foliowing
hature:

a. Customer complaints
b. Problem reports {for a specific product)

¢. Improvement Recommendations

8.2.1.4.5 User Information sub-section

This section is to be used to modify selected user informatidn such as
contact details. The sub-section will also be used fo subscribe or
unsubscribe from the SEAL products malling list.
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6.2.2 Administrator Interface

a. The administrator interface is to consist of a standard Windows
application display with drop down menus and toolbars.

b. The administrator interface is to consist of the following sections:

i. New Products Section

ii. Approval of Payments Section

fil. SEAL Products Section

iv. Transactions Section

v. User Profiles Section,
8.2.2.1  New Products Section

a. The New Products section will allow for the input of new product details,

6.22.2  Approval of Payments Section _

a. If the payment mechanism is not automated, an input mechanism will
be developed in order for the administrator to approve a payiment after
manually processing the payment through a financial institution.

b. This section will list {output) all of the transactions that have not heen
processed in a tabular form,

c. The administrator will then select each transaction individually and
either approve or deny .he transaction.

6.2.2.3 SEAL Products Section

a. This section will serve mainly as an output interface for the
administrator to view the SEAL products in the section.

b, The administrator will however be able to update product information
{such as an updated price} in this section.

c. The output of the SEAL Products will be in a tabular form. Once a
product in the table is selected the user will be able to switch to the
transaction section to view all the purchases of the selected product, =

6.2.2.4 Transaction Section

a. This section will serve only as an output for all the transaclions that the
aystem has processed. The administrator will not be able to input any

iformation into thig interface.
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b. Subsets (queries) and sorting of the transactions will be possible, such
as:

i. All successful fransactions

ii. All failed transactions

iil. Transactions per day or menth or year.
iv. Transactions per registered user,

v. Transactions per product.

¢. If transactions per user or per product are selected, the administrator
will be able to switch to the User Profile section or SEAL Products
section to view the information for the selected user or product.

6.2.2.5 User Profile Section . .
a. This section will serve mainly as an output for all user information
stored in the database. :
b. The administrator will however be able to modlfy user information via
this interface.
¢. The user profiles will be listed in a tabular format. The administrator witl
be able to select a user and switch to the transactions section to view
the set of transactions that the user has performed (all the products that
the user has purchased).
623 E-mall output
6231 \Users
Usars will be notified via e-mail for the followlng:
a. When the encryption number is available on the web site.
b. If the transaction fails for any reason. The reason is to be supplied in
the e-mail message.
8.2.3.2 Relevant SEAL members , _
SEAL perscnnel will be notified of user feedback when a user eneters
information into the feedback sub-section of the purchasing section of the
User interface
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6.3
6.3.1

6.3.1.1

8.3.1.2

6.3.1.3

3.3.1.4
8.3.1.4.1

What are the output items?
Web interface

Main menu

The mait menu will output a standard web page containing links to all the
sections and sub-sections.

Registration section

After submitting the registration informatio'n into the system, the system Is
to output the following information to the user via the web page:

a. Username

b, Password,

Pricing section

For each product available from the SEAL, the following information is to
be output and presented by the pricing section;

a. Product name

b. Product number

¢. Product version

d. Unit price

e. Contract

£, Dependencies of the product.
¢. Links to download the product.

Purchasing section

Selection sub-section

When entering the selecticn sub-sectlon the system is to output the
catalogue interface, The following is to be dynamically output about each
product:

a. Product name

b. Product number

¢. Product version

Page 32
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6.3.1.4.2

8.3.1.4.3

6.3.1.44

6.3.1.4.56

d. Unit price
e. Confract

f. Dependencies of the praduct

Payment sub-section

Once the user has finished selecting products to purchase, the list of items
in the shopping basket is to be output to a standard purchasing form.

Current Products sub-section

If the user opens the Current Products sub-section the following is to be
displayed for every product for which the user is registerad:

i. The product name.

ii. The product number

fii. The product version

iv. The registered username

v. The encrypﬁon number based on the above 3 points.

vi. Whether or not the user is on the mailing list for the particu'lar.
product,

Feedback sub-section

Tius sub-section is an input sub-section. However for inputting
information, drop down lists are to he output for the following form flelds:

a. The type of feedback
b. The applicable product

User Information sub-section

The following information is to be dynamically displayed from the
database. Only items as indicated in section 4.3.1.3.3 will be modifiable:

i. Surhame

qsi200.100.doe
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ii. Firstname

iii. Company

iv. Telephone number
v, Fax number
“vi. Cell number

vii. e-mail address
viii. password.

ix. Whether or not the user wishes to be on the SEAL products mailing
list (YAN}.

x. Registered SEAL software user (individual or company name)

6.3.2 Administrator interface

The administrator will be able to view the fdllowirig information via his
interface;

6.3.2.1 New Products Section

a. This section will have no output items except for a list of all products in
the system for the adminisirator to select a dependency if necessary.

6.3.2.2  Approval of payments section

a. For each non-processed transaction the following information will be
listed:

i. The registerad user
ii. Product name

iii. Product number

iv. Product version

v. Credit card numbaer

vi. Credit card owner

vii. Expiry date of credit card
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6.3.2.3

viii. Credit card brand name

ix. Transaction amount

SEAL products section.
a. The product name

b. The product number
¢. The product version

d. The unit price

- e. The dependency of the product.

-8.3.24

f. All registered users of a particular product

Transactions section

a. For each transaction th. administrator will ba able to view the following:

i. The registered user

ii. Product name

fii. Product number

iv. Product version

v. Credit card number

vi. Credit card owner

vil. Expiry date of credit card
viil. Credit card brand name
ix. Transaction amount

X. Transaction processed (Y/N)
xi. Date processed

xii; Time processed

xill. Card credited - transaction approved {Y/N)

q31200.100.dog
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xiv. Whether or not the user is on the products mailing Iisf

6.3.2.5 User profiles section

For any user the administrator will be able to view the user's registration
details (contact details) and all products that the user has purchased.,

a. For each user the administrator will be able to view the following:
i. Sumame
ii. Firstrame
iil, Company
iv. Telephone number
v. Fax number
vi. Cell number
vii. e-mail address
viit. Registered user
ix. Username
x. password
xi. Whether or not the user is on the SEAL products mailing- list.

xil. Products for which the user is registered (Refer to section 6.3.2.2d)

8.3.3  E-mall output

6.3.3.1  Encryption number is availability notification
The following information is to be output in the e-mail message:

a. User's e-mail address

b, Date (generated by mail application)
¢. Time (generated by mail application)
d. Username

e. Product name

f, Product number
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8.3.3.2

6.3.3.3

6.4

4. Product version

h. A standard message indicating the availability of the encryption number
on the web site.

i. The web site URL

Transaction failure notification
The following information is to be output in the e-mall message:

a. User's e-mail address

b. Date (generated by mail application)
c. Time {(generated by mail application)
d. Username

. Product name

f. Product number

- g. Product version

h. The reason for the transaction fallure

User feedback
The following information is to be input into the mail message:

a. The fype of feedback - customer complaints, problem reports or
change requests

b. The applicable product (where applicable)

c. Text containing the feedback.

What are the characteristics, accuracy, descriptions and range for
each output item

Refer to Appendix A.

qsi2aq.100.dac
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7 Documentation

74 Requirements

711 What documents have been referenced in the requirements document?
QS| 001, Master Document List
QS| 003, Quality Plan
Q8SI 005 Project Management Plan
QS| 005-10 Work Breakdown Structure

712 What additional documents are recommended for the development of the
product? Refer to QS| 001, Master Document List and QSI005-10, Work
Breakdown Structure for details regarding the other documentation that
will ba developed as part of this project.

7.1.3 What are the definitions of all the acronyms and technical terms?
These are defined in Section 1.6 of this document.

7.1.4  What technical or legal autharisations are required to develop the
product? :
This is defined in QS1 007 Contract

7.1.5 Who has created and revised the requirements document and what are
the dates of creation and revision?
This information is provided in the Change Control segments of the
document created using this template.

7.2 Support

7.21 What type of support documentation shall the developer provide with the
product?
This is defined in QS195 Project Documentation and Support Standard.

722 Ta what standards shall the support documentation for the product
conform?
The supplied documentation is conformant to ts Quality Management
System Requirements of the SEAL Quality Mzasgament System, which is
traceable In its requirements to ISO 8001 (1994).

Page 38
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8 Appendix A Input -~ Qutput ltem Characteristics
Key
xXyzZ
for x: i.- Input
o. - output

foryzz  Web interface
wr - registration section
wi - pricing section
wp - purchasing section
wn - new products sub-section
wc - current products sub-section
wu - user information sub- section

Administrator interface

an - new product input section

aa - a;iproval of transaction input section

qsi200.100doc Verslon 1.00 5 June 1808 ' : " Page3n
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ap - products output section
at - transactions output section

au - user information cutput section

8.1 Input Item Characteristics _
Removed “acceptable accuracy, significant digits

input  fem | Description.. . UhES i)
xyzdescripion | :
iwrsumame The user's sumame text - - 20. Text box hlank
lwrfirstname The user's firstname text - ~ 20 Text box blank
lwrcompany The users company (wher= | text - ~ 30 Text box blank
applicable) _ i
lwrielephone The user's telephore number text aor]- +XAK(XXK)- § - text boxes biank
digits | YYY-YYYY
Iwrfax The user's fax number text orf- 0N | - text boxes blank
digits YYY-Yyyy
Iwrcell The user's cell phone number text ar| - FXAK (KKK | text boxes blank
digits _ Yyy-yyYyy
lwrmail The user's e-mail address text - 50 text box blank
lwireguser The name unde- which the software | text - - 30 text hox blank
Is to be registered (company or
individuai name or ather)
iwrpassword A selected password to access | taxt - - 20 passwaord box blank
restricted areas
Iwrpassword2 A repetition of the selecled | text - - 20 password hox blank
Page 40 Yersion 1.00 § Jupe 1598 a200.100.doc
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Input . fem -~ Description . . Datatyps.
xyzdescription o S
password to aceess restricted areas
lwrmaitlist Whether or not the user whishes to | binary - YorN - - Check box Y
be on the SEAL products mailing
list.
[wpusarname The allocated isemame text - - 30 text box biank
lwppassword The user's password text - - 20 password box blank
Twnproduct The selected new product io be | text - List of allf- Drop down menu First product on
purchased products  in the bst
the system
iwncardnumber The credit card number to be | Text {orj- Standard - fext boxes blank
charges. whatever credit  card
the bank input mask
requires)
{wncardowner The registered card owner text - - Get text box blank
from
bank
lwncardexpire The credit card expiry date date - get standarg | - text boxds blank
credit . card
tiate format
lwnicardbrand The card brand npams (ViSA, | text - List of | - Radio puiton VISA
AMES, MC ete) available
brands (VISA,
i AMEX etc}
Iwnproductmail Whether or not the user wishes to | binary - YorN 1" Check box Y
be on the malling list for the
selected product,
lwcproductmail Whether or not the user wishes to | binary - YorN - Check box Y
. be on the mailing list for the :
respective product, .
lwusurname The: user's surname text - - 20 Text box Current  dbase
Varslon 1.00 § Juna 1998 Page 41
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input  Hem - | Description
Xyzdesciiption . : i
twufirstnamsa The user's firstiname text - - 20 Text box Current  dbase
fext
lwucompany The users company {where | text - - 30 Textbox Current  dbase
applicable) fext
lwutelephone The user’s telephone number tet orf- X000~ - text boxes curent  dbase
digits VYV-YYVY telephone
number
lwufax The user's fax number text or|- +HXXKAXXK)- | - text boxes current  dbase
digits YYY-YYYY fax
Twucell The user's cell phone number fext or|- FXXKRAAXKY |~ text boxes current  dbase
digits YYY-YYYY cellphone
number
fwurnail The user's e-mail address taxt - - 50  [textbox Current dbase e-
- mall address
{wupassword A selected password fo access { text - - 20 password box Current dbase
restricted areas value displayed
as sfars (*}
Iwupassword2 4 repefion of the selected | fext - - | 20 password hox Current dbas=
| passwond to access restricted areas value displayed
as stars (")
twurnaillist Whether or not the user whishes o | binary - YorN - Check box Cutrent  dbase
be on the SEAL praducts mailing value
list.
lanproductname | Product name text - - 20 text box blank
lanproductnum Product number text - magk for seal | - text box biank
produict -
. numbers?
- lanpreductver Product version number - XXX - text box blank
lanproductprics Product price number Rands and | RXQOOLXX - text box blank
Verslon 1.07 5 June 1998 qsi200.1066.doc
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QSt
nput - item ~ | Description =~ .
Xyzdescription o
cents
landependency Dependency of the product text list of | - drop down menu blank
: products
currently  in
database
laaapprove Administrator transaction approval | binary - - - button -
laadeny Administrator fransacfion denial binary - - - Eutton -
laareason The reason for the denial of a | fext - - 250 text biank
fransaction
lapproductprice The updated product price nurmber Rands and | RXX0OCXX - text box current price of
cent the product
lapdependency Any modification in the product | text - fist of | - drop down menu currently
dependancy products selected
currently  in dependency for
database the rmespective
product,
lausurname The user's surname text - - - text box value currently in
dbase
laufirstname The user's firsthame text - - - text box value currently in
dbase
laucompany The user's company text - - - text box value currently in
. dbase
lautelephone The user’s telephone number text - - - text box value cumently in
: dbase
laufax The user's fax number text - - - text box value currently in
dbase
laucell The user's cell number fext - - - fext box value curently in
- dbase
laumail The user's e-mail address text - - - text box value currently in

dbase

gsi200.100.doc
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Input item - { Description - | Datatyps: {nput mask -}’
xyzdeseription - |- o ' 1
laurégusér The régistered software userhérhé text - - - text box value currently in.
dbase
[ lauusetmame The userrame for legging info the | fext - - - text box value currently in
system dbase
laupassword The user's passward text - - - password box value currently in
] dbase
laumaillist Whether or not the user is on the | binary - - - chack box value cwrently in
SEAL products maiting list " dbase
8.2 Output item Characterisitcs

Input ftem -~ | Description.. .- -
xyzdeseription : e
Owrusémame The usen‘iéme to .be' used tD accéss .téxt' - - read Bhl}r text -
reslricted areas
Owrpassword The password to access restricted | text - - read only text -
areas
§ Owiproductname | The product name text - - read only text -
Owiproductnum | The product number text - - read only text -
Owiproductver The product version number - - read only fext -
Owiproduciprice | The preduct price number Rands { - read only text -
and
. cents
Owidependancy | The dependency of the product text - - read only fext -
j_Owneligibility The praducts for which the user is | text - - drop down menu | first product on the list

Page 44
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Jnput  item —{ Description ] Détatype - |-L Ran
xyzdescription ' o N
eligible to purchase
Owcpraductname | The prosuct name text - - read only fext -
Owcpraductnum | The product number fext - - read only text -
Owcproductver The product name fext - - read only texi -
Qwcreguser The registered user for the software | text - - read only text -
Owceencryptionno | The ancry stion number text - - read only text - L
Owcproductmail | Whether or not the user wishes to | binary - - check box Current value in dbase
be on the respective products
mailing list
Qwusurname The user's surhame text - - text box Current value in dbase
Dwufirstname: The user's firstname fext - - text box Current value In dbase
Owucompany The user's company text - - text box Current value in dbase
Owutelephong The user's telephone number text - - text boxas Cument value in dbase
Owufax The user's fax number text - - text boxes Current valus in dbase
Owucell The user's cell phone number text - - text boxes Current vaiue in dbage
Owumail The user's e-mail address text - - text Current value in dbase
Owupassword The user's password to actess | {ext - - password box Curmrent value in dbase
restricted areas
Owupassword?2 The repeat of the user's password { text - - password box Current value in dbase
to access restricted areas
Owumaiflist Whether or not the user wishes to | binary - - Check box Current value in dbase
be on the SEAL products mafling
list
Owureguser The registered user of the sofiware | text - - read enly text Current value in dbase
Oandependancy | The dependency of the product text - - read only text -
Qapproductname | The product name text - - table and text | Cument value in dbase
box
Capproductnum | The product number text - - table and text | Current value in dbase
box
Version 1.00 5 June 1996 Page 45
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Input  itein  ~ | Description - “ | Datatype:
Xyzdescription L S R
Oapproductver The product version number - - lable and text | Currentvalue in dbase
box
Oapproductprice | The product price number - - tabia and text | Current value in dbase
bhox
Oapdependancy | The dependancy of the product text - - table and drop | Currentvalue in dbase
down menu
Oatdatesubmit The date that the request was | date - - table -
submitted
oattimesubmit The tme that the request was | Date - - table -
submitted.
oatregusar The registered user for the | text - - table -
transaction
oatproductname | The name of the purchased product | text - - fable - -
oaiproductnum The product number text - - table -
oatproductver The product version number - - table -
oatcardnumber The credit card number taxt - - table -
oalcardrame The credit card name text - - tabie -
oatcardexpire The expiry date of the card date - - table -
oateardbrand The card brand nams text - - table -
catamount | The transaction amount number - - table
patprocess Whether the fransaction was - - -
processed,
oatdate ‘The date of the transaction date - - table =
gattime The time of the transaction date - - | {able -
oatsuctess | Whether the fransaction was | Binary - - Table -
successful or failed. :
ogatmaillist Whether or not the user is en the | binary - - table and check | -
: respective products mailing st box
ogusurname The user’s surmame text - - table and text |-

Page 46
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box

Qsl] Product Functional Specification
Input item —| Deseription. .-
] wyzdescription :
_ box
1 caufirsthame The user's firstname . text - - table and text
| box
gaucompany The user’s company text - - fable and text
hox
cauielephone The user's telephone number taxt - - table and lext
. box
oaufax The user's fax number text - - fable and lext
box
oaucell The user's cell number text - - table and text
box
oaumail The user's e-mail address taxt - - table and text
box
‘caureguser The registered sofiware username | text - - table and text
box
oauusemame The usermamz for logging info the | text - - table and text
system  box
caupassword The user's password text - - table  (hidden)
and  password |
. box
oaumalllist Whether or not the user is on the | binary - - table and check

q3i200.100.doc
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1

1.2

1.3

Scope
introduction

Tne 184 System and Database High Level Design details the design of the
IS4 system, the tabular structure of the 1S4 database and the high level
design of the SEAL encryption component. The document provides an
overview of the server software used to run the 1S4 and then defines the
structure of the database used {o store the 1S4 information. Lastly the
document defines the functional structure of the SEAL encryption
component.

Applicabllity

This document is applicable as the system and database high level design
for. the 184 and is a technical product in the QSI project. This document
forms part of the following series of documents:

a. 1S4 High Level Design 1 - System and Database (QS[ 232)

b. 1S4 High Levei Design 2 - Shopper Interface (QSI 230)

o

IS4 High Level Design 3 — Manager interface (QSI 231)
d. [34 Low Level Deslgn 1 — System and Database (QSI 242)

e. 154 Low Level Design 2 — Shopper Interfaca (QS1 240)

=h

IS4 Low Level Design 3 — Manager Interface {QS1 241)
Definitions
D - Data

E - Event

'18* ~ Internet System for the Supply and Support of Software

SEAL - Software Engineering Applications Laboratory

WWW - World Wide Web

FTP - File Transfer Protocol

qsi232.101.doc
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ASP — Active Seiver Pages

IiS — (Microsoft) Internet Infarmation Server
HTTP — Hypertext Transfer Protocol
HTML - Hypertext Markup Language

DLL — Dynamic Link Library

14 Diagram Conventicns

‘Diagram Meaning

O ' Function
/ Calls

1.5 Audience

o The Product Manager

« The Customer or Client

« The Product Developers

o Individuals who perform 2nd and 3rd party survelilance on SEAL QMS,

+ Fulltime members of SEAL Management Board.
1.6 Applicable Documents

1.6.1 Standards

a. SEAL QMS Document Layout, Presentation and Typesetting Guide, QS
003, Revision 1.00, 3 October 1994

Page 2 Reviston 1.01 4 June 1588 151232101 .doc



Qsl 154 High Level Design 1 - Doc. No. QS| 232
System and Database

1.6.2 Procedures

1.6.3 Guidelines

1.6.4 Exemplar Documents
An example of this use of this template can be found in;
a) TMP 126 Task Management Package High Leve! Design, Revision

1.02, 12 December 1995 (See project 1995, 34).

1.7 Assumptions
It is assumed that the reader uses this document in conjunction with the
entire series of iS4 High and Low Level Design documents (Refer to
section 1.2).

1.8 Requirements Traceability

4s1232.101.doe Ravisian 1.01 4 Juna 1538 Page 3
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2 Hardware and Operating System
The 1S4 runs on the Microsoft Windows NT 4 operating system with the
- Microsoft Windows NT 4 Service Pack 3. The operating system and server
software runs on the following hardware:
a. Intel P200 Processor
b. 64MB RAM
¢. 4 GB SCSI Hard Drive
d. 8 spsed CD-ROM Drive
e, SCSiDAT Drive

f. Ethernet Network Card

Page 4 Revision 1.01 4 June 1958 48i232 101.doc
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Microsoft Internet information Server with Active Server
Pages

The 184 uses the Microsoft internet information Server (IIS) version 3.0
with support for Microsoft Active Server Pages (ASP) technology. The IS
is used to publish WWW informaticn using the Hypertext Transfer Protocol
(HTTP) as well as to provide File Transfer Protocol (FTP) and Gopher
services.

The WWW functions fundamentally by means of requests and responses,
Web browsers request information by sending a URL to a Web server.
The Web server responds by returning a Hypertext Markup Language
(HTML) page. HTML pages can be either static or dynamic, Static pages
are stored on the web site already containing all the formatting and
content that is delivered fo the requesting Web browser. A dynamiic page
is one that is created dynamically on request and is based on Information

provided by elther the user requesting the page or by other varlables on
the web site,

All the web pages used in the 1S4 are dynamic pages implemented by
using the Microsoft Active Server Pages technology. ASP provides a
server-side scripting environment to create and run dynamic, interactive
Web server applications, With server-side scripting, the customised Web
pages are generated on the server and the results are presented as
normal HTML. to the client's Web browser, ASP technolagy is implemanted
by creating pages with the .asp extenslon instead of the .htm or .himi
extension, These pages ate then called from a web browser in the same
way as normal web pages. ASP files can include HTML, scripts, and
ActiveX server components. Active Server Pages supports ActiveX
scripting thereby providing support for Visual Basic Script and Java Script,
Scripts can referance ActiveX components running on the local server.
These componenis can access databases or appllcations, or process
Information.

The ADOQ (ActiveX Data Objects) component forms part of ASP ar,. allows
one to access and manipulate data In the database. The component
contalns numerous objects, collections and methods used in the access
and manipulation of data, The main objects used in the 1S4 are the
following:

- Connection object - represents an open connection to a data source,

- Command Jbject - definition of a specific command that you intend to
execute against a data source

48i232.107.doc
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- Recordset object - represents the entire set of records from a base
table or the results of an executed command

Page g Revision 1.01 1 June 1998 _ qsl232.101.doc .
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Microsoft Commerce Server

“Commerce Server is an Internet and extranet server application bullt on
the Microsoft Windows NT Server network operating system that enables
husinesses to create and manage cost-effective online selling sites that
provide customers a.d business trading partners with a convenient,
compelling, and secure buying experience.”

Commerce Server provides ActiveX components that are used in
conjunction with Active Server Pages. These components "supply the
basic set of services for access to product-related content in a databass,
access to shopper information, and creation of an order form for
presentation to and processing by the order processing pipeline. In
addition, Commerce Server components for traffic collection, message
management, and store debugging are provided.”

The following table from the Commerce server documentation summarises
the Commerce Server components:

Component Description

Content Simplifies the store's Interaction with the database
management system (DBMS) in which store data
is stored, by providing a cache in which one can
store sfring variables that are associated with data
source names (DSNs) and SQL queries,

DataFunctions Supports a collection of methods that perform
locale-based, data-type conversion, and range
validation on data. These methods are intended
primarily to ensure the validity of data that stores
pass to the order processing pipeline or attempt to
store data in databases.

Datasource Executes specified queries. These can be SQL
gueries that are constructed at run time or that
have been associated with string variables and
stored in 2 Content component cache.

DBStorage Supports flexible interaction with the database,
primarily for the storage of receipt and order
information.

4s1232.101.doc
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Component Description

MessageManager | Provides a cache in which to store shopper
messages that are displaved to store users.

OrderfForm Maintains shopper purchase information for the
current shopping session, supporting the addition
and deletion of purchase items,

OrderPipeline Loads the pipeline configuration file {.pef file) that
contains the pipeline configuration informaticn for
the store.

Page Simplifies the layout of HTML pages and the

interaction between tnese pages and the data
sources used by the store.

ShopperManager | Supports the creation, deletion, and retrieval of
: unique shopper identifiers.

Trafficl.ogFile Supports logging store events to a text file.
TrafficTable Supports logging store events to database tables
and text files

In addition to the Commerce Server ActiveX components, the Commerce
Server provides the merchant with an order processing system. This order
processing systern s named the Order Processing Pipeline (OPP) and
performs certain processing tasks on the shopper's order form. After the
shopper places an order, the order is passed through the pipeline, each
stage of which consists of some number of OPP components. The OPP
components in each stage of the processing pipeline can be specified and
configured according to the business requirements of the store,

A single pipeline i, called in various modes, Depending on the mode,
different stages are executed. In particular, a single pipeline can perform
any one or all of the following functions:

a. Product mode: Updates the product information in the order form,

b. Plan mode: Checks the information in the order formi for correctness.
Computes tax, shipping, handling and the final total.

c. Purchase mode: Commits the order as a purchase.

Page 8
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For more information regarding the Commerce Server Components and
the OPP refer to the Commerce Server Documentation on the 1S4 Server.

qsi232,101 <o Revision 1.01 4 June 1558 : Page 9
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5 Microsoft SQL Server

- Microsoft SQL. Server Is a multi-user relational database management
system (DBMS). The server is used to store all the user and store
information for the 1S4, According thie to SQL server documentation,
“client workstations communicate with SQL Server across a network, such
as a Windows NT Server, Novell NetWare, Banyan VINES, or TCP/P
network.” In the 184, the data in SQL server is accessed by the ASP
components through the Open Database Connectivity (ODBC) interface
through the use of Structured Query Language (SQL).

All information in SQL Server is stored on drives in devices in databases.
Devices are operating system files used {o store databases, transaction
logs, and their backups. Databases reside on database devices. A
database can reside on one or more database devices, and each
database device can hold a portion of one or more databases. All is 1S4
information is stored in multiple tables in a single database, in a single
database device on a single harddrive. The data can be distributed
between drives and even servers in order to improve performance
however in the case of the 1S4, additional measures were not incorporated
at this stage for improving performance using additional hardware. The
following tables have been created in a database for use by the 1S4:

- Table | ' TableName | " Deééription
No. ' ' ' : :
1. Ssoft_basket Stores the baskets for the shoppers. A

shopper can leave the store and on
return his items will stili be in his

basket.

2, Ssoft_product Stores products avallable in the store

3 - Ssoft_product_info Stores the items of information
appiicable to the respective products

4, Ssoft_receipt Stores the receipts issued.

5. Ssoft_receipt_item Stores the items that make up the
receipts

8, Ssoft_shopper Stores the personal and contact

Page 10 Revislon 1.01 4 June 1998 qsi232.101 doc
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Table Teble Name Descripfion

No. o
information for the shoppers

7. Ssoft_traffic Stores a log of user requests for
specific modules.

8. Ssoft_downloads % -as links to software products for
downidading

9, Ssoft_documents Stores information and links for ali |
documentation that is available for
downloading for purchased software
products, '

10. | Ssoft_purchased Stores the products that the customers
have purchased along with the
information for each purchased product
(unlock key, product number)

Ssoft_feedback Stores the fesdback items recelved
from customers.

12. | Ssoft_mall Stores mail items sent by the 134 store
manager '

13. Ssoft_depend Stores the dependencies (products that
the user has fo have in order to
purchase the selected product) for the
system's products

qsl232.101 doc
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Microsoft

The Person
components

Personalisation Server

alisation System is a collection of three ActiveX server
that allows the presentation of personalised web content to

site users based on their profiles. The ActiveX server components are:

Component Description

User
Database_

Property [ Used to acguire users’ profiles and to present
customised information baged on these profiles

SendMail

Sends e-mail from the Web server using an SMTP
(Simple Mail Transport Protocol) server

Vaoting

Allows users to vote on an issue and store the
results in a database

All of these components reside on the Web server and are accessed using
ASP scripting. :

The 154 makes use of only the SendMail component in Personalisation
Server, it Is used for sending mail messages from the 154 administrator to

154 users

Page 12
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Seal Encryption Component

The SEAL sncryption compenent is a dil that resides on the 1S4 server
and is used to generate encryption numbers used for the urlocking of
SEAL software products.

The component takes the username and product number of a particular
product and generates a unique encryption string. This string is then input
into the purchased product along with the username and product number.
The product contains the same encryption algorithm and If the input
username and product number encrypt to the same input encryption
string, then the product is unlocked for use. The SEAL encryption
caomponent is used by the Shopper and Manager interfaces of the 1S4 for
generation of encryption numbers for products purchased on the system.

The SEAL eneryption component is written in Visual Basic 5.0. and
consists of a single ‘Register” class. The class contains a function
“Encrypt” which s passed the username and product number and in turn
returns the encryption string. This function calls other functions to
implament the encryption and for the conversion of data between Hex,
Ascii, and character formats. The encryption algorithm used in this
component is an exact copy of the algorithm used in the SEAL Software
Process Assessment Tool developed by the SEAL in the 1995 45 SEAL

project,

74

The foflowing are the functions that form the component:
Ercrypt

Pumose

The Encrypt function accepts the username and product number. The
function converts the 2 strings to be equal in length and then calls the
wi_stringcipher_encrypt functions fo implement the enci ption. The
Encrypt function then calls the convertinttohex function to convert the
encryption string fo Hex values. Thereafter the function returns the
ancryption string,

Function diagram

qsi232.101.doe
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System and Database
-
7.1.3 Function interface
Function Encrypt
nput Qutput
Label Netwe |  Sowcs | Natire Destinaion .| Latbel
Usarname ) Shopper or
Manager
Interfece
Product 1D D Shopper or
Manager
Interface
Product D Shapper or
verslon Manager
Interface
Praduct D Shopper or
number Manager
interface
E Calling of WE_stringolp
function her_enctypt
D WF_stringclphier_ | Repistration
encrypt numbat
D WE_stringcipher_ | Customer
encrypt name
The D W _stringgiph | E Calling of \WE_converti
encryption er_encrypt function nttohex
string in
char format
D wi_convertintto | Ascil value
hex of each
character In
Page 14 Revislon 1.01 4 June 1598
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Function Encrypt
Input 1 Qutput

Label Natyre Soures Nature Destinafion | Label
encryption
string

The Hex D wi convertintt | D Return ofthe | The

value of ohex value encryption

each string in Hex

charactsr in : format.

the

encryption

string.

714 Comments
None

7.2 Wi _stringcipher_encrypt

. T.21 Purpose

The function reads in the 2 strings passed to it by the Encrypt function. Far
each character in the strings the function calls the wf_convert_chartobin
function to convert each respective character to the binary representation
of its ASCll value, T 2 2 binary values of each respective character in the
2 strings are then XOR'd together. The resultant binary value is then
converted to the character represented by the resultant binary value. The
characters from each respective initial string characters are appended to
each other to form the encryption string.

wi_stringcipher_sncrypt

wi_ccnvert_chartobin
wf_convert_bintochar

55232101 .dac Revision 1.01 4 June 1898 Page 15
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System and Database
723 Function interface
WF_stringcipher_snctypt
Input Output
Labal - Netwre Source Nature | Destination | Level
Username | D Enerypt
function
Registration | D Encrypt E Calfing of the wf_convert_
number function function chartobln
D wf_convert_ch [ Each
artobln character
from the 2
strings
The blnary (n} wf convart ¢ | E Caliing of the wf_xor_bina
value of hartobln function ries
each
character
D wf_xor_binarles | The binary
| values of
the _
respactive
character
fromi each
string
The XOR v} wi_xor_binari | E Caliing of the wi_convert_
value of the es function bintochar
2
characters’
blnariea
] wf_convert_bin | The value of
tochar the 2
characters’
binarles
The D wl convert bi; D Theretum of | The
character nioghar the value ericiyption
representat| string in
on ~fthe charaster
binary format
value
Page 16 Revision 1.01 4 Juna 1998 451232.101.dec
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7.2'.4. Comments
None

7.3 Wi _convert_chartobin
7.3.1 Purpose
The function returns the binary representation of the ASCII value of the

charzacter passed to it.

732 Function diagram

7.3.3 Functlon Interface

. W_convert_chartobin .
"lnput S 1 - - Qutput
tavel | Natwe - Souwco | Nawe | . Dostinaion | Label
character D wi_stiingciph | D Te return of | The binary
. er_encrypt the value reprasentation
of the
character
7.3.4 Comments
None
7.4 WE_xor_hinaries

7.4.1 Purpose
" The function returns the XOR value of the 2 binary strir gs passed to it.

7.4.2 Function diagram

q8i232,101.doc Revision 1,01 4 June 1998 Page 17
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- 743 Function Interface

W _xor_binaries
Tnput ' Output

Labe{ b Nature . Saurca - | Nasture Dastination Label

2 binary D wi_sttingeiph D The return of The XOR of

values er_ancrypt the vaive the 2 binary

strings
7.44  Comments
None

7.5 Wf_convert_bintochar

7.5.1 Purpose
The function retum the character represunted by the ASCIl value
equivalert to the binary humber.

7.5.2 Function diagram

\_’/

7.5.3 Function interface

Vif_vonvert_bintochar

Page 18 Ravision 1.0% 4 June 1958 q51232,101.doe
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7.5.4

7.6

7641

7.6.2

763

7.64

Input Output
labe! Nature Sourca Nature Destination | Label
Binary D wi_siringclph D Thereturn | The character -
number ar_snerypt of the value | representation
Comments
None
WF_convertintichex
Purpose

The function returns the Hex value of an integer passed to it.

Function diagram

* Function interface

- WI_convertinttohex
Input Qutput
Label Neturo Sourca Nature: Dastination | Label
Intéger D Encrypt D The raturn of | The nex
value function the value representati
an of the
integer
value,
Comments
None

qsi232.101.dac
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1 Scope
W4 Introduction

The IS4 High Level Design details the modular structure of the 1S4
Shopper interface and associated functionality. The document describes
cach module. Each Active Server Page comprising the application (Refer
to QS 232) is treated as a separate module. The document defines the
purpose, functionalily and the inputs and outputs of each module.

1.2 Applicability

This document is applicable as the Shopper Interface High Level Design
~ for the IS4 and is a technical product in the QSI projsct. This document
forms part of the following series of -ioccuments:

a. 184 High Level Design 1 - System and Database (QSI| 232)

b. 184 High Level Design 2 - Shopper Interface (QS1 230)
c. 184 High Level Design 3 — Manager Interface (QSI 231)
d. 1S4 Low Level Design 1 — System and Database (QS! 24.)

e. 1S4 Low Level Design 2 — Shopper Intarface (QS1 240)

f. 1S4 Low Level Design 3 — Manager Interface (QS} 241)

1.3 | Definltions
D - Data
E - Event
{S* - Internet System for the Supply and Support of Software
SEAL - Software Engineering Applications Laboratory
WWW - World Wide Web
FTP - File Transfer Protocol

ASP — Active Server Pages

'qst230.100.doc Revision 1,00 27 May 1658 Page 1
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Qsi

IS — (Microsoft) Internet Information Server

HTTP — Hypertext Tiansfer Protocol

HTML - Hypertext Markup Language

1.4 Diagram Conventions
Diagram Meaning
O Module
e Submodule
{ P,
/ Calle
\ Includes
1.5 Audience
» The Product Manager
s The Customer or Client
« The Product Developers
« indiviguals who perform 2nd and 3rd party surveillance on SEAL QMS,
» Fulltime members of SEAL Management Board.
Paga 2 Revigion 1.00 27 May 1998
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1.6 Applicable Documents
1.6.1 Standards
a. SEAL QMS Document Layout, Presentation and Typesetting Guide. Qs
003, Revision 1.00, 3 October 1994
1.6.2 Procedures
1.6.3 Guidelines
1.6.4 Exemplar Documents
An example of this use of this template can be found in:
a) TMP 126 Task Management Package High Leve! Desigh, Revision
1,02, 12 December 1995 (See project 1995_34).
17 Assumptions
It s assumed that the reader has access to the entire High and Low level
design series {Refer to section 1.2) and has read and is familiar with the
High and Low Leve! Designs for the System and Database (QSI 232 and
QS| 242),
1.8 Requirements Traceabllity
9si230.100.doc
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2 List of modules
Table 2,1: List of all modules in the application
Mod Module Name Description

ule

No.

1. About.asp This module presents a brief
abstract about the store and
provides links to the other ‘about’
Modules,

2. Abhout_contact This module presents contact
information for the store,

3. About_security This module presents security
informatlon for the store.

4, 1 About_urm This module presents an on-line |
User Reference Manual for using
the 1S4, .

5, Basket.asp This module displays the
customers order form

6. Closed.asp This is the default module used
1o display information to a user if
the store is closed.

7. Confirmed.asp This module presents a purchase
confirmation and glves the user
an order number after the
product has been purchased.

8. Contract.asp 'This module is used tc display a
contract for a particular product,
if the user selects to purchase
the product, the confract glves
the user the optior to agree or
disagree with the contract,

9. | Defautt.asp This module defines the fiame
structure for the user interface.

Paga 4 Revislon 1.00 27 May 1593
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Mod

- ule

No.

Maodule Name

Description

10.

Download.asp

This module lists all the files
comprising the product and
allows the customer or potential
customer to download the
praduct,

1.

Feaedback.asp

This module presents a farmto a
customer allowing him/her to
provide feedback to the supplier.

12.

Feedback_menu.asp

This module presents a feedback
menu to the customer allowing
the selection of the type of
feedback to be given

13.

Global.asa

This maodule defines the global
variables and creates the global
objects for the application -

14,

Global_closed.asa

This module defines the global
variables and creates the global
objects for the application when
the store is closed.

15.

|_country.asp

This module presents a list
containing countrles allowing the
shopper to select histher country
of location.

- |_footer.asp

This module presents a standard
page footar,

17,

|_header.asp

This module presents a standard
page header

18.

|_shop.asp

This module defines the global
variable as local ones and
verifizs that the shopper is
identified, otherwise it directs the
shopper to enter his Identity.

481230,100.doc
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Mod Module Name ' Description

ule

No.

19. | I_shop_open.asp This shop defines the global
variables as local ones, This
serves the same function as
i_shop except that it does not
require that t 2 shopper's ID be
known.

20. | invoice.asp This module outputs an invoice
for the shapper,

21. Ménu_closed.asp The module presents a menu
page to a user who is logged in
to the system

22, | Menu_open.asp The module presents a menu
page to a user wha is not logged
in to the system.

23. | Product.asp This module displays details
about the selected product

24, | Registered.asp This module is used to display a
list of products for which the user
is registered.

25, Régistered_product.asp | This module is used to display
the detalls and documentation
for a selected registered product.

26. | Shelf.asp This module displays a list of
products avaliable for purchasing

27. | Shopper_lookup.asp This module s used to allow a
user to Input his username and
password in arder to identify the
shopper and allow access to
restricted areas.

28. | Shopper_riew.asp This module is used by a new

customer in arder to enter histher
details in order to register as a

Pagu &
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Mod
ule

No.

Module Name

Description

shopper on the system. |

29,

Shopper_update.asp

This module is uséed to allow a
shopper to  update  his
registration information

30,

Thanks.asp

This module presents a thank-
you message to the customer
after he has performed certain
tasks

31

Welcome.asp

This is the default module loaded
when someone accesses the
store. This is the starting page
from where all other sections can
be accessed.

32.

Xt_exit.asp

This module defines the
shopper's ID as “ thereby
lbgging him out of the store.

33.

Xt_feedback.asp

The module carries out the
process of adding the customer's:
feedback item into the database

34,

Xt_orderform_addiem.asp

This module camies out the
process of adding an item to the
shopper's order form

35,

Xt_orderform_purchase.asp

This module processes the
contents of the shopper's basket,
The module checks that all the
dependency requirements are
met and if so, converts the
basket contents to a receipt.

36.

Xt_orderform_update.asp

This module updates the arder
form after a user makes any
changes to it {(quantity, deleting
eic)

qsi2a0.100.doc
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Mod Module Name Description
- ule o :

No.

37. | Xt_register.asp This module checks
dependencies and then registers
a free product that the user has
purc-:sed as & registered
product in the database,

38, | Xt_registered_productasp ., "i's module Is used to update

' | k& information on the
registered_nroduct.asp page.

39. | Xt_shopper_lookup.asp This module looks up if the
shopper exists in the databage
and if so, refrieves the shopper
id.

40, | Xt_shopper_new.asp T " module processes . the

,  wation  entersd in  the

Jper_new page and if no
errors are present, commits the
data to the database.

41, Xt_shopper_update.asp This module processes the

infformafion entered in the
shopper_update page and
commits the data to the
database.

Page d
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3 User Interface Application Diagrams

Shopper Interface - 1: Shopper Logged Out

Delacll Wt
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Shopper Interface - 2: Shopper Logged in

Menu, chorked mp

s Oepwiemp
[Shopper logged x3) {8hopper fogged out)
: ey
|——a]  Wekomaacn
|:=
] [r o |_|—-| twgaiscerp [ cotmedasp |
I

Coniactmp
_"m:kl
|

[—» shopper_updste.asp
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4 About.asp
4.4 Purpose
This module presents a brief abstract about the store and serves as a
menu page providing links to lower level information pages about the store
4.2 Module diagram
-
1_haader.asp
.
: Ahout_cantact.asp
4.3 Module interface _
Table 4.1; A description of all inputs to and autputs from the module
' ' - About.asp '
input - Output
Lahel. -t Nawe Soures | Nawe | Destinsilon Label _
Module being | E User D Weab The abstract
loaded salection browser and list of
links
Alinktoa E The E Theweb | The
lower level customer's browser selected
page belng selection page being
selected called.
4.4 Comments
None
qBi230,100.doc Revisfon 1,00 27 May 1998 Page 11
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5 About_contact.asp
54 Purpose

This module prasents contact information for the store administrator.

5.2 Module diagram

Abput_conjact.asp
|_(ooter.asp |_header.asp

5.3 Mod_ule Interface

|_shop_opan.asp

Table 5.1: A description of all inputs to and outputs from the rodule
' ~ Module 7: About_confact.asp

Input ~ Output

Labe} | Nature ‘Sauree " Nature Destination | Label

Module baing | E User D Wab The contact

called selection browser infarmation

The e-mall E User E ' E mall The

address tag salection application | generation
of an e~nail
to the
selected
address

5.4 Comments
None

age 12 Revision 1.00 27 May 1988 gsi2:0.100.doc
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6 About_security.asp
8.1 Purpose
This module presents the user with a detailed description of the security of
the store and the security used in the on-line transaction processing
6.2 Module diagram
6.2 Module interface
Table 8.1: A description of all Inputs to and outpists from ..ae module
" - About_security.asp
_ Input R 1 Qutput
Lakel | Watwrs Source ~ | . Naim iastinalioty | Label
Moduie being | E User D Web The sec.lrity
called selection brows- inforrr-ation
6.4 Comiments
None
qsi230.100.¢oc Revision 1.00 27 May 1998 , Page 13



