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= Some fundamental concepts
= Solutions of the Landesarchiv Baden-Wiirttemberg

= DIN-Standard 31644 and nestor-certification
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= Archives were old and hence trustworthy.

- ,Can I trust the archive?" >>>
Ius archivi/concept of unbroken custody
(jurisprudence)

= Archival objects were regarded as authentic.

- ,Are the objects what they purport to be?" >>>
Examination of data carrier and information
(diplomatics)
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= Archives are young were-oldand-henece
trustworthy.
- ,Can I trust the archive?" >>>

Tusarehivifeconcept-of-unbroken-custody
I ;

= Archival objects were regarded as authentic.

- ,Are the objects what they purport to be?" >>>
Examination of data—earrierand-information

(diplomatics)
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= “Repositories claiming to serve an archival function
must be able to prove that they are who they say
they are by meeting or exceeding the standards
and criteria of an independently-administered
program for archival certification.”

Claiming trustworthiness by means of diplomatics.

Any more questions about the authenticity of digital

objects?
W LANDESARCHIV
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= All users should get the opportunity to check the
authenticity of archival objects (digital diplomatics)

— Landesarchiv Baden-Wurttemberg

= All users should get information about the
trustworthiness of the archive (criteria catalogues)
— Nestor and DIN
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Baden-Wdulrttemberg and Germany
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. Staatsarchiv Wertheim

Staatsarchiv Ludwigsburg inkl.
Hohenlohezentralarchiv Neuenstein

Generallandesarchiv Karlsruhe

Staatsarchiv Freiburg

50 km

Hauptstaatsarchiv Stuttgart

Staatsarchiv Sigmaringen
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1974
1987

2002
2006

First 2-day workshop

Archive law: Machine-readable
information is equal to paper documents

First digital object archived
Programming of DIMAG
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Digital preservation needs to store digital objects
in @ concrete physical way

— Specific carrier

— Specific file

— Specific file format

The physical manifestations have a short lifetime
Transfers to other manifestations are unavoidable

How to maintain authenticity?
W LANDESARCHIV
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Task can't be postponed

Digital preservation knows two states and four

means to maintain authenticity

(1) Maintain integrity via hash values (frozen state)
(2) Maintain authenticity via metadata (transition

state)
(3) Maintain a net of references
(4) Document what you do
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Each DIMAG file has its own hash-value-file

DIMAG recalculates the hash values and compares
them with the value in the hash-value-file

- New files: every day
— All files: every week
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Author Reality

N

User

|

OrigINal tEXE | -veeeereersieiseriinseisenisesisesssseisssesssessenene| Archival object
4 | .
I | t
Creation date Date of use
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Author Reality User

N~ J

Original digital tOXE | e wseeesrerrsreessseeriseerssensessesssessss s The fifth copy
I | R
I | t
Creation date Date of use
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Author Reality User

\ / Compare each copy with its predecessor l

Original <«—| Copyl | «—| Copy2 | «—| Copy3 | «—| Copy4 | «—| Copy5

‘ I »

v | t

Creation date Date of use
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Author Reality User

\/\/ N/ N/ \_/ l

Origingltext |«—| Cop1 | <«—| CORy2 | <—| COmy3 | <| Cop$id | <[ Copy5
/‘ N / N\ / N\ / N\ 7N
| :

v | t

Creation date Date of use
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Author Reality User

\/ N/ \_/ \_/ N/ l
Origingl  |«—| Cop1 | «—| CORy2 | «—| COmy3 | «| Cogy4 | <[ Copys
7\ / N\ / N\ /_\ /_\ /
MD «—/MD | /MD | MD | |MD
Original Copy 1 Copy 2 Copy 3 Copy 4
I | R
| | t
Date of use

Creation date

MD = Metadata LANDESARCHIV
W BADEN-WURTTEMBERG
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Catch central metadata Uberpritung Unversehtnet o~

Uherprife die neu ermittelten \Werte der Dateien mit den erfassten gemank der XML-Liste: =

of the objects to be :

prife Werzeichnis: CADokumente und Einstellungenmkeite\Eigene DateieniTestor

a rCh ived (Sig n ifica nt 1 [Statistiken].cev
. 0K Anzahl Bytes
p ro p e rtl e S) a S ea rI y a S SE ;nndzilhl Semikolon in CEY Kopfzeile

. [0):4 Anzahl van LF-Zeichen in C5Y Datai
p O S S I b I e [8]74 vargleich DE-Spalten mit S5 Werten

(8124 Yergleich DB-Zeilen mit 3% Werten
2 [Testl].cow

— Count fields and rows of o e ot

[a]34 Anzahl Semikolon in CSY Kopfzeile

the Or|g | nal data base gi Anzahl von LF-Zeichen in CSY Datei

Yergleich DBE-Spalten mit CSW Werten

(8124 Yergleich DB-Zeilen mit 3% Werten
ta b | e 3 [testd].coy

(8124 Anzahl Bytes
(034 mes
— E t t b | [a]34 Anzahl Semikolon in CSY Kopfzeile
X p O r a e S a S CSV [0):4 Anzahlvon LF-Zeichen in ©3Y Datel

[a]34 Yergleich DBE-Spalten mit CSW Werten

— Cou nt rOWS and field (0124 vargleich DB-Zeilen mit G5y Werten
delimiters of the csv bt ik

1]

— Compare metadata
(number of rows and

fields/field delimiters) L ANDESARCHIV
BADEN-WURTTEMBERG
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Metadata

Metadata

Metadata

Metadata

Document 1

\

N\

v

Metadata

»
»

Document 2
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Protokoll-Metadaten

Prozess Prozess s
5 Bezu Prozess Nahere Angaben
Encle Ausfiihrender 9 9

2008-06-25 Dr. Kai Maumann D& Stal EL Anlage Objekt Digitales Objekt 'Daten aus Summenkarten' ist angelegt
09:02 413_4100_1

1
2008-06-25 Dr. Kai Maumann D & Stal EL Anlage Représentation 'Festhreitenformat' ist angelegt
09:02 413_4100_1 Reprasentation

1R_1
2008-06-25 Dr. Kai Maumann D & Stal EL Anlage Repréasentation 'CSV-Format' ist angeleqt
09:02 413_4100_1 Reprasentation

1R 2
2008-06-25 Dr. Kai Naurmann D & Stal EL Anlage Reprégentation 'C5V-Format entschlisselt' ist angelegt
09:03 413_41D0_1 Reprasentation

1R_3
2008-06-25 n DA Stal EL Anlegen Dateiliste TUbernehme Dateien won Verzeichnis D:VZugh LB ELVVWZE1YD0_01_01-83\Rep 02
15:50:03 413_41D0_1

1R 2 Verzeichnis .

lese D:i%Eugh\LB ELVFESLANDO 0L 01-83\Rep 02401 _rep02.cav

lese
lese
lese
lese
lese

sYZugh LB ELVWZELNDO_0L_01-83VRep 02%24 rep0Z.csv
shEZugh LB ELYVVEGLNDO_O0L_01-83VRep 02425 _rep02.csv
SWZugh LB ELAVVEA1NDO_01_01-83VRep_02%30_rep0Z. caw
hZugh LB ELYVWEELVDO_0L1_01-833Rep 02%31_rep02.cov
shZughLE ELAVVEZGELNDO 0L 01-53\Rep 02%3E rep02.csw

lese D:i%Eug\LE ELVFESLADO_O0L_D1-83\Rep_02%0Z_replZ.cav
lese D:%ZughiLB ELYVWEZ6LADO_01_01-53\Rep_02403_rep02.cswv
lese D:i%Eug\LB ELWVESLADO_O0L_D1-83\Rep 02404 _replZ.csv
leze D:VEug\LE ELVVEZELA\DO_0L_01-83\Rep 02305 _replZ.csv
lese D:i%Eugh\LB ELWFESLADO 0L 01-83\Rep 02%06_replZ.csv
lese D:%Zug\LE ELZFZS1NDO_01_01-83\Rep_02407_rep0z.cav
lese D:%ZughiLB ELYVWZ6LA,DO_01_01-83\Rep_02408_rep02. cov
lese D:i%Eug\LE ELWVFESLADO_O0L_D1-83\Rep_ 02409 _replZ.cav
lese D:%ZughLB ELYVWZ6LA,DO_01_01-53\Rep_02410_rep02.cswv
lese Di%Eug\LB ELVVESLIADO_OL_D1-83\Rep 02411 _replZ.csv
leze DiVEug\LE ELVVEZELA\DO_0L_01-83\Rep 02%1Z_repl.csv
lese D:i%Eugh\LE ELVFEELANDO 0L 01-83\Rep 02413 _repl2.cav
lese D:yZug\LE ELZFZS1ANDO_01_01-83\Rep 02414 rep0z.csv
lese D:%ZughLB ELYWEZ6LADO_01_01-53\Rep_02415_rep02.csw
lese D:i%Eug\LE ELVFESLADO_O0L_D1-83\Rep_02%16_replZ.cav
lese D:%ZughLE ELVWEZSLLDO_O1_01-83\Rep_02417_rep0Z. csw
lese Di%Eug\LB ELVVESLADO_OL_D1-83\Rep 02418 _replZ.cav
lese D:VEZug\LE ELVVESINDO_O1_01-83\Rep_02%19_repl2.cav
lese D:i%Eugh\LBE ELVFEELANDO 0L 01-83\Rep 02%20_rep02.cav
leze DiNEug\LE ELVFZSLADO_0L_D1-83\Rep _02%Zl_replz.cav
lese D:%ZughiLB ELVWEZ6LADO_01_01-53\Rep_02422_rep02.csw
lese D:i%Eug\LE ELVFESLADO_OL_D1-83\Rep_02%Z3_replZ.csv

)

D

o

D

D
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Internal procedures
XML-schemes
File format descriptions

DIMAG handles these documents as if they were
genuine archival objects
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= [SO 16363: 2012 - 109 criteria
— Certification process by external experts (ISO 16919)
= DIN 31644: 2012 - 34 criteria

— Extended peer-reviewed self-assessment or
certification by external experts

= Data seal of approval - 16 criteria
— Peer-reviewed self-assessment

\ }

= Furopean Framework for Audit and Certification of

Digitial Repositories
W LANDESARCHIV
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http://www.trusteddigitalrepository.eu/
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= Working groups at

- nestor, the German competence network for digital
preservation (founded in 2002)

— DIN, the German Institute for Standardization

= Main developments
— Criteria catalogue (DIN 31644, predecessor at nestor)
— Certification versus DIN 31644 (nestor)

LANDESARCHIV
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Purpose: Trustworthiness of the archive
No compulsory technical implementation

4 principles: Documentation, transparency,
adequateness, measurablity

34 criteria

Selection of information objects and

representations

The digital archive has defined criteria for the selection of
information objects and representations. The scope is limited by
legal regulations, by the institution's mission, and by further

objectives.
W LANDESARCHIV
BADEN-WURTTEMBERG
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C1

Selection of information

objects and their representations

C2

Responsibility for

preservation

C3
C4
C5
C6
c7
C8
C9
C10
C11
C12

C13

Designated communities
Access

Interpretability

Legal and contractual basis
Legal conformity

Funding

Personnel

Organisation and processes
Preservation measures

Crisis / successorship
management

Significant properties

Ci14
C15

C16
C17
C18

C 19
C20
C21
C 22

C 23
C 24

C 25

C26
C27
C28
C29
C30
C31

C32
C33
C34

Integrity: Ingest interface

Integrity: Functions of the
archival storage

Integrity: user interface
Authenticity: Ingest

Authenticity: Preservation
measures

Authenticity: Use
Technical authority
Transfer packages

Transformation of the transfer
packages into archival packages

Archival packages

Interpretability of the archival
packages

Transformation of archival
packages into access packages

Access packages
Identification
Descriptive metadata
Structural metadata
Technical metadata

Logging the preservation
measures

Administrative metadata
IT infrastructure

Security
LANDESARCHIV
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Cl  Selection of information
objects and their representations

C2 Responsibility for
preservation

C3 Designated communities
C4  Access

C5 Interpretability

C6 Legal and contractual basis
C7 Legal conformity

C8 Funding

C9 Personnel

C10 Organisation and processes
Cl1l Preservation measures

C12 Crisis / successorship
management

C13 Significant properties

Ci14
C15

C16
C17
C18

C 19
C20
C21
C 22

C 23
C 24

C 25

C26
C27
C28
C29
C30
C31

C32
C33
C34

Integrity: Ingest interface

Integrity: Functions of the
archival storage

Integrity: user interface
Authenticity: Ingest

Authenticity: Preservation
measures

Authenticity: Use
Technical authority
Transfer packages

Transformation of the transfer
packages into archival packages

Archival packages

Interpretability of the archival
packages

Transformation of archival
packages into access packages

Access packages
Identification
Descriptive metadata
Structural metadata
Technical metadata

Logging the preservation
measures

Administrative metadata
IT infrastructure

Security
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Authenticity: Use

The digital archive allows the user to evaluate the object’s

authenticity and enables the administration of the archive to
preserve it....

Docun

Logging the preservation measures

The digital repository logs the preservation measures and any
changes to the representations.

Logs

LANUESARLHIV
BADEN-WURTTEMBERG
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= Implementations must be consistent with the
archive’s objective.

= An example: An archive wants to preserve just the
text of web sites (no pictures, no sounds...)

— For a political archive of East Asia studies, it might be
sufficient.

— For the archive of an academy of arts, it's not enough.

LANDESARCHIV
BADEN-WURTTEMBERG



30

Discussed since 2004

Nestor working group on certification started in
2010

Part of the European framework for certification of
digital repositories

Pilot certification of the German National Library
Extended certification starts in 2013

LANDESARCHIV
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Defining the scope
All criteria applicable?

Questions for each criterion
— Current conditions?

- Rating?

— Documentation?
Evaluation by 1st reviewer

Fixing by 2" reviewer

LANDESARCHIV
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“ Transfer packages

The digital repository has issued specifications regarding its
transfer packages. The digital repository agrees with the
producers on the transfer packages to be ingested (content data
and metadata). The transfer packages are checked on the basis
of the specifications.

= Which specifications does the digital repository have
regarding transfer packages? Which content data are
acceptable? Which metadata are required? Are there
special requirements and processes for the creation of
transfer packages?

= Which measures exist for validating the conformity of
transfer packages?

= Will the repository reject defective transfer packages
before ingesting, or will it take corrective measures
within a defined work area?

LANDESARCHIV
BADEN-WURTTEMBERG
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Extended certification rollout in 2013

The nestor working group on certification will
address formal certification in 2013

English translation of DIN standard and/or
guidance document in 2013

LANDESARCHIV
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++49 711 212 4276
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